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1 Preface

This section provides information about MyCloud Troubleshooting Guide and includes the following topics.
Intended Audience

About This Guide

— Related Documents

Conventions

1.1 Intended Audience

This document is intended for users like developers and administrators who will be responsible for the

following:

Developing service request forms

Using APIs to consume MyCloud services

Defining process workflows in the tool

MyCloud Configuration
— MyCloud Installation

1.2 About This Guide
This quide provides instructions to troubleshoot some of the commonly occurring issues along with steps to
resolve the issues. The guide has the following sections:

— MyCloud Features

Troubleshooting of MyCloud components

Availability Tests- Command Prompt

— Troubleshooting of MyCloud Portal components

Troubleshooting for CSS Issues

Availability Tests of Middleware components

— Troubleshooting of Middleware components

1.3 Related Documents

The following documents can be referenced in addition to this quide for further information on MyCloud.
— MyCloud Introduction Guide
— MyCloud Installation Guide
— MyCloud Configuration Guide — Admin Module
— MyCloud Configuration Guide - Provider Module - Part 1
— MyCloud Configuration Guide - Provider Module - Part 2
— MyCloud User Guide
— MyCloud Developer Guide
— MyCloud API Guide
— MyCloud V3 API Guide
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1.4 Conventions

The following typographic conventions are used in this document:

Table 1 - Conventions

Convention Element

Boldface Indicates graphical user interface elements associated with an action, or terms defined in
text or the glossary

Underlined blue Indicates a cross-reference and links

Courier New (Font) | Indicates commands within a paragraph, URLs, code in examples, and paths including on
screen text and text input from users

Numbered lists Indicates steps in a procedure to be followed in a sequence

Bulleted lists Indicates a list of items that is not necessarily meant to be followed in a sequence

Troubleshooting Guide 10
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2.1

MyCloud Overview

Today, many enterprises see cloud-based applications as an effective way to optimize IT-related costs, by
leveraging the pay-as-you-go model. Some organizations also realized the benefits that liberalization of IT

deployment and management across departments brings to the table, aqgility being of prime importance.

At the same time, the approach of having a decentralized, unrequlated, cloud-based IT ecosystem poses
new challenges around managing costs, visibility, and others. There is a need to have a hybrid cloud
management platform that gives them the flexibility to manage a complex and fast-changing cloud

environment.

DRYIiCE MyCloud is a hybrid cloud management product that empowers organizations to optimally govern,
provision, monitor, and manage cloud infrastructure. It combines data exploration and data visualization in
an easy-to-use product that enables effective analysis and generates actionable insights for laaS, PaaS
resources, and multi-machine blueprints. DRYICE MyCloud's data-driven recommendations and advisories
ensure continuous optimization of enterprise cloud environments across areas, including cost, performance,

security, and utilization.

MyCloud Features
— Self Service Catalog based Provisioning and Auto-decommissioning
Self Service Catalog based Provisioning & Auto-decommissioning — Provisioning of laaS, PaaS, and
multi-machine blueprints in a multi-cloud environment, through an intuitive self-service catalog and

auto-decommissioning post a defined interval to avoid cost leakages.

— Metering & show back

Track utilization of resources across BUs, enabling transparency and visibility.

— Advisory & Recommendation

Proactive recommendations around Cost Optimization, Fault Tolerance, Performance and Security.

— Dynamic User Interface
Flexibility to customize the service request form templates to capture configuration parameters

while placing provisioning requests.

— Dynamic Process Workflows
Enables automation of generic & custom tasks like installing agents, machine cloning etc. with

support for parallel execution.

— Script Library

Create new or leverage out-of-the-box scripts in process workflows across environments.

— Forecasting & Rl recommendation
Enables cost optimization and resource utilization by analyzing the past usage patterns &

recommending the most optimal resource types on AWS and Azure.

— Role Based Access Control

Troubleshooting Guide
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Manage user privileges based on their roles, eligibility and policies.

- Policy Driven Orchestration

Be in control of your cloud orchestration ecosystem aligned to your organizational policies.

— Rich Integration Ecosystem

Enables integration with industry leading third party tools through REST APIs and CLI.

— Enterprise-Grade Security
Ensure security of end-to-end cloud management and orchestration ecosystem through various

mechanisms.
3 Troubleshooting Procedures

3.1 Troubleshooting of MyCloud Components

This section describes the procedure for troubleshooting most commonly occurring issues along with their

resolution steps. The issues have been categorized based on various components of MyCloud as listed

below:
3.1.1 Troubleshooting Steps for MyCloud Installer
3.1.1.1 Issues related to Installer EXE
Table 2 - Installer Not Running
Track Description
Issue Installer exe is not running

Modules Impacted MyCloud Installer

Resolution Steps 1. Check, whether the antivirus is not restricting the "exe” file from running.
2. Ensure that the installer zipped file has been unzipped as per the defined procedure
and all contents have been extracted successfully.
3. Refer to the log and exception files (available, where the installer has been unzipped)
for more information.

3.1.1.2 Check Connection Failure in Database

Table 3 - Database Details - Check Connection Failure

Track Description

lssue Database Details - Check connection failure

Modules Impacted MyCloud Installer

Resolution Steps 1. Check the connectivity to the database server.

2. Ensure that the DB port (1443) is open for communication.

3. Ensure that the username and password are entered correctly.

4. Refer to the log and exception files (available, where the installer has been unzipped)

for more information.

Troubleshooting Guide 12



3.1.13 Check User Validity Failure for Server Configuration

Table 4 - Server Configuration — Check User Validity Failure

Track Description

Issue Server Configuration — Check User Validity failure

Modules Impacted MyCloud Installer

Resolution Steps 1. Check if all details have been entered correctly.
2. Ensure that the user has the administrator rights.
3. Refer to the log and exception files (available, where the installer has been unzipped)
for more information.

3.1.14 Pre-requisite Software Checking Failure

Table 5 - Pre-Requisite Checker - Pre-requisite Software Checking Failure

Track Description
Issue Pre-Requisite Checker - Pre-requisite software checking failure
Modules Impacted MyCloud Installer
Resolution Steps 1. Ensure that all the pre-requisites, i.e. software, are installed under Registry (under the
Local System). Then, press Win+R and type regedit.msc to open the Reqistry.

2. To check the exact path in Reqistry, refer to the installer logs under the log folder
inside the installer. If a user does not have access to Registry, then check-in installed
programs.

3.1.15 MyCloud Component Failure
Table 6 - MyCloud Component Installation Failure
Track Description
Issue MyCloud component installation failure

Modules Impacted MyCloud Installer

Resolution Steps 1. If a failure occurs due to the database, then resolve the issue depending on the error
message.
2. If a failure occurs due to the components, ensure that all the pre-requisites are
completed. To check the exact error, find the executed command in installer logs
under the log folder inside the installer.

3.1.2 MyCloud Portal

3.1.2.1 Availability Tests- Command Prompt

Table 7 - Availability Tests Using Command Prompt

Track Description

Type of Test Availability tests using the Command Prompt

Resolution Steps 1.  Open run command window by pressing Window key + R.
2. Type cmd and click OK.

Troubleshooting Guide 13



- Type the name of a program, folder, document, or Internet
L= resource, and Windows will open it for you,

Open: "

Cancel Browse...

Figure 1 - Run Window

4. The command window appears.
5. Execute the command below to test the website availability:
Ping <ip>/<WebsiteURL>

6. If we received a reply from <ip>/<WebsiteURL> then MyCloudPortal is available else
follow the steps detailed in Troubleshooting of MyCloud Components and as shown
in Figure 2 - Ping Response.

Figure 2 - Ping Response

3.1.2.2 Availability Tests- Browser

Table 8 - Availability Tests Using Browser

Track Description
Type of Test Availability tests using Browser
Resolution Steps 1. Open Google Chrome/ Mozilla/ IE browser and enter the MyCloud Portal URL in the

address bar.

2. If MyCloud Portal Login Page appears, then the portal is available otherwise follow the
troubleshooting steps in Troubleshooting of MyCloud Components and as shown in
Figure 3 — MyCloud Portal Login Page

Troubleshooting Guide 14
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Figure 3 - MyCloud Portal Login Page

3.1.23 Troubleshooting of MyCloud Portal Components
Table 9 - Check Website & AppPool in IIS Responding or Not
Track Description
Issue Check whether Website & AppPool in IS are responding or not
Resolution 1. Open the run command window by pressing Window key + R.
Steps

2. Type inetmgr and click OK.

==  Typethe name of a program, folder, document, or Internet
=] - : ;
— resource, and Windows will cpen it for you.
Open: inetmgr

QK Cancel Browse...

Figure 4 - Run Window

3. ThellS Console Home Page appears.
4. Expand the Server Name node > Sites node > HCLMyCloudPortal node

Troubleshooting Guide
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Figure 5 - IS Console Home Page

5. The Manage WebSite section on the right navigation bar of HCLMyCloudPortal will be in
Start state. If it is in Stop state, then click on Start link, as shown in Figure 6 - IS Console
HCLMyCloudPortal Node Selected.

Connect tions. Actions
HCLMyCloudPortal Home
CSETENY @ V! B Bl
:ﬁﬂs“’”aﬂ‘ Filter - ¥ 6o - ShowAll | Group by: Area ~E- (i Ramtsin
v.
-~ Edit Sits
3 Application Pocls [ . 9 -
- i . ’ > - — indings.
v &) Sites E & Ky (" ﬁ B §& r=
S @ Defaultweb St ) Z = 5 2 =R =8 = [ Basic Settings
< @ HCLMyCloudPortsl NET NETEwor  NET  METProfile NETRoles .MNETTrust NETUsers Application Vet
3 kvs ormpilati Pages  Globalization Levels Settings
> P ‘Wiew Virtual Directories
> (P WebAPI E * )
L5 wesln 7 ;5?) £ Manage Website
achine Key  Pages and er Session State SMTP E-mail p Restart
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= § ) @ e & 14e] [8] Browse %80 (hitp)
ASP Authentic cel Cormpression Default Directary Error Pages Handler HTTP
Document  Brawsing Mappings  Redirect Advanced Settings.

Figure 6 - 1IS Console HCLMyCloudPortal Node Selected

6. To check App Pools,
a. Select HCLMyCloudPortal, then under Edit Site heading, on the Actions panel,

click Basic Settings.
The Edit Site pop-up window appears.
You can see the Application Pool name in the Application Pool field as shown in
Figure 7 - Showing Application Pool.

b. Click the Application Pool below Server Name node in the left section.

c. Select the Application Pool from the Application Pools Section.

d. "Application Pool Tasks" section of selected Application Pool should be in Start
state. If in Stop state, then click on "Start” link, as Shown in Figure 8 - Selected

Application Pool

e HCLMyCloudPortal H !

-z e [~ ycloudPortal Home B Eplore
Gy e e = Eorsemion
22 Applicaten ook ASPNET . ‘zmwm

i@ Ses " & | = P )
£ & 3 T
@) Default e Site 3 = & 9 o5 o) "‘, _E.
& HCLMCloudParts! HET MY o sie
Authorizst.. Cormp
;!( B D Manage Wiebsite
4 HELMClaudPartal @ Select., -
Machine ey Page 2 Festnt
Cant »
s Physical paths | W
[t amperertsiaimpon] | L & Browes Welnite
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AP e mw e P
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Figure 7 - Showing Application Pool

‘ “'il Application Pools

I3 Start Page
v 83 MYCLOUDO016 (DRYICELABS\Iokeshgupta)

73 Application Pools i
o @ Sites Filter ~ % Go - ShowAll | Group by: No Grouping -

This page lets you view and manage the list of application pools on the server. Application pools are associated with worker
processes, contain one or more applications, and provide isolation among different applications.

@ Default Web Site Name Status  NETCLRV.. Managed Pipel... Identity Applicatior
@ HCLMyCloudPortal DNETV20 Started V2.0 Integrated ApplicationPoolld... 0
g Sszg"“g"‘ 2 NETV2.0 Classic Stted V20 Classic ApplicationPoolld... 0
o L2 NETVAS5 Stated w40 Integrated ApplicationPoolld... 0
2 NET\A45 Classic Started V4.0 Classic ApplicationPoolld... 0
2 Classic .NET AppPool Started V2.0 Classic ApplicationPoolld... 0
2 DefaultAppPool Started W0 Integrated ApplicationPoolld... 1
[ MyCloudAppl Started w40 Integrated 1 TE]
2 samlLogin Stated w40 Integrated ApplicationPoolld... 1
asso Started WO Integrated ApplicationPoolld... 1

Figure 8 - Selected Application Pool

Table 10 - Check Key Rotation Service is Up and Running

Track Description

Issue Check Key Rotation Service is Up and Running

Resolution 1. Open Google Chrome/ Mozilla/ IE browser and type the
Steps http://<ip>/KMS/KeyManagement.svc
2. URL in the address bar as shown in Figure 9 - Key Rotation Service Home Page.

@ KmyMpagement Servics X - a

<« C A Motsecure

KeyManagement Service

Vou have sreated 3 servie.

To kest this service, you will need to create a cient and use & to cal the service. Yau can 9o this using the sveuti.exe todl from the command line with the folowing syrtax:

avoutil.exe NLIDAnd HNS Tmana SARAnT . avn Sadl

¥ou can alse access the service destrigtion 2s 2 single file:

nagsment . wwsteingleias]

Ths will generate a configuration file and 2 code flie that contains the cient class. &< the two Fles to vaur dient applicabion and use the generated cient cass to call the Sarvice. For sxample:
(3

slasa Test

Figure 9 - Key Rotation Service Home Page

URL

3. [fit’s not getting displayed as shown in the above figure, then please drop a mail at MyCloud-

Product-Supp@hcl.com for further help.

Table 11 - Website is Not Available

Track Description

lssue Website is not available
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Resolution Steps 1.

2. Type inetmgr. And then click OK.

OIS RENEA

Type the name of a program, folder, decument, er Internet

resource, and Windows will open it for you,

Open run command window by pressing Window key + R.

inetrmgr

oK Cancel

Browse...

Figure 10 - Run Window

The IIS Console appears.
Expand the Server Name node > Sites node > MyCloudPortal node.
Right-click on the WebUI node and click Explore.
Open MyCloudLogger folder and then open the latest MyCloudLogger-xxxx-xx-xx-

xx file to view the website logs as shown in Figure 11 - MyCloud Logger Base Path with

Log Files.
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I ¥ = | MyCloudLogger
Home  Share  View
Y / cut ) New item = T open - Sele
B0z < [B X=1 0% o -
Wl Copy path {7 Easyaccess ~ L Edit Sele]
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Figure 11 - MyCloud Logger Base Path with Log Files

3.1.24

Troubleshooting Steps for MyCloud Portal (Web Application)

Table 12 - CSS is Not Loading for the Website

Track

Description

Issue

CSS is not loading for the website

1.  Open Google Chrome/ Mozilla/ IE browser and enter the MyCloud Portal URL in the address

bar.

The MyCloud Portal Login screen appears.
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18



2. Observe that Page CSS has not been loaded.

English (US) M

User Email ID
Nead

Copyright © MyCloud Contrel 2019, all Rights Reserved. | Supported Browsers Chrome, Firefox and Edge

Figure 12 — MyCloud Portal Login Screen without CSS

Modules MyCloud Portal

Impacted

Resolution 1.  Open the run command window by pressing Window key + R.
Steps 2. Type ServerManager and click OK.

5 Run bt

@- Type the name of a pregram, folder, document, or Internet

Open: | ServerManager v |

resource, and Windows will open it for you,

Figure 13 - Run Window

The Server Manager window appears.

3. Click on Add roles and features.

WELCOME TO SERVER MANAGER

“ Configure this local server

QUICK START

2 Add roles and features

3 Add other servers to manage

WHAT'S NEW
= 4 Create a server group

Connect this server to cloud services

Figure 14 - Server Manager Dashboard

4. On the Before you begin window, click Next.
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B Add Roses sad Feature ard

DESTINATION SERVER

Before you begin yeioua0rS drycolaza com

_ This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features 10 install Based 0n the Computing needs of your SrganZaton, such a3 sharng documents, o
nstallazion Type hosting a website.
Sl To remove roles, role services, of features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tatks have been completed:

* The Administrator account has 8 strong passwoed
* Network settings, such as static IP addresses, are configured
* The most current secunty updates from Windows Update are installed

If you must verify that any of the preceding p L have been comp close the wizard,
complete the steps, and then run the wizaed agan.

To continue, click Next.

[ Swop this page by defauit

x ‘H'\'OJ‘

Figure 15 - Before You Begin Screen

5. Onthe Select installation type window, select Role-based or feature-based installation, and
then click Next.

B Add Retes and Features Waand - o X
. . DESTATION SEavER
Select installation type 001 ycetase com
Eafore o Segn Select the nstalation type. You can nstall roles and features on 3 rumnng physcal computer o virtusl

T e

Sarver Seecten * Role baned or feature based imtallation
Configure a single server by adding roles, role services, and festures.

Iritall required role services for Virtual Desktop Infrastructuse (VD) 10 create & virtual machne Sated
of sesuon-tated desktop deployment

Figure 16 - Installation Type Screen

6. On the Select destination server window, select ‘Select a server from the server pool’ and
then select the Machine Name under the Server Pool group.
7. Click Next.
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B Asd Roles and Features Wizard - 0 x

Select destination server
Before You Sagn Select & server o¢ & virtual haed dirk on which 85 nstall roles and features.

Ingtalaticn Type ' Select a server foom the server pool

[ JEEREE
Server Boles Server Pool
Faaures
Filter:
Narve 1P Address Operanng System

1 Compuner(s) found

This page thows servers that are runming Windows Server 2012 or 8 newer release of Windows Server,
and Tt have been added by usng the Add Servers command in Server Manager. OMine servers and
newly-added servers from which dats collection o 18l incomplete are not thown.

Figure 17 - Server Selection Screen

8. Onthe Select Server Roles window, select Server Roles > Web Server (IIS) > Static Content.

FE; Add Reles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection

| Hyper-V "~
[ MultiPaint Services
[] Metwork Policy and Access Services
[ Print and Document Services
[ Remote Access
[] Remote Desktop Services
[ Volume Activation Services
4 [W] Web Server (II5) (19 of 43 installed)
4 [W] Web Server {17 of 34 installed)
4 [W] Commeon HTTP Features (4 of 6 installed)
Default Document (Installed)
Directory Browsing (Installed)
HTTP Errors (Installed)
[¥allStatic Content (Installed)

Features

g cmgw o

[] HTTP Redirection
[[] WebDAV Publishing
i [W] Health and Diagnostics (1 of 6 installed)
| (W] Performance (1 of 2 installed)
b (] Security (1 of 9 installed) -

Figure 18 - Select Static Content

3.1.24.2 Long Response Time of MyCloud Website

Table 13 - Long Response Time of MyCloud
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Track

Description

Issue

Long response time of MyCloud

This site can’t be reached

Figure 19 - Long Response Time of MyCloud

Modules Impacted

Web Application

Probable Root Cause

Issue with connectivity to the environment

Resolution Steps

Please ensure that the user has proper internet connectivity and access to the website.

Table 14 - Invalid Login Attempt in MyCloud Portal

Track

Description

Issue

Invalid Login Attempt in MyCloud Portal

Modules Impacted

Web Application

Probable Root Cause

Incorrect Password entered by user

Resolution Steps

1. Ensure that the correct User ID and Password are entered as the login credentials.

2. Ensure that the installer zipped file has been unzipped as per the defined procedure
and all contents have been extracted successfully.

3. Refer to the log and exception files (available, where the installer has been unzipped)
for more information.

Table 15 - User Not Found while Logging into the Application

Track

Description

Issue

User Not Found while logging into the application

Modules Impacted

Web Application

Probable Root Cause

Issue with the User ID used for login

Resolution Steps

1. Login to MyCloud using the provider’s admin credentials.
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2. Go to Organization and then click User Management.
3. Create a new user by clicking Add New.

Table 16 - Error Message “"SOAP Certificate Negotiation Failure” Appears

Track Description

Issue Error message SOAP Certificate Negotiation Failure appears in the Component Log
screen of MyCloud portal

Modules Impacted Web Application

Probable Root Cause = HCL.MyCloud certificate is not present in MMC > Local Machine > Trusted People and
MMC > Local Machine > Personal.

Resolution Steps 1. Get a valid HCL.MyCloud certificate from the team concerned or get a copy of the
certificate from MyCloud Installation Guide (refer the Pre-requisite section in
Installation Guide).
2. Double-click on the HCL.MyCloud certificate, select the Local Machine, and then
click Next.

&# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User
(® Local Machine

To continue, dick Next.

| ®Next | | Cancel

Figure 20 - Error Message SOAP Certificate Negotiation
Failure Appears

3. Specify the file that needs to be imported and click Next.
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€ L¢ Certificate Import Wizard

File to import
Specify the file wou wank toimport,

Browse...

Moke: More than one certificate can be stored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store (55T

Figure 21 - Error Message SOAP Certificate Negotiation Failure
Appears

4. Enter the certificate password in the Password field and click Next.
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€ b# Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[IMark this key as exportable, This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

Indude all extended properties.

Figure 22 - Error Message SOAP Certificate Negotiation Failure
Appears

5. Select the option i.e. Place all certificates in the following store and then select

Trusted People.
6. Click OK and then click Next.
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i Ll e

& ¢ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certifi

Windows can automatically select a certificate s
the certificate,

() Automatically select the certificate store b
(®) Place all certificates in the following store

Certificate store:

Select Certificate Store

Select the certificate store you want to use.

*

<

7] Trusted Publishers

7] Untrusted Certificates

[ 7] Third-Party Root Certification Authorities

Il Trusted People
[ 7] client Authentication Issusrs

L7 Preview Riild Ranta

[ show physical stores

[oc ] conce

e

Figure 23 - Error Message SOAP Certificate Negotiation Failure
Appears

7. Click Finish.
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€ ¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imparted after you click Finish,

ou have specified the following settings:

Certificate Store Selected by User JEINE = Rt =

Cankent PF=

File Marne C:\UserstlokeshguptalDovwnloads\HCL . My Cloud. pFx
< >

Finish Cancel

Figure 24 - Error message SOAP Certificate Negotiation
Failure Appears

Table 17 - User is Not Authorized to Access MyCloud

Track Description

lssue User is not authorized to access MyCloud

Modules Impacted Web Application
Key Rotation Service (KRS) may not be working

Probable Root Cause

Refer to the Troubleshooting Steps for Key Rotation System (KRS) (Web APl component)
for more details.

1. Tovalidate whether KRS is working, check if KRS WSDL is loading by going to the URL
http://<LB IP>:<port>/KMS/KeyManagement.svc.

Resolution Steps
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KeyManagement Service

toal fram the commend ime with the fallowing syt

Figure 25 - User is Not Authorized to Access MyCloud

2. If the user receives a message Bad Request, it means that KRS is not working.

Refer to Troubleshooting Steps for Key Rotation System (KRS) for more information.

Table 18 - Localhost Redirected You Too Many Times

Track Description

Issue Localhost redirected you for multiple times

B

This page isn't working
localhost redirected you too many times.
Try clearing your cookies.

ERR_TOO REDIRECTS

Figure 26 - Localhost Redirected You Too Many Times

Modules Impacted Web Application
Probable Root Cause = HCL.MyCloud.pfx certificate is not present

Resolution Steps 1. Refer to the file global.aspx to see the exact error.
2. Either HCL.MyCloud.pfx certificate is not present in MMC > Local Machine > Trusted
People or the certificate is corrupted. Then go to step 4.
3. Ifthe certificate is present, delete the certificate and import it again (Refer to the step
below).
4. Refer to SOAP Certificate Negotiation Failure resolution steps to import the
certificate.
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Table 19 - Site is Not Working or Getting Java Script Error

Track

Description

Issue

Site is not working or getting Java script error

Modules Impacted

Web Application

Probable Root Cause

HCL.MyCloud.pfx certificate is not present

Resolution Steps

1.

2.

Refer to the file global.aspx to see the exact error.

Either HCL.MyCloud.pfx certificate is not present in MMC > Local Machine > Trusted
People or the certificate is corrupted (refer step 4).

If the certificate is present, delete the certificate and import it again. (Refer the step
below).

Refer to the SOAP Certificate Negotiation Failure resolution steps to import the
certificate.

Table 20 - Login Not Working with SAML Authentication

Track

Description

Issue

Login not working with SAML authentication

Modules Impacted

Web Application

Probable Root Cause

SameSite cookies/sessions are null after SAML authentication

Resolution Steps

1.

Login into MyCloudDB database using SQL Management Studio

2. See logsin Log4net table for WebSite Component.

3. Check if any of the following errors are present:
a. "Cookies does not exist”
b. "Cache does not exist”
c. “"samlsession does not exist”

4. |If errors present in #3 then Update the following keys in the web.config of Website
a. Set "requireSSL" attribute to "true” in <httpCookies> tag
b. Set "cookieSameSite” attribute to “None” in <sessionState> tag

3.1.2.5 Troubleshooting Steps for Key Rotation System (KRS)

Table 21 - KRS is Not Working as it's Unable to Provide the Key: Server Error

Track

Description

Issue

KRS is not working as it’s unable to provide the key: Server Error
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Server Errar in '/KMS' Application.

Keyset does not exist

webreqest stackrsce

Exception Details: Syssn Secirty Cryplogracey CryplogrsnicEXCRpIKe Keyaat Sons not st

source Error:
ALY NSNS was AVAEUSAS AR TBE WASELSR 44 SN SUEEVER WID FURES. ENGTAGLien FUAEAng The SELJT 4 LS 6 Tha ST S B LMRSELE Wing The SR LAk tracs Bil.

Stack Trace:

[CryptographicException: Keyset does not exist
1

Systen. Security. Cryptography.Utils. CreatePravHandle (CspParameters parameters, Bcolean randemKeyContainer) +5539321
System. Security. Cryptography.Utils Get¥eyPalirHelper (CspAlgerithnType keyType, CspParsmeters parameters, Boalesn randomKeyContalner, Int32 dukeySize, SafeProwHandlel
System. Security. Cryptography.RSACryptaServiceProvider GetkeyPaln() +135

System. Security. Cryptography.RSACryptaServiceProvider. .ctor (Int32 dukeySize, CspParameters paremeters, Boolean useDefaultKeySize) +199
System. Security. Cryptography. X5@8Cert!flcates . X5@Cert ficated. get_PrivateKey() +227

System. SerwvceModel . Security. SecurityUtlls GetkeyContat nerInfo(X5@8Certiflcate certlficate) +42

System. Serwl ceModel . Security. Securitylitlls . CankeyDokeyExchange (X5@3Certiflcste? certificate) +241

System. Serwl ceModel . Security. Securitylitlls .EnsureCertiflcatelanDokeyE xchange (X589Certificated certlficate) +61

[ArgumentException: Tt is likely that certlficste 'CN-HCL.lAutomate’ may not hsve a private key that 1s capable of key exchange or the process may not have sccess rigl
System. Servi ceModel . Security. SecurityUitils. 1F1 ertificsted certificate) +322
System. Servi ceModel . Security. ServiceCredentialsSecurl tyTokenManager. CreateServerXseaT okenProvider () +35

System. Servi ceModel . Security. ServiceCredentialsSecurl tyTokenManager. Crestelocal SecurityTokenProvider (Rect 1
System. ServiceModel . Security. ServiceCredentialsSecurl tyTokenManager. CresteSecurityTokenProvider (SecurityTckenRequirement requirement) +54
System. ServiceModel . Security. ServiceCredential: 1 .CresteTlsneg: RecipientServiceModel Securit recipientieq
System. ServiceModel . Security. ServiceCredentialsSecuri tyTokenManager. CresteTlsnegoSecuri tyT. ator (Rect pientServiceMadel Securi! rement recipient]
System. ServiceModel . Security. ServiceCredentialsSecurityTokenfanager . CresteSecurityTokenfuthenticator (SecurityTokenRequirement tokenRequirement, SecurityokenResclw

recipientRequirer

Figure 27 - KRS is Not Working as it’s Unable to Provide the
Key: Server Error

Modules Impacted

MyCloud and its components

Probable Root Cause
No.l

Issue is with access rights of the certificate

Resolution Steps

Press Win+R, then type MMC and then click OK.
(= Run *

=] Type the name of a program, folder, document, or Internet
1= resource, and Windows will open it for you.

Open: IS 7]

Figure 28 - KRS is Not Working as it's Unable to Provide the
Key: Server Error

Click File > Add Remove Snap-in.
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& Consolel - [Console Root] - o X

@& File Action View Favorites Window Help -8 x
@ New CtrieN
=  Open. Cul-0

Save Ctri=S
Sorede There are no items to show in this view. | Comsleost A

 Add/Remove Snaprin.. CtrleM
Options...
1 services.msc
2 WF.msc

3 certmgr.msc
4 C\Users\..\Consolel.msc

Bxit

Enables you to add snap-ins to o remove them from the snap-in console.

Figure 29 - KRS is Not Working as its Unable to Provide the
Key: Server Error

3. Select Certificates and then click Add.

Add or Remove Snap-ins *

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendor ~ Console Root Edit Extensions...
k3 . -

Achvex Control Microsoft Cor... Remove
ig.g Authorization Manager Microsoft Cor...

te: Microsoft Cor...
. Component Services  Microsoft Cor... Move Up
@Computer Managem... Microsoft Cor...

Move Down

|f_!| Device Manager Microsoft Cor...

e Disk Management Microsoft and...
g Event Viewer Microsoft Cor...
[IFolder Microsoft Cor...
:EJ Group Policy Object ... Microsoft Cor...
& Internet Informatio...  Microsoft Cor...
[ZPInternet Informatio... Microsoft Cor...

.g IP Security Monitor Microsoft Cor... w

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

ok || cancel

Figure 30 - KRS is Not Working as it's Unable to Provide the
Key: Server Error

4. Select Computer Account and then click Next.
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Certificates snap-in >

This snap-n will always manage certificates for:
() My user accourt

(") Service account
(@) Computer account

Figure 31 - KRS is Not Working as it's Unable to Provide the
Key: Server Error

5. Click Finish.

Select Computer et

Select the computer you want this snap-in to manage.
This snap-n will always manage:

(@) Local computer; fthe computer this conscle is running on)

() Another computer: Browse. ..

[ Mlow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

Figure 32 - KRS is Not Working as it's Unable to Provide the
Key: Server Error

6. Click OK.
7. Expand Certificates > Personal. Double-click on the certificates inside Personal
folder.
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& File Action View  Favorites

-

Window Help

Bl g3

<

| Consale Root
~ Eﬁl Cetificates (Local Cornputer)

w ] Personal

| Certificates
] Trusted Root Certification .
] Enterprise Trust
| Intermediate Certificatian
] Trusted Publishers
] Untrusted Certificates
[ Third-Party Root Certificat]
[ Trusted People
] Client Authentication |ssug
] Preview Build Roots
(7] Rervote Desktop
| Srnart Card Trusted Roots
] Trusted Devices
(7] Web Hasting
] Windows Live |D Token 1531

VY VY Y YYY YV Y Y Y Y

b

Issued To - Issued By
ZLIHCL MyCloud
Sl Root Agency

Expiration Date  Intended Purpo
Root Agency 1412040 <8l
Root Agency 1412040 <8l

Personal store contains 2 certificates.

Figure 33 - KRS is Not Working as it's Unable to Provide the
Key: Server Error

& File  Action  Wiew Favorites

Ik

Window  Help

& B2 R

=

[ Console Root
~ 5 Certificates (Local Computer)

~ [ Personal

| Certificates
| Trusted Root Certification
| Enterprise Trust
| Intermediate Certification
] Trusted Publishers
| Untrusted Certificates
] Third-Party Root Certificat
7] Trusted Peaple
| Client Authentication Issue
7] Preview Build Roots
"] Remote Desktop
| Smart Card Trusted Roots
[ Trusted Dewvices
7] Weh Hasting
] Windows Live ID Taken Issy

VYV VVYVVYVYYYYYYY

Issued To Issued By Expiration Date  Intended Purpo

Open

Root Agency 1/1/2040

Al Tasks > Open

Cut Request Certificate with Mew Key...
Copy Renew Certificate with Mew Key...
Delete

Manage Private Keys..
Properties Advanced Operations >

Help Export,

Figure 34 - KRS is Not Working as it's Unable to Provide the
Key: Server Error

9. Click Add.

8. Right-click on the certificate used in MyCloud, for e.g. HCL.MyCloud. Select All Tasks
> Manage Private Keys.
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Permissions for HCL.MyCloud private keys *

Security

Group of USer names;

SR SYSTEM

Adrniniztrato HCLOUDO ministrators)
t_’ LogonSeszionld_0_416500365 (MT AUTHORITY)

| Add... | | Bemove |
Permizgions for Adminiztrators Al Deny
Full zontral 1
Read O

Special permizzions

For special permizzsions or advanced settings,
click Advanced. =

QK. || Cancel | Apply

Figure 35 - KRS is Not Working as it's Unable to Provide the
Key: Server Error

10. Enter Everyone in Enter the object names to select text box and click Check Names.

Select Users, Computers, Service Accounts, or Groups >

Select this object type:
|Users. Groups, or Buitt-in security principals | | Ohject Types... |

From this location:
|dr'_.'1celabs.cum || Locations. .. |

Enterthe object names to select (zxamples):

Figure 36 - KRS is Not Working as it’s Unable to Provide the
Key: Server Error

1. Select Everyone to add everyone to the Group/Usernames and then click OK.
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Security

Group o uger hames:

Permissions for HCL.MyCloud private keys

SR SYSTEM

E vemyone

SR Administrators (MYCLOUDOT 2544 dministrators)

3_? LogonSessionld_ 0418500563 (NT AUTHORITY]

click Advanced.

Add. Remaove
Permizzions for Everyone Al Dery
Full contral [l
Read O
Special permizzions
For special permizssions or advanced settings, Advanced

Figure 37 - KRS is Not Working as it’'s Unable to Provide the

Key: Server Error

ﬁFiIe Artion  Wiew  Favorites  Window  Help

e @ F: | XER BT

12. Copy the certificate and paste it into Trusted People folder.

- A
" Console Root lssued To Issued By Expiration Date  Intended Purpo
v Iﬁl C_ertlf\cates {Local Computer) || Cloud e 17172040 N

v [ Personl 5 Root Agency Root Agency 17172040 <Al

] Certificates
5 | Trusted Root Certification
» [ Enterprise Trust
5 | Intermediate Certification
5 | Trusted Publishers
5 [ Untrusted Certificates
5 | Third-Party Root Certificat
v | Trusted Peaple

| Certificates
5> ] Client Authentication lssue
5 | Preview Build Raats
5 | Remate Desktop
5 ] Srart Card Trusted Roats
5 | Trusted Devices
5 | Web Hosting
5 ] Windows Live ID Token |5

Figure 38 - KRS is Not Working as it's Unable to Provide the

Key: Server Error
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Table 22 - KRS is Not Working as its Unable to Provide the Key: HTTP Error

Track Description
Issue KRS is not working as its unable to provide the key: HTTP Error
HTTP Error 404,17 - Mot Found
The request ed content appears to be soript and will not be served by the static file handler,
sost likely causes:
» The requedt mutched o wikdeard mume mag. The request s mapsed 1o the stute He hosder. I tare mere J , the reed handlar,
Thinegs i can tey:
= yos ot e serwe thes connent s & shanc e, add an eaphot HIME map.
Distailed Errar Information:
Sadule  StancflsModule Regeeited URL o lecalhurn BB MESK e yMaNQRmant. Sul
Notifscation  EeeoumeReguedtiantier
Handler  Stanofle Logon Methad AP
Errer Code  0wBORTONN Lagon User  Angnpmaous
Mors Information: )
Figure 39 - KRS is Not Working as it's Unable to Provide the
Key: HTTP Error
Modules Impacted MyCloud along with all components

Probable Root Cause = MIME Type Error - IIS has not been configured properly

Resolution Steps 1.  Go to the Control Panel and turn on Windows Features.

2. Click Next until the user finds .Net Framework 4.6 Features (Installed). Expand it and

find WCF Services.
3. Expand WCF Services and enable HTTP Activation.

PRICINLNET Framework 3.5 Features (2 of 3 installed)
«'| .MET Framework 3.5 (includes .NET 2.0 and 3.0}
~f| HTTP Activation (Installed)

[ Men-HTTP Activation
4 | MNET Framework 4.6 Features (Installed)
«'| .MET Framework 4.6 (Installed)
/| ASP.MET 4.6 (Installed)
4 |+ WCF Services (Installed)
+'| HTTP Activation (Installed)
+'| Message Queuing (M5MQ) Activation (Inst:
+| Named Pipe Activation (Installed)
«f| TCP Actrvation (Installed)
+| TCP Port Sharing (Installed)
I [] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encrypticn
] BitLocker Metwark Unlock
[] BranchCache
] Client for NFS
[ Containers W

Figure 40 - KRS is Not Working as it's Unable to Provide the

Key: HTTP Error

4. Install and check for WSDL again.
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3.1.2.5.3 KRS is Not Working as its Unable to Provide the Key: MIME Type Error

Table 23 - KRS is Not Working as it's Unable to Provide the Key: MIME Type Error

Track Description

Issue KRS is not working as it's unable to provide the key

Modules Impacted Issue with IS

Probable Root Cause = MIME Type Error - IIS has not been configured properly

Resolution Steps 1. If the steps mentioned in KRS is not working as its unable to provide the key: HTTP

Error are performed and WSDL of KRS is still not loading properly, it implies that the
issue is with IIS.

2. Press Win+R, then type inetmgr, and then click OK.

3. Go to lIS and check whether KRS is working properly or not. If there is any issue in IIS,
try to host KRS on different ports and then try running the WSDL. If WSDL runs
successfully, it implies that issue is with IIS. Please drop a mail at MyCloud-Product-

Supp@hcl.com for further help.

3.1.2.54 KRS WCF Service Virtual Application is Shutting Down

Table 24 - KRS WCF Service Virtual Application is Shutting Down

Track Description

KRS WCEF service virtual application is shutting down.
Error Message:

Issue
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Modules
Impacted

Issue with IIS

Probable
Root
Cause

Application pool is rejecting the requests to KRS

Resolution
Steps

1. Press Win+R, then type inetmgr, and then click OK.
2. Expand the Server Name node > Sites node > select HCLMyCloudPortal

3. Check the state of the selected website. It should be in Start state. If it is not, then change the

status to Start.

4. Check Application Pool associated to HCLMyCloudKRS and verify the status which should be in

Start mode.
5. Steps to locate HCLMyCloudKRS Application Pool

a. Select HCLMyCloudKRS from the Connections Panel.
. Now Click on Basic Settings in the Action Panel.
c. Edit Site Popup will appear. Application Pool Name is present on this popup.

0 HCLMyCloudKRS Home

Filter - % o - (Show Al | Groupby: Area

ASP.MET -

- NET Users  Applicasion v
it Site 7 Applical
o Fitsice ? x ot |
View Virual Di
| Wanage Website
N HCLMyCloudKRS MiyCloudKREAppPasl Select... R
|| prysical path: - LI
= L = .
Pass-through authentication . -
A HTT® HTTE
Redirect Respon, hanced Se
Connect az. Test Setfings... =
nfigure
L Limnit;
L _-H_ Cancel 5L Settings ® r
an

Management ~

Figure 41 - 1IS - Find KRS Application Pool

Now Click Application Pools in the Connections Panel.
The application Pool Page will open.

Now select the Application pool of HCLMyCloudKRS.
Click on Basic Settings on the Action Panel.

Edit Application Pool gets open.

Now change the Managed Pipeline mode to Classic.

Sa + 0 Q

“;' Application Pools

Application Paol Tasks

Figure 42 - Edit Application Pool

8. Now after changing the Managed Pipeline Mode from Integrated to Classic, check the KRS.
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9. If the problem persists then please drop a mail at MyCloud-Product-Supp@hcl.com for further

support.
3.1.2.6 Troubleshooting Steps for MyCloud Web APl (Web APl component)
Table 25 - WEB APl is Not Running
Track Description
Issue WEB API is not running

Modules Impacted ~ Web API

Resolution Steps 1. Press Win+R and type inetmagr.
2. Click OKto openlliS.

=i Run *

=] Type the name of a program, folder, document, or Internet
L= resource, and Windows will open it for you.

Open: | K .

Cancel Browse...

Figure 43 - WEB APl is Not Running

3. Expand Sites and click HCLMyCloudPortal.

Connections
@-dae
g StmtFage Fiter: 6o - GhShawll |Groupby: Aren

0 HCLMyCloudPortal Home

2 Application Poals
] S
Q) Default web Site
v € HCLMyCloudPortal
3 s
v 3 webtl
= sin
] LoggerCarfigurationfile
1 MyCloudLogger
3 webll

. &

NETProfie NETRoles NETTrust NETUsers Applcation Connection Machine Key
Level Sett i

-
itt]

& € % 8 = A

Authentic.. Compression Default  Diectory  EmorPages  Handler  HTTP  [S8PIFiers  Logging  MIMETypes  Modules
Document  Browsing Mapgings  Respon

Request S50 Settings
Fitering

Figure 44 - WEB APl is Not Running

4. If "Start” under Manage Website section is enabled, then click Start to initiate the
services.

5. If the issue persists, please drop a mail at MyCloud-Product-Supp@hcl.com for
further help.
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3.1.2.6.2 KRS is Not Working as its Unable to Provide the Key

Table 26 - WEB API Service is Running, yet there is No Response Received

Track Description

Issue WEB API service is running, yet there is no response received

Probable Root Cause @ Authentication Failure

Resolution Steps 1.  Ensure the credentials that are used for calling the APIs are correct.
2. Ensure that the input (in JSON) which is being provided to APl is in correct format.

3.1.3  Troubleshooting of MyCloud App Components

3.1.3.1 Availability Tests of App components
The Middleware Components are listed below:
— HCL.MyCloud.ADService
— HCL.MyCloud.AllXaaS
— HCL.MyCloud.Billing
— HCL.MyCloud.GenericExecutor
— HCL.MyCloud.ITSMExecutor
— HCL.MyCloud.Listener
— HCL.MyCloud.Performance
— HCL.MyCloud.SyncService
— HCL.MyCloud.WorkFlow

3.1.3.2 Availability Tests using MyCloud Portal

Table 27 - Availability Test Using MyCloud Portal

Track Description

Type of Test Availability test using MyCloud Portal

Modules Impacted MyCloud Portal
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Resolution Steps

1. Open Google Chrome/ Mozilla/ IE browser and type the MyCloud Portal URL in the
address bar.
2. The MyCloud Login Page appears.

HCL DRYICE
MyCloud

2

Figure 45 - MyCloud Portal Login Screen

Enter the admin user’s login credentials to access MyCloud.
Go to Master > Component URL Configuration. The Configuration Module appears.
Select Base from the Provider’s dropdown list and click Go.

SRR

Check the following service’s availability test by clicking Test URL.

e HCL.MyCloud.WorkFlow - (Workflow Service)

e HCL.MyCloud.Billing — (Data Collector Billing and Advisory)
e HCLMyCloud.ITSMExecutor - (ServiceNow Executer)

e HCL.MyCloud.GenericExecutor — (Generic Service)

= S

Component URL Configuration

Generic Service This companent is responsible for Private Cloud billing, Data Purging and Cost Models Activation. GEN

Figure 46 - Component URL Configuration Screen

7. Select ProviderName from the Provider’s dropdown list and then click Go.

8. Check the following services by clicking the Test URL.

e HCL.MyCloud.ADService - (Active Directory)

e HCLMyCloud.AllXaaS - (Orchestrator Services)

e HCL.MyCloud.Performance - (Performance Data Sync)
e HCL.MyCloud.SyncService - (Platform Data Sync)
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Component URL Configuration
Provids
e T R, | v e S|
Pacformencs DelsSyric || This conponmat s resporlble for Metusing Deta Collecion PERF = o e—
Success
his com esponsible for et 0 4 0 e
Success

Figure 47 - Component URL Configuration Screen

If any of the Service Test URL shows the message as Fail, please follow the
troubleshooting steps mentioned in Troubleshooting of Middleware components.

3.1.33 Component URL and Service Host URL are not responding

Table 28 - Component URL and Service Host are Not Responding

Track Description

Issue Component URL and Service Host are not responding

Modules Impacted MyCloud Portal

Resolution Steps 1. URL in the Component URL Configuration module should be the same as
ServiceHostURL key present in the services config file.
2. Stepsto check the Component URL and ServiceHost URL.

a. Open Google Chrome/ Mozilla/ IE browser and type the MyCloudPortal
URL in the address bar.
b. The MyCloud Login Page appears.

HCL DRYICE
MyCloud

5 §

Figure 48 - MyCloudPortal Login Screen

3. Enter the admin user’s login credentials to access MyCloud.
4. Go to Master > Component URL Configuration.
5. The Configuration Module appears.
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6. Select Base from the Provider’s dropdown list and then click Go.

7. See the URL for HCL.MyCloud.WorkFlow service from URL Column.

Workflow Service This component is WORKFLOW

https://<ip=:<port>/<ServiceName> Test Url
responsible for triggering SBIEL Sy : -
MyCloud Process workflow

and notification service. |

Figure 49 - Component URL Configuration Screen

8. This URL must match the combination of the keys mentioned below keys in the
HCL.MyCloud.WorkFlow configuration file.

e ServiceHostURL
e ServiceEndPoint

<add key="ServiceHostURL" value="https://<ip>:<port:" />
<add key="ServiceEndPoint" walue="ServiceMame"/> |

Figure 50 - Workflow Configuration File Screen

9. Navigating to the HCL.MyCloud.WorkFlow configuration file.

a. Open run window by pressing the Window key + R.
b. Type services.svc and click OK.

=7  Typethe name of a pregram, folder, document, or Internet
resource, and Windows will open it for you.

Dpen: SEMVICES.MSC

QK Cancel Browse...

Figure 51 - Run Window

c. For HCL.MyCloud.WorkFlow service: (Select the Service, then right-click

and select Properties.)
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2 HCL.MyCloud Workflow

L‘?‘J} Human Interface Device Servic Start
€] HV Host Service Stop
'-f:‘,-:J} Hyper-V Data Exchange Servic Pause
:@} Hyper-V Guest Service Interfac Resume
&k Hyper-V Guest Shutdown Serv Restart

'-E‘J} Hyper-V Heartbeat Service
'-ﬁ?; Hyper-V PowerShell Direct Ser All Tasks >
'-E‘J} Hyper-V Rermnote Desktop Virty
'-.’?‘J'; Hyper-V Time Synchronizatior
'-ﬂ; Hyper-V Volume Shadow Copy Properties
15 11S Admin Service

L‘?‘!;IKE and AuthlP IPsec Keying M

Refresh

Help

Figure 52 - Properties Selection of a Service

The Service Property window appears.
d. Navigate to the selected Path to executable as shown below.

HCL My Cloud M orkFlow Properties (Local Computer) *
General LogOn Recovery Dependencies

Service name: HCL MyCloud workFlaw
Dizplay name: HCL. MyCloud \wforkFlow

Description:

Fath to executable:

8 \HCL MyCloud " orkflowE ngine. exe

Startup type: Automatic ~

Service status:  Running
Start Stop Pauze Rezume

“r'ou can specify the start parameters that apply when pou start the service
frarn here,

Start parameters:

Figure 53 - Service Property Window

10. Open the service config file to find the keys.
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T~ » This PC » Local Disk {T:) » Program Files » MyCloudComponents > SorkFlov: Meeeiimsesnieee

~

Marme Date modified Type Size
# Quick access
I Desktop » app.publish 8/5/20191:13 PM File folder
Workflowlog 272019 200 PM File falder
‘ Downloads b . - .
Tk HCL MyCloud MWaorkflowEngine 8520M01216PM Application Manif.., 2KEB
3 MtypCloud WorkflowE ngine, exe i ile
Documents * HCL MyCloud MorkflowE 8/5/20191:13 PM COMFIG Fil 3KE
&= Pictures b

HCL My Cloud.GZipEncader.dll 8520191216 P
bt land bk Sendice o E D

Application extens... S KB
10 flicating pots B

Figure 54 - Workflow Config File

<add key="ServiceHostURL" value="https://<ip»:<port>" />
<add key="ServiceEndPoint” wvalue="ServiceMame"/>

Figure 55 - Workflow Config File

3.1.34 AD Service is Not Running

Table 29 - AD Service is Not Running

Track

Description

Issue

AD Service is not running

Modules Impacted

AD Services component

Resolution Steps

Availability test for HCL.MyCloud.ADService and repeat all the steps for other
components.

1.

Open run command window by pressing Window key + R.

2. Type services.msc and then click OK.

Type the name of a program, folder, document, or Internet

=;i resource, and Windows will open it for you.
Open: | v

Cancel Browse...

Figure 56 - Run Window

3. The Services window appears.
4. Select HCL.MyCloud.ADService service from the list of services and check if the
Status is updated as Running or not. If the Status appears empty next to the selected
service, then start the service using the Start link provided on the left side under the
Services window.
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) M R ote Deskiop Connection

C Senvices

File A&ction View Help
e @ EG HEl »an

" Services (Local)

HCLMyCloud.ADService Marme Description  Status Startup Type
I%HCLMymuudADsW[e Automatic

Start the service | TLHCLMyCloud AllXaas Running _ Autamatic
L HCL MyCloud Billing Running  Autamatic
L HCL MyCloud GenericExecutor Running  Autamatic
{3 HCL My Cloud ITSMExecutor Running  Automatic
CLHCLMyCloud Listener Running  &utamatic
CLHCLMyCloud Performance Running  Autamatic
ELHCLMyCloud SyneService Running  Automatic
(S HCL MyCloud WorkFlow Runring  Automatic

Figure 57 - Select Service

', I - ot Desktop Connection

L Services
File Action View Help

| DEEES HE v e w

1 Services (Local)

HCLMyGoud ADService Description  Status  Startup Type
Running ic

Gk HCL My Cloud.&1Xaa Running

£ HCL My Cloud Billing Running  Automatic

Stop the service
Restart the service

1) HCL.MyCloud.GengricExecutor Running  Autarnatic
{6} HCL.MyCloud.ITSMExecutor Running  Automatic
£ HCL My Cloud Listener Running  Automatic
1) HCL.MyCloud Performance Running  Autarnatic
G HOLMyCloud.SyncService Running  Automatic

Figure 58 - Service Selected

3.1.35 Troubleshooting Steps for Generic Task Executor

Table 30 - Logs are Not Deleted from Log Table

Track Description

lssue Logs are not deleted from Log table

Date Level Code Job Mame ¥ | Requestio ¥ | Logger Message

08/30/2019 ERROR RunRecommendabionDRYICE  55BAJ6992BE3-  driver_util_load_ranking_model Traceback (most recent call last): Fila

4943-9E58- “C fifutomate 1 3Auqust2019/iRecommendict ~

89454AEFBETE . C
083072019 ERROR RunRecommendationDRYICE  S5BA2698-2BE3- | driver_uti_load_ranking_model Error in loading Ranking model [Ermo 2] No

4943-9E58- such file or directory. -

B3454AEFB6T6 « B
083072019 ERROR RunRecommendafionDRYICE  55BA2699-2BE3-  driver_uti_load_ranking_model Ranking Modsl not available

4843.9E58-

89454AEFBET6

Figure 59 - Logs are Not Deleted from Log Table

Tables Impacted Log4NetLog, lobExecutionlLog, lobExecutionRequestDetails

Resolution Steps Go to the job and ensure that the job is enabled. Enable the job, if it isn't already.

Table 31 - The Log Reads ‘Not Able to Reach the Component’

Track Description
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Issue

Log reads Not able to reach the component

Tables Impacted

Log4NetlLog, JobExecutionLog, JobExecutionRequestDetails

Probable Root Cause

Organization ¥
NA

isutomatePurgeData

‘Not able to reach the component’

Falled

m
NA NiA

Generi

omponent Name ¥

0821201906312 [E] & O

Figure 60 - The Log Reads ‘Not Able to Reach the Component’

Resolution Steps

Go to MyCloudPurgeData job and open the job log. If the log reads Not able to reach
the component, then check the status of Generic service by following the steps

below:

a. Go to the server where services are installed, then press Win+R, and then
type services.msc.

= Run

= Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | SEMVICES.MSsc

Cancel

Browse...

Figure 61 - The Log Reads ‘Not Able to Reach the Component’

b. Click OK to open Windows Services.

G Services

File Action View Help

Ll = (IERCEEYN 7RI

., Sewvices (Local)

Apache2.4

Stop the service
Restart the service

Description:
Apache/2.4.23 (Wind)
OpensSsL/1.0.2h

Name

Gk ActiveX Installer (AxinstSV)

Gk Adobe Flash Player Update Service

G airtel. OUT
Gk Alloyn Router Service
:e] Apache2.d
App Readiness
3 Application Host Helper Service
3 Application Identity
Application Information
Application Layer Gateway Service

5

Application Management

ASPNET State Service
J AssignedAccessManager Senvice
Auto Time Zone Updater

Base Filtering Engine
BES Client
BitLocker Drive Encryption Service

Block Level Backup Engine Service
Blue Coat Unified Agent

J Bluetooth Handsfree Service

} Bluetaoth Support Service
BranchCache

Certificate Propagation

BB DDE DL

AppX Deployment Service (AppXSVC)

Background Intelligent Transfer Senvice
Background Tasks Infrastructure Senvice

BitLocker Management Client Service

Capability Access Manager Service

Cisco AnyConnect Network Access Manager

Description

Provides Us..

This service .

Determines ...
Facilitates t..
Provides su...

Processes in

Provides inf...
Provides su.
AssignedAc...
Automatica...
Transfers fil.
Windows in...
The BaseFil...
Facilitates u...

BDESVC hos,

BitLocker M.

The WBENG,
Provides W.

Enables wir..
The Bluetoo..

Establishes

Status

Running

Running

Running

Running
Running
Running
Running
Running

Running
Running
Running

Running
Running

Startup Type
Manual
Manual
Automatic

Manual (Trig..

Automatic

Manual

Automatic

Manual (Trig..
Manual (Trig..

Manual
Manual
Manual
Manual
Manual
Disabled
Manual
Automatic
Automatic
Automatic (D.

Manual (Trig...

Automatic (D.
Manual
Automatic

Manual (Trig..
Manual (Trig..

Manual
Manual
Automatic
Automatic

Log On As
Local System
Local System
Local System
Local Service
Local System
Local System
Local System
Local Service
Local System
Local Service
Local System
Local System
Network Service
Local System
Local Senvice
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local Service
Local Service
Network Service
Local System
Local System
Local System

Figure 62 - The Log Reads ‘Not Able to Reach the Component’
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c. Click on any of the listed services, then Type H to search for
HCL.MyCloud.GenericExecutor and select it.
d. Click Start to initiate the service if it's not running already.

2. Tocheck if the service is running fine, perform the following steps:

a. Load the WSDL of Generic Service by entering the URL on browser. For
e.g. http://<ipaddress>:<port>/GenericService

b. If the following page appears, it implies that either the service is not
running or there is some issue with Generic Service. Please drop a mail at
MyCloud-Product-Supp@hcl.com for further help.

B

This site can’t be reached

Figure 63 - Logs are Not Deleted from Log Table
c. Ifthe following page appears, it implies that service is running fine.

ENErICSErvice Service

te a client and use it to call the service. You can do this using the svcutil.exe tool from the command line with the following syntax:

Figure 64 - Logs are Not Deleted from Log Table

Table 32 - Service is Running and WSDL gets Loaded Successfully but still Issues

Persist

Track

Description

Issue

Service is running and WSDL gets loaded successfully but still issue persists

Tables Impacted

Log4NetlLog, JobExecutionLog, lobExecutionRequestDetails

Resolution Steps

1. Check the logs on Component Log page corresponding to the APIWindowServices.

2. Ifthe error does not appear on Component Log page, then check the log file. The log
file is located within the folder in which service has been installed.

3. Ifauser has database access, then execute the command below:

exec getjobtorundetails 'Gen','Y'

If the above command doesn’t provide any data, then please drop a mail at MyCloud-
Product-Supp@hcl.com for further help.
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Table 33 - Job Failure

Track

Description

Issue

Job Failure

Resolution Steps

1. Check the logs on Component Log page corresponding to the Main Listener.
2. Check whether listener can call Generic Service or not. If it is responding but unable
to return data, then check whether the request JSON is correct or not.

3.1.3.6 Troubleshooting Steps for Job Listener

Table 34 - Error Message “Not Able to Reach the Component” Appears on Job Log

Screen

Track

Description

Issue

Error message Not able to reach the component appears on Job Log screen for the
respective Job under Manage Job module.

Modules Impacted

Platform data sync, data collector billing and advisory, performance data sync,
workflow service, service-now executer, active directory, generic service

Probable Root Cause No.1 = Listener service is not up and running

Resolution Steps

1. Press Win+R and then type services.msc.
2. Click OK to open Windows Services.

7 Run x

= Typethe name of a program, folder, document, or Internet
= resource, and Windows will open it for you,

Open: | SEMVICES.MSC v

IR IR

Figure 65 - Error Message “Not Able to Reach the
Component” Appears on Job Log Screen

3. Find the service HCL.MyCloud.Listener and select it.
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£ Services (Local)

HCL MyCloud Listener Mame Description  Status Startup Type  Log On &s
) € Baogle Chrame Elevation Service Manual Local Syste...
%if;::hs:x:@ L) Google Update Service (qupdate) Keeps your .. Autornatic (D Local Syste..,
“L-Google Update Service (gupdatem) Keeps your ... Manual Local Syste...
€ Broup Policy Client The service .. Running  Automatic (T, Local Syste..
CEHCLMyClowd ADService Running  Autamatic lokeshgupt..,
LEHCLMyCloud £1KaaS Running  Automatic lokeshgupt..,
EhHCLMyCloud Billing Running  Automatic lakeshgupt..
CEHCLMyClowd.GenericExecutor Running  Autamatic lokeshgupt..,
SEHCLMyCloud. I TSMExecutor Running  Automatic lokeshgupt..,
CLMyCloud Listener Running  Automatic .
CrHCLMyCloud.Performance Running lokeshgupt.,,
“LEHCLMyCloud. SyneService Running  Automatic lokeshgupt..,
EHCLMyCloud WorkFlow Running  Automatic lakeshgupt..
L Human Interface Device Service Activates an.. Manual (Trig.,  Local Syste.,
“5HV Host Service Pravides an ... Manual (Trig...  Local Syste..,
& Hyper-¥ Data Exchange Service Provides a .. Manual (Trig.. Local Syste..,
L Hyper-Y Guest Service Interface Prowides an .. Manual (Trig.,  Local Syste.,
“L:Hyper-y Guest Shutdaown Service Provides 3 .. Manual (Trig...  Local Syste..,

Ok Huper-Y Heartheat Service Manitars th Manual (Trig, Local Svste

Figure 66 - Error Message "Not Able to Reach the
Component” Appears on Job Log Screen

4. Click Start to start the service.

Probable Root Cause No.2 | Related stored procedure is not giving the data

Resolution Steps

1.

2.

Go to the SQL Server Management Studio.

Go to MyCloudDB and run the Stored Procedure ‘GetlobToRunDetails’ and check
if it is providing relevant data for the component jobs. If it's not providing, please
drop a mail at MyCloud-Product-Supp@hcl.com for further help.

Query to execute the Stored Procedure is, exec
GetlobToRunDetails ‘Component_Code’, "Y".

Probable Root Cause No.3

Issue in Key Management Service (KRS)

Resolution Steps

1.

If the Listener service is up and running and SP GetlobToRunDetails is having
right set of data, then check the Listener logs and perform the following steps:

a. Press Win+R and then type services.msc.

4 Run =

Type the name of a program, folder, document, or Internet

= rescurce, and Windows will open it fer you,

Open: | SEMVICES.MSC v

ST IR

Figure 67 - Error Message "Not Able to Reach the
Component” Appears on Job Log Screen

b. Click OK to open Windows Services.
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©l, Semvices
File Action View Help

. Senvices (Local)

Apache2.4

Stop the service
Restart the service

Description:
Apache/2.4.23 (Win64)
OpenssL/1.0.2h

b ®n

Name

&1 ActiveX Installer (AxnstsV)
& Adobe Flash Player Update Service

Ehairtel. OUC

& AllJoyn Router Service

LB BB L0000 0000000000008

Apache2.4
App Readiness

BES Client

}: Bluetooth Han

Application Host Helper Senvice
Application Identity
Application Information

) BitLocker Drive Encryption Service
" BitLocker Management Client Service
Block Level Backup Engine Service
Blue Coat Unified Agent

J: Bluetooth Support Service

Description  Status  Startup Type  Log On As

Provides Us... Manual Local System
This service .. Manual Local System
Automatic  Local System

Routes Alllo.. Manual (Trig...  Local Service

Apache/24... Running  Automatic

Gets apps re. Menual Local System

Provideszd.. Running Automatic  Local System
Determines .. Manual (Trig... Local Service

Fcilitatest.. Running  Manual (Trig... Local System

Application Layer Gateway Service Provides su. Menual Local Service
Application Management Processesin. Menual Local System
AppX Deployment Service (AppKSVC) Provides if. Menual Local System
ASP.NET State Service Provides su. Menual Network Service

' AssignedAccessManager Service AssignedAc.. Manual Local System
Auto Time Zone Updater Automatica.. Disabled Local Service
Background Intelligent Transfer Service Transfers fil.. Manual Local System
Background Tasks Infrastructure Service Windows in... Running Automatic  Local System
Base Fiftering Engine TheBaseFil. Running Automatic  Local Service

Facilitates .. Running  Automatic (D.. Local System
BDESVC hos.. Running  Manual (Trig.. ~ Local System
Bitlocker M.. Running  Automatic (D.. Local System

The WBENG.. Manuzl Local System
ProvidesW... Running Automatic  Local System
dsfree Service Enables wir. Running  Manual (Trig... Local Service

TheBluetoo... Running  Manual (Trig...  Local Service

BranchCache This service .. Manual Network Service
Capability Access Manager Senvice Provides fac. Manual Local System
Certificate Propagation Copiesuser... Running Automatic  Local System
Cisco AnyConnect Netwerk Access Manager

Establishes... Running  Automatic

Local System

Figure 68 - Error Message “"Not Able to Reach the

Component” Appears on Job Log Screen

c. Click on any of the listed services, then type ‘H’, and then search for
HCL.MyCloud.Listener.
d. Right-click on HCL.MyCloud.Listener service and select Properties.

HCL.MyCloud.Listener

Stop the service
Restart the service

e

Mame

@Google Chrome Elevation Service
@Google Update Service (gupdate)
@%Google Update Service (gupdatem)
@Group Policy Client
EL HCLMyCloud.ADService
ELHCLMyCloud.AllXaas
€L HCLMyCloud.Billing
5:?}3 HCL.MyCloud.GenericExecutor
HCL.MyCloud. [ TSMExecutor

d.Listener

‘ELHCLMyCloud.Perform Start
5:?}3 HCL.MyCloud. Syncsen Stop
ELHCLMyCloud. WorkFlo Pause
@%Human Interface Devic B
& -
::&HV Host Service Restart
'-:"%Hyper—‘u" Data Exchange
@‘}5 Hyper-V Guest Service | All Tasks ¥
EhH -V Guest Shutd
::}i yper ue utdoy Refrech
'-:?}3 Hyper-V Heartbeat Sen
@}5 Hyper-V PowerShell Dir Properties
@'}5 Hyper-W Remote Deskt

Help

@% Hyper-¥ Time Synchro

Figure 69 - Error Message "Not Able to Reach the
Component” Appears on Job Log Screen

e. Copy the value mentioned in Path to executable as shown in Figure
70 - Error Message "Not Able to Reach the Component” Appears on

lob Log Screen.
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HCL.MyCloud.Listener Properties (Local Computer) =
General LogOn Recovery Dependencies

Service name: HCL.MyCloud . Listener
Display name: HCL MyCloud Listener

Description:

Path to executable:

C:*Program Files'MyCloudComponents\MyCloudLlistener 20130813 1.

Startup type: Automatic w

Service status: Running
Start Stop Pause Resume

Y'ou can specify the start parameters that apply when you start the service
from here.

Start parameters:

Figure 70 - Error Message "Not Able to Reach the
Component” Appears on Job Log Screen

f.  Open File Explorer, then paste the copied path, and then press Enter
to open the desired folder.

g. Search the folder ListenerLog and open it to find the latest text file
(.txt) named as Listener which is the log file.

h. Open the log file and check for the error mentioned in Figure 71 -
Error Message “Not Able to Reach the Component” Appears on Job
Log Screen. This error implies that the URL of KRS in config file of
listener is either incorrect or not working properly.

§ 1 [E30R) : Erree i CallPL:Ervor comverting value “There was 2o endpolor Listentog ot beto:/ [ >+ <o

predent, for more det

Figure 71 - Error Message "Not Able to Reach the
Component” Appears on Job Log Screen

2. Tofind the URL from the config file of listener, follow the steps below:

a. Press Win+R and type services.msc.
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= Run >

== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Qpen: | SEMVICES.MSC v|

E 0K ﬂ Cancel H Browse... ‘

Figure 72 - Error Message “"Not Able to Reach the
Component” Appears on Job Log Screen

b. Click OK to open Windows Services.

“ Services

File Action View Help

| m [ I

Apache2.4 Neme - Description  Status  StartupType  Log On As
G ActiveX Installer (AdnstsV) Provides Us.. Manuzl Local System

;t—e”;‘r:‘:;:::m Gh, Adobe Flash Player Update Service This service ... Manual Local System

= G airtel, OUC Automatic Local System
G Alloyn Router Service Routes Alll. Manual (Trig... Local Service

Description:

321;2?5.:§3y‘nM1 G} App Readiness Gets apps re. Manual Local System
6 Application Host Helper Service Providesad... Running  Automatic Local System
) Application Identity Determines .. Manual (Trig... Local Senvice
€ Application Information Facilitatest.. Running Manual (Trig... ~ Local System
&), Application Layer Gateway Service Provides su. Menual Local Senvice
&), Application Management Processes in. Menual Local System
€}, AppX Deployment Service (AppXSVC) Provides in. Menual Local System
1€, ASP.NET State Senice Provides su. Menual Network Service
€} AssignedAccesshanager Service AssignedAc, Menual Local System
€} Auto Time Zone Updater Automatica Discbled Local Service
€} Background Intelligent Transfer Service Transfers fil. Menual Local System
€ Background Tasks Infrastructure Service Windows in... Running Automatic  Local System
€ Base Filtering Engine TheBaseFil. Running Automatic  Local Service
G BES Client Facilitatesu... Running  Automatic (D... Local System
& BitLocker Drive Encryption Service BDESVC hos.. Running  Manual (Trig.. ~ Local System
& BitLocker Management Client Service BitLocker M. Running  Automatic (D.. Local System
€ Block Level Backup Engine Service The WBENG.. Manual Local System
€ Blue Coat Unified Agent Provides W, Running Automatic  Local System
& Blustooth Handsfree Senvice Enables wir., Running  Manual (Trig..  Local Service
& Bluetooth Support Service The Bluetoc... Running  Manual (Trig... Local Service
& BranchCache This service . Manuzl Network Service
€}, Capability Access Manager Service Provides fac.. Manuzl Local System
‘G Certificate Propagation Copies user... Running  Automatic Local System
6k Cisco AnyConnect Network Access Manager Establishes... Running  Automatic Local System

Figure 73 - Error Message “Not Able to Reach the
Component” Appears on Job Log Screen

c. Click on any of the listed services and type H to search for

HCL.MyCloud.Listener.

d. Right-click on HCL.MyCloud.Listener service and then click

Properties.
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HCL.MyCloud.Listener Marne -
5:‘:??, Google Chrome Elevation Service
5:‘:??, Google Update Service (gupdate)
5@& Google Update Service (gupdatem)
E\I.?),Group Paolicy Client
ELHCLMyCloud.ADService
EEHCLMyCloud.AllXaas
ELHCLMyCloud.Billing

5:@, HCL.MyCloud.GenericExecuter

£ HCLMyCloud I TSMExecutor
AHCL.MyCloud. Listener
ELHCLMyCloud.Perform
ELHCLMyCloud.SyncSen Stop
ELHCLMyCloud WorkFlo [Breg
@Human Interface Devic
@HV Host Service

@;}, Hyper-V Data Exchange
&) Hyper-V Guest Service | All Tasks 3
@;}, Hyper-V Guest Shutdoy
@;}, Hyper-V Heartbeat Ser
@Hyper-\f PowerShell Dir Properties
E:‘:?égH},'r_ier-‘u" Remote Deskt
5@5 Hyper-V Time Synchro

Stop the service
Restart the service

Start

Resume

Restart

Refresh

Help

Figure 74 - Error Message "Not Able to Reach the
Component” Appears on Job Log Screen

e. Copy the value mentioned in Path to executable field.

HCL.MyCloud.Listener Properties (Local Computer) =
General LogOn Recovery Dependencies

Service name: HC L. MyiCloud. Listener
Display name: HC L. MyiCloud. Listener

Description:

s My Cloud Listener 20

Service status: Running
Start Stop Pause Resume

ou can specify the start parameters that apply when you start the service
from here.

Start parameters:

Figure 75 - Error Message "Not Able to Reach the
Component” Appears on Job Log Screen

f.  Open File Explorer, then paste the path, and then press Enter to open
the desired folder.

g. Search for HCL.MyCloud.Listner.Service.Host config file as shown in
the below figure.

E] HCL.MyCloud.Listner.Service.Host.exe 8/13/2019 2:52 PM  CONFIG File 3KB
=

Figure 76 - Error Message "Not Able to Reach the
Component” Appears on lob Log Screen
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h. Open the config file and find the value of the key
<KeyManagementBaseAddress>.

i. To verify whether the URL is correct or not, go to MyCloudDB. Run
the query "SELECT * FROM EnvironmentComponentURLs" to find
the URL corresponding to component code= 'KRS. If both the URLs
are the same then, there is an issue in KRS URL. Find the value of the
key <KeyManagementBaseAddress> in the config to make KRS URL
as 'http://<IP>:<PORT>/KMS’.
<add key="URL" value="http://<IP>:<PORT>" />

j- Open browser to run the URL
http://<IP>:<PORT>/KMS/KeyManagement.svc. Check if WSDL of
KeyManagement.svc loads successfully. If the following error
occurs, then there is an error in KRS. Refer to Troubleshooting Steps
for KRS for more details.

=

This site can't be reached
localhost refused to connect.
Try:

» Checking the conhection

« Checking the proxy and the firewall

ERR_COMMNECTION_REFUSED

Details

Figure 77 - Error Message “Not Able to Reach the
Component” Appears on Job Log Screen

k. If the following WSDL loads, it implies that KRS is running fine.

keyManagement Scrvioo
24 T A

e L T T e T T e B

400 a2 wonEm 0 i m e as m rir T

Figure 78 - Error Message “Not Able to Reach the
Component” Appears on Job Log Screen

Probable Root Cause No.4 = Drive is full - Storage issue

Resolution Steps 1. Go to the server where the Listener service is installed.
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2. Look for any available space in the drive. If not, then ask the System
Administrator to increase the space in the drive.
3. Restart the service and check again.

3.1.3.7 Power CLI command Issue

Table 35 - Error Message "Cmdlet Command Not Recognized” Appears on Job Log

Screen

Track

Description

Issue

Cmdlet command not recognized

Modules Impacted

Orchestrator Service

Probable Root Cause No.1 = Please ensure that all PowerShell Module and external APls are 32-bit/64-bit version
installed.
Also ensure that the module listed in the error message should be imported for the
logged user profile.
Sample command for installing the Module can be as:
Install-ModuleVMware.VimAutomation.Core -Scope AllUsers
3.1.3.8 Troubleshooting Steps While Using Proxy

Table 36 - Error Message "Host Not Reachable” Appears in the Log File

Track

Description

Issue

Host not reachable when proxy is being used to access public URLs

Modules Impacted

Sync, Billing, Performance

Probable Root Cause No.1

Network proxy details should be configured in "PlatformProxyDetail” table in the
MyCloud database.

Table 37 - Error message "The Request Channel Timeout Attempting to Send After

00:01:00" Appears in the Log File

Track

Description

Issue

Timeout or not able to connect to internal components (WebAPI, KRS, Vcenter,
VMwar, Scvmm) when using proxy only to access Public URLs

Modules Impacted

Sync, Billing, Performance

Probable Root Cause No.1

Update the app.config file for key "BypassList” with comma separated internal
component (which are not accessible or giving timeout) URLs in the respective
Components.
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<add key="BypassList" value="x.x.x.x,x1.x.x.x";":‘r‘I

Figure 79 - Update BypassList key for Bypass IP/Domain
from Proxy
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4 Support

For any product related queries and new installations, drop an email to mail to: mDRYiICE-PMG-

Autonomic@hcl.com.

For any queries related to installation, configuration, API(s) issues or any troubleshooting issues, drop an

email to MyCloud-ProdSupport-Team@hcl-software.com.
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