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1 Preface

This section provides information about the MyCloud Installation Guide and includes the following topics.
— Intended Audience

— About This Guide

— Related Documents

— Conventions

1.1 Intended Audience

This information is intended for Business administrators/IT administrators responsible for installing
MyCloud and infrastructure administrators responsible for provisioning infrastructure required for

installation of MyCloud.

1.2 About this Guide

This guide has instructions to install MyCloud. It includes the software & hardware pre-requisites, MyCloud
components details and installation procedures for the product. This guide also provides references to
other documents for detailed information and consists of the following major sections:

—  MyCloud Overview

— MyCloud Installation

— MyCloud Environment Planning

— MyCloud Environment Preparation

— Deployment
— MyCloud Post Installation Task.

1.3 Related Documents
The following documents can be referenced in addition to this quide for further information on MyCloud:
— MyCloud Introduction Guide
— MyCloud User Guide
— MyCloud Configuration Guide — Admin Module
— MyCloud Configuration Guide - Provider Module - Part 1
— MyCloud Configuration Guide - Provider Module - Part 2
— MyCloud Troubleshooting Guide
— MyCloud Developer Guide
— MyCloud API Guide
—  MyCloud V3 API Guide

14 Conventions

The following typographic conventions are used in this document:
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Table 1 - Conventions

Convention

Element

Boldface

Graphical user interface elements associated with an action, or terms

defined in text or the glossary

Underlined blue face

Cross-reference and links

Courier New (Font)

Commands within a paragraph, URLs, code in examples, and paths

including onscreen text and text input from users

Italic

Document titles, occasional emphasis, or glossary terms

Numbered lists

Steps in a procedure to be followed in a sequence

Bulleted lists

List of items that is not necessarily meant to be followed in a

sequence

Installation Guide
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2 MyCloud Overview

DRYiCE MyCloud is a hybrid cloud management product that empowers organizations to optimally govern,
provision, monitor, and manage cloud infrastructure. It combines data exploration and data visualization in
an easy-to-use product that enables effective analysis and generates actionable insights for laaS, PaaS
resources and multi-machine blueprints. DRYICE MyCloud's data-driven recommendations and advisories
ensure continuous optimization of enterprise cloud environments across areas, including cost,

performance, security, and utilization.

2.1 MyCloud Features

— Self Service Catalog based Provisioning and Auto-decommissioning:

Self Service Catalog based Provisioning & Auto-decommissioning- Provisioning of laaS, PaaS, and
multi-machine blueprints in a multi-cloud environment, through an intuitive self-service catalog and
auto-decommissioning post a defined interval to avoid cost leakages.

— Metering & Showback:

Track utilization of resources across BUs, enabling transparency and visibility

— Dynamic User interface:

Flexibility to customize the service request form templates to capture configuration parameters
while placing provisioning requests.

— Dynamic Process Workflows:

Enables automation of generic & custom tasks like installing agents, machine cloning etc. with
support for parallel execution.

— Script Library

Create new or leverage out-of-the-box scripts in process workflows across environments.

— Role Based Access Control:

Manage user privileges based on their roles, eligibility, and policies.

— Policy driven Orchestration:

Be in control of your cloud orchestration ecosystem aligned to your organizational policies.

— Rich Integration Ecosystem:

Enables integration with industry leading third party tools through REST APIs and CLI

— Enterprise-Grade Security:

Ensure security of end-to-end cloud management and orchestration ecosystem through various
mechanisms

Installation Guide 16



2.2 MyCloud Component Overview

MyCloud has various service components, each playing a different role in multi cloud management. Each

component has pre-requisites. Below table lists all the components, their roles and responsibilities and

pre-requisites required for each component.

and pre-requisites

Table 2 - MyCloud Component with their roles and responsibilities

Component Name

Description

Pre-Req’s

MyCloud Portal

It comprises two sub-components:
e WEeB UIl: MYCLOUD WEB PORTAL

e MYCLoUD API: REST API TO INTERACT WITH

MyCLouD

This component requires MyCloud database

connectivity.

I1S, MyCloud Certificate, .Net

Framework 4.8

MyCloud KRS

Key Rotation Service: To rotate encryption key on

a periodic basis.

This component requires MyCloud database

connectivity.

I1S, MyCloud Certificate, .Net

Framework 4.8

Job Listener

It helps in the execution of MyCloud jobs and
interacting with different components internally.

This is a window service.

This component requires the MyCloud database

connectivity.

MyCloud Certificate, .Net

Framework 4.8

Sync Service

It is responsible for synchronization of the
underlying infrastructure cloud resources. It
supports vCenter, AWS, Azure RM, SCVYMM 2012.
This is a self-hosted WCF service.

MyCloud Certificate, .Net

Framework 4.8

Ad Sync Service

It fetches AD group user data. This is a self-hosted
WCF service.

MyCloud Certificate, .Net

Framework 4.8

Workflow Service

It triggers MyCloud process workflow and

notification service. This is a self-hosted WCF

service. It requires MyCloud database connectivity.

MyCloud Certificate, .Net
Framework 4.8,

MSMQ/Rabbit MO

Orchestrator

It helps in provisioning and automating other

Tasks. This is a self-hosted WCF service.

MyCloud Certificate, .Net
Framework 4.8, PowerShell,

Python 3.6
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ITSM executor

It helps in interacting with ITSM tools. Currently, it
only supports ServiceNow and Remedy. It is a self-
hosted WCF service and requires MyCloud

database connectivity.

MyCloud Certificate, .Net

Framework 4.8

Generic Task Executor

It helps in Private Cloud Billing, Data Purging and
Cost Models Activation. This is a self-hosted WCF
service and requires MyCloud database

connectivity.

MyCloud Certificate, .Net

Framework 4.8

Billing Service

It enables Public Cloud Billing. This is a self-hosted
WCF service and requires MyCloud database

connectivity.

MyCloud Certificate, .Net

Framework 4.8

Performance Service

It is responsible for metering and Public Cloud
advisory data collection. This is a self-hosted WCF

service.

MyCloud Certificate, .Net

Framework 4.8

Health Monitor

It is responsible for monitoring the health of all the

MyCloud Certificate, .Net

Service MyCloud Components. This is a self-hosted WCF Framework 4.8
Service.
Database MyCloud uses DB to store configuration and SQL Server 2016

transactional data of request.

Standard/Enterprise edition

Cisco Intersight Sync

Service

It is responsible for syncing Cisco Intersight

resources. This is a self-hosted WCF service.

MyCloud Certificate, .Net

Framework 4.8

2.3 MyCloud Benefits

— Reduce Costs

e Higher cost savings through Process standardization & Automation

e Provide visibility of usage of virtual assets & cost obligations to key custodians

e Optimize virtual asset utilization to avoid cost leakages.

— Mitigate Risks

e Improve Performance, Fault Tolerance and Compliance of systems and services through

proactive advisories.

e Transform the process from Human driven to Automation driven and eliminate human error from

the equation.

e Mitigate security related risks based on system driven suggestions.

— Drive Efficiency

Installation Guide
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e Reduce VM provisioning cycle by up to 85%.

e Achieve up to 50% faster deployment of services through automation.
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3 MyCloud Installation

The table below describes individual components and steps involved in MyCloud installation. Each of those

are then detailed in the forthcoming sections.

Table 3 - Components of MyCloud Installation

Section Name

Description

MyCloud Environment Planning

Helps the organization to plan the scale of MyCloud
deployment for their environment. It creates awareness
among the users regarding its environments, architecture,

and software and hardware requirements.

MyCloud Environment Preparation

It highlights the pre-requisites to run installer & components

of MyCloud.

Pre-requisites to run the Installer

It highlights the pre-requisites to run the installer.

MyCloud Components Pre-requisites

Installation

MyCloud has multiple components that are designated to
perform multiple actions. The section highlights the pre-

requisites to install the components.

MyCloud Web Layer Installation

The web layer is a part of MyCloud architecture that hosts the
webserver. Further, the webserver hosts MyCloud web Ul

portal and MyCloud APls.

MyCloud App Layer Installation

The app layer is a part of MyCloud architecture that hosts the
application server. Further, the app server hosts the MyCloud

components and Job Listener.

A complete installation of MyCloud comprises of Databases, Web Interface, and the services
i.e., Orchestrator, Workflow, AD Sync etc.

Installation Guide
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4 MyCloud Environment Planning

This section describes how to plan for MyCloud deployment. It focusses on architecture, software, and

hardware requirements.

4.1 Deployment Environment

The section highlights various MyCloud deployment environments to be selected based on the number of
managed Virtual Machines (VMs).

Table 4 - Deployment Environment

Environment Type Small Medium Large
No. of VMS managed <1000 between 1000 and 3000 | >3000
Data Retention 6 months 6 months 6 months

4.2 Tiered Architecture of MyCloud

MyCloud is installed in the following deployment modes:

4.2.1 2- Tier Mode
In this mode, all MyCloud components are installed on the following types of servers:
— Web and App server- It hosts all MyCloud components except the database.

— Database server- It hosts all MyCloud databases that include the Configuration data, Performance,

and Billing.
Table 5 - 2 Tier deployment mode
Layer MyCloud Service Component
Web and App MyCloud Portal

Job Listener

Sync Service

Ad Sync Service

Workflow Service

Orchestrator

ITSM executor

Generic Task Executor

Billing Service

Performance Service

Health Monitor Service
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Cisco Intersight Sync Service

DB Database

422 3-Tier Mode
MyCloud 3-Tier mode is different from 2-Tier mode as all the three components are segregated into
individual layers, as shown below:

— Web Server: It hosts MyCloud web Ul portal and MyCloud APIs. User login to the MyCloud portal
using LDAP/SAML authentication.

— App Server- It hosts MyCloud Components & MyCloud Job Listener such as Orchestrator and
Workflow Service.

— Database Server- Database server hosts MyCloud Configuration DB, Billing DB, and Performance DB.

The installer needs to be run on individual servers, i.e. Application server.
Sticky session should be configured in case of load balancer.

Table 6 — 3 Tier Mode

Layer MyCloud Service Component
Web MyCloud Portal
MyCloud KRS
APP Job Listener

Sync Service

Ad Sync Service

Workflow Service

Orchestrator

ITSM executor

Generic Task Executor

Billing Service

Performance Service

Health Monitor Service

Cisco Intersight Sync Service

DB Database

4.3 Hardware Configuration for MyCloud

This section describes the hardware requirements based on the following parameters.
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No. of VMs to be managed.

High Availability (HA) or Non-HA

2- Tier or 3 Tier

431 Hardware Sizing for Minimal Deployment
Table 7 - Hardware Sizing for Minimal Deployment
Server Server Server Hardware Database Storage Other Remarks
Name Count Type Configurati | Requirement (local) Requirements
on
Applicati |1 Virtual 4 vCPU, 8 NA 50 GB Operating System
on + GB RAM - Windows Server
Web 2016, 64-bit
Server
Database |1 Virtual 4 vCPU, 12 Microsoft 150 GB Operating System | SQL_Latinl_
Server GB RAM SQL Server - Windows Server | General_CP1
2016 - 2016, 64-bit _CI_AS
Standard
Edition
4.3.2 Hardware Sizing for Small Environment (2 Tier non-HA)
Table 8 - Hardware Sizing for Small Environment (2 Tier non-HA)
Environm | Server Tier | Serv | Serv | Hardware Database | Stora Other Remarks
ent Type Name er er Configurat | Requirem ge Requirement
Cou | Type ion ent (local s
nt )
Small Applicati | Web |1 Virtu |4 vCPU, 8 NA 50GB | Operating
on + Tier al GB RAM System -
Web Appli Windows
Server catio Server 2016,
n Tier 64-bit
Databas | Data |1 Virtu | 4 vCPU,12 | Microsoft |150 Operating SQL_Latin
e Server | Tier al GB RAM SOQL GB System - 1_General
Server Windows _CP1_CI_
2016 - Server 2016, AS
Standard 64-bit
Edition
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433 Hardware Sizing for Small Environment (2 Tier HA)
Table 9 — Hardware Sizing for Small Environment (2 Tier HA)

Environ | Server Tier Serv | Server | Hardwar | Database Storage Shared Other Remar
ment Name er Type e Requirem (local) Storag | Requirem ks
Size Cou Configu ent e ents

nt ration
Small Applic | Web 2 Virtual 4 vCPU, |NA 50 GB 20 GB | Operatin
. . 8 GB
ation + | Tier RAM g System
Web : _
Applic
Server ) Windows
ation
) Server
Tier
2016, 64-
bit
Databa | Data 2 Virtual 4 vCPU, | Microsoft 300 GB Operatin | SQL
. 12 GB
se Tier RAM SOQL g System | Cluste
Server Server - r,
2016 - Windows | Always
Standard Server On
Edition 2016, 64- SOL_L
bit atinl_
Gener
al_CP1
_CI_A
S
434 Hardware Sizing for Medium Environment (3 Tier non-HA)
Table 10 — Hardware Sizing for Medium Environment (3 Tier non-HA)
Environ Server Tier Ser | Serv | Hardwar | Databas | Stor | Other Requirements Remarks
ment Name ver er e e age
Size Co | Type | Configu | Require | (loc
unt ration ment al)
Mediu Web Web 1 Virtu | 4 vCPU, | NA 50 Operating System -
. 12 GB .
m Server Tier al RAM GB Windows Server
2016, 64-bit
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Applicati | Applicat |1 Virtu | 4 vCPU, | NA 100 | Operating System -
on ion Tier al EA(I\;/IB GB Windows Server
Server 2016, 64-bit
Databas | Data 1 Virtu | 4 vCPU, | Microsof | 300 | Operating System - | SQL_Latinl_
e Server | Tier al Lii\;/lB t SQL GB Windows Server General_CP
Server 2016, 64-bit 1_CI_AS
2016 -
Standar
d
Edition
435 Hardware Sizing for Medium Environment (3 Tier HA)
Table 11 — Hardware Sizing for Medium Environment (3 Tier HA)
Environ | Server Tier | Serv | Serv | Hardware | Databa | Storage | Share Other Remarks
ment Name er er | Configur se (local) d Requirements
Size Cou | Typ ation Require Stora
nt e ment ge
Medium | Web Web 2 Virt | 4 vCPU, NA 50 GB 20 GB | Operating
Server | Tier ual |12 GB System -
RAM Windows
Server 2016,
64-bit
Applic | Applic | 2 Virt | 4 vCPU, NA 100 GB 20 GB | Operating
ation ation ual | 12GB System -
Server | Tier RAM Windows
Server 2016,
64-bit
Databa | Data 2 Virt | 4 vCPU, Microso | 300 GB Operating SQL_Latin
se Tier ual | 16 GB ft SOL System - 1_General
Server RAM Server Windows _CP1_CI_
2016 - Server 2016, AS
Standar 64-bit
d
Edition
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4.3.6 Hardware Sizing for Large Environment (3 Tier non-HA)
Table 12 — Hardware Sizing for Large Environment (3 Tier non-HA)
Environ | Server Tier | Serve | Server | Hardwar | Database | Storage Other Remarks
ment Name r Type e Require (local) Requirement
Coun Configur ment s
t ation
Large Web Web |1 Virtua | 4 vCPU, NA 100 GB Operating
. 16 GB
Server Tier L RAM System -
Windows
Server 2016,
64-bit
Applicat | Appli |1 Virtua | 4 vCPU, NA 100 GB Operating
. . 16 GB
ion catio L RAM System -
Server n Tier Windows
Server 2016,
64-bit
Databas | Data |1 Virtua | 8 vCPU, Microsof | 500 GB Operating SQL_Latinl
. 32 GB
e Server | Tier L RAM t SQL System - _General_
Server Windows CPI_CI_AS
2016 - Server 2016,
Standard 64-bit
Edition
4.3.7 Hardware Sizing for Large Environment (3 Tier HA)
Table 13 — Hardware Sizing for Large Environment (3 Tier HA)
Environ | Serv Tier |Serv | Serv | Hardwar | Databa | Storag | Shared Other Remarks
ment er er er se e Storage | Requireme
Nam Cou | Type | Configur | Require | (local) nts
e nt ation ment
Large Web | Web 2 Virtu | 4 vCPU, NA 100 GB | 50 GB Operating
Serv | Tier al 16 GB System -
er RAM Windows
Server
2016, 64-
bit
Appli | Applic | 2 Virtu | 4 vCPU, NA 100 GB | 50 GB Operating
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catio | ation al 16 GB System -
n Tier RAM Windows
Serv Server
er 2016, 64~
bit
Data | Data Virtu | 8 vCPU, Microso | 500 Operating SQL_Latinl_
base | Tier al 32 GB ft SOL System - General_CP1
Serv RAM Server Windows _CI_AS
er 2016 - Server
Standar 2016, 64~
d bit
Edition
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5 MyCloud Environment Preparation

This section describes how to prepare the environment to perform the physical installation and

configuration of MyCloud.

Before beginning the installation, identify the installation mode and prepare the environment accordingly.

The following figure gives an overview of MyCloud Installation Workflow.

Latest version of Installer

DRYIiCE MyCloud Installation Workflow Overview

01 05

Installation of Pre-requisites MyCloud App Layer Installation

on Web Layer Componaat Sotwp

o Unabde 1S & Add Framewerk : c"'h’f""“'

¢ inatalletion of MyCoud Cortifcate *  Serve Configution
© Run Presequisite Chaber
+ Configuring Admin Detalls

Figure 1 = MyCloud Installation Workflow Overview

5.1 Pre-requisites to run the Installer

Once the infrastructure resources are in place, identify the server on which the installer will run. Before

executing the installer, the following software pre-requisites need to be in place on the server:

Table 14 — MyCloud Server Pre-requisites

Software

Version

Windows Version

Microsoft® Windows® Server 2016 Standard Edition or Windows Server 2016

Enterprise Edition

Microsoft® Windows® Server 2016 Standard Edition, Windows Server 2016

Enterprise Edition or Microsoft® Windows® Server 2019 Edition

.Net Framework

.net framework 4.8

Licensed Software

SQL Server 2016/2019 Standard Edition

5.1.1 Installer

This section describes how to install the MyCloud components using installer on any server or standalone

machine that can be further used for the deployment of MyCloud Web, Application, Database and its

underlying components.

Installation Guide
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Get the latest version of the installer from the DRYICE MyCloud Product Team or write to mycloud-

product-supp@hcl.com.

MyCloud installer file includes a Fully Executable Installer.

This executable file enables the complete installation of MyCloud along with pre-requisite checker for all
the servers.
MyCloud installation contains the following steps:

— Pre-requisites to run the Installer.

— Runtheinstaller.

— Installation of MyCloud using the Installer

Name Date modified Type Size

= HCLMyCloud Embeddedinstaller.exe B/3/2023 3:21 PM Application 695,868 KB

Figure 2 — Installer

Refer the below table to understand some of the important fields mentioned in the above figure:

Table 15 - Installer Files Description

File Name Description

Log This folder contains a log created during the installation process.
Initially folder will not be present, it will be generated once the

installation is started.

HCL.MyCloud.EmbeddedInstaller This is the executable file to install MyCloud

To Install the prerequisites, download the prerequisites folder from the same place where MyCloudInstaller

is downloaded.

1.  Open the Prerequisites folder.

Prerequisites

Figure 3 - Install Pre-requisites

2. Toinstall any Prerequisite, Select respective folder (for e.g. Click Python).
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Figure 4 - Install Python
Refer the below table to understand the fields mentioned in the above figure:

Table 16 - Description of Certificate

File Name Description
Certificate This folder contains a MyCloud generated certificate that for inter-component
communication
Framework4.8 This folder contains .net 4.8 runtime executable needed to be installed on MyCloud
App and Web Servers
Python This folder contains Python executable for windows
RabbitMQ This folder contains RabbitMQ binaries.

For Python installation: Before running the installer, make sure that Everyone has the Write
Permission on the Python folder.

Installation of Each Prerequisite installation procedure is detailed out in respective section below.

512 Enable Log on as Service
The user account/service account by which MyCloud services/components are run must have Log on as
Service rights on both Web and App Servers.

— To check and enable the same (if not already enabled) follow the below Microsoft link:

https://learn.microsoft.com/en-us/system-center/scsm/enable-service-log-on-sm?view=sc-sm-

2022#enable-service-log-on-through-a-local-group-policy

5.2 MyCloud Components Pre-requisites Installation

The following table lists the component-wise pre-requisites of MyCloud. It is important to install all the
pre-requisites for the successful installation of MyCloud.

Table 17 - MyCloud Component Prerequisites Installation

Component Name | Microsoft .NET 1S Certificate | Python/PowerShell | MSMQ/Rabbit DB
Framework MQ
4.8
MyCloud Portal Y Y Y N N N
Job Listener Y N Y N N N
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Sync Service Y N Y Y N
Ad Sync Service Y N Y N N
Workflow Service Y N Y N Y
Orchestrator Y N Y Y N
ITSM executor Y N Y N N
Generic Task Y N Y N N
Executor

Billing Service Y N Y N N
Performance Y N Y N N
Service

Health Monitor Y N Y N N
Service

Database N N N N N
Cisco Intersight Y N Y N N
Sync Service

5.2.1 Installation of pre-requisites on Web Layer

This section describes how to install the pre-requisites of MyCloud Web Layer. As stated in Table 17 -

MyCloud Component Prerequisites Installation, the web layer pre-requisites are certificate, IS and .Net

Framework.

1. Make sure the MyCloudInstaller zip (provided by MyCloud Support Team) is present on Web server.

2. Unzip the Installer Zip file.

3. Gotothe .Net 4.8 setup file present in Prerequisites folder as shown below.

4. Install the .net 4.8 setup on the Web server.

Installation Guide

» This PC » Local Disk (C:)

ndp48-devpack
-enu

» MyCloudinstaller »

MyCloudinstaller s

Files »

Prerequisites »

Frameoworkd 8

Figure 5 - Install .Net Framework 4.8
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5. On Successful installation, if the below message comes to restart the server, Restart the Web Server.

If System doesn’t ask for Restart close the setup.

Microsoft NET Framework - x|
fo

Microsoft NET Framework 4.8 Developer Pack

Setup Successful

Yiou must restart your computer before you can use the software.

Figure 6 - Install .Net Framework 4.8 (Cont.)

5.2.1.2 Enable IIS and add .Net Framework
To enable IIS on MyCloud Web Server, login to the server and follow the below steps:
1. Press Window + R keys on keyboard to open RUN command window.

2. Type ServerManager and click Ok.

/=l Run >

= Type the name of a program, folder, document, or Internet
= resource, and Windows will cpen it for you.

Qpen: | ServerManager v |

Figure 7 — Enable IIS and add .Net Framework

3. The Server Manager window appears.

4. Click on Add roles and features.
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[ Server Manager - u] *

WELCOME TO SERVER MANAGER

B Local Server

I' All Servers - .
' Configure this local server
BR File and Storage Services b -

[ QULICK STAAT

i 2 Add roles and features

3 Add other servers to manage

WHAT'S NEW

4 Create a server group

5 Connect this server to cloud services
Hide:

ROLES AND SERVER GROUPS

foles: 2 | Servergroups:1 | Servers botal: 1

Figure 8 - Add Roles and Features

5. The Add roles and features wizard appears. By default, the option Before You Begin is selected in the
left panel of the wizard.

6. Click Next.

[ 3

Before you begin yonator pesimeson

This wizard helps you install roles, role services, or features, You determine which roles, role services, or
features 2 install Bated on the computing needs of your OrganZaton, such a3 sharing deduments, o¢
hosting a website.

Servar Selection

To remave roles, role services, or features:
Start the Remove Roles and Features Waard

Before you continue, verify that the following tatks have been completed:

* The Administrator account has 8 strong passwoed
* Network settings, such as static IP addresses, are configured
* The most current secunty updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, cicse the wizard.
complete the steps, and then run the wizaed agan.

To continue, click Next.

] Sop this page by default

Figure 9 — Enable 1IS and Add .Net Framework (Cont.)

7. The Installation Type option is auto selected. Enable Role-based or feature-based installation Radio
button if not automatically enabled.

8. Click Next.
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B Add Roles and Features Wand

Select installation type

DESTMATION SERVER
U S.arycetae com

Select the wstalation type. You can mnstall roles and features on 2 rusning physcal computer or virtusl
machine. of on an offine vrtusl hard Sk (VHD)

Sorver Selection ® Rele-based oc foature based imtallation
Configure a singie server by addng roles, role senvices, and festures.
' Remote Desktop Services lmtallation

Irnitall requred role servcet for Virtual Desktop Infrastructure (VD) 10 create & vintual machne-Sated
of vesuon-tared desktop Ceployment

Figure 10 — Enable I1IS and Add .Net Framework (Cont.)

9. The Server Selection option is auto selected.

-h Add Roles and Features Wizard

Select destination server

DESTINATION SERVER
CLOWIWBMYCP00S dryicelabs.com

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool

() Select a virtual hard disk

Server Roles

Server Pool
Features

Filter: |

Name 1P Address Operating System

CLPWIWBMYCP0OS.dryic...

Microsoft Windows Server 2019 Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,

[ mstan | [ cancel

Figure 11 - Enable IIS and Add .Net Framework (Cont.)

10. Choose Select a server from the Server Pool option.

1. Select the Machine Name in the Server Pool if not automatically selected.

12. Click Next.
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B Asd Roles and Features Wizard

Select destination server

Befcre You Begn

Ingalation Type

Server Boles
Feanures

Select a server o¢ & virtual haed disk on which 55 install soles and features.

' Select a server foom the server pool
) Select a virtusl hard dak

Sarver Pool

DESTINATION StRvIR
myCovd) 1S dryceiste com

1 Computer(s) found

This page thows servers that are runming Windows Server 2012 or a newer release of Windows Server,
and Tt have been added by usng the Add Servers command in Server Manager. OMine servers and
newhy-added servers from which dats collection & 12l incomplete ace not thown.

[ereien | ]

Figure 12 — Enable 1IS and Add .Net Framework (Cont.)

13. The Server Roles Screen appears.

14. Enable IIS by selecting Web Server (IIS).

u Add Rales and Features Wizard

Select server roles

Before You Begin
Installation Type

Server Selection

Features
Web Server Role (I15)
Role Services

Confirmation

Select one or more roles to install on the selected server,
Roles

|| Active Directory Certificate Services
[[] Active Directory Domain Services
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation
[[] CHCP Server
[] DNS Server
[C] Fax Server
i [®] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
] Hyper-v
[ Metwork Policy and Access Services
[] Print and Document Services
[[] Remote Access
[_] Remote Desktop Services
[] Volume Activation Services
Neb Server (IIS)
[] Windows Deployment Services
[] Windows Server Update Services

CESTINATION SERVER
CLAWIWEMYCPOOS dryicelabs.com

Description

Web Server (lIS) provides a reliable,
manageable, and scalable Web
application infrastructure,

< Previous Next » | Install

Figure 13 — Enable IIS and Add .Net Framework (Cont.)

15. Add Roles and Features Wizard appears, Click on Features.

16. Click Next.

17. Features screen gets enabled as below.
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B Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selection

Server Roles

Web Server Role (IIS)
Rale Services

Confirmation

Select one or more features to install on the selected server.

Features

3.5 Features

I [ JNET Framework 4.7 Features
i [[] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Network Unlock
[] BranchCache
[ Client for NFS
[] Containers
[C] Data Center Bridging
[] Direct Play
[ Enhanced Storage
[] Failover Clustering
["] Group Palicy Management
[ Host Guardian Hyper-V Support
[ 170 Quality of Service
[ 115 Hostable Web Core
[C] Internet Printing Client
[ IP Address Management (IPAM) Server

[] i5NS Server service v

DESTINATION SERVER
CLPWIWBMYCRP00S.dryicelabs.com

Description

NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

< Previous H Next »

| nstal | [ Cancel

Figure 14 — Enable IIS and Add .Net Framework (Cont.)

18. Enable .Net Framework, ASP .Net Framework and WCF Services.

i Add Roles and Features Wizard

Select features

Before You Begin
Instaliation Type
Server Selection
Server Roles

Web Server Role (IS)
Role Services
Confirmation

- =] X
DESTINATION SERVER
CLOWIAPMYC004 dryicelabs com
Select one or more features to install on the selected server.
Features Description
© ] NET Framework 3.5 Features Al Windows Communication
4 (W] NET Framework 4.7 Features (2 of 7 Il (WCF) Ac uses

| NET Framework 4.7 (Installed)

< [m]

[] HTTP Activation
[C] Message Queuing (MSMQ) Activation
[C] Named Pipe Activation
[] TCP Activation
|| TCP Port Sharing (Installed)
t [[] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
] BitLocker Network Unlock
(] BranchCache
] Client for NFS
] Containers
[_] Data Center Bridging
] Direct Play
["1 Enhanced Storage v
< >

Windows Process Activation Service
to invoke applications remotely over
the network by using protocols such
a3 HTTP, Message Queuing, TCP,
and named pipes. Consequently,
applications can start and stop

dy lly in response to 9
work items, resulting in application
hosting that is more robust,
manageable, and efficient.

[ cancel

Install

Figure 15 — Enable IIS and Add .Net Framework (Cont.)

19. Select All WCF Services as shown in below figure:
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s Add Roles and Features Wizard

Select features

Before You Begin
Installation Type

Server Selection

Server Roles

Web Server Role (I5)
Role Services

Confirmation

Select one or more features to install on the selected server.

Features

i NET Framewaork 4.7 Features
[w] NET Framework 4.7
ASP.NET 4.7
[] HTTP Activation
Message Queuing (MSMQ) Activation
MNamed Pipe Activation
[+] TCP Activation
TCP Port Sharing
[ Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLocker Netwark Unlock
[ BranchCache
[] Client for NFS
[] Containers
[[] Data Center Bridging
[] Direct Play

I [] .NET Framewark 3.5 Features -

[71 Enhanced Storaae ~

- =] x

DESTINATION SERVER
CLAWIWEBMYCPOOS, dryicelabs.com

Description

Windows Communication
Foundation (WCF) Activation uses
Windows Process Activation Service
to invoke applications remotely over
the network by using protocols such
as HTTP, Message Queuing, TCP,
and named pipes. Consequently,
applications can start and stop
dynamically in response to incoming
work items, resulting in application
hosting that is more robust,
manageable, and efficient.

T

Figure 16 — Enable IIS and Add .Net Framework (Cont.)

20. Click Next, Web Server Role (IIS) screen appears.

Before You Begin
Installation Type
Server Selection

Server Roles

Features

Raole Services

Confirmation

[ Add Roles and Features Wizard

Web Server Role (IIS)

DESTINATION SERVER
CLPWIWEBMYCPOOS. dryicelabs.com

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (11S) 10.0 with enhanced security,
diagnostic and administration, a unified Web platform that integrates IIS 10.0, ASP.NET, and Windows

Communication Founation.

* The default installation for the Web Server (IIS) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression,

More information about Web Server I15

[crrmion ] [N | | o | [ o |

Figure 17 — Enable IIS and Add .Net Framework (Cont.)

21. Click Next to go to "Role Services”.

22. Under Web Server, Select Services as mentioned in below 2 screenshots.
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T Add Roles and Features Wizard

Select role services

Befare You Begin
Installation Type
Server Selection

Server Roles

Features

‘Web Server Role (II5)

Confirmation

Select the role services to install for Web Server (IIS)

Role services

Fl Web Server
4 (/] Commen HTTP Features
[] Default Document
Directory Browsing
[¥] HTTP Errors
[s#] Static Content
HTTP Redirection
[ WebDAV Publishing
4 [/] Health and Diagnostics
HTTP Logging
[ Custom Logging
[] Logging Tools
[] ODBC Logging
[] Request Monitor
[] Tracing
4 Performance
[¥] Static Content Compression
] Dynamic Content Compression
4[] Security

CESTINATION SERVER
CLAWIWBMYCPO0S.dryicelabs.com

Description

‘Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
‘Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.

<PreviousH Next >

‘ Install H Cancel

Figure 18 — Enable IIS and Add .Net Framework (Cont.)

fu Add Roles and Features Wazard

Select role services

Select the role services to install for Web Server (liS)

Before You Begin

Instaliation Type Role services

Server Selection [ET=vr=——— >
[] Tracing

Server Roles - Parforrance:

Features Static Content Compression

Web Server Role (1IS)

Confirmation

[C] Dynamic Content Compression

4 [¥] Security

[V Request Filtering

[V Basic Authentication

Centralized SSL Certificate Support

[W] Client Certificate Mapping Authentication
Digest Authentication

11S Client Certificate Mapping Authentication
4

[C] .NET Extensibility 3.5
[¥] NET Extensibility 4.7
[] Application Initialization
[J asp

[C] ASPNET3S
ASPNET 47

[ cal

[V ISAPI Extensions
ISAP! Filters

[ Server Side Includes
[] WebSocket Protocol

a [] FTP Server

] FTP Service
[C] FTP Extensibility

4 [V] Management Tools

1IS Management Console
t [Z] 1S 6 Management Compatibility

Figure 19 — Enable IIS and Add .Net Framework (Cont.)

23. Click Next

24. On Confirmation Screen, Click Install

Installation Guide

S

38



ey Add Roles and Features Wizard - [m] X

Confirm installation selections CLOWWBYEI00S sl om

8efore You Begin To install the following roles, role services, or features on selected server, click Install,

Installation Type [ Restart the fon server if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have been selected automatically, If you do not want to

install these optianal features, click Previous to clear their check boxes.
Server Roles

Features NET Framework 47 Features &
Web Server Role (IIS) ASPINET 4.7
Role Services NET Framewark 4.7

WCF Services
HTTP Activation
Message Queuing (MSMQ) Activation
MNamed Pipe Activation
TCP Activation
TCP Port Sharing

Confirmation

Message Queuing
Message Queuing Services
Message Queuing Server
Web Server (115}
Web Server
Application Developrent
ASPNET 4.7
1SAP| Extensions
ISAPI Fiters
\NET Extensibility 4.7

Common HTTP Features

Export configuration settings
Specify an alternate source path

< Previous | | Hew» | Instal Cancel

Figure 20 - Enable IIS and Add .Net Framework (Cont.)

Do not select the check box to Restart Destination Server.

The Installation progress screen shows the current installation status.

DESTINATION SERVER

Installation progress CLPIWEMYCS00S ayicsiats.com

View installation progress

@ Festure installation
————
Installation started on CLPWIWBMYCPOO5.dryicelabs.com

\NET Framewark 4.7 Features o
ASPNET 4.7
NET Framework 4.7
WCF Services
HTTP Activation
Message Queuing (MSMQ) Actvstion
Named Pipe Activation
TCP Activation
TCP Port Sharing
Message Queuing
Message Queuing Services
Message Queuing Server
Web Server (IS}
Web Server
Application Development
ASPNET 47
ISAPI Extensions
ISAPI Filters
NET Extensibility 4.7
Common HTTP Features
WebDAV Publishing v

You can close this wizard without interrupting running tasks, View task progress or open this page again by clicking Notifications in the
command bar, and then Task Details.

Export configuration settings

Close || Cancel

<Previous | [ Next» |

Figure 21 - Installation Status

25. Once the IIS & .Net framework are installed successfully, click on the Close button to exit the wizard.

A default website is configured on port ‘80" after the installation of IIS.
Please delete the website.

5.2.1.3 Delete Default Website on Port
1. Press Window + R keys on keyboard to open RUN command window.

2. Type inetmgr and click Ok.
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4 Run *

=3 Type the narme of a prograrm, folder, docurnent, ar Internet
y resource, and Windouws will open it foryou,

Qpen: | inetmg ~

Cancel Browse,.

Figure 22 — Open IIS Manager

3. From Connections Menu on left panel, Click on Web Server name.
a. Expand and go to Sites, Expand Sites and delete Default Web Site (if exists) by clicking on

Remove as shown in following figure:

Connections
€-- |78
- Start Page
~ ﬁ’_il CLPWIMYBRYCPO0S (DRYICELABE, S
--[£} Application Poals

v @ Sites EE% & G

q Default Web Site Home

Filter: - W Go - g Show Al
ASP.NET

. &) Default Web Site N e
o0 Explore T_ MET Error .NET .
] o ation Pages Globalization
Edit Perrmissions...
5 Add Application... _
o a i] o | _
w  AddVirual Directory.., B (V]
Edit Bindings... zat.. Cornpression  Default
H Document
Manage Webhsite 3 =
i3 Refresh
ings  WWehDAW
|x Remove | Authori...
Renarme
2 Switch to Content Wiew
=
Configurat..,
Editar

Figure 23 — Delete Default Website

5.2.2 Installation of Pre-requisites on App Layer
This section describes how to install the pre-requisites of MyCloud App Layer. As stated in Table 17 -
MyCloud Component Prerequisites Installation, the App layer pre-requisites are Certificate, Messaging

Queue, .Net Framework, and Python.

1. Make sure the MyCloudInstaller zip (provided by MyCloud Support Team) is present on App server.
2. Unzip the Installer Zip file.
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3. Gotothe .Net 4.8 setup file present in Prerequisites folder as shown below.
» ThisPC » Local Disk (C:) » MyCloudinstaller » MyCloudinstaller » Files » Prerequisites » Frameoworkd.8
5
i
ndp48-devpack

~Enu

L
n\‘
o
o

Figure 24 - Install .Net Framework 4.8 Runtime

4. Install the .net 4.8 setup on the App server.
On Successful installation if below message comes to restart the server, Restart the App Server. If

System doesn’t ask for Restart close the setup

) Microsoft NET Framework - >

Microsoft .NET Framework 4.8 Developer Pack

Setup Successful

You must restart your computer before you can use the software.

Figure 25 - Install .Net Framework 4.8 Runtime (Cont.)

5.2.2.2 Add .Net Framework

To add .Net framework, refer to Enable IS and Add .Net Framework section.

5223 Installing Messaging Queue
1. Press Window + R keys on the keyboard to open the RUN command window.

2. Type ServerManager and click OK.
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=/ Run e

=7 Typethe name of a program, folder, document, or Internet
resource, and Windows will cpen it for you.

Qpen: | ServerManager w |

| 0K H Cancel H Browse... |

Figure 26 - Installing Messaging Queue

3. The Server Manager window appears.

4. Click on Add roles and features.

B Sepver Mznager

WELCOME TO SERVER MANAGER

2 Dashboard
Local Server
All Servers . .
o Configure this local server

File and 5torage Services B
ns QUICK START

(2 Add roles and features

3 Add other servers to manage
WHAT'S NEW _
4 Create a server group

L

5 Connect this server to cloud services
Hide

ROLES AMD SERVER GROUPS

Rales: 2 | Servergroups: 1 | Servers total: 1

NN N——_taamS“M T 7 esssmmmmm—" R w_—_$t__sssssaassssssaassssmn EEEESSSSSSummmmm——————————__u|

Figure 27 - Installing Messaging Queue (Cont.)

5. The Add roles and features wizard appears. By default, the Before you begin option is selected.

6. Click Next.
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L Add Roder snd Feature zard

DESTINATION SERVER

Before you begin yeioua0rs dryesiana com

_ This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features 0 install based on the computing needs of your Organzaticn, such a3 sharing documents, of
nstallazion Type hosting a website.
Server Sehecion To remove roles, role services, or features:
Start the Remove Roles and Features Waard

Before you continue, verify that the following tatks have been completed:

* The Administrator account has 8 strong passwoed
* Network settings, such as static IP addresses, are configured
* The most current secunty updates from Windows Update are installed

1f you must verify that any of the preceding prerequisites have been completed, ciose the wizard,
complete the steps, and then run the wzaed agan.

To continue, chick Next.

[ Siop this page by defauit

Figure 28 — Installing Messaging Queue (Cont.)

7. The Select installation Type page appears.

8. Select Role-based or feature-based installation and then click Next.

B A0 Roles and Features Wand - o X
A ‘ DESTIATION SERVER
Select installation type U001 cycainn com
Sefore 2, Zegr Select the wtalation type. You can nstall roles and features on & rusning physcal computer of virtusl
machine. ot on an offine vietusl hard Sk (VHDL
Server Selecticn ® Role baied oc feature based imtallation
Configure a singie server by addng roles. rode services, and festures.
' Remate Desktop Services lmtallation
Iritall requred role services for Vietual Desktop Infrastructure (VD) 10 create a vintual machne-Sated
of vesuon-tated desktop Ceployment

Figure 29 — Installing Messaging Queue (Cont.)

9. The Server Selection page appears.
10. Select the option Select a server from the server pool.

N. Select the Machine Name in the Server Pool field and then click Next.
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B Asd Roles and Features Wizned - 8] X

DESTINATION StRvIR

Select destination server rrcovs0ts rycobecom

Before You Segin Select & server o¢ 8 virtual haed disk o which 80 nstall solet and features.
Instalation Type ® Select » server fom the server pool

| IR © e

Server Roles Sarver Pool

Fean.res

Al(oow«u)'owd

This page shows servers that are running Windows Server 2012 or 3 newer release of Windows Senver,
and Tt have been added by usng the Add Servers command in Server Manager. OMine servers and
newhy-added servers from which dats collection o 10l incomplete ace POt thown.

Figure 30 - Installing Messaging Queue (Cont.)

12. On Features, select Message Queuing Server (if not already selected) as shown in the following

figure:

T Add Roles and Features Wizard — O =

DESTINATICN SERVER
mycloud0004.dryicelabs.com

Select features

Before You Begin Select one or more features to install on the selected server.

Installation Type Features

Server Selection

Server Roles

Confirmation

<

|| LPR Port Monitor
[[] Management OData II5 Extension
[] Media Foundation
Message Queuing
F] Message Queuing Services
[] Directory Service Integration
[] HTTP Support
[] Message Queuing Triggers
[] Multicasting Support
[] Routing Service
[[] Message Queuing DCOM Praoxy
] Multipath 10

I (] MultiPaint Connectar

[] Metwork Load Balancing
[] Peer Name Resolution Protocal
[ Quality Windows Audio Video Experience

[] RAS Connection Manager Administration Kit (CM2

[] Remote Assistance

3

v

Description

Message Queuing Server provides
guaranteed message delivery,
efficient routing, security, and
priority-based messaging. [t can be
used to implement solutions for
both asynchrenous and synchroncus
mMessaging scenarios.

< Previous | [ Next> |

| Install | | Cancel

Figure 31— Installing Messaging Queue (Cont.)

If Messaging Queue Server already showing as Installed, click on Cancel and close the

wizard and skip below steps for Installing the same.

13. Click Next.

14. The Confirmation page appears.
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 Add Roles and Features Wizard - (m] X

» . M + 4+ o b DESTINATION SERVER
Confirm installation selections ryGoud0007.dryicelabs.com

To install the following roles, role services, or features on selected server, click Install,

[T] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Web Server (IIS)

Management Tools

e 1IS Management Console
Confirmation
Web Server

Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics

— —
< Previous | Next Install | | Cancel

Figure 32 — Installing Messaging Queue (Cont.)

15. Click Install.

MyCloud supports Microsoft Messaging Queue and RabbitMQ. In this gquide, we have
considered MSMQ for installation. If the user wishes to use Rabbit MQ, the user needs to do
configuration changes against Workflow Service in Manage Component Keys Section using
Admin login credentials. The user also needs to install RabbitMQ and configure stand-alone
or in HA according to their architectural requirement.

16. Installation progress screen shows the installation status.

17. Once the Messaging Queue is installed, Close the Installation wizard and Exit.

Follow the steps below to install Python.
1. Go to the following location where Python setup file is available:

2. {drive where MyCloud installer exists} \MyCloudInstaller\Files\Prerequisites\Python\python-3.6.8-

amdo64.exe}.

3. Right-click on the setup file and click on Run as administrator.

o8 python-3.6.8-amd6d.exe
Open

G Run as administrator
Troubleshoot compatibility
Pin to Start

& Move to OneDrive
T-Zip
CRC SHA

Figure 33 - Installing Python

4. The Python Setup wizard appears.
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5. Click on Customize Installation.

5 Python 3.6.8 (64-bit) Setup — x

Install Python 3.6.8 (64-bit)

Select Install Mow to install Python with default settings, or choose
Customize to enable or disable features.

— Install Now
C\Users\saxenaga' AppData\Local\Programs\Python\Python36

Includes IDLE, pip and documentation
Creates shortcuts and file associations

— Customize installation
Choose location and features

python
for Install launcher for all users (recommended)

windows [ Add Python 3.6 to PATH

Figure 34 - Installing Python (Cont.)

6. The Optional Features screen appears.

7. Select options highlighted in red box below and Click Next.

%3 Python 3.6.8 (64-bit) Setup - X

Optional Features

M Documentation

Installs the Python documentation file,
M pip

Installs pip, which can download and install other Python packages.
M tel/tk and IDLE

Installs tkinter and the IDLE development environment.

[ Python test suite

Installs the standard library test suite.

/| py launcher for all users (requires elevation)

Use Programs and Features to remove the 'py’ launcher.,

pgthfon

windows Baci I

Figure 35 - Installing Python (Cont.)

8. The Advanced Options screen appears.

9. Select the check boxes as shown in the following figure and click Install.
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% Python 3.6.8 (64-bit) Setup - b

Advanced Options

Install for all users

Associate files with Python (requires the py launcher)
Create shortcuts for installed applications

Add Python to environment variables

Precompile standard library
[ Download debugging symbals
[ Download debug binaries (requires VS 2015 or later)

Customize install location

| C\Program Files\Python36 | Browse

python

for

windows Back | mstar || cancel |

Figure 36 - Installing Python (Cont.)

Ensure Install for all users is checked.

10. Setup progress screen shows the current setup status.

1. After the completion of the setup process, the Setup was Successful message is displayed,

£ Python 3.6.8 (64-bit) Setup - b

Setup Progress

Installing:

Python 3.6.8 Core Interpreter (64-bit)

python

for

windows

Figure 37 - Installing Python (Cont.)

12. Click Close to close the installation wizard.
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£ Python 3.6.8 (64-bit) Setup - b
Setup was successful

Special thanks to Mark Hammond, without whose years of
freely shared Windows expertise, Python for Windows would
still be Python for DOS.

New to Python? Start with the online tutorial and
documentation.

See what's new in this release.

@ Disable path length limit
Changes your machine configuration to allow programs, including Pythen, to
bypass the 260 character "MAKX_PATH" limitation.

python

for

windows Close

Figure 38 - Installing Python (Cont.)

Python version 3.6.8 and above is supported.

5.2.3 Installation of Pre-requisites on Database Layer
This section describes the pre-requisites of database.
1. SQL server version should be SQL server 2016(sp2),2017 and 2019 edition.
2. Default SOL server and database collation is SQL_Latin1_General_CP1_CI_AS as shown in below.
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Database Properties - AdventureWorks

% Genst T Set ~ @ Hep
Ko Fles
K Fiegroups
& Options
F Change Tracking
K Permissions
K Exended Propetties
K Mimeng
J Transaction Log Shippng :‘;‘:‘r:nwm
& Query Store e
[D4-11-2019 11:16:52
747.63 MB
1327 M8
2
Memory Alocated To Memory Optimized Cbj 842.38 MB.
By Memory Optmized Cbjects 83918 MB
Comnocion Cobions SQL_Latin1_General_CP1_CI_AS
Connection:
sa
¢ View comnection oroperties

Figure 39 — Database Properties

Memar® SO0 Sarvey F v (0443
Maommart Wasshown NT 0 0 (14000
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Erapads 1 bitond SCidens)

1010 W

4
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Serwe Collslen S5C_Letw ! Ceewmgd CI11_C1_AN
» Chestvanct
» RTE Suppented foum
S VALMS F ntiegt LYy
L
MYCLOUDSDY?
Contecton
-
W e ssnoecton pcpattes
Mo !
Aouren o e ervee WS Wt
m A Croeges 1o seree propestaes aved seBIngs mary afinc e pertcnreenon . secusly ang seskatety of

Tt SO Servir wslioce S Mabng 30y Such Changes,. consul 10 rOBLCt AoCusntalon

Figure 40 — Server Properties

5.3 Deployment

This section describes how to deploy MyCloud on required infrastructure. It includes the following steps:
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— MyCloud Web Layer Installation using the MyCloud installer

— MyCloud App Layer Installation using the MyCloud Installer

5.3.1 MyCloud Web Layer Installation
Run the installer with Administrator permissions.
This section describes how to configure MyCloud Web Layer server.
MyCloud web layer has two components.
— MyCloud Ul Portal
— Key Rotation Service (KRS)

To setup the Web components, follow the below steps:

ju—

2. Unzip the Installer Zip file.
3. Go to the unzipped MyCloudinstaller > MyCloudinstaller folder
4. Right-click on HCL.MyCloud.EmbeddedInstaller Application file and Run as Administrator
Name a Date maodified Type Size
& HCLMyCloud.Embeddedinstaller.exe 87372023 321 FM Application 695,868 KB

Figure 41 - MyCloud Installer

5. Click on the start button to start the installation.
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@3 MyCloud Installer — >

DRYIiCE MyCloud (Version - 10.8) Installer

Welcome To DRYIiICE MyCloud Installer

HCL DRYiICE

e

Figure 42 - MyCloud - New Installation

6. Incase of fresh/new installation below screen will appear with the “"New installation” radio checked.

DRYICE MyCloud (Version - 10.8) Installer

O New Installation @
HCL DRYICE
MyCloud

Figure 43 - MyCloud - New Installation

In case of Upgrade, below screen will appear for upgrade Installation
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DRYIiCE MyCloud (Version - 10.8) Installer

© Upgrade Installation @

HCL DRYICE

MyCloud

Figure 44 - MyCloud - Upgrade Installation

7. Click Next.
8. Onthe left navigation bar, Component Selection is auto selected.

9. As MyCloud Web layer is being configured, select the Web Component.

e Component Selection @
COMPONENT SELECTION
MyCloud KRS Name port
() Web Component HCLMyCloudKRS 8080

MyCloud KRS * MyCloud Portal Name HCLMyCloudPort port =
{é} SERVER CONFIGURATION MyCloud Portal * o u o
- nc Service Name 8 orf

O Service Component Y HCL.MyCloud.SyncService 8093

(O Generic Listener * Workflow Service port
" HCL.MyCloud.WorkFlow 8097
& T ROl ITE (T rren v

7 PRE-REQUISITE CHECKER O Sync Service "
O Workflow Service * By Wowe HCLMyCloud.Billing Port e
O silling * ; .

B CONFIGURE ADMIN DETAILS D e Pelfonssncelvsme HCL.MyCloud.Performance hort 9091
(O performance
O 1TSM Executor * ITSM Esecutor Name HCLMyCloud.ITSMExecutor 7' 8095
[0 Generic Executor *

(]) NSTALLATION - Generic Enicutor: Neme HCLMyCloud.Genericxecut ' 8098

(O Orchestrator Service

O AD Service Orchestrator Service HCLMyCloud. AllXaas Port —

[ Health Monitor *

. AD Service Name Port

[ Gisco Intersight HQL.Mydoud.ADService 509
Health Monitor Name e Port —
Cisco Intersight Name HCLMyCoud.Gscolntersigh POt o

HCL DRYiCE I
MyCloud

Figure 45 - Web Component Selection

In case of UPGRADE, Web Components which are already installed are auto selected
10. Select the Port against both selected web component and leave them as it for default.
e MyCloud KRS - port 8080 (default)

e MyCloud Portal - port 80 (default)
1. Click Next to go to Database Setup.

5.3.1.2 Database Setup
MyCloud Installer uses database screen to capture details which are required to connect to the Database

Server and create required databases. Following are the steps:
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1. After Web Components are selected, On clicking Next, User is redirected to Database Details screen.

The Database Details pane appears as below:

MyCloud Installer

DATABASE DETAILS

&

HCL DRYIiCE

MyCloud

Database Details
Server HostName/IP *
Database Instance Name Enter DB Instance
Authentication Windows Authentication

User Name

Password

Database Name *

Figure 46 - Database Details

Refer the below table to understand the fields mentioned in the above figure:

Table 18 - Database Setup

Field Name

Description

Database Details

This pane captures details of the database like server name, authentication

type, username, password, that are being used for database creation.

Server HostName/IP

Field to input database server hostname or IP address.

Database Instance Name

Field to input database server instance. This is Optional field.

Authentication

Authentication type to be used to connect to the database server/instance.

options are windows authentication or SQL Server authentication.

UserName and Password

These credentials are used to login to the database server to authenticate &

establish the connection.

These fields cannot be overridden if authentication type is windows

authentication.

If authentication type is SQL Server Authentication, then username and

password are mandatory and need to be provided.

Check Connection

Upon clicking the option, it validates whether connection (between Web

layer and Database) has been established successfully or not.

2. Enter the Database Server Hostname or IP Address.

3. Enter Database Instance Name. (Optional)
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4. Select Authentication. Database configuration is done with the following authentication:

e Windows Authentication

e SQL Server Authentication

If Authentication is "SQL Server Authentication ", Enter the login credentials i.e., the

Username and Password for getting access to the database server.

By default, MyCloud installer will create the databases with the default database names as shown in figure

below:

{2 COMPONENT SELECTION

DATABASE DETAILS

{(}} SERVER CONFIGURATION
W PRE-REQUISITE CHECKER

&% CONFIGURE ADMIN DETAILS

{I) INSTALLATION

While doing MyCloud UPGRADE make sure the database name is same as it was provided

during installation.

Database Details
Server HostName/Ip *

Database Instance Name

Authentication

User Name

Password

[ X000

‘Enler DB Instance.

Windows Authentication

DRYICELABS/sve-mycl-admin

Database Name *

MyCloudDB
MyCloudBillingDB
Iy CloudPerformanceDB

Figure 47 - Default Database Names

5. Click Check Connection to check the connection to the respective server.

= COMPONENT SELECTION

DATABASE DETAILS

{é} SERVER CONFIGURATION
W  PRE-REQUISITE CHECKER
&% CONFIGURE ADMIN DETAILS

m NSTALLATION

HCL DRYiIiCE
MyCloud

Above Screenshot shows that Database Names has been Changed from Config file as per

step 6 above.

During Installation If database names already exist on the database server as shown in below

Database Details

Server HostName/IP * XXXXXX

Database Instance Name Enter DB Instance.

Authentication SQL Server Authentication

User Name *

Password *  ssesssssss

Database Name * MyCloudDB New
MyCloudBillingDB New
MyCloudPerformanceDB New

Figure 48 - Database Check Connection

figure, change the database name as mentioned in step 7 above.

Installation Guide

54



@ MyCloud Installer

i COMPONENTSELECTION

DATABASE DETAILS

{cz} SERVER CONFAIGURATION
~  PREREQUISITE CHECKER
&M CONFIGURE ADMIN DETAILS

{i’ INSTALLATION

HCL DRYICE
MyCloud

Database Details
Server HostName/IP *

Database Instance Name

Authentication

User Name *

Password *

Database Name *

[ xxxxx |

‘Enter DB Instance. |

SQL Server Authentication ~
ERRAKKERAK ‘
MyCloudDBDev Already exists
MyCloudBillingDBDev Already exists
MyCloudPerfarmanceDBDey Already exists

Connection Success

Figure 49 - MyCloud Installer - Database Already Exist

6. Click Next to go to Server Configuration page.

5.3.1.3 Server Configuration

In this section, details of MyCloud Web Server using the installer is being captured.

'

Provide the Domain

o o b~ 0D

@ MyCloud Installe

IP Address/Host Name is auto populated.

Enter the Password for the web server.

Click on Check User Validity button.

Enter the Account Type (Domain Administrator or Local Administrator).

Enter the UserName to access the Web server.

:: COMPONENT SELECTION
?ﬂ DATABASE DETAILS

SERVER CONFIGURATION
w7 PRE-REQUISITE CHECKER

ﬁ CONFIGURE ADMIN DETAILS

m NSTALLATION

HCL DRYIiCE
MyCloud

Server Configuration

IP Address/Host Name *
Account Type *
Domain *

User Name *

Password *

CPWIWBMYCPOOS

Domain Administrator v

dryicelabs.com

admin

Figure 50 - Server Configuration

7. If Validation Success message appears, Click Next.
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8. The Prerequisite Checker screen appears.

All the fields marked with asterisk (*) are mandatory.

5.3.1.4 Run Prerequisite Checker

This section describes how to run the prerequisite checker to verify that the installation pre-requisites have

been installed.

The Prerequisite Checker screen lists the configurations that are mandatory for the components selected
on previous screen.

Prerequisite Checker always runs as part of Setup.
1. Click Run to start the pre-requisite checker against components selected for installation on the web

server.
1T OMPOREHT S CTic Pre-Requisite Checker @
ES oamasase peais
IP Address/Host Name Component ~ Prerequisite Status
MyCloud Portal Checking For Port 80 |
{@} SEAVER COMEICTRETIOR CPWIWBMYCPOOS MyCloud Portal Checking For Microsoft NET Framework 4.8 [
CPWIWBMYCPOOS MyCloud Portal Checking For 115
CPWIWBMYCPOOS MyCloud Portal Checking For Certificate ‘
CPWIWBMYCPOOS MyCloudKRS Checking For Port 8080 ;
o CPWIWBMYCPOOS MyCloudKRS Checking For Microsoft NET Framework 4.8 |
&8 CONFIGURE ADMIN DETAILS CPWIWBMYCPOOS MyCloudkRS Checking For IIS |
CPWIWBMYCPOOS MyCloudKRS Checking For Certificate
@ insraua
X Failed and mandatory | /' Success| @ ot Required | () Warning (Pre-Req not available on machine. Kindly install the Pre-Req separately.)
HCL DRYICE
MyCloud

Figure 51 - Prerequisite Checker

MyCloud

Pre-requisite checker performs checks for

0 installation readiness and verifies that the
required software are available to install the
selected MyCloud Components.

Figure 52 - Prerequisite Checker Information Assistance

The Prerequisite Checker identifies the existing host, component, list of relevant pre-requisites and

performs the check for installation readiness. If any pre-requisite is missing, it gets listed under the Status

field as (X). If any pre-requisite is not required, it gets listed under the Status field as (®) means Not

Required. Pre-requisites which show as Warning can be ignored.
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- Pre-Requisite Checker @
Total No of Request 9 | Successful 9 | Failed 0
Ec LIAR {a IP Address/Host Name Component ~ Prerequisite Status
MyCloud Portal Checking For Port 80 /
{@} P CPWIWBMYCPOOS MyCloud Portal Checking For Microsoft .NET Framework 4.8
b & ot CPWIWBMYCPOOS MyCloud Portal Checking For IIS
CPWIWBMYCPOOS MyCloud Portal Checking For Certificate
CPWIWBMYCPOOS MyCloud Portal Checking For Python 3.6
CPWIWBMYCPOOS MyCloudKRS Checking For Port 8080
o . CPWIWBMYCPOOS MyCIoudKRS Checking For Microsoft .NET Framework 4.8
¢ COIPICURE ALMIN DEINSS CPWIWBMYCPOOS MyCloudKRS Checking For IIS
CPWIWBMYCPOOS MyCIoudKRS Checking For Certificate
@
X Failed and mandatory | v/ Success| @ Not Required (D Warning (Pre-Req not available on machine. Kindly install the Pre-Req separately.)
HCL DRYiIiCE
MyCloud

Figure 53 — Prerequisite Checker (Cont.)

2. If all the checks succeed, the Next button is enabled, click Next to proceed.
If any of the mandatory checks fails, the Next button is disabled.
3. On completion of these steps, click Next and configure the admin Details.

All the fields marked with asterisk (*) are mandatory.

Configure Admin Details Section comes only during the New Installation, and this does not
appear during MyCloud UPGRADE.

This section will capture details of an admin user with full access to MyCloud to add admins, manage
settings and perform governance actions.

To add the admin details, follow the below steps:

1. On the Configure Admin Details screen, enter the Administrator Name, Administrator Email,

Password, and Confirm Password. These credentials are used to access MyCloud Web portal for

configuration.
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@ vy

1= COMONENT SEEECTION Configure Admin Details @
& oamasase peTaILS i
Email "
{é} SERVER CONFIGURATION )
Password
' PRE-REQUISITE CHECKER Confirm Password

Note: Password must contains minimum 8 characters and maximum 20 characters.
@ ORACORE SRR DETAR S Space is not allowed in Password.

@ INSTALLATION

|

Figure 54 - Configure Admin Details

On this screen, MyCloud Admin User credentials
o i.e. Email and Password are to be provided.

These credentials will be used to login into
MyCloud application once installation is
successful.

[ o |

Figure 55- Admin Details Information Assistance

2. Click Next.

5.3.1.6 Installation
This section lists down all the configurations as entered (server and component wise). Review the details
and verify that the responses provided are correct.

1. Verify the Details which were provided and click on Run to start the Web Components installation.
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MyCloud Installer

Installation Overall Status : @

i COMPONENT SELECTION
Server Type : Database
Server Details

Fy DATABASE DETAILS
IP/Host Name Address XXX J000LXX

{B% serveR conFiGURATION Database
Database Instance:
Database Name: MyCloudDB

v
~  PRE-REQUISITE CHECKER MyCl DB. MyCloudP: DB

&% CONFIGURE ADMIN DETAILS
Server Type : Application

Server Details
@ INSTALLATION IP Address : CPWIWBMYCP005 User Name : syc-myhcl-admin
MyCloudkRS

ComponentName: MyCloudkKRS
Service Name: HCLMyCloudKRS

HCL DRYiICE
MyCloud

Figure 56 - MyCloud Installation

2. Installation progress can be seen as shown below.

MyCloud Installer

- 5 Overall Status: In Progress
'S COMPONENT SELECTION Installation @
Server Type : Database -
B3 oamaease petais Server Details
IP/Host Name Address . XX X XOOCKX
{ﬁ} SERVER CONFIGURATION Databose
Database Instance: i
P Database Name: MyCloudDBDew
W PREREQUISITE CHECKER MyCloudBilingDBDev, MyClaudPerformanceDBDev
&% CONFIGURE ADMIN DETAILS
Server Type: Application
Server Details
@ INSTALLATION IPAddress :  XXO00CKXX User Name - samycloud
MyCloudKRS
Component Name: MyCloudKRS ]
Service Name: HCLMyCloudkRS .
< >
.
HCL DRYIiCE -
MyCloud

Figure 57 - MyCloud Installation Progress

3. Onsuccessful installation of web components, below screen will appear with Launch Application

Button.
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MyCloud Insteller

- Overal Status Success
‘=  COMPONENT SELECTION Repon @
Server Type! Application A
Server Details
E DATABASE DETAILS IPAddress: XXX XXX.XX UserName : samycloud
MyCloudkRS
@ SERVER CONFIGURATION Component Name: MyCloudkRS Suecess
Senvice Name: HCLMyCloudKRS
W PRE-REQUISITE CHECKER Path : C\Program Files\MyCloudComponents
MyCloud Portal
Companent Name: MyCloud Portal Success
,@ CONFIGURE ADMIN DETAILS
Site Name: HCLMyCloudPartal
Path: C\Program Files\MyCloudCompanents
@ INSTALLATION -
Final Installation Success
v
< >
.
HCL DRYiCE
MyCloud

Figure 58 - MyCloud Installer — Success

4. Click on Launch Application to launch the MyCloud Web portal.

MyCloud takes some time to configure the website, below screen will appear, click on OK.

i Overall Status Success @
= COMPOMENT SELECTION Repori
Server Type: Application P
Server Details
ﬁ’ DATABASE DETAILS IP Address : 10.1.140.134 User Name : samycloud
MyCloudKRS
{é.} SERVER CONFIGURATION Component Success
Service Nai _
-
~7  PRE-REQUISITE CHECKER Path: C\Pr Web Ul can take bit more time in launching
MyCloud Portal application as IS is configuring website for first
Component time. The website url is Success
,@ CONFIGURE ADMIN DETAILS http://10.1.140.134:80/MebUI L ogin.aspx
Site Name: v
Path : CAPr -
- n
Final Installation Sucocess
v
< >
fioyparcr I v
MyCloud [ e |

Figure 59 - MyCloud Installer - Launch

5. Click OK.

6. Copy the URL in your notepad for future reference and open the portal in browser.

In case of any failure the error is displayed in Red on the screen and it's advisable to reach

out to MyCloud-Product-Supp@hcl.com for further help.
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This section describes the rollback functionality. Rollback is only applicable to installed components in the
case of a new installation. Rollback does not delete or remove the database as it is only applicable to
installed components.

For a New Installation, if installation fails for any reason, then the Rollback option gets enabled and clicking
it removes the installed component.

During the installation of components and DB for the first time, if the DB is created successfully and if any

component installation fails, the Rollback button gets enabled.

= R - Installation Fa @

Server Type : Application
Server Details

%0 DATABASE DETAIL IP Address : LP-PC2E49X3 User Name : ashishmisr

MyCloudKRS
onentName: MyClo ID {2B721338-3F5B8-4602-8952-803546CE 3344} fail
Service Name: HCL
Y PRE-REQ HECKER Path : C\Program F mponent .
MyCloud Portal
o ‘ o Co tName oud Portal ould notfind file 'C'\Program Files\MyCloudComy
Si HCL
Path : C:\Program Files\MyCloudComponents ==
f
Final Installation Component Not Successfully Installed

HCL DRYIiCE

Figure 60 — Rollback

When Rollback action is performed, all selected components get rolled back except DB. So,
there is no impact on DB while performing Rollback.
5.3.2 MyCloud App Layer Installation

Run the installer with Administrator permissions.

This section describes how to configure MyCloud App Layer server.

To setup the App Layer components, follow the below steps:
1. Copy the MyCloudinstaller zip (provided by MyCloud Support Team) to App server.
2. Unzip the Installer Zip file.
3. Go to the unzipped MyCloudinstaller > MyCloudInstaller folder.
4. Right-click on HCL.MyCloud.Embeddedinstaller Application file and Run as Administrator
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Name Date modified Type Size

(g HCL MyCloud.Embeddedinstaller.exe 8/3/2023 3:21 PM Application 695,868 KB

Figure 61 - MyCloud Installer

5. Click on Start button to start the installation.

@3 MyCloud Installer — X

DRYiCE MyCloud (Version - 10.8) Installer

Welcome To DRYICE MyCloud Installer

HCL DRYICE

Figure 62 - MyCloud Installer - New Installation

6. Incase of fresh/new installation below screen will appear with the "New installation” radio checked.
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DRYICE MyCloud (Version - 10.8) Installer

© New Installation "
HCL DRYIiCE
MyCloud
Figure 63 - MyCloud Installer - New Installation
In case of Upgrade, the screen below will appear for upgrade Installation.
DRYICE MyCloud (Version - 10.8) Installer
© Upgrade Installation P
HCL DRYIiCE
MyCloud “

Figure 64 — MyCloud Installer - Upgrade Installation

7. Click Next
On the left navigation bar, click Component Selection.
9. The Component Selection pane comes prepopulated with the components.

10. As MyCloud App layer is being configured, select the Service Component.
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e COMPONENT SELECTION

Component Selection

MyCloud KRS Name

[ web Component HCLMyCloudKRS 8080
MyCloud KRS * MyCloud Portal Name Ww Port 80
{é} SERVER CONFIGURATION MyCoud Portal * s i R
Sync Service Name Port
@ Service Component i HCLMyCoud.Syncservice 8093
@ Generic Listener * Workflow Service HCL d.WorkFlow Port
7 PRE-REQUISITE CHECKER @ sync service (kMo o o
lli
8 Workfow service* g e HEL MyCloud.Biing o e
Billing *
&% CONFIGURE ADMIN DETAILS 8 siling Pecformance Name HCLMyCloud.Performance """ 9091
@ performance
@ ITSM Executor * 1TSM Executor: Neme HCLMyCloud.ITsMExecutor 7O 8095
@ Generic Executor * Generic Executor Name port
1 10 HCL.MyCloud.GenericExecut 8098
@ smuanion @ Orchestrator Service =
. AD Service Orchestrator Service m‘m‘dm‘s Port 9093
@ Health Monitor * AD Service Name Port
@ Cisco Intersight HCL.MyCloud.ADService 8090
Health Monitor Name m—mﬂ‘tmu Port 8099 -
Gisco Intersight Name N Oad Ceoiatacdah, POt = S
HCL DRYICE * Database configuration required
MyCloud

Figure 65 - App Layer - Service Component Setup

In case of UPGRADE, Service Components are auto selected.

1. Select the Port against both selected Service Component and leave them as it with default.

12. Click Next to go to Database Setup.

5.3.2.2 Database Setup
MyCloud Installer uses database screen to capture details which are required to connect to the Database
Server and create required databases. Following are the steps:
1. After Service Components are selected, On clicking Next, User is redirected to Database Details
screen.

2. The Database Details pane appears as below:

) MyCloud Installer -

Database Details

i COMPONENTSELECTION
server HostName/IP * !Enter Server HostName/IP. ]
DATABASE DETAILS -
Database Instance Name {Emer DB Instance. ]
{:C}} SERVER CONFIGURATION Authentication Windows Authentication v
User Name DRYICELABS/samycloud
W PRE-REQUISITE CHECKER
Password
oo CONFIGURE ADMIN DETAILS
Database Name * MyCloudDB

O MyCloudBillingDB
INS' \T10
¥ JINSTALLATION MyCloudPerformanceDB

heck Connectior

HCL DRYICE
MyCloud

Figure 66 - Database Details

Refer the below table to understand the fields mentioned in the above figure:
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Table 19 - Database Setup

Field Name Description

Database Details This panel captures details of the database like server name, authentication

type, username, password, that are being used for database creation.

Server HostName/IP Field to input database server hosthname or IP address.
Database Instance Name Field to input database server instance. This is Optional field.
Authentication Authentication type to be used to connect to the database server/instance.

options are windows authentication or SQL Server authentication.

UserName and Password These credentials are used to login to the database server to authenticate &

establish the connection.

These fields cannot be overridden if authentication type is windows

authentication.

If authentication type is SQL Server Authentication, then username and

password are mandatory and need to be provided.

Check Connection Upon clicking the option, it validates whether connection (between Web

layer and Database) has been established successfully or not.

Enter the Database Server Hostname or IP Address.

4. Enter Database Instance Name. (Optional)
Select Authentication. Database configuration is done with the following authentication:
e Windows Authentication

e SQL Server Authentication

If Authentication is "SQL Server Authentication “, Enter the login credentials i.e., the
Username and Password for getting access to the database server.

6. By default, MyCloud installer will populate the database with the default database names as shown

in figure below:
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= Database Details
‘= COMPONENT SELECTION
server HostName/IP * | YK KKK XK }
DATABASE DETAILS
Database Instance Name |Enter DB Instance. ‘
{:@? SERVER CONFIGURATION Authentication Windows Authentication v|
User Name DRYICELARS/svc-mycl-admin
4 PRE-REQUISITE CHECKER
Password
@ CONFIGURE ADMIN DETAILS
Database Name * MyCloudDB
0 MyCloudBillingDB
INSTALLATION
1 IyCloudPerformanceDB

Figure 67 — MyCloud Default Database Names

While doing MyCloud UPGRADE make sure the database name is same as it was provided
during installation.

Make sure the database names provided during App layer database setup are same as
provided during installation for Web Components (Section 5.3.1.2)

7. Click Check Connection to check the connection to the respective server.

2 MyCloud Installer

= e ) Database Details ®
t= COMPONENT SELECTION

Server HostName/IP * | XXXXXXXX
DATABASE DETAILS i

Database Instance Name |Enter DB Instance.

{é} SERVER CONFIGURATION Authentication SQL Server Authentication v

User Name * |sa ‘
W PRE-REQUISITE CHECKER :

Password * [rrserrenes ‘
&8 CONFIGURE ADMIN DETAILS
Database Name * MyCloudDB Already exists
n MyCloudBillingDB Already exists
W INSTALLATION MyCloudPerformanceDB Already exists

HCL DRYICE

MyCloud _ _

Figure 68 - Database Details

All the fields marked with asterisk (*) are mandatory.

During Installation of App Layer on App Server, Since Web layer is already installed on Web
Server with the same database names below highlighted in red will appear.
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2 MyCloud Installer

- R Database Details
T COMPONENTSELECTION

Server HostName/IP * [ XXX XXX XX
DATABASE DETAILS

Database Instance Name [Enter DB Instance.

{:C}} SERVER CONFIGURATION Authentication SQL Server Authentication v

User Name * [ ] ‘

W PRE-REQUISITE CHECKER

Password * [ .......... J
o@ CONFIGURE ADMIN DETAILS
Database Name * MyCloudDB Already exists
0 MyCloudBillingDB Already exists
17 INSTALLATION MyCloudPerformanceDB Already exists
MyCloud =1

Figure 69 - MyCloud Installer- Database Names

8. Click Next to go to Server Configuration page.

5.3.2.3 Server Configuration

In this section, details of MyCloud App Server using the installer is being captured.

pa—

IP Address/Host Name is auto populated.

Enter the Account Type (Domain Administrator or Local Administrator).
Provide the Domain

Enter the UserName to access the Web server.

Enter the Password for the web server.

o o b~ 0D

Click on Check User Validity button.

@ MyCloud Installer

= Server Configuration @
IS COMPONENT SELECTION
1P Address/Host Name * ‘ XHKIHKXK |
B8 oamense oemais AccountType ~ Domain Administrator V‘
Domain * ‘dr icelabs |
SERVER COMFIGURATION
User Name * ‘56, yeloud |
W PRE-REQUISITE CHECKER password * [.....m...‘| I Validation Successful
Messaging Queue @® MSMO O RebbitMQ
&% CONFIGURE ADMIN DETAILS
P insTaLLanon
.
HCL DRYICE
MyCloud Back Next

Figure 70 - Server Configuration

7. Select Messaging Queue as MSMQ (if not already selected)
8. Click Next.
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9. The Prerequisite Checker screen appears.

All the fields marked with asterisk (*) are mandatory.

5.3.24 Run Prerequisite Checker
This section describes how to run the prerequisite checker to verify that the installation pre-requisites have
been installed.
The Prerequisite Checker screen lists the configurations those are mandatory for the components
selected on previous screen.

Prerequisite Checker always runs as part of Setup.

1. Click Run to start the pre-requisite checker.

= o : Pre-Requisite Checker @

= NEN

B oamasase oeTas 1P Address/Host Name Component « Prerequisite Status
AD Service Checking For Port 8090

{’o\:} TN LP-PC2E4N3 AD Service Checking For Microsoft NET Framework 4.8
LP-PC2E493 AD Service Checking For Certificate
LP-PC2E49X3 Billing Checking For Port 8096

LP-PC2E49X3 Billing Checking For Microsoft NET Framework 4.8

LP-PC2E493 Billing Checking For Certificate
LP-PC2E49X3 Cisco Intersight Checking For Port 8094

a@ LP-PC2E49X3 Cisco Intersight Checking For Microsoft NET Framework 4.8
LP-PC2E49X3 Cisco Intersight Checking For Certificate

Q W LP-PCE49X3 Generic Service Checking For Port 8098
LP-PC2E4X3 Generic Service Checking For Microsoft NET Framework 4.8
LP-PC2E4X3 Generic Service Checking For Certficate
LP-PCE49X3 Health Monitor Checking For Port 8099
LP-PC2ESX3 Health Monitor Checking For Microsoft NET Framework 48
X Failed and mandatory | /' Success| @ ot Required | () Waming Pre-Req not available on machine. Kindly install the Pre-Req separately.

HCL DRYIiCE

MyCloud ok

Figure 71 - Prerequisite Checker

MyCloud

-~

Pre-requisite checker performs checks for

o installation readiness and verifies that the
required software are available to install the
selected MyCloud Components.

Figure 72 - Prerequisite Checker Information Assistance

The Prerequisite Checker identifies the existing host, component, list of relevant pre-requisites and

performs the check for installation readiness. If any pre-requisite is missing, it gets listed under the Status

field as (X). If any pre-requisite is not required, it gets listed under the Status field as (®) means Not

Required. Pre-requisites which show as Warning can be ignored.
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O MyCloud Installer

v COMPONENT SELECTION

a DATABASE DETAILS

{@} SERVER CONFIGURATION

e PRE-REQUISITE CHECKER

u¢ CONFIGURE ADMIN DETAILS

(i) INSTALLATION

HCL DRYIiCE
MyCloud

X Faited and mandatory | /" Success | @ notRequired | () Warming (Pre-Rieq not avaitable on machine. Kindly install the Pre-Req separatety.)

- x

Pre-Requisite Checker @
Total No of Request 44 | Successful 38 | Failed 0
IP Address/Host Name Component = Prerequisite Status  *

AD Service Checking For Port 8090 v
OO HK AD Service Checking For Microsoft NET Framework 48 v
KR KKKLXE -AD Service | Checking For Certificate v |
KX KX Billing Checking For Port 8096 v
HXKINEHK eiling | Checking For Microsoft NET Framework .8 v |
XN | Billing Checking For Certificate v 1
00X I0G00K Cisco Intersight Checking For Port 8094 v
HAXHLHE | Cisco Intersight | Checking For Micrasoft NET Framework 48 v
HXKRHEHK Cisco Intersight Checking For Cerificate v
KK KIGHX | Genericservice | Checking For Port 098 v
KKK XK Generic Service Checking For Microsoft NET Framework 48 v
RHKKNE KK isenelicservl & [ Checking For Certificate v
KKK KNEHK Health Monitor Checking For Port 8099 Vv
HXKRHEHL | Health Monitor [ thecking For Wilcrasoft NET Framework 48 v,

Figure 73 — Prerequisite Checker (Cont.)

2. |If all the checks succeed, the Next button is enabled, click Next to proceed.

If any of the mandatory checks fails, the Next button is disabled.

3. On completion of these steps, click Next.

5.3.2.5 Installation

This section lists down all the configurations as entered (server and component wise). Review the details

and verify that the responses provided are correct.

1. Verify the Details which were provided and click on Run to start the App Layer Service Components

installation.

MyCloud Installer

EE COMPONENT SELECTION
E5 pamasase peTais
{§} SERVER CONFIGURATION
\\// PRE-REQUISITE CHECKER

p@ CONFIGURE ADMIN DETAILS

@ INSTALLATION

HCL DRYiIiCE
MyCloud

Installation

Overall Status : @

Server Type : Database
Server Details

IP/HostName Address : J0LXCXHXXX

Database
Database Instance:
Database Name: MyCloudDB

MyCl DB. MyCloudP

DB

Server Type : Application
Server Details

IP Address : CPWIWBMYCP005

MyCloudKRS
Component Name: MyCloudKRS
Service Name: HCLMyCloudKRS

User Name : syc-myhel-admin

Figure 74 - MyCloud Installation Details

2. Installation progress can be seen as shown below.
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MyCloud Installer |

Installation Overall Status In Progress @

i COMPONENTSELECTION

Database Name: MyCloudDBDev

B ommesseoemas MyCloudBillingDBDev, MyCloudPerformanceDBDev

{@} SERVER CONFIGURATION —
Server Type : Middleware
Server Details

7 PRE-REQUISITE CHECKER IP Address © 0G00I User Name : samycloud
MyCloud Listener
& CONFIGURE ADMIN DETAILS Component Name: MyCloud Listener Success

Senvice Name: HCL MyCloud Listener

Path : C\P Fil CloudCq 1t
@ SETTEY o \Program Files\MyCloudComponents
Sync Service

Compaonent Name: Sync Service Success
Service Name: HCL MyCloud SyncService
Path : C\Program Files\MyCloudComponents v

HCL DRYICE

MyCloud

Figure 75 - MyCloud Installer- Progress

3. Onsuccessful installation of web components, below screen will appear.

MyCloud Installer

- DOveral Status Success @
'S COMPOMENT SELECTION Report

Path : C\Program Files\MyCloudComponents ~
ES  oamasase petais Workliow

Component Name: Workflow Success

Senvice Name: HCL MyCloud WorkFlow

46% seaven conmGURATION Path : C\Program FilesiWyCloudComponerts

Billing
7 PRE-REQUISITE CHECKER Component Name: Billing Success
Service Name: HCL MyCloud Billing
&B  CONFIGURE ADMIN DETAILS Path : CiProgram Files\MyCloudComponents
Performance

Component Name: Performance Success
e INSTALLATION Service Name: HCL MyCloud Performance

Path : C\Program Files\MyCloudComponents
ITSM Executor
Component Name: [TSM Executor Success

HCL DRYICE
MyCloud -

Figure 76 — MyCloud Installer - Success

4. Click Finish and below popup message will display with” Setup Completed”. Click OK

Also, in case of Upgrade/Fresh Installation, KMS URL will be updated in config file. First this

URL will be fetched from DB and will be updated. If does not exist, the default URL will be
updated.
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_ Ovesall Status Success @
IS COMPONENT SELECTION Report
Path : C\Program Files\MyCloudComponents ~
ES oamease pETaIs Workflow
Companent Name: Warkflow Success
Service Name: HCL MyCloud WorkFlow
{@} SERVER CONFIGURATION Peth: CAP
Billing
~ PRE-REQUISITE CHECKER Campanent Suecess
Sesvice Nel o Setup Completed.
&8 CONFIGURE ADMIN DETAILS Path: CAPx
Performance
Companent Success
@ INSTALLATION Service Nay
Path : C\Program Files\MyCloudComponents
ITSM Executor
Component Name: ITSM Executor Success
v
< >
.
HCL DRYICE - -—
MyCloud

Figure 77 - MyCloud Installer — Setup Complete

If the Installation fails, go to Rollback.

5.3.2.6 Rollback

This section describes the rollback functionality. Rollback is only applicable to installed components in the

case of a new installation. Rollback does not delete or remove the database as it is only applicable to

installed components.

For a New Installation, if installation fails for any reason, then the Rollback option gets enabled and clicking

it removes the installed component.

During the installation of components and DB for the first time, if the DB is created successfully and if any

component installation fails, the Rollback button gets enabled.

Service Name: HCL MyCloud ITSMExecutor
ETMLATION Path : C\Program Files\MyCloudComponents

Installation Overall Status Fai @

COMPONENT SELECTION
MyCloud Listener
Fg DATABASE DETAILS Component Name: MyCloud Listener Could notfind a part of the path 'C:\Program Files\A

Service Name: HCL MyCloud Listener

@ Path : C\Program Files\MyCloudComponents
RVER CONFIGURATION
SERVER CONFIGURATIO okdow
Component Name: Workflow Could not find a part of the path 'C\Program Files\A
W PRE-REQUISITE CHECKER Service Name: HCL MyCloud WorkFlow

Path : C:\Program Files\MyCloudComponents

&8 CONFIGURE ADMIN DETAILS ITSM Executor

Component Name: ITSM Executor Could not find a part of the path 'C:\Program Files\h

Final Installation Component Not Successfully Installed

HCL DRYIiCE
MyCloud

Figure 78 - Rollback

When Rollback action is performed, all selected components get rolled back except DB. So,
there is no impact on DB while performing Rollback.
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6 MyCloud Post Installation Task

Once MyCloud is installed and configured as per default settings, the admin user can change the product
configurations to add another layer of security. It can be done by making the following configuration

changes:

6.1 Provide MyCloud License

1. Launch MyCloud Web by providing MyCloud Web URL in supported browser.
2. Enter MyCloud Admin email id.

HCL DRYICE
MyCloud

2

Figure 79 - MyCloud Login

3. Click Next

4. Message will appear mentioning license key is expired or not available.

HCL DRYICE
MyCloud

able Click Here to enter License Key.

Figure 80 — MyCloud -Enter License Key

5. Click on Click Here to enter the license Key.

6. Enter the License Key and click Submit button.
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6.1.1

MyCloud Activation License Details

Enter License Details to Activate MyCloud

askmasasasas ZUKISETPGhxTEnsembPmdT

Submit

License Key is submitted, Click Here to login again,

Figure 81 - MyCloud -Enter License Key

Contact to administrator to get license key.

Click on "Click Here" to login again.

Provide the MyCloud Admin email id and Password and check if login is successful.

Master Data changes

Login into MyCloud Portal with http protocol URL.

<http://{webserverhostname}/WebUI/Login.aspx>.
Change webserver hosthame in the URL with actual webserver hostname.
After the login, user is redirected to the landing page. Navigate to Master-> Manage Base

Components Keys as shown in Figure 82 - Admin Home Page.

Provid
Component URL Configuration
Component URL G
Manage Base Components Keys
Provider Wise Components Keys
Provider SMTP Configuration
et [see— N - |

M

anage Job

Mana,

g Cloud Admin Users
Mana

ge Key Rotation

Figure 82 — Admin Home Page

User will be redirected to the Manage Base Component page, as shown in Figure 83 — Manage Base

Components.
Select Website Service (WEBSITE) in the Component Name dropdown and click on Go button.

Change the Key value for the following Key Name(s):
e J/sURL from http://XX X XXX.XX:443/WebUI/IS to https://XXXXXXXX/WebUI/IS

e SiteURL from http://XX X XXX.XX:443/WebUI to https://XX X XXX XX/WebUI
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MC DRYiCE MyCloud

E Provider @ Master G Cloud Advisary 5 Logs

Manage Base Components Keys

Component Name*

WebSite Service(WEBSITE) v

Jsurd This Component Key Is used to contains Web Site JS  hitps: /et Vb U1 JS B
URL &.g. "hitps//XX.XX/JS" or "https:/ 20000com/J5”

LOGPATH This Compenent Key Is used to contains Component  C:\Program Files\MyCloudLog\WEBSITE, £
Logging Path e.g. "C:\Program Files\MyCloudLog\
[LogFolderName]\"

SiteUrl This Compenent Key Is used to contains Web Site Url  https:/ semsmssssss WebUI =

e.g. "http:/HXN" or "hitpsy/XIC00.com™

Figure 83 — Manage Base Components

7. Navigate to Master > Component URL Configuration.

BB Provider 6 Master B Loz

Component URL Configuration

Manage Base Col
Manage Base Components Keys

Erovider Wise Components Keys

Component Name SMTP Configuration

pe— v

Manage Job

Manage Cloud Admin Users

Manage KeyRotation

Figure 84 - Landing Page with selected Component URL Configuration

8. Select Base in the Provider dropdown and click on Go button.
9. Change the URL for the following Component Name(s):
e Web API from http://XX X XXX XX:443/WebAPI to https://XX X XXXXX/WebAPI
e Key Management Services (Rotation Key) from http://XX X XXX.XX:80/KMS to
https://XX X XXX.XX:8443/KMS.
10. To test Middleware Components, click Test URL.

If Test URL for Web API gets failed, Copy the WebAPI URL and open in browser and click
Advanced and proceed. After this test the WebAPI URL again for success.
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MC DRYiICE MyCloud Cloudadmin +
BB Logs

@ Cloud Advisory

Component URL Configuration

Provider

v
Component Name Description Component URL Action
Code (HTTP:/[X X.X.X:PORT/ENDPOINT)
Web API This Component is responsible for Rest API to Interact with MyCloud. WebAPI nttps: — —
Success
KeyManagement Services This Component s responsible for Key Rotation Service Used to rotate encryption key on periodic KMS e s —
(RotationKey) basis.

Success

Figure 85 — Component URL Configuration

1. Restart the IIS. Steps are as follows:
12. Open Command Prompt by clicking on Start on windows task bar - Type cmd - right-click on the

Command Prompt - select Run as administrator.

All Apps Documents Web

Best match

Command Prompt
App

CO Run as administrator
K

Apps

Figure 86 — Command Prompt as Administrator

13. Run Command: "lISRESET"
14. Now Close the browser and open the webapplication with HTTPS URL.

6.1.1.1 Stop All Services
1. Stop all the Services and find services file location. This step must be performed on the server where
the middleware components/App Layer are installed.

2. Press Window + R keys to open run window, then type services.msc and click OK.
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= Type the name of a program, folder, document, or Internet
=] : ; ;
— resource, and Windows will open it for you.

Dpen: SEMVICES.MSC

oK

Cancel

Browse...

Figure 87 — Run Command Window

3. User will be redirected to the Windows Service Manager.

CLMyCloud.&lXaas Start

-
=

Q?;HCL.MyCIoud.BiIIing Stop
EhHCLMyCloud.GenericE Pause

\E(__;HCL.M}-'Cloud.lTSMExen Resurme
ChHCLMyCloud.List
\:5 wCloud.Listener Restart
EhHCLMyCloud.Perform:
ShHCLMyCloud. SyncSens All Tasks »
EHHCLMyCloud.MarkFlow

a ) Refresh
Sk Human Interface Dewice
Gk HY Host Service Properties
Sk Hyper-V Data Exchange

A Help

s Hyper-W Guest Service |

Fa)

Activates an..,
Provides an ..
Provides a ..,

Provides an ..,

Running
Running
Rurning
Running
Running
Running
Rurning
Running

Running

Automatic
Autaratic
Autornatic
Automatic
Automatic
Autaratic
Autornatic

Automatic

Manual (Trig...
Manual (Trig...
Manual (Trig..,
Manual (Trig..,

LN

Local Syste..,
Local Syste..,
Local Syste..,
Local Syste..,

Figure 88 — Windows Services Manager

MyCloud. Select the service, then right-click and select Stop.

HCL.MyCloud.ADService
HCL.MyCloud.AllXaaS
HCL.MyCloud.Billing
HCL.MyCloud.GenericExecutor
HCL.MyCloud.ITSMExecutor
HCL.MyCloud.Listener
HCL.MyCloud.Performance
HCL.MyCloud.SyncService
HCL.MyCloud.WorkFlow
HCL.MyCloud.Monitor

HCL.MyCloud.CiscolntersightSyncService
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L Services (Local)
HCL.MyCloud. ADService

Description:

Marme Description

Status Startup Type

Log On &s

. vice This cormpo.. Autornatic
Starf the service -‘E\";HCL.MyCIoud.AII)(aaS This campo.. Automatic sve-rrycl-a.n,
L HCLMyClaud.Billing This campo.. Autarmatic ave-rrycl-a..,
CLHCL MyCloud CiscolntersightSyncServ.. This service .. Autormatic sve-rmycl-a,
This component is responsible for LLHCLMyCloud GenericExecutor This carmpa.., Automatic sve-rmycl-a,.,
fetching AD group user data. LLHCLMyCloud ITSMExecutor This compa.. Autormatic sve-tmycl-a,
-.‘.\",-HCL.MyCIoud.Listener This Compu, Automatic svi-rrycl-an,
{{'?;HCL.MyCIoud.Monitor This job ma.. Autarmatic svie-rriycl-an,
-.’."‘;HCL.MyCIoud.PerFormance This compa.. Autormatic swi-rriycl-a.,
-f.('_’: HELMyCloud, SyneService This carmpa.., Autornatic sve=trycl=a,,,
C)n.HCL.M\.fCIoud.WorkFlow This compao... Autornatic swC-rycl-a..,

5. After stopping all the services, the next step is to find out the Middleware Components file location.

Figure 89 — Windows Services Manager

Once the user has stopped all the services mentioned above, next step is to find the PathToExecutable of

the deployed service(s).

1.  Open Services.msc from run.

o o b~ 0D
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Locate the "Path to Executable” section in this window.

Select the service (HCL.MyCloud.ADService), right-click and select Properties.

This will open the properties window for that service as shown in Figure 90.

Copy the path and save it in a notepad or a document for future reference.

Similarly, copy and save the path to executable for all the services mentioned above in section 6.2.2.1.
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HCL MyCloud ADService Properties (Local Computer)

General LogOn Recovery Dependencies
Senvice name; HCL. MyCloud ADService
Drizplay narme: HCL. MyCloud.AD Service

[Thiz component is responsible for fetching AD group

Descriphion:
F luzer data,

Fath to executable:

'C:\Program Filez\MyCloudComponentshaD S ervice 20221015 174827051

Startup upe: Autornatic b

Service status Stopped
Start Stop FPaLze Resums

You can specify the start parametars that apply when you start the sarvice
fram here.

Start parameters: |

Cancel Apply

Figure 90 — Windows Services Manager

1. Find the Port Number on which services are running.

2. Go to PathToExecutable.

3. Forexample:
"C:\ProgramFiles\MyCloudComponents\ADService _XXXXXXXX _XXXXXXXXX"

4. Open the respective service config file (exe.config):

Files names for reference is given below:

e HCL.MyCloud.Service.AD.exe.config

e HCL.CloudBilling.DataCollector.Service.Host.exe.config

e HCL.MyCloud.CiscolntersightSyncService.Host.exe.config
e HCL.MyCloud.Generic.Host.exe.config

e HCL.MyCloud.Monitor.Host.exe

e HCLMyCloud.Snow.Host.exe

e HCLMyCloud.AllXaaS.Host.exe

e HCL.CloudPerformance.DataCollector.Service.Host.exe

e HCL.MyCloud.SynclobService.Host.exe

e HCL.MyCloud.WorkflowEngine.exe
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5. Now find the ServiceHostURL key

<add key="ServiceHostURL" valus="http:// /300 300 300 300 3000(" /=

Figure 91 — Service Host URL in Configuration File

6. Copy the Port as shown in the above figure and save it in a notepad or a document for future

reference.

7. Inasimilar way, copy and save the ports for all the services.

During installation (New/Upgrde), all certificates will be installed automatically.

Make sure MyCloud Certificate is present in the personal folder of Window Certificate
console and if not present then copy the certificate.

1. Press Window + R keys to open the run command window.
2. Now type "mmc” and click OK.

3. The Certificate Console will open.

4 Run *

= Typethe name of a program, folder, document, or Internet
:Ilu' N 1 i
= resource, and Windows will open it for you.

Open: | mmc

Cancel Browse...

Figure 92 — Run Command Windows
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ﬁ Consolel - [Cansole Root] - O x
& File Action View Favorites Window Help | - 8%
L Aol NESN 7|
(| Console Root Narme | Actions

There are no iterns te show in this view. h

More Actions 4

Figure 93 — Windows Certificate Console

4. On the console window, in the top menu, click File > Add/Remove Snap-in

ﬁ Conzolel - [Console Root)

ﬁ File Action View Favorites Window Help

4= Mew Ctrl+N
TI-_E Open... Ctrl+0
Save Ctrl+5
Save As..
Options...

1 services.msc
2 certmgr.msc
3 compmgmt.msc

4 eventvwr.msc

Exit

Figure 94 — Windows Certificate Console with File Menu

5. Inthe Add or Remove Shap-ins window, in the Available snap-ins pane (left side), select Certificates,

then click on Add button.
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Add or Remove Snap-ins *

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-in Vendor ~ [ Console Root Edit Extensions...

' ActiveX Control Microsoft Cor...

Remove
uthorization Manager Microsoft Cor...
¥ Certificates Microsoft Cor...
. Component Services  Microsoft Cor... Move Up
QComputer Managem... Microsoft Cor...
Move Down

|f_!| Device Manager Microsoft Cor...
Add =
e Disk Management

Microsoft and...
Microsoft Cor...

Microsoft Cor...
:EJ Group Policy Object ... Microsoft Cor...
& Internet Informatio...  Microsoft Cor...
[ZPInternet Informatio...  Microsoft Cor...

.g IP Security Monitor Microsoft Cor... v
Gl o o . oo ..

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

ok || cancel

Figure 95 — Add or Remove screen in Certificate Console

6. Inthe Certificate snap-in window, select Computer account and then click Next.

Certificates snap-in *

This snap4n will always manage certficates for:
() My user account

() Service account

(®) Computer account

Figure 96 — Certificate snap-in Window

7. Inthe Select Computer window, select Local computer and then click Finish.
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Select Computer x

Select the computer you want this snap4n to manage.
This snap-n will always manage:

(®) Local computer: the computer this console is running on)
() Ancther computer: Browse...

[] Mllow the selected computer to be changed when launching from the command line. This
only applies f you save the consale.

< Back Cancel

Figure 97 — Select Computer

8. Inthe Add or Remove Snap-ins window, click OK as shown in below figure.

Add or Remove Snap-ins *

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendor ~ [ Consale Root Edit Extensions...
=] ActiveX Control Microsoft Cor... 5l Certificates (Local Computer) Remove
Authorizah’on Manager Microsoft Cor... -
Gl Certificates Microsoft Cor...
:0_- Component Services  Microsoft Cor... Move Up
;Q'JComputer Managem... Microsoft Cor... ~ 5
% Device Manager Microsoft Cor F 3 ove Lown
a Wndd =
e Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
[ Folder Microsoft Cor...
_EJ Group Policy Object ... Microsoft Cor...
t' Internet Informatio... Microsoft Cor...
[ZPInternet Informatio...  Microsoft Cor...
.g IP Security Monitor Microsoft Cor... w Advanced...
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

Figure 98 — Add or Remove Snap-ins Window

9. Navigate to the certificate console window, as mentioned in step 3. In the Console Root pane
expand Certificates (Local Computer), Personal folder and then select the Certificate folder. Check

if it contains "HclTech.MyCloud.App” certificate as shown below:
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E Console? - [Console Root\Certificates (Local Computer]\Personal\Certificates] -

& File Action View

Favorites Window Help

% nm al&=  E

<

~ [ 7] Personal

vV W W N W Y Y WYY WYY WYY WYY YWY

[ Certificates
[ Trusted Root Certificatii
[ ] Enterprise Trust
[ Intermediate Certificati
[ Trusted Publishers
|| Untrusted Certificates
] Third-Party Root Certifi
[ Trusted People
[ Client Authentication Is
[ Preview Build Roots
|| AAD Token Issuer
| Other People
[ eSIM Certification Auth
"] Homegroup Machine ¢
1 Local NonRemovable C
| MSIEHistorylournal
| Remote Desktop
[ Certificate Enrollment F

|| Smart Card Trusted Roc
v

T SMs
>

- =
v [ Certificates (Local Comput A || lssued To Issued By Expiration Date  Intended Purpo) | Actions

Certificates

More Actions

Personal store contains 9 certificates,

Figure 99 - Personal Certificate Console

10. If the Certificate is not present, follow the below steps.

a.

In the Console window, under the Console Root pane (left side), expand Certificates (Local

Computer),

expand the Trusted People folder, click Certificates and then

click "HelTech.MyCloud.App” certificate and select Copy as shown in below figure.

& File Action View

Py

% Consolel - [Console Root\Certificates (Local Computeri\Trusted PeopledCertificates]

Favorites Window Help

2 4B XE =

] Console Root
v ) Certificates (Local Compt

> | Personal
>

>

Trusted Publish
Untrusted Certi

»
>
>
>

[ Trusted Root Certifice
] Enterprise Trust

[ Intermediate Certifice
=

=]

A=

Third-Party Root Cert
~ [ Trusted People
| Certificates
> [ Client Authentication
> | Preview Build Roots
> || Test Roots

* || 1ssued To Issued By Expiration Date
1 HelTech MyCloud App HclTech.MyCloud
‘\?_; HelTech MyCloud Web HelTech MyCloud 1/1/2040

ers
ficates

Intendec

<All>

Figure 100 — Certificate Console with selected Certificate

right-

b. Now right-click on Personal folder in the left Console Root window, then click on Paste as
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C.

ﬁ Consolel - [Consale RoothCertificates (Local Cormputer)t
ﬁ File Action  View Fawvorites  Window  Help
ol RN e (= A NEHETN 7 M

| Cansale Root Object Type
v [ Certificates (Local Camputer) 7 Certificates
s | Persar !
5 7 Trustes Find Certificates...
> LD Enterp )l Tasks >
oL Interrm
s ] Truster Wi ¥
» ] Untrus Mews Windaow fram Here
> | Third-
v [ Trustes Mew Taskpad Wiew..,
- ;I Ce Paste
: _I Cller.lt Refresh
s || Previes
5 [7] Remot Export List...
s | Smart Help

s Trusten - oo o.

Figure 101 — Copy Certificate

Now expand Personal folder and click on Certificate folder, now it will show the recently

pasted certificate in the main window.

Consolel - [Conscle Root\Certificates (Local Computer)\Personal\Certificates]

File Action View Favorites Window Help
= #H B/c=z H
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| Console Root
v [ Certificates (Local Compt
v [ Personal
. Certificates
"] Trusted Root Certifice
| Enterprise Trust
| Intermediate Certifice
| Trusted Publishers
| Untrusted Certificates
"] Third-Party Root Cert
v [ Trusted People
" Certificates

Double click on the recently pasted certificate. Certificate Properties window will open.

~ || Issued To Issued By Expiration Date  Intendec | Actions
{'_); HelTech.MyCloud.App HelTech MyCloud 1/1/2040 <All> Certificates
More Actions

Figure 102 — Showing recently added Certificate

Click on the Details tab and scroll down to field Thumbprint.

Copy the thumbprint value. The value is used as "certhash” in below commands.
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Il L Y bl s 1 1 4 LlinY LY R 4
# | Certificate X
General Details Certification Path

Show: <Al> ~ ¢

<
=

Field

[-] valid from
[ ]valid to
-] subject
D Public key —
\:| Public key parameters 05 00

@ Authority Key Identifier

D Extended Error Information Peer Trust

Figure 103 — Showing Recently Added Certificate

1. Login the website with MyCloud Admin account.
2. Go to Master and then click Component URL Configuration.

MC DRYiCE MyCloud
5 Provider

@ Master 5 Logs

Manage Job

MVCIOU{] DaShb1 Manage Base Components Keys

Manage Cloud Admin Users

G Cloud Advisory

Dashboard Filte
Y Provider Wise Components Keys

Component URL Configuration

SMTP Configuration
Manage Object Types

Manage Key Rotation

Figure 104 — Admin Landing Page

Select Base in the Provider drop down and click on Go button.
4. Change the URL for the following Component Name(s) as shown in Figure 105 — Component URL

Configuration.
e Workflow Service
e from http://<ip>:<port>/WorkflowService to https://<ip>:<port>/WorkflowService

e Data Collector Billing and Advisory
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e from http://<ip>:<port>/DataCollector to https://<ip>:<port>/DataCollector

e ServiceNow Executer

e from http://<ip>:<port>/SnowService to https://<ip>:<port>/SnowService

e Generic Service

e from http://<ip>:<port>/GenericService to Error! Hyperlink reference not valid.
e Application Health Monitoring

e from http://<ip>:<port>/ MonitorService to https://<ip>:<port>/ MonitorService
5. Click on Test URL against each service and check for success.

6. Click Update.

Kindly update the Provider level Components URLs after creating new Provider(s).

Follow Below steps only if you have created provider, if not created, ignore the below steps as of now.

However. After creating Provider, MyCloud admin must configure the below configuration.
1. Select Provider in the Provider drop down and click on Go button.

2. Change the URL for the following Component Name(s):
e Platform Data Sync
e from http://<ip>:<port>/SyncService to https://<ip>:<port>/SyncService
e Performance Data Sync

e from http://<ip>:<port>/PerformanceDataCollector to

https://<ip>:<port>/PerformanceDataCollector
e Orchestrator Services
e from http://<ip>:<port>/OrchestratorService to https://<ip>:<port>/OrchestratorService
e Active Directory
e from http://<ip>:<port>/ADService to https://<ip>:<port>/ADService.
e Cisco Intersight Sync
e From http://<ip>:<port>/CiscoSyncService to https://<Hostname/IP>:<port>/CiscoSyncService.

Kindly update the Provider level Components URLs after creating new Provider(s).
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MC DRYiCE MyCloud | Mycloudadmin -

Component URL Configuration

HCL Provider v

[—— [— URL (HTTPK XX XPORT/ENDPOINT] m
Key Rotation Serviee Tris Component ibie for Key Rotation Sersi . ey on periodic basis Kies SRS —

U LEBT B E I L hittpsflacalhost:081/PerformanceDataColle Test Url
Active Directory T fesenin o userdate o it localhost:8090/ADService TestUrl
Orchestrator Services This compunent is responsible for Provisioning and other Autemation Tasks. ORCSERVICE httpsflocalhos:9083/CrchestratorService
Flatterm Data Syne t i S it/ flocalhost:8082/$yncService Test Urt
Ci i Thi L il i i izht infrastructure cloud resources. CICOSYNC

hitp://localhost:8094/CiscoSyncService Test Url

Figure 105 — Component URL Configuration

6.2 Change Certificate to CA Signed (Optional)

This section describes the steps to use Certificate provided by the customer instead of MyCloud Default
certificate. The same certificate can be used for HTTP(S) communication between components.
1. MyCloud application has server wise certificates. Below are the details of default certificates
installed by MyCloud Installer:
— Web Server Certificates
e HclTech.Mycloud.Web - Private (.pfx)
e HclTech.MyCloud.App - Public (.cer)
— App Server Certificates
e HclTech.Mycloud.Web - Public (.cer)
e HclTech.MyCloud.App - Private (.pfx)
2. Next step is to find Website, Web APl and Key Rotation Service, ApplicationBasePath.
3. Follow the steps mentioned below to do that:
a. Press Window + R keys to open run command window.
b. Now type “inetmgr” and click OK.

c. ThellS Console will open.
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S Run

= Type the name of a program, folder, document, or Internet
= rescurce, and Windows will cpen it for you.

Open: inetrgr

QK Cancel Browse...

Figure 106 — Run window command

d. Now expand the Server Name node - Sites node using the connections section and right-

click on the HCLMyCloudPortal node and click on Explore.
This will locate the ApplicationBasePath for Website, WebAPI and Key Rotation Service as

e.
highlighted in Figure 107 — Application Base Path Locator.
Connections I = | MyCloudPortal_20190731_133556251
@-i-d|* 8 Home  Share  View
-5 Start Page
« .95 MYCLOUDOO1S (DRYICELABSlokeshguptz) 4| > ThisPC > Local Disk (C) > Program Files > MyCloudComponents > MyCloudPortal 20130731_133556351
2 Appii =
2 Application Pocls A Neme Date modified Type
(3l Sites s Quick access
> 4 Default Web Site - KMS. File folder
esktol
- MO oiare P WebAPI File folder
& Downloads WebUI File folder

Edit Permissions... g
Documents

& Add Application...

Figure 107 — Application Base Path Locator

4. Copy the base path and save for future reference.

5. The next step is to find the path of the Middleware component configuration files. The steps are
mentioned below:
a. Find the PathToExecutable of the service(s).
b. Press Window + R keys to open RUN window.

c. Type services.msc and click Ok.

S Run

=7} Type the name of a program, folder, document, or Internet
L=l resource, and Windows will open it for you.

Dpen: SEMVICES.MSC

0K Cancel Browse...

Figure 108 — Run Command Window
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For the below mentioned services: (Select the service, then right-click, then select Properties

and save the highlighted Path to Executable as shown in Figure 107 - Application Base Path

Locator for future steps).
HCL.MyCloud.ADService
HCL.MyCloud.AllXaaS
HCL.MyCloud.Billing
HCL.MyCloud.GenericExecutor
HCL.MyCloud.ITSMExecutor
HCL.MyCloud.Listener
HCL.MyCloud.Performance
HCL.MyCloud.SyncService
HCL.MyCloud.WorkFlow
HCL.MyCloud.Monitor
HCL.MyCloud.CiscolntersightSyncService

HCL.MyCloud 80 5ervice Properties (Local Computer)

General LagOn Recoverny Dependencies

Service name: HCL. MyCloud ADService
Digplay name: HCL. MyCloud ADService

Drezcription:

Fath to executable;

Startup type: Automatic

Service statuz: Running

Stark Stop FPauze

“'ou can specify the start parameters that apply when vou start the service

from here.

Cancel

[er=mpe iy ey Iy ey R H CL b yCloud. S ervice AD exe!

Figure 109 — Service Properties Window

6. Copy the string as highlighted in Figure 109 — Service Properties Window and save it in a notepad or a

document for future reference.

7. Inasimilar way, copy and save the path to executable for all the services mentioned above.
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8. Once the configuration path is saved then the next step is to make the website, Web API, and
middleware component changes.

9. Let us begin with website, Web APl and key rotation changes. These steps must be performed on the
server where the website is installed. This information can be obtained from the administrator or by

dropping an email to MyCloud-Product-Supp@hcl.com.

6.2.1 WebSite changes

1. Go to ApplicationBasePath of WebUI.
2. Forexample:

"C:\ProgramFiles\MyCloudComponents\MyCloudPortal_XXXXXXXX__XXXXXXXXX\ WebUI*

e Update DNS Certificate name in System.serviceModel.clients as mentioned below
For KMS Connectivity - Change the dns value under KMS_WSHttpBinding_End
“HclTech.MyCloud.Web" to Private Certificate Name of Web Server.
For Service Connectivity - Change the dns value "HclTech.MyCloud.App* to Public Certificate
Name of App Server.

<endpoint address="https://localhost:8080/Servicel" binding="wsHttpBinding" bindingConfiguration="KMS WSHttpBinding" contract=
"HCL.MyCloud.Encryption. IKeyManagement" name="KMS_WSHttpBinding Endpoint">

<identity>
<dns value="HclTech.MyCloud.Web" />
</identity>
</endpoint>
<endpoint address="https://localhost:8081/Services" binding="wsHttpBinding" bindingConfiguration="Service WSHttpBinding" contract=
"HCL.MyCloud.JobServiceContract.IJobService" name="Service WSHttpBinding Endpoint">
<identity>
<dns value="HeclTech.MyCloud.App" />
</identity>
</endpoint>
Figure 110 — Certificate Web.Config Certificate Name
6.2.2 WebAPI changes

1. Go to ApplicationBasePath of WebAPI.
2. Forexample:

"C:\ProgramFiles\MyCloudComponents\MyCloudPortal _XXXXXXXX__XXXXXXXXX\ WebAPI"
3. Update the following keys in the web.config files:

e CertificateName key value from HCL.MyCloud.Web to Web Server Private Certificate name XXXX.

<add key="CertificateName" value="HclTech.MyCloud.Web" />

Figure 111 — Certificate Web.Config Certificate Name

e Update DNS Certificate name in System.serviceModel.clients as mentioned below
For KMS Connectivity - Change the dns value under KMS_WSHttpBinding_End
"HclTech.MyCloud.Web" to Private Certificate Name of Web Server.

Installation Guide 90


mailto:MyCloud-Product-Supp@hcl.com

For Service Connectivity - Change the dns value “HclTech.MyCloud.App® to Public
Certificate Name of App Server.

<endpoint address="https://localhost:8080/Servicel" binding="wsHttpBinding" bindingConfiguration="KM$ WSHttpBinding" contract=
"HCL.MyCloud.Encryption.IKeyManagement" name="KMS_WSHttpBinding Endpoint">
<identity>

<dns value="HclTech.MyCloud.Web" />
</identity>
</endpoint>
<endpoint address="https://localhost:8081/Services" binding="wsHttpBinding" bindingConfiguration="Service WSHttpBinding" contract=
"HCL.MyCloud. JobServiceContract.IJobService" name="Service WSHttpBinding Endpoint">
<identity>
<dns value="HclTech.MyCloud.App" />
</identity>
</endpoint>

Figure 112 — Certificate Web.Config Certificate Name

6.2.3 Key Rotation changes

6.2.3.1 Web.config changes
1. Go to ApplicationBasePath as of WebAPI.
2. Forexample:
"C:\ProgramFiles\MyCloudComponents\MyCloudPortal _XXXXXXXX _XXXXXXXXX\KMS*
3. Update the following keys in the web.config files:

e CertificateName key value from HCL.MyCloud.Web to Web Server Private Certificate name XXXX.

<add key="CertificateName" value="HclTech.MyCloud.Web" />

Figure 13 — Certificate Web.Config Certificate name (Cont.)

e Certificate Name in Behaviour of system.serviceModel, Change the HclTech.Mycloud.Web to

Private Certificate Name of the App Server.

Ny e W
<system.serviceModel>
<gervices>
<bindings>
<behaviors>
<gerviceBehaviors>
<behavior name="">
<serviceMetadata httpGetEnabled="true" httpsGetEnabled="true"
<serviceDebug includeExcepticonDetailInFaults="false" />
<serviceCredentials>
<clientCertificate>
<authentication certificatevValidationMode="PeerTrust" />
</clientCertificate>
<serviceCertificate findValue="HelTech.MyCloud.Web" storeloc
"FindBySubjectName" />
</serviceCredentials>
</behavior>

Figure 114 - Web Config Certificate Name (Cont.)

6.24 Middleware Component changes

Middleware components are part of App Server. Thus, we need to Update the following certificate:
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e Public Web Certificate (.cer)

e Private App Certificate (.pfx)

Stop all the Services and find out the services file location. The step must be performed on the server

where the middleware components have been installed. This information can be obtained from the

administrator or by dropping an email to MyCloud-Product-Supp@hcl.com.

1. Press Window + R keys to open RUN window.

2. Type services.msc and click OK.

Open:

Type the name of a program, folder, document, or Internet

resource, and Windows will open it for you.

SEMVICES.MSC

Cancel

Browse...

Figure 115 — Run Command Windows

3. User will be redirected to the Windows Service Manager.

4. Stop the below mentioned services. Each of these services is responsible for a component in

sHCL My Cloud.&lHass

{: 155 15 408 45 58 B 400 45 5L 5 5

id. g

Rumning

Automatic

Start Rurning  Autormatic —
EHCLMyCloud.Billing Stop Running  Autamatic T
EHCL.MyCloud.GenericE Pause Running  Autamatic I
i HCL.MyCloud. I TShExe: PR Running  Autamatic R
EHCLMyCloud.Listerer Restart Running  Autarmatic A
L HCL.MyCloud.Perform: Running  Autamatic A
EHCL.MyCloud. SyncSers All Tasks Running  Autamatic A———
HCL.MyCloud MW aorkFloy Refresh Running  Autamatic N
EHurnan Interface Dewice Activates an., Manual (Trig.,  Local Syste.,
i HW Host Service Properties Provides an .. Manual (Trig.,  Local Syste..,
i Hyper- Data Exchange Provides a .. Manual (Trig.,  Local Syste..,
s Hyper-Y Guest Service | Help Provides an .., Manual (Trig.. Local Syste..

Figure 116 — Windows Services Manager

MyCloud. Select the service, right click on it and select Stop.

e HCL.MyCloud.ADService

e HCL.MyCloud.AllXaaS
e HCL.MyCloud.Billing

e HCL.MyCloud.GenericExecutor

e HCL.MyCloud.ITSMExecutor

e HCL.MyCloud.Listener

e HCL.MyCloud.Performance
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e HCL.MyCloud.SyncService
e HCL.MyCloud.WorkFlow
e HCL.MyCloud.Monitor

e HCL.MyCloud.CiscolntersightSyncService

Sy Cloud ADService Running  Autamatic _________§
L HCLMyCloud. Al ¥aas Start Rurning  Autormatic S
ShHCLMyCloud.Billing Stop Running  Autamatic T
ChHCLMyCloud.GenericE Pause Funning  Autamatic I
EHHCLMyCloud. | TSMExe: FosRG Running  Autamatic R
ChHCLMyCloud.Listener Restart Running  Autamatic A
CEHCLMyCloud.Perfarm: Running  Autarmatic A
ShHCLMyCloud. SyncSens All Tasks > Running  Autamatic A———
S HCLMyCloud.sarkFlo Refresh Running  Autamatic A——
G Human Interface Dewvice Activates an.., Manual (Trig...  Local Syste..
S HY Host Service Properties Provides an .. Manual (Trig.,  Local Syste.,
S Hyper-V Data Exchange Provides a .., Manual (Trig.,  Local Syste..,
Sl Hyper-y Guest Service | Help Provides an .. Manual (Trig.. Local Syste..

Figure 117 — Stop Services

5. After stopping all the services, perform the configuration changes in the Middleware components.

This component is responsible for execution of MyCloud Jobs and Interacting with different components
internally and is a self-hosted WCF service that requires MyCloud database connectivity.
1. Go to PathToExecutable of HCL.MyCloud.Listener.
2. Forexample:
“"C:\ProgramFiles\MyCloudComponents\MyCloudListener _XXXXXXXX _XXXXXXXXX\"
3. Open HCL.MyCloud.Listner.Service.Host.exe.config and change the following keys:

e Update CertificateName key value from HclTech.MyCloud.Web to Private Certificate of APP
ServerXXXX.

<add key="CertificateName" value="HclTech.MyCloud.App" />

Figure 118 — Certificate Web.Config Certificate Name
e Update DNS Certificate name in System.serviceModel.clients as mentioned below
For KMS Connectivity - Change the dns value under KMS_WSHttpBinding_End
"HclTech.MyCloud.Web* to Public Certificate Name of Web Server.
For Service Connectivity - Change the dns value "HclTech.MyCloud.App” to Private
Certificate Name of App Server.
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<endpoint address="https://localhost:8080/Servicel" binding="wsHttpBinding" bindingConfiguration="KM$ WSHttpBinding" contract=
"HCL.MyCloud.Encryption.IKeyManagement" name="KMS_WSHttpBinding Endpoint">
<identity>
<dns value="HclTech.MyCloud.Web" />
</identity>
</endpoint>
<endpoint address="https://localhost:8081/Services" binding="wsHttpBinding" bindingConfiguration="Service WSHttpBinding" contract=
"HCL.MyCloud. JobServiceContract.IJobService" name="Service WSHttpBinding Endpoint">
<identity>
<dns value="HclTech.MyCloud.App" />
</identity>
</endpoint>

Figure 119 — Certificate Web.Config Certificate Name

4. In Listener, we also need to add some configuration mentioned below:
e <add key="KRSRetryCount" value="1"/>

e <! --KRS Retry | Default Values KRSRetryCount=1 and KRSRetrySleepTime (MS) = 2000 -->
When Listener component gets the connection string from KRS service but somehow it gets
failed. So, this key defines how many times component will retry to get the connection string
from the KRS. Default value of KRSRetryCount is 1 and user can change its value from the

application config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>
When Listener component gets the connection string from KRS service but somehow it gets
failed. So, this key defines the interval in which the component will retry to get the connection
string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user can change
its value from the application config file of the component.

e <add key="MaxDBConnectionRetryCount" value="100"/>
This Key defines the Max number of tries to be made to successfully establish a connection
between the Listener component and database. Once the Maximum retry has been achieved and
successful database connection has not been established then Listener Service will be marked
as Stop. Default value of MaxDBConnectionRetryCount is 100 and user can change its value

from the application config file of the component.

In case of an upgrade or fresh installation, the KMS URL will also be updated in the config
file of the listener on the app server. The installer will first check the database to retrieve the
URL and in case of no value in DB, system will set it to the default value.

This component is responsible for fetching AD group user data. This is a self-hosted WCF service.
1. Go to PathToExecutable of HCL.MyCloud.ADService.
2. For example:
“"C:\ProgramFiles\MyCloudComponents\ADService _XXXXXXXX__XXXXXXXXX\*
3. Open HCL.MyCloud.Service.AD.exe.config and change the following keys:
e Update CertificateName key value from HclTech.MyCloud.Web to Private Certificate of APP
ServerXXXX.
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<add key="CertificateName" value="HclTech.MyCloud.App" />

Figure 120 — Middleware AD Certificate Name

e Update DNS Certificate name in System.serviceModel.clients as mentioned below
For KMS Connectivity - Change the dns value under KMS_WSHttpBinding_End
"HclTech.MyCloud.Web" to Public Certificate Name of Web Server.
For Service Connectivity - Change the dns value "HclTech.MyCloud.App” to Private
Certificate Name of App Server.

<endpoint address="https://localhost:8080/Servicel" binding="wsHttpBinding" bindingConfiguration="KMS WSHttpBinding" contract=
"HCL.MyCloud.Encryption. IKeyManagement" name="KMS_WSHttpBinding_Endpoint">
<identity>
<dns value="HclTech.MyCloud.Web" />
</identity>
</endpoint>
<endpoint address="https://localhost:8081/Services" binding="wsHttpBinding" bindingConfiguration="Service WSHttpBinding" contract=
"HCL.MyCloud. JobServiceContract.IJobService" name="Service WSHttpBinding Endpoint">
<identity>
<dns value="HelTech.MyCloud.App" />
</identity>
</endpoint>

Figure 121 — Middleware AD Certificate Name

4. In AD Service component, we also need to add some configuration key which are mentioned below:

e <add key="KRSRetryCount" value="1"/>
When AD Service component gets the connection string from KRS service but somehow it gets
failed. So, this key defines how many times component will retry to get the connection string
from the KRS. Default value of KRSRetryCount is 1 and user can change its value from the
application config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>
When AD Service component gets the connection string from KRS service but somehow it gets
failed. So, this key defines the interval in which the component will retry to get the connection
string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user can change

its value from the application config file of the component.

This component is responsible for Provisioning and other Automation Tasks. This is a self-hosted WCF

service.
1. Go to PathToExecutable of HCL.MyCloud.AllXaaS.
2. For example:
"C:\ProgramFiles\MyCloudComponents\Orchestrator_XXXXXXXX _XXXXXXXXX\*
3. Open HCL.MyCloud.AllXaaS.Host.exe.config and change the following keys:
e Update CertificateName key value from HclTech.MyCloud.Web to Private Certificate of APP
ServerXXXX.
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<add key="CertificateName" value="HclTech.MyCloud.App" />

Figure 122 — Middleware Orchestrator Certificate Name

e Update DNS Certificate name in System.serviceModel.clients as mentioned below
For KMS Connectivity - Change the dns value under KMS_WSHttpBinding_End
"HclTech.MyCloud.Web" to Public Certificate Name of Web Server.
For Service Connectivity - Change the dns value "HclTech.MyCloud.App” to Private
Certificate Name of App Server.

<endpoint address="https://localhost:8080/Servicel" binding="wsHttpBinding" bindingConfiguration="KMS WSHttpBinding" contract=
"HCL.MyCloud.Encryption. IKeyManagement" name="KMS_WSHttpBinding_Endpoint">
<identity>
<dns value="HclTech.MyCloud.Web" />
</identity>
</endpoint>
<endpoint address="https://localhost:8081/Services" binding="wsHttpBinding" bindingConfiguration="Service WSHttpBinding" contract=
"HCL.MyCloud. JobServiceContract.IJobService" name="Service WSHttpBinding Endpoint">
<identity>
<dns value="HelTech.MyCloud.App" />
</identity>
</endpoint>

Figure 123 — Middleware Orchestrator Certificate Name

4. In Orchestrator component, we also need to add some configuration key which are mentioned

below:
e <add key="KRSRetryCount" value="1"/>

e When Orchestrator component gets the connection string from KRS service but somehow it gets
failed. So, this key defines how many times component will retry to get the connection string
from the KRS. Default value of KRSRetryCount is 1 and user can change its value from the

application config file of the component.
e <add key="KRSRetrySleepTime" value="2000"/>

e When Orchestrator component gets the connection string from KRS service but somehow it gets
failed. So, this key defines the interval in which the component will retry to get the connection
string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user can change

its value from the application config file of the component.

This component is responsible for triggering MyCloud Process workflow and notification service. This is a
self-hosted WCF service. This component requires MyCloud database connectivity.
1. Go to PathToExecutable of HCL.MyCloud.WorkFlow.
2. For example:
“C:\ProgramFiles\MyCloudComponents\WorkFlLow _XXXXXXXX _XXXXXXXXX\"
3. Open HCL.MyCloud.WorkflowEngine.exe.config and change the following keys:

e Update CertificateName key value from HclTech.MyCloud.Web to Private Certificate of APP
ServerXXXX.
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<add key="CertificateName" value="HclTech.MyCloud.App" />

Figure 124 — Middleware Workflow Certificate Name

e Update DNS Certificate name in System.serviceModel.clients as mentioned below
For KMS Connectivity - Change the dns value under KMS_WSHttpBinding_End
“HclTech.MyCloud.Web" to Public Certificate Name of Web Server.
For Service Connectivity - Change the dns value "HclTech.MyCloud.App” to Private
Certificate Name of App Server.

<endpoint address="https://localhost:8080/Servicel" binding="wsHttpBinding" bindingConfiguration="KMS WSHttpBinding" contract=
"HCL.MyCloud.Encryption. IKeyManagement" name="KMS_WSHttpBinding_Endpoint">
<identity>
<dns value="HclTech.MyCloud.Web" />
</identity>
</endpoint>
<endpoint address="https://localhost:8081/Services" binding="wsHttpBinding" bindingConfiguration="Service WSHttpBinding" contract=
"HCL.MyCloud. JobServiceContract.IJobService" name="Service WSHttpBinding Endpoint">
<identity>
<dns value="HelTech.MyCloud.App" />
</identity>
</endpoint>

Figure 125 — Middleware WorkFlow Certificate Name

4. In Worflow component, we also need to add some configuration key which are mentioned below:
e <add key="KRSRetryCount" value="1"/>

®  When Worflow component gets the connection string from KRS service but somehow it gets
failed. So, this key defines how many times component will retry to get the connection string
from the KRS. Default value of KRSRetryCount is 1 and user can change its value from the

application config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>

e When Worflow component gets the connection string from KRS service but somehow it gets
failed. So, this key defines the interval in which the component will retry to get the connection
string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user can change

its value from the application config file of the component.

This component is responsible for syncing the underlying infrastructure Cloud resources. It supports
vCenter, AWS, AzureRM, SCVMM 2012. This is a self-hosted WCF service.
1. Go to PathToExecutable of HCL.MyCloud.SyncService.
2. Forexample,
"C:\ProgramFiles\MyCloudComponents\SyncService _XXXXXXXX__XXXXXXXXX\")
3. Open HCL.MyCloud.SynclobService.Host.exe.config and change the following keys:
e Update CertificateName key value from HclTech.MyCloud.Web to Private Certificate of APP
ServerXXXX.
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<add key="CertificateName" value="HclTech.MyCloud.App" />

Figure 126 — Middleware SyncService Certificate Name

e Update DNS Certificate name in System.serviceModel.clients as mentioned below
For KMS Connectivity - Change the dns value under KMS_WSHttpBinding_End
"HclTech.MyCloud.Web" to Public Certificate Name of Web Server.
For Service Connectivity - Change the dns value "HclTech.MyCloud.App” to Private
Certificate Name of App Server.

<endpoint address="https://localhost:8080/Servicel" binding="wsHttpBinding" bindingConfiguration="KMS WSHttpBinding" contract=
"HCL.MyCloud.Encryption. IKeyManagement" name="KMS_WSHttpBinding_Endpoint">
<identity>
<dns value="HclTech.MyCloud.Web" />
</identity>
</endpoint>
<endpoint address="https://localhost:8081/Services" binding="wsHttpBinding" bindingConfiguration="Service WSHttpBinding" contract=
"HCL.MyCloud. JobServiceContract.IJobService" name="Service WSHttpBinding Endpoint">
<identity>
<dns value="HelTech.MyCloud.App" />
</identity>
</endpoint>

Figure 127 — Middleware SyncService Certificate Name

4. In Sync Service component, we also need to add some configuration key which are mentioned

below:
e <add key="KRSRetryCount" value="1"/>

e When Sync Service component gets the connection string from KRS service but somehow it gets
failed. So, this key defines how many times component will retry to get the connection string
from the KRS. Default value of KRSRetryCount is 1 and user can change its value from the

application config file of the component.
e <add key="KRSRetrySleepTime" value="2000"/>

e When Sync Service component gets the connection string from KRS service but somehow it gets
failed. So, this key defines the interval in which the component will retry to get the connection
string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user can change

its value from the application config file of the component.

This component is responsible for ITSM Tools Interaction. Currently this supports ServiceNow and Remedy.
This is a self-hosted WCF service. This component requires MyCloud database connectivity.

1. Go to PathToExecutable of HCL.MyCloud.ITSMExecutor.

2. Forexample,

3. "C:\ProgramFiles\MyCloudComponents\ITSMExecutor_XXXXXXXX_XXXXXXXXX\")

4. Open HCL.MyCloud.Snow.Host.exe.config and change the following keys:

e Update CertificateName key value from HclTech.MyCloud.Web to Private Certificate of APP
ServerXXXX.
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<add key="CertificateName" value="HclTech.MyCloud.App" />

Figure 128 — Middleware ITSM Executor Certificate Name

e Update DNS Certificate name in System.serviceModel.clients as mentioned below
For KMS Connectivity - Change the dns value under KMS_WSHttpBinding_End
"HclTech.MyCloud.Web" to Public Certificate Name of Web Server.
For Service Connectivity - Change the dns value "HclTech.MyCloud.App” to Private
Certificate Name of App Server.

<endpoint address="https://localhost:8080/Servicel" binding="wsHttpBinding" bindingConfiguration="KMS WSHttpBinding" contract=
"HCL.MyCloud.Encryption. IKeyManagement" name="KMS_WSHttpBinding_Endpoint">
<identity>
<dns value="HclTech.MyCloud.Web" />
</identity>
</endpoint>
<endpoint address="https://localhost:8081/Services" binding="wsHttpBinding" bindingConfiguration="Service WSHttpBinding" contract=
"HCL.MyCloud. JobServiceContract.IJobService" name="Service WSHttpBinding Endpoint">
<identity>
<dns value="HelTech.MyCloud.App" />
</identity>
</endpoint>

Figure 129 — Middleware ITSM Executor Certificate Name

5. InITSM Executer component, we also need to add some configuration key which are mentioned

below:
e <add key="KRSRetryCount" value="1"/>

e  When ITSM Executer component gets the connection string from KRS service but somehow it
gets failed. So, this key defines how many times component will retry to get the connection
string from the KRS. Default value of KRSRetryCount is 1 and user can change its value from the
application config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>

e When ITSM Executer component gets the connection string from KRS service but somehow it
gets failed. So, this key defines the interval in which the component will retry to get the
connection string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user

can change its value from the application config file of the component.

This component is responsible for Public Cloud billing. This is a self-hosted WCF service. This component
requires MyCloud database connectivity.
1. Go to PathToExecutable of HCL.MyCloud.Billing.
2. For example,
"C:\ProgramFiles\MyCloudComponents\Billing _XXXXXXXX_XXXXXXXXX\")
3. Open HCL.CloudBilling.DataCollector.Service.Host.exe.config and change the following keys:

e Update CertificateName key value from HclTech.MyCloud.Web to Private Certificate of APP
ServerXXXX.
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<add key="CertificateName" value="HclTech.MyCloud.App" />

Figure 130 — Middleware Billing Certificate Name

e Update DNS Certificate name in System.serviceModel.clients as mentioned below
For KMS Connectivity - Change the dns value under KMS_WSHttpBinding_End
"HclTech.MyCloud.Web" to Public Certificate Name of Web Server.
For Service Connectivity - Change the dns value "HclTech.MyCloud.App” to Private
Certificate Name of App Server.

<endpoint address="https://localhost:8080/Servicel" binding="wsHttpBinding" bindingConfiguration="KMS WSHttpBinding" contract=
"HCL.MyCloud.Encryption. IKeyManagement" name="KMS_WSHttpBinding_Endpoint">
<identity>
<dns value="HclTech.MyCloud.Web" />
</identity>
</endpoint>
<endpoint address="https://localhost:8081/Services" binding="wsHttpBinding" bindingConfiguration="Service WSHttpBinding" contract=
"HCL.MyCloud. JobServiceContract.IJobService" name="Service WSHttpBinding Endpoint">
<identity>
<dns value="HelTech.MyCloud.App" />
</identity>
</endpoint>

Figure 131 — Middleware Billing Certificate Name

4. In Billing component, we also heed to add some configuration key which are mentioned below:
e <add key="KRSRetryCount" value="1"/>

e When Billing component gets the connection string from KRS service but somehow it gets failed.
So, this key defines how many times component will retry to get the connection string from the
KRS. Default value of KRSRetryCount is 1 and user can change its value from the application

config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>

e When Billing component gets the connection string from KRS service but somehow it gets failed.
So, this key defines the interval in which the component will retry to get the connection string
from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user can change its

value from the application config file of the component.

This component is responsible for Private Cloud billing, Data Purging and Cost Models Activation. This is a
self-hosted WCF service. This component requires MyCloud database connectivity.

1. Go to PathToExecutable of HCL.MyCloud.GenericExecutor.

2. Forexample,

3. "C:\ProgramFiles\MyCloudComponents\GenericService _XXXXXXXX _XXXXXXXXX\")

4. Open HCL.MyCloud.Generic.Host.exe.config and change the following keys:

e Update CertificateName key value from HclTech.MyCloud.Web to Private Certificate of APP
ServerXXXX.
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<add key="CertificateName" value="HclTech.MyCloud.App" />

Figure 132 — Middleware Generic Service Certificate Name

e Update DNS Certificate name in System.serviceModel.clients as mentioned below
For KMS Connectivity - Change the dns value under KMS_WSHttpBinding_End
"HclTech.MyCloud.Web" to Public Certificate Name of Web Server.
For Service Connectivity - Change the dns value "HclTech.MyCloud.App” to Private
Certificate Name of App Server.

<endpoint address="https://localhost:8080/Servicel" binding="wsHttpBinding" bindingConfiguration="KMS WSHttpBinding" contract=
"HCL.MyCloud.Encryption. IKeyManagement" name="KMS_WSHttpBinding_Endpoint">
<identity>
<dns value="HclTech.MyCloud.Web" />
</identity>
</endpoint>
<endpoint address="https://localhost:8081/Services" binding="wsHttpBinding" bindingConfiguration="Service WSHttpBinding" contract=
"HCL.MyCloud. JobServiceContract.IJobService" name="Service WSHttpBinding Endpoint">
<identity>
<dns value="HelTech.MyCloud.App" />
</identity>
</endpoint>

Figure 133 — Middleware Generic service Certificate Name

5. In Generic Service component, we also need to add some configuration key which are mentioned

below:

e <add key="KRSRetryCount" value="1"/>
When Generic Service component gets the connection string from KRS service but somehow it
gets failed. So, this key defines how many times component will retry to get the connection
string from the KRS. Default value of KRSRetryCount is 1 and user can change its value from the
application config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>
When Generic Service component gets the connection string from KRS service but somehow it
gets failed. So, this key defines the interval in which the component will retry to get the
connection string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user

can change its value from the application config file of the component.

This component is responsible for monitoring the health of MyCloud Components. This is a self-hosted
WCF service.

1.  Go to PathToExecutable of HCL.MyCloud.Monitor.

2. For example,

3. "C:\ProgramFiles\MyCloudComponents\HealthMonitor _XXXXXXXX _XXXXXXXXX\*

4. Open HCL.MyCloud.Monitor.Host.exe.config and change the following keys:

e Update CertificateName key value from HclTech.MyCloud.Web to Private Certificate of APP
ServerXXXX.
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<add key="CertificateName" value="HclTech.MyCloud.App" />

Figure 134 — Middleware Monitor Certificate Name

e Update DNS Certificate name in System.serviceModel.clients as mentioned below
For KMS Connectivity - Change the dns value under KMS_WSHttpBinding_End
"HclTech.MyCloud.Web* to Public Certificate Name of Web Server.
For Service Connectivity - Change the dns value “HclTech.MyCloud.App* to Private

Certificate Name of App Server.

<endpoint address="https://localhost:8080/Servicel" binding="wsHttpBinding" bindingConfiguration="KMS WSHttpBinding" contract=
"HCL.MyCloud.Encryption. IKeyManagement" name="KMS_WSHttpBinding_Endpoint">
<identity>
<dns value="HclTech.MyCloud.Web" />
</identity>
</endpoint>
<endpoint address="https://localhost:8081/Services" binding="wsHttpBinding" bindingConfiguration="Service WSHttpBinding" contract=
"HCL.MyCloud. JobServiceContract.IJobService" name="Service WSHttpBinding Endpoint">
<identity>
<dns value="HeclTech.MyCloud.App" />
</identity>
</endpoint>

Figure 135 — Middleware Monitor Certificate Name

5. In Health Monitor component, we also need to add some configuration key which are mentioned

below:

e <add key="KRSRetryCount" value="1"/>
When Health Monitor component gets the connection string from KRS service but somehow it
gets failed. So, this key defines how many times component will retry to get the connection
string from the KRS. Default value of KRSRetryCount is 1 and user can change its value from the
application config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>
When Health Monitor component gets the connection string from KRS service but somehow it
gets failed. So, this key defines the interval in which the component will retry to get the
connection string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user

can change its value from the application config file of the component.

This component is responsible for Metering and Public Cloud Advisory Data Collection. This is a self-
hosted WCF service.
1.  Go to PathToExecutable of HCL.MyCloud.Performance.
2. Forexample,
"C:\ProgramFiles\MyCloudComponents\Performance _XXXXXXXX__XXXXXXXXX\*
3. Open HCL.CloudPerformance.DataCollector.Service.Host.exe.config and change the following keys:
e Update CertificateName key value from HclTech.MyCloud.Web to Private Certificate of APP
ServerXXXX.
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<add key="CertificateName" value="HclTech.MyCloud.App" />

Figure 136 — Middleware Performance Certificate Name
e Update DNS Certificate name in System.serviceModel.clients as mentioned below
For KMS Connectivity - Change the dns value under KMS_WSHttpBinding_End
"HclTech.MyCloud.Web" to Public Certificate Name of Web Server.
For Service Connectivity - Change the dns value "HclTech.MyCloud.App” to Private
Certificate Name of App Server.

<endpoint address="https://localhost:8080/Servicel" binding="wsHttpBinding" bindingConfiguration="KMS WSHttpBinding" contract=
"HCL.MyCloud.Encryption. IKeyManagement" name="KMS_WSHttpBinding_Endpoint">
<identity>
<dns value="HclTech.MyCloud.Web" />
</identity>
</endpoint>
<endpoint address="https://localhost:8081/Services" binding="wsHttpBinding" bindingConfiguration="Service WSHttpBinding" contract=
"HCL.MyCloud. JobServiceContract.IJobService" name="Service WSHttpBinding Endpoint">
<identity>
<dns value="HelTech.MyCloud.App" />
</identity>
</endpoint>

Figure 137 — Middleware Performance Certificate Name

4. In Performance component, we also need to add some configuration key which are mentioned
below:
e <add key="KRSRetryCount" value="1"/>
When Performance component gets the connection string from KRS service but somehow it gets
failed. So, this key defines how many times component will retry to get the connection string
from the KRS. Default value of KRSRetryCount is 1 and user can change its value from the

application config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>
When Performance component gets the connection string from KRS service but somehow it gets
failed. So, this key defines the interval in which the component will retry to get the connection
string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user can change

its value from the application config file of the component.

This component is responsible to sync organizations, Operating System Files, Physical Summary, Profile
Templates, SCUtility Distributable, Server Profile, Device Registration, Organization, Array, Host, Host
Group, Host Lun, Volume, Targets, Virtualization (Cluster, Cluster Storage, Data Store, Data Center,
Distributed Network, Distributed Switch, Folder, Host, Instance, Resource Group, Template, VCenter),
Workflow. This is a self-hosted WCF service.

1. Go to PathToExecutable of HCL.MyCloud.

2. Forexample:

e Update DNS Certificate name in System.serviceModel.clients as mentioned below
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For KMS Connectivity - Change the dns value under KMS_WSHttpBinding_End
"HeclTech.MyCloud.Web* to Public Certificate Name of Web Server.

For Service Connectivity - Change the dns value "HclTech.MyCloud.App” to Private
Certificate Name of App Server.

<endpoint address="https://localhost:8080/Servicel" binding="wsHttpBinding" bindingConfiguration="KM$ WSHttpBinding" contract=
"HCL.MyCloud.Encryption.IKeyManagement" name="KMS_WSHttpBinding Endpoint">
<identity>
<dns value="HclTech.MyCloud.Web" />
</identity>
</endpoint>
<endpoint address="https://localhost:8081/Services" binding="wsHttpBinding" bindingConfiguration="Service WSHttpBinding" contract=
"HCL.MyCloud. JobServiceContract.IJobService" name="Service WSHttpBinding Endpoint">
<identity>
<dns value="HclTech.MyCloud.App" />
</identity>
</endpoint>

Figure 138 — Middleware Cisco Intersight Certificate Name

3. InCisco Intersight Sync Service component, we also need to add some configuration key which are

mentioned below:

e <add key="KRSRetryCount" value="1"/>
When Cisco Intersight Sync Service component gets the connection string from KRS service but
somehow it gets failed. So, this key defines how many times component will retry to get the
connection string from the KRS. Default value of KRSRetryCount is 1 and user can change its
value from the application config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>
When Cisco Intersight Sync Service component gets the connection string from KRS service but
somehow it gets failed. So, this key defines the interval in which the component will retry to get
the connection string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and

user can change its value from the application config file of the component.

Once the changes are made, each of these services must be started again. Follow the steps mentioned
below to do that:
1. Press Window + R keys to open RUN window.

2. Type services.msc and click OK.
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—=  Typethe name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: SErVICEs.MEsC -

QK Cancel Browse...

Figure 139 — Run Command Windows

3. Start the below mentioned services: (Select the service, right-click on it, and select Start.)

HCL.MyCloud.ADService
HCL.MyCloud.AllXaaS
HCL.MyCloud.Billing
HCL.MyCloud.GenericExecutor
HCL.MyCloud.ITSMExecutor
HCL.MyCloud.Performance
HCL.MyCloud.SyncService
HCL.MyCloud.Listener
HCL.MyCloud.Monitor

HCL.MyCloud.CiscolntersightSyncService

YHCL by s Automatic

ELHCL MyCloud.AllXa: Start Automatic
Q;HCL.MyCIDud.BiIIin; Stop Automatic
-.'.‘é;HCL.MyCIoud.GenEI Pause Autornatic
ﬁé‘;HCL.MyCIDud.ITSMI Fesumia Automatic
& . .
-..?,.HCL.MyCIoud.Llster Restart Autornatic
EEHCLMyCloud.Perfo Automatic
ELHCL MyCloud, 3yncs Al Tasks ¥ Autornatic
£ ;
\.g;HCL.MyCIDUd.WDrk Refresh . .t'l.utumatlc.
-.,'.‘?;Human Interface De: Artivates an... Manual (Trig...
S HW Host Service Properties Provides an ... tanual (Trig...
@ P g
h Hyper-y Data Exchar Provides a ... hdanual (Trig...
“hHyp o g
: e
Ch Hyper-W Guest Serdi ; Provides an ... tanual (Trig...
s yp 4

Figure 140 — Start Services

If the certificate location is changed, then repeat all the steps from section Error! Reference s
ource not found. and change the below mentioned properties accordingly:

CertificateStoreLocation key value from “2" to one of the following options:
o 1for CurrentUser

o 2 for LocalMachine
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<add key="Certificatestorelocation™ wvalue="2" />

Figure 141 — Middleware Certificate Store Location

e CertificateStoreName key value from "7 to one of the following options:
o 1for AddressBook
o 2for AuthRoot
o 3 for CertificateAuthority
o 4 for Disallowed
o 5forMy
o 6 for Root
o 7 for TrustedPeople
o 8for TrustedPublisher

<add key="CertificateStoreHame" +valus="7" />

Figure 142 — Middleware Certificate Store Location (Cont.)

e [sSSLSelfSignedkey value from “N* to "Y*

<add key="IsSS5LSelfSigned" wvalus="¥" />

Figure 143 — Middleware Start Service IsSSLSelfSigned

Once all the configuration is done in all the components, MyCloud components will start using the custom

Certificate configuration.

6.3 Load Balancer Configuration (Optional)
If High Availability is required for MyCloud, then the website has to be configured with the Load Balancer.

Sticky session must be enabled in the case of Load Balancer.
Follow the steps mentioned below to do that.
1.  Find Website, WebAPI and Key Rotation Service ApplicationBasePath.
2. Press Window + R keys to open RUN command window.
a. Now type inetmgr and click OK.
b. The lIS Console will open.
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[
]
e

=7 Typethe name of a program, folder, document, or Internet
i rescurce, and Windows will cpen it for you.

Open: inetmgr ~

Figure 144 — Run Command Window

c. Now expand the Server Name node - Sites node using the Connections section. Right-click
on the HCLMyCloudPortal Node and click on Explore.
d. This will locate the ApplicationBasePath for Website and Web API as highlighted in Figure

145 — ApplicationBasePath Locator.

Connections

-z R

| + | MyCloudPortal_20190731_133556951

Home Share View

« 5 MYCLOUDOOTS (DAYICELABS\Iskeshgupts) 4 [ ThisPC > Locel Disk (C) » Program Files » MyCloudComponents » MyCloudPortsl_20190731_133556951

L2} Application Pools
v .[&] Sites
&) Default Web Site

& Hou

A Name Date modified Type

# Quick access
I Desktop b
4 Downloads *
Documents

KMS
WebAPI
WebUl

File folder

(2 Eplore File folder

Edit Permissions...

File folder

& Add Application...

Figure 145 — ApplicationBasePath Locator

Copy the base path and save for future reference.

4. The next step is to find the path of the Middleware component configuration files. The steps are
mentioned below:

5. Find the PathToExecutable of HCL.MyCloud.Listener service.

a. Press Window + R keys to open RUN window, then type services.msc and click OK.

—=  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Dpen: SErMVICES.MsC w

0K Cancel Browse...

Figure 146 — Run Command Window
b. For the below mentioned services: (Select the service, right-click to select Properties and
save the highlighted Path to executable as shown in the following screenshot).

o HCLMyCloud.ADService
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d. Also, copy and save the path to executable for all the services mentioned above.

6. Once the configuration path is saved then the next step is to make the website, Web APl and

HCL.MyCloud.AllXaaS
HCL.MyCloud.Billing
HCL.MyCloud.GenericExecutor
HCL.MyCloud.ITSMExecutor
HCL.MyCloud.Listener
HCL.MyCloud.Performance
HCL.MyCloud.SyncService
HCL.MyCloud.WorkFlow
HCL.MyCloud.Monitor
HCL.MyCloud.CiscolntersightSyncService

HCL.MyCloud 80 5ervice Properties (Local Computer)

General LagOn Recoverny Dependencies

Service name: HCL. MyCloud ADService
Digplay name: HCL. MyCloud ADService

Drezcription:

Fath to executable;

iohentehA S ervice 207 33 JHCL MuCloud. Service 4D exe"

Startup type: Automatic

Service statuz: Running

Stark Stop FPauze

“'ou can specify the start parameters that apply when vou start the service

from here.

Cancel

Figure 147 — AD Service Properties

Copy the string as highlighted in Figure 109 — Service Properties Window and save it in

notepad or a document for future reference.

middleware component changes.

7. Let us begin with website and Web API. These steps must be performed on the server where the

website has been installed. This information can be obtained from the administrator who has run the

installer or by dropping an email to MyCloud-Product-Supp@hcl.com.
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6.3.1 Website changes

We are keeping session in SQL Server but in case we need to change the default session timeout, we can
change timeout property mentioned below:
e <sessionState mode="SQLServer" allowCustomSqglDatabase="true"
partitionResolverType="ConnectionStringResolver" regenerateExpiredSessionld="true"

compressionEnabled="true" useHostingldentity="true" timeout="40"/>

6.3.2 Web API changes

6.3.3 Middleware Component changes
1. Stop all the Services and find the services file location where they have been installed by default.
This step must be performed on the server where the middleware components have been installed.

This information can be obtained from the administrator or by dropping an email to MyCloud-

Product-Supp@hcl.com.

2. Press Window + R keys to open the RUN window.

3. Type services.msc and click OK.

= Type the name of a program, folder, document, or Internet
== resource, and Windows will open it for you.

Dpen: SErMVICES.MsC w

0K Cancel Browse...

Figure 148 — Run Command Window

4. User will be redirected to the Windows Service Manager.
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EHCL My Cloud.Al[Xaas

G Start Rurning  Automatic A
Q_’;HCL.MyCIDud.BiIIing Stop Running  Autamatic R
EhHCLMyCloud.GenericE Pause Running  Autamatic I
G HCLMyCloud. TSMExe: Resurme Running  Autornatic ———
ChHCLMyCloud.Listener Restart Funning  Autamatic S———
Q_’;HCL.MyCIDud.Performz Running  Autamatic A———.
CEHCLMyCloud. SyncSery All Tasks Running  Autamatic N
G HCL My CloudarkFloy ettt Rurining  Autornatic "——.
{.;?;Human Interface Dewvice ErEs Activates an.., bdanual (Trig.,  Local Spste.,
Sh HY Host Service Properties Provides an .. Manual (Trig.,  Local Syste..,
».,S;_’;Hyper-\f Data Exchange e Provides a ... Manual (Trig.. Local Syste..
\E(-_’;Hyper-\f Guest Service | =P Provides an .. Manual (Trig...  Local Syste..

Figure 149 — Windows Service Manager

5. Stop the below mentioned services: (Select the service, right click on it, and select Stop)

e HCL.MyCloud.ADService

e HCL.MyCloud.AllXaaS
e HCL.MyCloud.Billing

e HCL.MyCloud.GenericExecutor

e HCLMyCloud.ITSMExecutor

e HCL.MyCloud.Listener

e HCLMyCloud.Performance

e HCL.MyCloud.SyncService

e HCLMyCloud.WorkFlow

e HCL.MyCloud.Monitor

e HCL.MyCloud.CiscolntersightSyncService

6. Once a user has stopped all the services, perform the configuration changes in the Middleware

Rumning N
EEHCLMyCloud &l ¥aas Start Running  Autamatic —
Q_’;HCL.MyCIDud.BiIIing Stop Running  Autamatic R
ChHCLMyCloud.GenericE Pause Running  Autamatic I
CEHCLMyCloud. TSMExe: PR Running  Autarmatic R
xit_?;HCL.MyCIoud.Listener Restart Running  Autarmatic A
ChHCLMyCloud.Perform: Running  Autamatic ———.
».,S;_’;HCL.M}-’CMUCLS}MCSEN Al Tasks Running  Autamatic A———
\%?;HCL.M}I’CMUCLWDFkHD\ Refresh Running  Autamatic N———
Sk Human Interface Device Activates an., Manual (Trig.,  Local Syste.,
Sh HY Host Service Properties Provides an .. Manual (Trig.,  Local Syste..,
».,S;_’;Hyper-\f Data Exchange Provides a ... Manual (Trig.. Local Syste..
\E(-_’;Hyper-\f Guest Service | Help Provides an .. Manual (Trig...  Local Syste..

components.
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This Component is responsible for execution of MyCloud Jobs and Interacting with different components
internally. This is a window service. This component requires MyCloud database connectivity.
1.  Go to PathToExecutable of HCL.MyCloud.Listener.
2. Forexample,
"C:\ProgramFiles\MyCloudComponents\MyCloudListener _XXXXXXXX _XXXXXXXXX\*
3. Open HCL.MyCloud.Listner.Service.Host.exe.config and change the following keys:

e Update KeyManagementBaseAddress key value from http://<ip>:<port>/KMS or
https://<ip>:<port>/KMS to http://<LBIP>:<port>/KMS or https://<LBIP>:<port>/KMS

<add key="KeyManagementBaseAddress" wvalue="http://XX.XX.XX.X00(: 00X/KMS" />

Figure 151 — Load Balancer Listener Key Management Base Address

4. In Listener, we also need to add some configuration key which are mentioned below:
e <! --KRS Retry | Default Values KRSRetryCount=1 and KRSRetrySleepTime (MS) = 2000 -->
e <add key="KRSRetryCount" value="1"/>
e When Listener component gets the connection string from KRS service but somehow it gets
failed. So, this key defines how many times component will retry to get the connection string
from the KRS. Default value of KRSRetryCount is 1 and user can change its value from the

application config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>
When Listener component gets the connection string from KRS service but somehow it gets
failed. So, this key defines the interval in which the component will retry to get the connection
string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user can change
its value from the application config file of the component.

e <add key="MaxDBConnectionRetryCount" value="100"/>
This Key defines the Max humber of tries to be made to successfully establish a connection
between the Listener component and database. Once the Maximum retry has been achieved and
successful database connection has not been established then Listener Service will be marked
as Stop. Default value of MaxDBConnectionRetryCount is 100 and user can change its value

from the application config file of the component.

In case of an upgrade or fresh installation, the KMS URL will also be updated in the config
file of the listener on the app server. The installer will first check the database to retrieve the
URL and in case of no value in DB, system will set it to the default value.

This component is responsible for fetching AD group user data. This is a self-hosted WCF service.

1. Go to PathToExecutable of HCL.MyCloud.ADService.
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2. Forexample,
“"C:\Program Files\MyCloudComponents\ADService _XXXXXXXX _XXXXXXXXX\*
3. Open HCL.MyCloud.Service.AD.exe.config and change the following keys:
e ServiceHostURL key value from http://<ip>:<port> or https://<ip>:<port> to
http://<LBIP>:<port> or https://<LBIP>:<port>

<add key="ServiceHostURL" value="http://3X0{.30{.30(.X0{: 00" />

Figure 1562 — Load Balancer AD Service Host

4. In AD Service component, we also need to add some configuration key which are mentioned below:

e <add key="KRSRetryCount" value="1"/>
When AD Service component gets the connection string from KRS service but somehow it gets
failed. So, this key defines how many times component will retry to get the connection string
from the KRS. Default value of KRSRetryCount is 1 and user can change its value from the
application config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>
When AD Service component gets the connection string from KRS service but somehow it gets
failed. So, this key defines the interval in which the component will retry to get the connection
string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user can change

its value from the application config file of the component.

This component is responsible for Provisioning and other Automation Tasks. This is a self-hosted WCF
service.
1. Go to PathToExecutable of HCL.MyCloud.AllXaaS.
2. Forexample,
“C:\ProgramFiles\MyCloudComponents\Orchestrator_XXXXXXXX _XXXXXXXXX\*
3. Open HCL.MyCloud.AllXaaS.Host.exe.config and change the following keys:
® ServiceHostURL key value from http://<ip>:<port> or https://<ip>:<port> to
http://<LBIP>:<port> or https://<LBIP>:<port>

<add key="ServiceHostURL" wvalue="http://3XX.XX.3X{ XX:X00X" />

Figure 153 — Load Balancer Orchestrator Service Host URL

4. In Orchestrator Service component, we also need to add some configuration key which are

mentioned below:

e <add key="KRSRetryCount" value="1"/>
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When Orchestrator component gets the connection string from KRS service but somehow it gets
failed. So, this key defines how many times component will retry to get the connection string
from the KRS. Default value of KRSRetryCount is 1 and user can change its value from the

application config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>
When Orchestrator component gets the connection string from KRS service but somehow it gets
failed. So, this key defines the interval in which the component will retry to get the connection
string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user can change

its value from the application config file of the component.

This component is responsible to trigger MyCloud Process workflow and notification service. This is a self-
hosted WCF service. This component requires MyCloud database connectivity.
1. Go to PathToExecutable of HCL.MyCloud.WorkFlow.
2. Forexample:
"C:\ProgramFiles\MyCloudComponents\WorkFlLow _XXXXXXXX _XXXXXXXXX\"
3. Open HCL.MyCloud.WorkflowEngine.exe.config and change the following keys:
e Update ServiceHostURL key value from http://<ip>:<port> or https://<ip>:<port> to
http://<LBIP>:<port> or https://<LBIP>:<port>

<add key="ServiceHostURL" wvalue="http://XX.X.3XX.X0(:00X" />

Figure 154 — Load Balancer Workflow Service Host URL

4. In Workflow Service component, we also need to add some configuration key which are mentioned

below:

e <add key="KRSRetryCount" value="1"/>
When Workflow component gets the connection string from KRS service but somehow it gets
failed. So, this key defines how many times component will retry to get the connection string
from the KRS. Default value of KRSRetryCount is 1 and user can change its value from the
application config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>
When Workflow component gets the connection string from KRS service but somehow it gets
failed. So, this key defines the interval in which the component will retry to get the connection
string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user can change

its value from the application config file of the component.

This component is responsible for syncing the underlying infrastructure Cloud resources. It supports

vCenter, AWS, AzureRM, SCVMM 2012. This is a self-hosted WCF service.
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1.  Go to PathToExecutable of HCL.MyCloud.SyncService.
2. Forexample:
"C:\ProgramFiles\MyCloudComponents\SyncService _XXXXXXXX _XXXXXXXXX\*
3. Open HCL.MyCloud.SynclobService.Host.exe.config and change the following keys:
e Update ServiceHostURL key value from http://<ip>:<port> or https://<ip>:<port> to
http://<LBIP>:<port> or https://<LBIP>:<port>

<add key="ServiceHostURL" wvalue="http://XX.3X(.X0X.X00: 00X />

Figure 155 — Load Balancer SyncService Service Host URL

4. In Sync Service component, we also need to add some configuration key which are mentioned

below:

e <add key="KRSRetryCount" value="1"/>
When Sync Service component gets the connection string from KRS service but somehow it gets
failed. So, this key defines how many times component will retry to get the connection string
from the KRS. Default value of KRSRetryCount is 1 and user can change its value from the
application config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>
When Sync Service component gets the connection string from KRS service but somehow it gets
failed. So, this key defines the interval in which the component will retry to get the connection
string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user can change

its value from the application config file of the component.

This component is responsible for ITSM Tools Interaction. Currently this supports ServiceNow and Remedy.
This is a self-hosted WCF service. This component requires MyCloud database connectivity.
1. Go to PathToExecutable of HCL.MyCloud.ITSMExecutor.
2. Forexample:
"C:\ProgramFiles\MyCloudComponents\ITSMExecutor_XXXXXXXX _XXXXXXXXX\*
3. Open HCL.MyCloud.Snow.Host.exe.config and change the following keys:
e Update ServiceHostURL key value from http://<ip>:<port> or https://<ip>:<port> to
http://<LBIP>:<port> or https://<LBIP>:<port>

<add key="ServiceHostURL" wvalue="http://3XX.X3(.XX.X00: 300" />

Figure 156 — Load Balancer ITSM Executor Service Host URL

4. InITSM Executer component, we also need to add some configuration key which are mentioned

below:
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e <add key="KRSRetryCount" value="1"/>
When ITSM Executer component gets the connection string from KRS service but somehow it
gets failed. So, this key defines how many times component will retry to get the connection
string from the KRS. Default value of KRSRetryCount is 1 and user can change its value from the
application config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>
When ITSM Executer component gets the connection string from KRS service but somehow it
gets failed. So, this key defines the interval in which the component will retry to get the
connection string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user

can change its value from the application config file of the component.

This component is responsible for Public Cloud billing. This is a self-hosted WCF service. This component
requires MyCloud database connectivity.
1. Go to PathToExecutable of HCL.MyCloud.Billing.
2. For example:
"C:\ProgramFiles\MyCloudComponents\Billing _XXXXXXXX _XXXXXXXXX\*
3. Open HCL.CloudBilling.DataCollector.Service.Host.exe.config and change the following keys:
e Update ServiceHostURL key value from http://<ip>:<port> or https://<ip>:<port> to
http://<LBIP>:<port> or https://<LBIP>:<port>

<add key="ServiceHostURL" wvalue="http://3XX.3XX.3X{. XX:300X" />

Figure 157 — Load Balancer Billing Service Host URL

4. In Billing component, we also need to add some configuration key which are mentioned below:

e <add key="KRSRetryCount" value="1"/>
When Billing component gets the connection string from KRS service but somehow it gets failed.
So, this key defines how many times component will retry to get the connection string from the
KRS. Default value of KRSRetryCount is 1 and user can change its value from the application
config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>
When Billing component gets the connection string from KRS service but somehow it gets failed.
So, this key defines the interval in which the component will retry to get the connection string
from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user can change its

value from the application config file of the component.
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This component is responsible for Private Cloud billing, Data Purging and Cost Models Activation. This is a
self-hosted WCF service. This component requires MyCloud database connectivity.
1.  Go to PathToExecutable of HCL.MyCloud.GenericExecutor.
2. Forexample:
"C:\ProgramFiles\MyCloudComponents\GenericService _ XXXXXXXX _XXXXXXXXX\*
3. Open HCL.MyCloud.Generic.Host.exe.config and change the following keys:
e Update ServiceHostURL key value from http://<ip>:<port> or https://<ip>:<port> to
http://<LBIP>:<port> or https://<LBIP>:<port>

<add key="ServiceHostURL" wvalue="http://3X0{.XX.300. 300 00" />

Figure 1568 — Load Balancer GenericService Service Host URL

4. In Generic Service component, we also need to add some configuration key which are mentioned

below:

e <add key="KRSRetryCount" value="1"/>
When Generic Service component gets the connection string from KRS service but somehow it
gets failed. So, this key defines how many times component will retry to get the connection
string from the KRS. Default value of KRSRetryCount is 1 and user can change its value from the
application config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>
When Generic Service component gets the connection string from KRS service but somehow it
gets failed. So, this key defines the interval in which the component will retry to get the
connection string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user

can change its value from the application config file of the component.

This component is responsible for Monitoring the health of MyCloud Components. This is a self-hosted
WCEF service.
1. Go to PathToExecutable of HCL.MyCloud.Monitor.
2. For example:
"C:\ProgramFiles\MyCloudComponents\HealthMonitor_XXXXXXXX _XXXXXXXXX\*
3. Open HCL.MyCloud.Monitor.Host.exe.config and change the following keys:
e Update ServiceHostURL key value from http://<ip>:<port> or https://<ip>:<port> to
http://<LBIP>:<port> or https://<LBIP>:<port>
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<add key="ServiceHostURL" wvalue="http://XX.X0{.XX.X0(: 00X" />

Figure 159 — Load Balancer Performance Service Host URL

4. In Health Monitor component, we also need to add some configuration key which are mentioned

below:

e <add key="KRSRetryCount" value="1"/>
When Health Monitor component gets the connection string from KRS service but somehow it
gets failed. So, this key defines how many times component will retry to get the connection
string from the KRS. Default value of KRSRetryCount is 1 and user can change its value from the

application config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>
When Health Monitor component gets the connection string from KRS service but somehow it
gets failed. So, this key defines the interval in which the component will retry to get the
connection string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user

can change its value from the application config file of the component.

This component is responsible for Metering and Public Cloud Advisory Data Collection. This is a self-
hosted WCF service.
1. Go to PathToExecutable of HCL.MyCloud.Performance.
2. Forexample,
“C:\ProgramFiles\MyCloudComponents\Performance _XXXXXXXX_XXXXXXXXX\*
3. Open HCL.CloudPerformance.DataCollector.Service.Host.exe.config and change the following keys:
e Update ServiceHostURL key value from http://<ip>:<port> or https://<ip>:<port> to
http://<LBIP>:<port> or https://<LBIP>:<port>

<add key="ServiceHostURL" wvalue="http://XX.X>{. 200,20 : 00" />

Figure 160 — Load Balancer Performance Service Host URL

4. In Performance component, we also need to add some configuration key which are mentioned
below:
e <add key="KRSRetryCount" value="1"/>
When Performance component gets the connection string from KRS service but somehow it gets
failed. So, this key defines how many times component will retry to get the connection string
from the KRS. Default value of KRSRetryCount is 1 and user can change its value from the

application config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>
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When Performance component gets the connection string from KRS service but somehow it gets
failed. So, this key defines the interval in which the component will retry to get the connection
string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and user can change

its value from the application config file of the component.

This component is responsible to sync organizations, Operating System Files, Physical Summary, Profile
Templates, SCUtility Distributable, Server Profile, Device Registration, Organization, Array, Host, Host
Group, Host Lun, Volume, Targets, Virtualization (Cluster, Cluster Storage, Data Store, Data Center,
Distributed Network, Distributed Switch, Folder, Host, Instance, Resource Group, Template, VCenter),
Workflow. This is a self-hosted WCF service.
1. Go to PathToExecutable of HCL.MyCloud.CiscolntersightSyncService.
2. Forexample,
“C:\ProgramFiles\MyCloudComponents\CiscolntersightSyncService _XXXXXXXX_XXXXXXXXX\*
3. Open HCL.MyCloud.CiscolntersightSyncService.Host.exe.config and change the following keys:
e Update ServiceHostURL key value from http://<ip>:<port> or https://<ip>:<port> to
http://<LBIP>:<port> or Error! Hyperlink reference not valid.>

<add key="ServiceHostURL" wvalue="http://XX.X0(. X0, X00: 00" />

Figure 161 — Load Balancer Cisco Intersight Sync Service Host URL
4. In Cisco Intersight Sync Service component, we also need to add some configuration key which are

mentioned below:

e <add key="KRSRetryCount" value="1"/>
When Cisco Intersight Sync Service component gets the connection string from KRS service but
somehow it gets failed. So, this key defines how many times component will retry to get the
connection string from the KRS. Default value of KRSRetryCount is 1 and user can change its
value from the application config file of the component.

e <add key="KRSRetrySleepTime" value="2000"/>
When Cisco Intersight Sync Service component gets the connection string from KRS service but
somehow it gets failed. So, this key defines the interval in which the component will retry to get
the connection string from the KRS. Default value of KRSRetrySleepTime is (2000 = 2 sec) and

user can change its value from the application config file of the component.

Once the changes are made, each of these services needs to be restarted. Follow the steps mentioned
below to do that:
1. Press Window + R keys to open RUN window.

2. Type services.msc and click OK.
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& Run

= Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Dpen: SErvices.msc "

Figure 162 — Run Command Window

3. Start the below mentioned services: (Select the service, right-click on it, and select Start)

e HCL.MyCloud.ADService

e HCL.MyCloud.AllXaaS

e HCLMyCloud.Billing

e HCL.MyCloud.GenericExecutor

e HCL.MyCloud.ITSMExecutor
e HCL.MyCloud.Performance

e HCL.MyCloud.SyncService

e HCL.MyCloud.Listener

e HCL.MyCloud.Monitor

Name

18 HCLMyCloud ADService

18} HCLMyCloud ITSMExecutor
£} HCLMyCloud Performance
184 HCLMyCloud GenericExecutor
18} HCLMyCloud AllXaaS

18} HCLMyCloud Billing

18} HCLMyCloud SyncService

\‘;}3 HCLMyCloud WorkFlow

\‘:.(; HCLMyCloud Listener

Ql AVCTP service

{8 HCLMyCloud Monitor

\‘;’; Network Store Interface Service

Q; Windows Push Notifications User Service Scbf2achd

15 User Profile Service

Q; Web Account Manager

\C\} Connected Devices Platform Se
oud Ciscolntersig
£ User Access Logging Service

\‘:.(3 Windows Event Log

Q; Windows Event Collector
{;’,Geoloah‘on Service

\‘;’, Printer Extensions and Notificat
1) Program Compatibility Assistant
{;’; Problem Reports and Solutions
152 Windows Push Notifications Sys
Q; Print Spooler

L':); Clipboard User Service_9cbf2ack
{.:)ﬂnnnected Devices Platform Use

i
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Restart

All Tasks
Refresh
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HCL.MyCloud.CiscolntersightSyncService

Description

This component is responsible for fetching AD group user data.

This component is responsible for ITSM Tools Interaction. Currently this supports S.
This component is responsible for Metering Data Collection.

This component is responsible for Private Cloud billing, Data Purging and Cost Mo..

This component is responsible for Provisioning and other Automation Tasks.

This component is responsible for Public Cloud Billing and Advisory Data Collection.

This component is responsible for syncing the underlying infrastructure Cloud res...
This component is responsible for triggering MyCloud Process workflow and notifi..
This Component is used to Exeucted Listener Services,

This is Audio Video Control Transport Protocol service

This job monitors mycloud jobs and send email notification for hung/failed jobs.
This service delivers network notifications (e.g. interface addition/deleting etc) to u..
This service hosts Windows notification platform which provides support for lecal ..
This service is responsible for loading and unloading user profiles. If this service is ...
This service is used by Web Account Manager to provide single-sign-on to apps a..

This service is used for Connected Devices Platform scenarios

service logs unique client access requests, in the form of IP addresses and user..
service manages events and event logs, It supports logging events, querying e..
service manages persistent subscriptions to events from remote sources that s..
service moniters the current location of the system and manages geofences (a..

service opens custom printer dialog boxes and handles notifications from a re..

service provides support for the Program Compatibility Assistant (PCA). PCAm..

*  service provides support for viewing, sending and deletion of system-level pr..
service runs in session 0 and hosts the notification platform and connection p..
service spools print jobs and handles interaction with the printer. If you tum ...
user service is used for Clipboard scenarios
user service is used for Connected Devices Platform scenarios

Figure 163 — Start Services
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6.3.4 Master Data changes

These changes can be made after the user logs into MyCloud portal. In order to do that, the user must

have the admin credentials. If user doesn’t have the credentials, please contact MyCloud Admin or drop an

email to MyCloud-Product-Supp@hcl.com.

After login, user will be redirected to the landing page as shown in Figure 164 — Landing Page. To make the

changes, user needs to follow the below steps:

1. Go to Master > Manage Base Components Keys.

Provider @ Master ‘! Cloud Advisary B Logs

Manage Job

Manage Cloud Admin Users

Y e Provider Wise Components Keys
Component URL Configuration
SMTP Configuration

Manage Object Types

Manage Key Rotation

Figure 164 — Landing Page

2. User will be redirected to the Manage Base Component page.

Select Website Service (WEBSITE) in the Component Name dropdown and click on Go button.

4. Change the Key value for the following Key Name(s):
e JsURL from http://<ip>:<port>/WebUI/JS to https://<LBIP>:<port>/WebUI/JS

e SiteURL from http://<ip>:<port>/WebUIl to https://<LBIP>:<port>/WebUI

MC DRYiCE MyCloud

E Provider @ Master ‘Q Cloud Advisory E Logs

Manage Base Components Keys

Component Name*

WebSite Service(WEBSITE) v

JsUrl This Compenent Key Is used to contains Web Site JS  https://semsmeeses/WebUI /1S B
URL e.g. "http://XXXX/IS" or "hitps:/X0000 . com/JS"

LOGPATH This Component Key Is used to contains Component  C:\Program Files\MyCloudLog\WEBSITE| B
Logging Path .g. "C:\Program Files\MyCloudLog)
[LogFolderNamel\"

SiteUrl This Companent Key Is used to contains Web Site Ul https:)/ stemaet/ Vb Ul B
&.8. “http://HLXX" or "hitps:/XC0K.com”

Figure 165 — Manage base Components

5. Go to Master and then click Component URL Configuration.
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MC DRYiCE MyCloud

Provider @ Master ¢ Cloud Advisory

Manage Jobk

Mvcloud Dashhb! Manage Base Components Keys

Manage Cloud Admin Users

Y Dashboard Filte

Provider Wise Components Keys

Component URL Configuration

SMTP Configuration
Manage Object Types

Manage Key Rotation

Figure 166 — Landing Page with selected Component URL Configuration

Select Base in the Provider dropdown and click on Go button.

Change the URL for the following Component Name(s):

e  Workflow Service from http://<ip>:<port>/WorkflowService to

https://<LBIP>:<port>/WorkflowService

e Data Collector Billing and Advisory from http://<ip>:<port>/DataCollector to

https://<LBIP>:<port>/DataCollector

e ServiceNow Executer from http://<ip>:<port>/SnowService to

https://<LBIP>:<port>/SnowService

e Generic Service from http://<ip>:<port>/GenericService to

https://<LBIP>:<port>/GenericService

Select {Provider} in the Provider dropdown and click on Go button.

Change the URL for the following Component Name(s):

e Platform Data Sync from http://<ip>:<port>/SyncService to https://<LBIP>:<port>/SyncService

e Performance Data Sync from http://<ip>:<port>/PerformanceDataCollector to

https://<LBIP>:<port>/PerformanceDataCollector

® Orchestrator Services from http://<ip>:<port>/OrchestratorService to

https://<LBIP>:<port>/OrchestratorService

e Active Directory from http://<ip>:<port>/ADService to Error! Hyperlink reference not valid.

e Cisco Intersight Sync from http://<ip>:<port>/CiscoSyncService to

https://<LBIP>:<port>/CiscoSyncService
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MC DRYICE MyCloud

B Loes Help

Component URL Configuration

Provider*

HCL Provider -
m et e — e e | m

Key Rotatian Senvice Key Rotation ey an periodic basis. KIS

hitps 000000 BOSO/KMS.

Active Directory ible for fetching dara. 0

Performance Data Sync This componentis responsible for Metering Data Collection. PERF itpflocalhost:9091/PerarmanceDataColle -

hittpsj/localhostB090/ADService st Url

Orchestrator Services This component s responsible for Provisianing and other Automation Tasks. ORCSERVICE Mtpsilocalhost:5083OrchestratorService
Platform Data Sync for Trasticture © SHC hittp:j/localhest:B092/SyncService
a Jehe Syn ; . ibie for syncing the Cisco Intersightinfrastructure cloud resources. ccosmc Mtpeflocalhst 8084 ClscaSyneService -

Figure 167 — Component URL Configuration

6.3.5 KRS Database String Encryption
1. Open Internet Manager.
2. Select HCL.MyCloudKRS.
3. Right click and Explore to the web.config under KMS folder.

-6 Start Page
~ - MYCLOUDO205 (DRYICELAB:
2 Application Pools

T RN EY Y-
£ HCLMyCloudkRS 5 @ 4o 0 s 2 B & = ab) i

iy e MET NET  NETEmer  NET  NETProfle NETRoles .NETTrust .METUsers Application Connection MachineKey Pagesand
Authorizat.. Compilstion  Pages  Globalization Levels Settings  Strings Controls

Filter: + W Go -5 ShowAll | Group by: Area -5 Edit Permissions. ..

ASP.NET a Edit Site
Bindings...
Basic Settings...

View Applications

View Virtual Directeries

‘ﬂl . b , EanfgeWeHle

Figure 168 — Component URL Configuration
4. Open Web.Config.
5. By default, "EncryptedConnectionString” key is set to false. In case to use encrypted DB string,

update key to True.

<appSettings>
<add key="aspnet:UseTaskFriendlySynchronizationContext" value="true" />
<add key="KeyRotationComponentCode" value="WebSite" />
<add key="EncryptedConnectionString" value="false" />
<!--<add key="MyCloud.Web.ConfigDB" value="0QvESSO5WqZ1jGXS9kgUHOigrf(mcuRBAEFfXyP6s/ePK2mplZcGLzKrklxFto/SOYmITsCu2IRM
<add key="MyCloud.Web.ConfigDB" value="server= xx.x.xxx.xXx ;database=MyCloudDBV101;User id=admin;Password=/EN;":
<add key="CertificateName" value="Hcl.MyCloud" />
<add key="CertificateStorelocation" value="2" />
<!--CurrentUser = 1, LocalMachine = 2-->
<add key="CertificateStoreName" value="7" />
<!--AddressBook = 1, AuthRoot = 2, CertificateAuthority = 3, Disallowed = 4, My = 5, Root = 6, TrustedPeople = 7, Trus!
<add key="EncryptionSalt" value="560A18CD-6346-4CFO-A2E8-671F9B6BIEAS" />

Figure 169 — Component URL Configuration

This marks the completion of MyCloud Installation.
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6.4 Update Webapi URL (Not Able to Login into Portal)

This section will provide the details, how to change the WebAPI URL, if admin user is not able to login into
the application. To do that, the user must have the Service Account used as Application pool identity to

run KRS Service. If user doesn’t have the credentials, please contact MyCloud Admin or drop an email to

MyCloud-Product-Supp@hcl.com.

To make the changes, user needs to follow the below steps:

1.  Open KRS portal.

“ C A Notsecure | 10.1.150.82:8080/KMS/login.aspx @ % » 0@ :
Abhinev. [ MyCh

HCL DRYICE
MyCloud

Domain Account

Copyright (© 2013, 2023 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox and Microsoft Edge

Figure 170 — KRS Login Screen

2. Login credentials of KRS portal are the same which were entered on the Server Configuration page
of the Installer. For more details refer Figure 50 - Server Configuration Or in simpler terms, the
Service Account used as Application pool identity to run KRS Service.

3. On successfully login, navigate to "URL Configuration” under Configurations menu.

« C A Notsecure | 10.1.150.82:8080/KMS/URLConfiguration.aspx 2 % » 0@ :
Abhinay MyCloud-Ips.

HCL DRYICE

MyCloud mycloudadmin

BB configurations

URL Configuration

e ———T
Veb API This Component is responsible for Rest AP to Interact with MyCloud. WebAPI hitps://mycloud0015.dryicelabs.com/WebA B Test Url
Update

Figure 171 — Component URL Configuration in KRS

4. Now user can update the URL of WebAPI. User can also perform the Test URL connectivity.
5. Click on Update button to update the URL.
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6.5 Update Ldap/Saml Configuration for Admin

This section will provide the details, how configuration LDAP and SAML for admin users. In order to do that,

the user must have the Service Account used as Application pool identity to run KRS Service. If user

doesn’t have the credentials, please contact MyCloud Admin or drop an email to MyCloud-Product-

Supp@hcl.com.

To make the changes, user needs to follow the below steps:

1. Open KRS portal.

“ C A Notsecure | 10.1.150.82:8080/KMS/login.aspx e % » 0@ :

HCL DRYICE
MyCloud

Domain Account

Copyright (© 2013, 2023 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox and Microsoft Edge

Figure 172 — KRS Login Screen

2. The login credentials of KRS portal are the same which were entered on the Server Configuration page of

the Installer. For more details refer Figure 50 - Server Configuration
Orin simpler terms, the Service Account used as Application pool identity to run KRS Service.

3. On successfully login, navigate to "Manage Admin User” under Configurations menu.

HCL DRYIiCE

MyCloud mycloudadmin ~

BB configurations
Manage Admin User
Manage Admin User

User Details e

Email Address™ User Id*

mycloudadmin@hcl.com mycloudadmin

Admin Authentication Config @

License Key"

Update

Copyright @ 2013, 2023 HCL Technologies Limited

Figure 173 — Manage Admin User

4. Manage Admin user screen will appear.
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5. The User Details sections will auto be populated with admin user information.
If a system contains more than one admin user, then any one admin user information will be auto
filled. Using this admin user account, other admin users can be managed.
6. Following operations can be performed using this screen:
a. Update Admin Email address and User Id
b. Configure LDAP for Admin Users
c. Configure SAML for Admin Users

d. Change password for Admin User (In case of Form Based Authentication for admin users)

6.5.1 Update Admin Email and User Id
To update admin Email address or User id, follow the below steps:

1. Fill the details listed in the following table.

HCL DRYIiCE

MyCloud

BB configurations
Manage Admin User

Manage Admin User

User Details e
Email Address” Userld”
mycloudadmin@hcl.com mycloudadmin
Admin Authentication Config @
License Key*
Update

Copyright @ 2013, 2023 HCL Technologies Limited

Figure 174 — Edit Manage Admin User Details

Refer the below table to understand the fields mentioned in the above figure:

Table 20 - Edit Manage Admin User Details

File Name Description
Email Address Admin Email Address
UserId User Id of the Admin User. Mainly used in the case of Ldap and Saml configurations.
License Key License Key of the Product.

2. Update the Email address or User Id
3. Enter License Key of the Product

4. Click on Update button.
5

A confirmation box will appear.
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e Data has been updated successfully.

Figure 175 — Successful Update message — Manage Admin User

6.5.2 Configure LDAP Authentication
To configure LDAP authentication, follow the below steps:

1. Fill the details listed in the following table.

Manage Admin User

User Details S]
Email Address™ Userld*
mycloudadmin@hel.com mycloudadmin
Admin Authentication Config (S)]
Authentication Type*
LDAP v

Domain Name* LDAPURL* ) Domain Username * ) Domain Password *

License Key”

Check Endpoint Connectivity

Figure 176 — Manage Admin User - LDAP Configuration

Refer the below table to understand the fields mentioned in the above figure:

Table 21 - Manage Admin User Details - LDAP Configuration

File Name Description

Email Address Admin Email Address

UserId User Id of the Admin User. Mainly used in the case of Ldap and Saml
configurations.

Authentication
Type

Select LDAP from the drop down as LDAP authentication needs to be configured.

Domain Name

Name of the domain

LDAP URL

It is a string that is used to encapsulate the address and port of a directory server.

Domain Username

It is used to specify a user account in the selected domain.

Domain User
Password

It is used to authenticate the username in the domain.

License Key

License Key of the Product.

2. Enter License Key of the Product
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3. Click on Update button to update the configuration.

4. A confirmation box will appear.

MyCloud

e Data has been updated successfully.

Figure 177 — Manage Admin User - LDAP Configuration - Saved Successfully

All the fields marked with an asterisk (*) are mandatory.

6.5.3 Configure SAML Authentication

To configure SAML authentication, follow the below steps:

1. Fill the details listed in the following table.

Manage Admin User

User Details

Email Address*

User 1d*

mycloudadmin@hcl.com mycloudadmin

Admin Authentication Config e

Authentication Type*

SAML 2.0

ssold”

$50 Tool*

Select:

License Key*

SSOURL® @) Nameld® )

Logout URL*

Figure 178 — Manage Admin User - SAML Configuration

Refer the below table to understand the fields mentioned in the above figure:

Table 22 - Manage Admin User Details - SAML Configuration

File Name

Description

Email Address

Admin Email Address

User Id

User Id of the Admin User. Mainly used in the case of Ldap and Saml
configurations.

Authentication

Select SAML from the drop down as SAML authentication needs to be configured.

Type

SSO Id Identity Provider might need this to establish the identity of the service provider
requesting the login. Basically, it is used for handshaking of the application.

SSO URL Identity Provider Single Sign-on URL, where our website redirect for
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Authentication.

Name Id NAMEID is the complete path of xmlnode where NamelD value (USERNAME/EMAIL)
exist. It based on identity provider.

SSO Tool Tool used to configure Single Sign On.
Logout URL Identity Provider Single Sign-on URL, used to logout the URL from SSO login.
License Key License Key of the Product.

2. Enter License Key of the Product
3. Click on Update button to update the configuration.

4. A confirmation box will appear.

@ Data has been updated successfully.

Figure 179 — Manage Admin User - SAML Configuration - Saved Successfully

All the fields marked with an asterisk (*) are mandatory.

6.5.4 Change Admin User Password (Form based Authentication Type)
To change the password of admin user when authentication type authorization is configured, follow the
below steps:

1. Fill the details listed in the following table.

Manage Admin User

User Details &S]
Emall Address® User 1d*

myeloudadmin@hcl.com mycloudadmin

Admin Authentication Config &)
Authentication Type*

Form Based b

Change admin user password () Password®

Generate Password  (EE3}

License Key*

Update

Figure 180 — Manage Admin User - Form Based - Change Password

Refer the below table to understand the fields mentioned in the above figure:
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Table 23 —~Manage Admin User Details -Change Password

File Name Description
Email Address Admin Email Address
User Id User Id of the Admin User. Mainly used in the case of Ldap and Saml
configurations.

Authentication Select SAML from the drop down as SAML authentication needs to be configured.
Type
Change admin user Identity Provider might need this to establish the identity of the service provider
password requesting the login. Basically, it is used for handshaking of the application.
License Key License Key of the Product.

2. Check the checkbox for change admin user password.

3. Click on Generate Password.

4. Copy the password by clicking on Copy Password button.

5. Enter License Key of the Product

6. Click on Update button to update the configuration.

7. A confirmation box will appear.

@ Data has been updated successfully.

Figure 181 — Manage Admin User - Form Based - Change Password - Save
Successfully

All the fields marked with an asterisk (*) are mandatory.

6.6 Manage White Resource Lists

A new section in KRS application,

Root Admin/Service Account User can add URLs and Python Import modules into the White Source listed
Module. From this screen - User can perform Test Urls only with white sources URLs.

Manage Custom Script - User is not able to create new PowerShell scripts. Existing PowerShell script is
working without any concerns. Managing Custom Script is working with APl and with Actions.

Using Manage Custom Scripts with API, then it is validating URLs and Import modules with Whitelisted
resources.
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To do that, the user must have the Service Account used as Application pool identity to run KRS Service. If
user doesn't have the credentials, please contact MyCloud Admin or drop an email to MyCloud-Product-

Supp@hcl.com.

To make the changes, user needs to follow the below steps:

1.  Open KRS portal.

HCL DRYICE
MyCloud

Domain Account

Copyright © 2013, 2023 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox and Microsoft Edge

Figure 182 — KRS Login Screen

2. Login credentials of KRS portal are the same which were entered on the Server Configuration page
of the Installer. For more details refer Figure 50 - Server Configuration Or in simpler terms, the
Service Account used as Application pool identity to run KRS Service.

3. Onsuccessfully login, navigate to “Manage white resources” under Configurations menu.

Manage Whitelist Resources

Figure 183 - Manage White Resource Lists
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HCL DRYICE
MyCloud

mycloudadmin
! Configurations

URL Configuration

e | owete T T— |
https://mycloudoo1s.dryicelabs.com/WebAP|

Web API This Compaonent is responsible for Rest API to Interact with MyCloud. WebAP|

Update

Figure 184 — Manage White Resource Lists (Cont.)

4. Fill the details listed in the following table.

Canfigiation
Manage Whitelist Resources

View Whitedot Resource Add Witetst Resource

Resource * Resource Type *

Refer below table to understand the fields mentioned in the above figure:

Table 24 - Add White Resource

File Name Description
Resource Url or module name to include in white resource lists
Resource Type Resource Type (Possible values are: Phython and URL) to mention the type of
resource include in white resource lists

5. After fill all information Click on Add button to information

6. A success message dialogue box will appear.
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@ Data has been saved successfully.

Figure 185 - Success Message

6.7 Rotate Encryption Key

Using this Encryption Key all secret information is encrypted and saved into the database.

Through this module, the user can rotate the Encryption Key for the application. Rotation of the Encryption

Key is to be performed by taking the down time of the application. It has the following modules:

— Key Rotation

— Key Rotation History

To do that, the user must have the root credentials and login into KRS portal. If user doesn’t have the

credentials, please contact MyCloud Admin or drop an email to MyCloud-Product-Supp@hcl.com.

6.7.1 Key Rotation

It is advised to plan a scheduled downtime for Web Application during the rotation of

Encryption Key.
Once the status of the request is completed, then restart the IIS on all Application Servers.
Listener and Generic Service should be in running status.

To rotate the Encryption Key, user need to follow the below steps:

1. Click on Encryption Key Rotation under Configurations Menu and then click on Key Rotation.

HCL DRYIiCE

MyCloud

BB configurations
Encryption Key Rotation

Key Rotation Key Rotation History

License Key"

Generate New Key

Notes - Steps to be performed to generate New Encryption Key :
» Itis advise to plan a scheduled downtime for Web Application during the rotation of Encryption Key.
» Once the status of the request is completed, then restart the 115 on all Application Servers.

Figure 186 — Encryption Key Rotation

2. Enter the Product License Key
3. Click on Generate New Key

4. A pop message appears for confirmation as shown below.
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@ Are you sure, You want place a request to
generate new encryption key? It will take some
time to generate a new key and re-encrypt all
confidential data.

Figure 187 — Encryption Key Rotation - Confirmation Message

5. Click OK to generate the new Encryption Key.

6. Click Cancel to discard the changes.

7. On Clicking Ok, Request Id for rotating Encryption Key is generated, Background job will be

triggered, this job will generate new Encryption Key and all data will be encrypted with new

Encryption Key.

8. Now click on Key Rotation History tab and review the Status of the respective Request Id.

Installation Guide

@ Successfully generated a new Request for
changing Encryption Key. The Requestld is
6aab4daf-53¢c2-4743-971a-2048b7168b13. Kindly
review the status under Rotation History tab.

Figure 188 — Encryption Key Rotation — Request Successful Message
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6.7.2

HCL DRYICE
MyCloud

BB configurations.

Encryption Key Rotation

Key Ratation Key Rotation History
O
e e
Gaas4daf-53¢2-4743-971a-2048b 7168013 Initiated

Notes - Steps to be performed to generate New Encryption Key :
= Itis advise to plan a scheduled Web Application during the rotation of Encryption Key.
= Once the status of the request is completed, then restart the 115 on all Application Servers,

Figure 189 — Encryption Key Rotation History

Key Rotation History

To review the Rotate Encryption Key History and status of all Rotation Key requests, user need to follow the

below steps:

1.

Click on Rotate Encryption Key under Configurations Menu and then click on Key Rotation History.

2. The screen lists the last five Key Rotation execution.

HCL DRYICE
MyCloud

BB configurations

Encryption Key Rotation

Key Rotation Key Rotation History
<
T S N
GaaS4daf-53c2-4743-971a-2048b7168b13 0070914c-be2d-4d96-95ca-dbeeeacdlfch Completed

Notes - Steps to be performed to generate New Encryption Key :
« Itis advise to plan a scheduled downtime for Web Application during the rotation of Encryption Key.
= Once the status of the request is completed, then restart the 115 on all Application Servers.

Figure 190 — Encryption Key Rotation History 2
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7 Support

To get support for this product, please drop an email to MyCloud-ProdSupport-Team@hcl-software.com.
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