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1. Preface

This section provides information about the MyCloud configuration guide and includes the following

topics.
— Intended Audience
— About This Guide
— Related Documents
- Conventions
1.1 Intended Audience

This document is intended for its administrator's/business administrators those are responsible for

configuring MyCloud (provider module) and enabling end-users to consume MyCloud services.

1.2 About This Guide

This quide provides instructions to configure MyCloud. This includes the post-installation and

configuration procedures for the product. This document is in continuation to the MyCloud Configuration

Guide - Provider Module (Part 1).

1.3 Related Documents

The following documents can be referenced in addition to this quide for further information on MyCloud.

MyCloud Introduction Guide

MyCloud Installation Guide

MyCloud User Guide

MyCloud Troubleshooting Guide

MyCloud API Guide

MyCloud V3 API Guide

MyCloud Developer Guide

MyCloud Configuration Guide - Admin Module
MyCloud Configuration Guide - Provider Module - Part 1

1.4 Conventions

The following typographic conventions are used in this document:

Table 1 - Conventions

Convention Element

Boldface

Indicates graphical user interface elements associated with an action, or terms

defined in text or the glossary

Underlined Blue Face Indicates cross-reference and links

Courier New (Font) Indicates commands within a paragraph, URLs, code in examples, and paths
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including onscreen text and text input from users

Italic

Indicates document titles, occasional emphasis, or glossary terms

Numbered Lists

Indicates steps in a procedure to be followed in a sequence

Bulleted Lists

Indicates a list of items that is not necessarily meant to be followed in a

sequence
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2. MyCloud Configuration and Management

MyCloud environment is an extensive open distributed system that stores the data and protects the
privacy of users. A user’s role determines the tasks that the user will be able to perform. Each role is

associated with permissions or rules that define the degree to access the features in MyCloud.

The following lists five fundamental built-in roles.

Table 2 - Built-In Roles

Section Name Description

MyCloud Admin MyCloud admin has the rights to manage providers, admin level jobs and other

component related configurations

Provider Admin Provider admin is a business manager or an administrator responsible for
configuring MyCloud as per the organization requirements. The primary

responsibilities are:
e Manages and configures the organization
e Manages the users and groups (within the organization)
e Manages Ul template
e Manages services catalog
e Creates approval groups and workflows
e Manage organization resources
e Manage domains/AD users in organizations
e Request status tracking

e Onboard tenant in system

Organization Admin Organization admin has the rights to manage the users, roles, and groups

assigned to them (organization-specific)

Requester Requester has the rights to request for infrastructure resources (laaS & PaaS

services) view or manage reports related to the resources.

Approver Approver has the rights to approve the requests raised by the requesters.

1.5 MyCloud Provider Module

This document continues from the last step (Publish Service Catalog) covered in MyCloud Configuration
Guide - Provider Guide (Part 1) Module. The Rest of the configuration steps will be covered in the following

sections.
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1.5.1 Role Based Access Control (RBAC)

Role Based Access Control (RBAC) is an important component of MyCloud. This module details the steps

to manage RBAC model within an environment to implement several important security principles such as

least privilege, separation of duties, and data abstraction.

This model includes two kinds of role management: Manage Group and Manage User. Different users of

this platform communicate with service providers and get permissions to access resources, and these

permissions are given based on mapping of the users to system-based groups.
1. Onthe main menu bar, click RBAC.
2. The drop-down appears with the following options:
e Manage Group
e Manage User
e Role Management

e Transfer Object Ownership

HCL DRYICE

MyCloud

| MyReporis 5 Organization ) SeviceCotalog 8§ WorkfowManagement  (§) User Cost Madel v aster

MyCloud Dashboard oo Date Formai

§7 Dashboard Filters { From Date: 04/06/2023 To Date: 06/30/2023 }

t: (mmjddlyyyy) [EESCHENNT

Figure 1 - RBAC

Provider gets to access both Manage User and Manage Group.

Through this module, provider users can manage roles in an organization through following actions:

e AddRole: To add roles in an organization

e View Role: To view the existing roles in an organization

Role Management

Add Rola

e E

Figure 2 - RBAC Role Management

Through this module, provider users can view existing roles in an organization.
1. Select Organization from the drop-down.

2. Click Go.
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Organization *

. B2

mm o L _
NO YES

Organization Admin [ ]

Business L] NO YES
Finance L] NO YES
T Admin L] NO YES

Requester L] NO YES

Custom1 . NO Organization NO AlE =]
Admin
Operator L NO Organization NO rAlK=]H

Admin

Figure 3 - View Roles

3. Refer to the below table to understand the fields mentioned in the above figure:

Table 3 - Role Management

Fields Description
Role Name Name of the MyCloud user’s role
Status Whether role is active or in active
Parent Role MyCloud system created role that will act as a parent role for the newly added
role

MyCloud System Role | Yes: default system roles created by MyCloud

No: role created by provider

4. Through this, provider user can perform below actions on the role:
o Edit (i) : To edit the roles
o Delete(u) : To delete the roles
e Configure Menus( =) To assign menu to this role

[
e Configure Widgest(:*2!): To assign widgets to this role

1.5.1.1.2 Edit Role

To edit/ modify the information of an existing role management, provider user needs to follow the below

steps:

j—

On the Role Management screen, click View Role.

2. Select Organization.

3. Click Go.

4. Available roles list down in a tabular view.

5. Click Edit (i) corresponding the role to be edited.
6. Below the screen appears.
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Role Management

View Role Add Role

Organization * Role Name* ParentRole* ()
JSHCL v Test Organization Admin

Power User @)

No v

Figure 4 - Edit Role

7. Users can modify the appropriate fields and click on Save.

8. A success message appears.

@ Diata has been saved successfully.

OK

Figure 5 - Success Message Role Management

1.5.1.1.3 Delete Role

To delete an existing role, provider user needs to follow the below steps:

j—l

On the Role Management screen, click View Role.

2. Select Organization.

3. Click Go.

4. Available role lists down in a tabular view.

5. Click Delete () against the role to be deleted.
6. A confirmation message appears.

6 Are you sure you want to delete this item 7

Figure 6 - Confirm Message

7. Click OK to confirm. A success message appears.
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1.5.1.1.4

@ Data has been deleted successfully.

Figure 7 - Success Message

Configure Menu

To configure the menus in existing role, provider user needs to follow the below steps:

pa—

INIERINN

o

7.

1.5.1.1.5

On the Role Management screen, click View Role.
Select Organization.
Click Go.

Available role lists down in a tabular view.

=
Click Configure Menu () corresponding to the role for which the user wants to configure menu.

The below screen appears.

Menu(s) Configuration For Organization (HCLorg) X

Role Name parent requester Parent Role Requester
Configure Menus

& & My Reports (13/13)

&> [ service Catalog (1/1)

O & MyAccount (3/3)

& B Request(1/1)

& B Help (1/1)

Figure 8 - Configure Menu

Click on checkbox to select the menu items and click on Assign Menu to save the selection.

Configure Widgets

To configure the widgets for an existing role, provider user needs to follow the below steps:

j—

AwoN

o

On the Role Management screen, click View Role.
Select Organization.
Click Go.

Available role lists down in a tabular view.

=]
Click Configure Widgets (rél) corresponding to the role for which you want to configure widget.
The below screen appears.

Click on the checkbox to configure the appropriate widgets and click on Assign Widgets to assign.
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Widget Configuration For Organization (HCLorg) X

Role Name parent requester

Configure Widgets

Parent Role

Requester

Item Wise Request Status
Request Trend
Start vs Stop VM

0S Wise Provisioning Request
Category Wise VM

Calendar Wise

Platform Wise Request

Top 5 Utilization -
Top 5 Utilization -
Top 5 Utilization -
Top 5 Utilization -
Top 5 Utilization -
Top 5 Utilization -

CPU(AVG) %
Memory(AVG) MB

Disk In(AVG) KBps

Disk Out(AVG) KBps
Network In(AVG) KBps
Network Out(AVG) KBps

Assign Widgets

Figure 9 - Configure Widgets

1.5.1.1.6 Add Role

Through this module, provider user can Add new roles in an organization.

1. Click on Add Role, the Role Management screen appears.

Role Management

View Role Add Role

Organization * Role Name*

~Select—- v

PowerUser @)

No v

Parent Role* )

--Select--

Figure 10 - Add Role

2. Refer to the below table to understand the fields mentioned in the above figure:

Table 4 - Add Role

Fields Description
Organization The name of the organization (business units/ divisions in organizations)
Role Name The name of MyCloud role
Parent Role MyCloud system created role that will act as a parent role for the newly added role.
Power User Power user will be able to see request and object belongs to another user in same role.

3. Select Organization, Role Name, and Power User.

4. Enter Role Name.

5. Click Go. A success message appears.
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MyCloud

@ Data has been saved successfully.

Figure 11 - Success Message

1.5.1.2 Manage User

Through this module, provider users can manage users in an organization. It has following options:

Manage User

View Users Add User Import Users.

Organization* User Name/Email @)

—Select-- v

Figure 12 - Manage User

e Add Users: To add users in an organization
e Import Users: To add bulk users in an organization

e View Users: To view the list of users in an organization

1.5.1.2.1 Add User

To add an end user in an organization, provider user needs to follow the below steps:

1. Click on the Manage User screen and then click Add User.
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Manage User

View Users Add User Import Users
User Type* Organization* User Name*
O service Account O Organizational User --Select—-
User Id* Email* Active
Password* Token Expiration Time (In Seconds) )
Generate Password [—
Role* ) Select Widget
a a
v
v
4 4

Figure 13 - Add User

2. Refer to the below table to understand the fields mentioned in the above figure:

Table 5 - Add User

Fields

Description

APl User

This type of user used for APl integration with MyCloud

Organizational User

User for request and manage resources

Password

MyCloud generated password

Generate Password

The option that helps to generate a password in MyCloud

Token Expiration Time

(in seconds)

This section is applicable for service account user it is an integer value to define
the access token timeout for this user, to override the default token expiration

value configured by admin user.

Role

This section is applicable for organization users .Provider-user needs to provide

a role to a user while adding it in MyCloud

Select Widget

This section is applicable for organization users. MyCloud dashboard widgets

are listed. System defined widgets appear

Select Organization to add user.

4. Select User Type. MyCloud supports two types of users:

e APl User: has access to MyCloud apis and used for integration with MyCloud.

e Organizational User: has access to MyCloud web portal and used to request services.

5. Enter the Username and then enter the User ID.

6. Enter Email ID.
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7. Click Generate Password to generate new password.

8. SelectRole.

9. Once the role is selected, the widgets appear in the widget box.

10. Select Widget. Provider selects the dashboard widgets according to the role to be assigned to an
end user.

N. Click Save.

Manage User

View Users Add User Import Users

(O service Account ® Organizational User helorg

Saloct Widget

7 Hem Wise Request Status Top 5 Utilization - Network Out(AVG) KBps
Request Trend Aaure Account Wise Billing
Start vs Stop VM Aaure Product Wise Billing
05 Wise Provisianing Request Azire Motor Category Wise Billing
Category Wise VM Aaure Location Wise Billing

Figure 14 - Add User (Cont.)

Change the password frequently, at least once a month, to keep hackers out of the system.
When the application is not being used then log off for security purposes. All fields marked
with asterisk (*) are mandatory.

12. A success message box appears.

@ User has been saved successfully.

OK

Figure 15 — Success Message

1.5.1.2.2 View Users

This section lists all the users that have been created by provider users in an organization.
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HCL DRYiCE
MyCloud

[ My Reports a Organization

Manage User

View Users Add User Import Users

Organization*

HCLOrg

Note: Only active users are visible here.

abhanuchandra N -bhanuchandia MyGroup,Requester HCLProvider 4
AcJoyston fernando I joystonfemandoa MyGroup,Requester HCLProvider No o 2
AAntony Sundar I oy MyGroup,Requester HCLProvider No. No Z
Aakash [ e MyGroup,Requester HCLProvider No No. 2
Aanchal Dadar (aanchal.dadar) [N -oncholdadar MyGroup,Requester HCLProvider No No 2z
Aanchal Srivastava I concholsrivasava  HyGroup,Requester HCLProvider No No é
Aashish Kumar I ssshienk MyGroup, Requester HCLProvider No No 2
Asstha Dua I costhedu: MyGroup,Requester HCLProvider No No ’d
Aastha Kaul I oosth ol MyGroup Requester HCLProvider No No 2

e = R N

0 FinOps Reporting

(®) vsercos ocel

Service Catalog Workflow Management My Account R Master Cloud Advisory Help B Logs
=

User Name/Email )

v Go

Figure 16 - View Users

Refer to the below table to understand the fields mentioned in the above figure:

Table 6 - View Users

Fields Description
Organization Select the name of the organization (business units/ divisions in organizations)
Username Username of the user that has been added
Email Email of the user that has been added
User ID User ID of the user that has been added
Role/Group Role of the user that has been provided while adding the user

Is User Locked

Displays whether the user has been locked by MyCloud, post multiple failed

login attempts

Is APl User Yes: user is APl user
No: user is organization user
Action Provider user to take actions like edit and delete against the listed users

It also comprises of the following actions:

e Edit(Z):To

1.5.1.2.3 Edit User

modify the details of existing users.

To edit/ modify user details, provider user needs to follow the following steps:

1. On the Manage User screen, click View Users.
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Manage User

View Users Add User Import Users

Organization* User Name/Email ()

~Select- v

Figure 17 - Edit User

2. Select an Organization and then click Go. Available users appear in a tabular view.

3. Click Edit ( 2 ).

4. Modify the details as desired and click Update.

Manage User

View Usars Aeld Usar mpot Users
User Type® Organization” User Mame®
O Service Account ® Organizational User hetorg ~ AABCTestUser
User id* il Active Change Password
ABCTestUser AABCTestUser@hel com a =
Role* @ Select Widget
Organization Admin - Item Wise Request Status [ Top's Utilization - Network Out{AG) KBps.
Business Request Trend [ Acure Account Wise Billing
E":ﬂ"f [ Startus Stop M [ Azure Product Wise Billing
min -
i () 05 Wise Provisioning Request () Asure Meter Category Wise Billing

[ Category Wise VM ) Agure Location Wiss Billing

Figure 18 - Edit User (Cont.)

5. A success message box appears.

@ User has been updated successfully.

OK

Figure 19 - User Updated Successfully

1.5.1.2.4 Import Users

To Import end users in an organization, provider users need to follow the below steps:
1.  Onthe Import Users pane, select the Organization Name.
2. Click Choose File to select the csv file that has the user details.

3. Click on Import Button.
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Manage User

View Users Add User Import Users

Figure 20 - Import User

4. A success message box appears.

@ Data uploaded successfully

OK

Figure 21 - Upload User Confirmation

To download the csv template for users, click on Download Template hyperlink.
1.5.1.3 Manage Group

To create a system group in an organization and map users to it, provider user needs to follow the below
steps:

1. On the main menu bar, click RBAC, and then click Manage Group.

2. The Manage Group screen appears. It lists down the available groups in a tabular view that helps to

see available groups and map users/assign group user and assign actions to them.

[ o A e BR wem maiaran (R v o (] IR wawee Y Ve sy B B

Al m

e v
] BEFT
' ion = RETH
BETS
e e ] BRE&T™S
. R -
[ o e . - RET®
1 L [ I"‘ ™

Figure 22 - Group Management
1.5.1.3.1 View Group
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To view a group, provider user needs to follow the below steps:

1. On the Manage Group screen, click View Group against the selected group.

Manage Group

View Group Add Group

0 001Group HelOrganization

31 001Group CloudOrg

20 ClonstestGroup B HelOrganization

Figure 23 - View Group

2. Below actions are available on the screen.

e Change Status ({_|G ) : to change status of an existing group

e Edit Group( é)z to edit an existing group
e Delete Group( il ): to delete an existing group

e AddTags (@)z to add tags in an existing group

To add RBAC /AD group to the group, perform the below steps:

—_

Enter Group Name.

o o b~ 0D

vice-versa, to unselect the ad groups from a RBAC group.

Configuration Guide

4 Organization Admin RBAC/AD Group | Add User

8 Requester RBAC/AD Group | Add User

Select Organization to filter group specific to organization.

YES

YES

YES

NO

NO

NO

Click on RBAC/AD Group link under the Map Group to column on the grid.
A pop-up window prompts to map AD group to the selected RBAC group.

Click Search and available AD groups appear in the available groups box.

B8] 3 ol

s &
@

5 Business RBAC/AD Group | Add User YES

7 IT Admin RBAC/AD Group | Add User

Select AD Groups and then click on Ed to move selected AD groups to selected RBAC groups box or
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MyCloud X

Manage RBAC/AD Groups To : Business

Organizations”  -Select v Group Name wn |

Figure 24 - Manage Group User Mapping (Cont.)

7. Click Save.

8. A success message box appears.

6 Data has been saved successfully.

Figure 25 - Confirmation Message

1.5.1.3.3 Group User Mapping

To add user to the existing group.

j—l

Click on Add User link on the Map Group To column on the grid.

A pop-up window prompts to map users to the selected RBAC group.
Select Organization to filter user specific to organization.

Enter Email/ Group Name

Click Search and available users will appear in the available user box.

o o b~ 0D

Select Users and then click on to move selected users to selected user box or vice-versa, to

unselect the user from a RBAC group.
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MyCloud

Assign Users To: Business

Organization Select v Email/Group Name User v -

Figure 26 - Group User Mapping

1.5.1.3.4 Group Role Mapping

To map role to the existing group:
1. Click on Add Role link on the Map Group To column on the grid.
2. A pop-up window prompts map role to the selected RBAC group.
3. Select Available Roles and then click on to move selected roles to selected roles box or vice-

versa, to unselect the roles from a RBAC group.

MyCloud %
Assign Role To : AD User TestGroup

AD User TestRole

Figure 27 - Group Role Mapping

4. Click Save.

5. A success message box appears.

@ Data has been saved successfully.

Figure 28 - Success Message

Configuration Guide 39



1.5.1.3.5 Delete Group

To delete existing RBAC group,
1. Click Delete from the View Group screen.
2. A confirmation message appears on the screen.

3. Click OK to proceed.

Manage Group

View Group Add Group

Name * Organization Name *

sample HCLInfra

&3 =

Figure 29 - View Group

Are you sure to delete this record?

Figure 30 - Confirmation Message

1.5.1.3.6 Edit Group

To edit existing RBAC group.
1.  Click Edit from the view group screen.
2. The below screen appears.

3. Enter Name to update and click Update.

HCL DRYICE
MyCloud

|22 MyReports R Organization ) service Catalog 88 Workflow Management @ User Cost Model (8) My Account

Manage Group

View Group Add Group

Name * Organization Name *

001Group HclOrganization

Figure 31 - Edit Group

4. A success message appears on the screen.
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@ Group has been updated successfully.

OK

Figure 32 - Success Message

1.5.1.3.7 Change Status

To change status of existing RBAC group.
1. Click Change Status from the View Group screen.

2. A confirmation message appears on the screen.

Are you sure to map group status InActive?

Figure 33 - Confirmation Message

3. Click OK to confirm.

@ Group status has been changad successfully.

OK

Figure 34 - Success Message

1.5.1.3.8 Add Tag

To add tags to existing RBAC group,
1. Click Add Tags from the View Group screen.

2. The below screen appears.
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Apply Tag(s) : AD User TestGroup

Save Close

Figure 35 - Apply Tag(S)

Enter comma separated character string inside the Tag.
4. Click Save.

A success message appears.

@ Tags has been updated successfully.

Figure 36 - Success Message

1.5.1.3.9 Add Group

1. To create new group on the Manage Group screen, click View Group tab.

2. The below screen appears.

Manage Group

View Group Add Group

Name * Organization Name *

Enter Name —Select--

Figure 37 - Add Group

Enter Name and Organization
4. Click Enter Name and Select Organization

Click Add
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@ Group has been created successfully.

OK

Figure 38 - Success Message

6. Click OK. User will get the option to map RBAC/AD group from this screen

1.5.1.4 Transfer Object Ownership

This section explains how provider users manage to transfer object ownership in MyCloud.

1. On the main menu bar, click RBAC and then click Transfer Object Ownership.

2. The below screen appears:

Transfer Object Ownership

Organization® Platform* Provisioning Endpoint*

—Select-- v —Select- v --Select— A

Object Type® ObjectiD Requester Name

—Select-- v

Figure 39 - Transfer Object Ownership

Select Organization, Platform, and Provisioning Endpoint.
Select Object Type.

Enter Object ID and Requester Name.

Click Submit.

N o o b

Below screen will appear.
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Transfer Object Ownership
_ S i _m
o002 M &

O

O 000001 WM krequester@hcl.com g.

O objectSCPlinix M krequester@hcl.com é.}

O 000002 VM krequester@hcl.com i~

O SonalVMs VM kapiuser@hel.com SWEEK(S) e

[m] SonalVM2001 VM krequester@hcl.com =

(] Machine_004 VM o

O SonalVMe M customuser@hcl.com FWEEK(S) i

O TEST3 M customuser@hcl.com @&

[m] objectSCP M krequester@hcl.com e
“ »
Records 1-10 of 36 @o 1 oeoe@

Figure 40 - List of Objects

8. Provider users can either transfer the multiple objects by clicking on checkbox or by individual

object.

9. To change multiple object owner ship user can click on "Transfer Object Ownership” and for single

object user can click on "Transfer Object Ownership” action (£)

10. The following pop-up appears.

Select Owner to transfer Object

Object Transferred To*

Figure 41 - Select Owner to Transfer Object

1. Enter Requester Name to whom object will be transferred (auto-populated list).
12. Click Save.

13. The success message appears.

@ Ownership changed successfully.

Figure 42 - Success Message

1.56.2 User Cost Model
This section explains how provider user manages user cost models in MyCloud.

1. On the main menu bar, click User Cost Model. Below screen appears.
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HCL DRYICE
MyCloud

u My Reports.

R Oeanization

MyCloud Dashboard

) Service Cotalog 83 Workfiow Management P rac @) My Account 88 master @ Cloud Advisory B e B

®

7 Dashboard Filters [ From Date: 04/06/2023 Yo Date: 06/30/2023 )

Figure 43 - User Cost Model

1.5.2.1 Manage Service Plan

Using this interface, provider user creates service plans like platinum, gold, silver, and bronze etc. And while

creating the plan, it defines services that are free of cost.
While requesting service catalog, end users need to specify the service plan that needs to be
continued.
It has the following options:
e View Service Plan
e Create Service Plan

e Manage Services

1.5.2.1.1 Create Service Plan

To create a new service plan, provider user needs to follow the below steps:
1. Click on Create Service Plan tab.
2. Enter Service Plan Name and Description.

3. Click Add.

HCL DRYICE

MyCloud

l,_,- My Reports. g Organizatian T service Catatog 82 worktion Mansgement @ User Cast Model

Dric (@ myaccount et @ Cowngisor,  E@Her R tem
Manage Service Plan

View Service Plan Create Service Plan Manage Services

Service Plan Name * Description

Figure 44 - Create Service Plan

4. A success message box appears.

@ Service Plan has been saved successfully.

Figure 45 - Confirmation Message
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1.5.2.1.2 View Service Plan

This section lists all the service plans that have been created by a provider user.

Manage Service Plan

View Service Plan Creale Service Plan Manage Services

All dates are in mm/dd/yyyy format

SenvicRlantame Satestienion Sethationate

platinum platinum 11 02/18/2022 ¢ ol
silver silver 11 02/18/2022 2 © j
PlatinumNew platinumbews 11 05/03/2022 2 ol
public cloud service plan public cloud service plan 11 05/03/2022 2 ol
public cloud service plan 2 public cloud service plan 2 11 05/03/2022 ¢ ol
Gold Gold 12 11/21/2022 2 ol

Figure 46 - Service Plan

It also comprises of the following actions:
e Edit (z): To modify/update the details of existing service plans
o View (©): To view the details of existing service plans
o Delete (7): To delete the details of existing service plans

1.5.2.1.3 Edit Service Plan

To create a new version of a service plan, the provider needs to follow the below steps:

1. Click on Edit (ﬁ)_

2. Click on Create New Version after changes.

Manage Service Plan

View Service Plan Create Service Plan Manage Services
Service Plan Name * Description
Gaold Gold

Create New Version

Figure 47 - Edit Service Plan (Cont.)

3. A success message box appears.

@ Mew Version has been saved successfully.

(0].4

Figure 48 - Confirmation Message
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1.5.2.1.4 Delete Service Plan

To delete the service plan, provider needs to follow the below steps:

1. Click on Delete ("E).

2. A confirmation appears:

MyCloud

@ Are you sure to delete this record?

Lo« [ G

Figure 49 - Confirmation Query

3. Click OK to continue.

4. A success message box appears.

@ Data has been deleted successfully.

OK

Figure 50 - Confirmation Message

1.5.2.1.5 View Service Plan Details

1. To view the details of an existing service plan, click on View (©). Ascreen appears as below.

Manage Service Plan

View Service Plan Create Service Plan Manage Services

Service Plan Name * Description

Gold Gold

Figure 51 - View Service Plan

1.5.2.1.6 Manage Services

The Manage Services tab lists all the configured services. Provider users can edit the service description or

can delete the service from this screen.
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Manage Service Plan

Figure 52 - Manage Services

Manage services have edit and delete actions. These actions have similar workflow as
described above in-service plan actions.

This section explains the steps to manage the cost model of an organization which is mapped to a service
plan, data center, location, and organization. Cost model is categorized as follows:

e Allocation Based Cost: in this type of model, the instance is reserved for the user, and the whole
cost for that infra resource is being charged on the first month'’s bill.

e Time Based Cost: under such model, user is charged for the time that the infra resource is on, but
storage cost is charged for the whole period i.e., 24 hours.

Along with the above cost models, provider users can also configure additional cost through in-built
options like,

e One-Time Cost: it is the amount which is paid on a one-time basis (like amc) post availing of
services (associated with either allocation or time-based cost model). This option is not
mandatory and depends on organizational policies.

e Recurring Cost: the cost, which is occurring periodically over a time like daily, weekly, monthly,
half-yearly etc. Till the services are availed (associated with either allocation or time-based cost

model). This option is not mandatory and depends on organizational policies.

On the main menu bar, click User Cost Model, and then click Manage Cost Model. The section has the
following options:

e Add Cost Model

e View Cost Model

To add a cost model for an organization, provider user needs to follow the below steps:

1. Onthe Manage Cost Model screen, click Add Cost Model.
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Manage Cost Mode|

Cost Model Name* Description” Flatform*

Figure 53 - Add Cost Model

2. Refer to the below table to understand the fields mentioned in the above figure:
Table 7 - Add Cost Model
Fields Description
Cost Model Name Field to add the name of a cost model
Description Describe the cost model and how it is used
Platform Select Platform from the drop down

Provisioning Endpoint | The cloud endpoint that has been created in MyCloud

Activation Date

The day that will activate the cost model/ billing will start against an organization

Existing Cost Model Lists of existing cost model that were added before
3. Enter Cost Model Name and then enter the Cost Model Description.
4. Select the Environment, Platform, and Location.
5. Select Currency and then enter the Plan Activation Date.
6. Select the check box Copy from Existing if provider user wants to copy the cost plan from the

8.

existing cost plan.
Select Cost Model Plan from Existing Cost Model drop-down.
Click Add.

All fields marked with asterisk (*) are mandatory.

9.

A success message box appears.
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@ Cost Model has been saved successfully.

OK

Figure 54 - Add Cost Model (Cont.)

1.5.2.2.2 Assign Cost

Cost assignation in each category is done as steps below:

1. Inthe Assign Cost pane, click Define Cost against the Cost Item Category.

Manage Cost Model
View Cost Model Add Cost Mode!

Cost Model Hama* Deseription”

PrivateCloudModel PrivateCloudModel

Provisioning Endpaint”

Copy From Existing Existing Cost Model

Select

o
Assign Cost
Catalog i

Compute

Figure 55 - Assign Cost to The Cost Model

2. Refer to the below table to understand the fields mentioned in the above figure:

Table 8 - Assign Cost to The Cost Model

Fields Description

Cost Item Category Signifies resource Category. This can be Catalog, Disk, and Network etc.

In case of allocation-based cost assignation,
e Click Define Cost and a pop-up appears.

e Fill the required details in Compute Pane and click Save.
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Allocation Based Cost Assignation

Compute

General Information One Time Cost Recurring Cost

[ te Unit it =] [m]

ompute Uni per uni . @
M GB =] (=]

smery ~Select- ¥

Figure 56 - Assign Cost to The Cost Model (Cont.)

3. A success message box appears.

G Allocation Based Cost has been saved
Successfully.

Figure 57 - Assign Cost to The Cost Model (Cont.)

In case of time-based cost assignation,
e Click Define Cost and a pop-up appears.

e Fill the required details in Compute Pane and click Save.

Time Based Cost Assignation

Compute

General Information One Time Cost Recurring Cost

Compute Unit per unit E u] @ Select o
Memory GB o =]

—Select-- v

2 m

Figure 58 - Assign Cost to The Cost Model (Cont.)

4. A success message box appears.

Time Based Cost Assignation has been saved successfully.

OK

Figure 59 - Assign Cost to The Cost Model (Cont.)
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1.5.2.2.3 View Cost Model

This section lists out all the cost models that have been created by provider users. It also comprises of the

following actions:

Manage Cost Model

View Cost Model Add Cost Model
T N S R
1 11 Compute on Demand LocationProvider United States Dollar ( USD) 1.1 Bezel
vEenter
2 n Cisco Intersight United States Dollar (USD) L1 ﬁ@ m
AWSCostModel AWSCostModel Amazon Web Services US East (M. Virginia) United States Dollar ( USD) 1.1 Bezel
AzureCostModel AzureCostModel Microsoft Azure EastUs United States Dollar ( USD) L1 2ol
CiscoCostModel CiscoCostModel Cisco Intersight United States Dollar (USD) 12 el
CM 13019 s Amazon Web Services US East (N, Virginia) Indian Rupee ( INR) 1.1 2ol
CostModelHyperV CostModelHypery Compute on Demand- HyperVLocation United States Dollar (USD) L1 el
Hyper V2012

CostModelPlatinum cost model for dev envrionment Cisco Intersight United States Dollar ( USD ) L1

Figure 60 - View Cost Model

e Copy Costmodel ([-— ): To Copy existing cost models into another platform and
Region/Location

o Edit (ﬁ): To modify the details of existing cost models

o View (@): To view the details of existing cost models

e Delete (;' ): To delete existing cost model.

1.5.2.2.4 Copy Cost Model

1. Provider admin user can copy existing cost model for another provisioning endpoint and location
within the same organization.

2. Onthe Manage Cost Model screen, click Copy Cost Model.

3. Click Copy Cost Model (['— ) against the cost model.

Configuration Guide 52



Manage Cost Model

View Cost Model Add Cost Model
1 1 Compute on Demand- LocationProvider United States Dollar (USD ) 11 2ol
wCenter
» 2 Cisco Intersight United States Dollar (USD ) 11 B2el
AWSCostModel AWSCostModel Amazon Web Services US East (N. Virginia) United States Dollar (USD ) 11 2ol
AzureCostModel AzureCostModel Microsoft Azure East US United States Dollar (USD ) 11 2ol
CiscoCostModel CiscoCostModel Cisco Intersight United States Dollar (USD ) 12 B2l
CM 13019 s Amazon Web Services US East (N. Virginia) Indian Rupee (INR) 11 Beel
CostModelHypery CostModelHyperV Compute on Demand: HypervLocation United States Dollar (USD) 11 @ 2@ j

Hyperv2012

Figure 61 - Copy Cost Model

While copy cost model provider admin user can create new cost model with following information

Manage Cost Model

View Cost Model Add Cost Model
Cost Model Name* Description® Platform*

11 1 Compute on Demand-vCenter v
Provisioning Endpoint* Location/Region* currency”

vCenterProvisioningProvider v LocationProvider v United States Dollar ( USD ) v

Save & Assign Cost

Figure 62 - Copy Cost Model (Cont.)

Table 9 - List of Fields

Fields Description
Cost Model Name Field to add the name of a cost model
Description Describe the cost model and how it is used
Platform User can copy cost model to any platform
Provisioning Endpoint User can select provisioning endpoint of selected platform
Location/Region User can select Location/region of selected provisioning endpoint
Currency User Can select currency supports by MyCloud

4. A confirmation message appears as below.
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@ Cost Model has been saved successfully.

Figure 63 - Confirmation Message

5. To view information of existing cost models, click View (@)
Cost of applicable catalog, compute, service and storage will be copied for new cost model.

In the case of service, compute and storage exist defined cost will populate to save as new
cost model and in case of catalog if catalog name will same for current endpoint then cost
will pre populate to save as new cost model.

MyCloud X

Catalog

General Information One Time Cost Recurring Cost

0.fo ite case T -

PERUNIT

PERUNIT

v

11528_Kislay_DeletaC PERUNIT

v

11528_UpdateC_Kislay PERUNIT

PERUNIT

abhishek PERUNIT

Abhishek_Test PERUNIT

PBI_3840_abhishek PERUNIT . == -

Figure 64 - Catalog

1.5.2.2.5 Edit Cost Model

To edit/ modify cost models, provider user needs to follow the below steps:

1.  Onthe Manage Cost Model screen, click View Cost Model.
V4

2. Click Edit (=) against the cost model which requires modifications.
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Manage Cost Model

View Cost Model Add Cost Model

Cost Model Name Description Location/Region Currency

123 Desc - 123 Compute on Demand-vCenter wCenter Location Indian Rupee [ INR | 1 2® m
a0 a0 Cisco Intersight Indian Rupee | INR) L1 2ol
an a1z Cisco Intersight Indian Rupee {INR) 1 2ol
as als Cisco Intersight United States Dollar {USD) 11 2ol
a6 a6 Cisco Intersight United States Dollar { USD ) 1 2el
a1 az Cisco Intersight United States Dollar {USD | 1.2 &@ W
220 a20 Cisco Intersight Indian Rupee ( INK | 1 2® W
a Cisco Intersight United States Dollar { USD |

Figure 65 - Edit Cost Model

3. Modify the details as required and then click the New Version.

Manage Cost Model

View Cost Model Add Cost Model
Cost Model Name* Description” Platform*
‘ GCP cost Model ‘ ‘ GCP cost Model | | Google Cloud (GCP) v |
Provisioning Endpoint* Location/Region” Currency”
‘ Gepbev v ‘ ‘ Los Angzles, California, USA v | | INR v |
Assign Cost

Cost Item Category Time Based Cost -

Storage Define Cost

GCP Chargeable Component Define Cost

Figure 66 - Edit Cost Model (Cont.)

4. A confirmation message appears as below.

@ New version has been saved successfully.

Figure 67 — Confirmation Message

To view information of existing cost models, click View (©)

1.5.2.2.6 Delete Cost Model

1. To delete Existing Cost Model, click on Delete Action ('E ).

2. A confirmation message appears.
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Are you sure you want to delete this item ?

o [omea

Figure 68 - Confirmation Cost Model

1.5.2.3 Cost Model Mapping

To map a cost model with service plan, platform, environment, location, and organization, provider user

needs to follow the below steps:

'

On the main menu bar, click User Cost Model and then click Cost Model Mapping.
To map a cost model with an organization, follow the steps below:

On the Map Cost Model screen, click Add Cost Mapping.

INNEAEEN

Select the Organization, Platform, Provisioning Endpoint, Location/Region, Cost Model and Service

Plan.

5. Click Save to map a cost model and click Cancel to discard changes.

Cost Model Mapping
Manage Cost Mapping Add Cost Mapping
Organization® Platform* Provisioning Endpoint* Location/Region®

--Select- v --Select-- v --Select-- hd -Select-- v

Cost Model* @ Service Plan®

—Select- v —Select- v

Figure 69 - Cost Model Mapping

6. A success message box appears.

@ The Ceost Model mapping has been saved
successfully.

Figure 70 - Cost Model Mapping (Cont.)

All the fields marked with asterisk (*) are mandatory.
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1.5.2.3.1 View Mapping

This section lists out all the cost models that have been created by provider users.

Cost Model Mapping

Figure 71 - Delete Cost Model Mapping

It also comprises of the following action:

e Delete (T): To delete the existing cost model

1.56.2.3.2 Delete Cost Model Mapping

To delete the mapped cost model, provider user nheeds to follow the below steps:
1. On the Manage Cost Mapping tab, click Delete ().
2. When prompted to confirm, click Ok.

Are you sure to delete this record?

"o | caneet

Figure 72 - Delete Cost Model Mapping (Cont.)

1.5.3 Service Catalog
Service catalog allows the provider to centrally manage commonly deployed MyCloud services and
contains a set of cloud services that an end user requests. It helps MyCloud to meet compliance
requirements, while helping providers to quickly deploy only the approved services that end users require.
1. On the main menu bar, click Service Catalog.
2. The drop-down appears with the following options:
e Manage Action
e Manage Blueprint
e Manage Catalog
e Publish Action
e Publish Service Catalog
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MC DRYICE MyCloud

| My Reports 55 Organization ) Service Catalog, 88 workilow Management Master more ™

@ User Cost Model ﬁ RBAC ® My Account.
Manage Catalog

MyCloud Dashboard .
Date Format: (mm/dd|
Publish Service Catalog ate Format: (mmjdd/yyyy) EECRJEVCIES

P Dashboard Filters { From Date: 010 hanage Action @
Publish Action

Manage Blueprint

Request [tem SLA ¢ 0

Figure 73 - Service Catalog

1.5.3.1 Manage Catalog

This section details out the process of managing a catalog.
It has the following sections:

e Create Catalog

e View Catalog

1.5.3.1.1 Create Catalog

To create a catalog, provider user needs to follow the steps below:

1.  On The Manage Catalog screen, click Create Catalog.

Manage Catalog
View Catalogs

Platform * Provisioning Endpoint * Templats *

Region * Catalog Name * Operating System
N/A

Catalog_1

Catalog Dascription *
ption for catalog

Figure 74 - Create Catalog

Select Platform and Provisioning Endpoint.
Select Template.

Select Region.

SN

Enter Catalog Name and Catalog Description.
6. Toadd a catalog, click Save.

Click Cancel to discard changes and all the fields marked with asterisk (*) are mandatory.

7. A success message box appears:
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@ Catalog has been saved successfully.

Figure 75 - Create Catalog Success Message

8. The new catalog is created and appears in the list of catalogs.

All the fields marked with asterisk (*) are mandatory.
1.5.3.1.2 View Catalog

This section lists all the catalogs that have been created by provider user.

Manage Catalog

View Catalogs Create Catalog

Platform * Provisioning Endpoint * Catalog Name
Compute on Demand-vCenter v vCenterProvisioning v

Catalogs
16611_Ungroup_Task 16611_Ungroup_Task mycl-win2k12 HCL Provider B2
Approval 2 Approval 2 mycl-win2k16 HCL Provider ReW
Approval Catalog Approval Catalog mycl-win2k12 HCL Provider Rel
Approval workflow Approval workflow Approval workflow HCL Provider Re m
Catalog - Catalog - ControlVisibilityByFunction mycl-win2kl2 HCL Provider [“a paul
ControlVisibilityByFunction o

Figure 76 - View Catalog

It also comprises of the following actions:
e Change Status (\t-_Ia ): To change the status (Active/Inactive) of an existing catalog.

o Edit (ﬁ)z To modify the details of an existing catalog.

o Delete (I'): To delete a catalog.

1.5.3.1.3 Edit Catalog

To edit/ modify information of an existing catalog, provider user needs to follow the below steps:

1. Onthe Manage Catalog screen, click View Catalog.
2. Select Platform and Provisioning Endpoint.

3. Select Catalog Name.

4. Click Go.
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Manage Catalog

View Catalogs Create Catalog

Platform * Provisioning Endpoint * Catalog Name
Compute on Demand-vCenter v vCenterProvisioning v

Catalogs

[ ccroms pu— puvw—— e
16611_Ungroup_Task 16611_Ungroup_Task mycl-win2k12 HCL Provider FG 2 W
Approval 2 Approval 2 mycl-win2k16 HCL Provider B 21
Approval Catalog Approval Catalog mycl-win2kl2 HCL Provider Rel
Approval workflow Approval workflow Approval workflow HCL Provider Rel
Catalog - Catalog - ControlVisibilityByFunction mycl-win2k12 HCL Provider ReW
ControlVisibilityByFunction .

Figure 77 - Edit Catalog

5. Available catalogs list down in a tabular view.

6. Click Edit (ﬁ .
7. Modify the details as desired and click Update.

8. Click Cancel to discard all changes.

Manage Catalog

View Catalogs Crestn Catalog
Platiorm * Provisioning Endpoint * Template *
Computs on Demand-vCenter ~ VCenterPravisioning ~ PlyushCloudTempAPiPassword v
Rogion * Catalog Name Operating System
wCenter Reglon ~ Catalog_1 R

Catalog Dascription *

Description for catalog_1

Figure 78 - Edit Catalog (Cont.)

9. A success message box appears:

e Catalog has been updated successfully.

Figure 79 - Edit Catalog Success Message

1.5.3.1.4 Delete Catalog

To delete a catalog from the platform, provider users need to follow the below steps:
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1. Onthe Catalog pane, click Delete ().

Catalogs

S _ S— ‘

Catalog1_VMware Description - Catalog for VMware. Compute on Demand-vCenter Active pvd demo

Figure 80 - Delete Catalog

2. When prompted to confirm, click OK.

Are you sure you want to delete this item ?

Figure 81 - Delete Catalog (Cont.)

3. A success message box appears:

@ Catalog has been deleted successfully.

Figure 82 - Delete Catalog Success Message

1.5.3.2 Publish Service Catalog

This section emphasizes how to publish service catalogs for end-user of an organization and align dynamic

Ul fields that are mentioned in Manage Cloud Templates. Provider user adds a custom image to service

catalogs.
It has following Options:
e Create Service Catalog

o View Service Catalog

1.5.3.2.1 Create Service Catalog

To publish a new service catalog from imported template of an organization, provider user needs to follow

the below steps:

1. On the Publish Service Catalog screen, click Create Service Catalog tab.
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View Service Catalog Publish Service Catalog

Organization *

Select

Service Type

Select

Description *

Image

Import Service Catalog Service Catalog Library
Platform * Provisioning Endpoint *

Select - Select

Service Name * Object Type *

Select
Process Template Workflow * Maximum number of Instances *
Select v Select

Architecture Diagram Draft Applicable ()

Catalog *

Select

Short Description *

s ©

Cost Applicable ()

Generate APl Json Applicable () Request For Applicable ()

Allow Document Upload ) sLAApplicable @)

Figure 83 - Create Service Catalog

2. Refer to the below table to understand the fields mentioned in the above figure:

Table 10 - Create Service Catalog Fields

Fields

Description

Organization

The name of the organization (business units/ divisions in

organizations)

Platform

The name of cloud service providers

Environment

The cloud endpoints that have been created in MyCloud

Catalog Type

This lists the different types of catalogs

Catalog

Name of the catalog

Service Type

Lists all service types that are created

Service Name

Name of service

Object Type

Type of object that will be provisioned

Process Template Workflow

This is the template for orchestrating tasks sequence

Max. Number of Instances

This template has max no. of instances.

Draft Applicable

To enable draft button on service request.

Cost Applicable

To enable cost button, user must ensure that Ul template must

defined JavaScript function showcost ().

Request For Applicable

To enable "request for" option, this will help user to create request on

behalf of another user.

Generate APl Json Applicable

To enable generate API JSON button on service request. It helps user

to generate API JSON.
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SLA Applicable To enable "SLA (in mins)" option.

Allow Document Upload This will enable the document upload functionality on requester
form.
Architecture Diagram After saving the image from Publish Service Catalog, same image will

display on requester side in first tab when dynamic form will open for
requester. If requester will place a request, then this diagram will be
applicable for that request, and if provider delete or change the

image at service catalog it will not impact on placed request.

Select Organization.
Select Platform.

Select Provisioning Endpoint.

3

4

5

6. Select Catalog.
7. Select Service Type and Service Name.

8. Select Object Type.

9. Enter Short Description and Description of the catalog.
10. Select Process Template Workflow.

1. Select Maximum number of Instances.

12. Upload image file for Catalog Logo.

13. To publish a catalog, click Create.

Click cancel to discard changes. All fields marked with asterisk (*) are mandatory.

14. A success message box appears:

@ Catalog published successully.

Figure 84 - Publish Service Catalog Confirmation Message

15. The new service catalog is published and appears in the list of service catalogs.

This section lists all service catalogs that have been created by provider user.
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Publish Service Catalog

Publish Service Catalog. Import Service Catalog Service Catalog Library

Organization * Platform * Provisioning Endpaint * Service Type

centerDe

[amrte | ctome [ Y b —

eccatalog Tog1Tag2 Brel@m

Window2013 BRel@R
BRzTER
2 RB2TREB

Figure 85 - View Published Service Catalog

It also comprises of the following actions:

74

e Edit (™ ): To modify the details of existing Service Catalogs.

o Delete (') To delete the Service Catalogs.
e Change Status (FG): To Change Status the Service Catalogs.

e Copy to other region (): To copy to other region the Service Catalogs.

e Copy to other endpoint (E): To copy to other endpoint the Service Catalogs.

e Export service catalog (B): To export the Service Catalogs.

To edit/ modify the information of an existing service catalog, provider user needs to follow the below

steps:

j—l

On the Publish Service Catalog screen, click View Service Catalog pane.

2. Select Organization.

3. Select Platform and Provisioning Endpoint.
4. Select Service Type.

5. Click Go.

6.

Available catalogs list down in a tabular view.

7. Click Edit (ﬁ) against the Published Service Catalog to be edited.

Configuration Guide 64



Publish Service Catalog

View Service Catalog Publish Service Catalog Import Service Catalog Service Catalog Library
Organization * Platform * Provisioning Endpoint * Service Type
nelorg v Compute on Demand-vCenter v veenterDev v ~Select- v
Service Name Tags

Associated Process Template Associated Ul Template Service Type
Veenter Service @ VrwareTemplate1960 (Version 1) VMWARUITemplate_Sonal NA VeenterCatalog TaglTag2 RRzTER
Window2019 @ VmwareTemplate1960 (Version 1) VMWARUTempiste_Sonal A Window2019 ReTER
test © Action Process (Version 1) Action Ut A test ReTE®
testl © testiVersion) testul NA Windows Server 2008 evan e

Figure 86 - Edit Published Service Catalog

8. Modify the details as desired and click Update.

9. Click Cancel to discard all changes.

Publish Service Catalog.

Witw Service Catslog Publish Service Catalog Import Service Catalog Servies Catslog Library

Organization * Platform * Provisioning Endpoint * Catalog *

helorg ~ Compute on Demand-vCenter ~ eenterDev v ~Select— v
Service Type Service Name * Object Type * Short Description

Select v Veenter Service Select v Vicenter short description

Description Process Template Workflow Maximum number of Istances s O

Deseription Select- v Setect- v (e Tz =]
Image Architecture Diagram 1 Draft Applicable @) ) Cost Applicable @

[ Generate AP1 Json Applicable () ) Request For Applicable @

) Copy Request Enabled () ) Allow Document Upload @)

[ Staspplicable

£ e

Figure 87 - Edit Public Service Catalog (Cont.)

10. A success message appears:

0 Service Catalog has been updated successiully.

OK

Figure 88 - Edit Catalog Confirmation Message

1.5.3.2.4 Publish Service Catalog Export/Import

Export:
To export a service catalog, provider needs to select Organization, Platform, and Endpoint as per the

mandatory check and click on export icon under the Action column.
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Publish Service Catalog

View Service Catalog Publish Senvice Catslog Import Service Catalog Service CatalogLibrary
Organization * Platform * Provisioning Endpoint * Service Type
1 v p Demand-vCents o Select v
Service Name Tags
Service Name Associated Process Template Associated Ul Template Service Type | catatog Mame ‘ Togs | Action
Se oV £1980 (Version 1) VMVSRUITerpiate_Sonal Na VeenterCatalog TaglTag2 RRzTER
Viindow2019 @ VmwareTemplate1960 (Version 1) VMWARU Template_Sonal NA Window2019 RReIER
st Adion Ut A st RBRR2ZIER
testl testul NA Windows Serves 2008 evan e

Figure 89 - Publish Service Catalog Export

Import:
To import a service catalog, select the Import Service Catalog tab in the Publish Service Catalog screen
and perform the following steps:
1. Upload File
e Provide the preliminary information (Organization, Platform, Provisioning Endpoint, and Upload
File) that is mandatory. If not provided, then it would trigger a validation message.

View Service Catalog Publish Service Catalog Import Service Catalog Service Catalog Library

(DO

Step1 Upload File

Organization * Platform * Provisioning Endpoint * Upload File *

Note- Import the Zip il for Publish Service Catalog.

Figure 90 - Publish Service Catalog Import

While Importing JSON template, region must be mapped with the selected end point region.
Failing this, results to a validation message as shown in the figure below:

Platform Name in Zip file does not match with

selected Platform.

If Object Type does not exist in current environment as per the imported Zip File, then it will
show the validation message as Object Type does exist.

Configuration Guide 66



When we import the zip for all the steps then it checks inactive Resources for all the steps and
if it is inactive they will show the validation message for the same to active or delete the
element to proceed with import.

2. Cloud Template

e Public Cloud - In the case of public cloud, if user selects the Map & Overwrite option as Import
Type, it will overwrite the existing information from the selected zip file and map with same. But if
the user selects the Map Only option, it only maps the template with existing information and do
not overwrite to existing one.
If no matches occur, then only ‘'NEW’ option appears, and it creates a new template as per the
imported information.

e Private Cloud - In the case of private cloud, the NEW option never appears and Map & Overwrite

and Map Only options work similarly as in the case of Public Cloud.

Publish Service Catalog

Organization; HclDrganization Platform: Gosgle Cloud Platform Provisioning Endpoint: GCPProvisioningEndpoint
Step2 Cloud Template
Import Type * Template Name *

® Map & Overwrits () Map Only P

Map & Overwrite- The inform

Map Only- As pe:

Note-

Figure 91 - Publish Service Catalog Import

3. Once the Import Type is specified, click Next.

4. Catalog: In the case of Public Cloud, it works as it per previous. In the case of Private Cloud, it comes
as per the cloud template selected in step 1. If the selected template is not mapped with catalog, it
shows a validation message.

e Catalog Exists in the Current Environment - It works as step 1. If the user selects a cloud
template which is mapped with the catalog to be imported, then it comes as auto selected or is
available in the dropdown to select the mapped catalog.

e Catalog does not exist in the Current Environment - If catalog does not exist in the current

environment, then it will be available for ‘New’ creation.
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Publish Service Catalog

View Service Catalog Publish Servie Catalog Import Service Catalog Service Catalog Library

oD (&)

Step 3 Catalog

Organization: HoCrganization Platform: Google Cloud Platform Provisioning Endpolnt: GCPProvisioningEndpaint

Step 3 Catalog

Import Type * Catalog Name *
® Map & Overwrite ) Map Only

Map & Overwrite- The information 3% per imported Package will overwrite to existing one.

perimp ge, the i map only wil ing ane, not

Figure 92 - Publish Service Catalog Import

5. Click Next.
6. Approval Definition

e Static Approval - If static approval is mapped with the Imported info, then it follows the same
process as for Public Cloud explained in step 2 for NEW, Map & Overwrite and Map Only options.
e Dynamic Approval - If user has imported the dynamic rule, the drop down works as static but
there will be a list of static templates which are tagged to dynamic rule and appear with same

action as New, Map & Overwrite and Map only options.

Publish Service Catalog

View Service Catalog. Publish Service Catalog Import Service Catalog Service Catalog Library

Organization: HclOrganization Platfarm: Google Cloud Platform Prouisiening Endpoint: GCPProvisioningEndpoint

Step 4 Approval Definition

Import Type " Rpproval Template Name *
® Map & Overwrite O Map Only BA

Map & Overwrite- The information as per imported Package will overwrite to existing ane.

Map Only- As per imported Package, the information will map anly with existing one, not be overwitten.

Figure 93 - Publish Service Catalog Import

7. Click Next.

8. Ul Template: The Ul Template Import works similarly as for Public Cloud explained in step-2 as per

the given action.
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Publish Service Catalog

View Service Catalog Publish Service Catalog import Service Catalog. Service Catalog Library

Steps: Ul Template

Organization: HclGrganization Platform: Google Cloud Platform Provisiening Endpoint: GCPProvisioningEndpaint

Step5 Ul Template

Import Type * Ul Template *
® Map & Overwrite ) Map Only GCP New Account v
™ a5 perimp e will overwiite
Map Onily- &s per imported Package, the information will map nly with existing one, not

Figure 94 - Publish Service Catalog Import

If provider user exports any published service catalog, then all existing custom JS functions using in the Ul
should also be export with existing Ul JSON (manageuitemplate.json). Similarly, if provider user imports any
publish service catalog, then all custom JS functions (using in the mapped Ul) should also be import.
9. Process Template
e Process templates - It works similarly as for Public Cloud explained in step-2 for the imported
information.
e This screen also contains the ITSM information which has been imported in step-1ith the same

action as NEW, Map & Overwrite and Map Only.

Publish Service Catalog

View Senice Catalog Publish Senvice Catalog Import Service Catalog Service Catalog Library

Organization: HclOrganiaation Platform: G

le Cloud Platform Provisioning Endpoint: GCPProvisioningEndpoint

Step 6 Process Template

Import Type *

® Map & Overwrite O Map Only

ITSM Details
Configuration_Abhishek ® uap & Cvermrite O Map Only
Map & Overwrite- a4 par impos wite

Map Only. As per imported Package, the information will map orky with existing ne, not be overwritten.

Mote- ITSM user password will not be imported. User has to update the password manually.

Figure 95 - Publish Service Catalog Import

10. Click Next.

1. Publish Service Catalog

e |t publishes the service catalog information for the imported information and works as for public

cloud explained in Step-2.
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Publish Service Catalog
Service Catalog Libeary

View Service Catalog Publish Service Catalog.

@ 9 9 Q
S > O N 4 >

Cloud Platform Provisioning Endpoint: GCPProvisicningEndpoint

Organization: HelOrganizstion Platform: Go

Step 7 Publish Service Catalog
Impart Type * Publish Service Catalog * Service Type *

® Map & Overwrite ) Map Only GCP New Account

Figure 96 - Publish Service Catalog Import

12. Click Next.

13. Preview and Submit
This screen displays the summary of all the steps which the user have selected. There is a Submit

]
button to process all the information related to Imported and Selected information.

e [fany error occurs while processing, it shows an error message on the same Summary page.

Figure 97 - Preview and Submit

14. Click Submit. The system confirms the action. Click OK to confirm.

MyCloud

@ Service Catalog has been imported successfully.

Figure 98 - Confirmation Message
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1.5.3.2.5 Delete Published Catalog

To delete a service catalog, the provider needs to follow the below steps:

1. On View Service Catalog pane, click Delete (.

Go

‘ Service Name Associated Process Template Associated Ul Template Service Type Catalog Name Tags m

Vcenter Service o VmwareTemplate1980 (Version 1) VMWARUITemplate_Sonal NA VeenterCatalog Tagl Tag2 B E‘.: z -
Window2019 o VmwareTemplate1980 (Version 1) VMWARUITemplate_Sonal NA Window2019 B C‘.: z ':
test @ Action Process (Version ) Action Ul NA test RR2TER
testl @ tetiversion) testui NA Windows Server 2008 R2l

Figure 99 - Delete Published Service Catalog

2. When prompted to confirm, click OK.

Are you sure yvou want to delete this item 7

x| o

Figure 100 - Delete Published Service Catalog

3. A success message box appears:

6 Template has been deleted successfully.

OK

Figure 101 - Confirmation Message

1.5.3.2.6 Copy Service Catalog to Other Region

To Copy a service catalog for Other Region, provider needs to follow the below steps:

1. On View Service Catalog pane, click Copy to Other Region ().
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Copy Service Catalog to Other Region(s) X

Provisioning Endpoint*® Template*® Region*

vecenterDev W CloudTempUserNamel w North India v

Service Catalog Detail

Region Service Name * Description”
North India

mservicel‘ Description

Figure 102 — Copy Service Catalog to Other Region

2. When prompted to confirm, click OK.

@ Service catalog(s) copied successfully.

Figure 103 - Success Message

1.5.3.2.7 Copy Service Catalog to Other Endpoint

To copy a service catalog, provider needs to follow the below steps:

1. On View Service Catalog pane, click Copy to Other Endpoint (E).

Copy Service Catalog to Other Endpoint(s)

Source Details

Organization Platform Provisioning Endpeint

HelOrganization Campute on Demand-vCenter vCenterProvisioning

Destination Detalls

[ = o -

JSFunctionEndpoint. VMware - Testing

myclwin2k1s v | [ v Testing \
O SDKvmwaredewol VMware - Testing ~Select- v VMviare - Testing
O TestOne VMware - Testing —Select- v VMware - Testing
o VMwarePerfEndpoint VMware - Testing Select v VMviare - Testing

Figure 104 - Copy Published Service Catalog to Other Endpoint

2. When prompted to confirm, click OK.

Configuration Guide



@ Service catalog(s) copied successfully.

Figure 105 - Success Message

1.5.3.2.8 Service Catalog Library

This section lists out of box catalog library to import.

Publish Service Catalog

fee Catalog. L jee Catalog jee Catalog Serviee Catalog Library

Figure 106 - Service Catalog Library

Select a platform and click the GO button. List of existing Service Catalog Library shown below :-

Publish Service Catalog

jce Catalog i atalog jce Catalog. Service Catalog Library

Platform” Search keywerd

Microsoft Azure v Search your catalog here “
‘ Red Hat Enterprise Linux 8.0 Bl vindows server 2019 Datacenter
11
Red Hat Enterprise Linux 6. is t
.1 prem

Figure 107 - List of Existing Service Catalog Library

Select a Service Catalog Library and click on Import Button the page redirect to Import Service Catalog

Tab.
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Publish Service Catalog

View Service Catslog Publish Service Catalog

Service Catalog Library

(B

Step 1 Provide Organization and Platform Information

Organization * Platform * Provisioning Endpoint *

Select v Select v Select:

Figure 108 - Import Service Catalog by Existing Service Catalog Library

Select an Organization, Platform automatic selected as per existing Service Catalog Library and Select a

Provisioning Endpoint then click Next button.

Publish Service Catalog

View Seniice Catalog Publish Senvice Catalog Import Senice Catalog Service Catalog Library

Step 1 Provide Organization and Platform Information

Organization * Platform *

Microsoft Azure

Figure 109 - Import Service Catalog by Existing Service Catalog Library

After that Refer to 1.6.3.2.4 Section for Import Service Catalog.

1.5.3.3 Publish Action

Through this module, a provider user can map action and respective process workflow templates to an
object type like Virtual Machine (VM), load balancer, RDS etc. For an organization. The workflow will be

triggered or executed after an action request is placed on an object (once it gets provisioned).

1.5.3.3.1 Create Publish Action

To add a publish action in MyCloud, provider user needs to follow the below steps:

1. Click Publish Action under Service Catalog menu and then click Create Publish Action.
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Publish Action

WView Publish Action Publish Action Import Publish Action

Organization * Platform * Object Type *

Select: v Select: v Select

Action * Process Template Workflow * Togs @

Select— v —Select- v
2 Display Action @ O Generate API Json @ O Crangs Window @

[ Allowed In Grace Period () ([ Allow Document Upload () SLAApplicable ()

Filters

Filter Types Filter Operator Filter Value

Figure 110 - Publish Action

Select Organization.

Select Platform.

Select Object Type.

Select Action.

Select Process Template Workflow.

Enter Tags.

Select Filter Type, Filter Operators, Filter Value for rule filters.

© ® N O O A WD

To map the publishing action to selected object type, click Create.

10. A success message box appears.

@ Action created successfully.

Figure 111 - Add Publish Action (Cont.)

All the fields marked with asterisk (*) are mandatory. Click reset to discard changes.

N. The Publish Action is created and appears.

1.5.3.3.2 View Publish Action

This section lists out all the object actions that have been created by provider user.
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organization *

Object Type
helorg ~ dwCent ~ Al ~
ActionPiyushl Virtual Machine  TempTestPiyushl (Version 1) No Yes ™4 2. T 2 9
ActionPiyush? Virtual Machine TempTestPiyushz (Version 1) No Ves T J4- & T [ 0
ActPiyushé Virtual Machine TempProcessPiyush4 (Version 1) Yes Yes 1~ J, 2 £-"

Figure 112 - View Action

It also comprises of the following actions:

o Edit (i): To modify the details of existing object actions

e Delete (T): To delete the actions of existing objects

e Configure Conflict Action (#ﬂ‘“): To configure the conflict action settings.

iy
e Configure Export Action ( L4 ): To Export the Publish action with all depended resources .

1.5.3.3.3 Edit Published Action

To edit/ modify an assigned publish action in MyCloud, provider user needs to follow the below steps:

1. On the Publish Action screen, click View Publish Action.
2. The Edit Pane appears as shown in Figure 113 - Edit Action (Cont.).

3. Click Edit (i) against the Publish Action to be edited. It redirects the user to Create Publish Action
pane.

4. Modify the details as desired and click Update.

Publish Action

View Publish Action Publish Action
Organization * Platform * Object Type *
hclorg ~ Amazon Web Services ~ Amazon Kubernetes Cluster ~
Action * Process Template Workflow * Tags @

ActionCreatedByPiyushToTestActionColumnScatterre™ Process_BPCiscolntersightTesting-AWS (Version 1)

Display Action ) O Generate AP1Json @) O Schedulable Action @)

CJ change Window @ [ Allowed In Grace Period ) 1 1T Verification Enabled @)

O sLaApplicable @)

Filters

Filter Types Filter Operator Filter Value

—Select— ~ @@

Figure N3 - Edit Action (Cont.)

5. A success message box appears.
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a Action has been updated successiully.

OK

Figure 114 - Confirmation Message

1.5.3.34 Delete Action

To delete a publish action from MyCloud, provider user needs to follow the below steps:

1. On the View Publish Action pane, click Delete ().

Drediiiisdd]
R e e S ey ey ey
ves ™ 21 B0

ActionPlyush Virtual Machine TempTestPiyushl (Version 1) No

ActlonPlyush? Virtual Machine  TemplestPlyush2 (Version 1) No Yes 0 J 2%

ActPiyushd Virtual Machine TempProcessPiyush4 (Version 1) Yes Yes 1\ \L 2 t B 0

Figure 115 - Delete Object Action

2. When prompted to confirm, click OK.

Are you sure you want to delete this item 2

o | care

Figure 116 - Delete Object Action

3. A success message box appears.

@ Record deleted successfully.

OK

Figure 117 - Confirmation Message

4. Click OK.
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1.5.3.3.5 Export Publish Action

To Export a published action from MyCloud, provider user needs to follow the below steps:

1. On the View Publish Action pane, select organization and platform click Export Action (

Publish Action

View Publish Action Publish Action Import Publish Action
Organization * Platform * Object Type

helorg ~ Campute on Demand-vCenter ~ Al ~
Sav e

Action Name [ L — | cenerstarpision | schesuistenction | sequence | acvon |

ActionPiyushl Virtual Machine TempTestPiyushi (Version 1) No Yes T N3 2T 2%

ActionPiyush? Virtual Machine TempTestPiyush? (Version 1) No ves M 2T

ActPiyushé Virtual Machine TempProcessPiyush4 (Version 1) Yes ves ™4 a4

ActionPasswocdl Vitual Machine  ProcessTempPiyushi (Version 1) No. o ™~ 2T 2%

Figure 118 - Publish Action

2. After clicking the export button open custom table export window.

Publish Action Export
Note: I you want to include as a part of publish action.

Available Custom Tables Selected Custom Tables

1

AbhishekNewTable
CustomTable_PSTesting 2
Final_Testing1234
PBI15212

Tablel

TableA

TableA2

test

TestAbhi

EEED

Figure 119 - Publish Action Export

LA

3. In the Export Window If you need to select the table name available in the custom table section,

move to the selected custom tables section, and after that, click the export button to export a JISON

zip folder.

1.5.3.3.6 Configure Conflict Action

To configure an object action from MyCloud, provider user needs to follow the below steps:

1. On the View Publish Action pane, click Configure Conflict Action (*).
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Save Sequence

I e e e e e
) No Ve 1 J 2T %

Dem Filles Virlual Machine Taglest (Version |

el Miavin Virtual Machine Asire: 23 May lemplale (Version 1) No No T NA PAIE:Y
Navintestl virtual Machine Azure 23 May template (Version 1) No Ne ar J 2
navintest2 virtual Machine Azure 23 May template (Version 1) No No ™~ 2
G0
Sonal Aclon Wirlual Michine 11 (Version 1) e e 1 b PAIEN ]

Figure 120 - Configure Conflict Action

Configure Conflict Action : virtual Machine X

Kindly check conflicted action for Virtual Machine. i.e. If checked actions are under fulfillment then request for Virtual Machine could not be placed.

Demo 28 Generic Filter
DemoFilterAction
testNavin

Navintestl

navintest2

Sonal_Acton

O 0D 00 00O

sonal_test

Save Close

Figure 121 - Configure Conflict Action (Cont.)

2. Click on the checkbox and Save to configure the Conflict Action.

1.5.3.3.7 Import Publish Action

— New: When imported, key information does not exist in the current environment based on
required parameters such as platform, provider, object type, etc. It will create a new entry for the
ongoing step as per the selected Zip file.

— Map & Overwrite: When imported information already exists in the current environment, it will
appear, and on selection, it will overwrite the existing information from the selected Zip file.

— Map Only: When imported information already exists in the current environment, it will appear,

and on selection, it will map with the existing information and not overwrite the existing one.

To Import a published action from MyCloud, provider user needs to follow the below steps:

Step- 1 - Upload File: User need to select preliminary information that is mandatory if not then it would
trigger a validation message. As mentioned below:

a. Organization: Select the organization where you need to import the published action.

b. Platform: Select the platform where you need to import the published action.

c. Upload: Click the upload file button and choose import zip file for import.
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HCL DRYICE
MyCloud

(8) user Cost Model

|2 My Reports §8 Organization ] service Catalog. 88 workflow Management

2 reac @) My Account B master

Publish Action
View Publish Action Publish Action Import Publish Action

Step 1: Upload File

Step 1 Upload File

Organization * Platform * UploadFile *

Select- v ~Select- v

Note- Import the Zip file for Publish Action.

Figure 122 - Upload File

If a user does not select an organization or platform, and clicks the next button. then the alert message
below will be shown.

— When organization is not selected

MyCloud

@ Please select Organization.

Figure 123 - Organization Not Selected

— When Platform is not selected

MyCloud

@ Please select Platform.

Figure 124 - Platform Not Selected

— When uploaded file is not a Zip folder
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MyCloud

@ Please upload a valid Zip file.

Figure 125 - Invalid Zip File
When an invalid zip file that is imported and is not mapped to the correct platform, the alert message
shown below appears.

— When a zip file without valid content is uploaded.

MyCloud

6 Incorrect Zip File or Content.

Figure 126 - Incorrect Zip File/Content

— When selected platform and uploading zip file platform are not the same.

MyCloud

Platform Name in Zip file does not match with

=1

selected Platform.

Figure 127 — Platform Name does Not Match
Click on Next to validate that the object type exists for which the publish action import is being processed

and it will show the validation message for the same.

Configuration Guide 81



MyCloud

e Action: "Add Disk (AddDisk)" already exists for
platform "Compute on Demand-VMware(VM)" in
an inactive state. Please change the state or
delete it before importing the Action.

Figure 128 - Validation Message
Step 2 - Approval Definition

e Approval Exists in the Current Environment: If Approval exists in the current environment, Map

Only and Map & Overwrite options will available.

e Approval does not Exist in the Current Environment: If Approval does not exist in the current

environment, then it will be available for "NEW" creation.

e Approval does not Exist in the Current Environment: If approval does not exists in the imported

file then it will skip the approval definition step and it goes to Ul template step.

Publish Action

View Publish Action Publish Action Import Publish Action
Step 1: Upload File Step 2: Approval

Definition
Organization: hclorg Platform: Compute on Demand-vCenter Object Type: VM
Step 2 Approval Definition

Import Type Approval Template Name *

® Map &Overwrite ) Map Only 2evelApp v

Map & Overwrite- It will overwrite the existing information from selected Zip file.

Map Only- It will map with the existing information and will not overwrite to existing one.

Figure 129 - Approval Definition
Step 3 - Ul Template

e Ul Template Exists in the Current Environment: If Ul Template exists in the current environment,

Map Only and Map & Overwrite only options are available.

e Ul Template does not Exist in the Current Environment: If Approval does not exist in the current

environment, then it will be available for "NEW" creation.
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Publish Action

View Publish Action Publish Action Import Publish Action

5 'é] (o)
Ne__ A
Step 1: Upload Step 2: Approval Step 3: Ul Template
File Definition
BASIT (Map &
Overwrite)

HCLOrg Compute on Demand-vCenter Object Type: Virtual Machine

Step 3 Ul Template

Import Type * Ul Template *
© Map & overwrite O Map Only Multi Key Value Control test v

Map & Overwrite- It will overwrite the existing information from selected Zip file.

Map Only- It will map with the existing information and will not overwrite to existing one.

Figure 130 - Ul Template

Step 4 - Process Template

® Process Template Exists in the Current Environment: If Process template exists in the current
environment, map and Map & Overwrite only are options.

® Process Template does not Exist in the Current Environment: If Process template does not exist
in the current environment, then it will be available for "NEW" creation.

e Process Template map ITSM information that has been imported with the same actions as NEW,

Map & Overwrite, and Map Only option.

Publish Action
View Publish Action Publish Action Impart Publish Action
o e .
(D (¢] e )
\ / / \ N
Step 1: Upload File Step 2: Approval Step 3: Ul Template Step 4: Process
Definition Template
testui (Map &
2-level-App (Map & Overwrite)
Overwirite)

Organization: helorg Platform: Compute on Demand-vCenter Object Type: Vi

Step 4 Process Template
Import Type * Process Template Name *

® Map & Overwrite (O Map Only test v

Map & Overwrite- It will overwrite the existing information from selected Zip file.

Map Only- It will map with the existing information and will not overwrite to existing one.

Note- ITSM user password will not be imported. User has to update the password manually.

Figure 131 - Process Template

Step 5 - Action

e Action Exists in the Current Environment: If Action exists in the current environment, Map Only

Option will appear.
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e Action does not Exist in the Current Environment: If Action does not exist in the current

environment, then it will be available for "NEW" creation.

Publish Action

View Publish Action Publish Action Import Publish Action
] 4 "4 83 (v )
Step 1: Upload File Step 2: Approval Step 3: Ul Template Step 4: Process Step 5: Action
Definitior . Template
testui (Map & testPiyush1 (New]
2-level-App (Map & Overwrite) test (Map & Overwrite)
Overwrite]

Organization: hclorg Platform: Compute on Demand-vCenter Object Type: VM

Step 5 Action

Import Type * Imported Value

® New testPiyushl

New- It will create new Action as per selected Zip file.

Figure 132 - Action

Step 6 - Publish Action
e Publish Action Exists in the Current Environment: If Publish Action exists in the current
environment, Map Only and Map & Overwrite only are options.
e Publish Action does not Exist in the Current Environment: If Publish Action does not exist in the

current environment, then it will be available for "NEW" creation.

Publish Action
View Publish Action Publish Action import Publish Action
] [§] "4 1} v L)
Step 1: Upload File Step 3: Ul Template Step 4: Process Step 5: Action Step 6: Publish
Action

testPiyush (New

test (Map & Overwrite)

Organization: hclorg Platform: Compute on Demand-vCenter Object Type: VM

Step 6 Publish Action

Import Type * Publish Action *

©® Map & Overwrite O Map Only testPiyushl v

Map & Overwrite- It will overwrite the existing information from selected Zip file.

Map Only- It will map with the existing information and will not overwrite to existing one.

Figure 133 - Publish Action

Step 7 - Upload Custom Table
Upload custom table is being populated with the table name which has been imported, and it checks the

existence in current environment.
e New - It does not exist in the current environment

Configuration Guide 84



e Existing — Already exists

in the current environment

Once the user will click upload table and next it will upload the selected row only one by one and update

the status.

e Not Initiated - Initial sate once no action has performed

e Success - It will process

successfully

e Fail - when error occurred

Every time it will drop the existing table from the current environment and recreate the table.

If Imported Zip does not have table or it has been exported without custom table, then in this case it will

automatically skip the upload custom table step and goes to summary page of the import screen.

Publish Action

View Publish Action Publish Action Import Publish Action
o /
= b J =) v o g:)
S S
Step 1: Upload Step 2: Approval Step 3: Ul Template Step 4: Process Step 6: Publish Step 7: Custom
ile Defir Template Action Table Import
Value
BA+IT (Map & Map & multi key value
Overwrite) control te: &

Step 7 Upload Custom Table

_
1 1

AbhishekNewTable
CustomTable_PSTesting 2

Final_Testing1234

PBI15212

O

Organization: HCLOrg Platform: Compute on Demand-vCenter Object Type: Virtual Machine

Existing Not Initiated
Desc TableA Existing Not Initiated
Custom Table for PS Testing. Existing Not Initiated
Desc Final Testing1234 on this Build. Existing Not Initiated

Kislay AP| 15212 Existin Not Initiated

Figure 134 - Upload Custom Table

Step 8 - Preview and Summary

e This will be a summary of all the steps that you have selected. There will be a submit button to

process all the informati

on related to Imported and Selected information.

e |If any error occurs while processing, it will show an error message and be on the same summary

page.
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Publish Action

View Publish Action Publish Action Import Publish Action

9 9 9 o 9 @ 9 I

s X ( )
] 4 o th v = | B8 | @ |
Step 1: Upload Step 2: Approval Step 3: Ul Template Step 4: Process Step 5: Action Step 6: Publish Step T: Custom Step 8: Preview
File Definition . . Action Table Import and Submit
Multi Key Value multi key value
BAIT (Map & Control test (Map & control test (Map multi key value
Overwrite) Overwrite) Only) control test (Map &
Overwrite)

Organization: HCLOrg Platform: Compute on Demand-vCenter Object Type: Virtual Machine

Step 8 Preview and Submit

e e e

Approval Definition Map & Overwrite BAHT

Ul Template Map & Overwrite Multi Key Value Control test
ITSM Details N/A

Import Process Template Map & Overwrite Multi Key Value Control test

Figure 135 - Preview and Summary

MyCloud

@ Publish Action imported successfully.

Figure 136 — Success Message

1.5.3.4 Manage Action

This section explains how actions that are assigned to an object type in an organization, are managed
through this module. This section has the following options:
e Create Action

e View Action

1.5.3.4.1 Create Action

To create object actions in an organization, the provider needs to follow the steps below:

1.  Onthe Manage Action screen, click Create Action.
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Manage Action

Figure 137 - Add Action

2. Refer to the below table to understand the fields mentioned in the above figure:

Table 11 - Add Action

Fields Description
Action Code It is a code to initiate an action against the infrastructure resources
Action Name Name the action as per the user
Action Description Highlight the purpose of the action

Enter Action Code and Action Name.
Enter Action Description.

To add object action, click Save.

o o A W

A success message box appears.

6 Action Code has been saved successiully.

oK

Figure 138 - Confirmation Message

All the fields given with asterisk (*) mark are mandatory.
1.5.3.4.2 View Action

This section lists all the provider users that have been created by MyCloud Admin.
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Manage Action

View Action Create Action

567890Ghjhfhj8: hfhjith__JHGyhfygjhi_jhgdnjshs  567880Ghjhihjs hihjfth__JHGyhfygjhi_jhgdnjshs  567890Ghjhfhjs hihjfth__JHGyhiygihi | & @ {2
hgdnjshs

Actionl Action1 When provider is creating custom js function VACITY
from popup, same function will be save in
database and after getting confirmation from
database, same function will be the part of
MCLD.Function.CustomFunc

Action10 Action10 PACIH

Figure 139 - Edit Action

It also comprises of the following actions:
o Edit (i): To edit/ modify the details of existing actions
e Add ((-B): To add the actions

e Change Status (Fa ): To change the status of the action as active / inactive.

1.5.3.4.3 Edit Action

To edit/ modify existing actions in an organization, provider user needs to follow the below steps:

1.  On the Action Master screen, click View Action.

2. Click Edit (z).
3. Modify the details as desired and click Update.

Object Action Mapping

View Action Create Action

Action Code * Action Name *
start Start.

Action Description Is Active

£

Start VM

Figure 140 - Edit Action (Cont.)

All the fields marked with asterisk (*) are mandatory.

4. A success message box appears.
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a Action has been updated successiully.

OK

Figure 141 - Edit Action (Cont.)

1.5.3.4.4 Action Mapping

To map the actions to an object type in MyCloud, provider user needs to follow the below steps:
1. Onthe Object Action Mapping screen, click View Action.
2. Click Add (®) against the action code to be mapped to an object type.

3. It prompts the following window:

Action Object Mapping

Action : Action1 / Action Code: Actionl

Platform* Object Type *

.
et e

Virtual Machine (Vi) Amazon Web Services 2

Figure 142 - Action Object Mapping (Cont.)

4. Select Platform.

5. The object type configured in a selected platform appears in the Object Type text box.
6. Select the Object Type.

7. Click Create.

Action Object Mapping

Action : Action1 / Action Code: Actionl

Platform* Object Type *

~Select- v ]

Virtual Machine (Vi)

Amazon Web Services

Figure 143 - Action Mapping (Cont.)
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All the fields marked with asterisk (*) are mandatory.

8. A success message box appears.

6 Action has been mapped successiully.

OK

Figure 144 - Action Mapping (Cont.)

9. The action is mapped to an object type and appears in a list of mapped action.

1.5.3.4.5 Change Status

To change the status of an action, provider user needs to follow the below steps:
1. On the Object Action Mapping screen, click View Action.
2. Click Change Status (9) against the action code to change the status from active to inactive and vice

versa.

Are you sure to change the Action status?

Figure 145 - Change Action Status

3. Click OKto change the status. A success message box appears.

@ Action status has besn updated successfully.

Figure 146 - Confirmation Message

1.5.4 Manage Billing Configuration
This section details the steps to manage cloud billings.
1. On the main menu bar, click Master and then click Manage Billing Configuration.

2. The section has the following options:
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e Add Mapping
e View Mapping

To add configuration of billing, provider user needs to follow the below steps:

1. On the Manage Billing Configuration screen, click Add Mapping.

Manage Billing Configuration

Wiew Mispping Add Mapping

Platform *

Sl -

Figure 147 - Add Mapping
2. Refer to the below table to understand the fields mentioned in the above figure:

Table 12 - Add Mapping (Azure)

Fields Description
Platform The field lists down the cloud service providers
Enrolment ID Signifies unique enrolment ID provided by Microsoft
Secret Key To access account secret key is required associated with account
Currency The field list down the available currencies i.e., INR, USD, EUR etc.

Select Platform. Enter details based on the platform selected.

3
4. Select Subscriptions (Endpoints).
5. Click Save.

6

A success message box appears as below:

@ Subscription Mappad Successfully

Figure 148 - Add Mapping (Cont.)

All the fields given with asterisk (*) mark are mandatory.

The mapping for the subscriptions is created and appears in the View Mapping.

This section lists all the configurations that have been created by provider user.
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Manage Billing Configuration

View Mapping Add Mapping

Platform *

S = S
Amazon Web Services MonthlyReports HCL _ _ awssillingEndPoint ©® TS

Figure 149 - View Mapping

It also comprises of following actions:
o Edit (z): To Modify the details of Existing Mapping
e View ( @): To View the Details of Existing Mapping
o Delete (T ): To delete the Mappings

e Map Tags (%): To do tags & column mapping (applicable only for amazon)

1.5.4.3 Edit Mapping

To edit/ modify the assigned mapping of subscription or configuration of billing access key, provider user
needs to follow the below steps:
1. On Mange Billing Configuration screen, select View Mapping.

2. Select the Platform Type.

Click Edit (z). Modify the desired details.
4. Click Update to save the changes.

Manage Billing Configuration

View Mapping Add Mapping

Platform * BucketName* () Accountid* )

Amazon Web Services v MonthlyReports_HCL _
Access Key* Secrat Key
Subseriptions *

B awsittingendroint (N [ \awsrmisimin;(-

Dvenkytest (12345678) D) AllocateusingaP! (AllocateUsingaPI)

| AWSProvisioningCyberArk (_

Figure 150 - Edit Mapping

5. A success message box appears.
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@ Subscription Mapped Successfully

OK

Figure 151 - Edit Mapping (Cont.)

All the fields marked with asterisk (*) are mandatory.

1.5.4.4 Delete Configuration

To delete a configuration from MyCloud environment, provider user needs to follow the below steps:
1.  On View Mapping pane, select the Platform Type.

2. Click Delete (T') against desired configuration.

Billing Confi;
View Mapping. ‘Add Mapping
Platform *
mmmmmwm Jekantid Data SetRame e _

Cloud 242713

Platfarm

Figure 152 - Delete Mapping

3. When prompted to confirm, click OK.

This will delete mapping for all associated
subscription for this platform. Are you sure you
want to delete?

Figure 153 - Delete Mapping (Cont.)

4. A success message box appears.
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@ Data has been deleted successfully.

OK

Figure 154 - Delete Mapping (Cont.)

1.5.4.5 View Configuration

To view the configuration of amazon cloud, follow the steps below:

1. On View Mapping pane, under Action, click on View Configuration.

Cloud Billing Mapping Detail

PlatformiD SubscriptionlD SubscriptionMame

24 T13534T814T3 AWSBillingTest2 (T18534781473)

Figure 155 - View Mapping

2. A pop-up window with Configuration details like PlatformID, SubscriptionlD & SubscriptionName
appears as above.

1.5.4.6 View Tag Mapping

To edit/modify the mapping of Amazon cloud, follow the steps below:

1. On View Mapping pane, under Action, click on Tag Mapping.

Manage Billing Configuration

View Mapping Add Mapping

Platform*

Amazon Web Services v
m Seciettiane feeonnt m
Amazon Web Services MonthlyReports_HCL _ _ AwsBillingEndPoint ®2%

Figure 156 - Tag Mapping

2. A pop-up window with Tag and Column mapping appears as below:
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Tags/Columns Mapping

Tag Value Mapping Column

Customl Customl v
Tag Value Mapping Column

Custom2 Custom2 v
Tag Value Mapping Column

Custom3 Custom3 v
Tag Value Mapping Column

Customd Custom4 v
Tag Value Mapping Column

Customs Custom3 v
Tag Value Mapping Column

Custom6 Customb v

-

Save Close
-

Figure 157 - Tag Mapping (Cont.)

3. Modify the desired details.
4. Click Save.

5. A success message box appears.

@ Tags saved successfully

OK

Figure 158 - Tag Mapping (Cont.)

Tag Mapping is only available for AWS. To View any of the Listed Mappings, click View @

1.5.5 Release /Reserve IP

This section details out the steps to releaselPs which remained unutilized in private cloud environment. To

release IP, provider user needs to follow the below steps:
1. On the Release/Reserve IP screen fill the below information:
2. Select Organization, Platform and Provisioning Endpoint.

3. Lastly, select Cluster and Network.
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Release IP

Cluster * Network *

~Select- v —Select- v ﬂ

Figure 159 - Release IP Home Screen

Release IP

Organization * Platform * Provisioning Endpeint *

Network Type * Distributed Switch Name*

Virtualization - Distributed Switch N Select

Figure 160 - Release IP Home Screen for Cisco Intersight
4. Refer the below table to understand the fields mentioned in the above figure:

Table 13 - Release IP

Table Field Description
Organization Name Of the Organization (Business Units/Divisions in Organizations)
Platform Name of the cloud service providers
Provisioning Endpoint The cloud endpoints that have been created in MyCloud
Cluster It lists the clusters associate with cloud platform.
Network It lists the network associate with cloud platform
Network Type It is the network type applicable for Cisco Intersight, possible values could

be distributed switch or distributed network

Distributed Switch Name It lists the distributed switch name for Cisco Intersight

Distributed Network Name It lists the distributed network name for Cisco Intersight

All fields marked with (*) are required.

5. Click Go.
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00X XX
XHXXX

XXXX

Bl Reserved MMM NotReserved

Figure 161 - Release IP Details

6. Refer the below table to understand the fields mentioned in the above figure:

Table 14 - Release IP Details

Field Description
IP List of IP
Is Used Whether IP is in use or not
Active Whether IP is in active state
Action To release the allocated IP, release IP action is available. And to reserve the
released IP, reserve IP action is available.
Select To select multiple IP address for bulk IP release

7. Click Release ().

8. A confirmation message appears as below.

Are you sure to release this IP 7

O | Cancal |

Figure 162 - Confirmation of Release IP

9. Click Ok to Release or Cancel to Discard the action.
10. Click OK.

1. A success message box appears as below.
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@ P has been released successiully.

Figure 163 - Success Message

12. Click Reserve ([8).
13. A popup box appears as below.

Reserve IP

Object ID*
NIC Prefix*

Comments

Reserve Close

Figure 164 - Popup Box For Reserve IP

14. Enter Object ID, NIC Prefix, and Comments.
15. Click Reserve to Reserve the IP or Close to close the popup.

16. On clicking Reserve, a confirmation message appears as below:

@ Are you sure to reserve this IP?

Figure 165 - Confirmation for Reserve IP
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17. Click Ok to reserve or Cancel to discard the action.
18. Click OK.

19. A success message box appears as below.

@ IP has been reserved successfully.

Figure 166 - Success Message For Reserve IP

20. Select multiple IP addresses for bulk IP release.

S558 S8S

O |

‘
e

Figure 167 - Success Message for Bulk IP Release

21. Click on Release button.

22. A success message box appears as below:

@ IP has been released successfully.

Figure 168 - Success Message for Bulk IP Release

1.5.6 Manage Public Cloud Advisory

This section details the steps to manage public cloud advisory module.

1. On the main menu bar, click Master and then click Manage Public Cloud Advisory. It has following

options:
e Add New Configuration

o View Configuration
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HCL DRYICE

MyCloud

| My Reports 58 oreanization ) Service Catalog 83 viorkdiow Management (8) User Cost Model P reac (@) Myhccount & Cloud Advisory B e Logs

Manage Public Cloud Advisory

View Configuration Add Configuration

Platform* Report Type

Select Al

Figure 169 - Manage Public Cloud Advisory

1.5.6.1 Add New Configuration

To add a public cloud advisory configuration, provider user needs to follow the below steps:

1.  On Manage Public Cloud Advisory screen, click Add New Configuration.

Manage Public Cloud Advisory

View Configuration Add hew Configuration

Platform” Report Type” Subscription”

~Select- e -Select-- v -Select-- ~

Use Subscription Access Details*

Yes R

Figure 170 - Add New Configuration

Select Platform.
Select Subscription.
Select Use Subscription Access Details.

Click Save.

o o b~ 0D

A success message box appears.

@ Subscription Mapped Successfully

Figure 171 - Confirmation Message

All the fields marked with asterisk (*) are mandatory.
1.5.6.2 View Configuration

This section lists out all the subscriptions that have been created by provider user. It has following actions:

e Edit (£): To modify the details of existing configurations
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1.5.6.3 Edit Configuration

To edit/modify the assigned mapping of subscription or configuration of public cloud advisory, provider
user needs to follow the below steps:

The screenshot below is in reference to AWS:

1. Select View Configuration and then click Edit (%).

Manage Public Cloud Advisory

fguration Add Configuration

Report Type

mazon Web Services v Advisory v
Subscription Name AWS AccountID AWS AccessKey Use Subcription Report Type
Details For Access
— — iy e 26

AWSBillingEndPoint (7165
23076871

GEmdmEeE || | =

2611)

[16701022611)

Figure 172 - Edit Configuration

2. Refer to the below table to understand the fields mentioned in the above figure:

Table 15 - Edit Configuration

Fields Description

Subscription Name Highlights the endpoint subscription of a cloud service provider

AWS Account ID Signifies unique identity of AWS account generated by AWS

AWS Access Key Access key is key to access subscription programmatically

Is Same as Platform Signifies whether MyCloud uses same configuration of endpoint or different

Action Provider user to take actions like edit against listed configurations

3. Modify the desired details.

Manage Public Cloud Advisory

View Configuration Add New Configuration

Platform” Report Type* Subscription®
Amazon Web Services (AWS) v Advisory W AWSAdvisory (876584337930) v

Use Subscription Access Details®

Yes =4

Figure 173 - Edit Configuration Cont.

4. Click Update to save the settings.

5. A success message box appears.
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@ Subscription Mapped Successfully

Figure 174 - Confirmation Message

All the fields marked with asterisk (*) are mandatory.

1.5.7 Performance Configuration
This section details the steps to configure performance parameters like CPU utilization, memory utilization,
and many more from an endpoint/ cloud platform.
1. On the main menu bar, click Master and then click Performance Configuration.
2. It has the following options:
e Add Mapping
e View Mapping

1.5.7.1 Add Configuration

To add configuration, provider user needs to follow the below steps:
1. On the Performance Configuration screen, click Add Mapping.

2. Screenshot below is with reference to azure.

Performance Configuration

View Mapping Add Mapping

Platform* Subscription* Storage Account Name®

Microsoft Azure v —-Select-- v

Storage Access Key* Resource Group

Enable Performance

Note: Data on Performance reports will be available only after resources are allocated to Organization.

Figure 175 - Add Mapping

3. Refer to the below table to understand the fields mentioned in the above figure:

Table 16 - Add Mapping

Field Description

Platform The field lists down the cloud service providers

Subscription List the endpoints created

Configuration Guide 102



Storage Account Name Name of storage account where performance data needs to be picked

Storage Access Key Required to access storage account programmatically

Resource Group Name of the resource group where storage account exists. This is a logical

boundary created to manage resources as per their usage

Select Platform.
Select Subscription.
Provide Storage Account Name and Storage Access Key.

Click Enable Performance.

® N o o A

A success message box appears as below:

@ Subscription Mapped Successfully

OK

Figure 176 - Add Mapping (Cont.)

All the fields marked with asterisk (*) are mandatory.

The mapping is added and gets listed.

1.5.7.2 View Mapping

This section lists out all the configurations that have been created by the provider user.

Performance Configuration

View Mapping Add Mapping

nd-Hyper v 2012

Figure 177 - View Mapping

It also comprises of following actions:
o Edit (ﬁ): To modify the details of existing configurations
e Reinitiate (O): To reinitiate the configurations

e Schedule ([3): To schedule data frequency and max retry count of an existing configuration.
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1.5.7.3 Edit Mapping

To edit/modify the assigned mapping of subscription or configuration of performance access key, provider
user needs to follow the below steps:

1. On the Performance Configuration screen, select View Mapping.

2. Click Edit (z) against the configuration that needs to be edited.

Edit Cloud Performance Configuration

Platform : AMAZON WEB SERVICES (AWS) Subscription: AWSTEST (623215602348)

Status*

Enable

Figure 178 - Edit Mapping

Select Status as Enable/Disable.

4. Click Update to save the changes.

1.5.7.4 Reinitiate Mapping

To reinitiate the performance job. Provider user needs to follow below steps:

1. On The Performance Configuration Screen, Select View Mapping.

2. Click Reinitiate (O) against the configuration that needs to be reinitiated.

3. A success message appears.

@ Records Relnitiated succassfully.

OK

Figure 179 - Reinitiate Mapping

4. Selected configuration reinitiated successfully.

1.5.7.5 Schedule Mapping

To schedule the performance job, provider user needs to follow below steps:

1. On the Performance Configuration screen, select View Mapping.

2. Click Schedule (r(D“) against the configuration that needs to be scheduled.
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Scheduling Cloud Performance Configuration

Platform: MICROSOFT AZURE (ARM} Subscription: ARMDEV

Data Frequency (Mins) * Max Retry Count *

DataFrequencyinMins Max Retry Count Update

Figure 180 - Schedule Mapping

Enter Data Frequency (Mins) and Max Retry Count.
4. Click Update.

A success message appears.

@ Records Updated succassfully.

OK

Figure 181 - Success Message

1.5.8 Manage Email
This module helps provider user to manage emails that get triggered as notification for various events like
VM Provisioning, VM Customization (Change Size, Disk, Start, Stop), Decommission, Custom Task
Execution.

1. On the main menu bar, click Master and then click Manage Email.

Manage Email
Wiew Email Histary

Email Type® Email Status Evant Typs

~Select v Al ~ All- v

From Date To Date

10/05/2022 14:47 10/06/2022 14:57

OR Search By

Request No

Figure 182 - Manage Email

2. Refer to the below table to understand the fields mentioned in the above figure:

Table 17 - Manage Email

Field Description
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Email Type Type Of Email - Either Approval, Final Intimation or Other

Email Status Current Status of The Email.

Event Type Activity Done Under MyCloud Areas Like Approval, Cancel Etc.
From Date Start Date Range

To Date End Date Range

Request No. MyCloud Request No., To View Email Status.

3. This has following sections:
e View Email

e History

Through this tab, provider user can view mails which have been triggered by MyCloud for various events.
To view, provider user needs to follow the below steps,

1. Click View Email.

Manage Email

Email Type® Email Status Event Type
select I Al

From Date To Date

OR Search By

Request No

Figure 183 - View Email
2. Refer to the below table to understand the fields mentioned in the above figure:

Table 18 - View Email

Field Description
Email Type Type Of Email - Either Approval, Final Intimation or Other
Email Status Current Status of The Email
Event Type Activity Done Under MyCloud Areas Like Approval, Cancel Etc.
From Date Start Date Range
To Date End Date Range
Request No MyCloud Request No., To View Email Status
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Select Email Type, Email Status, and Email Type.
Choose From Date and To Date.

Or Search By (Request No).

o o A ®

Click Go.

SRREQO01402 Approved Sent Successfully 10/06/2022 14:28:5 10/06/2022 14:31:00

Approvals

I e S T S T T
- sor ‘ '

FO

SRREQ001402 Submit - Request and Sent Successfully 10/06/202214:2233  10/06/2022 142434 10/0672022 142434 S
Approvals

Figure 184 - View Email (Cont.)

7. Refer to the below table to understand the fields mentioned in the above figure:

Table 19 - View Email Grid

Field Description
Request No Type of Email Either Approval, Final Intimation or Other
Email State Current Status of The Email.
Event Type Activity Done Under MyCloud Areas Like Approval, Cancel Etc.

Last Updated Date

Last Updated Status of Email

Mail Sent Date The Date on which Email Sent.

To/CC Email Recipients

Action Action On the Email Sent.

8. It also comprises of following actions:
e Mail Resend (L;?): To resend an already sent email.

e History (®): To check the history of an email.

To resend an already sent email, in case of failure or to get another copy of an already sent email, provider

user needs to follow the below steps:

1. Click Mail Resend (L;?).
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2. A confirmation message screen appears.

Are you sure to want to send duplicate mail?

OK Cancel

Figure 185 - Confirmation Message (Resend Mail)

3. Click OK to resend and Cancel to close the screen.

4. A success message appears.

@ Email status updated successfully

Figure 186 - Success Message (Resend Mail)

1.5.8.3 History

To view the history of an email, provider user needs to follow the below steps:

1. Click History (O,

Manage Email

View Email History

. Request Id Email Type Creation Date

& 64bafo3f2382-4382-9213-2a398922608a Approval 7/23/2020 7:38:23 AM

@  8f0fa49a-b34d-4363-ad16-4Tba28TEETA Approval 5/15/20205:52:26 AM

Figure 187 - History Manage Email

2. Click Expand icon( © ) to view the detailed logs.
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View Email History

B Er—

(5 64bafa3f-2382-4aBe-0e13-2a30892e608a Approval 7/23/2020 7:38:23 AM
R e e N
Performed
ET EmailSend Email send successfully 07/23/2020 01:10:07 PM Detailed Logs
ET EmailSent Email sent successfully 07/23/2020 01:10:07 PM
ET PickedFromQueue  Picked from queue label: ID*2"Typ: 3-  07/23/202001:10:03 PM
24398926083
ET PrepareEmail Start SendEmail 07/23/2020 01:10:03 PM
EP BodyCreated Bodycreated success for Aute 1d 2 07/23/2020 01:08:24 PM Detailed Logs

Figure 188 - History Manage Email (Cont.)

3. Refer to the below table to understand the fields mentioned in the above figure:

Table 20 - View Email History

Field Description

Job Type Type of the Job

Step Operation Performed Steps /operations performed to send an email
Step Executed Date Date at the time of steps executed

Error Error details

View To view detailed log

4. Click on Detailed Log Link ( ““'“"*** ) to check the log in detail.

Detailed Logs

Log Details:
2020-07-23 13:10:03,426 [14] INFO EmailTask - {"Data":"Message going to Sent. \n Label ID* 2" Type~AP~EmailRequestld~64b8fa3f-2352-4a82-0213-£339892e6083"

2020-07-23 13:10:03,426 [14] INFO EmailTask - {"Data”:{"EmailState":6,"Emailld":"2","EmailRequestld":"64b8f23f-2382-4a8e-0e13-ea39892e608a", "MailBody": null,"EmailType":"AP","E
2020-07-23 13:10:03,426 [14] INFO EmailTask - Update Job Completed with JobState : PickedFromQueue
2020-07-23 13:10:03,426 [14] INFO EmailTask - Start SendingMail

2020-07-23 13:10:03,426 [14] INFO EmailTask - {"Data”:{"EmailState”:6, "Emailld":"2","EmailRequestid":"64bsfa3f-2382-4a8e-0e13-e339892e608a", "MailBody " :null,"EmailType™:"AP", "E|
L - . - . - - - - - -

Figure 189 - Detailed Log History (Cont.)

1.5.9 Manage Custom Script
This module helps provider users to manage user defined (custom) scripts in MyCloud.
1. In Master menu, click on Manage Custom Script.

2. Below screen appears.
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Manage Custom Script

View Script Create Script

Script Language * Tags O

<] |

Figure 190 - Manage Custom Script

3. This has the following actions:
e View Script
e Create Script

1.5.9.1 View Script

To view the existing Custom Scripts, provider users need to follow the below steps:
1. Click View Script Tab.

2. Below screen appears:

Manage Custom Script

View Script Create Script

Seript Language © Tags @

<] |

Figure 191 - Manage Custom Script

3. Select Organization and Language.

4. Click Go.

Manage Custom Script

View Script Create Script
Script Languags * T O
Power Shell Script ~
Note: Supported Powershell versions are 5.1 and above.
e S S S S
19 Again No Y 2 BE %
a0 Again_Wrong ™ . e Ea
u o e . PAFeic)
a Anshul_1 No Y @ Eﬁ
17 AP Tast-Script Desc API-Test-Script Ho . PR %

Figure 192 - Manage Custom Script (Cont.)

5. View Script Has Following Actions:
o Edit (ﬁ): This Helps To Modify The Existing Custom Scripts

e ExportJSON (a): This Helps To Export The Existing Custom Scripts
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e Change Status ({_‘G)z This Helps To Toggle The Existing Custom Script Status

e Add To Repository (): This Helps To Add The Script In The Master Data

1.5.9.2 Edit Script

To modify /update existing custom scripts, provider user needs to follow the steps below:

I Click Edit (2.

2. It will route the provider user to Create Script tab, where user can update Description and Script.

Manage Custom Script

Figure 193 - Edit Manage Custom Script

3. Click Update

@ Script has been saved successfully.

Figure 194 - Success Message Manage Custom Script

1.5.9.3 Change Status

To modify /update existing custom scripts status, provider user needs to follow the below steps:

1. Click Change Status ([_‘G).

2. A confirmation message appears on the screen.
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MyCloud

Are you sure to change Scripts status?

Figure 195 - Confirmation Message

3. Click OK to confirm.

4. A success message appears on the screen.

1.5.9.4 Add Repository

To add existing custom scripts in repository, perform the below steps. This action is applicable only for

system scripts.
1. Click on the Add Repository ((2).

2. A confirmation message appears.

Once added to the Repository, the script will not
be editable. Are you sure you want to add the
Script to Repository ?

Figure 196 - Confirmation Message

MyCloud

@ Script successfully added to Repository 1

Figure 197 - Success Message

1.5.9.56 Export Script JSON

To export existing JSON Custom Scripts, the provider user needs to follow the below steps. This action is

applicable only for system scripts.

1. Click on the Export JSON icon (@),
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"ScriptLanguage™: "POWERSHELL"™,
"ScriptName": "sasas"™,
"ScriptDescription™: "sass",

"Tags": nrrr

"Script™: "HO9+gBvghsJgRwScUNUIwBO=—=",
"IsSystemScript™: "H"

o . VT Y S U R % T B

s )

Figure 198 - Export JSON

1.5.9.6 Create Script

To create a new custom script, provider user needs to follow the below steps:
1. Click on the Create Script tab.

2. The below screen appears:

Manage Custom Script

Figure 199 - Create Custom Script

3. Refer the below table to understand the fields mentioned in the above figure:

Table 21 - View Email History

Field Description

Input Mode Manual: Create script using MyCloud.

JSON: Import existing JSON.

Tags A Tag is simply a character string added to a Tags field in a resource, such as
RBAC subscription. Tags will be used to define scope of permission. Objects

with same tag will be able to access same tagged resources.
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Script Language Supported Languages MyCloud (Powershell and Python)

Script Name Unique Name of The Script
Description Description of the Script
Write Script Here Write User Defined Script

4. Select Input Mode and Language.

5. Enter Name, Description, Tags, and Script.

6. Click Save.
@ Script has been saved successfully.
Figure 200 - Success Message Create Script
1.5.10 Manage Script Schedule

This module helps provider users to schedule the custom scripts. The module will have scripts which were
already created in MyCloud under manage custom script section.
1. On the main menu Master, click Manage Script Schedule.

2. The below screen appears.

Manage Script Schedule

View Schedule Add Schedule Schedule History

Organization * Script”

All dstes are in MM/dd/yyyy hhimm format

Figure 201 - Manage Script Schedule
3. It has following tabs:
e View Schedule
e Add Schedule
e Schedule History (Not Direct Clickable)

To view the schedule of existing scripts, provider user needs to follow the below steps:

1. Click View Schedule tab.
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2. Below screen appears.

Manage Script Schedule

View Schedule Add Schedule Schedule History

Organization * Script

select- v select- v

Figure 202 - Manage Script Schedule

3. Select Organization & Script.
4. Click Go.

Manage Script Schedule

View Schedule Add Schedule Schedule History
Grganization * Seript
= v || -seea "
All dates are in mmyj/dd/yyyy HH:mm format
Next
Scheduled
Schedule Name Script Start Time Time Zone StartTime (UTC) | Execution Status | Date (UTC)
TESTFailMail Test OneTime 11/21/2022 India Standard 11/21/2022 10:00 Fail % m o
15230 Time IST (+5:30) © .
_testSeript test TestNavinScript_TestNa  OneTime 11/08/2022 India Standard 11/08/2022 1015 Success B
ScripttestDushedule vinScript_TestMavinSeri 15:45 Time 1ST (+5:30) . o
pt
_testScript test Test Navin OneTime 11/08/2022 India Standard 11/08/202210:15  InProgress 11/08/2022 EXIES)
ScripttestDushedule ScriptTestNavinScript 15:45 Time-IST (+5:30) 10:15

TestMavinscript

Figure 203 - Manage Script Schedule (Cont.)

5. Refer the below table to understand the fields mentioned in the above figure:

Table 22 - Manage Scripts Schedule

Field Description
Script Name of the Script
Name Unique name of the Scheduled Script
Description Description of the Script
Frequency Intervals at which the script can be scheduled
Start Time and Time Zone From when the script to start and on which time zone
Action User can take actions like Edit, Delete, and View History
Execution Status Current Status of the Scheduled Script
Next Scheduled Date The Date and Time when the schedule will execute in future

6. View Script has following actions:
o Edit(®):To update /modify the schedule of existing scripts.

o Delete (') :To delete any schedule of existing scripts.
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e History () : To view the execution history of a script.

e Execute Now( o ) : To execute the schedule immediately.

1.5.10.2 Edit Schedule

To update/ modify any schedule of an existing script, provider user needs to follow the below steps:

1. Click Edit ().
2. It will route the provider user to Add Schedule tab.

Manage Script Schedule

View Schedule Add Schedule Schedule History

Organization * Schedule Name * Description

hdlorg v TESTFailMail TESTFailMail

Type* Script * Start Time *

Power Shell Script v Test 11/21/2022 1530

Time Zone * Frequency * Failurs EmailTo @)

o ) o o
e T o ®onstime  CHouly  Cpsily  Owesky () Monthly I

Fallure Email ¢ @) Failure Email BCC €

7 script

Param(

[string]$apiRequestBody =",

[string]$apiAccessToken ="

CyberArk v testnavin v @

Figure 204 - Manage Script Schedule (Edit.)

3. Modify the fields as per requirements.

4. Click Update or Cancel to discard the changes. Confirmation messages appear (in case of daily jobs)

5. Click OK. A success message appears.

@ Schedule has been updated successfully.

OK

Figure 205 - Success Message Script Schedule (Edit.)

1.5.10.3 Delete Schedule

To delete a schedule, provider user needs to follow the below steps:
1. Click Delete (7).

2. A confirmation message appears.
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Are you sure you want to delete this item ?

Figure 206 - Confirmation Message Script Schedule (Delete.)

3. Click OK to confirm.

@ Schedule has been deleted succassfully.

Figure 207 - Success Message Script Schedule (Delete.)

1.5.10.4 Schedule History

To view the execution history of a script, provider user needs to follow the below steps:

1. Click History (‘?)).

2. The below screen appears.

Manage Script Schedule

View Schedule Add Schedule Schedule History

Start Date (UTC) End Date (UTC) Status

07/23/2020 06:31 07/23/2020 12:31 --Select- v

Figure 208 - History

3. Choose the Start Date (UTC).
4. Choose the End Date (UTC).
5. Choose the Status.

6. Click Filter.

7.

The below screen will appear with detailed execution history of a script.
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. SheeReRetl e _

@ 8(58CE07-AADS-4C0E-8B52-ET0CDBSAEFAB Success 7/23/2020 1:00:25PM Step Query
Component Step Description Step Query
Code
20200723 ORCSERVICE Schedule Updated Success [{"Jobld":129, Platform|D":-2," Step™:"Orchestrator’; DateExecuted":"2020-07- Detailed Logs
08:30:00 PM 23T132:00:27.273","Description™:"Schedule Updated
Success’)'Status™ 0, StepTableUpdated”:" askHistory")" questld”;"8CS8CEQT-

AADS-4COE-8B52-E70CDBSAEF4B" ComponentCode ;" ORCSERVICE™}]

2020-07-23 'WORKFLOW Start Orchestrator URL: {"ScheduleQutput™ { " "1 50, ™! 10, ™ " "CallService", "StepRemarks": Detailed Logs
06:30:00 PM hitp://localhost:8093/OrchestratorService  "Start Orchestrator URL ! 7 ": "8C58CE0T-
AAD8-4COE-8B52-E70CDBSAEF4B™ } ]

2020-07-23 WORKFLOW Start ProcessScheduleScript {"ScheduleOutput”: { " " 50, " 10, " "Pr 3
06:30:00 P . " "Start Pr o ": "8C58CEDT-AADS-4C0E-5B52-
E70CDBSAEF4E" ]}

2020-07-23 WORKFLOW Schedule Start for Schedule Id :50 and {"ScheduleOut,
06:30:00 PM ScheduleRequestld: 8C58CE0T-AADS- "StepRemarks":
4C0E-8B52-ETOCDBSAEF4B ¥

31 "t 50, ™ 10, " ": "updateSchedule”,
hedule Start for Schedule Id :50 and ScheduleRequestld: 8C58CE07-AADS-4COE-8B52-

Figure 209 - History

1.5.10.5 Execute Now

To execute schedule now for a script, provider user needs to follow the below steps.
1. Click on the Execute Now action.

2. The below message appears.

MyCloud

@ Schedule has been triggered succassfully.

OK

Figure 210 - Manage Script Schedule

1.5.10.6 Add Schedule

To add a new schedule for a script, provider user needs to follow the below steps.
1. Click the Add Schedule tab.

2. The below screen appears.
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Manage Script Schedule

View Schedule Add Schedule

Frequency *

@ onetime O Hourly O Daily

.

Oweekly O Monthly

Schedule History

Start Time * Time Zone *

v —-select- v

Femmeteriatic m
v 4 )

—Select— &+

Cencel

Figure 211 - Create Schedule

3. Refer to the below table to understand the fields mentioned in the above figure:

Table 23 -Add Schedule

Field

Description

Organization

Name of the MyCloud organization

Name Unique name of the scheduled script

Description Description of the script

Script Custom script name.

Frequency Interval at which the script needs to be scheduled

Start Time and Time Zone

Time from when the script needs to be executed and in which time zone.

Parameter Name

To add dynamic parameter in the script, user can add the name of the

parameter through this option.

Data Type

Type of value to that parameter. It can be SQL function, secret key, or static.

Parameter Value

Value of the respected parameter name.

Failure Email To

This field will be used to send "To" Email notification, in case of Task Failure.

Please use comma (,) to add multiple emails in this fields.

Failure Email CC

This field will be used to send "CC" Email notification, in case of Task Failure.

Please use comma (,) to add multiple emails in this fields.

Failure Email BCC

This field will be used to send "BCC" Email notification, in case of Task

Failure. Please use comma (,) to add multiple emails in this fields.

4. Choose Organization, Script & Time Zone.

5. Enter Name & Description.

6. Choose Active, Frequency.
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7. Enter Parameter Name, Data Type, and Value. Click Add to add in the script.
8. Click Save.

9. A success message appears.

MyCloud

@ Schedule has been saved successfully.

Figure 212 - Success Schedule

1.5.1 AWS Cost Explorer Configuration
This section details the steps to configure the AWS cost explorer.
1. On the main menu bar, click Master and then click AWS Cost Explorer Configuration.
2. It has the following options:
e Add Configuration

e View Configuration

To add configuration, provider user needs to follow the below steps:

1. Onthe AWS Cost Explorer Configuration screen, click Add Configuration tab.

AWS Cost Explorer Configuration

View Configuration Add Configuration

Platform” Subscription” Use Subscription Access Details

Salact v Selact v YES

Report Type®

Reserved Instance Usage Forecast

Figure 213 - Add Configuration
2. Refer to the below table to understand the fields mentioned in the above figure:

Table 24 - Add Mapping

Field Description
Platform The field lists down the cloud service provider
Subscription Lists down the endpoints that were created

Use Subscription Access Details | Select this dropdown as:
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- Yes, if you want to use the same access details as of the subscription,

instead of adding new.

- No, if you want to enter new account access details like account ID,

access key & secret key.

Report Type Type of the report, which the user wants for this configuration

Select Platform.

Select Subscription.

Select Use Subscription Access Details (By default, it is Yes).
Select Report Type.

Click Save.

® N o o N

A success message box appears as below:

@ AWS Cost Configuration Saved

Figure 214 - Add Configuration (Cont.)

All the fields marked with asterisk (*) are mandatory.

9. The configuration is added successfully.

1.5.1.2 View Configuration

This section lists out all the configurations that have been created by the provider user.

AWS Cost Explorer Configuration

View C Add C:

Platform*

Amazon Web Services v
e e S P
I L o Al

AWSProvisioning(16701022611)

Figure 215 - View Mapping

It also comprises of following actions:

o Edit (ﬁ): To modify the details of existing configurations.

1.5.11.3 Edit Configuration

To edit/ modify the existing configuration, provider user needs to follow the below steps:
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I

1. Click Edit (&) against the configuration that needs to be edited.

AWS Cost Explorer Configuration

View Ce i Add Confi
Platform* Subscription* Use Subscription Access Details
Amazon Web Services v AWSBilling (686338381863) v NO
Account 1d* Access Key® Secret Key*
| ] _ AwsProvisioning{cyberark)

Report Type*

Reflerved Instance [ usage Forecast

Figure 216 - Edit Configuration

2. Select Platform.
Select Subscription.
4. Select Use Subscription Access Details as Yes/No.
e Yes - The access details of subscription will be used.
e No - The user can edit Account ID, Access Key & Secret Key
Select Report Type.
6. Click Update to save the changes.

A success message box shown as below:

@ AWS Cost Configuration Saved

Figure 217 - Edit Configuration

1.5.11.4 Delete Configuration

To delete the existing configuration, provider user needs to follow the below steps:

1. Click Delete (: ) against the configuration that needs to be deleted.

2. A confirmation message appears.
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@ This will delete mapping for all associated
subscription for this platform. Are you sure you

want to delete?

Figure 218 - Confirmation Message

3. A success message appears.

@ Data has been deleted successfully.

Figure 219 - Success Message

1.5.12 Import Objects

Objects are native resources that are managed through MyCloud and synced from underlying

infrastructure which get assigned to end users by provider user.

Import Objects

View Cl Upload CI

Organization® Platform* Provisioning Endpoint*

~Select- v ~Select— ~ —Select- ~

Object Type* Object 1D Search Keys

—Select— v

Figure 220 - Import Objects

1.5.12.1 View CI

To import objects for specific customers, provider needs to follow the steps below:
1. On the main menu bar, click Master and then click Import Objects.
2. Select Organization and Platform.

3. Select Provisioning Endpoint and Object Type.
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4. Enter Object ID for specific object search (optional)
5. Enter Search Keys and Value (optional)
6. Click Go.

Import Objects
ViewCl Upload CI
Organization® Platform™ Provisioning Endpoint”
~Select- v ~Select— v ~-Select-- v
Object Type® Object ID Search Keys

~Select— b Column Name Value

Figure 221 - Import Objects

7. The below screen appears.

Dhiouwm Platform [ P P ——
Status

MAC-WEB-467-1 Virtual Machine Cisco Intersight NEW MAC-WEB-467-1 STOPPED Regionl 1 E_
MAC-WEB-471-1 Virtual Machine Cisco Intersight NEW MAC-WEB-471-1 RUNNING Reglonl 1 E
MAC-WEB-472-1 Virtual Machine Cisco Intersight NEW MAC-WEB-472-1 RUNNING Regionl 1 E_
MAC-WEB-473-1 Virtual Machine Cisco Intersight NEW MAC-WEB-473-1 RUNNING Regionl 1 G
meteshubedowniood: Vil Machine Cisco neright MW mtestiubedomnioad- | STOPPED Regont , [t
control-p-2c8b6840 7S control-p-2cBbEBAITS

mctestkubadownload-  Virtual Machine Cisco Intarsight NEW mctesthubedownload-  STOPPED Reglonl 1 E_
worker-pr-2c41741668 worker-pr-2c41 41668

Virtual Machine

nvmdacwebaiqp0l Cisco Intersight nvmdacwebaigp01 RUNNING Regionl 4

Figure 222 - Import Objects (Cont.)

MCLD-24-1 Virtual Machine Compute on Demand-vCenter ~ NEW MCLD-24-1 STOPPED us 1 D

indrmelapsro1  Virtual Machine Compute on Demand-vCenter  NEW indrmelapsrol  RUNNING us 2 &

: 00000000000

Figure 223 - Import Objects (Cont.)

All the fields marked with asterisk (*) are mandatory.

1.5.12.2 Import CI

To import any Cl, provider user needs to follow the below steps:

1. Click Import ().

2. The below pop-up will appear on the screen.
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Import Cl - indlcpwnddb643

@

Editable Fields

Non-Editable Fields @

Figure 224 - Import ClI

Click Expand icon ( ® )to expand to enter all the mandatory fields to import CI.

4. Master configuration of Cl columns has been done from Cl Columns Configuration screen.

Import Cl - indlcpwnddb643

e
Editable Fields O
Username” Lease” Lease Value®
—Select-- A

Computer Name* Display Name* Machine Name*

indlcpwnddbg43 indlcpwnddb643 null
Service Plan ID* Provisioning Date* VM Display Name"™

null null indlcpwnddb643

-

FoS— Feicbo Eiald Fevcb 2ol

Figure 225 - Import Cl

5. Click Save.

1.5.12.3 Upload CI

1.  To upload the Cl from MyCloud screen, click on Upload ClI tab.

Import Objects

ViewCl Uplosd C1
Organization® Flatform® Provisioning Endpoint”
~Select- v ~Select-- ~ -Select- ~
Object Type* Upload File” )

st - m

Figure 226 - Import Objects

2. Select Organization, Platform, Provisioning Endpoint, and Object Type.
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1.5.13

Enter Search Keys (Optional)
Choose Upload File.

My Reports
On the main menu bar, click My Reports.

The drop-down appears with the following options:

Public Cloud Billing: Displays the resource usage and consumption report associated with cost.
User can further drill down the reports, extending from subscription level to resource level.
Resource Detail: Shows the data of underlying infrastructure resources synced with MyCloud.
Request Task Management: Provide the detailed task wise execution status of requests placed
by an end-user.

ITSM Request Tracking: Displays the ITSM task execution status associated with each request.
Request Tracking: To track request and its tasks status associate with each request.

Amazon Monthly Billing Analysis: Displays AWS resource usage and consumption report based
on months.

Public Cloud Annual Billing Analysis: Displays annual consumption of public cloud resources.
Azure Service Usage Report: This report displays the usage of various Azure services.

Amazon Service Billing: This report displays the usage of various Amazon services.

Cl Report: Provider User can track Cl object using this report.

SLA Report: This report displays the SLA status associated with each task and the time frame in
which it is completed.

vCenter Dashboard Report: This report displays vCenter related Cluster, Host, Data Store, VM
and Resource Pool Information in graphical, textual and numerical format.

vCenter Performance Report: This report of vCenter which shows hierarchal data in textual and
graphical format.

Public Cloud Billing Analyzer: This report displays billing information for specific cloud platform
and subscription based on months.

Forecasting And Rl Recommendation: Enables cost optimization and resource utilization by
analyzing the past usage patterns & recommending the most optimal resource types on AWS

and Azure.

This report gives comparison of expenses of cloud subscription of last 12 months. Tag filters can be used to
narrow down search.

To view the public cloud billing analysis report, provider user needs to follow the below steps:

Click Public Cloud Billing Analysis from the My Reports drop-down menu.

2. Select Provider, Platform, Subscription, Tag Name, and Tag Value from drop-down.

3. Click Show Report.
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Public Cloud Annual Billing Analysis

Y cloud Filters @
Provider * Platform* Subscription *
hel provider v Microsoft Azure (ARM) v #zureBilling v
Tag Name TagValue
—All-- v —All-- v
Y Export @

Show Report

Figure 227 - Public Cloud Annual Billing Analysis

4. The following screen appears:

Annual Utilization Chart

@ Azure tiization (@) Azure MarketPlace Utiization

6000000 25465260.77
5000000
® 24000000
=
S 3000000
=
£
£ 2000000
=
1000000
20.000.00 20.000.00 0.00 20.000.00 20.000.00 20.000.00 20.000.00 20.000.00 20.000.00 20.000.00 20.0m0.00 20.000.00
w
May-2020 Apr-2020 Mar-2020 Feb-2020 Jan-2020 Dec-2019 Nov-2019 0ct-2019 Sep-2019 Aug-2019 Juk2019 Jun-2019

Month-Year (Last 12 months from date)

S LD Mmmm@mm | e m

Microsoft Azure Enterprise 30.00 30.00 ¥5465280.77  %0.00 %0.00 %0.00 %0.00 30.00 %0.00 %0.00 #0.00

] 3

Page1of1

Figure 228 - Public Cloud Annual Billing Analysis (Cont.)

1.5.13.2 Azure Service Usage Report

This report gives service wise billing for all Azure accounts or specific Azure account for specific months’

range. Filters can be used to narrow down search.

To view the Azure service usage report, provider user needs to follow the below steps:

j—l

Click Azure Service Usage Report from the My Reports dropdown menu.
Select Provider, Platform & Subscription.

Select From Months and To Months.

INNEEEN

Click Show Report.
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Azure Service Usage Report

7 Cloud Filters. (=)
Provider” Platform* Subscription®
HCL Provider hd Microsoft Azure hd ~Select-- v
From Months* ToMonths® ARM Services
October 2022 v October 2022 w Select. ~
7 Export [©]

Figure 229 - Azure Service Usage Report

5. The following screen appears:

it Ofaseurs | amuary2022 | Fobruary 2022 | warchama | mpita022 | oy 2022 | suna2022 |ty 202 | nugusaon |

1 Asure App Service Basic Plan - 81 100 Hours 0.0000 0.0000 0.0000 30726600  2,801,6800 00000 34170300 34171300
2 Aaure App Service Basic Plan - 83 100 Hours 0.0000 0.0000 0.0000 122006400 112067100 00000 136685200 136685200
3 Aaure App Serviee Free Plan - F1 1Hour 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
4 Bandwidth - Data Transfer Out - Zone 1 1068 0.0000 0.0000 0.0000 222500 17.1300 0.0000 0.0000 00000
5 Bandwidth Inter-Region - Data Transfer Out - NAM or EU To Any - Intercontinental 118 0.0000 0.0000 0.0000 0:2000 0.0800 0.0000 0.0000 0.0000
6 Bandwidth Inter-Region - Inter Continent Data Transfer Out - NAM or EU To Any - Intercontinental 1 T8 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 0.1200 0.0600
7 Bandwidth inter-Region - Intra Continent - Data Transfer Out - North America 178 0.0000 0.0000 0.0000 0.0800 0.0600 0.0000 0.0000 00000
8 Bandwidth Inter-Region - Intra Continent Data Transfer Out - Horth America 178 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 0.0200 00100
9 Event Hubs - Standard - Throughput Unit 100 Hours 0.0000 0.0000 00000 12326900 1,124,300 00000 L3EETO00 13667900
10 EventHubs- Standard Throughput Unit 100 Hours 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000

:
. 00000®

Figure 230 - Azure Service Usage Report (Cont.)

1.5.13.3 Amazon Service Report

This report gives service wise billing for all AWS accounts or specific AWS account. Filters can be used to
narrow down search.

To view the amazon service report, provider user needs to follow the below steps:

—_

Click on Amazon Service Report from the My Reports dropdown menu.
Select Provider, Platform & Subscription.
Select Months and Year.

Select Tags.

SN

Click Show Report.

Amazon Service Report

Y Cloud Filters ©)
Provider* Platform* Subscription”

PVDDemo g Amazon Web Services (AWS) v --Select-- v
Month-Year Report Type AWS Services

March 2021 v Report By Service v ~Select— v
Y Export (O]

Show Report

Figure 231 - Amazon Service Report

6. The following screen will appear:
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©  Amazon Athena 50,0092

AwSillingE ndPoint (716523076871) $0.0082
©  Amazon CloudSearch $41.2056
©  Amazon Comprehend $0.1022
©  Amazon DynamoDB $122.0119
©  Amazon ECZ Container Registry (ECR) §1.6560
©  Amazon Elastic Compute Cloud $B874.7210
©  Amazon Elastic Container Service for Kubemetes 53340445

Figure 232 - Amazon Service Report (Cont.)

7. Click Expand icon () to expand the selection.
8. The data will appear in tabular format.

_ AWS Services Total Cost

=] Amazon Elastic Compute Cloud $267.16

Subscription Name Total Cost

AmazonDevBilling (686338381863) 5267.16

Figure 233 - Amazon Service Report (Contd.)

1.5.13.4 Public Cloud Billing

This report gives a list of the billed usage details. User can drill down the data up to resource level. Filter's
options are also available to narrow downs the data.

To view the Public Cloud Billing report, provider user needs to follow the below steps:

1.  Click Public Cloud Billing from the My Reports dropdown menu.
2. Select Provider, Platform & Subscription.
3. Select Months and Year.
4. SelectTags.
5. Click Show Report.
6. The following screen appears.
Public Cloud Billing
'Y Cloud Filters O}
Y Export @

Figure 234 - Public Cloud Billing
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W HCL_AWS _JOT_Comp_Exc (100 00%:

Amount In($)

T RT— T Tota Con

Figure 235 - Public Cloud Billing (Cont.)

7. On clicking of Expand ( [ +] ) button, it displays account information.

8. The following screen appears.

I Amazon=C2 (8.00%)
I AmazonVPG (1.81%)
M AWSDataTranser (0.11%)

Amountin (5)
[+] AmazonEC2 HCL AWS Tech Solutions Amazon Elastic Compute Cloud 05/01/2020 00:00:00 05/31/2020 23:59:59 27175708

Figure 236 - Public Cloud Billing (Cont.)

9. On clicking of Expand ( &) button, it displays product information.

10. The following screen appears.
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. AmazonCioudWalch (0 32%)

I AmazonVPC (11 41%)
M AWSDataTransfer (0.00%)
I AWSELB (513%)

ks (2 64%)
Amountin($)
I e L = - o I
AmazonCloudwatch HCL_AWS_10T_Comp_Exc AmazonCloudwatch 11/01/2021 00:00:00 11/30/2021 23:50:50 0.9300
[+ AmazonEC2 HCL_AWS_IOT_Comp_Exc Amazon Elastic Compute Cloud 11/01/2021 00:00:00 11/30/2021 23:58:59 235 5444
[+] Amazons3 HCL_AWS_I0T_Comp_Exc Amazon Simple Storage Service 11/01,/2021 00:00:00 11/30/2021 23:59:59 0.1392
o AmazanVRC HEL_AWS_10T_Comp_Exc Amazon Virtual Private Cloud 11/01/2021 00:00:00 11/30/2021 23:58:50 324800

Figure 237 - Public Cloud Billing (Contd.)

N. On clicking of Expand ( &) button, it displays usage information.

12. The following screen appears.

. 27.00000000 (2.39%)
. £70.00000000 (97 61%)

Amount in (5}
‘870.00000000 05/01/2020 00:00:00 132.936
27.00000000 05/10/2020 14:34:12 NA o 3.2616

Figure 238 - Public Cloud Billing

1.5.13.5 Cl Report

To view the Cl report, provider user needs to follow below steps:
1. On main menu, click My Reports and then click Cl Report.

2. The below screen appears.
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Cl Report All dates are in mm/dd/yyyy HH:mm:ss format

W Filters [S]
Organization * Platform * Provisioning Endpoint Object Type *
Select v Select: v All v Select. v
€1 Status Date Range Type Request From Date Request To Date
Al v Any v From Date To Date
Object Id Report By *
on aractors to search Objectid Select v
7 Additional Filter ®
P Export @

Figure 239 - Cl Report

Fields marked with (*) are mandatory to fill. Reset will enable the cloud filters.

Select Organization, Platform & Environment\Endpoint.
Select Object Type, Cl Status, Date Range Type.
Select Request from Date and Request To Date.

Or search by Object ID.

N o o b ©

Click Show Report.

Cl Report All dates are in mmjdd/yyyy HH:mm:ss format

7 Filters @®

7 Additional Filter @

W Export @

[
.mmm CestemE

® AWS - 10/03/2022
kislay_insertCi_01 124139

[ Availability Zone™:"us-
P east- 09/30/2022
0f516a45/48022c82 187 Volumeld™:"vol 10:1627

[AvailabilityZone™:"us-
east- 09/11/2022
187 Volumeld™vol-.. 160238

Read more

@  HobladdBTH130099

Figure 240 - Cl Report

8. Click to Expand ('EB') to see the request wise details of an object.

.m Somputertiame m Sackr stmabictionttoring m SmanEyeet W
® NY

MCLD-39-1 MCLD-33-1 MCLD-38-1 N VMWAR
@ MYCLDYM-LIN-1 MYCLD-/M-LIN-1 MYCLD-VM-LIN-1 N Y VMWAR
Semsstat S
SRREQO00040-1 05/11/2020 03:20:16 PM Red Hat Enterprise Linux 7.2 (Billing) Request Provisioning Fulfilment Completed

Figure 241 - Cl Report (Cont.)

9. Click on Request No. to view the Request Details.
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e U
Request Details X

Request No SRREQD00040 Location Name NY
Request Date (mm/dd yyyy} 05/11/2020 Catalog Name Red Hat Enterprise Linux 7.2 (Billing)
Region Name us Requester Name requester
Platform Compute on Demand-vCenter Provisioning Endpoint VeenterDev
Request Type: VM-Virtual Machine Provisioning Request for
Item:1
General Information Compute Additional Information Tags Network Disk
Period 1 Cost Type Allocation based model
Service Plan Platinum Provision Date 05/11/2020
Period Value Month(s) Decommission Date 06/10/2020
Region us Location NY
VM Display Name MYCLD-VM-LIN-1 Remarks Billing testing dummy machine Linux 7.2
Size Small (vCPU : 1, Memory :2 GB} Cluster

Os Disk Storage

Figure 242 - Cl Report (Cont.)

10. Click on Configure Cl Columns ( = ). This column setting configuration is user specific.
o Default Case: In case no columns settings are done, by default all Cl columns will appear.

A screen apprears as below.

Configure Cl Columns

PrimaryDefault
PrimarySubnet
PrivateDNS
ProviderEntitylD
ProvisionDate
PublicDNS
Recoveryvalut - -

Save

Available Columns Selected Columns
ObjectiD “ ComputerName -
ObjectStatus MachineName
ObjectType IsBackup
QrgEntitylD IsEnableMonitering
[o}] —
Isimported
=
05DiskSize _ - LocationName
PIaFformEntltyID — IsavailabilitySet
policyname PlatformName E
Power Status
Primary IP ﬁ

Figure 243 - Cl Report (Cont.)

e Available Columns: Displays list of all the available Cls.
e Selected Columns: Displays list of all the Cls that have been selected to configure in the report.

This screen also compromises of some actions,

e Swap All Right ( ): Move/swap all the available Cls under selected columns.
e Swap Right(): Move selected Cls under selected column.

e Swap Left(™): Move/shift selected Cls to the left side (selected to available).
e Swap All Left (&): Move/swap all the selected Cls under available columns.

Above actions are applicable for available columns and selected columns

1. To change the order of display of the selected columns, provider user can use the following options.
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e Move Up (B): Move selected columns up
e Move Down(El): Move selected columns down

12. Click Save.

13. A success message appears.

@ Column selection has been saved successfully.

OK

Figure 244 - Cl Report

14. Provider user can export the report data either in JSON or CSV.
15. Select Export Type.
16. Click Export.

Y Export @

a2

Note™ - Export will include all columns of CIMaster table

Figure 245 - Cl| Report

17. Below report appears, after download.

[Objeetn SRRequesti  FequestDate  ServiceCatainghlame Requestedetion | FequestStaus BouaDiEkJSON AuailabiitySet EaekupDetaul | BaokuplF EsekupSubnet Cloudilame Clustel
[ Virusiching-um-
MOLO-381 SRREQOONNIS  5/742020 1316 VIVIWARCatalon_WithCost Fiquest Provision Fubiment - Progress | 731612001 DataDiskSize" 40" DiskType" Flat DataliskCreatellption' Persisten
FYCLDAMAIN | SRREGODION.1 4396263307 Fed Hat Enterprise Linus 7.2 (Billng) Request Prouisioni Fulfiment Completed {'Iun'-'V\lluz\Mzehms—um—:{ﬂziznﬂn‘
MYCLOVMLIN-Z | SRREQOOIOHL | 812020 17:23 Fied Hat Enterprise Linua 7.5 (Eillng) Request Frovisioni Fulfiment Completed
YCLD-VMAIN 1 BnvRn0 RS 9 Fuliment Completed
FWCLDYMAINS 1 Bnwenn el b
367202000° KTyp
MyClouduns 2 on IDizk 1205 AddDisk. Fu oy
VML 1 8h ‘ o iDisk1205 Add Disk
e
hi
VML 1 5AH20201054 Templ IDisk1205 Add Disk

Figure 246 - Cl Report

1.5.13.6 Resource Detail

To view the Resource Detail report, provider user needs to follow the below steps:
1. Click on Resource Detail from the My Reports dropdown menu.

2. The following screen appears.
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Resource Detail

Y Filters e
Platform* Provisioning Endpoint* Resource Type*
Microsoft Azure v AzureDev v Virtual Networks v
Y/ Additional Filter @®

Figure 247 - Resource Detail

Resource Detail

Y Filters (e}
Platform* Provisioning Endpoint* Resource Type*
—Select- hd —Select- v —Select— hd
7 Additional Filter e
Fillter Type* Filter Operators” Filter Value®
~Select- v ®®

Figure 248 - Resource Detail (Cont.)

Select Platform.
Select Provisioning Endpoint.

Select Resource Type.

o o A w

Additional Filter is optional. On clicking Additional Filter, following parameters need to be filled.
e Select Filter Type.
e Select Filter Operators.

e Enter Filter Value.

7. Click Add Button (D)

8. Click Go.
Resource Detail
Y Filters (€]
Platform* Provisioning Endpeint* Resource Type*
Microsoft Azure v AzureDev v Virtual Networks v
57 Additional Filter (&)
Filter Type* Filter Operators* Filter Value* Logical Operator
Resource Group Name CONTAINS v aro_dryice —-Select-- v ]E[
Filter Type* Filter Operators* Filter Value*

~Select— v ®@®

Figure 249 - Resource Detail (Cont.)
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9. Reports are displayed in a tabular form.

Resource Detail

<7 Filters e

Platform® Provisioning Endpoint™ Resource Type™
Microsoft Azure v AzureDev v Virtual Networks hd
<7 Additional Filter @

[T——

All dates are in mm/dd/yyyy HH:mm:ss format

ActualiDonEnvironment Resource Group PlatformEntitylD EntitylD ServicePlan
Name
(m]

CB0Ofb5E-7415-41ba-80f3- aro- Y aro_dryice eastus ARM-58B22TEC-T0TF-4549-9EB3- NTW-ABSCTT59-9030-4563-9B21- silver
e7ee9caT9030 vnet BEB1DOGF55D2 1ABIFTI6TFS0

Records1-1of1

Remove All Service Plan Map Service Plan

Figure 250 - Resource Detail (Cont.)

1.5.13.7 Request Task Management

This report lists the task level details against a request item. Users can also take actions on task. Task
status with different color codes will appear on screen. Users can filter records based on available filters.

To view the Request Task Management report, provider user needs to follow the below steps:

1. Click on Request Task Management from the My Reports dropdown menu.

2. The following screen appears.

Request Task Management

Y Filters @
Organization* Platform Provisioning Endpoint
--Select—- ~ —All- v —All- v
Status Search Keys
~All- v Key value

OR Search By
Request Number

Request Number

Show Report

Figure 251 - Request Task Management

Select Organization.

4. Select Platform & Provisioning Endpoint.
Enter Status and Search Keys.
Or

6. Enter Request Number.

7. Click Show Report.
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Al dates are in MM/ddjyyyy hh:mmzss format

. — _
© | srreqoooosi

testservice Compute on Demand-vCenter VMWARTest Fulfilment Completed 04/25/2020 08:41:33 FM requester

[+] I SRREQ000005-1 Windows 2012 Compute on Demand-vCenter VMWARTest Fulfilment In-Progress 04/02/2020 04:41:26 PM requester

I Task Maximum Timeout Reached NI Task Failed W Taskin progress Ml Task Success I Task not started

Figure 252 - Request Task Management (Cont.)

8. Reports are displayed in a tabular form.

9. Click Expand (Q) against a request if a user wishes to take an action.

[+] I SRREQO00031-1 testservice Compute on Demand-vCenter VMWARTest Fulfilment Completed 04/25/2020 08:41:33 PM requester

Figure 253 - Request Task Management (Cont.)

10. Details are displayed in a tabular form.

I
© W s’RREQO00031-1

testservice Compute on Demand-vCenter VMWARTest Fulfilment Completed 04/25/2020 08:41:33 PM requester

Task Name PP F— Task End Date Execplan1d P—— “

testTask Task Success 04/25/2020 08:44:00 PM 04/25/2020 08:44:52 PM AUTO “eBND

Figure 254 - Request Task Management (Cont.)

1. To mark a task as Completed, click Complete.

1.5.13.7.1 Restart Task

1. To restart a task, click on Restart icon (‘D).

Plan Execution Task Start Date Task End Date Execution Sequence Retry | Action
Date [

Getvmname Task Success 09/16/2022 09/16/2022 13:44:20 09/16/2022 13:46:53 513 AUTO 0 soBER
13:44:19

Figure 255 - Request Task Management (Cont.)

2. Click OK.

The task will be restarted from sequence :1 are
you sure to continue?

Figure 256 - Request Task Management (Cont.)
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3. The task is restarted successfully.

1.5.13.7.2 View XML

1. To validate requested XML, click View XML (&),
2. A pop-up appears.

Message XML

<Azure>
<Request>
<OrderNo>1403</OrderNo>
<ItemNo>1</ItemNo>
<TaskCode>POWERSHELL</TaskCode>
<Script>ikOF4eyiYOQw7FNnUOGVK4hVOqUENsBW/ txSZFFbavz1SK3VFXk7P1sMmfu@lLoFaoxBKWMO21k6dQbcXCkgKg==</Script>
<CommandFileName>ARM_1403_1_ POWERSHELL_1.PS1</CommandFileName>
<CommandFolder>C:\Program Files\MyCloud\PS\</CommandFolder>
<Command>&amp; “C:\Program Files\MyCloud\PS\ARM_1403_1_POWERSHELL_1.PS1" -VMName ‘'MCLD-1403-1'</Command>
<Configuration>
<LogFilePath>C:\Program Files\MyCloudLog\ORCSERVICE\</LogFilePath>
<SQLLogAPIEndpoint>Log/Createlog</SQLLogAPIEndpoint>
<Enablelog>1</EnablelLog>
<DeleteCommandFile>Y</DeleteCommandFile>
<ProxyURL />
<ByPassProxyforLocal>true</ByPassProxyforLocal>
<ProxyByPassList />
<RestAPIBaseUrl>https : | <b~r1</RestAPIBaseUrl>
<ResponseAPIEndPoint>workflow/ProcessResponseMessage</ResponseAPIEndPoint>
(ResponseAPIUserName_/Res ponseAPIUserName>
<ResponseAPIPassword N < / Re sponseAPIPassword>
<IsAsyncTask>false</IsAsyncTask>
<ProcessRequestDetailld>2855</ProcessRequestDetailld>
<orgentityId> (G / OrgEntityId>
<ResultFieldSeparator>|</ResultFieldSeparator>
<ResultKeySeparator>:</ResultKeySeparator>
<AzureAuthURL>https://login.microsoftonline.com</AzureAuthURL>

Figure 257 - Request Task Management (XML)

1.5.13.7.3 View Response

1. To validate response XML, click on View Response =)

2. A pop-up appears.

Response

<ErrorCode>8</ErrorCode>
<ErrorDescription>&amp;1t; ' [CDATA[ ] ]&amp;gt;</ErrorDescription>
<Result>hdnMachineName:MCLD-1403-1

</Result>

Figure 258 - Request Task Management (XML) (Cont.)

To check the status of the task, click on Sequence. To check the error detail of the task, click
on Detailed Logs.

In request Task management there is new column External Tool which is configured by key”

EnableExternalToolld"” by provider admin.

To set value "Y" of this key admin user can enable to show external tool id in request task management

screen for provider.
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Request Task Management
5 Filters @

57 Additional Filter @

Provisisning Endpoint

Plan Execution Date | Task Start Date

" Task Failea QL7008 1HIRIE  OL/1T/I024 19:28:0) UF17/2004 192548 2022 Ao 1 L o] 2oB00
© TasknetSined  OLAT/004 163316 an AT 2 ] o aon o oBED
I a TacnotStaried  OY17/2008 15316 23033 a0 2 El o S I ] - | ]

Figure 259 - Request Task Management

1.5.13.8 ITSM Status Tracking

To view the ITSM Status Tracking Report, provider user needs to follow the below steps:
1. Click ITSM Status Tracking under My Reports dropdown menu.

2. The following screen appears.

ITSM Status Tracking
W7 Cloud Filters (e]
Organization * Platform” Provisioning Endpoint”

Select v Select ~ Salect v

ITSM Exacution Status
Select v

OR Search By

Request Humber

Figure 260 - ITSM Request Racking

Select Organization & Platform.

4. Select Provisioning Endpoint.
Select ITSM Execution Status.
Or

6. Search by Request Number.

7. Click Show Report.
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ITSM Status Tracking

7 Cloud Filters @
o]
All dates are in mm/dd/yyyy HH:mm:ss format
I L e e P LT R PR

SRREQO01257-1 StartvM Task Failed 1 3 o Logs

SRREQQ01256-1 Stopii Task Failed 1 's) Logs

SRREQQ01254-1 Stopv Task Failed 1 o

SRREQUOL251-1 StophM Task Failed 1 3 o Logs

SRREQQO1240-1 Stopi Tack Failed 1 o e

SRREQU01239-1 StophM Task Failed 1 3 o Logs

SRREQO01168-1 Stopv Task Failed 1 3 o Log

SRREQO01167-1 Stopv Task Failed 1 3 ') Logs

Figure 261 - ITSM Status Tracking (Cont.)

1.5.13.8.1 Reset Task

1. To Restart a task, click (£)).

The task will be restarted from sequence :1 are
you sure to continue?

Figure 262 - ITSM Request Tracking (Cont.)

2. The task gets restarted.

To check the error details of the task, click on Retry Count Hyperlink.
1.5.13.9 Request Tracking

To view the request tracking report, provider user needs to follow the below steps:
1. Click Request Tracking under My Reports dropdown menu.

2. The following screen appears.

Request Tracking

Y Filters [©]
Organization* Platform Provisioning Endpoint
--Select- v =All— v =All- v
Status Search Keys
~All- ~ Key Value

OR Search By

Request Number

Request Number

Figure 263 - Request Tracking

3. Select Organization, Platform, and Provisioning Endpoint.
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4. Select Status.
Enter Search Keys or Search By Request Number.

6. Click Show Report.

All dates are in mmiddiyyyy HH:mm:ss format

e
© [ srReQooizsa

Service_Piyush_Final Request Compute on Demand-vCenter  vCenterProvisioning Fulfilment Completed  09/16/2022 142354 HCL Requester
Provisioning

SRREQO01362 Service_Piyush_Final Request Compute on Demand-vCenter  vCenterProvisioning Pending By IT Approval  09/16/202214:19:36  HCL Requester
Provisioning

(+] SRREQO01361 Service_Piyush_Final Request Compute on Demand-vCenter  vCenterProvisioning Fulfilment Completed 09/16/2022 13:42:54  HCL Requester
Provisioning

Figure 264 - Request Tracking (Cont.)

7. On clicking Expand ( &) button, it displays task information.

8. The following screen appears:

Request No Service Catalog Requested Action | Platform Provisioning Endpoint | Request Status Request Date Requester Name

(=] SRREQ001363 Service_Piyush_Final Request Compute on Demand-vCenter  vCenterProvisioning Fulfilment Completed 09/16/2022 142354 HCL Requester
Provisioning
Task Sequence Group Sequence Task Name Task Status ltem Status Execution Start Date Execution
End Date
UpdateCl_New Task Success Fulfilment Completed 09/16/2022 14:54:24 09/16/2022

14:57:01

Figure 265 - Request Tracking (Cont.)

9. On clicking Request No. It displays item details.

10. The following screen appears.

Request No : 162 Iltem No:1

All dates are in MM/dd/yyyy hh:mm:ss format

Task Status Retry Count Task Short Name Task Start Date Task End Date

Task Success Checklsg4Bit Checklz64Bit 07/01/2020 12:31:09 PM 07/01/2020 12:31:12 PM

2 Task Success o bringDataDiskTag bringDataDiskTag 07/01/2020 12:32:00 PM 07/01/2020 12:33:00 PM

Figure 266 - Request Tracking (Cont.)

1.5.13.10 Amazon Monthly Billing Analysis

This report gives details of the monthly bill for AWS. Data is the line item of AWS Usage Bill. Tags filters can
be used for search specific tagged resources.

To view the Amazon Billing Analysis Report, provider user needs to follow the below steps:

1. Click on Amazon Monthly Billing Analysis under My Reports dropdown menu.

2. The following screen appears.
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1.5.13.1

Amazon Monthly Billing Analysis

Y Cloud Filters
Provider *

PVDDemo

Month-Year

March 2021

Y Export

Platform*

Amazon Web Services (AWS)

Tag Name

~Select-

Subscription *

--Select-

Tag Value

--Select--

Figure 267 - Amazon Monthly Billing Analysis

Select Platform, Subscription, Tag Name, Tag Value, and Month from drop-down.
Click Show Report.

The following screen appears. Provider user can see the Monthly Billing Report as shown in the

below figure:

Subscription Name Billing Start Date g End Date | Product Name Usage Start Date | Usage End Date | Usage Quantity | Cost Befo

AmazonDevBilling (686338381863)
AmazonDevBilling (686338381863)
AmazonDeveilling (686338381863)
AmazonDevBilling (686338381863)
AmazonDevBilling (686338381863)
AmazonDevBilling (686338381863)
AmazonDevBilling (686338381863)
AmazonDevBilling (686338381863)
AmazonDevBilling (686338381863)

AmazonDevBilling (685338381863)

01 Mar2020

01 Mar 2020

01 Mar 2020

01 Mar 2020

01 Mar 2020

01 Mar 2020

01 Mar 2020

01 Mar 2020

01 Mar2020

01 Mar 2020

01 Apr2020
01 Apr 2020
01 Apr2020
01 Apr 2020
01 Apr2020
01 Apr2020
01 Apr 2020
01 Apr2020

01 Apr 2020

01 Apr2020

Amazon Elastic Compute Cloud
AWS Data Transfer

Amazon Elastic Compute Cloud
Amazon Elastic Compute Cloud
Amazon Simple Storage Service
AWS Key Management Service
Amazon Elastic Compute Cloud
AWS Data Transfer

Amazon Elastic Compute Cloud

AWS Data Transfer

APS1-ElasticlP:ldleAddress
DataTransfer-Out-Bytes.
APS1-EBS:VolumeUsage
EBS:VolumeUsage
APS3-TimedStorage-ByteHrs
ap-south-1-KMS-Keys
ElasticIP:idleaddress
USE1-EUCI-AWS-Out-Bytes
EBS:SnapshotUsage

USE1-APN1-AWS-Out-Bytes

01 Mar2020

01 Mar2020

01 Mar2020

01 Mar2020

01 Mar2020

01 Mar2020

01 Mar2020

01 Mar2020

01 Mar2020

01 Mar2020

01 Apr2020
01 Apr2020
01Apr2020
01 Apr2020
01Apr2020
01 Apr2020
01 Apr2020
01Apr2020
01 Apr2020

01Apr2020

712.00

$3.56

$0.01

544,85

$2.51

50.01

50.96

$24.95

$0.00

56.44

$0.00

.
' 0000®

Page1of4

Figure 268 - Amazon Monthly Billing Analysis (Cont.)

SLA Report

To view SLA Report, Provider user needs to follow the below steps:

1.

2. The following screen appears.

Click SLA Reports Under My Reports Dropdown Menu.
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SLA Report

7 Cloud Filters (€]
Organization® Platform * Provisioning Endpoint Object Type *
HCLorg ~ Cisco Intersight ~ —~All- v Virtual Machine ~
Applicable Dates From Date ToDate Status.
—All- v Start Date End Date Al v
OR Search By

Note: if request number belongs to different object type, result il display all €1 columns.

Request Number

omma Separated Request Numbe

7 Export @

Show Report

Figure 269 - SLA Reports

Select Organization, Platform, and Provisioning Endpoint.
4. Select Applicable Dates, From Date, To Date, and Status.
Select Object Type.
Or
6. Provide Request Number from Input Box.
7. Click Show Report.

8. The following screen appears:

Request Request Approval Date Completion Date | Configured SLA{In Total Time(in Requested Computer
Type Date Minutes) Minutes) Name Name
LU NA 60

1358 virtual 09/15/2022 Pending For HCL Requester
Machine Approval

1316 Virtual VM NA 09/09/2022 A 09/09/2022 0 3 SLA Not Applicable HCL Requester
Machine 17:13:06

Figure 270 - SLA Reports

1.5.13.12 vCenter Performance Dashboard

This report shows complete health of vCenter. This report has multiple widgets for different vCenter
resources for their respective performances. All resources can be drilled down with the lowest level of
performance information.

To view the vCenter Performance Dashboard report, provider users need to follow the below steps:

1. Click vCenter Performance Dashboard under My Reports dropdown menu.

2. The following screen appears.

vCenter Performance DashBoard

Y Cloud Filters @
Platform Environment *
Compute on Demand-vCenter v —Select- o

oo R

Figure 271 - vCenter Performance Dashboard (Cont.)
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Select Platform and Environment from dropdown.
4. Click Show Report.
The dashboard appears containing multiple widgets. The description of each widget is as follows:

e vCenter Summary: Highlights the overall summary of vCenter environment.

vCenter Summary

3 Total Resource Pool (including Default Resource Pool)

2 12

l Total Cluster Total Data Storage 319 Hoofwis

Total Data Center 45:1  Consolidation Ratio
6 7.0.2 Build 17694817

Total Host VCenter ersion 25 Total Template

Figure 272 - vCenter Performance Dashboard (Cont.)

e OS Wise Distribution Detail: This section displays number of VMs based on OS.

Figure 273 - vCenter Performance Dashboard (Cont.)

o Cluster Utilization: This section displays the details of cluster and their utilization.

Cluster Utilization All Cluster v SORT BY- v

Figure 274 - vCenter Performance Dashboard (Cont.)

6. Click the bar chart for further details (of Hosts).
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Most Name Free CPU (%) | Used CPU (%) = Used Memory (%) | Free Memary (%) = Total Memory Capacity In GB | Total CPU Count  Server Model Current CPU Usage In GHz  Current Memao:

indreesxi0d dryicelabs.com 34 66 B4 16 510.4971 36 Cisco Systems IncUCSB-B200-M5  77.6580 412.6455
indroesai04 dryicelabs.com 34 66 84 16 510.4871 36 Cisco Systems IncUCSB-B200-M5  77.6580 412.6455
indroesxi04 dryicelabs.com 34 66 B4 16 510.4971 36 Cisco Systems IncUCSB-B200-M5  77.6580 412.6455
indrcesxi0d.dryicelabs.com 34 56 8 16 510.4871 3% Cisco Systems IncUCSB-B200-M5  T7.6580 4126455
indreesxi0d dryicelabs.com 34 66 B4 16 5104971 36 Cisco Systems IncUCSB-B200-M5  77.6580 412.6455
indroesa04 dryicelabs.com 34 66 84 16 510.4871 36 Cisco Systems IncUCSB-B200-M5  77.6580 412.6455
indrcesxi04.dryicelabs.com 34 6 8 1 510.4871 3 Cisco Systems IncUCSB-B200-MS  T7.6580 4126455
indrcesxi0d dryicelabs.com 34 66 B4 16 510.4871 36 Cisco Systems IncUCSB-B200-M5  T7.6560 4126455
indrcesxi0d dryicelabs.com 34 ﬁe 8 1 510.4871 3% Cisco Systems IncUCSB-B200-MS 77,6580 4126455
indroesai04 dryicelabs.com 34 66 L] 16 510.4871 36 Cisco Systems IncUCSB-B200-M5  77.6580 412.6455
indrcesxi04.dryicelabs.com 34 6 84 1 510.4871 3 Cisco Systems IncUCSB-B200-MS  T7.6580 4126455
indrcesxi0d dryicelabs.com 34 66 B4 16 510.4971 36 Cisco Systems IncUCSB-B200-M5  77.6560 412.6455
indrcesxi0d dryicelabs.com 34 ﬁe 8 1 510.4871 3% Cisco Systems IncUCSB-B200-MS 77,6580 4126455
indreesxi0d dryicelabs.com 34 66 B4 16 5104971 36 Cisco Systems IncUCSB-B200-M5 776580 412.6455

indroesxi04 dryicelabs.com

5104971 Cisco Systems InclCSB-B200-M5

412.6455

Figure 275 - vCenter Performance Dashboard (Cont.)

e Top 30 Host With CPU Utilization Detail: This section displays the details of host and their

utilization based on CPU utilization.

Top 30 Host with CPU Utilization Detail All Cluster hd

dryicelabs.com

Percent (%)

dryicelabs com indrcesxi0 dryicelabs com ndrmesxi02 dryicelabis com indrmesxi01 dryicelabs. com

indrcesxi0d dryicelabs com indrcesxi03 dryicelabs com indrcesxil

Figure 276 - vCenter Performance Dashboard (Cont.)

7. Click the bar chart for further details.

Host Name Cluster Mame Bata Store Hame Total Disk Space (CB) | Current Usage (%) | Mool VM | Comumitment (%) | Free CPU (%) | Used CPU (%) | Used Memory (%) | Free Memory (%) | Toal CPU Count | Server Model
Indroes0d dryicalabs.com  S8-Compute-Cluster  datastorel (1) 151 1 0 1 B u " 1 » o Systems IncUCSB-6200
Indecesxid dryicelabacom  SB-Compute-Cluster  rublik_SeeddS47ce0ca0009808586bc505008 1799 u o u u ﬁﬁ w 1 % CiSco Systems INCUCSE-B200
Indroesxidd, drscelabacom  S8-Compute Cluster  rubrik_el2a4ffbdbcdtec Sideaatafsdislies 21903 u ° u u 0 " ] » Cisca Systems IncUCSB-8200

Incesxi0d dryicelabs.com  SB-Compute-Cluster  rubiik_1a41d248T0R4T14B0MOB4ACE255048 27993 2 1 2 u " u " » st Systems IncUCSB-B200

Indrcessi0d dricelabs.com  $8-Compute-Cluster  SharedDatastored] 632 " “ % u 8 ™ 1 * Cisen Systems IncUCSB-B200

IngrCas0s SBCOMpUTE-Cluster 632 " » uz £ “ - 1 » G500 SyRaMS INCUCSE-B200

Indrcessio, S8-Compute-Cluster 3 5632 i n [y u o - 1 % Cisen Systems IncUCSB-B200

ndreesa0s S8-Compute-Cluster 12000 L Ul us E @ - 1 s Ciaca Systams IncuCSB-6200

Indrcessiod, ‘SB-Computi-Cluster s B 50 us ) " " 1 » D SyStems INCUCSE-B200

pe— s 1587 or 0 us u " ™ 1 * Cisca Systerms InclCSE-B200

04.dryic SB-Compute-Cluster 5120 - 1l “ E 0 " " » Ciscn Systems IncUCSE-8200

‘ 0

Figure 277 - vCenter Performance Dashboard (Cont.)

e Top 30 Host With Memory Utilization Detail: This section displays the details of host and their

utilization based on memory utilization.
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Top 30 Host with Memory Utilization Detail All Cluster ~

Figure 278 - vCenter Performance Dashboard (Cont.)

8. On clicking of bar chart, popup window will open which displays host details.

MyCloud

bk TanGE TS iR

Figure 279 - vCenter Performance Dashboard (Cont.)

e Top 30 Data Storage Detail: This section displays the details of datastorage and its utilization.

Top 30 Data Storage Detail

Parcent (%

_s6E0ab JESp— — J—1 J—-3 —-y 05 08
5852:&’3;:.\ e srame0estr ! paaeet? e e Data SnormaDats T gpotasir
0zt

o

Data Storages

Figure 280 - vCenter Performance Dashboard (Cont.)

e Resource Pool: This section displays the details (utilization) of resource pool and its clusters.

Resource Pool Detail Al Cluster v

. Resources (defaul)

SB-Management-Cluster
M 7

No of Vs (Resource Pool Wise)

SB-Management-Cluster SB-Compute-Cluster

Clusters

Figure 281 - vCenter Performance Dashboard (Cont.)

e Cluster, Host And Data Store Detail: This section displays the details of cluster, host and data

store and their utilization for last 30 days.
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Cluster v | —Select Cluster s

Cluster, Host and DataStore Detail

1

- oo CPU
- oo MEMORY

ent (%)

TimeLine (Days)

Figure 282 - vCenter Performance Dashboard (Cont.)

1.5.13.13 vCenter Performance Report

This report shows the nested visualization of vCenter. Starting from topmost datacenter level, users can
view the data to lower-level resources like datastore.
To view the vCenter Performance Report, provider user needs to follow the below steps:

1. Click vCenter Performance Report under My Reports dropdown menu.

2. The following screen appears.

vCenter Performance Report

Y Cloud Filters ©]

Provider * Platform® Provisioning Endpoint *

PVDDemo v Compute on Demand-vCenter v ~Select—- v

Figure 283 - vCenter Performance Report (Cont.)

3. Select Provider, Platform, and Provisioning Endpoint from dropdown.

4. Click Show Report.

5. The following screen appears:

[+) secondary-site-datacenter

Figure 284 - vCenter Performance Report (Cont.)

6. On clicking Expand (ﬂ) button, data store’s information will be displayed in textual and graphical

representation.

7. The following screen appears:

Configuration Guide 147



[c] Site-B-Datacenter

Average VM CPU Usagelin MHz) Average VM Memory Usage(in MB)

14.72%

50.46%

_mm sl '
&7 n 16 B

[+] SB-Compute-Cluster

©  sB-Manegement Cluster 8 1 55 45

Figure 285 - vCenter Performance Report (Cont.)

8. On clicking Expand ( &) button, cluster related information will be displayed.

9. The following screen appears:

SB-Compute-Cluster

- ——— : —— v
=) &1 £ 16 L

Host wise CPU and Memory usage

100

® . -
80

7 - o
600 1 Currenl CPU Usage

. 1 Moniriy Average CPU Usage

Parcenti

1 Current Memory Usage
a0 1 Monihiy Average Memory Lisage

kY
20
10
indrcesx01 drcolebs com Indrcesx02 dryicolats com Indicesxi03 dryicolabs com 4 drpcoles com
Host
[+] indreesxi0.dryicelabs.com 14,076.00 68,724.00 99,322.32 423,426.75
©  indreesi02dryicelabs.com 220200 50,508.00 13,1848 49,564.20
[+] indreesxi03 dryicelabs.com 22,356.00 60,444.00 £3,639.85 439.100.22
[+] indreesxiod.dryicelabs.com 28,152.00 54,648.00 £3,639.85 439,100.22

Figure 286 - vCenter Performance Report (Cont.)

10. On clicking of Expand ( ) button, host related information will be displayed.

The following screen appears:
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1 5 N . O 25 R o = N

indreesxi02.dryicelabs.com 81,144.00 1,656.00 517,525.53 5,227.53
Utilized Disk (In Percent) Available Disk (In Percent]
5999 @ Backup Datastore 7.93% @ Backup Datastore
27.35% 12.43% @ sharedDatastore0 25 959 — 11.79% @ sharedDatastore0
. \ .

@ sharedDatastored2 " @ SharedDatastore02

12.54% @ sharedDatastore03 ' @ sharedDatastore03
@ sharedDatastore04 ‘ 18.65% @ sharedDatastore04

14.33% @ SharedDatastoreds 25.95% @ sharedDatastore0s

Le‘%j

27.35%

Data Storage Name Total Capacity(in GB) Free Capacity(in GB) Used Capacity{in GB) Disk Type

Backup Datastore 2623.75 2063.3 VMFS
SharedDatastore0l 5119.75 864.4 4255.35 VMFS
SharedDatastore02 5631.75 1087.85 45439 VMFS
SharedDatastore03 563175 1098.18 4533.57 VMFS
SharedDatastoreod. 11263.75 959.36 10304.39 VMFS
SharedDatastore0s 11263.75 982.13 10281.62 VMFS

Figure 287 - vCenter Performance Report

1.5.13.14 Public Cloud Billing Analyzer

To view the Public Cloud Billing Analyzer Report, provider user needs to follow the below steps:

1.  Click Public Cloud Billing Analyzer under My Reports drop-down menu.
2. Select Provider, Platform, Month, Subscription, Tag Name, and Tag Value.
3. Click Show Report.

Public Cloud Billing Analyzer

Y Cloud Filters ©]
Provider Platform Month
‘ pvdDemo v ‘ | Microsoft Azure (ARM) v ‘ ‘ May 2020 v |
Subscription Tag Name Tag Value
‘ —All-- v ‘ --Select- v --Select-- v

Figure 288 - Public Cloud Annual Billing Analyzer

4. The following screen appears:
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Subscriptions Wise Billing

c & Total Cost
s $137.7273
8 Sum of Subscriptions Consumption
MachineTypes Wise Billing =2 & Services Wise Billing 2 &

Figure 289 - Public Cloud Annual Billing Analyzer (Cont.)

Regions Wise Billing

Q
I«

&
g a0
8 2
20
| .A. .‘
(RS - - ——
asia.east| asia-south1 asia-south? asia southeast] europe.west] europe west us-centrall us-centralz us-eastl s earstd us-westl us.-west2

Region Cost

Top 15 Tag Wise Billing

Cost($)

LonnaT™®
Jica

salabse Pl
ap®l o

Figure 290 - Public Cloud Annual Billing Analyzer (Cont.)

Rl Charges F I Total Rl Utilization

400000

200000
Min Utilization Max Utilization
Percentage Percentage
o e e e
0.0000% T1.4286%
-200000 Total Reserved Total Used Hours

Hours coos
rdﬂﬂﬂﬂﬂm M, e ph, e pi g sl e il pi e i P, o i, o, o AR o A o o Bt Pt Rt s Pt g i A g 15500
4 P 6 o A g p g P g P pBA g A A P, 6 P, g P g, A g AL B P, B, B 4 P 4 P Pl g pRAg R Avg Utilization
7454 0908 4001 AV-45 029 02795 03209 04733 0153 0803 09- 13 09-13 02 s 024 0244 024, 07558 0145 0758 0146 023 023 0246 02
way NMMYE'\W” e Oy “Eiua‘!% [ Eiua‘ﬁ% %.l.a‘!%jnw%ha‘! O3 Oy Ve :&Auava“‘\uw :&il.a‘ﬁ%ﬁna*l %%av%%av%%av%%wﬁ%%ﬂ ww%" Percentage

. 46.7143%
Period

creator

Cost(?)

Top 15 Tag Wise Billing

Q
I

2000000
1800000
1600000
1400000
1200000
1000000
800000
600000
400000
200000
0

Cost(?)

pmDeletionGuard
TagKey

Figure 291 - Public Cloud Annual Billing Analyzer (Cont.)
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Top 15 Tag Wise Billing R
2000000
1800000
1600000
1400000
o 1200000
% 1000000
8 s00000
600000
400000
200000
[}

creator pmDeletionGuard
TagKey
Top 15 Meter Wise Billing o &

3000000

2000000

C
1000000 .
— 1
. - - ] -

ot n ce wor P 1 e ‘ S
oer atior o et i CKuP il QU - anyic
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I \nriu\»‘ e N

Meter Category

Figure 292 - Public Cloud Annual Billing Analyzer (Cont.)

This enables cost optimization and resource utilization by analyzing the past usage patterns &
recommending the most optimal resource types on AWS and Azure.
For Example, Amazon EC2 Reserved Instances (Rl) provides a significant discount (up to 72%) compared to
on-demand pricing and provide a capacity reservation when used in a specific availability zone. Based on
this provider user can reserve its resources for future and avail benefits in terms of cost.

1. On main menu, My Reports section, click Forecasting and Rl Recommendation.

2. The below screen appears.

Forecasting And Rl Recommendation

'Y Cloud Filters ©]
Organization*® Platform* Subscription®
--Select- v —-Select— hd --Select-- A
Report Type*®

—select— v

Figure 293 - Forecasting and Rl Recommendation

3. Refer the below table to understand the fields mentioned in Figure 295 - Forecasting And RI
Recommendation (Cont.)-AWS:

Table 25 - Forecasting and Rl Recommendation

Field Description
Organization MyCloud unique name for organization
Platform The field lists down the cloud service providers
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Subscription

Name of the endpoint (subscription of cloud service provider)

Report Type (AWS)

Forecasting or Rl recommendation

Report Type (Azure)

Rl recommendation

Term In Year (Azure) - Rl

Recommendation

For example, 1 year or 3 years

Region (Azure) - Rl Recommendation

List of available regions

Granularity (AWS)-Forecasting

Frequency daily or monthly

Term In Year (AWS) - Rl Recommendation

For example, 1 year or 3 year

Payment Option (AWS) - Rl

Recommendation

All upfront, partial upfront, no option

Service Type -(AWS) - Rl

Recommendation

Type of services offered

Select Time In Years and Region.

N oo o A

Click Show Report.

Forecasting And RI Recommendation

Y Cloud Filters

Organization® Platform*

Select Organization, Platform, and Subscription.

Based on platform (AWS/AZURE) report type will vary. For ARM choose Rl Recommendation.

Subscription®

mycloudHCL_ORG v Microsoft Azure (ARM) v ARMBIlling ~

Report Type* Term In Yea

RI Recommendation v 1VYear

Region

Figure 294 - Forecasting And Rl Recommendation

(*) Are mandatory fields. Reset will enable the cloud filters.

8. A screen appears as below and displays the total forecast amount/cost and daily forecasting

prediction in the form of bar chart.
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Forecasting And Rl Recommendation

7 Cloud Filters

W Export

Total Cost

Daily Forcasting (Amortized Cost)

0

Cost(§)
Y

-;
\Ef l(\ ‘03 Dq‘f* 1

45
40
a5
30
15
10
05

[

1;;
e

@ o
ma,,,an ,fa ,’Qfﬂ \a@* s rﬁ" yL‘\ " e

$456.6963

Total Forecasted

80% Prediction Interval

i Lo
‘n Dﬂaﬂ“@\dt\ A

-;
o 5‘ * ,ﬁu‘\

ln o
o \w‘

W Granularity(Daily)

Figure 295 - Forecasting And Rl Recommendation (Cont.)-AWS

9. Hover the mouse on the bar chart and detailed forecast prediction will be shown as below:

o
Loy
.‘ A oo

T
"o ,.f . ,\.x \,J\!

BO% Prediction Interval

g @ i G P

o \.d“

Figure 296 - Forecasting And Rl Recommendation (Cont.)-AWS

10. In case the report type is Rl Recommendation (AWS), below screen appears:

ing And RI Rec

7 Cloud Filters

7 Export

Recommendation Summary

§296.4480

Estimated Annual Savings

Daily Forcasting (Amartized Cost)

1 tasmall $8.5307 56820000

10 tanano 5181733 5200.0000

Showing 1 to2 of 2 entries

Show Report

23,00 %
Savings vs. On-Demand

500000  Based on your past 30 days of on-demand usage, w recommend purchasing 1 t2.small reserved instances... Read more

500000  Based on your past 30 days of an-demand usage, we recommend purchasing 10 t2.nano reserved instances... Read more

Figure 297 - Forecasting and Rl Recommendation (Cont.)-AWS

1. Refer the below table to understand the fields mentioned in the above figure:

Table 26 - Forecasting And Rl Recommendation

Field

Description

Recommended Instances

No. of recommended instances

Recommended Size

Size of AWS instance
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Monthly Savings Name of the endpoint (subscription of cloud service provider)

Upfront Cost Cost associated to it
Recurring Monthly Cost Recurring Monthly Cost
Recommendation Details Recommendation details
1.5.14 Cloud Calculator

Cloud Calculator Report is used to get comparative cost between platform and available services such as
for ARM virtual machine and disk and for VMVAR virtual machine and disk etc.
To view the Cloud Calculator Report, provider user needs to follow the below steps:

1. Click Cloud Calculator under My Reports drop-down menu.

Cloud Calculator

Y Filters e

Report Type * Platform * Services®

—Select—- v —Select- v —-Select- v

Show Report

Figure 298 - Cloud Calculator

2. Select Report Type, Platform, Month, Services, and Period.
3. Click Show Report.

Cloud Calculator

& Filters (<)

Report Type * Platform * Servicas”

Period”

Figure 299 - Cloud Calculator (Cont.)

4. In the above report we have taken an example of platform AWS and virtual machine as services.
Likewise, MyCloud provides multiple different services, platform-wise and based on requirement

provider user can calculator the price.
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1.5.15

Total Cost per month: 0.786

Storage Cost(Per Month)

Josicestintse
=

Asia Pacific (Mumbai] $0.131 per GB-month of Provisioned I0PS SSD (io1) provisioned storage - Asia Pacifc (Mumbai]

Figure 300 - Cost Per Month

Decommission Reminder

Through this section, provider user can configure reminder mails when decommissioning date is

approaching.

1.

On the main menu bar, click Workflow Management and then click Decommission Reminder.

2. The section has following options:

1.5.15.1

To add reminder, provider user needs to follow the below steps:

1.

2.

e Create Reminder

e View Reminder

Create Reminder

On the Decommission Reminder screen, click Create Reminder.

Decommission Reminder

View Reminder Create Reminder

Organization * Days *

—select- v

Figure 301 - Create Reminder (Cont.)

Refer below table for reference:

Table 27 - Create Reminder

Field

Description

Organization

Name of the organization (business units/ divisions in organizations)

Days

Date filed which shows that machine will be decommissioned after days.

Frequency

In which frequency, the machine will be decommissioned

3
4
5.
6
7

Select Organization.
Enter Days.
Select Frequency.

Click Add or Cancel to discard changes.

A success message box appears as below:
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Decommission Reminder has been successfully
created.

Figure 302 - Create Reminder (Cont.)

All the fields marked with asterisk (*) are mandatory.
1.56.15.2 View Reminder

Through This Section, Provider User Can View All the Existing Reminder Mails For A Specific Organization.

pa—

On Decommission Reminder module, select View Reminder tab.
Select the Organization.

Click Go.

AwoN

A screen appears as below:

Decommission Reminder

View Reminder Create Reminder

Organization *

JsHeL v
T N
23456 Daily Yes @@

Figure 303 - View Reminder

5. It also comprises of following actions:
o Edit (@3’): To modify the details of existing reminder.

e Change Status (Oy. Toggle the status of existing reminder.

1.5.15.3 Edit Reminder

To edit/ modify the assigned reminder, provider user needs to follow the below steps:
1. Click Edit (E'f‘) to modify the desired details.
2. Click Update to save the changes.
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Decommission Reminder

View Reminder Create Reminder

Organization * Days* Frequency *

JsHCL ~ 23456 Daily ~

Figure 304 - Edit Reminder

3. A Success Message Box Appears.

@ Decommission Reminder updated successfully.

OK

Figure 305 - Edit Reminder (Cont.)

All the fields marked with asterisk (*) are mandatory.

4. Click OK.

1.5.15.4 Change Status

To toggle the status of the assigned reminder, provider user needs to follow the below steps:

1. Click Change Status (®) toggle the status of desired reminder.

@ Are you sure change status to InActive?

Figure 306 - Confirmation Message

2. A Success Message Appears.
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Decommission reminder status has been updated

successfully.

Figure 307 - Success Message

1.5.16 Manage Run Once
This screen configures RunOnce, which can be used to specify commands that the system will execute on
provisioned VM. This is a day one activity (provisioning) specific to private cloud (VMWAR and SCVM)
environment.
1. On the main menu bar, click Master and then click Manage RunOnce.
2. The section has following options:
e View RunOnce Command

e Add RunOnce Command

1.5.16.1 View RunOnce Command

To view command, provider user needs to follow the below steps:
1.  Onview RunOnce Command screen, select Platform.

2. Click Go.

Manage RunOnce

View RunOnee Command Add RunOnee Command

Platform

= e - “
m_ [y R e __mm

Write-output *Hello’ 2 m

Viindows vCenterProvision|

Figure 308 - View RunOnce Command (Cont.)

3. Italso comprises of following actions:

o Edit (ﬁ)z To modify the details of existing command.

e Delete (T): To delete existing commands

1.5.16.2 Edit RunOnce Command

To edit/modify a command, provider user needs to follow the below steps:

1. Click Edit (ﬁ) to modify the desired details.
2. Click Update to save the changes.

Configuration Guide 158



Manage RunOnce

View RunOnce Command Add RunOnee Command

05 Type * Platform Provisioning Endpaint *
Windows ~ Compute on Demand-vCenter ~ \CenterProvisioning

Is Published

Hame * Deseription

TestRunOncePiyush

RunOnce Command”

Wiite-output "Hello

Figure 309 - Edit RunOnce Command

3. A success message box appears.

RunOnce Command has been updated
successfully.

Figure 310 - Edit RunOnce Command (Cont.)

All the fields marked with asterisk (*) are mandatory.

1.5.16.3 Delete RunOnce Command

To delete a command, provider user needs to follow the below steps:

1. Click Delete (' ).

2. A popup message appears.

Are you sure you want to delete this item ?

Figure 311 - Confirmation Message

3. Click OK

4. A success message appears.
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RunOnce Command has been delsted

successfully.

Figure 312 - Success Message

To add commands, provider user needs to follow the below steps:

1. On Manage RunOnce command screen, click Add RunOnce Command.

Manage RunOnce

View RunOnce Command

0S Type *

windows

Name *

Test

RunOnce Command*®

Add RunOnce Command

Platform * Provisioning Endpoint *

v Compute on Demand-vCenter v EndPoint1lVMware ~

Is Published

0

test command|

Figure 313 - Add RunOnce Command

2. Refer the below table to understand the fields mentioned in the above figure:

Table 28 - Manage RunOnce

Field

Description

OS Type

Displays the operating system type

Platform

Private cloud platform i.e., VMWARE or SCVMM.

Provisioning Endpoint

Displays the name of the environment (cloud endpoint)

Name

Command name

Description

Command description

Is Published

Command will be published if this checkbox is checked.

RunOnce Command

Command which will be executed when machine creates first time

3. Select Platform.
4. Select Provisioning Endpoint.

5. Enter Name.
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Enter Description.
Check or uncheck Is Published checkbox.
Enter Command.

Click Add.

© © N O

10. A success message box appears as below:

RunOnce Command has been saved

successfully.

Figure 314 - Add RunOnce Command

1.5.17 Cl Column Configuration
Through this section, provider users can configure Cl Columns to import objects.
1. On the Main Menu bar, click Master and then click Cl Column Configuration.

2. The below screen will appear.

€l Column Cofiguration

Platform * Object Type *

—select- v —select— v

Figure 315 - Cl Column Configuration

3. Select Platform and Object Type.
4. Click Go.

Cl Column Configuration

Platform * Object Type *
Amazon Web Services v Virtual Machine ~ ﬂ
e e e e e =
(s o o IN{running:stopped) v Power Status ™
HoolePey o Numeric ~ | Noofvceu OR%
s o s Numeric . Memory In MB R
Osbisksize o Alphahumeric v 05 Disk Size R
R o o AlphaNumeric “ Data Disk Size 1 ™
Databiskisize o o AlphaNumeric ~ Data Disk Size 2 OR%

Figure 316 - Import Configuration (Cont.)
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5. All the Cl Columns will be displayed on the screen.

UserEntitylD

ProviderEntitylD

OrgEntityln OrgEntitylD

Isimported Isimported

CreatedDate

CreatedDate

Records 1- 88 of 88

Figure 317 - Import Configuration (Cont.)

6. Click Save.
MyCloud
@ Records Saved Successfully
Figure 318 - Success Message
1.5.18 My Schedules

Through this module, the user can Schedule Action(s) on Object(s) in an organization. Pre-requisites of

using my schedules:

j—l

Organization should have enabled “Action Scheduling Enabled” in the organization module.
At least one action should be active for respective object.
Ul associated with action should not have approval associated with it.

Controls used in Ul should be textbox and hidden controls only.

SN

It has the following options:
e View Schedules
e Create Schedules

e Schedule History
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To create a schedule of an action in an organization, login user needs to follow the steps below:

1.

2. Refer the below table to understand the fields mentioned in the above figure.

My Schedules

View Schedules
Organization * @)
--Select--
Object Type *

-Select--

Create Schedule

Schedule History

Platform *

v —Select—

Action

v —All-

Provisioning Endpoint *

—select—

Click on the My Schedules menu option and then click Create Schedule.

My Schedules

View Schedules
organization * )
Select
Object Type *
Select-

Description *

Frequency *
® -

OneTime Daily

Create Schedule

Weekly ~ Manthly

Figure 319 - My Schedules Home Screen

Schedule History

Platform *

Time Zone *

Select

Hourly ~Minute

Provisioning Endpoint *

Select:

Name *

Start Time

Figure 320 - Create Schedule

Table 29 - Create Schedule Fields

Fields

Description

Organization

Select the name of the organization (business units/ divisions in organizations)

Platform

The field lists down the cloud service provider.

Provisioning Endpoint

Displays the name of the environment (cloud endpoint)

Object Type Name of the infrastructure resource.

Action Displays the list of action(s) associated to object.
Name This unique name of schedule action.
Description Description of schedule action.

Time Zone This field represents the time zone of start time.
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Start Time The field represents when to start/schedule the action.

Frequency Interval at which the action can be schedules
Action Parameter(S) List of parameters depends on selected action

3. Select Organization.

4. Select Platform and Provisioning Endpoint.

5. Select Object Type.

6. Select Action.

7. Enter the Name and Description of schedule.

8. Select Time Zone and Start Time.

9. Select Frequency.

10. Now map the Parameters of Action. Parameter Data Type supports two types:
e Static - User can provide the static value of a control.
e SQL Function - SQL function can be used to find the dynamic value of a control.

N. Click Save.

My Schedules

View Schedules Create Schedule Schedule History
Organization * () Platform * Provisioning Endpoint *
Hclorg hd Google Cloud (GCP) hd GepDev v
Object Type * Action * Name *
VM-Virtual Machine v StartyM v StartVM - Daily
Description * Time Zone * Start Time *
Start VM Daily at9am 15T(+5:30) v 02/15/202109:00
Frequency *
C onetime @paily O Weekly O Monthly

Gep_ObjectiD

8

SQLFunction hd @@fnGetObjectlD hd

:

‘txtmachineName

SQLFunction v @@fnGetMachinename v

®

‘txtzone

SQLFunction N @@fnGetClLocationName hd

=

Figure 321 - Create Schedule (Cont.)

All The Fields Marked with an Asterisk (*) Are Mandatory.

12. A Success Message Box Appears.
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Schedulad Action has been saved successfully.
Please Map Cl against this Schedule.

Figure 322 - Create Schedule (Cont.)

13. Now click OK. A popup will open containing relevant object(s).

14. You can select the appropriate object(s), on which Action need to be scheduled.

*NOTE: Change column settings from "MyObjects” to limit the CI Columns.

Schedule Name StartVM - Daily Action Name StartVh

Search:

Lease | Power Memory
ObjectiD ObjectType | PlatformEntitylD | ObjectStatus | RequestMo UserEntitylD Period | Status InMB

USER- requester@hcl.com 1 RUNNING

O 1593783089203747411 VM GCP-53EAES10- requester@hcl.com
Dayls)

10B5-428D-A315- 686B74F4-

B396ETABBSAF 9423-4D09-
&Ba4-

503B85D8D15D

- o

Figure 323 - Create Schedule (Cont.)

15. Now click on Map Button.

16. A success message box appears.

@ Objects has been mapped successfully.

OK

Figure 324 - Create Schedule (Cont.)

17. Action is scheduled successfully.

1.5.18.2 View Schedule

This section lists all the schedules that have been created by an organization admin.
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My Schedules

View Schedules Create Schedule

Organization * )
Hlorg
Object Type *

VM-Virtual Machine

Schedule History

Platform * Provisioning Endpoint *
v Google Cloud (GCP) v GepDev

Action

9 ==

All dates

arein MM/dd/yyyy HH:mm format

_—mw Seribee m fexfumfate m

StartVM - Daily Start VM Daily at 9 am StartVM

Records1-1of1

02/15/2021 03:00 IST(+5:30) 02/15/2021 03:30. 02/15/2021 03:30

BOMOT

Figure 325 - View Schedules

Refer the below table to understand the fields mentioned in the above figure.

Table 30 - View Users Field

Fields

Description

Organization

Select the name of the organization (business units/ divisions in organizations)

Platform

The field lists down the cloud service provider.

Provisioning Endpoint

Displays the name of the environment (cloud endpoint)

Object Type Name of the infrastructure resource.

Action Displays the list of action(s) associated to object.
Name This unique name of schedule action.
Description Description of schedule action.

Action Name

Name of action for which schedule has been created

Frequency Interval at which the action can be schedules
Start Date The field represents when to start/schedule the action.
Time Zone This field represents the time zone of start time.

Start Date (UTC)

The field represents when to start/schedule the action in UTC time zone

Next Run Date

The field represents next schedule time of the action

Status

The status of the schedule

Action

User to take actions like edit, change status, map objects, history, delete against

the listed schedules

It also comprises the following actions:

e Change Status

Configuration Guide
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: To modify the details of schedule.

2

: To change the status of schedule.
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e Map Objects (%): To Map Objects To Schedule.

e History (‘@): To Check The History Of Schedule.

o Delete (I): To Delete The Schedule.

1.5.18.3 Schedule History

This section lists all the history of schedules actions.

To view the Schedule History, follow the below steps:

L
1. Clickon (o) icon in the grid records on View Schedule tab.

2. The Schedule History tab will open.

My Schedules

View Schedules

Schedule Name

Start VM OneTime

Start Date

02/12/2021 07:47

Create Schedule Schedule History

Action Name Frequency

StartvMm OneTime

End Date Status

02/12/2021 15:57 —Select--

Al dates are in MM/dd/yyyy HH:mm format

. Schedule Request ID Status Schedule Run Date

(5)  9742FE6E-4841-4B2B-85F8-A4724511D779 Completed 02/12/2021 15:47

Object D Schedue Run Date ——

SRREQ000006

6319415243861367066 02/12/2021 15:47 Request Created Successfully

Figure 326 — Schedule History

3. Refer the below table to understand the fields mentioned in the above figure.

Table 31 - Schedule History Field

Fields

Description

Schedule Name

Refers to the unique name to be given for schedule action.

Action Name

Name of action for which schedule has been created

Frequency Interval at which the action can be schedules

Start Date Start time, to filter the history of schedules from this time
End Date End time, to filter the history of schedules till this time
Status InProgress, completed, failed filter status

Schedule Request ID

Unique GUID for the schedule instance.

Status

Status of the scheduled instance

Schedule Run Date

Run date of the scheduled instance
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Request No. Request tracking request number created by schedule request ID.
Object ID Object ID, unique ID of the object on which action is performed.
Schedule Run Date Run date of the scheduled instance

Execution Status Status of the request execution

1.5.19 Logs

Through this module, user can view log(s) for components such as website and WebAPI.

1. User can click on Logs from MyCloud screen and below screen will appear.

View Logs

Y Filters

Component Code * Level Code
—All- v 03/05/2021 13:47 03/05/2021 14:47

From Date * ToDate *

—-Select— v

Absolute URL

Figure 327 - View Logs Home Screen

2. Select Component Code, Level Code, From Date, and To Date.
Enter Absolute URL.
4. Click Go.

All dates are in MM/dd/yyyy HH:mm:ss format

-m Sesriesid m Abseiictet
o) — sl — .

03/05/2021 16:12:25

INFO

{"ClassName":"MasterPage',"MethodName":"BindDynami... --

03/05/2021 16:12:25 inside BindDynamicMenu start
@  INFO =1 ] 03/05/2021 16:12:25
03/05/2021 16:12:25

@  INFO 21 ] http://localhost:47046/Reports/MonthlyReport aspx

Figure 328 - View Logs (Cont.)

1.5.20 Help
To understand more about MyCloud, provider users can navigate to help icon from menu bar.

It has following actions:
¢ Download Reference Guide
e Generic Task Details

e License Report
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HCL DRYICE

MyCloud

B

Download Reference Guide
MyCloud Dashboard F—
Generic Task Details

7 Dashboard Filters { From Date: 04/06/2023 To Date; 06/30/2023 ) @

| My Reports. 88 Workllow Management  (§) UserCostModel D RBAC (@) MyAccount R Master ) Cloud Advisory

R Oranization ) Service Catalog

Figure 329 - Help

1.5.20.1 Generic Task Details

This section gquides the provider user while configuring manage generic tasks (under manage process

workflow) by mapping parameters.

Generic Task Details
Generic Task Details

Platform * Ceneric Task * Type

--Select- ~ ‘ ‘ --Select-- v ‘ | --Select-- v ‘

Figure 330 - Generic Task Detail

1. Select Platform, Generic Task and Type.
2. Click Go.

e L S =

ClientSecretey String ClientSecretkey ClientSecretiey INPUT
DataDisks DataDisks DataDisks OUTPUT
Disks String Disks Disks INPUT
IPAddress IPAddress IPAddress QUTPUT
ManagedStorageAccountType String ccountType ccountType INPUT
NativClientld String NativClientld NativClientld INPUT
ResourceGroupName String ResourceGroupName ResourceGrouphame INPUT
RoleName String RoleName RoleName INPUT
Size Size Size oUTPUT
Subscription|D: String SubscriptionlD Subseription!D INPUT
tag tag tag QUTPUT
Tenantld String Tenantld Tenantld INPUT
VMName VMName VMName QUTPUT

Figure 331 - Generic Task Detail (Cont.)

1.5.20.2 Download Reference Guide

To help Provider User, MyCloud Has Provided Reference Guides.
1. Click Download to get the guides.
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m

APl Guide This document explains about Rest APIs which are being used in My Cloud to support cloud infrastructure. With the help of these APls, we can Download | View
connect multiple enterprise applications with MyCloud over HTTP and HTTPs.

Developer Guide This guide provides instructions to developers for developing Ul forms and defining process workflows. This includes the post-installation and Download | View
configuration procedures for the product.

Configuration Guide This document is intended for IT Business Admi these are resp for ing MyCloud and enabling end-usersto  Download | View
consume MyCloud services.This includes the postrinstallation and configuration procedures for the product.

Introduction Guide This document is intended for IT Business. i those are for ing MyCloud and enabling end-usersto Download | View
consume MyCloud services This includes the post-nstallation and configuration procedures for the product.

Troubleshaot Guide This guide provides instructions to troubleshoot some of the commonly accurring issues along with steps to resalve the issues. Download | View

Figure 332 - Reference Guide

Click on the download link and guides will be downloaded in pdf.

1.5.21 Key Vault Configuration
Through this section, the provider user configures the key vault. Key Vault Configuration can be done by
two ways.
e Cyberark: External tool to manage the confidential information.
e MyCloud Secret Manager: MyCloud Out Of The Box tool to manage the confidential information.
e Azure Key Vault: Azure vault to manage secret information
1. On the main menu bar, click Master and then click Key Vault Configuration.

2. The following screen appears:

Key Vault Configuration
View Configuration Add Configuration

Configuration Tool *

Select v Go

Figure 333 - Key Vault Configuration

3. It has following options:
e Add Configuration

e View Configuration

1.5.21.1 Add Configuration

To add configuration, the provider user needs to follow the below steps:

1. On the Key Vault Configuration screen, click Add Configuration tab.
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Key Vault Configuration
View Configuration Add Configuration

Configuration Tool * Configuration Name * @) Description

--Select: v

Figure 334 - Add Configuration

2. Refer the below table to understand the fields mentioned in the above figure:

Table 32 - Add Configuration

Field Description
Configuration Tool Select the configuration tool (Cyberark/ MyCloud Secret Manager/ Azure
Key Vault)
Configuration Name The name of the configuration. Only hyphens and underscores are allowed in

the middle of the text. Other special characters are not allowed.

Description Description of the configuration

Configuration key fields may vary depending on the configuration tool.

Key Vault Configuration
View Configuration Add Configuration

Configuration Tool * Configuration Name * ) Description

CyberArk v

AppiD * safe " Folder *

Figure 335 - Add Configuration (Cont.)

3. Click Add.

4. A success message box appears as below:

MyCloud

@ Configuration has been saved successfully.

Figure 336 - Success Message

Configuration Guide 171



1.5.21.2

View Configuration

This section lists out all the Key Vault Configurations that have been created by the provider user.

1.

Key Vault Configuration
View Configuration Add Configuration
Configuration Tool *

~-Select-- v Go

Figure 337 - View Configuration

Select Configuration Tool.

2. Click Go.

Key Vault Configuration
View Configuration Add Configuration

Configuration Tool *

MyCloud Secret Manager v
_m

AWSConfiguration AWS Description U]
GCPConfiguration GCP Description % t @
Records1-20f2

Figure 338 - View Configuration (Cont.)

3. Refer the below table to understand the fields mentioned in the above figure:

Table 33 - View Configuration

Field Description

Configuration Name Name of the configuration which is saved using the add configuration

functionality.

Description Description of the configuration

4.

1.5.21.2.1

It also comprises of following actions:

o Edit (l%): To modify the details of existing configuration.

e Delete (E)z To delete the existing configuration.
e Add Key (#): To add keys to existing configuration. (this feature is only applicable for MyCloud

secret manager configuration tool.) For detailed information, please refer to section Add Key.

Edit Configuration

To edit/ modify the existing configuration, provider user needs to follow the below steps:

1.

Click Edit (%) against the configuration that needs to be edited.
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Key Vault Configuration

View Configurati Add Configuration

Configuration Tool * Configuration Name * () Description

Cyberark v GCPCyberArkConfiguration GCP CyberArk Description
AppiD safe” Folder *

1 Safe C
Object

Object

Figure 339 - Edit Configuration

Table 34 - Edit Configuration

Field Description
Configuration Tool Configuration tool is non-editable field.
Configuration Name Configuration name is non-editable field.
Description Description of the configuration

2. Update the required fields.
3. Click Update to save the changes.

4. A success message box shown as below.

MyCloud

@ Configuration has been updatad successfully.

Figure 340 - Success Message

1.5.21.2.2 Delete Configuration

To delete the existing configuration, provider user needs to follow the below steps:

1. Click Delete (') against the configuration that needs to be deleted.

2. A confirmation message appears.
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MyCloud

@ Are you sure to delete current record?

o« S

Figure 341 - Confirmation Message

3. Click OK to continue. A success message appears. Click Cancel to cancel the action.

MyCloud

@ Configuration has been deleted successfully.

oK

Figure 342 - Success Message

1.5.21.2.3 Add Key

To add any keys to the existing MyCloud secret manager configuration, provider user needs to follow the

below steps:

1. Click Add Key (@') against the configuration that needs to be edited.

2. The following screen appears:

Add Keys

AWSKey

Records1-10f1

Figure 343 - Add Keys

Enter Key and Value.
4. Click Add.

User can edit and delete the keys based on the configuration.

1.5.22 Object Naming Convention

Through this section, provider user can configure object names.

Configuration Guide

174



1. On the Main Menu bar, click Master and then click Object Naming Convention.

2. The below screen will appear.

Object Naming Convention

View Configuration Add Configuration

Organization *

—Select--

Configuration Name

Figure 344 - Cl Naming Convention Home Screen

3. It has following options:
e Add Configuration

e View Configuration

To add configuration, provider user needs to follow the below steps:

1. On the Object Naming Convention screen, click Add Configuration tab.

Object Naming Convention
View Configuration Add Configuration

Organization *
Select
Enable Dynamic Key Combination ()

No

configuration Name * (@) Global sequence * @)

Description

Figure 345 - Add Configuration

2. Refer the below table to understand the fields mentioned in the above figure:

Table 35 - Add Configuration

Field

Description

Organization

Select the name of the organization (business units/divisions in

organizations)

Configuration Name

Name of the configuration. Provided that only hyphen and
underscore are allowed in middle of text. Other special characters

are not allowed.

Global Sequence

This value will be default for all type of keys combination and user

can also override its value from manage key action.

Enable Dynamic Key Combination

This key is used to set the output of APl based on configuration. If
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value is —

e Yes -If key doesn't exist in the system against a configuration. New
key will be created with initial sequence as global sequence.
e No - If no key exist then error will be prompted stating that key not

exist against configuration.

Description Description of the configuration

Select Organization.
Enter Configuration Name, Global Sequence and Description.
Enter Enable Dynamic Key Combination.

Click Add.

N o o b~ ©

A success message box appears as below:

@ Configuration has been saved successfully.

Figure 346 - Success Message

1.5.22.2 View Configuration

This section lists out all the Cl naming convention configurations that have been created by the provider

user.

Cl Naming Convention

View Configuration Add Configuration

Organization * Configuration Name

Figure 347 - Cl Naming Convention Home Screen

1. Select Organization.
2. Enter Configuration Name.

3. Click Go
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4.

1.5.22.2.1

Object Naming Convention
View Configuration Add Configuration

Organization * Configuration Name

HCLorg v
e — _ S S e — m
5 Yes

Test_Config Configuration Description

Records1-20f2

BUE

testConfig configuration Description 1000 No BTE

Figure 348 - View Configuration

It also comprises of following actions:

o Edit (%)z To modify the details of existing configuration.
o Delete ()): To delete the existing configuration.

&
e Manage Keys (2!): To manage keys of existing configuration.

Edit Configuration

To edit/modify the existing configuration, provider user needs to follow the below steps:

1.

1.56.22.2.2

Click Edit (@3) against the configuration that needs to be edited.

Object Naming Convention

View C i Add C
Organization Configuration Name * () Global Sequence * ()
HCLorg v Test_Config
Enable Dynamic Key Combination () Description
Yes v Configuration Description

Figure 349 - Edit Configuration

Edit Global Sequence, Enable Dynamic Key Combination, and Description.

Click Update to save the changes.

@ Configuration has been updatad successfully.

OK

Figure 350 - Success Message

Delete Configuration

Configuration Guide



To delete the existing configuration, provider user needs to follow the below steps:

1. Click Delete (') against the configuration that needs to be deleted.

2. A confirmation message appears.

MyCloud

@ Are you sure to delste current record?

o< [

Figure 351 - Confirmation Message

3. Click OK to continue and Cancel to cancel the action.

MyCloud

@ Configuration has been deleted successfully.

Figure 352 - Success Message

1.5.22.2.3 Manage Keys
To manage keys in the existing configuration, provider users need to follow the below steps:

a
1. Click Manage Keys (@l) against the configuration that needs to be added or edited.
2. The below pop up will appear:

Manage Keys

Initial Sequence * )

1 M =
No Record Found

Note: Keys can be distinct combination for Noming Logic. Sample Values are -

«PROD_W_AP «TEST_L AP «QAWAP

Figure 353 - Manage Keys

Enter Key and Initial Sequence.
Click Add.

Users can Edit and Delete the keys based on the configuration.

o o A

Keys can be a distinct combination for naming logic. Sample values are:

e PROD_W_AP
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o TEST_L_AP
o OQAIWIAP

1.5.23 Job Notification Details
Through this section, provider users can view job notifications.
1.  Onthe Main Menu bar, click Master and then click Job Notification Details.

2. The below screen will appear.

Job Notification Details

I S S ) e

GCP VPC Sync Platform Data Sync (SYNC) Google Cloud Platform gepdev Maximum Retry
Reached

1337 IntersightCom Cisco Intersight Target Sync Cisco Intersight Sync (CICOSYNC)  Cisco Intersight IntersightCom Maximum Retry
Reached

IntersightCom Virtualization Distributed Network Sync Cisco Intersight Sync (CICOSYNC)  Cisco Intersight IntersightCom Maximum Retry
Reached

IntersightCom Virtualization Disk Sync Cisco Intersight Sync (CICOSYNC)  Cisco Intersight IntersightCom Maximum Retry
Reached

1242 IntersightCom Virtualization Host Sync Cisco Intersight Sync (CICOSYNC)  Cisco Intersight IntersightCom Maximum Retry
Reached

124 IntersightCom Virtualization Data Store Sync Cisco Intersight Sync (CICOSYNC)  Cisco Intersight IntersightCom Maximum Retry
Reached

1344 IntersightCom Virtualization Template Sync Cisco Intersight Sync (CICOSYNC)  Cisco Intersight IntersightCom Maximum Retry
Reached

IntersightCom Virtualization DataCenter Sync Cisco Intersight Sync (CICOSYNC)  Cisco Intersight IntersightCom Maximum Retry
Reached

IntersightCom Virtualization Cluster Sync Cisco Intersight Sync (CICOSYNC)  Cisco Intersight IntersightCom Maximum Retry
Reached

Figure 354 - Job Notification Details Home Screen

3. Refer to the below table to understand the fields mentioned in the above figure:

Table 36 - lob Notification Details

Field Description

Organization Select the name of the organization (business units/ divisions in

organizations)

Job ID Unique ID of a job.

Job Name Unique job name

Component Code lob belongs to which component, like sync, comp etc.

Providing Endpoint Unique endpoint name of the provider.

Job Status Status of the job.

4. User can also check the job notification from the top of the screen by clicking bell icon. ( )

This will help users to notify the number of jobs which are either on the state of Maximum Retry

Reached, Maximum Timeout Reached or Failed.

6. Hover on the Bell( ﬂ) Icon.
7. User will get the quick idea of job status.
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@ FinOps Reporting

Job Name Status

Maximum Retry Reached

GCPVPC Sync

1337 IntersightCom Cisco Intersight Target Sync Maximum Retry Reached

I 1338 IntersightCom Virtualization Distributed Network Sync Maximum Retry Reached
1340 IntersightCom Virtualization Disk Sync Maximum Retry Reached

fe etry
1342 IntersightCom Virtualization Host Sync Maximum Retry Reached

...More

Figure 355 - Job Notification Popup

8. Click More

9. The user will be redirected to Job Notification Details screen.

1.5.24 Manage GIT Configuration
Through this section, provider users can manage GIT configuration.
1. On The Main Menu bar, click Master and then click Manage GIT Configuration.

2. The below screen will appear.

Manage GIT Configuration

View Configuration Add Configuration

e L e P TN
GiTConfiz! Private ° 2 2
GITConfig2 Private ™Y 2 @
GTconfizs Public ° I
GlTConfia_PS_Public_Abhi . Public ] 22
GITConfigPowershell CyberARC Abhi Public . 2
GlTConfigPowershell_SM_Abhi Public . 2
GITConfigPS_Input_Private_Abhi Private Powershell_input Y 2
GTConfiEPS_CyberARC_Private_Abhi Private Powershell_CyberARC ™ 2
GIIConfighS_SecretManag_Private_abhi Private Powershell_SecretMang, ™Y
GITConfig_PY_Public_Abhi Public ) AT

GITConfigY_Input_Private_Abhi

Figure 356 - Manage GIT Configuration Home Screen

3. It has following options:
e Add Configuration

o View Configuration

1.5.24.] Add Configuration

To add configuration, provider user needs to follow the below steps:

1. On the Manage GIT Configuration screen, click Add Configuration tab.
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Manage GIT Configuration

View Configuration Add Configuration

Configuration Name* () Repository URL' () Repository Type

Figure 357 - Manage GIT Configuration

2. Refer the below table to understand the fields mentioned in the above figure:

Table 37 - Add Configuration

Field Description
GIT Configuration Name Unique name of the configuration.
Repository URL Address of the GIT repository.
Repository Type Type of the repository, public, or private
Username, Token For repository type: private, user needs to add creds such as username and
token.

Select GIT Configuration Name, Repository URL, Repository Type.

4. Inthe case of "Private’ repository type, some additional fields appear.

Manage GIT Configuration
View Configuration Add Configuration

Configuration Name* () Repository URL" () Repository Type

Private e

User Name* Token” )

Figure 358 - Manage GIT Configuration (Cont.)

5. Enter Username and Token.
6. Click Add.

7. A success message box appears as below:
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MyCloud

6 GIT Configuration has been added succassfully.

OK

Figure 359 - Success Message

1.5.24.2 View Configuration

This section lists out all the GIT configurations that have been created by the provider user.

Manage GIT Configuration

View Configuration Add Configuration
Girconist Prvate . 2R
GlTconfigz Private [ 2 kB
GiTconfigs Public [} 2B
GITConfiz_PS_Public_Abhi public L] 28
GiTConfigPowershell_CyberRe Ahi Puslic . 2R
GITConfigPowershell SM_Abhi Public Y 2 R
GITConfigPS_input_Private_Abhi Private Powershell_Input ] 7R T
GITConfigPs_CyberARC Private_Abhi . Private Powershell CyberARC (] 2 i
GITConfighs_SecrelManag_Private_Abhi Frivate Powershell_SecretMang ] 2@
GITConfig_PY_Public_Abhi E - Public [ Z @B

GITConfigFY_Input_Private_Abhi Private. Pythan_lnput

Figure 360 - Manage GIT Configuration

1.5.24.2.1 Edit Configuration

To edit/ modify the existing configuration, provider user needs to follow the below steps:

1. Click Edit (£) against the configuration that needs to be edited.

Manage GIT Configuration

View Configuration Add Configuration
Configuration Name* () Repository URL" () Repository Type
GITConfigl Private ~
User Name® Change Token

[m]

Figure 361 - Edit Configuration

2. Edit GIT Configuration Name, Repository URL, And Repository Type.
Click Update.

4. A success message appears.

Configuration Guide 182



MyCloud

@ GIT Configuration has been updated successfully.

OK

Figure 362 - Success Message

1.5.24.2.2 Change Status

To update/ modify the existing status of configuration, provider user needs to follow the below steps:
1. Click Change Status () against the configuration that status needs to be changed.

2. A confirmation message appears.

MyCloud

@ Are you sure to changes configuration status.

o< [

Figure 363 - Confirmation Message

3. Click OK.
MyCloud
@ GIT Configuration status has been changed.
oK
Figure 364 - Success Message
1.56.25 Public Cloud Size Allocation

This module helps provider users to allocate public cloud size allocation.
1. On the main menu Master, click Public Cloud Size Allocation.

2. The below screen appears.
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Public Cloud Sizes Allocation

View Allocated Size Allocate Size

Grganization® Platform® Region®

~Select—- v —Select— v ~Select- v
Search By
Name vePU (#) Memory (GB)

Figure 365 - Public Cloud Size Allocation

3. It has following options:
e View Allocated Size

e Allocate Size

1.5.25.1 Allocate Size

To allocate public cloud size in an organization, user needs to follow the steps below:

1.  Click on the Public Cloud Size Allocation menu option and then click Allocate Size.

Public Cloud Sizes Allocation

View Allocated Size Allocate Size

Organization® Platform* Region®

~Select-- v —Select-- v ~Select- v
Search By
Name VvCPU (%) Memory (GB)

Figure 366 - Allocate Size

Select Organization, Platform, Region, and Location.
Provider user can search by Name, vCPU, and Memory.

Click Submit.

SN

The screen below appears.
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All

L — ]
a [ 16

al2darge a1.2darge (vCPU:8, Memory: 16.00)
] al.ddarge 16 E?) al.dxlarge (vCPU:16, Memory: 32.00)
a allarge 2 4 al.large (vCPU:2, Memary: 4.00)
a almedium 1 2 almedium (vEPU:1, Memory: 2.00)
) al.metal 16 k7] al.metal (vCPU:16, Memory: 32.00)
a alxlarge 4 8 aldarge (vCPU:4, Memory: 8.00)

Records 1-8 of 204

Figure 367 - Allocate Size

6. Select checkbox for the list of sizes.
Click Allocate Size.

8. The below message appears.

MyCloud

6 Size allocated successfully.

Figure 368 - Success Message

1.56.25.2 View Allocated Size

To view allocated public cloud size in an organization, user needs to follow the steps below:

1. Click on the Public Cloud Size Allocation menu option and then click View Allocated Size.

Public Cloud Sizes Allocation

View Allocated Size Allocate Size
Organization® Platform* Region*
—Select- ~ —Select- v —Select— v
Search By
Name VvCPU (#) Memory (CE)

Figure 369 - View Allocated Size

2. Select Organization, Platform, Region, and Location.
3. User can search by Name, vCPU, or Memory.

4. Enter Submit.
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N T S AN N
16

1:2xdarge (vCPU:8, Memory: 16.00) Deallocate

a1 xdarge &

aldxlarge 16 2 al.4xdarge (vCPU:16, Memory: 32.00) DeAllocate

Records 1-2 0f2

Figure 370 - List of Allocated Size

5. User can Deallocate the size.
6. Click on Deallocate to the size.

7. A confirmation message appears.

@ Are you sure you want to deallocate this mapping?

Figure 371 - Confirmation Message

8. Click OK to confirm.

MyCloud

@ Size DeAllocated successfully.

Figure 372 - Success Message

1.5.26 Manage Private Cloud Sizes
Through this section, provider users can configure private cloud size.
1. On the main menu bar, click Master and then click Manage Private Cloud Sizes.

2. The below screen will appear.

Manage Private Cloud Sizes

View Sizes Add Size

Organization * Name

—Select-- v

Figure 373 - Manage Private Cloud Sizes

3. It has following options:
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e View Size

e Add Size

1.5.26.1 Add Size

To add private cloud size in an organization, user needs to follow the steps below:

1. Click on the Manage Private Cloud Sizes menu option and then click Add Size.

Manage Private Cloud Sizes

View Sizes Add Size

Organization * Name* VCPU (#) *

~—-Select-- hd 1

Memory (GE) * Disk (GB) Display Text
1 1

Display Order

Figure 374 - Add Size

2. Select Organization.

3. Enter Name, vCPU (#), Memory (GB), Disk (GB), and Display Text.
4. Enter Display Order.

5. Click Save.

MyCloud
@ Size has been saved sucassfully.
Figure 375 - Success Message
1.5.26.2 View Sizes

To view private cloud size in an organization, user needs to follow the steps below:

1. Click on the Manage Private Cloud Sizes menu option and then click View Size.
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Manage Private Cloud Sizes

View Sizes Add Size

Organization * Name

—Select-- ~

Figure 376 - View Sizes

2. Select Organization and Name.

3. Click Go.

Manage Private Cloud Sizes

View Sizes Add Size
Organization * Name

HclOrganization v
|_m
| 12@#$4%5#%55% 12@#$4952%34%(VCPU -1, Memory : 1 GB) BRm
| fekef efefef 1 Kl E] fekef efefef(yCPU -1, Memory : -1 GB) g % R
| Large 4 8 80 Large (VCPU : 4, Memory : 8 GB) % E @

Figure 377 - Home Screen

4. It also comprises of following actions:

o Edit (%)z To modify the details of existing configuration.

o Delete (@)z To delete the existing configuration.

1.5.26.2.1 Edit Size

To edit/ modify the existing configuration, provider user needs to follow the below steps:

1. Click Edit (@3) against the configuration that needs to be edited.

Private Cloud Size Configuration

View Sizes Edit Size

Organization * Name VCPU (#) *

‘ HclOrg v | ‘ xLarge ‘ ‘ 8 |
Memory (GB) * Disk (CB) Display Text

‘ 16 | ‘ 80 ‘ ‘ xLarge (VCPU : 8, Memory : 16 GB) |
Display Order

Update

Figure 378 - Edit Size

2. Select Organization.

3. Enter Name, vCPU (#), Memory (GB), Size (GB), and Display Text.
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4. Enter Display Order.
5. Click Update.

6. A success message appears.

MyCloud

@ Size has been updated sucessfully.

Figure 379 - Success Message

1.5.26.2.2 Change Status

To toggle the existing status of configuration, provider user needs to follow the below steps:

1. Click Change Status ({a) against the check that status needs to be changed.

2. A confirmation message appears.

MyCloud

@ Are you sure you want to change Size status ?

Figure 380 - Confirmation Message

3. Click OK to confirm.

MyCloud

@ Size status has been updated successfully.

Figure 381 - Success Message

1.5.26.2.3 Delete Size

To delete the existing configuration, provider user needs to follow the below steps:

1. Click Delete (E) against the check that needs to be deleted.

2. A confirmation message appears.
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MyCloud

@ Ara you sure you want to delete this Size?

Figure 382 - Confirmation Message

MyCloud

@ Size has been deleted succassfully.

Figure 383 - Success Message

1.6 Blueprint Module

A blueprint isa package of deployable, reusable configuration and policies that implements and

documents a specific solution. Blueprints enable users to design infrastructure, platforms, and application

services by composing and connecting cloud resources with declarative configuration. Blueprints are

designed to capture best practices for specific use cases, including appropriate resource groupings and

policies. Once best practices are packaged into a blueprint, they can be shared internally within your

organization or distributed among certain groups to evangelize them more broadly. Because blueprints

package multiple resources together to target specific use cases, they can provide sensible, contextual

default configurations, which reduces the need to tune every option on each resource. This makes

onboarding faster and reduces costs. This module describes how to create, edit, and deploy blueprints in

DRYIiCE MyCloud. It is a drag and drop blueprint designer to support provisioning and post provisioning

and has the following features covered.

Support for GCP, Azure, AWS

Support Ansible and Cisco Intersight for post provisioning task

Ability to create infrastructure blueprint using Blueprint Designer
Blueprint deployment and status tracking

Out Of Box (OOB) method to deploy blueprints in MyCloud orchestrator
View execution history and rerun functionality

Downloads terraform files for blueprint

History and drift view among multiple versions of blueprint

Import/export functionality of blueprints
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1.6.1 Manage Blueprint

1.6.1.1 Accessing Blueprint

The Blueprint Module is managed by the provider user. To access the blueprint, the user needs to login as
a provider user and follow the below steps.

1.  Login into MyCloud with provider user credentials.

2. Onthe main menu bar, click Service Catalog tab.

3. Select Manage Blueprint from the available options.

| My Reports 58 omsnimation Service Catalog 8 workflow Management (8) User Cost Model £ waac @) Myhccount BB Master €& Cloud Advisory more ™

7 Dashboard Filters [ From Date: 05/0 1, [©]

Request Item SLA S —— e D x Platform Wise Request ceD x

. Ponding For Approval [ SLA Mot [ SLA Not Applicable S SLA Not Mat —

7

Figure 384 - Manage Blueprint Menu

4. The Manage Blueprint page appears:

Manage Blueprint
View Blueprint Import Blueprint Deployment History
Platform Tas @
= = n
mm SeBs __m
52 Instance with Multiple NIC 2 Instance with Multple NIC 2 Amazon Web Services Instance with M. . o
: £ kdn
31 Instance with Multiple NIC Instance with Multiple NIC Amazon Web Services o T
e [ Change status
A Download Blueprint Terraform
50 EIP with Instance Amazon Web Services =
[ Export 150N
25 standaloneciscoob] Microsoft Azure

244 TestBlueprintAnsibleError TestBlueprintAnsiblet ror Amazon Web Services

23 AnsibleBP here Amazon Web Services Wycoud, Ansible .

242 clep cler Amazon Web Services ciBp .

Cisco,Interslght_AWS Amazon Web Servces Cisc WS . o

Figure 385 - Manage Blueprint Page

5. The Manage Blueprint page is the landing page for the blueprint module. This page has the options
to create and list the blueprint. Under the list section, users have the options to import the blueprint
and to view the deployment history, along with other actions. The manage blueprint page covers the
following two areas of the blueprint module.

e Create New Blueprint

e Manage Existing Blueprints
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1.6.1.2 Create New Blueprint

1. To create a new blueprint, click on the icon on Manage Blueprint page. The user is

directed to the Design Blueprint page.

sﬁ: I‘..oBaRVICE €0 FinOps Reporting

|2 My Regorts B Organization 5] Service Catalog 83 Workfiow Management  (§) User Cost Model P Reac @ My Account Master (@ Cloud Advisory

z ? Cloud Platform Selection
Design Blueprint A Fo----- > Blueprint Object Search Bar
i

| Middle Diagram Pane
AWS  amszon web Senvices - New 1 A Action Buttons«---€ [& &
i |
i

Copyright 2013, 2023 HCL Technologies Limited

L2

B8 X

v Deploy Button
W

Figure 386 - Design Blueprint

The Design Blueprint page has the following functionalities:
e Cloud platform selection
e Blueprint object search bar
e Left object menu
e Middle diagram pane
e Right attribute window
e Deploy Blueprint (Icon)

e Action Buttons

1.6.1.2.1 Cloud Platform Selection

The Design Blueprint page has a platform selection dropdown where users can select the different

configured cloud platforms supported by the Blueprint module.
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Design Blueprint

aws Amazon Web Services N
\'-_u—:"

aws Amazon Web Services
\-.._...r"-'

e Google Cloud Platform
Googhe Cloud

A Microsoft Azure

Figure 387 - Cloud Platform Selection

1.6.1.2.2 Blueprint Object Search Bar

The Design Blueprint page has the option to search for blueprint objects in the left menu. The left menu is

filtered based on the input text in the search box.

1. To search, enter any filter value in the search box and click the Search icon (Q).

Compute AN

EC2 '

Instance
Virtual Machine

Network N
oho

Figure 388 - Blueprint Object Search Bar

1.6.1.2.3 Left Object Menu
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All the configured cloud resources (or objects) of the selected platform appear in the left menu on the

Design Blueprint page. Cloud objects are arranged category-wise.

Compute a4
%. Storage a4
Q Network N
Security & ldentity N
% Tools L ¥
Other Objects N
@ Software Tools L ¥

Figure 389 - Left Object Menu

To use the configured cloud objects, the user needs to take the following steps:
1. Click on desired category.
2. Click on desired subcategory.

3. Drag the object to the Middle Diagram Pane.
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Compute A4

E Storage N ALB o
Application Load Balancer
Network )
oo
Load Balancers N
2 e
Listener
Virtual Private Cloud N

@ Security & Identity A4

e

Figure 390 - Left Object Menu (Cont.)

1.6.1.2.4 Middle Diagram Pane

The middle diagram pane in the Design Blueprint page is the area where all the objects are dragged and
the blueprints are designed. It is a designer pane where a user can drag objects and map them to other

objects.

|2 My Reports R Organization ] service Catalog 83 Workflow Management (8) User Cost Model P reac ® My Account B Master more ™

Design Blueprint

AWS  amazon web services v New cR ¥ X =
s N
Search Q
subnett
A
Load Balancers v
Virtual Private Cloud ~

F:ﬁ‘ Security & Identity v Blusprint: 2 Objacts, 1 Links

Tools v

Other Objects

Copyright © 2013, 2022 HCL Technologies Limited

Figure 391 - Middle Diagram Pane

1.6.1.2.5 Right Attribute Pane
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The right attribute pane appears on clicking any object in the diagram pane. It has an attribute list of the

selected object. The cloud object attribute can be configured here for the selected object.

Name *

subnet1
subnet1

r=h Provider

/ aws.useastl

CIDR Block

VPCid

obj.vpcl

Availability Zone

us-east-1a

Tags

Figure 392 - Right Attribute Window

The right attribute window has two types of attributes. The user can configure both types of attributes by
selecting the desired tab.

¢ Input attributes: This tab displays the input attributes for the selected object.

Input Attributes Output Attributes

Name *

subnetl

Provider

aws.useastl

CIDR Block

VPCId

obj.vpcl

Availability Zone

us-east-1a

Tags

Figure 393 - Input Attributes
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e Output attributes: This tab displays the output attributes for the selected object. There is a
checkbox for the attribute name. If this is unchecked, the output property will not be used to

capture the output of blueprint execution.

Check to include output variables.

Subnet Id

output_subnet_id1l

Figure 394 - Output Attributes

By default, the output property is output_subnet_idl which is changeable. Ensure that the value is unique
throughout the blueprint.
The attribute window has the following options for user input.

e Variable Mapping

e Provider Mapping

e Zone mapping

e Object Mapping/Multiple Object Mapping

The user has the option to map the variable to the object attribute which is configured to map variables.
Variables can be created using Variables window from top menu. The list of variables shown for that
attribute can be filtered by configuring mapping restrictions.

1. Click on the attribute textbox and type “var.”
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Key Name *

Va r.‘

var.subnet

var.keyname

Figure 395 - Variable Mapping

2. Select the variables from the list.

Key Name *

var.keyname

Figure 396 - Variable Mapping (Cont.)

The user has the option to map the provider to the object attribute which is configured to map providers.
List of providers will be available based on the Cloud platform selected.
1. Click on the attribute textbox and type “AWS.” For Amazon, and "google.” For the GCP platform.

2. Select the provider from the list.
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Provider

aws.

aws.apeastl -
aws.apnortheastl
aws.apnortheast2
aws.apnortheast3
aws.apsouthl
aws.apsoutheastl
aws.apsoutheast2
aws.cacentrall
aws.cnnorthl
aws.cnnorthwest1
aws.eucentrall

aws.eunorthl

aws.euwestl

Figure 397 - Provider Mapping

1.6.1.2.5.3 Zone Mapping

The user has the option to map the zone (in case of AWS and GCP). The zone attribute is used to map the
object. A list of zones is available based on the cloud platform selected.
1. Click on the attribute textbox and start typing the name of any zone. A list appears.

2. Select the desired zone from the list.

Availability Zone

us-east

us-east-la
Tag
us-east-1b
us-east-1c
us-east-1d
us-east-le

us-east-1f

Figure 398 - Zone Mapping
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The Object Mapping option allows users to map either single object or collection of objects to the object
attribute which is configured to map objects.
Single Object Mapping:

1. Click on the attribute textbox and type "obj.”

2. Select the object from the list.

VPC Id
obj

obj.vpcl

obj.vpc2

Figure 399 - Object Mapping

Multiple Object Mapping:
The Multiple Object Mapping option is used to map multiple objects to the object attribute which is
configured to map multiple objects to it. There are three options available in multiple object mapping.

1. Input object ID as text: the user can input an existing object ID into the attribute field.

Security Groups O
sg-0001,5g-002|

Figure 400 - Input object ID as Text

2. Select the object from list.

Security Groups O

obj.securitygroupl; obj.securitygroup2;

obj.securitygroupl

obj.securitygroup2

obj.securitygroup3

Figure 401 - Select the Object from List

3. Map variables to the attributes for providing the objects’ name at a later stage:
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4. For mapping variables, the user needs to click on the bind variables checkbox next to the attributes.
Security Groups
'-.-'EII’.|

var.securitygroups

TR T R

Figure 402 - Object Mapping Using Variables

The icons on the top of the Design Blueprint page are the action buttons and are the short cuts for taking
the following actions:

e Expand/Collapse

e Save Blueprint

e Variables

e Download TF (Terraform) File

e Validate Blueprint

e New Blueprint

e Back to Manage Blueprint

e Blueprint Name textbox (Title)

Clicking on the Expand/collapse icon (x) expands the Diagram Pane to cover the entire page. Clicking the

icon again resizes the pane to its original position.
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I‘i My Reports s Organization ﬁ Service Catalog

New

secuglpgroupt

Copyright (G 2013, 2022 HCL Technologies Limited

gs Workflow Management @ User Cost Model ﬁ RBAC ® My Account Master more ™

L NE A A

Figure 403 - Expand

Clicking the Save Blueprint icon () saves the newly created blueprint.

1. Click the Save Blueprint icon ( ), the Save Blueprint dialog box appears.

Save Blueprint

Blueprint Name* ()

Description ()

Tags

(J os€

Figure 404 - Save Blueprint

2. The dialog box has the following fields that need to be populated:

e Blueprint Name
e Description

e Tags

3. Click Save. A success message appears:
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@ Blueprint saved successfully.

Figure 405 - Success Message

The ‘Tags’ field in the Save Blueprint dialog box is to attach tags while saving the blueprint.
These tags help users to search for an existing blueprint.

Create Variable:

To create a variable, take the following steps:

1. Click on Variables () icon.
2. Click on Add Variable tab.

Add Variable

Variable List Add Variable

Variable Type Variable Name* ()

String v

Value

Save Close

Figure 406 - Add Variable

3. Select the Variable Type from the dropdown.
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Variable Type

String v

Key Value Pair
Array 1
Ansible

Cloud Resource Name
Region

Cisco Intersight Params

Figure 407 - Variable Type

4. Seven types of variables are available:

e String: This variable is used to map plain text values like IDs or any other input value to attributes.

e Key Value Pair: This variable is used to map the Tags type of input to any attributes. The value of

this variable type is passed in "key=Value” format.

Add Variable

Variable List Add Variable

Variable Type Variable Name* ()

Key Value Pair v

Value )

key=value

Save Close

Figure 408 - Add Variable - Key Value Pair Variable

e Array: This variable is used to map array type of values to attributes.

Add Variable

Add Variable

Variable List

Variable Type Variable Name* ()

Array v

Value @)

subnet]-OI,subnet-OZ

Figure 409 -Add Variable - Array Variable

e Ansible: This variable is used to map Ansible Extra Vars types of values to attributes.

Configuration Guide

204



Add Variable X

Variable List Add Variable
Variable Type Variable Name* ()
Ansible N
Value
T S S N
Name ‘ Mycloud‘ ‘
Figure 410 - Add Variable - Ansible Variable
Add Variable X
Variable List Add Variable
Variable Type Variable Name* )
Ansible v
Value
e ———
i Name instancel.id

Save Close

Figure 411 - Add Variable - Ansible Variable (Cont.)

Add Variable X
Variable List Add Variable
Sershiefame NershE e m
myextravar3 Ansible
{
"sn": 1,

"Name": "Hostname",
"Value": "... Show more

[
=]

rbid String

[
=

subnetname Subnet1 String

Close

Figure 412 - Add Variable - Ansible Variable (Cont.)

e Cloud Resource Name: This variable is used to map the Cloud Resource (Object) Name attribute
of an object. In other words, this type of variable is specially used for the name attribute of an

object.
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e Region: This variable is used to map default provider in case of AWS and GCP.

Add Variable

Variable List Add Variable

Variable Type Variable Name* @)
Region v awsregion
Value

Save Close

Figure 413 - Add Variable - Region Variable

e Cisco Intersight Params: This variable is used to map Cisco Intersight Params types of values to

attributes.
Add Variable X
Variable List Add Variable
Variable Type Variable Name* )
Cisco Intersight Params v ‘ Cl Pramg| ‘
Value
R
. 0 [

Name host String v

Save Close

Figure 414 - Add Variable - Cisco Intersight Params Variable
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Add Variable X

Variable List Add Variable
Variable Type Variable Name* )
Cisco Intersight Params v
Value

v
! Name instance1.id v 9 °

Save Close

Figure 415 - Add Variable - Cisco Intersight Params Variable (Cont.)

Add Variable X
Variable List Add Variable
civar [ Ciscolntersight V4 G
{
"sn": 1,
"Name": "Name",

"Value": "outp... Show more

Close

Figure 416 - Add Variable - Cisco Intersight Params Variable (Cont.)

5. Once the Variable type is selected, enter the Variable Name and Value.

6. Click on Save button. A success message appears:

@ Variable saved successfully.

Figure 417 - Success Message

Edit Variable:
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The Edit Variables option is available only for the unmapped variables. If the variables are mapped to the

attributes the edit option does not appear. To edit a variable, perform the following steps:

1. Click on the Variables () icon.
2. Select the Variable List tab.

3. Click on the Edit (ﬁ) icon corresponding to the variable to be edited.

Add Variable X
Variable List Add Variable
e S S S
subnets sg-009 String V4 ‘A‘

Close

Figure 418 - Edit Variable

4. Change the Value and Click on Update button.

The Variable Type and Name are not editable.

Delete Variables:

The Delete Variables option is available only for the unmapped variables. If the variables are mapped to the

attributes the delete option does not appear. To delete a variable, perform the following steps:

1. Click on the Variables () icon.
2. Select the Variable List tab.

3. Click on the Delete (\'/) icon corresponding to the variable to be deleted.
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Add Variable
Variable List Add Variable
Sevishiciieme _ s _
subnets sg-009 String f E

Close

Figure 419 - Delete Variable

1. Click on Download TF File (=) icon.

2. A zip file with the blueprint name is downloaded. The file contains the main.tf, variable.tf, and

provider.tf files inside it.

[ ] Name ~  Date modified Type Size
D main.tf 4/12/2022 4:33 PM TF File 2 KB
0 providers.tf 4/12/2022 4:33 PM TF File 3KB
D variables.tf 4/12/2022 4:33 PM TF File 1KB

Figure 420 - Download TF File

This option is used to validate the attribute data entered for each object on the blueprint diagram against

the configured validation data for each attribute.

1. Click on Validate attributes (8) icon.

2. A \Validation Summary dialog box appears.
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Validation Summary

e listenerl
o Target Group ARN is required.

e tgal
o Target Group ARN is required.

Close

Figure 421 - Validation Summary

3. Onsuccessful validation, the following success message appears:

Validation Summary

Validation passed successfully

Figure 422 - Validation Success Message

Clicking the New Blueprint icon (@) opens a new blank blueprint window to create a new blueprint.

HCL DRYiCE as
MyCloud €0 FinOps Reporting HCLProvider ~

| MyRepors  fB Organization g Sewvice Catalog 89 Woridlow Management  (3) User CostModel ~ /ORBAC () MyAccount  ERMaster (2 CloudAdvisory  more ™

Design Blueprint

AWS  Amazon Web Services v New UL o
Search Q
Compue v
Storage v
Network v
. Securiy & Identy v
! Todis v
Other Objects v
& Software Too's v
1AC Tools v

Figure 423 - New Blueprint
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For a new blueprint, the default name is “New"”. Once the blueprint is saved with a name, that
name appears as the blueprint title.

e ¢BELOBX,

Figure 424 - Blueprint Title

Clicking on the Back to Manage Blueprint (6) icon redirects users to the Manage Blueprint page.
1.6.1.2.7 Deploy Blueprint

The Deploy Blueprint icon (e) on the bottom right allows users to deploy the blueprints through the
Design Blueprint page.
For detailed information about the deployment process of blueprints, refer to Deployment from the Design

Blueprint Page.

1.6.1.3 Manage Existing Blueprints

All the existing blueprints are listed on the Manage Blueprint page and are managed using the following
options available on the page itself:

e View Blueprint

e Import Blueprint

e Deployment History

Manage Blueprint

Wiew Blueprint Import Blueprint Deployment Histary

Platform Tes O

E |
SHSEE _ SUSBS __m_
52 Instance with Muliple NIC 2 Instance with Multiple NIC 2 Amazon Web Sendces In M.. ™ o

tonce with Multiple NIC Instance with Multiple NIC Amazon Web Services

50 EIP with Instance. Amazon Web Senices

244 TestBlueprintnsibleError TestBlusprintAnsibleg ror Amaton Web Services

243 Ansibledp here Amazon Web Sences Mydoud Ansible ] &

242 cep cler Amazon Web Senices [ ™ &

Figure 425 - Manage Blueprint Page

1.6.1.3.1 View Blueprint

The View Blueprint tab lists all the existing blueprints and displays various options associated with each

blueprint. The user can search for specific blueprints by using the filter option.
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Manage Blueprint

View Blueprint Import Blueprint Deployment History

Platform ne O

i
2 Instance with M. ° o

Instance with Multiple NIC 2 Instance wi tth Multiple NIC 2 Amazon Web Services

VA

251 instance with Multiple NIC instance with Multiple NIC Amazon Web Services

250 E1P with Instance Amazon Web Services

244 TestBlueprintAnsiblefrror TestBlueprintAnsiblekrror Amazon Web Services TestBlueprintA

Figure 426 - View Blueprint

Refer the below table to understand the columns in the above figure:

Table 38 - View Blueprint Table Columns

Fields Description

Blueprint ID Displays the ID of the listed blueprint. This is used in process template for

the execution of the Blueprint.

Blueprint Name Displays the Name of the listed blueprint.

Blueprint Description Displays the Description of the listed blueprint.

Platform Displays the Platform of the listed blueprint.

Tags Displays the tags associated with the listed blueprint.

Status Displays the Active/Inactive status of the listed blueprint.

Action Displays the actions that can be performed on the listed blueprints.

The search can be filtered by selecting the Platform and by providing Tags associated with the blueprints.

By default, the page displays data for all the platforms.

View Blueprint Import Blueprint Deployment History

Platform Tags O

A -

Figure 427 - View Blueprint Filter Option

The gearicon ('o ) under the Action column displays the actions that can be performed on each blueprint.
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l

Instance with M... ® E o)

Show more
£ Edit

Instance with I
F‘-‘ Change Status
Show more =

J» Download Blueprint Terraform

[:;. Export JSON

4.;? Deploy

Figure 428 - Options in the Action Column

Below actions can be performed to manage an existing blueprint:
e Edit
e Change Status
e Download Blueprint Terraform
e ExportJSON
e Deploy
e Deployment History

e Compare Blueprint Files

To edit a blueprint, follow the below steps:

1. From the list of the existing blueprints under the View Blueprint tab, click on the gear icon

V4

corresponding to the blueprint to be edited and the click the Edit icon (£=).
2. It opens the Design Blueprint page in edit mode loaded with the selected blueprint in the diagram

pane along with all the attributes and variables.
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Design Blueprint

a!VS Amazon Web Services v HA Demo Use Case & @ ¥ & X

Q e
—
i & Mo
ab1 sstenert 1ot

. [B—e—®
\ a2 instance2 e

Internal

Blueprint: 7 Objects, 6 Links Security Groups

Enable Deletion Protection

Figure 429 - Edit Blueprint

3. Make the required changes and click on the Save (=) action button.

4. The Update Blueprint dialog box appears.

Update Blueprint X

Blueprint Name* ()

HA Demo Use Case

Description ()

Application Load Balancer with 2 Instances

Tags

Update Publish New Version

Figure 430 - Update Blueprint

5. On the Update Blueprint screen, users can add or remove tags while updating the blueprint. This can
be used to search for the created blueprint with the help of tags attached to it under the View
Blueprint tab.

Only Blueprint Description and Tags fields are editable here.

6. This dialog has two options for updating the blueprint.
e Update: Clicking on Update button updates the selected blueprint and displays the following

SuUcCcCess message:
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MyCloud

@ Blueprint updated successfully.

Figure 431 - Success Message for Update

e Publish New Version: Selecting this option creates a new version of the blueprint along with all
the changes and saves it in the table with the new version number with column ‘ispublished’ as

"Y*. The old copy of the blueprint is marked ‘ispublished’ as ‘N’ in the table.

MyCloud

6 New Version 2 has been created successiully.

Figure 432 - Success Message for a New Version Update

The option is to mark the listed blueprint status as Active/Inactive.

1. Click on the gearicon corresponding to the desired blueprint and then click Change Status icon ( F“3).

2. A confirmation dialog appears to confirm the action.

MyCloud

Are you sure to mark this Blueprint Configuration

as Active?

Figure 433 - Change Status Confirmation

3. On clicking OK, the status of the blueprint is changed to Active or Inactive and a success message

appears as follows:
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MyCloud

Blueprint Configuration status has been changed

successfully.

Figure 434 - Success Message for Status Change

e [f the status is changed to "Active,” it is marked with a green color as shown in the following

screen:
|2 My Reports R Organization ) Service Catalog 88 Workflow Management @um(wmu P reac @ My Account moce ™
Manage Blueprint + Blueprint
View Blueprint Import Bluepring Deployment History
Plattorm T O
: -]
Blueprint Id Bluepeint Name Blueprint Description Platiorm Togs Action
21 Blueprine_Deploy_Demo Blueprint_Deploy_Demo Amazon Web Services Blueprint_Deplo... o
Show more
240 testblueprint00912 desc Amazon Web Services mybp o
239 Blueprint_to_test_object_delete Blueprint_to_test_object_delete Amazon Web Seevices Blueprint_to_te. &
Show more
28 RG Deploytest Microsoft Azure 195l o
27 VPCendpointservice - Successcase Amazon Web Services VPCendpointserv. &
Show more
236 VPC for EXS Amazon Web Services wpe,virtual pri °

Figure 435 - Status Changed to ‘Active’

e Similarly, if the status is changed to “Inactive,” it is marked with a red color.

|2 My Reparts 5B Organization ) service Catalog, 22 Workflow Management (8) User Cast Mocel 2 neac @ My Account more *

Manage Blueprint

View Blueprint Import Blueprint Deployment History

Platform Tegs O

- o
f— m Pr—— Platiorm i

Blueprint_Deploy_Demo Blueprint_Deploy_Demo Amazon Web Services Blueprint_Deplo...

Show more

240 testblueprint00912 desc Amazan Web Services mybp o

239 Blueprint_to_test_object_delete Blueprint_to_test_object_delete Amazon Web Services Blueprint_to_te... £+ ]
Show more

238 RG Deploytest Microsoft Azure 19jul

237 VPCendpointservice - Successcase Amazon Web Services VPCendpointserv...
Show mare

236 VPC for EKS Amazan Web Services vpe,virtual pri... o

Figure 436 - Status Changed to ‘Inactive’

For an Inactive Blueprint, the Edit, Deploy and Deployment History options are not available
under the Action tab.
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This option is used to download the blueprint TF file.

1. Click on the Download Blueprint Terraform icon ( & ) corresponding to the desired blueprint.
2. This downloads a zip file with the blueprint name.

3. For further steps to download Blueprint Terraform, please refer to Download TF File.

This option is used to export the blueprint JSON that can be imported later to any other environment.
1. To export the blueprint JSON, click on the gear icon corresponding to the blueprint and then click
([3") icon.
2. Asingle JSON file with the blueprint name is downloaded. It has the blueprint data in JSON format.

e": "Custom Blueprint",

int to sh LB and SG",
"{\"diagramJson\" : { \"class\": \"GraphLinksModeI\",\n \"nodeDataArray\": [ \n{\"category\":\"security group\", \"name\":\"sect
AMAZN",

m": "Amazon Web Services",
LB, SG"

Figure 437 - Exported JSON File

Another way of deploying a blueprint is by clicking the Deploy icon under the Action column on the View
Blueprint page.
For detailed information about the deployment process of blueprints, refer to Deployment from the View

Blueprint Tab.

:ﬁ:&oec?ViCE € Fiops Reporting "1 hewrorder »

l’;’ My Reports s Organization T service Catalog 88 workflow Management @ User Cost Model p RBAC ® My Account 8 muster (@ Cloud Advisory 5 Help n Logs

Manage Blueprint + Blueprint
View Blueprint Import Blueprint Deployment History
Platform ne 0
s i
ot i conthobossivose i _
3 VPC Deploy TF Amazon Web Services o
g
n VPC GIT parent Amazon Web Services —
3 TF Test Dummy
& 0o
0 TF Exec Network test Microsoft Azure
[ EportJSON
» New ARM Blueprint " o )
) Depl
3 TF Exec Network 808 o
27 TestVPCOnaTest L]
R Test M o

Figure 438 - Deploy Blueprint from View Blueprint Page

Configuration Guide 217



This option is used to view the deployment history of the listed blueprints. This option enables the user to

view the Deployment History tab of the Manage Blueprint Page. The Deployment History tab cannot be

directly accessed. It can be accessed through this action item of listed blueprints.

1. Click on the Gear Icon -> Deployment History icon®.

2. This takes the user to the Deployment History tab where he/she can view the deployment history of
the blueprint.

Manage Blueprint

i
Al dates are in mm/ddiyyyy HH:mm:ss format
- - ]
©  BSBI35BA273B.45BA.ADC 2FB5ICANISE o]
C
C

Figure 439 - Deployment History

3. The Deployment History can be filtered by specifying the Start Date, End Date, and Status, then
clicking the Filter button.

4. Refer the below table to understand the columns in the above figure.

Table 39 - Deployment History Table Columns

Fields Description
Request ID Displays the Request ID of the blueprint deployment. On deployment of the blueprint,
a request ID is generated.
Action Displays the actions that can be taken against the listed deployment request ID. E.q.:
Rerun.
5.

On expanding the listed request ID by clicking on the plus icon (%), a drill down table opens. This

table displays the deployment request data. All the tasks created for Blueprint Deployment are listed

under the given Request ID created for deployment. Tasks are grouped and listed under the Request

ID created for deployment.
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All dates are in mm/dd/yyyy HH:mm:ss format

I

]

F8D514D5-664E-4650-A157-1BEAEDBE5326

&

& F8D514D5-664E-4650-A157-1BEAE0BE5326

¢ © © ©

7DSE8DAC-1ABF-4692-A850-67C9107D6ECS

92F3E75T-T0EA-AFFA-O30B-124561179A11

23531BE3-1876-4C51-BEGB-5T2C32F67TEE

BRVESDO7 0A3D-4A2A-ASCB-EDCBIDGS4T01

Completed

04/07/2022 15:51:39

["Output"[{"OutputVariableName""output_instance_id1", "OutputVariableValue"-"i-
0858216¢11bc16748"} " OutputVariableName' "output _instance_id2","OutputVariableValug":'i-
059h6efa75a055291"),
["OutputVariableName":"output_lb_arn1", "Output’
101670102261 pp\privatel 20ce7610fd15340"),
["OutputVariableName""output_sg id1","OutputVariableValue™:"sg Dd8de90d9acl2f22b"),
{"OutputVariableName' b22dc5fd77e0f 81",
["OutputVariableName": "subnet-0325496b121c00181"),

{"OutputVariableName":"outpur_subnet_id2","OutputVariableValue™ "subner-Dc 7a8% 3716732207},
F*OutputtariableName":“output_vpe_id1", "OutputVariableValug's"vpc 0d16304232005465" 1}

Cc
C
C
C

Figure 440 - Deployment History Drill Down

Refer the below table to understand the columns in the above figure:

Table 40 - Deployment History Drill Down Table Field

Fields

Description

Request ID

Displays the Request ID of the blueprint deployment. On deployment of the blueprint, a

request ID is generated.

Status

Displays the status (Completed/inprogress/Error) of the blueprint deployment request.

Date Executed

Displays the Execution Date of the blueprint deployment request.

Result

Displays the Result of the blueprint deployment request.

Action

Displays the actions that can be taken against the listed deployment request ID. E.q.:

Rerun.

6. Further expanding the listed Request Id by clicking again on the plus icon (O) opens the complete

execution log of the blueprint deployment task.
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F8D514D5-664E-4650-A157-1BE4E0BG5226 Completed

Logs for Taskid: 899

04/07/2022 17:47:07 : End: Createlnit.

04/07/2022 17:47:07 : Result:
Initializing the backend..

Initializing provider plugins...

- Finding hashicorp/aws versions matching "3.61.0"...

- Installing hashicorp/aws v3.61.0..

- Installed hashicorp/aws v3.61.0 (self-signed, key ID 34365054 7207468F)

Partnar and community providers are signed by their developers.
Hfyou'd ke to know more about provider siging, you can react about it here:
htt ing.htm|

Terraform has created a lock file terraform.lock hel to record the provider
selections it made above. Include this file in your version control repository
s that Terraform can guarantee to make the same selections by default when
vou run “terraform init" in the future.

Terraform has been successfully initialized!

You may now begin working with Terraform. Try running "tarraform plan” to sea

any changes that are required for your i . All Terrafor c
should now work

Ifyou ever set or change modules or backend configuration for Terraform,

rerun this command to reinitialize your working directory. If you forget, other
commands will detect it and remind you to do sa if necessary.

{"Output":[["OutputVariableName":"output_instance_id1","OutputVariableValue™

0868216¢11bc16748"),("Output¥ariableName":"output_instance_id2","Outpu... Show more

._

04/07/2022 15:51:39

Figure 441 -Deployment Execution Log

U £ULE K3, E3 VUV I 1IN LU BN 1 IS AU U LS LU U U2 20 1L U4 3796 LA T 11 1S | a0 11,

04/05/2022 15:58:29 : Terraform init:
04/05/2022 15:58:29 : Start: Createlnit.
04/05/2022 15:58:29 : End: CreateFileByContent
04/05/2022 15:58:29 : Start: CreateFileByContent
04/05/2022 15:58:29 : End: GetAuthToken

04/05/2022 15:58:29 : Start: GetAuthToken

Logs for Taskid: 898

04/05/2022 15:53:54 : End: UpdateRequest

04/05/2022 15:53:54 : Result: {
"output_instance_id1":{
“sensitive”: false,
“type": "string”,
“value": "I-0c33fe7e621164555"
11
"output_instance_id2": |
“sensitive” false,
“type': "string”,
“ualue": "I-03625e6c5777501a3"
L

"output_lb_arn1™ {

“sensitive”: false,

“type": "string”,

“walue": " celasti ing:us-east 1:016701022611

101c9641cc3a8da"

)

"output_sg_id1": {

“sensitive” false,

“type": "string”,

“value': "sg-011b6ci7341f4b341"

7. One request can have multiple tasks that are listed in the drill down logs page as shown below:

Figure 442 - Multiple Tasks Listed under Deployment History Drill Down

8. The Re-Run functionality allows users to re-run a deployment request multiple time. To re-run the

deployment request, click on the Re-Run icon (C) located under the Action column in the

Deployment History table.

To learn more about the Re-Run Blueprint functionality, please refer to the section Re-Run Blueprint.
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The Delete icon under the Action column in the View Blueprint tab allows users to delete the listed

blueprint.

1. Click on the Gear Icon - Delete icon (“—"I) corresponding to the blueprint to be deleted.

2. A confirmation message appears as follows:

Are you sure to mark this Blueprint Configuration

as Delete?
| o | cancel.

Figure 443 - Confirmation Message

3. Click OK to confirm. A success message appears as follows:

6 Blueprint saved successfully.

Figure 444 - Success Message

1.6.1.3.2 Import Blueprint

This tab allows the user to import the exported blueprint JSON. It is useful to migrate the created blueprint

from one environment to another.
1. On the Manage Blueprint page, click on the Import Blueprint tab.
2. Browse for the exported blueprint JSON file by clicking on Choose a file button.

View Blueprint Import Blueprint Deployment History

Select Blueprint Json file

Figure 445 - Import Blueprint

3. The following dialog box appears and allows the user to choose the file:

Configuration Guide 221



€ open X

1 ¥ > ThisPC » Downloads v O 0 Search Downloads
Organize ~ New folder E~- @1 @
v
~ Name Date modified ~

v s Quick access

[ Desktop » * Today (3)
& Downloads # £T Test All Object of HAjson 4/13/2022 2:51 PM
Documents  # £J Custom Blueprintjson 471312022 2:02 PM
= Pictures » Test All Object of HA 4/13/2022 2:00 PM
BluePrint Y Yesterday (2)
merge Custom Blueprint (1) 4/12/2022 7:10 PM
MyCloudUserGu Custom Blueprint 4/12/2022 4:33 PM

~ Last month (11)
SQL Server Mane

g GCP_LB_Casejson 3/14/2022 11:43 AM
> @ OneDrive - HCL Te Test case DataDisk Ravi (2) 3/30/2022 3:34 PM v
> B ThicPC < 4
File name: | ~| JSON Fille (*json) v

cance'

Figure 446 - Import Blueprint Choose File

4. Select the Blueprint JSON file.
5. The file gets uploaded for confirmation with the blueprint JISON data, Blueprint Name, Blueprint
Description, and Platform.

For some files, the Platform field is disabled. This signifies that the platform for the imported
document cannot be changed while importing the blueprint. It automatically detects and
imports the blueprint of the listed platform.

6. Once the user clicks on the Import button, the blueprint gets imported successfully and starts

appearing in the blueprint list on the View Blueprint page.

B o T U N
52

Instance with Multiple NIC 2 Instance with Multiple NIC 2 Amazon Web Services Instance with M., ] o
ahows o

251 Instan Amazon Web Services

ith Multiple NIC Inst

250 EIP with Instance Amazon Web Services
5 standaloneciscoob Microsoft Azure

44 TestBlueprintAnsibleError TestBlueprintAnsibleError Amazon Web Services TestBlueprinta.
Show mor

3 AnsibleBP here Amazon Web Services Mycloud Ansible . o

2 e clep Amazon Web Services aee . &

Figure 447 - Imported Blueprint listed in View Blueprint

1.6.1.3.3 Deployment History

The Deployment History tab is not directly accessible; however, it can be accessed via the Deployment
History action item of listed blueprints in the View Blueprint section of the Manage Blueprint page.

For details, please refer to the Deployment History section.
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1.6.1.4 Enabling Ansible in Blueprint

The Ansible objects are enabled in Blueprint using the Software Tools option in the Left Object Menu. This
software tool is independent of Amazon, Azure, GCP, or VMware and holds the Ansible objects in the

blueprint.

@ Software Tools o

Ansible A\

Figure 448 - Ansible Object

1. Drag Ansible object to Diagram Pane and create the use case.

AWS Workflow Blueprint

playbook3

A k@;x L}
playbook2 J
9

Figure 449 - Ansible Object on Blueprint Diagram

2. Inthe Right Attribute Panel, select the Input Attribute tab and populate the fields:
e Name: The name of the object/resource to identify the purpose of the runbook.
e Execution Order: The execution order attribute is used to refer to the execution order of the tasks
executed during the deployment process explained under Point no. 3 of section Deployment

History.
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e Runbook ID: It is the id of the runbook provided by the user for post provisioning or day two task.
e Extra Vars: A new type of variable (Ansible) can be created from variables window. For the details

about Ansible variables, please refer to the section Variables.

Extra Vars *

var.myextravar3

.

Figure 450 - Extra Vars in Ansible Object

3. Click on the deploy blueprint icon (®). For details on how to deploy the Ansible type object from

the Design Blueprint page, please refer to the section Deployment from the Design Blueprint Page.

The Cisco Intersight objects are enabled in Blueprint using the Software Tools option in the Left Object
Menu. This software tool is independent of Amazon, Azure, GCP, or VMware and holds the Cisco Intersight

objects in the blueprint.

@ Software Tools A\

Ansible \/

Cisco Intersight A\

3

Figure 451 - Cisco Intersight Object

1. Drag Cisco Intersight object to Diagram Pane and create the use case.
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New

Instance

B

Freeutoy - dsceinleright:

'-_. o i
ST
\

Figure 452 - Cisco Intersight Object on Blueprint Diagram
2. Inthe Right Attribute Panel, select the Input Attribute tab and populate the following fields:

e Name: The name of the object/resource to identify the purpose of the Cisco Intersight object.

e Virtual Machine: The Virtual Machine attribute is used to map the Instance.

e Execution Name: It is the Execution name for Cisco Intersight provided by the user for post
provisioning or day two task.

e Organization Moid: It is the Organization Moid for Cisco Intersight provided by the user for post
provisioning or day two task.

o  Workflow Moid: It is the Workflow Moid for Cisco Intersight provided by the user for post
provisioning or day two task.

e Execution Order: The execution order attribute is used to refer to the execution order of the tasks
executed during the deployment process explained under Point no. 3 of section Deployment
History.

e Workflow Parameters: A new type of variable (Ansible) can be created from variables window. For

the details about Ansible variables, please refer to the section Variables.

Workflow Parameters

var.civa

Figure 453 - Workflow Parameter in Cisco Intersight Object

3. Click on the deploy blueprint icon (@)_ For details on how to deploy the Cisco Intersight type object
from the Design Blueprint page, please refer the section Deployment from the Design Blueprint

Page.
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1.6.2 Deploy Blueprint
There are three ways to deploy a blueprint:
o Deployment from the Design Blueprint page
o Deployment from the View Blueprint tab of the Manage Blueprint page

e Deployment from Process workflow

1.6.2.1 Deployment from the Design Blueprint Page

The Deploy Blueprint option on the Design Blueprint page is to deploy the created blueprint to do
provisioning of the objects configured in the blueprint.
The deployment can be categorized into two types:
o Deployment without Ansible objects
o Deployment with Ansible objects
For deployment without Ansible Obijects:

1. Click on the Deploy icon (e) on the bottom right of the page.

2. The Blueprint Deployment window appears.

Blueprint Deployment X

Note: All the fields are mandatory.

Provisioning Environment ©)

mytags Key: | owner Value: | abhishek

Key: | purpose Value: | testing

Key: | exp Value: | 1april22

O izati
rganization _select- v

Provisioning Endpoint _Select.- v

P

Figure 454 - Blueprint Deployment

The user has the option to change the mapped variable values if desired.
Select the Organization and Provisioning Endpoint.

Click on Deploy button.

o o A

A Provisioning window appears and shows the real-time provisioning logs.
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Processing Window for Blueprint : Custom Blueprint(0CF3C0D3-75DF-49F2-B65B-BEEGDEOETAFB)

Figure 455 - Provisioning Window for Blueprint
7. On successful completion of provisioning, the output result is displayed in green color. The blueprint

objects are successfully provisioned on the selected cloud platform.

Processing Window for Blueprint : Test case DataDisk Ravi(C2838429-5647-4D5E-8C11-780EAB786B3D)

03/30/2022 15:41:47 : Terraform output:

Figure 456 - Successful Provisioning of Blueprint Objects
8. Inthe case of any error in processing, it shows it in red color.

For Deployment with Ansible Objects:

1. Click on the Deploy icon (@) on the bottom right of the page.

2. The Deployment window appears.
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Blueprint Deployment

Note: All the fields are mandatory.

Provisioning Environment

insancename
Instance08

label3 key: | ga

metadatavaiable3

Key: | keymetadatl

Key: | keymetada2

Organization _Select--

Deploy

Value :

Value :

Value :

testing

valuemetadal

valuemetada2

Figure 457 - Blueprint Deployment Window from Ansible Object

3. On the Blueprint Deployment window, the Ansible Extra Vars will be displayed under Ansible

Environment section.

Blueprint Deployment

Provisioning Environment

Ansible Environment

ibl
mya . m_

1 Hostname

2 test

EndpointURL --Select--

output_instance_id1

Figure 458 - Extra Vars in Ansible Object

Change the Extra Vars values if required.

o o b

Select the endpointurl, populate all the required fields, and click on Deploy button.

The further steps are same as described in the section Deploy Blueprint.

7. On successful deployment, the configured ansible task is run.

For Deployment with Cisco Intersight Objects:

1. Click on the Deploy icon (e) on the bottom right of the page.

2. The Deployment Window appears.
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Blueprint Deployment

Note: All the fields are mandatory.

Provisioning Environment (]
tags Key: Name Value: = mycloud
QOrganization _Select— v
Provisioning Endpoint _Select— v
Cisco Intersight Environment (&)
| v

Figure 459 - Blueprint Deployment Window from Cisco Intersight Object

3. On the Blueprint Deployment window, the Cisco Intersight Workflow parameters will be displayed

under Cisco Intersight Environment section.

Blueprint Deployment

Note: All the fields are mandatory.

Provisioning Environment

Cisco Intersight Environment s)

T e S S
1

Name object

civar

output_instance_id1

2 Host1 string host

Endpoint Name —Select-- -

Figure 460 - Workflow Parameter in Cisco Intersight Object

4. Change the Workflow Parameter values if required.
5. Select the endpointurl, populate all the required fields, and click on Deploy button.
6. The further steps are same as described in the section Deploy Blueprint.
7. On successful deployment, the configured Cisco Intersight task is run.
1.6.2.2 Deployment from the View Blueprint Tab

Another way to deploy the blueprints is from the View Blueprint tab. The deploy button (‘;?) available on

this screen allows users to deploy a blueprint from here. Clicking on the deploy button opens the deploy
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dialog box. Follow the similar steps as described in the section "Deployment from the Design Blueprint

Page.”

In this method, the blueprints are deployed through process workflow. The section "Execution of Blueprint
by Creating Ul and Process Template” contains detailed information on deployment from process

workflow.

1.6.3 Re-Run Blueprint
This option is used to re-run the deployment request. By using Re-run, a user can again request the
deployment of the same blueprint request and can change the existing machine attributes values which
are mapped to variables. For the attributes which are not mapped with the variables, the user will not be

able to change values on re-run.

If the deployment request is not decommissioned, this option does not create new cloud objects; it makes
modifications to the existing cloud objects that were created during the deployment request.

If the deployment request has been decommissioned and then re-run is used, it creates the new cloud
object mentioned in the deployment request.

The user cannot change the platform or environment in the case of re-run.

The Re-Run action does not appear in the case of an InProgress or Error status of the deployment request.
It appears only in the case of the Success status of the deployment request.

For a new deployment, it creates the new request ID in the deployment history but for the re-run case, it
runs the execution under the same request ID. It does not create the new request ID. It uses the same

terraform state file for task execution.

Terraform must store information about your managed infrastructure and configuration. This
information/state is used by Terraform to map real-world resources to your configuration, to keep track of
metadata, and to improve performance for large infrastructure.

This state is stored by default in a local file named "terraform.tfstate", but it can also be stored remotely,
which works better in a team environment.

Terraform uses this local state to create plans and make changes to your infrastructure. Terraform
performs a refresh prior to any operation to update the state with the actual infrastructure.

The primary purpose of Terraform state is to store bindings between objects in a remote system and
resource instances declared in your configuration. When terraform creates a remote object in response to
a change in configuration, it records the identity of that remote object against a particular resource

instance and then potentially updates or deletes that object in response to future configuration changes.
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1.6.4

Configuration Guide

Terraform stores information about your infrastructure in a state file. This state file keeps track of
resources created by your configuration and maps them to real-world resources.

Terraform compares your configuration with the state file and your existing infrastructure to create plans
and make changes to your infrastructure. When you run terraform apply or terraform destroy against your
initialized configuration, terraform writes metadata about your configuration to the state file and updates

your infrastructure resources accordingly.

1. Click on Re-Run (C) icon listed in the action column.

2. The Blueprint Deployment window appears.

Blueprint Deployment X

| Mote: Al the fields are mandatory.

Provisioning Environment S]

_

beag Key: Type Value: | LB

Key: Owner Value: | mycloud

‘ Key: creationdate Value:  05Apr22
vtgname MyCIdTG

| targetgroup Key: Type Value TargetGroup

m Cancel

Figure 461 - Blueprint Deployment on Re-Run
The user has the option to change the variable values mapped to the object attributes.
4. Click on the deploy button and perform the similar steps as described in the section “Deployment

from the Design Blueprint Page”.

Execution of Blueprint by Creating Ul and Process Template
The section covers information about the deployment of blueprint through process workflow. This is one of
the three methods of blueprint deployment.
To deploy the blueprints through process workflow, the user first needs to create a new blueprint through

the Design Blueprint page. (Refer to the section Create New Blueprint to create a new blueprint).

In the example below, the workflow blueprints are created for all three platforms. As already discussed

earlier, the listed blueprint can be filtered by typing the tag name in the Tags section.
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Blueprint Id . e Blueprint Description Platform Tags Action

241 Blueprint_Deploy_Demo Blueprint_Deploy_Demo Amazon Web Services Blueprint_Deplo... &
Show more

240 testblueprint00912 desc Amazon Web Services mybp o

239 Blueprint_to_test_object_delete Blueprint_to_test_object_delete Amazon Web Services Blueprint_to_te... &

Show more

Figure 462 - Blueprint Created for Process Workflow

For executing the created Blueprint from Process Workflow, the user needs to do the following:

pa—

Create the Ul Template.
Create the Process template.
Create the Cloud template.
Create Catalog.

Publishing the Service Catalog.

Execution of Blueprint through Requester.

N o o »~ 0D

Viewing the Request processing on the Request Task Management.

1.6.4.1 Creating Ul Templates

For processing requests from the process template, the user needs to create a Ul template where any
blueprints can be deployed. The user provides input attributes and after completing the deployment task
the output attributes are returned. These output attributes are passed to the process workflow to run the
tasks. So, the Ul templates are the medium to pass these output values from blueprint deployment output
to process workflow execution.

1. Click on Manage Ul Template under Workflow Management menu.

Workflow Management @

Decommission Reminder
Import Templates
/ Manage Approval Groups

Manage Approval Rules
Configuration

Manage Approval Workflow
Manage Cloud Templates
Manage Email Template

Manage Process Template

Manage Ul Template

Figure 463 - Create Ul Template Menu
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2. Go to Create Ul Template tab and create a Ul template. For details on How to create a Ul template,
please refer to the section “Manage Ul Templated) Create Ul Template* in the MyCloud
Configuration Guide - Provider Module — Part 1

Manage Ul Template

View Ul Template Create Ul Template Import Ul Template
Organization * Platform * Template Name *
HClorg v Amazon Web Services v AWS Workflow Blueprint
Template Description Number of Tabs * Approval Type *
Test Ansible Blueprint - AWS Workflow Blueprint 1 - Static Approval
Approval Templates * Request item Mode ()
BA Approval (Version 1) Multiple Item View
Controls Tabs OAdd Tab
o o m
Text Area [} Key Value Pair X &
Rbremarks1 X 4
Select ©
Rbremarks2 x &
Date ©
Rbremarks3 X 4
Hidden Field [+] mabpout X 4
Key Value Pair (+]
4l Storag, [+]

Figure 464 - Ul Template Creation for Blueprint Deployment

The following five inputs have been created for the Ul template as the blueprint to be
executed expects these values form the user input:

- Key Value Pair
- Rbremarksi

- Rbremarks2

- Rbremarks3

- mabpout

To pass the inputs to the process workflow through the Ul template, the user needs to create
all the input and output parameters in the Ul template to map.

After creating Ul template, we need to create process template.

1. Click on Manage Process Template under Workflow Management menu.
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Workflow Management @

Decommission Reminder
Import Templates
] Manage Approval Groups

Manage Approval Rules
Configuration

Manage Approval Workflow
Manage Cloud Templates
Manage Email Template

Manage Process Template

Manage Ul Template

Figure 465 - Create Process Template Menu

2. Go to Add Template tab and create process template for the Ul template. For details on How to
create a Process template, please refer to the section “Manage Process Template -> Add Template®

in the MyCloud Configuration Guide - Provider Module — Part I

HCLProvider +

l,._ﬂ My Reports Sorpnimion ) Service Catalog 38 Workflow Management @ User Cast Model p RBAC @ My Account Master (@) Cloud Advisary 5 Help l Logs

Manage Process Template
Manage Template Add Template Import Process Template
Organization * Platform Ul Template *
HCLOrg v Amazon Web Services v Ul Template - AWS - 01Feb23  Version 1) v
Template Hame * Template Description
Process Template - AWS - 01Feba3 Desc - Process Template
Task View
Task Type * Task* Task Name * Short Hame* ()
Select v Select v
Task Execution Typs * Retry Count” ‘Timeout(In Mins.)* Review Task
Auto v 3 30 No v
Review Columns hsync Task Failure Email To () Failure EmallCC ()
~Select- No v
Failure Email BCC ) Fail task on Timeout

o v Add Task

Figure 466 - Process Template Creation for Blueprint Deployment

3. Add the Task to Process template to be used to run the process workflow.
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4.

5.

6.

10.

som POWERSHELL GetMName ) 0% EL . A TEza@® %
2 Generic CLONE2Y NewClone () SN 0% N ) Y YEzu@®
3 Generic INSERTCI insenci @ 0% O qp . baY YEzu@®

Figure 467 — Add Task for Process Template

Here the DEPLOYBL tasks have been created for the execution of the blueprint. It is a generic type of
task. Different tasks are created for different platform workflows.

Click on Manage Task action on the created task table list.

Y E

| Manage Task

Figure 468 — Manage Task Action

The Manage Task window appears.

Manage Generic Task [DPBL - DEPLOYBL]

Parameters mapping

©  unique id of blueprint created by Provider

BluePrintld Static

©  outputVariable name, to capture blueprint execution

OutputBlueprint
result

Static v mabpout

©  KeyValue Pair variables mapping required for terraform
task exec...More

TerraformVariable tfkeyvalue e Map Key Value

©  variables mapping required for ansible task execution

AnsibleVariable ansibledeployn Ansible Configuration

Submit

Figure 469 - Manage Task Action Window

Under the task, the user needs to map the input parameters to the process workflow. In the given
example, there are four parameters mapped for the Deploy Blueprint task (deploybl) as shown in the
above screenshot.

All the parameters can be managed by selecting an option from the dropdown menu.

Blueprint ID: This is the Blueprint ID created for deploying the blueprint from the process workflow.
Refer to the Table 38 - View Blueprint Table Columns.

Output Blueprint: Created to capture the output parameter value. There should be the same value of
the output attribute created on the Ul for the value provided here. And if there is no output attribute

created in the U|, it creates a new key with the provided output value here.
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1.

12.

13.

14.

15.

Terraformvariable: It takes key value pair type variables. Click on the Map Key Value () button

to map the key value for this parameter.

Blueprint Deployment X
mytag String v tag v

awssecretkey Sql Functions v | | @@fmGetAWSSecretkey v

awsaccesskey Sql Functions v @@fnGetAWSAccessKey v

Save Close

Figure 470 - Map Key Value of Manage Task Action

The above screen allows you to map the subscription details for which the blueprints are deployed
by selecting the respective credentials of that environment. This window displays platform-wise
parameters and subscription-wise parameters. For AWS, the access key and the security key are
platform specific. The user needs to provide credentials to access the provisioning environment. For
GCP, provide the project id and for ARM, provide four keys to access the environment.

The window also allows users to map the key-value pairs. The following pairs are available:

e Parameter Name

e Parameter DB Type

e Parameter Value.

In the case of Blueprint Deployment, the user needs to pass the Access Key and Security Key from
the configured values during the execution but in case process workflow, he/she needs to pass it
thorough predefined SQL functions. This value is used to decide on which subscription the user
deploys the blueprint. This depends on the selected platforms such as AWS, ARM and GCP.

For Ansible, there is an option to configure Ansible variables by clicking on Ansible Configuration

Ansible Configuration
button (_).
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Blueprint Deployment

Ansible End Point MyCloud Ansible

myextravarl.test

myextravarl.Hostname

myextravar2.test

String

Static

String

Rbremarksl

output_subnet_id1

Rbremarks2

Save Close

Figure 471 - Ansible Configuration of Manage Task Action

16. The user selects the Ansible endpoint, and all the key values mentioned in Ansible variables are listed

here.

Blueprint Deployment

myextravar2.test
myextravar2.Hostname
myextravar3.Hostname
myextravar3.Hostname2

myextravar3.testing

String

Static

Static

Static

String

Rbremarks2
output_vpc_idl
output_subnet_id1
output_vpc_idl

Rbremarks3

Figure 472 — Ansible Configuration of Manage Task Action (Cont.)

1.6.4.3 Create the Cloud Template

To process the requests from the process template, the user needs to create a cloud template.

1. Click on the Manage Cloud Template in the Workflow Management menu.
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s

Workflow Management @

Decommission Reminder

Import Templates
Manage Approval Groups

Manage Approval Rules
Configuration

Manage Approval Workflow

Manage Cloud Templates

Manage Email Template
Manage Process Template

Manage Ul Template

Figure 473 — Manage Cloud Template Menu

2. Select the Platform and the Provisioning Endpoint.

Manage Cloud Templates

Manage Template Create Template

Platiorm* ()

Provisioning Endpoint * ()

—Select--

v —Select- v

Figure 474 - Manage Cloud Templates

3. Select the Create Template tab and create a cloud template. For details on How to create a Cloud

template, please refer to the section "Manage Cloud Template -> Create Template” in the MyCloud

Configuration Guide - Provider Module — Part |

Manage Cloud Templates
Manags Template Crele Template
Platform* @)
Amazon Web Services hd
AMIID® @
osversion (@

Windows Server 2016 Datacenter Editic

Provisioning Endpaint © () Image Type " @ Image/Template URL" )
‘ AWSProvisioning v Market Place ~ image

Template Name * @) Product Type ostame @)

[ Manage Cloud Template - Window Server Windows and Web SOL Server w Windows

Machine Username Machine Password Region* @

‘ myeloud n US East (M. Yirginia)

Figure 475 - Create Cloud Template
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1.6.4.4 Create Catalog

To process the request from the process template, the user needs to create a catalog.

1. Click on Manage Catalog in the Service Catalog menu.

Service Catalog gg Workflo

Manage Action

Manage Blueprint

Manage Catalog

Publish Action ‘

Publish Service Catalog

Figure 476 - Create Catalog Menu

2. Select the Platform and Provisioning Endpoint.

Manage Catalog

View Catalogs Create Catalog

Platform * Provisioning Endpoint * Catalog Name

—Select—- v —Select— v

Figure 477 - Manage Catalog

3. Create a Catalog from the Create Catalog tab. For details on How to create a catalog, please refer to
the section "Manage Catalog -> Create Catalog” in the MyCloud Confiquration Guide - Provider
Module - Part 1.

Manage Catalog

View Catalogs Create Catalog
Platform * Provisiening Endpoint * Template *
Amazon Web Services W AWSProvisioning v Manage Cloud Template - Window Server 2016 Datacenter Edition
Reglon * Catalog Hame * Operating System
US East (N. Virginia) v Workflow AWS Blueprint Windows Server 2016 Datacenter Edition
Catalog Description *
Workflow AWS Blueprint - Multiple Runbaok

Figure 478 — Manage Catalog (Cont.)

1.6.4.5 Publish Service Catalog

To process the request from the process template, the user needs to create a catalog.
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1. Click on Publish Service Catalog in the Service Catalog menu.

Service Catalog

Manage Action
Manage Blueprint
Manage Catalog

Publish Action

Publish Service Catalog

Figure 479 - Publish Service Catalog Menu

2. Select the Organization, Platform, and Provisioning Endpoint.

Publish Service Catalog

View Servioe Catalog atalog atalog
Organization* Platform* Provisloning Endpoint Sarvica Type
~Select- v -Select- v -Select- v ~Select-- v

Service Name Tp

Figure 480 - Publish Service Catalog

3. Create a Service Catalog from the Publish Service Catalog tab. For further steps to create a Service
catalog, please refer to Section - Publish Service Catalog in the MyCloud Confiquration Guide -

Provider Module — Part 1.6.3.2

Publish Service Catalog

Organization * Platform * Provisioning Endpoiat * Catalag *
Melorg v Compute on Demand-Hyper V2012 v HypervProvisioning v Hypery catolog v
Service Type Service Namo Object Type * Short Description *
Select: v Publish Catatog Virtual Mactine v Short service Catalog
Description* Process Template Workflow * Maximum oumber of Instances * T O
Short Publish Service Catatog. Process Template - HyperV ( Version 2) v H v
Image Oraft Applicable @) Cost Applicable @) & Generate API Json Applicable @)

m & Roquest For Applicable @) & sunpplicable @ SLA(InMins) * @)

1T Validation Applicable @)

Figure 481 - Publish Service Catalog (Cont.)
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1.6.4.6 Execution of Blueprint through Requester

To create requests for workflow execution, the user needs to create a service catalog. This is done similarly
to the existing Ul and process template creation process. The following are the steps to explain one of the
cases of deploying the blueprint through the process workflow.

1. Login to MyCloud as a Requester.

2. Click on Request Service Catalog under the Request Menu.

| yReports O Semvice Catalog  (8) MyAcoount

Semvice Catalo
MyCloud Dashboard L —

Date Format: (nmdd/yyyy)

Figure 482 - Request Service Catalog Menu

3. Select the Environment Type, Purpose, and OS Type. Click on Proceed.

Environment Type * Purpose* 0S Type*

Production v Internal POCs L7 Windows v

Figure 483 - Request Service Catalog

4. Select the Platform for which you want to create a request and click on Proceed.

Compute on Demand-vCenter Amazon Web Services Compute on Demand-Hyper v 2012 Microsoft Azure Google Cloud Platform Generic Endpoint

- > A o

Comphiance Ratio Compliance Ratio Compliance Ratio Compliance Ratio Compliance Ratio Compliance Ratio

LI - 1% [ B LB 0.00% 0o

Figure 484 - Request Service Catalog (Cont.)

5. Click on the Created Service Request.
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Service Catalogs

Browse the catalog services you need

Provisioning Endpoint’ 215701 sioring v | Regon | Select- v Search your product here n
12a5 Semicetype
AnsibleDevTest-Aws AWS Publish Service Catalog PythonTestSubhash
Jempiate, Temglate, Jemplate,
AnsibleDevTist Aus Shart Dese WS Publish Senvice Catalog PythonTstSubhash
Requ Requed Requ

Service Catelog AWS-Inactive-Adtive_Test_Cases
T

Short Desc Service Cetslog: ANS-inscie-actve Test Cases

Figure 485 - Request Service Catalog (Cont.)

6. Select the Number of Instances and click Proceed.

AWS Publish Service Catalog

Desc AWS Publish Service Catalog

Number of Instances * 1 AV

Request for (Email)

Figure 486 — Request Service Catalog (Cont.)

7. The Ul template for requesting appears.

Service Catalog Name: AWS Publish Service Catalog

(GeneralInformation VRC GeneralDetsils T

Item Detzils

Provision Date* () Period" PeriodValue* )

Figure 487 — Request Service Catalog (Cont.)

8. Input the values and click on Submit to raise a new request.
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9. Therequest can be seen by clicking on My Request under My Account menu.

HCL DRYICE

MyCloud

l,: My Reports (B) My Account [ Request ! Help

My Request

Y Cloud Filters

My Request My Drafts

Request|D Platform Provisioning Endpoint RequestDate | Service Catalog
(memjddyyyy)
Micrasoft i ider

SRREQUO0495 o7/19/2023 nA Resize Server
SRREQDO0434  Google Cloud Platform GCPProvisioning o7/19/2023 GCP_Service_Catalog New  Request
Provisioning
SRREQUO0453 07/19/2023 New Service Azure Request
Provisioning
SRREQUO0492 a7ji7j2023 New Service Aeure Request
Provisioning
SRREQOO0450 01772023 New Service Azure Request
Provisioning
SRREQoI048s 07/17/2023 New Service Azure Request
Provisioning
SRREQOOD458 der 07/17/2023 New Service izure Request

Vittusi Machine  Fulliment In-Progess

Virtual Machine  Fulfilment Completed

Virtual Machine  Pending Approval

Virtual Machine  Fulfilment Completed

Virtual Machine  Fulfilment In-Progress

Vinua! Machine  Fulfilment In-Progress

Virtual Machine  Fulfilment In-Progress

Requested  Object Type
Action

5 &

& ® 6 ® @

Figure 488 - Request Under My Request

10. Clicking on the request displays the further details related to the task.

|

Request No

Request Date (mm/dd/yyyy)
Region Name

Platform

Request Type

Item:1

General Information Compute

Period

Service Plan
Period Value
Region

M Display Name
Size

0s Disk Storage

SRREQ000691

04/15/2022

vCenterRegion

Compute on Demand-vCenter

Virtual Machine Provisioning

Additional Information Tags

1

Private Cloud master-data
Day(s)

vCenterRegion
Test-Vcenter-Tag

Small (vCPU : 1, Memory : 2 GB)

SharedDatastore04

Location Name
Catalog Name
Requester Name
Provisioning Endpoint

Request for (Email)

TestingOnly Disk

Cost Type

Provision Date
Decommission Date
Location

Remarks

Cluster

CLUSTERTEST

Network

vCenter Location
vCenter SCSI Publish Service Catalog
HCL Requester

vCenterProvisioning

Allocation based model
04/15/2022
04/15/2022

vCenter Location

S8-Compute-Cluster

Figure 489 - Request under My Request (Cont.)

1.6.4.7

Viewing the Request Processing on Request Task Management

To check the task execution status, the user needs to take the following steps:

1. Login to MyCloud as a Provider User.

2. Click on Request Task Management under the My Report menu.
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.

E Organizatia

Amazon Monthly Billing Analysis
Amazon Service Report

Azure Service Usage Report

Cl Report

Cloud Calculator

Finance Report

Forecasting and RI
Recommendation

ITSM Status Tracking

Public Cloud Annual Billing Analysis
Public Cloud Billing

Public Cloud Billing Analyzer
Request Task Management
Request Tracking
Resource Detail
SLA Report
wCenter Performance Dashboard

wCenter Performance Report

Figure 490 - Request Task Management Menu

3. The Request Task Management page appears, displaying the list of requests.

HCL DRYICE

MyCloud

|2 iy Reports B Organization T serviceCanlog 8 Worktiow Management  (§) User Cost Mogel P @) Myaccount BB Maser @ Cloud Advisory

Request Task Management
7 Filters

T additional Filter

Request No

SRREQ00M95-1
SRREQUOM494-1
SRREQUOM92-1
SRREQIOO490-1
SRREQO00499-1
SRREQI00438-1
SRREQI00436-1

SRREQO004T2-1

© © ©¢ © © © © © ¢

SRREQI004T2-2

Al dates are in mm/deyyyy HH:mm:ss format 1V

B en

Service Catalog Requestad Action Platform Provisioning Endpoint Roquast Status Request Date

NA Resize Server Microsoft Azure ARMprovisioningProvider Fulfilment In-Progress 07/19/2023 183201
GCP_Service_Catalog New Q. isioning. Google C| GCPProvisioning Fulfilment Completed 07/19/2023 160339
New Service Azure Request Provisioning MicrosoRt Azure AgMprovisioningProvider Fulfilment Completed 0771772023 18:16:31
New Service Azure Request Provisioning. Microso Azure isioni i e 0771772023 180315
New Service Azure Request Prowisioning Microsoft Azure AeMprovisioningProvider Fulfilment In-Progress 0771772023 11:52:59
New Service Aure Request Provisioning Microsoh Azure AMprovisioningProvider Fulfilment In-Progress 071712023 174536
New Service Aure Request Prowisioning Microsoh Azure AeMprovisioningProvider Fulfilment In-Progress 07/1772023 17:0527
tagtag Request Provisioning enter Ve ionir i Fulfilment Completed 07/14/2023 152135
tagtag Request Provisioning Compute on Demand-iCenter \CenterProvisioningProvider Fulfilment Completed 07/14/2023 152135

B Lo

Requester Name
HCIRequester
HClRequester
HCIRequester
HCIRequester
HCIRequester
HCIRequester
HCIRequester
HCIRequester

HCIRequester

Figure 491 - Request Task Management

4. Expand your request by clicking on the plus icon (O).
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(€] I SRREQOO0482-1 Waorkflow AWS Blueprint vices fisioni Fulfilment Completed 03/14/2022 18:14:30 HCL Requester

Task Status Plan Execution  Task Start Date Task End Date Execution Group Retry
Date Type Sequence | Count
1

DPBL TaskSuccess  03/14/2022 03142022 1817:29 031472022 182711 a7 AUTO 1 ] ). um!
18:17:29

|cilnse|‘t TaskSuccess  03/14/2022 03/14/2022 182737 03/14/2022 182930 974 AUTO 2 2 0 Kyl | mm!
18:17:29

Figure 492 - Request Task Management (Cont.)

5. The Task execution list is displayed.

6. The user can view the Request XML of the task by clicking on the View Message XML icon ([%) under

the action column.

Message XML X

<Azure>
<Request>
<0OrderNo>1409</0OrderNo>
<ItemNo>1</ItemNo>
<TaskCode>POWERSHELL</TaskCode>
<Script>ikOF4eyiYOQw7FNnUOGVK4hVOqUENsBW/ txSZFFbavz1SK3VFXk7P1sMmfu@lLoF aoxBKWMO21k6dQbcXCkgKg==</Script>
<CommandFileName>ARM_1409_1_POWERSHELL_1.PS1</CommandFileName>
<CommandFolder>C:\Program Files\MyCloud\PS\</CommandFolder>
<Command>&amp;"C:\Program Files\MyCloud\PS\ARM_1409_1_POWERSHELL_1.PS1" -VMName 'MCLD-1409-1'</Command>
<Configuration>
<LogFilePath>C:\Program Files\MyCloudLog\ORCSERVICE\</LogFilePath>
<SQLLogAPIEndpoint>Log/Createlog</SQLLogAPIEndpoint>
<EnablelLog>1</Enablelog>
<DeleteCommandFile>Y</DeleteCommandFile>
<ProxyURL />
<ByPassProxyforLocal>true</ByPassProxyforLocal>
<ProxyByPassList />

<RestAPIBaseUrl>https:/, /WebAPI</RestAPIBaseUrl>
<ResponseAPIEndPoint>workflow/ProcessResponseMessage</ResponseAPIEndPoint>
<ResponseAPIUserName </ResponseAPIUserName>
<ResponseAPIPassword </ResponseAPIPassword>

<IsAsyncTask>false</IsAsyncTask>
<ProcessRequestDetailId>2873</ProcessRequestDetailld>

<OrgEntityId: 7</OrgEntityId>
<ResultFieldSeparator>|</ResultFieldSeparator>
<ResultKeySeparator>:</ResultKeySeparator>
<AzureAuthURL>https://login.microsoftonline.com</AzureAuthURL>

Figure 493 - Request Task Management (Message XML)

7. Click on the View Response icon ([:]) under the action column to view the response.

Response

<ErrorCode»®</ErrorCode>
<ErrorDescription>&amp;1t; ! [CDATA[]]&amp;gt;</ErrorDescription>
<Result>hdnMachineName :MCLD-1409-1

</Result>

Figure 494 - Request Task Management (View Response)

8. To view the detailed logs, click on the Detailed Log icon (C]) in the action column.
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Detailed Logs

N AEfBSNNGv

(8 INITIATED ARMClas:
End v10xW3i
FYSbxDOpIXGRQPIYOAWTK+nX2eHOXRAZIdZVONSNVEKgXDSaMZEX1 oG
0 SLbWIBbUrshws

SuAMS IVBEUSsumRVWIGH TTjqNh0oNOCCZiNIL BoXAWXZUSquwRpHh+bBYq+(G 050 2XvSUWWMOQIFIQEGV
mOe4ULJj+hiBBCGPNTECSTTjyWITkg24/aSTDKnrhwY3 hwhyiwZ2dZiqQESMjHVEZ/+ 4 p2.JrS/2//Wy3QeUyaKC2CooP/kaVEQWiSS
Kz Hoz6¥dq2% ONPG JAOTAKGLSTHO LPhEYhO wiNTOSsCs2 MRESETTWOF p2ZgwVR/p34zkdIQS0)
MDolg2uriT70idxuqolptHNTdhZsyC NITky EVULS/ZKkQEKWTOVGN:zQgBmZwaXUtTnl fzVgdOgT

Bmi20ZjvMFHLjfRiqRjvo1 JTU NG TVollafF BPABDIjnm2DMo3FARI+ tels
451GOWHY2WC/jQhp*VWEtsDWeuCpNSMVHIYS1gAhESMsdion Jy65/LLY

ksOWN-+3/Q5Iq2, LyUapRaNnuNnowGK’ TEOSZSDtEIrgOywQMPZMLEYAIZIAC1uALjsSt MTIGESNIT! DMHXRS2!
StBygtTCe1KeFYIKHy c NZMROWEYGAd383hgiDQUKAIQtbp/TaRE XvhShLXriupybp2WQOGR/n7 JPO
SOSHYHjpWQoKwt: PrS bSWLL1pih+DWKD! frdOSONZ4CIVKHTOX UL IduB TEC+E+0

IWDCIAGUD

BYATRHSscBKYuh

VQYLpKDWGAOpIVALrBGRMYyd IVADbLS 1L /RKBrCBY12CFg3Ma/ENGQ
Lswhykp/dufoHhnZ/b¥nGkSpcly LT U 12 DSOtdeBtnIpHIPSKZWQQ+00eNH2AL,

53TBMAQIHO32CnwanctZ0ImbSGPLaR JWuTcG24AIGE UDDDHOPKs 3ZAHAS DILYZF JiedIMyGKIKATSQEMECQrzWl

blpaluhme2

6 TxuL GraesEH/nyGMChIzZWS: Sh2W=PH+KIQG

PUIRAW3TGIaNVOCKI RAPEWQQHSA IL2SPECIKVDYMEYYLFhIWFCYASZF Wy 2ulOgHERyn(

Gog/UnthmuiKwEGNPKgTyon 1IWEZS S

Parameters XML : 8 VGSX+pIMSSAGIGOQF +s3jq0mDuzTRIy3NphCHXSIQO/ WB TR r3sAysnexpMeAerV+KY39sJAST9Ak hwBIV1C+Fe2Rz5To

rtjphgvmaVw1BuQu2N+wte) (1GiCIMTbtojOVHsBWALD IMweL MTBjuM peulTD3hlyvRtUe/ASv+swjxDIWPSKobpeBgmAQ1 /CaKi01062pTyHEZOT
OUHERDIUPIINTDORVUQM/NSXfZISTSs2ydrS/BbViNOIHETVX/Rz3 gt FsH4B7ESHRCDI 9

< 3 SSNCihgazl QqFStUZIOMTees
in140bnf8nU 1rqZhynpTiMol 1 Cmji2YHMOZASXFUK
TeyRzyETQUC2idtiaB1wd 38405u81bdTbUGTQUZ0TP) i OvoaSFEVNZE 1 IKZIXX2CT2VeBIK1PDXQOZEUI S HNMS0gDVYIXm JbV
XTDYsA21AT! ICOWLUlAVICPu14nSZ TnadoY JgKSY+Bc 4ep TwkSLZODNTY ]

FaSWiaskmiAy7

OFHtbpVYkRhtSS372InpLNY

HOSNGhORnF U

CCEeZ11sbIGZw1p luctwsD+rZ0+OkT gihnbLIGhNSPQe EpQUIT
B IgKaMc/mGZRNIZ3ITSBQuE4ebhXAYWAUMPOY/bEIEZZMu/ UOGpF dineQy XZY3
£jbdBJbnaX50.

kel T

0Q3dnjkkKaceXYSLAYweSded
JQO6: puMaljhBT/SXhaXdwalWX]
+YetB9YiumOEyQnObFWNesUBVOQUeviM4+B8

wCoyisQ 1/7coSTQUps* pWHVwWAIUZ02

TxpHKNGIVIROgFIrTtEH
DeSTerRUDlsaVPhA=

mDezwS3hrOvjzgkor SSWWOtnCo03MQRUXEKbb/cpghX 18!

TXaTQich

+P/hLT+DHOTREOPEZISN 38PBINDGCF gsTMQQTPQIEP+ XaVTpAkHXBDSHyQTIaBCTme ZTR
MRVQZiEByBsO2VeiuAhASe T4 TKILuYugNL Kt ZMS3mzUsBteDtL M4FrapGrryui )y XMQgiipP1
IgMqTCY1kpZOhkZtwR4tKOU 1SAHb2VH, 1gidrygeh fi

Plesse refer C:|Program Files|MyCloud! LARM 2608-1.log file under fog folder

Figure 495 - Detailed Logs

1.6.5 New Resource in Blueprint to Execute Terraform File from GIT Repository

A new resource onboarded with name "Execute terraform file” under software tools like in below diagram-

Design Blueprint
AWS  amazon web Services
—

Search

Other Objects
& Software Tools
IAC Tools

Ansible

Execute Terraform File

~  GitTFtest L E R A K

Q ExecuteTFGH Input Output
Attributes Attributes
~
Git TF Source Folder *
Igitfoider name
~
TF Variables *
o Tivars
v TF Backend Config

Figure 496 - Execute Terraform File from Git Repository

These new resources will have below attributes:

Table 41 - Input Attributes in Git Repository

Field

Description

Name

Name of Execution

Git Branch Name

Git Branch name

Git TF Source Folder

Folder name of that git branch

TF Variables

Variables are require to execute Git terraform files. With the help of
can create variable of type "Git terraform variables®
It is a key value pair of all variables used execute git terraform files.

icon user
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TF backend Config These configurations will define the location to save state files created during
terraform execution.

With the help icon user can define TF backend config.
Variable type is "Terraform Backend config” on the change of variable type backend
type will populate

Possible values of backend type are:
e For Amazon platform it is “"S3" it will populate to save information of
bucket to save state file created during terraform execution.

e For ARM it is "blob" it will populate to save information of bucket to
save state file created during terraform execution

e For others it will be local.

Add Variable X
Variable List View Variable

Variable Type Variable Name* )
GIT Terraform Variable v tfvar

Value

e N N 50
1 3 3 [+]

String v securitygroupld $g-0860ac55¢2777a340|

Figure 497 - Terraform Variables
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Add Variable X B

Variable List Add Variable
Variable Type Variable Name* o Backend Type
‘ Terraform Backend Config v ‘ s3 v
Value
e e e F
1
Bucket
2 Region
B3]
Access_Key

Figure 498 - TF Backend Config with S3 Backend Type

Add Variable X R

Variable List Add Variable
Variable Type Variable Name* ) Backend Type
Terraform Backend Config v ‘ blob v ‘
Value
T S ™
1 StorageAccountName
2

ContainerName

Key

Figure 499 - TF Backend Config with Blob Backend Type

Add Variable

Variable List Add Variable

Variable Type Variable Name* ) Backend Type

Terraform Backend Config v local v

Figure 500 - TF Backend Config with Local Backend Type

After filling all the mandatory fields click on icon to save blueprint, below message appears-
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@ Blueprint saved successfully.

Figure 501 - Success Message

Once blueprint saved successfully then deploy blueprint as mentioned in section “Deploy Blueprint”
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3. Support

To get support for this product, drop a mail to MyCloud-ProdSupport-Team@hcl-software.com.
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