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1.1

1.2

1.3

Preface

This section provides information about the HCL IntelliOps Event Management (IEM) Configuration Guide and includes

the following topics:

- Intended Audience

- About This Guide

- Related Documents

- Conventions

Intended Audiences

This guide is intended for users for IEM configuration working towards resolution tickets generated by correlating similar
alerts to create correct actionable.

It's good to have basic knowledge of Java, Data ingestion, transformation, and ETL to work with Apache NiFi.

About this Guide

This guide introduces us to the key concepts of HCL IEM and describes how to use the product. It provides an overview of

configurations and instructions to perform different tasks.

This document includes the following topics:
- Introduction
- Getting Started
- |EM Collector
- IMM Interface
- IEM Configuration
- IEM Interface
- Integration

- Glossary of Terms

Related Documents

The following documents can be referred to in addition to this guide for further information on the IEM platform:

- Introduction to HCL IEM Guide

28


https://www.javatpoint.com/java-tutorial
https://www.javatpoint.com/etl-testing

1.4 Conventions

The following typographic conventions are used in this document:

Table 1 — Conventions

Convention

Element

Boldface

Indicates graphical user interface elements associated with an action, or

terms defined in text or the glossary

Underlined blue face

Indicates cross-reference and links

Numbered lists

Indicates steps in a procedure to be followed in a sequence

Bulleted lists

Indicates a list of items that is not necessarily meant to be followed in a

sequence
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2.1

2.2
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Introduction

Overview of IEM

HCL IntelliOps Event Management is an Al-powered IT event management platform on the cloud that transforms IT
operations by incorporating AlOps capabilities into the system. Its machine learning-based advanced features, such as
topology correlation, anomaly detection, and noise reduction, not only help reduce Mean Time to Detect (MTTD) and
Mean Time to Recover (MTTR) of incidents but also proactively detect potential issues, prevent outages, and ensure

service continuity for businesses.

This intelligent platform provides integrations with various monitoring tools and custom code within an ecosystem
to ingest a vast volume of heterogeneous data in the form of events, metrics, performance, and configuration

information.

Its client-side component — IEM- (IMM) Integration Management Module collects raw events from various monitoring
systems and send it to IEM, it also offers a unique feature of continuous service delivery in the case of connectivity

loss with IEM Cloud, minimizing the impact of outages on IT operations.

IEM also fosters efficient collaboration across teams, ultimately improving system performance and agility. Its
integration with ITSM tools packages industry is best practice, significantly reducing duplicate incidents and

enhancing the Root Cause Analysis process by automatically correlating incidents with Change Management.

Key Features

Early Anomaly Detection: Utilizes metrics for early identification of true anomalies in the lifecycle. Metric anomaly

system is available to identify anomalous metric point for outlier detection based on metric data being ingested.

Topology Based Alert Correlation: OOB correlation rules available for Correlation of alerts based on relationships

between entities defined in the system.

Temporal-Based Alert Correlation: Leverages a robust correlation engine and condition-based correlation for
automatic grouping and mapping of alerts with an efficient Feedback System to avoid irrelevant alert to actionable
grouping.

OOB NiFi Connector Management via IMM (Integration Management Module) Portal: Topology, Entity and Service

data ingestion via NiFi in real-time.

Automated Noise Reduction: Filters out irrelevant data to reduce noise and focus on meaningful events. There is

Noise Rule Configuration with maintenance windows support.

Related Problems and Changes view of Actionable for Effective Diagnosis: Helps in addressing impact assessment for

continuous improvement and prioritize actionable based on their potential impact.

Real-Time Interactive Visualization: Provides user-friendly dashboards for real-time interaction with Metric View,

Service View, and Topology View. A timeline view is also available for events, alerts, and action.

Quick User’s Collaboration: Enables quick chat and collaboration with the team for efficient communication thereby

reducing MTTR along with automated notifications to operators for assigned actionable.
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- Cost Saving View: Significantly benefits by optimizing resources, improving operational efficiency, and reducing

unnecessary expenditures on actionable resolution and reviving the degraded services.
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3 Getting Started

The Following flow diagram displays the onboarding process of [EM:

Y
a N 'd Deploy the IEM (~ N '3 7\
Collector
components to
HCL Professional gather relevant data Establish
Services Team - Integration between Customer Related Integrate Scope
creates IEM . D l'.cA(.I)a;:he Nt'.F' oy d' IEM and Configuration Tools with

(IntelliOps Event ara G:v%';;z: an Nl fora:toamicss in IEM IEM via IMM

Management)Tenant. Data Processing
2.IMM Orchestrator

e J N\ _forNiFi o R PR e

Figure 1 - IEM Onboarding Flow
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4 IEM Collector

IEM Collector refers to effectively gathering data from diverse sources, providing a wide range of single clicks, custom
integrations compliant with the industry standards for connectors and APIs.
The events, data and performance connectors are developed in Apache NiFi. These OOB NiFi connectors can be leveraged

for data ingestion very quickly via IMM (Integration Management Module) Portal.

4.1 Overview for NiFi

Apache NiFi is an open-source dataflow system based on the concepts of flow-based programming. It supports powerful

and scalable directed graphs of data routing, transformation, and system mediation logic.

41.1 NiFi Architecture
Apache NiFi has a processor, flow controller, and web server that executes on the JVM machine. Additionally, it also

includes three repositories, as shown in the figure, which are FlowFile repository, Content and Provenance repository.

& JVM & Web Server

£¥2 Flow Controller

Processor 1 Extension N

= FlowfFile Content S Provenance
Repository Repository Repository

Figure 2 - Content and Provenance Repository

- NiFi executes within a JVM on a host operating system. The primary components of NiFi on the JVM are as follows:
® Web Server: The purpose of the web server is to host NiFi’s HTTP-based command and control API.

e Flow Controller: The flow controller is the brain of the operation. It provides threads for extensions to run on
and manages the schedule of when extensions receive resources to execute.

e Extensions: There are various types of NiFi extensions which are described in other documents. The key point
here is that extensions operate and execute within the JVM.

e FlowFile Repository: The FlowFile Repository is where NiFi keeps track of the state of what it knows about a
given FlowFile that is presently active in the flow. The implementation of the repository is pluggable. The
default approach is a persistent Write-Ahead Log located on a specified disk partition.

e Content Repository: The Content Repository is where the actual content bytes of a given FlowFile live. The
implementation of the repository is pluggable. The default approach is a simple mechanism, which stores
blocks of data in the file system. More than one file system storage location can be specified to get different

physical partitions engaged to reduce contention on any single volume.
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® Provenance Repository: The Provenance Repository is where all provenance event data is stored. The
repository construction is pluggable with the default implementation being to use one or more physical disk

volumes. Within each location data is indexed and searchable.

e NiFiis also able to operate within a cluster.

ZooKeeper Server

& Flow Controller

Extension N

Provenance

Processor 1

Content

4 Cluster Coordinator
4 Primary Node
@ ZooKeeper Client

FlowFile
Repository

Figure 3 - Repositories.

- Starting with the NiFi 1.0 release, a Zero-Leader Clustering paradigm is employed. Each node in a NiFi cluster performs

the same tasks on the data, but each operates on a different set of data.

- Apache ZooKeeper elects a single node as the Cluster Coordinator, and failover is handled automatically by
ZooKeeper. All cluster nodes report heartbeat and status information to the Cluster Coordinator. The Cluster

Coordinator is responsible for disconnecting and connecting nodes.

- Additionally, every cluster has one Primary Node, also elected by ZooKeeper. As a DataFlow manager, you can interact
with the NiFi cluster through the user interface (Ul) of any node. Any change you make is replicated to all nodes in

the cluster, allowing for multiple entry points.

4.2 Prerequisites

Prerequisites are specific conditions that need to be met before initiating the configuration. Hence, mentioned below are
pre-requisites for NiFi:
4.2.1 System Requirements for NiFi

- Apache NiFi can run on something as simple as a laptop, but it can also be clustered across many enterprise-class
servers. Therefore, the amount of hardware and memory needed will depend on the size and nature of the dataflow

involved.
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- Thedatais stored on disk while NiFi is processing it. So NiFi needs to have sufficient disk space allocated for its various
repositories, particularly the content repository, flowfile repository, and provenance repository. NiFi needs to be
configured according to the following system requirements:

4.2.2 Supported OS for NiFi

- Linux (Recommended)

- Unix

- Windows

- macO0S

Requires Java 8 or Java 11

4.2.3 Supported Web Browsers
- Microsoft Edge: Current & (Current - 1)
- Motzilla FireFox: Current & (Current - 1)
- Google Chrome: Current & (Current - 1)
- Safari: Current & (Current - 1)

424 Hardware Sizing Recommendation
NiFi is designed to take advantage of:

- all the cores on a machine

all the network capacity
- all the disk speed

- many gigabytes of RAM (although usually not all) on a system
Hence, it is important that NiFi should be running on dedicated nodes. The following are the recommended server and

sizing specifications for NiFi:

- Minimum of 3 nodes

- 8+ core per node (more is better)
- Atleast 8 GB

- 6+ disks per node (SSD or spinning)
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4.2.5 Port Requirement for NiFi

Required Sustained Throughput

Minimum Hardware Requirement

50 MB and thousands of events per second

1 or 2 nodes

8 or more cores per node

6 or more disks per node (SSD or spinning)
2 GB memory per node

1 GB bonded NICs

100 MB and tens of thousands of events per

second

3 or 4 nodes

16 or more cores per node

6 or more disks per node (SSD or spinning)
2 GB of memory per node

1 GB bonded NICs

200 MB and hundreds of thousands of events per

second

5to 7 nodes

24 or more cores per node (effective CPUs)
12 or more disks per node (SSD or spinning)
4 GB of memory per node

10 GB bonded NICs

400 to 500 MB/sec and hundreds of thousands of

events per second

7 - 10 nodes

24 or more cores per node (effective CPUs)
12 or more disks per node (SSD or spinning)
6 GB of memory per node

B bonded NICs

The following ports are required for internal communication:

- NiFi remote socket port = 10443

- NiFi web https port =9443

- NiFicluster port = 11443

- NiFi cluster load balance port = 6342

- NiFi zookeeper connect port=2181, 2888, 3888
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4.3 Overview of IMM

- Integration Management Module (IMM) is a component of IntelliOps Event Management which is used for 3rd party
tools integration and ingesting events, metric, performance, and configuration data into IntelliOps Event

Management for performing event management functions.

- Using IMM, we can reduce the implementation timeline significantly, allowing you to quickly get the NiFi connectors

onboard and take control of the event management ecosystem.

4.4 Prerequisite for IMM
- Prerequisites are specific conditions that need to be met before initiating the configuration. Hence, mentioned below
are pre-requisites for IMM:
44.1 Supported OS for IMM

- Linux RHEL 9.x

44.2 Supported Web Browsers
- Microsoft Edge: Current or previous version
- Motzilla FireFox: Current or previous version
- Google Chrome: Current or previous version

- Safari: Current or previous version

443 Hardware Sizing Recommendation
- 2Web servers & 2 DB servers are required with the below configuration:
e WebServer: 2CPU, 4GB
e DB Server: 4CPU, 8GB
444 Port Requirement for IMM
- IMM KRS Service -4000
- IMM API Service - 4100
- IMM Web Portal - 4200

- IMM Orchestrator Service - 4300
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5 IMM Interface

Integration Management Module (IMM) is a component of IntelliOps Event Management which is used for 3rd party tools
integration and ingesting events, metric, performance, and configuration data into IntelliOps Event Management for
performing event management functions.

For detailed information on how to work with IMM Interface, please refer to the HCL IMM User Guide.
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6

6.1

39

IEM Configuration

The section provides detailed processes of Customer Onboarding and configuration.

Customer Creation

Customer Creation" refers to the process of establishing a new customer profile or record within the event management

system. This section enables us to create multiple customers to cater to a multi-tenant environment.
- The following are the actions a logged in user can perform based on the role.

- Please refer to the Managing Roles section to understand more about role-based access control.
a. Onboarded Customer
b. In-progress Customer
Onboarded Customer:
® Onboarded View displays the customers that have gone through the onboarding process and certain actions
can be performed that are displayed under Actions.
e The goal of customer onboarding in Event Management AlOps is to facilitate efficient introduction to the
platform, ensuring that customers can quickly and effectively utilize the features of the system for managing

events with the support of Al-driven capabilities.

- In the top navigation bar, click Customer. Customer Grid will be displayed. This displays a list of all customers
configured in the environment. When users come here for the first time, only the default customer will be listed with

Edit option next to it.

Customers + New Customer

Inprogress ~ Onboarded

Customer Y  Description Y  Onboarding Steps Actions
Dev test iemdev view @ 2 Y B w & 4
IEM QA IEM QA Desc view @ 2 L B o L X
LI N L 10 ¥ items per page 1-2of2items

Figure 4 - Customer Page

e Add New Customer

® Onboarding Steps View
e Enable/Disable State

e Edit Customer

e Delete Customer

e Download Published API
e Download Installer

e Download License
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6.1.1
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Renew License

Add New Customer

Customer Addition refers to the process of integrating and introducing a new customer into our event management

system. This encompasses the activities and procedures aimed at getting a customer started, providing necessary

information, and ensuring a smooth transition into using the Event Management platform. The addition process in this

context may involve both manual and automated tasks.

1. Users can create a new customer by clicking on the New Customer button.

Customers

Inprogress

Customer

Dev test

IEM QA

Onboarded

I (R

T

Description

iemdey

IEM QA Desc

items per page

T Onboarding Steps

vigw

:

Actions

%

%

+ New Customer

B

1-2of 2items

Figure 5 - Navigation for Create New Customer

2. Clicking on add customer a popup is displayed with an input option.

Customer > Customer

& Customer Details

[E $SO Configuration

A¢ Role

@ user

A3 Group

Details

€% Integration Mapping

€9 Integrations

E% Correlation Rules

Entity

Customer Details

Customer Code* [I]

Description *

Please Enter Description

Maximum Entity Count*

0

Customer Display Name*

License Expiry Date*
dd-mm-yyyy

Customer Logo

Choose File ‘ No file chosen

Figure 6 - Customer Creation
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Customer > Customer Details

& Customer Details Customer Details
£ 550 Configuration Customer Code* Customer Display Name*

Dast Dast
A< Role

Description * License Expiry Date*

@ User Dast_desc 31-01-2025 m]
25, Group Maximum Entity Count* Customer Logo

500 Choose File ‘ download.svg

€ Integration Mapping

€3 Integrations

2 Correlation Rules

Entity

Figure 7 - Customer Details

3. Specify the name, description, license expiry date and maximum entity count and the customer logo with .svg file

format with max of 200kb image and click Submit.

Customers + MNew Customer

l € Customer creation process initiated <

Inprogress Onboarded
0%
Initiated create action on 2024-02-05 at 10:52:24 N >

Figure 8 - Customer Creation Process

4. On successful creation, the customer will be listed on the main grid.
5. Click on the View Progress button that will show about process flow with completion status of the customer

based on the configurations done.

6. The process flow with completion status will be shown like the image below for a particular customer in progress.

1 Go to Current Step
@ Folder Creation
Successful

10:52:26

@ Database Setup

Successful

10:52:41

@ Database Validation

Successful

10:52:42

Figure 9 - Customer Creation Onboarding Steps
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@ Setup Of Credentials

Successful

10:52:43

@ Nifi Service Account Creation

Successful

10:52:47
[ = ) Topic Setup
In progress
10:52:47
() Scheduler Setup

Not started yet

Figure 10 - Customer Creation Onboarding Steps (Cont.)

7. All the processes that are completed will be marked as complete status in green.
8. Hence the division of in-progress and onboard shows the process flow completion for a particular customer. If
the customer onboard processes are complete, then the customer will be put in the on-boarded grid like shown

below.

Customers + New Customer

Inprogress Onboarded

Customer Y Description Y  Onboarding Steps Actions
Dev test iemdev view @ 2 L B w Lk %
IEM QA IEM QA Desc view @ 2 L B m Lk %
i < 1 > 10 v items per page 1-2 of 2items

Figure 11 - Customer Page

6.1.2 Onboarding Steps View
If the customer onboard processes are completed, then the customer will be put in the Onboarded grid as shown below.

1. Click on the Onboarding Steps view button.
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Customers + New Customer

Inprogress ~ Onboarded

Customer Y Description Y  Onboarding Steps Actions
Dev test iemdev view @ 2 L B m L L |
IEM QA IEM QA Desc view a@ 2 ¥ B m ¥ %

LI N S 10 ¥ items per page 1-2of 2 items

Figure 12 - Onboarding Steps View

2. Onboard shows the process flow completion for a particular customer.

IEM QA x
J Go to Current ste
Folder Creation

Successful

12:19:57

Database Setup
Successful

12:20:08

Database Validation
Successful

12:20:08

Setup Of Credentials
Successful

12:20:13

Figure 13 - Customer Creation Onboarding Steps

@ Setup Of Credentials

Successful

12:20:13

@ Topic Setup

Successful

12:21:42

Figure 14 - Customer Creation Onboarding Steps (Cont.)
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@ Scheduler Setup

Successful

10:53:41

Figure 15 - Customer Creation Onboarding Steps (Cont.)

6.1.3 Enable/Disable State

To enable or disable a customer in an environment, there is provision of toggle switches to easily perform the required
actions.

1. Click on the Enable/Disable toggle button next to the customer which needs to be Enabled/Disabled
2. Click on Enable/Disable icon, on success a confirmation pop-up message will be displayed.

Customers

4+ MNew Customer
Inprogress Onboarded

Custorner T Description T Onboarding Steps Actions
Dew test femdey view @Q £ B OB o X
IEM C3 IEM QA Desc iew - 2 & B om b &
W4 1 > oW 10

¥ jtems per page

1-2of Zitems

Figure 16 - Enable/Disable Customer

6.1.4 Edit Customer

1. Click on the edit icon next to the customer whose details are to be modified.

Customers

+ Mew Customer
Inprogress Onboarded

Customer T Desoription T onboanding Steps Actions

e test iemdey wiew '} FEO - I R -1
IEM QA IEM A Desc view @ 2 & B om s &
W4 1 ok W 10

* items per page

1-2of 2items

Figure 17 - Edit Customer

2. The form will appear with the saved details as shown.
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Customer > IEM QA > Customer Details

@° Customer Details

[2 SSO Configuration

2¢ Role

@® user

A2 Group

€3 Integration Mapping

€3 Integrations

[ Correlation Rules

Entity

Customer Details

Customer Code * Customer Display Name =

iemqga1 IEM QA
Customer Logo Description *
. IEM QA Desc
HCL IntelliOps
Event Management
Choose File | No file chosen

Figure 18 - Customer Edit Screen

3. Click Update to update the description and customer logo and after a successful update it will navigate to an

Onboarded customer page.

Customer > IEM QA > Customer Details

{7 Customer Details

[2) $SO Configuration
2¢ Role

@® user

28 Group

€3 Integration Mapping
& Integrations

[ Correlation Rules

Entity

Customer Details

Customer Code * Customer Display Name =

iemqal IEM QA
Customer Logo Description *
. IEM QA Desc
Preview:
HCL IntelliOps
Event Management
Choose File | No file chosen

Figure 19 - Customer Details

6.1.5 Delete Customer

1. Click on the delete icon next to the customer which is to be deleted.
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Customers + Mew Customer

Inprogress Onboarded

Custamer T Description T Onboarding Steps Actions
Dev test lemidey view @ ¢ L B E R
IR A IER QA Desc view @ ¢ & B om s oL
LI R | 10 ¥ items per page 1-2of 2items

Figure 20 - Delete Customer

2. A confirmation box will be prompted.

Delete Customer Status >

Are you sure you want to delete the customer? It cannot be
undone.

Figure 21 - Confirmation pop-up.

3. Clicking Delete, deletes the customer permanently.

6.1.6 Download Published API

This action enables customer administrator/Superadmin to download Publish API for NiFi.

Customers & MNew Customer

Inprogress Onboarded

Custamer T Description T Onboarding Steps Actions
Dy test lemeey wiew @ ¢ L B W L
IERA 3 IEM QA Desc iew @ ¢ L B n & &
LI B R | 10 ¥ items per page 1-2of 2items

Figure 22 - Download Publish API
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6.1.7 Download Installer

This action enables customer administrator/Super admin to download Installer for Integration Management Module
(IMM)
Customers

+ New Customer
Inprogress Onboarded

Custamer T Desoription T onboarding Steps Actions.

D test lermele wiew - ¢ L+ B W &
IERA QA IEM QA Desc iew @ 2 & B m i X
(LIS R | LI 10

¥ items per page

1-2of 2items

Figure 23 - Download Installer

6.1.8 Download License
This action enables customer administrator/Super admin to download IEM License
Customers

+ MNew Customer
Inprogress Onboarded

Customer T Desoription T Onboarding Steps Actions.

Dy test lemmdey view & £ h’, moLE ok
IEM QA IEM QA Desc view @ ¢ & B om o &
L] Ll 1 * L] 10 v

iterms per page

1-2of 2items

Figure 24 - Download License

6.1.9 Renew License
This action enables customer administrator/Super admin to Renew IEM License
Customaers

+ MNew Customer
Inprogress Onboarded

Custarmer T Description T  oOnboarding Steps Actians

D test lemdey e - ¢ % E Wk k
IEM 8 IER G Desc view ® 2 £ B @ ok &

LI B ] 10 ¥ items per page 1-2of 2items

Figure 25 - Renew License
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In-Progress:
® The In-progress customer list contains the customers whose configuration processes are in line of
completion.
® In case of any step failure the administrator/Super admin can raise the concern to team and once the issue is

rectified the process can be resumed from the point of failure.

HCL IntelliOps & F=)

B @ JH. 2 @ . 8 v superadmin@hcl.comv
Event Management Home  Dataview  Customer  Manage  License = MSP

Customers + New Customer

Inprogress Onboarded

testcustomer
75%
Initiated create action on 2025/03/06 18:26:29 I’ \) >

Figure 26 - Status of Customer

MNifi Service Account Creation
Successtul

O7:50:54

Scheduler Setup
Successful

O7:51:02

Figure 27 - Customer Creation Onboarding Steps

AlphaCustomer =
J Go to Current Step
Folder Creation

Successful

074847

Database Setup
Successful

75048

Database Walidation
Successful

075051

Creation of setup
Successful

OS50S

Figure 28 - Customer Creation Onboarding Steps (Cont.)

6.1.10 Manage Onboarded Customer

The section provides detailed steps on how to Manage the Onboarded customer in IEM.
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The section provides details of the customers configured in the environment. The following details are displayed:
1. Name

2. Description

3. Customer logo

4

Code

Customer > IEM QA > Customer Details

& Customer Details Customer Details

[ 550 Configuration Customer Code * Customer Display Name *
iemqgal IEM QA

2¢ Role

Customer Logo Description *

® user IEM QA Desc
Preview:

HCL IntelliOps

@ ieoaton Mapoig Event Management

€2 Integrations Choose File | No file chosen

[ Correlation Rules Update

B Entity

Figure 29 - Customer Details

Single Sign-On (SSO) configuration in IEM refers to the setup and integration of a Single Sign-On solution within the
platform. SSO is a mechanism that enables users to access multiple applications or services with a single set of credentials,
eliminating the need to remember separate usernames and passwords for each system. With SSO, users can establish a
secure method for authenticating users when they access IEM. Here, it is mainly used for SAML Authentication for a
customer.

1. When you click SSO Configuration, the new form will appear.

2. Inthat form users need to add the relevant data required in the fields.

3. Click on update. A confirmation message “Data updated successfully” is prompted to user.

4

Click on the close button. Clicking on Skip takes the user to the Role screen.
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SSO Details

S50 Name * Entity ID * Sign-in URL *

okta http://www.okta.com

Primary Certificate *

MIIDoDCCAcigAwIBAGIGAZMmMhBSFMAOGCSqGSIb3DQEBCWUAMIGQMQswCQYDVQQGEWVUZETMBEG
ATUECAWKQ2FsaWZvemS5pYTEWMBQGA TUEBwwNUZ2FUIEZyYWS5jaXNjbzENMASGATUECwWET2t0YTEU

Figure 30 - SSO Configuration Page

Role screen has four roles by default and allows user to create custom roles according to the requirements and if any new

user is created “viewer” role has been assigned by default.

A user can perform an action on the page based on its role. A role is a named collection of privileges determining the
tasks user can perform. Pairing a user or group with a role grants the user or groups certain rights to the system. The
following table outlines the predefined system roles.

Table 2 — Predefined System Roles

Role Description

Customer Admin - All privileges for the administrative features in IEM environment for a
particular customer

- Access to all the configurations over console

- Full operational and management control

Super Admin - All Administrative privileges for all the customers configured in IEM
environment.
- Access to all the configurations over console

- Full operational and management control

Operations User-Viewer - Access to view Data View Page and Home over console but cannot

make any changes
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Role

Description

Operations User-Resolver

Access to view all the data over Data View screen and mark the
actionable as resolved over IEM.

Access Home Metric View

Operations User-

Actionable user

Access to view all the data over Data View screen and perform various
actions over actionable.

Any view can be saved post adding additional columns.

Access Home Metric View

Operations

Operator

Access to view all the data over Data View screen and perform actions
like resolve actionable or create actionable.

Define and edit noise maintenance rule.

Access Home Metric View

View Entity data

This action enables us to create custom roles in the environment. Adding new roles involves the creation of additional

user roles or profiles that grant specific permissions and access levels to the platform user. There are four default roles

configured with pre-defined set of permissions.

1. Click on “Customer”=>” Customer Name”—>" Role.”

2. Click on “+ New Role”.

Custormer » |EM UAT » Role

¥ Customer Details

[ 550 Configuration

¢ Role

E Integration Mapping

5 Integrations

[& Correlation Rules

Tl Entity

42 Topology

Role

Mame

Custamerfidmin

Wiewer

Rasolvar

Actionableuser

Oiparator

PATAAS SRE

Full Administration

T Description Modified T < Default Actions
CustomerAdmin 2024/10/29 18:48:38 ¥ [ |
Wiewer 2024/10v20 184838 ¥ @ R £ o
Resolver 2024/10y25 184238 ¥ @ A £ N
Actionableuser 202410039 184838 i @ fr & W
Qperator 2024/ 10¢ZR 164838 ¥ @ B F W
MTAAS SRE 2024/11/06 16:51:19 ] @ A £ M
Full Administration 2024091 /06 16:36:33 M @& g 2
10 v  iterns per page 1-7of 7 items

Figure 31 - New Role

3. After clicking the “+New Role” the following form is displayed.
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Customer > IEM UAT > Role > Create

&= Customer Details Role

[8) SSO Configuration Action Role Role Description *
8¢ Role
® User Actions On Actions
Data View View [~ Manage [ | Publish [] Override Default View || Save Any View [ | Save As View [ | Resolver right
Rg Group
Home View Business Services 1) View Topologies Summary
& Integration Mapping Entity | Merge [ | Mark As Noise [ | Configure Maintenance Window [ | Delete [ | Edit [ | Add [ | View Only
5 Integrations Topology () Delete () Add () View Only
B Correlation Rules Service Hierarchy | Delete [ Edit (| Add [ | View Only
“?ir/“'ﬂi"“"ﬂ"" () Delete (] Edit (] Add () View Only
B Entity window
AIML || Evaluate and Enable || ViewOnly || Edit || Delete

€3 Topology
Processing (] Edit [ Enable/Disable (| View Only [ | Reset

Figure 32 - Role Creation

4. Enter the Role Name. For example, let’s name the role as ‘customadminrole’.

g CD Role
x| Action Role * Role Description *
B¢
® Actions On Actions
2 Data View a Vview Manage Publish ‘Override Default View Save Any View Save As View Resolver right Create Ticket
Home View Topologies & View Business Services [ Summary
@
Entity Configure Maintenance Window | | Save As View | Save Any View | Delete  Merge  Edit | | Add  Mark AsNoise  View Only
@ Delete | | Add | View Onl
Topology Only
B Service Hierarchy Edit | Delete | Add || View Only
a Noise{Maintenance window Edit | Delete | ViewOnly | Add
AIML Evaluate and Enable Edit. Delete View Only
2 ) ‘
Processing EnablefDisable | | Edit | View Only | | Reset
“ls o oRTaaiens View Only | Edit
01 Group View Only Bulk Delete Delete Edit Add
85
S50 Configuration Edit || View | Configure
=]
Health Status View
o3
Metric Configuration View || Add (| Update | | Delete
@ Alert Closure Configurations Delete | Update | Add || View

Figure 33 - Navigation Page for Assigning an Action to a Role

5. Alist of all the actions that can be taken would be available on the same page.
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& D Role

] Action Role * Role Description *
B¢
® Actions On Actions
2 Data View 8 View Manage Publish Override Default View Save Any View Save As View Resolver right Create Ticket
Home View Topologies B View Business Services B Summary
i}
Entity Configure Maintenance Window | Save As View |  Save Any View | | Delete | Merge [ | Edit | | Add | Mark AsNoise | View Only
® Delete | Add | View Onl
Topology by
B Service Hierarchy Edit  Delete | Add | View Only
Noise/Maintenance window Edit [ Delete || View Only [ Add
B
AIML Evaluate and Enable  Edit | Delete | View Only
L
Processing Enable/Disable Edit View Only Reset
s Configurations View Only | | Edit
83 Group View Only Bulk Delete Delete Edit Add
$S0 Configuration Edit View | Configure
@
Health Status. View
o3
Metric Configuration View | Add @ Update | | Delete
@ Alert Closure Configurations Delete | Update | Add @ View

Figure 34 - Assigning Actions for a Role

6. Allthe actions that’s intended to be enabled for the role on this page can be selected in one go. Users can select
Add, Edit, Delete for the actions.

7. Add as many actions as required. For this example, the user will just keep the single page role.

8. Once all the actions are selected for the newly created role and the mapping is done, click on the Submit button.

9. On successful creation of the role with action the following pop-up message is prompted.

Customer » |[EM UAT 3 Role

l @ New Role added successfully. b4

" Customer Details Role
B 550 Configuration [u] Mame T Description Modified On Is Default Actions
B¢ Role =} CustormerAdmin CustomnerAdmin 202419020 18:48:39 ¥ @ & £ 0
& User a Wiewer Wiewer 2024/10/28 18:48:38 ¥ @ F £ [

[ Resalvar Resolver 202471028 18:48:38 ¥ @ & F 0
A9, Growp

[ Actionableusar Actionableuser 2024110020 18:48:38 Y @ F I
& Integration Mapping

[ Cparatar Operator 2024770720 18:48:38 ¥ @ & £ n

Integrati

& Integrations o customadminrele custamadminrale 2025/01/03 18:45:47 N @ 5% £ n

[ Correlation Rules PREEFI 10w items per page 1 -8 of 8 items

T Entity

42 Topology

Figure 35 - Alert Message

10. The control will be redirected to the Grid view page and the new role will appear in the grid as shown above.
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This customization ensures that customer administrators have the necessary permissions to effectively access various
configurations within their specific customer context.

1. This section enables user to Manage roles within the environment.

2. Click the “Customer” = “Customer Name”-> “Role”.

3. Click on the Role Tab, the following page would be available.

Customer » [EMUAT > Role

¥ Customar Details Role + Mew Rals

[ 550 Configuration

Mame T Deseription Modified On = Dafault Actions
2 Rola 1 Custormerddmin CustomerAdmin 2024110720 18:48:32 ¥ @ & £ [
& User Viewer Wiewer H024/10/20 184838 ¥ @ A £ m

Rasolvar Rasolver 2024710020 18:48:38 ¥ @ & 4
Ay, Growp

Actionableuser Actionableuser 2024/10/29 16:48:38 ki @ B £ [
& Intagration Mapping

Operator Operater 2024/10/25 18:48:38 ¥ @ B £ o0
& Integrations .

custemadminrale custamadminsale FO2501/03 18:45:47 M & & F of
[ Correlation Rules W o4 1 r om 0w items per page 1-8of 8 items

T Entity

42 Topclagy

Figure 36 - Role Page

4. When a user accesses the IEM console for the first time, only the default roles would be visible to the user.

The Default Roles cannot be edited.

5. By default, IEM has the following default roles enabled:
6. Customer Admin — A role with full access to the environment. (User can Add\Delete\Edit)
7. View user, Actionable User and Resolver are Operational user roles. These roles are accessed only on the Data
View and Home page.
e View user —Has view only access.
e Actionable user — They can take actions on the actionable created in the environment but will not be able to
mark them as resolved.
e® Resolver — They have full access on the actionable, they can work upon actionable and even mark them as

resolved.

Roles control the action that users perform on the page. The data visible to user is controlled by the
customer and the group assigned to user.

Please Refer Users and Group sections to understand how the data is controlled.

This action enables users to edit the custom roles created in the environment.

54

Configuration Guide




Role

[m} Mame

[m} Custormerdmin
a Viewer

[ Resalwar

O Actionableuser

o Operatar

O customadminrole

H i 1 " ] 10

Description
CustomerAdmin
WViewer

Rasolver
Actionableuser
Qperator

custamadminrale

tems par page

Muodified Tn

2024/10,/20 18:48:33

2024/10/29 154835

F024090,25 18:48:38

H02410,/20 18:48:38

2024/10/20 15:48:33

2025,001,/03 15:45:47

Is Default

¥

Y

Actions
@ & & W
@ £ B
@ & £ 0
® & £ m
L= o
=

1= 8 af &iterns

Figure 37 - Edit Roles

1. Click on the Edit icon next to the role.

2. The form will appear filled up with the saved data.

Role

Action Role* Role Description *

customadminrole customadminrole

Actions On Actions

Data View Wiew || Manage | Publish Override Default View Save Any View B Save As View Resolver right
Home wiew Topologies @@ Wiew Business Services B View Metric

Entity Mark £s MNoise Configure Maintenance Window Bulk Delete Merge Edit | Add Wiew Qnly
Topology | Bulk Delete | Add || Wiew Only

Service Hierarchy Bulk Delete Edit Add Wiew Only

Moise/Maintenance window Bulk Delete Edit Add Wi Only

Enable Evaluate and Enable Wiew Only Edit | | Delete

Procassing Reset Wiew Only Enable/Disable Bulk Delete Edit

Figure 38 - Edit a Role Description

3. Users can rename the role, add/remove more pages or add/remove actions that are mapped.
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&= ED Role

= Action Role *

‘CustomRole

® Actions On

Data View

Home

Entity

Topology

Service Hierarchy
NoisejMaintenance window
AML

Processing

g B o 9@ & @

Configurations

00
o

Group

SSO Configuration

=]

Health Status
=3

Metric Configuration
=]

Alert Closure Configurations

Role Deseription *

CustomRole

Actions

£ View || Manage || Publish | | Override Default View | | Save Any View

View Topologies & View Business Services @ Summary

Configure Maintenance Window | Save As View 3 Save Any View @ Delete | | Merge | | Edit | | Add

@ Delete @ Add @ View Only
Edit

Delete | | Add E View Only

@ Edit @ Delete @ View Only @ Add

Evaluate and Enable | | Edit || Delete | | View Only
Enable/Disable (| Edit | View Only | | Reset

View Only | Edit

View Only | Bulk Delete | Delete | | Edit | | Add
Edit [ | View | | Configure

View

View | Add | Update | | Delete

Delete Update Add View

Save As View [ Resolver right @ Create Ticket

Mark As Noise

View Only

Figure 39 - Selecting Actions for a Role

4. And add a new User with full actions enabled. With all modifications the page looks like the image below.

L GD Role
(1=} Action Role *
‘customadminrole
F-
@ Actions On
sg Data View
Home
Entity
@ Topology
-3 Service Hierarchy
@ Noise/Maintenance window
AIML
L5
Processing
Tl Configurations
25 Group
S50 Configuration
@
Health Status
3

Metric Canfiguration

Rele Deseription *

customadminrole

Actions
© View ) Manage | Publish || Override Default View _ Save Any View | Save As View | Resolver right
View Topologies € View Business Services € Summary
Deiete | | Save As View | Save Any view | | Configure Maimenance window | | Merge | | Edit | | Add
Delets | | Add | View Only
Add || Delete || Edit | View Only
Add || Delete | Edit || View Only
View Only | Edit | Delete || Evaluate and Enable
View Only || Enable/Disable | Edit | | Reset
View Only | Edit
View Only | Bulk Delets | Delete | Edit || Add
Edit [ View | Configure
view
View || Add || Update | | Delets

Mark As Nolse

View Only

Figure 40 - Selecting Actions for a Role

5. Post the changes are made, Click on the Update button.

6. On successful update the following message is displayed, post that the user will be redirected back to the grid

view page.
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Customer » [EM UAT » Role

| @ Role updated successfully. E

{7 Customer Details Role
£ 550 Configuration ] MName T Deseription Modified On Iz Dafault Actions
8¢ Role [w] Customerfdmin Customerddmin 2024,/10,29 18:48:38 v @ & F
) User a Wiewer Wiewear 2024/10/29 18:48:38 ks @ & £ O n

O Resolvar Resalver 2024/10,20 18:48:38 Al @ & £ 0
Ap, Group

m) Actionabyleuser Actionableuser 2024/10/29 18:48:38 ¥ @ B £ o
& Integration Mapping

o Cperatar Operator 2024/10,20 18:48:33 ¥ @ & £ M

Intagrati

& Integrations O customadmineole customadminsale 2025/01/03 16:45:47 N @ & £ m
[ Correlation Rules w « N - « 10 v items per page 1 -8 of & items
T Entity 7 Delete |
42 Topalogy

Figure 41 - Alert Message

6.1.10.3.2.2 Delete Role
This action enables us to delete the customs created in the environment.

1. For admin pages, select the roles that are to be deleted.
2. Click on the delete icon corresponding to the role that s to be deleted.

3. For Bulk delete, select the multiple roles, and click on the “Delete” icon at the bottom.

roe

D Marme T  Description Modified On Is Default Actions

D Custemerfdrnin Customerfdmin 20241029 18:48:38 ' @ A & m
0 Viewar Viewer 202410/29 15:48;38 Y & & £ o
] Resoler Resalvar 202410029 184838 ks @ A ¢
w] Actionableuser Acticnableuser 2024/10/29 18:49:38 ¥ @ & & @m
] Operator Operator 20241029 184538 N @ B

m] customadminrole customadminroke 20250103 19:07:26 M @ S ¢

H a1 L. ] 10 itemns per page 1 -8 of 8 items

Figure 42 - Delete Role

4. Users will be prompted for confirmation pop-up as shown.
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Delete Role

X

Are you sure you want to delete the role? It cannot be undone.

Figure 43 - Confirmation pop-up.

5. Click Confirm. On successful deletion a confirmation message will be prompted

Customer > [EMUAT > Role

&7 Customar Details

[ 550 Configuration
2 Rola

& User

A, Growp

5 Integration Mapping
E Integrations

[ Correlstion Rules

TR Entity

#E Topology

Role

l @ Role deleted successtully,

Mame T

CustormerAdmin

Viewer

Resalver

Actionableuser

Cperatar

custemadminrsle

« 1 = W mw -

Description
Customerddmin
Viewar

Fesalver
Actionableuser

Qperator

oustomadmineale

Iterns per page

Modified On

20249028 18:48:38

2024/10/20 1848:38

2024/10/28 15:48:38

2024/10/20 1848:38

2024/10/28 15:48:38

2025/01/03 18:45:47

ks Default

Actions

Figure 44 - Alert Message

6. The role will no longer be visible in the grid.

Customer > IEM UAT > Role

&= Customer Details

[2) SSO Configuration

8¢ Role

® User

A, Group

& Integration Mapping

& Integrations

[ Correlation Rules

B Entity

Role

Name A

CustomerAdmin

Viewer

Resolver

Actionableuser

Operator

Description

CustomerAdmin

Viewer

Resolver

Actionableuser

Operator

items per page

Modified On

2024/10/29 18:48:38

2024/10/29 18:48:38

2024/10/29 18:48:38

2024/10/29 18:48:38

2024/10/29 18:48:38

Is Default

Y

@

@

Actions

Figure 45 - Updated Grid
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6.1.10.3.2.3 View Role
This action enables the users to view the custom roles created in the environment.

1. The Action tab contains a view option, click on the view icon to view the roles that are created.

Customer » |EM UAT » Role

&% Customar Details Role

B 550 Configuration O Mame T Description Madifiad On s Default Actions
8¢ Role o Custarmerddmin CustomerAdrmin 202410420 18:48:33 ¥ [= |
& User a Wiewer Wiewar 2024710429 TS.:d&'jﬂ ¥ @ f &
[ Resolver Resolver 2024/10v25 154838 ¥ [ |
A, Growup
[m] Actionableuser Actionableuser 2024110729 1548535 ¥ @ Fr £ W
@ Intagration Mapping
[l Opearatar Oparatar 2024/70,20 18:48:33 ¥ § P 1]
Intagrati
G Integrations O customadmineole custemadminrale 202501/03 10:07:26 M & 2w
[ Correlation Rules W <« 1l s w 10 v items per page 1-8of 8 items

B Entity [ 1 etee |

Figure 46 - View Role

2. Click on View for the “customadmin” role and the actions for the role will be displayed.

3. Users cannot edit the role details via View option. Only the actions that are selected for the role will be displayed.

& CD Role
=] Action Role * Role Description *
customadminrole customadminrole
8
® Actions On Actions
s, Data View B view
R
Home B view Business Services @ Summary
@
Customer View Only
® Correlation Rules Delete B Edit Rule B Add New & View Only
B
Users in Role
B
User Name User Email User Type
L1
No records available
L . .
L] « » M 10 ¥ items per page 0 -0 of O items

Figure 47 - Viewed Role

6.1.10.3.2.4 Assign User
This action enables users to assign users to the roles created in the environment.
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1. The Action tab contains Assign User option, click on the Assign User icon to assign the roles to a particular user in

the environment.

Customer » |EM UAT > Rele

7 Custemer Detalls Raole
£ 550 Configuration o Marme T  Description Modifiad On 15 Default Actions
¢ Fole o Customeridmin CustomarAdmin 2024,10/20 184838 b @ 2 & 0
B User 0 Wiewar Viewer 202410729 18:48:38 ¥ @ & £ W
a Resolver Resalver 2024/10/20 18:48:38 ¥ @ 2 £ 0
By Groun
w] Actionableuser Acticnableuser 202410729 18:48:38 ¥ @ Fr £ 0
% Intagration Mapping
O Operator Operatar 2024/10/29 18:48:36 ¥ w £ M
Integraticns
& Integration O customadminrale customadminrole 202501703 19:07:26 M @ & £
[3 Correlation Rules W o4 - s 10 = items per page 1-80f8 tems

& Entity ] Detet

Figure 48 - Assign User

2. After clicking on the Assign User option, a pop up will be opened which will ask for User Email ID input.

Users can only be assigned by adding the User Email ID.

Assign User X

User Email ID *

Close Save

Figure 49 - Assign user Email ID

3. After adding the required User Email ID, click on the Save Button.

Assign User X

User Email ID *

Close Save

Figure 50 - User Email ID
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4. On successful assignation, confirmation pop-up is displayed as shown below. Users will be assigned successfully

to that role.

Customer » |EM UAT > Role

l @ User assigned successfully. b4

{F Customar Details Role
) 550 Cenfiguration [m} Mame T Description Madified On Is Default Actions
2¢ Rale ] Custormerddmin CustomerAdmin 2024/10/25 18:48:33 ¥ @ A& £ 0
& User a Wiewer Wiewear 2024/70,29 184838 Y @ Fr £ o

O Resolvar Fasolver 2024/90/20 18:48:33 ¥ @ & £ 0
A3, Growp

O Actionableuser Actionabletser 2024/10/29 184838 ¥ @ R £ W
1} Integration Mapping

0O Operator Qperator F024410/25 154838 ¥ [ A

Intagrati

i Integratiors O customadminrele customadminsale B025/01/03 18:45:47 il @ & £
[ Correlation Rules « <IN - « 10 v items per page 1-80f8 items

T Entity

45 Topelogy

Figure 51 - Alert Message

6.1.10.3.2.5

Apply Filters

This action enables the users to apply filters on the roles created in the environment. The steps explain how to Apply

filters for the Role Data:

1. Click on the Apply filter available action button present at the header of the console.

Customer > IEM UAT 5 Role

{¥ Customer Details Role
] 550 Configuration 0 Mame E Diescription Madified On Ie Dafault Actions
2 Role u} CustomerAdmin CustomerAdmin 202410028 18:48:33 v @ B F n
& User a Wiewar Wiewar H024/0/20 184838 Y @ R £ H
0 Rasalver Resolver 2024/10/20 18:48:38 ¥ @ B 4 W
B, Growp
[ Actiznableuser Actionableuser 2024/ 10/20 184838 Y @ £ o
1} Integration Mapping
0 Dperator COperator 202410028 18:48:33 v @ 8 F mW
Intagrati
1 Integrations [mi customadminrole customadminsale 2025/01/03 18:45:47 N @ 8 £ m
E& Correlation Rules o« 1 s om 10 v ltems per page 1-8of8 items

Figure 52 - Apply Filter Operation

2. The form will be appearing. From there user can select Field and Operator from drop down list and provide Value

(The name of the Role). Then click on the Apply button.
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Customer > |EM UAT > Role

&= Customer Details Role + New Role

£ SSO Configuration O Name Y Description Modified On Is Default Actions
S¢ Role =] CustomerAdmin Operator 2024/10/29 18:48:38 Y @ & £ W
) Select Operator -
(m] 248 +
@ User Viewer 2024/10/29 18:48:38 Y @ & £ W
Value
[m] Resolver . 2024/10/29 18:48:38 Y ® & £ W
22 Group viewer
(m] Actionableuser 2024/10/29 18:48:38 Y ® & £ 0w
Appl -
@ Integration Mapping
] Qperator e 2024/10/29 18:48:38 % @ & £ W
& Integrations . .
(m] customadminrole customadminrole 2025/01/03 19:07:26 N ® & £ m

Figure 53 - Apply Filter Operation

3. Users can see the result of applied filter.

Customer > IEM UAT > Role

&= Customer Details Role

[E] SSO Configuration Applied Filters \vd
@] Name Y  Description Modified On Is Default Actions
8¢ Role
O Viewer Viewer 2024/10/29 18:48:38 Y ® & £ m
® User
oo« 1 [ 10 v items per page 1-1of1items
Rg Group

& Integration Mapping

Figure 54 - Apply Filter Result

6.1.10.4 Users

“User” refers to an individual or entity within an organization who interacts with the platform to monitor, manage, and
respond to events in the IT environment. Users in IEM have various roles and responsibilities, and their interactions with
the system could include tasks such as configuring rules, analyzing alerts, and taking actions based on the insights

provided by IEM.

6.1.10.4.1 Add New User
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This action enables us to add new users to the environment.
1. Goto the “User” option.

2. Click on “+New User” icon.
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Customer > |EM UAY > User

§* customer Detals User
@ SSO Configuratica a oo Y  email Y scdified On Actions
2 Role o Ratwl S I 2024/12/24 144607 ® L 2 B 2 on
@ ser a femzaser [ 2024/12/17 1323216 ® L 2 B & @
=] Vivek FormT, I 4/11/29 15:50:
PR ) vek FormType I 202411729 15:50:50 ® L e B 2 on
a abhinav.verma 2024/11/29 1033:16 ® £ 2 B R B
@ Integration Mapping
a skhilesh y | 2024/11/28 14:56:31 ® s 2 B &
& Integrations
a aex user 2024711727 16:17:46 ® L 2 B A o@m
P2 Carrelation Rules
a rabuls 1 2024/11/27 14:37:44 ® £ 2 B X0
Enti I
B ety a ratwlshel 2024711727 143652 ® L 2 B & ou
4 Topology =} vivekdeivanay | [ 2024711726 142417 ® £ 2 B Aon
“Ig Service Hierarchy a kushalmandal | 2024/11/20 17:07:39 ® L 2 B & 0
8% Naise Maintenance LI 1 2 3 » » 10 v items per page 1- 10027 items.

Figure 55 - Navigation for Add New User

3. The following form is displayed.

Users
Login Type
© Form Type ( SAMLAuth . API

User Email ID * User Name *

Enter User Email ID Enter User Name +

User Email ID cannot be empty.

Cancel Submit

Figure 56 - Create a User

4. Users need to select the login type and enter a valid User Email ID and the Username.
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Users
Login Type

© Form Type (' SAML Auth (| API

User Email ID * User Name *

Figure 57 - User Email Id

Follow the validation check prompts to ensure that the email id provided is valid.

5. Provide the full name for the user.

User Name *

Figure 58 - Username

6. Click on Submit.

Users
Legin Type

© Form Type (' SAML Auth (' API

User Email ID * User Name *

Figure 59 - Submit Button

7. On successful creation, a confirmation pop-up is displayed as shown in the following figure:
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Customer > IEM UAT > User

§* Customer Detals

[ S5O Corfiguratiza
¢ Role

@ User

22 Group

B Integration Mapping
6 Integrations

[ Carrelation Rules
D entiy

4E Topology

“Is Service Higrarchy

34 Naise Maintenance

0 o 0 o o

o

l @ User successhully created. x

Name T Emailip T
Bob Joha

Rahul §
emsauser
Vivek FormType
abhinavverma
Akhilech

aex user

rahuls
rakwlghel
vivekdsivanay

1 2 3 = 10 v items per page

Modified On

2025/01/03 2008:51
2024/12/24 14:46:07
2024/12/17 133216
2024711729 15.30:50
2024111/29 10:3316
2024711728 14:5631
2024711/27 161746
2024711727 14:37:44
20247711/27 14:3652

2024711/26 14:2417

]

" v ¢ v

% % % % %

B R
m E E B ®

R

I

B BE R B B

& New User

-]

B

e B 8 2 & &

1-10 of 23 items

Figure 60 - Alert Message

6.1.10.4.2

Generate Password

This step enables users to create passwords for the user.

1. Click on Generate Password icon next to the user for whom the password is to be generated.

Customer > IEM UAY > User

" Customer Detais

(@ SSO Configuraticn
A« mole

@ User

A2 Group

@ Integration Mapping
& Integrations

% Correlation Rules

B entity

4B Topology

°lg Service Hierarchy

93 Naize Maintenance

Name Y Emailio Y:
Bob John

Rahul S
iemseuser
Vivek FormType
abhinavvermas
Akhilesh

aex user

rabuls
ratwlshel
vivekdeivanay

12 3 » w10 v itemsperpage

Modified Cn

2025/01/03 2008:51

2024/12/24 14:46:07

202411217 1332116

2024/11/29 15:50:50

2024/11/23 1033116

2024/11/28 14:56:31

2024/11/27 16:17:46

2024/11/27 1437:44

2024/11/27 1436:52

2024/11/26 142417

I

P % % % % % OB BB

N B N R R R

In

+ New User

B o =

®@ 82 @ &

Figure 61 - Generate Password for User

2. The following pop up is displayed.
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Password Generated X

Email ID *

Copy the password from here *

I (m

Figure 62 - Copy Password

3. A system generated random password is displayed. Change it if required else copy it by clicking on the Copy icon
next to the password.
4. Click on Save to update the new password for the user.

5. On successful update the following confirmation is displayed.

Customer > IEM UAT > User

IOMMMM br

§* Customer Detads User
£ S50 Configuraticn a] Name T el T modified on Actions
A Role a Bob John 2025/01/03 200851 ® , 2 B gon
@ User a Rahul S 2024/12/24 144607 - £ 2 B R0
a lemsauser 2024/1217 133216 i
#a, Group - L& 2 B 2on
a Vivek FormType . 2024/11/29 15:50:50 -® £ ¢ B A2 a
@ Integration Mapping
a abhinavverma 2024/11/29 1023:16 ® L e B A8
B Integrations
a Akhilesh 2024/11/28 14:56:31 @ £ 2 B & 0
[ Carrelation Rules
a aex user 2024/11/27 16:17:46 - s e B g
Enti
B ealey a rahwls 2024/11/27 1437144 - £ 2 B A o8
4B Topalogy a rabulshel 2024/11/27 143652 @ L e B & 0
“lg Service Hierarchy a vivekdsfvanay » 2024/11/26 142417 @ L 2 B A
83 Noize Maintenance W 4« 1 2z 3 = H 10 v items per page 1-100f 28 items

Figure 63 - Alert Message

6. Now the password can be shared with the user one on one.
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6.1.10.4.3 Manage Users
This section contains the steps to Manage users.
1. Click on “Customer” - “Customer Name” > “Users”
2. A navigation bar on the left side will be visible. Click on the “User” Tab.

3. Onclicking on the User from the menu the following form is opened:

Customer > IEM UAT > User

§i* Customer Detals User ‘ 4 NewUser
B 550 Canfiguration o Name T EmalliD T Modified On Actions
2¢ Rale (u] Bob John 2025/01/03 2008:51 ® L 2 B LR
& User O Rahul & o 2024/12/24 14:46:07 @ L 2 B &R
o EMSEUSE 2024/1217 1332116 [T
A3 Group SRS 7 @ £ ¢ B Zon
O Vivek FormType - 2024/11/29 15:50:50 &® L 2 B AW
@ Integration Mapping
a abhinavwerma 2024/11/29 103316 @O » 2 B 2§
2 Integrations
O #khilesh 2024/11/28 1456:31 @ L 2 B X on
5 Carrelation Rules
u} aex user 2024/11/27 16:17:46 ® £ 2 B AR
Entity
B ety o rahuls [ 2024711727 143744 @ L ¢ B 2w
4B Topalogy O rhishd 202411727 143652 ® & 2 B A B
°lg Service Hierarchy O vivekdaivanay 2024/11/26 142417 ® L5 ¢ B AR
8% Noise Maintenanze W o« 9 2 3 » M 10 v items per page 1-100f 28 items

Figure 64 - User Page

4. All the available users created in the environment are listed in the grid view.

When the user screen is accessed for the very first time only the super admin user will be displayed.
Like with the other pages, users can perform action on the page based on the role assigned.

6.1.10.4.3.1 Edit User
This action enables users to edit an existing user in the environment.

1. Click on the edit icon next to the user whose details are to be modified.
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ser

o Name Y Email ID S £ Modifisd On Actions

(] Bob John . . 2025/01,03 2008:51 - & ‘ B 2 [0
o Rahul S 2024/12/24 14:46:07 ® £ 2 B R0
(m] jemsxuser 2024/12/17 1332:16 @ L & B 2 n
(w} Vivek FormType - 2024/11/23 15:50:50 ® £ 2 B X @
a abhinavverma ; 2024/11/29 103316 - & B A g
(m] Akhilesh { 2024/11/28 14:56:31 @ L & B X on
a aex user 3 2024/11/27 16117:46 ® £ 2 B AR
(m] rahwls [ 2024/11/27 1437:44 ® L 2 B 2on
(m] rahulshel 2024711727 1436152 @® £ 2 B R B
a vivekdeivanay { ) 2024711426 142417 @® £ 2 B A n

« < N2z 3 » 10 v items per page 1-100f 28 items

Figure 65 - Edit User

2. The form will appear with the saved details as shown.

Users

User Email = User Name *

Figure 66 - Edit Details

3. Except for the email id, remaining details can be modified the way it was done while adding a new user.

4. After editing click on the update button.
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l @ User successfully updated. >

User ] & Mew User
a Name D Email ID T Modified On Actions
a Bob John 2025/01/03 2026:16 S 2 @ 2 @
a Rabul S 2024/12/24 14:46:07 - £ 2 B A0
a iemsauser 2024/12/17 1332:16 - L £ B 2 0n[
a Vivek FormType 2024/11/29 15:50:50 - £ 2 &8 A "
a abkinavicerma ' 2024/11/29 10:33:16 -® L 2 B A ou
a Akhilesh 2024/11/28 14:56:31 - L 2 B A& U0
(| aex user N 2024/11/27 16:17:46 - L 2 B 2 W
0 rahuls 2024111727 14:37:24 - L 2 B 2 0
a rahulshcl 2024111727 14:36:52 - £ 2 B 2 u
a vivekdeivanay 2024711726 14:2417 - L 2 B 2 0
- - 2 3 > > 10 ¥ items per page 1-100f 28 items
Figure 67 - Alert Message
5. On successful update a pop-up message is prompted as shown in the above image.
6.1.10.4.3.2 Delete User
1. Gotothe User Tab.
2. Users can select one or more users and delete the users. Select all the users to be deleted from the system. After
selecting the users click on Delete button shown below the data table.
Name hd Email ID hd Modified On Actions
Bob John 2025/01/03 20:26:16 @ £ 2 B 2 o
Rahul S 2024/12/24 14:46:07 - » 2 B & @
O iemsxuser 2024/12/17 13:32:16 @ »~ 2 B & o
] Vivek FormType 2024/11/29 15:50:50 &) » 2 B 2 mw
o abhinav.verma 2024/11/29 10:33:16 &) » £ B S @
(] Akhilesh 2024/11/28 14:56:31 aO 2 2 B 2 o
m] aex user 2024/11/27 16:17:46 @ £ 2 B 2w
O rahul.s 2024/11/27 14:37:44 @ » 2 B & @
(] rahulshcl 2024/11/27 14:36:52 - »£ £ B 2 mw
O vivekdeivanay 2024/11/26 14:24:17 & L ¢ B & O
Ll <] 2 3 > ] 10 ¥ items per page 1 - 10 of 28 items

3.
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Users can also delete the user by clicking on the delete icon shown next to the user.
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User

Name T Email ID T Modified On ACTONS

Bob John _ 2025/01/03 2026:16 - &£ W
a Rahul £ 2024/12/24 14:46:07 - £ 2 B R o0
a lemsauser 202471217 1332116 - £ £ B 2o@7
o Vivek FormType __ 2024711723 15:50:50 - & 2 B A& 0
a abhinavverma 2024/11/29 102316 - £ 2 B A w0
a Akhilesh S 2024711728 14:56:31 - £ & B A [
a aex user . 2024/11/27 16:17:46 - £ 2 B A 0w
a ratwl.s 2024/11/27 143744 - £ & B 2§
a rahwlshel 2024/11/27 1436152 - £ 2 B R o0
a vivekdeivanay 2024711726 142417 - L 2 B 2 0

L] « 1 2 3 - " 10 ¥ items per page 1 - 10of 25 items

Figure 69 - Delete User

4. User will be prompted to confirm the deletion. Click on the confirm button.

Delete User X

Are you sure you want to delete the user? It cannot be undone,

Cancel Confirm

Figure 70 - Confirmation pop-up.

5. On success a confirmation pop-up message will be displayed.
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Customer > IEM UAT > User

§* Customer Detals
@ SSO Configuraticn
B¢ Role

@ User

22 Group

@ Integration Mapping
& Integrations

% Carrelation Rules
B entity

4B Topalogy

°lg Service Hierarchy
88 Neize Maintenance

) Al Algorithms

c
g

D a O O@gtw O Q" a0 o|b

MName

Ratwl S

Vivek FormType
abhinav.verma

Akhilesh

.

|-
~
w

X

lowmm

Y Email 1D Y Modified On

2024/12/24 144607
2024/12/17 133216
2024/11/29 15:50:50
2024/11/29 103316
2024/11/28 14:56:31
2024/11/27 161746
2024/11/27 14:37:44
2024/11/27 1436:52
2024711726 142417
2024/11/20 1707:39

» 10 v items per page

88688888288

T P BT T BT ¢ BV O+ ®

N AR N B

R R B BN

L3

Figure 71 - Alert Message

6.1.10.4.3.3

Assign Group

1. Click on the Group icon next to the user to assign the Group.

Customer > |EM UAT > User

47 Custcmer Details
550 Configuration
R Rale

@ user

A2 Group.

@ Integration Mapping
& Integrations

3 Correlation Rules
B entity

4B Topology

“lg Service Hierarchy

83 Naize Maintenance

0O O 0O O

a

o

Name

John 8ob

Vivek FormType

Y  EmailID Y Modified On

2025/01/03 20:30:38
2024/12/24 14:46:07
2024112017 133216
2024/11/23 15:50:50
2024/11/29 103316
2024/11/28 14:56:31
202411727 16:17:46
2024711727 1437144
2024711727 143652

2024/11/26 142417

68680868088 808828;
T % % + % ¥ ¢ ®» » %

R R R

. I

R R R R B

[

Figure 72 - Assign Group to a user.

2. The form will appear with the saved details as shown.
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Group X

Select the Group *

AllDataAccess X -

ncel Save

Figure 73 - Group Dropdown

3. Users can select one or more groups from the dropdown. Click on the Save button.

4. On successful assignments for groups the following pop-up message is prompted.

Customer > |EM UATY > User

l © Group assigned saccesshully, X

{i* Customer Detats User
8 S50 Configuraticn D Name Y EmsiliD Y Modified On Actions
B¢ Role (a] schn 8ob 2025/01,02 20:30:29 ® £ 2 B & on
® User (a] Rahul 5 2024/12/24 14:4607 @ s 2 B &0

(u] ismsxuser - - 2024/12/17 133216 ® L~ ¢ B & on
A3 Group

(a] Vivek FoemType . 2024/11/20 15:50:50 @ L ¢ B & B
@ Integration Mapping

(u} abhinav.verma 2024/11/29 10:33:16 @ £ ¢ B & @5
& Integrations

Akhilesh B 2024/11/28 145631 ® L 2 B &

% Correlation Rules

] aex user 2024/1127 161746 @ £ 2 B RO
B entity o At 2024/11/27 14:37:44 @ L2 B x 0
48 Topalogy o rahulshel 2024711727 14:3652 @ £ ¢ B AR
°lg Service Hierarchy a vivekdeivanay 2024/11/26 14:24:17 ® L 2B A B
83 Naise Maintenance * <HEN2 3 » 10 v items per page 1-10 of 28 items=
&) Al Algorithms

Figure 74 - Alert Message

6.1.10.4.3.4 Assign Role
1. Click on the User Role icon next to the user to Assign Role.
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Customer > IEM UAT > User

§* Customer Detads
@ SSO Configuraticn
&« Role

@ User

A3 Group

@ Integration Mapping
& Integrations

> Correlation Rules
D eatity

4B Topology

“lg Service Hierarchy
84 Naize Maintenance

) Al Algorithms

User

a Name Y Email 1D Y Modified On

a John Bob 2025/01/03 20:30:38
a Rahul S 2024/12/24 14:46:07
a lemsauser 2024/12/17 1332116
a Vivek FormType 2024/11/23 15:30:50
a abhinavwverma 2024/11/23 103316
a Akhilesh 2024/11/28 145631
a aex user 2024/11/27 16:17:46
(=] rahuls 2024/11/27 143744
a rahwlshcl 2024/11/27 143652
a vivekdsivanay 2024/11/26 142417

" « 1 2 3 » 10

v items per page

z
H

88868608688818018
% T % T % % % % v »

R R R B R AR R R
g B ®

[\
®

Figure 75 - Assign role.

2. The form will appear with the saved details as shown.

Select User Role *

User Role X

Viewer ~

Cancel Save

Figure 76 - Role Dropdown

3. Users need to select User Role from the dropdown. Click on the Save button.

Uszer Role >

Sries User Rcle =
Wisser b
Please select the role

uslomerfudimin

Prdaheer

Azticralbleusar

CAEELGT

Full aadeninistration
FAT SRS SRE

cstamad minrodke

Figure 77 -- Selecting User Role Dropdown to a User

4. On successfully assigning the role, the following pop-up message would be prompted.

73

Configuration Guide

R 2 R

Re
2
Re
2¢
B¢

Re

+ Mew User

o o=

1-100f 28 items




Customer > |EM UAT > User

§* Customer Details
(@ SSO Configuraticn
B¢ Role

@ User

A3 Group

@ Integration Mapping
£ Integrations

3 Correlation Rules
B entity

48 Topology

“lg Service Hierarchy
83 Noize Maintenance

&) Al Algorithens

g o o o a

a

l @ Roke assigned successtully.

Name Y Emailio
John Bob

Rabul §

Iemswuser

Vivek FormType

abhinavverma

Akhilesh e e RO

aex user
rahuls
rahwlshel
vivekdevanay

g 2 3 » » 10 v items per page

Modified On

2025/01/03 2030:38

2024/12/24 14:46:07

202471217 133216

2024/11/23 15:50:50

2024/11/23 1033216

2024/11/28 14:56:31

2024/11/27 16:17:46

2024/11/27 1437:44

2024/11/27 1436152

2024/11/26 142417

88688888888 ::
T ® % v P B P B B ®

R R AR N B

N R R
2 R B B R &8 R B 2 ®

LY

Figure 78 - Alert Message

6.1.10.4.3.5

Customer > IEM UAT > User

§* Customer Details
) SSO Configuration
B¢ Role

@ User

A3 Group

@ Integration Mapping
& Integrations

P2 Correlation Rules
B entity

4B Topology

“lg Service Hierarchy
84 Naize Maintenance

) Al Algorithms

Enable/Disable User
1. Click on the User Tab.

0D O D

a

Name Y Emailip
John Bob

Rahul S

iemsauser

Vivek FormType

abhinavverma

Akhilesh 0
aex user

ratwls

rahwulehel

vivekdeivanay

g 2 3 » » 10 v items per page

Modified On

2025/01/03 20:30:38

2024/12/24 14:46:07

2024/12/17 1332116

2024/11/29 15:50:50

2024/11/29 1033116

2024/11/28 14:56:31

2024/11/27 16:17:46

2024/11/27 143744

2024/11/27 143652

2024/11/26 142417

808088883&%

T T %Y T BV T L v v B

R

N

N B

i3

i3

Y

Figure 79 - Enable /Disable User

2. Click on the Enable/Disable toggle button next to the user that needs to be Enabled/Disabled.

3. On success, a confirmation pop-up message will be displayed.

[ & User updated successfully.

Figure 80 - Confirmation of User Disabled
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l & User updated successfully.

Figure 81 - Confirmation of User Enabled

6.1.10.4.3.6 Apply Filters
This action enables users to apply filters to search for users created in the environment. The steps explain how to Apply

filters for the User Data:

Customer > |EM UAT > User

§* Customer Detals User ’E
B 550 Configuration (=) Name E Email ID Y Modified On ACtiOns.
8¢ Rele o Bab John 2025/01/03 200851 ® L 2 B 2on
® User (u] Rahul S 2024/12/24 14:26:07 ® £ 2 B &0
A2 Group Q iemsxuser 2024/12/17 1332116 ® L e B X oa
(u] Vivek FormTyps . 2024/11/29 15:50:50 ® L 2 B X0
£ Integration Mapping
a abhinavierma 2024/11/29 103316 ® £ 2 B AR
B Integrations
(=} Akhilesh 2024/11/28 14:56:31 ® P 2 B Xoa
B Conelation Rules
a aex user 202411427 16:17:46 ® L 2 B xQ
B Entity
o ahals 2024711727 1437:44 @® L 2 B & on
€3 Topology o ratwlshcl 2024111727 1436:52 ® L 2 B R B
"l Service Hierarchy (] vivekdeivanay 2024/11/26 142417 ® L 2 B & n
34 Noise Maintenance w <N 2 3 » ¥ 10 v items per page 1-100f 28 items.
@ A Algorithms

Figure 82 - Apply Filter Operation

1. Click on the Apply Filter action button presents at the header of the console.

(m} Name X Email ID ) ¢ Modified On Actions

(m] Operator 2025/01/03 20:30:38 @ L2 2 B & m
Like v

[} 2024/12/24 14:46:07 @ L 2 B X mw
Value

O JBhn 2024/12/17 13:32:16 @ L 2 B % mw

(m] 2024/11/29 15:50:50 @ L 2 B X @

=) 2024/11/29 10:33:16 @ »p 2 B A& o

O 2024/11/28 14:56:31 @ L 2 B & @

Figure 83 - Applying Filter Operations

2. The Users form that appears. Select Field and Operator from drop down list and provide Value. Then click on the
Apply button.

3. Users can view the result of the applied filter once the user clicks the Apply button.
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Applied Filters v
m] Name Y  Email ID Y  Modified On Actions
=] John Bob 2025/01/03 20:30:38 ® » 2 B & ow

bl “« 1 L] 10 v items per page 1-10f1items

Figure 84 - Apply Filter Result

Group
This section enables to Manage groups. Groups are primarily used for controlling data access on the main user view i.e.,
Data View. In addition to the customer checks if user needs to restrict further the data visible to user based on other
fields, then group menu is used for achieving the same.
1. Click the customer onboard section (Please refer to the hyperlink given below), for customer, click on customer
action edit section.
2. Click on the Group page, Group menu item to access this page. As the user clicks on the menu the following form

is opened.

Custofmer > DAST > Group

1 Customer Details Group
B 20 Configuration O GowpMame T Desciption T Modified On Is Default hetions

2 Role O AllDatasccess AllDatafccess 20240913 19:4527 ¥ @™ R £

& User LA B - L 0 = items per page 11 - 19 of 13 items:
Ap, Group Ti] Delet:

B Integration Mapping

& Integrations

[} Cormelatian Rules

"B Entity

48 Topology

Figure 85 - Group Page

3. Groups created in the environment will be listed in the grid view.

When users access it for the first time, no group is displayed.
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6.1.10.5.1 Add New Group

1. Click on the Customer Tab and then the Customer Name (In this case “AlphaCustomer”)

2. Click on the Group Tab.

3. At the right side on the top Click on + New Group icon.

Customer » DAST » Group

¥ Customer Details

[ 550 Configuration O
2 Role O
& User

29 Growp

& Integration Mapping

& Integrations

[ Correlation Rules

"B Entity

Group

Growp Mamea

AllDatatccess

T Description T Maodified On Is Default
AllDatabccess 024,013 10:45:27 Y
LI 10 = items per page

Agticns

1%

Figure 86 - Navigation Page for Group

4. A new form will appear.

Group

Group Name *

Operations Team

Events

+ Add Filter T

Group Description *

Operations Team

Alerts Actionable

+ Add Filter

+ Add Filter T

D

Figure 87 - Create a Group

5. Onthe above page, the Group Name specifies.
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Group

Group Name * Group Description *
Operations Team Operations Team
Events Alerts Actionable
+ AddFilter 5 + AddFilter 5 + Add Filter

Figure 88 - Add Filter

6. Next, the user can specify the data filter. Click on the Edit icon next to the Dataset for which the data restriction is
to be enabled.

7. A Data filter is used as a condition to limit the data view into a group for which it was specifically created, the
filter conditions will be shown in the below steps.

8. Click on the Add icon. The following pop-up will be enabled.

Events Filter x
And Or = 5 x
Agent Loc... v Contains v x

Figure 89 - Filter for Group

9. The field dropdown lists all the available fields of the selected dataset.
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Events Filter ><

o

i

Parameter
Category

Parameter Type
Severity

Tool Customer

Name

Figure 90 - Dropdown for fields.

10. As the field is selected, the operator dropdown is populated based on the field data type.

Events Filter >

=X -

Entity

l
al
X

Contains

Does not contain

Close Save

Is not equal to
Starts with
Ends with

Figure 91 - Dropdown for Operator

11. Based on selected Field and Operator, provide the Value in the Value field.

Events Filter >
Entity - Is equal to - iautol1-ui >

Figure 92 - Add Base Filters

12. In the above example, the user has added “Entity” like “iauto”, which means the events of the “iauto” console

only will be forwarded to this group, rest events would be dropped off.
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13. Users can also add more conditions for adding more conditions by clicking on +Add button. Once the

button is clicked a new row appears as shown in figure below or option to add sub condition also available which

can be availed by clicking on i button and sub condition will appear as shown in the figure below
Events Filter ><
And Or = = >
Entity - Is equal to - iautol1-ui >
Agent Loc... - Contains - >

Figure 93 - Add Filters (Cont.)

Events Filter P
And Or = = x
Remove
Entity - Is equal to - iauto1-ui >
And Or = = x
Parameter - Contains - cpu >

Figure 94 - Add Filters (Cont.)
14. Once all the conditions are specified, click on Save. On success the following pop-up message will be prompted.
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Group

‘Group Name *

Operations Team

Events

argMax (events.entity,inserttimestamp) LIKE '%india%'

+ AddFiler T

l © Events filters added successfully.

Group Description *

Operations Team

Alerts

+ AddFilter

)

Figure 95 - Alert Message

15. Close the success message. The condition will start appearing next to the dataset as shown:

Group

‘Group Name *

Operations Team

Events

argMax (events.entity,inserttimestamp) LIKE '%india%'

+ AddFiler T

Group Description *

Operations Team

Alerts

+ AddFilter

)

Figure 96 - Add New Group

16. For the other datasets as well, users can use the same method to create the conditions. However, users do have

copy action available, if the same criteria are to be applied across datasets, click on copy icon next to the dataset

for which condition is to be copied as shown in the below image.
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Group

Group Mame * ‘Group Description *
Dperations Team Operations Team
Events Alerts Actionable

entity LIKE ["#%lndia%’)

+ N:DCIFIHH -+ AddFilter I + Add Filker I

Figure 97 - Copy Event Filter

17. On clicking copy, the following popup is displayed, select the filter where the data is to be copied.

Copy >
Copy to
Please select Filter ~

Figure 98 - Copy Expression

18. After specifying the filter, click on the Save button.

Copy X

Copy to

Alert Filter ~

Figure 99 - Selecting Copy Expression

19. On success the following pop-up message is prompted.
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l @ Events data copied successfully.

G Group
Group Name * Group Description *
Operations Team Operations Team
Events Alerts Actionable
Aax( entity,insertti np) LIKE '%india%’ argMax(alerts.entity,alerts.inserttimestamp) LIKE '%india%"
+ Add Filter + AddFilter ) + Add Filter ]

Cancel Submit

Figure 100 - Alert message.

20. The filter criteria can be copied to the next dataset filter as well.

D Group
Group Name Group Description
Operations Team Operations Team
Events Alerts Actionable
LOWER(argMax(events.entity,inserttimestamp)) LIKE LOWER(argMax alerts.entity,alerts.inserttimestamp)) LIKE
LOWER('%india%"') LOWER('%india%")

Figure 101 - Alerts Filter

21. Once all the data filters are applied, click on Submit.

22. On successful creation the following message is prompted to user.
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G Group

Group Name * Group Description *
Operations Team Operations Team
Events Alerts Actionable
Aax( entity,insertti np) LIKE '%india%’ argMax(alerts.entity,alerts.inserttimestamp) LIKE '%india%"
+ Add Filter + AddFilter ) + Add Filter ]

Cancel Submit

Figure 102 - Alert Message

23. The control will be redirected to the grid view with the new group listed.

6.1.10.5.2 Edit Group
1. Click on the edit icon next to the group to be edited as shown below:

2. The form will appear prefilled with the saved data.

crop

O Growp Mame T Description T  Modified On I5 Drefault Acticns
[ Ciperations Team Opeartions Team H02410,15 171700 M @ oy |
(] AllCratadcoess AllDatadcoess 20240513 194527 i & 2 & W

Hoo4 17 2 » ™ 10 = iterns per page 11 - 20 of 20 itams

i Delete |

Figure 103 - Edit Group
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D Group

Group Name *

Operations Team

Events

argMax(events.entity,inserttimestamp) LIKE '%india%"

2 D

Users in Group

User Name

" « » M 10 ¥ items per page

User Email

‘Group Description *

Operations Team

Alerts

argMax (alerts.entity,alerts.inserttimestamp) LIKE '%india%"

A%
a

User Type

No records available

Actionable

A

o

Actions

0-0of Oitems

Figure 104 - Edit Filter

3. Users can edit the description or update the filter criteria’s the way user did while adding new group.

D Group

Group Name *

Operations Team

Events

argMax(events.entity,inserttimestamp) LIKE '%india_1%"'

2 0

Users in Group

User Name

" « » M 10 ¥ items per page

User Email

‘Group Description *

Operations Team_1

Alerts

argMax (alerts.entity,alerts.inserttimestamp) LIKE '%india%"

R

D

User Type

No records available

Actionable

Y

o0

Actions

0-0of Oitems

Figure 105 - Figure 104 - Update Group Name and Filter

4. Inthe above figure, the Group Description is updated to OperationsTeam_1. There is additional filter updated

under Events filter from india to india_1.

5. Once all the fields are updated, click on Update.

6. On successful update, the following confirmation pop-up message is displayed.
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Customer » DAST » Group

I @ Graup updated successiully. i
¥ Customer Details Group
£ 550 Configuration D Growp Nama T  Description T  Modified On Is Default Actions
B¢ ale o Operations Team_1 Operations Team 20250106 13:03:41 N Lo

Figure 106 - Alert Message

7. Close the success message. The control will be redirected back to the grid view.

6.1.10.5.3 Delete Group
Users can delete the group individually or use the bulk delete option. Let’s look at the individual delete option first.

1. Click on the delete icon next to the group that is to be deleted.

Customer » DAST » Group

0¥ Customer Details Group

1 850 Cenfiguration O GrowpName T Description ¥ Modified On Is Default Actions

8¢ Rola o Operations Team Opearticns Tzam 202471015 171700 ] @ 2 .

& User O AllDatadccess AMiDatadccass 2024/08,13 19:45:27 W |/ S F W

85 Grous W o« 7 2 v m 10 = iterns per page 11 - 20 of 20 tems.

& Integration Mapping

& Integrations

Figure 107 - Delete Group

2. Confirmation pop-up appears.

Delete Group X

Are you sure you want to delete the selected Group? It cannot
be undone.

Cancel Confirm

Figure 108 - Confirmation pop-up.

3. Click Confirm. A confirmation pop-up is displayed. Refreshes the grid with the group removed.
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Customer » DAST » Group

l @ Group deleted successhilly, x
{¥ Customer Details Group
() 550 Configuration O GowpMeme T  Description T Modified On
2 Rale o Operations Team Opeartions Team 20249015 1717200
o Il 4| 4 5z
& User Allatadcoess AllDatadccess 202409013 15:45:27
H 4 1 2 ¢ 10 = iterns per page
25 Group

1 Integration Mapping

+ New Group |

15 Default Actions
M @™ R £ W
¥ e & 2 W

11 - 20 of 20 ltems

Figure 109 - Alert Message

Below is the bulk deletion option.

1. Select the groups that are to be deleted. As the groups are selected, the icons in the footer will be enabled.

2. Click on the Delete icon. The steps will be same as in individual delete post that.

3. Confirmation will be requested, Click Confirm. On successful deletion confirmation will be displayed and the grid

will be refreshed with the groups no longer displayed.

6.1.10.5.4 Assign User

This action enables us to assign users to roles created in the environment.

1. Click on Customer = Customer Name—> Group.

Customer » DAST » Group

0¥ Customer Details Group
B 550 Configuration O GrowpMame T Description T Modified On
B¢ Rale o Operations Team Opartions Team 2024015 171700
[} I 4 45
& User AllDatadccess AllDatafccess 2024003013 194527
H o4 1 2 v M 10 = fterns per page
Ay, Growp

B Intagration Mapping

4 Mew Group |

15 Default Actions
¥ @ & £ W

11 - 20 of 20 items

Figure 110 - Assign Users in a Group

2. The Action tab contains Assign User option, click on the Assign User option to assign the Group to a particular

user in the environment.

3. After clicking on the Assign User option, a pop up will be opened which will ask for User Email ID input.

Users can only be assigned by adding the User Email ID.
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Assign User X

User Email ID *

Figure 111 - Assign User Pop-up

4. After adding the required User Email ID, click on the Save Button.

Assign User X

User Email ID *

Figure 112 - Assign User Email ID

5. On successful assignation, a confirmation pop-up is displayed as shown in the following figure. The user will be

assigned successfully to that group.

l @ Group assigned successiully. b4
Grou
O Group Mama T Description T Modified On Is Default Actions
O Operations Team Opaartions Team H024/10015 171700 ] @ O L m
O AllDatadocess allDatabccass F024509,13 1904527 W | B 2 W
oA 2 v 0™ 10 = fterns per page 11 - 20 of 20 items

Figure 113 - Confirmation Pop-up Message

6.1.10.5.5 View Group
This action enables the users to view Groups created in the environment.

1. The action tab contains a view option, click on the view icon to view the groups that are created.
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Customer » DAST » Group

¥ Customer Detalls

[ 550 Configuration

¢ Role

& User

A, Group

B Integration Mapping

Group
O Group Mama T
[ Operations Team

[w] AllDatadccess

Descripticn T Madified On
Opeartions Team 202490,/15 171700
AllDtadccess 2024708/13 19:45:27

M = terns per page

15 Default

M

W

4 Mew Group

11 - 20 of 20 items

Figure 114 - View Role

2. Click on view for the “customeradmin” role and the actions for the group will be displayed.

3. User cannot edit the group details via View option. Only the actions that are selected for the Group.

BD Group

Group Name

Operations Team

Events

LOWER(argh entity,insertti

LOWER('%india%")

2 0

Users in Group

User Name

" “« > » 10

Group Description

Operations Team
Alerts
LIKE LOWER(argh lerts.entity,alerts.insertti )) LIKE
LOWER('%india%')
2 0
User Email

v items per page

No records available

Actionable

>
(&t}

User Type

0-0of 0items

Figure 115 - Viewed Group

6.1.10.5.6

The steps provide information on how to Apply filter to the Group Data.

Apply Filters

1. Click on Customer—> Customer Name—> Group.
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O Growp Mamsa E Description T Modified On 5 Dafault Actions
[ Cperations Team Opeartions Team 202401015 1717200 M @ o F oW
O AllCrataAccess AllDatadccass 2024/09,13 15:45:27 ki & S 4 0
W o4 1 2 ¢ M 10 *  items per page 11 - 20 of 20 items

Figure 116 - Apply Filter Operation

2. Click on the Apply filter action button present at the header of the console.
3. The form will appear where the user can select Field and Operator from drop down list and user must provide the
Value.

4. Then click on the Apply button.

e Description e % I
O perator 2
Lil

ilce ~ ’
Walue

AlLLDatascess

2

Figure 117 - Apply Filter Operation

Applied Filters ‘ groupname LIKE AllDataAccess = A4
O Group Name Y  Description Y  Modified On Is Default Actions
O AllDataAccess AllDataAccess 2024/09/13 19:45:27 Y ® & £ m

LI L] 10 ¥ items per page 1-1of1items

[ Delete

Figure 118 - Apply Filter Result

5. Users can see the result of applied filter.
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An Entity in IEM can be referred to any configuration item (Cl) against which the event has been triggered or received in
IEM.

The section enables us to provide details associated with the entity, enabling enriching the events, alerts, and actionable
data within the system based on its mapped entity. This enriched data can be further used while defining correlation rules
or while working on the data view screen. Example, providing details such as location, data center, applications (primary,
secondary etc.) while defining the entities.

As these details are added, it becomes available in the correlation rule configuration page as well as additional columns
in the data view page, which can be then used accordingly by the respective users.

This page allows users to save multiple views, enabling them to choose which columns are displayed in addition to the
mandatory columns. Users can also save views with specific filters applied, so that only filtered data is shown in a
particular view.

Likewise, with other screens the users can perform actions based on their assigned roles.

GD Entity =] R & + New Entity
Select Entity View
Default View v
Entity ID Y  Additional Detail Source ID Y  Modified By Y  Modified On Y  Datacenter Y Country YT
node2 node2 superadmin@hcl.com 2025/06/23 15:45:58
nodel node1 superadmin@hcl.com 2025/06/23 15:45:46

Figure 119 - Entity Page

1. Click the customer onboard section. For a specific customer, click on Customer - edit section. Click on the Entity
page, where Entity records for the selected customer will be displayed in the grid view once new entities have

been created by the user.

- The following actions can be performed on the page:
e Add Columns
e Save (View)
e Save as (View)
e Add New
e Edit Existing
e Delete
e Define Maintenance Schedule
e Merge

e Apply Filters
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6.1.10.6.1 Add Columns
1. Users can customize the grid view by adding or removing columns according to their preferences. However,
mandatory columns cannot be removed.

2. To add or remove columns, click the "Add Column" button — the first button from the left

D Entity g R '
Add Columns

Figure 120 - Navigation for Create an Entity

3. Onclicking the button, a pop as shown in the image will appear.

Add Columns X

Add More Columns

Select ~

Original Columns

Entity ID X Additional Detail X Source ID X Modified By X Modified On X Data center X Country X
Fetch Date X Market Unit X Environment X
Newly Added Columns

No new column is added

Save Close

Figure 121 - Navigation for Create an Entity

4. Where user can use to select and add more columns to the grid by choosing option from the “Add More Column”

dropdown
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Add Columns X

Add More Columns

v Select
Sector
Business Division
Primary Application Name
Secondary Application Name
Primary IP Address
Location
QAs1
TESTsupQA1
Category
Status
AV_Key_1

Ip Address

rX Modified On X Data center X Country X

Figure 122 - Navigation for Create an Entity

5. Once options are selected from the dropdown, they will appear under the "Newly Added Columns" section, as
shown in the image below.

6. Toremove a column from this section, simply click the "X" icon next to the column name.

Add Columns x

Add More Columns
Select ~
Original Columns

Entity ID X Additional Detail X Source ID X Modified By X Modified On X Data center X Country X

Fetch Date X Market Unit X Environment X

Newly Added Columns

Primary IP Address X

Figure 123 - Navigation for Create an Entity

7. After finalizing the column selection, the user must click the "Save" button. Once clicked, the popup will close,

and a green confirmation message will appear stating as Columns updated successfully.
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> DAST » Enti
v I @ Columns updated successfully. X

@ eniy a6 R ¢ [T

Select Entity View
Default View v
] Entity ID Y  Additional Detail Source ID Y  Modified By YT Modified On Y  Datacenter Y Country Y

Figure 124 - Navigation for Create an Entity

8. Toremove a column from the grid, click the "Add Column" button.
Under the "Original Columns" section, click the "X" icon next to the column name you wish to remove.

Then, click the "Save" button.

Add Columns X

Add More Columns

Select ~

Original Columns

Entity ID X Additional Detail X Source ID X Modified By X Modified On X Data center X Country X

Fetch Date X Market Unit X Environment X

Newly Added Columns
No new column is added

Figure 125 - Navigation for Create an Entity

9. A green confirmation message will appear stating:

"Columns updated successfully."

> DAST » Enti
v I @ Columns updated successfully. X

@ eniy 86 R ¢ [T

Select Entity View
Default View v
] Entity ID Y  Additional Detail Source ID Y  Modified By YT Modified On Y  Datacenter Y Country Y

Figure 126 - Navigation for Create an Entity
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6.1.10.6.2 Save (View)
1. Users can save changes made to the grid views such as selected columns and applied filters—by clicking the

"Save" button.

2. This ensures that when the user returns to the page in the future, the grid will retain the previously saved column

configuration and filter.

GD Entity =] R + New Entity

Select Entity View

IPAddress ~

Figure 127 - Navigation for Create an Entity

3.  When the user clicks the "Save" button, a confirmation prompt will appear asking if they want to save the current
view settings.

4. Please note: this action cannot be undone.

Save View x

Are you sure you want to save the current view.? It cannot be
undone.

Figure 128 - Navigation for Create an Entity

5. Once the user clicks "Confirm", the changes will be saved, and a green confirmation message will be displayed:

"View saved successfully."

* » DAST » Entity
l @ View saved successfully. x

[ eniy 56 & ¢ [fmm]

Select Entity View

IPAddress R

Figure 129 - Navigation for Create an Entity

Save As (View)
1. Users can also create a new custom view if they wish to save the current grid settings and applied filters without
modifying the existing view by click on “Save As” button.

2. This allows users to preserve the original view while saving the current configuration as a separate, personalized

view.
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* » DAST » Entity

B ey aem e
Save As
Select Entity View
Default View w

Figure 130 - Navigation for Create an Entity

3.  When the user clicks the "Save As" button, a popup will appear, as shown in the image below.
In this popup, the user must provide the following details:
e View Name: A name for the custom view

e Description: Additional details about the view

e Show to: Choose whether the view should be visible only to the user or shared with other users

Save As X

View Name * Description *

IPAddress Shows IP Address

Show to

+ My Self
All Users |

Figure 131 - Navigation for Create an Entity

4. Once the form is completed and saved, the new view will be created without affecting the existing one an s

message will be displayed in green “View Saved Successfully”.

> DAST > Entit
v I @ View saved successfully. X

[ ety 88 & ¢ [reen]

Select Entity View

Default View v

Figure 132 - Navigation for Create an Entity

5.  You can access the view through the 'Select Entity View' dropdown”.
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6.1.10.6.3 Add New Entity

Entity Records can be added using two methods: -

@ eniy TR
Select Entity View
Default View v
0 Entity ID T  Additional Detail Source ID Y  Modified By Y Modified On Y Datacenter Y Country Y

Figure 133 - Navigation for Create an Entity

1. Create New Entity by clicking on + New Entity Button
2. Bulk Insertion can be done using the upload CSV option.

3. Choose afile based on the template available and upload it. Click on Submit.

Entity

Manually © Upload CSV

Upload CSV *

L Download Template
Choose File | No file chosen

Figure 134 - Bulk Upload Entities

Prior to adding the records, ensure that CSV contains the proper data, as upload will enrich the records
of the selected customer.

4. Let us look at each action.

6.1.10.6.3.1 Individual Record Addition
1. Click on +Entity button. This opens the following pop-up.
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Entity

© Manually Upload CSV

Entity Name *

Additional Details

Choose additional options v Enter Value

Figure 135 - Add Entity Name

2. Specify the Entity Name which is a mandatory column.
3. Ifrequired, other details can be added using, Choose additional options. As the dropdown is selected the existing
keys created within the environment will be displayed with an option to add a new “custom key” as shown

below.

Entity

O Manually Upload C5W
Entity Mams *

imnrtod i
Additional Dwtails

Choose additional apticns - Enter WValuse

sdditional opticns

Data centes
Country
Lactor

hdarket Lnit m

Business Division

Prirary Appolicaticn Mame
Sacondary Application Mame
Prirnary IP Address

Fatch Date

Location

Ervironment

s

Figure 136 - Dropdown List for Column

Providing additional options is not mandatory and depends on the user’s requirement of data
enrichment.
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4. Let’s first select an existing key. Let’s select ‘Country’. As user selects country, the key will become populated in
the first row enabling users to enter its value and a new record appears below it with the dropdown enabling

user to add more details if required.

Entity

O Manually Upload C5V

Entity Mame *
iautod_wi
Additional Details
. =
Country India
Croose addmtional options o Entar Walue ®

3D

Figure 137 - Selected Column

O hanually Uplead C5W

Enlity Nama

fautoZ_ui

SAsdditional Details

Coanmitry Enter Walue =
Choose additional options e Erter Walue i
[sTE3]

TESTeupAl

Categary |

AN Ky 1 |

Ip Addracs

Fodn

ESuppart Group
entity masterii
Eource entityl
wishalcustoed

entity master11111

source entity 11111

Figure 138 - Selecting Multiple Columns

5. Let’s create a new detail next. Select “Custom key” from the dropdown.
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Entity

O Manually Upload C5

Entiny Mams *
ianrtod_uwi
Additional Details
Cauntry India £
! . — £
Croose additional spticns - Emter Value

Figure 139 - Add New Column

6. Asthe option is selected, the dropdown is replaced with a text box enabling user to define the new key, and

value appears next to it. A new row is added below it with the dropdown.

Entity

© Manually Upload CSV
Entity Name *

iauto2_ui

Additional Details

Country India x
. X

Market Unit Enter Value

Choose additional options ~ Enter Value x

Figure 140 - Multiple Enter Value for Entity

7. In case more details need to be added, repeat step 1 to make use of an existing key or follow steps 2, 3 and 4 as
mentioned above to add Custom details using Custom Keys.

8. Click on Submit once done. On successful addition a prompt is displayed as shown.
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Custormer » DAST » Entity

l @ vour record has baen saved and will be processed and awailable for use shortly, ¢

{7 Customer Getails Entity
£ 550 Canfiguraion O EntiyiD T Additional Detall Source 1D T Actions
B Fale a imrtnZ_ui {"Country™; “India”) inutod_ui L]

Figure 141 - Alert Message

9. The New Entity added will appear in the grid as shown above.

ey

Entity ID T Additional Detail Source ID Y  Actions
{"Country”: "India"} iauto2_ui g m |
(] {"Business Division™: “123"} test_30 2 m
[m] parententity256 2 mw
a parententity257 2w
m] parententity258 £ m
[m] parententity259 £ W
[m] parententity26 2w
(] parententity260 £ w
[m] parententity261 g
a i i parententity262 g w
M < 1 2 3 4 5 » M 10 ¥ items per page 1 - 10 of 39343 items

[ werse | [Eanrse | [ Dot |

Note: Create/Update/Deletion of any record(s) will be processed and available ofter sometime.

Figure 142 - Grid View for Entity

6.1.10.6.3.2 Bulk Record Addition
1. Click on New Entity and select Upload CSV radio button option as shown:
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Entity

) Manually © Upload CSV

Upload CSV *

¥ Download Template
Choose File | No file chosen

Cancel Submit

Figure 143 - Bulk Upload Entities

2. As user selects Upload CSV the following screen appears:

Entity

Manually @ Upload C5

Uplead C50 *

Choose File | Mo file chosen

cad Templata

Figure 144 - Bulk Upload Entities

3. Click on the Download Template button. The following template is downloaded:

A B | ¢ | D | E | F | G H | J
sourceentityid |businessdivision country datacenter ipaddress marketunit primaryappname secondaryappname sector

4‘m‘m‘h‘w|m-k

Figure 145 - Template Format of Bulk Entity
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® “Source entity id” is the mandatory column, rest are the additional details available in the environment.

4. Users can choose to provide value for the additional details or can add more details as per Customer’s

requirements, by adding columns in the downloaded template as shown below.

| A | e, ¢ Db B | F G | H L1

J

state

A
1 |sourceentityid businessdivision country datacenter ipaddress marketunit primaryappname secondaryappname sector
2
3
4

Figure 146 - Template Format of Bulk Entity

5. The new additional details will be added in the repository while the data is uploaded.

A | B | C | D | E | F | G | H | | | 4 | K | L | M | N | Q | B | Q

| R

5

sourceent agent businessd country  datacente descriptio environm firstoccurt ipaddress location  marketun market_uiparamete primaryag rulename secondary sector

jautol_ui

[~ [= ][ | [~

Figure 147 - Template with Entity Data

6. Add details in the excel and save the file as .CSV file. As user clicks on the upload CSV, the local directory browser

appears as shown:

testerr

testr

@ Cpen

<~ »

Entity

“~ 8 > This PC » Downloads ~ L

Manually @ Upload CSV

Organize ~ New folder

Search Downloads

-~
M T
Choose file No file chosen ~ s Quick access ame voe
= Desktop - JJ entity_template.csv CSY File
» Downloads -

Figure 148 - Selecting file from local Directory.

7. Browse to the local directory where the data file is saved and select the file. As the file is selected, it appears as

shown:

Entity

Manually @ Upload CSV

Upload CSV *

L. Download Template

Choose File

entity_template.csv

Figure 149 - Upload csv file.

103

Configuration Guide



8. Click Submit. If the data in the excel file is as per the downloaded template, it will get submitted and a success

message is shown. Close the success message.

Entity

Manually © Upload CSV

Upload CSV *

’ . L, Download Template
Choose File | entity_template.csv

Figure 150 - Submit Button

In case Entity modification is required on MSP Tenant then BAU/Operations team should reach out to
IEM PS team.

6.1.10.6.4 Edit Entity
Once the entities are added, the edit icon next to the entity record can be used to update its details.

1. Click on the Edit icon next to the entity record which is to be updated.

eniy

O Entity ID Y  Additional Detail Source ID Y  Actions
O node4 {"Country": "India"} node4 ﬁ ]
O node3 {"Country": "India"} node3 £ m
O node2 {"Country": "India","Environment":"Prod"} node2 & W
O node1 {"Country": "India"} node1 72|
M « 1 2 3 4 5 LA 10 ¥ items per page 1-10 of 73573 items

| > Merge | ‘ ] Noise ‘ | [i] Delete |

Figure 151 - Edit Entity
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2. The form appears filled with details. Users can add/edit/remove the additional details options. For example,
parse let’s add details of primary application, remove the state and update country to UK. Post changes, the form

appears as below:

Entity

Entity Name *

noded
Additional Details

Country UK

Choose additional options ~ Enter Value

Figure 152 - Edit Details

3. Once complete click on Update. On successful update the following prompt is displayed.

l @ Entity updated successfully. x
Entity ID i Additional Detail Source ID T Actions
node4 {"Country": "UK"} node4 PZ4 1 |
O node3 {"Country™: "India"} node3 & m
(] node2 {"Country": "India","Environment":"Prod"} node2 VZ4 1 |
] node1 {"Country": "India"} node1 7 1}
b “ 1 2 3 4 5 > > 10 v items per page 1 - 10 of 73573 items

Figure 153 — Alert Message

4. Click on close, the updates will be visible in the grid view as shown below.
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eniy

O Entity ID Y  Additional Detail Source ID Y  Actions
a node4 {"Country™: "UK"} node4 g W
O node3 {"Country": "India"} node3 &
a node2 {"Country": "India","Environment":"Prod"} node2 V|
(]} node1 {"Country™: "India"} node1 g W
M « 1 2 3 4 5 > L] 10 ¥ items per page 1-10 of 73573 items

> Merge ‘ | ] Noise ‘ | [i] Delete .

Figure 154 — Grid View for Entity

6.1.10.6.5 Delete Entity
If the entities are wrongly mapped or created, or need to be removed, provision of bulk delete is available on the page.

1. Click on the check boxes next to the entities to select the entity that is to be deleted.

ey

(] Entity ID T  Additional Detail Source ID YT  Actions

{"Country”: “India"} iauto2_ui & w
{"Business Division": "123"} test_30 L W
] parententity256 L w
(m} parententity257 S w
O parententity258 & w

Figure 155 - Entity Page

Clicking the checkbox in the header will select all the entities displayed on the page.

2.  When the entities are selected, the available icons at the bottom of the grid get enabled.
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Entity + New Entity

a Entity ID Y additional Detail Source ID Y Actions

{"Country™: “India") iauto2_ui 1§
- {"Business Dudsion™ "1237} tes1_30 2 u
a parententity256 Z u
a parententity257 2 n
a parententity258 Z u
a o parententity253 2 n
a perantentity26 Z u
a parontentity26Q 2 n
a parententity261 Z u
a . . parententity262 2 n

" < Iy 2 3 4 S . > 0w 10 ¥  items par page 1-100f 29343 items

| r—
= Merge I | B8 s:am_Jl il L‘-amoJ
| —

Note: CresteyUpdstnDelrnian of any seconafy) wil be procensed ard svmlable sffer romefioe

Figure 156 — Delete Entities

3. Click on the Delete button. A confirmation box appears:

Delete Entity X

Are you sure you want to delete entity? It cannot be undone.

Cancel Confirm

Figure 157 — Confirmation pop-up.

4. |f sure of the selected entities’ deletion, click Confirm else, click Cancel to revisit the selections made.
5. As Confirm is clicked, deletion process gets started. On successful deletion of the records, the rows are removed
from the grid and a confirmation message box is prompted.

6. Click Close. The rows are no longer available in the grid.

I © Entity deleted successully.

Figure 158 — Alert Message
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l @ Entity deleted successfully. x
#" Customer Details Entity + New Entity | [ T2

[@ SSO Configuration M

Entity ID Additional Detail Source 1D Actions
B¢ Rale O mycloud_ui £ W
© User - mycloud_db 2 mw
O myeloudi e

Ag Group

iauto5-ui

Figure 159 - Entity Removed from the Data Grid

Mergers are a feature which is available to merge related entities. As data can be uploaded from different repositories,
many a times the same entity is referred by different names across repository, so here those entities can be selected and
merged and tagged by a common name, so that the details can be used while defining correlation rule to correlate data
coming from different repository.
In that case if users use Entity (Master) from the fields list in the Group By field of the field of the correlation rule screen,
all data associated to the entity across different data sources will be grouped together.
To know more about defining correlation rules refer to the Correlation Rules section.

1. Click on the check boxes next to the entities to be merged. Like while deleting, as entities are selected, all icons in

the footer will be enabled.

i iauto1-db w &
~ iauto1-iknoweldge w £
jauto2-db w &

Figure 160 - Select Entities for Operation

2. Click on the Merge button.
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entiy

a Entity ID Y  Additional Detail Saurce ID Y Actions
a {"Ceuntry™ "India™) iauto2_ui £ ®
{"Businzss Division™: 1237} test_30 & u
parententity2ss Z ®u
parententity257 £ W
o parententity2ss a1 ]
a . . parententity259 Z @
[m} parententity26 Z o
a parententity260 2 @
o parentantity2632 2 ©
a parententity264 g =@
W s« 912 3 4 5 Loorom 10 v items per page 1- 10 of 29341 items

) Naise ‘ | ¥] Delcte

Fpter CreateUpdane ek o of Gty AOadEl wil De SACessad ad Svaiadie sffer Jomem s

Figure 161 — Merged Entities

3. A pop up appears with the names of all selected entities appearing in the dropdown.

Merge Rows X

Entity Name

Figure 162 — Merge Rows

4. Select the name which will be primarily used for identifying these selected entities. For example, parse any one of
the entity names from the dropdown, so that selected entity names will be changed to the entity name which is
selected in the dropdown.

5. Click Submit, a confirmation box will be displayed.

[ & Entities mergad sucessstully. A

Figure 163 - Figure 161 - Alert Message

6. Click Cancel and refresh the grid. All the entities, entity ID field will start appearing the same.
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Merge Rows X

Entity Name

Figure 164 — Cancel Button

Source entity field is not changed, just the entity name changes to the referenced entity name.

6.1.10.6.7 Define Maintenance Window
This section enables the user to define a window (time range) for the selected entities during which any event data
received from the entities can be filtered out.
This time range can belong to any planned activities such as backup, maintenance schedule, upgrade etc. where though
the event generation is expected but no processing is required and can be dropped.
1. Select the entities for which the window needs to be defined by clicking on the corresponding check boxes. Once

the entities are selected, the footer icons get enabled. Click on Define Maintenance window.

O Entity ID Y  Additional Detail Source ID Y  Actions
O node5 {"Country™: "India"} node5 & W
O node5 {"Country": "India", "Environment": "Prod"} node4 & m
node3 {"Country™: "India"} node3 g W
] node2 {"Country™: "India"} node2 S w
=] node1 {"Country™: "India"} node1 g m
M < 1 2 3 4 5 > M 10 ¥ items per page 1-10 of 73578 items

I > Merge ] I 9 Noise ] Til] Delete ]

Figure 165 — Selected Entities as Maintenance Window

2. The following popup appears for configuration.
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Maintenance Window Configuration >

[ | Recurring

Start Date Start Time End Date End Time

06-01-2025 [} 16:50 @ 07-01-2025 ] 16:54 @

Al tirmes are in AsiasCalcutta tirmezone.

l'!%HEEII IHHH!HHIII

Figure 166 — Maintenance Window Configuration

3. By default, the current date will be selected. The following option for configuration exists:
4. Specify one-time duration. Here users need to select the Start Date and End Date and specify the Start Time and
End Time duration. On clicking the Start Date, a calendar appears as shown below enabling users to select the

date.

Maintenance Window Configuration >

[ | Recurring
Start Date Start Time End Date End Time

mm/dd/yyyy (| e - © mm/dd/yyyy [} ——ie— - ©]

February 2024 ~ RN

Tu We Th Sa

N
14 15 17

21 22

28

Figure 167 — Date selection for Noise Rule

5. Users can type in the time or use the clock icon next to the start time and the end time to specify the time range

for the selected date. With the date and time selected the popup looks as below.
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Maintenance Window Configuration

Recurring Daily ~
Start Date Start Time End Date End Time
06-01-2025 (| 16:50 @ 07-01-2025 (| 16:54 @

Al tirmes are in AsiasCalcutta tirmezorne.

Figure 168 — Time Interval for Noise Rule

6. Inthe above image, the event data will be considered as noise from 16:50 PM to 16:54 PM on 07 Jan 2025.
The date and time are in the UTC time zone.

e Specify Recurring period. As recurring is selected, users have an option to define a daily, weekly, or monthly

recurrence as shown below:

Maintenance Window Configuration x
B3 Recurring Daily ~
Start Date Weekly End Date End Time

02/08/2024 Monthly 02/08/2024 (| 02:43 PM ©

All timezone in GMT.

Figure 169 — Recurring for Noise Rule

® Let’s select Daily. As daily is selected user need to specify the date range by specifying the start date and end
date. As users select the start date, in both these cases as well as the date field is selected, a calendar is
displayed.

® Choose the date range. Once the date range is selected specify the Start Time and End Time the way user did

for One time.

® For this example, parse, let's select the date range from 2:00 AM to 2:43 PM on 08th February 2024.
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Maintenance Window Configuration

Recurring Daily ~
Start Date Start Time End Date End Time
06-01-2025 = 16:50 (] 07-01-2025 = 16:54 (]

All times are in AsiasCalcutta timezone.

Figure 170 — Maintenance Window Configuration for Noise

e The selection implies that any event data generated for the selected entities daily during the date range

between 2-3 AM will be filtered out.

® Asthe day header is selected, a dropdown appears seeking input of the day along with the remaining

selections.

Maintenance Window Configuration >
Recurring Weekly ~ Select Day/(s) -
Start Date Start Time Monday
06-01-2025 = 16:50 e Tuesday 5
Wednesday

All tirmes are in Asia/Calcutta timezone.
Thursday

Figure 171 — Day Selection for Noise

7. For the example let’s choose Wednesday. With the day selection the screen looks as below.

Maintenance Window Configuration >
Recurring  Weekly - x ~
Start Date Start Time End Date End Time

06-01-2025 - 16:50 @ 07-01-2025 = 16:54 @

All times are in Asia/Calcutta timezone.

Figure 172 — Maintenance Window
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e The selection implies that any event data generated between 2-3 AM every Wednesday for the selected
entities will be filtered out starting from 06" Jan 2025 till 07t Jan 2025.
e Let’s next look at the monthly recurring option. As Monthly is selected, a textbox appears enabling users to

specify the day of the month as shown below.

Maintenance Window Configuration >
Recurring Monthly ~ On day 9
Start Date Start Time End Date End Time

06-01-2025 ] 16:50 © 07-01-2025 o 16:54 @

All tirmes are in Asia/Calcutta timezone.

Figure 173 —On Day Selection for Recurring

8. For the example parse let’s specify 9 as the day of the month. With the day input the screen looks as below:

Maintenance Window Configuration >
Recurring rMonthly ~ On day 20
Start Date Start Time End Date End Time

06-01-2025 - 16:50 @ 07-01-2025 - 16:54 @

All times are in Asia,Calcuita tirmezone.

Figure 174 —On day and Time Interval

o The selection implies that the event data generated between 16:50 PM on 20th day of every month for the
selected entities will be filtered out starting on 06™" Jan 2024. Once the period is specified as per the
requirement, click on Submit.

9. On successful updates, the details are saved, and a prompt of success is displayed as shown:
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Entity l ° Noise maintenance window configured successfully for the selected Entity. + New Entity

] Entity ID Y  Additional Detail Source ID T Actions

O node5 {"Country™: "India"} node5 2w
] node5s {"Country": "India", "Environment": "Prod"} node4 & m
] node3 {"Country": "India"} node3 & m
O node? {"Country": "India"} node2 £ m
(] node1 {"Country™: "India"} node1 2 m

Figure 175 — Alert Message

The Number implies the number of entities whose data is updated. Since in this case user selected 2,
both are updated so the count is displayed as 2.

10. Click Close.
11. Like noise the saved data will be visible on the noise/maintenance window, where rule name is prefixed with

“Maintenance window defined for”.

Once an entity is marked, redefining or remarking will not work.

6.1.10.6.8 Apply Filters
The steps explain how to Apply filters to the Entity Data.

1. Click on the Apply filter available action button present at the header below of the console:

| Entity ID Additional Detail Source ID h Actions
O node5 {"Country™: "India"} nodes A |
(] node5 {"Country™: "India", "Environment": “Prod"} node4 £ m
O node3 {"Country™: "India"} node3 A |
O node2 {"Country": "India"} node2 2 W
] node1 {"Country": “India"} node1 £ m
N « 1 2 3 4 5 > > 10 ¥ items per page 1-10 of 73578 items

> Merge | | 3 Noise ‘ | [il Delete

Figure 176 — Apply Filter Operation

2. The form will appear. From there the user can select Field and operator from drop down list and should assign a

value. Then click on the apply button.
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a Entity ID Y  Additional Detail Source ID Y  Actions
O nodes Operator nodes g
] nodes Like ment": "Prod"} node4 & m
Value
0 node3 node3 £
node2
O node2 node2 g m
Apply
O node1 node1 g m
Figure 177 — Apply Filter Operation
3. Users can see the result of applied filter.
Applied Filters | entityid LIKE node2 = 2
O Entity ID T Additional Detail Source ID Actions
O node2 {"Country": "India"} node2 g W
M « 1 » L 10 v items per page 1-1of 1items

Figure 178 — Apply Filter Result

Topology helps to provide a comprehensive understanding of how different entities in the system are connected, allowing

for effective monitoring, troubleshooting, and incident response.

Topology view illustrates the relationships and connections between different components, such as servers, applications,

databases, network devices, and other IT infrastructure elements will be displayed once the Topology is established in

the system.

This section enables us to define the entity relationship data. If a rule is defined with topology filter selection, then the

data is referred while correlating based on the rule definition. Refer to correlation rules to learn more about defining

topology filter rules.

Like other screens user can perform actions based on their role.

1. Click the customer onboard section, for customers click on customer action edit section.

2. Click on the Topology page, Records for the selected customer will be displayed in the grid view as shown.
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Customer > DAST > Topology

% Customer Details Topology
B SSO Configuration O Entity T Parent Entity T Actions
8¢ Role a] 2]
=)
@ User o
o o
A2 Group
o @
& Integration Mapping
[m] ju]
3 Integrations
g o o
B Correlation Rules 0 5]
B Entity (m] o
€ Topology - &
o 2]
“lg Service Hierarchy
“ <« 1 2 3 4 5 . » M 10 v items per page 1-10 of 3089 items

8% Noise Maintenance

& A1 Algorithms

Figure 179 —Topology Page

3. Use the customer dropdown to change the customers and view data defined for it.
4. The following actions can be performed on the page:

e Add New

e Delete

e Apply Filters

6.1.10.7.1 Add New Topology
Topology (Entity relationship) data can be added using the following two methods:

1. Create New by clicking on +New Topology Data Button.
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Topology

a Entity Y Parent Entity Y Actiens
a 1}
[ g
a | 8
a g
a x|
a g
a 3]
a a
a k1]

a
(-]

" « '3 2 3 4 S5 ... = M 10 ¥ items per page 1 - 10 of 3069 items

Figure 180 — Add Topology

2. Bulk Insertion can be done using the upload CSV option.

3. Choose afile based on the template available and upload it. Click on submit.

Topology

Manually @ Upload CSV

Upload CSV *

& Download Template
Choose File = No file chosen

Figure 181 — Bulk Upload Topologies

Prior to adding the records ensure the Customer selection is proper. A new addition will enrich the
records of the selected customers

4. Let us next look at each action.

6.1.10.7.1.1 Individual Record Addition
1. Click on +New Topology Data button. This opens the following popup.
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Topology

© Manually  Upload CSV

Entity Name Parent Entity

(ibm ts3200) tape library - belgium M (ibm ts3200) tape library - germany M +

Figure 182 —Topology Creation

2. Entities which are configured for the selected customer using Configure -> Entity Screen appears in the
Dropdown.

3. Select the entity and its parent entity from the dropdowns.

Topology

© Manually ) Upload CSV

Entity Name Parent Entity

(ibm t53200) tape library - belgium M ({ibm ts3200) tape library - germany M +

Figure 183 — Parent Entity Selection

4. Click on Submit.

5. On successful addition a prompt is displayed as shown:

Configuration Guide



Customer » DAST > Topology

l © Topology data and inwalid records will bs ignored. X
§* Customer Detads Topology
B 550 Configuration O ety T pacent Entity T Actons
& Role o = ]
@ User o L
= 1]
23 Growp
u] U}
@ Integration Mapping
u} o]
Integrati
1} Integrations o o]
P Carralation Rules a) o)
B entity o o]
4E Topology - .
o o]
°lg Service Hievarchy .
W o« 32 3 4 5 . o o 10 v items par page 1-100f 3089 items

9% Naize Maintenance

& Al Algodthms

Figure 184 — Alert Message

6. The relationship data appears in the grid as shown:

O Entity T Parent Entity T Actions
O o
=] o
O )
O o]
O o]
o i
O |
a T
a o
O jm)
Mo« 1 2 3 4 5 _ » m 10 v items per page 1-10 of 3089 items
| [il] Delete

Figure 185 — Grid View for Topology

7. Using a similar approach, hierarchies can be defined between the entities.

6.1.10.7.1.2 Bulk Insert
In case large amount of data to be inserted in one go, the bulk insert option can be used.

1. Select Upload CSV option as shown. As users select Upload CSV the following record appears.
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Topology

Manually ©F Upload C5v

Uplaad CHv =

= Download Template
Choase File

Ma fil= chosen

Figure 186 — Bulk Upload CSV

2. Click on the Download Template button. The following template is downloaded.

B | c D
entityid parententityid

W‘I\i —k
e

Figure 187 —Template Format of Bulk Topology

3. Define the parent child relationship data as shown. Save the CSV data.

| A | B
iautol_db iauto2Z2-ui
iauto2_db iauto=2-ui

Figure 188 — CSV File of Parent and child entities.

4. Asthe datais prepared, Upload the filled in excel by clicking on Upload CSV. Like with entities section browse to

the local directory where the data file is saved and select the file. As the file is selected it appears as shown:

Topology

Manually @ Upload CSV

Upload CSV *

L Download Template
Choose File  topology_template.csv

Cancel Submit

Figure 189 — Uploading the Topologies

5. Click Submit. On successful data creation, a confirmation box is displayed, and the new data is displayed in the

grid for the selected customer.
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Lo Topology data uploaded successfully. Please note that duplicate and invalid records will be ignored. X

Topoio 4+ Mew Topolo 7
pology

Figure 190 — Success popup.

If entities are not pre-configured, uploading the sheet creates the entity records as well.

6.1.10.7.2 Delete Topology
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If the relationship data are wrongly mapped or created or need to be removed, provision of bulk delete is available on
the page.

1. Click on the check boxes next to the topology data to select the rows or relationship that needs to be deleted.

[m] Entity T Parent Entity T  Actions
jof

0O 0 0 o0 @
B 8 & 8 &

5]

(]
(m]
a o]
(m]

L] “ 1 2 < > H 10 ~ items per page 1- 10 of 29 items

Figure 191 — Delete Topology

2. Like with the entities page as the rows are selected, the icons on the footer of the grid are enabled and selection

count is displayed as well.

Like entities, if all data is to be selected on the page, click on the checkbox in the header, it will select
all the rows displayed on the page.

3. Click on the Delete icon.
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Topology + New Topology

a Entity T Parent Entity T  Actions

]

4]
E]

j}
jof
j}
jm]
o j}
j}
)
ju}

H hl 1 2 3 > L 10 ¥ items per page 1-10 of 29 items

Figure 192 —- Bulk Delete Topology

4. A confirmation box will be prompted.

Delete Toplogies X

Are you sure you want to delete the selected topologies? It
cannot be undone.

Cancel Confirm

Figure 193 — Confirmation pop-up.

5. Clicking Ok, deletes the selected relationship data.

6. On successful deletion rows are removed from the grid and a confirmation box is displayed.

| 12 Topoivgies deleted successfully x

Figure 194 — Alert Message

6.1.10.7.3 Apply Filters
The steps explain how to Apply Filters to the topology data.

1. Click on the Apply Filters as shown in the figure below-
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O Entity Parenit Entity T  Actions
a ks aE1s H

O  gabia qabiz "

a qag0s REL ] H

a

a

Figure 195 — Apply Filter Operation

2. The form will appear. From there the user can select Field and operator from drop down list and should assign a

value. Then click on the apply button.

Figure 196 — Apply Filter Operation

3. Users can see the result of applied filter.

Applied Filters ]
(m] Entity T Parent Entity T Actions

] testoct41 testoct412 o

O iemtest202 iemtest201 i}

] stest41 stest12 m§

(] stest51 stest12 m§

stest40 stest11

Figure 197 — Apply Filter Result

6.1.10.8 Service Hierarchy
A service represents a business capability or functionality that is provided by the IT infrastructure.
A service is composed of various components, and there are dependencies between these components.
Understanding the relationships between components helps in mapping the service landscape and identifying potential

points of failure.
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In this section user define the service hierarchy. In here user create a service view and map it to the actual entities on
which the alerts are created.
This helps in populating the customer specific service view enabling the user to view the impact of events getting
generated in the environment on the services in his/her environment.
Like other screens the user can perform actions based on their role.

1. Click the customer onboard section, for customer click on customer action edit section. Click on the Service

Hierarchy page, Records for the selected customer will be displayed in the grid view as shown.

Service Hierarchy |- New Service Hierarchy

O Service Name Y Description Y Modified On High Availability Disaster Recovery Actions
O Servicel Business Impact S...  2024/11/21 06:15:37 Y ¥ A |
“ <« 1 2 3 » M 10 v items per page 1-10 of 22 items

Figure 198 —Service Hierarchy Page

2. Use the customer dropdown to change the customers and view data defined for it.

3. The following actions can be performed on the page:

e Add New
e Edit
e Delete

e Manage Relationship and Entities

o Apply Filters

1. Click on + New Service Hierarchy button at the top of the grid to create a new Service.

Service Hierarchy 4 Maw Service Hisrarchy

Service Mame T Desoription T Modified On High Avallaksliny Disaster Recoverny Actions

Figure 199 - Service Creation

Please ensure that the actual customer for which the data is being added is selected in the dropdown
at the top of the page. As any addition will be mapped to the customer selected in the dropdown.

2. The following popup is displayed.

125

Configuration Guide




Service Hierarchy

Service Name ~ Service Description ~
High Availability * Disaster Recovery *
Yes © No Yes © No

m

Figure 200 — Service Add Configuration

3. Enter the Service Name and Description.

4. Select radio button Yes or No for HA (High Availability) and for DR (Disaster Recovery)

Service Hierarchy

Service Name * Service Description *
iautomate iautomate Service

High Availability * Disaster Recovery *

o Yes © No O Yes  No

Figure 201 — Selecting Dropdown

5. Click Submit.

6. On successful addition the following message is displayed.
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l @ Sservice created successfully. X
Service Hierarchy '

O Service Name Y Description T  Modified On High Availability Disaster Recovery
O Service1l Business Impact S...  2024/11/21 06:15:37 Y ¥
a4 1 2 3 » M 10 v items per page

+ New Service Hierarchy

Actions
[z |

1-10 of 22 items

Figure 202 — Alert Message

7. The service will start appearing in the grid as shown below.

Service Hierarchy

O Service Name Y Description Y Modified On High Availability Disaster Recovery
O Servicel Business Impact S...  2024/11/21 06:15:37 Y Y
W <« 117 2 3 » M 10 v items per page

+ New Service Hierarchy

Actions
A |

1-10 of 22 items

Figure 203 — Grid View for Service Hierarchy

6.1.10.8.2 Edit Service Hierarchy

1. Like in the other views, click on the edit icon next to the Service which needs to be edited.

Service Hierarchy

] Service Name Y Description Y  Modified On High Availability Disaster Recovery
O Servicel Business Impact S...  2024/08/30 12:35:38 Y Y
Moo« 17 2 3 » M 10 v items per page

ﬁ#«ﬁl

+ New Service Hierarchy

Actions

1-10 of 22 items

Figure 204 - Edit Service

2. Saved data according to popup.

3. Make the necessary changes. For this example, parse let’s edit the Name.
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Service Hierarchy
Service Name * Service Description *

Service’l Business Impact Service

Figure 205 - Editing Service

4. Click Submit. On successful update the following popup message is displayed.

Service updated successfully. X
Service Hierarchy l

m] Service Name Y Description Y Modified On High Availability Disaster Recovery Actions
] iautomate iautomate Service..  2024/08/30 12:35:38 Y Y 2 |
K4 1 2 3 » M 10 v items per page 1-10 of 22 items

Figure 206 — Alert Message

6.1.10.8.3 Delete Service Hierarchy
1. Like with the entity and the topology screen, select the services that are to be deleted by selecting the check

boxes next to their names in the grid view.

] Service Name Y Description T Modified On High Availability Disaster Recovery Actions
Serviced Critical Service 2024/11/19 11:56:52 Y Y L Mom
o Service3 Major Service 2024/10/04 11:42:39 N N & o m
O Service2 Critical Service 2024/08/30 12:35:38 Y Y e |
] Service1 Business Impact 5. 2024/08/30 12:35:38 ¥ Y A |
W o4 1 2 3 o om 10 v items per page 1- 10 of 22 items

Figure 207 - Selecting Services

2. Theicons will be enabled in the footer.

128

Configuration Guide



O Service Name T Description T Medified On High Availability Disaster Recovery Actions
Serviced Critical Service 2024/11/19 11:56:52 Y Y P |
(] Service3 Major Service 2024/10/04 11:42:39 N N & ]
[m] Service2 Critical Service 2024/08/30 12:35:38 Y Y [ i |
] Service Business Impact S...  2024/08/30 12:35:28 Y Y Z & W
L] ] 1 2 3 3 » 10 ¥ items per page 1- 10 of 22 items

Figure 208 — Deleting Services

3. A Confirmation message box is prompted as shown.

Delete Service X

Are you sure to delete the selected service? It cannot be
undone.

cel Confirm

Figure 209 — Confirmation pop-up.

4. Click on Confirm. On success the following popup is displayed.

. . @ service deleted successfully. X —

(m] Service Name Y Description Y  Modified On High Availability Disaster Recovery Actions
] Serviced Critical Service 2024/11/19 11:56:52 ¥ Y 4 i
(] Service3 Major Service 2024/10/04 11:42:39 N N & T
O Service2 Critical Service 2024/08/30 12:35:38 ¥ Y 2
a Servicel Business Impact S...  2024/08/30 12:35:38 Y ¥ S|
Moo« 12 3 o M 10~ items perpage 1-10 of 22 items

Figure 210 — Alert Message

6.1.10.8.4 Mapping Service Hierarchy
Mapping services in IEM involves the identification, visualization, and analysis of the relationships and dependencies

between different services within an IT environment.
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This process is essential for understanding how services interact, detecting potential issues, and facilitating effective
actionable management.
The relationship between the created services can be defined by clicking the Mapping icon below the actions field. By
using this option, the mapping between the actual entities can be done.

1. Click on the service to see the details related to the service. There are three actions visible for a particular service:

e Edit, Delete and Mapping.

Service Hierarchy + New Service Hierarchy

O Service Name T Description Y  Modified On High Availability Disaster Recovery Actions
O Serviced Critical Service 2024/11/19 11:56:52 Y Y w T
[m] Service3 Major Service 2024/10/04 11:42:39 N N A |
O Service2 Critical Service 2024/08/30 12:35:38 Y Y A |
m] Servicel Business Impact 5. 2024/08/30 12:35:38 Y ¥ [z |
Moo« 1 2 3 M 10 v items per page 1- 10 of 22 items

Figure 211 — Mapping Service
2. After clicking the Mapping icon on the service, users have the following two tabs: -

e Define Topology
e Map Entities

Define Topology - This tab enables us to manage the relationship data. Let’s click on the tab.

MyCloud DR =

( Map Entities ) ( Define Topology )

Parent
Add Parent

select

Child

Cancel Save

Figure 212 — Define Topology

3. It’s divided into two sections:
e Parent — In this section the mapping happens. Users specify the parent node here.

e Child —This is a display only section. All the child services of the selected service will be displayed here.
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4. Let’s add a parent service. Click and select from the services available in the dropdown.

MyCloud DR x

( Map Entities ) l( Define Topology )

Parent
Add Parent

ideploy

Child N

Figure 213 — Applying Parent Service

e For example, let's select ideploy as Parent.
5. Click Save.

6. The following confirmation box will be displayed.

. . & Topology mapping updated successfully.

(] Service Name Y Description Y  Modified On High Availability Disaster Recovery Actions
(] Serviced Critical Service 2024/11/19 11:56:52 Y Y A |
O Service3 Major Service 2024/10/04 11:42:39 N N £ T
O Service2 Critical Service 2024/08/30 12:35:38 Y Y A |
(] Servicel Business Impact S...  2024/08/30 12:35:38 Y Y & e i
Moo« ] 2 3 » M 10 ¥ items per page 1-10 of 22 items

Figure 214 — Alert Message

7. Relationships have been created. Click on mapping icon of ideploy service and user can view the child of the

service which the user has created above.
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ideploy

( Map Entities ) ( Define Topology >

Parent
Mycloud

Add Parent

select

Child

MyCloud DR

Sor

Figure 215 - Parent Service Name

8. Aservice can have multiple parents defined using the Add Parent drop down. Once a parent is added, it will start

appearing underneath the Parent section.

Users need to save the parent one after the other.

MyCloud DR

( Map Entities ) ( Define Topology )

Parent
ideploy 5
Lucy >

Add Parent

select

Child

Cancel Save

Figure 216 — Parent List Services

In case a relationship is wrongly created, click on the cross button next to the parent row to remove the
relationship.

10. The row will disappear, click on Save button to save the changes permanently.

11. On successful save the following popup message will be displayed.
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. . @ Topology mapping updated successfully. 3
Service Hierarchy I + New Service Hierarchy

O Service Name T Description Y  Modified On High Availability Disaster Recovery Actions
O Service4 Critical Service 2024/11/19 11:56:52 Y Y £ T
(] Service3 Major Service 2024/10/04 11:42:39 N N S X W
(] Service2 Critical Service 2024/08/30 12:35:38 Y Y & T
O Servicel Business Impact S...  2024/08/30 12:35:38 Y Y £ & W
Moo« 17 2 3 » M 10 ¥ items perpage 1-10 of 22 items

Figure 217 — Alert Message

- Map Entities — Here user maps the service to the actual entities. A service can be mapped to one or more entities.

If High Availability (HA) and Disaster Recovery (DR) both are disabled, at that time user can map only
one entity to the service. Else if any of the HA and DR is enabled or both are enabled, user can map two
or more than two entities to the service.

1. Clicking on the tab lists all the entities created for the selected customer.

C Map Entities ) C Define Topology )

High Availability * Disaster Recovery *
Cancel Save

Applied Filters | sourceentityid LIKE node = 4

(] Mapped Entities S

(] Unmapped Entities T
(]
(]
]
(]
(]
O
]
(]
(]
(]

W apgy .. kM 1-10 of 13 items

No records available

Igtonode PRI 0 - 0 of 0 items
libvirt-daemon-driver-nodedev

node.js

nodel

node2

node3

node4

sg_bkp_node

sg_prod_node

swd_bkp_node

Figure 218 — Map Entities

2. Select the entities by clicking on the check boxes next to its name. For example, parse let’s map node1 (as both
HA and DR is disabled). and then click on Add.

3. You will see the selected entity appearing in the Mapped Entities Section
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CMap Entities_) ( Define Topology )

High Availability * - Disaster Recovery * ® )
o o Cancel Save

Applied Filters sourceentityid LIKE node = Y O Mapped Entities v
O Unmapped Entities T No records available
[} Igtonode “ 4 > M 0-00of0 ﬂamsu
(] libvirt-daemon-driver-nodedev
[} node.js
node1
] node2
(] node3
] node4
] sg_bkp_node
(] sg_prod_node
(] swd_bkp_node
(LI I R S ) 1-100f13 items“

Figure 219 — Selected Entities for Service

: pdated st fully. ¢

High Availability * (O] Disaster Recovery * @ )
Cancel Save

Applied Filters | sourceentityid LIKE node = v

( Map Entities ) (g~ = ~— =
@ Entity

O Mapped Entities hd
a Unmapped Entities T O nodel

Igtonode

libvirt-daemon-driver-nodedev

node.js

z
A
=
v
X

1-1of 1items

node2

node3

node4
sg_bkp_node
sg_prod_node

swd_bkp_node

0 000000 Oo0O 0o

swd_prod_node

LINE N | PSa ] 1-10 of 12 items

Figure 220 — Map Entities
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The impact of mapping the service to the entities are, if an alert exists which is not closed, the node
will be highlighted in the service view, and the flow will also propagate up in the view showing the
impact on the parent nodes as well.

4. Click on Save.

5. On successful update, the following popup is displayed.

\ . Enti i ted fully.
Service Hlerarchy l ° UL £3 + New Service Hierarchy

(] Service Name ¥ Description Y  Modified On High Availability Disaster Recavery Actions
(] Serviced Critical Service 2024/11/19 11:56:52 Y Y A |
O Service3 Major Service 2024/10/04 11:42:39 N N £ T
] Service2 Critical Service 2024/08/30 12:35:38 ¥ Y A |
(] Servicel Business Impact S...  2024/08/30 12:35:38 Y Y & e i
Moo T 2 3 M 10 ¥ items perpage 1-10 of 22 items

Figure 221 — Alert Message

6. Click Ok. The selected entities will start appearing at the top of the grid.

6.1.10.8.5 Apply Filters
The steps explain how to Apply filter to the Service Hierarchy Data.

1. Click on the Apply Filters action button presents at the below header of the console.
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Service Hierarchy 4 Maw Servioe Hisrarchy

] Senoe Mame s ptsan T medified On High Availabliny Dsaster Recoweny Actions

o =2 52 202AA2NE 202206 ¥ ¥ - S|
[m 53 20TAZ(16 201952 ¥ 7 ¢ xom
a =1 51 2OFAAZE 201252 ¥ ¥ E |
a 54 54 20TAZ(16 201952 v ¥ 1|
a ntastl ntastdesc 203412005 17:30004 b ki T
0 otess ntests BOTAZ05 166D ¥ ¥ & o
O mtest3 ntestd 2OEAAZM5 161418 ¥ ¥ E ]
O oesiz fulsids 202412105 161310 ¥ ¥ P |
O otesté ntacté 2OFAMZM05 160824 ¥ ¥ E &
a ntesid niesi4 202412105 160755 v ¥ &£ o

W 1 201 4 5 koM 1M *  jtems per page - 10 ef 50 fems

Figure 222 — Apply Filter Operation

2. The form will appear from there user can select Filed and operator from drop down list and must write value.

Then click on the apply button.

Service Hierarchy

m} Service Mame T Desoiption T hedl

ad 2 Cperator

a & Like o
Walue

a 51
52

G

O nbesls

Figure 223 — Apply Filter Operation

3. Users can see the result of applied filter.
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Service Hierarchy

Applied Filters servicename LIKEs2 = A4
[} Service Name Y  Description Modified On High Availability Disaster Recovery Actions
a 52 s2 2024/12/16 20:23:06 Y Y .
[m] tests2 1 tests21 2024/12/04 19:01:51 N N & x
O testisers2m21_2 test1sers2m21_2 2024/11/20 16:35:37 Y Y .
O test1sers2m21_1 test1sers2m21_1 2024/11/20 16:26:07 Y Y é e
] test1sersZm21 test1sers2m21 2024/11/19 16:59:07 Y Y & X
(] test1sersZm2 test1sers2m2 2024/11/19 16:01:07 Y Y & x
[m] tests2 tests2 2024/10/29 12:03:33 N Y & X
H 4 1 » M 10 v items per page 1-7of 7items

Figure 224 — Apply Filter Result

Noise maintenance" refers to the ongoing process of managing and reducing the amount of irrelevant or non-actionable
events, alerts, or data generated by the monitoring and detection systems. Noise, in this context, represents information
that does not contribute to meaningful insights or indicate significant issues. Reducing noise is crucial for optimizing the

efficiency of actionable detection, analysis, and resolution.

“Noise Maintenance Window" refers to a specific time or scheduled period during which fine-tuning activities are
performed to manage and reduce the noise generated by the monitoring and alerting systems.
This window allows IT teams to proactively address issues related to false positives, irrelevant alerts, or unnecessary noise

in the event data.

This section enables user to define rules for filtering out events data at the beginning of event data processing. User can
perform actions based on their role.
1. Click the customer onboard section, for customers click on customer action edit section. Click on the

Noise/Maintenance window page, Records for the selected customer will be displayed in the grid view as shown.
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Customer > DAST > Noise Maintenance

{7 Customer Details Noise Maintenance
& 550 Configuration u] Rule Name T Modified By Modified On Actions

B¢ Role ] maintenace on node3 2024/12/30 13:21:48 2 m

@ User O Noise Entity node5 2024/12/23 1211:21 2 o

&3 Group LI AR C o 10 ¥ items per page 1 - 10 of 60 items

Delete
@ Integration Mapping

€3 Integrations

> Correlation Rules

Figure 225 — Noise Maintenance Page

2. User can perform the following actions:

e Addnew

e Edit

® Delete

e Apply Filter

Noise Rules can be created from the Entity screen as well. Refer to the Entity section. Those rules
appear prefixed with the action i.e., whether it’s a Noise or a Maintenance configuration followed with
the Entity name, user can create rules based on entity id only. In the Noise screen grid user can also
see the rules that are configured from Entity screen and the Noise Maintenance screen.

6.1.10.9.1 Add New Noise Maintenance

1. Click on the + New button at the top of the grid to create a new rule.

Customer > DAST > Noise Maintenance

§* Customer Details

(@ S50 Configuraticn

Noise Maintenance

a Rule Name T wodified By Modified On Actions
2¢ Role a maintenace on nodel 2024/12/20 1321:48 g o
@ User a Noise Entity node5 2024712723 1221:21 é o
M <1 2 3 4 S5 _ » w 10 ¥ items per page 1- 10 of 60 items
A3, Group

@ Integration Mapping

& Integrations

% Carrelation Rules

Figure 226 — New Noise Rule Creation

2. The following form is opened. You have two options on the screen which are as follows:
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D Noise Maintenance

Rule Name * [i] Rule Description * [1]

Enter name here Enter description here

© Manually Upload CSV

Base Filters * @

Select ~ Operator Value Select

Additional Filters [
Timezone *

India Standard Time-IST (+5:30) ~

Define Maintenance *
Recurring

Start Date Start Time End Date End Time

23/06/2025 [m] 12:00 AM ® 23/06/2025 m} 12:00 AM @

All times are in India Standard Time-IST (+5:30) timezone.

Figure 227 — Add Base Filters

® Manually: This is the default option. It allows users to manually enter filter criteria based on their

preferences.

® Upload CSV: This option enables users to upload a CSV file containing a list of entities for which the

maintenance window should be configured.

Gl Noise Maintenance

Rule Name * & Rule Description * (@

Enter name here Enter description here
Manually © Upload CSV

Upload CSV *
i L Download Template
Choose file = No file chosen

Note: Upload CSV option is only applicable for entity.
Timezone *

India Standard Time-IST (+5:30) ~

B Define Maintenance *

Recurring
Start Date Start Time End Date End Time
23/06/2025 [m] 12:00 AM ] 23/06/2025 =} 12:00 AM o

All times are in India Standard Time-IST (+5:30) timezone.

Figure 228 - Add Base Filters

3. In Base Filter click on selected field dropdown.
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(D Noise Maintenance

Rule Name * 3] Rule Description * 1]

Enter name here Enter description here

O Manually Uplead CSV

Base Filters * @

v Select Operator Value Select
Agent Location [
Data Source Name
Description
Entity
Entity Category
Entity Type
Agent
Title
Parameter Category
Parameter Start Time End Date End Time
Parameter Type o 12:00 AM ] 23/06/2025 m] 12:00 AM ®
Severity I
Tool Customer Name 230) timezone.
Manager
Tool ID

Figure 229 —Selection of The Field

4. Select any one of the fields like entity and select any operator from the dropdown.

D Noise Maintenance

Rule Name * (1] Rule Description * [0

Enter name here Enter description here

O Manually Upload CSV

Base Filters * 1]
Entity ~ | v Operator Value Select
1S [
Additional Filters [@
Timezone * N
India Standard Time-IST (+5:30) v
B Define Maintenance *
Recurring
Start Date Start Time End Date End Time
24/06/2025 [m] 12:00 AM ¢} 24/06/2025 o 12:00 AM [c]

All times are in India Standard Time-IST (+5:30) timezone.

Figure 230 - Selection of The Operator

5. You can then choose to add additional conditions using logical operators And or Or, depending on how you want

to refine the filter.
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CD Noise Maintenance
Rule Name * (1] Rule Description * [1]
Enter name here Enter description here

© Manually Upload CSV

Base Filters * @

Entity v LIKE v node v Select
And

st e

Timezone *

India Standard Time-IST (+5:30) v
Define Maintenance *
Recurring

Start Date Start Time End Date End Time
24/06/2025 a 12:00 AM c] 24/06/2025 [} 12:00 AM @

All times are in India Standard Time-IST (+5:30) timezone.

Figure 231 — Selection of The Operator

6. You can then add the name of the rule and its short description.

D Noise Maintenance

Rule Name * (1] Rule Description * [I]

Rule1 Noise Filter

© Manually Upload CSV

Base Filters * [
Entity ~ LIKE ~ node Select ~

Additional Filters [1)
Timezone *

India Standard Time-IST (+5:30) ~

Define Maintenance *

Recurring
Start Date Start Time End Date End Time
24/06/2025 [m] 12:00 AM ®© 24/06/2025 B 12:00 AM Q

All times are in India Standard Time-IST (+5:30) timezone.

Figure 232 — Rule Name for Noise

7. Inaddition, for Custom Field Filters click on Additional Filters select field dropdown.
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(D Noise Maintenance

Rule Name * 3]

Rule1

Noise Filter

O Manually Uplead CSV

Base Filters * @

Entity v LIKE

Select v Operator

|~ JAdditional Filtersfn]

Select v Operator

Timezone *

India Standard Time-IST (+5:30) v
Define Maintenance *
~ Recurring

Start Date Start Time

24/06/2025 [m] 12:00 AM

All times are in India Standard Time-IST (+5:30) timezone.

Rule Description * 1]

v node Oor
Value Select
Value Select
End Date End Time
] 24/06/2025 a 12:00 AM

Figure 233

— Select Filters

8. Select any one of the fields like Category and select any operator from the dropdown.

Rule Name * [I]

Rule1 Noise Filter

O Manually Upload CSV

Base Filters * [
Entity v LIKE

B Additional Filters [

Category v LIKE v

Timezone *

India Standard Time-IST (+5:30) v

B Define Maintenance *
Recurring
Start Date Start Time

24/06/2025 (=] 12:00 AM

All times are in India Standard Time-IST (+5:30) timezone.

Rule Description * [

v node Select
Development Select
End Date End Time
[c] 24/06/2025 a 12:00 AM

Figure 234 —Select Operator

9. After selection of the operator, specify the name of Category.
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Maoise Maintenance
Rule Mams *

Rulel
Base Fllters *

Entity Oparator - e B

B Custom Filters

Categary Crperatar - e =
+ Add
B8 Define Waintenance *
Recurring
aRart Date Start Time Erd Dunte End Tima

27-11-2024 [} 0300 ® 27-11-2024 = 00 @

Afl times are in AsigACalowtta timezone.

Figure 235 — Add Base Filters

10. In addition, like in Entity page, users can also specify maintenance window details. Refer to the section Define

Maintenance Window. The following screen appears:

Noise Maintenance
Rule Name

Noise Entity iauto1-db
Base Filters
Entity IS iauto-iscript x

+ Add

Define Maintenance

Recurring Daily ~
Start Date Start Time End Date End Time
12/27/2022 12:00 AM ®© 12/27/2022 12:00 AM ©

Figure 236 — Define Maintenance for Noise Rule

Reference- This section is like the one explained in Define Maintenance Window section.
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11. In Entity screen, after selecting particular entity then user will click on the Noise button, Maintenance window
will appear. Once the user adds all the field data and on submission a Noise rule will be created for the particular
entity in Noise Maintenance screen.

12. For Mark as Noise button in Entity screen, a noise rule will be created for the particular entity in the Noise
Maintenance screen without any time constraints.

13. The recurring option shows the dropdown that contains Daily, Monthly, Weekly options for checking from the

dropdown.

Rule Name *

Rule1
Base Filters *

Entity Operator ~ node x

B Custom Filters

Category Operator ~ node >

=+ Add

B Define Maintenance

B Recurring Daily ~
Start Date Start Time End Date End Time
27-11-2024 0 00:00 © 27-11-2024 0 00:00 [e)

All times are in Asia/Calcutta timezone.

Figure 237 — Define Maintenance for Noise Rule

14. Click on Submit. A confirmation message is displayed.

@ Noise Rule added successfully. b 4
Noise Maintenance + New Noise Maintenance
O Rule Name Y  Modified By Modified On Actions
0 Rule1 e mfilemmgn | e 2024/10/14 15:19:47 |
O Noise Entity node5 -0 TR £0 O 2024/10/14 15:19:47 2
o maintenace on node3 seenmnd o o 2024/10/14 15:12:56 Lz}
LI R | 2 3 4 5 L »r 10 v items per page 1-10 of 64 items

Figure 238 — Alert Message

15. The rule will start appearing in the gird view.
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16. Let’s next look at the way users can create time base (maintenance window) rule as well. Let’s specify entity as

auto and a one-time window as shown -

Rule Name *

Rule1
Base Filters *

Entity Operator v node x

=+ Add
B3 Custom Filters

Category Operator ~ node >

+ Add

B Recurring Daily ~
Start Date Start Time End Date End Time
27-11-2024 o 00:00 @ 27-11-2024 o 00:00 ©

All times are in Asia/Calcutta timezone.

Figure 239 — Define Maintenance for Noise

17. This rule means that any data created on 27" December between a specific time for the entity auto will be
filtered out and will not be processed further. Events outside the specified window will be processed using the
normal flow.

18. Like the previous rule, Clicking Submit, the rule will start appearing in the grid view.

Reviewing and modifying Maintenance window helps in adapting to changes in the environment and creating a window
that clubs the events that are considered as noise within a specific period and ensuring that alerts are relevant and
indicative of actual issues.

User can edit the created noise rule also.

1. Click on the edit icon next to the rule which needs to be edited.
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Rule Name *

Rule1

Base Filters *

Entity Operator v node
Custom Filters
Category Operator hd node
Define Maintenance *
Recurring Daily ~
Start Date Start Time End Date

27-11-2024 (] 00:00 © 27-11-2024

All times are in Asia/Calcutta timezone.

Cancel Submit

x
+ Add
x
+ Add
End Time
00:00 ©

Figure 240—- Edit Option for Noise Rule

Customer > DAST » Meise Maintenance

17 Customer Details Noise Maintenance
2 550 Configuration O RuleNeme T Modified By
£t Role u} Rulel
® vser [u} Naise Entity nodes
[} malntenance on node3
Ry, Group
o« 2 3 4 5 . » ® 10 ¥ jtemsperpage

(% Integration Mapping

111 Delete

5 Integrations

I Carrelation Rules

B eatiyy

Modified On

2024(12/20 13:21:48

20412723 121121

02412017 121813

4 Hew Noise Maintensnce.

Actions

‘GI

|

I
=

1- 10 ¢f 60 items

Figure 241 - Noise Maintenance

2. The Noise Maintenance window can be edited with the edit option. Base Filters can be added for the Noise Rule

and after making the changes, click on the Submit button.

The option to choose manual or upload svg will not be present in edit
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G Edit Noise Maintenance

Rule Name * 0] Rule Description * [[J

Rule Noise Filte

Base Filters * @)

Entity ~ LIKE ~ node Select ~

Additional filters @
Category ~ LIKE ~ Development Select
Timezone *

India Standard Time-IST (+5:30) v

B Define Maintenance *
Recurring

Start Date Start Time End Date End Time

24/06/2025 =] 02:00 AM [c] 25/06(2025 =] 03:00 AM [c]

All times are in India Standard Time-IST (+5:30) timezone.

Figure 242 — Editing Noise Rule

3. Asuccessful message appears as shown below.

Noise Maintenance + New Noise Maintenance

Noise Data has been updated successfully. ¢
p

O Rule Name T 'Modified By Modified On Actions
O Rule1 maweenfenpal o 2024/10/14 15:19:47 Z W
| Noise Entity node5 (LR Uy = R =] 2024/10/14 1519:47 [z |
O maintenace on node3 IR E: AT WA 2024/10/14 15:12:56 A
H “ 1 2 3 4 5 . » M 10 ¥ items per page 1-10 of 64 items

[i] Delete

Figure 243 — Success Popup

6.1.10.9.3 Delete Noise Maintenance
This action enables users to delete the rules created.

1. Select the rules to be deleted and click on Delete icon in the footer row.
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Noise Maintenance

] Rule Name Y  Modified By
Noise Entity node5 viwrengienngal vonm
0 maintenace on node3 VORI
L] « 1 2 3 4 5 P 4 ] 10 ¥ items per page

[il] Delete

+ New Noise Maintenance

Modified On Actions
2024/10/14 15:19:47 £ W
2024/10/14 15:12:56 £ W

1- 10 of 65 items

Figure 244 — Selected Noise Rules

2. A confirmation box is prompted.

Delete Noise Rule

Are you sure you want to delete the noise rule? It cannot be

undone.

Figure 245 — Confirmation pop-up.

3. Click on the Confirm button to proceed with the deletion process.

4. On successful deletion, a confirmation message is displayed.

Noise Maintenance
[ @ Noise Rule deleted successfully. X

O Rule Name Y  Modified By
O maintenace on node3 terenighen Y roen
LI B 2 3 4 5 . »r M 10 ¥ items per page

+ New Noise Maintenance

Modified On Actions

2024/10/14 15:12:56 2 W

1- 10 of 65 items

Figure 246 — Alert Message

5. Grid View will be refreshed, and the rules will be removed from the grid.

6.1.10.9.4 Apply Filters

The steps explain how to Apply filter, filters the Noise/Maintenance Window Data.

1. Click on the Apply filter action button present at the header below the console.
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Noise Maintenance

a Rule Name

a Noise Entity node2
O maintenace on node3

O Noise Entity node4

Modified By

el gl oo
gl e o
by em

LA ] 10 ¥ items per page

Modified On

2024/10/14 15:19:47

2024/10/14 15:12:56

2024/08/10 05:42:17

Actions
2 W
2 W
ZAN |

+ New Noise Maintenance

1- 10 of 64 items

Figure 247 — Apply Filter Operation

2. The form will appear, from there user can select Filed and operator from drop down list and must write value.

Then click on the apply button.

Noise Maintenance

a Rule Name
a Noise Entity node2
O maintenace on node3

O Noise Entity node4

Y  Modified By

Operator
Like v

Value

node?

Jage
Apply

Modified On

2024/10/14 15:19:47

2024/10/14 15:12:56

2024/08/10 05:42:17

Actions
2 W
g
ZAN |

+ New Noise Maintenance

1- 10 of 64 items

Figure 248 — Apply Filter Operation

3. Users can see the result of applied filter.

Noise Maintenance

Applied Filters | rulename LIKE node2

a Rule Name h g

a NoiseEntitynode2

10 v

Modified By

ssshanduubhllsahthalaem

items per page

Modified On

2024/11/27 13:40:42

Actions

2

o

+ New Noise Maintenance

v

1-1of 1items

Figure 249 — Apply Filter Result
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Correlation rules in IEM are predefined sets of conditions and logic used to analyze and associate multiple events or alerts
to identify patterns, relationships, and potential root causes.

These rules play a crucial role in minimizing noise, prioritizing incidents, and aiding in more accurate and efficient incident
detection and response. Correlation rules define the criteria and logic for grouping or correlating related alerts based on
certain conditions or characteristics.

Conditions specify the criteria that must be met for events to be correlated.

When correlated alerts meet certain criteria, correlation rules can trigger the automatic creation of actionable to
streamline the actionable response process.

IEM Supports Topology based alert correlation and Temporal based alert correlation.
- Topology based alert correlation:

- Topology-based alert correlation helps in identifying root causes, reducing noise, and providing a more

comprehensive view of incidents.

- By considering the topology of the infrastructure, HCL IntelliOps Event Management can correlate alerts from
different sources and determine their impact on the overall environment. This enables faster and more accurate

incident resolution, as well as proactive problem identification.
- Temporal-based Correlation with feedback system

- Atechnique implemented in HCL IntelliOps Event Management, allows for the analysis and correlation of alerts based
on their time-related attributes. It helps in identifying patterns, trends, and dependencies among events over time.
By incorporating temporal-based correlation into event correlation, we can gain insight into the temporal
relationships among alerts. This allows for more accurate and timely actionable detection, helping to improve overall

operational efficiency and responsiveness.

There are OOB default correlation rules for a tenant present in the environment.
Out-of-the-box correlation rules refer to predefined logic/rules that analyze and correlate incoming alerts or events from

various sources to identify actionable.

- Time & Location Based Cross Domain Correlation Rule- This correlation rule groups and filters alerts based on
environment. There is a filter applied for production environment. The rule will be triggered and will stop grouping

alerts into action when a specific metric (location) breaches a predefined location/region.

- Time Based Cross Domain Correlation Rule-This correlation rule groups and filters alerts based on environment. There
is a filter applied for production environment. The rule will be triggered and will stop grouping alerts into actionable

when a specific metric (time) exceeds a predefined threshold.

- Network Topology Based Correlation Rule- This correlation rule groups and filters alerts based on environment. There
is a filter applied for production environment. There is predefined topology and the alerts having same entity

following similar topology will be grouped into an actionable.
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- Entity and Time-Based Cross Domain Correlation Rule- This correlation rule groups and filters alerts based on
environment. There is a filter applied for production environment. The rule will group the alerts based on entity name.
The rule will be triggered and will stop grouping alerts into actionable when a specific metric (time)exceeds a

predefined threshold.

- Noise and Incident Reduction Due to System Load- This correlation rule filter alerts based on parameters (which

should contain -CPU, memory or Swap). The alerts with the same entity will be clubbed into actionable.

- User Defined Rule-This rule allows users to manually group alerts under a specific rule and define automated actions
to be executed based on the actions taken through this rule.

This section enables us to define the correlation rules within environment as per the requirements. Correlation rules are
user-defined rules which correlate the incoming alerts, identify causal and the impacting alerts within a correlated group
and enable actionable creations.

In addition to enablement of actionable creation, this enables user to define automated actions on the actionable ’s
created by the rule for e.g., auto resolution actions based on criteria such as occurrence of a resolving event.

1. Navigate to the Customer page. Click on the edit icon corresponding to the customer for whom the
Correlation Rules are to be added.

2. The following screen appears. Select Correlation Rules option from the left navigation pane:

Customer » DAST » Correlation Rules

" Customer Detsls Correlation Rules 4 Hew Comeiation

[E] 550 Cordiguratizn K

le T RuleType T IsDefault Actions
& Role et last alen def rule e M &/ O £ H
& User AlertCarrslation aiml ) & 5 - & W
N enthy_cstool_status_filtr e M - O £ W
A2, Group

AlertCormwithzalen e M &) o - £ W
[ Integration Mapping

[efauit Tzt Rule e M - 4 W
& Integrations

Defandt Test Rule com 2 ] M o T 2 ®|
[ Carralation Rules

System Load rude ¥ & 5 - 2 W
T ity - -,
= ety Entity and Time Based nde " - T £ W
4E Topalogy Network Topology e ¥ @ T = 2 u
“Ig Service Hierarchy Tim & Lacatian Based ruls 13 -/ 2 H

§§ Naiss Mairtenanos L 1 2 v H 10 T iEms per page 1= 10of 20 items

[ 4] Alogdithms

Figure 250 — Correlation View

- The following are the actions users can perform on this screen based on their assigned roles.
e Add New
e Edit Existing
e Delete
e Change Rule Priority
e Clone Correlation Rule

e Enable/Disable Correlation Rule
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e Apply Filters

6.1.10.10.2

Add New Correlation Rules

1. Click on the +New Correlation button.

Customer » DAST » Correlation Rules

{i* Customer Detsls
[ 550 Condiguration
& Aole

B User

Az, Group

[ Integration Mapping
B Integrations

[ Carrslation Rules
B Ennity

4§ Topalogy

“lg Service Hievarchy
b Maiz= Mairtenance

[ Al Alagsthens

Correlation Rules

Faale

St last aher daf rule
AlzrtCarrslation
enity_cstoel_status_filtr
AlertCormdithzalert
Crefault Test Ruls
Default Test Rule comr 2
System Lead

Entity and Time Based
Wetwark Tepohogy

Time & Lacatian Based

T R Type

e
aiml

e

15 Default

]

2]

M

Figure 251 — Creating New Correlation Rule

2. The following form appears for the correlation screen:

Customer > DAST » Correlation Rules > Add Correlation

47 Customer Details

[ 550 Configuration

£ Role

® User

23 Group

& Integration Mapping

@ Integrations

B Correlation Rules

T Entity

83 Topology

“Ig Service Hierarchy

84 Noise Maintenance

& Al Algorithms

& Cost Configuration

Create Correlation Rule
Rule Name *

Generic rule

Definition ~ Action

[ Topology Filter

Include Alert if

T Select

Exclude if

" Seleet

Group By *

Define Causal

Rule Description *

Combine all alerts

Select ~ Value

Select v Value

Select

Select

Select

Select

o
o

o

£ H
2 W
€ H
2 W
£ W
£ H
< 1]
£ H
£ W
£ H

1 - 10 ef 20 e

Figure 252 — Correlation Page

3. The correlation creation is divided into three sections:

e General
o Definition

e Action

The general section enables users to specify the following:

e Rule Name — Name of the rule

152

Configuration Guide



o Rule description — Brief description of the rule

Rule Name * Rule Description *

Generic rule Combine all alerts

Figure 253 — Create New Name

- Definition section is where the user defines the way the alerts data are correlated and is further divided across the
following sections:
e Topology Filter Check Box
® Include if
e Excludeif
e Group by

o Define Casual

Definition Action

Topology Filter

Include Alert if

L

Select ~ Select ~ Walue Select ~ Select ~ >
Exclude if ~
Select - Select b Walue Select ~ Select ~ x

Figure 254 — Definition Section

Topology Filter: This lets the user decide whether the topology details are to be taken into consideration. If selected, the

alerts for which the entities’ topology details are available will only be taken into consideration.

B Topology Filter

L

All Level v

Figure 255 —Topology Filter

1. Topology filters are selected from the dropdown.
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2. The user then selects the levels to be considered, i.e., whether all the levels of the tree are to be considered or

limited levels.

@ Topology Filter

All Level hd
All Level
Level Within

Figure 256 —Selecting Topology Level Types
3. By Default, All Level option is selected.

4. If a user selects Level Within, he next needs to specify the number of levels to be considered and while grouping
the data, the user needs to select the methodology to group between Tumbling or Sliding. Tumbling means no
overlap will happen in the level grouping of alerts whereas sliding implies overlapping will happen in the level

grouping of alerts.
Topology Filter

Level Within  ~ 0 Tumbling ~

sliding

Figure 257 —Selecting Sliding and Tumbling

5. Based on the selection, entities which topology details match the criteria are taken into consideration for this

rule.
Include Alert if Filter: User specifies here the alerts data to be considered based on its field’s values. E.g., alerts where

parameter is CPU or memory or disk. Refer below Table 3 — Include Alert If Filter Fields_to understand the fields of this

filter.
Include Alert if

Select ~ Select ad Value Select ~ Select b =

Figure 258 — Include Alert If

Table 3 — Include Alert If Filter Fields

Fields Description

Fields Enables users to select the field which user want to consider while applying the filter
and it comprises of Alerts direct fields, its custom keys, associated entities master

key data defined.
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Operator Based on the fields datatype the operators are populated

Value Users need to specify the value to be compared to the field selected based on the

operator chosen

Condition Users choose to specify nested Sub And/Sub Or condition or Main And/ Or

conditions

With the data filled in the section looks as below: -

Include Alert if

Parameter ~ Equals ~ cpu Select ~ OR hd x
Parameter ~ Equals ~ memory Select ~ OR hd x
Parameter ~ Equals ~ disk Select ~ Select hd x

Figure 259 —Selecting All Fields

Exclude if Filter - User specifies here the criteria based on which incoming alerts data to be excluded if applicable, e.g.,
alerts where agent heartbeat belongs to a specific location. The condition is defined the same way it is defined for include

filter. With the details filled in, the section looks as below:

Exclude if

Agent hd Equals ~ heartbeat Select ~ Select ~ x

Figure 260 — Exclude Alert If

At the end of this section, users have alerts data which qualifies to be correlated by this rule.

Group By: Once a user has the alerts which qualify for this rule, the user decides how to group those, e.g., group all the

alerts by its entity id.
This means all the incoming alert data will further be segregated by their entity id and will form that many groups.

1. Inthis section, user chooses the fields based on which the incoming alerts are to be grouped.
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Group By *

Agent D
Agent Location

Application Name

Application Tier

Figure 261 — Group By

2. Users have the option to group alerts based on partial matches. To enable this, simply adjust the Similarity (%),
which is set to 100 by default. This value represents the threshold that alerts must meet to be grouped together.
A lower similarity value allows for more flexible (partial) matching, while a higher value enforces stricter grouping
criteria.

3. Thefields are listed the same way as they are displayed in the included filter section. Users can select one or
more fields. With the inputs selected, the field looks as below.

4. In case of tumbling & Sliding topology, the user needs to group by Hierarchy ID & Sub Entity ID as a mandate.

The Similarity (%) in case of Hierarchy ID & Sub Entity ID will be 100 and cannot be changed by user.

Group By * “
bescnptlon I Field * Similarity (%) *
Entity | )
Entity Category Entity 100
Entlty I-[? Parameter 100

Figure 262 — Selecting Group By

Define causal:

- With the groups identified, the user next determines the following:
® Process for — Define windows within the group. for e.g., user wants to create hourly windows within the
groups so that 10-11, 11-12 alerts data are grouped together and actionable are created accordingly. For

this, you specify the interval and period as shown below. Default is set to 1 Hour.

Define Causal ~
Process For Trigger

1 Hour ~ i Correlated alert > = 1
Mark as Causal
Set First Alert ~

Figure 263 —Process For
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e Trigger — Defines when the grouping to be marked as actionable. This is based on the correlated alert count

which is by default set to 1 as shown below.

Trigger

If Correlated alert > 1

Figure 264 —Trigger.

Users can specify the count based on their trigger criteria.
e Mark as Causal: With the groups identified this section helps determine out of all the alerts within a group
which one is to be tagged as causal. For this, the user has the following options.
e Based on Time user has two options enabled: -
o Set First Alert — First occurring alert within the group, the one with the minimum first occurrence.
o Set Last Alert — This is the alert which occurred latest in the group i.e., the alert with maximum alert time
(first occurrence).
Based on Topology level user has two options enabled: -
1. Set First level
2. Set Last level
These options are enabled in case users have selected topology data to be considered. As the name suggest first level is
the first one and Last level is as the level comes in last. In case of conflict the time of occurrence is taken into consideration
to determine the causal.

Set First Level — This enables user to identify causal based on an expression.

Define Tausal o~

Process Far Trigger

1 Hour " f Cornelsted alort 1

Mark as Causal

et First Alert =
Set Last Alen

Set First Leval

Sen Last Level

Figure 265 — Mark as Casual

Set Last Level: An order of events based on which the alerts meeting the criteria will become casual.

1. This implies in the group if users have long run query coming in its priority of becoming a causal alert is
higher than the CPU alert. This can help user override the time of occurrence case, scenarios where user
might have possibility of causal delayed and received after the impacted once.

2. Define —This enables user to group the incoming alert and define a higher cause which is not dependent on any

alert, but which is the reason behind the alert’s occurrences.
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3. Specify Actionable Details — helps user to work and resolve the causal actionable created.

4. Enter the specific actionable details as mentioned.

Specific Actionable Details A
Actionable Title * Actionable Description * Actionable Entity *

Actionable Title Actionable Description Select v
Actionable Severity

Causal Alerts Severity

Figure 266 — Specific Actionable Details

5. Title — Brief description about the actionable. Users can choose to specify any alert field e.g., Title as shown
below or create its own title using combination of alerts fields or its associated master fields as shown below or

create its own title using combination of alerts fields or its associated master fields as shown below -

Specfic Actionable Details ~
Actionable Title * Actionable Description * Actionable Entity *
$Agent SAgent Mapped Entity ID ~

Actionable Severity

Causal Alerts Severity ~

Figure 267 — Actionable Title

6. Create its own title using combination of alerts fields or its associated master fields.

7. As mentioned, the fields can be accessed by using $ sign as shown below.

Specfic Actionable Details ~
Actionable Title * Actionable Description * Actionable Entity *

$I SAgent Mapped Entity ID b

SAgent

$Agent Location L

$Application Name
SApplication Tier
$Business Division

$Country

$Data center

Figure 268 — Actionable Title Drop-down

8. Description — Detailed description about the actionable wherein user can add additional details which will help
the operation user to better work on the actionable. Like Title either a single field can be specified, or a

combination of texts and fields can be specified. With the values filled in the field looks as below
158

Configuration Guide



Specfic Actionable Details

~
Actionable Title Actionable Description * Actionable Entity *
$Agent i Mapped Entity ID ~
Actionable Severity $Agent
Causal Alerts Severity ~ S$Agent Location
SApplication Name
Exit If R

SApplication Tier
SBusiness Division

SCountry

SData center

Figure 269 — Actionable Description

9. Entity — This is default set to the causal alert’s entity id as shown below.

Specfic Actionable Details

o~
Actionable Title * Actionable Description * Actionable Entity *
$Agent $ Mapped Entity ID A
Select
Actionable Severity
Causal Alerts Severity ~

Figure 270 — Actionable Entity

10. In the case of Define, this is based on Group in which the alerts data is grouped which requires the action to be

taken upon the group by field itself e.g., Datacenter. With defined options, the Actionable entity looks as below.

Group By *

Lategory

Country 1
CSE Data center 100
customentity

Data center

Field * Similarity (%) *

Define Causal
Process For Trigger
1 Hour b If Correlated alert >= 1

Mark as Causal
Define ~
Specific Actionable Details

Actionable Title * Actionable Description * Actionable Entity *

$Data center$ $Data center$ Data center v

Actionable Severity

Causal Alerts Severity ~

Figure 271 —Enter all Fields.

11. Severity — Sets the actionable severity. Possible options are:
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Specfic Actionable Details ~

Actionable Title * Actionable Description * Actionable Entity *
fAgent SAgent Mapped Entity 1D ~
Actionable Severity

Causal Alerts Severity

Causal Alerts Severity
hMaximum Severity
Static

Figure 272 — Actionable Severity

® Causal severity —if selected the severity is set to be same as the causal alert severity on grouping.
e Maximum severity — if selected the severity is set to maximum severity of all the grouped alerts.

e Static severity — if selected, user choose to specify the severity of actionable as shown below.

Specfic Actionable Details ~
Actionable Title * Actionable Description * Actionable Entity *
$Agent SAgent Mapped Entity 1D ~
Actionable Severity Severity
Static hd Select hd
Select
1-Indeterminate
Exit If 2-Warning ~
3-Minor
4-Major

Figure 273 — Actionable Severity

o Exit if — with the details specified next user determine when the actionable grouping will be emitted

from the state, and it has the following three options.

Exit If ~

Add Exit Criteria(OR)

Select ~

Figure 274 — Exit if.

To close actionable, it is mandated to add exit criteria of the correlation rules as "Exit If, clear is
received for Causal Alert".
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i. If clear received for the Causal — As the name suggests if the causal alert clear severity is received, this
actionable will be emitted from the state.

ii. Ifthe following record appears — This section helps user to specify conditions and when it is met, leads
to actionable being emitted from the state e.g., incoming alert parameter contains up or any alert is
received within the group where severity is clear.

iii. If the flow of new records is paused for specified duration — When it is selected it emits the actionable
from the state if incoming data is stopped for the mentioned duration.

iv. All these options are available as shown below: -

Exit If

Add Exit Criteria(OR)

Select v

It flow of new records are paused for 15 Minutes
If the following record appears
I clear is received for the causal alert

Figure 275 —Exit If

Choose to specify either one or all the conditions. Select, individual sections are added for each which captures the

relevant input as required.

- Figure shows the section which appears when “If flow of new records is paused for” is selected: -

Exit If S

If the flow of new records are paused for 15 Minute(s) X A

Add Exit Criteria(OR)

If flow of new records are paused for 1¢ v

Figure 276 — Exit If Condition

- 15 min default is selected, expand the added section, user has the option to provide the interval and duration as

shown below.
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Exit If ~

If the flow of new records are paused for 15 Minute(s) b4 ~

Process For

15 Minutes ~

Add Exit Criteria(OR)

If the following record appears ~

Figure 277 —Process For

- Figure below shows section which appears when the option “If the following record appears” is selected.

Exit If ~
If the flow of new records are paused for 15 Minute(s) > ~

If the following record appears = ~

Rule >

C

Parameter ~ Contains ~ cpu Select ~ Select ~ >
Rule >
Select ~ Select ~ Value Select ~ Select ~ x

+ Criteria(case)

Figure 278 — Entity Fields

- Expression Criteria is defined in similar manner as user did for include criteria. Multiple criteria can be specified by

Clicking on +Criteria(case).

III

- Figure shows the section which appears when “if clear is received for the causal” is selected. In this section there is

no input to be captured.
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Exit If
If the flow of new records are paused for 15 Minute(s) = ~
If the following record appears > ~
If clear is received for the causal alert x

Add Exit Criteria(OR)

If clear is received for the causal alert v

Figure 279 — Select Condition

- Allthe criteria can be added only once. User can choose to delete any section (if not applicable) by clicking the delete

icon next to the section as shown below.

Exit If ~
If the flow of new records are paused for 15 Minute(s) = ~
> ~

If the following record appears

If clear is received for the causal alert

Add Exit Criteria(OR)

If clear is received for the causal alert b

Figure 280 — Delete Condition

- Action: With the actionable creation rule defined in the Definition section next user can specify automated actions

on the actionable’ s created by the said rule using the Action section. There are three automated actions available as

how in the below screen shot which are as following:
o Incident Ticket: Allows users to automatically create a ticket in the configured ITSM tool (e.g., ServiceNow
or SX) at the time an actionable is created using the specified rule.
o Resolve Actionable: Enables users to define the condition under which the actionable—created by the

specified rule—should be automatically marked as Resolved by the system.

- Clear Alert on Resolved/Closed Actionable: Allows users to specify which of the grouped alerts—associated with the

actionable created by the specified rule should automatically trigger events with Severity Clear when the actionable

is Resolved or Closed.
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D Create Correlation Rule

Rule Name = Rule Description =

Definition Action

Incident Ticket ~

Enabled

Resolve Actionable ~

Select Options ~

Clear Alert on Resolved/Closed Actionable ~

Select Options ~

Figure 281 — Action.

e Incident Ticket: Users can choose whether to automatically create an incident in the configured ITSM tool.
This is controlled by the "Enabled" checkbox, which is selected by default.
e If the user does not wish to create an actionable incident generated by the specified rule, they can simply
uncheck this box.
e Resolve Actionable: Users are provided with two condition options under the Resolve Actionable section:
o OnAll Alert Clear
If selected, the actionable created by the specified rule will be automatically marked as Resolved when
all associated alerts have their severity changed to Clear.
o On Causal Clear
If selected, the actionable will be marked as Resolved when the causal alert associated with the

actionable has its severity updated to Clear.

() Create Correlation Rule

Rule Name * Rule Description *

Definition Action

Incident Ticket ~
Enabled

Resolve Actionable ~
+ Select Options

On All Alert Clear
On Causal Clear
Clear Alert on Kesolveajliosed Actionabie ~

Select Options v

Figure 282 — Action.
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e (Clear Alert on Resolved/Closed Actionable: Under this section, users can configure how alerts should be
cleared when the state of an actionable—created using the specified rule—is set to Resolved or Closed.
There are three options available:

o Clear None
When selected, the severity of the associated alerts will remain unchanged. No clear events will be
generated.

o ClearAll
When the actionable is marked as Resolved, the system will generate a Clear severity event for each
alert associated with the actionable.

o Clear Unique
This option clears only the alerts that are unique to the actionable., alerts that are not part of any other
actionable that is still in an Open (not Resolved or Closed) state. Only these unique alerts will have a

Clear severity event generated.

Definition Action

Incident Ticket ~
Enabled
Resolve Actionable ~

Select Options v

Clear Alert on Resolved/Closed Actionable ~

+ Select Options

Clear All

Clear Unique
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Figure 283 — Action.

Definition  Action

Incident Ticket ~

Enabled

Resolve Actionable ~
On Causal Clear v

Clear Alert on Resolved/Closed Actionable ~
Clear All v

Figure 284 — Click on Submit

o Asthe Submit button is clicked, control is redirected to the grid view page listing the rule created as

shown below.

Comtomer » DAST > Careelation Ruie.

15 Cormvbaion Rufe Sovaiesd Succmundy
8 Contemar Detaly Carrelation Rules s Cometin

EJ 330 Conlguration Puda T RusTyps T b Dbt Actizem
Rl Setlast alert def nabe ke N - s om
@ user Aenomsation el H - s £ 08

enity_cxtosLstatan it rale [ - a5 £ R
3 Groep

AlartConithEilert ™ N - S8
& latzguation Weppirg

Dotk Tost Fuke ke L - T : £ @
1 btagaaticra

Dtk Test Ruke cor 2 ke ] a5 £ R

Cowrelation Rules

# Systene Load ke v - o £ @8
B ey Entiy ard Tira Bt ke W - T £ B
@ Rpsloy atwark Tazaingy rula 5 - o & B
"Iy Servios Hisrarchy Tiree Bt Locasion Sassd il W - v £ 8
4 Maise Mpintenance L 1z v e per page i il seme

D Al Adgerithem

= Cost Conlguesion

Figure 285 — Grid View for Correlation Rules

6.1.10.10.3 Edit Correlation Rules

1. Click on the Edit icon next to the rule that is to be edited.
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Customer » DAST » Correlation Rules

{* Custamer Detals

[ 550 Condiguration

Correlation Rules

+ Mew Comelation

Fale T Rule Type 15 Default Actions
S Aole Set last alen def nule rule M - T :ﬁ I}
& User AlertCarrelation aiml M - & - £ W

entty_cstool_status_filtr rude M & T - £ u
A3, Group

AlertCorrwithzalert e N @) o T & H
[ Integration Mapping

Defauit Test Rule rle M & 5 - &£ u
1 Integrations

Defauit Test Rule corm 2 ke ] 50 T & H
[% Carralation Rules

System Load rle ¥ - F - &£ u
B Entity

Enity and Time Based rule ¥ @ T - & B’
4 Topalegy Metwark Tapology rule ¥ @ T - 2 0
g Service Hierarchy Time & Lacatian Based e v & & I £ u

B Haize Maintenance

- 10af 21 iems

Figure 286 — Edit Correlation Rule

2. The form appears with all the details filled in.

Definition Action
Topology Filter

Include Alert if

T

Select

Exclude if

L

Select

Group By *

Agent

Agent Location
Application Name
Application Tier

Define Causal

| Field *

Agent

Value Select

Value Select

Similarity (%) *

100

Update

Select

Select

Figure 287 — Edit Correlation Rule (Cont.)

3. Once saved, the user can only perform the following action on the saved data.
e Manage Automated Actions — Change the settings in any of the three subsections in the action section.

4. All the other sections will appear in read only mode as shown in the following figure:
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Definition Action
Topology Filter

Include Alert if

T

Select

Exclude if

T

Select

Group By *

Agent

Agent Location
Application Name
Application Tier

Define Causal

Select

Select

| Field *

Agent

Value

Value

L

Similarity (%) *

100

Select

Select

Select

Select

Figure 288 — Updated Correlation Rules

5. Make the required changes and click on Update for the changes to be applicable.

6. A promptis displayed as shown below.

87 Customer Details

{2 S50 Configuration
B¢ Rale

& User

Rg Group

€3 Integration Mapping
E3 Inteqrations

[% Correlation Rules

L

Correlation Rules
Rule

System Load

Enlity and Time Based
Metwark Topology
Time & Location Based
Time Based

Generic Rule

[ @ conclation rule updated successfully. %

T

10

Rule Type

rule
rule
rule
rule
rule

mule

¥ items per page

Is Detault

i

Y

Actions

. [
. o
] [
CINN -
CIR =g
. B

Figure 289 — Alert Message

6.1.10.10.4

1. Click on the Delete icon next to the rule that is to be deleted.
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e
n

Customer Details Correlation Rules + MNew Correlation

[2] S5O Configuration

Rule Y  Rule Type Y s Default Actions
2 Role

System Load rule Y e ¢ 2 @
@ User
o Entity and Time Bas... rule Y B 2 m
~8 Group
€ Integration Mapping Network Topology rule Y ? ¢ 2 m
€% Integrations Time & Location Ba... rule Y B ¢ 2 m
(> Correlation Rules Time Based rule Y 2 ¢ 2 m
B Entity %

Generic Rule rule Y 5 ¢ 2
€8 Topology

2] “ 1 2 > > 10 v items per page 1-10 of 14 items

°lg Service Hierarchy

Figure 290 - Delete Correlation

2. A promptis displayed as shown below.

Delete Correlation X

Are you sure you want to delete the selected correlation? It
cannot be undone.

Figure 291 — Confirmation pop-up.

3.  On confirmation the rule and the associated processes will be deleted.

4. On successful deletion the following message will be displayed.
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| © Rule deleted ! b

#F Customer Detalls Correlation Rules + New Correlaion |
£] 550 Configuration Rule T Rule Type T Is Default Actions
At Role System Load rule ¥ ® o oo
@ User Entity and Time Based rule ¥ B L& m
Netwark Topalogy rule ¥ B L f m
A2 Group
Time & Location Based ule ¥ B £ o
3 Integration Mapping
Time Based rule Y [ R . |
& Integrations
LI | R 10 > items per page 1- 10 of 14 items.

B Corelation Rules

Figure 292 - Alert Message

5. Therule no longer appears in the grid and the data table is updated.

6.1.10.10.5 Change Rule Priority
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The grid view page enables user to adjust the rule priority. Rule priority helps prioritize the actionable created by different
rules and enables us to take actions or define automated actions based on the priority ordering.

Users need to note that the rules are displayed in descending order of their priority in the grid. The topmost rule has the
highest priority with the priority decreasing as user go down in the grid.

1. Click on the dragicon next to the rule for which the priority needs to be adjusted.

¥ Customer Details Correlation Rules + Hew Correlation

[ 550 Configuration

Rule T Rule Type T Is Default Actions

8¢ Role System Load le ¥ B 2 m
By y 5 o~

@ User Entity and Time Based ule ¥ B S 2 m

Metwork Topology rule Y 0 s & m
g Group

Time & Location Based tale ¥ 0z £ 0
€3 Integration Mapping W

Time Based ule ¥ B ¢ £ m
€3 Integrations

Moo« B 2 » M 1 > items per page 1- 10 of 14 items

[ Correlation Rules

Figure 293 — Change the Priority

2. Select and drag the rule.
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Change Priority X

Select ~

Cancel Submit

Figure 294 — Select the Change Priority Dropdown

3. Position the dragged rules at the desired position. As the ordering is changed, a Save Priorities Button appears at

the bottom of the grid.

Change Priority X

Figure 295 — Select the Change Priority Dropdown

4. Click on the Submit button to update the rule priorities.

5. On successful update the following message is displayed

l @ Pricrity changed successfully X

¥ Customer Details Correlation Rules | 4 New Correlation
£ 550 Configuration Rule T | RukTye Y s Default Actions
8 Role System Load rule Y B o & m
@ User Entity and Time Based rule Y 2 2 & m

Network Topology rule ¥ e T £ W
Aa Group

Time & Location Based rule Y B £ m
£2 Integration Mapping

Time Based rule ¥ R A ]
2 Integrations

M 4 N 2 + M 10 ¥ items per page 1- 10 of 14 items

[ Correlation Rules

Figure 296 — Alert Message

6. The priority is saved; the grid is refreshed showing the changed ordering.

6.1.10.10.6 Clone Correlation rules.

1. Click on the Clone button next to the correlation rule that is to be cloned.
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§ Customer Details Correlation Rules + New Correlation

£) S50 Configuration Rule T Rule Type T IsDefault Actions
¢ Role System Load rule Y @B 2 nm
® User Entity and Time Based ke ¥ » i T 2 m
Network Topology rule ¥ P B T £ 0
Fa Group
Time & Location Based ule ¥ (] e ¢ & W
5 Integration Mapging
Time Based rule Y . e T 2 W
€3 Integrations 3!
LI II| 2 * MW 10 *  items per page 1- 10 of 14 items

[% Conelation Rules

Figure 297 — Clone Action

2. This will prompt confirmation as shown:

7 Customer Details Clone Correlation Rule
Rule Name * Rule Description * Rule Type
[2] SSO Configuration )
Generic rule 1 Combine all alerts Correlation Rule
8¢ Role .
Definition Action
@ user
| | Topology Filter
Ag Group
Include Alert if ~
€3 Integrations
[ Correlation Rules Select N Select N Value Select v Select v X
T Entit
Y Exclude if A~
@8 Topology
Select hd Select hd Value Select v Select A X

“lg Service Hierarchy

Figure 298 — Clone Connection Integration

3. On successful cloning the following message is displayed

l @ Correlation rule added successfully.

& Customer Details Carrelation Rules
[ 550 Configuration Rule T Rule Type T  IsDefault Actions
¢ Role System Load le ¥ » oo 2 m
@ User Entity and Time Based rule ¥ ] g £ o
Metwork Topology rule ¥ . [ R |
A, Group
Time & Location Based nle ¥ e 8 ¢ 2 m
1 Integration Mapping
Time Based rule ¥ . e 2 u
& Integrations
Woa 12 » oM M * items per page 1- 10 of 14 items

F Correlation Rules

Figure 299 — Alert Message
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6.1.10.10.7 Enable/Disable Correlation Rule
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1. Click on the Enable/Disable toggle button next to the correlation rule that needs to be Enabled/Disabled.

2. Click on Enable/Disable icon, on success a confirmation pop-up message is displayed.

¥ Customer Details Correlation Rules + New Camelation

B 550 Configuration Rule T Rule Type T Is Default Actions
2¢ Role System Load e ¥ . (=) A |
® User Entity and Time Based rule ¥ (] 8 ¢ 2 B
Network Topology ule ¥ ] [ - |
fa Group
Time & Location Based rule ¥ P8 £ W
2 Integration Mapping
Time Based nile ¥ ] [ - |
3 Integrations
MWoo4 B 2 o+ W 0 v items par page 1- 10 of 14 items

[ Correlation Rules

Figure 300 — Enable /Disable Correlation Rules

[ @ Enabled the Rule. x

#F Customer Details Correlation Rules + MNew Carrelation
] 550 Configuration Rule T Rule Type T IsDefault Actions
8¢ Rale System Load rule i J e T 2 m
® User Entity and Time Based rule Y » g T £ 8

Metwark Topology rule ¥ ] N A 1 |
22 Group “

Time & Location Based rule ¥ ] [ R A |
5 Integration Mapping

Time Based rule ke a0 T 2 um
#5 Integrations

M4 1 2 s M 10 * items per page 1- 10 of 14 items

B Correlation Rules

Figure 301 — Alert Message
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l © Disabled the Rule. X
1% Customer Details Correlation Rules + New Corelation

[ S50 Configuration

Fule Y Rule Type T s Default Actions
B¢ Role System Load le ¥ “ e 2 @m
@ User Entity and Time Based fule ¥ ] e ¢ 2 8
Metwork Topology le ¥ » e T £ m
Rz Group
Time & Location Based ule ¥ . e : £ ®
2 Integration Mapping
Time Based fule ¥ P8 L 2 n
3 Integrations
W o+ 1 2 » w10+ items per page 1- 10 of 14 items

[ Carrelation Rules

B Entity

Figure 302 — Success Pop-up for Enable

6.1.10.10.8 Apply Filters
The section involves the steps to Apply filter to the Correlation Rules Data.

1. Click on the Apply filter action button present below the header of the console.

7 Customer Details Correlation Rules + Mew Correlation

£ 550 Configuration Rule Rule Type T  IsDefault Actions
B¢ Role System Load rule ki ® | A |
@ User Entity and Time Based rule ¥ @ B 2 £ m
Metwork Topology rule ¥ . B S £ m
28 Group o
Time & Location Based rule b ] [ LA |
£ Inteqration Mapping
Time Based ule ki 0] B ot ¢ m
&5 Integrations
W4 B8 2 r H 10 = items per page 1- 10 of 14 items

B Correlation Rules

Figure 303 — Apply Filter Operation

2. The form appears. From there, select Field and Operator from drop down list and provide Value. Then click on

the Apply button.

174

Configuration Guide



# Customer Details Correlation Rules + New Correlation

[B 550 Configuration Fule T Rule lype T s Detault Actions
& Role System Load Operator ¥ CINE A
Like w
@ User Entity and Time Based ¥ ) [ L S 1]
Value
Network Topology ; ¥ TR <L A
23 Group Entity o
Time & Location Based ¥ . B £ o
Apply
& Integration Mapping l -
Time Based rule ¥ CRR LR A |
1 Integrations
LI - 10 v ilems per page 1- 10 of 14 items

B Correlation Rules

Figure 304 — Apply Filter Operation

3. The result looks as shown in the following figure:

¥ Customer Details Correlation Rules + New Correlation

£ 550 Configuration Applied Filters | rulenarme LIKE Entity = hrd
Rule T Rule Type T ks Default Actions

£ Role ¥
Entity and Time Based rule ¥ ) B ¢& m

@ User |

LI ] 10 ¥ items per page 1-10f1items
fg Group

€2 Integration Mapping

Figure 305 — Apply Filter Result

6.1.10.11 Integration Mapping
1. Click the customer onboard section. For a specific customer, click on the customer action edit section. Click on

the Integration Mapping page, Records for the selected customer will be displayed in the grid view as shown.

8" Customer Details Integration Mapping + New Rule
€ SSO Configuration Rule Name Y Rule Description Rule Priority ¥ Modified 8y Y Modified On Is Default
2¢ Role Default Waming Default Waming 1 : 2024/08/12 13:57:26 ¥
® Use Default_Minor Default_ Minor 2 i 2024/08/12 13:57:26 ¥

rule rulet 3 2024/08/12 13:57:26 N
22, Group B

Default_inderterminate Default_Inderterminate 4 . — 2024/08/12 13:57:26 Y

IQ Integration Mapping I

Default_Critical Defoult_Critical 5 ] 2024/08/12 13:57:26 ¥
& Integrations

Default_Major Default_Major 6 : 2024/08/12 13:57:26 Y
2 Correlation Rules

w <« | > w 10 v items per page 1-60f6items

T entity
€3 Topology

Figure 306 - Integration Mapping Page
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2. User can perform the following actions:

e Add New
e Edit
o Delete

e Enable/Disable
® Change Rule Priority

e Apply Filter

6.1.10.11.1 Add New Integration Mapping

1. Click on the +New button at the top of the grid to create a new rule.

§7 Customer Details Integration Mapping + New Rule
£) S50 Configuration Rule Name Y Rule Description Rule Priority Y Modified 8y Y Modified On Is Default
2 Role Default_Waming Default Warning 1 2024/08/12 13:57:26 Y
® User Default_Minor Default_ Minor 2 2024/08/12 13:57:26 Y

rulel rulel 3 2024/08/12 13:57:26 N
A2 Group

Default_inderterminate Default_Inderterminate 4 2024/08/12 13:57:26 Y

Is Integration Mapping I

Default_Critical Default_Critical 5 2024/08/12 13:57:26 Y
&3 Integrations

Default_Major Default_ Major 6 2024/08/12 13:57:26 Y
(% Correlation Rules

" « 1 > » 10 v items per page 1-60f6items

M entity
€2 Topology

Figure 307 — Create New Integration Mapping

2. The following form is opened. Click on the +New Rule button.

BD Integration Mapping

Rule Name * Rule Description *
Urgency * Impact *
Value Value

Filters *

Entity ¥  Contains v X

Figure 308 - Create Integration Mapping

3. The following page appears. Enter all the details that are presented in the integration mapping creation page.
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[ Integration Mapping

Rule Name * Rule Description *
Rulel Rulel
Urgency * Impact *
2 3
Filters *
o % a
Entity ¥  Contains ¥ node x

Figure 309 - Create Integration Mapping (Cont.)

+=
4. Users can also add more conditions for adding more conditions the button is clicked a new row
appears or option to add sub condition also available which can be availed by clicking on button and sub
condition.
[ Integration Mapping
Rule Name * Rule Description *
Rule1 Rule1
Urgency * Impact *
2 3
Filters *
And (o3 L ] X
Entity v  Contains v  nod x
And O = X
Entity * Contains * node X

Figure 310 — Add Sub condition.
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[ Integration Mapping

Rule Name * Rule Description *

Rulel Rulel

Urgency * Impact *

2 3

Filters *
LUl Or ¥ % x
Entity ¥ Contains ¥ nod X
And v = ¥ X
Entity ¥ Contains * node X

Environment *  Contains *  prod x

Cancel Submit

Figure 311 — Add Condition

5. Click on Submit. A confirmation message is displayed.

l © Data successfully updated X

#* Customer Details Integration Mapping + New Rule
) SSO Configuration Rule Name Y Rule Description Rule Priority Y Medified 8y Y  Modified On ks
2¢ Role Default_ Waming Default Wamning 1 deekonda akhilesh@hclcom 2024711728 12:44.08 Y
® User Default_Minor Default_Minor 2 supritha@iemagal.com 2024/08/12 13:57:26 Y

rule1 rule1 3 deekonda akhilesh@hclcom 2024/11/28 1244:26 N
A3 Group

Default_inderterminate Default_Inderterminate 4 supritha@iemqat.com 2024/08/12 13:57:26 Y
&3 Integration Mapping

Default_Critical Default_Critical 5 supritha@iemaat.com 2024/08/12 1357:26 Y
€3 Integrations

Default_Major Default_ Major 6 supritha@iemgal.com 2024/08/12 13:57:26 Y
£ Correlation Rules

w < BN > » 10 v items per page 1-60f6items

B Entity

Figure 312 - Listing Page of Integration Mapping

6. On Clicking Submit, the integration mapping will start appearing in the grid view.

6.1.10.11.2 Edit Integration Mapping
User can edit the created integration mapping also.

1. Click on the edit icon next to the rule which needs to be edited.
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§F Customer Details

B S50 Configuration
B¢ Role

@® User

A3, Group

& Integration Mapping
& Integrations

B} Correlation Rules

bt Entity

Integration Mapping + New Rule

Rule Prioity T Modified By T  Modified On Is Default Actions

1 2024/11/28 12:44:08 ¥ @ ° ‘ 0]

2 2024/08/12 13:57:26 W @ ¢ 2 n

3 2024/11/28 12:44:26 N @ T 2 8

4 2024/08/12 13:57:26 ¥ @ : ¢ u

5 2024/08/12 13:57:26 Y @ T £ 0

6 2024/08/12 13:57:26 Y @ 2

L 10 v items per page 1-60f 6 items

Figure 313 —Edit Action

2. The Integration Mapping can be edited with edit option. Alter the Filter c for the Integration Mapping and after

making the changes, click on the Submit button.

BD Integration Mapping

Rule Name *
Rule1

Urgency *
2

Filter *

Entity

Environment

G

x

Rule Description *

Rule1

Impact *

3

Contains ¥ nod x
Contains v prod x

Figure 314 - Edit Integration Mapping

3. Asuccessful message appears as shown below.
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Ieo--—iuypu-i x

4% Customer Details Integration Mapping + New Rule
£ S5O Configuration Rule Name T Rule Description Rule Priority ¥ Modified By ¥ Modified On Is
2¢ Role Default_Warning Default_Warming 1 2024/11/28 12:44.08 v
® User Default_Minor Default_Minor 2 ) 2024/08/12 13:5726 ¥
rule1 rule1 3 2024711728 124426 N
Rg, Group
Default_Inderterminate Default_Inderterminate 4 2024/08/12 13:57:26 Y

& Integration Mapping

Default_Critical Default_Critical 5 2024/08/12 13:57:26 Y

& Integrations
Default_Major Default_Major & 2024/08/12 13:57:26 ¥
B Correlation Rules .
" « 1 » " 10  ~ items per page 1-60of 6 items

B Entity

Figure 315 — Alert Message

6.1.10.11.3 Delete Integration Mapping
The action enables user to delete the integration mapping created.

1. Select the integration mapping to be deleted and click on delete icon.

Integration Mapping + New Rule

Rule Priority ¥ Modified By Y  Modified On Is Default Actions
1 2024/11/28 12:44:08 ¥ - ¢ 2 n
2 B 2024/08/12 13:57:26 ¥ ® ¢ 2 n
3 2024/11/28 12:44:26 N ® “

ninate 4 2024/08/12 13:57:26 Y @ * 2 um
5 2024/08/12 13:57:26 ¥ a@ T 2 0
6 2024/08/12 13:57:26 ¥ @ ¢ 2 B

2l « 1 > » 10 v items per page 1-6of 6items

Figure 316 — Delete Integration Mapping

2. A confirmation box is prompted.

Delete Integration Mapping X

Are you sure you want to delete the selected Integration
Mapping? It cannot be undone.

Cancel Confirm

Figure 317 — Confirmation Pop-Up
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3. Click on the Confirm button to proceed with the deletion process.

4. On successful deletion, a confirmation message is displayed.

l @ Integration deleted successtully X

§ Customer Details Integration Mapping + New Rule
£ S50 Configuration Rule Name Y Rule Description Rule Priority Y Modified By Y  Modified On Is
24 Role Default_ Waming Default Waming 1 2024/11/28 12:44.08 Y
® Usee Default_ Minor Default_ Minor 2 2024/08/12 135726 Y

rule1 rulel 3 2024/11/28 124426 N
A3 Group

Default_Inderterminate Default_inderterminate 4 2024/08/12 13:57:26 f
& Integration Mapping

Default_Critical Default_Critical 5 - 2024/08/12 13:57:26 Y
@ Integrations

Default_ Major Default_ Major 3 : 2024/08/12 135726 Y
% Correlation Rules

LI RO 10 v items per page 1-60f6items

B entity

Figure 318 — Alert Message

5. Grid View will be refreshed, and the rules will be removed from the grid.

6.1.10.11.4 Enable/Disable Integration Mapping
To enable or disable an integration mapping in an environment, there is provision of toggle switches to easily perform
the required actions.

1. Click on the Enable/Disable toggle button which needs to be Enabled/Disabled.

Integration Mapping

Rule Priority Y Modified By Y  Modified On Is Default Actions
1 2024/11/28 12:44:.08 i ﬁ S Z n
2 - : 2024/08/12 12:57:26 Y a T 2 m
3 2024/11/28 12:44:26 N @ : 2 ©

ninate 4 . . 2024/08/12 13:57:26 Y &) T 2 B
s 2024/08/12 13:57:26 Y &) T Z2 0
6 2024/08/12 13:57:26 Y a T 2z D

" « 1 M 10 v items per page 1-60f6items

Figure 319 — Enable/Disable Integration Mapping

2. Click on Enable/Disable toggle. On success, a confirmation pop-up message will be displayed.
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l @ Rule disabled successfully. x

Integration Mapping + New Rule

Rule Priority Y Modified By Y  Modified On Is Default Actions
1 2024/11/28 13:09:56 Y o T 2 ©
=3

2 2024/08/12 13:57:26 Y @ T ¢ @
3 2024/11/28 12:44:26 N @ T 2 W

ninate 4 2024/08/12 13:57:26 VY &) T 2 o
S 2024/08/12 13:57:26 Y &® T 2 @
6 : : 2024/08/12 13:57:26 Y @ T 2 @

- « 1 > » 10 ¥ items per page 1-6of 6items

Figure 320 — Alert Message

[ @ Rule enabled successfully. X
Integration Mapping [+ newraie |
Rule Priority Y Modified By Y  Moadified On Is Default Actions
1 2024/11/28 13:11:25 ¥y d T 2 n
2 2024/08/12 13:57:26 Y a T Z2 m
3 2024/11/28 12:44:26 N a@ T Z2 B
ninate 4 2024/08/12 13:57:26 Y - T Z2 B
5 2024/08/12 13:57:26 Y - ¢ 2 0
& 2024/08/12 12:57:26 Y - T Z2 0
" “ 1 > » 10 ¥ items per page 1-6of6items

Figure 321 — Alert Message

6.1.10.11.5 Change Integration Mapping
The grid view page enables user to adjust the rule priority. Rule priority helps prioritize the actionable created by different
rules and enables us to take actions or define automated actions based on the priority.
Users need to note that the rules are displayed in descending order of their priority in the grid. The topmost rule has the
highest priority with the priority decreasing as user go down in the grid.

1. Click on the dragicon next to the rule for which the priority needs to be adjusted.
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Integration Mapping + New Rule

Rule Priority Y  Modified By Y  Modified On Is Default Actions
1 2024/11/28 13:11:25 i n ii P72 |
2 2024/08/12 13:57:26 Y «® T Z2 n
3 2024/11/23 12:44:26 N &« T Z B

ninate 4 2024/08/12 13;57:26 Y & T 2 B
5 2024/08/12 13:57:26 Y & T Z2 0
6 2024/08/12 13:57:26 Y @ ¢ £ 8

W <« I > 10 v items per page 1-6o0f6items

Figure 322 — Change Priority

2. Select and drag the rule.

Change Priority X

Select N

Cancel Submit

Figure 323 —Select Change Priority Dropdown

3. Position the dragged rules at the desired position. As the ordering is changed, a Save Priorities button appears at

the bottom of the grid.

Change Priority X

Select N

3
l Ceves [

Figure 324 —Select Change Priority Dropdown

4. Click on the Submit button to update the rule priorities.

5. On successful update, the following message is displayed:
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l @ Ppriority changed successfully . >
Integration Mapping

Rule Priority Y Modified By ) ( Modified On Is Default Actions
1 2024/11/28 13:11:25 Y @ T 2 0
2 o 2024/08/12 13:57:26 Y - T Z2 n
3 202411728 12:44:26 N - T 2 B\

ninate 4 2024/08/12 13:57:26 Y & T Z2 B®
5 2024,/08/12 13:57:26 ¥ @ T 2 0
6 2024/08/12 13:57:26 ¥ @ T 2 0

“ « 1 3 " 10 ¥ items per page 1-6of6items

Figure 325 — Alert Message

6. The priority is saved; the grid is refreshed showing the changed ordering.

6.1.10.11.6 Apply Filters
The steps explain how to apply filter, filters the integration mapping data.

1. Click on the Apply Filter action button presents at the header below of the console.

%7 Customer Details Integration Mapping + New Rule |
) 550 Configuration Rule Name Rule Description Rule Prioity Y Modified By Y Modified On s
2¢ Role Default_ Waming Default Waming 1 2024/11/28 13:11:25 Y
® User Default_Minor Default_Minor 2 2024/08/12 13:57:26 Y

rulel rulel 3 2024/11/28 124426 N
A2, Group

Default_Inderterminate Default_inderterminate 4 2024/08/12 13:57:26 Y
& Integration Mapping

Default_Critical Default_Critical 5 2024/08/12 13:57:26 Y
& Integrations

Default_Major Default_Major 6 2024/08/12 13:57:26 Y
£ Correlation Rules

“ <« 9 > u 10 v items per page 1-60f6items

B Entity
€8 Topology

Figure 326 — Apply Filter Operation

2. The form will appear, from there user can select Filed and operator from drop down list and must write value.

3. Click on the apply button.
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Integration Mapping

+ New Ruls

Rule Name Y  Rule Description Rule Priority ¥  Modified By Modified On Is
Default_Warning Operator 1 2024/11/28 13:11:25 ¥
Like
Default_Minor 2 2024,/08/12 13:57:26 Y
Value
rulet rulet 3 2024/11/28 12:44:26 N
Default_Inderterminate | Apply ‘ 4 2024/08/12 13:57:26 Y
Default_Critical Detault_Critical 5 2024/08/12 13:57:26 v
Default_Major Default_Major [ 2024/08/12 13:57:26 Y
LI 10 v items per page 1-6o0of 6items

Figure 327 — Apply Filter Operation

4. Users can see the result of applied filter.

+ New Rule |

Integration Mapping

Applied Filters [ nulename UKE rulel = | AT4

Rule Name ¥ Rule Description Rule Priority T Modified By Y  Modified On Is Default Actio

rulel rulel 3 2024/11/28 12:44:26 N [ o)
H « 1 v H 10 ¥ items per page 1-1o0f1items

Figure 328 — Apply Filter Operation

6.1.10.12 Integrations
Integration with third-party tools is a crucial feature for IEM. IEM leverage external tools and services to enhance their
capabilities, providing a more comprehensive and effective solution for effective Event Management.

IT Service Management (ITSM) Integration:
- Integrate ITSM platforms for seamless collaboration between Event Management and IT service workflows.

- Facilitates the creation of tickets, automated incident resolution and related changes and problems updates for
effective Root Cause Analysis.
Currently IEM has integration with two tools:
e ServiceNow
® ServiceXchange
Both the tools are responsible for Incident Management, Automated Ticket creation, ITSM Collaboration providing a

cohesive approach efficiently.
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This section enables a user to define the external tool integrations within our environment.
E.g., if user needs to create a ticket in ServiceNow or update a ticket in ServiceNow, this is where user will define the

integration details.

8 Customer Details Integrations (@ Enable Integration ] + New Integration
[ S5O Configuration Integration Name Y  Integration Type Y  Actions
¢ Role Worknotes_Update_SN2 rest g © m
@ User FetchRelatedProblemSN2 rest 2 © m
FetchRelatedChangesSN2 rest g @ Il
A28 Group
Create_Ticket SN2 rest g © m
€3 Integration Mapping
BIDIrSN2 http 2 © m
IE@ Integrations
[l < 1 L] 10 v items per page 1-5o0f 5 items

[ Correlation Rules

Figure 329 - Integration Page

1. Click the customer onboard section (“Customer” = ”Customer Name” - “Integrations”)
2. Click on the Integration page. Available integrations are displayed in the grid. The following are the actions, the
user can perform on this screen based on their roles.
e Add New
e Edit Existing
e View Existing
e Delete

e Apply Filters

1. Ifthere’s no integration defined, then click on “+ New Integration” button shown on the top of the Integrations

Screen, as in the below image.

Add New
Integration

§= Customer Details Integrations (© Enable Integration | [EESENEREINERTETETY

[E] SSO Configuration

Integration Name T Integration Type Y  Actions
S¢ Role Worknotes_Update SN2 rest 2 © mW
® User FetchRelatedProblemSN2 rest £ © W
FetchRelatedChangesSN2 rest L ©® m
&g Group
Create_Ticket_ SN2 rest L ©® m
@ Integration Mapping
BiDirSN2 http 2 © W
& Integrations
R ] 10 v items per page 1-5of Sitems

[ Correlation Rules

Figure 330 - Creating New Integration

2. The useris redirected to the Integration form, which is divided into 3-Steps.
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e General (Step 1)
e Connection (Step 2)

e Definition (Step 3)

B Customer Details Integration > General Step 1
[ 550 Configuration fra— Integration Type®
Enter Integration Mame Tickets hi
A Role
Toel" @ Action” [
@ User
ServiceNow v Create Ticket ~

83, Group

m

# Integration Mapping

T3 Integrations

Figure 331 — Create an Integration

3. Inthe General Section fill in the details below:
e Name: Name of Integration
e Integration Type: Integration type is where the integration is to be defined like Tickets.
e Tool: Tool related to the selected module e.g., for Tickets user have ServiceNow.
e Action: Type of action for which the integration is being defined like Create Ticket, Update Ticket etc.

® Once the user fills in the above details and clicks Next, control is redirected to the second step.

Integration > General Step 1
Name* [ Integration Type* (1]

Snow_FetchRelatedProblem Tickets ~
Tool* [&] Action* 3]

ServiceNow ~ Fetch Related Problems ~

Figure 332 — Create an Integration

4. Connection Section — In this section, users can select an existing connection or create a new connection.
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Integration > Connection | + New Connection | Step 2

a Connection Name Connection Type
O FetchRelatedChanges rest
| Demo FetchRelChng rest
| AlphaWwork rest
Show 10 ~  entries <] Previous > Next

Figure 333 — Existing Connection

5. For selecting from the existing list of connections, user must select the checkbox from existing connection and

click on Next button.

Integration > Connection + MNew Connection Step 2

O Connection Name Connection Type
O FetchRelatedChanges rest
Demo FetchRelChng rest
O AlphaWork rest

Show 10 ~ entries <] Previous | [>] Next

Figure 334 — Existing Connection

6. To create a new connection, the New Connection button is to be clicked, and user will be redirected to the
Manage connection form.

7. The input being asked for in this section depends on the Connection Type selected.

8. Refer to the “Manage Connection section” to understand the steps for creating a REST based connection.

9. For the Generic REST Pull Based Connection Type in the General section, the following options need to be filled
in.
e Connection Name

e Base URL
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Integration > Connection + New Connection | Step 2

Figure 335 — Navigation Bar for Create a New Connection

Integration > Connection Step 2

Connection Name* [f] Enter Connection Name Base URL* ]

Test Connection Cancel

Figure 336 — Creating New Name for Connection

10. If the user clicks on the Advance Options button, it displays the following options to fill in.
e Username

e Password

Integration > Connection Step 2

Connection Name* [I] Enter Connection Name Base URL* ]

Authentication
User Name* Password*®

Enter User Name Enter Password &

Test Connection Cancel

Figure 337 — Advance Options

11. After all fields are filled, click on the Test Connection to check the URL Connection. It displays the message as

shown below:
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L © Test connection successfull. X

Integration > Connection Step 2
Connection Name* 3 SnowFetchRelatedProblem Base URL* D

Authentication

User Name* Password™

admin . =

lest Connection Cancel

Figure 338 — Alert Message

12. After successful Test connection, click on Submit Button. It displays the New Connection added pop-up as below.

l@ New connection added. %
Integration > Conhection

4+ New Connection Step 2

] Connection Name Connection Type
] Alpha rest
Show 10 ~  entries

<] Previous =] Next

Figure 339 — Alert Message

Integration > Connection

4+ Mew Connection Step 2

[} Connection Name Connection Type

Alpha

Show 10 ~ entries

<] Previous

Figure 340 — Existing Connection

13. If a user selects HTTP Request Push Based Connection Type in the General section, the following fields need to be
filled.
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e Connection Name
e Base URL
14. Specify the Connection Name, a Token is populated, and the URL is ready to be used for integration by the

external tools.

Integration 3 Connection

0

Connection Name* 3] IEMUAT Base URL* (3]

Previous Next

Figure 341 — Create New Connection

15. Copy the URL and click on the Submit button.

Customer > AlphaCustomer > Integrations > Create

&7 Customer Details Integration > General Step 2
[ S50 Configuration Connection N. . Base URL ; 3
onnection Name  FapehTicket - e e e AT | Y T B S T T T T
A¢ Role
@ Advance Options
@ User
Ag Group

{3 Data Collection
€3 Integrations
B2 Correlation Rules

Submit Cancel

T Entity

€2 Topology

Figure 342 — Create New Connection

16. Clicking on the Submit button takes the user to the Definition tab.
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Integration > Definition Step 3
ITSM to IEM Field Mapping* @ @ o
ITSM Field Data Type Value

Enter Key --select-- ~ Enter Value

Map Columns [

Base*
Column Column Type Value Expression Value
--select-- --Select-—— --Select--
Custom™
Column Column Type Value Expression Value
--choose additional keys-- --Select-- --Select--

Figure 343 — Definition Section

17. Definition (Step 3) is where the user defines the request details. This section is further divided into the following

subsections.

e Method

o Table Name
® Request Body
e Response

e Payload

e Map Columns
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Integration > Definition Step 2

Table Name* @ o
Key Data Type Value
Enter Key --select-- Enter Value
IEM to ITSM Field Mapping* & @ m
IEM Field Data Type Value
Enter Key --select-- v Enter Value
Status® [I
Status Code Code Status Remarks
Enter Response Code Success Code
ITSM to IEM Field Mapping* [ @ @

Figure 344 — Definition Section

18. These sub-sections depend on the Connection Type selected.

o Table Name: In this section, the user needs to add the Table Name. First, the user needs to click on JSON

button which is on right side top. A form appears in which user needs to add JSON data.

JSON X

Enter Key *

J#param1#/#entity_name#/#param2#/#dt_length#/#param3#/#dt_start#

Figure 345 —Table Name

o Click on the Extract Keys button. It displays the screen below. Select the Population Type and Population

Value.
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Table Name* @ m

Key Data Type Value
#param1# Static Text ~ /problem/?sysparm_query=cmdb_ci.name=
#entity_name# Actionable Table Columns v Entity v
#param2# Static Text ~ ~statelN101,102,103,104&sysparm_display_value=True&:
#dt_length# Nao Value ~ Enter Value
#param3# Static Text ~ &sysparm_offset=

#dt_start# No Value ~ Enter Value

Figure 346 — Extract Keys

Request Body: In this section adds table name. First, select the JSON button which is on right side top, a form

appears in which the user adds JSON data.

JSON X

IEM-ITSM Field Mapping *

{1

Figure 347 —Request Body

In Request body, against unique ID we should be able to map multiple or 2 fields, namely entity and
parameter. Add Entity and parameter under JSON in a single tab.

o Click on the Extract Keys button. The following screen appears. Select the Population Type and Population

Value.

In case of problem & Change Integration, state mapping values from ServiceNow need to be taken from
customer ServiceNow team.

IEM to ITSM Field Mapping* [ @ I

IEM Field Data Type Value

Figure 348 — Extract Keys
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e Response: User needs to fill the following fields.

Status* [

Status Code Code Status Remarks

200 Success Code v 200

Figure 349 —Response.

e Payload: Next, the user needs to define the payload, Json. This section is applicable for both Generic REST as
well as HTTP. Specify the JSON and click on Extract Keys. This populates all keys and values of that response
JSON.

JSON X

ITSM-IEM Field Mapping *

{"rfc™"" "order™:"","state™:"New", "active™:"true”,"impact™:"3 - I
Low","number":"PRBO007601","parent™:"","sys_id":"62304320731823002728660c4cf6a7e8","cmdb_ci™:

Figure 350 — Define Payload Json

Status* [@
Status Code Code Status Remarks
200 Success Code Success
ITSM to IEM Field Mapping* [ @0
ITSM Field Data Type Value
rfc 2 Enter Value
order 2 Enter Value
state 2 New
active 2 true
impact 2 3 - Low

Figure 351 — Extract Payload Json

195

Configuration Guide



® Map Columns: This section is applicable for both Generic REST as well as HTTP, once the Payload JSON is
extracted, user then maps the source columns to IEM columns using the following Population Type:

® JSON key: the columns are mapped with the Payload JSON Keys.

Map Columns @

Base*
Column Column Type Value Expression Value
--select-- v --Select-- v --Select-- v E3
Custom™
Column Column Type Value Expression Value
--choose additional keys-- v --Select-- v --Select-- v

Figure 352 — Map Columns

e In the Columns section, select the IEM column or create a new custom key in the Custom section. In the
Population Type, select JSON key and the value expression populates with the JSON keys extracted. Choose

the relevant key. As the key is selected, its values are displayed underneath the value column.

Map Columns [

Base*

Column Column Type Value Expression Value
State ~ JSON_Key ~ state ~ E3 New x
--select-- v --Select-- v —-Select-- v B3 x

Custom™

Column Column Type Value Expression Value
ITSM Description v JSON_Key v description ~ Unable to send or receive emails.Looks | x
Created At v JSON_Key ~ sys_created_on ~ 2018-08-30 01:09:05 x
Problem Number ~ JSON_Key ~ number ~ PRBO007601 x
Entity ID v JSON_Key v cmdb_ci.display_value ~ Email x
--choose additional keys-- ~ --Select-- ~ --Select-- b x

Figure 353 — Map Columns

e There are a few columns, for which it is must specify the value mapping. For e.g., for State column user need

to specify mapping of the incoming values to state values as shown below.
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JSON X

] Open ~ +
9 Assigned ~ X
2 In Progress ~ x
6 Resolved ~ hod
7 Closed ~ x

Figure 354 — Mapping State Column

e After clicking on the Save button, the following will appear.

Map Columns 1
( & Mapping savad. »
Base”
Column Calumn Type Value Expressicn Walue
Srate “ TS0 ey - state = | e B
--select-- b -~ Salmrt-- - --Selegt-- w E
Cugbam®
Calurmn Calumn Type Value Expression Walue
ITSM Descrigilon - JEDN_Key » description - Unable b serd or receive emallzLosks | ®
Created At - 1SN _Key - sys_created_on = 2018-05-30 010205 ®
Prabilem Mumber - TSN _Key - nurnber & FREQDOTED ®
Entity I - JECN_Kiey w cmdb_ci.display_value - Ermail S
--chggse additional keys-- - ~Select-- w --Select-- - =

Figure 355 — Alert Message

It's important to capture all important fields from the source which might later be used for modification
purposes or creating a bidirectional integration. E.g., in the case of ServiceNow along with Incident Number it’s
important to capture sys ID which is their unique identifier as it enables easy update flow between the two tools
i.e., ServiceNow and IEM.

o Once all the details are specified, user have two options for Saving its details.
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e Save — Saves the configurations details. Once saved user can edit the configurations.
e Submit — Submits not only save the details but it also enables all the related processing’s for the associated
integration and is the final submission of the details. Post submission the processing details cannot be

edited. Refer to the edit section to understand the possible edit allowed post Final submission.

© integration Desalls saved, x
1° Customer Detaiis Integrations l [+ Now otogration |
) 550 Configuration Integration Name T integration Type T Actians
2 Role SufetchRelPrbln rest 2 ® @
n
& vser SkFetchReiChange wst z o ®
S _WorkMotes rest ¢ ® @
A3, Group
Su_FerchTiiUpdate? g £ @ @
5 Integration Mapping
X CreateTicket rest & ® @\
B Integrations SaowFetchRelatedProbl rest 2 o @
% Correlation Rles Snow_WorkNatesUpdate rest g ® @O
B Entity Sewres UpdateTicket cest £ @ @
Seow_FetchTicketUpdate i &
& Topology . pd ap 2 B
Srow_FeechRelatedChanges rest £ @ @
“lp Service Hiesarchy
H 4 1 2 . L 10 ¥  items per page 1-100f 11 items
4 Noise Maintenance
@ Al Algoithms I

Figure 356 — Alert Message

6.1.10.12.2 Edit Integration

1. Click on the Edit icon next to the integration that is to be edited.

4 Customer Details Integrations + New Integration
) 550 Configuration Integration Name T Integration Type YT Actions
B¢ Role SxFetchRalPrblm T & & 0
SxFetchRelCha rest g o
@& User nge £ ol
SH_WorkNotes rest g @ m
A2 Group
Su_FetchTktUpdate1 htte £ @ M
€8 Intagration Mapping
SK_CreateTicket rest £ @ m
63 Integrations Snow_WarkNotesUpdate rast g @ Mm
[ Correlation Rules Snow_UpdateTicket rast £ & W
T Enity Snow_FetchTicketUpdate hitp £ @ B
Snow_FetchRelatedProblem rest @
48 Topology - 2 "
Snow_FetchRelatedChanges rest e @ W
*Is Service Hierarchy I

Figure 357 — Edit Action

2. This populates all the sections user discussions while creating new connection with the Saved Values.
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Integration > General

Name* 3] Integration Type* [3]
SxFetchRelPrblm Tickets

Tool* @ Action* [3]
ServiceExchange Fetch Related Problems

Figure 358 — Edit General Section

If user only Saves the integration, then inputs are enabled for the user to update its values, however if user edits
post Submitting the integration, he can only update credentials\Tokens.

3. Make the necessary changes and click on Save/Submit as applicable.

Once the Integration is submitted, the only option available is “Submit”, If the integration is saved only then
both Save and Submit options are available.

I © Integration Details updated. x

& Customer Details Integrations @

) 550 Configuration Intagration Name T Integration Type T Actions

2¢ Rale SiFatchRelPrbim rest 2 @ b

® User SxFetchRelChange rest £ @ W
SX_WaorkNotes rest £ @ n

A8, Group
Su_FetchTktUpdate1 hitp g @ 0

€3 Integration Mapping
5X_CreateTicket rest g @ |

€3 Integrations Snow_WorkNotesUpdate rest g ® m

& Correlation Rules Snow_UpdateTicket rest Z @ u

T Entity Snow_FetchTicketUpdate hitp £ @ 0
Snow_FetchRelatedPrablem rest g o

4 Topolagy - - 0
Snow_FetchRelatedChanges rest g @ n

*lg Service Hierarchy L

Figure 359 — Alert Message

6.1.10.12.3 View Integration

1. Click on the View icon next to the integration that is to be viewed.
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B7 Customer Detaits Integrations
SSO Configuration Integration Name Y Integration Type Actions
2¢ Role SxFetchRelPrbim rest 2 o
® User SxFetchRelChange rest B o}

SX_WorkNotes rest VA il
A2 Group

Sx_FetchTiaUpdate1 hup Z 0]
& Integration Mapping

SX_CreateTicket rest z o}
© ntegrations Snow_WorkNotesUpdate ot 2 o
& Correlation Rules Snow_UpdateTicket rest 2z o
@ Entity Snow_FetchTicketUpdate http 2 o
&7 Y Snow_FetchRelatedProblem rest Z ® 0

Snow_FetchRelstedChanges rest 2 ® ®m
“ Service Hierarchy

Figure 360 — View Integration

2. This opens all the sections in Read Only mode with the value saved.

Integration > General

Name* (3] Integration Type* (3]
SxFetchRelPrblm Tickets
Tool* [ Action* 3]

Fetch Related Problems

ServiceExchange

Figure 361 —View Integration

6.1.10.12.4 Delete Integration

1. Click on the Delete button next to the integration that is to be deleted.
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integrations

Intagration Mamea T  Integration Type T  Actions

SxFetchRalPrizlm rast = H
SuFetchRelChange rest &£ @
S _WorkMaotes rest £ @
Sx_FetchTktlpdatal hitp F &
SE_CraateTicket rast Foo@m @
Snow_WorkhotesUpdate rast F @& Mo
Snow_UpdateTicket rest g & W0
Snow_FetchTicketUpdate hitp ¢ @ 0
Snow_FetchRelatedProblam rest ¢ @® W
Snow_FetchRelatedChanges rest £ & W

Hoo4 1 2 ok M 10 = iterns per page 1-10of 11 items

Figure 362 — Delete Integration

2. This will prompt confirmation as shown.

Delete Integration >

Are you sure you want to delete the Integration? It cannot be
undone.

m

Figure 363 — Confirmation pop-up.

3. On successful deletion the following message will be displayed.
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| < Integration deleted successfully. »

#° Customer Details Integrations + New integration
) 550 Configuration Integration Name T Integration Type T Actions
2+ Role SxFetchRelPrikm rest Z ® B
SxFetchRel t g
© User Change ree £ o n
SX_WorkMotes rest £ @ nm
Ag, Group
Su_FetchTktUpdatel http 2 & 0
63 Intagration Mapping
SX_CreateTicket rest Z o B!
€3 Integrations Snaw_WorkMNotesLipdate rest £ @ m
B+ Correlation Rules Snow_UpdateTicket rest £ o |
@ Entity Snow FetchTicketUpdate hite 2 ® 0
Snow_FetchRelatedProblem rest @
£ Topology z o
Snow_FetchRelatedChanges rest £ @ 0

“Is Service Hierarchy

Figure 364 — Alert Message

6.1.10.12.5 Enable/Disable Integration
The steps involve how to Enable Integration.

1. Click on the Enable Integration available action button presents at the right top of the screen.

Enable
integration

&% Customer Details Integrations © Enable Integration

[ SSO Configuration

Integration Name Y  Integration Type Y  Actions
8¢ Role Worknotes_Update SN2 rest S © mw
© User FetchRelatedProblemSN2 rest Z @ W
FetchRelatedChangesSN2 rest 2 ®
Ag Group
Create_Ticket_SN2 rest L ® m
@ Integration Mapping
BiDirSN2 http £ ® mw
&% Integrations
LR T R S 10 v items per page 1-5of 5items

[ Correlation Rules

Figure 365 — Enable Integration

2. By clicking on the Enable integration button we can enable the integration. Once integration enabled, button will

change to disable integration for disabled action.
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Disable
integration

§# Customer Details Integrations (©) Disable Integration

+ New Integration

[& SSO Configuration

Integration Name Y  Integration Type Y Actions
¢ Role Worknotes_Update_SN2 rest L @® W
® User FetchRelatedProblemSN2 rest S @ W
FetchRelatedChangesSN2 rest £ @ m
Rg Group
Create_Ticket SN2 rest L @ m
€& Integration Mapping
BiDirSN2 http S @ W
€ Integrations
] ] 1 [l 10 v items per page 1 -5 of 5 items

[ Correlation Rules

Figure 366 — Disable Integration

6.1.10.12.6 Apply Filters
The steps involve how to apply filter to the integration data.

1. Click on the Apply Filter available action button presents at the below header of the console.

&7 Customer Details Integrations + New integration
) 550 Configuration Integration Name integration Type Y Actions
P¢ Role SxFetchRelPrbim rest Z @ n
SxFetchRelChange rest g
® User 2 o @
SX_WorkNotes rest Z © n
As, Group
Sx_FetchTitUpdate1 hup 2 ® 0
&8 Integration Mapping
SX_CreateTicket rest Z © [
© Integrations Snow_WorkNotesUpdate rest 2 ® 0
£ Correlation Rules Snow_UpdateTicket rest 2 © B
9 Entity Snow_FetchTicketUpdate http Z ® B0
Snow_FetchRelatedProblem rest D
€2 Topology = #
Snow._FetchRelatedChanges rest Z ®

"lg Service Hierarchy

Figure 367 — Apply Filter Operation

2. The following form appears. Select Field and Operator from the drop-down list and provide the values.

3. Click on the Apply button.
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Integrations

Integration Mame : T itegration Type T  Acticns
SxFetchRelPrizim Operatar £ @ [
SxFetchRelChange Like V £ @ m
Walue
B WarkMotes SuFactchRelPrilm £ @ 0
Sx_FetchTktlpdatad & @ [
Aaply
S CreateTicket A T
Snow_WaorkhotesUpdate rest £ @ [
Snow_UpdateTicket rest £ @ [
Snow_FetchTicketUpdate hitg ¢ = N[
Snow_FetchRelatedProblem rest £ & [
Snow_FetchRelatedChanges rast ¢ @ W

Figure 368 — Apply Filter Operation

4. The result of the applied filter looks as shown in the following figure:

Integrations + Mew Inbagration
Applied Flters | connactionname LIKE SxFeschRelPrbim = AT
Integration Mame T Integration Type T  Actions
SuFatchRelPrblm rest Foo@

L 4 1 * L 10 * items per paga 1-10f1items

Figure 369 — Apply Filter Result

Al algorithms excel at identifying anomalies or deviations from normal behaviour in large datasets. Early detection of
abnormal patterns helps in proactively identifying potential issues or security threats before they escalate. Al algorithms
can recognize patterns and trends in historical and real-time data. It automates the process of identifying the root cause
of incidents. Al algorithms correlate alerts from various sources to identify relationships and dependencies. Al Algorithms
in IEM enable Temporal-based alert Correlation.

IEM leverages in-house Al Toolkit which has Out-of-Box features and it can be accessed based on roles and permission.
Customer administrator then can create objectives over IEM and post that training of model is implemented on the data
ingested via IEM and model is used in prediction for Al-Use cases.

Al-Driven Use-Cases for IEM includes,

- Enables user / system to select relevant algorithm for the use cases.
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- Metric anomaly system to identify anomalous metric point.

- Temporal-based Alert Correlation.

- Afeedback system for temporal-based correlation to avoid irrelevant alerts to actionable grouping.
This section enables us to configure the Al Algorithms in [EM.
1. Click on the “Customer”->“Customer Name”->"Al Algorithms” (On the Navigation page)

2. The Following page will be displayed:

f,lE Customer Details Dataset * Uplead File *
X + Download Template i

[ S5O Configuration Metric A Choose File Mo file chosen
'Q‘< Role Objectives Types *

Anomaly Detection - Dynamic Baselinin ™
@) User ¥ ¥ 9
Ag Group
€3 Integration Mapping Available objectives Evaluated Objectives Training Instances
3 Integrations

Available Objectives Evaluate |
E;: Carrelation Rules

Objective Name Objective Type Objective Descripti Evaluation Status
B entity

AnomalyDetection Anomaly Detection - Dynamic Baselining anomaly detection Successfully Completed
&8 Topology

Figure 370 — Algorithms Available objectives.

3. Objectives created in the environment will be listed in the grid view.

1. Select the dataset from the Dataset dropdown. The following options are available:
e Metrics
e Correlation Data

e Correlation Feedback Data
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6.1.10.13.2
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7 Customer Details

[ ss0O Configuration

A Role

@ User

Az Group

& Data Collection

&3 Integrations

[ Correlation Rules

T Entity

€8 Topology

"y Service Hierarchy

Metric

Correlation Data
Correlation Feedback Data -
7

~ & Download Template

Available objectives

Evaluated Objectives Training Instances

Available Objectives

Objective Name
sarimaobj
sarimaiecedemo
sarimasobj
sarimametricthree
sarimametrictwo

sarimanmetric

Objective Type

Anvomaly Detection - Dynamic Baselining
Anomaly Detection - Dynamic Baselining
Ancmaly Detection - Dynamic Baselining
Anomaly Detection - Dynamic Baselining
Anomaly Detection - Dynamic Easelining

Arvomaly Detection - Dynamic Baselining

Upload File

Choose file  Nofile chosen

Evaluate

Objective Description
zarima objective
saimaiecedemo

sarima obj

smt

smitwo

S PG DNty Tve 8¢ -

Figure 371 -- Selecting Dataset Type for Available Objectives

2. In Al Algorithms, Available Objectives contains all the objectives that are in the Objective AIML tool kit of the IEM.

Dataset *

Metric

Objectives Types ™

Anomaly Detection - Dynamic Baselining

~ L

Upload File

Download Termplate Choaose file

Available objectives I Evaluated Objectives Training Instances

Available Objectives

Objective Name

sarimaob;]
sarimaiecedemo
sarimaack)
sarimarmetricthree
sarimarmetrictwo

sarimametric

Objective Type

Anomaly Detection
Anormaly Detection
Anormaly Detection
Anomaly Detection

Anomaly Detection

Anomaly Detection

- Dynamic Baselining
- Dynarmic Baselining
- Dynamic Baselining
- Dynamic Baselining
- Dynamic Baselining

- Dynamic Baselining

No file chosen

Objective Description

sarima cbjective
sarimaiecedemo
sarima obj

smt

smbwo

SM NOV bwventytwo ae

Figure 372 -- Algorithms available objectives!

3. If any objective is already populated, it will start appearing in the grid below.

Evaluate Action in Al Algorithm (Upload CSV File).

1. Select the dataset from the Dataset dropdown.

2. Click on Download Template (This will download the template specific to the selected dataset to upload its

sample data)

Prior to running Evaluate, user must upload the sample dataset.



Dataset * Upload File

Metric ~ I b Download Temp|ate1 Choose file Mo file chosen

Objectives Types *

Anomaly Detection - Dynamic Baselining ~

Available objectives Evaluated Objectives Training Instances

Available Objectives

Objective Name

sarimaokj
sarimaiecedemo
sarimaaoch]
sarimametricthree

sarimametrichao

sarimarmetric

Objective Type

Anomaly Detection -
Anomaly Detection -
Anomaly Detection -
Anomaly Detection -

Anomaly Detection -

Anomaly Detaction -

Dynamic Baselining
Dynamic Baselining
Dynamic Baselining
Dyramic Baselining
Dynamic Baselining

Dyramic Baselining

Objective Description

sarima objective
sarimaiecedemo
sarima obj

smt

s=mbwo

smM now twentybwo ae

Figure 373 -- Bulk Upload Al Algorithm Objectives

3. Click on the Download Template button. The following template is downloaded.

A =] < D E F (<] H I J K L M

1 subentityname agentlocation entityid datasum entity  datacount iperfid  subentitylype datasourceid datasourcename enfitylype tooluniqueid toolcustomername

N

Figure 374 -- Template for Bulk Al Algorithm Objectives

4. “Source entity id” is the mandatory column, rest are the additional\Optional details available in the environment.

5. user can choose to provide values of the additional details or can add more details in the columns as per the
requirements.

6. The new additional details will be added to the repository post and the data is uploaded.

7. Upload the filled excel file by clicking on Upload CSV.
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@ open
4 & > ThisPC > Downloads
Organize = New folder
PPN
P

[E Documents Name

& Pictures ) datzset_template (1)

% Local Disk (C)

v <

I Y PR,

~ O

Soreenshots ) dataset_template (2)
= This PC ) datzset_template (3}
m Desktop & dataset_template
P2 Documents ) topology_template (3) - Copy
% Downloads
B Music
I Pictures
B Videos

File name: ||

Search Downloads
Date modified
1/29/2024 925
1/28/2024 535

1429/2024 925
1/25/2004 4:23

10/12/2023 3:18 PM

CSV File

Open

>
o
Upload File
I ° Choose fila  No file chosen
Tyr
P s
P s
P 5
P s
5
Objective Description
sarimaiecedeme
> sarima objec tive
sarima obj
~
smt
Cancel
smitwo

sarimametric

Anamaly Detection - Dynamic Baselining

S e ReENtytwD B

Figure 375 - Upload csv from Local Directory

9.

Dataset *

Metric

Objectives Types ¥

Anomaly Detection - Dynamic Baselining

Awvailable objectives Evaluated Objectives

Awvailable Objectives

Objective Name

sarimaiecedema
sarimaohj
sarimaachj
sarimametricthree
sarimametrictwo

sarimametric

Training Instan

Objective Type
Anomaly Detection
Anomaly Detection
Anomaly Detecticn
Anomaly Detection
Anomaly Detection

Anomaly Detection

Download Template

ces

- Dwnamic Baselining
- Dynamic Baselining
- Dwnamic Baselining
- Dynamic Baselining
- Dwnamic Baselining

- Dwnamic Baselining

Browse to the local directory where the data file is saved and select the file.

Once the file is selected it appears as shown in the below images.

Upload File

Choose file dataset_template {1).csv

Objective Description
sarimaiecedemo

sarima objective

sarima obj

smt

smMbwo

sM now bwentytwo ae

Figure 376 — Evaluate!

10. Click Evaluate. An evaluation pop-up will be displayed as shown below.
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Evaluation X

© Cvaluate Objectives
Ohjectives

Select the objectives -
sarimaiecedemao

sarimaobj

sarimaachj

sarimametricthree

Figure 377 — Evaluate All

e Evaluate Objectives: Evaluate Objectives Option explains about the Objectives which users can select from

the options in the dropdown as shown below:

Evaluation X

© Evaluate Objectives
Ohjectives

Select the objectives -
sarimaiecedemo

sarimaaohbj

sarimaachj

sarimametricthree

Figure 378 — Evaluate Objectives Dropdown

e Select an Objective and click on Submit button.

e Once done, the following confirmation box is displayed.
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Dataset *
Metric
Objectives Types =

Anomaly Detection - Dynamic Baselining

Awailable objectives Ewvaluated Chjectives
Available Objectives

Objective Name
sanimaiecedemo
sarmaabyj
sarimaaoky

sanmametricthree

I & Evaluation initiated Successfully =

Upload File

e & Download Template Choose file

Training Instances

Objective Type
Anomaly Detection - Dynamic Baselining
Anomaly Detection - Dynamic Baselining

Anomaly Detection - Dynamic Baselining

Anomaly Detection - Dynamic Baselining

dataset_template (1).c5w

Objective Description

sanimaiecedemo
sarima olbjective
sanma o)

st

Figure 379 — Alert Message

Evaluate

After submitting the Evaluate Objective, all the Evaluated Objective job type will run in processing screen as

shown below.

54 sarimaiecedema_evaluated

55 sarimalecsdema_svaluated_johstatus
56 sarimaiecedemo_build

57 sarimaiecedema_stream

58 serimalecedemo. jobstatus

59 nenworiondc_svaluated

B0 netaaros_eval uated_jobstatus

1 networiondc_Build

bl dmedel{aimipulljob)

almlstatus{aimistatusjoh)

bl droceliaimipulljob)

aiml{streamy

aimlstatistai mistatusjob)

buildmodel{aimipulljot)

aimlstatisaimistatusjon)

buildmodel{aimipulljob)

Mew

MNew

Successiully Completed

Running

Successiully Completed

Successfully Completed

Figure 380 — Evaluate Objective job on Processing Screen

6.1.10.13.3 Evaluated Objectives

1. Select the dataset from the Dataset dropdown.

e Metrics

e Correlation Data

e Correlation Feedback Data

b

bl

bl

hl

b

]

bl

bl

15 days Metrics data will be considered as a baseline for model training.
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Dataset * Upload File

Metric ~ & Download Template Choose file Mo file chosen

Objectives Types *

Anomaly Detection - Dynamic Baselining ~

Available objectives Evaluated Objectives Training Instances

Available Objectives
Objective Name Objective Type Objective Description

sarimaiecedernc Ancmaly Detection - Dynamic Baselining sarimaiecedemo

sarimaochj Anomaly Detection - Dynamic Baselining sarima objective

sarimaaobj Anocmaly Detection - Dynamic Baselining sarima ob)j

sarimametricthree Ancmaly Detection - Dynamic Baselining smt

sarimametrictwo Ancmaly Detection - Dynamic Baselining smtwo

sarimarmetric Ancmaly Detection - Dynamic Baselining sm now brventytvo ae

Figure 381 — Select Dataset Type for Evaluated Objectives

2. If any objective is already populated, it will start appearing in the grid below.

3. Click on the Evaluated Objectives of datasets, then evaluated objectives grid will be shown below

Dataset * Upload File

Metric ~ L Download Template Choose file No file chosen

Objectives Types *

Anomaly Detection - Dynamic Baselining N

Available objectives ' Evaluated Objectives | Training Instances

Evaluated Objectives

sarimaiecedemo -

Neural Feedback
Disable

Enabled Algorithm

sarimaiecedemo

Objective Type
Anomaly Detection - Dynamic Baselining

Dataset
aimlevaluated_inputdata_metric_data_49_2024_01_15T08_02_41 4

Figure 382 — Evaluated Objectives

6.1.10.13.4 Enable/Disable Objective
1. Click on the Enable/Disable icon corresponding to the Evaluated Objective which is to be Enabled/Disabled.
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Upload File

Dataset *
Metric ~ 4 Download Ternplate Choase file  No file chosen
Objectives Types *
~

Anomaly Detection - Dynamic Baselining

Available objectives ’ Evaluated Objectives | Training Instances

Evaluated Objectives

sarimaiecedemo E

Neural Feedback
Disable

Enabled Algorithm

sarimaiecedemo

Objective Type
Anomaly Detection - Dynamic Baselining

Dataset
aimlevaluated_inputdata_metric_data_49 2024 _01_15T08_02_41 4

Figure 383 —Enable / Disable Evaluated Objectives

2. On success, a confirmation pop-up message will be displayed.

[ €2 Disable the objective. bd
Dataset * Upload File
Correlation Feedback Data ~ L Download Template Choose file Mo file chosen
Objectives Types
~

Classification

Awvailable objectives Evaluated Objectives Drift Detection Training Instances

Evaluated Objectives

classificationmain

Neural Feedback
Disable

Enabled Algorithm
classificationmain

Figure 384 — Alert Message

6.1.10.13.5 Apply Filters
The steps involved how to apply filter to the Integration Data.

1. Click on the Apply filter available action button present at the header below the console.
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Customer > AlphaCustomer > Integrations

{7 Customer Details Integrations 4+ New Integration =

[ sS0 Configuration

Integration Name Integration Type Actions
B¢ Role WorknotesTicket rast 5 £ @© W
@ User AlphalpdateTicket http o £ @ m
IntegrationCreste rest 5 £ ® @
Az, Group
Show 10 ~  entries .

E] Data Collection
£3 Integrations

[} Correlation Rules

T Entity

Figure 385 — Apply Filter Operation

2. The following form appears. Select Field and Operator from drop down list and provide the values. Then click on

the Apply button.

Cu > AlphaCt > Integ 18

§7 Customer Details Integrations + New Integration | | S

&¢ Role Field Opetator value
Integration Name v LIKE ~ Update
@ User 9 ”
€ Integrations Integration Name Integration Type Actions
[ Correlation Rules WorkhotesUpdate rest B 2 ® m
UpdateTicket rest axd
@ Entity P B 2 @ m
FatchTicketlUpdate http o £ ® m
R Topology
FetchiRelatedProblem vest ;& ® m
"ty Service Hierarchy
FetchiRelatedChanges rest Mm £ ® hii]
Noise Maintenance
8 CreateTicket rest 0 £ @ W

) Al Algorithms

show 10 ~  entries

Figure 386 — Apply Filter Operation

3. The result of applied filter looks as shown in the following figure:
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Customer > AlphaCustomer > Integrations

§% Customer Details Integrations + Mew Intzgration || 2

B¢ Role Applied Filters | Integration Name LIKE Update = %
@ u Integration Name Integration Type Actions
et
WorkhNotesUpdate rest 0 £ ®
#g Group
UpcameTickat rest £ @
& Integrations
FetchTicketUpdate hito =5 £ @
5 Correlation Rules
Show 10 ~  entries .
B Entity
@2 Topalogy

“lg Service Hicrarchy

84 Moise Maintenance

£ Al Algarithms

Figure 387 — Apply Filter Result

6.1.10.13.6 Enable Feedback
1. When user clicks on Enable feedback button in Evaluated Objectives, Dropdown will be visible for selecting the

options.

Dataset * Upload File

Correlation Data ~ X Download Template Choose file  No file chosen

Objectives Types *

Dynamic Correlation - Unsupervised ~

Available objectives Evaluated Objectives Training Instances

Evaluated Objectives

networkxdc -

Neural Feedback
Disable

Enabled Algorithm

networkxdec

Objective Type

Dynamic Correlation - Unsupervised

Dataset
aimlevaluated_inputdata_corr_data_49_2024_01_15T08_12_54_6

(£) Enable Feedback

Figure 388 — Enable Feedback in Evaluated Objectives

2. Enable feedback drop down will be displayed. Select the feedback according to the objective as shown below.
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Enable Feedback X

Feedback event Anomaly hd

Please select the feedback
Feedback event Anomaly

Figure 389 — Enable Feedback Dropdown

3. After selecting the option for enabling feedback from the dropdown, Click on Save.

6.1.10.13.7 Enable/Disable Prediction
We can see enable prediction button for dataset value Metrics by clicking the button we can enable/disable the

predictions.

# Customer Details Dataset Upload File

Metric v & Download Template  Choose File  No file chosen

[ SSO Configuration
Objoctives Types *

8¢ Role Anomaly Detection - Dynamic Baselining v

@ User

R Available objectives  Evaluated Objectives  Training Instances
A8 Group

@ Integration Mapping Evaluated Objectives

& Integrations MetricAnomalyDetection )
i

Neural Feedback
2 Correlation Rules Disabled

Enabled Algorithm
ntif letricAnomal etection
B Entity MetricA lyDetecti

€8 Topology Objective Type
Anomaly Detection - Dynamic Baselining

“lg Service Hierarchy Dataset
aimlevaluated_inputdata_metric_data_1_2024 12 20T11.23 24 3

84 Noise Maintenance

() Al Algorithms

Figure 390 — Enable Prediction

6.1.10.13.8 View More Action

1. In Evaluated Objectives tab, click on View More action button.
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6.1.10.13.9
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Dataset *

Correlation Feedback Data

Objectives Types

Classification

Awvailable objectives Evaluated Objectives

Evaluated Objectives

classificationmain

Neural Feedback
Disable

Enabled Algorithm
classificationmain
Objective Type
Classification

Dataset

Drift Detection

Upload File

Download Template Choose file

Training Instances

aimlevaluated_inputdata_corr_fdbk_data_43_2024_01_15T08_20_18_1

No file chasen

Figure 391 - View More action for Evaluated Objectives

2. The following screen appears:

Objectives
v22 AucC
0.5001
Extra Trees Classifier
0
0.5011
Decision Tree
0
05015
Extreme Gradient Boosting
0
0.5003
Random Forest
0
0.5076
Linear Disc. Analysis
0
0.5077
Ridge Classifier
0
0.5104
Naives Bayes
0

Recall

0.4735
0

0.4704
0

0.5513
0

0.5299
0

0.5829
0

0.5838
0
— 0.2633
0

FiScore
0.4882

1 0 1 o
0.487

1 0 1 0
0.5281

1 0 1 o
0.5185

1 0 1 4]
0.5423

1 0 1 o
0.5426

1 0 1 0
0.3257

1 0 1 o

Accuracy

0.4972

0.4979

0.5013

0.5015

0.5025

0.5026

0.5029

Precision

0.5041

0.5049

0.5072

0.5078

0.5075

0.5076

05111

Action

Enabled

Enable

Enable

Enable

Enable

Enable

Enable

Close

Figure 392 —View More

3. Click on the Close button, it will navigate to evaluate Objectives.

Training Instances

1. Select the dataset from the Dataset dropdown.

e Metrics

e Correlation Data
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e Correlation Feedback Data

Dataset * Upload File

Metric ~ R Dawnload Template Choose file Mo file chosen

Objectives Types *

Anomaly Detection - Dynamic Baselining v

Available objectives Evaluated Objectives Training Instances

Available Objectives
Objective Name Objective Type Objective Description

sarimaiecederno Anormaly Detection - Dynarnic Baselining sarimalecedemao

sarimaokbj Anomaly Detection - Dynamic Baselining sarima objective

sarimaaobj Anomaly Detection - Dynamic Baselining sarima ob)

sarimametricthree Anomaly Detection - Dynamic Baselining smt

sarimametrictwo Anomaly Detection - Dynamic Baselining smbwo

sarirmarnetric Anormaly Detection - Dynaric Baselining S MOV Bventytwo ae

Figure 393 —Select Dataset Type for Training Instances

2. If any objective is already populated, it will start appearing in the grid below.

3. Click on the Evaluated Objectives of datasets, then the training instances grid will be shown below.

Dataset * Upload File *

Metric ~ & Downloxd Template Choose File Mo file chosen
Objectives Types *

Ancmaly Detection - Dynarnic Baselining A

Foailable ohjectives Evaluated Ohjectives Training Instances

Training Instances

o Objective Mame T algorithm Mame T Execution Date T Final Algorithm Fing
[ AncmalyDetection Wactar Autocregression 2024-10-28T008:714213 I
H 4 1 * L] 10 ¥ jterns per page 1-1af 1 items

Figure 394 — Training Instances
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“Cost Configuration Feature" for actionable in IEM refers to the ability to assign and track costs associated with managing
and resolving actionable within the IT environment.
This feature is valuable for organizations as it allows them to measure and analyse the financial impact of actionable,
helping in cost allocation, budgeting, and overall financial management.
This action enables us to configure the average cost of actionable.

1. The side Navigation bar contains a Cost Configuration option, click on the option and the screen will open.

2. Add the currency from the dropdown and add the average cost of actionable.

Customer > DAST » Cost Configuration

¢ Customer Details Cost Configuration

{2 SO Configuration Currency Aug Cost of Actionable

usD(s) M 1.00
A Role
@ User
48 Group
% Integration Mapping
% Integrations

Entity

48 Topology

Figure 395 — Cost Configuration

3. The average cost of actionable saved in the configuration will help in generation of average savings in the

currency selected in configuration.

This section enables us to manage the processing of iECE environment and the system configurations. This comprises of

the following items:

- Site Setting

Configuration
- Processing

- Health Status

This section enables users to manage the component details within the environment. In the top navigation bar, click on
Manage -> Site Settings.

The following page appears:
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|
Home ) Site Settings Customer =~ DAST v

Component Action
Integration A
AIML Toolkit a
Messaging Queue ra
AIML Build Component ra
Master Topics Producer ra
(GCP Connection Details. 4
Customer Setup Details ra
Publish Api Configuration ra
AIMLDRIFT Toolkit ra
AIMLSTATUS Toolkit 4
Healthcheckstatus ra
entitystream 2
topologystream ra
actionableidletimeout ra

Figure 396 - Site Setting Page

All components are listed here:
1. Like with other pages, the user can act based on its role on the screen. Possible actions are edit/view. Only the

user with edit action can make changes to the setting details.

Home » Site Settings Customer  DWET L

z
g

Component

Intagration.

ARAL Toclkit

Reussaging Curue

ARAL Bk Companint

arinar Tapics Produser

GCP Connection Dtk

Custanir Satup Ditals

ubih Api Configurtion

ARLORFT Todkit

ARALSTATLS Too ki

Heakhchecktatus

AnEpEan

Fe P P P R B R R R R R

sopelogsam

Figure 397 — Edit Action
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Integration >

Key Details

AP URL AttowSidey lece dotooollector wi dot lece oroductucrooosnot oom®endooint

Figure 398 - Site Settings Page

2. Click on the configure icon next to a component. The following popup is displayed wherein all the requested
details are displayed in key/value format.

3. Update the details and click on Save.

Note: For the user with view access the save button will be disabled.

4. On successful update the following message “Component Updated Successfully” is prompted to user.

Home  Site Settings Cugtomer  DAST w

l @ Componiet updated succasstully.

Compenent Aetion
Integration, &
AvdL Toolkit &
tasaging Ques &
ArAL Build Component &
eanar Topics Froducsr &

GLP Conmaction Datak

%

Custons Satup Detals

I

bt Api Cenliguration

I

AMLORFT Toolkit .4
ARLSTATLS Tooks &
Heakrehikazati &

Figure 399 — Alert Message

5. Users will be redirecting the control back to the list page.
6. Apart from the APl URL Key, users have messaging Queue - Kafka, GCP Connection Details where in the broker

details need to be provided as separate list.
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Gcp Connection Details x

Key Details

region us-central1

project_id iece-product

bucket_name ieca-artifacts

cluster_name jece

stream_json_path TRIL R RAURE (RNt (IR BRI T

scala_jar_file_path TR T TR TR TR TR T TR T TR AT IR R AR
stream_python_file_path TR R T T R IN PR E  TTT TTTR

dependency_jar_file_path | IIII Lre z IIII | [N . III | 111

Clase Update

Figure 400 — GCP Connection Details

Note: This page is for the system admin user only and is not to be made available to generic admin or operations
users. As this controls the related processing functionality.

6.1.10.14.1.2 Configuration
1. This section enables users to manage the configurations within the iECE environment. In the top navigation bar,

click on Manage - Configurations to open this page.
2. Default configurations property groups are displayed which is applicable for the complete environment. Click on

the configure icon next to the group, all its associated keys with the default values will be displayed.

Home > Configurations Customer | DAST v

Property Action

aimlconfig

2

lucybot

Y

Figure 401 — Configuration Page

3. These are key value pairs, where the expected values unit are displayed along with the key detail only. As the
values are changed, click on Save for the same to be effective. Like with other pages, as Save is clicked, on success

a confirmation message is displayed. Click Ok to go back to the main view.
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Note: Like with other pages, a user’s role controls whether editing can be performed by him/her, or they can

just view the data.

4. In addition to the default configuration, user can specify customer specific key values as all. Clicking on the
Dropdown displays all the customers created within the environment.

5. As users select the customer, keys which can be overridden customer wise will be displayed which at present are

only Lucy Bot details as shown below:

Home > Configurations Customer  AlphaCustomer v

Froperty miGiin
[’

lucybot

Figure 402 — Alpha Customer

6. Clicking Configure helps us capture the customer specific Lucy Bot details. Clicking Save will display a

confirmation message. Clicking Ok in the confirmation dialog box will redirect the control back to the list page.

Lucy Chatbot >
Key Details
Lucy APl URL httpe//mylucybot.com
Lucy Key 1D lucy key
Lucy Secret secrel
Basic Auth Token authtoken

Figure 403 - Lucy Chatbot

Note: This page is for the system admin user only and is not to be made available to generic admin or operations
users. As this controls the related processing functionality.

Heme » Configurations Customer  DAST A

[ @ Companien updated suzcasstully,

mETEh

Property

£

£

Figure 404 — Alert Message
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This section enables us to manage the processing enabled within the iECE environment.

1. Inthe top navigation bar, click on Manage -> Processing to open this page.

Home > Processing

Processing
[m} D T Job Name
[} 197 AnomalyDetection_evaluated
[m} 198 AnomalyDetection_evaluated_jobstatus
[} 202 Resolve Timeout Actionable (Causal Alert Clear)
(m] 203 AlertCorrelation_evaluated
[} 204 AlertCorrelation_evaluated_jobstatus
[m} 205 FeedbackCorrelation_evaluated
a 206 FeedbackCorrelation_evaluated_jobstatus
[m} 218 integration_Snow_WorkNotesUpdate
(=} 224 Auto Close Actionable
[} 229 EPM Alert
W o4 2|3z 4 » o om 10 v items per page

Job Type T
buildmodel(@imlpulljob)
aimlstatus(aimlstatusjob)

Causalclear

bleresolve(Causalclearactionableresolve)

buildmodel(@imlpulljob)

aimlstatus(aimistatusjob)

buildmodel(aimlpulljob)

aimlstatus(aimlstatusjob)

integration(pulljob)

a ior

epm_alert{epm_alert)

3 Refresh

State

Reset

Successfully Completed
In Progress

Reset

Successfully Completed
Reset

Successfully Completed
Successtully Completed
Successfully Completed

Failed

T

Customer

Actions

88

I

R

&Y

I

I

I

DAST

11 - 20 of 35 items

Figure 405 -- Processing Page

2. All processes that are running in the environment are displayed here. Like with other pages user can act on this

screen depending on its role. Actions available on the screen are:

e Customer Dropdown

e Enable/Disable
e Edit

® Reset

e Clone

e Delete

e \View Logs

Customer Dropdown

The steps involved in viewing the jobs as per customer selection:

e In the navigation, click on Manage, then go to the Processing Screen.

e Click on Select a customer dropdown as shown in the panel. A dropdown list of customers configured in the

environment will be displayed.
e Click on the customer to be selected for achieving a customer specific view.

® Processing jobs will be displayed for the selected customers.
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Home » Processing Customer v

Processing Dev test

o D A4 Job Name Y Job Type Y State Y Actions

3 Update Entities Data dat di te) New ° Z s
o 4 Update Topology Data d d. te) In Progress @ ¢ 6
o 22 run logs delete routin dbroutines{executeprocedure) Successfully Completed @ 2 &G
O 26 run resolution of stale actionable dbroutines(executeprocedure) Successfully Completed @ 2 6
=) 34 run daily License Dashboard Ag i uteprocedure) Successfully Completed @® 2 G
O 39 Time Based rule{stream) Stream Stopped ® 2
o 40 System Load rule(stream) Stop Stream Z
o 41 Time & Location Based rule(stream) Stream Stopped Z e
O 42 Network Topology rulefstream) Stream Stopped © Z
O 43 Entity and Time Based rule(stream) Stream Stopped ° Z [

Figure 406 — Selecting a Customer Dropdown for Processing

Enable/Disable
3. Click on the Toggle icon in the Enable column next to the processing ID whose enablement status is to be

changed as shown:

Home » Processing Custamer  DAST A

Processing
[m] 1x] T  lobName T obType T snate T Actions
(m] 187 AncmatyDetection_ewaluatad buildmadel(zimipuljob)] Reset w & @
[m] 158 AnamatyDietection_evaluated_jobstatus almbstatusiaimbstatugiob) Suesessfully Compheted £ R
) 02 Recalye Timeout Actionable (Causal Alert Clear) ‘Causaldearactionableresobvs[Causalclearactionablereschie)  In Progress | & R
[m] 03 Al Conelation_evaluated beuilgmedelimipuljob) Reset 2 &
204 AlertComelation_svalusted jobstabus aimlstatusiaim|statusjab) Successiully Completed w2 B
[u] 205 FesdhackCoerelation_svaluatad buildmadel{simlpulljak) Raset £ L
o 205 FeedbackCoemelation_svaluated_jobstatus almilstatusiaimstatasel) Suceessfully Compheted ¢ &
m] ne integration_Snow_WorkNoteslpdate integratiardpulljok) Successiully Completed o 2 B
o 224 At Clese Actionable autodessactionablefautocloseacionable) Successfully Completed aO ¢ G
[m] 229 EPM Alert spm_alert{epm_alert] Failed - ¢ B
w 4 1 2 3 4 » m 0 T itemsperpage 11 - 20 of 35 iters

Figure 407 -- Enable/Disable

4. If the processing is enabled, it is identified by a blue toggle button, toggling will disable the processing. For
example, parse let us disable processing id 1. As can be seen it has enabled Click on the toggle button. On
successful update the button will be disabled, and a successful prompt is displayed.

5. Ifthe processing is disabled identified by a greyed-out toggle button, toggling will enable the processing. Let’s
enable the processing id 1 again. As its disabled in the previous step, it will appear Click on the Toggle button.
Like in Step 2, on successful enablement, the enable button changes to blue and the following prompt is

displayed.
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Note: When the processing jobs are added in the environment, primarily they are in disabled mode, user need

to enable them from this screen to start it.

6. However, if users require the enabled processing jobs to temporarily stop for some time without deleting the
processing jobs, then from this screen the user can disable them temporarily, this will stop the respective
processing till it’s enabled again.

Reset

Reset action enables us to reset the current state of the running jobs. This action is used if the processing’s seems to be
stuck e.g., it’s lying in picked state or in in progress state in case of scheduled jobs where the expected state is to be either
completed or failed, this can happen if there’s an issue with the underlying processing component. In such scenarios,
users can use this action to reset the states, so that it can be picked and processed again. Note this also enables us to
reinitiate the long running jobs as user Il such as the consumer or streaming jobs, in both cases resetting will restart the
respective processing.

1. Select the processing’s by either clicking on the check boxes next to them or by using Select All.

2. Astherecords are selected, the icons in the footer will be enabled. Click on the Reset icon.

(] 3 Update Entities Data updatestream(updatestreamstate) Succassfully Completed a 2 &
(] 4 Update Topeclogy Data updatestream(updatestreamstats) Picked @ 72 [
(] 5 Updsate Rule Customer Mapping updatestream(updatestreamstate) New @ 2 R
(] 6 Update AIML Custormer Mapping updatestream(updatestreamstate) New @ 2 &
O 8 Consumer All Events datasave(kafkaconsumer) In Progress a@ 2 &
(] 9 Consumer Noise Data datasave(kafkaconsumer) n Progress @ 2 R
@] 10 Cansumer Events Data datasave(kafkaconsumer) In Progress @ ¢ L
11 Consumer Alerts Data datasave(kafkaconsumer) n Progress a@ 7

entries

Figure 408 — Reset Action

3. Users will be prompted for confirmation.

Reset Jobs X

Are you sure you want to reset the selected job? It cannot be
undone.

Figure 409 — Confirmation Pop-Up
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4. Click on Confirm.

5. On successful update, the following confirmation box will be prompted. Click on Close to remove the prompt

message.
Heme » Processing Cugtomer  DAST w
I & Job reset macoesshally, #
Processing
[m] I T ok Hame T  labTyme T state T actions
o 187 AnomatDetection_evalusted Buikdmodelaimipulljet) Reset L] & s
[m] 158 Anomalylietection_svaluated_jobstatus @imlstatus jimlstausjob) Successfully Comphated & &
o o0z Resalve Timesit Actionable (Causal Alert Claar) CauzalclearactionablensohelCasaldearactionableresolve)  In Progress - &£
(u] 20 AlertComelation_svaliated Builimodslaimipulljok) Resst a0 & R
[m] 204 AleriCorelstion_svaluated_jobstatus aimlstatusaimistatusiab] Successhully Completed £ i
(u] 205 FemdbackComelation_swaluated buildmadeljsimipuab) Rt 8 £ R
o e FeadbackComelation_svaluated jokstatus atmlstatusalmistatugal] Successfully Complated » F o
o 28 integration_Snaw_WorkhbctesUpdate integratianpulljok) Suecessfully Completed ® 2 &=
o 224 At Chose Actenable autodessactionableiautodoseactionalle) Successfully Completed - £ =
(u] 229 ERM flart spm_alert{spm_alert) Reset - £ G
o412z s e o 10 % it=ms per page 11 - 20 af 35 fteme

Figure 410 — Alert Message

Note: If a stream processing is set to reset, the state shows “Update Available”.

Edit
This action enables us to update processing specific details such as name, its associated parameters, schedule details in
case of a scheduled job.

1. Click on the Edit icon next to the processing whose details are to be edited.

Hame » Processing Custormer  DAST w
Processing

o o T lobName T lebTme T Staie T actions

a 17 AnamalyDetection_svakiated buddmodedaimipullios) Riset ] & R

a 198 AramalyDetection_svakiated_jobstatus aim|status{zim|statusioh) Successiully Complated ] £ &

a 202 Fesohee Timeout Actienabile (Causal Alert Clear) CausalclearactionableresehveiCausaldearactionableresalvel  In Pragress .ﬁ el

a 203 AlertCarralation_svaluatsd busddmodaliaimlpullich) Resat & & R

o 204 AlertComelstion_svaluated_jobstatus aimlstatus{aimistatusiab) Successdully Campleted - & R

(u] 205 FeedbackComelation_evaluated buildmadeljzimipuljab) Raset 2 &

o 208 FeedbackCoemelation_evaluatec_jobstatus almistatusiaimistatusioh) Suncessfully Completed -

(u] e intagration_Snaw_WorkMotesUpdate integratian{pullick) Suczesshully Completed 0 & R

o 224 Mt Chose Actionable ctionakler; J janabley sucgessfully Completed - £ =

[w] 229 EPM At =pm_alertiepm_alert] Reset - & &

W41 2 o o4 ok om 10 ¥ items per pags 1 - 20 of 35 items

Figure 411 — Update Processing

2. The following slider opens, prepopulated with the saved data. The default two tabs are enabled for all General

and Parameter. However, if it is a Scheduled processing, a scheduled tab will also be enabled, enabling the users
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to manage the scheduling property for the processing. Also note that the details in the parameter tab vary as per

the Job Type.

3. The parameter section displays few read only details and the ones which are editable either have a dropdown

with values to select from or have help text associated to help enable the expected values.

Settings: Update Value Mappings e

_,

[ GENERAL PARAMETER

Name

Update Value Mappings

Enabled

Cancel Save

Figure 412 -— Updating Values

Settings: Update Value Mappings 2
GENERAL PARAMETER

Parameter Name Parameter Description Value

runprocedure fetchupdatestreamdata_connectionvaluemapping

useconncateg envdb
Logger Type Log Type Options Database if
Log Mode Log Mode Informational v

rtd”‘;LJI

Figure 413 — Updating Parameter

4. When the desired changes are done, click on the Save button.

5. On successful update, a confirmation message is prompted.
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Hame » Processing Customer  DAST ~

[ & Data updated sccessiully, ®

Processing
a i} T chMame T ok Type T State T Actions
a 1T ArmalyCetection_svakiated buddmodelaimlipulljes) Reser ] & R |
[m} 190 AramalyDetaction_svshiated_jobstatus aimlstasis{aimistatusich) Suceassfully Completad 2 B
a 202 Fesabe Timeout Actienable (Causal Alert Clear) CausalclearactionablenssolvelCausaldlearactionableresalvel  In Progress - ¢ R
a 03 alertCarrzlation_evaluated buddmodelfaimlpullizs) Heset a0 & R
[} 204 HanCorelstion_svaluated jobstatus aimilstatusaimlstatugiab] Succassiully Camplstad o E R
[m} 208 FeedhackCorrelation_evaluated baildmadeljsimlpulljab] [ ¢ @
[u] 206 FeedbackComelation_evaluated_jobstatus almistatusialmistatusioh] Swcoessfully Completed o & s
[m} i intagration_Snaw_WarkNctesUpdate insegratian;pulljok) Successfully Complsted ® £ B
[m] 234 Mt Close Actienable avtodeseartionableiautocdoseactionable) Sucoessfully Completed /W £ =
[m} 220 PN Alert epm_alertlepm _alert] Successfully Campleted ®@ & B

W 4 1 F 3z 4 » m i items per page 1 - 20 of 35 items

Figure 414 — Alert Message

6. Return to the main grid.

I
Home > Processing Customer | DAST v

Processing

a ID Y  JobName Y  JobType Y  state Y Actions

[m] 197 AnomalyDetection_evaluated buildmodel(aimlpulljob) Reset e 2 B
[m} 198 AnomalyDetection_evaluated_jobstatus aimlstatus(aimIstatusjob) Successfully Completed @ 2 @
[} 202 Resolve Timeout Actionable (Causal Alert Clear) [« i al i esolve)  In Progress @ 2 &
[m} 203 AlertCorrelation_evaluated buildmodel(aimlpulljob) Reset @) 2 @
[} 204 AlertCorrelation_evaluated_jobstatus aimlstatus(aimstatusjob) Successfully Completed O
[m} 205 FeedbackCorrelation_evaluated buildmodel(aimlpulljob) Reset @ 2
[} 206 FeedbackCorrelation_evaluated_jobstatus aimlstatus(aimIstatusjob) Successfully Completed 2 @
a 218 integration_Snow_WorkNotesUpdate integration(pulljob) Successfully Completed Z fe
a 224 Aute Close Actionable ! i I ionabl Successfully Completed @ ¢ L
[m} 229 EPM Alert epm_alert(epm _alert) Successfully Completed @ 2 &

o« 12 3 4 > o 10 v items per page 11 - 20 of 35 items

Figure 415 -— Processing Main Grid

View Logs
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Home » Processing Customer  DAST w

Processing

[m] [1x] T JobMame T kb Type T snate T Actions

[} 157 AnomalyDesectian_evaluated bl dmadel (zmlpulak) Reset CRR N T
[} 158 AnomahDetection_svaluated jeboatis almistatugiaimistatugiob] Sucgzssfully Completed ] g =
(u] 202 PResalye Timeout Actionable (Causal Alert Clear) [ i 2usal fanablereschee)  In Progress - & B
[m] 205 AlerConelation_evaluated bail el izmlpul okl Reset -@l’-‘
o 204 AlentConalstion_sealuated jobstatus aimlstatusaimistatugiab) Supressully Completed ® -
[u] 205 FeadhackCoeelation_evaluatad baildmadel jzimlpulab) Raset a0 ¢ R
o 205 FeedbackComelation_svaluated jobstatus almbstatusiaimistatusohbl Sucgessfully Completed ] ¢ &
[} g intagration_Snaw_\WorkNztesUpdste inseqratiandpulljck) Suczessiully Campleted 0 £ R
m] 224 Aute Clase Acticnable autodoseactionabletautocoseactionabley sucgessfully Complated - ¢ @
[} 220 EPM Alert epm_alertizpm_alert) Suczessully Completed - & R

Wo4o1 2 2 o4 v owm 0 ¥ items per page 11 - 20 of 35 items

Figure 416 -— View Logs

1. Click on the Log icon next to the processing id whose log is to be seen.

2. The following slides open where the logs are displayed for the selected processing id. The icon color depicts
whether the log is informational or is an error. Red icon denotes error.

3. Copy icons in the message column can be used to copy and paste the text in the local text editors such as

notepad when the message is long and is not properly visible in the column.

< run logs delete routin
Request ID T Level T Date Module Y  Message
ab3706ad-a28d-11ef-8bd3-4201ac11...  info 2024/11/14 13:38:01 fetch job details picked for initiati... T
ab3706ad-a28d-11ef-8bd3-4201ac11... INFO 2024/11/14 13:38:01 22_ab3706ad-a28d-11ef-8bd3-4201ac... completed deleti... T
49541818-a285-11ef-8bd3-4201ac115...  info 2024/11/14 12:38:01 fetch job details picked for initiati...
495418f8-a285-11ef-8bd3-4201ac115...  INFO 2024/11/14 12:38:01 22 4954f8f8-a285-11ef-8bd3-4201acl... completed deleti... [

] « 1 > » 10 ¥ items per page 1 - 4 of 4 items

Figure 417 — View Logs Routine

4. Normal grid search and sort functionality works in this grid as user Il. Click on the back arrow next to close the
slider and return to the main grid.
Apply Filter
The steps involved in Apply Filter the Noise/Maintenance Window Data as per customer selection.

1. Click on the Apply Filter available action button presents at the below header of the console.
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Homiz » Processing Customer  DAST w

Processing
o 1] Job Wame T kbType T siate T Acions
] 187 AnomalyDetection_evaluated buildmadeljsimipuol] Roset CRR- T I
[m] 196 AnomalyDetection_svaluated_jobetatus almistatusiaimistatagiob) Sucoessfully Completed " & R
o 202 Rezalve Timaaut Actionale (Causal Alert Clear) [« i i ausal, iarskl T Ir Pragress - £ 0
m] 203 AbanConrelation_svaluated baildmedelzmlpulob) Reszt 0 2 R
[u] 204 AlerComelation_svaluzted jobstatus aimlstatusiaimlstatusiab] Successiully Completed & R
] 205 FeedbackComrelation_svaluated puildmadeljsimipulak] Reset TR
[m] 206 FeedbackComelation_evaluated jobstatus almistatusiaimbstatagioh) Suczessiully Completed ¢ R
] g intagration_Snaw_WarkNctesUpdate integratiorpulljok) Successéully Campheted a0 F R
o 224 Auts Chse Actionabls sutndoseactionablafautocloseactionallel Suceesefully Campheted @m £ &
[u] na O et =pm_alert{epm_alert] Suczesshully Campleted - & B
Ko+ 1 2 3 &4 » w 10 ¥ items per page 11 - 20 of 35 i||:ﬂ|s_

Figure 418 — Apply Filter Operation

2. The form will appear from there user can select Filed and operator from drop down list and must write value.

Then click on the apply button.

Processing

O [} Y  Job Name Y JobType Y  State Y Actions

O 3 Operator updatestream{updatestreamstate) New 3 Z s
= Lhe = wixlotestimaniopdatesvarstabe) in Progress ® ¢ G
(=) 2 V:‘W dbroutines(executeprocedure) Successfully Completed @ <z G
(o) 26 @ able dbroutines(executeprocedure) Successfully Completed ® <G
0 34 run dally License dA db di Successfully Completed ® 2 6
(= 39 Time Based rule(stream) Stream Stopped s 2 B
O 40 System Load rule(stream) Stop Stream e 2 B
(=) 41 Time & Location Based rule(stream) Stream Stopped ® 2 @
(a) 42 Network Topology rule(stream) Stream Stopped ° e s
(s) 43 Entity and Time Based rule(stream) Stream Stopped » 2 B

Figure 419 — Apply Filter Operation

3. Users can see the result of applied filter.
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6.1.10.14.2

231

Processing

Applied FHiters

processingid LIKE 34 «

h 4

Job Type

O [»] T  Job Name
[ 34 run daily License Dashboard Agg
W o4 1+ m 10 * itemns per page

dbr

T

uteprocedure]

State

Successfully Completed

Y Actions

® ¢ G

W

1-10f1items

Figure 420 — Apply Filter Result

Health Status

Health Status grid shows the details of the machines and KPIs of the environment for a customer with additional details

like description, value, and status for a particular customer. Using this screen, user can see the vital information regarding

the environment configured.

Home > Health Status

Host Y
https://svaliapelkp007.dryicelabs.co:...
https://svaliapelkp007.dryicelabs.com..
https://svaliapelkp007.dryicelabs.com:...
https://svaliapelkpQ07.dryicelabs.com..
httpsy//svaliapelkp007.dryicelabs.com:..
https://svaliapelkp007.dryicelabs.com:...
httpsy//svaliapelkp007.dryicelabs.com:..
https://svaliapelkp007.dryicelabs.com:...
https://svaliapelkp007.dryicelabs.com:...

https://svaliapelkp007.dryicelabs.com:..

KPI Type
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat

heartbeat

heartbeat

T

KPIName Y Status
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat

heartbeat

~ items per page

T

Value

T

Description T

Heartbeat from Nifi received on 2024-..

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-..

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Remark T

Heartbeat from Nifi received on 2024-..

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-..

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Customer IEM QA

Additional Info

{
{
{
{
&
{
t
{
{
{

Created On v

2024/11/14 13:47:58

2024/11/14 13:46:58

2024/11/14 13:45:58

2024/11/14 13:44:58

2024/11/14 13:43:58

2024/11/14 13:42:58

2024/11/14 13:41:58

2024/11/14 13:40:58

2024/11/14 13:39:58

2024/11/14 13:38:58

1-10of 5133 items

Figure 421 — Health Status

License

License grid provides details with the dashboard displaying details like the product name, version, build, and more details

such as purchase date, renewal date and expiration date.

It also provides the Events and metrics details and Cl's that are affected and usage percentage.

User can also see the Cl consumption report of metrics and events in form of graph for easier understanding and can also

download the details via CSV.
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Home > Licensing Details Customer |EM QA ~

Licensing Details Product Name- iEM | Version: 1.00 | Build: 14000 | Purchase Date: 2024-05-31 | Renewal Date: 2024-08-06 | Expiration Date: 2026-08-06
€l Quota Usage Metrics Cl Quota Usage Events | Account Details | Total Number of New Cls | Total Number of CIs
License Period Expiring in Current Month Last Month Events/Metrics

- - 1. 574.. O 0 73736

Events

Cl Consumption report Year | 2024 v & Download CSV

Unique Affected CI Affected CI Affected CI €l Quota Usage % P— -

200,000
Tl Date Month.to-Date Last month Last montn

150,000
Metrics

100,000
Unique Affected CI Affected CI Affected CI Cl Quota Usage %

50,000
235 0 200 0 S

an ¢ May Jin Jg Sep Oct Nov Dec

Figure 422 -- License.

iEM enables users to configure how the system evaluates incoming metric data to determine whether an anomalous
event should be raised. Users can apply filters based on specific fields and define conditions for identifying deviations
from either manually configured thresholds or Al/ML-derived thresholds.

When a metric value exceeds the defined threshold criteria, the system automatically raises an anomaly event to notify
the customer.

Thresholds for anomaly detection can be:
- Manually configured by the user
- Automatically derived using Al/ML models or user can opt Save metric data to db without any processing

- If incoming metric data does not match any configured filter criteria, it will be disqualified and will not be stored in

the system.

(D Metric Configuration + New Metric Canfiguration |
Rule Name YT  Anomaly Event Severity Y  Configuration Type Y Actions
Default Save Entity Major Save Only @ T 2w
|4 ‘ 1 > " 10 ¥ items per page 1-10f 1items

Figure 423 -- Metric Configuration

- When you select the Metric Configuration menu, you’ll be directed to a page like the one shown in the screenshot

below.
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You will notice an out-of-the-box default rule named "Default Save Entity", with the Configuration Type labelled as

"Save Only".

This rule is designed to store all incoming metric data in the database without any filtering or conditions—it captures

everything by default.

This rule is enabled by default and can be disabled by clicking the toggle button under the "Action" column.

It is important to note that this default rule is not editable.

To add new rule user will have to click the button on right upper corner of the grid with name “+ New Metric

Configuration”.

- Users will land on the page as shown in the image below.

Metric Configuration

Rule Name * Anomaly Event Severity *

Enter name here Select Anomaly Event Severity v

Filters *

LU Or =

Bl
x

Agent * Contains v

Action
The configuration below gives you the ability to manage the handling of metric data.

Anomaly Detection
Analyze the data to identify irregularities and unexpected patterns

Save Only
Store data in the database without executing additional processes

L?:I_] ML Based Static Threshold

Use machine learning models to analyze data and generate events related to anomalies.

Figure 424 -- Add metric configuration.

- Users will have to fill in the rule name.

Users can assign a value to the "Anomaly Event Severity" field by selecting an option from the dropdown menu. This

setting defines the severity level of the anomalous event that will be triggered when an anomaly is detected.
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D Metric Configuration

Rule Name * Anamaly Event Severity *
Environment_Prod v Select Anomaly Event Severity

Clear

Filters * Critical
Indeterminate

And eI Major
Minor
Warning
Agent »  Contains i x
Action

The configuration below gives you the ability to manage the handling of metric data.

B

Anomaly Detection Save Only
Analyze the data to identify irregularities and unexpected patterns. Store data in the without
[5) MLBased ‘ Static Threshold

Use machine learning models to analyze data and generate events related to anomalies.

Figure 425 — Set Anomaly severity.

+=
- To add filter conditions, click the button. This will insert a new row for defining the condition.
5
- If you need to add a sub-condition, click the corresponding button. These filter conditions are used to

identify which metric data points the subsequent settings (such as thresholds or actions) should be applied to.
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B Metric Configuration

Rule Name * Anamaly Event Severity *

Environment_Prod Major v

Filters *

Environment v Contains g

prod X
Action
The configuration below gives you the ability to manage the handling of metric data.
Anomaly Detection Save Only

Analyze the data to identify irregularities and unexpected patterns. Store data in the database without executing additional processes.

[57 MLBased Static Threshold

Use machine learning models to analyze data and generate events related to anomalies.

Figure 426 - Set Anomaly severity.
- The Action section provides two options:
e Anomaly Detection

This option enables the system to raise an anomalous event when abnormal behaviour is detected in the

metric data.

Anomaly Detection is further divided into two methods:

o ML Based:
Uses machine learning models to analyse metric patterns and detect anomalies. An event is
automatically generated when the model identifies abnormal data.

o Static Threshold:
Allows users to manually define upper and lower limit values along with a duration.
If the metric data breaches the specified threshold for the defined duration, an anomalous event is
raised.

e Save Only, this option stores the metric data in the database without performing any anomaly detection or
additional processing. It is useful when data needs to be retained for monitoring, reporting, or training
purposes only.

e After filling in the details, the user can click on the submit button to save the rule.

® A success message will appear on screen.
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IOf‘ ated x

60 Metic Configuration
Rule Name Y Anomaly Event Severity Y  Configuration Type T Actions
Default Save Entity Major Save Only & T £ o
Environment_Prod Major AIML a0 ¢ 2 o

L] - 1 . L] 10 ~ items per page 1-2of 2 items

Figure 427 -- Success Message

6.1.10.15.2 Edit Metric Configuration

1. Click on the edit icon next to the rule which needs to be edited.

) weticconiurtn

Rule Name Y Anomaly Event Severity Y  Configuration Type T  Actions
Default Save Entity Major Save Only @ P 2w
Environment_Prod Major AIML @ T 2 n
< ]
M4 1 » 10 ¥ items per page 1-2of 2items

Figure 428 — Edit Action

2. Metric Configuration can be edited with the edit option. Alter the settings for the metric configuration rule and

after making the changes, click on the Submit button.
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[ Metric Configuration

Rule Name * Anomaly Event Severity *
Environment_Prod Major ~

Filter *
Enviranment v  Contains > production| x

Action
The configuration below gives you the ability to manage the handling of metric data.

B

Anomaly Detection Save Only
Analyze the data to identify irregularities and unexpected patterns. Store data in the without
[ [57 MLBased Static Threshold

Use machine learning models to analyze data and generate events related to anomalies.

Figure 429 - Edit Action

3. A confirmation message will appear, prompting the user to confirm the change.
This is necessary because applying the new rule will invalidate any previous settings, and all incoming metric

data will now be processed based on the current rule configuration. Click on confirm button.

Confirmation

Changing the filter configuration will reset existing
processing and updated configuration rules will apply to new
incoming metric data. Do you want to continue?

anes

Figure 430 - Confirmation Message

4. A success message will appear on screen.
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(= [— =

G Metric Configuration

Rule Mame T  Anomaly Event Severity T  configuration Type ¥ Actiens
Cefault Save Entity rMajor Save Only ->

o 0
)
]

Environment_Prod rajor ArnaL -

Figure 431 — Success Message

6.1.10.15.3 Delete New Metric Configuration
The action enables the user to delete the metric configuration rule created.

1. Select the metric configuration rule to be deleted and click on delete icon.

D Metric Configuration + New Metric Configuration
Rule Name Y Anomaly Event Severity Y  cConfiguration Type T  Actions
Environment_Prod Major AIML - < 2 @
Default Save Entity Major Save Only - T 2 m

1-2o0f 2 items

L “ 1 G L] 10 ~ items per page

Figure 432 — Delete Metric Configuration

2. A confirmation box is prompted.

Delete Configuration X

Are you sure you want to delete the configuration? It cannot
be undone.

Figure 433 — Confirmation Pop-Up

3. Click on the Confirm button to proceed for the deletion process.

4. On successful deletion, a confirmation message is displayed.
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l @ c deleted st >

& Metric Configuration
Rule Name Y  Anomaly Event Severity T  Configuration Type T  Actions
Default Save Entity Major Save Only a@ T 2 W
Moo« g e 10~ items per page 1-10f 1items

Figure 434 — Alert Message

5. Grid View will be refreshed, and the rules will be removed from the grid.

6.1.10.15.4 Change Priority
The Grid View page allows users to adjust the priority of rules. Rule priority is essential when the same metric data

qualifies for multiple rules determines which rule takes precedence and, consequently, which actions or automated

processes are executed.

Rules are displayed in the descending order of priority in the grid. The topmost rule has the highest
priority, and priority decreases as you move down the list.

1. Click on the dragicon next to the rule for which the priority needs to be adjusted.

D Metric Configuration + New Metric Configuration
Rule Name T  Anomaly Event Severity Y  Configuration Type T Actions
Default Save Entity Major Save Only a@ T 2 m
Environment_Prod Major AIML ﬁ s 2 m
LI 10~ items per page 1-20f 2items

Figure 435 — Change Priority
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Change Priority X

Select N

Cancel Submit

Figure 436 — Select Change Priority Dropdown

2. Select the priority from the dropdown for the rule.

Change Priority X

Select v

3
| Ceves [

Figure 437 — Select Change Priority Dropdown

3. Click on the Submit button to update the rule priorities.

4. On successful update, the following message is displayed:

l © Pricrity changed successfully . >
GD Metric Configuration + New Metric Configuration J
Rule Name T  Anomaly Event Severity Y  Configuration Type T  Actions
Environment_Prod Major AIML - T £ W
Default Save Entity Major Save Only - 2 m

El ol 1 3 L] 10 ~ items per page

1-2o0of 2items

Figure 438 -— Alert Message

5. The priority is saved; the grid is refreshed showing the changed ordering.

6.1.10.15.5 Enable/Disable

To enable or disable an integration mapping in an environment, there is provision of toggle switches to easily perform
the required actions.

1. Click on the Enable/Disable toggle button which needs to be Enabled/Disabled.
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Rule Name Y Anomaly Event Severity Y  Configuration Type Y  Actions
Environment_Prod Major AIML @ T 2 u
Default Save Entity Major Save Only E T 2 m
W4 1 » M 10 ¥ items per page 1-2o0f 2items

Figure 439 -— Enable/Disable Metric Configuration Rule

2. Click on Enable/Disable toggle. On success, a confirmation pop-up message will be displayed.

l @ conti ion disabled *
G Metric Configuration
Rule Name Y Anomaly Event Severity T  Configuration Type Y  Actions
Environment_Prod Major AIML @ T 2 0
Default Save Entity Major Save Only T 2 m
" “ 1 3 L 10 * items per page 1-2of 2items

Figure 440 — Alert Message

6.1.10.16 Alert Closure Configuration
This feature allows users to configure rules that determine when open alerts in the system should be qualified for
automatic closure by triggering an event with a "Clear" severity.
Rules can be defined based on:
1. Specific field values (e.g., entity name, category)
2. The age of the alert (in minutes)
For example, a rule might specify that alerts where the entity contains "iauto" and the alert is at least 1,440 minutes (i.e.,

1 day) old should be automatically cleared.

6.1.10.16.1 Add Alert Closure Configuration
(D Alert Closure Configuration
Rule Name T Duration (Minutes) T  Actions
Mo records available
L] ] 3 L] 10 ¥ items per page 0 - 0 of 0 items

Figure 441 -— Add Alert Closure Configuration

1. To add new rule user will have to click the button on right upper corner of the grid with name “+ New”.
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2. Users will land on the page as shown in the image below.

(D Alert Closure Configuration

Rule Name *

Enter name here

Filters *

il

LUl Or

Agent Location

Duration (Minutes) * ()

0

*  Contains v

Figure 442 — Add Alert Closure Configuration

3. Users will have to fill in the rule name.

4. The Duration (Minutes) field allows users to define the minimum age an alert must reach to qualify under this

rule.

5. For example, if set to 1440, it means that any alert that meets the filter criteria and is at least 1440 minutes old

(i.e., 24 hours) will qualify. Once this condition is met, the system will trigger a Clear alert for that alert.

This value must be a positive integer greater than 0.

(D) Alert Closure Configuration

Rule Name *

Duration (Minutes) * [T

ClearTest Environment 1440

Filters *

And [eld ¥ = x
Entity v  Contains * node
UG Or = x

Environment

6. To add filter conditions, click the

If you need to add a sub-condition, click the corresponding

* Isequalto v test

Figure 443 -— Add Alert Closure Configuration

IITIl

+
|

7. Once the form is filled, click on the submit button.

8. Success messages will appear.
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I Alert Closure Configuration

' (] created
Rule Name

+ New
T Duration (Minutes) T Actions
Clear Test Environment 1440

" “ 1 > L] 10 * items per page

1-10f1items

Figure 444 -— Select Change Priority Dropdown

6.1.10.16.2 Edit Alert Closure Configuration

1. Click on the edit icon next to the rule which needs to be edited.

[} Alert Closure Configuration

Rule Name

+ New
T Duration (Minutes) T  Actions

Clear Test Environment 1440 [ o ﬁ )

Clear Dev Environment 1440 a@ ¢ 2 B

W41 L 10 ¥ items per page

1-2of 2items

Figure 445 -— Edit Action

2. Metric Configuration can be edited with the edit option. Alter the settings for the metric configuration rule and
after making the changes, click on the Submit button.

(I} Alert Closure Configuration
Rule Name * Duration (Minutes) * [
Clear Test Environment

1440
Filter *

IVl Oor = E X

Entity ¥ Contains - {node'l ] x
LUL Or * = x
Environment * Isequal to v test

Cancel Submit

Figure 446 -— Edit Alert Closure Configuration

243

Configuration Guide



3. A confirmation message will appear, prompting the user to confirm the changes. This is required because
applying the updated configuration will invalidate previous settings. When the job runs next time, the system will
evaluate alerts for closure based on the latest configuration, and Clear events will be sent accordingly. Click the

confirm button.

Confirmation

Changing the filter configuration will reset existing
processing, and the updated configuration rules will take
effect during the next job execution. Do you want to
continue?

Figure 447 — Confirmation Pop IP

4. A success message will appear on screen.

[D Alert Closure Configuration I @c ion updated X + New
Rule Name T Duration (Minutes) T  Actions
Clear Test Environment 1440 & ¢ 2w
Clear Dev Environment 1440 a) ¢ 2\

H “ 1 2 L] 10 ¥ jtems per page 1- 2 of 2 items

Figure 448 — Success message.

6.1.10.16.3 Delete Alert Closure Configuration
The action enables the user to delete the alert closure configuration rule created.

1. Select the metric configuration rule to be deleted and click on delete icon.

(D Alert Closure Configuration
Rule Name T Duration (Minutes) T  Actions
Clear Test Environment 1440 a T 2 m
Clear Dev Environment 1440 a T 2 ﬂ
M « N H 10 = items per page 1-2of 2items

Figure 449 — Delete Alert Closure Configuration Rule

2. A confirmation box is prompted.
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Delete Configuration X

Are you sure you want to delete the configuration? It cannot
be undone.

Figure 450 — Confirmation Pop-Up

3. Click on the Confirm button to proceed for the deletion process.

4. On successful deletion, a confirmation message is displayed.

BD Alert Closure Configuration l © configuration deleted successfully.
Rule Name T Duration (Minutes) T Actions
Clear Test Environment 1440 a® T 2w
Moo« 1 > 10  + items per page 1-10of 1items

Figure 451 -— Alert Message

5. Grid View will be refreshed, and the rules will be removed from the grid.

6.1.10.16.4 Change Priority
The Grid View page allows users to adjust the priority of rules. Rule priority is essential when the same metric data
qualifies for multiple rules—it determines which rule takes precedence and, consequently, which actions or automated

processes are executed.

Rules are displayed in the descending order of priority in the grid. The topmost rule has the highest
priority, and priority decreases as you move down the list.

1. Click on the drag icon next to the rule for which the priority needs to be adjusted.
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GD Alert Closure Configuration

Rule Name T Duration (Minutes) T Actions
Clear Test Environment 1440 @ ¢ 2 '
Clear Dev Environment 1440 & 2 m

H 4 1 3 H 10 ¥ items per page 1-2of 2 items

Figure 452 — Change Priority

Change Priority X

Select v

Cancel Submit

Figure 453 — Select Change Priority Dropdown

2. Select the priority you want to set from dropdown.

Change Priority X

Select v

3
l Ceves [

Figure 454 — Select Change Priority Dropdown

3. Click on the Submit button to update the rule priorities.

4. On successful update, the following message is displayed:
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(D Alert Closure Configuration l © Priority changed successfully . Py

Rule Name T Duration (Minutes) T Actions
Clear Dev Environment 1440 @ 2 m
Clear Test Environment 1440 a P 2w
LI I 10 ~ items per page 1-2of 2items

Figure 455 -— Alert Message

5. The priority is saved; the grid is refreshed showing the changed ordering.

6.1.10.16.5 Enable/Disable
To enable or disable an integration mapping in an environment, there is provision of toggle switches to easily perform
the required actions.

1. Click on the Enable/Disable toggle button which needs to be Enabled/Disabled.

D) Alert Closure Configuration
Rule Name T Duration (Minutes) T  Actions
Clear Dev Environment 1440 ﬁ T 2w
Clear Test Environment 1440 & ¢ 2 0
Moo« 1 o 10 ~ items per page 1-2of 2items

Figure 456 — Enable/Disable Integration Mapping

2. Click on Enable/Disable toggle. On success, a confirmation pop-up message will be displayed.

G Alert Closure Configuration l o disabled x + New
Rule Name Y  Duration (Minutes) T  Actions
Clear Dev Environment 1440 - T 2 m
Clear Test Environment 1440 - < 2 o
W4 1 s om 10 ¥ items per page 1- 2 of 2 items

Figure 457 — Alert Message
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7 IEM Interface

The interface presents unified views like Metric View, Topology View and Service View to facilitate Event Management
helping IT Professionals understand the relationships between different entities and services to make informed decisions

to manage and troubleshoot complex IT environments more efficiently.

7.1 Login to HCL IEM

To login to the system, perform the following steps:

1. Launch a user browser and provide HCL IEM User Portal URL. The HCLIEM Login Page appears.

HCL IntelliOps
Event Management

Please enter your Email ID *

Figure 458 — HCL IEM Login Page

2. Onthe HCL IEM Login Page, type the Login ID. The user is redirected to the Password page.

HCL IntelliOps
Event Management

Please enter your Password *

Figure 459 — Login Authentication
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3. Enter the Password and click on Login.

4. The HCL IEM home page dashboard appears. This Home page is the landing page of IEM.

Summary  Service View  Topology View

Summary
Events Alerts Actionables Open Actionables Impacted Services Noise Reduction Approx. savings in USD($)
57402 2337 1323 1 3 97.7% 1.23K
Last 7 Days T Last 7 Days 1 Last 7 Days A Last 7 Days A Till date J Till date

Service Overview

| telecombilling telecomsupport | telecomfinance
Events Alerts Actionables Incidents Avg MTTR Events Alerts Actionables Incidents Avg MTTR Events Alerts Actionables Incidents Avg MTTR
2 2 1 o 4] 1 1 (o] 4] 4] 1 1 1 1 o
Impacted Parent Services: telecomsupport Impacted Parent Services: Impacted Parent Services:

Figure 460 -- Home Page Dashboard

5. Home Screen shows three different views to the user.
a. Summary View
b. Service View
c. Topology View
Summary Overview and Service Overview card club to form a dashboard to show the numbers that user can view to

create an overall perspective of the system configured.

7.1.1 Summary View
A summary dashboard is a kind of data dashboard, it is a tool that collects, integrates, and displays key performance
indicators in a single place to analyze and project the quality status of the KPIs in real-time.
Summary Overview shows the metric analysis of Events, Alerts, Actionable for a customer. It gives a view of open

actionable and impacted services. In addition, Noise Reduction % calculated shown in the metric view.
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Summary Service View Topology View

Summary

Events Alerts Actionables Open Actionables Impacted Services Noise Reduction Approx. savings in USD($)
57402 2337 1323 1M 3 97.7% 1.23K
Last 7 Days 1 Last7Days J  Last7Days J  Last7Days J  Tilldate A Till date b

Service Overview

| telecombilling telecomsupport | telecomfinance
Events Alerts Actionables Incidents Avg MTTR Events Alerts Actionables Incidents Avg MTTR Events Alerts Actionables Incidents Avg MTTR
2 2 1 1] 1] 1 1 0 o] 0 1 1 1 1 o]
Impacted Parent Services: telecomsupport Impacted Parent Services: Impacted Parent Services:

Figure 461 — Metric View

7.1.2 Service View

Service dashboards visualize the Service relationship data in a way that can be understood easily. Service View shows the
service tree for a customer. Parent and Child nodes are depicted in the Services chart for a customer configured. The color

coding shows the Service Impact.

Summary Service View  Topology View

telecomsupgort Diata_Ingestion

telecomdelvery  telecombilling M_Eming
+ +

+

Figure 462 — Service View

713 Topology View
1. Topology involves creating a visual representation of the dependencies between various IT components,
displaying which components rely on others for proper functioning. This mapping helps in assessing the potential
impact of a failure or performance issue in one component or others within the system.
2. Topology view dashboard provides a visual representation of the relationships and dependencies between

different servers, applications, and other infrastructure components. It allows for quick identification of
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bottlenecks, potential issues, or areas of concern, facilitating efficient troubleshooting and proactive
management of IT events.
3. Topology views can be dynamic, providing real-time updates on the status and health of components and their

connections.

Home

Summary Service View Topology View

L]
dryiceiem

/\0

L J
iautod-ui mycloud1
P, I*\\
¥ B

[ ] L]
iautod_db mycloud_db mycloud_ui

Figure 463 -- Topology View

7.2 Data View
Based on the configurations, three data types are displayed over Data View Console:
1. All Events
Noise Events
Events

2

3

4. Alerts
5. Actionable
6

Metrics

7.2.1 Events
An "event" refers to a significant occurrence or incident within an IT environment that is detected, monitored, and logged
by various systems and tools. Events are typically generated by hardware, software, applications, or network devices, and
they serve as a key source of information for monitoring and managing the performance and health of IT systems.
Events can be diverse and may include activities such as system errors, warning messages, user interactions, configuration

changes, or security-related incidents.

The steps explain how to view the events data.
1. Inthe top navigation bar, click on Data View and click on Events.

2. Events data will be displayed for the selected customer.
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Home > Events

Select Events View Events v - o B8 R &
( ® Critical ) ( ® Major ) ( ® Minor) ( @ Warning ) ( (] Clear) ( @ Indeterminate )

Severity Y ID Y Entity Y  EventTime Y Parameter Y  Event Created On Y  Last Updated D ¢
- TFMRWMWTX2 2024/12/23 12:11:34 memory 2024/12/23 12:11:34 2024/12/23 12:11:34
n 4RO7TM6NBGV 2024/12/20 18:17:53 pu 2024/12/20 18:17:53 2024/12/20 18:17:53
JEAHWO00BMM - 2024/12/20 18:17:42 cpu 2024/12/20 18:17:42 2024/12/20 18:17:42
- 7ab7a22b-8575-47a7-addc-e23e0260... ... 2024/12/20 18:01:00 CPU 2024/12/20 18:01:00 2024/12/20 18:01:00
- 7d3614f9-9cc2-4c2b-bac7-b23481169... 2024/12/20 17:32:36 cPU 2024/12/20 17:32:36 2024/12/20 17:32:36
| Wamning | 15f888b0-55e4-41e3-a488-31e34983... 2024/12/20 17:31:15 CcPU 2024/12/20 17:31:15 2024/12/20 17:31:15
- ELV57K8HSS 2024/12/20 17:27:59 cpu 2024/12/20 17:27:59 2024/12/20 17:27:59
- 1de25777-7cfe-4bd5-a418-c5b8e15¢f... .. 2024/12/20 16:55:24 CPU 2024/12/20 16:55:24 2024/12/20 16:55:24
- d7992660-4946-458-bed5-0541c99cf... . 2024/12/20 16:00:42 CPU 2024/12/20 16:00:42 2024/12/20 16:00:42
- 0cbe30ee-30c6-4c4c-a471-143e8bc27... 2024/12/20 12:50:33 Memory utilization 2024/12/20 12:50:33 2024/12/20 12:50:33

M < M 2 3 4 5 . o> M 10 v items per page 1-100of g o ms

N

Figure 464 -- View Events

7.2.1.2 Add Column
The steps explain how to add column to event data:
1. Inthe top navigation bar, click on Data View and click on Events.

2. Click on the Add Column action button presents at the header of the console.

Home > Events

Select Events View  Events v R %
(A (e iitical ) (e Major )(o Minor ) (e Woming ) (e Clear ) (@ Indeterminate )
Severity Y ID Y Entity Y  Event Time Y  Parameter Y  Event Created On Y Last Updated DA
0e224b0d-1ebe-4e8b-91e5-d354c424.., 2025/01/03 12:42:06 CPU 2025/01/03 12:42:06 2025/01/03 12:42:06 N
21b11eb4-Taed-4153-87e7-39777ebf... 2025/01/03 12:42:06 CPU 2025/01/03 12:42:06 2025/01/03 12:42:06 N
m 216827 2-440d-47ce-9608-c549cha86. . 2025/01/03 12:42:06 CPU utilization 2025/01/03 12:42:06 2025/01/03 12:42:06 A
6707660-2d87-4865-af50-201c30626... 2025/01/03 12:42:06 memory 2025/01/03 12:42:06 2025/01/03 12:42:06 "
m 70a0a839-cff2-4c7a-b2de-0412ae569... 2025/01/03 12:42:06 memory 2025/01/03 12:42:06 2025/01/03 12:42:06 "
76afbOcc-b539-4f40-bf8f-1155498c84cd > 2025/01/03 12:42:06 <pu 2025/01/03 12:42:06 2025/01/03 12:42:06 q
Qe 23441c92-2ef3-411d-8840-7d2722083... 2025/01/03 12:42:06 disk 2025/01/02 12:42:06 2025/01/03 12:42:06 LS
m ad3bSee6-4627-4e42-8235-2800554f ... 2025/01/03 12:42:06 cpPy 2025/01/03 12:42:06 2025/01/03 12:42:06 N
acee5127-3057-4a65-8163-Tbdacfobb... o 2025/01/03 12:42:06 CPU 2025/01/03 12:42:06 2025/01/03 12:42:06 N
m €3¢ff296-d638-4947-ad1¢-5¢2185687.... N 2025/01/03 12:42:06 <pu 2025/01/03 12:42:06 2025/01/03 12:42:06 <
W <l 2 3 4 5 . oM 10~ items per page 1 - 10 of 548278 items

Figure 465 -- Add Column

3. The form will appear from there user can select from drop down list. Then click on the save button.
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Add Columns X

Add More Columns

Sub Entity 1D ~

Original Columns

T Severity X b % T Entity X T Tite X 2 Manager % 2 Primary Application Name X Z ToollD X
Z  Secondary Application Name X Z Agent X Z  Event Time Z  Mapped Entity ID % Z  Parameter Category >
2 Parameter X Z  Location X Z  Environment X I Designation X

Newly Added Columns

2 Sub Entity ID X

Figure 466 -- Add Column

7.2.1.3 Save View
The steps explain how to save the events data:
1. Inthe top navigation bar, click on Data View and click on Events.

2. User can click the save button.

Home > Events

Select Events View  Events ~ - o &
(o Critical ) (@ Major (o Minor ) (o Waming ) (e Clear ) (@ Indeterminate )
Severity Y ID Y  Entity Y  Event Time Y  Parameter Y Event Created On Y  Last Updated Y
- TFMRWMWTX2 | 202471223 12111:34 memory 2024/12/23 12:11:34 2024/12/23 12:11:34 1
- AROTMENSGY A 2024/12/20 18:17:53 <pu 2024/12/20 18:17:53 2024/12/20 18:17:53
- JEAHWOOBMM = 2024/12/20 18:17:42 <pu 2024/12/20 18:117:42 2024712720 18:17:42
- 7ab7a22b-8575-47a7-addc-e23e0260... 2024/12/20 18:01:00 Py 2024/12/20 18:01:00 2024/12/20 18:01:00
- 7d3614f9-9cc2-4c2b-bac7-b23481169... . 2024/12/20 17:32:36 cPU 2024/12/20 17:32:36 2024/12/20 17:32:36
- 15§888b0-55e4-41e3-2488-31e34983... . 2024/12/2017:31:15 cpPy 2024/12/20 17:31:15 2024/12/20 17:31:15
- ELV57KBHSS 2024/12/20 17:27:59 <pu 2024712/20 17:27:59 2024/12/20 17:27:59
- 1de25777-7cfe-4bdS-ad 18-cSb8e15¢cf... | 2024/12/20 16:55:24 Py 2024/12/20 16:55:24 2024/12/20 16:55:24
- d7992660-4946-4158-bed5-0541¢99¢f... . 202412420 16:00:42 Py 2024712720 16:00:42 2024/12/20 16:00:42
- Ocbe3Dee-30ch-4c4c-3471-143eBbc27.., | 2024/12/20 12;50:33 Memory utilization 2024/12/20 12:50:33
L < B > RN Y B SR ) 10 v items per page

Figure 467 -- Save View

3. A confirmation pop-up message will appear.

253

Configuration Guide



Save View X

Are you sure you want to save the current view.? It cannot be
undone.

Cancel firm

Figure 468 -- Save View Events

4. Click on Confirm button, a success pop will appear and the grid changes.

Home > Events

Select Events View | Events v l © View saved successfully. X - S 8 680 R <
( @ Critical )( ® Major ) ( ® Minor )( ® Warning )( ® Clear )( @ |Indeterminate )

Severity Y ID Y  Entity Y  Event Time Y  Parameter Y  Event Created On Y  lLast Updated
n 1198fc22-0f0b-4322-9580-0048540e9... 2024/11/28 15.0556 Memoary Alert 2024/11/28 15:05:52 2024711728 15:05:2
n b9cc8b82-a847-4b0d-96ce-f89b3d 1bi... 2024/11/28 15:05:16 Memory Alert 2024/11/28 15:05:52 2024/11/28 15:05:€
- d3138196-3631-4396-bSbe-4e39bag0... 2024711728 15:04:18 memory-storage 2024/11/28 15:03:34 2024/11/28 15:03:2
" 1bdffaed-1f50-4e7e-8bb7-fegba044f5... 2024/11/28 15:03:54 Memory Alert 2024/11/28 15:03:52 2024/11/28 15032
df37-4a6b-a059 2024/11/28 15:03:17 system 2024/11/28 15:02:34 2024/11/28 15:02:2
n fd d-afée-ded5-908a-2 0. 2024/11/28 15:03:14 Memory Alert 2024/11/28 15:03:52 2024/11/28 15:03:5
n 29111858-126d-4241-8144-d1082425.., 2024/11/28 15.01:52 Memary Alert 2024/11/28 1501:52 2024/11/28 15:01:€
n 1320af28-1c4f-4e4e-be97-cae9d27¢88... 2024/11/28 15.01:24 Memory 2024/11/28 15.01:24 2024/11/28 15:01:2
- b36e61b2-5848-4590-98d 1-62c40ce9... 2024/11/28 1501:16 system 2024711728 15:00:35 2024/11/28 15:.00:2
n 1844252¢e-3¢7d-4dfc-b68C-105621484.., 2024/11/28 15:01:12 Memory Alert 2024/11/28 1501:52

" “ 1 2 3 4 5 > » 10 ¥ items per page 1- 10 of 13343 items

Figure 469 -- Popup Confirmation

7.2.1.4 Save As Events
The steps explain how to save the events data as view.
1. Inthe top navigation bar, click on Data View and click on Events.

2. Users can click the save as events button.
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255

Home > Events

Select Events View Events e

(D o) (o waer ) (& wimer) (3

Warning ) ( ® Clear ) ( ® Indeterminate )

Severity Y ID Y  Entity Y  Event Time Parameter Event Created On

= 0e224b0d-1ebe-4e8b-91e5-d354c424.., 2025/07/03 12:42:06 cPU 2025/01/02 12:42:06
21b11eb4-Taed-4153-87e7-39777ebf... 2025/01/03 12:42:06 cPU 2025/01/03 12:42:06
2{6827e2-440d-47ce-9608-c549¢cb466... 2025/01/03 12:42:06 CPU utilization 2025/01/03 12:42:06
2d87-4865-af50-201c30626 2025/01/03 12:42:06 memory 2025/01/03 12:42:06
70a0a839-cff2-4c7a-b2de-0412ae569... | 2025/07/03 12:42:06 memory 2025/01/03 12:42:06
= T6afb9cc-b539-4f40-bfaf-1155498c84cd 2025/07/03 12:42:06 <pu 2025/01/03 12:42:06
= 23441c92-2ef8-411d-8840-7d272e083... 2025/01/03 12:42:06 disk 2025/01/03 12:42:06
4627-4e42-8235 12025/01/03 12:42:06 cPU 2025/01/03 12:42:06
m acee5127-2057-4a65-8163-Th4acfobb... 2025/01/03 12:42:05 CcPU 2025/01/03 12:4206
€3¢f296-d638-4947-ad1¢-5¢2185687.... 2025/01/03 12:42:06 <pu 2025/01/03 12:42:06

w o« 1 2 3 4 5 L 10 ¥ items per page

=
=

=

-

Y Last Updated 1Y

2025/01/03 12:42:06
2025/01/03 12:42:06

> M A 4

2025/01/03 12:42:06
2025/01/03 12:42:06

3

2025/01/03 12:42:06

3

2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06

2 T R 2

2025/01/03 12:42:06
2025/01/03 12:42:06 <

1 - 10 of 548278 items

Figure 470 -- Save As Events

A confirmation pop-up message will appear.

Save As

View Name *

Description *

Figure 471 -— Save as Events

4. As all fields are entered click on save button, success popup message will appear.
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Home > Events

Select Events View Events b d

(A (e critial ) (o Major Yo Minor ) (o Woming )("e_Clear ) (@ Indeterminate )

l @ View saved successfully.

@GP - =0

Home > Events

5.

Severity Y ID Y  Entity Y Event Time Parameter Event Created On
Cear 0e224b0d-1ebe-4e8b-91e5-d354c424.., 2025/01/03 12:42:06 CPU 2025/01/03 124206
21b11eb4-Taed4-4153-87e7-39777ebf... 2025/01/03 12:42:06 CPU 2025/01/03 12:42:06
m 216827e2-440d-47ce-9608-c549cb466... 2025/01/03 12:42:06 CPU utilization 2025/01/03 12:42:06
670f7660-2d87-4865-af50-201c30626... 2025/01/03 12:42:06 memary 2025/01/03 12:42:06
= 70a0a839-cff2-4c7a-b2de-0412ae569... | s 2025/01/03 12:42.06 memory 2025/01/03 12:42.06
e 76afbIcc-b539-4f40-bfaf-1155498c84cd 2025/01/03 12:42:06 pu 2025/01/03 12:42:06
23441c92-2ef3-411d-8840-7d272e083... 2025/01/03 12:42:06 disk 2025/01/03 12:4206
m a43bSee6-4627-4e42-8235-28d055af...  LLoo oL Tl DT L 025/01/03 12:42:06 cpPy 2025/01/03 12:42:06
acee5127-2057-4265-8163-Th4acfobb... 2025/01/03 12:42:06 CPU 2025/01/03 12:42:06
m €3cff296-d638-4947-ad1¢-5¢2185687.... 2025/01/03 12:42:06 <pu 2025/01/03 12:42.06
B « 1 2 3 4 5 L 10 ¥ items per page

Last Updated ) ¢
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06

<

1- 10 of 548278 items

Figure 472 -- Alert Message

Then user can select Events view from the dropdown list in which user can create before this step.

Select Events View Events et

( © Warning ) ( @ Clear ) ( ® Indeterminate }

10 | 2M columns Y Entity

eventssim11

TabT7a22b-8575-47a7-a4dc-e230260...
7d361419-9cc2-4c2b-bac7-b23481169...
15f83850-55e4-4123-2488-31234983...
ELVSTKBHSS
1de25777-7cfe-4bd5-a418-c5b8e15¢f...
d7992660-4946-4158-bed5-0541¢99¢f...

Ocbe30ee-30c6-4cdc-2471-143e8bc27...

Y  EventTime
2024/12/23 12:11:34
2024/12/20 18:17:53
2024/12/20 18:17:42
2024/12/20 18:01:00
2024/12/20 17:32:36
2024/12/20 17:31:15
2024/12/20 17:27:59

~  2024/12/20 16:55:24
2024/12/20 16:00:42
2024/12/20 12:50:33

Parameter
memory
cpu

cpu

CcPU

cPu

cPU

cpu

cpPU

<Py

Memory utilization

@GEP - = r

Y EventCreated On

2024/12/23 12:11:34
2024/12/20 18:17:53
2024/12/2018:17:42
2024/12/20 18:01:00
2024/12/20 17:32:36
2024/12/20 17:31:15
202412720 17:27:59
2024/12/20 16:55:24
2024/12/20 16:00:42

2024712720 12:50:33

10

-

items per page

Y Last Updated

2024/12/23 1211:34
2024/12/20 18:17:53
2024/12/20 18:17:42
2024/12/20 18:01:00
2024/12/20 17:32:36
2024/12/20 17:31:15
2024/12/20 17:27:59
2024/12/20 16:55:24
2024/12/20 16:00:42
2024712720 12:50:33

7.2.1.5

Figure 473 -— Select Events View Dropdown

Live Events Data

The steps explain how to refresh the events data.

256

1.
2.

In the top navigation bar, click on Data View and click on Events.

Users can see the Live Events Data updating every 4 seconds in Grid view.
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@ (o ciitcal )(o mzjor ) (o Minor ) (o warning ) (e clear )((@ indeterminate )

Severity Y D Y Entity Y EventTime Y Parameter Y Event Created On Y Last Updated Y Tite
Wiaming | 18e25777-7cle-4bdS-2418-c5b8e15... | L 2024112720 16:55:24 cru 2024/12/20 16:55:24 2004/12/20 16:55:24 Microsoft: Windows CPU wti|
Waming | d7992660-4945-4158-bed5-0541c99ct... L 2024/12/20 16:00:42 cou 2004/12/20 16:00:42 2024/12/20 16:00:42 Microsoft: Windows CPU uti
= Oc6e20se-2005-4cdc-2471-14208b227... | 2024/12/20 12:50:23 Memary utiizaticn 202411220 12:50:23 2004/12/20 12:50:23 Anomaly cizzrved an CLPLI
[ e | 10€a0010-c910-43¢5-939%-711513d84... 2024/12/20 12,5033 Memory utiization 2024/12/2012:5033 2024/12/2012:5033 Anomaly observed on CLPLI
[ covos | 12395269-3183-4{56-30a5-ccH4c960... 2024/12/2012:5033 Memory utiization 2024/12/2012:5033 2024/12/2012:5033 Anomaly observed on CLPY
[ cevor | 15409220-600-45(0-b880-253366¢22... 2024/12/20 12:5033 Memory utiization 2024/12/2012:50:33 2024/12/2012:5033 Anomaly observed on CLOU
[ covor | 198232dd-0631-4286-9096-3633d52f... ¢ 2024/12/2012:5033 CPU utilization 2024/12/20 125033 2024/12/20 12:5033 Anomaly observed on CLP
== 10612540-11¢9-4771-8004-8182db2a... 2024/12/20 12:50:33 Memory utization 2024/12/20 125033 2024/12/2012:5033 Anomaly observed on CLPY
= 1cfe1514-050d-482¢-ace6-54b9T2s0... 2024/12/2012:5033 CPU tilization 200411220 12:50:23 2004/12/20 12:50:33 Anomaly obzerved an CLPLI
= 20422224-90d-4416-9104-767119823.. 2004/12/20 12:50:23 CPU wtilization 2004/12/20 12:50:23 2004/12/20 12:50:23 Anomaly observed on IAULI
o <« BN 2 3 4 5 . > 10 v items per page 1-10of 91679 items

Figure 474 -— Live Events Data

3. To stop the auto-refresh, click on the Live Events Data button, a confirmation pop up message will appear.

Home > Events

Select Events View Events v l ° R e X < Llive Q . & R *‘
(Can (e critical ) (o Major Yo Minor ) (e Waming ) (e Clear ) (@ _Indeterminate )
Severity Y ID Y  Entity Y Event Time Y Parameter Y  Event Created On Y Last Updated ¥ |7
= 066d1647-4276-47¢5-8933-071297297... 2025/01/03 1255102 cPU 2025/01/03 12:51:02 2025/01/03 12:51:02 N
=3 07bcee?d-04b1-4a%-a1dd-6497d35d... 2025/01/03 12:51:02 disk 2025/01/03 12:51:02 2025/01/03 12:51:02 "
[ oo | 16d1a028-809-4b32-3af8-3b2913164... 2025/01/03 12:51:02 memory 2025/01/03 12:51:02 2025/01/03 12:51:02 I
484b3b1b-b877-441b-a55f-b23636b... 2025/01/03 1255102 CPU utilization 2025/01/03 12:51:02 2025/01/03 12:51:02 A
[ cea | 4dbb8245-9e29-4507-29¢0-4cf65900C... | 2025/01/03 12:51:02 cpPu 2025/01/03 12:51:02 2025/01/03 12:51:02 %
= 52115774-ecbd-40b9-9e81-82363021... N 2025/01/03 12:51:02 cpu 2025/01/03 12:51:02 2025/01/03 12:51:02 <
53fbc8fb-bae-479b-962c-<f6883¢64... 2025/01/03 12:51:02 cPU 2025/01/03 12:51:02 2025/01/03 12:51:02 N
= 5504a541-5d%e-4321-9847-347cb93c... 2025/01/03 12:51:02 cpPu 2025/01/03 12:51:02 2025/01/03 12:5102 N
=3 692d2743-2d86-483-9eab-e12fccedd... 2025/01/03 1255102 <pu 2025/01/03 125102 2025/01/03 12:51:02 <
6a18710b-2969-4444-9126-3525a023... 2025/01/03 12:51:02 memory 2025/01/03 12:51:02 2025/01/03 12:51:02 "
" <« 2 3 4 5 L] 10~ items per page 1- 10 of 548418 items

Figure 475 - Live Events Data Disabled

7.2.1.6 Refresh Events
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The steps explain how to refresh the events data view.
1. Inthe top navigation bar, click on Data View and click on Events.

2. Click on Refresh Events button if Live Events Data is disabled only.
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Home > Events

Select Events View |Events . @G [c]e v = -«
(o Crﬂi:al)(o Major)(o Minor)(o \%ming)(o Clear)(o lndeterminale)

Severity Y ID Y  Entity Y  Event Time Y  Parameter Y  Event Created On Y  Last Updated Y T

0e224b0d-1ebe-4e8b-91e5-d354c424.., . 2025/07/03 12:42:06 CPU 2025/01/03 12:42:06 2025/01/03 12:42:06 N
= 21b11eb4-Taed-4153-87e7-39777ebf... - 2025/01/03 12:42:06 CPU 2025/01/03 12:42:06 2025/01/03 12:42:06 N
= 216827e2-440d-47ce-9608-¢549ch466... | 2025/01/03 12:42:06 CPU wutilization 2025/01/03 12:42:06 2025/01/03 12:42:06 A
670f7660-2d87-4865-af50-201c30626... . 2025/01/03 12:42:06 memory 2025/01/03 12:42:06 2025/01/03 12:42:06 L
[ acar | 70a0a839-cff2-4c7a-b2de-0412ae569... 2025/01/03 12:42:06 memory 2025/01/03 12:42.06 2025/01/03 12:42:06 "
76afb9cc-b539-4f40-bi8f-1155498c84cd 2025/01/03 12:42:06 <pu 2025/01/03 12:42:06 2025/01/03 12:42:06 <
23441c92-2ef3-411d-8840-7d272e083... 2025/01/03 12:42:06 disk 2025/01/03 12:42:06 2025/01/03 12:42:06 ™
= 3bSee6-4627-4e42-8235. 2025/01/03 12:42:06 <Py 2025/01/03 12:42:06 2025/01/03 12:42:06 N
= acee5127-3057-4a65-816a-Tbdacfobb. . | 2025/01/03 12:42:06 CPU 2025/01/032 12:42:06 2025/01/03 12:42:06 N
€3cff296-d638-4947-ad1c-5¢2185687... 2025/01/03 12:42:05 <pu 2025/01/03 12:42:06 2025/01/03 12:42:06 <

- « 1 2 3 4 5 LI ] 10 ~ items per page 1 - 10 of 548278 items

Figure 476 - Refresh View Data Events

3. A confirmation pop up message will appear.

Home > Events
RSN TS [ @ comtmset ey @D -coc
@ (0 Ctltkal)(o Mapr) (- Minol) (- Wamlng) (0 Gw)(o lndelermha(e)
sevedty Y ID Y entity Y EeentTime Y Patameter T Event Created On Y Last Updated Y Tite
Viaming 18225777+ Tcle-4bdS-a418-c5b3e15cH... 2024/12/20 16:55:24 ooy 2024/12/20 16:55:24 2004/12/20 16:55:24 Microsoft: Windows CPU uti
Viamng d7992660-4046-4158-bed5-0541¢94cf...| 202412420 16:00:42 cu 200412420 16:00:42 2024/1220 16:00:42 Microsoft: Windows CPU uti
= OcSed0e-2006-dcdc-2471-142e8b:27... = 2024/12/20 12:5033 Memry utizatizn 20241220 12:5023 202412/20 12:50:33 Anomaly cbsarved an CLPLI
[ coscs | 10630010-c910-43¢5-939%-711513084., 2024/12/20 125033 Memory utiization 2024/12/2012:5033 2024/12/20 12,5033 Anomaly observed on CLPLI
[ cosos | 123952¢d-3183-4{56-30a5-Cch49950... 2024/12/20 125033 Memory utiization 2024/12/20 125033 2024/12/20 12:5033 Anomaly observed on CLPW
= 15/09220-¢600-46f0-b880-35356b¢22... 2024/12/20 125033 Memory utization 2024/12/20 125033 2024/12/20 12:5033 Anomaly observed on CLOU
[ s | 198232dd-0831-4286-9096-3633d521,. 2024/12/2012:5033 CPU utilization 2024/12/2012:5033 2024/12/20 125033 Anomaly observed on CLPW
[ s | 10512540-11¢9-4771-8404-8182db2a. 2024/12/2012:50:33 Memory utzation 2024/12/20 125033 2004/12/20 12,5033 Anomaly observed on CLPW
- 1dfe1514-300d-482¢c-acet-54b37ama8.., 2024/12/20 12:50:23 CPU utilization 2024/12/20 12:50:23 2024/12/20 12:50:33 Anomaly obsarved an CLPLL
= 2042322d-9od18-4446-919£-7671992a... 2004/12/20 12:50:23 CPU utilization 2004/12/20 12:50:33 202412420 12:50:33 Anomaly obzarved on 1AULI
N <NIN2 3 4 5 . * ¥ 10~ items per page 1-100f 91679 items.

Figure 477 -— Alert Message

7.2.1.7 Apply Filters
The section provides details on how to apply filters to the event data.
1. Inthe top navigation bar, click on Data View and click on Events.

2. Click on the Filter Option present at right as shown in figure.
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Select Events View  Events ~ - C B B8 R &
@ (o critcat ) (o maor ) (o ninor ) (o waming )(e clear ) (@ indeterminate )
severity [T ] 0 T Entity Y EcentTime Y paameter Y &vent Created On Y LastUpdated Y Tive
Wtaming | 10e25777-Tcle-4bd5-3418-c5bSe1541... L 2024/12/20 16:55:24 cou 2024/12/20 16:55:24 2024/12/20 16:55:24 Microsoft: Windows CPU il
Viaming | d7992660-4946-4158-bo45-0541c99cf...| 1. 2024/12/20 16:00:42 <1} 2004/12/20 16:00:42 2024/12/20 16:00:42 Micrasoft: Windows CPU uti
= OcSe20ee-2005-dodc-2471-14268b:27... 2024/12/20 12:50:23 Shemory utizaticn 2004/12/2012:50:23 2024/12/20 12:50:23 Anomaly observed an CLPLI
= 10230010-c910-43¢5-93%-711513d84... 2024/12/2012:50:33 Memory utization 2024/12/20 12:50:33 2024/12/20 12:50:33 Anomaly observed on CLPLI
| cancs | 123952ed-3f83-4{56-3da5-cch4cINE0... 2024/12/20 12:5033 Memory utization 2024/12/2012:50:33 2024/12/2012:5033 Anomaly observed on CLPW
= 156092 45f0-b8! 2024/12/20 12:5033 Memory utiization 2024/12/20 12:5033 2024/12/20 12:50:33 Anomaly cbserved on CLOU
[ o | 198232dd-0831-4286-3096-3633d521... 2024/12/20 12:50:33 CPU utilization 2024/12/20 12:5033 2024/12/20 12:5033 Anomaly cbserved on CLPW
= 1951254d-11¢9-4771-8d03-318edb2a. .| 2024/12/20 12:5033 Memory utiization 2024/12/20 1215033 2024/12/2012:50:33 Anomaly observed on CLPW
= dfe1514-320d. i 2024/12/20 12:50:23 CPU utilization 2004/12/20 12:50:23 2024/12/20 12:50:33 Anomaly obssrved an CLPLL
= 2043322d-9cdB-4456-919-7671£992a. 2024/12/2012:50:23 CPU utilization 2024/12/20 12:50:33 2024/12/20 12:50:33 Anomaly observed an IAULI
LI 1 2 3 4 8§ . v 0w 10~ items per page 1-100f 91679 items

Figure 478 -- More Filter Operation

3. A form will appear. Select Field and Operator from drop down list and write a value. Then click on the Apply

button.

Home > Events

Select Events View Events ~ - S 8 B R
@( ® Critical )( ® Major ) ( @ Minor )( @ Warning )( ® Clear )( @ Indeterminate )

Severity Y ID Y  Entity Y  Event Time Y  Parameter Y  Event Created On Y  last Updated

B2 opeator 20268¢5c2... 1 2024/11/28 1525:24 Memory Alert 2024/11/28 15:25:52 202411728 15255
[ criicor JTIS v 4bf026bed... 2024/11/28 1525:10 Memory Alert 202411728 1525:52 2024/11/28 1525:
Value 53567524... 2024/11/28 1523:43 system 2024/11/28 1523:34 2024/11/28 1523
== e 37177300 2024/11/28 1523:22 Memory Alert 2024/11/28 152352 2024/11/28 1523
=3 7e1boda3... ] 2024/11/28 1523:08 Memory Alert 2024/11/28 1523:52 2024/11/28 1523
 Waming | s v o060 7DOb... 2024/11/28 1522:43 system 2024/11/281522:34 2024/11/28 15222
[ concan | 34041540-b0e1-4(73-8399-8839bd43... | 2024/11/28 15:22:07 Memory Alert 2024/11/28 15:21:52 2024/11/28 15:21:
= 226¢74f-18¢9-4efc-2f87-666dedfe5716 2024/11/28 15:21:42 memory-storage 2024/11/28 15:21:34 2024/11/28 15:21:2
[ crcan | 64b9de75-7241-4545-ad07-29f749de... 2024/11/281521:20 Memory Alert 2024/11/28 15:21:52 2024/11/28 15:21:%

Cloa 7446¢1d0-acd1-4b63-9217-baseee7d... 2024/11/28 15:20:40 system 2024/11/28 15:20:33

M« <« NN 2 3 4 5 . »>» » 10 v items per page 1-10 of 13382 items

Figure 479 -- More Filter Operation
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Home > Events

Select Events View | Events v - o B8 R
| Applied Filters | Severity LIKE Clear = A4
(. Critical ) ( ® Major )( @ Minor )( ® Warning )( @ Clear )( @ Indeterminate )
severity Y ID Y Entity Y  EventTime Y  Parameter Y  Event Created On Y  Last Updated Y |5
m aBeach7a-0cf3-4f27-8745-d5a567524.., 2024/11/28 1523:43 system 2024/11/28 1523:34 2024/11/28 15:23:34 1
m f8a6c74f-18¢9-4efc-af87-666dedfe5716 2024/11/28 15:21:42 memary-storage 2024/11/28 15:21:34 2024/11/28 15:21:34 \
m 7446c1d0-acd1-4b63-9a17-baSeee?d... 2024/11/28 15:20:40 system 2024/11/28 15:20:33 2024/11/28 15:20:33 1
2458¢efc3-0ae4-40da-bffa-b9f928ec42.. 2024/11/28 15118:41 system 2024/11/28 15:118:33 2024/11/28 15118:33 1
Cloar 521554b5-0197-4212-bad2-abea1c07... 2024/11/28 15117:38 memary-storage 2024/11/28 15:16:43 2024/11/28 15116143 1
51e513¢2-e382-4ab8-8fe0-5042de8s... 2024/11/28 15:14:35 system 2024/11/28 15:14:34 2024/11/28 15:14:34 1
Clesr bafcd846-2b7e-4b89-bafd-60a166aeb... 2024/11/28 15:12:34 system 2024/11/28 15:11:34 2024/11/28 15:11:34 |
m db86f22e-df37-4a6b-a959-6fb286aag... 2024/11/28 150317 system 2024/11/28 15:02:34 2024/11/28 15:02:34 1
m 28¢2€a10-9856-4e3b-96ec-d5d5d9b9... 2024/11/28 14:59:15 system 2024/11/28 14:58:33 2024/11/28 14:58:33 1
294020a3-0990-4517-09d6-28175093... 2024/11/28 14:55:12 system 2024/11/28 14:54:35 2024/11/28 14:54:35 1

Figure 480 -— More Filter Operation

7.2.1.8 Download CSV
This section provides users with downloading CSV data of records based on the filter they apply to the records of the
events screen. Users can download the csv files with max of 1000 records.
1. Inthe top navigation bar, click on Data View and click on Events.

2. Apply the filters as per the requirement.

Click on the Download CSV & action button.

W

Check the downloads in the system, the CSV file will be downloaded.

Home > Events

Select Events View Events v - S 8 ®R
( o ciitcal ) ("o Major )("o Minor ) (o Waming ) (Ce Clear ) (@ Indeterminate )

Severity Y D Y Entity Y  Event Time Y  Parameter Y  Event Created On Y Last Updated Y |
m 22f2c63f-c3c0-47ea-8F1d-d290c67001.., 2024/11/28 15:41:29 Memory Alert 2024/11/28 15:41:52 2024/11/28 15:41:52 Nv
75a7774a-b672-4210-9553-b9d3854c... 2024/11/28 15:41:09 Memory Alert 2024/11/28 15:41:52 2024/11/28 15:41:52 N
01420a53-2783-495e-222d-b1dcfd87.., 2024/11/28 15:40:15 system 2024/11/2815:39:34 2024/11/28 15:39:24 Li
m fa96a5f8-5185-4af1-a75b-bdde3b3bs... 2024/11/28 15:4007 Memory Alert 2024/11/28 15:39:52 2024/11/28 15:39:52 N
m d74d4cdf-b8e8-4114-be84-44b20051... 2024/11/28 15:39:26 Memory Alert 2024/11/28 15:39.52 2024/11/28 15:39:52 N
- 5fd5c45¢-5e53-470e-3c8b-02b29705... 2024/11/28 15:39:13 memory-storage 2024/11/28 15:39:01 2024/11/28 15:39:01 w
- f1d03cdd-bc59-42f9-befe-8dE644a882... 2024/11/28 15:38:13 memory-storage 2024/11/28 15:37:34 2024/11/28 15:37:34 W
m 0c301ba9- 14ef-4bb8-bd05-Teadd02b... 2024/11/28 15:37:57 Memory Alert 2024/11/28 15:37:52 2024/11/28 15:37:52 N
m 14252421-0871-4739-0e69-136b213ef... 2024/11/28 15:37:24 Memory Alert 2024/11/28 15:37:52 2024/11/28 15:37:52 N
| Waning 9a77175-0bc2-467-a605-2f2e3fa5b21 2024/11/28 15:37:11 system 2024/11/28 15:3635 2024/11/28 15:36:35 L

o« 9 2 3 4 5 & > M 10 v items per page 1-10061‘

S

Figure 481 -— Download CSV of Events
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7.2.2 Alerts

- “Alerts" refer to notifications or warnings generated by monitoring systems or tools when significant events or issues

are deviating from normal system behavior.

- Alerts play a crucial role in proactively identifying potential problems, anomalies, or security incidents within the IT

environment.

- Alerts are triggered by a monitoring system to indicate the occurrence of a specific event or condition that requires

attention.

- Alerts are typically generated based on predefined rules, thresholds, or conditions associated with events. Multiple

alerts may be correlated to identify patterns or relationships between different events, helping in understanding the

broader impact.

- A well-designed alerting view provides IT teams with crucial information, enabling them to respond proactively to

potential issues and minimize the impact on operations.

The steps explain how to view the alerts data.

1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Alerts data will be displayed for the selected customer.

Home > Alerts

Select Alerts View Alerts e
(E\ ® Citical ) (e Major )(o Minor ) (e Waming ) (e Clear ) (@ Indeterminate )
Severity Y ID Y  Entity )
62D9BE0822054CD6B604CTSTAE0058...
Warming. DBFD692404044E2381A31FI5CTEIICTF
Mice 9B20567E7389405C37BA9144DT829F13
Waming. 2AETAAEBIC0140169A0F6077S44E0ED3
Warring 87CC5BIDDACTA00DBSEDAB224C640
9ECOB36F3FFE4823075B4F63T8DIDASS
= FDBACO18307F4562A537DEC2CA434...
= 2972ADBS4EA9488EI44BS39DBAFSF1FF
Major | 3BE02564A7C247FDBA6D1SFAFED14E...
Msjor 14034EBE3FE141CBA2D0502D706100F7

4 » » 10 ¥ items per page

Parameter
Memory Alert
system

memory
memory-storage
memory-storage
system

system

system

cpuU

CPU

Occurrence Y

1086

Alert Created On
2024/11/27 14:04:44

2024/11/28 15:2943

2024/11/28 15:29:39
2024/11/28 15:2846
2024/11/28 15:27:38
2024/11/28 15:23:36
2024/11/28 15:20:37
2024/11/28 15:17:29
2024/11/28 15:10:223

2024/11/28 15:18:57

S 8 R
Pending Since Last L
2024711727 14.03:49 20247
2024/11/28 15:28:47 2024/
2024/11/28 15:28:46 2024/
2024/11/28 15:27:46 2024¢
2024/11/28 15:26:45 2024/
2024/11/28 15:22:43 20247
2024/11/28 15,1940 2024/
2024/11/28 15:16:37 2024/

2024/11/28 1511007 2024
2024/11/28 15:18:05 2024/

o

1-100fh, Lms

Figure 482 -- Alerts View

The steps explain how to delete the alerts data:

1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Alerts can be selected by clicking on the checkbox. (Single select/Multi select)
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The auto-refresh feature automatically updates data (including events, alerts, noise, actionable items, and all
events) in the grid. Consequently, any previously checked items will be unchecked. If you intend to delete
something, it is advisable to disable the auto-refresh feature first and then proceed with deletion operations.

Select Alerts View  Alerts v - o B8 R &
( ® Critical ) ( ® Major )( @ Minor ) ( o Waming ) ( ® Clear ) ( ® Indeterminate )
a Severity Y ID Y  Entity Y  Parameter Y Occurrence Y Alert Created On Y  Pending Since Y L
“ CFECC3FR11C4440DA917596898113C.. CPU utilization 1174 2024/12/1917:11:32 2024/12/19 17:11:26 2
m D01185CC6B0743DABCAFE6CIDESCC. . CPU utilization 1084 2024/12/19 18:0920 2024/12/19 18:08:53 2
o m D24E9A31C0DI4B3289A28272735EAE .. Memory utilization 1137 2024/12/1917:42:32 2024/12/19 17:42:46 2
DGE4ABDBOC1DB4918BASA63FEBIFOFI... CPU utilization 815 2024/12/1917:11:31 2024/12/19 17:11:26 2
m} m DECRDOTECCEF4CEDA2BA33TSIABCY... Memory utilization 447 2024/12/19 21:01:29 2024/12/19 21:01:46 2
o ESSOFETFCACCA9838A15D85405F6407A CPU utilization 1145 2024/12/19 17:20:23 2024/12/19 17:20:39 2
a “ EACD199DC2754F4DAFS3BFDES2791.. CPU utilization 152 2024/12/19 18:13:40 2024/12/19 18:19:57 2
a “ F11F831EAB2CA97899693D5A636E74EF CPU utilization 309 2024/12/1917:11228 2024/12/19 17:11:36 2
s] m FAABCGC3116147EBBSCDDAOFSDBOT... Memory utilization 1130 202471219 17:55:32 2024/12/19 17:55:49 2
(u] “ FB1356D19B9B43AAI4EG2DETB1CIAS... CPU utilization 1108 2024/12/19 17:20:22 2024/12/19 17:20:39 2
W 4 L EER7 8 9 10 . *» n 10 v items per page S1-600f4 0 ms
gt

Figure 483 -— Deleting Bulk Alerts

3. Click on the Delete action button present at the bottom.

4. A confirmation dialog box appears to confirm the deletion.

Clear Alerts X

Are you sure you want to clear the selected alerts?

Cancel § Confirm

Figure 484 -- Confirmation Pop-Up

5. Click on Confirm button, a dialog box would appear for successful deletion of alerts.
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Clear Action X

Clear alert have been raised for selected alerts. Alerts will be
cleared in sometime.

Figure 485 — Alert Message

7.2.23 Create Actionable Alerts
This feature allows users to manually create an actionable by selecting alerts from the Alert screen and providing the
necessary input details to complete the creation process.
1. Inthe top navigation bar, click on Data View and click on Alerts.
2. Alerts can be selected by clicking on the checkbox. (Single select/Multi select)

3. Click on the Actionable action button presents at the bottom.

LR 2 3 4 5 .. » 10~ items per page 1-10 of 269 items

Figure 486 -— Alert Message

4. Aform will appear like shown in the picture below.

Create Actionable >

Actionable Tite =

=

Mapp: Entity 1D -
Causal atere -
Severity Entity Parameter (=1

= [ — cabeasacacaraasceassancosaarniss

Figure 487 -— Alert Message

5. The user must select the relevant alerts from the alert grid, provide the necessary details such as Actionable Title,

Description, Entity, and Severity, and select the causal alert by checking the corresponding box in the grid.
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Create Actionable
Actionable Title *
Disk Full

Actionable Entity *

Mapped Entity ID

Causal alert *

Severity

Actionable Description *

disk full for entity

Actionable Severity *

hd Indeterminate

Entity Parameter

mcld-2706-01-0d79d79d-f031-4eae-8cel-afcl... disk

Cancel Save

ID

64DE8B59CAE9748AC98A43BCO696FB499

Figure 488 -— Alert Message

6. Once filled click on Save at the bottom of the form.

7. A successful message will appear.

® 5]

Manage License

l @ Actionable '5A0A892BD6" has been created. >

) ( ® Clear ) ( ® Indeterminate )

levi

lev4

lev7

Parameter Y  Description Y Agent Y-
memory2 memory?2 issue nificollector
memory2 memory2 issue nificollector
memory2 memory2 issue nificollector

Q

Associated Actionable ID
F682996FA7
F682996FA7 | FA57B81A2E

06B66ECB73

lokesh@iemdast.com v

Figure 489 -— Alert Message

7.2.2.4 Save Alerts

The steps provide information on how to save alert data.

1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Users can click on the save button.
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Home > Alerts

Select Alerts View  Alerts ~ & - L
( @ Critical )(o Major )( © Mimr)( o Waming )(o Clear )(o Ir\dewmina(e)

a Severity Y ID Y Entity Y Parameter Y  Occurrence Y Alert Created On Y Pending Since Y LlastL
o = 62D9BE0S22064CD68604C757480058. . Memory Alert 1086 2024/11/27 14:04:44 2024/11/27 14:03:49 2024/,
IS DEFD632404044E23B1A31FISCTEI9CTF system 1 2024/11/28 15:2943 2024/11/28 15:28:47 2024/
(= ] 9B20567E7389405Ca7BA9T44DTE29F13 1 Ll memory 1 2024/11/28 15:29:39 2024/11/28 15:28:46 2024/
(NI 2AETAAESIC0140169AIFE077I44E0ED3 memory-storage. 1 2024/11/28 15:28:46 2024/11/28 15:27:46 2024/
(S 87CC5BIDDACTA00DBSEDA8224C640... memory-storage 1 2024/11/28 15:27:38 2024/11/28 15:26:45 2024¢
96COB36F3FFE4823075B4F6378DIDASS system 2 2024/11/28 15:23:36 2024/11/28 15:22:43 20247
FDBACO183D7F4562A537DEC2C4434... system 2 2024/11/28 15:2037 2024/11/28 15:19:40 2024¢
Conor 2972ADBI4E49488EI44B53IDBAFSFIFF system 2 2024/11/28 151729 2024/11/28 15:16:37 2024/
nsjor | 3BE02564ATC247FDBAGDSFAFEDT4E... cpPU 2 2024/11/28 151023 2024/11/28 15:10:07 2024/
O s 14034EBE3FE141CBA2D0502D706100F7 cPU 1 2024/11/28 15:18:57 2024/11/28 15:18:05 2024/
¥ =

«w <l 2 3 4 S w > »m 10 v items per page 1-100f s

Figure 490 - Save Alerts

3. After saving, the event data appears in the grid and a successful popup appears.

Save View X

Are you sure you want to save the current view.? It cannot be

undone.

Figure 491 -- Save Alerts

4. On clicking the Confirm button, success will appear.

Home > Alerts

Select Alerts View Alerts ~ lOmeM X - a8 0
( ® Critical )( ® Major )( ® Minor )( ® Waming )( ® Clear ) ( ® Indeterminate )
(m] Severity Y ID Y Entity Y Parameter Y Occurrence Y Alert Created On Y Pending Since Y lastl
=] n 62D9BEOB22064CD6B604CTST480058... Memory Alert 1086 2024/11/27 14:04:44 2024/11/27 14.03:49 2024/“
o - D6FDE82404044E23B1A31FI5CT8I9CTF system 1 2024/11/28 15:2943 2024/11/28 15:28:47 2024/
a - 9B20567E7389405C37BA9144DT829F13 memory 1 2024/11/28 15:29:39 2024711728 15:28:46 2024/
(m] - 2AETAAESOC0140169A9F6077944E0E03 memory-storage 1 2024/11/28 15:28:46 2024/11/28 15:27:46 2024/
a - 87CC5BIDDACIA00DBSEDA8234C640.,, | memory-storage 1 2024/11/28 15:27:38 2024/11/28 15:26:45 2024/
SE6COB36F3FFE4823075B4F6378D9DASS system 2 2024/11/28 15:23:36 2024/11/28 15:22:43 2024/
FDBACO183D7F4562A537DEC2CA434... system 2 2024/11/28 15:2037 2024/11/28 15:19:40 2024/
2972ADBS4EA9438E344B539DBAFSFIFF system 2 2024/11/28 15:17:29 2024/11/28 15:16:37 2024/
(] - 3BE02564A7C247FDBAGD1SFAFED14E... | cPU 2 2024/11/28 15110223 2024/11/28 15:10:07 2024/
=] - T4034EBE3FE141CBA200502D706100F7 CPU 1 2024711728 15:18:57 2024/11/28 15:18:05 2024/
“ <« 1 2 3 4 5 . » ™ 10 v itemsperpage 1-10 of W éms

Figure 492 -- Alert Message
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7.2.2.5 Save As Alerts
The section explains the steps to Save a personalized view of Alert data as per the requirement:
1. Inthe top navigation bar, click on Data View and click on Events.

2. Click Save as Alerts button.

Home > Alerts

Select Alerts View | Alerts v @G - = E&.
(0 Ctiﬁcal)(o Major)(o Mimr)(o Waming)(o Oear)(. Indetennimte)

a

[+ Y  Entity Y  Parameter Y  Occumence Y Alert Created On Y Pending Since Y lLastL
TADS5SA3CI7DO5406E8350DBIFATEST... memory 2 2025/01/02 13:49:16 2025/01/02 13:49:11 202 5/’
CA3BAEF527414F168995DEI0O6ACCEOFT disk 1 2024/12/24 17:02:26 2024/12/03 18.06:00 2024/
15A2A06E4DBDATA5943ATB2ESEAECE... memory 1 2024/12/23 12:11:36 2024712723 12:11:24 20247
B87T1ETFOAAADLCE7BFODCIGEGIFIST1ES - memory 1 2024/12/23 20:18:43 2024/12/23 20:1836 2024/
C62098EDA74BAEDBACI2TTESDEATC... - CPU 1 2024/12/23 16:31:39 2024/11/30 16:31:28 2024/
17CTF162AFA24C76917659899C91BETS Lo ey 1 2024/12/20 18:01:06 2024/12/20 18:01:00 2024/
3CB7AEASFE29442895114FS014388E15 cpu  ; 2024/12/20 18:18:22 2024712720 18:17:42 2024/
46380A7281DE4TEOAGOTTAFFOBF185E3 . CpPU 1 2024/12/20 16:55:30 2024/12/20 16:55:24 2024/

47404D72F7FA448096A72125E5B3EC63 e  CPU 1 2024/12/20 17:31:25 2024/12/20 17:31:35 2024/

w
9000000000}
<

-«

B04888EBFECS434F964154DE7TCTEBIRE CPU utilization 1 2024/12/20 09:44:18 2024/12/20 09:44:37 2024/

B
.
~

L 10 v items per page 1-10 of 15 items

Figure 493 -— Save As Alerts

3. The following form appears:

Save As X
View Name * Description *

Show to

My Self ~

Figure 494 -— Save As Alerts

4. Once all the fields are entered, click on Save button.
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Home > Alerts

Select Alerts View  Alerts - l O View saved successtully. X @G - = R &
(Ao ciitical ) ("o Major (o Minor J((e wiaming ) ((e Clear } ([ Indeterminate )

a Severity T ID T  Entity Y Parameter Y  Occurrence T Alert Created On T Pending Since T LastL
TADEA3CTTDOSA06EZS500894ATEIT.. memory 2 2025/01/02 13:49:16 2025/01/02 13:49:11 2025/
m CA3BAEFS27414F 168995DEI0CACCEOFT disk 1 2024/12/24 17:02:26 2024/12/03 18:06:00 20241
15A2AD6E40A047 4504 3ATBZESEAECE. . memony 1 2024712723 121136 2024/12/23 12:11:34 2024/
m 6871ETFOAAADSCHTBFODCSGEGIFIST1ES . memaory 1 2024/12/23 20:18:43 2024/12/23 20:13:36 20247
m CH52098EDA7T4B4EDBACIZTTREDEATC... cPU 1 2024/12/23 16:31:39 2024/11/30 16:31:28 2024/

Clear 1TCTF16ZAFAZ4CTE917659BI9CI1BETS | CPU 1 2024/12/20 18:01:06 2024/12/20 18:01:00 20247
= 3CBTAEASFE29442895114F5014388E15 cpu i 2024/12/20 18:18:22 2024/12/20 18:17:42 2024/
46380AT281DE4TEQABYTTAFFOBF1B5E3 . CPU 1 2024/12/20 16:55:30 2024/12/20 16:55:24 20247
ATA04DT2F7FA448096A72135E583EC63 CPU 1 2024/12/20 17:31:25 2024/12/20 17:31:115 20247
= B04888EBFECS434F064154DETCTEBSBE CPU wtilization 1 2024/12/20 09:44:18 2024/12/2009:44:37 20247

L « i P 10 v items per page 1-100of 15 items

Figure 495 -— Alert Message

5. The newly created view is now available in the list of available views. The user can select Events view from the

dropdown that lists all the existing views.

Home > Alerts

Select Alerts View  Alerts v - oS 8 R X
| Applisd Filters | Sever @
Can) (o critical (s Waming ) (e Clear )((® Indeterminate )
Severity Y ID Y  Entity Y  Parameter Y  Occurrence Y Alert Created On Y  Pending Since ¥ Last Updatec
o = 62D9BECS22064CD6B04CT57480058. . Memory Alert 118 2024/11/27 14:04:44 2024/11/27 14:03:49 2008111728
O = 8B33DBDICFAI438FAFOADZIBS 1FD48... Disk 2 2024/11/15 15:42:07 2024/11/15 15:41:49 2024/11/28
o 36AB8080C7FA45975E51247TANABSOA. . Py 2 2024/11/28 16:00:27 2024/11/28 16:00:20 2024711728
O == 9B07C254CDA7ACD0B0838CTF4BDIT. . Memory 3 2024/11/15 15:43:55 2024/11/15 15:41:11 2024/11/28
o n B7718B65347E42978D8B0SF51821E643 Disk 2 2024/11/15 15:41:57 2024/11/15 15:40:58 2024711728 -
(S i | FS046A309EIE4AGTA1481E80419DTD... Swap 1 2024/11/15 15:43:34 2024/11/15 15:41:08 2024/11/28
O = FADO15219268406D910E6 1FEABSSAB... Memory 1 2024/11/28 1601:10 2024/11/28 16:00:30 2024/11/28 ~
(S < | 161EE6075E9147EEBES74A2BGOCFDCI Disk 3 2024/11/15 15:42:16 2024/11/15 15:41:57 2024/11728
= e | 5C4577BD280D4157A3CABCABOCEIGE... Disk 1 2024/11/15 15:41:59 2024/11/15 1541:01 2024/11/28
[N <o | 6FSEA3SSEFEA930BAACTAOMESSBSI... Memory 2 2024/11/15 15:42:11 2024/11/15 15:41:04
W« «<Blll 2 3 4 5 . > ™ 10~ items per page 1-10 of 301 items

Figure 496 -— Select Alerts View Dropdown

7.2.2.6 Add Column
The section explains how to Add Column to alerts data:
1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Click on the Add Column action button presents at the header of the console.
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Home > Alerts

Select Alerts View  Alerts ~ - & R
(o critical ) ("o Major )" Minor ) (e Waming ){(e Clear ) (e Indeterminate )

a Severity Y (3] Y Entity Y  Parameter Y  Occumrence Y Alert Created On b Pending Since ) £ Last L
Cleor TADSA3CT7DO5406E8350DBI4ATEIT... memory 2 2025/01/02 13:49:16 2025/01/02 13:49:11 2025/
m CA3BAEFS27414F168995DEI06ACCEOFT disk 1 2024/12/24 17:02:26 2024/12/03 18:06:00 20247
15A2A06E4D3DATAS943ATB2ESEAECH. ., memory 1 2024/12/23 12111:36 202471223 12:11:24 2024/
m 6871ETFOANAD4CE7BFODCIGEGIFOS1ES memory 1 2024/12/23 20:1843 2024/12/23 20:18:36 2024/
E C62098E0474B4EDBACI2TTEBDEATC... cPU 1 2024/12/23 16:31:39 2024/11/30 16:31:28 20247

Clear 17CTF162AFA24C76917659899C91BE7S CcPU 1 2024/12/20 18:01:06 2024/12/20 18:01:00 2024f
m 3CB7AEASFE20442895114FS014388E15 pu 1 2024/12/20 18:18:22 2024/12/20 18:17:42 2024/
m 46380A7281DE4TEOABITTAFFOBF185E3 cpPu 1 2024/12/20 16:55:30 2024/12/20 16:55:24 2024/
AT7404D72F7FA443096A72135E583EC63 cPU 1 2024/12/20 17:31:25 2024/12/20 17:31:15 2024/
BO488BEBF6CS434F964154DE7CTESIRE CPU utilization 1 2024/12/20 09:44:18 2024/12/20 09:44:37 20247

B « 1 2 > " 10 v items per page 1- 10 of 15 items

Figure 497 -— Add Column

3. The following form will appear. The user can select values from the drop-down lists.

4. Once done, click Save.

Add Columns x
Add More Columns

Sub Entity ID ~

Original Columns

T Severity X < 1D = T Entity X T Parameter X T Sub Entity X Z  Pending Since X T last Updated >

Z  Occurrence X

Newly Added Columns

< Sub Entity ID X

Figure 498 -— Add Column

7.2.2.7 Events Mapping (Alerts)
The steps involved to see events in alerts data:
1. Inthe top navigation bar, click on Data View and click on Alerts.
2. Click on an alert on Data View-Alert screen, then go to the pop up opened for the alert. Events for the selected

alert are visible.
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O
X

High CPU utilization (over 90% for 5m)

Pending Since

2023/01/06 13:2423 Events ) X

Last Occurrence

2023/01/06 132541
Description Severity 1) Title Entity
High CPU utilization (over 90% for Sm)
Severity [ cies | 015f2€28-9493-4b0b-9a07-394{7bf0bS 7 High CPU utilization (over 90% for Sm)
== ["Ciewr | 5ecdd4s7-fa2a-4f16-8314-7105d47f5 edS High CPU utllization (over 90% for Sm)

[ crvical ] 69e1241e-7233-408b-8790-990f7b697670 High CPU utilization (over 0% for Sm)

[ crical ] 7d819255-593a-4b2d-b25b-92998dc4b795 High CPU utilization (over 0% for Sm)

[ comea ] 512992d3-1d97-46€0-2a2b-50383efB82229 High CPU utilization (over 0% for Sm) [

Show 10 v  entries .

Figure 499 -- Alerts Related Events

3. Users can mark alerts as incorrect by clicking Mark as Incorrect button.

High CPU utilization (over 90% for 5m) o x
Pending Since
2023/01/06 1324:23
Last Occurrence
2023/01/06 1325:41
Description D Title Entity
High CPU utilization (over 90% for 5m)
Severity 015f2e28-9493-4b0b-9307-39dfTofObS 7 High CPU utlization (over 90% for Sm)
Clear L
Secd4457-fa2a-4f16-8314-71b5d47f5edS High CPU utilization (over 90% for 5m)
69e1241e-7a33-408b-8790-990f7b697670 High CPU utiization (over 0% for Sm)
7d819255-593a-4b2d-b25b-92998dc4b 795 High CPU utilization (over 0% for Sm)
b12992d3-1d97-46e0-2a2b-50383ef8e229 High CPU utilization (over 0% for Sm)
Show 10 v~  entries .

Figure 500 -- Mark as Incorrect

4. On successful marking the alert as incorrect, the following message will be displayed:
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High CPU utilization (over 90% for 5m)

Pending Since

Events, )

2023/01/06 1324:23 ( p—

et i & Alert has been marked as incorrect.

2023/01/06 13:25:41

Description Severity D

High CPU utilization (over 90% for 5m)

Severity ([ Clear | 0152e28-9493-4b0b-9a07-39dTof0bS 7

Clear
[ Ciear | Secdd4S7-fa2a-4i16-834-71b5d475edS
= 69¢1241e-7233-408b-8790-990f7b697670
[ coinca 7d819255-593a-4b2d-b25b-92998ck4b795
[ ciivcal ] b12992d3-1d97-46e0-2a2b-50383e182229

Show 10 ~  entries

Title

High CPU utilization (over $0% for 5m)

High CPU utilization (over 30% for 5m)

High CPU utilization (over 0% for 5m)

High CPU utilization (over 0% for 5m)

High CPU utilization (over 0% for Sm)

Entity

Figure 501 -— Alert Message

7.2.2.8 Live Alerts Data

The section helps users to view Live Alert Data.

1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Users can see the Live Alert Data in Grid view. The data gets auto refreshed every 4 seconds.

Home > Alerts

Select Alerts View  Alerts ~

( @ Critical )( ® Major )( L] anr)( ® Waming )( e Clear )( ® Indeterminate )

a Severity ¥ IO T Entity T  Parameter A g

O = 62D9BEQB22064C06B604C7ST4B0058. . ! Memory Alert

O emea DGFDE82404044E23B1A31FISCTBIICTF system

[ 9B20567E7309405CATBAII44DTE29F13 memory

[w] Véaming | 2AETAAEBOC0140169A0F6077944E0E03 memory-storage

[N 87CCSBIDDACIA00DBSEDAI234CE40... memory-storage
=2 SECOB36F3FFE4823075B4F637T8DIDASS system
FDBACO183D7FAS62AS3TDEC2CAA34... L0 L L0 L0 system
=3 2972ADBSAE49438E944B539DBAFSFIFF system

=} - 3BE02564ATC24TFDBAGDTSFAFEDT4E... cpPu

O s 14034EBE3FE141CBAZD0S02DT06100F7 cPU

W <« 12 3 4 5 > 10~ items per page

Occurrence T
1086
1

1

Alert Created On

2024/11/27 14:04:44
2024/11/28 15:29:43
2024/11/28 15:29:33
2024/11/28 15:28:46
2024111728 15:27:38
2024/11/28 15:23:38
2024/11/28 15:20:37
2024/11/28 15:17:29
2024/11/28 15:10:23

2024/11/28 15:18:57

T  Pending Since
2024/11/27 14.03:49
2024/11/28 15:28:47
2024/11/28 15:28:46
2024/11/28 15:27:46
2024/11/28 15:26:45
2024/11/28 15:22:43
2024/11/28 15:19:40
2024/11/28 15:16:37
2024/11/28 15:10:07

2024/11/28 15:18:05

(%]

Last L
20247
2024/
2024/
2024/
2024/
2024/
20247
2024/
20247

2024/

1-100f W eéms

Figure 502 — Live Alerts Data

3. Onclicking the Live Alert Data button, the auto refresh gets disabled and the following confirmation message

pops-up.
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Home > Alerts

Select Alerts View  Alerts - l° Auto-refresh has been disabled. < < Live s B8 B8 @
(@ citical (e Major (o Minor ) (s Waming ) (e clear ) (@ Indeterminate )

O Sevety ¥ 1D T Entity T Parameter ¥ Occumence Y Alert Created On T Pending Since T LastL
[ e | 1AD5A3C17D05406E8850D894ATEIT... memory 2 2025/01/02 13:49:16 2025/01/02 13:49:11 2025/
[ Cu | CA3IB4EFS27414F 168005 DE0GACCEOFT disk 1 2024/12/24 17:02:26 2024/12/03 18:06:00 20247
15A2A06E4DBDA745543ATB2EIEAECE... memary 1 2024/12/23 121136 202411223 12:11:34 2024/
= 6871ETFOARADCETBFODCEGEGIFSSTES memory 1 2024/12/23 20:18:43 2024/12/23 20:18:36 2024/
CE209BEDATABAEDBACO2TTAADEATC ... cpu 1 2024/12/23 16:31:39 2024/11/30 1631:28 20247
17CTF162AFA24C76917659899C91BETS cPu 1 2024/12/20 18:01:06 2024/12/20 18:01:00 2024/
3CBT7AEASFE29442895114FS014388E15 cpu 1 2024/12/20 18:18:22 2024/12/20 18:17:42 2024/
4B380AT281DE4TEOABOTTAFFOBF18SE3 cpu 1 2024/12/20 16:55:30 2024/12/20 16:55:24 2024/
47404D72FFFA448096A72135ESBIECE3 cPU 1 2024/12/20 17:31:25 2024/12/20 173115 2024/
£0488BEBFECS434F964 154DE7CTEBSRE CPU wutilizaticn 1 2024/12/20 09:44:18 2024/12/20 09:44:37 2024/
LI | 2 v M 10 ¥ items per page 1-100of 15 items

Figure 503 — Live Alerts Data Disabled

7.2.2.9 Refresh Alerts
The steps to apply Refresh Time View to alert data:
1. Inthe top navigation bar, click on Data View and click on Alert.

2. User can click on Refresh button only if the Live Alert Data is disabled.

Home > Alerts

Select Alerts View  Alerts L ® %
(Can (e critical ) (e Major (s Minor ) (e Waring ) (e Cear ) (e Indeterminate )

w] Severity ¥ ID T  Entity Y Parameter Y Cccumence T Alert Created On T Pending Since Y lLastL
m TADSA3CTIDOSA0GESS50DBIIATEIT... | memorny 2 2025/01/02 13:4%:16 2025/01,/02 13:49:11 2025/ |
CA3B4EF527414F168995DEI06ACCEOFT - disk 1 2024/12/24 17:02:26 2024/12/03 18:06:00 2024/
= 15AZADGEADBDATAS4IATBZEREARCE.. | N memory 1 2024/12/23 12:11:36 2024/12/23 12:11:34 20247
m 68T1ETFOAAADSCHTBFODCIGEBIFISIES | memory 1 202471223 20:18:43 2024/12/23 20:18:36 2024/
m C62098EDA74B4EDBACI2TTABDEATC. .. ».. CPU 1 2024/12/23 16:31:39 2024/11/30 16:31:28 2024/
= 17CTF1G2AFAZ4CT6917659899C91BETS .. | CPU 1 2024/12/20 18:01:06 2024/12/20 18:01:00 2024/
m 3ICBTAEASFE29442895114FS014388E15 pu 1 2024/12/20 18:18:22 2024/12/20 18:17:42 20247
m 46380AT281DE4TEOAGOTTAFFOBF185E3 5-... CPU 1 2024/12/20 16:55:30 2024/12/20 16:55:24 2024/
= 4740407 2F7FA448096472135E583ECH3 3-.. CPU 1 2024/12/20 17:31:25 2024/12/20 17:31:15 20247
- 80458B8EBFEC5434F964154DETCTESORE CPU utilization 1 2024/12/20 09:44:18 2024/12/20 09:44:37 2024/

L <« | 2 » M 10 ¥  items per page 1- 10 of 15 items

Figure 504 -- Refresh Data View Alerts

3. A confirmation pop-up message will appear.
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Home > Alerts

Select Alorts View  Alerts v o Content refreshed successfully >4 - S 8 R &
( o Critical )( ® Major )( ® Minor )( © Waming )( o Clear )( ® Indet. ... P
a Severity Y ID Y Entity Y  Parameter Y Occurrence Y Alert Created On Y  Pending Since Y Llestl
m] 62D9BENS22064CDEB604CTST480058... Memory Alert 1086 2024/11/27 14:04:44 2024/11/27 14:03:49 2024/‘
O DGFDE32404044E23B1A31FI5CT899CTF system 1 2024/11/28 15:29:43 2024/11/28 15:28:47 2024/
a 9B20567E7389405C37BA9144D7829F13 memory 1 2024/11/28 15:29:39 2024/11/28 15:28:46 2024¢
=] - 2AETAAESOC0140169A9F6077944E0E03 memory-storage 1 2024/11/28 15:28:46 2024/11/28 15:27:46 2024/
Q - 87CCSBIDDACTA00DBSEDA8234C640.,, memory-storage 1 2024/11/28 15:27:38 2024/11/28 15:26:45 2024¢
E 9ECOB36F3FFB4823975B4F6378D9DASS system 2 2024/11/28 15:23:36 2024/11/28 15:22:43 2024/
FDBACO183D7F4562A537DEC2CA434... system 2 2024/11/28 15:20:37 2024/11/28 15:19:40 20247
Cleor 2972ADBSAEA3438E944B539DBAFSFIFF system 2 2024/11/28 15:17:29 2024/11/28 15:16:37 2024/
a - 3BE02564AT7C247FDBA6D15FAFED14E... pPU 2 2024/11/28 1510:23 2024/11/28 15:10:07 2024/
o - 14034EBE3FE141CBA2D0502D706100F7 - - CPU 1 2024/11/28 15:18:57 2024/11/28 15:18:05 2024/
’ G N
« <Hll 2 3 4 5 »oom 10~ items per page 1-100f W ems

Figure 505 -- Refresh Data View Alerts

7.2.2.10 Apply Filters
The steps explain how to apply Filter to the alerts data.
1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Click on the Apply Filter action button presents as shown in figure.

Home > Alerts
Salect Alerts View  Alerts v - S BB R &
( o Critical )( ® Major )( ® Minor )( © Waming )( o Clear )( o Indeterminate )
(m] Severity E o Y  Entity Y  Parameter Y Occurrence Y Alert Created On Y Pending Since Y Lastl
(S i | 62D9BE0B22054CD6BE04CTSTAB0058. . Memory Alert 1086 2024/11/27 14:04:44 2024/11/27 14:03:49 2024/,
O [smn) D6FD6I2404044E23B1A31FISCTEIICTF system 1 2024/11/28 15:29:43 2024/11/28 15:28:47 2024
0 [ 9B20567E7389405C87BAI144DT829F 13 memory 1 2024/11/28 15:29:39 2024/11/28 15:28:46 2024/
O (s 2AETAAEBOC0140169AIF6077944E0E03 memory-storage 1 2024/11/28 15:28:46 2024/11/28 15:27:46 2024/
0 ess 87CCSBIDDACTA00DBSEDA8224C640.., memory-storage 1 2024/11/28 15:27:38 2024/11/28 15:26:45 2024/
96COB3I6F3FFR4823975B4F63TEDIDASS system 2 2024/11/28 15:23:36 2024/11/28 15:22:43 2024/
FDBACO183D7F4562A537DEC2CA434... system 2 2024/11/28 15:2037 2024/11/28 15:19:40 2024/,
2972ADBI4EA9488EI44B539DBAFSF1FF system 2 2024/11/28 15:17:29 2024/11/28 15:16:37 2024/
o0 e 3B602564A7C247FDBAED1SFAFED4E... cpu 2 2024/11/28 151023 2024/11/28 15:10:07 2024/
O s 14034EBE3FE141CBA2D0502D706100F7 CPU 1 2024/11/28 15:18:57 2024/11/28 15:18:05 2024/
4 —
« <« 2 3 4 5 > 10~ items per page 1- 100‘"\v¢'t‘ns

Figure 506 -- More Filter Operation

3. Aform will appear. Select Field and Operator from drop down list and write Value. Then click on the Apply

button.
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Home > Alerts

Seloct Alerts View | Alerts v @& = s R &
( ® Critical }( * Major )( ® Minor :)( @ Waming }(o Clear )( ® Indeterminate )

O Severity ¥ D T Entity Y  Parameter ¥  Ocourrence ¥ Alert Created On T Pending Since Y Last Updated T
[ Operator 516216643 Disk 2 2024/11/15 154157 202411115 15:4058 2024114268 16:00:31

O m Like ~  9B5STFD48.. Disk 2 2024/11/15 15:42:07 2024/11/15 15:41:49 2024/11/28 16:00:21

o Value 3080722824 Disk 2 2024711728 16:00:29 2024/11/28 16:0007 2024/11/28 16:00:21

(] 2] ATBD233... Memory 1 2024/11/15 15:42:09 2024/11/15 15:41:50 2024/11/28 1&00:31

o STF4BDST.. Memory 3 2024/11/15 15:43:55 2024711715 1541:11 2024/11/28 16:00:21

o FSU4bASUYESEAALAT1481E80419D7D... Swap 1 2024/11/15 15:43:34 2024/11/15 15:41.08 2024/11/28 16:00:31

O m 36ASB080CTFA459TRES1247AAMBSOA... | 0 L0 cPU 2 2024/11/28 16:00:27 2024/11/28 16:0020 2024711728 16:00:31

a FADD152192634060910E61FEABBBAR... Memory 1 2024/11/28 1601:10 2024/11/28 16:00:30 2024/11/28 16:00:30

o FO1BBE7779F647B59F6FF2BOBOT3450F cPU 2 2024/11/15 15:42:24 2024/11/15 15:41:52 2024/11/28 16:00:30

(m] 235A24AB2A264TDBABZBEDEAFIS6FT... Disk 2 2024/11/15 15:42:07 2024/11/15 154103 2024/11/26 16:00:30

L] « 1 2 3 4 5 - M 10 ¥ items per page U=

Figure 507 -- More Filter Operation

4. Users can see the result of applied filter.

Home > Alerts

Select Alerts View | Alerts v @G - =2 R
l Agpliad filters | Severity UKE Critical x | @
(o critical ) (@ Major J{(® Minor ) (@ Warming )} (e Clear ){{ @ Indeterminate )

O Severity Y ID Y entity Y  Paorameter Y  Occurrerce Y Alert Created On Y Pending Since Y Last Updated v

SI . ] 8B33DBD3CFA3A38FAFOAD29B51FDAS. . Disk 2 2024/11/15 15:42:07 2024/11/15 15:41:49 2024/11/28 16:00:31

(ST < | 36AB80B0CTFA45978E51247AAABSOA... cpu 2 2024/11/28 16:00:27 2024/11/28 16:0020 2024/11/28 16:00:31

o0 = 9BOTC254CDATACO080838CTFABDIT... Memory 3 202411715 154355 2024/11/15 15:41:11 2024/11/28 16:00:31

(m] FSO46A300E8E4AGTAT481E80419D7D... Swap 1 2024/11/15 15:43:3¢ 2024/11/15 15:41.08 2024/11/28 16:00:31

S i | E623543A014A4AD3A22EFOATED233. . Memory 1 2024/11/15 15:42:09 2024/17/15 15:41:50 2024/11/28 16:00:31

(SI - | B7718865347E42978DBB0SF51821E643 Disk 2 2024/11/15 154157 202471115 15:4058 2024/11/28 16:00:21

(S | 34ASOCCIABEAIAOSIOESFF204935A... Disk 2 2024/11/15 154213 2024/17/15 15:41:04 2024/11/28 16:00:30

o 2291DC9342F04676899520CDB2C0T... | Swap 1 2024/11/15 15:43:15 2024/11115 15:42:02 2024/11/28 16:00:30

o 161EE6075E9147EEBESTAABE0CEDCIT | Disk 3 2024/11/15 15:42:16 2024/11115 15:41:57 2024/11/28 16:00:30

o FADO15219268406D910E61FEABBBAR... Memory 1 2024/11/28 16:01:10 2024/11/28 16:00:30 2024/11/28 16:003

B
« <« 5 2 3 4 S5 5 > 10  ~ items per page 1- 10 of 278 items

Figure 508 - More Filter Operation

7.2.2.11 Download CSV
This section provides users with downloading CSV data of records based on the filter they apply to the records of the
events screen. Users can download the csv files with max of 1000 records.
1. Inthe top navigation bar, click on Data View and click on Alerts.
2. Apply the filters as per the requirement.
3. Click on the Download CSV % action button.
4

. Check the downloads in the system, the CSV file will be downloaded.
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Home > Alerts

Select Alerts View  Alerts ~ - o 8 ®

(_E}/ o Ciitical ) (e Major )((o Minor ) (e waming ) (e Ciear ) (e Indeterminate )
Severity Y [} Y Entity Y  Parameter Y  Occurrence Y Alert Created On Y Pending Since Y Last L
Caiticad 62D9BE0S22064CD6B604C757480058. . Memory Alert 1086 2024/11/27 14:04:44 2024/11/27 14:03:49 2024/
Weming D6FD632404044E23B1A31FISCTEIICTF system 1 2024/11/28 15:229:43 2024/11/28 15:28:47 2024/
Mince 9B20567E7389405Ca7BAI144DTS29F13 memory 1 2024/11/28 15:29:39 2024/11/28 15:28:46 2024/
Vaming 2AETAAEBOC0140169A9F6077944E0E03 memory-storage 1 2024/11/28 15:28:46 2024/11/28 15:27:46 2024/
87CC5BIDDACTA00DBSEDA8224C640... memory-storage 1 2024/11/28 15:27:38 2024111728 15:26:45 2024/
=S 96COB36F3FFBA823975B4F6378D9DASS system 2 2024/11/2815:23:36 2024/11/28 15:22:43 2024/
= FDBACOT83D7F4562A537DEC2CA434... system 2 2024/11/28 15:2037 2024/11/28 15:19:40 2024/
= 2972ADBI4EAI488EI44B539DBAFSFIFF system 2 2024/11/28 15:17:29 2024/11/28 15:16:37 2024/
CMsor 3BE02564ATC247FDBAEDTSFAFEDT4E... cPu 2 2024/11/28 15:10:23 2024/11/28 15:10:07 2024/
Msjor 14034EBE3FE141CBA2D0502D706100F7 CPU 1 2024/11/28 15:18:57 2024/11/28 15:18:05 2024/
O
W < Bl 2 3 4 5 > 10~ items per page 1-100f 3 —_.ems

Figure 509 -— Download CSV for Alerts

7.2.3 Actionable

- “Actionable" refers to a specific occurrence or situation that disrupts normal IT operations and requires attention,

investigation, and resolution.

- Actionable are typically identified based on events or alerts generated by monitoring systems, and their management

involves a structured and coordinated response to minimize the impact on the organization's IT services.

- Actionable are identified through the correlation and analysis of alerts, or anomalies detected by monitoring systems

over IEM. Efficient Actionable creation depends upon how effective alert correlation is happening over the system.

- Actionable progress through various stages in their lifecycle, including detection, identification, classification,
investigation, resolution, and closure. It includes root cause analysis to identify the underlying factors that led to the

actionable, helping in preventive actions.

The following steps help users in viewing the actionable data
1. Inthe top navigation bar, click on Data View and click on Actionable.

2. Actionable data will be displayed for the selected customer.
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Home > Actionable

Select Actionable View  Actionable - GEp - = = [
I Applied Filters | State NOT IN ResclvedClosed = | Lrg
(o critical }(_® Major 3’ ® Minor ) e warning )(( e Ciear ) (@ Indeterminate ) Seloct State Al -
O Seveiity T ID T State Y RuleName Y  Entity Y Paameter Y  IsActionable Y  Actionable Created On T Last Updated T Pending S
o £3CDI53F44 Open System Load cPU ¥ 2024/11/28 16:00:51 2024/11/28 16:00:31 200401172
o TBSEALEIDY Open System Load cpu ¥ 2024711728 15:54:41 20241128 16:00:30 202471172
(] BOY5ABAFE Open System Load Swap ¥ 2024/11/26 16:00:51 2024/11/28 16:00:29 20247112
(S <o | 411254B3DF Open System Load cPU ¥ 2024/11/28 16:00:48 2024/11/28 16:00:29 202471172
o = 32E4D0B223 Open System Load Memory ¥ 2024/11/28 16:0030 2024/11/28 16:00:29 2024711/
o = CADDOA3FA4 Open System Load cPU W7 2024/11/28 16:0037 2024/11/28 16:0029 2024/11/=
(S i~ | 3BE43BF343 Open System Load Memory ¥ 2024711728 16:01:01 2024/11/28 16:0029 202411172
[m} E0S4C2B68A Open System Load cpu ¥ 2024/11/28 16:01:43 2024/11/28 16:00:29 20241112
SI i | 396CEF12F3 Open System Load cPU ¥ 2024/11/28 16:00:28 2024/11/28 16:00:29 200411172
o 6EEACOB200 Open System Load cpu ¥ 2024/11/28 16:0036 2024/11/28 16:00:29
« « 1 2 3 4 5 . » m 10 v items per page 1- 10 of 187 items

Figure 510 -- Actionable View

7.23.2 Add Column
The steps explain how to add column to alerts data.
1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Click on the Add Column action button presents at the header of the console.

Home > Actionable

Select Actionable View  Actionable ~ - 8 T
I Appliad filtzrs | State NOT IN Resolved Closed = A4
(Can e critical ) (e Major )(o Minor (e wiarning J((e Ciear ) (@ Indeterminate ) Select State Al -

O Severy T D T Stawe Y  RuleName Y  Entity T T IsAct T Created On T  Last Updated T  Pe
S 4052E008D8 Open System Load Memory N 2025/07/03 15:21:31 2025/01/03 15:21:55 20,
S 0320FEQEFS Open System Load Memory N 2025/01/03 15:21:24 2025/01/03 15:21:47 204
=] OCF109FABS Open System Load Memory ¥ 2025/01/03 15:21:21 2025/01/03 15:21:47 204
a | Woming | 5768832636 Open System Load Memory Ny 2025/01/03 15:21:21 2025/01/03 15:21:45 201
S TATCTBOBO4 Open System Load Memory ¥ 2025/01/03 15:21:22 2025/01/03 15:21:45 204
O e TFTAF29BB8 Open System Load Memory ¥ 2025/01/03 15:21:22 2025/01/03 15:21:45 20;
S <o | AINSTAFTAZ Open System Load 1 cPu ¥ 2025/01/03 1521:18 2025/01/03 1521:36 20
(S AAITBE6ALE Open System Load Memory N 2025/01/03 1521:19 2025/01/03 1521:36 204
S < | FITABSFEA3 Open System Load <PU ¥ 2025/01/03 15:21:24 2025/01/03 15:21:36
S 78673A9953 Open System Load Memory ¥ 2025/01/03 15:21:13 2025/01/03 15:21:34

W <« 1 2 3 4 5 oo 10~ items per page 1- 10 of 297 items

Figure 511 -— Add Column

3. Aform appears. Select the values from drop down lists and click Save.
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Add Columns x
Add More Columns

Entity ~

Original Celumns

T Severity X T D X Z PendingSince X T lLastUpdated X T Title X Z State X T RuleName X

Z  External Ticket Number X Z  Environment X Z  Location X

Newly Added Columns

T Entity *

Figure 512 — Add Column

7.23.3 Related Changes and Related Problems

The steps explain how to view Related Changes and Related Problems for an actionable:
1. Click on an actionable on Data View-Actionable screen, then go to pop up open for the actionable.
2. Click on Related Changes or Related Problems icon present over the header of the actionable popup.

3. A pop-up display displaying Related Changes and Related Problems details will be opened.

Free disk space is less than 15% of vol... Minor | Change Severity v m Change State v & EE X

Pending Since

Assign Users
2024/12/26 14:57:00

I — Select User to be assigned v
2024/12/26 14:57:00
Rule based correlation CTOFJO'DQY) CSenlice Hierarchy) CTimeIines) (Activities) CCommenls) CHistoricaI Data) (Related Tickets> CChal Room)
mergeinexist_dashboard
Description
Free disk space is less than 15% of volume C: on server et =
AZRMTSVPMYXFNP1 - 10.1.1.17 Last data is 15.06 % < —
memory “utilization/" is high about to 90%, on
"10.1.10.11" and ""server 21/
i CHGO0030008 £ CHGO0030009

; o o
Severity M 2024-12-26 03:02:51 M 2024-12-26 03:03:15
Minor
State Server changes APl issue changes
Open

Figure 513 - Related Changes or Related Problems
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Free disk space is less than 15% of vol... Minor | = Change Severity @ Change State ™ S B X

Pending Since

Assign Users
2024/12/26 14:57:00

Last Occurrence Select User to be assigned ~

2024/12/26 14:57:00

Rule based correlation CTOpcIogy) CSenlice Hierarchy) (Timelines) (Activities) CCommenls) CHislurical Dala) (Related Tickets) CChal Roum)

mergeinexist_dashboard

Description
Free disk space is less than 15% of volume C: on server —

) Change Problem =
AZRMTSVPMYXFNP1 - 10.1.1.17 Last data is 15.06 %

memory “utilization/” is high about to 90%, on
*10.1.10.11" and ""server 21/

£ PRB0040006 2 PRB0040005
Severity 1 2024-12-26 03:02:08 1 2024-12-26 03:01:30
Minor

State Network topology DB Server issues

Open

Figure 514 -— Related Problems & Related Changes

7.23.4 Chat Bot
These steps enable user to initiate chat with a particular user over chat window.
1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.
2. Click on the chat icon present over the header of the actionable popup.

3. Actionable ID is mentioned over the chat window. User can initiate chat with the invited user as shown.

Memory Change Severity ~ &R Memey x

Pending Since Assian Users -7
2023/03/03 155947 9 + Invite User
Last Occumence Select User to be assigned

2023703703 155547

Rule based comelatio ( Aderts ) Topo\ugy) (Servi(_é Hier..rchy) (T\mehms) (Actwiues) <5mmen(s> (Hlskolical De
MTaaSCPUMemony —

Description
Physical memory on server NJDMTSVPMYDEDB7-
10.132.10.215-more than 90% Last data is 9761 % Severity D Title Ent

Assigned User
== EVTNKNLIZm Physical memory on server NUDMTSVPMYDEDE...  NIC

Severity
Major
State

Open

5}

+ Create Ticket Show 10 ~  entries Type here >

Figure 515 - Invite user.

4. On clicking + Invite User, user can select the user from the dropdown as shown in the image below:
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Invite Users

anuj@test.com

Figure 516 -- Select Users

5. Once Inviting a user for the selected actionable is completed, a confirmation message is prompted.

Memory Change Severity =2 Memory

Pending Since Loading .

2023/03/03 15:56:47
Last Occumrence Select USE[ © Actionsble updated ol x

Assign Users

2023/03/03 15:5%:47

Rule based correlation ( Alerts ) (Iopology) (Servi(e Hievar(hy) (‘nme\mes) (Aulvl!ieﬁ) (Commmts) CHis:ori(al D:
MTaaSCPUMemory ~ —

Description
Physical memory on server NJDMTSVPMYDBDBT-

10.132.10.215-more than 90% Last data is 9761 % Severity D Tite Ent
Assigned User

_ [ Msjor | EVTINKMNLIZm Physical memory on server BUDMTSVPMYDBDB... NG
Severity

Major

State

Open

O

Figure 517 -- Confirmation popup.

6. Lucy chatbot icon is also present in the chat window to find some knowledge articles related to resolving queries

for action.

7. Red Dot /Green Dot show if the chat window is inactive/active.
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messages EEEED Change Severity ~ S ! =
Pending Since . Tue just now
Assign Users u
2023/01/06 13:24:02 9 Hello, T am Lucy. How can T help you?

Select User to be assigned

Last Occurrence

2023/01/06 13:24:02

rrelation ( Alerts ) (Tcnpology) CSen.noe Hierar:hy) (Tinmlines) CACIMtnes) (Comments) Q

fault rule

Rule ba

TestlUAT.

Description
descriptionHigh CPU utilization (over 0% for Sm)
Severity [[+] Title

Assigned User

Severity .
Critical A4QfHhmOPO High CPU utilization (over 0% for Sm)
State

Open

Figure 518 -— Chat Bot

7.2.3.5 Add Comments
The steps explain how to add comments for selected actionable.
1. Click on an actionable on Data View-Actionable screen, then go to pop up open for the actionable.
2. Click on the Comments header present in the actionable popup.

3. Detailed view of users along with time and comments will be visible as shown.

messages n Change Severity ~ Change State a9 = B8 |==’_|. >

Pending Since

Assign Users
2023/01/06 13:24.02 e

Select User to be assigned

Last Occurrence

2023/01/06 13:24:02

Rule based correlation Gopology) CSEMCE Hierarcha CTimelmes) CACIM[:es) ( Comments ) (sttnmcal Dala) CRelated Tickets)

TestUATA_Default rule

Jescription
descriptionHigh CPU wtilization (over 0% for Sm) . . . .

plontie utiization ¢ 4 Creating Actionable for particular Actionable.
Assigned User

mukesh@test com

Severity ;
Critical Submit

State

Assigned Nothing to show.

Figure 519 -— Add Comments to Actionable

4. Write the comment and click on Submit button. Once submitted the comment is displayed for that actionable as

shown in the image below:
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Assign Users

Select User to be assigned

Critical

Change Sewverity ~ In Pri

res

[
"

]
w0

Change State ~ )

e
(Tclpcllc!gy) CSE-rvlCe Hlerarr:hyj CTir‘r‘lelinEs) CAdiwties ( comments ) CHistorlcal Dala) (Related Tlckets)

Add Comment

abbm

Creating Actionable for particular actionable

2023-02-17T11:46:18
- superadmin@hcl.com

Jo

Figure 520 — Add Comments to Actionable

7.2.3.6 Activities

On this section, the users see activities for actionable data.

1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable

. Click on the Activities header present in the actionable popup.

2
3. Detailed view of changes in the logs for that actionable and its related alerts will be visible as shown.
4

. Search tab is present to search for a specific log present in the activity view.

messages
Pending Since
2023701706 13:24:02

Last Qccurren
2023/01/0& 13:24:02

Rule based correlation
TestUAT4 Default rule

Description
descriptionHigh memony utilization (>80% for Sm)

Assigned User

Severity
Clear
State
Open

Assign Users

Select User to be assigned

Change Severity

Change State v 9 3 x

s ™
(Topclogy) (Servica Hierarchy) (Timelines [ Activities ) (Commehts) (Histori:al Data) (Related Tickels)

Type

stream action

stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update

stream mapping update

Date Time

2023/01/06 08:25:20 undefined

2023/01/08 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/08 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/08 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

aB83f5245-8d9b-11ed-B545-42010a0b...

aB3f5245-8d9b-11ed-8545-42010a0b...

aB83f5245-8d9b-11ed-B545-42010a0b...

483f5245-8d9b-11ed-B545-42010a0b...

aB3f5245-8d9b-11ed-B545-42010a0b...

a83f5245-8d9b-11ed-B545-42010a0b...

a83f5245-8d9b-11ed-8545-42010a0b...

a83f5245-8d9b-11ed-B545-42010a0b...

A83f5245-8cd9b-11ed-8545-42010a00...

a83f5245-8d9b-11ed-B545-42010a0b...

a83f5245-8d9b-11ed-B545-42010a0b...

a83f5245-8d9b-11ed-8545-42010a0b...

Activity

actionable created

updated related actionable

updated as related actionable for actio..
updated as related actionable for actio...
updated as related actionable for actio..,
updated as related actionable for actio...
updated as related actionable for actio..,
updated as related actionable for actio..
updated as related actionable for actio..,
updated as related actionable for actio..,
updated as related actionable for actio..,

updated as related actionable for actio..,

updated as related actionable for actio..,

Figure 521 — Activities.
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The steps explain how to view similar actionable for actionable data.

1. Click on an actionable on Data View-Actionable screen, then go to pop up open for the actionable.

2. Click on the Historical Data present in the actionable popup.

3. Historical Data containing details will be displayed and details can be seen while scrolling from left to right for

similar actionable.

descriptionMemory Issue

2023-02-06T14:59:39
st
2023-02-06T14:59:39

CpuMemory

descriptionMemory Issue

In Progress

Assign Users

Change Severity v

Select User to be assigned

Alerts ) ( Topology ) ( Servics Hierarchy ) ( Timelines ) ( Activities ) ( Comments
Severity ID State RuleName Entity Titile Pending Since
- ZTEd3vohg Open CpuMemory 43
QcgjiliRh0 Open CpuMemory 01/29 23:11:43
@D 0QovCexyDl Open  CpuMemory 01/29 23:11:43

Change State v a2 ® 6 X

Last Updated

[ Related Tickets

Correlated Description ¥
2 desaiptionMemory Issue 1
2 desaiptionMemory Issue  r

lescriptionMemory Issue

Figure 522 -— Similar Actionable

The steps explain how to view service hierarchy for actionable data.

1. Click on an actionable on Data View-Actionable screen, then go to pop up open for the actionable.

2. Click on the Service Hierarchy header present in the actionable popup.

3. Service Hierarchy would be visualizing the relationship between the various services and their downstream /

upstream impact due to any issue for a specific entity.

4. Impacted services can be highlighted as per custom logic (based on color-coding).
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Memory

Pending Since

2023/03/03 16:41:22
2023/03/03 16:41:22
Rule based cormelatic
MTaaSEnti tyandTimel
testing456

Assigned Use
Severin

Minor

In Progress

+ Create Ticket

Change Severity ~ Change State ~ o = B L—ﬁ- >

Assign Users

Select User to be assigned bt

( aserts ) ( Topology ) ( Service Hierarchy ) ( Timelines ) ( Activities ) ( Comments ) ( Historical Data ) ( Related Tickets )

View Com plete Hierarchy

MTaaSEwsn:s 1

Figure 523 - Service Hierarchy

The steps explain how to view the timeline for actionable data.

1. Click on an actionable on Data View-Actionable screen, then go to pop up open for the actionable.

2. Click on the Timelines header present in the actionable popup.

3. Thetimeline view is visible under the header and details can be seen while scrolling from top to bottom to check

the timestamp of events and alerts for that actionable.

4. Entity, Parameter, Description and Timestamp are displayed for the selected Events/Alerts/ Actionable in the

timeline view.

5. There are different icons present in timeline for displaying events, alerts and actionable details and their colour

would display the severity.
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cpu issue
Pending Since
2024/02/09 17:07:27

Last Occu
2024/02/09 17:07:31

Rule based correlation

Network Topology

Description
<pu issue

Assigned User

State

In Progress

+ Create Ticket

Assign Users

Select User to be assigned

m Change Severity v m Change State v

CTopology) (w« Hiermchy) (

- -
Timelines ) (Anivilies) (Commen(s) (Hisloviml Dala) CReIaled che(s)

entity1
pu

cpu issue

entity2
memory

memory issue

entity1

pu

cpu issue

9]

2024/02/09
17:09

2024/02/09

17:08

2024/02/09
17:08

Figure 524 -— Timelines.

7.2.3.10

Change Severity

The steps explain how to change severity for actionable data:

1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

2. Change the severity of the actionable using the drop-down as shown in the image below:

descriptionMemory Issue

Pending Since
2023-02-06T1459:39

Last Occurrence
2023-02-06T 1459:39
Rule based correlation
CpuMemaory
Description
descriptionMemory lssue
Assigned User

Severity

Critical

State

In Progress

4+ Create Ticket

Assign Users

Select User to be assigned

- Change Severity ~

Change Severity
Critical

In Progress

Change State ~

Minor
‘Warning

(aers ) (Topology) (Serm:e Hie(x(hy) (’hmelmes)

Inderterminant

Historical Dau) (Rela(ed T\cke!s)

Severity (1)
[ ciitca ] gSDeCkoy11
= kNCQwIPqR

Clear

Title

Memary Issus

CPU Issue

c ®
Occurrence

Figure 525 -— To Change Severity of Actionable

3. Adialog box would appear for confirmation.
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Change Severity X

Are you sure you want to change the severity? It cannot be
undone.

Cancel Confirm

Figure 526 -— Confirmation Pop- up.

4. Click Confirm. On success, a confirmation pop-up message will be displayed.

descriptionMemory Issue - Change Severity ~ m Change State ~ o B B B x

Pending Since
Assign Users

2023-02-06T14:59:39

Last Cecumence Select User to be ad| & Actionabl dated ¥ x >
2023-02-06T 14:59:39

Rule based correlation ( Aeres ) CTonIOgy) Csﬂ“‘ce Hh‘erarchy) (Timelines) (Acl.ivilies) CCommen(s) (His(ori:al Dau) CReIa(ed Tir_kels)

CpuMemony - -

escription
descriptionMemory |ssue

- Severity D Title Entity Occmrance
Severity

e | crrical ] qSDeCkoy11 Memory Issue . 1

State =D KMCQwWIPQ2E CPU Issue 1

In Progress

+ Create Ticket

Figure 527 -— Alert Message

7.2.3.11 To Change Status
The steps involve the explanation on how to change status for actionable data.
1. Click on a particular actionable on Data View-Actionable screen, then go to pop up open for the actionable.

2. Change the status of the Actionable using the drop-down as shown in the following figure:
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. . .
descriptionMemory Issue - Change Severity ~ Change State v o 6 B B8 x
Change State
Pending Since
Assign U
2023-02-06T1459:39 sam Users io
Last Occurrence Select User to be assigned In Progress v
2023-02-06T1459:39 Resolved
Rule based correlation (“aerts ) (TOpa\ogy) (Service Hielarchy) (Timelir-es) (Axnvilie:) (Cumm:nts) (Hislorical Dau) Closed
CpuMemorny —
Description
descriptionMemory lssue
Assigned User Severity [[+] Title Entity Occurrence
Severity
o = qSDeCkoyil Memory Issue 1
State =D kNCQwIPg2f CPU Issue 1
In Progress

o 1< 4

Figure 528 — To Change Status for Actionable

3. Adialog box would appear for confirmation.

Change State X

Are you sure you want to change the state? It cannot be
undone.

Cancel Confirm

Figure 529 — Confirmation Pop- up.

4. Click Confirm. On success, a confirmation pop-up message will be displayed.
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descriptionMemory Issue _ Change Severity ~ Change State v o 868 & & x

Pending Since

2023-02-06T14:59:39 Assign Users

bl A= e <fully

.
Last Occurrence Select Userto bead @ A P y X ~
2023-02-06T14:59:39

Rule based corelation ( Alerts ) (ropology> (Sewice Hier qr(l\y) (annehrues) Qﬂuimu‘es) (Comn\enls) (Hismli\al Dala) (ﬁe\aled Ticke(s)

CpuMemory

Description

descriptionMemory Issue

ed User Severity (v} Title Entity Occurrence
Severity
Koyl 1 I 1
Critical [ crmical ] qSDeCkoy Memory Issue
State [ conica ] KNCQwIPgRF CPU Issue R y

InProgress

+ Create Ticket Show 10 ~  entries .

Figure 530 -— Alert Message

7.2.3.12 Assign Actionable to Another User
These steps enable user to assign actionable to a specific user for actionable data.
1. Click on an actionable on Data View-Actionable screen, then go to pop up open for the actionable.
2. Click on the Assigned header present in the actionable popup. The dropdown list of users configured in the
environment will be displayed.

3. Select the user to be assigned for that actionable as shown in the following figure:

2
@-
X

messages m Change Severity v EEmED Change State v o m

Pending Since

Assign Users
2023/01/06 13:24:02

Last Oceurrence Select User to be assigned v

2023/01/06 13:24:02

Select User to be assigned
viewuser@hcl.com
viewer@test.com
testuser@hcl.com
resolver@test.com

form_user@hcl.com

Rule based correlation
TestUATA_Default rule

Description
descriptionHigh CPU utilization (over 0% for Sm)

Assigned User

pratap@hcl.com

I EED Riki6nSgu  Open  TestUAT4 Default rule 01/06 13:30:30  01/06 13:30:30 1 desaiption
everity

G XmMODyweRL  Open  TestUAT4_Default rule 01/06 13:30:30  01/06 13:30:30 1 description
State

Assigned EED oovUCUFelo Open  TestUAT4 Default rule 01/06 13:35:19  01/06 13:35:119 1 description

Figure 531 -— Assign Actionable to Another User

4. A notification is sent to the user after the actionable is assigned.

5. A notification is also sent to the user when the actionable assigned is released by the user.
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descriptionMemory Issue Change Severity ~ Change State ~ ]

Pending Since

Assign Users
2023-02-06T14:59:39

Last Occurrence

Select User to be a;‘ & Assigned to user successfully. > ~
2023-02-06T14:59:38

—
(Averts ) (Topnlagy) CService Hierarrhy) (nmehnes> (A:mmies) (Comments) (Hislorical Dm) (Relaled'ﬁ:kets)

Rule based cofrelation
CpuMemory

Description
descriptionMemory Issue

Assigned User Severity [[+] Title Entity Occurrence
P [ criveal ] qSDeCkoy11 Memary Issue entityieced 1

State == KNCQwIPg2f CPU Issue entityieced 1

In Progress

Figure 532 -— Alert Message

7.2.3.13 Save Actionable
The steps explain how to save actionable data.
1. Inthe top navigation bar, click on Data View and click on Actionable.

2. Click on Save icon to save Actionable.

Home > Actionable
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Seloct Actionable View  Actionable v - e - 8 L

| Aot sieers [state woT iy Revolvesiciosed >

Can (e critical 3o Major 3 o Minor J{ o Waming ) (e Cior J (@ Indeterminate ) Select State | Al v
O  Seveity Y ID T State Y RuleName Y  Entity T |p T s Actk T Created On ¥ LastUpdated Y  Pe
O (sming) 4052E008D8 Open System Load Memory v 2025/01/03 152131 2025/01/03 15:21:55 20,
=l 0320FEQEFS Open System Load Mamory ¥ 2025/071/03 15:21:24 2025/01/03 15:21:47 20
a OCF109FASS Open System Load Memory ¥ 2025/01/03 15:21:21 2025/01/03 15:21:47 20,
a | vaming 5768832636 Open System Load Memory ¥ 2025/01/03 1521:21 2025/01/03 15:21:45 20,
= FATCTROBO4 Open System Load [ Memory ¥ 2025/01/03 152122 2025/01/03 15:21:45 20,
S TFIAFZSBES Open System Load Memory ¥ 2025/01/03 152122 2025/01/03 15:21:45 20
a [ crives | AIASTAFTAI Open System Load CPU ¥ 2025/01/03 15:21:18 2025/01/03 15:221:36 20
(SR AAITBEEA4B Open System Load i Memery ¥ 2025/01/03 15:21:19 2025/01/03 15:21:36 20,
o = FTTASIF6A3 Open System Load o CPU ¥ 2025/01/03 15:21:24 2025/01/03 15:21:36
O ) 7867349953 Open System Load Memory ¥ 2025/01/03 15:21:13 2025/01/03 15:21:34

10 ¥  items per page

1- 10 of 297 items

3.

Figure 533 -— Save Actionable

The following confirmation popup appears:

Configuration Guide



Save View

Are you sure you want to save the current view.? It cannot be

undone.

Cancel

X

Figure 534 -— Save Actionable

4. Click Confirm. A successful pop will appear, and the grid will be updated accordingly, and the saved Actionable

data starts appearing in the grid.

Data View > Actionable

Select Actionable View Actionable

I @ View saved

(/ﬁ)(. Cvilical) (e Majov)(o Minor ) (0 Warning )(_® CIear) (O indeterminate )

[} Severity ID

0 myEOM3CF3t
zGuiovbkOp
sBpriBI3cu
2UVrYOdPOC
ANBBIKOTO
CO3RIPMMA
H23MyDSE
1BAP3ICHcfB

OUMe4AWIAG

PXUnberGo

Pending Since

2023/01/06 13:24:02
2023/01/06 1324:02
2023/01/06 1324:02
2023/01/06 13:24:02
2023/01/06 13:24:02
2023/01/06 1324:02
2023/01/06 1324:02
2023/01/06 1324:02
2023/01/06 1324:02

2023/01/056 13:24:02

Last Updated

2023/01/06 13:24:.02
2023/01/06 13:24:02
2023/01/06 13:24.02
2023/01/06 13:24:02
2023/01/06 13:24:.02
2023/01/06 13:24:02
2023/01/06 13:24:02
2023/01/06 13:24:02
2023/01/06 13:24.02

2023/01/0613.24.02

Entity Title
messages
messages
messages
messages
messages
messages
messages
messages
messages

messages

State

Customer  AlphaCustomer

Select State

| Ticket Number

TestUAT4_Default rue

TestUAT4_Default rule

TestUAT4_Default rule

TestUAT4_Defaultrule

TestUAT4_Default rule

TestUATS Default rule

TestUAT4_Detault rue

TestUAT4_Default rule

TestJAT4 Default rude

TestUAT4_Defsultrue

Environment

Figure 535 — Alert Message

7.2.3.14 Save As Actionable

The section explains the steps to Save a personalized view of Actionable data as per the requirement.

1. Inthe top navigation bar, click on Data View and click on Events.

2. Click the Save as an Actionable icon.
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Home > Actionable

Select Actionable View Actionable

v

| Appliad Filters | State NOT IN Resolved Closed >

(Can ) (e critcal 3 (o Major )((e Minor ) e Woming }(Ce Cear ){ @ Indeterminate )

a Severity ¥ D T State Y RuleName Y Entity Y  Parameter ¥ Is Actionable T
O s 4052E008D8 Open System Load Memory ¥
u] | waaming | 0320FEQEFS Open System Load Memory Y
(SR it | OCF109FARS Open System Load Memory ¥
0 [eemng) 5768332636 Open System Load Memory ¥
[SIE TATCTBOBO Open System Load L Memory ¥
(S TFTAF29BBS Open System Load ! Memary Y
a AIASTAFT4D Open System Load cPu ¥
0 eEssa) AA3TBE6AB Open System Load Memory Y
8] FITABIF6AS Open System Load cPU ¥
u] | Wiaering | TA673A9953 Open System Load 1 Memory Y
" « 1 2 3 4 S LI 10+ items per page

Actionable Created On T
2025/01/03 15:21:31
2025/01/03 15:21:24
2025/01/03 15:21:21
2025/01/03 1521:21
2025/01/03 15:21:22
2025/01/03 15:21:22
2025/01/03 15:21:18
2025/01/03 15:21:19
2025/01/03 15:21:24

2025/01/03 15:21:13

Select State  All

Last Updated

2025/01/03 15:21:55
2025/01/03 15:21:47
2025/01/03 15:21:47
2025/01/03 15:21:45
2025/01/03 15:21:45
2025/01/03 1521:45
2025/01/03 15:21:36
2025/01/03 15:21:36
2025/01/03 15:21:36

2025/01/03 15:21:34 | o 20,

Pes
20
20
20,
20,
204
20
20
20
203

1- 10 of 297 items

Figure 536 - Save As Actionable

3. The Save as pop-up appears:

Save As

View Name *

Description *

Figure 537 -— Save As Actionable

4. Populate all the fields and click on Save button. A success message pops up.
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Home > Actionable

Select Actionable View | Actionable v l ) ey X @& » = = R &
I Applied Filters | State NOT IN ResolvedClosed = Ar
() (o critcat ) (o major Yo Minor ) (o woming ) (e Cear ) (@ indeterminate ) Select State Al v

a Severity T ID Y  State Y RuleName Y  Entity T Parameter ¥  IsActionable T Acticnable Created On Y Last Updated Y Pa

=] - 4052E008D8 Open System Load Mamaory Y 2025/01/03 15:21:31 2025/01/03 15:21:55 20,

m} [ Wiaming | 0320FEQEFS Open System Load [ Memory o 2025/01/03 15:21:24 2025/01/03 15:21:47 204

[N i | OCF109FABS Open System Load Memory ¥ 2025/01/03 15:21:21 2025/01/03 15:21:47 20,

a | Warming | 5768832636 Open System Load Mamaory Y 2025/01/03 15:21:21 2025/01/03 15:21:45 20,

o - TATCTBOBO4 Open System Load Memory b 2025/01/03 15:21:22 2025/01/03 15:21:45 20

=] [ Wering | TFTAFZ2BBE Open System Load Memory Y 2025/01/03 15:21:22 2025/01/03 15:21:45 20;

a m AIASTAFTAZ Open System Load CPU Y 2025/01/03 15:21:18 2025/01/03 15:21:36 20;

(S AASTBEGALR Open System Load | Memary ¥ 2025/01/03 15:21:19 2025/01/03 15:21:36 20

] m FTTAZEFEA3 Open System Load CPU ¥ 2025/01/03 15:21:24 2025/01/03 15:21:36

(m] [ Wiarming | TBETIAGISS Open System Load 1 Memary Y 2025/01/03 15:21:13 2025/01/03 15:21:34

- « 1 2 3 4 5 . o» ™ 10 ¥ items per page 1- 10 of 297 items

Figure 538 — Alert Message

7.2.3.15 Actionable Data
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The steps explain how to view Live Actionable data.
1. Inthe top navigation bar, click on Data View and click on Actionable.

2. Users can see the Live Actionable Data in Grid view. The data gets automatically refreshed every 4 seconds.

Home > Actionable

Select Actionable View  Actionable ~ E o o8B B R O

I Appliad filters | State NOT IN Resolved Closed » W@
(Can 3o critical (o Major )(o Minor ) (o viaming ) (e _lear ) (e _Indeterminate ) Seloct State  All v

a Severity T (8] YT  State T Rule Name T Entity T Parameter T  Is Actionable T Actionable Created On T Last Updated T Per
o Weerring 4052E008D8 Open System Load Memory ¥ 2025/01/03 15:21:1 2025/01/03 15:21:55 20,
m] - 0320FEQEFS Open System Load Memory ¥ 2025/01,/03 15:21:24 2025/01/03 15:21:47 20,
a =3 OCF109FASS Open System Load Memory ¥ 2025/01/03 15:21:21 2025/01/03 15:21:47 20,
a | Waming | 5768832636 Open System Load Mamory ¥ 2025/01/03 15:21:21 2025/01/03 15:21:45 20,
o - TATCTBOBOY Open System Load ' Memory ¥ 2025/01/03 15:21:22 2025/01/03 15:21:45 20
=] [ Waming | TFTAFZ9BBS Open System Load 4 Memory ¥ 2025/01/03 15:21:22 2025/01/03 15:21:45 204
a A3AS1AFT43 Open System Load cPU ¥ 20253/01/03 15:21:18 2025/01/03 15:21:36 20,
a [ waming | AAITBEBALE Open System Load Memory ¥ 2025/01/03 15:21:19 2025/01/03 15:221:36 20,
o FITABBFEAS Open System Load CcPU ¥ 2025/01/03 15:21:24 2025/01/03 15:21:36
m] | Waming | T8673ASI53 Open System Load Memory ¥ 2025/01/03 15:21:13 2025/01/03 15:21:34 \_/

" « 1 2 3 4 5 . » m 10~ items per page 1- 10 of 297 items

Figure 539 — Live Actionable Data

3. Click the Live Alert Data button to disable the auto refreshing the live alert data. A confirmation pop up message

will appear.

[ B Austo-refrech has been disabled, Y

Figure 540 - Live Actionable Data Disabled
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7.2.3.16 Refresh
The steps explain how to refresh the actionable data.
1. Inthe top navigation bar, click on Data View and click on Actionable.

2. Click the Refresh icon if the Live Actionable Data is disabled.

Home > Actionable

Select Actionable View | Actionsble & - 8B & -

I Agppliad Fileers State NOT IN Resalved Closed = ?
Co critical ) (@ Major 3 @ Minor 1 e waming } (e Clear ){ @ Indeterminate ) Seloct State  All -
O  Sevety Y D Y State T RuleName T  Entity Y  Paameter T  IsActionable T  Actionable Created On Y LastUpdated T Pe
IS 4052E008D8 Open System Load Memory ¥ 2025/01/03 15:21:31 2025/01/03 15:21:55 20
o - 0320FE9EFS Open System Load Memory Y 2025/01/03 15:21:24 2025/01/03 15:21:47 20,
a OCF109FARS Open System Load Memory Y 2025/01/03 15:21:21 202540103 15:21:47 20;
I 5768932636 Open System Load Memory ¥ 2025/01/03 15:21:21 2025/01/03 15:21:45 20
o TATCTBOBSA Open System Load Memory v 2025/01/03 152122 2025/01/03 15:21:45 20
S TFTAF29BBE Open System Load Memory ¥ 2025/01/03 15:21:22 2025/01/03 15:21:45 20
I ] AIASTAFTAL Open System Load cPU ¥ 2025/01/03 15:21:18 2025/01/03 15:21:36 20
0 (e AAITBEEAMB Open System Load Memory ¥ 2025/01/03 15:21:19 2025/01/03 1521:36 20
o FPTABSFEAZ Open System Load cPU v 2025/01/03 15:21:24 2025/01/03 15:21:36 20
=] 7867340953 Open System Load Memory ¥ 2025/01/03 15:21:13 2025/01/03 15:21:34 o 20
e’
<« 1 2 3 4 5 . o» 0w 10 v items per page 1- 10 of 297 items

Figure 541 - Refresh time for Actionable.

3. A confirmation pop up message will appear.

l @ Content refieshed succewtully b

Figure 542 — Refresh time for Actionable.

7.2.3.17 To see Alerts
The steps explain how to view alerts in Actionable data.
1. Inthe top navigation bar, click on Data View and click on Actionable.
2. Click on an actionable on Data View-actionable screen, then pop up open for the actionable.

3. Click on Alerts header to see the alert for that actionable.
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. Memory REES  Change Severity ~ m Change State ~ O m B [_:j- X

| Y Assign Users
2023/03/06 125636

R Select User to be assigned ~

| 2023/03/06 13:02:04

ased correlation plerts ) ( Topology ) ( Service Hierarchy ) ( Timelines ) ( Activities ) ( comments ) (( Historical Dats ) ( Related Tickets )
MTaaSCPUMemony = = SR 2 =i = = >~ - s
Descrips
| Physical memory on server ETAMTSVPMYXMGO3-
10.35,243.124 -more than B5% Last datais 89.19 % Severity D Title Entity Occurrence

= tajwjlhbive Plyysical memory on server ETAMTSWPMYXMGO 1
averi

b ok wming | GoawlnX0D8 Physical memory on server ETAMTSVPMY)XMGO 2
Open cD GIOCAIVNDE Physical memory on server ETAMTSVPMYXMGO L

+ Create Ticket Show 10 ~  entries .

Figure 543 — Actionable Related Alerts

Note:
For actionable created using user-defined rules, an additional button will appear in the taskbar labeled
"Create Correlation Rule".

When clicked, the user will be redirected to the Correlation Rule Creation page. On this page, the
"Include If" filter section will be automatically pre-filled based on the alerts associated with the
actionable.

4. Each alert's entity and parameter will be included in the filter.
5. A sub-AND operation will be applied between entity and parameter within a single alert.

6. An OR operation will be used between multiple alerts, if more than one alert is present.

The steps explain how to view the topology for actionable data.
1. Click on an actionable on Data View-Actionable screen, then go to pop up open for the actionable.
2. Click on the Topology header present in the actionable popup.
3. Topology would be visualizing the relationship between the various services and their downstream / upstream
impact due to any issue for a specific entity.

4. Impacted services can be highlighted as per custom logic (based on color-coding).
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Memory
Pending Since
2023/03/02 16:41:22

Last Occumence

2023/03/02 16:41:22

Rule based correlation
MTasSEntityandTime1

Minor

State
In Progress

+ Create Ticket

Assign Users

Change Severity ~ I ChangeState ~ & = & X

Select User to be assigned ~

ogy ) CServi(e Hierarchy) (Time\ines) (A(livnies) (Cammem.s) CHiszwical Data) CRelaued Tu.ke(s)

View Com plete Topalogy

-
events 1.ncimtaas com
njdmtsvpmogweb0Z

njamtsvpmaapp01 njdmtsvpmgapp02

-
njdmEsvom qweb 022

7.2.3.19

Figure 544 -— Topology.

Update Ticket

The steps explain how to update tickets for actionable data.

1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

2. Click on the Update Ticket icon presents in the actionable popup.

descriptionMemory Issue

Pending Since
2023-02-06T14:59:39

Occurrence

2023-02-06714:59:39

Rule based comrelation
CpuMemory

Description
descriptionMemory Issue

A

Severit
Critical

In Progress

Create Ticket

Assign Users

Select User to be assigned ~

EIED change severity ~ ChangeState ¥ & l==,! 8 x

Alerts ) (‘I'opologyD (Serw:e Hierar(hy) (Timehnes) Cnuiwies) (Comments) Cst!orwcal Dala) CRelaled rickexs)

Severity

o Title Entity Occurrence
qSDeCkoyi1 Memory Issue 1
kNCQwIPG2 CPU Issue 1

Figure 545 — Update Ticket for Actionable

3. Onclicking the update ticket icon, a confirmation message pops-up:
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Update Ticket X

Are you sure you want to update ticket for the selected
actionable?

Cancel Confirm

Figure 546 — Update Ticket for Actionable

4. Click on the Confirm button. A success message pops up as shown in the following figure:

descriptionMemory Issue EIED change Severity v Change State ~ o 8 & B8 x

Pending Sinc

ce
2023-02-06T1459:39
Last Occurrence Select User to beas{ © Request submitted y X ~
2023-02-06T1459:39

Rule based comelation ( Averts ) ( T.)pology) (Serui(e Hierarchy ) (Tlmdines\ ﬂ,(u\mies\‘ ( comments ) (Hmuka\ Dau} ( Relazedmkeu)

CpuMemory

descriptionMemory lssue

Assign Users

Assigned User Severity ] Title Entity Occurrence
crvca [ ] asDeckayt iamery tosue .
i

- KNCQwIPg2 CPU Issue 1

In Progress

+ Create Ticket Show 10 v | entries .

Figure 547 - Success Message for Update Ticket

7.2.3.20 Update Work Notes
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The steps Explain how to view Update Work Notes for actionable data.
1. Click on an actionable on Data View-Actionable screen, then go to pop up open for the actionable.

2. Click on the Update Work Notes icon present in the actionable popup.

Configuration Guide



descriptionMemory Issue @D  change Severity v Changestate ¥ & alsJL——,! x

Pending Since

Assign Users
2023-02-06T14:5%:39

Last Occurrence Select User to be assigned ~
2023-02-06T14:59:39

Rule based comrelation ( merts ) (Topology) CSerw‘ce Hieradvy) <Tlmellnes> (Auiv-lies) (Cummems) Cﬂswrical Dala) CRe\aled T-:ke:s)
CpuMemory —

Description
descriptionMemary Issue

Assigned User Severity (1] Title Entity Occurrence
Severity
SDeCkoy11 Memory Issue 1
Criveal [ ccn | sDeCkay y tssu
State = KNCQwIPg2f CPU Issue 1
In Progress

+ Create Ticket

Figure 548 - Update Work Notes for Actionable

3. Click the Update Work Notes icon, a confirmation pop-up message will appear.

Update Work Notes X

Are you sure you want to update work notes for the selected
actionable?

Cancel Confirm

Figure 549 - Update Work Notes for Actionable

4. Click on the Confirm button. A successful message will appear.
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EIED change Severity v ChangeState ¥ & & & & x

descriptionMemory Issue

Pending Since

2023-02-06T145939 Asthgr Upers
Last Occurrence Select User to be agl & Request submitted successfully Be v
2023-02-06T1459:39

Rule based correlation ’\ Aerts ) Topa!ogy) CSewi(e Hielar(hy) (‘iimelines) (mnwﬁs) (Cnmments) CHIswrica\ Dala) (Relaléd Tl(kels)

CpuMemory —

Description

descriptionMemory lssue

Assionad User Severity [+ Title Entity Occurrence
B

el [ civea | qsDeCkoy11 Memory Issue i

State [ Criea ] kNCQwIPg2f CPUIssue 1

In Progress

Figure 550 - Alert Message

7.2.3.21 Apply Filters
The steps explain how to apply filter to the actionable data.
1. Inthe top navigation bar, click on Data View and click on Actionable.

2. Click on the Apply filter action button as shown in figure.

Home > Actionable

Select Actionable View Actionable v

[ Agpliad Filters State NOT IN ResalvedClosed ~ | v
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Can )y (e critical ) (o mojor 3 o Minor ) (o waming ) (e Cheor ) (@ indeterminate ) Select State | All -
a Severity E o T State T Rule Name hd Entity T Parameter T Is Actionable T Actionable Created On Last Updated T Pending S
o E8CDI53F44 Open System Load CPU ¥ 2024711728 16:00:51 2024/11/28 16:00:31 2024791/
(m] TBSSALEIDY Open System Load cPU Y 2024/11/28 15:54:41 2024/11/28 16:00:30 2024/11/2
o BOOSABAFE Open System Load Swap ¥ 2024/11/28 16:00:51 2024/11/28 16:00:20 202471172
o == 41125485DF Open System Load CPU Y 2024/11/28 16:00:43 2024/11/28 16:00:29 2024711/
(m} 32E4DOB223 Open System Load Memory Y 2024/11/28 16:00:30 2024/11/28 16:00:29 202471172
(=] m CADDOAZFAL Open System Load CPU Y 2024711/28 16:00:37 2024/11/28 16:00:29 2024711/
o IBE43BF343 Open System Load Memory As 2024/11/28 16:01:01 2024/11/28 16:00:29 2024711/
(] E0S4C2B68A Open System Load - - CPU Y 2024/11/28 16:01:43 2024/11/28 16:00:29 2024711/
o 396CBF12F3 Open System Load CPU As 2024/11/26 16:00:28 2024/11/28 16:00:29 2024/11/<
(m GEE4CO8200 Open System Load cPU \d 2024/11/28 16:00:36 2024/11/28 16:00:20 0 sz

" « 1 2 3 4 s L 10 ¥ items per page 1 - 10 of 187 items

3.

Figure 551 - More Filter Operation

A form opens to apply filter. Select Field and Operator from drop down list and provide Value. Then click on the

Apply button.
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Home » Actionable

Select Actionable View  Actionable ~ G - = = R
I Agplied Filters State NOT IN Resclved Closed AT 4
Can ) (Co critical 3(Co major (o minar ) (o woming ) (e Cear ) (@ indeterminate ) Select State | All v
o Severity T [[=3 T State T Rule Name T Entity b ¢ Parameter T Is Actionable T Actionable Created On b 2 Last Updated

Operator System Load Memory Alert ¥ 2024111728 16:20:23 2024/11/28 16:19:30
Like - System Load Swap Y 2024/11/28 1611227 2024/11/28 16:11:16
Value System Load <Py ¥ 2024411728 16:11:32 2024711728 16:11:16
Eiis System Load Memory ¥ 2024/11/28 16:11:36 2024/11/28 16:11:16

System Load Memory ¥ 2024/11/28 161197 2024/11/28 16:11:16

UZFIADETER Open System Load Swap 17 2024711728 16:11:24 2024/11/28 16:11:16

TC223066CE Open System Load Memory ¥ 2024711728 16:11:27 2024/11/28 16:11:16

058F3296E8 Open System Load Memory ¥ 2024/11/28 16:11:25 2024/11/28 16:11:16

(=] GO69ABETE3 Open System Load CcPU ¥ 2024711728 16:11:24 2024/11/28 15:11-16

DESBSADCC2 Open System Load Memory i 2024/11/28 1&:11:20 2024/11/28 1

W o« 1 2 3 4 5 . » m 10 v items perpage 1- 10 of 304 items

Figure 552 - More Filter Operation

4. Users can see the result of applied filter as shown in the following figure:

Home > Actionable

Select Actionable View  Actionable v G ¢ - = ® &

| Applisd filters | State NOT IN Resalved Closed » || Severity LIKE Critiesl ~ | w

( ® critical (e Major (o Minor ) (e Waming ) (e Clear ) {{® Indeterminate ) Select State  All v

a Severity T ID T  State Y RuleName Y  Entity T | P T Is Acti Y  Actionable Created On T Last Updated

o OB63769BEE Open System Load cPU ¥ 2024/11/28 16:24:50 2024/11/28 16:24:54
== 335E96093D Open System Load Swap ¥ 2024/11/28 16:28:46 2024/11/28 16:24:52
== 27F3AE10CF Open System Load Memaory Alert ¥ 2024/11/28 16:20:23 2024/11/28 16:19:30
= B500294EFC Open System Load Memary Vi 2024/11/28 16:11:35 2024/11/28 16:11:16
= DESESADCC2 Open System Load Memory v 2024/11/28 16:11:20 2024/11/28 16:11:16
05IF3296E8 Open System Load ] Memory ¥ 2024/11/28 16:11:25 2024/11/28 16:11:16
T1C2C78847 Open System Load cPU ¥ 2024711728 16:11:32 2024/11/28 16:11:16
= ES6D14247D Open System Load Memaory ¥ 2024/11/28 16:11:37 2024/11/28 16:11:16
== DBI9T42080 Open System Load Memory ¥ 2024/11/28 16:11:36 2024/11/28 16:11:16
O2F3ADE1EB Open System Load { Swap ¥ 2024/11/28 16:11:24

« 1 2 3 4 5 - " 10 > items per page 1- 10 of 254 items

Figure 553 - More Filter Operation

5. Click on the Select State dropdown available action button presents at the below header of the console.
6. Select state from drop down list. Then click on the state button and the user can see the Applied filter based

upon the state.
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Home > Actionable

Select Actionable View  Actionable ~ - & & 8 B R X
I Applied Filters | State NOT IN Resolved.Closed x | i
Can (e critical 3 (o major Yo Minor ) (e Warning ¥ (e Ciear J{ @ Indsterminate ) Seloct State Al v

a Severity Y ID Y  State T  Rule Name T  Entity YT  Parameter Y  IsActionable T  Actionable Created On Y lLast Updated

o COSABSBEOC Open System Load Memory ¥ 2024/11/28 16:24:56 2024/11/28 16:2502 In Progress

o AA93BE257C Open System Load Swap ¥ 2024/11/28 16:25:48 2024/11/28 16:25:03 Assigned

a 643538F0F8 Open System Load Memory ¥ 2024/11/28 16:25:44 2024/11/28 16250 ::::d

a 723FO3EDES Open System Load cPU ¥ 2024/11/28 16:25:46 2024/11/28 162501 202471172
o EAET3E2FFO Open System Load Swap ¥ 2024/11/28 16:25:15 2024/11/28 1625:01 202471172
S <iics | BAIZDABABY Open System Load Swap ¥ 2024/11/28 16:25:13 2024/11/28 16:25:01 2024/11/2
o0 BIEGSSDTDA Open System Load Swap ¥ 2024/11/28 16:25:07 2024/11/28 16:25:01 2024/11/2
a BF13AEZBEQ Open System Lead Swap ¥ 2024/11/28 16:25:12 2024/11/28 1625:00 2024/11/2
o BAI1GDFICD Open System Load Memory ¥ 2024/11/28 16:24:53 2024/11/28 16:2459 2028/11/2
o 963841C681 Open System Load Memory Y 2024/11/28 16:25:08 2024/11/28 162459

L « 1 2 3 4 5 - ® » 10 * items per page 1- 10 of 386 items

Figure 554 - Select State Operation

7.2.3.22 Create Ticket
The steps explain how to Create Ticket for actionable data.
1. Click on an actionable on Data View-Actionable screen, then go to pop up open for the actionable.

2. Click on the + Create Ticket icon presents in the actionable popup.

cpuutlization D change severity ~  [NEEEED Changesate v © m B & X

Pending Since
A-lgn Users
2023/03/08 11:38:07

Last Occurrence Select User to be assigned -~

2023/03/08 11:38:11

Rule based correlation ( Alents CTopclogD Cservice Hitral:hy) CTimt\incs) (Aclivilic‘s) (comm:ms) CHlstolicdl Dala) Cﬁela".-d Tlckﬂs)
Network Topology g
Description
cpuutlization =
Assigned User
Severity Severity 1D Title Entity Occurrence Environment Location Pending Since Last Updated Manager
Major
T [ mojor | pD1odOHC3y  cpuutlization 1 prod chennai 2023/03/08 11:38:11  2023/03/08 11:38:11  zabbix
In Progress.
= t5P7oulséy cpuutlization 1 prod chennai 2023/03/08 11:38:07  2023/03/08 11:38:07  zabbix
ZVjoiksrwH cpuutlization 1 prod chennai 2023/03/08 11:38:11  2023/03/08 11:38:11  zabbix

antriac

Figure 555 - Update Work Notes for Actionable

3. A confirmation pop-up message will appear.
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Create Ticket X

Are you sure you want to create a ticket for the selected
actionable?

Figure 556 - Update Work Notes for Actionable

4. Click on the Confirm button. A successful message will appear.

.
cpuutlization m Change Severity v @ Change State v o =3 @8 6 X
Pending Since

Assign U,
2023/03/08 11:38:07 n Wsers
- - Select Us: v
Last Occurrence -
ast Occurrence ° . q g4 <fuill

| 2023/03/08 11:38:07

X
Rule based correlation ( Alerts ) (Tupnlogy) (Sewke Hirmrchy) (TFmrlinrs) (Aclivilizs) (Cummrnls) (Histmiul Dala) (Related Ti:kets)

Entity and Time Based

Description

epuutlization =
Assigned User

Severity Severity ID Title Entity Occurrence  Environment  Location Pending Since Last Updated Manager
Major

e [ mojor | 15P7oulséy  cpuutlization 1 prod chennai 2023/03/08 11:38:07  2023/03/08 11:38:07  zabbix
Open

+ Create Ticket

Figure 557 - Alert Message

7.2.3.23 Download CSV
This section provides users with downloading CSV data of records based on the filter they apply to the records of the
events screen. Users can download the csv files with max of 1000 records.
1. Inthe top navigation bar, click on Data View and click on Actionable.
2. Apply the filters as per the requirement.
3. Click on the Download CSV action button.
4

Check the downloads in the system, the CSV file will be downloaded.
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Home > Actionable

Select Actionable View  Actionable ~ - a o 8

| Agplied filters | State NOT IN Resalved Closed = |
(Can (e critical ) (o Major ("o Minor ) (o Waming ) (e Glear ) (e _Indeterminate ) Select State Al -

a Severity T (o] T State T Rule Name T Entity T Parameter T Is Actionable T Actionable Created On h 4 Last Updated g Pending S

8ICDI53FAL Open System Load CPU A 2024/11/26 16:00:51 2024/11/28 16:00:31 2024711/

m] TBSEAAEIDY Open System Load CPU Y 2024/11/28 15:54:11 2024/11/28 16:00:30 202471/
a BYYSABAZFE Open System Load Swap Y 2024711728 16:00:51 2024/11/28 16:00:29 2024711/
a 411254850F Open System Load CPU Y 2024/11,/26 16:00:48 2024/11/28 16:00:29 2024711/
o 32E4DOB223 Open System Load Memory ¥ 2024/11/28 16:0030 2024/11/28 16:00:29 2024711/
(=] Cntical CADDOAIFA4 Open System Load CPU Y 2024/11/28 16:00:37 2024/11/28 16:00:29 2024711/
a 3BE43BF343 Open System Load Memary Y 2024/11/28 16:07:01 2024/11/28 16:00:29 2024711/
] E0S4C2BE8A Open System Load cpPu Y 2024/11/28 16:01:43 2024/11/28 16:00:29 2024111/
o 396CBF12F3 Open System Load CPU A 2024/11/28 16:00:28 2024/11/28 16:00:29 2024711/
o GEE4COB200 Open System Load cpPU Y 2024/11/28 16:0036 2024/11/28 16:00:29

“ 4« 1 2 3 4 5 . » H 10 v items per page 1- 10 of 187 items

Figure 558 - Download CSV for Actionable

7.24 All Events View

All Events View includes a grid which contains all events data that is coming to the system. It includes noise events as well
as non-noise events.
Please follow below steps to view All Events data:

1. Inthe top navigation bar, click on Data View and click on All Events.

2. All Events data will be displayed for the customer to which user is part of.

Home > All Events

Select View Allevents -~ - S B R
(e ciitical ) (e Major ) e Minor ) (e Warning J((e Clear }((® indeterminate )

Severity YT ID b4 Entity ¥  Parameter T Event Time T Last Updated A4 Title T
_ 27bOf349-8440-4644-987-915702d42... system 2024/11/28 16:27:30 2024/11/28 16:26:34 Linux: System time is out of sync (diff ...
m T7425260-22c6-4358-a5dc-Ted15c260... Memory Alert 2024/11/28 16:27:16 2024/11/28 16:27:52 Memaory Utilization on the node SVALL...
m 8Ob32672-Tecd-426f-Bb7e-7cb219e08... Memory Alert 2024/11/28 16:27:10 202411728 16:27:52 Memary Utilization on the node SVALL..
- 2311436b-591a-43fc-aesa-2b03c5021... system 2024/11/28 16:26:29 2024/11/28 16:25:34 Linue: System tine is out of sync (diff ..
1b481240-089d-43da-b5c2- 1ad5e4(8... Memory Alert 2024/11/28 16:26:09 2024/11/28 16:25:52 Memaory Utilization on the node SVALL...
m 02480aed-Oae7-40c5-blce-d866c2ae. . Swap 2024/11/28 16:25:17 2024/11/28 16:25:17 Swap utilization is above the threshol...
ccd75edb-cB35-4c46-bBSS-394c653d... <PU 2024/11/28 16:25:17 2024/11/28 16:25:17 CPU utilization is abowve the threshold-
6458440d-flab-43ec-ab00-252b2315... Disk 2024/11/28 16:25:17 2024/11/28 16:25:17 Disk utilization is above the threshold-...
8d495dc69-c52f-4de7-b4aTa-3e718bO1... Disk 2024/11/28 16:2517 2024/11/28 16:25:17 Disk utilization is above the threshold-...
9199291f-09a4-45fe-8273-82a1622¢1... Memory 2024/11/28 16:2517 2024/11/28 16:25:17 Memory utilization is above the thresh...
“« <« 1 2 3 4 5 . » ™ 10~ items per page 1400“@:-“
M

Figure 559 - All Events View

7.2.4.1 Add Column

300

This option will enable users to add more columns in the data grid to analyze it deeply. Please follow the steps below to
add columns to data view.
1. Inthe top navigation bar, click on Data View and click on All Events.

2. Click on the Add Column action button presents at right side of Live button.
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3. A pop-up will open which enables user to select from list of available columns to add it in the grid as shown in

figure. Then, click on save button to add selected columns in view.

Add Columns >

Add More Columns

Sub Entity 1D ~
Original Columns

Severity X - ID X Z Entity X Z Tite X Z Manager X Z  Primary Application Name X Z ToollD X

(>

~

Z  Secondary Application Name X Z Agent X Z  Event Time X Z  Mapped Entity ID % Z  Parameter Category X

Z  Parameter X Z  Location X < Environment X Z Designation X

Newly Added Columns

Z Sub Entity ID X

Figure 560 - Add Column

7.24.2 Save All Events
The steps provide information on how to save all events data.
1. Inthe top navigation bar, click on Data View and click on All Events.

2. User can click the save button.

Home > All Events

Select View Allevents v - S B R &
(@ critical ) (e Major ) o Minor ) (o waming ) (@ Cear ) (@ Indeterminate )

Severity Y ID Y  Entity Y  Parameter Y  Event Time Y LastUpdated Y Title ¥  De
e TFMRWMWTX2 { memory 2024/12/23 1211:34 2024/12/23 12:11:34 memory consumption high m
| Msce ZEOIANBPBC | memory 2024712/23 12:10:07 2024/12/23 1211007 memory consumption high m
= AROTMENSGY [ cpu 2024/12/20 1817:53 2024712720 18:17:53 cpu issue s
= JEAHWOOBMM cpu 2024/12/20 18:17:42 2024/12/20 18:17:42 cpu issue s
| Weorning | 7ab7a220-8575-4707-24dc-223£0260. -.. CPU 2024/12/20 18:01:00 2024/12/20 18:01:00 i indows CPU wtili ha.. M
| Warning | 7d3614f9-9cc2-4c2b-bac7-b23481169... | Y] 2024/12/20 17:32:36 2024/12/20 17:3236 i CPU utilization ha.. M
 Worming | 15{868b0-55e4-4103-2483-31234983... cPU 2024/12/20 17:31:15 2024/12/20 17:31:15 Microsoft: Windows CPU utilization ha.. M
ELV57K8HSS cpu 2024/12/20 17:27:59 2024/12/20 17:27:59 cpu issue <
| warning 1de25777-7cle-dbd5-a418-c5h8e15¢f... . cPU 2024/12/20 16:55:24 2024/12/20 16:55:24 : CPU utilization ha... M
| Worneg dT992660-4946-4158-bed5-0541c99cf... cPU 2024/12/20 16:00:42 2024/12/20 16:00:42 i ft: Wi cpu ha.. M

« <HEM 2 3 4 S . » » 10~ items per page 1-100fs Q@) ms

L

Figure 561 - Save All Events

3. After saving, the all-event data appears in the grid and a success popup appears.
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Save View X

Are you sure you want to save the current view.? It cannot be
undone.

Cancel Confirm

Figure 562 - Confirmation Message

4. On clicking the Confirm button, a success popup will appear.

Home > All Events

Select View Allevents ~ lOkaﬂvzdmcmsﬂully» x - o =2 R

;

)@ critical ) (e Major Yo Minor ) (o Waming ) (e Clear ) (@ Indeterminate )

Severity Y D Y Entity Y  Parameter Y  Event Time Y LastUpdated Y Title ¥ |iDe
| mser TFMRWNWTX2 memory 2024/12/23 1211:34 2024/12/23 120134 memory consumption high m
| bmice ZEOIANBPBC memory 2024/12/23 12:10:07 2024/12/23 121007 memory consumption high m
[ crocan | AROTMENSGY cpu 2024/12/20 18:17:53 2024/12/20 18:17:53 cpus Issue [
JEAHWOOBMM cpu 2024/12/20 18:17:42 2024/12/20 18:17:42 cpu issue fos
| Worning | 7ab7a22b-3575-47a7-a4dc-223e0260. -.. CPU 2024/12/20 18:01:00 2024/12/20 18:01:00 fi t: Wi CPU utilization ha.. M
| Warning | 7d3614f9-9cc2-4c2b-bac7-b23481169... 2 licey 2024/12/20 17:32:36 2024/12/20 173236 Microsoft: Windows CPU utilization ha.. M
15{888b0-5504-41e3-0488-31234983... CPU 2024/12/20 17:31:15 2024712420 17:31:15 Microsoft: Windows CPU utilization ha.. M
ELV57KBHSS cpu 2024/12/20 17:27:59 2024/12/20 17:27:59 cpu Issue <
1de25777-7cfe-4bd5-ad 18-cShde15¢f... L. cpu 2024/12/20 16:55:24 2024/12/20 16:55:24 Microsoft: Windows CPU utilization ha.. M
AT992660-4946-4158-be45-0541c99cf.. cPU 2024/12/20 16:00:42 2024/12/20 16:00:42 Microsoft: Windows CPU utilization ha...

) I I

3 2 3 4 5 . > m 10 v items per page “A‘Oolsems

Figure 563 - Al Events Message

7.2.4.3 Save As All Events
This option will enable users to save the currently opened view with columns populated in data grid so the same view can
be shown to any other user in an organization. It is very helpful for admins to configure this kind of view for other users
in an organization by creating a different view other than the current view. For example, a view to list all events with
critical severity only. Please follow the steps below to save as events:
1. Inthe top navigation bar, click on Data View and click on All Events.
2. Once the user can click the save as button, a pop-up will open to provide the following information:
e View Name: name of view like critical events
e Description: description of view like list all critical events

e Show to: Either it will be visible to the user who is saving it or to other users.
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Save As X

View Name * Description *

Show to

My Self v

Save Close

Figure 564 - Save as Events

3. Next, click on the save button to save view and this view will be available on a list for users.

7.2.4.4 Refresh All Events
This option will enable users to refresh data grid to populate latest data over screen.
Please follow below steps to refresh events grid:
1. Inthe top navigation bar, click on Data View and click on All Events.

2. Once the user can click the Refresh button, confirmation pop up message will appear.

Data View > All Events

Select View Allevents v l @ Content refreshed successfully X

(E}( ® Critical ) ( ® Major \) (,' f

»  Minor \) (, @ Warning \)( ° Clear\)( e Indeterminate )

Severity ID Entity Parameter Event Time Title Manager Tool ID  Agent

BB 11-2-c-asdnd3abassdr. memory 2024/01/31 181400  memory issue solarwinds solarwinds

B 11-2-casdnd3abasear. pu 2024/01/31 181300  cpuissue solarwinds solarwinds
11-2-c-a3d-nd34b46647.. swop 2024/01/31 172200  swap issue solarwinds solarwinds

B  11-2-c-asdnd3dbassar pu 2024/01/31 171400  cpuissue solarwinds solarwinds

EED 11-2casdndsabacsar.. memory 2024/01/3115:3400  memory issue solarwinds solarwinds

Bl 2 cadnazabassaa pu 2024/01/31 140400  cpuissue solarwinds solarwinds

B 11-2-cadndidbassdr. memory 2024/01/31132200 memoryissue solarwinds solarwinds

B 52716000591 -4bes et Virtual machine CPU usa..  2024/01/31 120118 comvmwarevim2SAlar...  vRealize Operations (VR VRealize Operations (VR

Figure 565 - Refresh All Events

7.245 Live All Events Data

Noida

This option will enable users to stop/start live updates of data being shown in grid. Please follow the steps below to

enable/disable live events.

1. Inthe top navigation bar, click on Data View and click on All Events.

2. Users can see the Live All Events Data, and this will be updated regularly, and automatically refresh the grid.
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7.2
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Home > All Events

Select View Allevents et

( ® ciitical ) (e Major Y(@ Minor ) (o Waming ) (e Clear ) (@ Indeterminate )

Severity Y ID Y Entity Y  Paameter Y  Event Time

e TFMRWMWTX2 _ memory 2024/12/23 12:11:34
| Mjer ZEOIANSBPBC memory 2024/12/23 12:10:07
== AROTMENSGY cpu 2024/12/20 18:17:53
= JEAHWOOBMM cpu 2024/12/20 18:17:42
| Wonieg 7ab7a220-8575-4757-24dc-2230260.. cPU 2024/12/20 18:01:00
| warning 7d3614f9-9cc2-4c2b-bac?-b23481169... cPU 2024/12/20 17:32:36
| Worning | 15888b0-55e4-41e3-2483-31e34983... CPU 2024/12/20 17:31:15
= ELVS7K8HSS cpu 2024/12/20 17:27:59
| Warning | 1de25777-7cfe-Abd5-a418-c5b8e15¢f... cpu 2024/12/20 16:55:24
| Worming d7992660-4946-456-be45-0541c99cf... cPU 2024/12/20 16:00:42

B « 2 3 4 S o 10 ¥ items per page

4.6

Last Updated

2024712723 121134
2024712/23 1211007
2024/12/20 18:17:53
2024712720 18:17:42
2024712/20 18:01:00
2024712720 17:32:26
2024/12/20 17:31:15
2024/12/20 17:27:59
2024/12/20 16:55:24

2024/12/20 16:00:42

i

B R

Title S £
memory consumption high

memory consumption high

<pu issue

<pu issue

Microsoft: Windows CPU utilization ha...
Microsoft: Windows CPU utilization ba...

Microsoft: Windows CPU utilization ha...

cpu issue

Microsoft: Windows CPU utilization ha..,

CPU utilization ha...

Figure 566 - Live Events Data

To stop live data update, please click on Live button, it stops updating the live all event data, a confirmation

message will appear, stating that “Auto — refresh has been disabled.

Apply Filters

[«

This option will enable users to apply filters over the currently opened view to see data of specific values. For example,

to see lists of critical events, users can set filters over severity columns of all events ‘data. Please follow the steps below

to apply filters:

1.
2.

In the top navigation bar, click on Data View and click on All Events.

Click on the filter option present at right side of Live button as shown in figure.

Home > All Events

Select View Allevents v

®

All (. Critical )(- Major )( o Mmor)( @ Waming ) ( o Clear)( ° Indete(mmate)

Saverity D Y Entity Y  Parameter Y EventTime

| Woning | 27031949-3440-46d4-9817-915709d42., system 2024/11/28 16:27:20
77425260-aac6-4358-a5dc-Ted 15¢ab0... Memory Alert 2024/11/28 162716
83b32672-Tec4-426f-85Te-Tch2f9e08.. Memory Alert 2024/11/28 16:27:10
m 31f436b-991a-43fc-aeaa-2b09c5021... system 2024/11/28 16:26:29
= 156481240-089d-43da-bSc2-1ad6edfs... Memory Alert 2024/11/28 16:26:00
= 024803ed-02e7-40¢5-b9ce-d866c2ae... Swap 2024/11/28 162517
= ccd7Scdb-c835-4¢46-b865-394¢653d... cpu 2024/11/28 162517
= 6458440d-ffab-43ec-3b00-e52fb2315... Disk 2024/11/28 162517
= 8495dc69-c52f-ade7-baTa-3e718(fb91... Disk 2024/11/28 162517
= 9199291f-09ad-45fe-8273-82a1662¢1... Memory 2024/11/28 162517

" « 2 3 4 5 LI 10 v items per page

3.

Y Lost Updated

2024/11/28 16:26:34
2024/11/28 16:27:52
2024/11/28 16:27:52
2024/11/28 16:25:34
2024/11/2816:25:52
2024/11/28 16:25:17
2024/11/2816:25:17
2024/11/28 16:25:17

2024/11/28 16:25:17

2024/11/28 16:25:17

@D =5

Y Title

£

¥

Linux: System time is out of sync (diff ...
Memory Utilization on the node SVALL..
Memory Utilization on the node SVALL..
Linux: System time is out of sync (diff ..
Memory Utilization on the node SVALL...
Swap utilization is above the threshol.,,
CPU utilization is abowe the thresheld-...
Disk utilization is above the threshold-..,
Disk utilization is above the threshold-...

Memory utilization is above the thresh...

1-100f1 Q ms
.

Figure 567 - Filter Operation

A filter screen will come up which enables user to select field and corresponding operator along with value to

filter data.
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Home > All Events

Select View Allevents v - o 8 R &
( ® Critical )( ® Major )( ® Minor )( © Waming )( ® Clear )( ° lodetermimte)

Severity Y o T Entity Y Parameter Y- Event Time b £ Last Updated Y Title d 4

=D opecator -838dcSdd... Memory Alert 2024/11/28 16:35:25 2024/11/28 16:35:52 Memory Utilization on the node SVALL.,
m Like v -bdd3503.. 1 Memory Alert 2024/11/28 16:35:18 2024/11/28 16:35:52 Memory Utilization on the node SVALL..
Value 55687d4... cpu 2024/11/28 16:33:34 2024/11/28 16:32:34 Windows: CPU privileged time is tao h...
= e 773eb652... Memory Alert 2024/11/28 16:33:23 2024711728 16:33:52 Memory Utilization on the node SVALL..
= 9d640d92... Memory Alert 2024/11/28 16:33:116 2024/11/28 16:33:52 Memory Utilization on the node SVALL..
- PORR———— . | ) | . 7| pu 2024/11/28 16:32:34 2024/11/28 16:31:34 Windows: CPU privileged time is too h...
u 57513dc3-e457-4b12-b7b1-38736522... Memory Alert 2024/11/28 1631:21 2024/11/28 16:31:52 Memory Utilization on the node SVALL..
n 64492f6f-eTee-40e0-ae63-825c1c612... Memory Alert 2024/11/28 16:31:14 2024/11/28 16:31:52 Memory Utilization on the node SVALL..
m dOf7104b-8268-403e-97b3-c0d618e04d..] D Memory Alert 2024/11/28 1629119 2024/11/28 16:29:52 Memory Utilization on the node SVALL..
m dfc958d2-83ae-485a-9d62-ece260d03.... Memory Alert 2024/11/28 16229112 2024/11/28 16:29:52 Memory Utilization on the node SVALL..

" <« =3 2 3 4 L L 10~ items per page 1-100f1 0 ms
M

Figure 568 - Filter Operation

4. Users can see the result of applied filter.

Home > All Events

Select View Allevents v - S B B R
| Applied filters | Severity LIKE Cesr = @
C @ Critical ) ( o Major )( @ Minor )( ® Waring )( @® Clear ) ( ® Indeterminate )
Severity Y 1D Y Entity Y Parameter Y Event Time Y Last Updated Y Title Y  Descr
baeef5a5-0a7b-4d20-81d6-055e87d4... pu 2024/11/2816:33:34 202411428 16:32:34 Windows: CPU privileged time is too h...  Wind:
m 2311436b-591a-43fc-2e23-2b09c5021.... system 2024/11/28 16:26:29 2024/11/28 16:25:34 Linux System time is out of sync (diff ..  Linux:
92012155-3dfa-4931-9662-539fc9cadd... memory-storage 2024/11/28 16:22:27 2024/11/28 16:21:46 Windows: High swap space usage (les.,  Wind
d92¢5801-8efd-400c-a27¢-647f948bd... system 2024/11/28 16:17:23 2024/11/28 16:16:33 Linux System time is out of sync (diff ..  Linux:
m a7cebab-153a-4ad4-bb92-5e2affd0b... memory-storage 2024/11/2816:11:18 2024/11/28 16:10:46 Windows: High swap space usage (les..  Wind
207d6842-e1e5-4340-ab93-8413f71d7... cpu 2024/11/28 16:07:15 2024/11/28 16:06:34 Linux Load average is too high (per C...  Linux:
m d6679b¢c9-ab23-deee-8129-ac0dcf100... system 2024/11/28 16:06:14 2024/11/28 16:05:34 Linwox: System time is out of sync (diff .. Linuxc
Oear 82217d69-de1d-4aaf-8237-66008569... system 2024/11/28 16:04:14 2024/11/28 16:03:34 Linwox: System time is out of sync (diff .. Linuxc
SccbTcdb-Geef-4f02-b103-731e2e7ba... memory 2024/11/28 16:04:14 2024/11/28 16:03:33 Linuax: High memory utilization (>90% ... Linux
m 6ec98d88-2e2d-4ac7-9cTc-a6a106f45... system 2024/11/28 16:.02:12 2024/11/28 1601:35 Linwo: System time s out of sync (diff O'ﬁux:
| 3
« <2 3 4 S5 . *» N 10 ¥ items per page 1-10olh39‘(ms

Figure 569 - Filter Operation

7.2.4.7 Download CSV
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This section provides users with downloading CSV data of records based on the filter they apply to the records of the
whole events screen. Users can download the csv files with max of 1000 records.
1. Inthe top navigation bar, click on Data View and click on All Events.

2. Apply the filters as per the requirement.

3. Click on the Download CSV <2 action button.

4. Check the downloads in the system, the CSV file will be downloaded.
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Home » All Events

Select View Allevents v - o
(. Critical ) (0 Major )(o Minor ) ( ° Waming) ( o Clear ) (0 Indeterminate )

Severity Y ID Y  Entity Y  Parameter Y  Event Time Y  lastUpdated Y Title Y Dt
- TFMRWMWTX2 : e memory 2024/12/23 1211:34 2024/12{23 121134 memory consumption high m
- ZEOIANBPBC memory 2024/12/23 12:10:07 2024/12/23 121007 memory consumption high m
= AROTMENSGY cpu 2024/12420 1817:53 2024/12/20 1817553 cpu issue 7
Crticy JEAHWODBMM cpu 2024/12/20 1817:42 2024/12/20 18:17:42 cpu issue (<4
- Tab7a22b-8575-47a7-24dc-223e0260,. |77 T T T s e CPU 2024/12/20 18:01:00 2024712420 180100 Microsoft: Windows CPU utilization ha...
- 7d3614f9-9cc2-4c2b-bacT-b23481169... cPU 2024/12/20 17:32:36 2024/12/20 17:32:36 Al ft: Wind CPU utilization ha...
- 151888b0-5504-4103-2488-31234983., CPU 2024/12/20 17:31:15 2024/12/20 17:31:15 Microsoft: Windows CPU utilization ha...
ELVS7KBHSS pu 2024/12/20 17:27:59 2024/12/2017:27:59 cpu Issue «
- 1de25777-7cfe-abdS-ad 18-c5h8e15¢f... cPU 2024/12/20 16:55:24 2024712420 16:55:24 Microsoft: Windows CPU utilization ha...
- d7992660-4946-4158-bed5-0541c99¢f,.. CPU 2024/12/20 16:00:42 2024/12/20 16:00:42 Microsoft: Windows CPU utilization ha...
M <N 2 3 4 S5 . » M 10 v items per page 1-100f¢ 0 ms
L et

Figure 570 - Download CSV for All Events

7.2.5 Noise Events View
Noise Events View includes a grid which contains all the noise events in a single grid.
Please follow the steps below to view Noise Events data:
1. Inthe top navigation bar, click on Data View and click on Noise Events.

2. Noise Events data will be displayed for the customer to which user is part of.

Home > Noise Events

Select View Noise Events v - o B8 B
(o) (e critical ) (o major ) (o stinor ) (o warning ) (e clear ) (e _indeterminate )

Severity T ID Y  Rule Name Y Entity Y  Parameter Y  EventCreated On YT  Event Time T Title

1FHXUXMLIS <lickhousequernycheck3 . MEMOory issue 2024/11/25 17:00.30 2024/11/25 17:00:30 MEMDY ISSUE I5SUe
[ Major | LHYWHIPXJP severity_query memory issue 2024/11/23 01:35:35 2024/11/23 01:35:35 memory issue issuc
- JI3PVI03ZS severity_query memory issue 2024/11/22 18:46:.05 2024/11/22 13:46:05 memory issue issue
[ Major | QAUYZEQJ3R severity_query MEMOry issue 2024/11/22 18:43:03 2024/11/22 18:42:03 MEMDIY ISSUe [ssue

356RTEGFSI noise_testing_2 memory issue 2024/11/21 19:13:57 2024/11/21 19:13:57 memory issue issue

Criticai XQBLOIABLS noise_testing_2 memory issue 2024/11/21 191316 2024/11/21 19:13:16 memory issue issue
D3CRIPTRWY noise_testing_2 memory issue 2024711721 19:11:28 2024/11/21 19:11:28 memory issue issue
OQUOUCFIW noise_testing_2 memory issue 2024/11/21 19:10:09 2024/11/21 19:10:09 memory issue issu¢

44ARKTTYX6 noise_testing 2 = Lol — memory issue 2024/11/21 18:53:47 2024/11/21 18:53:47 memory issne issue

AMUTGCO1A0 maintenace on noise_testing memory issue 2024/11/21 18:49:52 2024/11/21 13:49:52 memon SSUuE

LI 2 * M 10 ¥ items per page 1-10of 15 items

Figure 571 - Noise Events View

7.2.5.1 Add Column
This option will enable users to add more columns in the data grid to analyze it deeply. Please follow the steps below to
add columns to data view.
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1. Inthe top navigation bar, click on Data View and click on Noise Events.
2. Click on the Add Column action button presents at right side of Live button.
3. A pop-up will open which enables user to select from list of available columns to add it in the grid as shown in

figure. Then, click on save button to add selected columns in view.

Add Columns x

Add More Columns

Sub Entity ID ~

Original Columns

~

= Severity * T Ib X% = Entity X T Title % = Manager * = Primary Application Name X L ToollD *
~

Z  Secondary Application Name X Z Agent X C EventTime X Z  Mapped Entity ID X Z Parameter Category X

Z  Parameter X Z  Location X Z  Environment X T  Designation X

Newly Added Columns

Z Sub Entity ID X%

Figure 572 - Add Column

7.2.5.2 Save Noise Events
The steps provide information on how to save Noise Events data.
1. Inthe top navigation bar, click on Data View and click on Noise Events.

2. User can click the save button.

Home » Noise Events

Select View Noise Events v - 2 B R &
( ® Critical ) ( ® Major )( @ Minor ) ( o Waming ) ( ® Clear ) ( @ Indeterminate )

Severity Y ID Y Rule Name Y  Entity Y  Parameter Y Event Created On Y  EventTime Y Tite Y De

- ZEQIANSPBC noiseentity 2312 _rule memory 2024/12/23 12:10:07 2024712423 121007 memory consumption high me

[ Mjer JAHAQT5AGT maintenace on usecase160.8 memory 2024/12/16 20:50:08 2024/12/16 20:5008 memory consumption high me

Mo P2KIZZSWKI maintenace on usecase160.8 memory 2024/12/16 204721 2024/12{16 204721 memory consumption high me

| Mger 9QLO4AQSEP maintenace on usecase160.8 memory 2024/12/16 20.46:55 2024/12/16 2046:55 memory consumption high me
K <« BEN > ™ 10 v items per page 1-4ofditems

Figure 573 - Save Noise Events

3. After saving, the event data appears in the grid and a successful popup appears.
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Save View X

Are you sure you want to save the current view.? It cannot be
undone.

Figure 574 — Confirmation Message

4. On clicking the Confirm button, a success popup will appear.

Home » Noise Events

Select View Noise Events v l @ View saved successfully. X - o B8 R =
.q_][/u\ ® Critical ) ( ® Major )\\ Minor )I( Wamning ) ® Clear )C- Indeterminate )
Severity ¥ ID T Rule Name T Entity T  Paameter ¥  Event Created On T EventTime T Tite T De
| majer ZEOIANBPBC noiseentity_2312_rule memory 2024/12/23 12:10:07 2024/12/23 121007 memaory consumption high me
| Mjor JAH4QTSABT maintenace on usecasa160.8 memorny 2024/12/16 20:50:08 2024/12/16 20:50:08 memory cansumption high me
| majec P2KIZZSWKI maintenace on usecase160.8 memorny 2024/12/16 20:47:21 2024/12/16 20:4721 memory consumption high me
| Mojor SQLO4AQEEP maintenace on usecase160.8 remany 2024/12/16 20:46:55 2024/12/16 20:46:55 memory consumption high me
" « 1 > 10 ¥ items per page 1-4of 4items

Figure 575 - Save Noise Events Message

7.2.5.3 Save As Noise Events
This option will enable users to save the currently opened view with columns populated in data grid so that the same
view can be shown to any other user in an organization. It is very helpful for admins to configure this kind of view for
other users in an organization by creating a different view other than the current view. For example, a view to list out
noise events with critical severity only. Please follow the steps below to save as events:
1. Inthe top navigation bar, click on Data View and click on Noise Events.
2. Once the user can click the save as button, a pop-up will open to provide the following information:
e View Name: name of view like critical noise events
e Description: description of view like list all critical noise events

e Show to: Either it will be visible to the user who is saving it or to other users.
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Save As X

View Name * Description *

Show to

My Self ~

Save Close

Figure 576 - Save as Events

3. Next, click on the save button to save view and this view will be available in list for users.

7.2.5.4 Refresh Noise Events
This option will enable users to refresh data grid to populate latest data over screen.
Please follow the steps below to refresh noise events grid:
1. Inthe top navigation bar, click on Data View and click on Noise Events.

2. Once the user can click the Refresh button, confirmation pop up message will appear.

Home > Noise Events

Select View Noise Events ~ - R *

( ® Critical )( ® Major ) ( ® Minor )( © Warning )( ® Clear )\ ® Indéeterminate )

Severity Y (o] Y Rule Name Y Entity ) £ Parameter ) £ Event Created On ) ¢ Event Time Y Title
m TFHXUXMUS clickhousequerycheck3 | memory issue 2024711725 17.:00:30 2024711725 17:00:30 MEMOTyY issue issue
- LHYWHIPX)P severity_query memory issue 2024/11/23 01:35:35 2024/11/23 01:35:35 memory issue issue
| Major | JI3PVI03ZS severity_query memory issue 2024/11/22 18:46:05 2024/11/22 18:46:05 memory issue Issue
| Major | QAUY2EQJ3R severity_query memory issue 2024/11/22 18:42.03 2024/11/22 18:42.03 memory issue issue
3S6RTEGFSI noise_testing_2 memory issue 2024711721 19:13:57 2024/11/21 19213:57 memory issue issue
[ comcar | XQELOIAGLS noise_testing_2 memory issue 2024/11/21 19:12:16 2024/11/21 19:12:16 memory issue Issug
m D3OR3IPTRWY noise_testing_2 memory issue 2024711721 19:11:28 2024711721 19:11:28 MeMOry issue issue
n OQUOUCFIW noise_testing_2 memory issue 2024/11/21 19:10:09 2024/11/21 19:10:09 memory issue issue
n 44ARKTTYX6 noise_testing_2 memory issue 2024/11/21 18:53:47 2024/11/21 18:53:47 memory issie issue
m AMU16CO1AQ maintenace on noise_testing 1 memory issue 2024711721 18:49.52 2024711721 18:49:52 memoq»@ sSut
e
L < 1 2 > L} 10 v items per page 1-10 of 15 items

Figure 577 - Refresh Noise Events

7.25.5 Live Noise Events Data

This option will enable users to stop/start live updates of data being shown in grid. Please follow the steps below to

enable/disable live noise events.
- Inthe top navigation bar, click on Data View and click on Noise Events.

- Users can see the Live Noise Events Data, and this will be updated regularly, and automatically refresh the grid.
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Home > Noise Events

Select View Noise Events ~ E S = R

(. Critical )( ® Major )( @ Minor )( © Warning )( ® Clear )( ® Indeterminate )

Severity Y (] D fi Rule Name ) ¢ Entity Y Parameter S Event Created On A f Event Time Y Title
“ TFHXUXMLIS <lickhousequerycheck3 . memory issue 2024/11/25 17.00:30 2024711725 17:00:30 mMemory issue issue
- LHYWHIPXJP severity_query memory issue 2024/11/23 01:35:35 2024/11/23 01:35:35 memory issue issue
- JIZPVIO3Z5 severity_query memory issue 2024/11/22 18:46:05 2024/11/22 12:46:05 memory issue issue
- QAUY2EQJ3R severity_query ! memory issue 2024/11/22 18:43:03 2024/11/22 18:42:03 memory issue issue
n 3S6RTEGFSI noise_testing_2 memory issue 2024/11/21 19:13:57 2024/11/21 19:13:57 memory issue issue
== XQELOIAGLS noise_testing_2 memory issue 2024/11/21 19:12:16 2024/11/21 19:13:16 memory issue issuc
[ crivea | D3OR3PTRWY noise_testing_2 memory issue 2024711721 19:11:28 2024/11/21 19:11:28 memory issue issus
n OQUOUCFIW noise_testing_2 memory issue 2024711721 19:10:09 2024/11/21 19:10:09 memory issue issue
m 44ARKTITYX6 noise_testing_2 memory issue 2024711721 18:53:47 2024/11/21 18:53:47 memory issie issue
n AMU16CO1AD maintenace on noise_testing Lot memory issue 2024711721 18:49:52 2024/11/21 18:49.:52 memor, sSuE
S’
L] <« 2 » 10 ¥ items per page 1-10 of 15 items

Figure 578 - Live Events Data

- To stop live data update, please click on Live button, it stops updating the live noise event data, a confirmation

message will appear, stating that “Auto — refresh has been disabled.”

7.2.5.6 Apply Filters
This option will enable users to apply filters over the currently opened view to see data of specific values. For example,
to see lists of critical noise events, users can set filters over severity columns of noise events data. Please follow the steps
below to apply filters:
1. Inthe top navigation bar, click on Data View and click on Noise Events.

2. Click on the filter option present at right side of Live button as shown in figure.

Home > Noise Events

Select View Noise Events i - S R +
l: @ Critical )( ® Major ) l: @ Minor )( ® Warning )( ® Clear :I( ® Indeterminate :l

Severity [[¥] Y  Rule Name T Entity T Parameter Y  Event Created On T Event Time T Title
TFHXUXMLIS clickhousequernycheck? memory issue 2024/11/25 17:00:30 2024111725 17.00:30 MEMOTY iSSUe issug
- LHYWHIPXJP severity_query memory issue 2024711723 013535 2024/11/23 013535 memory issue issue
Majr JI3PVIO3ZS severity_query memory issue 2024/11/22 18:46:05 2024/11/22 18:46:05 memory issue Issu¢
- QAUYZEQJ3R severity_query memory issue 2024/11/22 18:43:03 2024/11/22 18:43:03 memory issue issut
m 3S6RTEGFE! noise_testing_2 memory issue 2024/11/21 19:13:57 2024/11/21 19:13:57 memory issue issue
XQELOIAGLS noise_testing_2 memory issue 2024/11/21 19:12:16 2024/11/21 19:13:16 Memory issue issue
= D3ORIPTRWY noise_testing_2 MEMory issue 2024/11/21 19:11:28 202411721 19:11:28 MEMGTY Issue issus
OQ1IOUCFaW noise_testing_2 memory issue 2024/11/21 19:10:09 2024/11/21 19:10:09 memory issue issue
m 44ARKTTYXE noise_testing_2 memory issue 2024711721 18:53:47 2024/11/21 18:53:47 memory issine issug
AMU1ISCO1AD maintenace on noise_testing memory issue 2024711721 18:49:52 2024/11/21 18:49:52 memorsg,sui

L) 4 1 2 * " 10 ¥ items per page 1-10 of 15 items

Figure 579 - Filter Operation
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3. Afilter screen will come up which enables user to select field and corresponding operator along with value to

filter data.

Home > Noise Events

Select View MNoise Events ~ - o B8 R *
(. Cn'lal)(_. Majur}( [} Minnr){o Waming)l:. Clear)(. Indeurminate:l

Severity ¥ D Y Rule Name Y Entity Y  Parameter T  Event Created On T EventTime T Title Y De

W& operstor ntity_2312_rule memory 2024/12/23 12:10:07 2024/12/23 124007 memory consumption high me

B e v nace on usecose160.8 memory 2024/12/16 20:50:08 2024/12/16 20:50:08 memory consumption high me

- Value nace on usecase160.8 memory 20241216 20:47:21 2024712716 204721 memory consumption high me

| Majer major nace on usecase160.8 memory 2024/12/16 20:46:55 2024/12/16 20:46:55 memory consumption high me
[S—

W o« LRl 1S per page

Figure 580 - Filter Operation

4. Users can see the result of applied filter.

Home > Noise Events

Select View  Noise Events v G - = R

] Applied Filters | Severity LIKE major =

%
(AN (o ciea) (= maior ) (= inor ) (& Worming ) (o clear ) (o _indetorminate )
Severity Y ID T  Rule Name Y  Entity Y  Parameter Y  Event Created On Y  EventTime Y Title Y De
| Major ZEOIANBPBC noiseentity_2312_rule memory 2024/12/23 12:10:07 2024/12/23 12:10:07 memory consumption high me
| Major JAH4Q75A61 maintenace on usecase160.8 memory 2024/12/16 20:50:08 2024/12/16 20:50:08 memory consumption high me
| Major | P2KIZZSWKI maintenace on usecase160.8 memory 2024/12/16 20:47:21 2024/12/16 20:47:21 memory consumption high me
| Major 9QLO4AQBEP maintenace on usecase160.8 memory 2024/12/16 20:46:55 2024/12/16 20:46:55 memory consumption high me
4« 1 » M 10 ¥ items per page

Figure 581 - Filter Operation

7.2.5.7 Download CSV

This section provides users with downloading CSV data of records based on the filter they apply to the records of the
events screen. User can download the csv files with a maximum of 1000 records.

1. Inthe top navigation bar, click on Data View and Click on Noise Events.

2. Apply the filters as per requirements.

3. Click on the Download CSV & action button.

4. Check the downloads in the system, the CSV file will be downloaded.
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Home > Noise Events

Select View Noise Events ~ ey = B =
| applied Filters | severity UKE major = @

s re N ™ - N -
[\ All ‘) (e Critical I Majof/l( Mmor)(\ Warning Jie Llear> C. Indeterm\nute)

Severity T (8} T Rule Name T Entity h g Parameter T Event Created On T Event Time T Title T De
o ZEOIANEPBC noiseentity_2312_rule memory 2024/12/23 12:10:07 2024/12/23 12:10:07 memory consumption high me
Major JAH4Q75A61 maintenace on usecase160.8 memory 2024/12/16 20:50:08 2024/12/16 20:50:08 memory consumption high me
Major P2K9Z7SWKI maintenace on usecase160.8 memory 2024/12/16 20:47:21 2024/12/16 20:47:21 memory consumption high me
Major 9QLO4AQ86P maintenace on usecase160.8 memory 2024/12/16 20:46:55 2024/12/16 20:46:55 memory consumption high me

Moo4 1 s 10~ items per page

Figure 582 - Download CSV Noise Events

7.2.6 Metrics
The Metrics section displays a grid containing all metric data received by the system. This includes:
1. Metric data with specific values
2. Anomalous metric data identified from those values
All incoming metric data is visible under Metric View only, while anomalous metric data is also shown in the following

sections:

All Events

- Events

- Alerts

Anomaly Metric View
If a correlation rule exists and the anomaly data satisfies its conditions, the system will automatically create an actionable

for that anomaly.

Both Metric View and Anomaly Metric View offer a toggle button that lets users switch between:
- GridView

- ChartView
When switching to Chart View, it is mandatory to specify a date range in the filters. If no date range is provided, the
chart will not be loaded.

By default, the date range filter is set to "Last 1 Day" when the user lands on the Metric View.

Users are also provided with flexible filter options, available in both Grid and Chart views. These filters allow users to
refine the data based on:

e Date Range

e Parameter

e Entity
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Users can apply any one filter, a combination of two, or all three together to narrow down the displayed metric data as
needed.
Please follow the steps below to view metric data:

1. Inthe top navigation bar, click on data view and click on Metrics.

2. Metric data is displayed based on the customer account to which the user belongs. By default, the Date Range

filter is set to "Last 1 Day".

Select View Metrics v Gridview 1) - o B8 R <
Filters Entity Select entities Parameter Select parameters Date Range Last 1Day v

Applied Filters | Metric Polled Time Chart Last 1 Day x v

Entity Y  Parameter Y MetricValue Y  Metric Polled Time Y Manager Y | 1D Y RuleType Y Rule Name  d
] Physical Memory Available in % 74.839365 2025/06/29 01:28:15 ZabbixMetrics Physical Memory Available in % SAVE ONLY Default Save Entity
[ ] Physical Memory Available in % 74.775739 2025/06/29 01:18:16 ZabbixMetrics Physical Memory Available in % SAVE ONLY Default Save Entity
[ ] Physical Memory Available in % 74.684522 2025/06/29 01:08:16 ZabbixMetrics Physical Memory Available in % SAVE ONLY Default Save Entity
_ Physical Memory Available in % 74.780805 2025/06/29 00:58:16 ZabbixMetrics Physical Memory Available in % SAVE ONLY Default Save Entity
_ Physical Memory Available in % 74.850068 2025/06/29 00:48:16 ZabbixMetrics Physical Memory Available in % SAVE ONLY Default Save Entity
_ Physical Memory Available in % 74950946 2025/06/29 00:38:16 ZabbixMetrics Physical Memory Available in % SAVE ONLY Default Save Entity
_ Physical Memory Available in % 74.846169 2025/06/29 00:28:16 ZabbixMetrics Physical Memory Available in % SAVE ONLY Default Save Entity
I Physical Memory Available in % 74.805267 2025/06/29 00:18:16 ZabbixMetrics Physical Memory Available in % SAVEONLY  Default Save Entity
_ Physical Memory Available in % 74.875399 2025/06/29 00:08:16 ZabbixMetrics Physical Memory Available in % SAVE ONLY Default Save Entity
_ Physical Memory Available in % 74.899985 2025/06/28 23:58:17 ZabbixMetrics Physical Memory Available in % SAVE ONLY Default Save Entity

W <« B v items per page 1-10 of 50 items

Figure 583 - Metrics.

7.2.6.3 Chart View
The Chart View allows users to visualize metric data values for a specific combination of entity and parameter, plotted
against time.
The time range displayed on the chart corresponds to the date range selected by the user in the Date Range filter.
This view helps users analyze trends and patterns in metric data over a specified period, making it easier to identify
anomalies or performance changes.

1. To view char view, click on the toggle button in the bar above Grid next to text “Grid View”.
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Select View Metrics v Grid View - S B R =

Filters Entity Select entities Parameter Select parameters Date Range Last1Day v
| Applied Filters ‘ Melric Polled Time Chart Last 1 Day = ‘ A4
Entity Y  Parameter Y MetricValue Y  Metric Polled Time Y  Manager Y | ID: Y RuleType Y Rule Name 3
— Physical Memory Available in % 74.839365 2025/06/29 01:28:15 ZabbixMetrics Physical Memory Available in % SAVE ONLY Default Save Entity
_ Physical Memory Available in % 74.775739 2025/06/29 01:18:16 ZabbixMetrics Physical Memory Available in % SAVE ONLY Default Save Entity
_ Physical Memory Available in % 74684522 2025/06/29 01:08:16 ZabbixMetrics Physical Memory Available in % SAVE ONLY Default Save Entity
_ Physical Memory Available in % 74.780805 2025/06/29 00:58:16 ZabbixMetrics Physical Memory Available in % SAVE ONLY Default Save Entity
_ Physical Memory Available in % 74.850068 2025/06/29 00:48:16 ZabbixMetrics Physical Memory Available in % SAVE ONLY Default Save Entity
_ Physical Memory Available in % 74.950946 2025/06/29 00:38:16 ZabbixMetrics Physical Memory Available in % SAVE ONLY Default Save Entity
_ Physical Memory Available in % 74.846169 2025/06/29 00:28:16 ZabbixMetrics Physical Memory Available in % SAVE ONLY Default Save Entity
] Physical Memory Available in % 74.805267 2025/06/29 00:18:16 ZabbixMetrics Physical Memory Available in % SAVEONLY  Default Save Entity
_ Physical Memory Available in % 74.875399 2025/06/29 00:08:16 ZabbixMetrics Physical Memory Available in % SAVE ONLY Default Save Entity
I rhysical Memory Available in % 74.899985 2025/06/28 23:58:17 ZabbixMetrics Physical Memory Available in % SAVEONLY  Default Save Entity
L] <« I 2 3 4 5 » 10 v items per page 1-10 of 50 items

Figure 584 — Grid view Toggle button.

2. Ifthere is no metric data available for the default time range (e.g., Last 1 Hour), you can change the Date Range
using the dropdown filter.

3. Asshown in the image below, selecting "Last 1 Day" provided metric data, which is then displayed in the chart.

Select View  Metrics v crartview () (EIED = = R o+

Filters Entity Select entities Parameter Select parameters Date Range Last 1 Hour ~

Applied Filters | Metric Polled Time Chart Last 1 Hour = hr

Chart data not available for selected fields.

Figure 585 - Chart View
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Select View Metrics

Filters Entity  Select entities

Applied Filters Metric Polled Time Chart Last 1 Hour

cranview @) (EIEED = = R &

Select Date Range

Parameter Select parameters Date Range « Last 1 Hour

Chart data not available for selected fields.

Figure 586 - Date Range

Select View Metrics

Filters Entity | Select entities

Applied Filters | Metric Polled Time Chart Last 1 Day =

cranview ) (D = 2 B B

Parameter Select parameters Date Range Last1Day -

@

O~ -+hysical Memory Available in %

S

2025-06-28 22:48
o @D Fhysical Memory Available in % 74.848752

Figure 587 - Chart View
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7.2.6.4 Add Column
This option will enable users to add more columns in the data grid to analyze it deeply. Please follow the steps below to
add columns to the data view:

1. Inthe top navigation bar, click on data view and click on Metrics.

Home > Metrics

I @D [EF]> = ¢

D Y ToollD Y  Entity Y  Metric Polled Time Y Manager Y  Agent Y  Parameter
0245b853-6bd0-4b72-8503-9500a9b0... 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summz
0bf4c561-3bd7-47da-8ebe-acf3f8077... 2024/11/28 15:52:00 AppDynamics - Metrics AppDynamics - Metrics CPU in percentage
5697bc92-85¢¢-4541-8b31-dS1bfadbe... 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics Memory in percentage
890678eb-130c-437e-8061-07308037... 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics Memory in percentage
@01361d6-d260-4cBe-9569-7653547d... 2024/11/28 15:52:00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summe
fd49ecba-4ca9-496f-293e-502978802.., 2024/11/28 15:52:00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summa
1117762-9d4f-4e0a-817d-8144503¢02... 2024/11/28 15:52:00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summe
12bf9589-d730-4844-9700-b7f1c11b4.. 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics CPU in percentage
de62326a-3¢67-4b7c-95db-c9291309... 2024/11/28 15:52:00 AppDynamics - Metrics AppDynamics - Metrics CPU in percentage
292929b0-826a-4407-296f-974e17aff4,.. 2024/11/28 15:52:00 AppDynamics - Metrics AppDynamics - Metrics Volumes in percentage
K <l 2 3 4 S . » 10 v items per page

0]

Figure 588 - Add Column

2. Click on the Add Column action button presents at right side of Live button.
3. A pop-up will open which enables user to select from list of available columns to add it in the grid as shown in

figure. Then, click on save button to add selected columns in view.

Add Columns X
Add More Columns

Select v

Original Columns

C Severity X C ID X C Entity X C Parameter X C Event Time X C Event Created On X C Title X

O Description X O Country X

Newly Added Columns

C ToolID X

Save Close

Figure 589 - Add Column (Cont.)

7.2.6.5 Save Metric
The steps below provide information on how to save metrics data:
1. Inthe top navigation bar, click on Data View and then click on Metrics.

2. Users can click the Save button.
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Home > Metrics

Select View Metrics v

(2} Y

06825{97-9e19-46¢5-b225-8a76bde0f...
0820dca1-3571-49ed-914f-feScbadfds...
0bb443fc-adb3-4efb-9788-6550a9b53...
Octe30ee-30c6-4cdc-ad71-143e8bc27...
0fc71d45-3528-4af3-b938-131F26996¢. .
OffSddee-a362-4163-2a25-184f155e3c...

10e20010-c510-43¢5-93%-71f513d84...

12a952ed-3f83-4f56-ada5-ccbac9960...

13be0209-d248-43e4-9ad2-aaTedafod...

1509220-c600-46f0-b880-a53a60c22...

Tool ID

Y Entity 24

Metric Polled Time

2024/12/20 12:50:00
2024/12/20 12:50:00
2024/12/20 12:50:00
2024/12/20 12:50:00
2024/12/20 12:50:00
2024/12/20 12:50.00
2024/12/20 12:50:00
2024/12/20 12:50.00
2024/12/20 12:50:00
2024/12/20 12:50:00

Manager Y
SolarWinds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Observabilit...

SolarWirds Hybrid Cloud Observabilit..,

1 ds Hybrid Cloud Ob: bilit...
SolarWinds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Observabilit..,
SolarWinds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Observabilit..,

&G - <

Agent Y  Parameter
SolarWinds Hybrid Cloud Observabilit.. CPU utilization
SolarWinds Hybrid Cloud Observabilit...  CPU utilization
SolarWinds Hybrid Cloud Observabilit.. Memory utilization

I ds Hybrid Cloud Obsenvabilit.. Memory
SolarWinds Hybrid Cloud Observabilit..  CPU utilization
SolarWinds Hybrid Cloud Ob il Memory
SolarWinds Hybrid Cloud Observabilit,,  Memory utilization
SolarWinds Hybrid Cloud Ob bill Memory
SolarWinds Hybrid Cloud Ok bili Memory utili;

ds Hybrid Cloud Ob il Memory

ds Hybrid Cloud Ob bilit...

10

items per page

Figure 590 - Save Metrics

3. After saving, the event data appears in the grid and a successful popup appears.

Save View

Are you sure you want to save the current view.? It cannot be

undone.

X

Figure 591 - Confirmation Message

4.
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On clicking the Confirm button, success will appear.
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Home > Metrics

Select View Metrics v l © View saved successfully. X - S B8 R *
D Y ToollD Y  Entity Metric Polled Time Y  Monager Y Agent Y  Parameter
06825{97-9219-46¢5-b225-8a76bdedf... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit.. CPU utilization
0820dca1-3571-49ed-914f-fe5cbadf9s... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit..  CPU utilization
0bb44sfc-2db3-4efb-9788-6550a9b53... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit.,  Memory utilization
Oc6e30ee-30c6-4cac-ad71-143e8bc27... 2024/12/20 12:50:00 SolarWinds Hybrid Cleud Observabilit..  SolarWinds Hybrid Cloud Observabilit..  Memory utilization
0fc71d45-35a8-4af3-b938-131f26996¢... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit.,  SolerWinds Hybrid Cloud Observabilit.,  CPU utilization
0ffSddee-a362-4163-aa25-184f155e3¢... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit...  SolarWinds Hybrid Cloud Observabilit..  Memory utilization
10e20010-c910-43¢5-939%-71f513d84, 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit..  SolerWinds Hybrid Cloud Observabilit..  Memory utilization
12a952ed-3f83-4f56-ada5-ccb4c9960... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit..  Memory utilization
13be0229-d248-43e4-9ad2-aa7edafbd... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit.,  SolarWinds Hybrid Cloud Observabilit..  Memory utilization
15§09220-c600-46f0-b880-a53a6bc22... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit...  SolarWinds Hybrid Cloud Observabilit..  Memory utilization
o« 9 2 3 4 5 L ¥ items per page 1-10 of 372272 items

(O]

Figure 592 - Success Message

7.2.6.6 Save As Metric

This option will enable users to save the currently opened view with columns populated in data grid so that the same
view can be shown to any other user in an organization. It is very helpful for admins to configure this kind of view for
other users in an organization by creating a different view other than the current view. For example, view to list out all
events with critical severity only. Please follow the steps below to save as events:

1. Inthe top navigation bar, click on Data View and click on Metrics.
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Home > Metrics

Select View Metrics v

o A 4

0245b853-6bd0-4b72-8553-9500a9h0...
0bf4c561-abd7-47da-8ebe-acf3f8077...
5697bc92-85¢c-4541-8b31-d51bfadbe...
890678eb-f30c-487e-8261-07308037...
201361d6-d260-4cRe-9569-7653547d...
fdd9ecba-4c29-496f-293e-502978802...
f117762-9d4f-4e0a-817d-8144503¢02...
12bf9589-d730-4844-9700-b7f1c11b4...
de62326a-3c67-4b7c-95db-c9291309...

©929a9b0-826a-4407-298f-974e17aff4...

Tool ID

b

Entity

Y Metric Polled Time
2024/11/28 15:52.00
2024/11/28 15:5200
2024/11/28 15:52.00
2024/11/28 155200
2024/11/28 15:52.00
2024/11/28 15:52:00
2024/11/28 15:52:00
2024/11/28 15:52:00
2024/11/28 15:52.00

2024/11/28 15:52:00

Y

Manager

AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Matrics
AppDynamics - Metrics
AppDynamics - Metrics

AppDynamics - Metrics

Agent

AppDynamics - Metrics
AppCynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics

AppDynamics - Metrics

Y

aa@g

Parameter

BTM Application Summs
CPU in percentage
Memory in percentage
Memory in percentage
BTM Application Summe
BTM Application Summa
BTM Application Summs
CPU in percentage

CPU in percentage

Volumes in percentage

Figure 593 - Save As Metric

2. Once the user clicks on Save As button, a pop-up will open to provide the following information:

o View Name: Name of view like critical events.

o Description: Description of view like list all critical events.

o Show To: Either it will be visible to the user who is saving it or to other users.
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Save As

View Name *

Show to

My Self

Description *

Save Close

Figure 594 - Save As Metrics

3. Next, click on the save button to save view and this view will be available in list for users.

7.2.6.7 Refresh Metric

This option will enable users to refresh data grid to populate latest data over screen.

Please follow the steps below to refresh the metrics grid:

1. Inthe top navigation bar, click on Data View and click on Metrics.

2. Once the user can click the Refresh button, confirmation pop up message will appear.

Home > Metrics

Select View Metrics ~

[} T Tool ID T
0245b853-6bd0-4b72-8503-9500a9b0....
0bf4c561-abd7-47da-8ebe-acf3fB077...
5697be92-85¢c-4541-8b31-d51bfadbe...
890678eb-f30c-487e-8261-07308=037...
201361d6-d260-4cBe-9569-7653547d...
{d49ecba-4ca9-496f-293e-502978802...
f117762-9d4f-4e0a-817d-844503¢02...
12bf3589-d730-4844-9700-b7f1c11bd..,
de62326a-3c67-4b7c-95db-c9291309...

292929b0-826a-4407-298f-974e17aff4. .

Entity

Metric Pelled Time

2024711428 15:52:00
2024/11/28 15:52:00
2024711728 15:52:00
2024/11/28 15:52:00
2024711428 15:52.00
2024/11/28 15:52:00
2024/11/28 15:52:00
2024/11/28 15:52:00
2024711428 15:52.00

2024/11/28 15:5200

Manager

AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Matrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Matrics
AppDynamics - Metrics

AppDynamics - Metrics

Agent
AppCynamics - Metrics
Applynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppCynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics

AppDynamics - Metrics

T

Figure 595 - Refresh Metric

7.2.6.8 Live Metrics Data

Parameter

BTM Application Summe
CPU in percentage
Memory in percentage
Memory in percentage
BTM Application Summs
BTM Application Summsz
BTM Application Summs
CPU in percentage

CPU in percentage

Volumes in percentage

This option will enable users to stop/start live updates of data being shown in grid. Please follow the steps below to

enable/disable live metrics.

1. Inthe top navigation bar, click on Data View and click on Metrics.

2. Users can see the Live Metrics Data, and this will be updated regularly, and automatically refreshes the grid.
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7.2.6.9
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Home > Metrics

Select View Metrics v E o B8 R =
) Y Toolld Y  Entity Metric Polled Time Manager Y  Agent Y  Parameter
06825{97-9219-46¢5-b225-3a76bdedf... 2024/12/20 12:5¢:00 SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit.,  CPU utilization
0820dca1-3571-49ed-914f-feScbadfos... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit...  SolarWinds Hybrid Cloud Obsesvabilit..  CPU utilization
Obb445fc-adb3-4efb-9788-6550a9b55... 2024/12/20 12:50:00 SolarWirds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit., Memory utilization
Octe30ee-30c6-4cdc-ad471-143e8bc27... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit..  Memory utilization
0fc71d45-35a8-4af3-b938-191f26896¢... 2024/12/20 12:50:00 ds Hybrid Cloud Ob bilit... lar Hybrid Cloud Observabilit., CPU utilization
0ffSddee-a362-4163-aa25-184f155e3¢... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit...  SolarWinds Hybrid Cloud Observabilit.. Memory utilization
10020010-c910-43¢5-93%e-71513d84.. 2024712420 12:50:00 SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit., Memory utilization
12a952ed-3f83-4f56-ada5-ccb4c9960... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit...  Memory utilization
13be0229-d248-43e4-90d2-aaTedafod. . 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit..  Memory utilization
15§09220-c600-46f0-b880-a53a6bc22... (S S S 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit..  Memory utilization

" < 2 3 4 S » 10 ¥ items per page 1- 10 of 373624 items

(0

S

Figure 596 - Live Metrics Data

3. To stop live data update, please click on Live button, it stops updating the live noise event data, a confirmation

message will appear, stating that “Auto — refresh has been disabled”.

Apply Filters
This option will enable users to apply filters over the currently opened view to see data of specific values. For example,

to see lists of critical events, users can set filters over severity columns of all metrics ‘data. Please follow the steps below

to apply filters:

1. Inthe top navigation bar, click on Data View and click on Metrics.

2. Click on the filter option present at each column as shown in figure:

Home > Metrics

Select View Metrics v - S B8 8 R
3} Y ToolID Y  Entity m Metric Polled Time Manager Agent Y  Parameter
0245b853-6bd0-4b72-8503-9500a9h0... 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summsz
0bf4c561-abd7-47da-Sebe-acf3f8077... 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics CPU in percentage
5697bc92-85¢c-4541-8b31-dS1bfadbe... 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics Memary in percentage
830678eb-30c-437e-3e61-07208037.., 2024/11/28 15:52:00 AppDynamics - Metrics AppDynamics - Metrics Memory in percentage
201361d6-d260-4cRe-9569-7653547d... 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summs
fd49ecba-4c29-496{-2930-502978802.., 2024/11/28 15:52:00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summa
1117762-9d4f-4e0a-817d-8§44503¢02... 2024711/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summaz
12bf9589-d730-4844-9700-b7f1c11b4.., 2024/11/28 15:52:00 AppDynamics - Metrics AppDynamics - Metrics CPU in percentage
de62326a-3¢67-4b7c-95db-c9291309.. 2024711728 15:52:00 AppDynamics - Metrics AppDynamics - Metrics CPU in percentage
292929b0-826a-4407-298f-974e17aff4... 2024/11/28 15:52:00 AppDynamics - Metrics AppDynamics - Metrics Volumes in percentage
W < El 2 3 4 S > 10 v items per page

Figure 597 - Filter Operation

3. Afilter screen will come up which enables user to select field and corresponding operator along with value to

filter data.
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Home > Metrics

Select View Metrics v

3] A

0245b853-6bd0-4b72-85b3-95000900..,

0bfdc561-abd7-47da-Bebe-acf3f8077...

5697bc92-85cc-4541-8b31-d51bfabbe...

890678eb-f30c-487e-8e61-07308e037...

201361d6-d260-4c8e-9569-7653547d..,
fd49ecba-4cad-496f-a93e-50a078802. .

f1117762-9d4f-4292-817d-8f44503<02...
12bf9585-d730-4844-9700-b7f1¢11b4...

deb2326a-3¢67-4b7c-95db-c9291309...

©92%29b0-826a-4407-298f-974e17aff4...

Tool ID

2 £

Entity

)

Metric Polled Time

Operator

Like

Value
ASUPERCARZ

Apply

2024/11/28 15:52:00
2024/11/28 15:52:00
2024/11/28 15:52.00

2024/11/28 15:5200

Manager

AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDLynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppCynamics - Metrics
AppDynamics - Metrics

AppDynamics - Metrics

Agent
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics

AppDynamics - Metrics

items per page

“
=)

Figure 598 - Filter Operation

4. Users can see the result of applied filter.

Home > Metrics

BB R ¢

Parameter

BTM Application Summa
CPU in percentage
Memory in percentage
Memory in percentage
BTM Application Summe
BTM Application Summz
BTM Application Summe
CPU in percentage

CPU in percentage

Volumes in percentage

Select View  Metrics v @& - = B
Applied filters | Entity LIKE ASUPERCARZ = ird
D T TeollD T Entity Metric Polled Time T Manager T  Agent T  Parameter YT M
0245b853-6bd0-4b72-85b3-9500a500... 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics BIM Application Summary Average Re. 0
fd49ecbo-4cad-496f-a93e-50a978802. . 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re... 0
a96755¢4-b7d5-4260-24d1-77609918... 2024/11/28 15:5100 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re... 0
26500c98-e36a-494b-8292-a64acc063.... 2024/11/28 15:5000 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re... 0
2770d8fe-e38b-4908-8542-845b5013... 202411728 15:5000 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re.. 0
3d2103da-95be-4681-9241-af1bc3d3e... 2024/11/28 15:5000 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re... 0
3074064-4d6-4b81-94cc-50bcfa23f9... 2024/11/28 15:4800 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re... 0
54c34T68-3866-40Th-Bdbe-4e54baed. .. 2024/11/28 15:48:00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re... 0
Se81fc2e-Tddd-de26-adbe-48d36dat... 2024/11/28 15:48:00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re.. 0
4{d42aB0-43de-470a-9173-20ea2bd4... 2024/11/28 15:48:00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re... 0
CEEEEE | 2 3 4 s » 10~ items per page

Figure 599 - Filter Operation

Download CSV

{®)

Mot

This section provides users with downloading CSV data of records based on the filter they apply to the records of the

events screen. Users can download the csv files with max of 1000 records.

1. Inthe top navigation bar, click on Data View and click on Metrics.

2. Apply the filters as per requirements.

3. Click on the Download CSV -\l—" action button.

4. Check the downloads in the system, the CSV file will be downloaded.
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Home > Metrics

Select View Metrics v

] 4

06325197-9e19-46¢5-b225-3a76bdedf ..
0820dca1-3571-49ed-914f-feScbadfos...
Obbd4ofc-adb3-4efb-9788-6550a0b5a...
OcGe30ee-30c6-4cdc-ad71-143e8bc27...
0fc71d45-3528-4af3-b938-31F26896¢.,
0ffSddee-a362-4163-2a25-184f155e3¢...

10e20010-c510-43¢5-939%-711513d84,..

12a952ed-3f83-456-ada5-ccb4ac9960...

13be0229-d248-43e4-9ad2-aaTedafbd...
15§09220-c600-46f0-b880-a53a60c22...

Tool ID

Y;

Entity

Y Metric Polled Time
2024/12/20 12:50:00
2024/12/20 12:50:00
2024/12/20 12:50:00
2024/12/20 12:50:00
2024/12/20 12:50:00
2024/12/20 12:50:00
2024/12/20 12:50:00
2024/12/20 12:50:00
2024/12/20 12:50:00
2024/12/20 12:50.00

Manager Y

SolarWinds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Observabilit...
SolarWirds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Observabilit...
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Figure 600 - Download CSV for Metrics Data

Anomaly Metrics:

- On selecting the anomaly metrics user can see the anomaly metrics data over the select view

dropdown.

- On selecting the anomaly metrics from the select view dropdown, users can see the anomaly metrics

data over the metrics screen.
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8 Integration

IMM (Integration Management Module) offers a list of out of box adapters for onboarding in NiFi.

Below is the list of adapters with respective required fields.

In case a connector is required to be deleted then it needs to be first deleted from NiFi and
then from IMM.

For details of Out OF Box NiFi Connectors Integration, please refer to HCL IEM Integration Guide.
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9 Glossary of Terms

9.1 Key Terminology Used in IEM

Table 4 — Key Terminology Used in IEM

IEM IntelliOps Event Management

IMM Integration Management Module

IEA IntelliOps Events Accumulator

ETL Extract, Transform, Load

Al Artificial Intelligence

00B Out of the Box

NiFi Apache NiFi (short for Niagara Files)

VM Java Virtual Machine

API Application Programming Interface

ul User Interface

NIC Network Interface Card

SSD Solid State Drive

CPU Central Processing Unit

SNMP Simple Network Management Protocol

FQDN Fully Qualified Domain Name

SSL Secure Sockets Layer

URL Uniform Resource Locator

cl Configuration Item

CMDB Configuration Management Database

PoC Proof of Concept

IT Information Technology

ITSM IT Service Management

AIML Artificial Intelligence and Machine Learning

SSO Single Sign-On

SAML Security Assertion Markup Language
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