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1 Preface

This section provides information about the HCL IntelliOps Event Management (IEM) User Guide that

includes the following topics.

Intended Audience

About This Guide

Related Documents

— Conventions

1.1 Intended Audience

This guide is intended for HCL IEM end-users like Command Centre, DC Ops teams etc. working towards

the resolution of actionable issues detected by HCL |IEM by correlating alerts.

1.2 About This Guide

This quide will introduce users to the key concepts of HCL IEM and provide instructions on how they can
use this product to its full potential. It will provide an overview of the end-user interface and contains
instructions on how to perform different tasks.

This document includes the following topics:

— HCL IEM Overview

— System Requirements
—  Using HCL IEM

— Support

1.3 Related Documents

The following documents can be referenced in addition to this quide for further information on the HCL

IEM platform.

— Introduction to HCL IEM User Guide

1.4 Conventions

The following typographic conventions are used in this document:

IEM User Guide 10



Table 1 - Conventions

Convention

Element

Boldface

Indicates graphical user interface elements associated with an action, or terms

defined in text or the glossary

Underlined blue

Indicates a cross-reference and links

Courier New (Font)

Indicates commands within a paragraph, URLs, code in examples, and paths

including on screen text and text input from users

[talic

Indicates document titles, occasional emphasis, or glossary terms

Numbered lists

Indicates steps in a procedure to be followed in a sequence

Bulleted lists

Indicates a list of items that is not necessarily meant to be followed in a

sequence

IEM User Guide
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2.2

Introduction

This user guide is intended for HCL IEM end-users like Command Centre, DC Ops teams etc. that are

working towards the resolution of actionable issues detected by HCL IEM by correlating alerts.

Overview of |IEM

HCL IntelliOps Event Management is an Al-powered IT event management platform on the cloud that
transforms IT operations by incorporating AlOps capabilities into the system. Its machine learning-based
advanced features, such as topology correlation, anomaly detection, and noise reduction, not only help
reduce Mean Time to Detect (MTTD) and Mean Time to Recover (MTTR) of incidents but also proactively
detect potential issues, prevent outages, and ensure service continuity for businesses.

This intelligent platform provides integrations with various monitoring tools and custom code within an
ecosystem to ingest a vast volume of heterogeneous data in the form of events, metrics, performance, and
configuration information. Its client-side component — IEM-(IMM) Integration Management Module
collects raw events from various monitoring systems and send it to IEM, it also offers a unique feature of
continuous service delivery in the case of connectivity loss with IEM Cloud, minimizing the impact of
outages on IT operations.

IEM also fosters efficient collaboration across teams, ultimately improving system performance and aqility.
Its integration with ITSM tools packages industry is the best practices, significantly reducing duplicate
incidents and enhancing the Root Cause Analysis process by automatically correlating incidents with

Change Management.

Key Features

— Early Anomaly Detection: Utilizes metrics for early identification of true anomalies in the lifecycle.
Metric anomaly system is available to identify anomalous metric point for outlier detection based on

metric data being ingested.

— Topology Based Alert Correlation: OOB correlation rules available for Correlation of alerts based on

relationships between entities defined in the system.

— Temporal-Based Alert Correlation: Leverages a robust correlation engine and condition-based
correlation for automatic grouping and mapping of alerts with an efficient Feedback System to avoid

irrelevant alert to actionable grouping.

— OOB NiFi Connector Management via IMM (Integration Management Module) Portal: Topology, Entity

and Service data ingestion via NiFi in real-time.

— Automated Noise Reduction: Filters out irrelevant data to reduce noise and focus on meaningful

events. There is Noise Rule Configuration with maintenance windows support.

— Related Problems and Changes view of Actionable for Effective Diagnosis: Helps in addressing impact

assessment for continuous improvement and prioritize actionable based on their potential impact.

IEM User Guide
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— Real-Time Interactive Visualization: Provides user-friendly dashboards for real-time interaction with
Metric View, Service View, and Topology View. A timeline view is also available for events, alerts, and

Actionable.

— Quick User’s Collaboration: Enables quick chat and collaboration with the team for efficient
communication thereby reducing MTTR along with automated notifications to operators for assigned

actionable.

— Cost Saving View: Significantly benefits by optimizing resources, improving operational efficiency, and

reducing unnecessary expenditures on actionable resolution and reviving the degraded services.

IEM User Guide
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3 IEM Interface

The interface presents unified views like Metric View, Topology View and Service View to facilitate Event
Management helping IT Professionals understand the relationships between different entities and services

to make informed decisions to manage and troubleshoot complex IT environments more efficiently.

3.1 Login to HCL IEM

HCL IEM can be accessed web browser, with the sole exception of Internet Explorer. After the user receives
their login credentials, they should perform the following steps to log into HCL IEM:

1. Launch web browser (Chrome, Mozilla, or Edge) and use the HCL IEM Portal URL.

2. Onthe HCL IEM Login page, type your email ID registered with HCL IEM in the Email field.

HCL IntelliOps
Event Management

Please enter your Email ID *

Next

Figure 1 - Login

3. Click Next and enter the password in password field.

HCL IntelliOps
Event Management

Please enter your Password *

Figure 2 - Password Field
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4. Post successful authentication, the user logs into the HCL IEM portal on home page.

Summary  SeniceView Topology View

Events Blerts Actonables Open Actionable Open Actionable Impacted Services Naisc Reduction Appror. savings n USDIS)
1 1 1 1 1 0 0% 0
Lest T Dags } 70 3 Lst7oas 1 D 1+ Tose T T . S T

Service Overview

Lucy | MyCloud DR | Mydloud

0 0 0 0 0 0 0 0 0
Possible Impacted Service: Possible Impacted Service: Possiblle lmpacted Service:
| ideploy

0 0 0

Possible Impacted Service:

Figure 3 - Home Page

The user interface is comprised of three views:
e Home
e Data View
e Customer
The interface also presents unified views like Metric View, Topology View and Service View to provide a
visual representation of the relationship between services and entities in the system.
The Home Screen is a dashboard where a user can see three different views:
e Summary
e Service View

e Topology View

3.1 Summary
The summary shows the value of different metrics corresponding to Events, Alerts, Actionable for a

particular customer. It gives a view of open actionable and impacted services. In addition, Noise Reduction

percentage, calculated to date, is also shown in the metric view.

IEM User Guide
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Home
Summary  Servce View  Topology View
Summary

Events Herts Actionables Open Acti

bi donable Impacted Services Naisc Reduction Approx. savings in USD(S)
1 1 1 1 1 0 0% 0
Last 7 Dags 4 =70 3§ 70 4 stiDas 1 Thome 1 Thosme 1 EES T

Service Overview
| Lucy | MyCloud DR | Mydloud
0 0 0 0 0 0 0 0

Possible Impacted Service: Passible Impacted Service: Possible Impacted Service:

| ideploy

0 0

Possible Impacted Service:

Figure 4 - Summary

3.1.2 Service View
Applications consist of multiple services running on different nodes or entities. These services are often
related to each other in a Parent-Child relationship where issue on a child service gets cascaded onto
parent service and further up in hierarchy. In a complex or large environment, analyzing this impact is very
challenging and leads to higher MTTR, RCA and outages. With HCL IEM Service View, Users can quickly

identify the Causal Service and corresponding Impacted Services, enabling them to trigger appropriate

remediation process in minimal time.

Home

Summary  Service View  Topology View

DAST

P & 5 &

test 29 tests31 testsm31  entm1s15_1 iauto-1410-service  svaliwbothc001:8174  svaliwbothc001:8173  s2

[ J

tests21  ntest! ntest3 testsm21 entmis14_1 testingcheckbox
+ +

Lo &.J

st

Figure 5 - Service Overview
3.1.3 Topology View

Topology View shows the relationship between entities for a particular customer. Parent and Child nodes

are depicted in the Topology view chart, as configured for the selected customer.
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3.2

3.21

Home

Summary  Service View  Topology View

Figure 6 - Topology View

Data View

The data view acts as the user’s visual quide into granular data related to the events, alerts, actionable and
noise data, in a single, unified view that permits the user to filter data according to their requirement and
obtain a more transparent view of the system and any issues related to the services configured within the
system.
Based on the configuration, five data views are displayed over this console.

e Events

o Alerts

e Actionable

e AllEvents

¢ Noise Events

e Metrices

Events
An "event" refers to a significant occurrence or incident within an IT environment that is detected,
monitored, and logged by various systems and tools. Events are typically generated by hardware, software,
applications, or network devices, and they serve as a key source of information for monitoring and
managing the performance and health of IT systems.
Events can be diverse and may include activities such as system errors, warning messages, user
interactions, configuration changes, or security-related incidents.

This view will show all events that have come into HCL |IEM system after removal of noise events.

Events are classified as noise if they satisfy the rule condition.

Please follow the steps below to view events data:

1. Inthe top navigation bar, click on Data View and click on Events.

IEM User Guide 17



2. Events data will be displayed for the customer to which user is part of.

Home > Events
Select Events View Events v - G B R &

(. Critical) (0 Major) (n Minar) (. Waming> (O Clear) (O Indeterminate)

Severity Y ID Y  Entity Y EventTime Y Parameter Y EventCreated On Y Last Updated Y

Major TFMRWMWTX2 D 2024/12/23 12:1134 memory 2024/12/2312:11:34 2024/12/23 12:11:34
= 4ROTM6NSGV DN 2024/12/20 18:17:53 pu 2024/12/20 18:17:53 2024/12/20 18:17:53
= JEAHWOOBMM DN 2024/12/20 18:17:42 pu 2024/12/20 18:17:42 2024/12/20 18:17:42
| Warming 7abTa22b-8575-47a7-addc-e23e0260... [N 2024/12/20 18:01:00 cPU 2024/12/20 18:01:00 2024/12/20 18:01:00
[ Waming | 7d36149-9cc2-4c2b-bac7-b23481169... (NN  2024/12/20 17:3236 cPU 2024/12/20 17:32:36 2024/12/20 17:32:36
§BRm)  15(888b0-55e4-41e3-2488-31e34963.. (NN 2024/12/20 17:31:15 cpu 2024/12/20 1731:15 2024/12/20 1731:15
= ELVS7KBHSS DN 2024/12/2017:27:59 cpu 2024/12/20 17:27:59 2024/12/20 17:27:59
Warning 1de25777-Tcfe-abd5-a418-cSbget5ct... (NI 2024/12/20 16:55:24 cPu 2024/12/20 16:55:24 2024/12/20 16:55:24
 Waming d7992660-4946-4f58-be45-0541c99ct... (NN  2024/12/20 16:00:42 [« 2024/12/20 16:00:42 2024/12/20 16:00:42
[ cva | Ocbe30ee-30c6-dchc-a471-143e8bc27... (NN  2024/12/20 12:50:33 Memory utilization 2024/12/20 12:50:33 2024/12/20 12:5033

K <2 3 4 5 . » o

3

v items per page

1-100f§ 0 ms
A\ 4

Figure 7 - View Events

3.2.1.2 Add Column

This option will enable users to add more columns in the data grid to analyze it deeply. Please follow the
steps below to add columns to data view.
1. Inthe top navigation bar, click on Data View and click on Events.
Click on the Add Column action button present at right side of Live button.
3. A pop-up will open which enables user to select from list of available columns to add it in the grid as

shown in figure. Then, click on save button to add selected columns in view.

Add Columns X

Add More Columns

Sub Entity ID v

Original Columns

T Severity X S Ip X T oEntity X O Titl X O Manager X T Primary Application Name X T Tool ID X

Z Secondary Application Name X O Agent X EventTime X { Mapped Entity D X O Parameter Category X

 Parameter X [ location X O Environment X U Designation X

Newly Added Columns

Z Sub Entity ID %

Figure 8 - Add Column

3.21.3 Save View

The steps explain how to save the events data:
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In the top navigation bar, click on Data View and click on Events

User can click the save button.

Home > Events

Select Events View Events v - o IR £
(an) (e citeal ) (o major )(o Minor ) (& Waming ) (o Cear ) (@ Indeteaminate )

Severity Y ID Y  Entity Y EventTime Y Parameter Y Event Created On Y LastUpdated Y
(e 1FMRWMWTX2 DR 204223 121134 memory 2024/12/2312:11:34 202412723 12:11:34 ]
= 4ROTMENBGY D 2024/12/20 181753 U 2024/12/2018:17:53 2024/12/20 18:17:53
[ croca | JEAHWOOBMM D 2024/12/201817:42 pu 2024/12/20 18:17:42 2004/12/20 18:17:42
g 7ab7a22b-8575-47a7-addc-e2300260.. (. 2024/12/20 18:01:00 cpu 2024/12/20 180100 2024/12/20 180100
(wenrg 70361419-9cc2-4c2b-boc7-b23481169... (NN  2024/12/20 17:32:36 <l 2024/12/20 173236 2024/12/2017:3236
[ Wamng | 15868b0-55e4-41e3-a488-31e34083.. (NN 2024112120 173115 U 2024/12/20 173115 202412120 17:31:15
= ELVSTKBHSS D 02411220 17:21:59 cpu 2024/12/2017:27:59 2024/12/2017:27:59
| Warning | 1d625777-7cfe-4bd5-ad18-csbserser... (NN 2024112120 165524 <] 2024/12/20 165524 2024/12/20 16:55:24
g | d7992660-4946-4158-be45-0541c99ci.. (. 2024/12/20 16:0042 cpu 2024/12/20 16:00:42 2024/12/20 16:00:42
= Ocbe30ee-30c6-4ckc-0471-143e80c27... (NN  2024/12/20 1235033 Memory utilization 2024/12/20 125033 2024/12/20 125033
« <HEll2 3 4 S . > » 10 v items per page hﬂ)o‘!@ms
PNl

Figure 9 — Save View

3. A confirmation pop-up message will appear.

Save View X

Are you sure you want to save the current view.? It cannot be
undone.

Confirm

Figure 10 - Login

4. Click on Confirm button, a successful pop will appear and the grid changes

I IEM User Guide
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Home > Events

Select Events View  Events v l © View saved successtully. X - a8 R &
(0 Crilical)(o Major )( ° Mincr)(o Warning )( o Clear )( ° Indelexminate)
Severity Y ID Y  Entity Y  EventTime Y  Parameter Y  EventCreated On Y  last Updated
= 11981c25-00b-4322-9580-0048540¢5... (NI 2022/11/28 150556 Memory Alert 2024/11/28 150552 2024/11/28 1505
[ crco | bYcc8bs2-a847-4b0d-O6ce-189b3d bl.. [N 2024/11/28 1505:16 Memory Alert 2024/11/28 1505:52 2024/11/28 15:05:¢
Waming | d3138196-3631-4396-bSbe-de30bac0... [N  202¢/11/28 1504118 memory-storage 2024/11/2815:03:34 2026/11/28 15032
[ oo | 1bdffaed-1150-4e7e-8bb7-feobao44fs.. [N  2024/11/28 150354 Memory Alert 2024/11/28 150352 2024/11/28 15035
dbgf22e-df37-4a6b-2050-6b286a0.. (NN 2024/11/28 150317 system 2024/11/2815:02:34 2024/11/281502:2
[ cinca | fd3edbed-af6e-4eds-9083-221090450... [T 2024/11/28 15:03:14 Memory Alert 2024/11/28 15:03:52 2024/11/28 1503
= 29111898-1260-4241-8144-d1082425.. (NN 2024711728 150152 Memory Alert 2024/11/28 150152 2024/11/28 1501:€
[ oo | 1220af38-1c4f-4ede-bea7-caes27cos.. (NN 2022111728 150124 Memary 2024/11/28 1501:24 2024/11/28 15012
[ERRE) b36e61b2-5848-4500-9801-62cd0ceo... (NI 202011728 15:01:16 system 2028111728 15:0035 2024/11/28 1500
[ conca | foad2s2e-3c7d-4d1c-besc- 10561464, I 5004711728 150112 Memory Alert 2024/11/28 150152 2024/1 @ e
A\
W 4Tl 2 3 4 5 L ] 10 v items per page 1-10 of 13343 items

Figure 11 - Listing Page of Events

3.214 Save As Events

This option will enable users to save currently opened view with columns populated in data grid so that
same view can be shown to any other user in an organization. It is very helpful for admins to configure this
kind of view for other users in an organization by creating a different view other than the current view. For
example, a view to list out events with critical severity only. Please follow the steps below to save as events:
1. Inthe top navigation bar, click on Data View and click on Events.
2. Once the user clicks the Save button, a pop-up will open to provide the following information:
¢ View Name: name of view like critical events
o Description: description of view like list all critical events

e Show to: Either it will be visible to user who is saving it or to other users.

Save As X
View Name * Description *

Show to

My Self v

Save Close

Figure 12 - Save as Events

3. This view will be available on the list for users as shown in the figure.
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Figure 13 - Selects Alerts View Dropdown

3.21.5 Refresh Events

This option will enable users to refresh data grid to populate latest data over screen.
Please follow the steps below to refresh events grid:
1. Inthe top navigation bar, click on Data View and click on Events.

2. Once the user can click the Refresh button, confirmation pop up message will appear.
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Figure 14 - Refresh View Data Events

3.2.1.6 Live Events Data

This option will enable users to stop/start live update of data being shown in grid. Please follow the steps
below to enable/disable live events.

1. Inthe top navigation bar, click on Data View and click on Events.

2. Users can see the Live Events Data, and this will be updated reqgularly, and automatically refresh the

grid.
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3. To stop live data update, please click on Live button, it stops updating the live event data, a

confirmation message will appear, stating that "Auto - refresh has been disabled.”
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Figure 15 - Live Events Data

3.2.1.7 Apply Filters

This option will enable users to apply filters over the currently opened view to see data of specific values.

For example, to see lists of critical events, users can set filters over severity columns of events ‘data. Please

follow the steps below to apply filters:

1. Inthe top navigation bar, click on Data View and click on Events.

2. Click on the filter option as shown in figure.
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Figure 16 - More Filter Operation

3. Afilter screen will come up which enables user to select field and corresponding operator along with

value to filter data.
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Figure 17 - More Filter Operation (Cont.)

4. Aform will appear on the screen

Home > Events
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5. Select the field and operator from the dropdown list and insert the value in the selected field.

6. Click onthe Apply button.

&

Figure 18 - More Filter Operation (Cont.)

Download CSV

1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Apply the filters as per the requirement.

I IEM User Guide
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records of the events screen. User can download the csv files with a maximum of 1000 records.

This section provides users with downloading CSV data of records based on the filter they apply to the
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3.2.2

IEM User Guide

Click on the download csv

Check the downloads in the system, the CSV files downloaded.
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the steps below to view the alerts:

events, helping in understanding the broader impact.

Figure 19 - Download CSV for Events

proactively to potential issues and minimize the impact on operations.

In the top navigation bar, click on Data View and click on Alerts.

2. Alert data will be displayed for the customer logged-in is part of.

"Alerts" refer to notifications or warnings generated by monitoring systems or tools when significant
events or issues are deviating from normal system behavior. Alerts play a crucial role in proactively
identifying potential problems, anomalies, or security incidents within the IT environment. Alerts are
triggered by a monitoring system to indicate the occurrence of a specific event or condition that requires
attention. Alerts are typically generated based on predefined rules, thresholds, or conditions associated

with events. Multiple alerts may be correlated to identify patterns or relationships between different

A well-designed alerting view provides IT teams with crucial information, enabling them to respond

This option will enable users to view the list of all alerts that have been created in HCL IEM. Please follow
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Figure 20 - Alerts View

3.22.2 Save Alerts

The steps provide information on how to save alert data.
1. Inthe top navigation bar, click on Data View and click on Alerts.

2. User can click the save button.
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Figure 21 - Save Alerts

3. After saving, the event data appears in the grid and a successful popup appears on the screen.
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3.22.3 Save As Alerts

This option will enable users to save currently opened view with columns populated in data grid so that
same view can be shown to any other user in an organization. It is very helpful for admins to configure this

kind of view for other users in an organization by creating a different view other than the current view. For

example, a view to list out events with critical severity only. Please follow the steps below to save as events:

1. Inthe top navigation bar, click on Data View and click on alerts.

2. Once the user can click the save as button, a pop-up will open to provide the following information:

View Name: name of view like critical alerts

Description: description of view like list all critical alerts

Show to: Either it will be visible to user who is saving it or to other users.

3. Next, click on the save button to save view.

Save As

View Name *

Description *

Figure 22 - Save As Alerts

4. This view will be available on a list for users as shown in the figure.
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Figure 23 - Select Alerts View Dropdown
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3224 Add Column

This option will enable users to add more columns in the data grid to analyze it deeply. Please follow the
steps below to add columns to data view.

1. Inthe top navigation bar, click on Data View and click on Events.

2. Click on the Add Column action button present at right side of Live button.

3. A pop-up will open which enables user to select from list of available columns to add it in the grid as

shown in figure. Then, click on save button to add selected columns in view.

Add Columns X
Add More Columns

Sub Entity ID v

Original Columns

T Severity X T ID X T Entity X O Parameter X T SubEntity ¥ T PendingSince X T last Updated X

~
o Occurrence %

Newly Added Columns

T SubEntity ID %

Figure 24 - Add Column

3.22.5 Related Events

This option will enable user to see related events for selected alerts to see what all events have been
combined to create an alert.

1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Click on a particular alert on Data View-Alert screen, then it will populate list of related events as

shown below in figure.

swap issue

Pending Since
2024/02/09 1707:31

- ~
( )
Y Events Y,

Last Occurrence

2024/02/09 1707:31

escription 8

Swap issue
et Severity D Event Time Entity Title Event Created On Parameter
Severity

Major

[ Major | FCBMCADCOH 2024/02/09 17:07:31 entity3 swap issue 2024/02/09 17:07:31 swap

Figure 25 - Alerts Related Events
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3.2.2.6 Refresh Alerts

This option will enable user to refresh data grid to populate latest alerts data over screen.
Please follow the steps below to refresh the alerts grid:
1. Inthe top navigation bar, click on Data View and click on alerts.

2. Once the user clicks on Refresh button, confirmation pop up message will appear.

Home > Alerts

Select Alerts View  Alerts v @ content refreshed successfully X - G 8 R &

(an y{o Critical )(- Major )n\ B Mnnor)( o \'Iammg)(o Clear )/ LT —

O Seveiity Y ID Y  Entity Y  Porameter Y Occurrence Y Alert Created On Y Pending Since Y Lestl
S o | 62D9BE0822064C068604C757480055...  NEGEG_  \emory Alert 1086 2024/11/27 14:04:44 2024/11/27 14:03:49 2024/
Waming DEFD632404044£2381A31F95C7899CTF N ;:om 1 2024/11/28 15:29:43 2024/11/28 1528:47 2024/
S 9B20567€7389405C378A914407829F13 N  omory 1 2024/11/28 15:29:39 2024/11/28 15:28:46 2024/,
O (e AETAMEBICO140169A0FG0TTOMAE0E03 | emory-storage 1 2024/11/2815:2846 2024/11/28 1527:46 2024/
O [essl) 87CC5BIDDACTA00DBSED48224C040.. | ™ ¢mory-storage 1 2024/11/28 15:27:38 2024/11/28 15:26:45 2024/
[ o | 96COB3EF3FFR4823075B4F6378090A55 N <stem 2 2024/11/2815:2336 2024/11/28 15:22:43 2024/
FOBACOT8307F4562A5370EC2ca23s... N </stem 2 2024/11/2815:2037 2024/11/28 15:19:40 2024
[ Cew | 2972ADBI4EAI4G0E944B539DRAFSFIFF [ 5/5tem 2 2024/11/28 15:17:29 2024/11/28 15:16:37 2024/,
0 eE 38602564A7C247F0B4601SFAFEDNE... | U 2 2024/11/2815:1023 2024/11/28 15:10.07 2024/
0 e 14034EBE3FE141CBA2005020706100F7  EGEGGEG_——— Cru 1 2024/11/28 15:18:57 2024/11/28 15:18:05 2024¢
O

« <IN 2 3 4 5 > 10 v items per page 1-100f3 " _éms

Figure 26 - Confirmation Message

3.22.7 Live Alerts Data

This option will enable users to stop/start live update of data being shown in grid. Please follow the steps
below to enable/disable live alerts.

1. Inthe top navigation bar, click on Data View and click on alerts.

2. Users can see the Live Alerts Data, and this will be updated reqularly, and refresh grid.

3. To stop live data update, please click on Live button, it stops updating the live alerts data, a

confirmation message will appear, stating that "Auto - refresh has been disabled.”
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Home > Alerts

Seect lers View s v Eg.g&

@(o citcal ) (e Major )(" Minor ) (o Waming ) ("o Glear ) (e Indeterminate )

O Seveity Y ID Y Entity Y Porameter Y Occurrence Y Alert Created On Y Pending Since Y lastl
(SR i | 62D9BE0B22064C068604C757480056...  INEGEGEGEG__  1icmory Alet 1086 2024/11/27 14:04:44 2024/11/27 1403:49 2024/'
O [@EEm)  06°D6s240404462381A31F95C7899CTr N ;o 1 2004/11/28 152943 2024/11/28 152847 2024/
0 [ 9B20567€7389405C878A91440782013 . oty 1 2024/11/2815:29:39 2024/11/28 15:28:46 2024/,
O (e 2AETAEBICO140160A0FG07TOM4EEDS | Memory-storage 1 2024/11/28 15:28:46 2024/11/28 1527:46 2024/,
O [@EER)  $7CCSBIDDACTA000BSED4824C6%.. | m<roy-storoge 1 2004111728 15:27:38 2004/11/28 15:26:45 2024/
96C0B36F3FF8482307584F637800DASS Y sstem 2 2024/11/28 152336 2024/11/28 1522:43 2022

e F0BACOT8307F456245370EC2Ce34.. I <o 2 200411728 152037 2024/11/28 15:19:40 2024/

Qe 2972ADB4EA9488E944852908AFSFIFF | svstem 2 2024/11/2815:17:23 2024/11/28 15:16:37 2024/

0 e 38602564A7C247F0846015FAFEDNAE... [N  CPU 2 2024/11/28 151023 2024/11/28 15:10:07 2004/
hjor 140346BE3FE141CBA2005020706100F7 I  cry 1 2024/11/28 151857 2024/11/28 15:18:05 2024/

- | | &

W <HIN2 3 4 5 w » M 10 v items per page 1-1004‘@vw

Figure 27 - Live Alerts Data

3.2.2.8 Clear Alerts

1. Users can delete clear alerts using the clear alerts action button.
2. Select the rule(s) to be deleted by clicking on the corresponding checkbox.

3. Click on the delete action button (bulk/single selection).

Select vt View At v @ - e[Ffr ¢
@(o ital ("o Major ) ("o Minor ) (o waming )(e Clear ) (@ Indetermioate )

O sewity Y 10 T oty Y Porameter Y Occurerce Y AlertCreated On Y Pending Since Y st
S o | 62098£082206C066604C75746005%.. N Mervory At 1086 2004111727 140444 2024/11727 140349 o
O [N  ooroessndonesenatrsscresocTs (N system 1 204/11/28 152943 2024/1/28 152847 2004/
O (e 9820567€7383405C878A14407829513 (I rrerory 1 2004111/28 152533 2024/11/28 152846 2024/
O o 2eassscononeonoreorrsscoros N rremory-sorage 1 202411/28 152846 2024/11/28 1527:46 2004
0O SR  ecosesooaco008senae4css.. (N :mory-sorge 1 202A4N1/28 152738 2024/11/28 15:26:45 2024/
oecos3r3Frea307sa6 780005 (I e 2 2004111/28152336 2024/11/281522:43 2004/

[ O | foRacorgsorFaseas3DiCces.. (N syt 2 204111728 152037 2024/11/28 15:19:40 2004
2972A0804c49486£944852908Ar5F1+¢ (NN sytem 2 2004111/28 151729 2024/11/28 15:16:37 024/

0 S ssenseaarcaarrosssorsiareorec.. (N v 2 224111728 15:1023 2024/11/28 15:10.07 2004,
o e 14ouesexrerd1ceao0s020m061007 (D U 1 2024111728 151857 202411728 15:18:05 2024/
(o)

« « 1 2 3 4 5 . » w10 v itemsperpage 1-10 0f\__ems

Figure 28 - Clear Alerts

4. A pop-up screen will appear on the screen.

5. Click on Okay and the alerts will be deleted.

IEM User Guide

\m



3.2.2.9 Apply Filters

This option will enable users to apply filters over the currently opened view to see data of specific values.
For example, to see lists of critical alerts, users can set filters over severity columns of alerts’ data. Please
follow the steps below to apply filters:

1. Inthe top navigation bar, click on Data View and click on alerts.

2. Click on the filter option as shown in the figure.

Home > Alerts
Select Alorts View  Alerts v - c B8 R ¢
@(. Cnlul)(o Ma)o«)(o M-mr)(o Wammg)(o Cleav)(o lndelenninale)
O Severity o) Y Entity Y Parameter Y Occurrence Y Alert Created On Y FPending Since Y lastl
O e, 62D98E0822064C066604C757450056... | NG_—_G_ tcmory Alert 1086 2024111127 140444 2024/11/27 140349 2004/
O (e D6FD632404044£2381A31F95C7899CTF N o 1 2024/11/28 152943 2024/11/28 1528:47 2024/
a 9B2056767389405C878A914407829F13 [N memory 1 2024/11/28 15:29:39 2024/11/28 15:28:46 2024/
O e 2AETAMEBICOI40TGOAIFGOTIOMEOEDS | MemOry-StOrgE 1 2024/11/28 15:28:46 2024/11/28 1527:46 2024/,
0 e BTS04 040.. | meTOTY StOT2g 1 2024/11/28 15:27:38 2024/11/28 1526:45 2024/,
[ e | 60036 3FF 8482307 S BAF637800DASS | </S'em 2 2024/11/28 15:23:36 2024/11/28 1522:43 2024/
FDBACOIE307F4S624S37DEC2Co34... | /s 2 2024111128 15:2037 2024/11/28 15:19:40 2024
29T A5 DA S 11T |y /5o 2 2024/11/2815:17:29 2024/11/28 15:16:37 2024/,
0 e 3B602564ATC24TFDBAE A D .. (e CPU 2 2024/11/28 15:1023 2024/11/28 15:10:07 2024/,
o0 e 14034EBE3FE141CBA2005020706100F7 . CPU 1 2024/11/28 15:18:57 2024/11/28 15:18:05 2024/
d @ \
items per page 1-100f2 —_.ems

Figure 29 - Apply Filters

3. Afilter screen will come up which enables users to select field and corresponding operator along

with value to filter data as shown in figure.

Home > Alerts

Select Alorts View  Alerts v - G 8 R &
(o Cn(-al)(o Majov)(o Mmor)(- \‘hmmg)(. Cleaf)(c Indele«mimte)

O Seveity Y 1D Y Entity Y  Porameter Y  Occurrence Y Alert Creoted On Y Pending Since Y Last Updated Y
0O @B operstor sices; I 2004/11/15 154157 204111115 154058 2024/1128 160031

0 B e v opsiross. I 2024711715 154207 2024113715 154149 2024/11/28 160031

0 EE vole se0722624 N 2024/11/28 1600:29 2024111728 16:0007 2024/11/28 16:00:31

0 o “ A0 I 2024/11/15 154209 2024/11/15 154150 2024/11/28 160031

0 = (o] 7Fe0y. (. 2024/11/15 1543355 2024/11/15 154111 2024/11/28 160031

I i | FSUABASUILEEAAL/A481E80419070.. [ 2024/11/15 15:43:34 2024/11/1515:4108 2024/11/28 160031

0 = 36A38080C7Fa45978E51247a48504.. [  : 2024/11/28 160027 2024/11/28 16:0020 2024/11/28 16:0031

a FADO152192634060910E61FEABSSAE... NN ' 2024/11/28 1601:10 2024/11/28 16:0030 2024/11/28 160030

S ... | F0188E7770F6a7850F6FF2B08073450F M 2008/11/15 154224 200411115 154152 2024/11/28 160030

S - ] 235A244B2A264708AB28EDE4F956F7.. NI > 2024/11/15 154207 2024/11/15 154103 2024/11/28 160030

V
W <2 3 4 5 L 10 v items per page 1-100f% " éms

Figure 30 - More Filter Operation

4. Users can see the result of applied filter.
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Home > Alerts

Select Alerts View  Alerts v
| Agpled Fiters | Severity UKE Crisical = |

() (o ciital ) (o wojor )(o Minor ) (o wioming ) (o _Glear ) (@ indeterminate )

O Seveity Y ID Y Entity Y Parameter T
S o | 8833DBD3CFA3436FAF0A020851F04S...
0 = 36A88080C7F445078£51247A44850A..
I < | 9BOTC254COATACD020826C7F42097...
(S i | OO AT 0 1D ..
SI <o | A A AT 233...
[BI i | BT 100024 TEA 20T BB 0 1643 |
0 RSO3 A AOS I ESFF04035A... |
0 228100 2R 46768995 D DB ...

[ conca | 161EE607SEI147EEBESTAA2B60CFDCIT S
O = FAD0152192684060910661FEABSSAS... [N
Mo« 1 2 3 4 5 . » » 10 v itemsperpage

Occurrence
2

2

Y Aert Created On
2024/11/15 154207
2024/11/28 16:00:27
2024111715 154355
2024/11/15 15:4334
2024711715 154209
2024/11/15 15:41:57
2024/11/15 154213
2024/11/15 15:43:15
2024/11/15 1542:16

2024/11/28 1601:10

@D cesor

Y  Pending Since
2024111115 15:41:49
2024/11/28 16:0020
2024711715 1541:11
2024/11/1515:41.08
2024/11/15 154150
2024/11/15 15:40:58
202471115 15:41:04
2024/11/15 15:42:02
2024/11/15 1541:57

2024/11/28 16:00:30

Y Last Updated \f
2024/11/28 16:00:31 ]
2024/11/28 16:00:31
2024/11/28 16:00:31
2024/11/28 16:00:31
2024/11/28 16:00:31
2024/11/28 16:00:31
2024/11/28 16:00:30
2024/11/28 16:00:30

2024/11/28 16:00:30

2024/11/28 16003 @

1-100f 278 items

Figure 31 - More Filter Operation

3.2.3 Download CSV

This section provides users with downloading CSV data of records based on the filter they apply to the

records of the events screen. User can download the csv files with a maximum of 1000 records.

5. Inthe top navigation bar, click on Data View and click on Alerts.

6. Apply the filters as per the requirement.
N

—

7. Click on the download csv

action button.

Check the downloads in the system, the CSV files downloaded.

Home > Alerts

Select Alerts View  Alerts v

() (3 (3 ) (3 ) () (3 o) (& o)

0

!

Y Entity Y
620980822064C068604C75740056. - (N
Derps24nsouez3rescresscs (N
9820567€7383405C87eA914407229F 13 (D
wstmssconsoesasorronccees (NENTTIDIED
grccsasopacraconeseosco.. (D
96C0B36F3FFE48239758476378000A5 D
foascomgsorraseasitecus.. (D
2972A02346434883448539084F 5617 (D
3sc02seuarcaniacorsareove.. (DD
14034e8£3rE141C8A2005020706100F7 (D

« <EB2 3 4 5 . » »w HD

Q
%

¥ Rems per page

Memory Alert

memory
memory-storage
memory-storage

system

o
@ -

Y Occurrernce Y Alert Crested On Y

1086

1

1

2024/11/27 140444
2024111728 152943
2024111728 152939
2024/11/28 152846
2024/11/28152738
2024/11/28 152336
2024/11/28 152037
2024/11/28151729
2024/11/28 151023

2024/11/28 151857

8 e &[]

Fending Since Y lastt
2024/11/27 140349 2024/’
2024/11/28 152847 2024/
2024/11/28 15:28:46 2024/
2024/11/28 1527:46 2004
2024/11/28 15:26:45 2024/
2024/11/28 152243 2004/
2024/11/28 15:19:40 2004/
2024/11/28 15:1637 2024/
2024/11/28 15:1007 2004/
2024/11/28 15:1805 2024/,
{ 0 =

1-100f %\ _ems

Figure 32 - Download CSV for Alerts
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3.24 Actionable

"Actionable" refers to a specific occurrence or situation that disrupts normal IT operations and requires

attention, investigation, and resolution. Actionable are typically identified based on events or alerts

generated by monitoring systems, and their management involves a structured and coordinated response

to minimize the impact on the organization's IT services. Actionable are identified through the correlation

and analysis of alerts, or anomalies detected by monitoring systems over HCL IEM. Efficient Actionable

creation depends upon how effective alert correlation is happening over the system. Actionable progress

through various stages in their lifecycle, including detection, identification, classification, investigation,

resolution, and closure. It includes root cause analysis to identify the underlying factors that led to the

actionable, helping in preventive actions.

Please follow the steps below to view events data:

1.

2.

In the top navigation bar, click on Data View and click on actionable.

Alerts data will be displayed for the customer to which user is part of.

Home > Actionable

Select Actionable View  Actionable v - 4 ¢ B8 R &
Applied Filters | State NOT IN Resolved Closed = v
N e N e N N N2 N 2 i)

\\ All DA ® Critical ) I\ ® Major PAN Minor /I A Warning /\\ o Clear /\\ @ Indeterminate | Seloct State  All v

Seveiity Y ID Y State Y RuleName Y  Entity Y Paameter Y  IsActionable Y Actionable Created On Y Last Updated Y  Pending S
= 89CD953F44 Open System Load A U ¥ 2024/11/28 16:0051 2024/11/28 16:00:31 2024/11/2
7BS6AZE3DY Open System Load P Y 2024/11/28 15:54:41 2024/11/28 16:00:30 2024/11/¢
[ conca | BOYSABA2FS Open System Load P v Y 2024/11/28 16:0051 2024/11/28 160029 2024011/
[ Croca | 411254890F Open System Load B U \ 2024/11/28 16:00:48 2024/11/28 1600:29 202411172
3264D0B223 Open System Load S Memory Y 2024/11/28 16:0030 2024/11/28 16:00:20 202411172
[ Gt | CADDOA3FA4 Open System Load B U \ 2024/11/28 16:0037 2024/11/28 16:0029 2028/11/%
m IBE43BF343 Open System Load P Memory Y 2024/11/28 16:01:01 2024/11/28 16:0029 2024/11/z
E0S4C2BE8A Open System Load S CPU Y 2024/11/28 16:01:43 2024/11/28 16:0029 2024/11/2
[ Gt | 396C8F12F3 Open System Load S P Y 2024/11/28 16:0028 2024/11/28 16:0029 2004/11/z
6EEAC9B200 Open Systemload NN Cru Y 2024/11/28 160036 2024/11/28 16:0029 @ 1/

< <« I 2 3 4 S LI ] 10 v items per page 1- 10 of 187 items

Figure 33 - Actionable View

This option will enable users to add more columns in the data grid to analyze it deeply. Please follow the

steps below to add columns to data view.

1.

2.

In the top navigation bar, click on Data View and click on alerts.
Click on the Add Column action button present at right side of Live button.
A pop-up will open which enables user to select from list of available columns to add it in the grid as

shown in figure. Then, click on save button to add selected columns in view.
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Add Columns X
Add More Columns
Entity v

Original Coelumns

~ ~ ~

O Severity X T ID X O PendingSince X T lastUpdated X T Tite X T State X T RuleMame X

C  biernal Ticket Number X O Environment X O Location X

Newly Added Columns

C Entity X

Figure 34 - Add Column
3.243 Related Changes and Related Problems

This view enables users to see related changes and problems corresponding to entity for which action has
been created as this could be one of root cause for change and problem creation. Below are steps for

assessing related changes and problems.

1. Click on a particular actionable on Data View-Actionable screen, it will open pop-up window.
2. Next, click on Related Changes or Related Problems tab.

3. Related changes and problems will be populated in cards as shown in figure.

Free disk space is less than 15% of vol... Minor | Change Severity ~ Change State ¥ & 1B X

| .

Pending Since ign

2024/12/26 14:57:00
Last Occurrence Select User to be assigned
2024/12/26 14:57:00

Rule based correlation (Topology) (Sewioe H\erarchy) (‘ﬁmelmes) (Actiwties) (Comments) (Histcrica\ Data) | Related Tickets ) (Chat Rﬂom)

mergeinexist_dashboard

Description

Free disk space is less than 15% of volume C: on server ~ =
P Problem =

AZRMTSVPMYXFNP1 - 10.1.1.17 Last data is 15.06 %
memory “utilization/" is high about to 90%, on

10.1.10.11" and =" 217

e e 2 CHG0030008 2 CHG0030009
Severity 4 2024-12-26 03:02:51 ' 2024-12-26 03:03:15
Minor
State Server changes APl issue changes
Open

Figure 35 - Related Changes
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Free disk space is less than 15% of vol... Minor | Change Severity “ m ChangeState ¥ & B X

1 ing Since

Pending Since Assign Users
2024/12/26 14:57:00
. Select User to be assigned v
2024/12/26 14:57:00

N — TN - \
Rule based correlation | Alerts ) (Topulogy I(Servi(e Hierarchy ) ( Timelines ) ( Activities )| Comments | CHi;tori[al Da1a) Related Tickets ) (Chat Room |
mergeinexist_dashboard ~— \ ’
Description
Free disk space s less than 15% of volume C: on server o @ —
AZRMTSVPMYXFNP1 - 10.1.1.17 Last data is 15.06 % < =
memory “utilization/" is high about to 90%, on
*10.1.10.11" and “'server 21/

= PRB0040006 "3 PRB0040005
S 2024-12-26 03:02:08 = 2024-12-26 03:01:30

State Network topology DB Server issues

Figure 36 - Related Problems

The steps involved in initiating a chat with a particular user over the chat window are given as follows:
HCL IEM enables collaboration amongst team members via chat room functionality. It also provides
integration with HCL AEX, in case the operator wants to fetch some information related to actionable over
which user is working on:

1. Click on a particular actionable on Data View-Actionable screen, then go to pop up open for the

actionable.
2. Click on the chat icon present over the header of the actionable popup.
3. Actionable title resembling issue description is mentioned over the chat window. The user can

initiate chat with the invited user as shown.
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Assign Users

Salact Lses to be assigned

(Cmr.menls) (Him.im Dma) Ck:lehed 1'.:&&) ([ chat Rmm:.
Users:

~  Currently in this chat {0y

Figure 37 - Chat Bot

4. After Click on + Invite User, user can select the user from dropdown shown below.

Free disk space is less than 15% of vol...

Change Severity v ChangeState v & @ X

Pending Since

2024/12/26 145700 Assign Users

Last Occurrence Select User to be assigned >
2024/12/26 14:5700

Rule based correlation (Aerts ) <Tnpokx_yy) (9(-1“(4' Hierarchy (v-m-l...-s) ((Acthities ) ((Comments ) (Hnmﬂml r)m.-) (M""’ mm) Chat Room
mergeinexist_dashboard ~——/ \l /L 2 \ y

Free dick space is less than 15% of volume C: on server
AZRMTSVPMYXFNPT - 10.1.1.17 Last data is 15.06 %
memory “utilization/” is high about to 90%, on
10.1.10.11" and “server 21/

~ Currently in this chat (0)

avark ~ Invite Users
Minar

State Type a name
Open

Figure 38 - Invite User

5. After the successful invitation, confirmation message will be displayed.

3.245 Add Comments

HCL IEM enables users to provide comments that the user has been performing while solving issues. Please
follow the steps below to add comments in actionable screen:
1. Click on a particular actionable on Data View-Actionable screen, a pop-up window will open that will

show all information like related alerts, related changes, related problems, timeline view, topology

view, service topology view etc.
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2. Click on the Comments header present in the actionable popup.
Details of comments along with posted user will be displayed over screen.

4. ltalso provides an option to search for a specific comment by entering text in search box.

cpu issue Change Severity v Change State v oo m e x

Assign Users

Select User to be assigned b

Network Topology

Description is cpu

2024/02/09 18:31:30

Severity is major.

2024/02/09 18:30:53

+ Create Ticket

Figure 39 - Add Comments to Actionable

HCL IEM records list of activities systems or user has performed while analyzing events, alerts and
actionable. Please follow the steps below to list out activities:

1. Click on a particular actionable on Data View-Actionable screen, a pop-up window will open that will
show all information like related alerts, related changes, related problems, timeline view, topology
view, service topology view etc.

2. Click on the Activities header present in the actionable popup.

3. Detailed view of changes in the logs for that actionable and its related activities will be visible as
shown.

4. Search tab is present to specifically search for a log present in the activity view.
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cpu issue

2024/02/09 1707:31

Rule based correlatio
Network Topology
Description

cpu issue

Assigned User

In Progress

3.24.7 Historical Data

HCL IEM enables operators to view similar actionable related to current actionable. This works by

comparing entity+parameter combinations for current actionable and compare with historical Actionable

Assign Users

Select User to be assigned

Topology (actiites ) Ccommen(s) CHislorical Dala) (Relaled Ti(ke(s)

Type
Comment Added
Comment Added

Invited Users

stream mapping update
stream mapping update
alert emit state update

alert emit state update

alert emit state update

m Change Severity v

Date Time

2024/02/09 13:01:30
2024/02/09 13:00:53
2024/02/09 12:59:23
2024/02/09 11:54:59
2024/02/09 11:54:59
2024/02/09 11:54:29
2024/02/09 11:53:57
2024/02/09 11:53:52

2024/02/09 11:53:52

-'°v'~ Change State v

Figure 40 - Activities

User Activity

user dryiceiemadmin@dryice.com added comment

user dryiceiemadmin@dryice.com added comment

user dryiceiemadmin@dryice.com invited users

actionable updated

updated as related actionable for actionableid:rRgJl..

updated as related actionable for actionableid:rRg)l.

related alert emitted from state iwdmTmDzsR

related alert emitted from state HshLVSAFZX

related alert emitted from state xBwqOgSNTy

to identify and populate matching Actionable. Please follow steps to view similar Actionable.

1. Click on a particular actionable on Data View-Actionable screen, a pop-up window will open up that

will show all information like related alerts, related changes, related problems, timeline view,

topology view, service topology view etc.

2. Click on the Historical Data header present in the actionable popup.

3. Historical Data containing details of similar actionable will be displayed and details can be seen while

scrolling from left to right for similar actionable.

cpu issue
\ending Since
1024/02/09 17:07:27
1024/02/09 17:07:31
sle based correlat
vetwork Topology
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Figure 41 - Similar Actionable
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HCL IEM provides a service hierarchy view to for service corresponding to which actionable got created.
This enables operators to understand what other services can be impacted on due to this. Please follow
the steps below to access service hierarchy tab:

1. Click on a particular actionable on Data View-Actionable screen, a pop-up window will open up that
will show all information like related alerts, related changes, related problems, timeline view,
topology view, service topology view etc.

2. Click on the Service Hierarchy tab present in the actionable popup.

3. Service Hierarchy provides visualization of services relationships along with their impact based on
current events in system.

4. Impacted services can be highlighted as per configured color codes and level of impact.

cpu issue Change Severity v Change State v SO 3 B &3 x

Assign Users

2024/02/09 17:07:27

Select User to be assigned

o o T N Nt :
\\A\ens\‘ (szc\:‘g,) rvice Hierarct (Tnnehr\e< ) ((Activities ) ( Comments ) (_Historical Data ) (_ Related mexs)

Mycloud

In Progress ideploy

[

MyCloud DR

+ Create Ticket

Figure 42 - Service Hierarchy

Visualizing the complete timeline when event came in, when alert got created and how actionable got
combined is very difficult to understand. HCL IEM provides a way to present this information in a timeline
where events, alerts and associated actionable will be shown over time scale. Please follow the steps
below to assess the timeline view:
1. Click on a particular actionable on Data View-Actionable screen, then go to pop up open for the
actionable.
2. Click on the Timelines header present in the actionable popup.
3. The timeline view will be visible under the header, and details can be seen while scrolling from top to
bottom to check the timestamp of events and alerts for that actionable.
4. Entity, Parameter, Description and Timestamp are displayed for Event/Alert/ Actionable in the

timeline view.
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5. There are different icons for differentiating between events, alerts and actionable, and different

color codes as per severity.

cpu issue B change severity v ChangeState ¥ & m @ & X
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Figure 43 - Timelines

3.24.10 Change Severity

Operators can modify the severity of Actionable based on their understanding. Please follow the steps
below to change the severity of actionable.
1. Click on a particular actionable on Data View-Actionable screen, then go to pop up open for the
actionable.
2. Click on the severity Clear/Indeterminate/Warning/Minor/Major/Critical as shown.

3. Adialog box would appear for confirmation.

cpu issue change sqverity v [FEETE changestate v © m @ & X
Pending Since o s [Critical

2024/02/09 17:07:27 ’
w2 | Major

Last Occurrence Select User to be assigned | Minor v
2024/02/09 17:07:31
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Rule based correlation @ (‘opology ) ("service Hierarchy ) ("Timelines ) (Activi 'nderterminant  feoica) pata ) ("Related Tickets
1 Clear

Network Topology

Description =

cpu issue

ikl Severity 1D Title Entity Occurrence  Last Updated Parameter  Pending Since Location  Environment
Severity
Major )  Hshwsarzx memoryissue  entiy2 1 2024/02/0917:07:31  memory 2024/02/0917:0731  Noida prod
State
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+ Create Ticket

Figure 44 - To Change Severity of Actionable
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Operators can modify or change the status of Actionable based on the current state of work. Please follow
the steps below to change the status of an actionable.
1. Click on a particular actionable on Data View-Actionable screen, then go to pop up open for the
actionable.
2. Click on the status Open/Assigned/In Progress/Resolved.

3. Adialog box would appear for confirmation.

cpu issue Change Severity v J Changestate v 5 = @ & X
| Change State
etz Assign Users Open
| 2024/02/09 17:07:27 :
Assigned
| Last e Select User to be assigned ad
| 2024/02/09 17:07:31 Resoked
Rule based correlatio ( Aterts ) (Topo\og\,’) (Ser‘u(e H\erarchy) (Txme\mes) Comments ) (_Historical Data G.gfie.g__-/
| Network Topology
cpu issue 8
| eeane Severity ID Title Entity Occurrence  Last Updated Parameter  Pending Since Location  Environment
| Minor HshLVSAFZX ~ memoryissue  entity2 1 2024/02/09 17:07:31  memory 2024/02/0917:0731  Noida prod
In Progress xBwqOgSNTy  swap issue entity3 1 2024/02/09 17:07:31  swap 2024/02/0917:07:31  Noida prod
[ iwdmTmDzsR  cpu issue entityl 1 2024/02/0917:07:27  cpu 2024/02/0917:07:27  Noida prod

+ Create Ticket

Figure 45 - To Change Status for Actionable

Users with tenant admin role can assign Actionable to their team members based on their availability.
Please follow the steps below to assign actionable to user.
1. Click on a particular actionable on Data View-Actionable screen, then go to pop up open for the
actionable.
2. Click on Assign to header present in the actionable popup. The dropdown list of users configured in
the environment will be displayed.
Click on the user assigned for that actionable as shown.
4. Notification will be sent to the user after the Actionable is assigned.
Notification will be sent to the user even when the assigned actionable will be released from the

user.
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3.24.13
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Figure 46 - Assign Actionable to Another User

Save Actionable

The steps explain how to save actionable data.

1.

2.

3.
4. Click Confirm. A successful pop will appear, and the grid will be updated accordingly, and the saved

In the top navigation bar, click on Data View and click on Actionable.

Click on Save icon to save Actionable.

Home > Actionable

Select Actionable View Actionsble v @ : -8 R &
|Wmn State NOT IN Resolved Closed < v
() (o citcal) (o wojor )(o Minor ) (& wianing ) (0 Glewr ) (@ indeterminate ) Select State Al v
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S o | E0S4C2868A Open ssemiod (D v Y 2024/11/28 160143 2024/11/28 160029 0411/2
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1- 90 of 187 ems

Figure 47 - Save Actionable

The confirmation message popup appears on the screen.

Actionable data starts appearing in the grid.
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Home > Actionable
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Figure 48 — Save Actionable

3.24.14 Save As Actionable

This option will enable users to save currently opened view with columns populated in data grid so that
same view can be shown to any other user in an organization. It is very helpful for admins to configure this
kind of view for other users in an organization by creating a different view other than the current view. For
example, the view to list actionable with critical severity only. Please follow the steps below to save as
actionable:
1. Inthe top navigation bar, click on Data View and click on actionable.
2. Once the user can click the save as button, a pop-up will open to provide the following information:
e View Name: name of view like critical actionable
o Description: description of view like list all critical actionable
o Show to: Either it will be visible to user who is saving it or to other users.

3. View with name "Critical Actionable” is created.

Save As X

View Name * Description *

Figure 49 - Save As Actionable
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3.24.15 Refresh Actionable

This option will enable user to refresh data grid to populate latest actionable data over screen.
Please follow the steps below to refresh the alerts grid:
1. Inthe top navigation bar, click on Data View and click on alerts.

2. Once the user clicks on Refresh button, confirmation pop up message will appear.
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Figure 50 - Refresh time for Actionable

3.2.4.16 Live Actionable Data

This option will enable users to stop/start live update of data being shown in grid. Please follow the steps
below to enable/disable Live actionable.

1. Inthe top navigation bar, click on Data View and click on actionable.

2. Users can see the Live Actionable Data, and this will be updated reqgularly.

3. To stop live data update, please click on Live button, it stops updating the live actionable data, a

confirmation message will appear, stating that "Auto - refresh has been disabled.”
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Figure 51 - Live Actionable Data

3.24.07 Related Alerts

This option will enable user to see related alerts for selected actionable to see what all alerts have been

combined to create an actionable.

1. Inthe top navigation bar, click on Data View and click on actionable.

2. Click on a particular actionable on Data View-Alert screen, then it will populate list of related alerts

as shown below in figure.
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Figure 52 - Actionable Related Alerts

3.24.18 Topology

HCL IEM provides topology hierarchy view for entity corresponding to which actionable got created. This

enables operators to understand what other entities can be impacted on due to this. Please follow the

steps below to access the topology tab:

IEM User Guide

44



1. Click on a particular actionable on Data View-Actionable screen, a pop-up window will open that will
show all information like related alerts, related changes, related problems, timeline view, topology
view, service topology view etc.

2. Click on the topology tab present in the actionable popup.

3. Topology provides visualization of entities relationships along with their impact based on current
events in system.

4. Impacted entities can be highlighted as per configured color codes based on level of impact on

Impacted entities.

cpu issue o Change Severity v Change State v o m B C—"D. D4

P Sin
‘ending Since gn Users
2024/02/09 17:07:27

Select User to be assigned N
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Description
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Severity
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State entity4 entity2 entity3
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+ Create Ticket

Figure 53 - Topology

3.24.19 Update Ticket

The steps explain how to update tickets for actionable data.
1. Click on an actionable on data view-actionable screen, then go to pop up open for the actionable.

2. Click on the update ticket icon present in the actionable popup.

Change Severity v Changestate v o3 @ B X

Assign Users
Select User to be assigned v
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Figure 54 - Update Ticket

IEM User Guide 45



3. On clicking the update ticket icon, a confirmation message pops-up appears on the screen.

4. Click on the Confirm button. A success message pops up as shown in the following figure:

descriptionMemory Issue - Change Severity v ChangeState v 0 ® ® & x
Pending Since
2023-02-067145939 Nosign Users
Select Usevmbew{ © Request submitted successfully X v
2023-02-06T 145939
el aierts ) (opology ) (service Hierarcty ) (Timetines ) (acwvises (comments ) (Historical Data ) (Related Tickets )
CpuMemory S &\ Swadan LN &

escript
descriptionMemory Issue

Jned Use Severity 10 Title Entity Occurrence
crtea [ comcn } L] Memory Issue 1
[ e ] ] CPU Issue :

In Progress

Figure 55 - Alert Message of Update Ticket

3.2.4.20 Update Work Notes

The steps Explain how to view Update Work Notes for actionable data
1. Click on an actionable on Data View-Actionable screen, then go to pop up open for the actionable.

2. Click on the Update Work Notes icon present in the actionable popup.
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::mn-\:) (:‘npnln;:r:I i‘wui:t Hieﬂm(hy::l (rmminm.:) (Au'w'lin{) (_\'ru'un::nl):) CHi‘-nl'cnl rata (Mn-.m l'lrkrﬂ) (:CI'E: nux:nD

=]
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. . windows: High 2oeqze 20241729
=R TR suap space Leag 2 frhes e et

Figure 56 - Update Work Notes

3. Click the Update Work Notes icon, a confirmation pop-up message appears on the screen.

4. Click on the Confirm button.
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Figure 57 - Alert Message of Update work Notes

3.24.21 Create Ticket

HCL IEM enables operators to create tickets if not created automatically as part of configured correlation
rule. Please take steps to create a ticket for an actionable in HCL IEM.
1. Click on a particular actionable on Data View-Actionable screen, then go to pop up open for the
actionable.

2. Click onthe + create ticket icon present in the actionable popup.

Only operators with relevant roles would be able to create tickets in SNOW.

= Change Severity v ChangeState ¥ & s B B X

Pending Since
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2024/02/09 170727
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Figure 58 - Create Ticket

3. A confirmation pop up message appears on the screen.
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Create Ticket X

Are you sure you want to create a ticket for the selected
actionable?

Figure 59 - Create Ticket Confirmation
4. Users can Create Ticket to an actionable by clicking on the confirm button.

3.2.4.22 Download CSV

This section provides users with downloading CSV data of records based on the filter they apply to the
records of the events screen. User can download the csv files with a maximum of 1000 records.
1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Apply the filters as per the requirement.
V.

3. Click on the download csv = action button.

4. Check the downloads in the system, the CSV files downloaded.

Home > Actionable
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ot

1-100f 187 tens

v items per page

Figure 60 - Download CSV for Actionable

3.24.23 Apply Filters

This option will enable users to apply filters over the currently opened view to see data of specific values.
For example, to see lists of critical actionable, users can set filters over severity columns of Actionable
data. Please follow the steps below to apply filters:

1. Inthe top navigation bar, click on Data View and click on actionable.

2. Click on the filter option as shown in figure.
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S <o | CADDOA3FA4 Open System Lood  E—=—  CPU Y 2024/11/28 16:0037 2024/11/28 16:00:29 2024/11/2
0 G IBEAZBFIA3 Open Systemlood  |NE— omory Y 2024/11/28 16:0101 2024/11/28 16:00:29 202401172
(SRR . | E054C2868A Open SystemLoad  E—  CPU Y 2024/11/28 16:01:43 2024/11/28 160029 20240117z
S i | 396C8F12F3 Open Systemlosd  |WEE— CPU Y 2024/11/28 16:0028 2024/11728 16:00:29 200411172
I i | BEEACI8200 Open Systemload  EE———— CPU Y 2024/11/28 16:0036 2024/11/28 160029 @ e

v items per page 1-10of 187 items

Figure 61 -Filter Operation

A filter screen will come up which enables users to select field and corresponding operator along

with value to filter data as shown in figure.

Home > Actionable

Select Actionable View  Actionable v - 8 ¢ B R &
| Agplied Fiers | State NOT IN ResclvedClosed x| @
Gy (o it ) (o wojor )(o_inor ) (o Warming ) (o _iear ) (@ _indeterminate ) SelectState Al v

O Seeity Y 0 Y Swe Y RdeName Y ity Y Paameter Y lsAcionable Y  AcionableCreatedOn Y LastUpdated

O G opentor Sytemlond ~ ——  Momory et Y 200411128 162023 2004111728 161930

0 - Like v System Load ————e, Swap Y 2024/11/28 161127 2024/11/28 16:11:16

0 EE v Sptemlond  ——— U ¥ 224011128 161132 200411128 16:11:16

0 e © Sptemlosd — Memory Y 2024/11/28 16:1136 24711/28 16:11:16

o e [ Sptemload  —— Memory ¥ 202411728 161117 200411128 16:31:16

0 EEE) omEE Open Sptemload  — Swop ¥ 202411128 16:1124 04/11/28 16:11:16

O G 06 Open Sptemlood Mariory ¥ 202411128 16:11:27 24711728 16:11:16

O EE s Open Sstemload  — Memory ¥ 202411128 161125 2004/11/28 16:11:16

O (EE) oMl Open Sstemload  — U v 2024/1/28 16:11:24 2004111728 161116

S . | DESBSADCC2  Open System Load — Memory Y 2024/11/28 161120 20241117281 \./

« <NIN2 3 4 S . » ¥ 10 v items per page 1-10 of 304 items

Figure 62 - More Filter Operation
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Home > Actionable

Select Actionable View Actionable v - 8 v 8 R &
I Appliad filters | State NOT IN Resolved Closed » | Severity UKE Critical « | v
() (e citcal ) (o major Yo Minor ) (s wioming ) (o _ieor ) (@ _indeterminate ) Seloct State Al v
O Severity Y ID Y  State Y RuleName Y  Entity Y Parameter Y IsActionable Y  Actionable Created On Y lastUpdated
8] 0B63769BES Open System Load S cPU ¥ 2024/11/28 16:24:50 2024/11/28 16:24:54
S o | 3356960930 Open System Load — Swap Y 2024/11/28 16:2446 2024/11/28 16:24:52
SR . | 27F3AET0CF Open System Load R Memory Alert ¥ 2024/11/28 16:2023 2024/11/28 16:1930
S s | BS00294EFC Open System Load B —y Memory ¥ 2024/11/28 16:11:35 2024/11/28 16:11:16
I i | DBSBSADCC2 Open System Load — Memory ¥ 2024/11/28 16:11:20 2024/11/2816:11:16
SA - | 069F2296E8 Open System Load — Memory v 2024/11/28 16:1125 2024/11/28 16:11:16
B - | 71C2C78847 Open System Load — U ¥ 2024111128 16:11:32 2024/11/28 16:11:16
(R i | ES6014247D0 Open System Load — Memory Y 2024/11/28 161107 2024/11/28 16:11:16
S s | DB99742080 Open System Load —— Memory ) ¢ 2024/11/28 16:11:36 2024/11/28 16:11:16
0 02F3ADE1EB Open System Load — Swap ¥ 2024/11/28 16:11:24 2024/11/281 )
SN’
x <N 2 3 4 S5 . » w 10 v items per page 1- 10 of 254 items

Figure 63 - More Filter Operation

4. Users can see the result of applied filter.

Home > Actionable

Select Actionable View  Actionable v - 8 ¢ B R &
| Appliad filters | State NOT IN Resolvad Closed A
() (o aitcal ) (o major )(o Minor ) (o Wioming ) (o _Glear ) (@ indeterminate ) Seloct State Al v

O Seeity Y 10 Y Sate Y RuleName Y Entity Y Paameter Y IsActionable Y ActionableCreatedOn Y Last Updated

0 - C09ABISEOC Open System Load — Memory 4 2024111128 16:24:56 2024/11/28 16:25:02 In Progress

I . | AMIIBESTC Open System Load — S\vop Y 2024/11/2816:25:48 2024/11/28 16:25:03 Assigned

S < | 643538F9F8 Open System Load — Memory Y 2024/11/2816:25:44 2024/11/28 16250 :::d

0 = T23F03EDES Open System Load — CPU Y 2024/11/28 16:2546 024/11/28162501° 204112

SR < | EAET3E2FFO Open System Load I S\ap Y 2024/11/281625:15 2024/11/28 162501 2024111/

S o | 2433093489 Open System Load — 5D 7 2024711728 16:25:13 2024/11/28 16:25:01 202411172

SI < | BIEGSSD7DA Open System Load (W Swop Y 2024/11/28 16:2507 2024/11/28 16:25:01 2024/11/2

8] SFI3AE2BE0 Open System Load (S S\vap Y 2024/11/2816:25:12 2024/11/28 16:25:00 2024/11/2

0 = 8AI16DF1CD Open System Load (S Memory Y 2024/11/28 16:24:58 2024/11/28 16:2459 2004/11/¢

= o ] 963841C681 Open System Load S Memory Y 2024/11/28 16:25.08 2024/11/28 162459 Q e

Al
W <2 3 4 S o » M 10 v items per page 1-10 of 386 items

Figure 45 - Select State Operation

3.25 All Events View
All Events View includes a grid which contains all events data that is coming to the system. It includes
noise events as well as non-noise events.
Please follow below steps to view All Events data:
1. Inthe top navigation bar, click on Data View and click on All Events.

2. All Events data will be displayed for the customer to which user is part of.
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Home > All Events

Select View Allevents v -CERi
(e aiticol ) (o Major ) Minor ) (e Waring ) (e clesr ) (@ indeterminate )

®

Severity Y ID Y  Entity Y Parameter Y EventTime Y Last Updated Y Tale ) £
- 27b9f949-8440-46c14-0817-915709042... | E—_—_—_—_———— system 2024/11/28 162730 2024/11/28 16:26:34 Linux: System time is out of sync (diff
- TT425260-0c6-4358-050c-Te415c060...  IEG—_—— Memory Alert 2024/11/28 1627:16 2024/11/28 16:27:52 Memory Utilization on the node SVALL..
- 89b32672-Tecd-426f-8b7e-7cb219e08. Memory Alert 2024/11/28 16:27:10 2024/11/28 16:27:52 Memory Utilization on the node SVALL.,
2311436b-9912-431c-2003-2b09c5021... —_——————— system 2024/11/28 16:26:29 2024/11/28 16:25:24 Linux: System time is out of sync (diff ...
- 1b481240-0890-43da-b5c2- 10462415, | IE—_—__————— Memory Alert 2024/11/28 16:26:09 2024/11/28 16:25:52 Memory Utilization on the node SVALL..
- 02480aed-0ae7-40¢5-bIce-d866c2ae. Swap 2024/11/28 16:25:17 2024/11/28 16:2517 Swap utilization is above the threshol...
- ccd75cdb-c835-4c46-b865-394c653d...  IEG—_—_—— U 2024/11/28 16:25:17 2024/11/28 16:2517 CPU utilization is abowe the thrashold-
= 6458440d-ffab-43ec-2b00-e52/b2315... Disk 2024/11/28 162517 202411728 16:25:17 Disk utilization is above the threshold-...
- 8d95dc69-¢52f-4de7-bd7a- 1. Disk 2024/11/28 162517 2024/11/28 162517 Disk utilization is above the threshold-...
- 9199291f-09a4-45fe-8273-82a16e2¢1 Memory 2024/11/28 162517 2024/11/28 1625:17 Memory utilization is above the thresh...
« <«<HIN2 3 4 5 L] 10 1-10ol|®ms
S

Figure — All Events View

3.2.51 Add Column

This option will enable users to add more columns in the data grid to analyze it deeply. Please follow the
steps below to add columns to data view.

1. Inthe top navigation bar, click on Data View and click on All Events.

2. Click on the Add Column action button present at right side of Live button.

3. A pop-up will open which enables user to select from list of available columns to add it in the grid as

shown in figure. Then, click on save button to add selected columns in view.

Add Columns X

Add More Columns

Sub Entity ID v
Original Columns

~

T Severity X D X T Entity X 0 Title X O Manager X T Primary Application Name X T Tool ID X
~ ~

C Secondary Application Name X O Agent X J EventTime X T Mapped Entity D X O Parameter Category X

O Parameter X O location X O Environment X Designation X

Newly Added Columns

£ SubEntity ID X

Figure 64 - Add Column

3.25.2 Save All Events

The steps provide information on how to save all events data.

1. Inthe top navigation bar, click on Data View and click on All Events.
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2. User can click the save button.

Severity Y 1D Y Entity Y  Paametec Y Event Time Y LastUpdated Y Tl Y D

() 1EMRWNATI N oy 22412723 121134 20241223 121138 memory consumption high m
(e ZEOIANEPBC T oy 2024012/23 121007 0241223 121007 memory consumption high m
[ cecs | AROTMENEGY I 2024012120 181753 20241220 181753 puissue &
D ewoen O 20241220 181742 2041220 181742 uissse ¢
W 7ob7e2208575-4T07-sadce22e0260.. (N U 2024112720 180100 2024/12/20 160100 Microsoft: Windows CPU utilization ha.. M
| Wamng | 18361419-%c2-4c2b-bac-023081165-. (N PV 202412120 173236 0241220173236 Microsoft: Windows CPU utiization ha.. M
B sesusetsieassens. I ¢V 2024112720 173115 24112720 173115 Microsoft: Windows CPU utilzation ha_ M
[ cnca ELVSTKBHSS O 2024012720 172759 2004/12/20 172759 ouissue *
B e dedbdsatis-chiersd. ORI ¢V 2024012720 165524 2024/12/20 165524 Microsoft: Windows CPU utiization ha.. M
R drxe-ae-assbess-0sacnd.. (D PV 2024/12/20 160042 2024/12/20 160042 Microsoft: Windows CPU utilzatica ha_. M

« <BEN2 3 4 S . > m 10 v items perpage |-10d§va

Figure 65 - Save All Events

After saving, the all-event data appears in the grid and a success popup appears on the screen.

On clicking the Confirm button, a success message appears on the screen.

Select View  Allevents v IOM-MM X @G =
@(. Cmd)(o Maja)(o Mm)(' w.-mng)(o CIu)(O lndmmm)

Sevrity Y ID Y Entity Y Paameter Y Event Time Y LastUpdated Y Tite Y 2
e 1EMRWMWT T ooy 2024012723 121134 2004/12/23 121134 menory consumption high m
M ZEOIANSPBC S oy 2024112723 121007 2024/12/23 121007 memory consumption high m
= AROTMENBGY T 2024112720 181753 2024/12/20 18:1753 pu issue «
B  ovwoewm AN . 2024012720 181742 M412/20 18:17.2 pulssue P
Mg TabTa22b-8575-47a7-04dc-e23e260.. (D cFU 2024/12/20 1801:00 2024/12/20 180100 Microsoft: Windows CPU utilization ha.. M
Wy 7d36149-9c2-4c20-bact-23461169_. (I CU 202412720 173236 2024/12/20 173236 ft: Windows CPU utilzation ha.. M
Wy 15668800-55e4-41e3-0488-31e349¢83... [ cCrv 2024/12/20 17:31:15 2024/12/20 173115 Microsoft: Windows CPU utilization ha., M.
= ELVSTKEHSS O 2024112720 172759 2004/12/20 172759 pu lssue F
Warseg | 16025777 Tcke-4bd5-a418-<Sb8e151.. (I  CPU 2024/12/20 165524 2024/12/20 165524 Micsosoft: Windows CPU usiization ha.. M
Weg | d1932660-4346-4658-bes5-05419%4.. (I <V 20241220 1600:42 2024/12/20 162082 Microsoft: Windoms CPU usization ha.. M

N <EE2 3 4 5 . » 10 items per page 1-'0045@ms

\_/

Figure 66 — All Events Message

3.25.3 Save As All Events

This option will enable users to save currently opened view with columns populated in data grid so that
same view can be shown to any other user in an organization. It is very helpful for admins to configure this
kind of view for other users in an organization by creating a different view other than the current view. For
example, view to list out all events with critical severity only. Please follow the steps below to save as
events:

1. Inthe top navigation bar, click on Data View and click on All Events.
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2. Once the user can click the save as button, a pop-up will open to provide the following information:

o View Name: name of view like critical events
o Description: description of view like list all critical events

e Show to: Either it will be visible to user who is saving it or to other users.

Save As X
View Name * Description *

Show to

My Self v

Save Close

Figure 67 — Save as Events

3. Next, click on the save button to save view and this view will be available on a list for users.

3.254 Refresh All Events

This option will enable users to refresh data grid to populate latest data over screen.
Please follow the steps below to refresh events grid:
1. Inthe top navigation bar, click on Data View and click on All Events.

2. Once the user can click the Refresh button, confirmation pop up message will appear.

Home > All Events

Select View Allevents v - 8 R &

A e Critical \( ® Major V(e Minor )\ & Waming )( o Clear )-/ o Indeterminate )

Severity Y ID Y Entity Y Paameter Y EventTime Y Last Updated Y Title ¥

| Woning | 27b31949-8440-4604-9817-915709042... | —_—_———————— system 2024/11/28 16:27:30 2024/11/28 16:26:34 Linux: System time is out of sync (diff .

77425260-2306-4358-250C-Te415Ca60...  EG—_—_G_———— Memory Alert 2024/11/28 1627:16 2024/11/28 162752 Memory Utilization on the node SVALL...
m 89b32672-Tec4-426-307e-Tcb2(0e00...  IEG—___—————————— Memory Alert 2024/11/28 1627:10 2024/11/28 16:27:52 Memory Utilization on the node SVALI..
m €3114360-9912-43fc-20a3-2009¢5021... IEE—_—_—_ —————— system 2024/11/28 162629 2024/11/28 1622534 Linux: System time is out of sync (diff ...
n 10481240-089d-43da-b5¢2-1a46e4f3...  E—_—__—— Memory Alert 2024/11/28 1626:09 2024/11/28 16:25:52 Memory Utilization on the node SVALL...
m 024803ed-03e7-40c5-bIce-dB66C200...  IEG—_E—_—— Swap 2024/11/28 16:25:17 2024/11/28 16:25:17 Swap utilization is above the threshol...

_ ¢cd75¢db-c835-4¢46-b86S-304¢653d...  IEGEG_—--_—_—— CcPU 2024/11/28 162517 2024/11/28 1625117 CPU utilization is above the threshold-...
= 64584400-flob-43ec-3b00-522315...  EG—_—_G_—_—— Disk 2024/11/28 162517 2024/11/28 16:25:17 Disk utilization is above the threshold-...
m 8d95dc69-¢52f-4de7-baTa-3e718(DI1... | E—_ E——————————— Disk 2024/11/28 162517 2024/11/28 16:25:17 Disk utilization is above the threshold-...
u 91992911-09a4-451e-8273-82a1662¢]... | —————— Memory 2024/11/28 162517 2024/11/28 16:25:17 Memory utilization is above the thresh...

x <l 2 3 4 S » » 10 ¥ items perpage

1~|00H® ms

Figure 68 - Refresh All Events

3.25.5 Live All Events Data

This option will enable users to stop/start live update of data being shown in grid. Please follow the steps

below to enable/disable live events.
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1. Inthe top navigation bar, click on Data View and click on All Events.
2. Users can see the Live All Events Data, and this will be updated reqgularly, and automatically refresh

the grid.

3.25.6 Apply Filters

This option will enable users to apply filters over the currently opened view to see data of specific values.
For example, to see lists of critical events, users can set filters over severity columns of all events ‘data.
Please follow the steps below to apply filters:

1. Inthe top navigation bar, click on Data View and click on All Events.

2. Click on the filter option present at right side of Live button as shown in figure.

Home > All Events

Select View  Allevents v - G 8 R &
@(o Cnhcal)(o Ma}ov)(o Mmor)(- Wamw\g)(o Cleal)(t Indelevmma!e)

Severity 0 Y entity Y Puometer Y EventTime Y LostUpdated Y Tite Y
| Wamng | 27b31349-2440-46d4-9817-915709042... | IEG—_—_G-_—_-_-_——— system 2024/11/28 16:27:30 2024/11/2816:26:34 Linwox; System time is out of sync (diff
77425260-3ac6-4358-a50c-7e415¢a60...  IEG—_—_-—_—S Memory Alert 2024/11/28 1627:16 2024/11/2816:27:52 Memory Utilization on the node SVALL...
m 89b32672-Tec4-4261-857Te-Tch20e00,. | IEG—_—_-_—— Memory Alert 2024/11/28 1627:10 2024/11/28 16:27:52 Memory Utilization on the node SVALL...
m ©31436b-991a-43fc-aeaa-2009¢5021... system 2024/11/28 1626:29 2024/11/28 16:25:34 Linux: System time is out of sync (diff ...
[ | 10481240-089d-43da-b5c2-1ad6e415...  IE—_—_—E—— Memory Alert 2024/11/28 16:26:09 2024/11/28 16:25:52 Memory Utilization on the node SVALL..
= 024803ed-03e7-40¢5-bIce-d866c2. Swap 2024/11/28 16:25:17 2024/11/28 16:25:17 Swap utilization is above the threshol...
ccd75cdb-c835-4cd6-b865-304¢653d...  IEEG_—_—— CcPU 2024/11/28 162517 2024/11/2816:25:17 CPU utilization is above the threshold-...
- 6458440d-ffab-43ec-3b00-e52b2315.. Disk 2024/11/28 162517 2024/11/28 16:25:17 Disk utilization is above the threshold-...
n 8d950c69-¢52(-4de7-bdTa-3e716(DO1... | ———————— Disk 2024/11/28 162517 2024/11/2816:25:17 Disk utilization is above the threshold-...
= 9199291f-09a4-45fe-8273-82a16e2¢1 Memory 2024/11/28 1625:17 2024/11/2816:25:17 Memory utilization is above the thresh...
1-100f1 Q ms

P

Figure 69 - Filter Operation

3. Afilter screen will come up which enables user to select field and corresponding operator along with

value to filter data.

Home > All Events

Select View Allevents v - a8 R
(o Cnhcil)(o Major )(- Mmr)(o Wammg)(o Clea)(o lndel«mxmte)

Severity Y ID Y  Entity Y Porameter Y  EventTime Y LastUpdated Y Title Y
B opetor -8380c5dd,, (NEEG—— Momory Alert 2024/11/28 16:35:25 2024711728 16:35:52 Memory Utilization on the node SVAL..
= e v bdd3S).. (N \iemory Alert 2024/11/28 163518 2024/11/28 16:35:52 Memory Utilzation on the node SVALL..
Value 15508704, | —— pu 2024/11/28 16:33:34 2024711728 16:32:34 Windows: CPU privileged time is tao h.,
Clear 773eb652.. EGEGE_—_——— Memory Alert 2024/11/28 16:33:23 2024/11/28 16:33:52 Memory Utilization on the node SVALL...
= [ Apply | 04640402, Memory Alert 2024/11/28 163316 2024/11/28 16:33:52 Memory Utilization on the node SVALL..
| Warneg | —.....-_. R——— 1 2024/11/28 16:32:34 2024/11/28 16:31:34 Windows: CPU privileged time s too h...
= 57513dc3-e457-4b12-b7b1-36736522... | EEG—_—-=_I_———————— |icmory Alert 2024/11/28 163121 2024/11/28 16:31:52 Memory Utilization on the sode SVALI
= 64492(6f-e7ce-4000-0e63-8a5C1 612,  INEG_—E_G__-————_  Momory Alert 2024/11/28 16:31:14 2024/11/28 16:31:52 Memory Utilization on the node SVALL...
d0f7104b-8268-403-97b3-00618604..  IG—_—G—_—_—— Memory Alert 2024/11/28 162919 2024/11/28 16:29:52 Memory Utilzation on the node SVALL
dfc958d2-83ae-485a-9d62 Memory Alert 2024/11/28 1629:12 2024/11/28 162952 Memory Utilization on the node SVALL..
« <HIN 2 3 4 S L 10 v items per page 1-100‘!01";

S

Figure 70 - Filter Operation
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4. Users can see the result of applied filter.

Home > All Events

Select View  Allevents v @D <=0

@(. Cnlid)(- Ma]u)(- Mimr)(u waming)(o Ueu)(. lndelermimle)
Severity Y ID Y Entity Y  Porameter Y EventTime Y LastUpdated Y Title S f

B2 oo Memory Alert 2024/11/28 16:35:25 2024/11/28 16:35:52 Memory Utiization on the node SVAL.. |
2 e v bdd3503.. (NN \femory Alert 2024/11/28 163518 2024/11/28 1635:52 Memory Utilzation on the node SVAL...
Value 15560704, | (DU 2024/11/28 16:33:34 2024/1172816:32:34 Windows: CPU privileged time is too h..
[ I T73eb652.. EG_——— Memory Alett 2024/11/28 1633:23 2024/11/281633:52 Memory Utilization on the node SVALL.
= @ 0064092, |NINEEEEEGE_—=—_—_—_—_—_—_—_—— Miemory Alert 2024/11/28 163316 2024/11/28 16:33:52 Memory Utilization on the node SVALL...
| Womng | UUS———— )1 2024/11/28 16:32:34 2024/11/28 16:31:34 Windows: CPU privileged time is too h...
[ o | S75130c3-6457-4b12-b7b1-36736522.. (NEG_—_—_=_-_—E—SSS--————_—_—_|\lcmory Alet 2024/11/28 163121 2024/11/28 1631:52 Memory Utilization on the node SVALL.
= 64492(6f-07ee-4000-0663-825c1c612..  INNEG_—_—G————————  Momory Alert 2024/11/28 16:31:14 2024/11/28 16:31:52 Memory Utlization on the node SVAL...
= dOM7104b-8268-403e-97b3 Memory Alert 2024/11/28 1629:19 2024/11/28 16:29:52 Memory Utilization on the node SVAL...
= dfc958d2-83ae-485a-9d62 Memory Alert 2024/11/28 1629:12 2024/11/28 1629:52 Memory Utilization on the node SVAL...

1-109‘|0m
Nt

Figure 71 - Filter Operation

3.25.7 Download CSV

This section provides users with downloading CSV data of records based on the filter they apply to the
records of the events screen. User can download the csv files with a maximum of 1000 records.
1. Inthe top navigation bar, click on Data View and click on Alerts.
2. Apply the filters as per the requirement.
W+

Click on the download csv = action button.

4. Check the downloads in the system, the CSV files downloaded.

Home > All Events

St Vo [Mowrs v @ -sc [
@(o Caitcal ) (0 Major )(@ Minor ) (o Waming ) (@ Ciear ) (@ indetermince )

Serty Y 10 Y iy Y Pwameter Y Event Time Y LastUpdated Y Tde Y o
e TENRWNATX2 R oy 2024/12/23 121134 2024/12/23 121134 memory consumption high m
e ZEOIANSPBC O ™™ 2024/12/23 121007 2024/12/23 121007 memory consumption high m
- AROTMENSGY — pu 2024/12/20 181753 202412720 181753 u lssue «®
= JEAHWOOBNM [ 2024/12720 181742 2024/1220 181742 pulssue ¢
Worneg TabTa22b-8575-4Ts7-04dc-e22:0260.. (S . CPU 2024/12/20 189190 2024/12/20 189190 Microsoft: Windows CPU utfization ho.. M
N  esssanta-ens. S 2024/1220 173236 2024/12720 173236 Microsoft: Windows CPU utiization ha.. M
Wrneg 1516880-55e4-41e3-0483- 313463 (N <MV 2024/12720 173115 024/1220173115 Microsoft: Windows CPU utiization ba.. M
- ELVS7KBHSS — pu 2024012120 172759 2024/12/20 172759 u ssue s
ey ST Tdde-dbd5-a18-Ghie1Sd.. (. CPU 2024/1220 165524 202411220 165524 Microsoft: Windows CPU uthization ha. M
N g9e0aucasebesosicod. (S <Y 202412720 160042 2024/12/20 160042 Microsoft: Windows CPU utiization ha.. M
W <2 3 4 S5 .. » nm 10 v ems perpage I-IOMSQN
N

Figure 72 - Download CSV foe All Events

3.2.6 Noise Events View
Noise Events View includes a grid which contains all the noise events in a single grid.

Please follow the steps below to view Noise Events data:
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1. Inthe top navigation bar, click on Data View and click on Noise Events.

2. Noise Events data will be displayed for the customer to which user is part of.

Home » Noise Events

Select View  Noise Events - - o B B &+
( # Critical )( & Major ) ( & Minar )( Warning )( & Clear )(t Indeterminate )
Severity T D T Rule Name T Entity Y  Parameter T Event Created On T EventTime T Title
m TFHXUXMLIE clickhousequerycheck3 test_custom_j1 MEMery issue 202401125 170030 202411125 170030 MEMDY ISSue [s5us
- LHYWHIPXIP sevarity_query test_lowercases memory issue 2024711423 01:35:35 2024711423 NA5:35 memory issue issue
- JIZPVI0AZS severity_query nodsetest2 memery issue 202411122 184605 2024/11/22 184605 memory ssue [ssu
- TAUYZECIZR severity_query nilsetest? mMemery issue 2024/11/22 184303 20241122 184303 mEnmory issue ssu
m 356RTEGFAI noise_testing_2 noisetest? mEmory issue 2024711/21 191357 20240121 191357 MEMOTY 85U [53UE
m HOBLOIAGLS nizise_testing_2 nisetest? mMemery issue 2024121 131316 2024121131396 mEnmory issue ssu
== DICRIPTRWY noise_testing 2 noiselestd memory issue 2024/11/21 131128 2024/11/21 131128 MEMDTY ISSUE 15508
m OO10UCFaw noise_testing_2 noisetest? memory issue 2024/11/21 19:10:00 2024/11/21 19:10:00 MEeMmory issue issue
m A4ARKITYHE noise_testing_2 noisetest? mEmory issue 202471121 18:53:47 202471/21 185347 MEMOTY i858 {5308
m AMUTGCOTAD maintenace on nolse_testing niise_testing mMemery issue 2024/11/21 13:49:52 2024/11/21 13:49:52 memon\@t,sut
S’
T ifems per page 1- 10 ef 15 items

Figure 73 - Noise Events View

3.2.6.1 Add Column

This option will enable users to add more columns in the data grid to analyze it deeply. Please follow the
steps below to add columns to data view.

1. Inthe top navigation bar, click on Data View and click on Noise Events.

2. Click on the Add Column action button present at right side of Live button.

3. A pop-up will open which enables user to select from list of available columns to add it in the grid as

shown in figure. Then, click on save button to add selected columns in view.

Add Columns X

Add More Columns

Sub Entity ID v
Original Columns

T Severity X U ID X T Entiy X O Title X O Manager X U Primary Application Name X T Tool ID X

~ ~

C Secondary Application Name X O Agent X EventTime X { Mapped Entity ID X O Parameter Category X

Z Parameter X O location X O Environment X

Designation X

Newly Added Columns

£ Sub Entity ID %

Figure 74 - Add Column
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3.2.6.2 Save Noise Events

The steps provide information on how to save Noise Events data.
1. Inthe top navigation bar, click on Data View and click on Noise Events.

2. User can click the save button.

Home > Noise Events

Select View NoiseEvents v @8 -=[EGr -

(T)(. Critical (o Ma;n«)w\“ an)(c Wanog)I\o Clﬁl)‘\. I-sdelevvn-'w:e)

Severity Y © Y Rule Name Y Entay Y Pawameter Y Event Created On Y EventTime Y T Y De
- ZEOIANEPBC noseentity 2312 rule — memory 2024/12/23 121007 2024/12/23 125007 memory consumpion high e
o JAHAQTSAGT maintenace on usecase160.8 _ memory 2024/12/16 20:50:08 2024/12/16 20:5008 memory consumption high me
e P2K92ZSWKI mantenace on usecase160.8 _ memory 2024/12/16 204721 20412116 204721 memory consumption high me
e SQLOLAQSEP  maintenace on usecase160.8 B e 2024/12/16 204655 2004/12/16 204655 memory consumpton high me

“ <« N > W 10 v itemsper page 1-4ofditems

Figure 75 - Save Noise Events

After saving, the event data appears in the grid and a successful message appears on the screen.

4. On clicking the Confirm button, a success message will appear on the screen.

Home > Noise Events

Select View NoseFets v O View sned sy, X @8 -3z ¢
| ) 0 ) {® { ) (
‘\MI (@ c:..u/ (0 Ma;m/\\ 0 Mm)\ ° \'Am-ng/(o (lea)l\c hdﬂem-nxe)
Severity Y 1D Y Rule Name Y Entay Y  Paameter Y Event Created On Y Event Time Y Tie Y De
e ZEQLANSPBC noiseentity 2312 rule _ memory 2024/12/23 121007 2024/12/23 121007 memory consumption high me
Mger JAHAQTSAGT maintenace on usecase 1608 B 2024/12/16 20:50:08 2024/12116 205008 memory consumption high me
e PKSZZSWKI Maintenace 00 usecase 1603 B ey 202401216 204721 20041216 204721 memory consumpion high me
Mger 9QLOACEE maintenace o0 usecase 1608 — memory 2024/12/16 204655 2024/12/16 204655 memory consumption high me
W <« BN > 10 v items per page 1-4ofditems

Figure 76 — Save Noise Events

3.2.6.3 Save As Noise Events

This option will enable users to save currently opened view with columns populated in data grid so that
same view can be shown to any other user in an organization. It is very helpful for admins to configure this
kind of view for other users in an organization by creating a different view other than the current view. For
example, a view to list out noise events with critical severity only. Please follow the steps below to save as
events:
1. Inthe top navigation bar, click on Data View and click on Noise Events.
2. Once the user can click the save as button, a pop-up will open to provide the following information:
¢ View Name: name of view like critical noise events
o Description: description of view like list all critical noise events

e Show to: Either it will be visible to user who is saving it or to other users.
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Save As

View Mame

Show to

My Self

Description

Figure 77 — Save as Events
3. Next, click on the save button to save view and this view will be available on a list for users.

3.2.64 Refresh Noise Events

This option will enable users to refresh data grid to populate latest data over screen.
Please follow the steps below to refresh noise events grid:
1. Inthe top navigation bar, click on Data View and click on Noise Events.

2. Once the user can click the Refresh button, confirmation pop up message will appear.

Home > Noise Events

Select View  Noise Events v

( ® Critical )( = Major )( MInor)( Warning )( & Clear )( ® Indeterminate )

@D [e = = -

IR - T

¥ ltems per page

Severity T ID T FRule Name T Entity T Parameter T  Event Created On Event Time Title

m TFHELXRALIE clickhousequernycheckd test_custom_|1 MEMEny Issue 2024/11/2517:00:30 2028/11/25 17:00:30 memeny issue lssus
_ LHYWHIPXIF severity_query test_lowercases memory issue 2024/11/23 11:35:35 2024/11/23 N:35:35 memory issue issuE
_ JIPVINIZS severity_query nedsetest? memeny issue 2024/11/22 13:46:05 2024/11/22 13:46:05 MEMErY issue (S5
[ Maior QAUYZECIZR severity_query neisetestz memery issue 2024711422 19:43:03 2024711422 19:43:03 mEmGry issue fssie
m 3SGRTEGFSI noise_testing 2 noisetest? memory issue 2024/11/21 191357 2024/11,/21 191357 memory issue issuE
m ROBLOIAGLS noise_testing_2 noisetest? MEMGTY issUe 202411721 131316 202411721 131316 MEMIy issUe 550
= DIORIPTRWY noise_testing_2 noisetest? mMEMGry issUe 2024711721 19:11:28 2024711721 19:11:28 MEMOTY issue 5aus
m COOUCFIW noise_testing_2 noisetest? memory issue 2024/11/21 19:10:00 2024/11,/21 19:30:00 memory issue issuE
m A4ARKTTYXE noise_testing 2 noisetest? memory issue 2024/11,/21 18:53:47 2024/11/21 18:53:47 memory issie issuE
m AMUTGCO1AD maintenace on nolse_testing nedse_testing memeny issue 2024/11/21 134952 2024/11/21 134952 memer, @ 50

S

1-100f 15 items

Figure 78 - Refresh Noise Events

3.2.6.5 Live Noise Events Data

This option will enable users to stop/start live update of data being shown in grid. Please follow the steps
below to enable/disable live noise events.

1. Inthe top navigation bar, click on Data View and click on Noise Events.

2. Users can see the Live Noise Events Data, and this will be updated regularly, and automatically

refresh the grid.
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Home > Noise Events

Select View  Noise Events v E S B R =

Al ‘(0 Critical | ® Ma)or)( Minor]' warnlng)' L3 clear)' . Indeterm:nate)

Severity T ID T Rule Name T Entity T Parameter T EventCreated On T Event Time T Title
m 1FHXUXMLIE clickhousequerycheckd test_custorm |1 MEMC 1ssUe 2024/11/25 17:00:30 2024/11,/2517:00:30 MEMoTY issue I5sie
[ Majar | LHYWHIPX P severity_guery test_ lowercases memory issue 2024/11/23 01:35:35 2024/11,/23 01:35:35 memory issue issue
n JI3PVINAZS severity_query nodsetest? MEMony issue 2024/11/22 18:45:05 2024/11/22 134605 Moy issue |ssis
[ Maiar | QAUYZECIIR severity_query npiserest2 memery issue 2024/11/22 19:43:03 202471122 194303 MEMCTY ISSUE 550
m 356RTEGFSI noise_testing 2 noisetest? memaory issue 2024/11/21 1913:57 2024/11/21 191357 MEeMOry issue issue
E= HOBLOIABLS noise_testing_2 noisetest2 MGy iSsUe 2024/11/21 131216 2024011421 1913176 MEMOTY ISSUE IS5LE
[ criical | D3ICRIFTRWY noise_testing_2 noisetest2 MMy i5sUe 2024711721 191128 20241121 191128 MEMOTY ISSUE 155U
m OOOUCFIW noise_testing_2 noisatest? memory issue 2024/11721 1910009 2024011721 1910009 MEMOTY [S5UE iS5
m A4ARKTTYHE noise_testing_2 noisetest? memory issue 2024/11/21 18:53:47 2024/11/21 135347 memory issie issue
m AMUGCOAD maintenace on noise_testing noise_testing memoery issue 202411721 134352 202401121 134552 memen, )
e
Moo+ BN 2 F H 10 ¥ ltems per page 1-10 of 15 items

Figure 79 - Live Events Data

3. To stop live data update, please click on Live button, it stops updating the live noise event data, a

confirmation message will appear, stating that "Auto - refresh has been disabled.”

3.2.6.6 Apply Filters

This option will enable users to apply filters over the currently opened view to see data of specific values.
For example, to see lists of critical noise events, users can set filters over severity columns of noise events
data. Please follow the steps below to apply filters:

1. Inthe top navigation bar, click on Data View and click on Noise Events.

2. Click on the filter option present at right side of Live button as shown in figure.

Home » MNoise Events

select View  Moise Events - - = 8 R &

oAl '(0 Critical )| ® Ma)or)( Minor)' Warnlng)‘ . Clear)' - Indeterm:nate)

Saverity (v} T FRule Mame T Entity T Parameter T EventCreated On T EventTime T Title
m TFHXLXMLIES clickhousequenscheckd test_oustorm_jt MEMery issue 20241725 17:00:30 2024/11/2517:00:30 MEMEeny issue (55w
n LHYWHIPXIP severity_query test_lowercases memory issue 2024/11/23 1:35:35 2024/11/23 (1:35:35 Memory issue issue
u JIAPVIDIZS severity_query nelsetest2 memery issue 202411722 194505 2024/11/22 13:46:05 memery issue (ssu
[ Majer | QAUYZECI3R severity_query nisetest? memery issue 2024/11/22 19:43:03 2024/11/22 19:43:03 mEmery issue s
m 3S6RTEGFS noise_testing_2 noisetestd memory issue 2024/11/21 191357 2024011421 191357 Mmemory issue issue
m KOELOIAGLS ndse_testing_2 ncisetest2 MEMCTY Issue 2024/11/21 131216 2024/11/21 1313116 MEmCTy ISsue (S5
E3 DICRIFTRWY noise_testing_2 noisetest? MEMOrY iSsie 20z411/2119:11:28 20241121 19:11:28 MEMOTY iS5Ue 5508
m COUOUCFIW noise_testing_2 noisetestd memory issue 2024011721 19:10:00 2024/11/21 19:10:00 Memory issue issue
m A4ARKTTYHE noise_testing_2 noisetestd memory issue 2024011721 18:53:47 202401121 18:53:47 Mmemory issne jssue
m AMUABCOHAD maintenace on nolse_testing neise_testing MEmery issue 202471721 18:49:52 2024/11/21 13:49:52 memer, 0 5
S
Mo 442 = H 0 items per page 1-10 of 15 items

Figure 80 - Filter Operation

3. Afilter screen will come up which enables user to select field and corresponding operator along with

value to filter data.
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Home > Noise Events

Select View NoseBients v @ -:s3r ¢
(o citeal ) ("o Maor )(o Minor ) (o wiaming ) ("o Clar ) (@ Indetermiate )

Severity Y ID Y Rule Name Y  Entty Y Paameter Y Event Created On Y EventTime Y Tite Y De
(Mger Operator ity 2312_rule — memory 2024/12/23 121007 2024/12/23 121007 memory consumption high me
S e v nace onusecase1608 [ ] memory 2024/12/16 20:50:08 2024/12/16 205008 memory consumption high me
B o nace on usecase1608 [ ] memory 20241216 204721 2024/12/16 204721 memory consumption high me
[ nace on usecase160.8 [ ] memory 2024/12/16 204655 2024/12/16 204655 memory consumption high me

w o« 1S per page

Figure 81 - Filter Operation

4. Users can see the result of applied filter.

Home > Noise Events

Select View Noise Events v - S B R

«

| opssies [serty Ut mor ] v
(O Critical) (0 Major )( » Minor) ( ® Waming) (0 Clear) (0 lndetenninate)
Severity Y ID Y  Rule Name Y  Entity Y  Parameter Y  Event Created On Y  EventTime Y Title Y De
Maor ZEOIANSPBC noiseentity_2312_rule ] memory 2024/12/23 12:10:07 2024/12/23 12:10:07 memory consumption high ma
[ Maor JAH4QT5A61 maintenace on usecase160.8 _ memory 2024/12/16 20:50:08 2024/12/16 20:50:08 memory consumption high me
- P2K9ZZSWKI maintenace on usecase160.8 _ memory 2024/12/16 20:47:21 2024/12/16 20:47:21 memory consumption high me
- 9QLO4AQ86P maintenace on usecase160.8 _ memory 2024/12/16 20:46:55 2024/12/16 20:46:55 memory consumption high me
"

< > M 10 v items per page

Figure 82 - Filter Operations (Cont.)

3.2.6.7 Download CSV

This section provides users with downloading CSV data of records based on the filter they apply to the
records of the events screen. User can download the csv files with a maximum of 1000 records.
1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Apply the filters as per the requirement.

Click on the download csv Y action button.

Check the downloads in the system, the CSV files downloaded.
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Home > Noise Events

Seect View Nosefwrts v @D -scrff

@(o Cmul)(l Majw)r(a Mmo«)(o Wamng/(o m)(o lndmmnxe)

Severity Y 0 Y Rule Name Y Entty Y Paameter ¥ Event Created On Y EventTime Y Tl Y De
Mo ZEOUANSPBC noiseentity 2312 rule s memory 2024/12/23 121007 2004/12/23 12:3007 memory consumption high me
Mo JAHAQTSAB1 maintenace on usecase 1608 _ memory 2024/12/16 20:50:08 2024/12/16 20:5008 memory consumption high me
e PKIZZSWKI maintenace on usecase1603 B ey 22412116 204221 2024/12/16 204121 memory consumptonhigh  me
- SQLOLAQEGP maintenace on usecase160.8 — memory 2024/12/16 204655 2024/12/16 204655 memory consumption high me

v <> » 10 v Rems perpage 1-dofd items

Figure 83 - Download CSV Noise Events

3.2.7 Metrices
Metrics includes a grid which contains all metrics data that is coming to the system. It includes the metrics
data which has specific metric value and from which the anomaly metric data, All Metric data will be
displayed under Metric view only. But Anomaly metric data will be displayed under All events, events, alerts
and Anomaly metric view. If any correlation rule exists and it's satisfying the anomaly data, then it will
create Actionable for the anomaly data.
Please follow the steps below to view Metrics data:

1. Inthe top navigation bar, click on Data View and click on Metrics.

2. Metrics data will be displayed for the customer to which the user is part of.

Home > Metrics

Select View Metrics v @G s -

3] Y ToollD Y Entity Y Metric Polled Time Y  Manager Y Agent Y Parameter

0245b853-6bd0-4b72-853-9500a900... — 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summe
0bf4c561-abd7-47da-Sebe-acf3(8077... — 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics CPU in percentage
5697bc92-85¢¢-4541-8b31-dS1bfakbe... I 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics Memory in percentage
890678eb-f30c-487e-8261-073082037... ———— 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics Memory in percentage
€01361d6-d260-4¢Be-9569-7653547d... O —————— 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summs
fd49ecba-4c29-436f-393e-500978802... ———— 2024/11/28 15:52:00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summs
1117762-9d4f-4e9a-817d-8144503¢02... T — 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summé
12b19589-d730-4844-9700-b7f1c11b4... A 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics CPU in percentage
deb2326a-3¢67-4b7¢-95db-¢9291309... A 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics CPU in percentage
©92929b0-826a-4407-298f-974e17aff4. S 2024711728 15:5200 AppDynamics - Metrics AppDynamics - Metrics Volumes in percentage
W« <2 3 4 S L] 10 v items per page

O

Figure 84 - Metrices

3.2.7.1 Add Column

This option will enable users to add more columns in the data grid to analyze it deeply. Please follow the
steps below to add columns to data view.

1. Inthe top navigation bar, click on Data View and click on Metrics.
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Home > Metrics

@ -
o

Select View Metrics v

D Y ToollD Y  Entity Y Metric Polled Time Y  Manager Agent Y
0245b853-6bd0-4b72-8503-9500a900... M ———————————————— 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics
0bf4c561-abd7-47da-8ebe-acf38077... —_— 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics
5697bc92-85¢¢-4541-8b31-d51bfadbe...  ——— 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics
890678eb-f30c-487e-8061-073082037.. ——— 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics
£01361d6-4260-dc8e-9569-7653547d.. — 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics
fd49ecba-4<9-436f-293e-502978802... —_— 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics
1117762-9d4f-4e%a-8174-8144503¢02... I 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics
12bf9589-d730-4844-9700-b7f1c11b4... I 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics
de623263-3¢67-4b7¢-95db-c9291309... —_— 2024/11/28 155200 AppDynamics - Metrics AppOynamics - Metrics
2929a9b0-8260-4407-296f-974e17aff4... [P — 2024/11728 155200 AppDynamics - Metrics AppOynamics - Metrics

« <Nl 2 3 4 S L] 10 v items per page

2. Click on the Add Column action button present at right side of Live button.

3. A pop-up will open which enables user to select from list of available columns to add it in the grid as

shown in figure. Then, click on save button to add selected columns in view.

Add Columns
Add More Columns
Select
Original Columns
C Severity X U ID X T Entity X

C Description X C Country X

Newly Added Columns

2 ToolID X%

3.27.2 Save Metric

~
v

Parameter X

C EventTime X EventCreated On X

The steps provide information on how to save data on metrics.

1. Inthe top navigation bar, click on Data View and click on Metrics.

2. User can click the save button.
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BIM Application Summs
CPU in percentage
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el s SR @D - s[z]r ¢

0 Y TodiD Y Entity Y Metric Polled Time Y Minager Y Agent Y Pormeter
06805197-e19-46c5-b225-8a760de0N... N 0241220125000 SolarVinds Hybrid Cloud Observabil JarWinds Hybrid Cloud Observabilit..  CPU weilizat
0820dcal-3571-49ed-9141-feScbatfds... G 0241220125000 SolartVinds Hybrd Cloud Obsevabilt...  SolarWinds Hybrid Cloud Observabilit..  CPU wtilization
ObbA49k-adba-defb-9783-65500%5s... Sl 041220125000 Hybrid Cloud Observabil Hybrid Cloud Observabilit.,  Memory utiization
Ocke30ee-30c6-4cdc-a471-143680¢21... D 01220125000 SolarWinds Hybrid Cloud Observabilt..  SolarWinds Hybrid Cloud Observabilit..  Memory utiization
Ofc7145-3508-4af3-b336-19136836¢... B 202412720125000 Hybrid Cloud Observabift..  SolsrWinds Hybrid Cloud Observabilit..  CPU wilization
OffS4dee-a362-4163-2225-184155e3¢... D 2024/1220125000 SolarWinds Hybad Cloud Observabilit... ~ SolaWinds Hybrid Cloud Observabilit..  Memory utiization
10200010-c310-43¢5-93%-71/513484.. ] 2024/12720 125000 SolorWinds Hybrid Cloud Observabilt...  SolsrWinds Hybrid Cloud Ob ilit.,  Memory utiization
12a952ed-3683-4156-adaS-cchacd960... T 01220125000 SolariVinds Hybrd Cloud Observabilt... ~ SolarWinds Hybrid Cloud Observabilit.,  Memory utiization
13500209-d248-4304-0d2-30TedafbA... U 0241220125000 SolarWinds Hybrid Cloud Observabiit..  SolarWinds Hybrid Cloud Observabilit..  Memory utiization
15409220-c600-46£0-b880-a53a60¢22.., SN 0241220125000 SolarWinds Hybrid Cloud Observabilt... ~ SolarWinds Hybrid Cloud Observabilit.,  Memory utiization

Figure 85 - Save Metrices

After saving, the event data appears in the grid and a successful popup appears on the screen

On clicking the Confirm button, success will appear on the screen.

Home > Metrics
Select View Metics v IOW--«'M X @ =05
0 Y TolD Y Entiy Y Metic Polled Time Y Mnger Y Agent Y Porometer
06305/97-9019-46¢5-b225-8a76bde0 .. R 02412720 125000 SolariVinds Hybid Cloud Observab loWinds Hybrid Cloud Observabiit..  CPU utiization
0820dca1-3571-49d-914f-feScbadf9s... B 02412/20125090 SolarWinds Hybrd Cloud Observabiit... ~ SolatWinds Hybeid Cloud Obsenabiit..  CPU utiization
Obb4494c-adb-defb-9783-655009b5a.. B 2241220125000 SolarWinds Hybrid Cloud Observabit..  Solo/Winds Hybrid Cloud Observabiit..  Memory utilization
(OcBe30ee-30c6-dedc-a471- 14308027 .. B 0241220125000 ! Hybrd Cloud Observabik I Hybrid Cloud Observablit.  Memory utilzation
Ofc71d45-3508-40f3-b338-15113649%¢. B 0241220125000 SolariVinds Hybrid Cloud Observab oWinds Hybrid Cloud Observebiit.  CPU utiization
OffSddee-a362-4163-2a25- 8411 SSec... B 0241220125000 SolariVinds Hybrid Cloud Obsenvabiit...  Sol Hybrid Cloud Obsenvabiit..  Memory utilzation
10000010-¢910-43¢5-93%-711513d84.. D 024/12/20125000 SolariVinds Hybrid Cloud Observabiit..  SolaWinds Hybrid Cloud Observebiit..  Memory utifization
122952ed-3183-4156-ada$-ccbacS960.. B 02412/20125000 SolarWinds Hybrid Cloud Observabilit  Solarfinds Hybeid Cloud Obsenabiit.  Memory utilzation
13500203-0248-43e4-od2-90TedofbA .. D 024/12/20 125000 SolarVinds Hybrid Cloud Observabiit..  SolarWinds Hybeid Cloud Obsenabiit.  Memory utilzation
15009220-CH00-460-b880-253066c22... R 20200125000 laWinds Hybeid Cloud Observabi ds Hybrid Cloud Obsenvabiit..  Memory utiization
“ <«<HIN2 3 4 5 LI 10 ¥ items per page 1-10 of 372272 items.

(0

e

Figure 86 - Save Metrices Message

3.27.3 Save As Metric

This option will enable users to save currently opened view with columns populated in data grid so that
same view can be shown to any other user in an organization. It is very helpful for admins to configure this
kind of view for other users in an organization by creating a different view other than the current view. For
example, view to list out all events with critical severity only. Please follow the steps below to save as
events:

1. Inthe top navigation bar, click on Data View and click on Metrics.
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Home > Metrics

Seloct View Metrics v - S8 @ &

0 Y ToollD Y Entity Y Metric Polled Time Y Manager Y  Agent Y Parameter
0245b853-6bd0-4b72-8503-9500a9b0... . 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summé
0bf4c561-abd7-47da-Sebe-3cf38077... — 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics CPU in percentage
5697b¢92-85¢¢-4541-8b31-d51bfabbe... — 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics Memory in percentage
890678eb-30c-487e-861-073082037... R — 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics Memory in percentage
201361d6-d260-4¢cBe-9569-7653547d... T —— 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summé
fd49ecba-4ca9-436f-393e-502978802... O — 2024/11/28 15:52:00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summz
117762-9d4f-2e9a-817d-844503¢02... —_— 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics BIM Application Summé
12bf9589-d730-4844-9700-b7f1c11b4... I — 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics CPU in percentage
deb2326a-3¢67-4b7¢-95db-¢9291309... — 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics CPU in percentage
292929b0-826a-4407-298f-974e17aff4...  — 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics Volumes in percentage

Figure 87 - Save as Metrices

2. Once the user can click the save as button, a pop-up will open to provide the following information:
e View Name: name of view like critical events
o Description: description of view like list all critical events

e Show to: Either it will be visible to the user who is saving it or to other users.

Save As X
View Name * Description *

Show to

My Self v

Figure 88 - Save as Metrices (Cont.)

3. Next, click on the save button to save view and this view will be available on a list for users.

3274 Refresh Metric

This option will enable users to refresh data grid to populate latest data over screen.
Please follow the steps below to refresh the metrics grid:
1. Inthe top navigation bar, click on Data View and click on Metrics.

2. Once the user can click the Refresh button, confirmation pop up message will appear.
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Home > Metrics
Select View Metrics v -ER&-

] Y ToollD Y  Entity Y Metric Polled Time Y Manager Y Agent Y  Parameter

0245b853-6bd0-4b72-8553-9500a0b0... ——————— 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summé
0bf4c561-abd7-47da-8ebe-acf38077... — 2024/11/28 15:52:00 AppDynamics - Metrics AppDynamics - Metrics CPU in percentage
5697bc92-85¢¢-4541-8b31-dS1bfadbe... — 2024711728 15:52.00 AppDynamics - Metrics AppDynamics - Metrics Memory in percentage
890678eb-f30c-487e-8061-073082037... — 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics Memory in percentage
01361d6-d260-4¢Be-0569-7653547d... . 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summsz
fd49ecba-4c29-496f-293e-502978802... I 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summa
1117762-9d4f-4e9a-817d-8144503¢02... — 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summe
12bf9589-d730-4844-9700-b7f1c11b4... — 2024/11/28 15:52:00 AppDynamics - Metrics AppDynamics - Metrics CPU in percentage
deb62326a-3¢67-4b7¢-95db-c9291309... —— 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics CPU in percentage
©929a9b0-8260-4407-298f-974e17aff4... —_— 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics Volumes in percentage

x
~
w
s
w
v
v
a

¥ items per page

Figure 89 - Refresh Metrices

3.2.7.5 Live Metrics Data

This option will enable users to stop/start live update of data being shown in grid. Please follow the steps
below to enable/disable live metrics.

1. Inthe top navigation bar, click on Data View and click on Metrics.

2. Users can see the Live Metrics Data, and this will be updated reqularly, and automatically refreshes

the grid.

Home > Metrics

Select View Metrics v -Iclana

0 Y ToollD Y Entey Y Metric Polled Time T Mansger Y Agent Y Paameter
0245b853-6040-4b72-85b3-9500a900. — 200411728 155200 AppDynamics « Metrics AppOynamics - Metrics BTM Application Summs
Obbic561-abdT-47da-Bebe-acf318077. R — 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metricy CPU in percentage
$697bc92-85¢c-4541-8b31-d5 1babbe... _ 2004/11/28 155200 AppDynamics - Metrcs AppDynamics - Metrics Memary in percentage
830678eb-130c-487e-8061-073086037... O 2024/11/28 155200 AppDynamics - Metrics AppDynomics - Metrics Memory in percentage
€0136106-4260-4cke-0569- 76535470 — 20411728 155200 AppDynamics - Metrics AppDynamics - Metrics ETM Application Summa
fd4Secha-4cad-436f-2930-500578602 . -_— 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summs
1177629441 400-617d-8844503002. S ———— 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summd
12619589-d730-4844-9700-b7F1c11b4. S 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics CPU in percentage
de62326a-3¢67-4b7¢-95db-c9291309. —_— 2024/11728 155200 AppDynamics - Metrics AppDynamics - Metrics CPU in percentage
9633900-8260-4407-2961-974217aH4. — 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics Volumes in peecentage
“ <BEN 2 3 4 S * % 10 v tems per page

o

Figure 90 - Live Metrices Data

3. To stop live data update, please click on Live button, it stops updating the live noise event data, a

confirmation message will appear, stating that "Auto - refresh has been disabled.”

3.2.7.6 Apply Filters

This option will enable users to apply filters over the currently opened view to see data of specific values.
For example, to see a list of critical events, users can set filters over severity columns of all metrics ‘data.

Please follow the steps below to apply filters:
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\m

In the top navigation bar, click on Data View and click on Metrics.

1.

Click on the filter option present at each column as shown in figure.

Home > Metrics

Select View |Metics v (o)
[} Y ToollD Y Entity Metric Polled Time Y Manager Y Agent
0245b853-6bd0-4b72-8503-9500a900... —— 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics
0bf4c561-abd7-47da-8ebe-acf3f8077... D ——— 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics
5697bc92-85¢c-4541-8b31-dS1bfabbe... e 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics
890678eb-f30c-487e-8061-072082037... —_— 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics
201361d6-d260-4cBe-9569-7653547d... —— 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics
fc49ecba-4cag-496f-293e-500978802... —_— 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics
1117762-9d4f-4e9a-817d-844503¢02... —_— 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics
12bf9589-d730-4844-9700-b7f1c11b4... ——— 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics
de62326a-3¢67-4b7¢-95db-c9291309... — 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics
2929a9b0-826a-4407-298f-974e17aff4...  ———————————————— 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics
« <IN 2 3 4 S . » 10 v items per page

“
S

8B 3 R £

Parameter

BTM Application Summe

CPU in percentage
Memory in percentage
Memory in percentage
BTM Application Summé
BTM Application Summa
BTM Application Summé
CPU in percentage

CPU in percentage

Volumes in percentage

(®)

Figure 91 - Filter Operations

2. Afilter screen will come up which enables user to select field and corresponding operator along with

value to filter data.

Home > Metrics

Select View Metrics v

0 T

0bfdc561-abd7-47da-Bebe-acf318077...
5697bc92-85¢c-4541-8b31-d51bfabbe...
890678eb-130c-487¢-8e61-07308037...
€01361d6-d260-4cBe-9569-7653547d ..,
fd49echa-dcad-496f-a93e-50a978802...
11117762-9d4f-4e95-817d-8f44503c02...
12bf9585-d730-4844-9700-b711c11b4...
de62326a-3¢67-4b7¢-95db-9291309...
©909a9b0-8260-4407-298f-974e17af4...

Tool ID

)

Entity YT Metric Polled Time

2024/11/28 15:52:00
2024/11/28 15:52:00
2024/11/28 15:52.00
2024/11/28 15:52:00

Y Manager

AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics

- Metrics
- Metrics
* Metrics
- Metrics
“ Metrics
 Metrics
* Metrics
- Metrics
= Metrics
= Metrics

S

v items per page

o
o

B ® R =

Parameter
BTM Application Summs
CPU in percentage
Memory in percentage
Memory in percentage
BTM Application Summé
BTM Application Summe
BIM Application Summé
CPU in percentage

CPU in percentage
Volumes in percentage

Figure 92 - Filter Operations (Cont.)

Users can see the result of applied filter.
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Home > Metrics

Select View  Metics v @D cen6r

Applied filters | Entity UIKE ASUPERCARZ ~ | Ard

[ Y ToollD Y Entity Y Metric Polled Time Y Manager Y  Agent Y  Paameter Y M
0245b853-6bd0-4b72-85b3-95000900... A 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re.. 0
fd49ecbe-4cad-496f-a93e-50a978802. . S 2024/11/26 15:5200 AppDynamics - Metrics AppDynamics - Metrics B8TM Application Summary Average Re... 0
a96755¢4-b7d5-4260-24d1-77609918... S 2024/11/28 15:5100 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re... 0
26500c98-e36a-494b-8292- S 2024/11/28 15:5000 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re... 0
2770d8fe-e38b-4928-8942-84565013... AR 2024/11/28 15:5000 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re.. 0
3d2103da-95be-468f-9241-af 1bc3d3e... A 2024/11/28 15:50.00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re.. 0
23974064-14d6-4b81-94cc-50bcf223f9... S 2024/11/28 15:4900 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re... 0
54c34768-3886-407b-Edbe-4e54baed. . — 2024/11/28 15:48:00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re... 0
Se81fc2e-7ddd-4e26-adbe-48d36dat... A 2024/11/28 15:48:00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re... 0
4{d42080-43de-4700-9173-20ea2bd4... S 2024/11/28 15:48:00 AppDynamics - Metrics AppDynamics - Metrics BIM Application Summary Average Re... 0
« «NIN2 3 4 S » » 10 v items perpage @

Figure 93 - Filter Operations (Cont.)

Download CSV

This section provides users with downloading CSV data of records based on the filter they apply to the

records of the events screen. User can download the csv files with a maximum of 1000 records.

1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Apply the filters as per the requirement.
v

Click on the download csv = action button.

4. Check the downloads in the system, the CSV files downloaded.

Home > Metrics
Select View  Metics v @ s
0 Y Toolld Y Entity Y Metric Polled Time Y Monager Y Agent Y Poometer
06825197-9¢19-46¢5-b225-8a760de01... R 202412720 125000 SolarWinds Hybrid Cloud Obr ; Hybrid Cloud Observebiit..  CPU utilization
0820dca1-3571-49ed-9141-feScbadfds... R 202412720 125000 SolarWinds Hybrid Cloud Ob: ... Hybrid Cloud Observablit.  CPU wtilzation
Obbi45c-adb8 -4ef-9783- 65500950 .. _ 2024/12/20 125000 SolarWinds Hybrid Cloud Obr Hybrid Cloud Ob: Memory utifization
Ocbe30ee-30c6-4cdc-a471-14368bc27 .. DR 2024/12/20125000 SolarWinds Mybrid Cloud Observab Hybrid Cloud Ob Memory utiization
Ofc71d45-3508-20f3-b338-1911368%6¢. D 2241220125000 SolarWWinds Hybrid Cloud Ob . Sl Hybrid Cloud O CPU wtilization
OHfS4dee-a362-4163-2a25-1841155e3¢. R 241220125000 SolartWinds Hybrid Cloud Observabibit.. Hybrid Cloud Observabiit..  Memory utiization
10080010-<910-43¢5-939- 71513434 S 2241220125000 SolarWinds Hybrid Cloud Ob l Hybrid Cloud O Memory utdization
1269526d- 3183 4156-8daS-¢b4I60_ D 2024/12/20 125000 SolartWinds Hybrid Cloud Observabilit..  SolaWinds Hybrid Cloud Observablit . Memory utiization
13b20229-0248-4304-90d2-30Tedafbd . D 2041220125000 SolarWinds Hybrid Cloud O Hybrid Cloud O Memory utiization
15409220-¢600-46£0-b830-a536b222... D 202412720 125000 SolacWWinds Hybrid Cloud Observabilit..  SolacWinds Hybrid Cloud Observabiit..  Memory utiization

110 of 372272 items.

Figure 94 - Download CSV for Metrices Data

Anomaly Metrices

On selecting the anomaly metrics user can see the anomaly metrics data over the select view

dropdown.

On selecting the anomaly metrics from the Select view dropdown, users can see the anomaly metrics

data over the Metrics screen.

IEM User Guide

67



3.3 Customer

The goal of customer onboarding in Event Management AlOps is to facilitate efficient introduction to the
platform, ensuring that customers can quickly and effectively utilize the features of the system for

managing events with the support of Al-driven capabilities.

3.3.1 Edit Customer
HCL IEM allows the user to edit the customer details with this option. When the user clicks on Edit
Customer, the navigation panel will show the options that can be accessed by the user.
Itincludes: -
e Customer Details
¢ Noise Maintenance
1. Click on the edit icon corresponding to the name of the customer whose details are to be updated.

The following screen appears:

Customer > DAST > Customer Details

§° Customer Detalls Customer Details

@ 550 Configuration Customer Cade * Customer Display Name * [}
iemdast DAST

8¢ Role

Customer Logo Description *

@ User IEM Dast Env
Preview:

R . Enable Logs

e HCL IntelliOps

 ntraton Mpping Event Management

@ Integrations Choose File | No file chosen

B Correlation Rules

B Entity

€5 Topology

Figure 95 - Edit Customer

3.3.2 View Customer
To view the details of a customer, click on the view icon corresponding to the name of the customer whose

details are to be viewed. Refer to the following image:

Customers + New Customer

Inprogress Onboarded

Customer Y Description Y  Onboarding Steps Actions

DAST IEM Dast Env view @ ¢ L B g o+ &L

1 L 10 ¥ items per page 1-4of 4 items

Figure 96 - View Customer
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3.3.3 Noise Maintenance
Noise maintenance" refers to the ongoing process of managing and reducing the amount of irrelevant or
non-actionable events, alerts, or data generated by monitoring and detection systems. Noise, in this
context, represents information that does not contribute to meaningful insights or indicate significant
issues. Reducing noise is crucial for optimizing the efficiency of actionable detection, analysis, and

resolution.

¢« "Noise Maintenance Window" refers to a specific timeframe or scheduled period during which fine-
tuning activities are performed to manage and reduce the noise generated by the monitoring and
alerting systems.

e This window allows IT teams to proactively address the issues related to false positives, irrelevant
alerts, or unnecessary noise in the event data.

e This section enables user to define rules for filtering out events data at the beginning of event data
processing. User can perform actions based on their role.

e Admin can see all the previously created noise rules by clicking on customer edit action button >

Noise/Maintenance Window.

Customer > DAST > Noise Maintenance

& Customer Details Noise Maintenance

B 550 Configuration Rule Name Y  Modified By Modified On Actions

8¢ Role maintenace on iauto1_db § 2024/12/16 16:52:04 Z W

Noise Entity iauto1_db 2024/12/16 16:19:35 2 W
®u
sel

= L] 10 ¥ items per page 1-10 of 58 items
A2 Group

€3 Integration Mapping

€ Integrations

B Correlation Rules

B Entity

Figure 97 - Noise Maintenance

A user can perform the following actions:

e Add Noise

e Edit Noise

e Delete Noise

e Apply Filters
Rules can be created from the Entity screen. Please refer to the /EM Configuration Guide > Entity
section. These rules are prefixed with the action i.e.,, whether it is a Noise, or a Maintenance

configuration followed with the Entity name. From the screen the user can create a rule-based entity
id only.

Noise rules can be configured as required, by following the steps given below:
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1. Click on + New button at the top of the grid to create a new rule. The following screen appears:

Custamer » DAST » Noise Malntenance » Create

¥ Customer Detais Molse Maintenance

Rl Mame: *
550 Configuration
Motse Entity aute_db

A Role
Basie Filters *
@u
e Ervity 13 faute-Eeript %
5
5 Group -
Cuistom Filters
) Integration Mapping °
T Integratiors Courntey 15 tndlia 4
[ Comelation Rules +rdd
B De=fine Maintenance
B entity
@ Recurring Daity -
9 Topology Start ate Star Tia i Dt i Time
20-12-2024 B 12:00 ©  2-zaod B onm @

°ly Service Hisrarchy

All times gre I AskaColouea timezone.
B Maisz Maintenance

@} Al Algodithens

Figure 98 - Creating Noise Rule

2. Enter the Rule Name.

3. Inthe base filters field, select the Entity, then select operator then give value. Users can add many
base filters by clicking on +Add button.

4. Users can define maintenance window and Recurring.

Add the required fields then click on the submit action button.

3.3.3.2 Edit Noise

Edit the rules based on requirement, base filters can be added, or maintenance window can be modified

(change the time interval or dates interval etc.)

Customer > DAST > Noise Maintenance > Edit

&7 Customer Details Noise Maintenance

Rule Name *
[ 550 Configuration

Noise Event lauto1-db
A Role Base Filters *
@ User Entity LIKE fauto-iscript x
28 Group + Add
8 Custom filters
& Integration Mapping
Environment s dev x
& Integrations
+ Add
E» Correlation Rules 8 Define Maintenance
B entity Recurring Daily v
3 Topology Start Date Start Time End Date End Time
20-12-2024 a 12:00 @ 21-12-2024 [=] 07:00 @

"ls Service Hierarchy
All times are in Asia/Calcutta timezone.

8% Noise Maintenance

e

£ Al Algorithms

Figure 99 - Updating Noise Rule

Rule names cannot be edited.

3.3.33 Delete Noise
1. Users can delete noise rules using the deleted action button.
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2. Select the rule(s) to be deleted by clicking on the corresponding checkbox.
3. Click on the delete action button (bulk/single selection).

Nose Mamenare
a Rule Name Y Modified By Nodified On Actions

maintenace on isutol_db _ 2024/12/16 16:52:04 e 0w

Noise Entity iauto1_db ] 2024/12/16 16:19:35 Z ®

“ <N 2 3 4 S5 . » »m 10 v items per page 1-100fS8items

Figure 100 - Bulk Delete Noise Rule

4. The following popup will appear on the screen.

Click on Confirm. Noise rules will be deleted.

3.3.34 Apply Filter

1. Click on the Apply filter action button present at the header below the console.
2. The form will appear from where the user can select field and operator from the drop-down list and

provide value. Then click on the apply button.

(] Rule Name Modified By Modified On Actions
(] Noise Entity node2 ] 2024/10/14 15:19:47 2 W
O maintenace on node3 ] 2024/10/14 15:12:56 2 W
0 Noise Entity node4 ] 2024/08/10 05:42:17 2 W
M <« Nl 2 3 4 5 . » ¥ 10 v items per page 1-10 of 64 items

Figure 101 - Noise Maintenance - Apply Filter

3. The form will appear from where the user can select field and operator from the drop-down list and
provide value.

4. Click on the Apply button.

IEM User Guide



Y  Modified By

Operator

Like

Figure 102 - Filter Operation

5. Users can see the result of applied filter

Noise Maintenance

| Applied Filters | rulename LIKE node2 x

0 Rule Name Y  Modified By

Modified On

(E] NoiseEntitynode2 ] 2024/11/27 13:40:42

M <« 1 » 10 v items per page

[ii] Delete

Actions

2 U

+ New Noise Maintenance

v

1-1o0f1items

Figure 103 - Noise Maintenance Apply Filter
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4 Support

To get support for this product, please drop an email to IMM-Product-Supp@hcl.com.
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