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1 Preface

This section provides information about the HCL IntelliOps Event Management (IEM) Configuration Guide and includes

the following topics:

Intended Audience

About This Guide

Related Documents

Conventions

1.1 Intended Audiences

This guide is intended for users for IEM configuration working towards resolution tickets generated by correlating similar

alerts to create correct actionable.

It's good to have basic knowledge of Java, Data ingestion, transformation, and ETL to work with Apache NiFi.

1.2 About this Guide

This guide introduces us to the key concepts of HCL IEM and describes how to use the product. It provides an overview of

configurations and instructions to perform different tasks.

This document includes the following topics:

Introduction
Getting Started
IEM Collector
IMM Interface
IEM Configuration
IEM Interface
Integration

Glossary of Terms

13 Related Documents

The following documents can be referred in addition to this guide for further information on the IEM platform:

Introduction to HCL IEM Guide

14 Conventions

The following typographic conventions are used in this document:

Table 1 — Conventions

Convention

Element

Boldface

Indicates graphical user interface elements associated with an action, or

terms defined in text or the glossary

Underlined blue face

Indicates cross-reference and links

Numbered lists

Indicates steps in a procedure to be followed in a sequence
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https://www.javatpoint.com/etl-testing

Bulleted lists

Indicates a list of items that is not necessarily meant to be followed in a

sequence
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2

2.1

2.2

Introduction

Overview of IEM

HCL IntelliOps Event Management is an Al-powered IT event management platform on the cloud that transforms IT
operations by incorporating AlOps capabilities into the system. Its machine learning-based advanced features, such as
topology correlation, anomaly detection, and noise reduction, not only help reduce Mean Time to Detect (MTTD) and
Mean Time to Recover (MTTR) of incidents but also proactively detect potential issues, prevent outages, and ensure
service continuity for businesses.

This intelligent platform provides integrations with various monitoring tools and custom code within an ecosystem to
ingest a vast volume of heterogeneous data in the form of events, metrics, performance, and configuration information.
Its client-side component — IEM- (IMM) Integration Management Module collects raw events from various monitoring
systems and send it to IEM, it also offers a unique feature of continuous service delivery in the case of connectivity loss
with IEM Cloud, minimizing the impact of outages on IT operations.

IEM also fosters efficient collaboration across teams, ultimately improving system performance and agility. Its integration
with ITSM tools packages industry best practices, significantly reducing duplicate incidents and enhancing the Root Cause

Analysis process by automatically correlating incidents with Change Management.

Key Features

—  Early Anomaly Detection: Utilizes metrics for early identification of true anomalies in the lifecycle. Metric anomaly
system is available to identify anomalous metric point for outlier detection based on metric data being ingested.

— Topology Based Alert Correlation: OOB correlation rules available for Correlation of alerts based on relationships
between entities defined in the system.

— Temporal-Based Alert Correlation: Leverages a robust correlation engine and condition-based correlation for
automatic grouping and mapping of alerts with an efficient Feedback System to avoid irrelevant alert to actionable
grouping.

— OOB NiFi Connector Management via IMM (Integration Management Module) Portal: Topology, Entity and Service
data ingestion via NiFi in real-time.

— Automated Noise Reduction: Filters out irrelevant data to reduce noise and focus on meaningful events. There is
Noise Rule Configuration with maintenance windows support.

— Related Problems and Changes view of Actionable for Effective Diagnosis: Helps in addressing impact assessment
for continuous improvement and prioritize actionable based on their potential impact.

— Real-Time Interactive Visualization: Provides user-friendly dashboards for real-time interaction with Metric View,
Service View, and Topology View. Timeline view is also available for events, alerts, and actionable.

— Quick User’s Collaboration: Enables quick chat and collaboration with the team for efficient communication
thereby reducing MTTR along with automated notifications to operators for assigned actionable.

—  Cost Saving View: Significantly benefits by optimizing resources, improving operational efficiency, and reducing

unnecessary expenditures on actionable resolution and reviving the degraded services.
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3 Getting Started

The Following flow diagram displays the onboarding process of IEM:

A
4 "\ [ DeploytheleM \ [ N )
Collector
components to
HCL Professional gather relevant data Establish
Services Team oz Integration between Customer Related Integrate Scope
creates [EM D l;cA;I)a::he '\i'.F' tor d. IEM and Configuration Tools with

(IntelliOps Event ata M":ir;e"r’l[: an IMM for a Seamless in IEM IEM via IMM

Management)Tenant. v Data Processing
2.IMM Orchestrator

L J o\ forNifi )\ AN 2 W—

Figure 1 — IEM Onboarding Flow
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4 |EM Collector

IEM Collector refers to effectively gathering data from diverse sources, providing a wide range of single click, custom
integrations compliant with the industry standards for connectors and APIs. The events, data and performance connectors
are developed in Apache NiFi. These OOB NiFi connectors can be leveraged for data ingestion very quickly via IMM
(Integration Management Module) Portal.

41 Overview for NiFi
Apache NiFi is an open-source dataflow system based on the concepts of flow-based programming. It supports powerful

and scalable directed graphs of data routing, transformation, and system mediation logic.

4.1.1  NiFi Architecture
Apache NiFi has a processor, flow controller, and web server that executes on the JVM machine. Additionally, it also

includes three repositories, as shown in the figure, which are FlowFile repository, Content and Provenance repository.

8 JVM @ Web Server

£ Flow Controller

Processor 1 Extension N

S FlowFile S Content Provenance
Repository Repository Repository

Figure 2 - Content and Provenance Repository

NiFi executes within a JVM on a host operating system. The primary components of NiFi on the JVM are as follows:

e  Web Server: The purpose of the web server is to host NiFi’'s HTTP-based command and control API.

e  Flow Controller: The flow controller is the brains of the operation. It provides threads for extensions to run
on and manages the schedule of when extensions receive resources to execute.

e Extensions: There are various types of NiFi extensions which are described in other documents. The key
point here is that extensions operate and execute within the JVM.

o FlowFile Repository: The FlowFile Repository is where NiFi keeps track of the state of what it knows about a
given FlowFile that is presently active in the flow. The implementation of the repository is pluggable. The
default approach is a persistent Write-Ahead Log located on a specified disk partition.

e Content Repository: The Content Repository is where the actual content bytes of a given FlowFile live. The
implementation of the repository is pluggable. The default approach is a simple mechanism, which stores
blocks of data in the file system. More than one file system storage location can be specified to get different

physical partitions engaged to reduce contention on any single volume.
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4.2

4.2.1

4.2.2

e Provenance Repository: The Provenance Repository is where all provenance event data is stored. The
repository construct is pluggable with the default implementation being to use one or more physical disk
volumes. Within each location event data is indexed and searchable.

e NiFiis also able to operate within a cluster.

ZooKeeper Server

I @ Web Server

Extension N

2 Flow Controller

Processor 1

4 Cluster Coordinator
48 Primary Node
() ZooKeeper Client

FlowFile
Repository

Content
Repository

Provenance
Repository

Figure 3 - Repositories

Starting with the NiFi 1.0 release, a Zero-Leader Clustering paradigm is employed. Each node in a NiFi cluster performs
the same tasks on the data, but each operates on a different set of data.

Apache ZooKeeper elects a single node as the Cluster Coordinator, and failover is handled automatically by ZooKeeper.
All cluster nodes report heartbeat and status information to the Cluster Coordinator. The Cluster Coordinator is
responsible for disconnecting and connecting nodes.

Additionally, every cluster has one Primary Node, also elected by ZooKeeper. As a DataFlow manager, you can interact
with the NiFi cluster through the user interface (Ul) of any node. Any change you make is replicated to all nodes in the

cluster, allowing for multiple entry points.
Prerequisites

Prerequisites are specific condition that needs to be met before initiating the configuration. Hence, mentioned below are

pre-requisites for NiFi:

System Requirements For NiFi
Apache NiFi can run on something as simple as a laptop, but it can also be clustered across many enterprise-class servers.
Therefore, the amount of hardware and memory needed will depend on the size and nature of the dataflow involved.
The data is stored on disk while NiFi is processing it. So NiFi needs to have sufficient disk space allocated for its various
repositories, particularly the content repository, flowfile repository, and provenance repository. NiFi needs to be

configured according to the following system requirements:

Supported OS for NIFI

Linux (Recommended)
e Unix
e  Windows

e macOS
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Requires Java 8 or Java 11

4.2.3  Supported Web Browsers
e  Microsoft Edge: Current & (Current - 1)
e  Motzilla FireFox: Current & (Current - 1)
e Google Chrome: Current & (Current - 1)

e Safari: Current & (Current - 1)

4.2.4 Hardware Sizing Recommendation

NiFi is designed to take advantage of:

all the cores on a machine

all the network capacity

all the disk speed

— many gigabytes of RAM (although usually not all) on a system
Hence, it is important that NiFi should be running on dedicated nodes. Following are the recommended server and sizing
specifications for NiFi:

—  Minimum of 3 nodes

— 8+ cores per node (more is better)

— Atleast8GB

— 6+ disks per node (SSD or spinning)

Required Sustained Throughput Minimum Hardware Requirement

e 1or2nodes

e 8 or more cores per node

50 MB and thousands of events per second e 6 or more disks per node (SSD or spinning)
e 2 GB memory per node

e 1 GBbonded NICs

e 3or4nodes

e 16 or more cores per node

100 MB and tens of thousands of events per e 6 or more disks per node (SSD or spinning)
second e 2 GB of memory per node

e 1GBbonded NICs

e 5to7nodes

e 24 or more cores per node (effective CPUs)
200 MB and hundreds of thousands of events per e 12 or more disks per node (SSD or spinning)
second e 4GB of memory per node

e 10 GB bonded NICs
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Required Sustained Throughput Minimum Hardware Requirement

e 7-10nodes

e 24 or more cores per node (effective CPUs)
400 to 500 MB/sec and hundreds of thousands of e 12 or more disks per node (SSD or spinning)
events per second e 6 GB of memory per node

e Bbonded NICs

4.2.5 Port Requirement for NiFi
The following ports are required for internal communication:
e NiFi remote socket port = 10443
e NiFi web https port = 9443
e NiFi cluster port = 11443
e NiFi cluster load balance port = 6342
e NiFi zookeeper connect port=2181, 2888, 3888
43 Overview of IMM
Integration Management Module (IMM) is a component of IntelliOps Event Management which is used for 3rd party tools
integration and ingesting events, metric, performance, and configuration data into IntelliOps Event Management for
performing event management functions.
Using IMM, we can reduce the implementation timeline significantly, allowing you to quickly get the NiFi connectors
onboarded and take control of the event management ecosystem.
4.4 Prerequisite for IMM
Prerequisites are specific condition that needs to be met before initiating the configuration. Hence, mentioned below are

pre-requisites for IMM:

4.4.1 Supported OS for IMM

e Linux RHEL 8.x

4.4.2 Supported Web Browsers
e  Microsoft Edge: Current or previous version
e Mozilla FireFox: Current or previous version
e  Google Chrome: Current or previous version

e Safari: Current or previous version

4.4.3 Hardware Sizing Recommendation
e 2 Web servers & 2 DB servers are required with below configuration:
o WebServer: 2CPU, 4GB
o DBServer: 4CPU, 8GB

4.4.4 Port Requirement for IMM
e |IMM KRS Service -4000

e |MM API Service - 4100
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e |[MM Web Portal - 4200
e |MM Orchestrator Service - 4300
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5 IMM Interface
Integration Management Module (IMM) is a component of IntelliOps Event Management which is used for 3rd party tools
integration and ingesting events, metric, performance, and configuration data into IntelliOps Event Management for

performing event management functions.

For detailed information on how to work with IMM Interface, please refer to the HCL IMM User Guide.
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6 IEM Configuration

The section provides detailed process of Customer Onboarding and configuration.
6.1 Customer Creation

Customer Creation" refers to the process of establishing a new customer profile or record within the event management
system.
By Default, with the setup one environment customer is created named “Default”. Default customer cannot be deleted;
it cannot be renamed though. This section enables us to create multiple customers to cater to a multi-tenant
environment.
Following are the actions a logged in user can perform based on the role.
Please refer to Manage Roles section to understand more about role-based access control.
e Onboarded Customer
e In-progress Customer
Onboarded Customer:
Onboarded View displays the customers that have gone through onboarding process and certain actions can be
performed that are displayed under Actions. The goal of customer onboarding in Event Management AlOps is to facilitate
efficient introduction to the platform, ensuring that customers can quickly and effectively utilize the features of the
system for managing events with the support of Al-driven capabilities.
1. In the top navigation bar, click Customer. Customer Grid will be displayed. This displays a list of all customers
configured in the environment. When users are coming here for the first time, only the default customer will be

listed with Edit option next to it.

Customers + New Customer

Inprogress Onboarded

Customer Y Description Y  Onboarding Steps Actions

Dev test iemdev view @ 2 L B m L X

IEM QA IEM QA Desc view @ 2 L B g L L
oo« L 10 ¥ items per page 1-2of 2items

Figure 4 - Customer Page

e Add New Customer

e Onboarding Steps View
e Enable/Disable State

e  Edit Customer

e Delete Customer

e Download Published API
e Download Installer

e Download License

e Renew License
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6.1.1 Add New Customer
Customer Addition" refers to the process of integrating and introducing a new customer into our event management
system. This encompasses the activities and procedures aimed at getting a customer started, providing necessary
information, and ensuring a smooth transition into using the Event Management platform. The addition process in this
context may involve both manual and automated tasks.

1. User can create a new customer by clicking on the New Customer button.

Customers + New Customer

Inprogress ~ Onboarded

Customer T Description T Onboarding Steps Actions

Dev test iemday vigw @ 2 L+ B g o %

IEM Q4 IEM QA Desc wiew @ <z L B g & L
LI 10 = items per page 1-2of 2items

Figure 5 - Navigation for Create New Customer

2. Clicking on add customer a popup is displayed with an input option.

Customer > Customer Details

& Customer Details Customer Details

B 50 Configuration Customer Code* Customer Display Name*
A¢ Role
Description * License Expiry Date*
® user Please Enter Description dd-mm-yyyy [m]
8 G Maximum Entity Count® Customer Logo
A2 Group
0 Choose File ‘ No file chosen

€3 Integration Mapping

€3 Integrations

) Correlation Rules

Entity

Figure 6 - Customer Creation
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‘Customer > Customer Details

& Customer Details Customer Details
£ S50 Configuration Customer Code* Customer Display Name*

Dast Dast
2¢ Role

Description * License Expiry Date*

@ user Dast_desc 31-01-2025 ]
8 G Maximum Entity Count* Customer Logo
A2 Group

500 Choose File | download.svg

€2 Integration Mapping

@ Integrations

% Correlation Rules

Entity

Figure 7 - Customer Details

3. Specify the name, description, license expiry date and maximum entity count and the customer logo with .svg file

format with max of 200kb image and click Submit.

Customers + New Customer

l @ Customer creation process Initiated %
Inprogress COnboarded

| 0% >

Initiated create action an 2024-02-05 at 10.52:24

Figure 8 - Customer Creation Process

4. On successful creation, the customer will be listed in the main grid.
5. Click on View Progress button that will show about process flow with completion status of customer based on the

configurations done.

6. The process flow with completion status will be shown like the image below for a particular customer in progress.

4 Go to Current Step
@ Folder Creation
Successful

10:52:26

@ Database Setup

Successful

10:52:41

@ Database Validation

Successful

10:52:42

Figure 9 - Customer Creation Onboarding Steps
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@ Setup Of Credentials

Successful

105243

@ Nifi Service Account Creation

Successful

10:52:47

Topic Setup
In progress

105247

Not started yet

Figure 10 - Customer Creation Onboarding Steps (Cont.)
7. All the processes that are completed will be marked as complete status in green.

8. Hence the division of in-progress and onboarded shows the process flow completion for a particular customer. If

the customer onboard processes are complete, then the customer will be put in the on-boarded grid like shown

below.

Customers + New Customer

Inprogress Onboarded

Customer T Description Y  Onboarding Steps Actions
Dev test iemdev view @ 2 L B w k %
IEM QA IEM QA Desc view @ 2 L& B o & %
D < 1 > 10 v items per page 1-2 of 2items

Figure 11 - Customer Page

6.1.2  Onboarding Steps View

If the customer onboard processes are completed, then the customer will be put in the Onboarded grid like shown below.

1. Click on the Onboarding Steps view button.
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Customers + New Customer

Inprogress ~ Onboarded

Customer Y Description Y  Onboarding Steps Actions
Dev test iemdev view @ 2 L B w ok % |
IEM QA IEM QA Desc view @ 2 LY B w & X

CEEE N L 10 v items per page 1-2of 2items

Figure 12 - Onboarding Steps View

2. Onboarded shows the process flow completion for a particular customer.

IEM QA X

J, Go to Current Ste
@ Folder Creation
Successful

12:19:57

@ Database Setup

Successful

12:20:08

@ Database Validation

Successful

12:20:08

@ Setup Of Credentials

Successful

12:20:13

Figure 13 - Customer Creation Onboarding Steps

@ Setup Of Credentials

Successful

12:20:13

@ Topic Setup

Successful

12:21:42

Figure 14 - Customer Creation Onboarding Steps (Cont.)
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@ Scheduler Setup

Successful

10:53:41

Figure 15 - Customer Creation Onboarding Steps (Cont.)

6.1.3  Enable/Disable State

To enable or disable a customer in an environment, there is provision of toggle switches to easily perform the required
actions.

1. Click on the Enable/Disable toggle button next to the customer which needs to be Enabled/Disabled
2. Click on Enable/Disable icon, on success a confirmation pop-up message will be displayed.

Customers

+ Mew Customer
Inprogress Onboarded

Customer T Description T onboarding Steps Actions

Dew test jemaey view @Q L B OB ok X
IEM O3 IEM A Desc view @ e & B om s &
Wooa 1 » W 10

¥ jtems per page

1-2Zof Zitems

Figure 16 — Enable/Disable Customer

6.1.4 Edit Customer

1. Click on the edit icon next to the customer whose details are to be modified.

Customers

+ Mew Customer
Inprogress Onboarded

Custormer T Desoription T onboarding Steps Actions

e test jemdey view '} - R )
IEM O IEM G Diesc iEw ® 2 £ B o@m o &
" a4 1 ®

H 0 * itams per page

1-2of 2items

Figure 17 - Edit Customer

2. The form will appear with the saved details as shown.
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Customer > IEM QA > Customer Details

§F Customer Details

[2) $SO Configuration
A< Role

® user

X Group

€ Integration Mapping
€ Integrations

B> Correlation Rules

Entity

Customer Details

Customer Code * Customer Display Name *
iemqgal IEM QA
Customer Logo Description *
IEM QA Desc
Preview:

HCL IntelliOps
Event Management

Choose File | No file chosen

3. Click Update to update the description and customer logo and after successful update it will navigate to Onboarded

customer page.

Customer > IEM QA > Customer Details

§F Customer Details

[2) SSO Configuration
A< Role

@® user

83 Group

€2 Integration Mapping
€3 Integrations

B> Correlation Rules

Entity

6.1.5 Delete Customer

Figure 18 - Customer Edit Screen

Customer Details

Customer Code * Customer Display Name *
iemqgal IEM QA
Customer Logo Description *
IEM QA Desc
Preview:

HCL IntelliOps
Event Management

Choose File ‘ No file chosen

Figure 19 — Customer Details

1. Click on the delete icon next to the customer which is to be deleted.
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Customers

+ Mew Customer
Inprogress Onboarded

Customer T Description T Onboarding Steps Actions
D test iemadey

- © ¢ < oafs]e e
IERA A IER QA Desc

viEw @ 2 £ B on i &
H 4 1 F H 10 ¥ itemsz per page

1- 2of 2 items

Figure 20 - Delete Customer

2. A confirmation box will be prompted.

Delete Customer Status

Are you sure you want to delete the customer? It cannot be
undone.

Figure 21 - Confirmation pop-up

Clicking Delete, deletes the customer permanently.

6.1.6 Download Published API

This action enables customer administrator/Superadmin to download Publish API for NiFi.

Customers

& Mew Customer
Inprogress Onboarded

Custamer T Description T Onboarding Steps Actions

e test letmdey wiew @ ¢ L B W £
IERA C3A IER A Desc view @ ¢ L B on & &
o4 1 > N 10

¥ items per page

1-2of 2items

Figure 22 - Download Publish API

6.1.7 Download Installer

This action enables customer administrator/Super admin to download Installer for Integration Management Module
(IMM)
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Customers

& New Customer
Inprogress Onboarded

Customer

T Description T onboarding Steps Actions
Dey test lemley iew - f L B @ &
IERA QA IEM 04 Desc view @ ¢ & B an i &
o4 1 M 10

¥ items per page

1-2of 2items

Figure 23 - Download Installer

6.1.8 Download License
This action enables customer administrator/Super admin to download IEM License
Customers

& MNew Customer
Inprogress Onboarded

Custamer T Description T Onboarding Steps Actions
Dew fest femidey wview & ¢ R- mox &
IEM O IEM Cps Dimsc yiEw ® 2 & B o o2 &
LI R | B M 10 =

iterns per page

1-2of 2items

Figure 24 - Download License

6.1.9 Renew License
This action enables customer administrator/Super admin to Renew IEM License
Customers

+ New Customer
Inprogress Onboarded

Customer T Description T Onboarding Steps Actions
D best lemdey i - & % E )
IE Qs IEM QA Desc view @ ¢ 2 B om o &
W o4 1 r H 10 ¥ items per page 1-2of 2items

Figure 25 - Renew License

In-Progress:

The In-progress customer list contains the customers whose configuration processes are in line of completion.
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Customers + New Customer

Inprogress  Onboarded

AlphaCustomer s
Initiated create action on 2022-12-26 at 07:48:46

Figure 26 - Status of Customer

@ Nifi Service Account Creation

Successful

07:50:54

@ Scheduler Setup

Successful

07:51:03

Figure 27 - Customer Creation Onboarding Steps

AlphaCustomer *

1 Goto Current Step

e Folder Creation

Successhul

074847

e Database Setup
Successiul
075048

e Database Validation
Successtul

075051

@ Creation of setup
Successiul

07551

Figure 28 - Customer Creation Onboarding Steps (Cont.)

6.1.10 Manage Onboarded Customer

The section provides detailed steps on how to Manage the Onboarded customer in IEM.

6.1.10.1 Customer Details

The section provides the details of the customer configured in the environment. The following details are displayed:

i Configuration Guide
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e Name
e Description
e Customer logo

e Code

Customer > IEM QA > Customer Details

¢ Customer Details Customer Details
{1 550 Configuration Customer Code * Customer Display Name *
iemqgat IEM QA
2¢ Role
Customer Logo Description *
® user IEM QA Desc
Preview:
oo HCL IntelliOps
£ ntegration Mzpoing Event M anagement
€3 Integrations Choose File ‘ No file chosen

B> Correlation Rules Update

B Entity

Single Sign-On (SSO) configuration in IEM refers to the setup and integration of a Single Sign-On solution within the
platform. SSO is a mechanism that enables users to access multiple applications or services with a single set of credentials,
eliminating the need to remember separate usernames and passwords for each system. With SSO user can establish a

secure method for authenticating users when they access IEM. Here, it is mainly used for SAML Authentication for a

Figure 29 — Customer Details

customer.

1.

2
3.
4

When you click SSO Configuration, the new form will appear.
In that form user need to add the relevant data required in the fields.
Click on update. A confirmation message “Data updated successfully” is prompted to user.

Click on close button. Clicking on Skip takes the user to the Role screen.
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SSO Details

SSO Name * Entity ID * Sign-in URL*

okta http://www.okta.com

Primary Certificate *

MIIDeDCCAoIgAWIBAGIGAZMmhBSFMAOGCSqGSIb3DQEBCWUAMIGQMQswCQYDVQQGEWIVUZETMBEG
ATUECAWKQ2FsaWZvem5pYTEWMBQGATUEBwwNU2FUIEZyYWS5jaXNjbzENMAsGATUECGWET2tOYTEU

Figure 30 - SSO Configuration Page

Role screen has four roles by default and also allows user to create custom roles according to the requirements and if any

new user is created “viewer” role has been assigned by default.

A user can perform an action on the page based on its role. A role is a named collection of privileges determining the
tasks user can perform. Pairing a user or group with a role grants the user or groups certain rights to the system. The
following table outlines the predefined system roles.

Table 2 — Predefined System Roles

Role Description

Customer Admin - All privileges for the administrative features in IEM environment for a
particular customer

- Access to all the configurations over console

- Full operational and management control

Super Admin - All Administrative privileges for all the customers configured in IEM
environment.
- Access to all the configurations over console

- Full operational and management control

Operations User-Viewer - Access to view Data View Page and Home over console but cannot make

any changes

Operations User-Resolver - Access to view all the data over Data View screen and mark the actionable
as resolved over IEM.

- Access Home Metric View

Operations User- - Access to view all the data over Data View screen and perform various

Actionable user actions over actionable.
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Role Description

- Any view can be saved post adding additional columns

- Access Home Metric View

This action enables us to create custom roles in the environment. Adding new roles involves the creation of additional
user roles or profiles that grant specific permissions and access levels to the platform user. There are four default roles
configured with pre-defined set of permissions.

1. Click on “Customer”->” Customer Name”->"Role.”

2. Click on “+ New Role”.

Customar » [EM UAT » Role

{7 Customer Details Role
[E] 550 Configuration [w] Mame T Description Modified T Is Dafault Actions
A Role 0 Customerddmin Customerfdmin 2024/10/29 18:48:38 W @ B £ [
3 A8 7 -
& User a Wlewer Wiawar HO24/0/20 184838 ¥ @ Fr £ [
[0 Resalver Fesolver 024110429 164838 ¥ @ & £ 0
Ay, Growp
O Actionableuser Actionableuser 2024/10/29 15:48:38 Y @ R 4 0
1 Integration Mapping
0 Operator Operator 2024/90y20 18:48:33 W @ & £ 0m
Intagrati
& Integrations O MIAASSRE MTAAS SRE 2024/11/06 165121 N ® & 2 m
[ Correlation Rules 0 Full Administration Full Administration 2024/11/06 16:36:33 N ® & £ 0
Tl Entity oo« 1 M 10 *  iterms per page 1-7af 7 items

43 Topelogy

Figure 31 — New Role

3. After clicking the “+New Role” the following form is displayed.

Customer > IEM UAT > Role > Create

&= Customer Details Role
[& SSO Configuration Action Role * Role Description *
2¢ Role
® User Actions On Actions
Data View View Manage Publish Override Default View Save Any View Save As View Resolver right
82 Group

ces () View Topologies & Summary

Home View Business
5 ) )
& Integration Mapping Entity Merge (| Mark As Noise || Configure Maintenance Window (| Delete (| Edit (] Add (| View Only
&3 Integrations Topology Delete () Add [ View Only
_ ) Service Hierarch Delete (| Edit (| Add [ ] View Only
[ Correlation Rules v
Noise/Maintenance Delete () Edit (| Add | View Only
Entity window
AIML Evaluate and Enable View Only Edit Delete
&2 Topology
Processing Edit | Enable/Disable || View Only [ | Reset

Figure 32 - Role Creation

4. Enter the Role Name. For example, let’s name the role as ‘customadminrole’.
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Customer > I[EM UAT > Role > Create

&= Customer Details

[2) SSO Configuration

8¢ Role

® User

&g Group

#2 Integration Mapping

&3 Integrations

> Correlation Rules

Entity

&3 Topology

g Service Hierarchy

Role

Action Role *

customadminrole

Actions On
Data View

Home

Entity

Topology

Service Hierarchy

Noise/Maintenance
window

AIML

Processing

Configurations

Role Description *

customadminrole

Actions

View Manage Publish Override Default View Save Any View Save As View

iew Bu View Topologies Summary
Merge Mark As Noise Configure Maintenance Window Delete Edit Add
Delete Add View Only
Delete Edit Add View Only
Delete Edit Add View Only

Evaluate and Enable View Only Edit Delete

Edit Enable/Disable View Only Reset

View Only (| Edit

Resolver right

View Only

Figure 33 - Navigation Page for Assigning an Action to a Role

5. List of all the actions that can be taken would be available on the same page.

Actions On

Data View

Home

Entity

Topology

Service Hierarchy

Noise/Maintenance window

Enable

Processing

Configurations

Site Settings

Alerts

Group

S50 Configuration

Health Status

Actions

Wiew

IManage

Publish Override Default View

Wiew Metric View Topologies Wiew Business Services

Save Any View Save As View Resalver right

ark As Noise Wiewr Only Add Edit hMerge Bulk Delete Configure Maintenance Window
Wiew Only Bulk Delete Add
Wiew Only Add Edit Bulk Delete
Wiew Only Add Edit Bulk Delete
Delete View Only Evaluate and Enable
Reset View Only Clone Enable/Disable Delete Bulk Delete Edit
Wiew Only Edit
Wiew Only Edit
Bulk Delete Views Only
Wiew Only Bulk Delete Delete Edit Add
Edit Wiew Configure

Wiew

Figure 34- Assigning Actions for a Role

6. All the actions that’s intended to be enabled for the role on this page can be selected in one go. User can select

Add, Edit, Delete for the actions.

7. Add as many actions as required. For this example, user will just keep the single page role.

8. Once all the actions are selected for the newly created role and the mapping is done, click on the Submit button.

9. On successful creation of the role with action the following pop-up message is prompted.
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Customer » |EM UAT > Role

' @ New Role added successfully. x

" Customer Details Role
21 550 Configuration [w] Mame T Description Muodified On Is Default Actians
B¢ Role =] CustomerAdmin Customerddmin 2024090720 18:48:38 Y @ &% £ n
& User a Wiewer Wiewer 2024/10/29 18:48:38 Y @ F £ [

[ Resolvar Rasolver 2024510429 16:48:33 Y @ 2 £ 0
A9, Growp

O Actionableuser Actionableuser 202410020 18:48:38 Y @ F I
& Integraticn Mapping

[ Cparator Operator 2024770720 18:48:38 ¥ @ & £ n

Integrati

& Integrations [m] eustomadminrele customadminole 2025/01/03 18:45:47 N @ 5% £ n
[ Correlation Rules PREEFI 10w items per page 1 -8 of 8 items

B Entity S

42 Topology

Figure 35 - Alert Message

10. The control will be redirected to the Grid view page and the new role will appear in the grid as shown above.

6.1.10.3.2 Managing Roles
This customization ensures that customer administrators have the necessary permissions to effectively access various
configurations within their specific customer context.
1. This section enables user to Manage roles within the environment.
2. Click the “Customer”—> “Customer Name”—> “Role”.

3. Click on the Role Tab, the following page would be available.

Customer » [EMUAT > Role

" Customer Details Role

B 550 Configuration ] Mame T Deseription Modified On Is Dafault Actians
2 Rola o Custormerddmin CustomerAdmin 2024790720 184830 ¥ @ & £
@ ) Wiewer Wiewar 2024710020 184838 ki @ Fr £ o
ser -4
=} Fasolvar Fasokeer 2024710720 18:48:38 ¥ @ % £
Ap, Group
o Actienableuser Actionableuser 2024/10/29 184838 ¥ @ & £ W

5 Integration Mapping

O Operator Operator 2024/10/29 18:48:39 ¥ @ & 2
Integrati

& Integrations ] custemadminrale cuctamadminsale 2025/01/03 18:45:47 M & & F of

[ Correlation Rules W o« 1 s ow 10w items per page 1- 8 of 8 items

T Entity 7] Delete

42 Tapalogy

Figure 36 - Role Page

4. When user accesses the IEM console for the first time, only the default roles would be visible to the user.

The Default Roles cannot be edited.

5. By default, IEM has the following default roles enabled:

—  Customer Admin — A role with full access to the environment. (User can Add\Delete\Edit)
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— View user, Actionable User and Resolver are Operational user roles. These roles are accessed only on the Data View
and Home page.
e View user — Has view only access.
e Actionable user — They can take actions on the actionable created in the environment but will not be able to
mark them as resolved.
o Resolver — They have full access on the actionable, they can work upon actionable and even mark them as

resolved.

Roles control the action that users perform on the page. The data visible to user is controlled by the
customer and the group assigned to user.

Please Refer Users and Group sections to understand how the data is controlled.

This action enables users to edit the custom roles created in the environment.

Role ) |+ mew Role
Mame T Dreseription Modified On Iz Default Actions
Custormerfdmin CustomerAdmin 202470,/20 18:48:38 ¥ =T S S
Wiewer Wiewar 200400020 18:48:38 Y @ Fr £ I
Resolvar Rasolver 2024590020 18:48:38 Y LT S
Actlonableusar Actionzhleuser 202470020 18:48:38 ¥ @ G £ @
Cperatar Operatar 20241020 18:48:38 ¥ & R‘d i
custemadminrele customadminnale 2005/01,/03 184547 ] @ 2 & m
H i 1 L. 1M *  items per page 1 - 8 of & itams

Figure 37 — Edit Roles

1. Click on the Edit icon next to the role.

2. The form will appear filled up with the saved data.
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Role

Action Role*

customadminrole

Actions On
Data View
Home

Entity
Topology

Service Hierarchy

Noise/Maintenance window

Enable

Processing

Role Description *

customadminrole

Actions

view [ Manage | Publish [ Qverride Default View [ | Save Any View @ Save As View @ Resolver right

Wiew Topologies Wiew Business Services @ View Metric

Mark As Noise @ Configure Maintenance Window | Bulk Delete | Merge || Edit || add || view Only
Bulk Delete Add Wiew Only
Bulk Delete Edit Add Wiew Only
Bulk Delete Edit Add Wiew Only

Evaluate and Enable Wiew Only Edit Delete

Reset Wiew Only Enable/Disable Bulk Delete Edit

Figure 38 - Edit a Role Description

3. User can rename the role, add/remove more pages or add/remove actions that are mapped.

Actions On

Data View

Home

Entity

Topology

Service Hierarchy

Moise/Maintenance
window

Enable

Processing

Configurations

Site Settings

Alerts

Group

Actions

View Manage Publish Owerride Default View Save Any View Save As View Resclver right

View Metric Yiew Topologies View Business Services

Mark As Noise Yiew Only Add Edit Merge Bulk Delete Configure Maintenance Window

View Only Bulk Delete Add
View Only Add Edit Bulk Delete
View Only Add Edit Bulk Delete

Delete Edit View Only Evaluate and Enable

Reset View Cnly Clone Enable/Disable Delete Bulk Delete Edit
View Only Edit

View Only Edit

Bulk Delste View Only

View Only Bulk Delete Delete Edit Add

Figure 39 - Selecting Actions for a Role

4. And add a new User with full actions enabled. With all modifications the page looks like the below image.
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Correlation Rules Edit Rule Delete View Only Add New

Users in Role

User Name User Email User Type Actions

No records available

M 4 r M 10 ¥ items per page 0 -0 of 0 items

Figure 40- Selecting Actions for a Role

5. Post the changes are made, Click on the Update button.

6. On successful update the following message is displayed, post that the user will be redirected back to the grid view

page.

Customer » [EM UAT » Role

| @ Role updated successfully. E

7 Customer Details Role
(] 550 Configuration ] MName T Deseription Modified On Iz Dafault Actions
8¢ Role [w] Customerfdmin Customerddmin 2024,/10,29 18:48:38 v @ & F
& User a Wiewer Wiewear 2024/10/29 18:48:38 ks @ & £ O n

O Resolvar Resalver 2024/10,20 18:48:38 Al @ & £ 0
Ap, Group

m) Actionabyleuser Actionableuser 2024/10/29 18:48:38 ¥ @ B £ o
& Integration Mapping

o Cperatar Operator 2024/10,20 18:48:33 ¥ @ & £ M

Integrati

& Integrations O customadmineole customadminsale 2025/01/03 16:45:47 N @ & £ m
[ Correlation Rules w « N - « 10 v items per page 1 -8 of & items

T Entity M

#2 Topology

Figure 41 - Alert Message

6.1.10.3.2.2 Delete Role

This action enables us to delete the custom roles created in the environment.
1. For admin pages, select the roles that are to be deleted.

2. Click on the delete icon corresponding to the role that s to be deleted.

Configuration Guide 53



3. For Bulk delete, select the multiple roles, and click on the “Delete” icon at the bottom.

Role

] MName

o Customerddmin
0 Viewar

O Rescher

[w] Actionableuser

O Operator
[m] customadminrale
W i 1 3

Description Maodified On 15 Default
Customeradmin 20241029 18:45:38 ¥

Viewer 202410029 18:48:38 ¥
Resalvar 202410029 184538 ¥
Acticnableuser 2024410029 15:458,28 it
Ciperatar 20241029 18:48:38 h:
customadminroke 20250103 1%07:26 M

termns per page

Actions

8
* ¥ ® oy ¥ ¥

R
=

[
Et

[
=

;)

+ M Riale

1 -8 of 8 items

Figure 42 - Delete Role

4. User will be prompted for confirmation pop-up as shown.

Delete Role X

Are you sure you want to delete the role? It cannot be undone.

Cancel Confirm

Figure 43 - Confirmation pop-up

5. Click Confirm. On successful deletion a confirmation message will be prompted
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6.1.10.3.2.3 View Role
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Customer » [EMUAT > Role

&7 Customar Details

[2] 550 Configuration

¢ Rola

& User

A, Growp

3 Integration Mapping

@ Intagrations

[ Correlstion Rules

TR Entity

48 Topology

Role

Mame

CustormerAdmin

Viewer

Resolver

Actionableuser

Cperatar

custemadminrele

10

l @ Role deleted successtully,

Description
Customerddmin
Viewar

Resalver
Actionableuser
Qperator

customadmineale

Iterns per page

Madified On

202490025 18:48:33

2024/10/20 1848:38

202490025 18:48:33

2024/10/20 1848:38

2024/10/28 15:48:38

2025/01/03 18:45:47

ks Default

v

v

Actions

[ T I T Y

[

+ Mew Rale

1-80ofd items

Figure 44 - Alert Message

6. The role will be no longer visible in the grid.

Customer > |[EM UAT > Role

§= Customer Details

[2] SSO Configuration

8¢ Role

® User

A2 Group

£ Integration Mapping

£ Integrations

[ Correlation Rules

Entity

Role

Name

CustomerAdmin

Viewer

Resclver

Actionableuser

Operator

Description

CustomerAdmin

Viewer

Resolver

Actionableuser

Operator

items per page

Modified On

2024/10/29 18:48:38
2024/10/29 18:48:38
2024/10/29 18:48:38
2024/10/29 18:48:38

2024/10/29 18:48:38

Is Default

Y

Y

@

@

Actions

R

>

+ New Role

1-8of 8 items

Figure 45 — Updated Grid

This action enables the users to view the custom roles created in the environment.

1. The Action tab contains a view option, click on the view icon to view the roles that are created.
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Customer + [EMUAT 3 Role

F Customar Details Role
] 550 Configuration [m} Mame T Description Muodified On Is Default Actions
24 Role =] CustomerAdmin Customerddmin TREA02D 184838 ¥ ® & £ [
& User a Wiewir Wiewar 202477029 rs‘saa-js Y @ A £ O’
0 Resalver Resolver 2024/90/20 18:48:33 ¥ @ & & W
A, Group
[m] Actionableuser Actionableuser 2024/10/29 18:48:38 Y @ f £ W
& Integration Mapping
(] Operatar Oparator 2024/70/20 18:48:38 Y 2 2 m
Intagrati
@ Integrations O customadminrole custamadminssle 2005/01/03 190726 N E PR

[ Correlation Rules

T Entity

2. Click on View for the “customadmin” role and the actions for the role will be displayed.

3. User cannot edit the role details via View option. Only the actions that are selected for the role will be displayed.

Role

Action Role*

customadminrole

T tems per page

Figure 46 - View Role

Role Description *

customadminrole

Actions On Actions

Data View Save As View Resolver right

Home View Metric @ View Topologies @ view Business Services
Entity Mark As Noise View Only

Correlation Rules

Users in Role

User Name

6.1.10.3.2.4 Assign User

This action enables user to assign users to the roles created in the environment.

Edit Rule View Only

User Email User Type

Figure 47 - Viewed Role

1. The Action tab contains Assign User option, click on the Assign User icon to assign the roles to a particular user in

the environment.
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Customer » |EM UAT » Rele

{i¥ Customar Detalls Role
() 550 Configuration o Name T  Description Modified Cn 15 Cefault Actions
8¢ Role u} Custemerfdmmin CustomerAdmin 2024010420 18:48:38 b @ 2 £ 0
& User 0 Viewear Viewer 202410729 18:48:38 ¥ @ f £ W\
[m] Rescelver Resalver 202410720 184838 ¥ @ 2 £ 0
A, Growp
O Actionablauser Acticnableusar 2024/10/29 18:48:36 ¥ @ R £ |
& Integration Mapping
a Operators Operator 2024,10/20 184838 b w F N
Integrations
(& Integration 0 customadminrole customadminmole 2025/01/03 1%:07:26 it @ & 2 @
[ Correlation Rules PRI 0+ items per page 1- 8o items
T Entity i Deets

Figure 48 - Assign User

2. After clicking on the Assign User option, a pop up will be opened which will ask for User Email ID input.

Users can only be assigned by adding the User Email ID.

Assign User X

User Email ID *

Close Save

Figure 49 - Assign user Email ID

3. After adding the required User Email ID, click on the Save Button.

Assign User X

User Email ID *

Close Save

Figure 50 - User Email ID

4. On successful assignation, confirmation pop-up is displayed as shown below. User will be assigned successfully to

that role.
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Customer » |EMUAT 3 Role

¥ Customer Details

(8] 55 Configuration

2 Role

13 User

By Grovp

&} Integration Mapping

15} Integrations

[ Corelation Rules

T Entity

48 Topology

Role

Mame
Customerfdmin
Wiewer

Resalvar
Actienableuser
Operator

customadininrole

10

l @ User assigned successfully,

Desoription
CustomerAdmin
Wiewer

Resolver
Actionableuser
Operator

custornadminrale

¥ ltems per page

Muodified On

2024/10/20 18:48:38

2024/90/20 184838

2024/90/20 164833

B024/70/20 18:48:38

2024/90/25 164833

202540103 184547

Is Default

¥

¥

@

@

Actions

P"

-

P'.

A

& I [

%

+ Mew Role

1-8of 8 lkems

Figure 51 - Alert Message

6.1.10.3.2.5 Apply Filters

This action enables the users to apply filters on the roles created in the environment. The steps explain how to Apply
filters for the Role Data:

1. Click on the Apply filter available action button present at the header of the console.

Customer » [EM UAT » Role

{7 Customer Details Role
) 550 Configuration [m} MName E Description tadified On Is Default Actions
2 Role [u] CustomerAdmin Customeridmin 202479020 154833 ¥ @ B F
& User a Viewer Wiewer 2024/10/28 154838 ¥ - |
o Resolvar Rasolver B02410/20 18:48:38 ¥ @ & £ 0
B4 Grouwp
O Actionableusar Actionableussr 2024/10/25 184838 Y @ f & W
15} Integration Mapping
o Operator Operator 2024M0/28 184838 ¥ @ % £ W
Intagrati
& Integrations O custemadminrole customadminsale 2025101703 18:45:47 N @ &% 2 m
[ Correlation Rules W o4 1l s w 10 v items per page 1-8of8 items

T Entity [ Delete |

48 Topelo

Figure 52 - Apply Filter Operation

2. The form will be appearing. From there user can select Field and Operator from drop down list and provide Value

(The name of the Role). Then click on the Apply button.
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Customer > IEM UAT > Role

¥ Customer Details Role + New Role

£ SSO Configuration O Name Y Description Modified On Is Default Actions
8¢ Role o CustomerAdmin Operator 2024/10/29 18:48:38 Y ® L& 2
) Select Operator v
(w] :48: +
® User Viewer 2024/10/29 18:48:38 % ® & £ W
Value
[m] Resolver . 2024/10/29 18:48:38 Y ® & £ W
28 Group viewer
] Actionableuser 2024/10/29 18:48:38 Y ® & & o
Appl =
8 teraton Mapping
0 Operator R 2024/10/29 18:48:38 Y ® & &
& Integrations . .
(m] customadminrole customadminrole 2025/01/03 19:07:26 N ® & £ m

Figure 53 - Apply Filter Operation

3. User can see the result of applied filter.

Customer > IEM UAT > Role

§= Customer Details Role + New Role

[2] SSO Configuration Applied Filters v
% Role @] Name Y  Description Modified On Is Default Actions
) Viewer Viewer 2024/10/29 18:48:38 Y ® B 2 m
@ User
oo« 1 e 10 v items per page 1-10f 1 items
Rg Group

&2 Integration Mapping

Figure 54 - Apply Filter Result

6.1.10.4 Users
“User” refers to an individual or entity within an organization who interacts with the platform to monitor, manage, and
respond to events in the IT environment. Users in IEM have various roles and responsibilities, and their interactions with
the system could include tasks such as configuring rules, analyzing alerts, and taking actions based on the insights
provided by IEM.

6.1.10.4.1 Add New User
This action enables us to add new users to the environment.

1. Gotothe “User” option.

2. Click on “+New User” icon.
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Customer > |EM UAY > User

g
o

" Customer Detals

@ S50 Configuratica

a Name Y  emailip T wodified On Actions
2 Role a Ratwls ] 2024/12/24 144607 ® L 2 B 2on
@ User a iemmaser [ 202411217 1332:16 ® L 2 B & W
PR D‘ Vivek FormType I i 2024711723 155050 ® L 2 B 2on

a abhinayverma 2024/11/23 1033116 ® £ 2 B R B
@ Integration Mapping

Q Akhilesh § 2024/11/28 14:56:31 ® p 2 B X0
& Integrations

aex user 2024/11/27 161746 @® L ¢ B R on

3 Correlation Rules

a rabul.s ! 2024/11/27 14:37:44 ® £ 2 B B

Enti

By O i 202411127 143652 ® P, e B & oa
4 Topology a vivekdehvanay 2024/11/26 142417 ® L 2 B &R
“lg Service Hierarchy a kushalmandal | 2024/11/20 170739 ® L2 B Au
85 Noise Maintenance M <EEN2Z2 3 » 10 v items per page 1-100f 27 items

Figure 55 - Navigation for Add New User

3. The following form is displayed.

Users
Login Type
O Form Type () SAML Auth () API

User Email ID * User Name *

Enter User Email ID Enter User Name +

User Email ID cannot be empty.

Figure 56 - Create a User

4. User needs to select the particular login type and enter a valid User Email ID and the User Name.
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Users
Login Type

O FormType () SAMLAuth () API

User Email ID * User Name *

Submit

Figure 57 - User Email Id

Follow the validation check prompts to ensure that the email id provided is valid.

5. Provide the full name for the user.

User Name *

Figure 58 — Username

6. Click on Submit.

Users
Login Type

O FormType () SAMLAuth () API

User Email ID * User Name *

Figure 59 — Submit Button

7. On successful creation, a confirmation pop-up is displayed as shown in the following figure:
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Customer > IEM UAT > User

l @ Usar successtully created. b3
" Customer Details User
B 550 Configuration a Name T Emallio Y Modified On Actions
B¢ Role a Bob Joha . . 2025/01/03 2008:51 ® L 2 B 2on
® User a Rabul S 2024/12/24 144607 ® £ 2 B KB
[ 12017 13321

22 5000 a emsauser 2024/12/17 133216 ® 5 2 E & ou

o Vivek FormType 202411723 133056 -® £ &2 B A a
@ Integration Mapping

a abhinavwerma 2024/11/25 1013316 @ »r 2 B Ao
& Integrations

a Akhilesh 2024{11/28 14:5621 @ L 2 B X0
% Correlation Rules

a aex user N , 2024/11/27 161746 - s e & m

Entit

B ency rahwls 2024{11/27 14:37:44 @ » 2 B A8
4B Topology O rbulshd 2024711727 143652 ® e BB
g Service Hierarchy a vivekdsivanay 2024111/26 142417 @) £ 2 B & B
$5 Nais= Maintenance W o<1 2 3 = ¥ 10 v items per page 1- 10 of 28 items

Figure 60- Alert Message

6.1.10.4.2 Generate Password
This step enables users to create the password for the user.

1. Click on Generate Password icon next to the user for whom the password is to be generated.

Customer > IEM UAT > User

" Customer Detals User
S50 Configuration O Neme Y Emailio Y Modified On Actions
2¢ Role o 805 Joha i 2025/01/03 2008:51 w 2 B & om
@ User a Rahul 2024/12/24 18:46:07 ® £ 2 B A0
o i i 411217 1332:1
S2.6100p emseuser 2024/12/17 133216 ® L2 B 2 on
a Vivek FormType o 2024/11/291550:50 @ s 2 B &
@ Integration Mapping
(u] abhinavverma ! ] 2024/11/28 102316 @ s ¢ B Ao
& Integrations
o Akhilesh 2024/11/28 14:56:31 @ L 2 B o]
I Correlation Rules .
Q aex user | 2024/11/27 16:17:46 @ s B @
€ntl
B ety a rahuls 2024/11/27 1437:44 @ £ 2 B A0
4B Topology a rahulnc 202411427 1436152 @ s ©
°lg Servie Hierarchy a vivekdeivas 2024/11/26 142417 L 2B o}
nay
8} Naize Maintenance Mo« 1z 3 > W 10 v itemsperpage 1- 10 0f 28 items

Figure 61 - Generate Password for User

2. The following pop up is displayed.
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Password Generated X

Email ID *

Copy the password from here *

L 0

Cancel Save

Figure 62 - Copy Password

3. A system generated random password is displayed. Change it if required else copy it by clicking on the Copy icon
next to the password.
4. Click on Save to update the new password for the user.

5. On successful update the following confirmation is displayed.

Customer > I1EM UAT > User

l @ Password updated successtully. G

" Customer Detals User & New Use
B S50 Configuration O Neme T Emilip T Modified On Actians
2« Role o Bob Joha 2025/01/03 2008:51 @ P e B X
@ User a Rabul & 2024/12/24 14:26:07 @ £ 2 B R on
o P ! :
A2, Group o lemsasser 2024112017 133216 @ S 2 B Xon
o Vivek FormType : 2024/11/29 155050 ® L2 B A A
@ Integration Mapping
Q abhinaverma 2024011/29 102316 ® s e B X p
B Integrations
o Akhiesh 2024/11/28 143631 @ L 2 B &DB
P Conelation Rules
u} aex user 202411127 16:17:46 @ e B & a
Enti
B enty o rahuls 2024/11/27 1437:44 @ L 2 B A8
48 Topslogy O rehlshel 202411727 143652 @, e B &
“lg Service Hierarchy u] vivekdaivanay ' 2024111726 142417 @ L 2 B A0
84 Naise Maintenance Mo« 7 2 3 » M 10 v items per page 1-10of 28 items

Figure 63 - Alert Message

6. Now the password can be shared with the user one to one.
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6.1.10.4.3 Manage Users
This section contains the steps to Manage users.
1. Click on “Customer” > “Customer Name”-> “Users”
2. A navigation menu bar on the left side will be visible. Click on the “User” Tab.

3. Onclicking on the User from the menu the following form is opened:

Customer » |EM UAT » User

{i* Customer Detalls User ‘ & New User
B 550 Canfiguration Mame T Emallio T Modified On Actions
2 Role o Bob Joha 2025/01/03 2008:51 ® P, e B A
® User ] Ratwl § o 2024/12/24 14:46:07 ® » 2 B K0
23 Group a lemsauser 20241217 1332116 @ L ¢ B 2on
u} Vivek FormType . 2024711723 1550:50 @ P 2 B KA
@ Integration Mapping
a abhinavverma 2024/11/29 103316 @ £ 2 B A Q
6 Integrations
(] Akhilesh 2024/11/28 145631 @ L 2 B K oa
% Carrelation Rules
a aex user 2024111727 16:17:46 @® L 2 B AW
B entit
v O rahls i 2024711727 15744 ® 5 ¢ B xoa
48 Topalogy O rabwishd 202411127 143652 ® S 2 8B HE
°lg Service Hierarchy | vivekdsivsnay 2024/11/26 142417 @ L & B & 0
85 Naize Maintenance Mool oz 3 » om 10 v items per page 1-100f 28 items

Figure 64- User Page

4. All the available users created in the environment are listed in the grid view.

When the user screen is accessed for the very first time only the superadmin user will be displayed. Like
with the other pages user can perform action on the page based on the role assigned.

6.1.10.4.3.1 Edit User

This action enables users to edit an existing user in the environment.

1. Click on the edit icon next to the user whose details are to be modified.
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User
Name Y  EmailID
Bab John
o Rahul S
] iemsxuser
(m] Vivek FormType
a abhinavcerma
a Akhilesh
a aex user »
) rahuls
a rahulshcl
a vivekdeivanay f 3

Moo« 3 2 3 » W 10 v itemsperpage

Y  Modified On

2025/01/03 2008:51

2024/12/24 14:46:07

2024712117 1332116

2024/11/29 15:50:50

2024/11/29 1033116

2024/11/28 14:56:31

2024/11/27 1617:46

2024/11/27 1437:44

2024711727 1436:52

2024/11/26 142417

808808880888:

T " BT " BT " OB

8

R 8 R

R R R R R R R
2 R 8 R

R
B ®

2
Re
2
Re
e
R
R
2
B¢

B¢

=

[

-]

1-100f 28 items

Figure 65 - Edit User

2. The form will appear with the saved details as shown.

Users

User Email

User Name *

Figure 66 - Edit Details

3. Except the email id, remaining details can be modified the way it was done while adding a new user.

4. After editing click on the update button.
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6.1.10.4.3.2 Delete User

User

User

0O O 0

0O O a

DY O O e a

Name

Bob John

Rabul S
lemsauser
Vivek FormType
abhkinav.verma
Akhilesh

aex user
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rahulshel

vivekdeivanay

l © User successtully updated.

T

Email ID

items per page

Modified Cn
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20241129 10:33:16

2024/11/28 14:56:31

202471127 161746

2024/11/27 14:37:44

2024711727 14:36:52

2024/11/26 14:24:17
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I
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®

®

2¢

R

e

R

-2
R
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L¢

+ New User

O - - - - A - -

=3

1-100f 28 items

5.

1.
2.

Figure 67 - Alert Message

On successful update a pop-up message is prompted as shown in the above image.

Go to the User Tab.
User can select the one or more users and delete the users. Select all the users to be deleted from the system.

After selecting the users click on Delete button shown below the data table.

Name

Bob John

Rahul S

iemsxuser

Vivek FormType

abhinav.verma

Akhilesh

aex user

rahul.s

rahulshcl

vivekdeivanay

A

10

Email ID

-

items per page

Modified On

2025/01/03 20:26:16

2024/12/24 14:46:07

2024/12/17 13:32:16

2024/11/29 15:50:50

2024/11/29 10:33:16

2024/11/28 14:56:31

2024/11/27 16:17:46

2024/11/27 14:37:44

2024/11/27 14:36:52

2024/11/26 14:24:17

Actions
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E]
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3.

Figure 68 - Delete User

User can also delete the user by clicking on the delete icon shown next to the user.
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User

MName oY Email ID T Medified On ACTONS

Bob John 2025/01/03 2026:16 - L 2 B W
a Rabul S 2024712724 14:46:07 - £ 2 B & oQ
o lemsauser 202471217 1332116 @ £ & B 2 on
[m} Vivek FormType . 2024711723 15:50:50 - £ 2 B g
a abhinavacerma 2024711729 10:23:116 - £ 2 B 2 O
[m] Akhilesh SOCNINITIOm 2024711728 14:56:31 - L 2 B R o@
(m] aex user ~ . 2024711427 16:17:46 - £ 2 B & n
(m] ratwls 2024711727 1437:44 - L & B g on
(=] rahwlshel 2024711727 1436:52 - £ 2 B & n
a vivekdsivanay 2024/11/26 14:24:17 - £ & B A O

- « 1 2 ER ] 10 v items per page 1-100f 23 iters

Figure 69 - Delete User

4. User will be prompted to confirm the deletion. Click on the confirm button.

Delete User X

Are you sure you want to delete the user? It cannot be undone.

Cancel Confirm

Figure 70 - Confirmation pop-up

5. On success a confirmation pop-up message will be displayed.
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Customer > IEM UAT > User

% Customer Detals
@ S50 Configuraticn
B¢ Role

@ User

22 Group

@ Integration Mapping
& Integrations

B Correlation Rules
B entity

4B Topology

°lg Service Hierarchy
5 Noise Maintenance

@ Al Algoriths

Name
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Figure 71 - Alert Message

6.1.10.4.3.3 Assign Group

1. Click on the Group icon next to the user to assign the Group.

Customer > IEM UAT > User

47 Customer Details
8 550 Configuration
R Rale

@ user

Ag Group

@ Integration Mapping
@ Integrations

B Carrelation Rules
B eatity

48 Topalogy

I Service Hierarchy

8§ Neize Maintenance

D O RON O
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[u]

John 8ob
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2024/12/24 14:46:07
202411217 133216
2024/11/23 155050
2024/11/28 102316
2024/11/28 1456:31
2024/11/27 1617:46
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Figure 72 - Assign Group to a user

2. The form will appear with the saved details as shown.
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Group X

Select the Group *

AllDataAccess * W ow

Cancel

Figure 73 - Group Dropdown

3. User can select one or more groups from the dropdown. Click on the Save button.

4. On successful assignation for group the following pop-up message is prompted.

Customer > IEM UAT > User

l © Group assigned sccessully. X
§* Customer Detats User + NewUser
8 S50 Configaraticn O Neme Y emsiliD Y Modifisd On Actions
¢ Role D John 8ob 2025/01/03 20:30:28 ® L2 B 2@
® User u} Rahul 5 2024/12/24 144607 @ s 2 B XA
D R— R 20241217 133216 ® L e B & oau
A3 Group
u] Vivek FoemType . 2024/11729 155050 @ s ¢ B &R
@ Integration Mapping
u] abhinavverma 2024/11/29 10:33:16 @® s ¢ B A 0
& Integrations
D Akhilesh S 2024/11/28 14:56:31 ® L 2 B o
[ Correlation Rules
u] aex user 202411127 161745 @ s 2 B ER B
i
B eatity o s 2024/11727 14:37:44 ® L2 B X
48 Topology u] rshuishel 2024/11/27 1422652 @ s ¢ B KB
“lg Service Hierarchy a vivekdeivanay 2024/11/26 1424:17 @ L2 E A
83 Neise Maintenance « <BEN2 3 » » 10 v items per page 1-10 of 28 items
& Al Algorithms

Figure 74 - Alert Message

6.1.10.4.3.4 Assign Role

1. Click on the User Role icon next to the user to Assign Role.
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Customer > IEM UAY > User

" Customer Detads
@ S50 Configuration
B¢ Role

@ User

A3 Group

@ Integration Mapping
& Integrations

3 Correlation Rules
B entity

4B Topology
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Figure 75 - Assign role

2. The form will appear with the saved details as shown.

User Role

Select User Role *

Viewer

Figure 76 - Role Dropdown

3. Users need to select User Role from the dropdown. Click on the Save button.
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User Role *
Selo:t Usor Rolo *
Wiswer e

Blaase select the mle

Customerfdmin

Btionabdeuser

Cyeralar

Fulll Admninistration
KATAAS SRE

custemadminrole

Figure 77 - Selecting User Role Dropdown to a User

4. On successfully assigning the role, the following pop-up message would be prompted.

Customer > IEM UAT > User

l @ Roke assigned successtully.

§* Customer Detals User + New User
8 S50 Configuraticn a Name Y emailio Modified On Actions
¢ Role (u] John Bob 2025/01/03 2030:38 @® L ¢ B 2w
@ User a Rahul § 2024/12/24 14:46:07 ® £ 2 B A& 0
=] s 471217 133216 3
22 Group i 20241 ® P ¢ B xa
a Vivek FormType 2024/11/23 15:50:50 @® L 2 B X B
@ Integration Mapping
a abhinavverma 2024/11/23 102316 @ £ 2 8B AR
1 Integrations
o Akhilesh o LS 2024/11/28 145631 @ L e B A on
% Correlation Rules
a aex user 2024/11/27 16:17:46 ® P e B 2 a
Enti
B ety a rahwls 2024111727 143744 ® P2 B
4B Topalogy o rahulshcl 2024/11/27 143652 @® ¢ 2 E /O
“lg Service Hierarchy a vivekdsivanay 2024/11/26 162417 @® P2 B A n
$§ Noise Maintenance W < N2 3 » ¥ 10 v items per page 1-100f 23 items

) Al Algorithms

Figure 78 - Alert Message

6.1.10.4.3.5 Enable/Disable User

1. Click on the User Tab.
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Customer > IEM UAT > User

§* Customer Detals User [+ Newuser
8 S50 Configuration (a} Name T Emailio T Modified On Actions
¢ Role a John Bob 2025/01/03 2030:38 ® L 2 B aown
@ User a Rabwl S 2024/12/24 14:46:07 q; £ 2 B A& W
a lemsauser 2024/12/17 133216 A
oo ® P 2 B X on
a Vivek FormType 2024/11/29 15:50:50 ® L 2 B KB
@ Integration Mapping
(] abkinavverma 2024/11/29 102316 ® £ 2 B A 8
& Integratiors
a Akhilesh . 2024/11/28 1456:31 ® L 2 B A on
B Correlation Rules
a aex user 2024/11/27 1617:46 ® L 2 B o0
Entil
B ently a ratwls 2024/11/27 143744 @ L e B & on
4B Topology a rahulshel 2024/11/27 143652 ® £ 2 B R B
“lg Service Hierarchy a vivekdeivanay 2024/11/26 142417 ® L 2 B A&n
83 Naise Maintenance o <« BEN 2 3 > » 10 v items per page 1-100f 28 items
&) Al Algorithms.

Figure 79 - Enable /Disable User

2. Click on the Enable/Disable toggle button next to the user that needs to be Enabled/Disabled.

3.  On success, a confirmation pop-up message will be displayed.

I € User updated successfully.

Figure 80 — Confirmation of User Disabled

@ User updated successfully. b 4

Figure 81 - Confirmation of User Enabled

6.1.10.4.3.6 Apply Filters

This action enables users to apply filters to search users created in the environment. The steps explain how to Apply filters

for the User Data:
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Customer > |EM UAT > User

8" Customer Detals User & New User
B 550 Configuration o Name E Email ID Y Modified On Actions
B¢ Rale (u] 8ab John 2025/01/03 2008551 @® L2 B on
® ser [a] Rahul S 2024/12/24 148607 ® L 2 B &0
—— (u] iemaxuser 2024112117 133216 @ L e B 2on
o Vivek FormTyps 2024/11/29 15:50:50 ® £ 2 B X B
£ Integration Mapping
u] abkinavverma 2024/11/29 103316 ® £ 2 B &R
D Integrations
(s] Akhilesh 2024/11/28 145631 ® L2 B Xoan
B Corelation Rules
a aex user 2024/11/27 16:17:46 ® £ 2 B &R
B Entity
(u] ks 2024/11/27 1437:44 @® L e B Xon
€ Topology o rahulshel 2024/11/27 143652 ® £ 2 B B
it Service Hierarchy a vivekdzivanay 2024/11/26 142417 @® L2 B &0
24 Noise Maintenance W <« BN 2 3 » 2 10 v items per page 1-100f 23 items.

@ A Algorithms

Figure 82 - Apply Filter Operation

1. Click on the Apply Filter action button present at the header of the console.

(m} Name Y  EmailID Y  Modified On Actions
Operator 2025/01/03 20:30:38 @ L2 2 B x m
Like v
O 2024/12/24 14:46:07 @ P 2 B X w
Value
O John 2024/12/17 13:32:16 a® L2 2 B & @
m] 2024/11/29 15:50:50 @ L2 2 B & @
=] 2024/11/29 10:33:16 @ »L 2 B & @
(m] 2024/11/28 14:56:31 a@ 2

Figure 83 - Applying Filter Operations

2. The Users form that appears. Select Field and Operator from drop down list and provide Value. Then click on the
Apply button.

3. User can view the result of the applied filter once user clicks Apply button.

e
Applied Filters | fullname LIKE John = @

] Name Y  EmailID Y  Modified On Actions
(w] John Bob 2025/01/03 20:30:38 @ L 2 B &
M4 1 M 10 v items per page 1-10f1items

[ii] Delete

Figure 84 - Apply Filter Result
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This section enables to Manage groups. Groups are primarily used for controlling data access on the main user view i.e.,

Data View. In addition to the customer check if user need to restrict further the data visible to user based on other fields,

then group menu is used for achieving the same.
1. Click the customer onboard section (Please refer the hyperlink given below), for customer, click on customer action

edit section. Click on the Group page, Group menu item to access this page. As user click on the menu item the

following form is opened.

Customer 3 DAST > Group

¥ Customer Detaile Group [+ n chal Gralp

[ 550 Configuration [ Group Mama T Desciption T Modified On s Dafault Actions
B¢ Rale [ AllDatafooess AllDatabrcess 202400913 19:45:27 ¥ @™ f £ W

Wooa 1 2 . ™ 10 = items per page 11 - 19 of 13 items

&} Integration Mapping

&} Integrations

[F Correlation Rules

T Entity

45 Topology

Figure 85 - Group Page

2. Groups created in the environment will be listed in the grid view.

When users access it for the first time, no group is displayed.

1. Click on the Customer Tab and then the Customer Name (In this case “AlphaCustomer”)
2. Click on the Group Tab.

3. Atthe right side on the top Click on + New Group icon.
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Customer » DAST » Group

¥ Customer Details Group

] 550 Confguration ] Growp Mama T  Description T Modified On Is Default Articns

2 Role O AllDatafocess AllDatahccess 2024/03/13 104527 A @ f£ m

& lser H o4 1 2 ¢ H 10 = items per page 11 - 19 of 13 items:
2, Grous Til] Delets

& Integration Mapping

G Infegrations

[ Carelation Rules

Tl Entity

Figure 86 - Navigation Page for Group

4. A new form will appear.

Group
Group Name * Group Description *
Operations Team Operations Team
Events Alerts Actionable
+ Add Filter + Add Filter + Add Filter

Figure 87 - Create a Group

5. On the above page specify the Group Name.
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Group

Group Name * Group Description *
Operations Team Operations Team
Events Alerts Actionable
+ Add Filter 53 + AddFilter 13 + Add Filter 13

Cancel Submit

Figure 88 — Add Filter

6. Next, user can specify the data filter. Click on the Edit icon next to the Dataset for which the data restriction is to
be enabled.

7. A Data filter is used as a condition to limit the data view into a group for which it was specifically created, the filter
conditions will be shown in the below steps.

8. Click on the Add icon. The following pop-up will be enabled.

Events Filter X

Base Filters

Select v Operator v Value

+ Add

Close Save

Figure 89 - Filter for Group

9. The field dropdown lists all the available fields of the selected dataset.
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Events Filter X

Base Filters

Salact

Agant Location
A Key 1
Business Division
Catagary
Country

Createdy
Event Created On
[hata cantar

Data Source Mare
Dascription
Entity

antity master1l

antity master11111
Entity Category

Figure 90 - Dropdown for fields

10. As the field is selected, the operator dropdown is populated based on the field data type.

Events Filter X

Base Filters

Entity v

Operator

Operator

IS NULL
IN
LIKE
IS NOT NULL

NOT IN

Figure 91- Dropdown for Operator

11. Based on selected Field and Operator, provide the Value in the Value field.
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Events Filter X

Base Filters

Entity v LIKE v iauto1-ui

+ Add

Close R\

Figure 92 - Add Base Filters

12. Inthe above example, the user has added “Entity” like “iauto”, which means the events of the “iauto” console only
will be forwarded to this group, rest events would be dropped off.
13. User can also add more conditions for adding more conditions by clicking on +Add button. Once the “+Add” button

is clicked a new row appears as shown in the above image.

Events Filter X

Base Filters

Entity v LIKE v iauto1-ui X

Select v Operator v Value X

Figure 93 — Add Filters (Cont.)

14. Once all the conditions are specified, click on Save. On success the following pop-up message will be prompted.
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Group

Group Mamse *

Operations Team

Events

entity LIKE {"%indizts)

+ AddFilker T

l @ Base fitters added successfully, b4

Group Description *

Qperations Team

Alerts Actionable

+ Add Filter T + Add Filter 7

m

Figure 94 - Alert Message

15. Close the success message. The condition will start appearing next to the dataset as shown:

Group

Group Name *

Operations Team

Events

entity LIKE ('%India%")

+ Add Filter 5

Group Description *

Operations Team

Alerts Actionable

+ AddFilter T + Add Filter 1

Figure 95 - Add New Group

16. For the other datasets as well, user can use the same method to create the conditions. However, user do have copy

action available, if the same criteria are to be applied across datasets, click on copy icon next to the dataset for

which condition is to be copied as shown in the below image.
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Group

Group Mame * ‘Group Description *
Operations Team Ciperations Team
Events Alerts Actionable

entity LIKE ["%lncia%")

& Add Filler + AddFilter 17 + Add Filker 1

m

Figure 96 - Copy Event Filter

17. On clicking copy, the following popup is displayed, select the filter where the data is to be copied.

Copy X

Copy to

Please select Filter v

Please select Filter

Event Filter

Alert Filter

Actionable Filter

Figure 97 - Copy Expression

18. After specifying the filter, click on the Save button.
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Copy

Copy to

Alert Filter

Figure 98 - Selecting Copy Expression

19. On success the following pop-up message is prompted.

l @ Events data copled sisceessfully. W

Group
Group Mame * Group Deseription
Operations Team Operations Team
Events Alerts
entity LIKE {sindia%’) entity LIKE [#indias)
4 Add Filter 7] + AddFilter 17

m subrmit

Actionable

& Add Filter

|

Figure 99 - Alert message

20. The filter criteria can be copied to the next dataset filter as well.
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Group

Group Name * Group Description *

Operations Team Operations Team
Events Alerts Actionable
entity LIKE (‘%India%") entity LIKE ('%India%")

+ AddFilter 14 + AddFilter + AddFilter

Figure 100 - Alerts Filter
21. Once all the data filters are applied, click on Submit.

22. On successful creation the following message is prompted to user.

l & Group created successfully. 4
Group
[ Growp Mame T Description T  Maodified On Is Dl Artions
[ Cperations Team Op=artions Team 202401015 171700 N @™ R F W
0 AllDatadcoess AllDatabccess 2024/09,13 15:45:27 i & & £ MW
W4 7 2 r M 10 = fterns per page 11 - 20 of 20 items

Figure 101 - Alert Message

23. The control will be redirected to the grid view with the new group listed.

6.1.10.5.2 Edit Group

1. Click on the edit icon next to the group to be edited as shown below:

Configuration Guide 82



O Group Mame T Description T  Modified On Is Deafault Articns
[ Ciperations Team Op=artions Team 202410015 171700 N I I |
] AllTratadocess AllDatadccass 2024/0/13 15:45:27 i & LoF m

Hoo4 17 2 v M 10 = fterns per page 11 - 20 of 20 tems

1] Delate

Figure 102 - Edit Group

2. The form will appear prefilled with the saved data.

Group

Group Name * Group Description *

Operation Team Operations Team

Events Alerts Actionable
entity LIKE (‘%India%') entity LIKE (‘%India%')
¢ 0 Z 0O ¢ 0

Users in Group

Figure 103 - Edit Filter

3. User can edit the name or update the filter criteria’s the way user did while adding new group.
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Group

Group Name * Group Description *
Operation Team_1 Operations Team
Events Alerts Actionable
entity LIKE ("%India%') entity LIKE ("%India%)
2 O Z O 2 O

Users in Group

User Name User Email User Type Actions

No records available

W 4« r M 10 ¥ items per page 0-0of 0 items

Figure 104 - Update Group Name and Filter

4. In the above figure, the Group Name is updated to OperationsTeam_1. There is additional filter updated under
Events filter from iauto to iauto_1.
5. Once all the fields are updated, click on Update.

6. On successful update, the following confirmation pop-up message is displayed.

Customer » DAST » Group

l @ Group updated successiully. ¥
¥ Customer Details Group
B 550 Configuration o Growp Mama T Description T  Maodified On 15 Default Artions
B¢ Rale O Dperations Team_1 Operations Team 025/01/06 13:03:41 M @ F £ Om

Figure 105 - Alert Message

7. Close the success message. The control will be redirected back to the grid view.

6.1.10.5.3 Delete Group

User can delete the group individually or use the bulk delete option. Let’s look at the individual delete option first.

1. Click on the delete icon next to the group that is to be deleted.
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Customer » DAST » Group

7 Customer Detalls Group

[E) 580 Cenfiguration O

Group Mama T Description T Modified On Is Dafault Actions
B¢ Rale O Operations Team Opeartions Team 2024010015 171700 M a B 2
B User o AllDatadcress AlDatakccess 2024/09,/13 19:45:27 A & & & W
%4, Group o4 1 2 r M M = items per page 11 - 20 of 20 items.

) Integration Mapping

& Integrations

Figure 106 — Delete Group

2. Confirmation pop-up appears.

Delete Group X

Are you sure you want to delete the selected Group? It cannot
be undone.

Figure 107 - Confirmation pop-up

3. Click Confirm. A confirmation pop-up is displayed. Refreshes the grid with the group removed.

Customer » DAST » Group

[ @ Group deleted successhilly, x
¥ Customer Details Group
[£) 550 Lenfiguration O Group Nama T Description T Modified On 15 Default Actions
2 Role o Operations Team Opsartions Team 20247015 171700 ] @ £ W
& User D AlDatatccess AlDataderess 202400913 19:45:27 ¥ @ & £ W
Ho o4 1 2 v # 10 = iterns per page 11 - 20 of 20 ltems
A3, Group e

1 Integration Mapping

Figure 108 — Alert Message
Below is the bulk deletion option.
4. Select the groups that are to be deleted. As the groups are selected, the icons in the footer will be enabled.
5. Click on the Delete icon. The steps will be same as in individual delete post that.
6. Confirmation will be requested, Click Confirm. On successful deletion confirmation will be displayed and the grid

will be refreshed with the groups no longer displayed.

6.1.10.5.4 Assign User

This action enables us to assign users to roles created in the environment.
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1. Click on Customer = Customer Name—> Group.

Customer » DAST » Group

0¥ Customer Details Group

) 550 Configuration O Group Mama T Description T Modified On

B¢ Role ] Operations Team Opeartions Team H02AM0M5 171700
& User [ AlCatadccess AllDatadccess 202450913 15:45:27
£ Grous H 4 1 B2y M 10 = iterns per page

B Integeation Mapping

15 Default

W

W

Actions

® & £ 0

4 Mew Group

11 - 20 of 20 items

Figure 109 - Assign Users in a Group

2. The Action tab contains Assign User option, click on the Assign User option to assign the Group to a particular user

in the environment.

3. After clicking on the Assign User option, a pop up will be opened which will ask for User Email ID input.

Users can only be assigned by adding the User Email ID.

Assign User

User Email ID *

Figure 110 - Assign User Pop-up

4. After adding the required User Email ID, click on the Save Button.
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Assign User X

User Email ID *

Figure 111 - Assign User Email ID

5. On successful assignation, a confirmation pop-up is displayed as shown in the following figure. The user will be

assigned successfully to that group.

l @ Group assigned successhully. e
Group
O Growp Mame T  Description T  Modified On Is Drafault Acticns
O Dperations Team Opaartions Team 202410015 1717200 M @™ R £ W
D AllTatadccess AllDatabccess 20240313 104527 ki L -
Hooa 2 v M 10 T ftems per page 11 - 20 of 20 items

Figure 112 - Confirmation Pop-up Message

6.1.10.5.5 View Group
This action enables the users to view Groups created in the environment.

1. The action tab contains a view option, click on the view icon to view the groups that are created.
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Customer » DAST » Group

b7 Customer Detalls

[E) 550 Cenfiguration

B¢ Role

& User

Aa, Group

B Integration Mapping

Group Mama T

Dperations Team

AllDatadccess

+ Mew Group

Description T Maodified On Is Defoult Actions
Opaartions Team H2A015 171700 W o Fom
AllDztadccess 2024/09,/13 10:45:27 ki @ 2 £ 0

10 T itemns per page 11 - 20 of 20 items:

Figure 113 — View Role

2. Click on view for the “customeradmin” role and the actions for the group will be displayed.

3. User cannot edit the group details via View option. Only the actions that are selected for the Group.

Group

Group Name

Operations Team

Events

entity LIKE ("%India%)

2 0

Users in Group

Alerts

[%

Group Description

Operations Team

Actionable

]
[%
]

6.1.10.5.6 Apply Filters

Figure 114 — Viewed Group

The steps provide information on how to Apply filter to the Group Data.

1. Click on Customer—> Customer Name—> Group.
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([ Growp Mams E Description T  Maodified On I5 Drefault Acticns
[ Cperations Team Opsartions Team 202401015 171700 N @ f F W
[ AllCatmdccess AllDatadccess 202400313 19:45:27 b & & ZF 0
W o4 1 2 ¥ M 10 «*  items per page 11 - 20 of X0 items

Figure 115 - Apply Filter Operation

2. Click on the Apply filter action button present at the header of the console.

3. The form will appear where user can select Field and Operator from drop down list and user must provide the

Value.

4. Then click on the Apply button.

Y  Description Y M
Operator )
Lik v

ike )
Value
AllLDataAcess }

Apply

Figure 116 - Apply Filter Operation
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Applied Filters | groupname LIKE AllDataAccess = 4
O Group Name Y  Description Y  Modified On Is Default Actions
O AllDataAccess AllDataAccess 2024/09/13 19:45:27 Y @ & £ m

M 4 1 L] 10 ¥ items per page 1-1of 1items

Figure 117 - Apply Filter Result

5. User can see the result of applied filter.

An Entity in IEM can be referred to any configuration item (Cl) against which the event has been triggered or received in
IEM.

The section enables us to provide details associated with the entity, enabling enriching the events, alerts, and actionable
data within the system based on its mapped entity. This enriched data can be further used while defining correlation rules
or while working on the data view screen. Example, providing details such as location, data center, applications (primary,
secondary etc.) while defining the entities. As these details are added, it becomes available in the correlation rule
configuration page as well as in additional columns in the data view page, which can be then used accordingly by the
respective users.

Likewise, with other screens the users can perform actions based on their assigned roles.

Entity + Mew Entity

Entity I T  additional Detail Source ID T  Actions
nodel ["Courntry": "India") nodel g @

4 : 1 ; d 4 ' . * ™ 10 ¥ items per page 1 - 10 of 73574 items

Figure 118 - Entity Page
1. Click the customer onboard section. For a specific customer, click on Customer - edit section. Click on the Entity
page, where Entity records for the selected customer will be displayed in the grid view once new entities have been
created by the user.
2. Following actions can be performed on the page:
e Add New
e  Edit Existing

e Delete
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e Define Maintenance Schedule
e Merge
e Apply Filters

6.1.10.6.1 Add New Entity

Entity Records can be added using two methods: -

Customer > DAST 5 Entity

7 Customer Details Entity

(8] 520 Configuration O Entity 1D T Additional Datail Source IR T Actions

Figure 119 - Navigation for Create an Entity

1. Create New Entity by clicking on + New Entity Button
2. Bulk Insertion can be done using the upload CSV option.

3. Choose afile based on the template available and upload it. Click on Submit.

Entity

Manually © Upload CSV

Upload CSV *

L Download Template
Choose File | No file chosen

Figure 120 - Bulk Upload Entities

Prior to adding the records, ensure that CSV contains the proper data, as upload will enrich the records
of the selected customer.

Let’s look at each action.

6.1.10.6.1.1 Individual Record Addition

1. Click on +Entity button. This opens the following pop-up.
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Entity

O Manually Upload CSV

Entity Name *

Additional Details

Choose additional options v Enter Value

Cancel Submit

Figure 121 - Add Entity Name

2. Specify the Entity Name which is a mandatory column.
3. Ifrequired, other details can be added using, Choose additional options. As the dropdown is selected the existing

keys created within the environment will be displayed with an option to add a new “custom key” as shown below.

Entity

O Manually Upload C5W
Ertity Mams *

izurtad_ui
Additional Detaila

Choose additional opticns e Enter “aluws

Diata centers
Country
Lactar

harket Unit m Submit

Business Division

Primary Application Mame

SLacondary Application Mame
Prirnary IP Address
Fetch Date

Location

Erwircnment

Qs

Figure 122 - Dropdown List for Column

Providing additional options is not mandatory and depends on the user’s requirement of data
enrichment.
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4. Let's first select an existing key. Let’s select ‘Country’. As user selects country, the key will come populated in the

first row enabling user to enter its value and a new record appears below it with the dropdown enabling user to

add more details if required.

Entity

O Manually Upload C5W
Entity Namse *

inurtod_wi

Additional Details

Country

India

Choose addtional opticns

© hanually Uplead €5y

Entity Narne *

iauto2_ui
Agdditional Details

Coanitry

Cheose additional options

Ry Ertar Walue

e

Figure 123 - Selected Column

Enter Value

~ Enter Walue

1Az
TESTeupOAl
Category
Status

AN Eay 1

Ip Addrass
Fodn

Support Group
entity masteril
saurce entityl
wishalcustoel

entity masteri1111

source entity11111

I::anEEI m

Figure 124 - Selecting Multiple Columns

5. Let’s next create a new detail. Select “Custom key” from the dropdown.
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Entity

O Manually Upload S

Entity Mame *
inurtod_wi
Additional Detalls
Country India ®
Choose additions) options W Emter Value &

e

Figure 125 - Add New Column

6. Asthe option is selected, the dropdown is replaced with a text box enabling user to define the new key, and value

appears next to it. A new row is added below it with the dropdown.

Entity

© Manually Upload CSV

Entity Name *

iauto2_ui

Additional Details

Country India *
B X

Market Unit Enter Value

Choose additional options ~ Enter Value x

Figure 126 - Multiple Enter Value for Entity

7. In case more details need to be added, repeat step 1 to make use of an existing key or, follow steps 2, 3 and 4 as
mentioned above to add Custom details using Custom Keys.

8. Click on Submit once done. On successful addition a prompt is displayed as shown.
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Custormer » DAST » Entity

l @ vour record s baen saved and will be processed and wailable for use shortly, 30

& Customer Details Entity
B3 550 Configuration O EntiyiD T Additional Detal Sauree ID T Actions
Es Role a ioarto_ui {"Country™; “India’) it _ui £ om

Figure 127 - Alert Message

9. The New Entity added will appear in the grid as shown above.

Entity
[m] Entity ID Y  Additional Detail Source ID T Actions
] {"Country™: "India"} iauto2_ui £ w I
(] {"Business Division": "123"} test_30 g mw
m] parententity256 2w
O . 5 parententity257 2 W
[m] parententity258 2 w
O parententity259 2 W
] parententity26 2
(m] parententity260 &
m] parententity261 2 W
O N ) parententity262 g mw
LI I | 2 3 4 5 . » M 10 ¥ items per page 1- 10 of 39343 items

[ v | [Eivoe] [ poee]

Note: Create/Update/Deletion of any record(s) will be processed and available after sometime.

Figure 128 - Grid View for Entity

6.1.10.6.1.2 Bulk Record Addition

1. Click on New Entity and select Upload CSV radio button option as shown:
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Entity

( Manually © Upload CSV

Upload CSV *

4 Download Template
Choose File | No file chosen

Figure 129 - Bulk Upload Entities

2. As user selects Upload CSV the following screen appears:

Entity

Manually € Upload 5

Uplead £50 =

Dorwmload Template

Choose File | Mo file chasen

Figure 130 - Bulk Upload Entities

3. Click on the Download Template button. The following template is downloaded:

Configuration Guide 96

-

i'



A B ¢ | D | E | F | G \ H L
sourceentityid [businessdivision country datacenter ipaddress marketunit primaryappname secondaryappname sector

Figure 131 - Template Format of Bulk Entity

“Source entity id” is the mandatory column, rest are the additional details available in the environment.
User can choose to provide values of the additional details or can add more details as per Customer’s requirements, by

adding columns in the downloaded template as shown below.

A

A | B L c | D | E | 7 | G | H L1 J |
sourceentityid businessdivision country datacenter ipaddress marketunit primaryappname secondaryappname sector |state

1
2
=
4

Figure 132 - Template Format of Bulk Entity

4. The new additional details will be added in the repository while the data is uploaded.

AW 8 | ¢ | o | e | F | 6 | 0w | v | 3 | &k | v | M | ~n | o | e | e | r | s |

1 |sourceent agent b d country ip i ipad: location L market_ui primaryag ruls darysector  testerr  testr

Figure 133 - Template with Entity Data

5. Add details in the excel and save the file as .CSV file. As user clicks on the upload CSV, the local directory browser

appears as shown:

e Open
Entity
« v 4 & » ThisPC » Downloads v O Search Downloads
Manually © Upload CSV o
Organize ~ New folder = -

A
N T
Choose file | No file chosen v s Cuick access ame ype

m Desktop » -ﬂ entityﬁtemp\ate.csv CSV File

»

8 Downloads

Figure 134 - Selecting file from local Directory

6. Browse to the local directory where the data file is saved and select the file. As the file is selected, it appears as

shown:
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Entity

Manually @ Upload CSV

Upload CSV *

L Download Template

Choose File | entity_template.csv

Figure 135 - Upload csv file

7. Click Submit. If the data in the excel file is as per the downloaded template, it will get submitted and a success

message is shown. Close the success message.

Entity

Manually @ Upload CSV

Upload CSV *

L Download Template

Choose File | entity_template.csv

Figure 136 — Submit Button

In case Entity modification is required on MSP Tenant then BAU/Operations team should reach out to
IEM PS team.

6.1.10.6.2 Edit Entity
Once the entities are added, the edit icon next to the entity record can be used to update its details.

1. Click on the Edit icon next to entity record which is to be updated.
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Entity

m] Entity ID
O node4
O node3
O node2
O node1

Additional Detail Source 1D Y
{"Country™: "India"} node4
{"Country™: "India"} node3
{"Country": "India","Environment":"Prod"} node2
{"Country”: "India"} node1
> ] 10 ¥ items per page

‘ > Merge | | ) Noise ‘ ‘ [l Delete |

Actions

NI - §

El

2]

+ New Entity

1-10 of 73573 items

2. The form appears filled with details. User can add/edit/remove the additional details options. For example, parse

Figure 137 - Edit Entity

let’s add details of primary application, remove the state and update country to UK. Post changes, the form appears

as below:

Entity

Entity Name *

noded
Additional Details

Country

Choose additional options

UK

v Enter Value

3. Once complete click on Update. On successful update the following prompt is displayed.
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l ° Entity updated successfully.

X

Entity

O Entity ID Y  Additional Detail Source ID
O node4 {"Country": "UK"} node4

| node3 {"Country": "India"} node3

O node2 {"Country": "India","Environment":"Prad"} node?2

O node1 {"Country": "India"} node1

LI 2 3 4 L 10 v items per page

A

Actions
2
Z m
ZANT|

S
=

+ New Entity

1-10 of 73573 items

4. Click on close, the updates will be visible in the grid view as shown below.

Entity

0 Entity ID T
O node4

O node3

| node2

O node1

Figure 139 - Alert Message

Additional Detail Source ID
{"Country™": "UK"} node4
{"Country™: "India"} node3
{"Country™: "India","Environment":"Prod"} node2
{"Country™: "India"} node1

> ] 10 ¥ items per page

> Merge ‘ ‘ 9 Noise ‘ ‘ Ti] Delete

v

Actions
ZA
A
£
ZA

+ New Entity

1-10 of 73573 items

6.1.10.6.3 Delete Entity

If the entities are wrongly mapped or created, or need to be removed, provision of bulk delete is available on the page.

1. Click on the check boxes next to the entities to select the entity that is to be deleted.
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Entity

o Entity ID Y  Additional Detail
{"Country": “India"}

{"Business Division": "123"}

Source ID
iauto2_ui
test_30
parententity256

parententity257

parententity258

T Actions

S T Y

1%

o}

+ New Entity

Figure 141 - Figure — Entity Page

Clicking the checkbox in the header will select all the entities displayed on the page.

2.  When the entities are selected, the available icons at the bottom of the grid get enabled.

Entity

a Entity ID Y Additional Detail Source ID

{"Country™: “India") iauto2_ui

o {"Business Didsion™ "1237} test_30

a parententity256

() parententity257

a parententity259

a parententity259

a porententity26

a parcntentity26Q

a parententity261

a o parententity262
" <« Iy 2 3 4 S 10 ¥ items per page

Note: CresteyUpdsreDelenian of any secoraly) wdl be procensad asd svavlable sffer romefioe.

[[r—
>+ Merge ” B8 5!:m4]| 7] Delate ]
| S

Figure 142 - Delete Entities

3. Click on the Delete button. A confirmation box appears:

Delete Entity

Y Acions

B
2 u
Z B
2 u
Z B
2 u
Z B
2 u
Z B
2 u

X

Are you sure you want to delete entity? It cannot be undone.

Figure 143 - Confirmation pop-up

Cancel

Confirm

4 New Entity

1-100f 29343 items

4. If sure of the selected entities deletion, click Confirm else, click Cancel to revisit the selections made.
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5. As Confirm is clicked, deletion process gets started. On successful deletion of the records, the rows are removed

from the grid and a confirmation message box is prompted.

l @ Entity deleted successfully

Figure 144 - Alert Message

6. Click Close. The rows are no longer available in the grid.

[ @ Entity deleted successfully. X

¥ Customer Details Entity + New Entity | | 7
& 550 configuration D Entity ID Additional Detail Source ID Actions
2¢ Role 0 mycloud_ui A |
@ user - mycloud_db 2w

(m] mycloud 2 m
Az Group

D iautoS-ui 2 W

Figure 145 — Entity Removed from the Data Grid

Merge is a feature which is available to merge related entities. As data can be uploaded from different repositories, many
a times same entity is referred by different names across repository, so in here those entities can be selected and merged
and tagged by a common name, so that the details can be used while defining correlation rule to correlate data coming
from different repository. In that case if user use Entity (Master) from the fields list in the Group By field of the correlation
rule screen, all data associated to the entity across different data sources will be grouped together. To know more about
defining correlation rules refer to the Correlation Rules section.

1. Click on the check boxes next to the entities to be merged. Like while deleting, as entities are selected, all icons in

the footer will be enabled.

; iauto1-db m 2
B jauto1-iknoweldge W &
O jauto2-db m &

Figure 146 - Select Entities for Operation

2. Click on Merge button.
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Entity

(] Entity ID T Additional Detail Scurce ID

a {"Country™: "India™) iauto2_ui

a {*Business Divisian™: "123%} test 30

parententity256

parententity257

[} parententiy2ss

(m] ] . parententity259

a parententity26

a parententity260

(m] parententity263

a parententity264
B < 2 3 4 5 . > m 10 v items per page

) Nais= ‘ [ ¥] Deicte

Pote: CreateUpaone Delenino of oy Aecovdl wil De Sr0Cessad aed suiiiadle offer somenoce

Y  Aactions

o

s A S 8 R B R
B e B 8 B 2 o

N ®

0]

=

-]

+ Mow Entity

1-10of 39341 items

Figure 147 - Merge Entities

3. A pop up appears with the names of all selected entities appearing in the dropdown.

Merge Rows

Entity Name

Figure 148 - Merge Rows

4. Select the name which will be primarily used for identifying these selected entities. For example, parse any one of

the entity names from the dropdown, so that selected entity names will be changed to the entity name which is

selected in the dropdown.

5. Click Submit, a confirmation box will be displayed.

l & Entities merged successtully.,

Figure 149 - Alert Message

6. Click Cancel and refresh the grid. All the entities, entity ID field will start appearing the same.
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Merge Rows X

Entity Name

Figure 150 — Cancel Button

Source entity field is not changed, just the entity name changes to the referenced entity name.

6.1.10.6.5 Define Maintenance Window
This section enables the user to define a window (time range) for the selected entities during which any event data
received from the entities can be filtered out. This time range can belong to any planned activities such as backup,
maintenance schedule, upgrade etc. where though the event generation is expected but no processing is required and
can be dropped.
1. Select the entities for which the window needs to be defined by clicking on the corresponding check boxes. once

the entities are selected, the footer icons get enabled. Click on Define Maintenance window.

O Entity ID Y  Additional Detail Source 1D Y  Actions
O node5 {"Country™: "India"} node5 & W
a node5 {"Country™: "India", "Environment": "Prod"} node4 g m
node3 {"Country": "India"} node3 & m
a node2 {"Country": "India"} node2 74|
a node1 {"Country": "India"} node1 g m
M < 1 2 3 4 5 4 ] 10 ¥ items per page 1-10 of 73578 items

I > Merge ] I 9 Noise ] Til] Delete ]

Figure 151 - Selected Entities as Maintenance Window

2. The following popup appears for configuration.
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Maintenance Window Configuration X

| Recurring
Start Date Start Time End Date End Time
06-01-2025 ] 16:50 @® 07-01-2025 B 16:54 ®

All times are in Asia/Calcutta timezone.

Figure 152 - Maintenance Window Configuration

3. By default, the current date will be selected. The following option for configuration exists:
a. Specify one-time duration. Here user needs to select the Start Date and End Date and specify the
Start Time and End Time duration. On clicking the Start Date, a calendar appears as shown below

enabling users to select the date.

Maintenance Window Configuration X
[ | Recurring
Start Date Start Time End Date End Time

mm/dd/yyyy (] R ®© mm/dd/yyyy [} - ®

February 2024 ~ ™

Mo Tu We Th

5

12

Figure 153 - Date selection for Noise Rule

b. Usercantype in the time or use the clock icon next to the start time and the end time to specify the time range

for the selected date. With the date and time selected the popup looks as below.
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Maintenance Window Configuration X

Recurring Daily Y
Start Date Start Time End Date End Time
06-01-2025 ] 16:50 ® 07-01-2025 m] 16:54 ®

All times are in Asia/Calcutta timezone.

Figure 154 - Time Interval for Noise Rule

c. Inthe above image, the event data will be considered as noise from 16:50 PM to 16:54 PM on 07t Jan 2025.
The date and time are of UTC time zone.

d. Specify Recurring period. As recurring is selected, user have an option to define a daily, weekly, or monthly

recurrence as shown below:

Maintenance Window Configuration X
@ Recurring Daily v
Start Date Weekly End Date End Time

02/08/2024 Monthly 02/08/2024 ] 02:43 PM ©

All timezone in GMT.

Figure 155 - Recurring for Noise Rule

e. Let’s select Daily. As daily is selected user need to specify the date range by specifying the start date and end
date. As user selected start date, in both these cases as well as the date field is selected, a calendar is displayed.
Choose the date range. Once the date range is selected specify the Start Time and End Time the way user did

for One time. For this example, parse, let's select the date range as 2:00 AM to 2:43 PM on 08th February 2024.
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Maintenance Window Configuration

Recurring Daily e
Start Date Start Time End Date End Time
06-01-2025 m 16:50 ® 07-01-2025 B 16:54 @

All times are in Asia/Calcutta timezone.

Figure 156 - Maintenance Window Configuration for Noise
f. The selection implies that any event data generated for the selected entities daily during the date range

between 2-3 AM will be filtered out.

As day header is selected, a dropdown appears seeking input of the day along with the remaining selections.

g.
Maintenance Window Configuration X
Recurring Weekly ~ Select Day(s) -

Start Date Start Time Monday
06-01-2025 m 16:50 O Tuesday )
Wednesday

All times are in Asia/Calcutta timezone.
Thursday

Figure 157 - Day Selection for Noise

4. Forthe example let’s choose Wednesday. With the day selection the screen looks as below.
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Maintenance Window Configuration X

Recurring Weekly e Wednesday X

Start Date Start Time End Date End Time

06-01-2025 ! 16:50 @ 07-01-2025 i 16:54 ®

All times are in Asia/Calcutta timezone.

Figure 158 - Maintenance Window

h. The selection implies that any event data generated between 2-3 AM every Wednesday for the selected
entities will be filtered out starting from 06" Jan 2025 till 07" Jan 2025.
i. Let’s next look at the monthly recurring option. As Monthly is selected, a textbox appears enabling user to

specify the day of the month as shown below.

Maintenance Window Configuration X

Recurring Monthly v On day 9
Start Date Start Time End Date End Time
06-01-2025 [ 16:50 @ 07-01-2025 B 16:54 @

All times are in Asia/Calcutta timezone.

Figure 159 - On Day Selection for Recurring

5. For the example parse let’s specify 9 as the day of the month. With the day input the screen looks as below:
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Maintenance Window Configuration X

Recurring Monthly e On day 20
Start Date Start Time End Date End Time
06-01-2025 | 16:50 © 07-01-2025 0 16:54 @

All times are in Asia/Calcutta timezone.

Figure 160 - On day and Time Interval

j.  The selection implies that the event data generated between 16:50 PM on 20th day of every month for the
selected entities will be filtered out starting on 06™ Jan 2024. Once the period is specified as per the
requirement, click on Submit.

6. On successful update, the details are saved, and a prompt of success is displayed as shown:

Entity l @ nNoise maintenance window configured successfully for the selected Entity. <

O Entity ID Y  Additional Detail Source ID Y Actions

0O node5 {"Country": "India"} node5 AT
O node5 {"Country": "India", "Environment": "Prod"} node4 & m
0O node3 {"Country": "India"} node3 AT
O node2 {"Country": "India"} node2 24T}
0O node1 {"Country": "India"} node1 AT

Figure 161 - Alert Message

The Number implies the number of entities whose data is updated. Since in this case user selected 2,
both are updated so the count is displayed as 2.

7. Click Close.

8. Like noise the saved data will be visible on the noise/maintenance window, where rule name is prefixed with

“Maintenance window defined for”.

Once an entity is marked, redefining or remarking will not work.

The steps explain how to Apply filters to the Entity Data.

1. Click on the Apply filter available action button present at the below header of the console:
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L
%

2. The form will appear. From there user can select Field and operator from drop down list and should assign a value.
Then click on the apply button.

ety
O Entity ID Y  Additional Detail Source ID Y  Actions
0 nodes Operator nodes g m

Like m g e -
] nodes ment": "Prod"} node4 g

Value
O node3 node3 g mw

node2
o] node2 node2 g W
] node1 . node1 & m

ey
&) Entity ID Additional Detail Source ID Y  Actions
@] node5s {"Country": "India"} node5 g W
a node5 {"Country": "India", "Environment": "Prod"} node4 174 i}
O node3 {"Country": "India"} node3 g W
a node2 {"Country": "India"} node2 S W
] node1 {"Country": "India"} node1 g
M « 1 2 3 4 5 L 10 ¥ items per page 1 -10 of 73578 items

[ verge | [E3nose | [ et

Figure 162 - Apply Filter Operation

Figure 163 - Apply Filter Operation

3. User can see the result of applied filter.
ety
Applied Filters @
O Entity ID Y  Additional Detail Source ID Y  Actions
O node2 {"Country™: "India"} node2 S W
L] < 1 LA ¢ 10 ¥ items per page 1-1of1items

[ > Merge l Iﬁ Noise l I@ Delete ]

Figure 164 - Apply Filter Result

Configuration Guide

110



Topology helps to provide a comprehensive understanding of how different entities in the system are connected, allowing
for effective monitoring, troubleshooting, and incident response.
Topology view illustrates the relationships and connections between different components, such as servers, applications,
databases, network devices, and other IT infrastructure elements will be displayed once the Topology is established in
the system.
This section enables us to define the entity relationship data. If a rule is defined with topology filter selection, then the
data is referred while correlating based on the rule definition. Refer to correlation rules to learn more about defining
topology filter rules.
Like other screens user can perform actions based on their role.

1. Click the customer onboard section, for particular customers click on customer action edit section.

2. Click on the Topology page, Records for the selected customer will be displayed in the grid view as shown.

Customer > DAST > Topology

§¥ Customer Details Topology + New Topology

[] 550 Configuration ] Entity T Parent Entity T Actions

8¢ Role o @
@ User ) o
o 1]
82 Group

3 Integration Mapping

3 Integrations

B> Correlation Rules 0
B Entity ) Cl
&5 Topology

“Ig Service Hierarchy

1 2 3 4 5 oM 10 v items per page 1-10 of 3089 items
8% Noise Maintenance

@ Al Algorithms

Figure 165 - Topology Page

3. Use the customer dropdown to change the customers and view data defined for it.
4. Following actions can be performed on the page:

e Add New

e Delete

e Apply Filters

Topology (Entity relationship) data can be added using the following two methods:

1. Create New by clicking on +New Topology Data Button.
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Topology

O Entiy Y Parent Entity Y  Actions
{ 1]

(m I g

a |

a g

a |

a g

a 3|

a a

(]
=]

M <N 2 3 4 5 . » »m 10 ¥ items par page 1-10 of 2089 items

Figure 166 - Add Topology

2. Bulk Insertion can be done using the upload CSV option.

3. Choose afile based on the template available and upload it. Click on submit.

Topology

Manually © Upload CSV

Upload €SV *

. y & Download Template
Choose File  No file chosen

Figure 167 - Bulk Upload Topologies

Prior to adding the records ensure the Customer selection is proper. A new addition will enrich the
records of the selected customer.

Let’s next look at each action.

6.1.10.7.1.1 Individual Record Addition

1. Click on +New Topology Data button. This opens the following popup.
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Topology

© Manually ' Upload CSV

Entity Name Parent Entity

(ibm ts3200) tape library - belgium - (ibm ts3200) tape library - germany - +

Figure 168 - Topology Creation

2. Entities which are configured for the selected customer using Configure -> Entity Screen appears in the Dropdown.

3. Select the entity and its parent entity from the dropdowns.

Topology

o] Manually Upload Csv

Entity Name Parent Entity

(ibm ts3200) tape library - belgium v (ibm ts3200) tape library - germany v +

Figure 169 - Parent Entity Selection

4. Click on Submit.

5. On successful addition a prompt is displayed as shown:

Customer > DAST > Topalogy

l © Topolagy grosed. 3¢

% Customer Detals Topology
8 550 Configation O eny T paent Entity T actions
& Role 0 = §
@ User o v

0 1]
A3 Group

a U]
B Integration Mapping

a o]

Integrations

15 Ioteg 0 ol
5 Correlation Rules a o
B Entity [u] [0
48 Topalogy - o

a o]
%Ig Service Hierarchy

Woalgl2 3 4 5 . »r M 10 v items par page 1-10¢f 3089 items

$8 Noise Maintenance

() Al Algosithens

Figure 170 - Alert Message

6. The relationship data appears in the grid as shown:
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m} Entity Y Parent Entity Y  Actions
m] W
O o
=] )
] W
O W
(] o]
] joj
] W
m] o
O o
o4 2 3 4 5 .. » M 10 ¥ items per page 1 - 10 of 3089 items

Figure 171 - Grid View for Topology

7. Using the similar approach, hierarchies can be defined between the entities.

6.1.10.7.1.2 Bulk Insert

In case large amount of data to be inserted in one go, the bulk insert option can be used.

1. Select Upload CSV option as shown. As user select Upload CSV the following record appears.

Topelogy
Manually @ Uplead C5W

Uplaad Chy =

daad Temgplate
Choaose Fil= Mo file chosen

Figure 172 - Bulk Upload CSV

2. Click on the Download Template button. The following template is downloaded.

A B | C D
entityid parententityid

™ B

Figure 173 - Template Format of Bulk Topology

3. Define the parent child relationship data as shown. Save the CSV data.
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A B
lautol _db  iauto2-ui
lauto2_db

lauto3-ui

Figure 174 - CSV File of Parent and child entities

4. As the data is prepared, Upload the filled in excel by clicking on Upload CSV. Like with entities section browse to

the local directory where the data file is saved and select the file. As the file is selected it appears as shown:

Topology

Manually @ Upload CSV

Upload CSV *

4 Download Template
Choose File  topology_template.csv

Figure 175 - Uploading the Topologies

5. Click Submit. On successful data creation, a confirmation box is displayed and the new data is displayed in the grid

for the selected customer.

Lo Topology data uploaded successfully. Please note that duplicate and invalid records will be ignored. <

Figure 176 — Success popup

If entities are not pre-configured, uploading the sheet creates the entity records as well.

6.1.10.7.2 Delete Topology
If the relationship data are wrongly mapped or created or need to be removed, provision of bulk delete is available on
the page.

1. Click on the check boxes next to the topology data to select the rows or relationship that needs to be deleted.
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o Entity T Parent Entity T  Actions

<]

o)

0o o0 o0 8
8 8 &8 & @&

0

o
=]

0 o)
L] “ 1 2 3 » [ 10 ~ items per page 1-10 of 29 items

Figure 177 - Delete Topology
2. Like with the entities page as the rows are selected the icons on the footer of the grid are enabled and selection

count is displayed as well.

Like entities, if all data is to be selected on the page, click on the checkbox in the header, it will select
all the rows displayed on the page.

3. Click on the Delete icon.

Topology + New Topology

m] Entity Y Parent Entity Y  Actions
]
jof
o i
(m] o]
m} jof
(m] i
[m] uf
o o]
[m} ! ]
(m] o]
] “ 1 2 3 » M 10 ¥ items per page 1-10 of 29 items

Figure 178 - Bulk Delete Topology

4. A confirmation box will be prompted.

Configuration Guide 116

w



Delete Toplogies X

Are you sure you want to delete the selected topologies? It
cannot be undone.

Cancel Confirm

Figure 179 - Confirmation pop-up

5. Clicking Ok, deletes the selected relationship data.

6. On successful deletion rows are removed from the grid and a confirmation box is displayed.

l 12 Tapologies deleted successhully X

Figure 180 - Alert Message

6.1.10.7.3 Apply Filters
The steps explains how to Apply Filters to the topology data.

1. Click on the Apply Filters as shown in the figure below-

a Ertity Parsnt Entiy T  Actions
a qak1a qaE1s H
a qaiid qaiz 1}
a QaElG LRl H

Figure 181 — Apply Filter Operation

2. The form will appear. From there user can select Field and operator from drop down list and should assign a value.

Then click on the apply button.
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T Farent Erity

Oiperatar

Figure 182 — Apply Filter Operation

User can see the result of applied filter.

Applied Filters entityid LIKE test  x Y4
(] Entity Y Parent Entity Actions

O testoct41 testoct412 himj

m} jemtest202 iemtest201 ]

O stestd1 stest12 i}

O stest31 stest12 himj

[} stest40 stest11 ]

Figure 183 — Apply Filter Result

A service represents a business capability or functionality that is provided by the IT infrastructure.

A service is composed of various components, and there are dependencies between these components.

Understanding the relationships between components helps in mapping the service landscape and identifying potential

points of failure.

In this section user define the service hierarchy. In here user create a service view and map it to the actual entities on

which the alerts are created. This helps in populating the customer specific service view enabling the user to view the

impact of events getting generated in the environment on the services in his/her environment.

Like other screens the user can perform actions based on their role.

Click the customer onboard section, for customer click on customer action edit section. Click on the Service

Hierarchy page, Records for the selected customer will be displayed in the grid view as shown.

Configuration Guide

118



O Service Name Y Description Y Modified On High Availability Disaster Recovery Actions
O Servicel Business Impact S...  2024/11/21 06:15:37 Y Y 4 |
W <« 117 2 3 » M 10 v items per page 1-10 of 22 items

Figure 184 - Service Hierarchy Page

2. Use the customer dropdown to change the customers and view data defined for it.

3. Following actions can be performed on the page:

e Add New
e Edit
e Delete

e Manage Relationship and Entities

e Apply Filters

6.1.10.8.1 Add New Service Hierarchy

1. Click on + New Service Hierarchy button at the top of the grid to create a new Service.

Service Hierarchy t Mew Service Hisrarchy

a Service Mame T Desodption T Modifled On High Avallabilitg Dhaster Recoveny Actlons

Figure 185 - Service Creation

Please ensure that the actual customer for which the data is being added is selected in the dropdown at
the top of the page. As any addition will be mapped to the customer selected in the dropdown.

2. The following popup is displayed.
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"

Service Hierarchy

Service Name * Service Description *
High Availability * Disaster Recovery *
Yes © No Yes © No

Cancel Submit

Figure 186 - Service Add Configuration

3. Enter the Service Name and Description.

4. Select radio button Yes or No for HA (High Availability) and for DR (Disaster Recovery)

Service Hierarchy

Service Name * Service Description *
iautomate iautomate Service

High Availability * Disaster Recovery *

) Yes © No O Yes (| No

Figure 187 - Selecting Dropdown

5. Click Submit.

6. On successful addition the following message is displayed.

l @ Service created successfully. bd
O Service Name Y Description Y Modified On High Availability Disaster Recovery Actions
O Servicel Business Impact S..  2024/11/21 06:15:37 Y ¥ £
“ <« 1 2 3 » M 10 v items per page 1-10 of 22 items

Figure 188 - Alert Message

7. The service will start appearing in the grid as shown below.
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O Service Name Y Description Y Modified On High Availability Disaster Recovery Actions
O Servicel Business Impact S...  2024/11/21 06:15:37 Y Y 4 |
W <« 117 2 3 » M 10 v items per page 1-10 of 22 items

Figure 189 - Grid View for Service Hierarchy

6.1.10.8.2 Edit Service Hierarchy

1. Like in the other views, click on the edit icon next to the Service which needs to be edited.

Service Hierarchy + New Service Hierarchy

] Service Name ¥ Description Y  Modified On High Availability Disaster Recovery Actions
O Servicel Business Impact S...  2024/08/30 12:35:38 Y Y i o T
Mo« 17 2 3 » M 10 v items per page 1-10 of 22 items

Figure 190 - Edit Service

2. Saved data according to popup.

3. Make the necessary changes. For this example, parse let’s edit the Name.

Service Hierarchy
Service Name * Service Description *

Servicel Business Impact Service

Figure 191 - Editing Service

4. Click Submit. On successful update the following popup message is displayed.
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i X [ Service updated successfully. X

] Service Name Y Description Y  Modified On High Availability Disaster Recovery Actions
] iautomate iautomate Service... 2024/08/30 12:35:38 Y Y 72 S|
Ko« 1 2 3 » M 10 v items per page 1-10 of 22 items
‘ Ti] Delete |

Figure 192 - Alert Message

6.1.10.8.3 Delete Service Hierarchy
1. Like with the entity and the topology screen, select the services that is to be deleted by selecting the check boxes

next to their names in the grid view.

O Service Name T Description T Modified On High Availability Disaster Recovery Actions
Serviced Critical Service 2024/11/19 11:56:52 b ¥ Pz |
O Service3 Major Service 2024/10/04 11:42:39 N N £ Mom
O Service2 Critical Service 2024/08/30 12:35:38 ¥ ¥ e |
(] Servicel Business Impact S...  2024/08/30 12:35:38 ¥ Y - |
Mo« 1 2 3 » m 10+ items per page 1- 10 of 22 items

Figure 193 - Selecting Services

2. Theicons will be enabled in the footer.

Service Hierarchy + MNew Service Hierarchy

O Service Name Y Description T Modified On High Availability Disaster Recovery Actions
Serviced Critical Service 2024/11/19 11:56:52 Y Y A S|
O Service3 Major Service 2024/10/04 11:42:39 N N & ]
(] Service2 Critical Service 2024/08/30 12:35:38 Y Y A S|
(] Service1 Business Impact S...  2024/08/30 12:35:38 Y Y A S|
L} 4 1 2 8 0D H 10 ¥ items per page 1-10of 22 items

Figure 194 - Deleting Services

3. A Confirmation message box is prompted as shown.
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Delete Service X

Are you sure to delete the selected service? It cannot be
undone.

Cancel Confirm

Figure 195 - Confirmation pop-up

4. Click on Confirm. On success the following popup is displayed.

. . @ service deleted successfully. X -
Service Hierarchy + New Senvice Hierarchy

O Service Name Y Description Y  Modified On High Availability Disaster Recovery Actions
O Serviced Critical Service 2024/11/19 11:56:52 ¥ Y 4 |
(] Service3 Major Service 2024/10/04 11:42:39 N N & i
O Service2 Critical Service 2024/08/30 12:35:38 Y Y £ T
(] Servicel Business Impact S...  2024/08/30 12:35:38 Y Y S X W
Moo« 7 2 3 o M 10 v items perpage 1-10 of 22 items

Figure 196 - Alert Message

Mapping services in IEM involves the identification, visualization, and analysis of the relationships and dependencies
between different services within an IT environment. This process is essential for understanding how services interact,
detecting potential issues, and facilitating effective actionable management.
The relationship between the created services can be defined by clicking the Mapping icon below the actions field. By
using this option, the mapping between the actual entities can be done.

1. Click on the service to see the details related to the service. There are three actions visible for a particular service:

- Edit, Delete and Mapping.
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[m] Service Name Y Description Y  Modified On High Availability Disaster Recovery Actions
] Serviced Critical Service 2024/11/19 11:56:52 Y Y w T
O Service3 Major Service 2024/10/04 11:42:39 N N & & T
O Service2 Critical Service 2024/08/30 12:35:38 Y Y 2 |
O Servicel Business Impact S...  2024/08/30 12:35:38 Y Y £ X
Moo« 1 2 3 » M 10 v items per page 1-10 of 22 items

Figure 197 - Mapping Service

2. After clicking the Mapping icon on the service, user have the following two tabs: -
o Define Topology
e Map Entities

Define Topology - This tab enables us to manage the relationship data. Let’s click on the tab.

MyCloud DR X

( Map Entities) ( Define Topology)

Parent
Add Parent

select

Child

Cancel Save

Figure 198 - Define Topology

a. It’s divided into two sections:
o Parent —In this section the mapping happens. Users specify the parent node here.
o Child —This is a display only section. All the child services of the selected service will be displayed here.

b. Let’s add a parent service. Click and select from the services available in the dropdown.
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w

MyCloud DR £3

( Map Entities ) ( Define Topology )

Parent
Add Parent

ideploy

Child N

Ca nce'

Figure 199 - Applying Parent Service

For example, let's select ideploy as Parent.

c. Click Save.

The following confirmation box will be displayed.

. . ° Topology mapping updated successfully.
Service Hierarchy l + New Service Hierarchy

O Service Name T Description Y  Modified On High Availability Disaster Recovery Actions
O Serviced Critical Service 2024/11/19 11:56:52 Y Y £ T
] Service3 Major Service 2024/10/04 11:42:39 N N AP S|
(] Service2 Critical Service 2024/08/30 12:35:38 Y Y & T
O Servicel Business Impact S...  2024/08/30 12:35:38 Y Y & F T
Moo« 7 2 3 » M 10 ¥ items per page 1-10 of 22 items

Figure 200 - Alert Message

d. Relationship has been created. Click on mapping icon of ideploy service and user can view the child of the

service which the user has created above.
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ideploy

( Map Entities ) ( Define Topology )

Parent
Mycloud

Add Parent

select

Child

MyCloud DR

Cance'

Figure 201 - Parent Service Name

e. A service can have multiple parents defined using the Add Parent drop down. Once a parent is added, it will

start appearing underneath the Parent section.

User needs to save the parent one after the other.

MyCloud DR

( Map Entities) ( Define Topology)

Parent
ideploy %
Lucy X
Add Parent
select
Child

Cancel Save

Figure 202 - Parent List Services

f. In case a relationship is wrongly created, click on the cross button next to the parent row to remove the

relationship.

g. The row will disappear, click on Save button to save the changes permanently.

h.  On successful save the following popup message will be displayed.
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; q @ Topology mapping updated successfully. %
Service Hierarchy I + New Service Hierarchy

] Service Name Y Description Y  Modified On High Availability Disaster Recovery Actions
(] Service4 Critical Service 2024/11/19 11:56:52 Y Y & T
O Service3 Major Service 2024/10/04 11:42:39 N N & F T
(] Service2 Critical Service 2024/08/30 12:35:38 Y Y A S|
O Servicel Business Impact 5...  2024/08/30 12:35:38 Y Y £ T
o4 1 2 3 » M 10 ¥ items per page 1-10 of 22 items

Figure 203 - Alert Message

— Map Entities — Here user maps the service to the actual entities. A service can be mapped to one or more entities.
If High Availability (HA) and Disaster Recovery (DR) both are disabled, at that time user can map only one
entity to the service. Else if any of the HA and DR is enabled or both are enabled, user can map two or

more than two entities to the service.

a. Clicking on the tab lists all the entities created for the selected customer.

MyCloud DR X

( Map Entities ) (Deﬁne Topology)

High Availability * Disaster Recovery *

] Entity

a iauto2-ui
O iauto3_db
O iauto1_db
O iauto2_db
O iauto3-ui
O iauto4_db
O iautos_db
] iauto4-ui
a iauto5-ui
O mycloud1

v
=
Q
=

Figure 204 - Map Entities

b. Select the entities by clicking on the check boxes next to its name. For example, parse let’s map iauto2-ui (as

both HA and DR is disabled).
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MyCloud DR X

High Availability * Disaster Recovery * @
O Entity
iauto2-ui
O iauto3_db
a jauto1_db
] jauto2_db
O iauto3-ui
O iauto4_db
O iauto5_db
O iauto4-ui
O iautos-ui
O mycloud1

Show 10 v  entries 2

Figure 205 - Selected Entities for Service

Impact of mapping the service to the entities are, if an alert exists which is not closed, the node will be
highlighted in the service view, and the flow will also propagate up in the view showing the impact on
the parent nodes as well.

c. Click on Save.

d. On successful update, the following popup is displayed.

S Entity mapping updated successfully
Service Hierarchy I° e + New Service Hierarchy

O Service Name Y Description Y  Modified On High Availability Disaster Recovery Actions
] Serviced Critical Service 2024/11/19 11:56:52 ¥ Y A |
(] Service3 Major Service 2024/10/04 11:42:39 N N & i
O Service2 Critical Service 2024/08/30 12:35:38 Y Y £ T
(] Servicel Business Impact S...  2024/08/30 12:35:38 Y Y S X W
Moo« 7 2 3 o M 10 v items perpage 1-10 of 22 items

Figure 206 - Alert Message

e. Click Ok. The selected entities will start appearing at the top of the grid.
6.1.10.8.5 Apply Filters
The steps explain how to Apply filter to the Service Hierarchy Data.

1. Click on the Apply Filters action button present at the below header of the console.
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Service Hierarchy

]

2.

3.

Service Mame

52
53
1
54
nbestl
ntests
nkestd
ntestd
nkesté

ntestd

Descrption T
52

53

£

54

ntesidesc

ntests

nkestd

fsids

nkesté

ntestd

Medifled On

20221216 202206

2024216 2mIRs2

202AFENE 20552

2024MZN 6 201R52

20221 2M05 173502

20242005 Te 150

20221 EM05 161418

20241245 161310

20221 EM05 160824

20241205 160753

0 ¥ items par page

High Avallabliny

W

W

Dihsaster Recoveny

¥

e R [ e

[

o Mew Sersice Hizrarchy

5o =B B R & B

o]

Figure 207 - Apply Filter Operation

click on the apply button.

Service Hierarchy

o Service Mame T Desoiphien
a 12 Crperator
0 a2 Like

T

ko

The form will appear from there user can select Filed and operator from drop down list and must write value. Then

Figure 208 - Apply Filter Operation
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Service Hierarchy

Applied Filters | servicename LIKEs2  x A4
| Service Name Y  Description Medified On High Availability Disaster Recovery Actions
O s2 s2 2024/12/16 20:23:06 Y Y & e
o tests21 tests21 2024/12/04 19:01:51 N N & He
(] test1sers2m21_2 testisers2m21_2 2024/11/20 16:35:37 Y Y & e
(] test1sers2m21_1 testisers2m21_1 2024/11/20 16:26:07 Y Y &
[m] test1sers2m21 test1sers2m21 2024/11/19 16:59:07 Y Y a3
O test1sers2m2 test1sers2m2 2024/11/19 16:01:07 Y Y & M
(] tests2 tests2 2024/10/29 12:03:33 N Y & X
Moo 1 M 10~ items perpage 1-7 of 7 items

Figure 209 - Apply Filter Result

Noise maintenance" refers to the ongoing process of managing and reducing the amount of irrelevant or non-actionable
events, alerts, or data generated by the monitoring and detection systems. Noise, in this context, represents information
that does not contribute to meaningful insights or indicate significant issues. Reducing noise is crucial for optimizing the

efficiency of actionable detection, analysis, and resolution.

“Noise Maintenance Window" refers to a specific timeframe or scheduled period during which fine-tuning activities are
performed to manage and reduce the noise generated by the monitoring and alerting systems.
This window allows IT teams to proactively address issues related to false positives, irrelevant alerts, or unnecessary noise

in the event data.

This section enables user to define rules for filtering out events data at the beginning of event data processing. User can
perform actions based on their role.
1. Click the customer onboard section, for particular customers click on customer action edit section. Click on the

Noise/Maintenance window page, Records for the selected customer will be displayed in the grid view as shown.

Configuration Guide

130



Customer > DAST > Noise Maintenance

¥ Customer Details Noise Maintenance

Bl 550 Configuration a e

8 Role ] maintenace on node3
® User o Noise Entity node5
%5 Grous 0 12 3 4

&3 Integration Mapping

3 Integrations

2 Correlation Rules

»

T Modified By Modified On
2024/12/30 13:21:48
2024/12/23 1211:21

10~ items per page

Actions

<

2

@

o}

+ Mew Noise Maintenance

1- 10 of 60 items

Figure 210 - Noise Maintenance Page

2. User can perform the following actions:

e Add new

e Edit

e Delete

e Apply Filter

Noise Rules can be created from the Entity screen as well. Refer to the Entity section. Those rules appear
prefixed with the action i.e., whether it’s a Noise or a Maintenance configuration followed with the Entity
name, user can create rule based on entity id only. In the Noise screen grid user can also see the rules
that are configured from Entity screen and also the Noise Maintenance screen.

6.1.10.9.1 Add New Noise Maintenance

1. Click on the + New button at the top of the grid to create a new rule.

Customer > DAST » Noise Maintenance

§* customer Detals Noise Maintenance
[ SSO Configuraticn a Rule Name
B¢ Role a maintenace on noded
® User a Moise Entity nodeS

" « 1 2 3 4
23 Group

@ Integration Mapping

& Integrations

P Correlation Rules

Modified By Modified On
2024/12/20 1321:48
2024/12/23 1271:21

* items par page

1-10 of 60 items.

Figure 211 - New Noise Rule Creation

2. The following form is opened. Click on the +Add button.

Configuration Guide

131



Noise Maintenance
Rule Name *

Enter name here
Base Filters *

Select

[ | Custom Filters

& Define Maintenance *
[ Recurring

Start Date

27-11-2024 m}

All times are in Asia/Calcutta timezone.

QOperator v Value

End Date

®© 27-11-2024

|

End Time

00:00

+ Add

Figure 212 - Add Base Filters

3. The following page appears:

Noise Maintenance
Rule Name *

Enter name here
Base Filters *

Select

|| Custom Filters
Define Maintenance *
|| Recurring

Start Date

29-11-2024 O

All times are in Asia/Calcutta timezone.

Operator v Value

End Date

® 29-11-2024

End Time

00:00

+ Add

Figure 213 - Base Filters Menu

4. In Base Filter click on select field dropdown.
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Maoise Maintenance
Rule Hame *

Enter name here
Base Filters *

Select v Operatar - alue x
Bt
Entity Categary + Add
Entity Type
Farameater Catagony
Parameter Type
Cata Source Mame
Diescription

End Date End Time

@ 27-11-2024 a om0 @
Parameter

Title

Teol Customer Mame

3

Sewverity

Figure 214 - Selection of The Field

5. Select any one of the fields like entity and select any operator from the dropdown.

Noise Maintenance
Rule Name *

Enter name here

Base Filters *

Entity Operator v Value X
+ Add
[ | Custom Filters
1S

Define Maintenance *
[ | Recurring
Start Date Start Time End Date End Time

27-11-2024 ] 00:00 ® 27-11-2024 ] 00:00 ®

All times are in Asia/Calcutta timezone.

Figure 215 - Selection of The Operator

6. After selection of operator, specify the name of entity and add base filters.
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Moise Maintenance

Rule Mame *
Rulet]
Base Filters *
Entity Operatar ~ node x

+ Al
| Custom Filters

B Define Maintenance *
| Recurring
Start Date Start Time End Date Enel Time

27-11-2024 [} 00:00 @ 27-11-2024 t omoo ]

Al times gre In Asia Calcutto Himezone,

Figure 216 - Rule Name for Noise

7. In addition, for Custom Filters click on select field dropdown.

Base Filters *

Entity . Operator v node X

Custom Filters

Select v Operator v Value X

Data center +Add
Branch_Name

Business Division

Category End Date End Time

Country ¢] 27-11-2024 m| 00:00 ]

Custom Key1
Custom Key?2
Custom Key3

Entity Master

Figure 217 — Select Filters

8. Select any one of the fields like Category and select any operator from the dropdown.
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Base Filters *

Entity Operator v node *

B Custom Filters

Catagory Operator b Value B
o+ Al
LIKE

B Define Maintenamce *

1=
Recurring
Start Date Start Time End Date End Time
27-11-2024 ] 0000 @ 27-11-2024 ] 0000 @

All fimes are In AsigACaloulto Himezone,

Figure 218 — Select Operator

9. After selection of operator, specify the name of entity and add base filters.

Moise Maintenance
Rule Nams ©

Rule1
Base Fllters *

Entity Cparator h noe =

& Custom Filters
Category Operator e e =

=+ Add
Cefine Waintenance *

Recurming

Start Date Start Time Erued Darte End Time

27-11-3024 ] nik0o = 27-11-3024 a 00 @

Al times gre in AsigCalcwtto Himezone.

Figure 219 — Add Base Filters

10. In addition, like in Entity page, user can also specify maintenance window details. Refer the section Define

Maintenance Window. The following screen appears:
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Noise Maintenance
Rule Name

Noise Entity iauto1-db

Base Filters
Entity 1S iauto-iscript X

+ Add

Define Maintenance

Recurring Daily e

Start Date Start Time End Date End Time

12/27/2022 12:00 AM ® 12/27/2022 12:00 AM ®

Figure 220 - Define Maintenance for Noise Rule

Reference- This section is like the one explained in Define Maintenance Window section.

11. In Entity screen, after selecting particular entity then user will click on the Noise button, Maintenance window will
appear. Once user adds all the field data and on submission a Noise rule will be created for the particular entity in
Noise Maintenance screen.

12. For Mark as Noise button in Entity screen, a noise rule will be created for the particular entity in the Noise
Maintenance screen without any time constraints.

13. The recurring option shows the dropdown that contains Daily, Monthly, Weekly options for checking from the

dropdown.
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Rule Name *

Rule1

Base Filters *

Entity Operator v node
Custom Filters

Category Operator v node
B Define Maintenance *
B Recurring Daily e
Start Date Start Time End Date

27-11-2024 ] 00:00 © 27-11-2024

All times are in Asia/Calcutta timezone.

X
+ Add
X
+ Add
End Time
] 00:00 [c]

Figure 221 - Define Maintenance for Noise Rule

14. Click on Submit. A confirmation message is displayed.

+ New Noise Maintenance

Actions

I7a

&

%

@ Noise Rule added successfully. X
Noise Maintenance
0 Rule Name Y  Modified By Modified On
0 Rule1 miwermilemegn | enm 2024/10/14 15:19:47
U Noise Entity node5 [0 QO] 00 0. 2024/10/14 15:19:47
O maintenace on node3 vnvnmn e i b 2024/10/14 15:12:56
M4 1 2 3 4 5 . r ¥ 10 ¥ items per page

| [i] Delete ‘

1-10 of 64 items

Figure 222 - Alert Message

15. The rule will start appearing in the gird view.

16. Let’s next look at the way user can create time base (maintenance window) rule as well. Let’s specify entity as auto

and a one-time window as shown -
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Rule Name *

Rule1
Base Filters *

Entity Operator ~ node X

B Custom Filters

Category Operator v node x
+ Add
Define Maintenance
Recurring Daily h
Start Date Start Time End Date End Time
27-11-2024 (] 00:00 [C] 27-11-2024 [m} 00:00 [C]

All times are in Asia/Calcutta timezone.

Figure 223 - Define Maintenance for Noise

17. This rule means that any data created on 27" December between a specific time for the entity auto will be filtered
out and will not process further. Events outside the window specified will be processed using the normal flow.

18. Like the previous rule, Clicking Submit, the rule will start appearing in the grid view.

Reviewing and modifying Maintenance window helps in adapting to changes in the environment and creating a window
that clubs the events that are considered as noise within a specific timeframe and ensuring that alerts are relevant and
indicative of actual issues.

User can edit the created noise rule also.

1. Click on the edit icon next to the rule which needs to be edited.
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Rule Name *

Rule1
Base Filters *

Entity

Custom Filters

Category

Define Maintenance *

Recurring Daily

Start Date

27-11-2024 m]

All times are in Asia/Calcutta timezone.

Operator v node
Operator v node
v
Start Time End Date
00:00 ] 27-11-2024 }

Cancel Submit

X
+ Add
x
+ Add
End Time
00:00 ®

Figure 224 - Edit Option for Noise Rule

Customer > DAST » Noise Maintenance

{¥ Customer Details

) 550 Configuration
A Role

@ user

Ra, Group

@ Integration Mapping
6 Integrations.

5 Correlation Rules

B eatity

Noise Maintenance

O RuleName T Modified By Modified On

(u] Rulel 2024112/20 132148

s} MNoise Entity nodeS 2004/12/23 121121

o malntenance on node3 202411217 12:19:12
M o« 32 3 &4 5 o ok om 10 ¥ itemsperpage

] Deete

Actions
‘ o]
Z o
2w
1-10 of 60 items

Figure 225 — Noise Maintenance

2. The Noise Maintenance window can be edited with the edit option. Base Filters can be added for the Noise Rule

and after making the changes, click on the Submit button.
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Noise Maintenance
Rule Name *

Rule12
Base Filters *

Entity LIKE node X

@ Custom filters

Category 1S node X

+ Add

Define Maintenance *

B Recurring Daily M
Start Date Start Time End Date End Time
27-11-2024 m] 03:00 @ 29-11-2024 m] 04:00 o

All times are in Asia/Calcutta timezone.

Figure 226 - Editing Noise Rule

3. A success message appears as shown below.

Noise Maintenance + New Noise Maintenance
[ ° Noise Data has been updated successfully.

] Rule Name h ‘Modiﬁed By Modified On Actions
o Rule1 tsrenifuen gl eom 2024/10/14 15:19:47 S W
O Noise Entity node5 (L A URT Ty T [ R 2024/10/14 15:19:47 Iz |
0 maintenace on node3 el v 2024/10/14 15:12:56 £ W
LI B 2 3 4 5 L » M 10 ¥ items per page 1-10 of 64 items

[i] Delete

Figure 227 — Success Popup

6.1.10.9.3 Delete Noise Maintenance
This action enables user to delete the rules created.

1. Select the rules to be deleted and click on Delete icon in the footer row.
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Noise Maintenance + New Noise Maintenance

O Rule Name T Modified By Modified On Actions
Noise Entity node5 v endinn gl vonn 2024/10/14 15:19:47 2w
(] maintenace on node3 LT RN 2024/10/14 15:12:56 ¢ W
L] « 1 2 3 4 5 P 4 ] 10 ¥ items per page 1- 10 of 65 items

Figure 228 - Selected Noise Rules

2. A confirmation box is prompted.

Delete Noise Rule X

Are you sure you want to delete the noise rule? It cannot be
undone.

Figure 229 - Confirmation pop-up

3. Click on Confirm button to proceed for the deletion process.

4. On successful deletion, a confirmation message is displayed.

Noise Maintenance + New Noise Maintenance

[ @ Noise Rule deleted successfully. x

D Rule Name Y  Modified By Modified On Actions
O maintenace on node3 twernighengat o 2024/10/14 15:12:56 2 W
L I 2 3 4 5 L »r M 10 ¥ items per page 1- 10 of 65 items
[ Delete

Figure 230 - Alert Message

5. Grid View will be refreshed, and the rules will be removed from the grid.

6.1.10.9.4 Apply Filters
The steps explain how to Apply filter, filters the Noise/Maintenance Window Data.

1. Click on the Apply filter action button present at the below header of the console.
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\

Noise Maintenance

a Rule Name
a Noise Entity node2
O maintenace on node3

O Noise Entity node4

Maodified By

g gl oo
gl e o
by e

L] 10 ¥ items per page

[l Delete

Modified On

2024/10/14 15:19:47

2024/10/14 15:12:56

2024/08/10 05:42:17

Actions
A}
A}
ZA |

+ New Noise Maintenance

1-10 of 64 items

Figure 231 - Apply Filter Operation

2. The form will appear, from there user can select Filed and operator from drop down list and must write value. Then

click on the apply button.

Noise Maintenance

o Rule Name
a Noise Entity node2
O maintenace on node3

O Noise Entity node4

Y  Modified By

Operator
Like ~

Value

node?

Jage
Apply

Modified On

2024/10/14 15:19:47

2024/10/14 15:12:56

2024/08/10 05:42:17

Actions
Z m
ZA |
g m

+ New Noise Maintenance

1-10 of 64 items

Figure 232 - Apply Filter Operation

3. User can see the result of applied filter.

Noise Maintenance

Applied Filters | rulename LIKE node2

a Rule Name hd
a NoiseEntitynode?2
] < 1 > » 10 v

Modified By

dasbaonduukhllashdihalaem

items per page

Modified On

2024/11/27 13:40:42

Actions

2

0]

+ New Noise Maintenance

v

1-1of 1items

Figure 233 - Apply Filter Result
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Correlation rules in IEM are predefined sets of conditions and logic used to analyze and associate multiple events or alerts
to identify patterns, relationships, and potential root causes. These rules play a crucial role in minimizing noise, prioritizing
incidents, and aiding in more accurate and efficient incident detection and response. Correlation rules define the criteria
and logic for grouping or correlating related alerts based on certain conditions or characteristics. Conditions specify the
criteria that must be met for events to be correlated.

When correlated alerts meet certain criteria, correlation rules can trigger the automatic creation of actionable to
streamline the actionable response process.

IEM Supports Topology based alert correlation and Temporal based alert correlation.

— Topology based alert correlation:

— Topology-based alert correlation helps in identifying root causes, reducing noise, and providing a more
comprehensive view of incidents.

— By considering the topology of the infrastructure, HCL IntelliOps Event Management can correlate alerts from
different sources and determine their impact on the overall environment. This enables faster and more accurate
incident resolution, as well as proactive problem identification.

— Temporal-based Correlation with feedback system

— A technique implemented in HCL IntelliOps Event Management, allows for the analysis and correlation of alerts
based on their time-related attributes. It helps in identifying patterns, trends, and dependencies among events
over time. By incorporating temporal-based correlation into event correlation, we can gain insight into the
temporal relationships among alerts. This allows for more accurate and timely actionable detection, helping to

improve overall operational efficiency and responsiveness.

e There are OOB default correlation rules for a tenant present in the environment.

Out-of-the-box correlation rules refer to predefined logic/rules that analyze and correlate incoming alerts or events

from various sources to identify actionable.

o Time & Location Based Cross Domain Correlation Rule- This correlation rule groups and filters alerts
based on environment. There is a filter applied for production environment. The rule will be triggered
and will stop grouping alerts into actionable when a specific metric (location) breaches a predefined
location/region.

o Time Based Cross Domain Correlation Rule-This correlation rule groups and filters alerts based on
environment. There is a filter applied for production environment. The rule will be triggered and will
stop grouping alerts into actionable when a specific metric (time) exceeds a predefined threshold.

o Network Topology Based Correlation Rule- This correlation rule groups and filters alerts based on
environment. There is a filter applied for production environment. There is predefined topology and the
alerts having same entity following similar topology will be grouped into an actionable.

o Entity and Time-Based Cross Domain Correlation Rule- This correlation rule groups and filters alerts based
on environment. There is a filter applied for production environment. The rule will group the alerts based on
entity name. The rule will be triggered and will stop grouping alerts into actionable when a specific metric

(time)exceeds a predefined threshold.
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o Noise and Incident Reduction Due to System Load- This correlation rule filter alerts based on
parameters (which should contain -CPU, memory or Swap). The alerts with the same entity will be
clubbed into actionable.

This section enables us to define the correlation rules within environment as per the requirements. Correlation rules are
user-defined rules which correlate the incoming alerts, identify causal and the impacting alerts within a correlated group
and enable actionable creations. In addition to enablement of actionable creation, this enables user to define automated
actions on the actionable ’s created by the rule for e.g., auto resolution actions based on criteria’s such as occurrence of
a resolving event.
1. Navigate to the Customer page. Click on the edit icon corresponding to the customer for whom the Correlation
Rules are to be added.

2. The following screen appears. Select Correlation Rules option from the left navigation pane:

Customer > DAST » Carrelation Rules

i Customer Detais Correlation Rules
[2] 550 Condiguration Faale T Ride Type T Iz Defaiilt Actizne
e Aole Set last aler def rale e Ll - £ H
& User AleriCarrelation aiml ) & 5 - £ W
N entty_cstoel_status_filtr e Ll - o £ H
A2, Group

AlertCorWithzAlert e M & o 2 W
[ Integration Mapping

Default Test Rule e M - o £ W
) Integrations

Drefault Test Rule com 2 e ] O - 2 o
[ Carrzlatian Rules

System Load ruds ¥ & 5 - & W
T ety - -,
B eatity Entity and Time Based e ¥ & o & ®u

] -

48 Topalogy Hetwork Topolagy e ¥ & o - 2 u
“Ig Service Hievarchy Time & Lacation Based rule ¥ &/ 5 I &2 m
§§ Naiss haimtenanos W4 1 2 * H o T iEms per page 1- 105f 20 items

1 4] Alaodthms

Figure 234 - Correlation View

3. Following are the actions users can perform on this screen based on their assigned roles.
e Add New
e  Edit Existing
e Delete
e Change Rule Priority
e Clone Correlation Rule
e Enable/Disable Correlation Rule

e Apply Filters

1. Click on the +New Correlation button.
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Customer » DAST » Correlation Rules

i Customer Detais
[E1 550 Cordiguration
A Role

& Usar

#3, Group

[ Integration kMapping
3 Integrations

[ Carrzlatian Rules
Bl Entity

4§ Topalogy

“Ig Service Higrarchy
5 Naiss Maintenance

[E1 Al Alagdthams

Correlation Rules

Fule

Set last alert def rule
AlzrtCarrslation
entty_csnoael_statuis_filtr
AlertCarndithzalert
Crefault Test Ruls
Defaudt Test Rule com 2
Gystam Lead

Entity and Time Based
Retwork Tapology

Time & Lacation Based

T RuleTyoe

e
aiml

e

Is Default

M

]

M

Figure 235 - Creating New Correlation Rule

2. The following form appears for the correlation screen:

Customer > DAST > Correlation Rules > Add Correlation

47 Customer Detals

[ S50 Configuration

£ Role

® User

23 Group

@ Integration Mapping

€3 Integrations

& Correlation Rules

 Entity

£ Topology

g Service Hierarchy

34 Noise Maintenance

& Al Algorithms

© Cost Configuration

Create Correlation Rule
Rule Name *

Generic rule

Definition  Action

Topology Filter

Include Alert if

T Select v Select

Exclude if
© Select v Select
Group By *

Define Causal

Rule Description *

Combine all alerts

v Value

~ Value

Select

Select

Select

Select

o
o
&
o

o

£ H
£ W
£ H
£ W
= 1
£ H
- 1
£ H
= 1
2 o

1 - 10 ef 20 items

Figure 236 - Correlation Page

3. The correlation creation is divided into three sections:

e General
e Definition

e Action

— General section enables user to specify the following:

e  Rule Name — Name of the rule

e Rule description — Brief description of the rule
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Rule Name * Rule Description *

Generic rule Combine all alerts

Figure 237 - Create New Name

— Definition section is where the user defines the way the alerts data are correlated and is further divided across the
following sections:
e  Topology Filter Check Box
e Includeif
e  Exclude if
e  Group by

e Define Casual

Definition  Action

Topology Filter

Include Alert if ~
L
Select A Select v Value Select ~ Select ~ x
Exclude if ~
L
Select v Select hd Value Select b Select b X

Figure 238 - Definition Section

— Topology Filter: This lets the user decide whether the topology details are to be taken into consideration. If

selected, the alerts for which the entities topology details are available will only be taken into consideration.

& Topology Filter

L

All Level ~

Figure 239 - Topology Filter

a. Topology filters are selected from the dropdown.
b. The user then selects the levels to be considered, i.e., whether all the levels of the tree to be considered or

limited levels.
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Topology Filter

All Level v
All Level
Level Within

Figure 240 - Selecting Topology Level Types

c. By Default, All Level option is selected.

d. If user selects Level Within, he next needs to specify the number of levels to be considered and while grouping
the data, the user needs select the methodology to group between Tumbling or Sliding. Tumbling means no
overlap will happen in the level grouping of alerts whereas sliding implies overlapping will happen in the level

grouping of alerts.
Topology Filter

Level Within  ~ 0 Tumbling ~

sliding

Figure 241 - Selecting Sliding and Tumbling

e. Based on the selection, entities which topology details match the criteria are taken into consideration for this
rule.
— Include Alert if Filter: User specifies here the alerts data to be considered based on its field’s values. E.g., alerts

where parameter is CPU or memory or disk. Refer Table 3 — Include Alert If Filter Fields_to understand the fields of

this filter.
Include Alert if ~
Select v Select v Value Select v Select v X
Figure 242 - Include Alert If
Table 3 —Include Alert If Filter Fields
Fields Description
Fields Enables users to select the field which user want to consider while applying the filter
and it comprises of Alerts direct fields, its custom keys, associated entities master
key data defined.
Operator Based on the fields datatype the operators are populated
Value Users need to specify the value to be compared to the field selected based on the
operator chosen
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Condition Users choose to specify nested Sub And/Sub Or condition or Main And/ Or

conditions

With the data filled in the section looks as below: -

Include Alert if ~
B Parameter hd Equals ~ cpu Select ~ OR ~ X
B Parameter b Equals ~ memory Select ~ OR ~ X
N Parameter g Equals ~ disk Select ~ Select ~ X

Figure 243 - Selecting All Fields

— Exclude if Filter - User specifies here the criteria based on which incoming alerts data to be excluded if applicable,

e.g., alerts where agent heartbeat belongs to a specific location. The condition is defined the same way it is defined

for include filter. With the details filled in, the section looks as below:

Exclude if ~

L

Agent hd Equals ~ heartbeat Select v Select ~ X

Figure 244 - Exclude Alert If

By the end of this section, users have alerts data which qualifies to be correlated by this rule.
— Group By: Once user have the alerts which qualifies for this rule, user decides how to group those, e.g., group all
the alerts by its entity id. This means all the incoming alert data will further be segregated by their entity id and
will form that many groups.

a. Inthis section, user chooses the fields based on which the incoming alerts are to be grouped.

Group By *

Agent D
Agent Location

Application Name

Application Tier

Figure 245 - Group By
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b. The fields are listed is same way as it is displayed in the included filter section. User can select one or more

fields. With the inputs selected, the field looks as below.

c. Incase of tumbling & Sliding topology, the user needs to group by Hierarchy ID & Sub Entity ID as a mandate.

Group By *

Entity Category ﬂ
Entity 1D
Entity Master

Crtitis Tirmm

Figure 246 - Selecting Group By
— Define causal:
—  With the groups identified, user next determines the following:
e  Process for — Define windows within the group. for e.g., user wants to create hourly windows within the
groups so that 10-11, 11-12 alerts data are grouped together and actionable are created accordingly. For

this, you specify the interval and period as shown below. Default is set to 1 Hour.

Define Causal
Process For Trigger

1 Hour If Cormrelated alert ~ >= 1

Mark as Causal

Set First Alert v

Figure 247 - Process For

e Trigger — Defines when the grouping to be marked as actionable. This is based on the correlated alert count

which is by default set to 1 as shown below.

Trigger

If Correlated alert > = 1

Figure 248 — Trigger
User can specify the count based on their trigger criteria.

e Mark as Causal: With the groups identified this section helps determine out of all the alerts within a group

which one is to be tagged as causal. For this, user have the following options.
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Define Causal
Pracess Far

Mark as Causal

el First Alert

Based on Time user have two options enabled: -

= Set First Alert — First occurring alert within the group, the one with the minimum first occurrence.

= Set Last Alert — This is the alert which occurred latest in the group i.e., the alert with maximum alert
time (first occurrence).

Based on Topology level user have two options enabled: -

= Set First level

=  Set Last level
These options are enabled in case user have selected topology data to be considered. As the name
suggest first level is the first one and Last level is as the level comes in last. In case of conflict the
time of occurrence is taken into consideration for determining the causal.

=  Set First Level — This enables user to identify causal based on an expression.

Trigger

Hour g f Carrelated alart 1

Set Last Alen
Set First Level
Set Last Level
Figure 249 - Mark as Casual
= Set Last Level: An order of events based on which the alerts meeting the criteria will become causal.
o This implies in the group if user have long run query coming in its priority of becoming a causal alert is
higher than the CPU alert. This can help user override the time of occurrence case, scenarios where user
might have possibility of causal delayed and received after the impacted once.
o Define —This enables user to group the incoming alert and define a higher cause which is not dependent
on any alert, but which is the reason behind the alert’s occurrences.
= Specify Actionable Details — helps user to work and resolve the causal actionable created.
=  Enter the specific actionable details as mentioned.
Specific Actionable Details N
Actionable Title * Actionable Description * Actionable Entity *
Actionable Title Actionable Description Select v

Actionable Severity

Causal Alerts Severity

Configuration Guide

Figure 250 - Specific Actionable Details

Title — Brief description about the actionable. User can choose to specify any alert field e.g., Title as
shown below or create its own title using combination of alerts fields or its associated master fields as
shown below or create its own title using combination of alerts fields or its associated master fields as

shown below -
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Specfic Actionable Details A

Actionable Title * Actionable Description * Actionable Entity *
$Agent SAgent Mapped Entity 1D ~

Actionable Severity

Causal Alerts Severity hd

Figure 251 - Actionable Title

o Create its own title using combination of alerts fields or its associated master fields.

o As mentioned, the fields can be accessed by using $ sign as shown below: -

Specfic Actionable Details ~
Actionable Title * Actionable Description * Actionable Entity *

i.‘ $Agent Mapped Entity ID v

$Agent

$Agent Location L

$Application Name
$Application Tier

$Business Division

$Country

Submit
$Data center

Figure 252 - Actionable Title Drop-down
o Description — Detailed description about the actionable wherein user can add additional details which

will help the operation user to better work on the actionable. Like Title either a single field can be

specified, or a combination of texts and fields can be specified. With the values filled in the field looks as

below
Specfic Actionable Details ~
Actionable Title * Actionable Description * Actionable Entity *
$Agent 51 Mapped Entity ID v

$Agent

Actionable Severity

Causal Alerts Severity v $Agent Location

SApplication Name
Exit If A
SApplication Tier

$Business Division

$Country

$Data center

Figure 253 - Actionable Description

o Entity — This is default set to the causal alert’s entity id as shown below.
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Specfic Actionable Details ~

Actionable Title * Actionable Description * Actionable Entity *
$Agent $ Mapped Entity ID hd
Select
Actionable Severity
Causal Alerts Severity v

Figure 254 - Actionable Entity

o Inthe case of Define, this is based on Group in which the alerts data is grouped which requires the
action to be taken upon the group by field itself e.g., Datacenter. With defined option the Actionable

entity looks as below.

Group By * ~

Data center I
Data Source Name

Description

Entity

Define Causal

Process For Trigger

1 Hour ~ If Correlated alert >

Mark as Causal

Set Last Level ~

Specific Actionable Details ~

Actionable Title * Actionable Description * Actionable Entity *

$Data center $Data center Mapped Entity ID ~

Actionable Severity

Causal Alerts Severity v

Figure 255 - Enter all Fields

o Severity — Sets the actionable severity. Possible options are:

Specfic Actionable Details ~
Actionable Title * Actionable Description * Actionable Entity *
$Agent $Agent Mapped Entity ID v

Actionable Severity

Causal Alerts Severity

Causal Alerts Severity
Maximum Severity
Static

Figure 256 — Actionable Severity

= Causal severity — if selected the severity is set to be same as the causal alert severity on grouping.
= Maximum severity — if selected the severity is set to maximum severity of all the grouped alerts.

= Static severity — if selected, user choose to specify the severity of actionable as shown below.
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Specfic Actionable Details

Actionable Title * Actionable Description * Actionable Entity *

$Agent $Agent Mapped Entity ID v

Actionable Severity Severity

Static v Select

Select
1-Indeterminate
Exit If 2-Warning
3-Minor

4-Major

Figure 257 - Actionable Severity

o Exit if —with the details specified next user determine when the actionable grouping will be emitted

from the state, and it has the following three options.

Exit If

Add Exit Criteria(OR)

Select hd

Figure 258 — Exit if

To close actionable, it is mandate to add exit criteria of the correlation rules as "Exit If, clear is received
for Causal Alert".

If clear received for the Causal — As the name suggests if the causal alert clear severity is received,
this actionable will be emitted from the state.

If the following record appears — This section helps user to specify conditions and when it is met,
leads to actionable being emitted from the state e.g., incoming alert parameter contains up or any
alert is received within the group where severity is clear.

If the flow of new records is paused for specified duration — When it is selected it emits the

actionable from the state if incoming data is stopped for the mentioned duration.

All these options are available as shown below: -

Configuration Guide 153



Exit If

Add Exit Criteria(OR)

Select v

If flow of new records are paused for 15 Minutes
If the following record appears
If clear is received for the causal alert

Figure 259 - Exit If

o

e}

Exit If

Choose to specify either one or all the conditions. Select, individual sections are added for each which
captures the relevant input as required.

Figure shows the section which appears when “If flow of new records is paused for” is selected: -

If the flow of new records are paused for 15 Minute(s) X ~

Add Exit Criteria(OR)

If flow of new records are paused for 1! v

Figure 260 - Exit If Condition

o 4 min default is selected, expand the added section, user has the option to provide the interval and
duration as shown below.
Exit If A~
If the flow of new records are paused for 15 Minute(s) X A~
Process For
15 Minutes v

Add Exit Criteria(OR)

If the following record appears v

Figure 261 - Process For

o

Configuration Guide

Figure below shows section which appears when the option “If the following record appears” is selected.
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Exit If ~

If the flow of new records are paused for 15 Minute(s) X A~
If the following record appears x A
Rule X
L
Parameter v Contains v cpu Select v Select ~ X
Rule X
L
Select v Select v Value Select v Select v X

+ Criteria(case)

Figure 262 - Entity Fields

o Expression Criteria is defined in similar manner as user did for include criteria. Multiple criteria can be
specified by Clicking on +Criteria(case).
o  Figure shows the section which appears when “if clear is received for the causal” is selected. In this

section there’s no input to be captured.

Exit If A
If the flow of new records are paused for 15 Minute(s) X ~
If the following record appears x ~
If clear is received for the causal alert X

Add Exit Criteria(OR)

If clear is received for the causal alert ™

Figure 263 - Select Condition

o Allthe criteria can be added only once. User can choose to delete any section (if not applicable) by

clicking the delete icon next to the section as shown below.
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Exit If ~

If the flow of new records are paused for 15 Minute(s) X ~

If the following record appears x ~

If clear is received for the causal alert

Add Exit Criteria(OR)

If clear is received for the causal alert ™

Figure 264 - Delete Condition

— Action: With the actionable creation rule defined in the Definition section next user can specify automated actions
on the actionable’ s created by the said rule using the Action section.

a. Actions are defined using If <Condition> Then <Action> expressions as shown.

Definition Action

If Then W oA
If Then
-[ Change Severity to v Clear v
Exists High priority fully containing actionable hd 52
+ AND

Figure 265 — Action

b. User can define 1 or more such expressions. This can be added by clicking on +Action Rule button.

Definition Action

If Then o~
If Then
-[ Change Severity to v Clear v
Exists High priority fully containing actionable v .
+ AND

Figure 266 - Click on +Action Rule

c. Asthe button is clicked a new section appears as shown below.
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Definition Action

If Then oA
If Then
-[ Change Severity to v Clear v
Exists High priority fully containing actionable v 52
+ AND
+ AND
If Then moA
If Then
—[ Create Ticket v ServiceNow v
Correlated alerts are more than or equal to v

Figure 267 - Action Rules

o The section can be deleted by clicking on the delete icon next to it as shown below.

Definition Action

If Then ~

If Then
-[ Change Severity to v Clear v
Exists High priority fully containing actionable v 52
+ AND

Figure 268 - Delete Action Rule

o  Within a section an expression condition (if) section can be defined as combination of one or more

conditions. A new condition within a section is added by clicking +AND button.

Configuration Guide
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Definition Action

If Then oA
E Then
Change Severity to hd Clear A
Exists High prierity fully containing actionable v 5
+ AND
+ AND

Figure 269 - Click on +AND

o Asthe button is clicked a new dropdown appears for user to choose the condition from as shown below.

Definition Action

If Then A
If Then
Change Severity to v Clear v
Exists High priority fully containing actionable v .
+ AND
Exists an impacting actionable ~ %
+ AND

Figure 270 - Selecting the Rule

o Condition expression can be made of one or more of the following available options.
= Exists an impacting actionable- This means there exists actionable’ s whose impacted alert list
comprises of the causal alert of actionable created by the rule.
= Exists a high priority fully containing actionable-This means exists an actionable created by a high
priority rule which comprises of all alerts of the actionable created by the rule.
=  Correlated alerts are more than or equal to-This means the count of alerts grouped is greater than
or equal to the mentioned number.
o As this option is selected a text box appears next to the dropdown as shown below, enabling user to

specify the count. The default is set to 1.
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Definition Action

If Then o A

If Then

-E Create Ticket v ServiceNow v
Correlated alerts are more than or equal to v

Figure 271 — Count
o Resolving event occurred- This means that actionable is emitted from the state due to either causal alert
clear event occurrence or specified alert criteria occurrence (specified using “if the following record

appears” clause)

o Actions that are to be taken when a condition is met are defined in the Action section of the expression.

Definition Action

If Then " A~
If Then
-E Change Severity to v Clear hd
Exists High priority fully containing actionable v o3
+ AND

Figure 272 - Change Severity

o Like the condition(if) section, one or more actions can be defined for a particular condition expression by

clicking on the +AND button in the Then section.

Definition Action

If Then oA
w
-E Change Severity to v Clear v

Exists High priority fully containing actionable

+ AND

Figure 273 - Click on +AND

o Clicking +AND adds a new row with the Action dropdown within the section as shown below.
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Definition Action

If Then WA
If Then
-E Change Severity to hd Clear hd
Correlated alerts are more than or equal to v
X )
Change Severity to v v
1
+ AND

Figure 274 - Change State

o Possible Actions can be any of the following available options: -

Change Severity To - Set severity of the actionable to the specified value. As this option is selected,

severity dropdown appears for the user to choose from as shown below.

Definition Action

If Then

If Then

Change Severity to e Clear v

x + AND Indeterminate
Warning
Minor

Correlated alerts are more than or equal to A

AND Major
+ Critical

Figure 275 - Select the Fields

Change State To - Set State of the actionable to the specified value. As this option is selected, a state

dropdown appears for the user to choose from as shown below.

Definition Action

If Then

If

L

Correlated alerts are more than or equal to v

Then

Change State to ¥ Open v

x + AND Assigned
In Progress
Resolved

AND Closed
+ Resolved Incorrect

Figure 276 - For Change State Select
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= Change Title - Set title of the actionable to the specified value. As this option is selected, text box

appears for user to specify the title for the actionable as shown below.

Definition Action

If Then A~
If Then
Change Title v 0
Correlated alerts are more than or equal to v
X 4+ AND
1
+ AND

Figure 277 - Change Title

=  Create Ticket — Enables ticket creation in the specified tool after specified interval in minutes. As the
option is selected a dropdown appears enabling user to select from the available tool list along with
a text box for user to specify the lag duration in minutes. The lag by defaults is 0 which implies

immediate creation of ticket as the corresponding condition is met.

Definition Action

If Then T o~
If Then
Create Ticket A I ServiceNow v |

Correlated alerts are more than or equal to v

x L |
1

+ AND

+ AND

Figure 278 - Creation of Ticket

o Users need to note that the ticket will only be created for the actionable if the associated customer’s
integration is defined.

o By default, the following expressions are preconfigured.

o Change state to resolved if exists an impacting actionable or exists a high priority fully containing
actionable, or a resolving event has occurred.

o The below figure shows the actions configured.
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If Then I

I Then
o Change State to ~ Resolved ~
Exists High priority fully containing actionable v %
+ AND
+ AND
If Then T o~
If Then
T Change State to v Resolved v
Exists High priority fully containing actionable v
+ AND
+ AND
If Then T o~
If Then
Change State to v Resolved v
Clear event occurred v £
+ AND

Figure 279 - Actions Rules

o User can choose to update the existing actions or create new actions.

o  With all the details filled in click on the Submit button to Save the rule and create the associated

processing details.

Create Correlation Rule
Rule Name * Rule Description *

Default Default

Definition Action

If Then o~
If Then
Create Ticket v ServiceNow v
Correlated alerts are more than or equal to v
x 0
1
+ AND

+ AND
+ Action Rule

Figure 280 - Click on Submit

o Asthe Submit button is clicked, control is redirected to the grid view page listing the rule created as

shown below.
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6.1.10.10.3 Edit Correlation Rules

Customer » DAST » Correlation Rules

Cantamer ; DAST » Carvelatinn Rule
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Figure 281 - Grid View for Correlation Rules

1. Click on the Edit icon next to the rule that is to be edited.
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Figure 282 - Edit Correlation Rule

2. The form appears with all the details filled in.
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Customer > DAST » Correlation Rules > Edit Correlatian

7 Customer Detadls Edit Correlation Rule
Rule Description” Bule Type
8] 550 Configuration
Combine all Alerts Comrelation Rule
 Role
@ User
Topolagy Filter

23 Gravp

Include Alert if ~
18 Integration Mapging =
& Integrations Exclude it ~
B Corelation Rules

Group By * -
B Entity
4 Topology
" Senice Hierarchy
2 Noise Maintenance Define Causal v

& Al Algorithms

Figure 283 - Edit Correlation Rule (Cont.)

3. Once saved, the user can only perform the following action on the saved data.
e Manage Automated Actions — Add, Update, or delete action expressions in the action section.

4. All the other sections will appear in read only mode as shown in the following figure:

Customer 5 DAST 5 Correlation Rules » Edit Correlation

¥ Customer Details Edit Correlation Rule
R Mo * Fute Description * Rule Type
8 550 Configuration .
Generic Rule Combine all Alerts Correlation Rule
2 Role
Definition  Action
® User
Topology Filter
23 Group
Include Alert if ~
6 Integration Mapping =
& Integations Exclude if ~
B} Correlation Rules
B Entity
& Topology ]

g Semvice Hierarchy
3 Noise Maintenance Define Causal -

& Al Algorithms

© Cost Configuration Cancel

Figure 284 - Updated Correlation Rules

5. Make the required changes and click on Update for the changes to be applicable.

6. A promptis displayed as shown below.
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Figure 285 - Alert Message

6.1.10.10.4 Delete Correlation Rules

1. Click on the Delete icon next to the rule that is to be deleted.

§7 Customer Details

@ S50 Configuration
2¢ Role

@ User

2g Group

5 Integration Mapping
€% Integrations

[ Correlation Rules
E entity

€8 Topology

°lg Service Hierarchy

Correlation Rules

Rule Y  Rule Type Y Is Default Actions
System Load rule Y ®
Entity and Time Bas... rule ¥ e
Network Topology rule Y ®
Time & Location Ba... rule Y ® )
Time Based rule Y ®
Generic Rule rule Y .
2] « 1 2 > » 10 v items per page

3 & ¢ @ 9

+ New Correlation

<

<>

<>

<>
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&

)
=

%
=]
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=]

[
El

=
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Figure 286 - Delete Correlation

2. A promptis displayed as shown below.
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Delete Correlation X

Are you sure you want to delete the selected correlation? It
cannot be undone.

Figure 287 - Confirmation pop-up

165



3. On confirmation the rule and the associated processes will be deleted.

4. On successful deletion the following message will be displayed.

© Rule deleted ! X

¥ Customer Details Correlation Rules + New Corrclotion |
] 550 Configuration Huile T RuleType Y IsDefault Actions
8¢ Rale System Load rule Y s & m
@ User Entity and Time Based tule ¥ B s £ M

Network Topalogy ule ¥ B s £ m
Ag Group

Time & Location Based rle ¥ [
3 Integration Mapping

Time Based Tule Y & m
& Integrations

W4 BN 2 ¢ M 1 *  items per page 1- 10 of 14 items

& Correlation Rules

Figure 288 - Alert Message

5. Therule no longer appears in the grid and the data table is updated.

6.1.10.10.5 Change Rule Priority
The grid view page enables user to adjust the rule priority. Rule priority helps prioritize the actionable created by different
rules and enables us to take actions or define automated actions based on the priority ordering.
Users need to note that the rules are displayed in descending order of their priority in the grid. The topmost rule has the
highest priority with the priority decreasing as user go down in the grid.

1. Click on the dragicon next to the rule for which the priority needs to be adjusted.

b7 Customer Details Correlation Rules + New Correlation

£ 550 Confiquration Rule T RuleType T bs Default Actions
8¢ Role System Load ule ¥ B s £ m
§ . -

@ User Entity and Time Based ule Y s £ m

Metwork Topology nle Y B s £ m
£ Group

Time & Location Based nle ¥ oz f M
] Integration Mapping w

Time Based ule Y Bt Z m
€3 Integrations

W4 B 2 o M 0 items per page 1-10 of 14 items

% Correlation Rules

Figure 289 - Change the Priority

2. Select and drag the rule.
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Change Priority X

Select v

Cancel Submit

Figure 290 - Select the Change Priority Dropdown

3. Position the dragged rules at the desired position. As the ordering is changed, a Save Priorities Button appears at

the bottom of the grid.

Change Priority X

Select g

3
| Ceves [

Figure 291 - Select the Change Priority Dropdown

4. Click on the Submit button to update the rule priorities.

5. On successful update the following message is displayed

I @ Pricaity changed successfully . X

&¥ Customer Details Correlation Rules "+ New Corelation
£ 550 Configuration Rule T Rule Type T s Default Actions
2 Role System Load rule Y g o 2 m
® User Entity and Time Based rule ¥ g 2 m

Netwark Tepology ule ¥ e & o
Az Group

Time & Location Based rule ¥ B £ m
€3 Integration Mapping

Time Based rule Y B & m
2 Integrations

W 4 BN 2 = M 10 ¥ items per page 1-10of 14 items

[ Corelation Rules

Figure 292 - Alert Message

6. The priority is saved; grid is refreshed showing the changed ordering.

6.1.10.10.6 Clone Correlation rules

1. Click on the Clone button next to the correlation rule that is to be cloned.
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¥ Customer Details Correlation Rules

) 550 Configuration Rule

& Role System Load

@ User Entity and Time Based

Bg Group et opelooy
Time & Location Based

€3 Integration Mapging
Time Based
€3 Integrations

[% Comelation Rules

N 10

T Rule Type

rule

rule

rule

e

e

¥ items per page

T s Default

Y

+ New Correlation

Actions

0 T 2 m
B S £
8 T 2 m
0] g T £ m

1 - 10 of 14 items

Figure 293 - Clone Action

2. This will prompt for confirmation as shown:

§7 Customer Details

Rule Name *
&) $SO Configuration
Generic rule 1

A¢ Role
Definition Action
@ user
Topelegy Filter
A2 Group

Include Alert if
& Integrations

B Correlation Rules Select
T Entit:
Y Exclude if
4§ Topology
Select

“lg Service Hierarchy

Clone Correlation Rule

Rule Description *

Combine all alerts

Select e Value

Select e Value

Select

Select

Rule Type

Correlation Rule

v Select hd X

v Select hd X

Figure 294 - Clone Connection Integration

3. On successful cloning the following message is displayed

§ Customer Details Correlation Rules
[@ 550 Canfiguration s
& Role System Load
@ User Entity and Time Based
Metwork Topology
s, Group
Time & Location Based
@ Integration Mapping
Time Based

@ Integrations

o412 o M

F% Comelation Rules

[0 Carrelation rule added successhully.

T Rule Type T

nile
rule
rule
nle
nle

10 * items per page

Is Default

¥

+ New Comelation

Actions

gt 2 m
B 2 B
» [ = - 1
» B 2 m
» [

1= 10 of 14 items

Figure 295 - Alert Message

6.1.10.10.7 Enable/Disable Correlation Rule

1. Click on the Enable/Disable toggle button next to the correlation rule that needs to be Enabled/Disabled.
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& Customer Details Correlation Rules + New Comelation

B 550 Configuration Rule T RuleType T Is Default Adtions
2 Role System Load mule ¥ CHREN < I A |
@ User Entity and Time Based rule ¥ " 8 ¢ ¢ B
Network Topalogy mule Y CEREN < I |
Aa Group
Time & Location Based rule ¥ CHRIN = R |
2 Integration Mapping
Time Based mle Y et 2 m
3 Intagrations
W4 B ) kM 10 * items par page 1-100f 14 items

[& Corelation Rules

Figure 296 - Enable /Disable Correlation Rules

2. Click on Enable/Disable icon, on success a confirmation pop-up message is displayed.

[ @ Enabled the Rule. x

& Customer Details Correlation Rules + Mew Correlation
B 550 Configuration Rule T Rule Type T s Default Actions
£¢ Role System Load ule ¥ ﬂ) & : ¢ m
® User Entity and Time Based rule ¥ . g : & B

Network Topalogy tule ¥ ] I A |
A2 Group o

Time & Location Based rule Ui . g : £ 0
# Integration Mapping

Time Based rule N a5 T 2 m
5 Integrations

moe 12 o om 10+ items per page 1- 10 of 14 items

& Correlation Rules

Figure 297 - Alert Message

l © Disabled the Rule. x

7 Customer Details Correlation Rules [Lunz\amn]
[ 550 Configuration Fule T RuleType T IsDofault Actions
25 Role System Load rule ¥ I o ¢ 2 |
@ User Enitity and Time Based rule ¥ ] e T 2 B

Network Topology ke Y U < L 1
A3 Group

Time & Location Based rule Y » [ |
2 Integration Mapping

Time Based rule Y B 21
£ Integrations

o4 ] 2 r M 10+ items per page 1+ 100of 14 items

[ Carrelation Rules

B Entity

Figure 298 - Success Pop-up for Enable

6.1.10.10.8 Apply Filters

The section involves the steps to Apply filter to the Correlation Rules Data.

1. Click on the Apply filter action button present at the below the header of the console.
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7 Custamer Details Correlation Rules + New Corelation

£l 550 Configuratian Rule Rule Type T  IsDefault Actions
8¢ Role System Load nile ¥ e B Fom
® User Entity and Time Based rule ¥ 2 [ LI . 1
Netwark Topology rule ¥ ™ B s 2 o
A8 Group o
Time & Location Based rule b 2 [
@ Integration Mapping
Time Based rule ¥ L] A 1]
© Integrations
W4 BN 2 - M 10 *  items per page 1- 10 of 14 items

B Corelation Rules

Figure 299 - Apply Filter Operation

2. The form appears. From there, select Field and Operator from drop down list and provide Value. Then click on the

Apply button.

% Customer Details Correlation Rules + Mew Correlation

2 550 Configuration Rule v

Rule Type T s Default Actions
2 Role System Load Operator ¥ eom v o2om
like w G o
@ User Entity and Time Based Y s F 2 O
Value
Network Topal " Al -4
A8 Group e Entty S0 s
Time & Location Based [ ply ¥ CNIN L A
£ Integration Mapping L J
Time Based ule ¥ CININ A |
£ Integrations.
W4 1 2 v W 0 v items per page 1- 10 of 14 items

[ Conelation Rules

Figure 300 - Apply Filter Operation

3. The result looks as shown in the following figure:

¥ Customer Details Coarrelation Rules + MNew Comelation
£ 550 Configuration Applied Filters | rulename LIKE Entity  * prd

Rule T  Rule Type T s Default Actions
F¢ Role

Entity and Time Based rule ¥ . B S ¢ W
® User

LIREE R ] 10 ¥ items per page 1-10f 1 items

fg Group

€3 Integration Mapping

Figure 301 - Apply Filter Result

6.1.10.11 Integration Mapping

1. Click the customer onboard section. For a specific customer, click on customer action edit section. Click on the

Integration Mapping page, Records for the selected customer will be displayed in the grid view as shown.
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§" Customer Details Integration Mapping + New Rule

€ SSO Configuration Rule Name Y Rule Description Rule Priority ¥ Modified 8y Y Modified On Is Default
2¢ Role Default Waming Default Waming 1 2024/08/12 13:57:26 ¥
® User Default_Minor Default_Minor 2 2024/08/12 13:57:26 ¥

rule rulet 3 2024/08/12 13:57:26 N
22, Group |

Default_inderterminate Default_Inderterminate 4 2024/08/12 13:57:26 v
@ Integration Mapping

Default_Critical Defoult_Critical 5 2024/08/12 13:57:26 Y
& Integrations

Default_Major Default_ Major 3 2024/08/12 13:57:26 Y
% Correlation Rules

W <« 1 » % 10 v itemsperpage 1-60f6 items

T Entity
43 Topology

Figure 302 — Integration Mapping Page

2. User can perform the following actions:

o Add New
o Edit
o Delete

o Enable/Disable
o Change Rule Priority

o Apply Filter

6.1.10.11.1 Add New Integration Mapping

1. Click on the +New button at the top of the grid to create a new rule.

o
i
4
L

8 Customer Details Integration Mapping
£) 550 Configuration Rule Name Y Rule Description Rule Priority Y Modified By Y Modified On s Default
2 Role Default Waming Default Waming 1 2024/08/12 13:57:26 Y
® User Default_Minor Default_Minor 2 2024/08/12 13:57:26 Y

et rulet 3 2024/08/12 13:57:26
A3 Group

Default_Inderterminate Defoult_Inderterminate 4 2024/08/12 13:57:26 ¥
@ Integration Mapping

Default Critical Default Critical 5 2024/08/12 13:57:26 ¥
@ Integrations

Default Major Default_Major 3 2024/08/12 13:57:26 ¥
& Correlation Rules

W <« BN N 10 v items per page 1-60f6items

Figure 303 — Create New Integration Mapping

2. The following form is opened. Click on the +Add button.
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Integrations Mapping

Rule Name *

Urgency *

Value

Field Name *

Select Field Name

Rule Description *

Impact *

Value
Operator * Value *
Select Operator v Value

Filters will be added in AND condition. Create a New Rule if you wish to use these in OR condition.

Figure 304 — Create Integration Mapping

+ Add

3. The following page appears. Enter all the details that present in the integration mapping creation page.

Integrations Mapping

Rule Name *

rule2

Urgency *

2

Field Name *

Environment

Rule Description *

rule2

Impact *

3
Operator * Value *
Is v Prod

Filters will be added in AND condition. Create a New Rule if you wish to use these in OR condition.

Figure 305 — Create Integration Mapping (Cont.)

4. |n addition, user can click on +Add icon and enter all the fields.

Configuration Guide

i'

+ Add

172



#* Customer Details
S50 Configuration
Pt Role

@ User

A2 Group

€ Integration Mapping
€ Integrations

B Carrelation Rules

B Entity

Integrations Mapping

Rule Name * FRule Description *

ruled fuled

urgeney impact

2 3

Fiela Name * Operater = Value ©
Environment ~ le v Prad

Fliters will be added in AND condition. Create a New Rule if you wish to use these in OR condition.

Figure 306 — Add Section

Integrations Mapping

Rule Name *

rule2

Urgency *

2

Field Name *

Environment

Custom Key3

Rule Description *

rule2
Impact *
3
Operator * Value *
~ Is ~ Prod
~ Like v key3

Filters will be added in AND condition. Create a New Rule if you wish to use these in OR condition.

Submit

+ Add

Figure 307 — Add Section

5. Click on Submit. A confirmation message is displayed.

#° Customer Details

) S5O Configuration
At Role

@ User

As, Group

& Integration Mapping
& Integrations

£ Correlation Rules

B Entity

l © Data successfully updated X
Integration Mapping
Rule Name Y Rule Description Rule Priority Y Modified By
Default_Waming Default Warning 1 deekondaakhilesh@hclcom
Default_Minor Default_Minor 2 supritha@iemagal.com
rulet rule1 3 deekonda akhilesh@hcl com
Default_Inderterminate Default_Inderterminate 4 supritha@iemqat.com
Default_Critical Default_Critical 5 supritha@iemqat.com
Default_Major Default_Major 6 supritha@iemagal.com

N < N> N 10 v items per page

+ New Rule

Modified On s
2024/11/2812:44.08 Y l
2024/08/12 1357:26 Y
2024711/28 124426 N
2024/08/12 13:57:26 Y
2024/08/12 13:57:26 Y
2024/08/12 1357:26 Y

1-60f6items

Figure 308 — Listing Page of Integration Mapping

6. On Clicking Submit, the integration mapping will start appearing in the grid view.
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6.1.10.11.2 Edit Integration Mapping

User can edit the created integration mapping also.

1. Click on the edit icon next to the rule which needs to be edited.

§* Customer Details

£1 550 Configuration
B Role

@ User

43, Growp

€3 Integration Mapping
& Integrations

B Correlation Rules

B Entity

Integration Mapping

RulePrioity T Modiified By

7

2

3

T Modified On

2024/11/28 12:44.08

2024/08/12 13:57:26

2024/11/28 12:44:26

2024/08/12 13:57:26

2024/08/12 13:57:26

2024/08/12 13.57:26

Is Default

Actions

NNI\NN.‘

L] 10 v items per page

1-60f 6 items

Figure 309 — Edit Action

2. The Integration Mapping can be edited with edit option.

after making the changes, click on the Submit button.

Integrations Mapping

Rule Name *

rulet

Urgency *

2

Field Name *

Environment

Custom Key3

Filters will be added in AND condition. Create a New Rule if you wish to use these in OR condition.

Rule Description *

rulet

Impact *

3

Operator *

Like

Add Filter can be added for the Integration Mapping and

Value *
~ Prod
v key3

+ Add

Figure 310 — Edit Integration Mapping

3. A success message appears as shown below.
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&° Customer Details

) S5O Configuration

A Role

@ user

Az Group

& Integration Mapping

& Integrations

B Correlation Rules

B Entity

IOMMM x

Integration Mapping

Rule Name YT Rule Description Rule Priority Y Modified By
Default Warming Default Waming 1

Default_Minor Default_Minor 2

rulel rulel 3

Default_Inderterminate Default_Inderterminate 4

Default_Critical Default_Critical >

Default_Major Default_Major 3

™ « 1 . » 10 *  items per page

Modified On

2024/11/28 12:44.08

2024/08/12 13:57:26

2024/11/28 124426

2024/08/12 13:57:26

2024/08/12 13:57:26

2024/08/12 13:57:26

Is

1-60f6items

Figure 311 — Alert Message

6.1.10.11.3 Delete Integration Mapping

The action enables user to delete the integration mapping created.

1.

Select the integration mapping to be deleted and click on delete icon.

Integration Mapping

ninate

2.

Rule Priority ¥ Modified By Y  Modified On Is Default
1 2024/11/28 12:44:08 ¥
2 2024/08/12 13:57:26 ¥
3 2024/11/28 12:44:26 N
4 2024/08/12 13:57:26 Y.
5 2024/08/12 13:57:26 Y
6 2024/08/12 13:57:26 ¥

aaaaaa>
3
°

2

4+ New Rule

Na:mm
= 2 =2

LY Y
=

" 10 v  items per page

1-60f6items

Figure 312 — Delete Integration Mapping

A confirmation box is prompted.

Configuration Guide
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Delete Integration Mapping

Are you sure you want to delete the selected Integration
Mapping? It cannot be undone.

Figure 313 — Confirmation Pop-Up

Cancel Confirm
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3. Click on Confirm button to proceed for the deletion process.

4. On successful deletion, a confirmation message is displayed.

lo Integration deleted successfully X

#* Customer Details Integration Mapping + New Rule
) 550 Configuration Rule Name Y Rule Description Rule Priority Y Modified By Y  Modified On ks
8¢ Role Default Warning Default Waming 1 2024/11/28 124408 Y
® User Default Minor Default Minor 2 2024/08/12 135726 y

nulel rule1 3 2024/11/28 124426 N
A2 Group

Default_Inderterminate Default_Inderterminate A 2024/08/12 13:57:26 Y
& Integration Mapping

Default Critical Default Critical 5 2024/08/12 13:57:26 Y
@ Integrations

Default_Major Default Major 6 - 2024/08/12 135726 Y
[ Correlation Rules

N <« BN 10 v items per page 1-60f6items

B Entity

Figure 314 — Alert Message

5. Grid View will be refreshed and the rules will be removed from the grid.
6.1.10.11.4 Enable/Disable Integration Mapping
To enable or disable an integration mapping in an environment, there is provision of toggle switches to easily perform
the required actions.

1. Click on the Enable/Disable toggle button which needs to be Enabled/Disabled.

Integration Mapping

Rule Priority Y Modified By Y  Modified On Is Default Actions
1 2024/11/28 12:44.08 Y d T 2 0
2 B : 2024/08/12 13:57:26 Y @ - 2 n
3 2024/11/28 12:44:26 N a@ T 2w

ninate 4 : : 2024/08/12 13:57:26 Y @ T 2 B
5 2024/08/12 13:57:26 ¥ @ : 2 0
6 2024/08/12 13:57:26 Y & T Z2

H <« 1 » w 10 v items per page 1-60f6items

Figure 315 — Enable/Disable Integration Mapping

2. Click on Enable/Disable toggle. On success, a confirmation pop-up message will be displayed.
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[ @ Rule disabled successfully, X

Integration Mapping + New Rule

Rule Priority Y Modified By Y  Modified On Is Default Actions
1 2024/11/28 13:09:56 Y o ¢ 2 m
e

2 2024/08/12 13:57:26 Y @ T 2w
3 2024/11/28 12:44:26 N @ T 2 o

ninate 4 2024/08/12 13:57:26 Y @ T 2w
3 2024/08/12 13:57:26 ¥ @ ¢ 2 ®
6 : : 2024/08/12 13:57:26 Y @ ¢ ©

W < L] 10 v  items per page 1-60of 6items

Figure 316 — Alert Message

@ Rule enabled successfully. X
Integration Mapping + New Rule

Rule Priority Y Modified By Y  Modified On Is Default Actions
1 2024/11/28 13:11:25 Y d S 2 n
2 2024/08/12 13:57:26 Y @ © 2 n
3 2024/11/28 12:44:26 N @ T 2 B©

ninate 4 2024/08/12 13:57:26 Y &)@ T 2 B
S 2024/08/12 13:57:26 Y @ < Z2 0
6 2024/08/12 13:57:26 i @ 2 0

“« <« BN » 10 v items per page 1-6o0f6items

Figure 317 — Alert Message

6.1.10.11.5 Change Integration Mapping
The grid view page enables user to adjust the rule priority. Rule priority helps prioritize the actionable created by different
rules and enables us to take actions or define automated actions based on the priority.
Users need to note that the rules are displayed in descending order of their priority in the grid. The topmost rule has the
highest priority with the priority decreasing as user go down in the grid.

1. Click on the dragicon next to the rule for which the priority needs to be adjusted.
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Integration Mapping + New Rule

Rule Priority ¥ Modified By Y  Modified On Is Default Actions
1 2024/11/28 13:11:25 Y n I‘i Z 0
2 2024/08/12 13:57:26 ¥ ® ¢ Z2 m
3 2024/11/28 12:44:26 N @ ¢ Z2 B

ninate 4 2024/08/12 13:57:26 Y @ ° Z2 ®
5 2024/08/12 13:57:26 Y @ ¢ 2 0
6 2024/08/12 13:57:26 Y: a® ¢ 2 8

H <« Bl > 10 v items per page 1-6o0f6items

Figure 318 — Change Priority

2. Select and drag the rule.

Change Priority X

Select N

Cancel Submit

Figure 319 — Select Change Priority Dropdown

3. Position the dragged rules at the desired position. As the ordering is changed, a Save Priorities button appears at

the bottom of the grid.

Change Priority X

Select v

3
l =D

Figure 320 — Select Change Priority Dropdown

4. Click on the Submit button to update the rule priorities.

5. On successful update, the following message is displayed:
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l @ Priority changed successfully . X
Integration Mapping

Rule Priority ¥ Modified By Y  Modified On Is Default Actions
1 2024/11/28 13:11:25 ¥ @ ¢ 2 0
2 C 2024/08/12 13:57:26 ¥ @ ¢ Z2 m
3 2024/11/28 12:44:26 N ® : 2 B

ninate 4 2024/08/12 13:57:26 ¥ @ ¢ 2 B\
5 2024/08/12 13:57:26 ¥ @ 2w
6 2024/08/12 13:57:26 ¥ @ ¢ 2w

“ « 1 > " 10 ¥ items per page 1-60f6items

Figure 321 — Alert Message

6. The priority is saved; grid is refreshed showing the changed ordering.
6.1.10.11.6 Apply Filters
The steps explain how to apply filter, filters the integration mapping data.

1. Click on the Apply Filter action button present at the below header of the console.

7 Customer Details Integration Mapping + New Rule |
) 550 Configuration Rule Name E Rule Description Rule Priority Y Modified By Y Modified On s
2¢ Role Default_Waming Default Waming 1 2024/11/2813:1125 Y
® User Default_ Minor Default Minor 2 2024/08/12 135726 ¥

rulel el 3 2024/11/28 124426 N
A3 Group

Default_Inderterminate Default_Inderterminate 4 2024/08/12 135726 ¥
& Integration Mapping

Default_Critical Defoult_Critical 5 2024/08/12 13:57:26 Y
& Integrations

Default_Major Default_Major 6 2024/08/12 13:57:26 Y
& Correlation Rules

LR B ] 10 v items per page 1-60f6items

B entity
&3 Topology

Figure 322 - Apply Filter Operation

2. The form will appear, from there user can select Filed and operator from drop down list and must write value.

3. Click on the apply button.
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Integration Mapping + New Ruls

Rule Name Y  Rule Description Rule Priority ¥ Maodified By Y  Modified On Is
Default_Warning Operator 1 2024/11728 13:111:25 Y
Like v
Default_Minor 2 2024/08/12 13:57:26 Y
Value
rulet ruled 3 2024/11/28 12:44:26 N
Default_Inderterminate ‘ Apply ‘ 4 2024/08/12 13:57:26 Y
Default_Critical Detault_Critical 5 2024/08/12 13:57:26 Y
Default_Major Default_Major 6 2024/08/12 13:57:26 Y
W« 1 oM 10 v items per page 1-60of6items

Figure 323 — Apply Filter Operation

4. User can see the result of applied filter.

Integration Mapping + New Rule

Applied Filters | rulename UKE rulel = AY4

Rule Name ¥ Rule Description Rule Priority Y Modified By YT  Modified On Is Default Actio

rulel rulel 3 2024/11728 12:44:26 N [ o)
W o« 17 » M 10 v items per page 1-10f1items

Figure 324 — Apply Filter Operation

Integration with third-party tools is a crucial feature for IEM. IEM leverage external tools and services to enhance their
capabilities, providing a more comprehensive and effective solution for effective Event Management.
IT Service Management (ITSM) Integration:
— Integrate ITSM platforms for seamless collaboration between Event Management and IT service workflows.
—  Facilitates the creation of tickets, automated incident resolution and related changes and problems updates for
effective Root Cause Analysis.
Currently IEM has integration with two tools:
e ServiceNow
e  ServiceXchange
Both the tools are responsible for Incident Management, Automated Ticket creation, ITSM Collaboration providing a
cohesive approach efficiently.
This section enables a user to define the external tool integrations within our environment e.g., if user needs to create a

ticket in Service Now or update a ticket in ServiceNow, this is where user will define the integration details.

Configuration Guide 180



¥ Custemer Details

) 550 Configuration

8¢ Role

@ User

Ag, Group

£3 Integration Mapping

Integrations
Integration Name
WorkMotesTicket
AlphalpdateTicket
IntegrationCreate

H l 1 2 v Ll 10 ¥ items per page

€3 Integrations

[3 Comelation Rules

Integration Type

rest

rest

rest

+ New Integration

T Actions

[%

@ o

@ M

@ W

1-10of 11 items.

Figure 325 - Integration Page

1. Click the customer onboard section (“Customer”—> ”"Customer Name”~> “Integrations”)

2. Click on the Integration page. Available integrations are displayed in the grid. Following are the actions, the user

can perform on this screen based on their roles.

Add New
Edit Existing
View Existing
Delete

Apply Filters

6.1.10.12.1 Add New Integration

1. |If there’s no integration defined, then click on “+ New Integration” button shown on the top of the Integrations

Screen, as in the below image:

b= Customer Details

[ 550 Configuration

£ Role

@ User

g Group

Integrations

Integration Name
WarkMotesTicket
AlphalpdataTickat

IntegrationCreate

Hm o« BN 2 * M A items per page

£ Integration Mapping

& Integrations

Integration Type

rest

rest

rest

T Actions

[ Y

[iS

1- 10 of 11 items

2. The user is redirected to the Integration form, which is divided into 3-Steps.

Figure 326 - Creating New Integration

General (Step 1)
Connection (Step 2)

Definition (Step 3)
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7 Customer Details Integration » General Step 1

[ 550 Configuration Name® [ Integration Type®
o I Eriter Integration Name Tickets ~
o~ Role
Toal [ Action® [[]
User
@ SericeNow hd Create Ticket b4

A3 Group

m

1 Integration Mapping

B3 Integrations

Figure 327 - Create an Integration

3. In General Section fill in the below details:
e Name: Name of Integration
e Integration Type: Integration type is where the integration is to be defined like Tickets.
e Tool: Tool related to the selected module e.g., for Tickets user have ServiceNow.
e Action: Type of action for which the integration is being defined like Create Ticket, Update Ticket etc.

4. Once user fills in the above details and click on Next, control is redirected to the second step.

Integration > General Step 1
Name* [ Integration Type* I

Snow_FetchRelatedProblem Tickets v
Tool* [T Action* [T

ServiceNow v Fetch Related Problems v

Figure 328 - Create an Integration

5. Connection Section — In this section, users can select an existing connection or create a new connection.
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Integration » Connection { 4 New Connection | Step 2

O Connection Name Connection Type
U FetchRelatedChanges rest
O Demo FetchRelChng rest
O Alphawork rest
Show 10 v  entries <] Previous [>| Next

Figure 329 - Existing Connection

6. For selecting from the existing list of connections, user must select the checkbox from existing connection and click

on Next button.

Integration » Connection { + New Connection | Step 2

O Connection Name Connection Type
O FetchRelatedChanges rest
Demo FetchRelChng rest
O AlphaWork rest

Show 10 ~  entries <] Previous [D\ Next

Figure 330 - Existing Connection

7. To create a new connection, the New Connection button is to be clicked, and user will be redirected to the Manage
connection form.

8. The input being asked for in this section depends on the Connection Type selected.

9. Refer to the “Manage Connection section” to understand the steps for creating a REST based connection.

10. For the Generic REST Pull Based Connection Type in the General section, the following options need to be filled in.
e Connection Name

e Base URL

Integration » Connection [ + New Connection | Step 2 I

Figure 331 - Navigation Bar for Create a New Connection

Configuration Guide 183



Integration > Connection Step 2

Connection Name* [5] Enter Connection Name Base URL* []

Test Connection Cancel

Figure 332 - Creating New Name for Connection

11. If the user clicks on the Advance Options button, it displays the following options to fill in.
e Username

e  Password

Integration > Connection Step 2

Connection Name* []  Enter Connection Name Base URL* 3]

Authentication
User Name* Password™

Enter User Name Enter Password &

Test Connection Cancel

Figure 333 - Advance Options

12. After all fields are filled, click on the Test Connection to check the URL Connection. It displays the message as

shown below:
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© Test connection successfull X

Integration > Connectibn Step 2
Connection Name* @ SnowFetchRelatedProblem Base URL'

Authentication
User Name* Password”

admin =

Test Connection Cancel

Figure 334 - Alert Message

13. After successful Test connection, click on Submit Button. It displays the New Connection added pop-up as below.

l @ New connection added. X

Integration > Conhection + New Connection | Step 2
Connection Name Connection Type
Alpha rest

Show 10 ~  entries

m

1 Previous [>| Next

Figure 335 - Alert Message

Integration > Connection

4+ New Connection Step 2

Connection Name Connection Type
Alpha re

Show 10 v  entries <] Previous

Figure 336 - Existing Connection

14. If a user selects HTTP Request Push Based Connection Type in the General section, the following fields need to be

filled.

e Connection Name
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° Base URL

15. Specify the Connection Name, a Token is populated, and the URL is ready to be used for integration by the external

tools.

Integration y Connection

9]

Connection Name* (3] IEMUAT Base URL* [3]

Previous Next

Figure 337 - Create New Connection

16. Copy the URL and click on the Submit button.

Customer > AlphaCustomer > Integrations > Create

B Customer Details Integration » General Step 2
550 Configurati
e onfiguration Connection Name  FerchTicket Base URL g g bimemivs wees bt vl Dunnewit s bl i e L iw apage
B¢ Role
@ Advance Options
@ User
22 Group

£ pata Collection

& Integrations

B2 Correlation Rules Cancel

T Entity

42 Topology

Figure 338 - Create New Connection

17. Clicking on the Submit button takes the user to the Definition tab.
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Integration > Definition

ITSM to IEM Field Mapping* [&

ITSM Field

Enter Key

Map Columns [

Base*

Column

--select--

Custom*

Column

--choose additional keys-- ~

Data Type

--select--

Column Type

--Select--

Column Type

--Select--

~

Value Expression

--Select--

Value Expression

--Select--

Value

Enter Value

Step 3

%
=

Value

Value

Figure 339 - Definition Section

18. Definition (Step 3) is where user defines the request details. This section is further divided into the following

subsections.

Method
Table Name
Request Body
Response
Payload

Map Columns
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Integration » Definition Step 2

Table Name* @ @
Key Data Type Value
Enter Key --select-- Enter Value
IEM to ITSM Field Mapping* [ @ m
IEM Field Data Type Value
Enter Key --select-- v Enter Value
Status* [3
Status Code Code Status Remarks
Enter Response Code Success Code
ITSM to IEM Field Mapping* [@ @ m

Figure 340 - Definition Section

19. These sub-sections depend on the Connection Type selected.

a. Table Name: In this section, the user needs to add the Table Name. First, the user needs to click on

JSON button which is on right side top. A form appears in which user needs to add JSON data.

JSON X

Enter Key *

J#param1#/#entity_name#/#param2#/#dt_length#/#param3#/#dt_start#

P

Figure 341 - Table Name

b. Click on the Extract Keys button. It displays the screen below. Select the Population Type and Population

Value.
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Table Name*

@ d
Key Data Type Value

#param1# Static Text v /problem/?sysparm_query=cmdb_ci.name=
#entity_name# Actionable Table Columns v Entity v
#param2# Static Text v ~statelN101,102,103,104&sysparm_display_value=True&:
#dt_length# No Value ~ Enter Value
#param3# Static Text v &sysparm_offset=
#dt_start# No Value ~ Enter Value

Figure 342 - Extract Keys

c. Request Body: In this section adds table name. First, select JSON button which is on right side top, a form

appears in which the user adds JSON data.

JSON X

IEM-ITSM Field Mapping *

{

Figure 343 - Request Body

In Request body, against unique ID we should be able to map multiple or 2 fields, namely entity and
parameter. Add Entity and parameter under JSON in a single tab.

d. Click on the Extract Keys button. The following screen appears. Select the Population Type and Population

Value.

In case of problem & Change Integration, state mapping values from service Now need to be taken from
customer service now team.

IEM to ITSM Field Mapping* [ @ I

IEM Field Data Type Value

Figure 344 - Extract Keys

e. Response: User needs to fill the following fields.
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Status® [

Status Code Code Status Remarks

200 Success Code ~ 200

Figure 345 — Response

f.  Payload: Next, user needs to define the payload Json. This section is applicable for both Generic REST as well

as HTTP. Specify the JSON and click on Extract Keys. This populates all keys and values of that response JSON.

JSON X

ITSM-IEM Field Mapping *

{"rfc":*","order":"","state":"New", "active":"true","impact™:"3 - I
Low","number":"PRBO007601","parent™:™","sys_id":"62304320731823002728660c4cf6a7e8","cmdb_ci™:

Figure 346 - Define Payload Json

Status® [
Status Code Code Status Remarks
200 Success Code Success
ITSM to IEM Field Mapping* @ @ m
ITSM Field Data Type Value
rfc 2 Enter Value
order 2 Enter Value
state 2 New
active 2 true
impact 2 3 - Low

Figure 347 - Extract Payload Json

g. Map Columns: This section is applicable for both Generic REST as well as HTTP, once the Payload JSON is
extracted, user then maps the source columns to IEM columns using the following Population Type:

e JSON key: the columns are mapped with the Payload JSON Keys.
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Map Columns [

Base*
Column Column Type Value Expression Value
--select-- v --Select-- v --Select-- v A
Custom™
Column Column Type Value Expression Value
--choose additional keys-- v --Select-- v --Select-- v

Figure 348 - Map Columns

e In the Columns section, select the IEM column or create a new custom key in the Custom section. In the
Population Type, select JSON key and the value expression populates with the JSON keys extracted. Choose

the relevant key. As the key is selected, its values are displayed underneath the value column.

Map Columns [

Base*
Column Column Type Value Expression Value
State ~ JSON_Key v state v Ea New %
--select-- ~ --Select-- v --Select-- v E3 x
Custom*
Column Column Type Value Expression Value
ITSM Description ~ JSON_Key v description v Unable to send or receive emails.Looks | x
Created At ~ JSON_Key ~ sys_created_on v 2018-08-30 01:09:05 X
Problem Number v JSON_Key v number v PRB0007601 x
Entity ID ~ JSON_Key v cmdb_ci.display_value v Email x
--choose additional keys-- v —-Select-- ~ --Select-- v x

Figure 349 - Map Columns

e There are a few columns, for which it is must to specify the value mapping. For e.g., for State column user

need to specify mapping of the incoming values to state values as shown below.
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JSON

e After clicking on the Save button, the following will appear.

Map Colusmns 3

Bace®
Calumn
Srate
-select--
Custom®
Calurmn
ITSKA Descrigtion
Created At
Prablam Mumber
Entity 1D

-choase additlonal keys--

It’s important to capture all important fields from the source which might later be used for modification
purposes or creating a bidirectional integration. E.g., in the case of ServiceNow along with Incident
Number it’s important to capture sys id which is their unique identifier as it enables easy update flow

‘ Mapping savad.

Gelumn Type
v SO ey
e - Select--

Calumn Type
v JSOM_Ker

o ISOM_Key

o SO Key

v IO Key

- —Selert--

Open

Assigned

In Progress

Resolved

Closed

Figure 350 - Mapping State Column

‘Value Expression

- state

~ e
Value Expression

[rl descriphion

~ sys_created_on

- numger

- cmdb_di.display_value

w --Select--

Figure 351 - Alert Message

between the two tools i.e., ServiceNow and IEM.

E

=]

~ +
b x
e X
b x
e X

Walue

I

Walue

Uriabile t2 send or recelve emallsLosks |

2018-05-30 01005

FREQOOTEO

Email

h. Once all the details are specified, user have two options for Saving its details.

e Save — Saves the configurations details. Once saved user can edit the configurations.
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e  Submit — Submits not only save the details but it also enables all the related processing’s for the associated
integration and is the final submission of the details. Post submission the processing details cannot be

edited. Refer to the edit section to understand the possible edit allowed post Final submission.

& Integration Detalls saved, =
B® Customer Details Integrations l + Maw Intagration
) 550 Configaration Integration Name T Integration Type T Actiom
S Role SxfetchRelPrblm rest 2 ® @
SeFetchReiChan rest
® user e 2 ® u
SX_WerkMotes rest 2 ® @
R, Group
Si_FetchTitUipdanel Tt 2 @ 0
[ Integration Mapping
X _CresteTicket rest ¢ ® mn
@ integrations SaowFetchielatedprobi rest £ @ §
[ Correlation Rules Smow, WoskNatesUpdate est ¢ ® 0
T ety Sncrei_UpdateTicket est 2 ® @
Snow_FerchTickatUpdate herp 2 @ @
& Topology
Snaw_FetchRzlatedChanges rest 2 @
“lz Service Hierarchy
" 1 I | 10 = items per page 1-100f 11 items
85 Noise Maintenance
D Al Algerithms I

Figure 352 - Alert Message

6.1.10.12.2 Edit Integration

1. Click on the Edit icon next to the integration that is to be edited.

7 Customer Detaits Integrations | + New integraticn

) 550 Configuration Integration Name T Integration Type T Actions
#¢ Role SxFetchRalPrbim rest ! @ b
SuFetchRelCha rest £ o
@ User nge £ ™
SX_WorkNotes rest 2 o m
A Group
Sx_FetchTktlpdate hitp £ @ n
€3 Integration Mapping
SX_CreateTicket rest £ @ m
1% Integrations Snow_WorkNotesUpdate rest z o @
[ Corelation Rules Snow_UpdateTicket regt 2 @ W
T Entity Snow_FetchTicketUpdate http f @ @
Snow_FeichRelatedProblem rest & ® W
€5 Topology
Snow_FetchRelatedChanges rest ¢ @ m
i Service Hierarchy I

Figure 353- Edit Action

2. This populates all the sections user discussed while creating new connection with the Saved Values.
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6.1.10.12.3 View Integration

Configuration Guide

T

Integration > General

Name* [3]

SxFetchRelPrblm

Tool* [

ServiceExchange

If user only Saves the integration, then inputs are enabled for the user to update its values, however if
user edits post Submitting the integration, he can only update credentials\Tokens.

3. Make the necessary changes and click on Save/Submit as applicable.

Once the Integration is submitted, the only option available is “Submit”, If the integration is saved only

Figure 354 - Edit General Section

Integration Type* (3]

Tickets

Action* 3]

Fetch Related Problems

then both Save and Submit options are available.

¥ Customer Details

) S50 Configuration
A Role

& User

As Group

€3 Integration Mapping
€3 Integrations

B Comelation Rules

B Entity

4 Topology

“Ig Service Hierarchy

Integrations

Integration Name
SxFetchRelPrbim
SxFetchRelChange
SX_WaorkNotes
Sx_FetchTkilpdatel
5X_CreateTicket
Snaw_WorkNotesUpdate
Snow_UpdateTicket
Snow_FetchTicketUpdate
Snow_FetchRelatedProblem

Snow_FetchRelstedChanges

l © Integration Details updated.

T Integration Type

rest

rest

rest

hitp

rest

rest

rest

rest

rest

s B % & B

B & s

%

£
8

@

+ New Integration |

=

2 B2 28 8

Figure 355 - Alert Message

1. Click on the View icon next to the integration that is to be viewed.

194



0° Customer Detas Integrations

S5O Configuration Integration Name Y Integration Type Y Acticas
2 Role SxFetchRalPrbim rest 2 ® 0
® User SxFetchRelChange rest B ol
SX_WorkNotes rest Z © n
A, Group
Sx_FetchTitUpdate1 hup 2 ® 0
& Integration Mapping
SX_CreateTicket rest Z © 8
& Integrations Snow_WorkNotesUpdate rest 2z 0]
B Correlation Rules Snow_UpdateTicket rest 2 ® @
@ Entity Snow_FetchTicketUpdate http 2 ®
o 1 Snow_FetchRelatedProblem rest 2 ® 0
Snow_FetchRelstedChanges rest 2 ® "
i Service Hierarchy

Figure 356 - View Integration

2. This opens all the sections in Read Only mode with the saved value.

Integration > General

Name* [G] Integration Type* 3]
SxFetchRelPrblm Tickets

Tool* [ Action” [3]
ServiceExchange Fetch Related Problems

Figure 357 - View Integration

6.1.10.12.4 Delete Integration

1. Click on the Delete button next to the integration that is to be deleted.
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Integraticons

Intagration Mamea
SxFetchRalPrizim
SuFetchRelChange
SX_WorkNates
S_FetchTktlpdate1

5K _CreateTicket
Snow_WorkMotesUpdate
Snow U pdateTicket
Snow_FetchTicketUpdate
Snow_FetchRelatedPrablam

Snow_FetchRelatedChanges

2. This will prompt for confirmation as shown.

T Integration Type

rast
ract
rest
http
rest
rast
rast
hitp

rest

rest

Figure 358 - Delete Integration

Delete Integration

X

Are you sure you want to delete the Integration? It cannot be

undone.

Cancel Confirm

Figure 359 - Confirmation pop-up

3. On successful deletion the following message will be displayed.
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6.1.10.12.5 Apply Filters

i Configuration Guide

N

" Customer Details

©) 550 Configuration
A Rale

@ User

2 Growp

£ Integration Mapping
€ Integrations

£} Correlation Rules
T Entity

&% Topology

“I Service Hierarchy

Integrations
Intagration Mame
SxFetchRelPribim
SxFetchfelChange
SX_WarkNotes
S_FetchTktUpdatal
SX_CreateTicket
Show_WorkNotesUpdate
Snow_UpdateTicket

Snow_FetchTicketUpdate

Snow_FetchRelatedProblem

Snow_FetchRelatedChanges

IOWMM x

T Integration Type
rest

rest.

i

g

i § 3 8 &

BB v ™ B B B BB R

f
e @& @
2 B e

@

@ & @& & @ 8

+ New integration

B 2 8 & B 2

-

Figure 360 - Alert Message

The steps involves how to apply filter to the integration data.

1. Click on the Apply Filter available action button present at the below header of the console.

0 Customer Details

£ S5O Configuration
¢ Role

® User

Ag Group

& Integration Mapping
@3 Integrations.

3 Correlation Rules

B Entity

€2 Topology

"l Service Hierarchy

Integrations

Integration Name
SxFetchRelPrbim
SxfetchRelChange
SX_WorkNotes
Sx_FetchTitUpdatel
SX_CreateTicket
Snow_WorkNotesUpdate
Snow_UpdateTicket
Snow_FetchTicketUpdate
Snaw_FetchRelatedProblem

Snow_FetchRelatedChanges

]

[ T T S S S Y S S S Y
]

[

2 89 o =8 =5 8 2

2

+ New Integration I

Figure 361 — Apply Filter Operation

2. The following form appears. Select Field and Operator from the drop down list and provide the values.

3. Click on the Apply button.
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Integrations

Intagration Mame T integration Type T Actions
SxFetchRelPrizim Operator £ @ [
SxFetchRelChange ke ~ & @ W
Value
5% WorkMotes cFactchRelPslm g @ MW
Sx_FetchTktUpdate - ¢ @ [
5% _CreateTicket . - £ ® m
Snow_WorkMotesUipdate rest £ & [
Snow_UpdateTicket rest &£ @ [
Snow_FetchTickatUpdata http g @ 0
Snow_FetchRelated®rablern rast = |
Snow_FetchRelatedChanges rest ¢ @ W
Figure 362 — Apply Filter Operation
4. The result of the applied filter looks as shown in the following figure:
Integrations
Applisd Flters | connacticnname LIKE SfetchRelPrbim b
Integration Mame T  Integration Type T Acticns
SuFatchRelPrblm rest £ @
< 4 DnlEy * 10 * items per page 1-10f1 items

Figure 363 — Apply Filter Result

Al algorithms excel at identifying anomalies or deviations from normal behavior in large datasets. Early detection of

abnormal patterns helps in proactively identifying potential issues or security threats before they escalate. Al algorithms
can recognize patterns and trends in historical and real-time data. It automates the process of identifying the root cause

of incidents. Al algorithms correlate alerts from various sources to identify relationships and dependencies. Al Algorithms

in IEM enable Temporal-based alert Correlation.

IEM leverages in-house Al Toolkit which has Out-of-Box features and it can be accessed based on roles and permission.

Customer administrator then can create objectives over IEM and post that training of model is implemented on the data

ingested via IEM and model is used in prediction for Al-Use cases.

Al-Driven Use-Cases for IEM includes,

e Enables user / system to select relevant algorithm for the use cases.

e Metric anomaly system to identify anomalous metric point.

e Temporal-based Alert Correlation.
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® Feedback system for temporal-based correlation to avoid irrelevant alert to actionable grouping.
This section enables us to configure the Al Algorithms in IEM.
1. Click on the “Customer”-> “Customer Name”>”Al Algorithms” (On the Navigation page)

2. The Following page will be displayed:

§= Customer Details Dataset Uplead File *

[E] 550 Configuration Metric v & Download Template Choose File Mo file chosen

2¢ Role Objectives Types *

@ User Anomaly Detection - Dynamic Baselining v

g,‘% Group

& Integration Mapping Available objectives  Evaluated Objectives  Training Instances

&3 Integrations

Available Objectives | Evaluate | &
ﬁ: Correlation Rules

Objective Name Objective Type Objective Description Evaluation Status
T Entity

AnomalyDetection Anomaly Detection - Dynamic Baselining anomaly detection Successfully Completed
&5 Topology

Figure 364 - Algorithms Available objectives

3. Objectives created in the environment will be listed in the grid view.

6.1.10.13.1 Available Objectives
1. Select the dataset from the Dataset dropdown. The following options are available:
e  Metrics
e Correlation Data

e Correlation Feedback Data

&7 Customer Details OproncFee:
Metric ~ & DownloadTamslate  Choosefile  Nofile chosen
[2] $SO Configuration
Correlation Data
Correlation Feedback Data
£« Role T 7 -
@ User

Available objectives  Evaluated Objectives  Training Instances
Ag Group

[ Data Collection Available Objectives Evaluate

& Integrati Objective Name Objective Type Objective Description
sarimaobj Anomaly Detection - Dynamic Baselining sarima objective

[ Corelation Rules
sarimaiecedemo Anomaly Detection - Dynamic Baselining sarimaiecedemo

B Entity sarimasob Anomaly Detection - Dynamic Baselining sarima ob)
sarimsmetricthree Anomaly Detection - Dynamic Baselining smt

3 Topalogy sarimametrictwo Anomsly Detection - Dynsmic Baselining SMtwo.
sarimametric Anomaly Detection - Dynamic Baselining sm nov twentytwo ae

"lg Service Hierarchy

Figure 365 - Selecting Dataset Type for Available Objectives

2. In Al Algorithms, Available Objectives contains all the objectives that are in the Objective AIML tool kit of the IEM.
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Dataset ™ Upload File

Metric v & Download Template Choose file  Nofile chosen

Objectives Types ¥

Anomaly Detection - Dynamic Baselining v

Available objectives l Evaluated Objectives Training Instances
o

Available Objectives

Objective Name Objective Type Objective Description
sarimaobj Anomaly Detection - Dynamic Baselining sarima objective
sarimaiecedemo Anomaly Detection - Dynamic Baselining sarimaiecedemo
sarimaachj Anomaly Detection - Dynamic Baselining sarima obyj
sarimametricthree Anomaly Detection - Dynamic Baselining smt

sarimarmetrictwo Anomaly Detection - Dynamic Baselining smMtwo

sarimarnetric Anornaly Detection - Dynarnic Baselining 3M oV twentytwo ae

Figure 366 - Algorithms available objectives

3. If any objective is already populated, it will start appearing in the grid below.

1. Select the dataset from the Dataset dropdown.
2. Click on Download Template (This will download the template specific to the selected dataset to upload its sample

data)

Prior to running Evaluate, user must upload the sample dataset.

Dataset * Upload File

Metric v Download Template Choosefile  Nofile chosen

Objectives Types *

Anomaly Detection - Dynamic Baselining v

Available objectives Evaluated Objectives Training Instances

Available Objectives

Objective Name Objective Type Objective Description
sarimackj Anomaly Detection - Dynamic Baselining sarima objective
sarimaiecedemo Anomaly Detection - Dynamic Baselining sarimaiecedemo
sarimaaobj Anomaly Detection - Dynamic Baselining sarima obj
sarimametricthree Anomaly Detection - Dynamic Baselining smt

sarimarnetrictwo Anornaly Detection - Dynarnic Baselining S WO

sarimametric Anomaly Detection - Dynamic Baselining sM Nov twentytwo ae

Figure 367 - Bulk Upload Al Algorithm Objectives

3. Click on the Download Template button. The following template is downloaded.
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A

1  subentityname agentlocation entityid | datasum entity d

=

B (o] D E

F G H

I J K L M

" nt iperfid bantitv:

datasourcename  entitylype tooluniqueid toolcustomername

Figure 368 - Template for Bulk Al Algorithm Objectives

4. “Source entity id” is the mandatory column, rest are the additional\Optional details available in the environment.

5. user can choose to provide values of the additional details or can add more details in the columns as per the

requirements.

6. The new additional details will be added in the repository post the data is uploaded.

7. Upload the filled excel file by clicking on Upload CSV.

c Cpen X
4 ® > ThisPC » Downloads v U Search Downloads r
Organize ©  New folder =~ m @
[E Doauments A ~  Name Date modified Tyrl
Pich *
s ) dataset_template (1) 1/29/2024 925 PM €S
Sareenshets ) dataset_template (2) 1/29/2004 935 PM s
= This PC ) dataset template (3) 1/29/2024 925 PM €S
12542 3 oS
i Desktop &) dataset_template 1/25/2084 423 PM s
i ) topology_template (3) - Copy 10/13/2023 318 PM €5
[£ Doauments
4 Downloads
b Music
{& Pictures
B Videos
2. Local Disk (C)
- s ®
File name: H > ‘ CSV File >
sarimametric Anomaly Detection - Dynamic Baselining

Upload File

Chaoose file Mo file chosen

Objective Description
sarimaiecedemo

sarima objective

sarima obj

smt

SMtwo

Smnov twentytwo ae

Figure 369 - Upload csv from Local Directory

8. Browse to the local directory where the data file is saved and select the file.

9. Once thefile is selected it appears as shown in the below images.

Dataset *

Metric

Objectives Types *

Awailable objectives

Objective Name
sarimaiecedemo
sarimachj
sarimaaobj
sarimametricthree
sarimametrictwo

sarimametric

Configuration Guide

Anomaly Detection - Dynamic Baselining

v X

Evaluated Objectives Training Instan

Available Objectives

Objective Type

Anomaly Detection -
Anomaly Detection -
Anomaly Detection -
Anomaly Detection -

Anomaly Detection -

Anomaly Detection -

Upload File

Download Template

ces

Diynamic Baselining
Dynamic Baselining
Dynamic Baselining
Dynamic Baselining
Cynamic Baselining

Dynamic Baselining

Choose file

dataset_template (1).csv

]

Objective Description
sarimaiecedemo

sarima objective

sarima obj

smt

smtwo

SM NOY twentytwo ae

Figure 370 — Evaluate
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10. Click Evaluate. Evaluation pop-up will be displayed as shown below.

Evaluation X

© Evaluate Objectives

Objectives
Select the objectives -
sarimaiecedemo

sarimachj

sarimaaobj

sarimametricthree

Figure 371 - Evaluate All

o Evaluate Objectives: Evaluate Objectives Option explains about the Objectives which users can select

from the options in the dropdown as shown in below:

Evaluation X

O Evaluate Objectives

Objectives
Select the objectives -
sarimaiecedemo

sarimachj

sarimaaobj

sarimametricthree

Figure 372 - Evaluate Objectives Dropdown

a. Select an Objective and click on Submit button.

b. Once done, the following confirmation box is displayed.
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"

Dataset *
Metric
Objectives Types *

Anomaly Detection - Dynamic Baselining

Avalzble objectives  Evaluated Objectives
Available Objectives

Objective Name
sarimaiecedemo
sarimaokj
sarimaacty

sarimametricthree

l © Evaluation initiated Successfully b4

~ * Download Template

Training Instances

Objective Type
Anamaly Detection - Dynamic Baselining
Anomaly Detection - Dynamic Baselining

Anomaly Detection - Dynamic Baselining

Anomaly Detection - Dynamic Baselining

Upload File

Choose file

dataset_template (1).csv

Evaluate
Objective Description
sarimaiecedemo
sarima objective
sarima obj

smt

Figure 373 - Alert Message

After submitting the Evaluate Objective, all the Evaluated Objective job type will run in processing screen

as shown below.

54 sarimaiecedeme_evaluated
55 sarimalecedeme_svalustes jobstatus
56 sarimaiecedemo_build

57 sarimaiecedemo_stream

58 serimalecedemo jobstatus

59 nenworkos_svaluated

4] networledde_svaluated obstatus

L1 networkode_ouild

buldmadel{aimipulljats]

aimlstatusiaimistatusjon)

buildmadel{aimipulljon)

aimlistream)

almistatustaimistatugon)

buildmodal{aimipulljos)

aimlstatustaimistatugob)

buildmodel{zimipulljat]

New @ Z [
Mew a7 [s
Successiully Completed @ 2 [
Running @ ¢ [
Sugcesshully Campleted (] ¢ [a
New @ 2 L
Hewr O 2

Successiully Complsted [ )

Figure 374 - Evaluate Objective job on Processing Screen

6.1.10.13.3 Evaluated Objectives

1. Select the dataset from the Dataset dropdown.

e  Metrics

e Correlation Data

e Correlation Feedback Data

15 days Metrics data will be considered as a baseline for model training.
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Dataset ®

Metric v R4 Dowrload Template

Objectives Types *

Anomaly Detection - Dynamic Baselining v

Available objectives Evaluated Objectives Training Instances

Available Objectives

Objective Name Objective Type

sarimaiecedemo Anomaly Detection - Dynamic Baselining
sarimaobj Aromaly Detection - Dynamic Baselining
sarimaaobj Anornaly Detection - Dynamic Baselining

sarimarnetricthree Anornaly Detection - Dynarmic Baselining

sarimarmnetrictwo Anomaly Detection - Dynamic Baselining

sarimametric Anomaly Detection - Dynamic Baselining

Upload File

Choose file  Nofile chosen

Objective Description

sarimalecedemo
sarima objective
sarirna obj

smt

smwo

sm nov twentytwo ae

Figure 375 - Select Dataset Type for Evaluated Objectives

2. If any objective is already populated, it will start appearing in the grid below.

3. Click on the Evaluated Objectives of datasets, then evaluated objectives grid will be shown below.

Dataset *

Metric ~ v Download Template

Objectives Types *

Anomaly Detection - Dynamic Baselining v

Available objectives Evaluated Objectives Training Instances

Evaluated Objectives

sarimaiecedemo @

Neural Feedback
Disable

Enabled Algorithm

sarimaiecedemo

Objective Type
Anomaly Detection - Dynamic Baselining

Dataset
aimlevaluated_inputdata_metric_data_49 2024 01_15T08 02 41 4

Upload File

Choose file  Nofile chosen

Figure 376 - Evaluated Objectives

6.1.10.13.4 Enable/Disable Objective

1. Click on the Enable/Disable icon corresponding to the Evaluated Objective which is to be Enabled/Disabled.
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UploadFile

Dataset *
Metric v X Download Template Choose file  Nofile chosen
Objectives Types *
Anomaly Detection - Dynamic Baselining ~

Available objectives Evaluated O Training Instances

Evaluated Objectives

sarimaiecedemo | @ l

Neural Feedback
Disable

Enabled Algorithm
sarimaiecedemo

Objective Type
Anomaly Detection - Dynamic Baselining

Dataset
aimlevaluated_inputdata_metric_data_49_2024_01_15T08_02_41_4

Figure 377 - Enable / Disable Evaluated Objectives

2. On success, a confirmation pop-up message will be displayed.

[ @ Disable the objective. X
Dataset * Upload File

Correlation Feedback Data v & Download Template Choose file  No file chosen
Objectives Types ¥

Classification v

Available objectives Evaluated Objectives Drift Detection Training Instances

Evaluated Objectives

classificationmain

Neural Feedback
Disable

Enabled Algorithm
classificationmain

Figure 378 - Alert Message

6.1.10.13.5 Apply Filters

The steps involved how to apply filter to the Integration Data.

1. Click on the Apply filter available action button present at the below header of the console.
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Customer > AlphaCustomer > Integrations

§* Customer Details Integrations + New Integration =

[ S50 Configuration

Integration Name Integration Type Actions
8¢ Role WorkNotesTicket rest o 2 @ m
@ user AphaUpdateTicket http B2 @
A2 Group IntegrationCreste rest 5 Z2 @
& Data Collection Show [ 10 v | entries e
€3 Integrations

[2 Correlation Rules

B Entity

Figure 379 - Apply Filter Operation

2. The following form appears. Select Field and Operator from drop down list and provide the values. Then click on

the Apply button.

Customer > AlphaCustomer > Integrations

¥ Customer Details Integrations + New Integration @

A¢ Role Field Operator Value
® User Integration Name v LIKE v Update
- et ] o
@ Integrations Integration Name Integration Type Actions
[ Correlation Rules WorkotesUpdate rest w2 ® @
B Entity UpdateTicket rest 52 ® @
FetchTicketUpdate hitp e @ @
Topology
FelchRelatedProblem rest o 2 @
"ty Service Hierarchy
FetchRelatedChanges rest "2 @ @
Noise Maintenance
8 CreateTicket rest e @ @

() Al Algorithms

Show 10 v entries

Figure 380 - Apply Filter Operation

3. The result of applied filter looks as shown in the following figure:
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Customer > AlphaCustomer > Integrations

¥ Customer Details Integrations + MNewi Integration || G2

2¢ Role Applied Filters | Integration Name LIKE Update = hrd
@ u Integration Name Integration Type Actions
et
WorkhlotesUpdate rest H L ® mW
Aa Group
UpdareTicket rest B f @ u
& Integrations
FelhTickilpdate hitp o 2 ® m
B Correlation Rules
Show 10 v entries .
B Entity
& Topology

" Service Hierarchy

83 Moise Maintenance

& Al Algorithms

Figure 381 - Apply Filter Result

6.1.10.13.6 Enable Feedback

1. When user clicks on Enable feedback button in Evaluated Objectives, Dropdown will be visible for selecting the

options.
Dataset * Uplead File
Correlation Data v L Download Template Choose file  No file chosen

Objectives Types *

Dynamic Correlation - Unsupervised v

Awailable objectives Evaluated Objectives Training Instances

Evaluated Objectives

networlocdc (o]

Neural Feedback
Disable

Enabled Algorithm

networkxdc

Objective Type

Dynamic Correlation - Unsupervised

Dataset
aimlevaluated_inputdata_corr_data_49_2024_01_15T08_12_54_6

(2) Enable Feedback

Figure 382 - Enable Feedback in Evaluated Objectives

2. Enable feedback drop down will be displayed. Select the feedback according to the objective as shown below.
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Enable Feedback

Feedback event Anomaly

Please select the feedback
Feedback event Anomaly

Figure 383 - Enable Feedback Dropdown

3. After selecting the option for enabling feedback from the dropdown, Click on Save.

6.1.10.13.7 View More Action

1. In Evaluated Objectives tab, click on View More action button.

Dataset * Upload File

Correlation Feedback Data v X Download Template Choose file  Nofile chosen

Objectives Types *

Classification v

Awvailable objectives Evaluated Chjectives Drift Detection Training Instances

Evaluated Objectives

classificationmain Q@

Neural Feedback
Disable

Enabled Algorithm
dassificationmain
Objective Type
Classification

Dataset
aimlevaluated_inputdata_corr_fdbk_data_49.2024_01_15T08_20_18_1

Figure 384 - View More action for Evaluated Objectives

2. The following screen appears:
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Objectives X

v22 Auc Recall FiScare Accuracy Precision Action
0.5001 0.4735 0.4882 0.4972 0.5041
Extra Trees Classifier — Enabled
0 1 0 100 1 0 1 0 1
05011 0.4704 0.487 0.4979 0.5049
Decision Tree — Enable
0 1 ] 10 1 0 1 0 1
05015 0.5513 0.5281 0.5013 0.5072
Extreme Gradient Boosting Enable
0 1 0 10 1 0 1 0 1
0.5003 0.5299 0.5185 0.5015 0.5078
Random Forest Enable
0 1 0 1 0 1 0 1 0 1
05076 0.5829 0.5423 0.5025 0.5075
Linear Disc. Analysis Enable
0 1 0 1 0 1 ] 1 ] 1
0.5077 0.5838 0.5426 0.5026 0.5076
Ridge Classifier Enable
0 1 0 1 0 1 ] 1 o 1
0.5104 0.2633 0.3257 0.5029 05111
Naives Bayes — — Enable
0 1 0 100 1 0 1 0 1

Close

Figure 385 - View More

3. Click on the Close button, it will navigate to evaluated Objectives.

6.1.10.13.8 Training Instances
1. Select the dataset from the Dataset dropdown.
e Metrics
e Correlation Data

e Correlation Feedback Data

Dataset * Upload File

Metric ~ & Download Termplate Choose file  No file chosen

Objectives Types ¥

Anomaly Detection - Dynamic Baselining v

Available objectives Evaluated Objectives Training Instances

Available Objectives

Objective Name Objective Type Objective Description
sarimaiecedemno Anomaly Detection - Dynamic Baselining sarimaiecedermna

sarimachj Anomaly Detection - Dynamic Baselining sarima objective
sarirmaachj Anormaly Detection - Dynamic Baselining sarima obj
sarimametricthree Anomaly Detection - Dynamic Baselining smt

sarimarmetrictwo Anormaly Detection - Dynamic Baselining STt

sarimametric Anomaly Detection - Dynamic Baselining SIM Nov twentytwo ae

Figure 386 - Select Dataset Type for Training Instances

2. If any objective is already populated, it will start appearing in the grid below.
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3. Click on the Evaluated Objectives of datasets, then the training instances grid will be shown below.

Dataset Upload File *

Metric ~ *  Downlosd Template Choose File Mo file chasen
Objectives Types *

Anamaly Detection - Dynarnic Baselining i

Hfvailable objectives Evaluated Ohjectives Training Instances

Training Instances

o Objective Marme T Algorithm Mame T Execution Date T Final Algorithm Firz
O AnpmatyDetection Wertar Autoregression 2024-10-28T08:14:13 I
H 4 1 = L] 10 ¥ ibems per page 1-10f 1iems

Figure 387 - Training Instances

Cost Configuration
“Cost Configuration Feature" for actionable in IEM refers to the ability to assign and track costs associated with managing
and resolving actionable within the IT environment. This feature is valuable for organizations as it allows them to measure
and analyze the financial impact of actionable, helping in cost allocation, budgeting, and overall financial management.
This action enables us to configure the average cost of actionable.
1. The side Navigation bar contains Cost Configuration option, click on the option and the screen will get opened.

2. Add the currency from the dropdown and add the average cost of actionable.

Customer > DAST > Cost Configuration

§7 Customer Details Cost Configuration

B S50 Configuration Currency * Avg Cost of Actionable
usD(s) v 1.00

¢ Role

@ User

Ag Group

3 Integration Mapping

&3 Integrations

B> Correlation Rules
Entity

62 Topology

Figure 388 - Cost Configuration
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3. The average cost of actionable saved in the configuration will help in generation of average savings in the currency

selected in configuration.

This section enables us to manage the processing of iECE environment and the system configurations. This comprises of

the following items:
—  Site Setting
— Configuration
—  Processing

—  Health Status

This section enables user to manage the component details within the environment. In the top navigation bar, click on

Manage -> Site Settings.

The following page appears:

Home > Site Settings

Component
Integration

AML Toalkit

Messaging Queve

AIML Build Companent
Master Topics Producer
GCP Connaction Details
Customer Setup Details
Publish Api Configuration

AIMLDRIFT Toolkit

AIMLSTATUS Toolkit
Healthcheckstatus
entitystraam

topologystream

actionableidletimeout

Action

I

I

&Y

I

I

I

|2

I

I

&Y

I

I

I

|2

Customer  DAST

All components are listed here:

1. Like with other pages, user can act based on its role on the screen. Possible actions are edit/view. Only the user

Figure 389 — Site Setting Page

with edit action can make changes to the setting details.
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Home * Site Settings Customer  DAST o

Companent Aetion
Integrations
A Toclkit &
Pt g QUG &
AL Busld Component ra
Reatar Topics Producsr ra
SEP Connaction Dtk ra
Customar Satup Detals 3
Pubiih Al Confguratizn &
AMLORET Toolkit ra
ARLSTATLS Tooki &
Heaknchakitatis &

Figure 390 — Edit Action

Integration X
Key Details
APl URL hitow s/ dey lece dotposllector v dot leos orodustusroooen ot comtandnoint#

Figure 391 — Site Settings Page

2. Click on the configure icon next to a component. The following popup is displayed wherein all the requested details
are displayed in key/value format.

3. Update the details and click on Save.

Note: For the user with view access the save button will be disabled.

4. On successful update the following message “Component Updated Successfully” is prompted to user.
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Home & Site Settings Custamer  DAST

I & Componeet updated suzcasshdly,.

Companent Aetion
Integratice: &
AP Tocikit &
Peirsaaging Citise £
ARAL Buil Compenent ra
hdasnr Tagics Dredussr &
GCP Connection Dataiks &
Custanir Satup Details &
Pubiiss Api Cenliguration &
ARALGRIT Toclkii &
APALSTATUS Teak &
Heaknch eckstaiu &
aniyan &
neplgytraan &

Figure 392 — Alert Message

5. Users will be redirecting the control back to the list page.
6. Apart from the APl URL Key, users have messaging Queue - Kafka, GCP Connection Details where in the broker
details need to be provided as separate list.
Gecp Connection Details X
Key Details
region us-central1
project_id jece-product

bucket_name

jece-artifacts

cluster_name jece
straam_json_path con o m B o e
scala_jar_file_path RO T RN R TR TR RNE T T T RO T IR T

stream_python_file_path

dependency_jar_file_path

”IIIIIIII nme e IIIIIIIIIIII (VRN AT LRI LR IrIIIIIIIIIIIIIIIIlllllllllllrl.lll

Update

Figure 393 — GCP Connection Details

Note: This page is for the system admin user only and is not to be made available to generic admin or
operations users. As this controls the related processing functionality.
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1. This section enables user to manage the configurations within the iECE environment. In the top navigation bar,
click on Manage -> Configurations to open this page.
2. Default configurations property groups are displayed which is applicable for the complete environment. Click on

the configure icon next to the group, all its associated keys with the default values will be displayed.

Home > Configurations Customer = DAST ™

Property Action

aimlconfig

~

lucybot

Y

Figure 394 — Configuration Page

3. These are key value pairs, where the expected values unit are displayed along with the key detail only. As the values
are changed, click on Save for the same to be effective. Like with other pages, as Save is clicked, on success a

confirmation message is displayed. Click Ok to go back to the main view.

Note: Like with other pages, a user’s role controls whether editing can be performed by him/her, or they
can just view the data.

4. In addition to the default configuration, user can specify customer specific key values as all. Clicking on the
Dropdown displays all the customers created within the environment.
5. As user select the customer, keys which can be overridden customer wise will be displayed which at present is only

Lucy Bot details as shown below:

Home » Configurations Customer  AlphaCustomer ~

P

lugybot

Figure 395 — Alpha Customer

6. Clicking Configure helps us capture the customer specific Lucy Bot details. Clicking Save will display a confirmation

message. Clicking Ok in the confirmation dialog box will redirect the control back to the list page.
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Lucy Chatbot X

Key Details

Lucy API URL http://mylucybot.com
Lucy Key 1D lucykey

Lucy Secret secret

Basic Auth Token authtoken

lJI FJ Ll < le

Figure 396 — Lucy Chatbot

Note: This page is for the system admin user only and is not to be made available to generic admin or
operations users. As this controls the related processing functionality.

Home + Configurations

Custamer  DAST

| @ Companiet updated succassflly.

Property mETEn
aimlconlig &
lugyboe &

Figure 397 — Alert Message

6.1.10.14.1.3 Processing

This section enables us to manage the processing enabled within the iECE environment.

1. Inthe top navigation bar, click on Manage -> Processing to open this page.
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Home > Processing

Processing

O a} T

Job Name

AnomalyDetection_evaluated

AnomalyDetection_evaluated jobstatus

Resolve Timeout Actionable (Causal Alert Clear)

AlertCorrelation_evaluated

AlertCorrelation_evaluated_jobstatus

FeedbackCorrelation_evaluated

FeedbackCorrelation_evaluated_jobstatus

integration_Snow_WorkNotesUpdate

Auto Close Actionable

EPM Alert

" 10~ items per page

Job Type

buildmodel(aimlpulljob)

aimlstatus(aimistatusjob)

buildmodel(aimipulljob)
aimistatus(aimistatusjob)
buildmodel(aimipulljob)
aimistatus(aimistatusjob)
integration(pulljob)
autocloseactionable(autocloseactionable)

epm_alert{epm_alert)

State

Reset

Suceessfully Completed
In Progress

Reset

Successfully Completed
Reset

Successfully Completed
Suceessfully Completed
Successfully Completed

Failed

Figure 398 — Processing Page

T

Customer

Actions

I

I

I

I

I

I

I

DAST

11 - 20 of 35 items.

2. All processes that are running in the environment are displayed here. Like with other pages user can act on this

screen depending on its role. Actions available on the screen are:

e  Customer Dropdown

e Enable/Disable

e Edit

e  Reset
e Clone
e Delete

e View Logs

Customer Dropdown

The steps involved in viewing the jobs as per customer selection:

e Inthe navigation, click on Manage, then go to Processing Screen.

e Click on Select a customer dropdown as shown in the panel. A dropdown list of customers configured in the
environment will be displayed.

e  Click on the customer to be selected for achieving customer specific view.

e Processing jobs will be displayed for the selected customers.
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Home > Processing

Customer

v

Dev test

Processing
(= [} Y Job Name Job Type State Y Actions
( 3 Update Entities Data updatestream(updatestreamstate) New ¢ @
3 a Update Tepology Data updatestream(updatestreamstate) In Progress @ ¢
o 22 run logs delete routin dbroutines{executeprocedure) Successfully Completed @ 2
26 run resolution of stale actionable dbroutines(executeprocedure) Successfully Completed ® Z2 6
O 34 run daily License Dashboard Aggregator dbroutines(executeprocedure) Successfully Completed @® Z2 6
39 Time Based rule(stream) Stream Stopped 2
a 40 System Load rule(stream) Stop Stream Z B
O 41 Time & Location Based rule(stream) Stream Stopped 2 e
O 42 Network Topology rulefstream) Stream Stopped Z [
43 Entity and Time Based rulefstream) Stream Stopped Z

Figure 399 — Selecting a Customer Dropdown for Processing

Enable/Disable

1. Click on the Toggle icon in the Enable column next to the processing ID whose enablement status is to be changed

as shown:

Home » Frocessing Custamer  DAST A
Processing

o 1] T lob Name Job Type Srate T Actions

[m} 187 AnomalyDetection_evaluatsd buildmadel smlpuljak] Feset m Z &

o 158 AnomalyDetection_evaluated jobstatus almistatusiaimbtatugiol] Successfully Completed EA

[m] 202 Resalve Timeout Actionatle (Causal Alert Clear) = ausalclear H In Pragress & £ R

o 203 AlenComelation_evaluated besildmadel famlp ok Reset ¢ &

[m} 204 AlentComelation_svaluated _jobstatus aimlstatusiaimistatusjab) Successiully Completed & @

[m] 305 FeedbackCoerelation_evaluated Euildmadel jsimlpudljab) Fmset £ &

o 208 FeadbackComelation_svaluated_jobstatus aimistatusiaimbtatugob] Suceessiully Completed P

[m} 18 integration_Snaw_WarkhotesUpdate integrationpulljok) Successiully Completed £ @

o 224 At Chase Actienable avtodoseactionasleiautodoseactionable) Sucessiully Completed - ¢ =

[m} 29 ERM Alart spm_alertiepm_alert] Failed - £ &

Wo4 1 2 2 4 kM W T itsms per page 11 - 20 of 35 items

Figure 400 - Enable/Disable

2. Ifthe processing is enabled, it’s identified by a blue toggle button, toggling will disable the processing. For example,

parse let’s disable processing id 1. As can be seen it’s enabled Click on the toggle button. On successful update the
button will be disabled, and a successful prompt is displayed.

If the processing is disabled identified by a greyed-out toggle button, toggling will enable the processing. Let’s
enable the processing id 1 again. As its disabled in the previous step, it will appear Click on the Toggle button. Like

in Step 2, on successful enablement, the enable button changes to blue and the following prompt is displayed.

Note: When the processing jobs are added in the environment, primarily they are in disabled mode, user

need to enable them from this screen to start it.
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4. However, if user require the enabled processing jobs to temporarily stop for some time without deleting the
processing jobs, then from this screen user can disable them temporarily, this will stop the respective processing
till it’s enabled again.

Reset

Reset action enables us to reset the current state of the running jobs. This action is used if the processing’s seems to be
stuck e.g., it’s lying in picked state or in in progress state in case of scheduled jobs where the expected state is to be either
completed or failed, this can happen if there’s an issue with the underlying processing component. In such scenarios user
can use this action to reset the states, so that it can be picked and processed again. Note this also enables us to reinitiate
the long running jobs as user Il such as the consumer or streaming jobs, in both cases resetting will restart the respective
processing.

1. Select the processing’s by either clicking on the check boxes next to them or by using Select All.

2. Astherecords are selected, the icons in the footer will be enabled. Click on the Reset icon.

@] 3 Updlate Entities Data updatestream(updatestreamstate) Suceessfully Completed @ 2 [
a 4 Updste Topology Data updatestream(updatestreamstate) Picked @ 2 L
@] 5 Update Rule Customer Mapping updatestream(updatestreamstate) New @ 2 R
|] 6 Update AIML Customer Mapping updatestream(updatestreamstate) New a@ 2 e
O 8 Consumer All Events datasave(kafkaconsumer) n Progress @ 2 &
[m] 9 Consumer Noise Data datasave(kafkaconsumer) n Progress @ 2 B
m] 10 Consumer Events Data datasave(kafkaconsumer) n Progress @ 2 [
" Consumer Alerts Data datasave(kafkaconsumer) n Progress @ 2 e
Show 10 v  entries 2 Reset 3 Refresh n 2

Figure 401 — Reset Action

3. User will be prompted for confirmation.

Reset Jobs X

Are you sure you want to reset the selected job? It cannot be
undone.

Figure 402 — Confirmation Pop-Up

4. Click on Confirm.
5. On successful update, the following confirmation box will be prompted. Click on Close to remove the prompt

message.
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Home » Pracessing

Processing
[m] [1e] T
[m] 87
[m] 188
u] 202
(] 202
[m] 204
m] 205
o 204G
[m] 218
u] 22
[m] 229
W o4 1 2 3 4

Note: If a stream processing is set to reset, the state shows “Update Available”.

Edit

This action enables us to update processing specific details such as name, its associated parameters, schedule details in

lob Mame

AnomatyDetection_evalusted
AnomalyDetection_evaluated jobstatus
Resolve Timeout Adionable (Causal Alert Clear)
AlenComelation_svaluated
Al=nCormelation_svaluated_jobstatus
FeadbackCoerelation_ewaluated
FepdbackComelation_evaluated_jobstatus
integration_Snaw_WorkhctesUpdate
Auite Close Artionabie

EPRA Alert

" 10

* items per page

case of a scheduled job.

1. Click on the Edit icon next to the processing whose details are to be edited.

Hame ¢ Processing

Processing

a ] T
a a7

a 19

m] 02

a 203

[m] 204

[m] 205

o s

] 2ia

o 224

[m] 229

" 1 1 2 T 4w

2. The following slider opens, prepopulated with the saved data. The default two tabs are enabled for all General and
Parameter. However, if it’s a Scheduled processing, a scheduled tab will also be enabled, enabling the users to
manage the scheduling property for the processing. Also note that the details in the parameter tab vary as per the

Job Type. the parameter section displays few read only details and the ones which are editable either have a

Jok Mame

AnamalyDetection_svaliated
AramalyDetaction_svahiated_jobstatus
Resobve Timeout Actionable [Caussl alert Clear)
AlertCarrzlation_ewaluated
AlerComelation_svaluated_jobstatus
FeedbackComelation_evaluated
FesdbackComelation_svsliated_jobstatus
intagration_Snaw_WarkhctesUpdate
At Close Actionabds

EPM Alert

" i

*  it=ms per page

I ) Job rexst muccesshaly. =

lab Type T
Buidmodelaimipulljob)
simlstatus{aimlstatusjok)

Causalclearactio hoeiCausald 2

Buildmodel{zimpulliot)
aimlstabusaimlstatugiab]

buildmadel jzimipuljak)
almistatusiaimibstatusiel]
insegrationdpulljok)
autodessactionablefautocloseactionable)

epm_alertiepm_alert]

Srate

Raset

Suceessfully Completed
In Pragress

Raset

Sucresshully Completed
Reset

Successfully Completed
Suctessiully Completed
Successiully Completed

Reset

Figure 403 — Alert Message

Jab Type: T
buddmodetaimipulljos)

zimlstatus(aimistatusiok)
CausalclearactionablevesoiveiCausaldearactionableresalvel
busddmodelaimlpullich)

aimlstatusiaimistatusab]

buildmadeljzimipulijob)

almistatusialmlstatugioll

integratiandpulliok)
autodgseastionablefautoloseacionable)

epm_alertiepm_alert]

State

Feset

Successfully Completed
In Pragrass

Reset

Successiully Completed
Rset

Sucoessully Completed
Suczessfully Completed
suceessfully Completed

Rset

Figure 404 — Update Processing

T

Customer  DAST

Actlons

%

Y

%

Y

8
I

Customer

T Acions

&
2
&
z
&
El
&

%

-
- £

DAST

11 - 20 of 35 itermns

11 - 20 of 35 ftems

dropdown with values to select from or have help text associated to help enable the expected values.

Configuration Guide

219



Settings: Update Value Mappings b

GENERAL PARAMETER

Name

Update Value Mappings

|| Enabled

Figure 405 — Updating Values

Settings: Update Value Mappings &

Parameter Name Parameter Description Value

runprocedure fetchupdatestreamdata_connectionvaluemapping

useconncateg envdb
Logger Type Log Type Options Database v
Log Mode Log Mode Informational v

Cancel m

Figure 406 — Updating Parameter

3. When the desired changes are done, Click on the Save button.

4. On successful update, a confirmation message is prompted.
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Hame » Processing

Processing

a i

a |y
a 198
a 02
a 03
[u] 204
u] 205
o G
o 212
o 224
u] 229

Joh Mame

AngmalyDetecton_svakiated
AnamalyDetection_svahiated jobstatus
Resohee Tineout Actionabike (Causal alert Clear)
AlertCarrelation_svaluated
AeriComelstion_svaluated jobstatus
Feedback{oerelation_evaluated
FeadbackComelation_evauated_jobstaius
intagration_Snaw_WorkhotesUpdate

Ak Chase Actionable

EP Alert

W 1B % items perpags

l € Dita upeated naccessiully.

Job Type
bisddmodetaimipulljos)

aimlstatus{aimlstatisiob)

CausalclearactionablenesobvelCausaldearactionableresalve}

buddmodelaimlpulljcs)
aimlstatuslaimlstabusiak]
buildmadeljzimlpulob)
aimistatusiaimistatusieb)

integratiarpullick)

autodssationsbleiautoclosesctionaldle)

epm_alertjepm_alert]

State

Rezel

Successhully Completed
In Prograss

Resat

Successhully Completed
Reset

Successfully Compheted
Supressiully Complated
successfully Completed

Successfully Completed

Customer  DAST

T actions
& & 0
&
@ ¢ B
. 2 L
w2 L
a2 B
w2 B
w0 & L
@ 2 &
@ ¢ &

Figure 407 — Alert Message

5. Return to the main grid.

Home > Processing

Processing
] D
0 197
O 198
0 202
O 203
0 204
O 205
0 206
0 218
0 224
O 229
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View Logs

Job Name

AnomalyDetection_evaluated

AnomalyDetection_evaluated_jobstatus

Resolve Timeout Actionable (Causl Alert Clear)

AlertCorrelation_evaluated

AlertCorrelation_evaluated_jobstatus

FeedbackCorrelation_evaluated

FeedbackCorrelation_evaluated_jobstatus

integration_Snow_WorkNotesUpdate

Auto Close Actionable

EPM Alert

B 10 ¥ items per page

Job Type

buildmodel(@imlpulliob)

aimistatus(aimistatusjob)

.

buildmodel(aimlpuliob)

aimistatus(aimlstatusjob)

buildmodel{aimlpulliob)

aimlstatus(aimlstatusjob)

integration(pulljob)

epm_alert(epm_alert)

State

Reset

Successfully Completed

In Progress

Reset

Successfully Completed

Reset

Successfully Completed

Successfully Completed

Successfully Completed

Successfully Completed

T

Customer

Actions

I

R

I

iy

[

>

I

\\

I

R

DAST

i}

i

ird

e

i}

i

Figure 408 — Processing Main Grid
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Home » Processing Cugtomer  DAST kS
Processing

[m] [1e] T lob Mame Job Type T sate T Actions

] 187 AnomalyDesectian_evaluated buildmadeljzmlpullab) Fmset & &

o 193 AnomalyDetection_evaliuated_jebotatus almistatusaimistatuzgiet] Sugcessfully Completed A

[m} 202 FRecalye Timeout Actionable (Causal Alert Clear) C i actionableresohe]  In Progress - & R

o 203 AlenConmelation_evaluated balldmedelizmlpuljob) Reset i WB

[} 204 AlenCorelstion_sealuated jobstatus aimistatusaimistatugiab] Supzessiully Complated £ R

(m] 205 FeadhackComrelation_evaluatsd buildmadel{simlpuiak) Raset & 0

[m] 206 FeedbackComelation_evaluated _jobstatus almistatusiaimistatusob] Sugcessfully Completed ¢ &

[} ne intagratinn_Snow_WarkhotesUpdate integrationpulljok) Supressiully Completed & B2

[m] 224 At Close Actonable autodoseactionablejauroclosescionable) successfully Completed - ¢ &

] 29 EPM At pm_alerbiepm_alert] Successhully Completed - & =

K4 1 2 2 & & M 18 ¥ items per page 11 - 20 of 35 iems

Figure 409 — View Logs

1. Click on the Log icon next to the processing id whose log is to be seen.

2. The following slider opens where the logs are displayed for the selected processing id. The icon color depicts
whether the log is informational or is an error. Red icon denotes error.

3. Copy icon in the message column can be used to copy and paste the text in the local text editors such as notepad

when the message is long and is not properly visible in the column.

< run logs delete routin

Request ID T Level Y  Date Module Y  Message

ab3706ad-a28d-11ef-8bd3-4201ac11...  info 2024/11/14 13:38:01 fetch job details picked for initiati... T
ab3706ad-a28d-11ef-8bd3-4201ac11... INFO 2024/11/14 13:38:01 22_ab3706ad-a28d-11ef-8bd3-4201ac... completed deleti...
495418f8-a285-11ef-8bd3-4201ac115...  info 2024/11/14 12:38:01 fetch job details picked for initiati... &
495418f8-a285-11ef-8bd3-4201ac115...  INFO 2024/11/14 12:38:01 22 49541818-a285-11ef-8bd3-4201ac1... completed deleti...

M « 1 > H 10 v 1-4 of 4 items

items per page

Figure 410 — View Logs Routine

4. Normal grid search and sort functionality works in this grid as user Il. Click on the back arrow next to close the slider
and return to the main grid.
Apply Filter
The steps involved in Apply Filter the Noise/Maintenance Window Data as per customer selection.

1. Click on the Apply Filter available action button present at the below header of the console.
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Home » Bracessing

Processing
] ]
[u] 157
o 198
[u] 02
u] 03
[u] e
[u] 205
o s
[u] ng
u] 224
[u] 9
LT B - S

Job Mame
AnomatyDetection_swaluated

AnomalyDetection_evaluated_jobsatus

Resalve Temeaut Actionatle (Causal Alert Clear)

AlerCorelation_svaluated
Al=nComelstion_svaluated jobstatus
FeedbackCorrelation_evaluated
FeadbackComelation_evaluated_jobstaius

integration_Snow_YorkhotesU pdate

Aute Close Actionable
EPM Alert
" 10 items per pags

Jeb Type
buildmadelsmipulab)
almibstatusialmistatugiol]

Causalds ; I

bulldmadelzmlpulljob)
aimlstatusaimlstatuziab)
buildmadeljsimipulab)
almistatusiaimistatusiol]

integratianpulljck)

e | A 1anablk

epm_alert{epm_alert]

State

Raget

Successfully Completed
In Prograss

Reset

Successhully Campleted
Reset

Successfully Completead
Successiully Complated
Successfully Completed

Suczessully Campleted

Custarmer  DAST

Actlons
] -4
@ &
- £
a0 2
] 4
& &
&
L] &
@ 2
- ¢

W

]

W

W

71

Figure 411 — Apply Filter Operation

2. The form will appear from there user can select Filed and operator from drop down list and have to write value.

Then click on the apply button.

Processing

O 1] Y  Job Name Job Type

C 3 Operator updatestream(updatestreamstate)
Like v

o 4 updatestreamiupdatestreamstate)
Value

o 22 34 dbroutines(executeprocedure)

o 26 Agply wble dbroutines(executeprocedure)

e 34 run dally License d A dby di

O 39 Time Based rule(stream)

o 40 System Load rule(stream)

o 41 Time & Location Based rulefstream)

O 42 Network Topology rule(stream)

O 43 Entity and Time Based rule(stream)

Y  State

New

In Progress

Successfully Completed

Successfully Completed

Successfully Completed

Stream Stopped

Stop Stream

Stream Stopped

Stream Stopped

Stream Stopped

S R R A& N

R R N N

? 9

® 9 9 9 9 @

®

bl

Figure 412 — Apply Filter Operation

3. User can see the result of applied filter.

Processing

Agplied Filters | processingd LIKE 34 = |

a ] T

run daily License Dashb

Job Name

10+ items per page

State

Successfully Completed

Actions

@z G

Figure 413 — Apply Filter Result
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Health Status

Health Status grid shows the details of the machines and KPIs of the environment for a customer with additional details

like description, value and status for a particular customer. Using this screen, user can see the vital information regarding

the environment configured.

Home > Health Status

Host i
https:/svaliapelkp07.dryicelabs.com...
https:/svaliapelkp007.dryicelabs.com...
httpsy/svaliapelkp07.dryicelabs.com...
https://svaliapelkp007 dryicelabs.com:..
https:/svaliapelkp007.dryicelabs.com.
https:/svaliapelkp07.dryicelabs.com:...
https:/svaliapelkp007.dryicelabs.com..
httpsy/svaliapelkp07.dryicelabs.com:...
https://svaliapelkp007.dryicelabs.com:..

https://svaliapelkp007 dryicelabs.com:...

6.1.10.14.2 License

License grid provides details with the dashboard displaying details like the product name, version, build, and more details

KPI Type
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat

heartbeat

>

T

KPIName Y  Status
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat
heartbeat

heartbeat

10 v items per page

T

Value T Description v
Heartbeat from Nifi received on 2024-...
Heartbeat from Nifi received on 2024-...
Heartbeat from Nifi received on 2024-...
Heartbeat from Nifi received on 2024-...
Heartbeat from Nifi received on 2024-...
Heartbeat from Nifi received on 2024-...
Heartbeat from Nifi received on 2024-...
Heartbeat from Nifi received on 2024-...
Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Remark T

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Heartbeat from Nifi received on 2024-...

Figure 414 — Health Status

such as purchase date, renewal date and expiration date.

Customer

Additional Info

]
]

It also provides the Events and metrics details and Cl's that are affected and usage percentage.

User can also see the Cl consumption report of metrics and events in form of graph for easier understanding and can also

download the details via CSV.

Home > Licensing Details

Licensing Details

€l Quota Usage Metrics
0%
Events
Unique Affected CI

2766 0

T Date

Metrics

Unique Affected CI

235 0]

T Dt

Configuration Guide

Affected CI

Manth 1o Date

Affected CI

Month-io-Date

€l Quota Usage Events

Affected CI

21

Last menth

Affected CI

200

Product Name- iEM | Version: 1.00 | Build: 14000 | Purchase Date: 2024-05-31 | Renewal Date: 2024-08-06 | Expiration Date: 2026-08-06

| Account Details

License Period

1 Vear

Expiring in

574..

| Total Number of New Cis

Current Month

0 0

Last Month

€I Consumption report

€l Quota Usage %

0

Last momih

250,000
200,000
150,000

100,000

€l Quota Usage %

0

50,000

0

O Metrics

O Events

Customer

| Total Number of Cis

IEM QA

1EM QA

Events/Metrics

73736

Year

Jan  Feb  Mar

Figure 415 - License

Apr May Jun  ul
2024

Aug  Sep  Det

Nev Dec

2024

Created On T
2024/11/14 13:47:58
2024/11/14 13:46:58
2024/11/14 13:45:58
2024/11/14 13:44:58
2024/11/14 13:43:58
2024/11/14 13:42:58
2024/11/14 13:41:58
2024/11/14 13:40:58
2024/11/14 13:39:58

2024/11/14 13:38:58

1-100f 5133 items

& Download CSV

224



7 IEM Interface

The interface presents a unified views like Metric View, Topology View and Service View to facilitate Event Management
helping IT Professionals understand the relationships between different entities and services to make informed decisions

to manage and troubleshoot complex IT environments more efficiently.

71 Login to HCL IEM

To login to the system, perform the following steps:

1. Launch a user browser and provide HCL IEM User Portal URL. The HCLIEM Login Page appears.

HCL IntelliOps
Event Management

Please enter your Email ID *

Figure 416 - HCLIEM Login Page

2. Onthe HCL IEM Login Page, type the Login ID. The user is redirected to the Password page.

HCL IntelliOps
Event Management

Please enter your Password *

Figure 417 — Login Authentication

3. Enter the Password and click on Login.
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4. The HCL IEM home page dashboard appears. This Home page is the landing page of IEM.

Home

Summary  SeviceView Topology View

Summary

Events Alerts Actionables Open Actionable Open Actionable Impacted Services Noise Reduction Approx. savings in USD(S)
1 1 1 1 1 0 0% ]
Last 7 Days 1 Lat7oae 4 lastioegs 1 Latoags 1 Taeme 1 T 1 1

Service Overview

| Lucy | MyCloud DR | Mycloud
Events  Alers  Actionables Events Alers  Actionables Events  Alers  Acti
0 [ ] 0 [ 0
Possible Impacted Service: Possible Impacted Service: Possible Impacted Service:
| ideploy
Events  Alers  Actionables
0 [ ]

Possible Impacted Service:

Figure 418 - Home Page Dashboard

Home Screen shows three different views to user.
e  Summary View
e Service View
e Topology View
Summary Overview and Service Overview card club to form a dashboard to show the numbers that user can view to

create an overall perspective of the system configured.

7.1.1 Summary View
A summary dashboard is one kind of the data dashboard, it is a tool that collects, integrates, and displays key performance
indicators in a single place to analyze and project quality status of the KPIs in real-time.
Summary Overview shows the metric analysis of Events, Alerts, Actionable for a customer. It gives a view of open

actionable and impacted services. In addition, Noise Reduction % calculated shown in the metric view.

Summary  ServiceView  Topolagy View

Summary
Fvents Alerts Actionables Open Actionable Open Actionable Impacted Services i Approx. savings in USD(S)
Last 7D8ys & last7oeys 1 Lest7Das T Lest7Das T THase 1 Tigse T

Service Overview

| Luey | MyCloud DR | Mycloud
fvents  Alerts  Actionables fvents | Alets | Actionables fvents Alerts  Actionables
0 0 0 0 0 1] 0 0 0
Possible Impacted Service: Possible Impacted Service: Possible Impacted Service:
| ideploy
Eents  Alerts  Actionables
0 0 0

Possible Impacted Service:

Figure 419 — Metric View
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7.1.2 Service View
Service dashboards visualize the Service relationship data in a way that can be understood easily. Service View shows the
service tree for a customer. Parent and Child nodes are depicted in the Services chart for a customer configured. The color

coding shows the Service Impact.

Home

Summary  Service View  Topology View

telecomsupport Dats_|ngestion

i 1

telecomdelivery  telecombiling  Data_Enrichment  Data Cleaning
+ + +

Figure 420 — Service View

7.1.3 Topology View

Topology view involves creating a visual representation of the dependencies between various IT components, showcasing
which components rely on others for proper functioning. This mapping helps in assessing the potential impact of a failure
or performance issue in one component on others within the system.

Topology view dashboard provides a visual representation of the relationships and dependencies between different
servers, applications, and other infrastructure components. It allows for quick identification of bottlenecks, potential
issues, or areas of concern, facilitating efficient troubleshooting and proactive management of IT events.

Topology views can be dynamic, providing real-time updates on the status and health of components and their

connections.

Home

Summary Service View  Topology View

o
dryiceiem

N

) [
iautod-ui mycloud1

{ T T

iautod_db mycloud_db mycloud_ui

Figure 421 - Topology View

7.2 Data View

Based on the configurations, three data types are displayed over Data View Console:
e All Events

e Noise Events
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e Events
e Alerts
e Actionable

e  Metrics

7.2.1 Events
An "event" refers to a significant occurrence or incident within an IT environment that is detected, monitored, and logged
by various systems and tools. Events are typically generated by hardware, software, applications, or network devices, and
they serve as a key source of information for monitoring and managing the performance and health of IT systems.
Events can be diverse and may include activities such as system errors, warning messages, user interactions, configuration

changes, or security-related incidents.

The steps explain how to view the events data.

1. Inthe top navigation bar, click on Data View and click on Events.

2. Events data will be displayed for the selected customer.

Home ) Events

Select Events View Events v m S B R &
(a) (e aitical ) (o Major ) (e Minor ) (e Warning ) (e Clear ) (@ Indeterminate )
Severity Y 1D Y  Entity Y EventTime Y Parameter Y  Event Created On Y Last Updated Y
Nsor TFMRWMWTX2 2024/12/23 121134 memory 2024/12/23 12:11:34 2024/12/23 12:11:34
Gt 4ROTMGNSGV 2024/12/20 181753 cpu 2024/12/20 18:17:53 2024/12/20 18:17:53
JEAHWOOBMM 2024/12/20 18:17:42 pu 2024/12/20 18:17:42 2024/12/20 18:17:42
Warring 7ab7a22b-8575-47a7-addc-e2360260. .. 2024/12/20 18:01:00 cPu 2024/12/20 18:01:00 2024/12/20 18:01:00
Warning 7d3614f9-9cc2-4c2b-bacT-b23481169... 2024/12/2017:32:36 U 2024/12/20 17:32:36 2024/12/20 17:32:36
Wariog. 151888b0-55e4-41e3-2488-3134983.. 2024/12/20 17:31:15 cpu 2024/12/20 17:31:15 2024/12/20 17:31:15
ELV57K8HSS 2024/12/20 17:27:59 cpu 2024/12/20 17:27:59 2024/12/20 17:27:59
Vg 1de25777-Tcfe-4bd5-ad18-cSbBe15ct... . 2004/12/2016:55:24 cru 2024/12/20 16:55:24 2024/12/20 16:55:24
s d7992660-4946-4f58-bed5-0541c99cf... 2024/12/20 16:00:42 cpu 2024/12/20 16:00:42 2024/12/20 16:00:42
Oc6e30ee-30c6-4cdc-ad71-143e8bC27... 2024/12/20 12:5033 Memory utilization 2024/12/20 12:50:33 2024/12/20 12:50:33
w <l 2 3 4 s » % 10 v items perpage 1-100f8 Q ms

Figure 422 - View Events

The steps explain how to add column to event data:
1. Inthe top navigation bar, click on Data View and click on Events.

2. Click on the Add Column action button present at the header of the console.
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Home > Events

Select Events View Events g

(an) (e citical ) (o Major )(o Minor ) (o Waring ) (e Clear ) (@ indeterminate )

[} Y cntity 5
00224b0d- Tebe-4e8b-91e5-d354c424..
= 21b11eba-Taed-4153-87e7-39777ebA...
216827¢2-440d-47ce-9608-c549cba66...
670£7660-2d87-4865-f50-201c30626...
70a0a830-cfi2-4cTa-b2de-0412ae569..
Qe T6afbcc-bS39-4F40-bIEf-1155498c84cd
23441¢92-26f8-411d-8840-7d270083...
a43bSee6-4627-4042-8235-2840554f...

[ acee5127-3057-4a65-816a-Tb4acfobb...

o A A7
00000000086°
Z

-«

€3¢ff296-d638-4947-ad 1¢-5¢2185687...

Event Time

2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42.06
2025/01/03 12:42:06
2025/07/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06

2025/01/03 12:42:05

Y Parameter

CPU

CPU

CPU utilization
memory
memory

<pu

disk

Py

CPU

Event Created On ) ¢
2025/01/03 12:42:06
2025/01/03 12:4206
2025/01/03 12:42.06
2025/01/03 124206
2025/01/03 12:42.06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42.06

W o« 1 2 3 4 5 . » » 10 v itemsperpage

Last Updated

2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06

1- 10 of 548278 items

Figure 423 - Add Column

3. The form will appear from there user can select from drop down list. Then click on the save button.

Add Columns
Add More Columns
Sub Entity 1D
Original Columns

Severity X T ID X C oEntity X O Tite %

<>

C Secondary Application Name X Agent X  J EventTime X

Z Parameter X location X T Environment X

Newly Added Columns

2 Sub Entity ID X

C Manager X

Z Designation X

O Primary Application Name X £ Tool ID %

C  Mapped Entity ID %

C  Parameter Category X

Figure 424 - Add Column

7.2.13 Save View

The steps explain how to save the events data:

1. Inthe top navigation bar, click on Data View and click on Events.

2. User can click the save button.
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Home > Events

Select Events View Events v

(. Cdlk:al)(o Major)(o MInor)(n Waming)(o Clear)(. Indeurmlnate)

Severity Y ID Y  Entity Y Event Time Y Parameter ) £

Mg TFMRWMWTX2 | 2024/12/23 121134 memory

= AROTMENSGY 2024/12/20 18:17:53 pu

[ croca | JEAHWOOBMM 2024/12/20 181742 cpu

| Wanirg | 7ab7a22b-8575-47a7-addc-2360260... 2024/12/20 18:01:00 cpu

| Woning | 7d3614f9-9cc2-4c2b-bacT-b23481169... 2024/12/20 17:32:36 cPU

| wanieg 151888b0-55e4-41e3-2488-31e34083... . 2024/12/2017:31:15 cpy

= ELVSTKAHSS 2024/12/20 17:27:59 cpu

| Warning | 1de25777-Tcfe-dbd5-ad 18-c5b8e15cf... 2024/12/20 16:55:24 cpu

| Warning | d7992660-4946-4156-be45-054199cf... - 2024/12/20 16:00:42 cpu

=3 OcBe3Dee-I0ch-4chc-3471-143e8bc27... ] 2024/12/20 12:50:33 Memory utilization
W <IN 2 3 4 S oo 10 v items per page

4.

Home > Events

Event Created On T
202471223 12:11:34
2024/12/20 18:17:53
2024/12/20 18:17:42
2024/12/20 18:01:00
2024/12/20 17:32:36
2024/12/2017:31:15
2024712/20 17:27:59
2024/12/20 16:55:24
2024/12/20 16:00:42
2024/12/20 12:50:33

o

Last Updated ) 4
2024/12/23 12:11:34
2024/12/20 18:17:53
2024/12/20 18:17:42
2024/12/20 18:01:00
2024/12/2017:32:36
2024/12/20 17:31:15
2024/12/2017:27:59
2024/12/20 16:55:24
2024/12/20 16:00:42

2024/12/20 12:5033

1-100f§ o ms
Nt

Figure 425 - Save View

A confirmation pop-up message will appear.

Save View

X

Are you sure you want to save the current view.? It cannot be

undone.

Figure 426 - Save View Events

Select Events View Events v

l © View saved successfully.

( ® Critical )( ® Major ) ( ® Minor )( © Warning )( ® Clear )(0 Indeterminate )

Severity Y D

Y Entity Y  Event Time

1198fc22-0f0b-4322-9580-0048540€9...
bYcc8b82-a847-4b0d-96ce-f8Ib3d 1bf...
d31a8196-3631-4396-bSbe-4e39bag0...

1bdffaed-1f50-4e7e-8bb7-feoba044fs,..

df37-436b-3959-

o d-af6e-4edS-9083-2:

29111898-1260-4241-8144-d1082425..,
1220af28-1c4f-4e4e-be97-Cae927¢88..,
b36e61b2-5848-4590-08d 1-62c40ce9...

fe44252e-3¢7d-4dfc-b68C-105621484...

2024711728 150556
2024/11/28 150516
2024/11/28 15:04:18
2024711728 15:02:54
2024/11/28 15:03:17
2024/11/28 150314
2024/11/28 15:01:52
2024/11/28 1501:24
2024/11/28 1501116

2024/11/28 1501:12
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10

v

items per page

Click on Confirm button, a success pop will appear and the grid changes.

Parameter
Memory Alert
Memory Alert
memory-storage
Memory Alert
system

Memory Alert
Memary Alert
Memory

system

Memory Alert

Figure 427 - Popup Confirmation

Y  EventCreated On
2024/11/28 15:05:52
2024/11/28 15:05:52
2024/11/28 15:03:34
2024/11/28 15:03:52
2024/11/28 15:02:34
2024/11/28 15:03:52
2024/11/28 1501:52
2024/11/28 15:01:24
2024/11/28 15:00:35

2024/11/28 1501:52

Y  last Updated
2024/11/28 15055 ]
2024/11/28 15:05:5
2024/11/28 15:03:2
2024/11/28 15.02:5
2024/11/28 15:02:%
2024711728 15:03:€
2024/11/28 15:01:€

2024/11/28 15:01:2

2024/11/28 15:00:2

1-10 of 13343 items
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q

7.21.4

Save As Events

The steps explain how to save the events data as view.

1.
2.

Home >

In the top navigation bar, click on Data View and click on Events.

User can click the save as events button.

Events

Select Events View Events b

(o ciitical ) (e Major )(o Minor ) (s Worning ) (e Clear ) (@ Indeterminate )

Severity Y ID Y  Entity Y  EventTime Parameter Event Created On
Cirr 0e224b0d-1ebe-4edb-91e5-d354c424... 2025/01/03 12:42:06 CPU 2025/01/03 12:4206
21b11eb4-Taed-4153-87e7-39777ebf... 2025/01/03 12:42:06 CPU 2025/01/03 12:42:06
m 216827e2-440d-47ce-9608-c549ch466.... 2025/01/03 12:42:05 CPU utilization 2025/01/03 12:42.06
m 670f7660-2d87-4865-af50-201c30626... 2025/01/03 12:42:06 memory 2025/01/03 12:4206
[ coar | 70a0a839-cff2-4c7a-b2de-04122e569... 2025/01/03 12:42:06 memory 2025/01/03 12:42.06
T6afb9cc-b539-4f40-bfgf-1155498c84cd 2025/01/03 12:42:06 <pu 2025/01/03 12:42:06
m 23441c92-2ef8-411d-8840-7d272083,.. 2025/01/03 12:42:06 disk 2025/01/03 124206
m 4627-4e42-8235-280055af. 2025/01/03 12:42:06 cpPU 2025/01/03 12:42.06
acee’5127-2057-4a65-816a-Thdacfobb... . 2025/01/03 12:42:06 CcPU 2025/01/03 124206
m €3¢ff296-d638-4047-ad1¢-5¢2185687.... 2025/01/03 12:42:06 pu 2025/01/03 12:42.06
W <« 9 2 3 4 5 L 10~ items per page

3.

@D - s :[F]-

Y Last Updated Y- |7
2025/01/03 12:42:06 L
2025/01/03 12:42:06 M
2025/01/03 12:42:06 A
2025/01/03 12:42:06 n
2025/01/03 12:42:06 "
2025/01/03 12:42:06 q
2025/01/03 12:42:06 "
2025/01/03 12:42:06 N~
2025/01/03 12:42:06 N

2025/01/03 12:42:06 <

1- 10 of 548278 items

Figure 428 - Save As Events

A confirmation pop-up message will appear.

Save As

View Name *

Show to

My Self

Description *

Save Close

Figure 429 — Save as Events

4. As all fields are entered click on save button, success popup message will appear.
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7.2.1.5

Home > Events

Select Events View Events ~

l @ View saved successfully.

(o ciitical ) ("o Major )((o Minor ) ("o Warming ) ("o _ciear ) (o indeterminate )

@G s

Severity Y ID Y Entity Y  EventTime Parameter Event Created On
O 0e224b0d-1ebe-4e3b-91e5-d354c424.,, 2025/01/03 12:42:06 CPU 2025/01/03 12:4206
21b11eb4-Taed-4153-87e7-39777ebf... 2025/01/03 12:42:06 CPU 2025/01/03 12:42:06
m 2{68272-440d-47ce-9608-c549cb466. . 2025/01/03 12:42.06 CPU utilization 2025/01/03 12:42:06
670f7660-2d87-4865-af50-201c30626... 2025/01/03 12:42:06 memory 2025/01/03 12:4206
= 70a0a839-cff2-4¢c7a-b2de-0412ae569... | s 2025/01/03 12:42:06 memory 2025/01/03 12:42:06
76afbOcc-b539-4f40-bfaf-1155498c84cd 2025/01/03 12:42:06 pu 2025/01/03 12:42:06
23441c92-2ef3-411d-8840-7d272e063... 2025/01/03 12:42:06 disk 2025/01/03 124206
m 3bSee6-4627-4e42-8235-2840554f, e 025/01/03 12:42:06 Ccpu 2025/01/03 12:42.06
acee5127-2057-4a65-8163-Th4acfobb... 2025/01/03 12:42:06 CPU 2025/01/03 124206
= <3¢ff296-d638-4947-ad1¢-5¢2185687... 2025/01/03 12:42:06 cpu 2025/01/03 12:42.06
W <2 3 4 5 > oo 10~ items per page

Last Updated

2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06

K3

1- 10 of 548278 items

Figure 430 - Alert Message

5. Then user can select Events view from the dropdown list in which user can created before this step.

Home > Events

Select Events View  Events v

( ® Warning ) (O Clear ) ( ® Indeterminate )

1o | aM columns [ v

eventssim11

Entity

Tab7222b-8575-47a7-a4dc-e2320260...

7d361419-9cc2-4c2b-bac7-b23481169...

15f83850-55e4-4123-2488-3134983,..

ELVSTKBHSS

1de25777-7cfe-4bdS-a418-c5b8e15¢f...

d7992660-4946-4{58-bed5-0541¢99¢f...

Ocbe30ee-30ch-4cdc-3471-143e8bc27...

Y EventTime
2024/12/23 12:11:34
2024/12/20 18:17:53
2024/12/20 18:17:42
2024/12/20 18:01:00
2024/12/20 17:32:36
2024/12/20 17:31:15
2024/12/20 1727:59

-~ 2024/12/2016:55:24
2024/12/20 16:00.42

2024/12/20 12:50:33

Parameter
memory
cpu

pu

CPU

cpPu

CPU

cpu

cpPy

<Py

Memory utilization

@G c=scr

Event Created On

2024/12/23 12:11:34
2024/12/20 18:17:53
2024/12/2018:17:42
2024/12/20118:01:00
2024/12/2017:32:36
2024/12/2017:31:15
2024/12/2017:27:59
2024/12/20 16:55:24
2024/12/20 16:00:42

2024/12/20 12:50:33

items per page

Last Updated

2024/12/23 1211:34
2024/12/20 18:17:53
2024/12/20 18:17:42
2024/12/20 18:01:00
2024/12/20 17:32:36
2024/12/20 17:31:15
2024/12/20 17:27:59
2024/12/20 16:55:24
2024/12/20 16:00:42

2024/12/20 12:50:33

Figure 431 — Select Events View Dropdown

Live Events Data

The steps explain how to refresh the events data.

1. Inthe top navigation bar, click on Data View and click on Events.

2. User can see the Live Events Data updating every 4 seconds in Grid view.

Configuration Guide

e

232



@(0 Cdtkal)(o Mq'ov)(- Mino:)(- wamlng)(o Clea)(o Indewm'nate)

Seveity Y 1D Y entity Y &ventTime Y Parameter Y &vent Created On Y Last Updated

Viaming | 1d225777-7cle-4bdS-0418-c5b8e15cH... | L 2024112720 16:55:24 <] 202412720 16:55:24 2024112720 16:55:24
Vlaming | A7992660-4046-4150-bed5-0541¢99cf... L 2004/12/20 16:00:42 U 2004112420 16:0042 2004/12/20 16:00:42
= Ocbe20ee-2005-dcdc-a471-14268b227... | 2004112/2012:50:33 Memory utization 2004112420 12:50:23 2004/12/20 12:5033
[ o | 10230010-C910-43¢5-939%-71f513d84... 2024/12/20 125033 Memory utization 2024/12/20 125033 2024/12/20 125033
[ v | 1239526d-3183-4/56-3035-0cb4cI960... 2024/12/20 12,5033 Memory utization 2024/12/20 12:5033 2004/12/20 125033
[ e | 15809220-¢500-45f0-b880-25336b<22... 2024/12/20 12:5033 Memory utization 2024/12/20 125033 2024/12/20 125033
=3 198232dd-08a1-4286-9096-2633d52f.. 2024/12/20 12,5033 CPU utilization 2024/12/20 125033 2004/12/20 125033
= 10512540-11¢9-4771-8404-818adb23... | 2024/12/20 125033 Memory utzation 2024/12/20 12:5033 2024/12/20 125033
[ e | 1dfe1514-060d-482c-aceb-54bdTaead... L 2024112020 125033 CPU utilization 2004112420 12:50:23 2004/12/2012:5033
= 204a322d-9od2-4486-9196-76711982a... | 2004/12/20 12:50:33 CPU utilization 2004/12420 12:50:33 2004/12/20 12:50:33
LI} 2 3 4 5 . &N 10~ items per page

3.

T Tite
Microsoft: Windows CPU mi"
Microsoft: Windows CPU uti
Anomaly obiserved on CLPLI
Anomaly observed on CLPLL
Anomaly observed on CLPW
Anomaly observed on CLOU
Anomaly observed on CLPW
Anomaly observed on CLPW
Anomaly obsarved an CLPLL

Anomaly obsarved on IAULIL
7

1-100f 91679 items.

Figure 432 — Live Events Data

Home > Events

l @ Auto-refresh has beendisabled. X

Select Events View Events ~ < Live
(Ao aitieal ) (o ajor Yo Minar ) (o Wiaring ) (e _Glear ) (o _indeterminate )

Severity Y ID Y  Entity Y Event Time Y  Parameter Y Event Created On Y
066d1647-4276-47¢5-8933-071e97297... . 2025/01/03 12:51:02 CPU 2025/01/03 12:51:02
m 07bcee7d-04b1-4a%-a1dd-6d97d35d... 2025/01/02 12:51:02 disk 2025/01/03 12:51:02
16da028-8f09-4b32-aaf8-3bf2913164... | 2025/01/03 12:51:02 memory 2025/01/03 12:51:02

m 434b3b1b-b877-441b-255-bi22686b... 2025/01/03 12:51:02 CPU utilization 2025/01/03 12:51:02
9e29-4507-a9¢0-4cf65900 2025/01/03 12:51:02 cPU 2025/01/03 12:51:02

m 52115774-ech4-40b93-9e81-82363021... . 2025/01/03 12:51:02 <pu 2025/01/03 12:51:02

m 53fbc8fb-baeb-479b-962c-cf6889c6d... | 2025/01/03 12:51:02 CPU 2025/01/03 12:51:02
55042541-5d%-4321-9847-a47cb93c... | 2025/01/03 12:51:02 cPU 2025/01/03 12:51:02
63ad2743-2d86-4c88-%eab-e12fccedd... 2025/01/03 12:51:02 <pu 2025/01/03 12:51:02

m 6a18710b-2969-444d-9126-3523a023... 2025/01/03 12:51:02 memory 2025/01/03 12:51:02

W <« 9 2° 3 4. 5 L] 10 v items per page

To stop the auto-refresh, click on the Live Events Data button, a confirmation pop up message will appear.

S B8 R &

Last Updated ¥ |7
2025/01/03 12:51:02 N‘
2025/01/03 12:51:02 L
2025/01/03 12:51:02 "
2025/01/03 12:51:02 A
2025/01/03 12:51:02 N
2025/01/03 12:51:02 €|
2025/01/03 12:51:02 N
2025/01/03 12:51:02 N
2025/01/03 12:51:02 <f
2025/01/03 12:51:02 n

1-10 of 548418 items

Figure 433 — Live Events Data Disabled
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7.2.1.6  Refresh Events
The steps explain how to refresh the events data view.
1. Inthe top navigation bar, click on Data View and click on Events.

2. Click on Refresh Events button if Live Events Data is disabled only.

Home > Events

Event Created On Y.
2025/01/02 12:4206
2025/01/03 12:4206
2025/01/03 12:42:06
2025/01/02 12:42:06
2025/01/03 12:42.06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:42:06
2025/01/03 12:4206
2025/01/03 12:42:06

Select Events View  Events v
(0 Critical ) ( ® Major )( ® Minor ) ( o Waming ) ( o Clear ) ( ® Indeterminate )
Severity Y ID Y  Entity Y  EventTime Y  Parameter
Qear 0e224b0d-1ebe-4e8b-91e5-d354c424... 2025/01/03 12:42:06 CPU
21b11eb4-Taed-4153-87e7-39777ebf... 2025/01/03 12:42:06 CPU
m 216827e2-440d-47ce-9608-c549cb466... 2025/01/03 12:42:06 CPU utilization
670f7660-2d87-4865-af50-201¢30626... . 2025/01/03 12:42:06 memory
[ aca | 70a0a839-cff2-4c7a-b2de-04123e569... 2025/01/03 12:42:05 memory
T6afb9cc-b539-4f40-bfaf-1155498c84cd 2025/01/03 12:42:06 pu
23441c92-218-411d-8840-7d272e083... 2025/01/03 12:42:06 disk
[ e | ad3bSee6-4627-4e42-8235-2840554f ... 2025/01/03 12:42:06 Py
acee5127-3057-4a65-8163-Th4acfobb... 2025/01/03 12:42:06 CPU
= €3¢ff296-d638-4947-ad1¢-5¢2185687... 2025/01/03 12:42:06 cpu
« «FEll 2 3 4 5 N

10 v items per page

Last Updated Y ih
2025/01/03 12:42:06 N
2025/01/03 12:42:06 N
2025/01/03 12:42:06 A
2025/01/03 12:42:06 L

2025/01/03 12:42:06 "
2025/01/03 12:42:06 ]
2025/01/03 12:42:06 L
2025/01/03 12:42:06 N
2025/01/03 12:42:06 N
2025/01/03 12:42:06 <

1- 10 of 548278 items

Figure 434 — Refresh View Data Events

3. A confirmation pop up message will appear.

@D c-sar:

Home > Events
Select Events View  Events v I © Content ebreshod suceenehlly X

@ (0 Critical )( © Majpr ) ( 5 Minov) ( * Warning ) ( . Gew)( . Inde(erm'ma(e)
Seveity Y ID Y entity Y eentTime Y parameter Y Event Created On Y Last Updated
Wi | 10e25777-7cle-4bdS-2418-c5b3e15ck... 2024/12/20 16:55:24 P 2004/12/20 16:55:24 2024/12/20 16:55:24
- d7952660-4945-4158-bed5-0541c99cf... 2024/12/20 16:00042 (<) 2024/12/20 16:00:42 2024/12/20 16:00:42
n 0c5e30se-2006-4cdc-2471-14208b227... 2024/12/20 12:50:33 Memory utiization 2024/12/20 12:50:23 202412420 12:50:33
- 10€30010-c910-43¢5-939%-711513d84.., 2024/12/20 12:50:33 Memory utiization 2024/12/20 12:50:33 2024/12/20 12:50:33
n 123952¢d-3f83-4f56-3da5-cch4c9950... 2024/12/2012:5033 Memory utiszation 2024/12/2012:5033 2024/12/20 125033
- 15809220-¢600-46f0-b880-a5336b¢22... 2024/12/20 12:50:33 Memory utiszation 2024/12/20 125033 2024/12/20 12:50:33
[ cowo | 198232dd-06a1-4286-9096-3633521,.. 2024/12/20 125033 CPU utilization 2024/12/20 12:5033 2024/12/20 125033
[ coscs | 1051254d-11¢9-4771-8404-3182db2a. 2024/12/20 125033 Memory utiization 2024/12/20 12:50:33 2024/12/20 125033
n 1dfe1514-220d-482¢-acef-54b372000... 2024/12/20 12:50:33 CPU utilization 2024/12/20 12:50:23 2024/12/20 12:50:33
20423224d-90d8-4486-9196-7671£992a... 2024/12/20 12:50:23 CPU utilization 2024/12/20 12:50:33 2024/12/20 12:50:23

“ <IN 2 3 4 5 . *» ¥ W0

¥ items per page

Microsoft: Viindows CPU uti
Microsoft: Windows CPU uti
Anomaly obsarved an CLPLI
Anomaly observed on CLPLI
Anomaly observed on CLPY
Anomaly observed on CLOU
Anomaly observed on CLPA
Anomaly observed on CLPW
Anomaly obsarved an CLPLL

Anomaly observed an LAULI

1-100f 91679 items.

Figure 435 — Alert Message

7.2.1.7  Apply Filters
The section provides details on how to apply filters to the event data.
1. Inthe top navigation bar, click on Data View and click on Events.

2. Click on the Filter Option present at right as shown in figure.
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Home > Events

Select Events View  Events v

() (o _citea ) (o wajor ) (o _inor ) (o warming ) (o _clear (o _indeterminate )

Severity E ) Y entity
10225777-Tcle-4bd5-3418-c5b8e15¢1...
d7992660-4945-4158-bed5-0541c99cf....
0OcSe0se-2005-dcdc-2471-14268bc27...
10230010-c910-43¢5-939e-71151384...
123952¢d-383-4{56-3da5-0cb4c9960...
15609220-¢600-46f0-bB880-353360¢22...
198232dd-0831-4286-096-2633d52f...

1051254d-11¢9-4771-8d0d-318edb2a. .

1cfe1514-000d-482¢-ace6-54b37a0a8...

2042322d-9cd8-4456-919-7671/993a.

Y EentTime

2024/12/20 16:55:24

- 2024/12/20 16:00:42
2024/12/20 12:50:33
2024/12/20 12,5033
2024/12/20 12:50:33
2024/12/20 125033
2024/12/20 12,5033
2024/12/20 125033
202471220 12:50:33

2024/12/2012:50:33

Y Paameter

oy

U

Mamary utizaticn
Memory utization
Memory utization
Memory utization
CPU utilization
Memory utization
CPU utilization

CPU utilization

Event Created On

2024/12/2016:55:24
2024/12/20 16:00:42
2024/12/2012:50:33
2024/12/20 1255033
2024/12/20 12:50:33
2024/12/20 125033
2024/12/20 1255033
2024/12/20 125033
2024/12/20 12:50:33
2024/12/20 12:50:33

¥

Last Updated

2024/12/20 16:55:24
2024/12/20 16:00:42
2024/12/2012:50:33
2024/12/20 12:50:33
2024/12/20 12:50:33
2024/12/20 12:50:33
2024/12/20 125033
2024/12/20 12,5033
2024/12/20 12:50:33
2024/12/20 12:50:23

o« 1 2 3 4 5 . » W 10 ¥ itemsperpage

o
m
&
@
«

Tite

Microsoft: Windows CPU mi"
Microsoft: Windows CPU uti
Anomaly obsarved an CLPLI
Anomaly observed on CLPLI
Anomaly observed on CLPW
Anomaly observed on CLOU
Anomaly observed on CLPW
Anomaly observed on CLPW
Anomaly obsarved an CLPLL

Anomaly observed an LAULIL

1-100f 91679 items

Figure 436 - More Filter Operation

3. Aform will appear. Select Field and Operator from drop down list and write a value. Then click on the Apply button.

Home > Events

Select Events View Events v

@( ® Critical )( ® Major ) ( @ Minor )( & Warning )( ® Clear )( @ Indeterminate )

Y  Entity Y  Event Time

20268¢5¢2... L 2024/11/281525:24

v 4bf026bed... 2024/11/28 1525:10

53567524... 2024/11/28 1523:43

37d16c773.0 2024/11/28 1523:22

= e1b9da3... 2024/11/28 1523:08
| Waming | s v v mers-C60d7DOD... 2024/11/28 15:22:43
[ o | 34041940-b0e1 -4173-8399-8839043... | 2024011728 152207
[ e | 1826¢74f-18¢9-4efc-af87-666dedfe5716 2024/11/28 152142
[ conicat | 64b9de75-7241-4545-3d07-29740dke... 2024/11/281521:20
7446¢1d0-acd1-4b63-9217-baseeeTd... 2024/11/28 15:20:40

W <« NN 2 3 4 5 L 10 v items per page

Parameter
Memory Alert
Memory Alert
system

Memory Alert
Memory Alert
system

Memory Alert
memory-storage
Memory Alert

system

Event Created On

2024/11/28 15:25:52
2024/11/28 1525:52
2024/11/28 152334
2024/11/28 1523:52
2024/11/28 1523:52
2024/11/28 1522:34
2024/11/28 15:21:52
2024/11/28 15:21:34
2024/11/28 15:21:52

2024711728 15:20:33

Y  last Updated

2024111728 15'25:5‘
2024/11/28 15:25:€
2024/11/28 15232
2024/11/28 15232
2024/11/2815:23:€
2024/11/28 15222
2024/11/28 15:21:€

2024/11/28 15:21:2

2024/11/28 15:21:5

1-10 of 13382 items

Figure 437- More Filter Operation
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Home > Events

Select Events View  Events v

| Applied Filters | Severity LIKE Clear =

(0 Critical ) ( ® Major )( & Minor )( © Warning )( @ Clear )( @ Indeterminate )

1D S 4

aBeacd7a-0cf3-4f27-8745-d5a567524...
BabcT4f-18¢9-4efc-af87-666dedfe5716
7446c1d0-acd1-4b63-9a17-baSeee?d...
Clexr 2458¢fc3-0ae4-40da-bffa-b9f928ec42...

521554b5-0197-4212-ba42-abea1c07...

= @
000080:
=4
-«

Clear 51e513¢2-6382-4ab8-8fe0-5042de88..,

Clesr b8fcdad6-2b7e-4ba9-bafd-60a166aeb...
[ Cox | dbB6i22e-df37-4a6b-a959-6fb2863a9...
28c2€310-9856-4e3b-96eC-d5d549b9...
294020a3-0990-4517-b9d6-28175093...

Entity

Y EventTime
2024/11/28 1523:43
2024/11/28 15:21:42
2024/11/28 15:20:40
2024/11/28 1518:41
2024/11/28 1517.38
2024/11/28 15:14:35
2024/11/28 15:12:34
2024/11/28 150317
2024/11/28 1459115

2024/11/28 14:55:12

Parameter
system
memary-storage
system

system
memary-storage
system

system

system

system

system

7.2.1.8 Download CSV

This section provides user to download CSV data of records based on the filter they apply to the records of the events

Figure 438 — More Filter Operation

screen. Users can download the csv files with max of 1000 records.

1. Inthe top navigation bar, click on Data View and click on Events.

2. Apply the filters as per the requirement.

3. Click on the Download CSV i action button.

Event Created On

2024/11/28 152334
2024/11/28 15:21:34
2024/11/28 15:20:33
2024/11/28 15:18:33
2024/11/28 15:16:43
2024/11/28 15:14:34
2024/11/28 15:11:34
2024/11/28 15:02:34
2024/11/28 145833

2024/11/28 14:54:35

4. Check the downloads in the system, the CSV file would be downloaded.

Home > Events

Select Events View Events v

( o Critical )( ® Major )( © Minor )( o Waming )( o Clear )( o Indeterminate )

e2f2c63f-c3c0-47ea-8f1d-d290c67601..,
75a7774a-b672-42f0-9553-b9d3854c...
01420a53-2783-495e-222d-b1dcfd87..,
fa96a5f8-5{85-4af1-a75b-bdde3b3bs...
d74ddcdf-b8eB-4114-be84-44b20051...
5fd5d45¢-5e53-470e-3c8b-02b129705...
f1d03cdd-bc59-42f9-befe-8d644a882...
0c301ba9-14ef-4bb8-bd05-7eadd02b...

14252421-0871-4739-9e69-136b213ef...

kY
L H
-«

Ha77175-0bc2-467-a605-2f2e3fa5M21

D Y Entity

Y EventTime
2024/11/28 15:41:23
2024/11/28 15:41:09
2024/11/28 15:40:15
2024/11/28 15:4007
2024/11/28 15:39:26
2024/11/28 15:39:13
2024/11/28 15:38:13
2024/11/28 15:37:57
2024/11/2815:37:24

2024/11/28 15:37:11

Y Parameter

Memory Alert
Memory Alert
system

Memory Alert
Memory Alert
memory-storage
memory-storage
Memory Alert
Memory Alert

system

items per page

Event Created On

2024/11/28 15:41:52
2024/11/28 15:41:52
2024/11/2815:3%:34
2024/11/28 15:39:52
2024/11/28 15:39:52
2024/11/28 15:35:01
2024/11/2815:37:34
2024/11/28 15:37:52
2024/11/28 15:37:52

2024/11/2815:3635

Last Updated
2024/11/28 1523:3¢
2024/11/28 15:21:34
2024/11/28 15:20:33
2024/11/28 151833
2024/11/28 15:16:43
2024/11/28 15:14:34
2024/11/28 15:11:34
2024/11/28 15:02:34
2024/11/28 14:56:33

2024/11/28 14:54:35

@D - =0 [

T

Last Updated

2024/11/28 15:41:52
2024/11/28 15:41:52
2024/11/28 15:39:24
2024/11/28 15:39:52
2024/11/28 15:39:52
2024/11/28 15:39:01
2024/11/28 15:37:34
2024/11/28 15:37:52

2024/11/28 15:37:52

2024/11/28 15:36:35

1-100f1 0 ms

B

7.2.2 Alerts

“Alerts" refer to notifications or warnings generated by monitoring systems or tools when significant events or issues are

deviating from normal system behavior. Alerts play a crucial role in proactively identifying potential problems, anomalies,
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or security incidents within the IT environment. Alerts are triggered by a monitoring system to indicate the occurrence of

a specific event or condition that requires attention. Alerts are typically generated based on predefined rules, thresholds,
or conditions associated with events. Multiple alerts may be correlated to identify patterns or relationships between
different events, helping in understanding the broader impact.

Well-designed alerting view provides IT teams with crucial information, enabling them to respond proactively to potential

issues and minimize the impact on operations.

The steps explain how to view the alerts data.

1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Alerts data will be displayed for the selected customer.

Home > Alerts

Select Alerts View  Alerts i

N/ ™ (7 N/ r e N /
( All e Critical (e Major )0 Minor 14 Waming i) I\ ® Clear \\ ® Indeterminate 2

Severity Y ID Y Entity Y  Parameter
62DIBE0822054CD6B604CTSTAB00S8. . Memory Alert
DOFD6I2404044E23B1A31FISCTE99CTF system

Mince 9B20567E7389405C87BA9144D7829F13 memory

Warring. 2AETAAEBOC0140169AF6077944E0E03 memory-storage

daming 87CC5BIDDACTA00DBSEDA8224C640.., memory-storage

= 96COB36F3FFA4823075B4F6378DIDASS system

= FDBACOT83D7F4562A537DEC2C4434... system

= 2972ADB4EA9438E944B539DBAFSFIFF system

3BE02564A7C247FDBAED1SFAFED14E... cpU

14034EBE3FE141CBA2D0502D706100F7 cPU
™ « 1 2 3 4 5 > o 10 ¥ items per page

Occurrence Y
1086

1

Figure 440 — Alerts View

The steps explain how to delete the alerts data:

1. Inthe top navigation bar, click on Data View and click on Alerts.

Alert Created On

2024/11/27 14:04:44
2024/11/28 15:2943
2024/11/28 15:2%:39
2024/11/28 15:28:46
2024/11/28 15:27:38
2024/11/28 15:23:36
2024/11/28 15:20:37
2024/11/28 15:17:29
2024/11/28 15:10:23

2024/11/28 15:18:57

2. Alerts can be selected by clicking on the checkbox. (Single select/Multi select)

8

Y Pending Since

2024/11/27 14.03:49

2024711728
2024711728
2024/11/28
2024/11/28

2024/11/28

15:28:47

15:28:46

15:27:46

15:26:45

15:22:43

2024/11/28 15:19:40

2024/11/28 151637

2024/11/28 15:10:07

2024/11/28 15:1805

R

Last L
20247
2024/
2024/
2024/
2024/
2024;
2024¢
2024/

2024/

2024/

o
1-100f2 " éms

The auto-refresh feature automatically updates data (including events, alerts, noise, actionable items,

and all events) in the grid. Consequently, any previously checked items will be unchecked. If you intend
to delete something, it is advisable to disable the auto-refresh feature first and then proceed with

deletion operations.
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Select Alerts View  Alerts v - c 8 R &

( ® Critical ) ( ® Major )( ® Minor ) ( o Waming ) ( ® Clear ) ( @ Indeterminate )

a Severity Y ID Y  Entity Y  Parameter Y Occurrence Y Alert Created On Y  Pending Since ¥ U
CFECC3FO11C4440DA917596898113C... CPU utilization 174 2024/12/1917:11:32 2024/12/19 17:11:26 2
DO01185CC6B0743DABCAFE6CIDESCC. . CPU utilization 1084 2024/12/19 18:09:20 2024/12/19 18.08:53 2
o “ D24E9A31CODILB3269A28272735EAE ... Memory utilization 137 2024/12/1917:42:32 2024/12/19 17:42:46 2
=] ~ D6E4BDBOC1DB4918BASA6IFEBIFOFI... CPU utilization 815 2024/12/1917:11:31 2024/12/19 17:11:26 2
DECIDOTECCEF4CEDA2BA3ITSIABCY. .. Memory utilization 447 2024/12/19 21:01:29 2024/12/19 21:01:46 2

(@) ESSOFETFCACCA9838A15085405F6407A CPU utilization 1145 2024/12/19 17:20:23 2024/12/19 17:20:39 2
a “ EACD199DC2754F4DAFS3BFDES2791.. CPU utilization 152 2024/12/19 18:1%:40 2024/12/19 18:19:57 2
o u F11F831EAB2CA97899693D5A636ET4EF CPU wtilization 309 2024/12/1917:1128 2024/12/19 17:11:36 2
=] m FAABCHC3116147EBBSCDDAOFSOBOT.... Memory utilization 1130 2024/12/1917:55:32 2024/12/19 17:55:49 2
o m FB1356D19B9B43AAI4E62DE1B1CIAS. .. CPU wtilization 1108 2024/12/19 17:2022 2024/12/19 17:20:39 2
H 4 . HER7 8 9 10 . » ™ 10 v items per page 51-600f4 0 ms

S

Figure 441— Deleting Bulk Alerts

3. Click on the Delete action button present at the bottom.

4. A confirmation dialog box appears to confirm the deletion.

Clear Alerts X

Are you sure you want to clear the selected alerts?

Cancel Confirm

Figure 442- Confirmation Pop-Up

5. Click on Confirm button, a dialog box would appear for successful deletion of alerts.

Clear Action X

Clear alert have been raised for selected alerts. Alerts will be
cleared in sometime.

Cancel Okay

Figure 443— Alert Message
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7.2.2.3  Save Alerts
The steps provide information on how to save alert data.
1. Inthe top navigation bar, click on Data View and click on Alerts.

2. User can click on the save button.

Home > Alerts

Select Alorts View  Alerts v
Cany(o ciitical ) (o major )(Co Minor ) (o wiaming ) ((e_Clear ) (Co_Indeterminate )
(m] Severity Y ID Y Entity Y Parameter Y Occurrence Y Alert Created On
o0 62D9BE0B22064CDEB604C7ST4B0058. . Memory Alert 1086 2024/11/27 14:04:44
S DGFD692404044E2381A3 1FI5CTEIICTF system 1 2024/11/28 15:2943
0O @ 9B20567E7389405C87BAIT44DTE29F13 1 L1 memory 1 2024/11/28 15:29:39
0 (s 2AETAAEBOC0140169A9F6077944E0ED3 memory-storage: 1 2024/11/28 1522846
0 (s 87CC5BIDDACIA00DBSEDA8224C640... memory-storage 1 2024/11/28 15:27:38
=S 96COB36F3FFEA823075B4F6378DODASS system 2 2024/11/28 15:2336
FDBACO18307F4562A537DEC2CA434... system 2 2024/11/28 15:2037
Cheor 2972ADBI4EAI48BEI4B53IDBAFSFIFF system 2 2024/11/28 15:17:29
O e 3BE02564ATC247FDBAGDTSFAFED14E... Py 2 2024/11/28 15:1023
O e 14034EBE3FE141CBA200502D706100F7 cPU 1 2024/11/28 15:18:57
" < 5 2 3 4 S > 10~ items per page

Pending Since h ¢
2024/11/27 14.03:49
2024/11/28 15:28:47
2024/11/28 15:28:46
2024/11/28 15:27:46
2024/11/28 15:26:45
2024/11/28 15:22:43
2024/11/28 15:19:40
2024/11/28 15:16:37
2024/11/28 15:10:07

2024/11/28 15:18:05

2024/

Uy
1-100f W .ems

Figure 444- Save Alerts

3. After saving, the event data appears in the grid and a success popup appears.

Save View X

Are you sure you want to save the current view.? It cannot be
undone.

Cancel Confirm

Figure 445- Save Alerts

4. On clicking the Confirm button, a success pop up will appear.
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7.2.2.4

Home > Alerts

Select Alerts View  Alerts v

IO View saved successfully.

( o Critical )( ® Major )( ° Mlnar)( o Waming )( o Clear )( o Indeterminate )

(2} T

62D9BEN822064C0D6B604C757480058...
DOFD6I2404044E23B1A31FISCTEIICTF
9B20567E7389405C87BAI144DTI29F13
2AETAAEBOC0140169A9F6077944E0E03
87CC5BIDDACTA00DBSEDA8224CH40...
96COB36F3FFB4823075B4F6378D9DASS
FDBACO183D7F4562A537DEC2CA434...

2972ADBIAEA9488EI44B539DBAFSFIFF
3BE02564A7C247FDBAED1SFAFED4E...

14034EBE3FE141CBA200502D706100F7

Entity

Y Parameter
Memory Alert
system
memory
memory-storage
memory-storage
system
system
system
CcPU

CPU

O Severity Y
o o
o =
o
0
S
=
Cheor
o
o wEE
M < BN 2

3 4 5 . » M 10 v

items per page

Y  Occurrence Y
1086

1

Alert Created On

2024/11/27 14:04:44
2024/11/28 15:2943
2024/11/28 15:29:39
2024/11/28 15:2846
2024/11/28 15:27:38
2024/11/28 15:23:36
2024/11/28 15:2037
2024/11/28 15:17:29
2024/11/28 15:10:23

2024/11/28 15:18:57

G <806 R
Pending Since Y Lastl
2024/11/27 14.03:49 2024/.
2024/11/28 15:28:47 2024/
2024/11/28 15:28:46 2024/
2024/11/28 15:27:46 2024/
2024/11/28 15:26:45 2024/
2024/11/28 15:22:43 2024/
2024/11/28 15:19:40 2024f
2024/11/28 15:16:37 2024/
2024/11/28 15:10:07 2024/
2024/11/28 15:18:05

l-10d\g&‘ns‘

Figure 446 - Alert Message

Save As Alerts

The section explains the steps to Save a personalized view of Alert data as per the requirement:

1. Inthe top navigation bar, click on Data View and click on Events.

2. Click Save as Alerts button.

Home > Alerts

Select Alerts View  Alerts v

(A0 (o ) (o o) (= o) (= o) (=

Clear ) (@ Indeterminate )

0 Severty Y

Clese

15} S

1AD5A3C17DO5406E8350D894A7837...
CA3BAEF527414F168995DEI0EACCEOFT
15A2A06E4D8DA745943ATB2ESEAECE...
6871ETFOAAADSCE7BFODCIGEGIFISTES
C62098EDAT4BAEDBACI2TTESDEATC...
17CTF162AFA24C76917659899C91BET8
3CBTAEASFE29442895114F5014388E15
46380AT281DE4TEOABITTAFFOBF185E3
A7404D72F7FA448096A72135E5B3EC63

B04888EBFEC5434FI64154DETCTEBIBE

Entity

Y Parameter
memory
disk
memory
memory

*.. CPU

. CPU

pu
cpu
F | CPU

CPU utilization

" .T]z

L 10 v items per page

Y  Occumence Y

Alert Created On

2025/01/02 13:49:16
2024/12/24 17:02:26
2024/12/23 12:11:36
2024/12/23 20:18:43
2024/12/23 16:31:39
2024/12/20 18:01:06
2024/12/20 18:18:22
2024/12/20 16:55:30
2024/12/20 17:31:25
2024/12/20 09:44:18

Pending Since Y  lLastL
2025/01/02 13:49:11 2025/-
2024/12/03 18.06:00 2024
2024/12/23 12:11:24 20241
2024/12/23 20:18:36 2024/
2024/11/30 16:31:28 2024/
2024/12/20 18:01:00 2024/
2024/12/20 18:17:42 2024/,
2024/12/20 16:55:24 2024/
2024/12/20 17:31:15 2024/
2024/12/20 09:44:37 2024/

1-10of 15 items

Figure 447— Save As Alerts

3. The following form appears:
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Save As X

View Name * Description *

Figure 448— Save As Alerts

4. Once all the fields are entered, click on Save button.

Home > Alerts

Select Alerts View | Alerts - le W x @& - = (-
(. Critical ) l:. Major }( L] Minor)( L anir\g) (. Clear ) (. Indelermimte)

a Severity T ID T Entity T  Parameter Y  Occurrence T Alert Created On T Pending Since T lastl
Clear 1ADSA3CTTDOS406E8850DBI4ATEIT .. memory 2 2025/01/02 13:49:16 2025/01/02 13:49:11 2025/
= CA3B4EFS27414F168995DEIN6ACCEOFT disk 1 2024/12/24 17:02:26 2024/12/03 18:06:00 2024/
15A2A06E4D8D4745843ATB2ESEAECH. . memory 1 2024/12/23 1211:36 2024/12/23 12:11:34 2024/
GOT1ETFOAAADLCE7BFODCIGEGIFOSTES . memaory 1 2024/12/23 20:1843 2024/12/23 20:18:36 2024/
m C62098E0474B4EDBACIZTTEBDEATC... cPu 1 2024/12/23 16:31:39 2024711730 16:31:28 2024/
17CTF162AFA24C76917659899C1BETS | . CPU 1 2024/12/20 18:01:06 2024/12/20 18:01:00 20241
m 3CBT7AEASFE20442805114FS014388E15 pu 1 2024/12/20 18:18:22 2024/12/20 18:17:42 20241
46380AT281DE4TEQAGITTAFFOBF1B5E3 . CPu 1 2024/12/20 16:55:30 2024/12/20 16:55:24 2024
47404D72F7FA443096A72135E583EC63 CPU 1 2024/12/20 17:31:25 2024/12/20 17:31:15 20247
m B0488BEBFEC5434FO64154DETCTEBORE CPU utilization 1 2024/12/20 09:44:18 2024/12/20 09:44:37 2024f
LI [ 1 I 2 r M 10 ¥ items per page 1- 10 of 15 items

Figure 449— Alert Message

5. The newly created view is now available in the list of available views. The user can select Events view from the

dropdown that lists all the existing views.
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Home > Alerts

Select Alerts View  Alerts v - S 8 R

| Agplind Filters | Seve @

(Can) (o citica (5 Warning ) (e Clear ) (@ indeterminate )
o Severity Y ID Y Entity Y  Parameter Y  Occurrence Y Alert Created On Y  Pending Since Y LastUpdatec
o = 62D9BENB22064CD6B504CT57480059... Memory Alert 1118 2024/11/27 14:04:44 2024/11/27 14.03:49 2024711728
o 8833DBDICFAI438FAFOAD29B51FD48... Disk 2 2024/11/15 15:42.07 2024/11/15 15:41:49 2024/11/28
(] 36AB8080CTF445978E51247AAABSDA... cry 2 2024/11/28 160027 2024/11/28 16:00:20 2024711728~
o == 9B07C254CDATACD0B0838CTFABDIT. . Memory 3 2024/11/15 15:43:55 2024/11/15 15:41:11 2024/11/28
o = B7718B65347642978D8805F51821E643 Disk 2 2024/11/15 15:41:57 2024/11/15 15:40:56 2024/11/28
a FS046A309EIE4A67A1481E80419D7D... Swap 1 2024711715 15:43:34 2024/11/15 15:41:08 2024/11/28
o = FADO152192684060910E61FEABSSAB... Memory 1 2024/11/28 16:01:10 2024/11/28 16:00:30 2024/11/28
o0 161EE6075E9 147EEBES74A2B60CFDCI Disk 3 2024711715 15:42:16 2024/11/1515:41:57 2024/11/28
o 5C4577BD280D4157A3CABCABOCEIGE... Disk 1 2024/11/15 15:41:59 2024/11/15 15:41:01 2024/11/28
o = 6F Memory 2 2024/11/15 154211 2024/11/15 15:41:04 3

w <Bl 2 3 4 5 . » M 10+ items per page 1-10of 301 items

Figure 450- Select Alerts View Dropdown

7.2.2.5 Add Column
The section explains how to Add Column to alerts data:
1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Click on the Add Column action button present at the header of the console.

Home > Alerts

Select Alerts View  Alerts ~ - S B R %
(o critical ){"® Major )(@ Minor ) (e Waming ) (e Clear ) (@ Indeterminate )

(w] Severity Y ID Y Entity Y Parameter Y  Occurrence Y Alert Created On Y Pending Since Y lastL
TADSA3C17D05406E8950D894ATEI7... memory 2 2025/01/02 13:49:16 2025/01/02 13:49:11 2025/
CA3B4EFS27414F168995DEI06ACCEOFT disk 1 2024/12/24 17:02:26 2024/12/03 18.06:00 2024

Cleae 15A2A06E4D3DA745943ATB2ESEAECH. ., memory 1 2024/12/23 1211:36 2024/12/23 12:11:34 2024/

Choae B6871ETFOANAD4CE7BFODCIGEGIFOSTES memory 1 202471223 20:18:43 2024/12/23 20:18:36 2024/

[ oo | C62098E0474B4EDBACI2TTEBDEATC... CcPU 1 2024/12/23 16:31:39 2024/11/30 16:31:28 2024/
17CTF162AFA24CT76917659899CO1BET8 CPU 1 2024/12/20 18:01:06 2024/12/20 18:01:00 2024/
m 3CB7AEASFE20442895114FS014388E15 pu 1 2024/12/20 18:18:22 2024/12/20 18:17:42 2024
46380A7281DE4TEOABITTAFFOBF185E3 CcPU 1 2024/12/20 16:55:30 2024/12/20 16:55:24 2024/
A47404D72F7FA448096A72135E583EC63 CPU 1 2024/12/20 17:31:25 2024/12/20 17:31:15 2024/
BO4BBBERFECS434FI64154DETCTEBOBE CPU utilization 1 2024/12/20 09:44:18 2024/12/20 09:44:37 2024/

W <1 | 2 » m 10 v items per page 1- 10 of 15 items

Figure 451— Add Column

3. The following form will appear. The user can select values from the drop-down lists.

4. Once done, click Save.
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Add Columns X

Add More Columns

Sub Entity ID v
Original Columns
~

O Seveiity X O D X O Entity X O Parameter X O SubEntity X O PendingSince X U last Updated X

C Occurrence X

Newly Added Columns

Z SubEntity ID X

Figure 452— Add Column

7.2.2.6  Events Mapping (Alerts)
The steps involved to see events in alerts data:
1. Inthe top navigation bar, click on Data View and click on Alerts.
2. Click on an alert on Data View-Alert screen, then go to the pop up opened for the alert. Events for the selected

alert are visible.

High CPU utilization (over 90% for 5m) L2 LTS
Pending Since
2023/01/06 13:24:23 (events ) '=*
\ s )
Last Occurrence -
2023/01/06 13:2541
Description Severity D Title Entity
High CPU utilization (over 90% for Sm)
Severity [ Cienr | 015f2628-9493-4b0b-9a07-39df7bf0bS 7 High CPU utilization (over 90% for Sm)
Clear
[ Ciewr | 5ecd44s7-fa2a-4f16-8314-7105d47fSedS High CPU utilization (over 90% for 5m)
[ Crivca ] 69¢1241¢-7233-408b-8790-990f7b697670 High CPU utilization (over 0% for Sm)
[ crveat ] 7d819255-593a-4b2d-b25b-92998dc4b795 High CPU utilization (over 0% for Sm)
[ comca ] 512992d3-1d97-4660-2a2b-50383ef8e229 High CPU utilization (over 0% for Sm)
Show 10 v  entries .

Figure 453 - Alerts Related Events

3. User can mark alerts as incorrect by clicking Mark as Incorrect button.
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q

High CPU utilization (over 90% for 5m)

Pending Since

2023/01/06 1324:23 a

Last Occurrence

2023/01/06 1325:41

Description erity
High CPU utilization (over 90% for Sm)

Severity

Clear

015f2€28-9493-4b0b-9a07-39df70f0b57

Secdq4457-fa23-4f16-8314-7105d47f5edS

69¢1241e-7a33-408b-8790-990f7b697670

7d819255-593a-4b2d-b25b-92998dc4b 795

b12992d3-1d97-46e0-2a2b-50383f8e229

entries

Title

High CPU utilization (over 90% for 5m)
High CPU utilization (over 90% for 5m)
High CPU utilization (over 0% for Sm)
High CPU utilization (aver 0% for Sm)

High CPU utilization (over 0% for Sm)

Entity

Figure 454- Mark as Incorrect

4. On successful marking the alert as incorrect, the following message will be displayed:

High CPU utilization (over 90% for 5m)

Pending Since

2023/01/06 1324:23 ( Events.) =F

&kt @ Alert has been marked as incorrect.

2023/01/06 13:25:41

Description Severity D

High CPU utilization (over 90% for 5m)

Severity [ Ciear | 015f2¢28-9493-4b0b-9307-39dITbfObS 7

Clear
Secd445T-fa2a-4f16-8314-71b5d47f5 eds
= 691241e-7333-408b-8790-990f7b697670
== 7d819255-5932-4b2d-b25b-92998cc4bT95
[ coinca ] 112992d3-1d97-46e0-aa2b-50383e182229

Show 10 v

entries

Title

High CPU utilization (over 90% for Sm)
High CPU utilization (over 90% for Sm)
High CPU utilization taver 0% for Sm)
High CPU utilization (aver 0% for Sm)

High CPU utilization (over 0% for Sm)

Entity

Figure 455— Alert Message

7.2.2.7 Live Alerts Data

The section helps users to view Live Alert Data.

1. Inthe top navigation bar, click on Data View and click on Alerts.

2. User can see the Live Alert Data in Grid view. The data gets auto refreshed every 4 seconds.
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"

Home > Alerts

Seloct Alerts View  Alerts ~

( o citcal ) ("o Major ) = Minor ){ = Waming }("e Gear ) Indeterminate )

o

o

0O 0 0

" w
BE00O0FQERA!
ES
-«

(=] T

62D9BE0B22064CD6EB604CTST480058...
DGFDE32404044E23B1A31FISCTEIOCTF
SB2056TET3IBI405CH7BAI144DTI29F13
2AETAAEBOC0140169A9F60TTI44EDEDS
87CC5BIDDACIA00DBSEDA8234C640...
9&COB3EF3FFE4823075B4F63TADADASS
FOBACO183D7F4562A53TDEC2CA434...

2972ADB34EAI488E944B539DBAFSFIFF
3BE02564ATC247FDBAGDTSFAFED14E...

14034EBE3FE141CBA2D0502D7T06100F7

Entity

T Porameter T

I Memory Alert
system
memory
memory-storage
memory-storage
system
system
system
cPU

CPU

3.

On clicking the

3 4 5 . L 10 v

items per page

Occurrence T
1086

1

Figure 456 — Live Alerts Data

Alert Created On

2024711427 14:04:44
2024/11/28 15:29:43
2024/11/28 15:29:39
2024/11/28 15:28:46
2024/11/28 15:27:38
2024/11/28 15:23:36
2024/11/28 15:2037
2024/11/28 15:17:29
2024/11/28 15:10:23

2024/11/28 15:18:57

Y Pending Since

2024/11/27 14:03:49
2024/11/28 15:28:47
2024/11/28 15:28:46
2024/11/28 15:27:46
2024/11/28 15:26:45
2024/11/28 15:22:43
2024/11/28 15:19:40
2024/11/28 15:16:37
2024/11/28 15:10:07

2024/11/28 15:18:05

2024/
20247
20247

20247

o

10 of A éms

pops-up.

Home > Alerts

Select Alerts View  Alests ~

() (e crtical ) (Ce Major )((o Minor ) (o waming ) ("o Cleor ) (e Indeterminate )

a

Live Alert Data

lom-rzhshhub«nﬁnhkd. x

[¥] T

1ADSA3C17D05406ES50DBI4ATEIT...
CA3BAEF527414F 168995DEI06ACCEOFT
15A2ADBE4DB04745943ATB2ESEAECH. .
BETIETFOARADACHTBFODCEGEGIFISIES
C62098E0474B4EDBACI2TTAEDEATC. .

17CTF162AFAZ4CTE917659899CH1BETS
3CBTAEASFE29442895114F5014388E15
46380AT281DE4TEOABSTTAFFOBF1B5ES
ATA04D7ZF7FA448096A72135E5B3EC63

BO48BBEBFEC5434F964154DETCTEBIBE

Entity

T T

memory

disk

memory

memorny

cPU

CPU

CPU

CPU utilization

7.2.2.8

Severity T
[ o |
=
=
=
[ co |
< 2

T [

items per page

Alert Created On

2025/01/02 13:42:16
2024/12/24 17:02:26
2024/12/23 1211:36
2024/12/23 201843
2024/12/23 16:31:39
2024/12/20 18:01:06
2024/12/20 18:18:22
202471220 16:55:30
2024/12/20 17:31:25

2024/12/20 09:44:38

Y Pending Since

2025/01/02 13:49:11
2024/12/03 18:06:00
2024/12/23 12:11:34
2024/12/23 20:18:36
2024/11/30 1631:28
2024/12/20 18:01:00
2024/12/20 18:17:42
2024/12/20 16:55:24
2024/12/2017:31:115

2024/12/20 09:44:37

® R &

2024/
2024/
20247

2024/

1- 10 of 15 items

Figure 457 — Live Alerts Data Disabled

Refresh Alerts

The steps to apply Refresh Time View to alert data:

1.
2.

In the top navigation bar, click on Data View and click on Alert.

User can click on Refresh button only if the Live Alert Data is disabled.
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Home > Alerts

Select Alerts View  Alerts ~ R &
( ® Critical )( ® Major )( ® Minor )( ® Warming ) (o Clear ) (o Indeterminate )

(] Severity ¥ ID T  Entity T Paameter T Occurrence T Alert Created On T  Pending Since T LastL
TADSA3CTTDOS40GES350DBIMATEIT... | memory 2 2025/01/02 13:49:16 2025/01/02 13:49:11 2025/,
CA3B4EF527414F168995DEI06ACCEOFT disk 1 2024/12/24 17:02:26 2024/12/03 18:06:00 2024/
= 15A2A06E4D3D4745543ATB2EBEAECE... | N memory 1 2024012723 1211:36 2024/12/23 12:11:34 2024/
637T1ETFOAAADLCETBFODCIGEGIFISTIES | memory 1 2024/12/23 20:18:43 2024/12/23 20:18:36 2024/
m C62098EDAT4BIEDBACI2TTBADEATC. .. ».. CPU 1 2024/12/23 16:31:39 2024/11/30 16:31:28 2024/
= 17CTF162AFAZ4CT6917659899C91BETS .- | CPU 1 2024/12/20 18:01:08 2024/12/20 18:01:00 2024/
3CBTAEASFE20442895114FS014388E15 pu i 2024/12/20 18:18:22 2024/12/20 18:17:42 2024/
m 46380A7281DE4TEOABSTTAFFOBF185E3 5-.. CPU 1 2024/12/20 16:55:30 2024/12/20 16:55:24 2024/
= 47404D72F7F4448096A72135E5B3ECE3 3-.. CPU 1 2024012720 17:31:25 2024/12/20 17:31:115 2024/
B048BBEBFECS434F964154DETCTEBIRE CPU utilization i 2024/12/20 09:44:18 2024/12/20 09:44:37 2024
LI ‘ 2 > M 10 v  items per page 1-100f 15 items

Figure 458- Refresh Data View Alerts

3. A confirmation pop-up message will appear.

Home > Alerts

Select Alerts View  Alerts v I (] Content refreshed successfully X - S BB R
( o Critical ) ( ® Major )( ® Minor ) ( © Waming )(0 Clear ) (0 R —

a Severity Y ID Y  Entity Y  Parameter Y  Occurrence Y Alert Created On Y Pending Since Y lastl
62D9BEQB22064CD6B604CTST480058... Memory Alert 1086 2024/17/27 14:04:44 2024/11/27 14.03:49 2024/-
DGFD632404044E23B1A31FI5CTSI9CTF system 1 2024/11/28 15:29:43 2024/11/28 1528:47 2024/
9B20567E73B9405C37BA9144DTE29F13 memory 1 2024/11/28 15:29:33 2024/11/28 15:28:46 2024/
2AETAAEBOC0140169A9F607TI44EQEDS memory-storage 1 2024/11/28 15:28:46 2024/11/28 15:27:46 2024/
87CCSBIDDACTIA00DB5EDA8224C640.., memory-storage 1 2024/11/28 15:27:38 2024/11/28 15:26:45 2024¢
9ECOBIGFIFFB4823075R4F6378DIDASS system 2 2024/11/28 15:23:36 2024/11/28 1522:43 2024
FDBACO183D7F4562A537DEC2CA434... system 2 2024/11/28 15:2037 2024/11/28 15:19:40 2024/
2972ADB3AEAI438E944B539DBAFSF1FF system 2 2024/11/28 15:17:29 2024/11/28 15:16:37 2024/
3BE02564A7C247FDBA6D1SFAFED4E... CPU 2 2024/11/28 1511023 2024/11/28 1511007 2024/
14034EBE3FE141CBA2D0S02DT06100F7 . CPU 1 2024/11/28 15:18:57 2024/11/28 15:18:05

3 A5 G > 10 v items per page 1 -1004\\V¢'ms

Figure 459 - Refresh Data View Alerts

7.2.2.9 Apply Filters
The steps explain how to apply Filter to the alerts data.
1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Click on the Apply Filter action button present as shown in figure.
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Home > Alerts

Select Alerts View  Alerts v

( o Critical )( ® Major )( ® Minor )( *© Waming )( o Clear )( . Inde(evmlnale)

a 0l o o0 0|0

o
K

severiy [T] 0 Y

62D9BE0E22064C06B604C757480058...
D6FD682404044E23B1A31FISCTEIICTF
9B20567E7389405C87BAI144D7829F13
2AETAAEBOC0140169A9F6077944E0E03
87CC5BIDDACTA00DBSEDA8224C640..,
96COB36F3FFE4823075B4F6378DIDASS
FDBACO183D7F4562A537DEC2CA434...
2972ADBB4EA9488E944B539DBAFSFIFF
3BE02564A7C247FDBAGD1SFAFED14E...

14034EBE3FE141CBA2005020706100F7

Entity

Y

B I' l

~

w
ES
w
v
x

10

items per page

Parameter
Memory Alert
system

memory
memory-storage
memory-storege
system

system

system

cpu

CPU

Occurrence Y

@D s

Alert Created On Y.
2024/11/27 14:04:44
2024/11/28 15:29:43
2024/11/28 15:29:33
2024/11/28 15:28:46
2024/11/28 15:27:38
2024/11/28 15:23:36
2024/11/28 15:20:37
2024/11/28 15:17:29
2024/11/28 15:10:23

2024/11/28 15:18:57

R
Pending Since Y Lastl
202411127 140349 2024/
2024/11/28 15:28:47 2024/
2024/11/28 15:28:46 2024/
2024/11/28 15:27:46 2024/
2024/11/28 152645 2024
2024/11128 152243 2024/
2024/11/28 15:19:40 2024/
2024/11/28 15:46:37 2024/
2024/11/28 15:10:07 2024/
2024/11/28 15:18:05 2024¢
()

110 of Mraems

Figure 460 - More Filter Operation

3. Aform will appear. Select Field and Operator from drop down list and write Value. Then click on the Apply button.

Home > Alerts

Select Alerts View  Alerts -

(. Crlﬁcal)(- Major )(- Mimr)(- Wamlng}(- Gea!){o lndmnnlnate)

O Severity Y D T Entity Parameter T
] Operstor S1821E643 Disk

O B uke v 9B51FDMS... Disk

O (EIER  volue 5080722624 Disk

[ v | EE] ATBD233.. Memory
o EE TIF4BD97.. [ Memory
(u] t Swap
o E=E 3EABB0BOCTFA4SOTRES1247AAABS0A.. |10 cPU

(S i | FADO1521926340609 10EG 1FEABBBAB... Memory
[SIE .. | FO1BBETTTOF64TRSOFGF F2BOBOT3459F cPU

ISI < ] 235A24AB2A264TDBAB2BEDSAFIDEFT .. Disk

M <« 1 2 3 4 5 . » M 10 * items per page

4. User can see the result of applied filter.

Occurrence T

Alert Created On

2024/11/15 15:41:57
2024/11/15 1542:07
2024/11/28 16:00:29
2024/11/15 15:42:09
202411715 15:43:55
2024/11/15 15:43:34
2024/11/28 16:00:27
2024/11/28 16:01:10
2024711715 15:42:24

2024/11/15 15:42:07

YT  Pending Since
2024/11/15 15:40:58
2024/11/15 15:41:49
2024/11/26 16:0007
2024/11/15 15:41:50
2024711715 15:41:11
2024/11/15 15:4108
2024711728 16:0020
2024/11/28 16:00:30

2024711715 15:41:52

2024/11/1515:4103

Y Last Updated
2024/11/28 1600:31
2024/11/28 16:00:31
2024/11/28 16:00:31
2024/11/28 16,00:31
2024/11/28 16:00:21
2024/11/28 18:00:31
2024/11/28 16:00:31
2024/11/28 16:00:30
2024/11/28 16:00:30

2024/11/28 16:00:30
q

1-100!\\,&“:

Figure 461 - More Filter Operation
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Home > Alerts

Select Alerts View  Alerts v - o B8 R &

IA;:pl'v:d filters | Severity UKE Critical » @

an (e critical ) (o Major Yo Minor ) (o waming ) (e Clear ) (@ indeterminate )

O Sevety Y ID Y Entity Y  Porameter Y  Occurrence Y Alert Created On Y Pending Since Y Last Updated Y

u] m BB33DBD3CFA343BFAFOAO20B51FD4S... Disk 2 2024/11/15 15:42:.07 2024/11/1515:41:49 2024/11/28 16.00:37

a 36A88080CTFA45978E51247AAABSOA. . cPU 2 2024/11/28 16:00:27 2024/11/28 16:0020 2024/11/28 16:00:31

a m SBOTC254CDATACOO80838CTFABDIT.. Memory 3 2024/11/15 15:43:55 2024/11/15 15:47:11 2024/11/28 16:00:21

a FSO46A300E8E4AGTAT481EB0419D7D... Swap 1 2024/11/15 15:43:34 2024/11/15 15:41:08 2024/11/28 16:00:31

O m E623543A014A4AD3A22EF9ATRD233 Memory 1 2024711715 15:42:09 2024/11/15 15:41:50 2024/11/28 16:00:21

a m B7718865347E42078DBB0OSF51821E643 Disk 2 2024/11/15 15:41:57 2024711715 15:40:58 2024/11/28 16:00:21

- m 34AS9CCIAEEALAOSI01ESFF204935A... Disk 2 2024/11/15 154213 2024/11/15 15:41:04 2024/11/28 16:00:30

a 2281DC9342F0467689952DCDB2CO7.. | Swap 1 2024711715 15:43:15 2024/11/15 15:42:02 2024/11/28 16:00:30

=] m 161EE607SEI14TEEBESTAA2BE0CFDCIT | Disk 3 2024/11/15 15:42:16 2024/11/15 15:41:57 2024/11/28 16:00:30

a m FADO15219268406D910E61FEABBBAB... Memory 1 2024/11/28 16:01:10 2024/11/28 16:00:30 2024/11/28 16:00:3 0
e

" <« 5§ 2 3 4 5 o 10 ¥ items per page 1- 10 of 278 items

Figure 462 - More Filter Operation

7.2.2.10 Download CSV

7.23

This section provides user to download CSV data of records based on the filter they apply to the records of the events

screen. User can download the csv files with max of 1000 records.
1. Inthe top navigation bar, click on Data View and click on Alerts.
2. Apply the filters as per the requirement.
3. Click on the Download CSV % action button.
4

. Check the downloads in the system, the CSV file would be downloaded.

Home > Alerts

Select Alerts View  Alerts v & - = ®
(o Critical -(- Major ){ = Mmov)f-: \'Iammg)(- Clear)' ° Indet«mmate)

O Seveiity Y ID Y Entity Y Parameter Y Occurence Y Alert Created On Y Pending Since Y Lestl
a m 62D9BE0822064CD6BE04LCTST480058. . Memory Alert 1086 2024/11/27 14:04:44 2024/11/27 14.03:49 2024/
-] | Warming | D6FD682404044E23B1A31F95CT899CTF system 1 2024/11/28 15:29:43 2024/11/28 15:28:47 2024/
a | Mince 9B20567E7389405C37BA9144DTI29F 13 memory 1 2024111728 15:29:39 2024/11/28 15:28:46 2024/
(=]  Waarring | 2AETAAEBOC0140169A9F6077944E0E03 memory-storage 1 2024/11/28 15:28:46 2024/11/28 15:27:46 2024/
| Warming | 87CC5BIDDACIA00DBSEDA8224CH40... memory-storage 1 2024/11/28 15:27:38 2024/11/28 15:26:45 2024/
E 96COB36F3FFR4823975B4F6378D9DASS system 2 2024/11/28 15:23:36 2024/11/28 15:22:43 2024/
= FDBACO183D7F4562A537DEC2CA434... system 2 2024/11/28 15:2037 2024/11/28 15:19:40 2024/
= 2972ADBIAEA9488EI44B539DBAFSF1FF system 2 2024/11/28 15:17:29 2024/11/28 15:16:37 2024/

a Msjor | 3BE02564ATC247FDBAGD1SFAFEDT4E... cpPu 2 2024/11/28 15:10:23 2024/11/28 15:10:07 2024/
O | Major | 14034EBE3FE141CBA2D0502D706100F7 CPU 1 2024/11/28 15:18:57 2024/11/28 15:18:05 20241

o
LIRS 2 3 4 5 > » 10~ items per page 1-100f 3 .ems

Figure 463 — Download CSV for Alerts

Actionable

“Actionable" refers to a specific occurrence or situation that disrupts normal IT operations and requires attention,
investigation, and resolution. Actionable are typically identified based on events or alerts generated by monitoring
systems, and their management involves a structured and coordinated response to minimize the impact on the

organization's IT services. Actionable are identified through the correlation and analysis of alerts, or anomalies detected
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by monitoring systems over IEM. Efficient Actionable creation depends upon how effective alert correlation is happening

over the system.

Actionable progress through various stages in their lifecycle, including detection, identification, classification,

investigation, resolution, and closure. It includes root cause analysis to identify the underlying factors that led to the

actionable, helping in preventive actions.

7.2.3.1 Actionable View

The following steps help users in viewing the actionable data

1. Inthe top navigation bar, click on Data View and click on Actionable.

2. Actionable data will be displayed for the selected customer.

Heme > Actionable

Select Actionable View Actionable

I Applied Filters | State NOT IN ResalvedClosed

(i (o critieal Yo Mojor Yo winor ) (e Woming ) (e ciear J (@ Indeterminans )

O  Severty T ID

© =

(m] Critiesd

£8CD953FA4

TBSEALE3DY

BO95ABA2FE

41125485DF

32E4D0B223

CADDOAIFA4

JBE43BF343

E0S4C2BEBA

396CEF12F3

BEE4COB200

T

State
Open
Open
Open
Open
Open
Open
Open
Open
Open

Open

T Rule Name
System Load
System Load
System Load
System Load
System Load
System Load
System Load
System Load
System Load

System Load

T

Entity T Peameter T

7.2.3.2 Add Column

v items per page

Is Actionable ¥ Actionable Created On T
¥ 2024/11/28 16:00:51
¥ 2024/11/28 15:54:41
Y 2024/11/28 16:00:51
¥ 2024/11/28 16:00:48
¥ 2024711728 16:0030
¥ 2024/11/28 16:00:37
¥ 2024/11/28 16:01:01
v 2024/11/28 16:01:43
¥ 2024/11/28 16:00:28
¥ 2024/11/28 16:00:36

Figure 464 - Actionable View

The steps explain how to add column to alerts data.

1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Click on the Add Column action button present at the header of the console.

Heome > Actionable

Select Actionable View Actionable

| Applied filters | State NOT IN Resclved.Closed =

@(. Critical )( ° Mﬂjﬂr)( @ Minor ) ( Warning )( L] C‘?M)( . Indelmninale)

a Severity ¥ ID Y  State Y RuleName Y  Entity Y  Parameter T
O [Nemn) 4052E008DE Open System Load Memory
O () 0320FEQEFS Open System Load Memory
u} OCF109FASS Open System Load Memory
0 [eamingl 5768932636 Open System Load Memory
D waaming | TATCTBOBSY Open System Load Memory
o Waming | TFTAF29BBS Open System Load Memory
a AIATT1AFTAT Open System Load CPU
(SR AASTBEEALB Open System Load Memory
0 FITABEFGEA3 Open System Load U
= 78673A9953 Open System Load Memory
w <« 1|2 3 4 s A 10~ items per page
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Is Actionable T Actionable Created On

¥ 2025/01/032 15:29:31
7 2025/01/03 15:21:24
¥ 2025/01/03 15:21:21
¥ 2025/01/03 1521:21
¥ 2025/01/03 15:21:22
¥ 2025/01/03 15:21:22
¥ 2025/01/03 152118
¥ 2025/01/03 15:21:19
Al 2025/01/03 15:21:24
i 2025/01/03 1521:13

Figure 465 — Add Column

Seloct State  All ~
Last Updated Y  Pending S
2024/11/28 16:00:31 202411/
202471128 16:00:30 2024/11/2
2024/11/28 16:00:29 202411142
2024/11/28 16:00:29 2024/11/
2024/11/28 16:00:29 202411142
2024/11/28 16:00:29 2024111z
2024/11/26 16:00:29 2024/11/2
2024/11/28 16:00:29 2024/11/2
2024711428 16:00:29 2024/11/7

2024/11/28 16:00:29 0 Al

1- 10 of 187 items

Sclect State  All

Y  Last Updated hd
2025/01/03 15:21:55
2025401703 15:21:47
2025401703 15:21:47
2025/01/03 15:21:45
2025/01/03 13:2145
2025/01/03 15:21:45
2025/01/03 15:221:36
2025/01/03 15:21:36

2025/01/03 15:21:36

2025/01/03 15:21:34 0 20,
e

Pes
201
20
20:
20!
20!
20,
20
20

20

1- 10 of 297 items
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3. Aform appears. Select the values from drop down lists and click Save.

Add Columns X

Add More Columns
Entity v
Original Columns

~

O Severity X ID X C PendingSince X O lastUpdated X O Title X O State X O RuleName X

O Bxternal Ticket Number X T Environment X T location X

Newly Added Columns

O Entity %

Figure 466 — Add Column

7.2.3.3 Related Changes and Related Problems
The steps explain how to view Related Changes and Related Problems for an actionable:
1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.
2. Click on Related Changes or Related Problems icon present over the header of the actionable popup.

3. A pop up displaying Related Changes and Related Problems details will be opened.

Free disk space is less than 15% of vol... Minor | Change Severity m ChangeState ¥ & B X

pending Since

Assign Users
2024/12/26 14:57:00

Last Occurrence Select User to be assigned -

2024/12/26 14:57:00

Rule based correlation (Topology) (Service Hierarchy) (Timelines) (Activities) (Commenls) (Hislorical Data) <Re|aled Tickets) (Chat Room)

mergeinexist_dashboard

Description

Free disk space is less than 15% of volume C: on server —
| Change JIECIE =

AZRMTSVYPMYXFNP1 - 10.1.1.17 Last data is 15.06 %

memory “utilization/" is high about to 90%, on
"10.1.10.11" and *'server 21/'

£ CHG0030008 £ CHG0030009
Severity M 2024-12-26 03:02:51 M 2024-12-26 03:03:15
Minor

State Server changes APl issue changes

Open

Figure 467 - Related Changes or Related Problems
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Free disk space is less than 15% of vol...

Pending Since
2024/12/26 14:57:00

Last Occurrence
2024/12/26 14:57:00

Rule based correlation

mergeinexist_dashboard

Description
Free disk space is less than 15% of volume C: on server
AZRMTSVPMYXFNP1 - 10.1.1.17 Last data is 15.06 %
memory “utilization/" is high about to 90%, on
"10.1.10.11" and "“server 21/

Severity
Minor

State
Open

7.2.3.4 ChatBot

These steps enable user to

Minor . Change Severity v

Assign Users

Select User to be assigned

w Change State ¥ &)

(Topology) (Sen/ice Hierarchy) (Timelines) CAC‘(ivities) (Commenls) (Hislorical Data) (Relaled Tickets) (Chal Room)

PRB0040006
fs

R PRB0040005
2024-12-26 03:02:08 i

2024-12-26 03:01:30

DB Server issues

Network topology

Figure 468 — Related Problems & Related Changes

initiate chat with a particular user over chat window.

1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

2. Click on the chat icon present over the header of the actionable popup.

3. Actionable ID is mentioned over the chat window. User can initiate chat with the invited user as shown.

Memory

Pending Since
2023/03/03 155947
Last Occurrence
2023/03/03 155947

Rule based comelatio

MTaaSCPUMemory

.
escription
Physical memory on server NIDMTSYPMYDBDBT-
10.132.10215-more than 90% Last data s 9761 %
Assigned User

Severity

Major

State

Open

E Memory

Change Severity v

Assign Users

Select User to be assigned

( Aerts ) ( Topology Service Hierarchy Timelines

Severity (] Title Ent

[ sior | EVTNENLIZm

Physical memory on server NUDMTSVPMYDEDB..,  NIE

Type here

Show 10 v~  entries

Figure 469 - Invite user

X

‘ + Invite User |

4. On clicking + Invite User, user can select the user from the dropdown as shown in the image below:
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5. Once Inviting a user for the selected actionable is completed, a confirmation message is prompted.

Memory

Pending Since

2023/03/03 155647

Last Occurrence

2023/03/03 15:56:47

Rule based correlation

MTaaSCPUMemory

Description

Physical memory on server NJDMTSVPMYDBDB7-
10.132.10.215-more than 90% Last datais 9761 %
Assigned User

Severity

Major

State

Open

6. Lucy chatbot icon is also present in the chat window to find some knowledge articles related to resolving queries

for actionable.

Invite Users

anuj@test.com

Figure 470 - Select Users

Change Severity v ([ Memery

Loading
Assign Users

Select Us‘i @ Actionable updated successfully. X

Severity ] Title Ent

[ sjor ] EVTNKNLIZm Physical memory on server NUDMTSVPMYDBDB.. NG

Figure 471 - Confirmation popup

7. Red Dot /Green Dot show if the chat window is inactive/active.
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messages - Change Severity v | messages = X

Pending Since

Assign Users luey st now
2023/01/06 13:2402 v Hello, [ am Lucy. How can T help you?
Last Occurrence Select User to be assigned
2023/01/06 13:24.02
TestUAT4_Default rule —
Description
descriptionHigh CPU wtilization (over 0% for Sm)
Assigned User Severity D Title
;n:‘;rf [ crica | 4QfHhmOPO High CPU utllization (over 0% for Sm)
State
Open

Figure 472 — Chat Bot

7.23.5 Add Comments
The steps explain how to add comments for selected actionable.
1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.
2. Click on the Comments header present in the actionable popup.

3. Detailed view of users along with time and comments will be visible as shown.

messages EED cChange Severity v Change State v & & @ |==f|. X

Pending Since

Assign U
2023/01/06 13:24.02 PRgRTEaR

Last Occurrence Select User to be assigned v
2023/01/06 13:24:02

Rule base elation Q’mpc\ngD (semce H\erarr_hD Cl'imelmes) ( Comments ) ( Historical Data ) Related Tickets
TestUATA_Default rule ~ ”

Jescription

descriptionHigh CPU utilization (over 0% for Sm)

Creating Actionable for particular Actionable.

Assigned User

mukesh@test.com P
Severity )

Critical Submit

State

Assigned Nothing to show.

Figure 473 — Add Comments to Actionable

4. Write the comment and click on Submit button. Once submitted the comment is displayed for that actionable as

shown in the image below:
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[ Change Severity v ChangeState v 9y @ @ & X

Assign Users

Select User to be assigned

(Topology) (Service Hierarchy) (Timelines) (Actwities) : Comments j:l (Historical Data) (Related Tickets)

Add Comment

Creating Actionable for particular actionable

Jo

2023-02-17T11:46:18
- superadmin@hcl.com

Figure 474 — Add Comments to Actionable

7.2.3.6  Activities
On this section, the users see activities for actionable data.
1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable
2. Click on the Activities header present in the actionable popup.
3. Detailed view of changes in the logs for that actionable and its related alerts will be visible as shown.
4

Search tab is present to search for a specific log present in the activity view.
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messages
Pending Since
2023/01/06 13:24:02

Last Occurrence
2023/01/08 13:24:02

Rule based correlation
TestUAT4_Default rule

Description

descriptionHigh memory utilization (>90% for Sm)

Assigned User

Severity
Clear

State
Open

7.2.3.7

Similar Actionable

Assign Users

Select User to be assigned

m Change Severity v

- Change State v 9 B x

Ve
Tapology Service Hierarchy Tirmelines ) { ALliwli::.\, CCnmments) CHismrka\ Data) CRelated Ti:kels)

Type

stream action

stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update

stream mapping update

Date Time

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

aB315245-8d9b-11ed-8545-42010a0b..

aB3f5245-8d3b-11ed-8545-42010a0b..,

aB315245-8d9b-11ed-B545-42010a0b...

aB3f5245-8d9b-11ed-8545-42010a0b..

aB3f5245-8d9b-11ed-8545-42010a0b...

aB375245-8d9b-11ed-8545-42010a0b...

883f5245-8d9b-11ed-8545-42010a0b...

aB3f5245-8d9b-11ed-B545-42010a0b...

a8375245-8d9b-11ed-8545-42010a0b...

a835245-8d9b-11ed-8545-42010a0b..

aB3f5245-8d9b-11ed-B545-42010a0b...

a83f5245-8d9b-11ed-8545-42010a0b..,

Figure 475 — Activities

The steps explain how to view similar actionable for actionable data.

Activity

actionable created

updated related actionable

updated a5 related actionable for actio..
updated as related actionable for actic...
updated as related actionable for actio.
updated a5 related actionable for actio...
updated as related actionable for actio..,
updated as related actionable for actio..,
updated as related actionable for actio...
updated as related actionable for actie..,
updated as related actionable for actio...

updated as related actionable for actic..,

updated as related actionable for actic..,

1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

2. Click on the Historical Data present in the actionable popup.

3. Historical Data containing details will be displayed and details can be seen while scrolling from left to right for

similar actionable.

descriptionMemory Issue

Pending Since
2023-02-06T14:59:39

Last Occurrence

2023-02-06T14:59:39

Rule based c tion

CpuMemory

Description
descriptionMemory Issue

Assigned

Severity
Critical
State

In Progress

Configuration Guide

Assign Users

Select User to be assigned

EED change Severity v

ChangeState v & @ M B X

(Topology ) CSer\noz Hierarchy ) (Tmehnes) <Adwmes> CCDmments) Historical Data (Redated Tickets )

] State

Severity

&8 :cdivohg  Open
B3 aciirh Open
[ coca }

DQoVCeXYDl  Open

RuleName  Entity
CpuMemory
CpuMemory

CpuMemory

Titile Pending Since Last Updated

01/2923:11:43  01/2923:11:43

01/2923:11:43  01/2923:11:43

01/2923:11:43  01/2923:1143

Figure 476 — Similar Actionable

v
Correlated Description ]
2 desaiptionMemory Issue
2 descriptionMemory lssue 1
2 descriptionMemory lIssue
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The steps explain how to view service hierarchy for actionable data.
1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.
2. Click on the Service Hierarchy header present in the actionable popup.

3. Service Hierarchy would be visualizing the relationship between the various services and their downstream /
upstream impact due to any issue for a specific entity.

4. Impacted services can be highlighted as per custom logic (based on color-coding).

Memory Change Severity v Change State v Sz M X
g S ince Assign Users
2023/03/03 16:41:22

Last Occurrence Select User to be assigned
2023/03/03 16:41.22

ts ) ( Topology ) vice areh Timelines ) ( Activities ) ( Comments ) ( Historical Data ) (| Related Tickets

MTaaSEntityandTime e AN

testing4sé View Complete Hierarchy

ned Use .
MTzaSEvents 1
i

Minor

n Progress

+ Create Ticket

Figure 477 — Service Hierarchy

The steps explain how to view timeline for actionable data.

1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

2. Click on the Timelines header present in the actionable popup.

3. Timeline view is visible under the header and details can be seen while scrolling from top to bottom to check the

timestamp of events and alerts for that actionable.

4. Entity, Parameter, Description and Timestamp are displayed for the selected Events/Alerts/ Actionable in the

timeline view.

5. There are different icons present in timeline for displaying events, alerts and actionable details and their color

would display the severity.
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7.2.3.10 Change Severity

cpu issue
Pending Since
2024/02/09 170727

Last Occurrence

2024/02/09 1707:31

Rule based correlation

Network Topology

Description

cpu issue

State

In Progress

Assign Users

Select User to be assigned

m Change Severity v

m Change State v

.
(imetines ) (s ) (Commens ) G o) (e Tt )

entity1
pu

cpu issue

@ entity2

memory

memory issue

entity1

pu

S Be

2024/02/09
17:09

2024/02/09
17:08

2024/02/09
17:08

Figure 478 — Timelines

The steps explain how to change severity for actionable data:

1.
2.

descriptionMemory Issue

Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

Change the severity of the actionable using the drop-down as shown in the image below:

Pending Since
2023-02-06T1459:39

Last Qccurrence

2023-02-06T1459:39

Rule based correlation

CpuMemory

Description

descriptionMemory Issue

Assigned User

Severity
Critical

State

In Progress

3.

+ Create Ticket

Assign Users

Select User to be assigned

(Aerss ) (I’opnlngy) (Sewice Hiefar(hy) (‘\mdmes)

Severity
[ crves ] gSDeCkoy11
D

KNCQwIPG2F

Show 10 v  entries

- Change Severity ~

Change Severity
Critical

Minor
Warning

Inderterminant
Clear

Title

Memory Issus

CPU Issue

Change State

Historical Data Related Tickets

Entity

v a8 8 8 x

Occurrence

Figure 479 — To Change Severity of Actionable

A dialog box would appear for confirmation.
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Change Severity X

Are you sure you want to change the severity? It cannot be
undone.

Figure 480 — Confirmation Pop- up

4. Click Confirm. On success, a confirmation pop-up message will be displayed.

descriptionMemory Issue EIED change Severity v ChangeState ¥ 0 & ©® & x

Pending Since

2023-02-06T145939 Assign Users

Select User to be a{ © Actionable updated successfully. X o

Last Occurn

2023-02-06T1459:39

CpuMemory -

Description

descriptionMemory lssue

et Severity ] Title Entity Occurrence
Severity
1
Critical | coicd ) GeDackoy Memory Issue ) 1
State [ crnics ] kcQwirg2f CPU Issue 1
In Progress

Figure 481 — Alert Message

7.2.3.11 To Change Status
The steps involve the explanation on how to change status for actionable data.
1. Click on a particular actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

2. Change the status of the Actionable using the drop-down as shown in the following figure:
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descriptionMemory Issue

Pending Since
2023-02-06T14:59:39

Last Occurrence
2023-02-06T14:59:39
Rule based correlation
CpuMemory

Description
descriptionMemory lssue
Assigned User

Severity

Critcal

State

In Progress

+ Create Ticket

- Change Severity v Change State v~

Change State

Assign Users

Select User to be assigned

aterts ) ( Topology ) ( Service Hierarehy ) Timelines comments ) ( Historical Data Closed

Severity [[+] Title Entity
= qSDeCkoy11 Memory Issue
= kNCQwIPGRf CPU Issue

Show 10 v  entries

S e B ® x

Figure 482 — To Change Status for Actionable

3. Adialog box would appear for confirmation.

Change State X

Are you sure you want to change the state? It cannot be
undone.

Cancel Confirm

Figure 483 — Confirmation Pop- up

4. Click Confirm. On success, a confirmation pop-up message will be displayed.
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descriptionMemory Issue _ Change Severity ~ ChangeState ¥ G B B & x

Pending Since

2023-02-06T14559:39 Assign Users

Select User to be a{ @ Actionable updated successfully. X

Last Occurrence

2023-02-06T14:59:39

Rule based comelation (aers ) ( Topology ) ( Service Hierarchy ) Timelines ) Activities ((ommenu) (Hls!uri\'albsla) (Re\al&dﬂ:keu)
CpuMemory —

Description

descriptionMemory lssue

Aol craaet Liaar Severity [+ Title Entity Occurrence
Severity
koy11 M I 1
Critical [ covicu ] qSDeCkoy! lemory Issue
State [ creical ] kcQwiPg2f CPU Issue antindacad 1

In Progress

+ Create Ticket Show 10 ~ | entries

Figure 484 — Alert Message

7.2.3.12 Assign Actionable to Another User

These steps enable user to assign actionable to a specific user for actionable data.

1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

2. Click on Assigned header present in the actionable popup. The dropdown list of users configured in the

environment will be displayed.

3. Select the user to be assigned for that actionable as shown in the following figure:

messages m Change Severity v Change State v ) @ B
Pending Since Assign Users
2023/01/06 13:24:02
Last Occurrence Select User to be assigned
2023/01/06 13:24:02

Select User to be assigned
viewuser@hcl.com
viewer@test.com
testuser@hcl.com
resolver@test.com
form_user@hcl.com

Rule based correlation
TestUATA_Default rule

Description
descriptionHigh CPU utilization (over 0% for Sm)

Assigned User

pratap@hcl.com

—_ EED Riki6nSgu Open  TestUAT4 Default ule 01/0613:30:30  01/06 13:30:30 1
e XmMIDyveRL  Open  TestUAT4_Default rule 01/06 133030  01/06 133030 1
State

Assigned BB oovUCUFelo  Open  TestlUAT4 Default rule 01/06 13:35:19  01/06 13:35:19 1

Figure 485 — Assign Actionable to Another User

4. A notification is sent to the user after the actionable is assigned.

5. A notification is also sent to the user when the actionable assigned is released by the user.
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descriptionMemory Issue

Pending Since
2023-02-06T14:59:39

Last Occurrence
2023-02-06T14:59:39
Rule based comrelation
CpuMemory

Description
descriptionMemory Issue

Assigned User

Severity
Critical

State
In Progress

Assign Users

- Change Severity

Change State ~¥

Select User to be asl 9 Assigned to user successfully. X
—
(&)

Severity
[ crecn ]
€D

qsDeckoy11

kncqwipgaf

(Cum mems) CHisIcrit al Dala) (Relaled Tick ets)

Title

Memory Issue

CPUIssue

Entity

entityieced 1

entityieced 1

® ® & x

Occurrence

Figure 486 — Alert Message

7.2.3.13 Save Actionable

The steps explain how to save actionable data.

1.
2.

In the top navigation bar, click on Data View and click on Actionable.

Click on Save icon to save Actionable.

Home > Actionable

Select Actionable View  Actionable

| Agplied filters | State NOT IN Resolved Closed =

() (o criteal (o mojor Y(o Minor ) (o warming (e ciear ) (@ indeterminate )

v

(w] Severity T ID Y  State Y RuleName Y  Entity T  Parameter T
(=] | Vaming 4052E00BDE Open System Load Memory
o [ Wiaming | 0320FE9EFS Open System Load Memory
m] OCF109FABS Open System Load Memory
O [emingl) 5768332636 Open System Load Memory
[m] [ waming | TATCTBOBOY Open System Load [ Memory
(=] | Vaming TFTAFZ9BBS Open System Load Memory
S i | AIASIAFTAI Open System Load CcPU

(m] [vaaming | AASTBE6ALE Open System Load i Memory
[SI <o | FITAS9F63 Open System Load 1 CPU

o [ Weaming | T8673A9953 Open System Load Memory

" 1 2 3 4 5 o 10w items per page

3.

Is Actionable T

-~ =

G - - =

Actionable Created On T
2025/01/03 15:21:31
2025/01/03 15:21:24
2025/01/03 15:21:21
2025/01/03 1521:21
2025/01/03 15:21:22
2025/01/03 1521:22
2025/01/03 15:21:18
2025/01/03 15:21:13
2025/01/03 15:21:24
2025/01/03 15:21:13

Select State  All

Last Updated

2025/01/03 15:21:35
2025/01/03 15:21:47
2025/01/03 15:21:47
2025/01/03 15:21:45
2025/01/03 15:2145
2025/01/03 152145
2025/01/03 1521:36
2025/01/03 15:21:36
2025/01/03 1521:36
2025/01/03 15:21:34

20,
20,

20

20.

1- 10 0f 297 items

Figure 487 — Save Actionable

The following confirmation popup appears:
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Save View

Are you sure you want to save the current view.? It cannot be

undone.

Cancel Confirm

X

Figure 488 — Save Actionable

4. Click Confirm. A success pop will appear, and the grid will be updated accordingly, and the saved Actionable data

starts appearing in the grid.

Data View > Actionable

Select Actionable View Actionable

l @ View Saved

(Can)(e CrilkaI)(- Major)(t Minor )(o Warning )( ® Clear (o Indeterminate )

[ Severity 1D Pending Since
[ oo ] myEOm3CFIf 2023/01/0513:2402
[ <o ZGuiovbkOp 2023/01/06 1324:02
[ ciex ] sBpr83cy 2023/01/06 132402
[ ¢ ] 2uMYOAPOC 2023/01/06 132402
EED  vwshwro 2023/01/06 132402
[ ] C93RIMMA 2023/01/06 132402
[ ] H23MyDSE 2023/01/06 132402
= 1BAP3CHcfB 2023/01/06 132402
= OUMe2AW1AG 2023/01/06 132402
[0 ] PXUnberNGo 2023/01/05 13:24:02

7.2.3.14 Save As Actionable

Last Updated

2023/01/0613:24:02
2023/01/06 13:24.02
2023/01/06 13:24.02
2023/01/0613:24:02
2023/01/06 13:24:02
2023/01/0613:24:02
2023/01/06 13:24:02
2023/01/06 13:24:02
2023/01/06 13:24:02

2023/01/06 13:24:.02

Entity

Title

messages

messages

messages

messages

messages

messages

messages

messages

messages

messages

State

RuleName

TestUAT4_Default rue
TestUAT4_Default rule
TestUAT4_Default rule
TestUAT4_Default rule
TestUAT4_Default rule
TestUATS_Default rue
TestUAT4_Detault rule
TestUAT4_Default rule
TestUAT4_Default rls

TestUAT4_Default rule

Figure 489 — Alert Message

Customer  AlphaCustomer

Select State In Progress v

External Ticket Number

Environment

The section explains the steps to Save a personalized view of Actionable data as per the requirement.

1. Inthe top navigation bar, click on Data View and click on Events.

2. Click the Save as Actionable icon.
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Home » Actionable

Select Actionable View  Actionable v
| Applied Filters | State NOT IN Resclved Closed
(. Critical )(c Major)(o Minur)(l Waming)(o Ciecr)(. ll\detminale)

a Severity ¥ ID T State Y RuleName Y  Entity
O e 4052E00808 Open System Load

O (gl 0320FE9EFS Open System Load [
[N ciica | OCFI09FARS Open System Load

O [eming) 5768332636 Open System Load
=R TATCTBOBOY Open System Load

O (Samin) TFTAF29BBS Open System Load

[SI <o | AIASIAFTAI Open System Load

[SI AAITBEEALR Open System Load

o Em FITARIFEAZ Open System Load
= 7867349953 Open System Load

" « 2 3 4 5 . » m 10~ items per page

Parameter ¥
Memory
Memory
Memory
Memory
Memory
Memory

CPU

Memory

CPU

Memoary

Is Actionable T

@D - - = s[r]

Actionable Created On T
2025/01/03 15:21:31
2025/01,/03 15:21:24
2025/01/03 15:21:21
2025/01/03 1521:21
2025/01/03 15:21:22
2025/01/03 15:21:22
2025/01/03 15:21:18
2025/01/03 15:21:19
2025/01/03 15:21:24

2025/01/03 15:21:13

Seloct Stato  All

Last Updated T
2025/01/03 1521:55
2025/01/03 15:21:47
2025/01/03 1521:47
2025/01/03 15:21:45
2025/01/03 152145
2025/01/03 152145
2025/01/03 1521:36
2025/01/03 15:21:36

2025/01/03 1521:36

- @
2025/01/03 15:21:34 EDl

Per
20
20,
20,
20
204
204
20
208

204

1- 10 of 297 items

Figure 490 — Save As Actionable

3. The Save as pop-up appears:

Save As

View Name *

Description *

Figure 491 — Save As Actionable

4. Populate all the fields and click on Save button. A success message pops up.
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Home > Actionable

Select Actionable View  Actionable v l R s @& » = = R &
| Agplisd Fiters | State NOT I Rezolved Clozed ~ | i
(o critical ) (@ Mojor ){ @ Minor ) ("o waming J (e Clar ){ @ Indeterminate ) Select State  All ~

a Severity ¥ ID Y  State Y RuleName Y  Entity Y  Parameter ¥ IsActionable Y Actionable Created On Y LastUpdated Y Pa

o - 4052600808 Open System Load Mamory Y 2025/01/03 15:20:1 2025/01/03 15:21:55 201

O (eEm) 0320FEQEFS Open System Load I Memory v 2025/01/03 152124 2025/01/03 15:21:47 20}

[N < | OCF109FARE Open System Load Memary ¥ 2025/01/03 15:21:21 2025/01/03 15:21:47 20.

=] Warming 5768832636 Open System Load Mamory Y 2025/01/03 15:21:21 2025/01/03 15:21:45 20,

=R TATCTBOBYY Open System Load Memory 1 2025/01/03 152122 2025/01/03 15:21:45 20:

o - TFTAF29BB8 Open System Load Memory Y 2025/01/03 15:21:22 2025/01/03 15:21:45 20,

a m 4INFIAFTAI Open System Load CPU Y 2025/01/03 15:21:18 2025/01/03 15:21:36 20

(S AASTB6RALE Open System Load [ Memory v 2025/01/03 15:21:19 2025/01/03 15:21:36 20}

0 FTTABIFGA3 Open System Load CPU Y 2025/01/03 15:21:24 2025/01/03 15:21:36

o | vaming T8673A0953 Open System Load 1 Memary W 2025/01/0315:21:13 2025701403 15:21:34

SNl
“ « 1 2 3 4 5 L » m 10+ items per page 1- 10 of 297 items

Figure 492 — Alert Message

7.2.3.15 Actionable Data

The steps explain how to view Live Actionable data.

1. Inthe top navigation bar, click on Data View and click on Actionable.

2. User can see the Live Actionable Data in Grid view. The data gets automatically refreshed every 4 seconds.

Home > Actionable

Select Actionable View  Actionable ~ E 4 o B B R

I Agppliad Filters | State NOT IN ResolvedClosed = v

(Can ) (o citical (o Major 3o Minor )((o Waming )(Ce_ciear ) (@ Indeterminate ) Select State | Al v
Severity Y D T State YT RuleName T  Entity T  Parameter T  lsActionable T  Actionable Created On Y  lastUpdated T Pa
Waming 4052E008D8 Open System Load Memory ¥ 2025/01/03 15:21:1 2025/01/03 15:21:55 20
- 0320FEQEFS Open System Load Mermory Y 2025/01/03 15:21:24 2025/01/03 15:21:47 20
| coiticas | OCF100FARS Open System Load Mermory ¥ 2025/01/03 15:21:21 2025/01403 15:21:47 20;
vaming 5768832636 Open System Load Memory Y 2025/01/03 15:21:21 2025/01/03 15:21:45 20
- TATCTBOBO4 Open System Load . Memory Y 2025/01/03 15:21:22 2025/01/03 15:21:45 205
Waming TFTAF29BBS Open System Load ! Memory Y 2025/01/03 15:21:22 2025/01/03 15:21:45 204
m 49A51AFT43 Open System Load CPU Y 2025/01/03 15:21:18 2025/01/03 15:21:36 204
- AASTBEEALE Open System Load Memory Y 2025/01/03 15:21:19 2025/01/03 15:21:36 20.
FITASIF6A3 Open System Load CPU Y 2025/01/03 15:21:24 2025/01/03 15:21:36 20
vearring | T8673A%9S3 Open System Load Memory ¥ 2025/01/03 15:21:13 2025/01/03 15:21:34 | @ 20

Sl

« 1 2 3 4 5 »ow 10~ items per page 1- 10 of 297 items

Figure 493 — Live Actionable Data

3. Click the Live Alert Data button to disable the auto refreshing the live alert data. A confirmation pop up message

will appear.

[ © Auto-refresh has been dizabled. *

Figure 494 — Live Actionable Data Disabled
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7.2.3.16 Refresh

The steps explain how to refresh the actionable data.

1. Inthe top navigation bar, click on Data View and click on Actionable.

2. Click the Refresh icon if the Live Actionable Data is disabled.

Home > Actionable

Salect Actionable View  Actionable

I Agpliad Filters | State NOT IN Resolvsd Closed =

Cany (e critea ) (o wisjor (o Minor ) (o Worning (e ciear )@ indeterminate )

[}

4052E00BDE

0320FEIEFS

OCF109FABS

5768832636

TATCTBOBS

TFTAF29BB8

A9AS1AFTA3

AASTB6EA4E

FITABSFGA3

TBE73A0953

h g

State
Open
Open
Open
Open
Open
Open
Open
Open
Open

Open

T Rule Name
System Load
System Load
System Load
System Load
System Load
System Load
System Load
System Load
System Load

System Load

Y  Entity Y Paameter Y

Memory
Memory
Memory
Memory
Memory
Memory
CPU

Memory
CPU

Memory

. o
- g g E Ed
= -

w
IS
)

10 v items per page

Is Actionable T

@D :[c]= o =

Actionable Created On b 4
2025/01/03 15:21:31
2025/01/03 15:21:24
2025/01/03 15:21:21
2025/01/03 15:21:21
2025/01/03 15:21:22
2025/01/03 15:21:22
2025/01/03 15:21:18
2025/01/03 15:21:19
2025/01/03 15:21:24

2025/01/03 15:21:13

Figure 495 — Refresh time for Actionable

3. A confirmation pop up message will appear.

7.2.3.17 To see Alerts

[ @ Content refreshed successtully *

Figure 496 — Refresh time for Actionable

The steps explain how to view alerts in Actionable data.

1. Inthe top navigation bar, click on Data View and click on Actionable.

Select State  All

Last Updated

2025/01/03 15:21:55
2025/01/03 15:21:47
2025/01/03 15:21:47
2025/01/03 15:21:45
2025/01/03 15:21:45
2025/01/03 15:21:45
2025/01/03 15:21:36
2025/01/03 15:21:36
2025/01/03 15:21:36

2025/01/03 15:221:34

)

Pes

20

20

20

20

20

20

20

20

20

20

1-10 of 297 items

2. Click on an actionable on Data View-actionable screen, then go to pop up opened for the actionable.

3. Click on Alerts header to see the alert for that actionable.
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Memory Change Severity v ChangeState ¥ & @m (B & X

Pending Since

Assign U
| 2023/03/06 125636 st Usens

Last Occurence Select User to be assigned v
| 2023/03/06 13:02:04
Rule based correlation ( Aerts Topology ) ( Service Hierarchy ) ( Timelines ) ( Activities Q:amments) Cﬂlsmnza\ Dala) (Relatzd'h[kels)
MTaaSCPUMemory —
| Descriptic
| Physical memory on server ETAMTSVPMYXMGO3-
10.35.243.124 -more than 85% Last datais 89.19 % Severity D Title Entity Occurrence
Assigned User
o = tajwjlhibve Physical memory on server ETAMTSVPMYXMGO. 1
| severity
M
LR [ Warming | GoawinX0D8 Physical memory on server ETAMTSVPMYXMG) 2
| Open [ o | QUOOAIYNBE Phyysical memory on server ETAMTSVPMYXMGD., Sl iiciiiin ol 2

+ Create Ticket

Figure 497 — Actionable Related Alerts

7.2.3.18 Topology
The steps explain how to view topology for actionable data.
1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.
2. Click on the Topology header present in the actionable popup.
3. Topology would be visualizing the relationship between the various services and their downstream / upstream
impact due to any issue for a specific entity.

4. Impacted services can be highlighted as per custom logic (based on color-coding).

Memory Change Severity ~  [IETEEN ChangeState v 9 = B & X

Pending Since

2023/03/03 16:41:22 Assign Users

Last Occurrence Select User to be assigned ~
2023/03/03 16:41:22

MTaaSEntityandTime ! -

Descriptic

testingdsé View Complete Topology
Assigned User [ ]
events 1 hcimtaas com

Miner
State
In Progress njdmisvpm gweb02
o1
.
njdmtsvpmgweb 022

Figure 498 — Topology
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7.2.3.19 Update Ticket
The steps explain how to update tickets for actionable data.

1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

2. Click on the Update Ticket icon present in the actionable popup.

descriptionMemory Issue - Change Severity Change State ¥ & @ B x

Pending Since

Assi
2023-02-06T 145939 ssign Users
T Select User to be assigned .
2023-02-06T1459:39
Rule based comelaion siers ) (opotogy ) (servie tieracny ) (Tmstinas ) (acives ) (comments ) (hisoricat s ) (RetmeaTiees )
D — 2 | Jimelines ) ( )

escription

descriptionMemory lssue

e T Severity [+ Title Entity Occurrence
Severit

Critcal = GEDaCkoy11 Marnory Issus ,

[ comical knNCQwiPG2t CPU Issue 1

In Progress

+ Create Ticket Show 10 ~  entries

Figure 499 — Update Ticket for Actionable

3. Onclicking the update ticket icon, a confirmation message pops-up:

Update Ticket X

Are you sure you want to update ticket for the selected
actionable?

Cancel Confirm

Figure 500 — Update Ticket for Actionable

4. Click on the Confirm button. A success message pops up as shown in the following figure:
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descriptionMemory Issue — Change Severity v ChangeState ¥ 3 B B & x

]

Pending Since

2023-02-06T1459:39 Assign Users
Last Occunence Select User mbeasl © Request submitted successfully X .
2023-02-06T1459.39

Ruie based comelation (aerts ) Topology Service Hisrarchy (Cammenls) Q—nstukal Dala) Q?e\aced wats)
CpuMemary

Description

descriptionMemory Issue

Assigned User Severity 1] Title Entity Occurrence
ey = qsDeCkoy1 Memory Issue 1
i
State [ coricai KNCQwIPg2f CPUlssue 1
InProgress

+ Create Ticket Show 10 v | entries

Figure 501 — Success Message for Update Ticket

7.2.3.20 Update Work Notes
The steps Explain how to view Update Work Notes for actionable data.

1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

2. Click on the Update Work Notes icon present in the actionable popup.

descriptionMemory Issue - Change Severity v Change State ¥ &) |_.=f EIL:—A- X

Pending Since

Assign Users
2023-02-06T1459:39

Last Occurrence Select User to be assigned
2023-02-06T 14:59:39

Rule based correlatior ( aerts ) ( Topology Service Hierarchy <C0"’I’1’I€‘NS> QH-swvica\ Dava) ( Re\aledT-(kels)
CpuMemory e

Descriptio
descriptionMemory Issue

Assioned User Severity D Title Entity Occurrence
Gy [} asDeckoyt P .

State = KNCQuIPGRf CPUlIssue 1

In Progress

show v enties

Figure 502 — Update Work Notes for Actionable

3. Click the Update Work Notes icon, a confirmation pop-up message will appear.
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Update Work Notes X

Are you sure you want to update work notes for the selected
actionable?

Cancel Confirm

Figure 503 — Update Work Notes for Actionable

4. Click on the Confirm button. A success message will appear.

. . .
descriptionMemory Issue EIED  change Severity - ChangeState ¥ & B B G x
Pending Since

2023-02-06T1459:39 Assign Users

Last Occurrence SeleclUsertobea4 ° Request submitted sfully X o
2023-02-06T 1459.39

Rule based correlation

( Aerts ) (Topn!ogy) (Servi(eHielarthy) <Time|ihes> <A(!iv\lies) (Cnmmenl;) (Hlsloci(a\ Data) <Re\al&dTw(kels)
CpuMemory —

Description
descriptionMemory lssue
Assioned User Severity D Title Entity Oceurrence
Severity
koyl I
Critical - qSDeCkoy11 Memory Issue 1
State [ criieai ] kNCQwIPG2f CPU Issue 1
In Progress

+ Create Ticket Show 10 ~  entries

Figure 504 — Alert Message

7.2.3.21 Apply Filters
The steps explain how to apply filter to the actionable data.
1. Inthe top navigation bar, click on Data View and click on Actionable.

2. Click on the Apply filter action button as shown in figure.
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Heme > Actionable

Select Actionable View Actionable

I Agpliad Filters | State NOT IN Resalved Closed x

Can)(Co critical ) (o major ("o Minor ) (o Waring ) ("o Ciear ) (e indeterminate )

(w] Severity m o] Y  State T Rule Name b4 Entity Y  Parameter ¥ s Actionable Y
s} BICDI53IF44 Open System Load cPU ¥
(m] TBSEALEIDG Open System Load cPU Y
o BUGS4BA2FE Open System Load Swap ¥
0 = 411254830F Open System Load cPU ¥
u] 32E4D0B223 Open System Load Memory ¥
[SI <ivco | CADDOAIFA4 Open System Load CPU ¥
o EE 3IBE43BF343 Open System Load Memory ¥
(] E0S4C2B6BA Open System Load o cPU ¥
a] 396CBF12F3 Open System Load cPU ¥
m} GEE4CO8200 Open System Load cPU ¥
LR | 2 3 4 S L] 10 v items per page

3. A form opens to apply filter.

Actionable Created On
2024/11/28 16:00:51
2024/11/2815:54:41
2024/11/28 16:00:51
2024/11/28 16:00048
2024/11/2816:0030
2024/11/2816:00:37
2024/11/28 16:01:01
2024/11/28 16:01:43
2024/11/28 16:00:28

2024/11/28 16:0036

Select State  All

Y  lastUpdated
2024/11/28 16:00:31
2024/11/28 16:00:30
2024/11/28 16:00:29
2024,/11/28 16:00:29
2024/11/28 16:00:20
2024/11/28 16:00:29
2024/11/28 16:00:29
2024/11/28 16:00:20
2024/11/28 16:00:29

2024/11/28 16:00:29

T

Pending S
2024711/
202471172
2024711/
202411172
2024/11/¢
2024/11/2
2024/11/¢
2024/11/2

2024711/

(O )%

1-10 of 187 items

Figure 505 - More Filter Operation

Apply button.

Home > Actionable

Select Actionable View Actionable

| Agplied Filters | State NOT IN Resalved.Closed

Can (e critical ) ("o major J((o winor ) ("o Warming ("o Clear ) (8 indeterminate )

a Severity ¥ ID T  State Y RuleName Y  Entity Y  Parameter h 4
O EEE operotor System Load Memary Alert
o [ civea TS ~ System Load Swap
a i Walue System Load fa)
SH - M System Load Memory
m] [ coiica | System Load Memary
O EE UZHIADETES Open System Load Swap
[ i | TC223056CE Open System Load Memory
[m] OE8F3296E8 Open System Load Memary
S < | 6059AB8183 Open System Load cPU
] DBSBSADCC2 Open System Load Memary
« 1 2 3 4 5 »oow 10 = items per page

G - cspr =
@
Seloct State  All -
Is Actionable T Actionable Created On g Last Updated
2024111728 16:20:23 202411728 16:19:30

Y

i

2024/11/28 16:111:227
202411728 1&11:32
2024/11/28 16:11:36
2024/11/28 181117
2024/11/28 16:11:24
2024/11/28 16:11:27
2024/11/28 16:11:25
2024/11/28 16:11:24

2024/11/28 16:11:20

2024/11/28 16:11:16
2024/11/28 16:11:16
20247/11/28 16:11:16
2024/11/28 16:11:16
2024/11/28 16:11:16
2024/11/28 16:11:16

2024/11/28 16:11:16

2024/11/28 16:11:16

1- 10 of 304 items

Figure 506 - More Filter Operation

4. User can see the result of applied filter as shown in the following figure:
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Home > Actionable

Select Actionable View  Actionable ~ - & o B R %
I Applisd Filters | State NOT IN ResolvedClosed x || Severity LIKE Crtical '_ il
( ® Critical ) ((® Major )@ Minor ) (e Waming ) (e Cear ) (@ indeterminate ) Soloct State  All -
O  Seveity ¥ D Y State Y RuleName T Entity Y  Parameter T  lsActionable T  Actionable CreatedOn T LastUpdated

OB63769BES Open System Load CPU Y 202411728 16:24:50 2024/11/28 16:24:54
335E06D93D Open System Load Swap Y 2024/11/28 16:24:46 2024/11/28 16:24:52
27F3AE10CF Open System Load Memory Alert ¥ 2024/11/28 16:20:23 2024/11/28 161930
B5D0294EFC Open System Load Memory Y 2024/11/28 16:11:35 2024/11/28 16:11:16
DBSBSADCC2 Open System Load Memory Y 2024/11/28 16:11:20 2024/11/28 16:15:16
068F3296E8 Open System Load Memory Y 2024/11/28 16:11:25 2024/11/28 16:11:16
TiC2C7aRA7 Open System Load CPU Y 2024/11/28 16:11:32 2024/11/28 16:11:16
ESBED14247D Open System Load Memary Y 2024/11/28 16117 2024/11/28 16:11:16
DB99T42080 Open System Load Memory Y 2024/11/28 16:111:26 2024/11/2816:11-16

02F3ADE1EB Open System Load [ Swap Y 2024/11/28 16:11:24 20247117281

S

W o« 12 3 4 5 . » w 10 v items per page 1- 10 0f 254 items

Figure 507 - More Filter Operation

5. Click on the Select State dropdown available action button present at the below header of the console.
6. Select state from drop down list. Then click on the state button and user can see the Applied filter based up on the

state.

Home > Actionable

Salect Actionable View  Actionable v - & © B B R
| Applind filters | State NOT IN Resolved,Closed » T3
(: @ Critical ) ( ® Major )( ° Minnr) ( o Warning ) ( ® Clear ) ( ® Indeterminate ) Select State  All v
a Severity ¥ ID T  State Y RuleName Y  Entity Y  Parameter ¥ IsActionable Y Actionable Created On Y last Updated Open
o CO9ABIBEIC Open System Load Memary ¥ 2024/11/28 16:24:56 2024/11/28 16:25:02 In Progress
(] AA93BE257C Open System Load Swap 7 2024/11/28 16:25:48 2024/11/28 1622503 Assigned
a 68353BF9F8 Open System Load Memary ¥ 2024/11/26 16:25:44 2024/11/28 16:25.0 ::::d
0 T23FO3EDES Open System Load Py ¥ 202411/28 16:2546 2024/11/28 16:25:01 T 2024072
EAETIE2FFO Open System Load Swap ¥ 2024/11/26 16:25:15 2024/11/28 1625:01 202411142
S i | 8433D93A89 Open System Load Swap ¥ 2024/11/28 16:25:13 2024/11/28 16:25:01 2024/11/z
BIEGSSDTDA Open System Load Swap ¥ 2024/11/28 16:2507 2024/11/28 16:25:01 202411z
a 8F13AE2BEC Open System Load Swap ¥ 2024/11/28 16:25:12 2024/11/28 162500 2024/11/2
o BAI1GDFICD Open System Load Memory i 2024/11/28 16:24:58 2024/11/28 16:24:59 2008/11/2
o 963B41C6B1 Open System Load Memory Y 2024/11/28 16:25:08 2024/11/28 16:24:50 o /2
S’
W o« 1 2 3 4 5 . » m 10 = items per page 1- 10 of 386 items

Figure 508— Select State Operation

7.2.3.22 Create Ticket
The steps explain how to Create Ticket for actionable data.
1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

2. Click on the + Create Ticket icon present in the actionable popup.
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cpuutlization

Pending Since
2023/03/08 11:38:07

Last Occurrence

2023/03/08 11:38:11

Rule based correlation
Network Topology

Description
cpuutiization
Assigned User

Severity
Major

State
In Progress

Change Severity ChangeState ¥ 53 m 8 B X

Assign Users
Select User to be assigned ~

K.ﬁ.;) ( Tupology) ( Service nemmny) ( Yim:linn) ( A:livities) ( Cummrﬂls) ( Historical Dala) ( Related Tidwls)

8
Severity 1D Title Entity Occurrence  Environment  Location Pending Since Last Updated Manager
pD1odOHC3y  cpuutlization 1 prod chennai 2023/03/08 11:38:11 2023/03/08 11:38:11 zabbix
tSPToulséy cpuutlization 1 prod chennai  2023/03/08 11:38:07  2023/03/08 11:38:07  zabbix
ZVjoiksrwH cpuutlization 1 prod chennai  2023/03/08 11:38:11  2023/03/08 11:38:11  zabbix

Figure 509 — Update Work Notes for Actionable

3. A confirmation pop-up message will appear.

Create Ticket X

Are you sure you want to create a ticket for the selected
actionable?

Figure 510 — Update Work Notes for Actionable

4. Click on the Confirm button. A success message will appear.
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| 2023/03/08 11:38:07

cpuutlization m Change Severity v Change State v O 3 B @. x

Pending Since

Assign Users
2023/03/08 11:38:07

Last Occurrence Select Us1 @ Request submitted successfully X -

Rule based correlation ( Alerts ) (Tupology) (Szwke Hiemr(hy) (Tlmclines) (Activilizs) (Cummrnh) (Hmmical Dala) (Rzlalcd Ti:kels)

Entity and Time Based

Description

cpuutlization E

Assigned User

Severity Severity ID Title Entity O i Locati ding Since Last Updated Manager
Major

State EE  tsProuisey  cpuutiization 1 prod chennai  2023/03/08 11:38:07  2023/03/08 11:38:07  zabbix
Open

Figure 511 — Alert Message

7.2.3.23 Download CSV

This section provides user to download CSV data of records based on the filter they apply to the records of the events

screen. Users can download the csv files with max of 1000 records.
1. Inthe top navigation bar, click on Data View and click on Actionable.
2. Apply the filters as per the requirement.
3. Click on the Download CSV action button.
4

Check the downloads in the system, the CSV file would be downloaded.

Home > Actionable

Select Actionable View  Actionable v - 4 o 8 06 lﬂ-
¥

| Agpliad Filters | State NOT IN Resolved Closed =
(Can (e critcal ) (o Major ) o Minor ) (s Warning ) (e _Crear ) (e _indsterminate ) Seloct State Al v

O Seveity T ID Y  Stae T RuleName Y Entity T T Y A Created On T Last Updated Y  Pending S

) £3CDA5IF44 Open System Load cPU ¥ 2024/11/26 16:00:51 2024/11/28 16:00:31 2024/11/2
TBSEALEIDY Open System Load cPu ¥ 2024/11/28 15:54:41 2024/11/28 16:00:30 2024111/
BI95ABAFS Open System Load Swap ¥ 2024/11/28 16:00:51 2024/11/28 16:00:29 202471772
41125489DF Open System Load =1} ¥ 2024/11/28 16:00:48 2024/11/28 16:00:29 2024/11/2
32E4D0B223 Open System Load Memory ¥ 2024/11/28 16:00:30 2024/11/28 16:00:29 20247114z

CADDOAZFA4 Open System Load CPU Y 2024/11/28 16:00:37 2024/11/28 16:00:29 2024/11/

IBE43BFIA3 Open System Load Memary Y 2024/11/28 16:01:01 2024/11/28 16:00:29 202411172
E054C2B68A Open System Load cpu ¥ 2024/11/28 16:01:43 2024/11/28 16:00:29 2024/11/2

396CBF12F3 Open System Load CPU ¥ 2024/11/28 16:00:28 2024/11/28 16:00:29 2024/11/2

BEE4COB200 Open System Load CcPU W 2024/11/28 16:00:36 2024/11/28 16:00:29 0 Az

v items per page 1- 10 of 187 items

Figure 512 -Download CSV for Actionable
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7.2.4  All Events View
All Events View includes a grid which contains all events data that is coming to the system. It includes noise events as well
as non-noise events.
Please follow below steps to view All Events data:
1. Inthe top navigation bar, click on Data View and click on All Events.

2. All Events data will be displayed for the customer to which user is part of.

Home > All Events

Select View Allevents - - S B8 R &
(- Gitical ) (e Major (" Minor }("s Warming ) (e Cleor }((® indeterminate )

Severity YT D h 4 Entity ¥ Parameter T Event Time Y  Last Updated T Title T
| wamming 27bOFS49-B440-4604-96F7-015709042... system 2024/11/26 16:2730 2024/11/28 16:26:34 Linw; System time is out of sync (diff ...
TT425260-a0c6-4358-a5dc-Te4 15260, Memory Alert 2024/11/28 16:27:16 2024/11/28 16:27:52 Memory Utilization on the node SVALL..

O 89b32672-Tecd-426f-8b7e-Tcb219e08... Memory Alert 2024/11/28 16:27:10 2024/11/28 16:27:52 Memory Utilization on the node SVALL..
m e311436b-531a-43fc-ae2a-2b09c5021... system 2024/11/28 16:26:29 2024/11/28 16:25:24 Linuo: System time Is out of sync (diff ..
1b481240-089d-43da-b5c2- 1046228, Memory Alart 2024/11/28 16:26:09 2024/11/28 16:25:52 Memary Utilization on the node SVALL..

02480aed-0ae7-40c5-bice-d866c2ae. . Swap 2024/11/28 16:25:17 2024/11/28 16:25:17 Swap utilization is above the threshol...

cod7Sodb-cB35-4c46-b865-394c653d... 1] 2024/11/28 16:25:17 2024/11/28 16:25117 CPU utilization is above the threshold-
6458440d-ffab-43ec-3b00-2521b2315... Disk 2024/11/28 162517 2024/11/28 16:25:17 Disk utilization is above the threshold-_.
8d95dc69-c52f-ddeT-bdTa-3e718ibO1... Disk 2024/11/28 162517 2024/11/28 16:25:17 Disk utilization is above the threshold-...
9199291f-09ad-45fe-8273-82a16e2c1. Memory 2024/11728 162517 2024/11/28 16:25:17 Memory utilization is above the thresh...
LD 2 3 4 5 . r ™ 10~ items per page 1-100f1 o ms

Figure 513 — All Events View

7.2.4.1 Add Column
This option will enable user to add more columns in data grid to analyze it deeply. Please follow below steps to add
columns to data view.
1. Inthe top navigation bar, click on Data View and click on All Events.
2. Click on the Add Column action button present at right side of Live button.
3. A pop-up will open which enables user to select from list of available columns to add it in the grid as shown in

figure. Then, click on save button to add selected columns in view.

Add Columns X

Add More Columns
Sub Entity ID v
Original Columns
T Severity X T ID X C o Entity X O Tile X T Manager X O Primary Application Name X T Tool ID X

~ ~

T Secondary Application Name X O Agent X  C EventTime X Mapped Entity ID X Parameter Category X

~

O Parameter X U Llocation X U Environment X Designation X

Newly Added Columns

Z Sub Entity ID %

< IOSF

Figure 514 — Add Column
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7.24.2

Save All Events

The steps provide information on how to save all events data.

1.
2.

Home >

Select

(o ciitical ) (o major ) (o Minor ) (e

LU L LLLE
3
3
4

-«

In the top navigation bar, click on Data View and click on All Events.

User can click the save button.

All Events

View Allevents v

waming ) (e Clear ) (@ Indeterminate )

o] Y Entity
TFMRWMWTX2 s
ZEOIANSPBC [
AROTMENEGY

JEAHWOOBMM
Tab7222b-8575-47a7-a4dc-e2300260.
7d3614f9-9cc2-4c2b-bacT-b23481169...

15{888b0-55e4-41e3-2483-3134983.,
ELV57K8HSS
1de25777-7cfe-dbdS-ad 18-c5b8e15<f...

d7992660-4946-4158-bed5-0541c99cf..

Y Pacameter Y
memory
memory
cpu
cpu

CPU

" « 1 2 3 4 5 & X » 10 ¥ items per page

3.

4.

After saving, the all event data appears in the grid and a success popup appears.

Save View

Figure 515 — Save All Events

Event Time

2024/12/23 121134
2024/12/23 12:10:07
2024/12/20 1817:53
2024/12/20 18:17:42
2024/12/20 18:01:00
2024/12/20 17:32:36
2024/12/20 17:31:15
2024/12/20 17:27:59
2024/12/20 16:55:24

2024/12/20 16:00:42

Last Updated

2024/12/23 12:11:34
2024/12/23 121007
2024/12/20 18:17:53
2024/12/20 18:17:42
2024/12/20 18:01:00
2024/12/20 17:32:36
2024/12/20 17:31:15
2024/12/20 17:27:59
2024/12/20 16:55:24

2024/12/20 16:00:42

X

Are you sure you want to save the current view.? It cannot be

undone.

Cancel Confirm

Figure 516 — Confirmation Message

On clicking the Confirm button, a success popup will appear.
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Title ) 4
memory consumption high

memory consumption high

cpu issue

pu issue

Microsoft: Windows CPU utilization ha.. M

Microsoft: Windows CPU utilization ha.. M

Microsoft: Windows CPU utilization ha.. M

cpu issue

Microsoft: Windows CPU utilization ha.. M

Microsoft: Windows CPU utilization ha.. M

1-100f§ G ms
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Home > All Events

Select View Allevents v l @ View saved successfully. X

R 7 N £ £ Y &
Can ) (e ciitical ) (o major )( Minor ) (o Waming ) (e Clear ) (@ Indeterminate )

Severity Y D Y. Entity ¥ Parameter T
TFMRWNWTX2 memory
ZEOIANSPBC memory
AROTMENSGY cpu
JEAHWOOBMM cpu
7ab7222b-8575-4707-24dc-223e0260. CPU
7d3614f9-9cc2-4c2b-bac7-b23481169... cPU
15{888b0-55e4-4103-2488-21234983 cPU
ELVS7KBHSS cpu
1de25777-7cfe-4bd5-ad18-cShde15cf... . CPU

| Worning | d7592660-4946-4158-bed5-0541c99cf, cPU

3 2 3 4 S . » m 10 v items per page

Figure 517 — Al Events Message

This option will enable user to save currently opened view with columns populated in data grid so that same view can be

Event Time

2024/12/23 1211:34
2024/12/23 12:10:07
2024/12/20 18:17:53
2024/12/20 18:17:42
2024/12/20 18:01:00
2024/12/20 17:32:36
2024/12/20 17:31:15
2024/12/20 17:27:59

2024/12/20 16:55:24

2024/12/20 16:00:42

Last Updated

2024712423 12:11:34
2024/12/23 12:10:07
2024712420 18:17:53
2024/12/20 18:17:42
2024712720 18:01:00
2024/12/20 17:32:36
2024/12/20 17:31:15
2024/12/20 17:27:59
2024712720 16:55:24

2024712720 16:00:42

Title ¥ De
memory consumption high m
memory consumption high m
cpu issue s
cpu Issue cF

Microsoft: Windows CPU utilization ha
Microsoft: Windows CPU utilization ha.. M
Microsoft: Windows CPU utilization ha.. ™M
cpu issue <
Microsoft: Windows CPU utilization ha

Microsoft: Windows CPU utilization ha.

.. M
‘(A'Oofse ms

shown to any other user in an organization. It is very helpful for admins to configure this kind of view for other users in

an organization by creating a different view other than current view. For e.g., view to list out all events with critical severity

only. Please follow below steps to save as events:

1. Inthe top navigation bar, click on Data View and click on All Events.

2. Once the user can click the save as button, a pop-up will open to provide following information:

e View Name: name of view like critical events

e Description: description of view like list all critical events

e Show to: Either it will be visible to user who is saving it or to other users.

Save As

View Name *

Show to

My Self

Description *

Figure 518 — Save as Events

3. Next, click on save button to save view and this view will be available in list for users.

This option will enable user to refresh data grid to populate latest data over screen.

Please follow below steps to refresh events grid:

1. Inthe top navigation bar, click on Data View and click on All Events.

2. Once the user can click the Refresh button, confirmation pop up message will appear.
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Data View > All Events

Select View Allevents v

I © Content refreshed successfully X

(an) (e citical )("e Major )("» Minor )("» Waming ) (e Clear )("® Indeterminate )
] Entity Parameter Event Time Title Manager
11-2-¢c-a5d-nd34b46647 . memory 2024/01/31 181400  memory issue solarwinds
11-2-c-asd-nd34b46647. pu 2024/01/31 181300  cpuissue solarwinds
11-2-¢c-a3d-nd34b46647.. swap 2024/01/31 172200  swap issue solarwinds
11-2-c-asd-nd34b46647. Ppu 2024/01/31 171400  cpuissue solarwinds
11-2-c-a3d-nd34b46647... memory 2024/01/31 153400  memory issue solarwinds
11-2-¢-a5d-nd34b46644 pu 2024/01/31 140400  cpuissue solarwinds
11-2-c-a3d-nd34b46647... memory 2024/01/31 132200 memory issue solarwinds

7.2.4.5

This option will enable user to stop/start live update of data being shown in grid. Please follow below steps to
enable/disable live events.
1.
2.

96060660 ]

827fe66e-d591 -4be8-8f.

Virtual machine CPU usa

2024/01/31 120118 com.vmware vim25 Alar.

wRealize Operations (vR.

Tool ID  Agent
solarwinds
solarwinds
solarwinds
solarwinds
selarwinds
solarwinds

solarwinds

< Live S B B

Prod Noida India
Prod Noida India
Prod

Prod Noida India

VRealize Operations (VR

Live All Events Data

Figure 519 — Refresh All Events

In the top navigation bar, click on Data View and click on All Events.

Users can see the Live All Events Data, and this will be updated regularly, and automatically refresh the grid.

Home > All Events

Select View Allevents ~

(e ciitical ) ("o Major )((o Minor ) (o Waming ) (e Ciear ) ([ Indeterminate )

Severity Y ID Y  Entity Y  Parameter Y  Event Time Y
[ rec TFMRWMWTX2 _ memory 2024/12/23 1211:34
| Mgor ZEOIANSPBC memory 2024/12/23 12:10:07
AROTMENBGY cpu 202412720 1817:53

JEAHWOOBMM cpu 2024/12/20 18:17:42
| Wneg | Tab7a225-8575-47a7-a4dc-e23e0260. cPU 2024712720 18:01:00
| Warning | 7d36149-9cc2-4c2b-bac7-b23481169... cPU 2024/12/20 17:32:36
Wenieg | 151888b0-55e4-4103-2498-3134983... cPU 2024/12/20 17:31:15
= ELVS7KBHSS cpu 2024/12/20 17:27:59
| warning | 1de25777-7cfe-4bdS-a418-c5b8e15¢f... cpU 2024/12/20 16:55:24
{ Womng | d7992660-4946-4158-be45-0541c99¢... CPU 2024/12/20 16:00:42

“ « 1 2 3 4 S ... > M 10 ¥ items per page

3.

7.2.4.6

To stop live data update, please click on Live button, it stops updating the live all event data, a confirmation

Figure 520 — Live Events Data

Last Updated

2024/12/23 12:11:34
2024/12/23 12:10:07
2024/12/20 18:17:53
2024/12/20 18:1742
2024712/20 18:01:00
2024/12/20 17:32:36
2024/12/20 17:31:15
2024/12/20 17:27:59
2024/12/20 16:55:24

2024/12/20 16:00:42

message will appear, stating that “Auto — refresh has been disabled.

Apply Filters

Title T
memory consumption high

memory consumption high

cpu issue

<pu issue

Microsoft: Windows CPU utilization ha... M
Microsoft: Windows CPU utilization ha.. M

Microsoft: Windows CPU utilization ha... M

cpu issue

Microsoft: Windows CPU utilization ha.. M

Microsoft: Windows CPU utilization ha...

This option will enable user to apply filters over currently opened view to see data of specific values. For e.g., to see list

of critical events, user can set filters over severity columns of all events ‘data. Please follow below steps to apply filters:
1.
2.

In the top navigation bar, click on Data View and click on All Events.

Click on the filter option present at right side of Live button as shown in figure.
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Home > All Events

Select View Allevents v

(. Cﬂwl)(o Major)(o Mimr)(o Waming)(o dear)(o Indemminate)

Saverity o} Y  Entity Y Parameter
| Wonng 27b31949-8440-4604-9817-915709d42... system
77425260-3ac6-4358-a5dc-7e415¢a60... Memory Alert
= 83632672-Tecd-426f-3bTe-Tcb2f9e08... Memory Alert
= 231436b-991a-43fc-aeaa-2b09c5021... system
= 16481240-089d-43da-bSc2-1ad6e4f8... Memory Alert
= 024802ed-Dae7-40¢5-bIce-d866c2ae... Swap
= ccd75cdb-c835-4c46-b865-394¢653d... cpu
=3 6458440d-ffab-43ec-2b00-e521b2315... Disk
= 8495dc69-C52f-dde7-baTa-3e718fb91... Disk
= 9199291f-09a4-45fe-8273-82a16e2¢1... Memory
W <N 2 3 4 5 . » M 10 v items per page

Event Time

2024/11/28 16:27:30
2024/11/28 1627:16
2024/11/28 16:27:10
2024/11/28 16:26:29
2024/11/28 16:26:09
2024/11/28 162517
2024/11/28 162517
2024/11/28 162517
2024/11/28 162517

2024/11/28 162517

Last Updated

2024/11/28 16:26:34
2024/11/28 16:27:52
2024/11/28 16:27:52
2024/11/28 16:25:34
2024/11/28 16:25:52
2024/11/28 16:25:17
2024/11/28 16:25:17
2024/11/28 16:25:17
2024/11/2816:25:17

2024/11/28 16:25:17

Y Title ¥

Linux: System time is out of sync (diff ...

Memory Utilization on the node SVALL..

Memory Utilization on the node SVALL.,

Linux: System time Is out of sync (diff ...

Memory Utilization on the node SVALL..

Swap utilization is above the threshol...

CPU utilization is above the thresheld-...
Disk utilization is above the threshold-...

Disk utilization is above the threshold-...

Memory utilization is above the thresh...

3.

Figure 521 - Filter Operation

Afilter screen will come up which enables user to select field and corresponding operator along with value to filter

data.

Home > All Events

Select View Allevents ~

(o Cﬂml)(- MaJov)(o Minor)(o Wamlng)(o

Clear )( ® Indeterminate )

Severity Y ID Y Entity Y Parameter
=3 Operator -838dc5dd... Memory Alert
[ croco TS v +bdd3503... " Memory Alert
3 e 55e87d4... cpu

) e 773eb652... Memory Alert
[ croca | 9d640d92... Memory Alert
| Woning | PRV ) 7 | [>T cpu

= 57513dc3-e457-4b12-b7b1-38736522... Memory Alert
= 64492f6f-e7ee-40e0-2e63-825c1c612... Memory Alert
= dOf7104b-8268-403e-97b3-c0d618e0d..| - o Memory Alert
= dfc958d2-83ae-485a-9d62-ece26¢d03... Memory Alert

L « 1 2 3 4 5 > » 10 ¥ items per page

Y

Event Time

2024/11/28 16:35:25
2024/11/28 16:35:18
2024/11/28 16:33:34
2024/11/28 16:33:23
2024/11/28 1633116
2024/11/28 16:32:34
2024/11/28 1631:21
2024/11/28 16:31:14
2024/11/28 162919

2024/11/28 16:29:12

Last Updated

2024711728 16:35:52
2024/11/28 16:35:52
2024711/28 16:32:34
2024/11/28 16:33:52
2024/11/28 16:33:52
2024/11/28 16:31:34
2024/11/28 16:31:52
2024/11/28 16:31:52
2024/11/28 16:29:52

2024/11/28 16:29:52

@D - =0

«

Title Y

Memory Utilization on the node SVALL.,
Memory Utilization on the node SVALL..
Windows: CPU privileged time is tao h...
Memory Utilization on the node SVALL...
Memory Utilization on the node SVALL...
Windows: CPU privileged time is too h...
Memory Utilization on the node SVALL..
Memory Utilization on the node SVALL..

Memory Utilization on the node SVALL..

Memory Utilization on the node SVALL..

Figure 522 - Filter Operation

Users can see the result of applied filter.
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Home > All Events

Select View Allevents v

|N:pliedﬁl:as [ Severiy Like Cesr =

(0 Critical )( o Major )( & Minor )( © Waring ) ( @ Clear )( ® Indeterminate )

Severity Y ID Y Entity Y  Parameter
baeef5a5-0a7b-4d20-81d6-055e87d4... pu

[ oo | ©311436b-991a-43fc-2223-2b09¢5021... system
920f2155-3dfa-4931-9662-539fcIcadd... memory-storage
d92¢5801-8efd-400c-a27¢-647f948bd... system
= a7cebat0-153a-4ad4-bb92-5e2affd0b... memory-storage
207d6842-e1e5-4340-ab93-84371d7... U

= d6679bc9-a623-deee-8129-ec0dcf1b0... system
82217d69-de1d-4aaf-8237-66008569... system
Scc67cdb-cef-402-b103-731e2e7ba.. memory
m 6ec98d88-2e2d-dac7-9c7c-a6a106f45... system

W <2 3 4 5 L 10 v items per page

7.2.4.7

Event Time

2024/11/2616:33:34
2024/11/28 16:26:29
2024/11/28 16:22:27
2024/11/28 16:17:23
2024/11/2816:11:18
2024/11/28 16:07:15
2024/11/28 16.06:14
2024/11/28 16.04:14
2024/11/28 16:04:14

2024/11/28 16:02:112

Last Updated

2024/11/28 16:32:34
2024/11/28 16:25:34
2024/11/28 16:21:46
2024/11/28 16:16:33
2024/11/28 16:10:46
2024/11/28 16:06:34
2024/11/28 16:05:34
2024/11/28 16:03:34
2024/11/28 16:03:33

2024/11/28 16:01:35

Title ) ¢

Windows: CPU privileged time is too h...

Linux: System time is out of sync (diff ...
Windows: High swap space usage (les...
Linux System time is out of sync (diff ...
Windows: High swap space usage (les...
Linux: Load average is too high (per C..,
Linwox: System time Is out of sync (diff ..

Linwsx: System time is out of sync (diff ..

Linux: High memory utilization (>90% ...

Linwax: System time s out of sync (diff o"\ux:
o
|

»

1-10 of 1439Tems

Figure 523 - Filter Operation

Download CSV

Descr
Windi
Linux:
Wind
Linux:
Wind
Linux:
Linuxc
Linux

Linux

This section provides user to download CSV data of records based on the filter they apply to the records of the all events

screen. User can download the csv files with max of 1000 records.

1.

s

In the top navigation bar, click on Data View and click on All Events.

Apply the filters as per the requirement.

Click on the Download CSV N2

action button.

Check the downloads in the system, the CSV file would be downloaded.

Home > All Events

Select View Allevents v

(. Cn‘xal)(o Majot)(o Minor)(o Wamin9>(0 Clear)(o Indelerminate)

Severity Y ID Y  Entity Y Parameter Y
e TEMRWNWTX2 memory
| Mace ZEQIANSPBC memory
= AROTMENSGY pu
= JEAHWOOBMM cpu

[ Wonrg | Tab7a22b-8575-4707-a4dc-e23e0260.. ) D o ]

[ Warning | 7d3614f9-9cc2-4c2b-bacT-b23481169... cPu

| Wonrg | 151888b0-5504-4103-2489-31e34963.. CcPU

[ i | ELVS7K8HSS cpu

| Waning | 1de25777-7cfe-dbdS-ad 18-c5b8e15ef... cpu

| Wonirg | d7992660-4946-4158-be45-0541c99cf,.. cPU

M <N 2 3 4 5 L 10 v items per page

7.2.5

Event Time

2024/12/23 121134
2024/12/23 12:10:07
2024/12/20 1817:53
2024/12/20 18:17:42
2024/12/20 18:01:00
2024/12/20 17:32:36
2024/12/20 17:31:15
2024/12/20 17:27:59
2024/12/20 16:55:24

2024/12/20 16:00:42

Last Updated

2024/12/23 12:11:34
2024/12/23 12:10:07
202411220 181753
2024{12/20 18:17:42
2024112120 189100
2024/12/20 173236
202412120 1731:15
2024/12/20 1727:59
2024/12/20 16:55:24

2024/12/20 16:00:42

Y.

Title ¥
memory consumption high

memory consumption high

cpu issue

cpu Issue

Microsoft: Windows CPU utilization ha..,
Microsoft: Windows CPU utilization ha...
Microsoft: Windows CPU utilization ha...
cpu Issue

Microsoft: Windows CPU utilization ha...

Microsoft: Windows CPU utilization ha...

1-100f¢

Figure 524 — Download CSV for All Events

Noise Events View

Noise Events View includes a grid which contains all the noise events in a single grid.
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Please follow below steps to view Noise Events data:
1. Inthe top navigation bar, click on Data View and click on Noise Events.

2. Noise Events data will be displayed for the customer to which user is part of.

Home > Noise Events

Select View Noise Events v - S BB R L
( ® Critical )(: ® Major ) ( @ Minor )( o Warning )( ® Clear )( ® Indeterminate )

Severity Y ID Y  Rule Name Y  Entity Y Parameter Y Event Created On Y  EventTime Y Title
m 1FHXUXMLIS clickhousequerycheck3 . memory issue 2024/11/2517:00:30 2024/11/25 17:00:30 memory issue issue
[ Majer | LHYWHIPX)P severity_query memory issue 2024/11/23 01:35:35 2024/11/23 01:35:35 memory issue issue
- JI3PVI03ZS severity_query memory issue 2024/11/22 18:46:05 2024/11/22 18:46:05 MEMory issue issue
[ Major | QAUYZEQJ3R severity_query memory issue 2024/11/22 18:43.03 2024/11/22 18:43.03 MEMOTY iSsue Issue
3S6RTEGFSI noise_testing_2 memory issue 2024/11/21 19:13:57 2024/11/21 19:13:57 memory issue issue
XQSLOIABLS noise_testing_2 memory issue 2024/11/21 19:13:16 202411721 19:13116 mMemory issue issue
m D3CR3IPTRWY noise_testing_2 mMemory issue 2024/11/21 19:11:28 202411421 19:11:28 MEMOTY iSsue Issue
m OQUOUCFIW noise_testing_2 memory issue 2024/11/21 19:10:09 2024/11/21 19:10:09 memory issue issu¢
m 44ARK7TYX6 noise_testing2 Ll - memory issue 2024/11/21 18:53:47 2024/11/21 18:53:47 memory is<ua issue
m AMU16CO1AD maintenace on noise_testing memory issue 2024/11/21 18:49:52 2024/11/21 18:49:52 memon w U
L] < 1 2 *» M 10 ¥ items per page 1-10 of 15 items

Figure 525 - Noise Events View

7.2.5.1 Add Column
This option will enable user to add more columns in data grid to analyze it deeply. Please follow below steps to add
columns to data view.
1. Inthe top navigation bar, click on Data View and click on Noise Events.
2. Click on the Add Column action button present at right side of Live button.
3. A pop-up will open which enables user to select from list of available columns to add it in the grid as shown in

figure. Then, click on save button to add selected columns in view.

Add Columns X

Add More Columns

Sub Entity 1D v

Original Columns

T Severity X T ID X O okntity X O Tite X O Manager X O Primary Application Name X J Tool ID X

A ~ A~ A

Z Secondary Application Name X Agent X O EventTime X Mapped EntityID ¥ Parameter Category %

~

O Parameter X T location X U Environment X T Designation X

Newly Added Columns

2 SubEntity ID %

< IOSP

Figure 526 - Add Column
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7.2.5.2

Save Noise Events

The steps provide information on how to save Noise Events data.

1. Inthe top navigation bar, click on Data View and click on Noise Events.

2. User can click the save button.

Home » Noise Events

Select View Noise Events

v

@D -sBr «

(0 Critical ) ( ® Major )( @ Minor ) ( o Waming ) ( o Clear ) ( 0 Indeterminate )
Severity Y ID Y Rule Name Y Entity Y  Parameter Y Event Created On Y EventTime Y Tite Y De
[ mgec ZEOIANSPBC nolseentity_2312_rule memory 2024/12/23 121007 2024/12/23 12:1007 memory consumption high me
| Majer JAHAQT5ABT maintenace on usecase160.8 memory 2024/12/16 20:50:08 2024/12/16 20:5008 memory consumption high me
[ mec P2KOZZSWKI maintenace on usecase160.8 memory 2024/12/16 204721 2024/12/16 204721 memory consumption high me
[ Maer 9QLO4AQSEP maintenace on usecase160.8 memory 2024/12/16 204655 2024/12/16 204655 memory consumption high me
CACHE N 10 v items per page 1-4of 4 items

Figure 527 — Save Noise Events

3. After saving, the event data appears in the grid and a success popup appears.

Save View X

Are you sure you want to save the current view.? It cannot be
undone.

Confirm

Figure 528 — Confirmation Message

4. On clicking the Confirm button, a success popup will appear.

Home » Noise Events

q

Select View Noise Events v I @ View saved successfully. X - o &
(0 sz,al)( ® Major )(0 Minar)(c Waming)(o Clear)(' Inde!enninate)
Severity T ID T Rule Name T Entity T  Paameter T  Event Created On T EventTime T Title Y De
| ager ZEQIANSPBC nolseentity 2312_nule memory 2024/12/23 1210:07 2024/12/23 12:1007 memory consumption high me
| Mor JAHAQTSABY maintenace on usecase160.8 memory 2024/12/16 205008 2024/12/16.20:5008 memory consumption high me
[ agec P2KOZZSWKI maintenace on usecase160.8 memory 2024/12/16 204721 2024/12/16 204721 memory consumption high me
| Mger YQLOJAQAEP maintenace on usecase160.8 memory 2024/12/16 20:46:55 2024/12/16 20:46:55 memory consumption high me
LI S 10 v items per page 1-4cfditems
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This option will enable user to save currently opened view with columns populated in data grid so that same view can be
shown to any other user in an organization. It is very helpful for admins to configure this kind of view for other users in
an organization by creating a different view other than current view. For e.g., view to list out noise events with critical
severity only. Please follow below steps to save as events:
1. Inthe top navigation bar, click on Data View and click on Noise Events.
2. Once the user can click the save as button, a pop-up will open to provide following information:
e View Name: name of view like critical noise events
e Description: description of view like list all critical noise events

e Show to: Either it will be visible to user who is saving it or to other users.

Save As X
View Name * Description *

Show to

My Self ~

Figure 530 - Save as Events

3. Next, click on save button to save view and this view will be available in list for users.

This option will enable user to refresh data grid to populate latest data over screen.
Please follow below steps to refresh noise events grid:
1. Inthe top navigation bar, click on Data View and click on Noise Events.

2. Once the user can click the Refresh button, confirmation pop up message will appear.
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Home > Noise Events

Select View Noise Events

v

( ® Critical )(o Ma,or) ( ® Minor )( © Warning )( ® Clear )( ° lndelerm.na‘e)

Event Created On

202471125 17:.00:30
2024/11/23 01:35:35
2024/11/22 18:46:05
2024/11/22 18:42:03
2024/11/21 19:13:57
2024/11/21 19:12:116
2024711721 19:11:28
2024/11/21 19:10:09
2024711721 18:53:47

2024/11/21 18:49:52

Severity Y ID Y  Rule Name Y  Entity Y  Parameter \ £
TFHXUXMUIS clickhousequerycheck memory issue
Major | LHYWHIPXJP severity query memory issue
Major | JI3PVI03ZS severity_query memory issue
Major QAUYZEQJ3R severity_query memory Issue
n 3S6RTEGF8I noise_testing_2 memory issue
= XQBLOIAGLS noise_testing_2 memory issue
= D3OR3IPTRWY noise_testing_2 memory issue
m OQUOUCFIW noise_testing_2 memory issue
n 44ARKTTYX6 noise_testing_2 memory issue
[ crcan | AMU16CO1A0 maintenace on noise_testing [ memory issue
L < I 20 >t M 10 ¥ items per page

7.2.55 Live Noise Events Data

Figure 531 - Refresh Noise Events

@D o =« -

Event Time

2024/11/25 17:00:30
2024/11/23 01:35:35
2024/11/22 18:46:05
2024/11/22 18:42:03
2024/11/21 19:13:57
2024711721 19:12:16
2024711721 19:11:28
2024/11/21 19:10:09
2024/11/21 18:53:47

2024/11/21 18:49:52

Title

memory issue issue
memory issue issue
memory issue issu¢
memory issue issue
memory issue issue
memory issue Issug
MeMory issue Issut
memory issue issue
memory issie issue

memor, @ su
\ y

1-10of 15 items

This option will enable user to stop/start live update of data being shown in grid. Please follow below steps to

enable/disable live noise events.

1. Inthe top navigation bar, click on Data View and click on Noise Events.

2. Users can see the Live Noise Events Data, and this will be updated regularly, and automatically refresh the grid.

Home > Noise Events

Select View Noise Events

v

( 4 Criucal)( ® Major ) ( @ Minor ) ( @ Warning )( ® Clear )( ® Indeterminate )

Event Created On

2024/11/2517:.00:20
2024/11/23 01:35:35
2024/11/22 18:46:05
2024/11/22 18:43:03
2024/11/21 191357
2024/11/21 19:13:16
2024711721 19:11:28
2024/11/21 19:10:09
2024/11/21 18:53:47

2024/11/21 18:49:52

Severity Y ID Y  Rule Name Y  Entity Y  Parameter NP
TFHXUXMUIS clickhousequerycheck3 memory issue
major LHYWHIPXJP severity_query memory issue
Majer JI3PVI03Z5 severity_query memory issue
Major QAUY2EQJ3R severity_query ' memory issue
m 3S6RTEGF8I noise_testing_2 memory issue
= XQBLOIAGLS noise_testing_2 memory issue
[ crivea | D3OR3PTRWY noise_testing_2 memory issue
OQUOUCFIW noise_testing_2 memory issue
n 44ARKTTYXE noise_testing_2 memory issue
AMU16CO1A0 maintenace on noise_testing e memory issue
W 4 N2 > M 10 ¥ items per page

Event Time

2024711725 17:00:30
2024/11/23 01:35:35
2024/11/22 18:46:05
2024/11/22 18:42.03
2024/11/21 19:13:57
2024/11/21 1913116
2024/11/21 19:11:28
2024/11/21 19:10:09
2024/11/21 18:53:47

2024/11/21 18:49:52

Title

MEMory issue issut
memory issue issue
Memory issue issue
memory issue issue
memory issue issue
memory issue issut
memory issue issus
memory issue issue

memory issie issue

memor, sSue

St

1-10 of 15 items

Figure 532 - Live Events Data

3. To stop live data update, please click on Live button, it stops updating the live noise event data, a confirmation

message will appear, stating that “Auto — refresh has been disabled.”

7.2.5.6  Apply Filters

This option will enable user to apply filters over currently opened view to see data of specific values. For e.g., to see list

of critical noise events, user can set filters over severity columns of noise events data. Please follow below steps to apply

filters:
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1. Inthe top navigation bar, click on Data View and click on Noise Events.

2. Click on the filter option present at right side of Live button as shown in figure.

Home > Noise Events

Select View Noise Events d - ] R <
( ® Critical ) (- Major ) ( © Minor )(o Warning )(n Clear )(0 Indeterminate :l

Severity [[+] Y Rule Name T Entity Y Parameter Y  EventCreated On Y  Event Time YT Title

TFHXUXMUE clickhousequerycheck3 MEmory issue 2024/11/2517:00:30 2024/11/25 17:00:30 MEMOTy issue issu¢
Cmaer LHYWHIPXJP severity_query memory issue 2024/11/23 01:35:35 2024/11/23 01:35:35 memory issue issue
- JI3PVI03ZS severity_query memory Issue 2024/11/22 18:46:05 2024/11/22 18:46:05 memory Issue Issu¢
- QAUYZEQI3R severity_query memory issue 2024/11/22 18:43:03 2024/11/22 13:43.03 memory issue issut
3S6RTEGF8I noise_testing_2 memory issue 2024/11/21 1921357 2024711721 191357 memeory issue issue
XQELOIAGLS noise_testing_2 memory issue 2024/11/21 1912116 2024711721 19:13.16 memory issue issu¢
D30R3IPTRWY noise_testing_2 MEMOory issue 2024/11/21 19:11:28 2024711721 19:11.28 MEMOTyY issue issu¢
m OQ1OUCFIW noise_testing_2 memory issue 2024/11/21 19:10:09 2024/11/21 19:10:09 memory issue issu¢
44ARKITYXE noise_testing_2 memory issue 2024/11/21 18:53:47 2024711721 18:53.47 memeory issie issue

AMU1GCO1AD maintenace on nolse_testing memory issue 2024/11/21 18:49:52 2024/11/21 1249552 memory SSUE

L <+ 2 * M 10 ¥ items per page 1-10 of 15 items

Figure 533 - Filter Operation

3. Afilter screen will come up which enables user to select field and corresponding operator along with value to filter

data.

Home » Noise Events

Select View Noise Events v - c B R =
(. szal)(. Majnr)(. Minnl)(. Waming)(. Clear)(. Indelermina:e)

Severity T D Y Rule Name T  Entity Y  Parameter T Event Created On T EventTime T Tite T De

[ mgec Operator ntity_2312_rule memory 2024/12/23 12:10:07 2024/12/23 12:1007 memory consumption high me

[ v nace on useczsa 1608 memory 2024/12/16 20:50:08 2024/12/16 20:5008 memory consumption high me

BEE e nace on usecase160.8 memory 2024112116 204721 2004712116 204721 memory consumption high me

[ Major major nace on usecase160.8 memory 2024/12/16 20:46:55 2024/12{16 20:46:55 memory consumption high me
—

P 1s per page

Figure 534 — Filter Operation

4. User can see the result of applied filter.
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Home > Noise Events

Select View  Noise Events v @G - = R &

| Applied Filters | Severity LIKE major = @
(o crtica ) (o Majer ) (@ inor ) (& Warning ) (o Clear ) ("o _indeterminate )
Severity T ID Y  Rule Name Y  Entity Y  Parameter Y  Event Created On T Event Time Y Title T De
| Major ZEOIANBPBC noiseentity_2312_rule memory 2024/12/23 12:10:07 2024/12/23 12:10:07 memory consumption high me
| Major JAHAQT5A61 maintenace on usecase160.8 memory 2024/12/16 20:50:08 2024/12/16 20:50:08 memory consumption high me
| Major P2KIZZSWKI maintenace on usecase160.8 memory 2024/12/16 20:47:21 2024/12/16 20:47:21 memory consumption high me
| Msjor 9QLO4AQSEP maintenace on usecase160.8 memory 2024/12/16 20:46:55 2024/12/16 20:46:55 memory consumption high me
M4 1k K 10 ¥ items per page

Figure 535 — Filter Operation

This section provides user to download CSV data of records based on the filter they apply to the records of the events
screen. User can download the csv files with max of 1000 records.
5. Inthe top navigation bar, click on Data View and Click on Noise Events.

6. Apply the filters as per the requirements.

7. Click on the Download CSV L action button.

%

Check the downloads in the system, the CSV file would be downloaded.

Home > Noise Events

Select View Nokebwents v @a - =0 =[]

| Applied Filters | Severity LIKE major = @
(an) (e citical ) (o Major )(Co Minor (o wWarning ) (e Clear ) (e Indeterminate )
Seveity Y D T Rule Name T Entity T  Parameter Y  EventCreated On T EventTime T Tite T De
 Msjor ZEOIANBPBC noiseentity_2312_rule memory 2024/12/23 12:10:07 2024/12/23 12:10:07 memory consumption high me
| Major JAH4QT5A61 maintenace on usecase160.8 memory 2024/12/16 20:50:08 2024/12/16 20:50:08 memory consumption high me
| Major P2KIZZSWKI maintenace on usecase160.8 memory 2024/12/16 20:47:21 2024/12/16 20:47:21 memory consumption high me
| Major 9QLO4AQE6P maintenace on usecase160.8 memory 2024/12/16 20:46:55 2024/12/16 20:46:55 memory consumption high me
“« « B L) 10 ¥ items per page

Figure 536 — Download CSV Noise Events

7.2.6  Metrics
Metrics includes a grid which contains all metrics data coming to the system. It includes the metrics data which has specific
metric value and from which the anomaly metric data, all metric data will be displayed under metric view only. But,
anomaly metric data will be displayed under all events, events, alerts and anomaly metric view. if any correlation rule
exist and it is satisfying the anomaly data then it will create actionable for the anomaly data.
Please follow below steps to view metric data:
1. Inthe top navigation bar, click on data view and click on Metrics.

2. Metrics data will be displayed for the customer to which the user is part of.
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7.2.6.1

Home > Metrics

Select View Metrics v

D Y
0245b853-6bd0-4b72-8503-9500a9b0...
0bf4c561-abd7-47da-8ebe-acf3f8077...
5697bc92-85¢c-4541-8b31-dS1bfadbe...
890678eb-{30c-487e-8e61-073082037..,
201361d6-d260-4cBe-9569-7653547d...
fd49ecba-4ca9-496f-293e-502978802..,
1117762-9d4f-4e9a-817d-8144503¢02...
12bf9589-d730-4844-9700-b7f1c11b4..,
de62326a-3¢67-4b7¢c-95db-c9291309...

©92%29b0-826a-4407-298f-974e17aff4...

Tool ID

T

Entity

Metric Polled Time

2024/11/2815:52.00
2024/11/28 15:5200
2024/11/28 15:52.00
2024/11/28 155200
2024/11/28 15:52.00
2024/11/28 15:52:00
2024/11/2815:52.00
2024/11/28 15,5200
2024/11/28 15:52.00
2024/11/28 15:5200

Y Manager

AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics

AppDynamics - Metrics

Agent

AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics

AppDynamics - Metrics

-

Parameter

BTM Application Summe
CPU in percentage
Memory in percentage
Memory in percentage
BTM Application Summe
BTM Application Summaz
BTM Application Summe
CPU in percentage

CPU in percentage

Volumes in percentage

(0

Figure 537 — Metrics

Add Column

This option will enable user to add more columns in data grid to analyze it deeply. Please follow below steps to add

columns to data view:

1. Inthe top navigation bar, click on data view and click on Metrics.

Home > Metrics

Select View Metrics v

3] \ £

0245b853-6bd0-4b72-8503-950049b0...
0bfdc561-abxd7-47da-Sebe-acf3f8077...
5697bc92-85¢c-4541-8b31-dS1bfadbe...
890678eb-130c-487e-8e61-07308037...
201361d6-d260-4cBe-0569-7653547d...
fdd9ecba-4ca9-496f-293e-502978802...
f117762-0d4f-2e9a-817d-8144503¢02...
12bf9589-d730-4844-9700-b7f1c11b4...
deb2326a-3¢67-4b7c-95db-c9291309...

2929a9b0-8260-4407-298f-974e17aff4...

Tool ID

Y

Entity

Metric Polled Time

2024/11/28 15:52.00
2024/11/28 15:5200
2024/11/28 15:52.00
202411/28 15:5200
2024/11/28 15:52.00
2024/11/28 15:5200
2024/11/28 15:52:00
2024/11/28 155200
2024/11/28 15:52.00

2024/11/28 1555200

Y

Manager

AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics

AppDynamics - Metrics

“
o

Agent

AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics

AppDynamics - Metrics

0 -

Y

Parameter

BTM Application Summsz
CPU in percentage
Memory in percentage
Memory in percentage
BTM Application Summe
BTM Application Summs
BTM Application Summs
CPU in percentage

CPU in percentage

Volumes in percentage

(0

Figure 538 — Add Column

2. Click on the Add Column action button present at right side of Live button.

A pop-up will open which enables user to select from list of available columns to add it in the grid as shown in figure.

Then, click on save button to add selected columns in view.
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7.2.6.2

Add Columns

Add More Columns

Select

Original Columns

O Severity X O

C  Description X

Newly Added Columns

C ToolID X

ID X

C Entity X

C Country X

O Parameter X

O EventTime X

C EventCreated On X

S Title X

Figure 539 — Add Column (Cont.)

Save Metric

The below steps provide information on how to save metrics data:

1. Inthe top navigation bar, click on Data View and then click on Metrics.

2. User can click the Save button.

Home > Metrics

Select View Metrics v

] ¥

06325197-9e19-46¢5-b225-8a76bde0f ..
0820dca1-3571-49ed-914f-feSchadfds...
0bb449fc-adb3-4efb-9788-6550a9b53..,
Octe30ee-30c6-dcdc-ad71-143e8bc27...
0fc71d45-35a8-4af3-b938-131F26896¢...
0ffSddee-a362-4163-aa25-f84f155e3c...
10e20010-c510-43¢5-93%-71f513d34...
12a952ed-3f83-4f56-ada5-ccbdc9960...
13be0209-d248-43e4-9ad2-aaTedafbd..,
15{09220-c600-46f0-b880-a53a60c22...

Tool ID

Y

Entity

Metric Polled Time

2024/12/20 12:50:00
2024/12/20 12:50.00
2024/12/20 1250:00
2024/12/20 12:50.00
2024/12/20 1250:00
2024/12/20 12:50.00
2024/12/20 12:50:00
2024/12/20 12:50.00
2024/12/20 12:50:00
2024/12/20 12:50.00

Y

(S

Manager Y Agent ¥
SolarWinds Hybrid Cloud Observabilit.,  SolarWinds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit...

larWinds Hybrid Cloud Observabilit.., Hybrid Cloud Observabilit..
SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit...

la Hybrid Cloud O larWinds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Ob bilit... larWinds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Ob: bili SolarWinds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Observabilit.,  SolarWinds Hybrid Cloud Observabilit...

laWinds Hybrid Cloud Ob I Hybrid Cloud Observabilit...

<

¥ items per page

Parameter

CPU utilization
CPU utilization
Memory utilization
Memory utilization
CPU utilization
Memory utilization
Memory utilization
Memory utilization
Memory utilization
Memory utilization

1-10 of 372272 items

Figure 540 — Save Metrics

3. After saving, the event data appears in the grid and a success popup appears.
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Save View

X

Are you sure you want to save the current view.? It cannot be

undone.

~

Cancel -

onfirm

Figure 541 — Confirmation Message

4. On clicking the Confirm button, a success pop up will appear.

Home > Metrics

Select View Metrics v I © View saved successiully. X - S B8 R &
D Y Toolld Y  Entity Y Metric Polled Time Y  Manager Y Agent Y  Parameter
06825f97-9219-46¢5-b225-8a76bded... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit..  CPU utilization
0820dca1-3571-49ed-914f-fe5cbadfas... 2024/12/20 12:50:00 Sol ds Hybrid Cloud Ob bilit.. SolarWinds Hybrid Cloud Observabilit.. CPU utilization
Obbd4ofc-adb3-defb-9783-6550a9b3a... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit.,  SolarWinds Hybrid Cloud Observabilit.. Memory utilization
Ocbe30ee-30c6-4cdc-ad71-143e8bc27... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Ob: bilit..  Sol ds Hybrid Cloud Observabilit..  Memory utilization
0fc71d45-35a8-4af3-b938-191£26996¢... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit..  CPU utilization
OffSddee-a362-4163-2a25-184f155e3¢... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Ob: bilit..  SolarWinds Hybrid Cloud Observabilit..  Memory utilization
10e20010-c310-43¢5-93%-71f513d84, 2024/12/20 12:50:00 I s Hybrid Cloud Ob: bilit... farv Hybrid Cloud Observabilit.. Memory utilization
12a952ed-3f83-4156-ada5-ccbac9960. 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Ob bilit..  Sol Hybrid Cloud Observabilit.. Memory utilization
13be0229-d248-43e4-9ad2-aa7edafbd.., 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit.. Memory utilization
1509220-c600-46f0-b880-a53a6bc22... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit..  Memory utilization

“ <IN 2 3 4 5 > 10 v items per page 1-10 of 372272 items

o

7.2.6.3

Figure 542 — Success Message

Save As Metric

This option will enable user to save currently opened view with columns populated in data grid so that same view can be
shown to any other user in an organization. It is very helpful for admins to configure this kind of view for other users in

an organization by creating a different view other than current view. For e.g., view to list out all events with critical severity

only. Please follow below steps to save as events:

1. Inthe top navigation bar, click on Data View and click on Metrics.
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Home > Metrics

Select View  Metrics v - & B8 8 @ <

(o] Y ToollD Y  Entity Y Metric Polled Time Y  Manager Y Agent

0245b853-6bd0-4b72-8503-9500a9k0... 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics
0bf4c561-abd7-47da-8ebe-acf38077... 2024/11/28 15:52:00 AppDynamics - Metrics AppDynamics - Metrics
5697bc92-85¢c-4541-8b31-d51bfabbe... 2024/11/28 15:52.00 AppDynamics - Metrics AppOynamics - Metrics
890678eb-120c-487e-3e61-07308037.., 2024/11/28 15:52:00 AppDynamics - Metrics AppDynamics - Metrics
201361d6-d260-4cRe-9569-7653547d... 2024711728 15:52:00 AppDynamics - Metrics AppDynamics - Metrics
fdd9echa-4ca9-496§-293-502979802... 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics
f117762-9d4f-4e0a-817d-8144503¢02... 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics
12bf9589-d730-4844-9700-b7f1c11b4... 2024/11/28 15:52:00 AppDynamics - Metrics AppDynamics - Metrics
de62326a-3¢67-4b7c-95db-c9291309... 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics
©92%29b0-826a-4407-298f-974e17aff4... 2024/11/28 15:52:00 AppDynamics - Metrics Applynamics - Metrics

Figure 543 — Save As Metric

2. Once the user click on Save As button, a pop-up will open to provide following information:
e View Name: Name of view like critical events.
e Description: Description of view like list all critical events.

e  Show To: Either it will be visible to user who is saving it or to other users.

Save As X
View Name * Description *

Show to

My Self v

Save Close

Figure 544 — Save As Metrics

3. Next, click on save button to save view and this view will be available in list for users.

7.2.6.4 Refresh Metric
This option will enable user to refresh data grid to populate latest data over screen.
Please follow below steps to refresh metrics grid:
1. Inthe top navigation bar, click on Data View and click on Metrics.

2. Once the user can click the Refresh button, confirmation pop up message will appear.
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BTM Application Summe
CPU in percentage
Memory in percentage
Memory in percentage
BTM Application Summz
BTM Application Summa
BTM Application Summs
CPU in percentage

CPU in percentage
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7.2.6.5

7.2.6.6

Home > Metrics

Select View Matrics ~

D T

0245b853-6bd0-4b72-8503-9500a9b0. .
0bf4c561-abdT-47da-3ebe-aci3fE077...
5697he92-85¢c-4541-8b31-dS 1bfadbe...
890678eb-f30c-487e-8261-073082037...
201361d6-d260-4cBe-9569-7653547d...
fd4gecba-4ca9-496f-293e-502978802..,
ff117762-0d4f-de0a-817d-8f44503¢02...
12b19589-d730-4844-9700-b7f1c11b4...
deb2326a-3c67-4b7c-95db-c9291309...

©92%a9b0-826a-4407-a98(-974e172ff4...

Tool IO

v

Entity

Y Metric Polled Time T
2024/11/28 15:52:00
2024/11/28 15:52:00
2024/11/28 15:52:00
2024/11/28 15:52:00
2024/11/28 15:52.00
2024/11/28 15:52:00
2024/11/28 15:52:00
2024/11/28 15:52:00
2024/11/28 15:52.00

2024/11/28 15:52:00

Manager

AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Matrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics

AppDynamics - Metrics

@D [C]e = & ¢

Y  Agent T
AppCynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppCynamics - Metrics
AppCynamics - Metrics
AppCynamics - Metrics
AppDynamics - Metrics
AppDynamics - Metrics
AppCynamics - Metrics

AppCynamics - Metrics

This option will enable user to stop/start live update of data being shown in grid. Please follow below steps to

Live Metrics Data

enable/disable live metrics.

¥ items per page

Figure 545 — Refresh Metric

1. Inthe top navigation bar, click on Data View and click on Metrics.

2. Users can see the Live Metrics Data, and this will be updated regularly, and automatically refresh the grid.

Home > Metrics

Select View Metrics v

o Y

0680597-9e19-46¢5-b225-3a760deDf .,
0820dca1-3571-49ed-914f-fe5cbadfos...
0bb4ddfc-adbd-defb-9783-6550a9b5. .
OcBe30ee-30c6-4cdc-a471-143e8bc27...
0fc71d45-3528-4af3-b938-191£26896¢...

OffSddee-a362-4163-aa25-184f155e3¢...

10e20010-c910-43c5-939%-71f513d84,

12a952ed-3f83-4f56-ada5-ccb4c9960...
13be0229-d248-43e4-9ad2-a0Tedafbd...

15§09220-c600-46f0-b880-a53a6bc22...

Tool ID

2

Entity ¥

Metric Polled Time

2024/12/20 1250:00
2024/12/20 12:50:00
2024/12/20 12:50:00
2024/12/20 12:50:00
2024/12/20 12:50:00
2024/12/20 12:50:00
2024/12/20 12:50:00
2024/12/20 12:50:00
2024/12/20 12:50:00

2024/12/20 12:50:00

A

Manager ¥

[e=0]

Agent 14

JarWinds Hybrid Cloud Observabilit...

! ds Hybrid Cloud Ob bilit...
SolarWinds Hybrid Cloud Observabilit...

SolarWinds Hybrid Cloud Observabilit...

larWinds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Observabilit..,

SolarWinds Hybrid Cloud Observabilit...

I ds Hybrid Cloud Ob: bilit...
SolarWinds Hybrid Cloud Observabilit...

SolarWinds Hybrid Cloud Observabilit...

SolarWinds Hybrid Cloud Observabilit...

SolarWinds Hybrid Cloud Observabilit...

S Hybrid Cloud Ob: bilit...
SolarWinds Hybrid Cloud Observabilit...

SolarWinds Hybrid Cloud Ob: bilit...

S Hybrid Cloud Observabilit...

SolarWinds Hybrid Cloud Observabilit...

& linds Hybrid Cloud Observabilit...

Hybrid Cloud Observabilit...

Hybrid Cloud Observabilit...

)
o

3. To stop live data update, please click on Live button, it stops updating the live noise event data, a confirmation

10

¥ items per page

Figure 546 — Live Metrics Data

message will appear, stating that “Auto — refresh has been disabled”.

Apply Filters

This option will enable user to apply filters over currently opened view to see data of specific values. For e.g., to see list

of critical events, user can set filters over severity columns of all metrics ‘data. Please follow below steps to apply filters:

1. Inthe top navigation bar, click on Data View and click on Metrics.

2. Click on the filter option present at each column as shown in figure:
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Parameter

BTM Application Summe
CPU in percentage
Memary in percentage
Mamory in percentage
BTM Application Summs
BTM Application Summz
BTM Application Summs
CPU in percentage

CPU in percentage

Volumes in percentage

B 8 R 2

Parameter

CPU utilization
CPU utilization
Memory utilization
Memory utilization
CPU utilization
Memory utilization
Memory utilization
Memory utilization
Memory utilization

Memory utilization

1-10 of 373624 items
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Home > Metrics

Select View Metrics . -
(3] Y ToollD Y  Entity E Metric Polled Time Y Manager Y  Agent
0245b853-6bd0-4b72-8503 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics
0bf4c561-abd7-47da-ebe-acf38077... 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics
5697bc92-85¢c-4541-8b31-d51bfasbe... 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics
890678eb-f20c-437e-8e61-073082037.., 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics
201361d6-d260-4cBe-9569-7653547d... 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics
fdd9ecba-4ca9-496-293e-502978802... 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics
117762-9d4f-2e9a-817d-8144503¢02... 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics
12bf9589-d730-4844-5700-b7f1c11b4... - 2024/11/28 155200 AppDynamics - Metrics AppDynamics - Metrics
deb2326a-3¢67-4b7c-95db-c9291309... 2024/11/28 15:52.00 AppDynamics - Metrics AppDynamics - Metrics
292929b0-8262-4407-298f-974e17aff4... 2024/11/28 15:5200 AppDynamics - Metrics AppDynamics - Metrics
W <Nl 2 3 4 5 > M 10 v items per page

“
=

88 R

Parameter

BTM Application Summa’ |
CPU in percentage
Memory in percentage
Memory in percentage
BTM Application Summsz
BTM Application Summaz
BTM Application Summe
CPU in percentage

CPU in percentage

Volumes in percentage

(b}

Figure 547 — Filter Operation

3. Afilter screen will come up which enables user to select field and corresponding operator along with value to filter

data.

Home > Metrics
Select View Metrics v

[} Y

0245b853-6bd0-4b72-85b3-950055900..,
0bfac561-abd7-47da-Bebe-acf3fa077...
5697bc92-85cc-4541-8b31-d51bfabbe...
890678eb-f30c-487e-8e61-07308e037...
201361d6-d260-4cBe-9569-76535474...
fd49ecba-4cad-406f-ad3e-50a078802...
117762-9d4f-4e92-817d-8f44503c02...
12bf958¢-d730-4844-9700-b7f1c11b4...

deb2326a-3¢67-4b7¢-95db-c9291309...

©92929b0-826a-4407-298f-974e17aff4...

ToolID Y Eniity

Y Metric Polled Time

Operator
Like

2024/11/28 15:52:00
2024/11/28 15:52:00
2024/11/28 15:52:00

2024/11/28 15:5200

Y

Manager

AppDynamics -
AppDynamics -
AppDynamics -
AppDynamics -
AppDynamics -
AppDynamics -
AppDynamics -
AppDynamics -
AppDynamics -
AppDynamics -

Metrics
Metrics
Metrics
Metrics
Metrics
Metrics
Metrics
Metrics
Metrics

Metrics

Y Agent
AppDynamics
AppDynamics
AppDynamics
AppDynamics
AppDynamics
AppDynamics

AppDynamics -
AppDynamics -
AppDynamics -
Applynamics -

- Metrics
- Metrics
- Metrics
- Metrics
- Metrics
- Metrics

Metrics
Metrics
Metrics

Metrics

¥ items per page

Parameter

BTM Application Summév
CPU in percentage
Memory in percentage
Memory in percentage
BTM Application Summs
BTM Application Summz
BIM Application Summe
CPU in percentage

CPU in percentage

Volumes in percentage

Figure 548 — Filter Operation

4. Users can see the result of applied filter.
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7.2.6.7

Home > Metrics

Select View Metrics v - o B8 R
Appliad Filters | Entity LIKE ASUPERCARZ = iv
D T TeollD Y  Entity T Metric Polled Time T  Manager T  Agent T  Parameter Y M
0245b853-6bd0-4b72-85b3-95002800. ., 2024711728 135200 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re... 0
fdd9ecba-4cal-496f-a93e-50a078802... 2024/11/28 15:52:00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re.. 0
206755¢4-bTd5-4260-a4d1-77609518.., 2024/11/28 15:5100 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re... 0
26500c98-e36a-494b-8292-a64acc063... 2024/11/28 15:5000 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re.. 0
2770d8fe-e38b-49e3-8342-84505018... 2024/11/28 15:5000 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re.. 0
3d2103da-95be-468f-9241-af 1bc3d3e... 2024/11/28 15:5000 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re... 0
23074064-14d6-4b81-94cc-50bcfa23f9.., 2024/11/28 15:4900 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re... 0
54c34768-3886-407h-Bdbe-4e54baed... 2024/11/28 15:48:00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re... 0
Se81fc2e-Tddd-4e26-adbe-48d36dat... 2024/11/28 15:48:00 AppDynamics - Metrics AppDynamics - Metrics ETM Application Summary Average Re.. 0
4fd42e80-43de-470a-9173-2aea2bd4... 2024/11/28 15:48:00 AppDynamics - Metrics AppDynamics - Metrics BTM Application Summary Average Re... 0
Mmoo« 12 3 4 5 . » m 10+ items per page

Figure 549 — Filter Operation

Download CSV

This section provides user to download CSV data of records based on the filter they apply to the records of the events

screen. User can download the csv files with max of 1000 records.
1. Inthe top navigation bar, click on Data View and click on Metrics.

2. Apply the filters as per the requirements.

3. Click on the Download CSV -‘J—" action button.

4. Check the downloads in the system, the CSV file would be downloaded.

Home » Metrics

Select View Metrics v

@D - - - s[5

[} Y ToollD Y  Entity Y Metric Polled Time Y Manager Y  Agent Y  Parameter

06825{97-9219-46¢5-b225-3a76bdedf... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit.. ~ CPU utilization
0820dca1-3571-49ed-914f-feScbadf9s... 2024/12/20 12:50.00 SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit..  CPU utilization
Obb449fc-adb3-4efb-9788-6550a9b5a... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit..  Memory utilization

Octe30ee-30c6-4cdc-ad71-143e8bc27...
0fc71d45-35a8-4af3-b938-19136396¢...

0ffSddee-a362-4163-aa25-184f155e3¢...

10ea0010-c510-43¢5-93%-71(513d84., 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabilit.. ~ SolarWinds Hybrid Cloud Observabilit..  Memory utilization
12a952ed-3f83-4f56-ada5-ccb4c9960... 2024/12/20 12:50:00 SolarWinds Hybrid Cloud OL bilit... larWinds Hybrid Cloud Observabilit..  Memory utilization
13be0229-d248-43e4-9ad2-aaTedafbd.., 2024/12/20 12:50:00 SolarWinds Hybrid Cloud Observabi SolarWinds Hybrid Cloud Observabilit..  Memory utilization
15§09220-c600-46f0-b880-a53a6bc22... 2024/12/20 12:50.00 SolarWinds Hybrid Cloud Observabilit..  SolarWinds Hybrid Cloud Observabilit..  Memory utilization

2024/12/20 12:50.00
2024/12/20 12:50:00

2024/12/20 12:50.00

SolarWinds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Observabilit...

SolarWinds Hybrid Cloud Observabilit...

SolarWinds Hybrid Cloud Observabilit...
SolarWinds Hybrid Cloud Observabilit...

SolarWinds Hybrid Cloud Observabilit...

Memory utilization
CPU utilization

Memory utilization

v

items per page

1-10 of 372272 items

(0]

e

Figure 550 — Download CSV for Metrics Data

Note:

Anomaly Metrics:

- On selecting the anomaly metrics user can see the anomaly metrics data over the select view dropdown.
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- On selecting the anomaly metrics from the select view dropdown, user can see the anomaly metrics
data over the metrics screen.

Configuration Guide 293



8 Integration

IMM (Integration Management Module) offers a list of out of box adapters for onboarding in NiFi.

Below is the list of adapters with respective required fields.

In case a connector is required to be deleted then it needs to be first deleted from Nifi and
then from iMM.

For details of Out OF Box NiFi Connectors Integration, please refer to HCL IEM Integration Guide.
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9 Glossary of Terms

9.1 Key Terminology Used in IEM

Table 4 — Key Terminology Used in IEM

IEM IntelliOps Event Management

IMM Integration Management Module

IEA IntelliOps Events Accumulator

ETL Extract, Transform, Load

Al Artificial Intelligence

00B Out of the Box

NiFi Apache NiFi (short for Niagara Files)
VM Java Virtual Machine

API Application Programming Interface
ul User Interface

NIC Network Interface Card

SSD Solid State Drive

CPU Central Processing Unit

SNMP Simple Network Management Protocol
FQDN Fully Qualified Domain Name

SSL Secure Sockets Layer

URL Uniform Resource Locator

Cl Configuration Item

CMDB Configuration Management Database
PoC Proof of Concept

IT Information Technology

ITSM IT Service Management

AIML Artificial Intelligence and Machine Learning
SSO Single Sign-On

SAML Security Assertion Markup Language
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