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1 Preface
This section provides information about the IEM PUBLISH SERVICE API Guide, IEM Bi-directional Integration API
guide and includes the following topics.
- Intended Audience
- Conventions
1.1 Intended Audience
This guide is intended for users who have access and authorized to use IEM PUBLISH SERVICE, I[EM Bi-directional
Integration APIs
1.2 Conventions
The following typographic conventions are used in this document:
Table 1 - Conventions
Convention Element
Boldface Indicates graphical user interface elements associated with an action, or terms defined
in text or the glossary
Blue Underline face Indicates cross-reference and links

Courier New (Font)

Indicates commands within a paragraph, URLs, code in examples, and paths including

onscreen text and text input from users

Italic Indicates document titles, occasional emphasis, or glossary terms
Numbered lists Indicates steps in a procedure to be followed in a sequence
Bulleted lists Indicates a list of items that is not necessarily meant to be followed in a sequence
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2 IEM API Overview

2.1 IEM Publish Service Overview
[EM Publish is a REST API service which helps to ingest the data into I[EM system with different APIs using

authentication.
2.2 IEM Bi-directional Integration Overview

IEM Bi-directional Integration is a REST API service which helps to auto update the actionable state to resolve in

IEM using authentication when the ticket is getting resolved using the ITSM tool.
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3.1

3.1.1

3.1.2

About IEM Publish Service APIs

IEM Publish service offers a set of REST APIs. Using these APIs, a user establishes the connection between [EM and

Nifi connectors using the IMM console, which will help to have continuous live data from Nifi to IEM.

Listed below are the methods that are supported by [EM Publish Service API calls.
— HTTP POST: Methods to create or change an object.

IEM Publish Service Rest API Request

To consume the functionality of IEM, Publish Service provided by a specific API, an enterprise tool needs to place a
request. This section details the construction of that request that is supported by IEM Publish Service. Requests

are typically categorized in terms of the requested operation: create (POST) or retrieve (GET).

Authentication
HTTP communications between IEM Publish API client and servers are secured with SSL. IEM Publish API
supports token-based authentication with cookies. To get a token, the user needs to provide a valid username and
password using basic authentication to Token APIL
To get the credentials, contact the IEM Admin of an organization (Provider/ organization).
It is important to have the user creds listed below to make a valid API call to IEM Publish API.
— Email: A valid username to access the API

— Password: A valid password to authenticate the API

Request Header
The following HTTP headers are included in IEM Publish Service API requests.

Table 2- Request Header Fields

Headers Description

Cookie All requests from authenticated clients must include “access_token” for

cookies in headers

IEM API Guide
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3.2 IEM Publish Service Rest API Responses

Once an enterprise tool requests an [EM Publish service API, an API response is sent to that tool from IEM Publish
API post successful authentication. This section details the format of that response.

All responses include a HTTP status code, e.g., 200 for “success”, 403 for “Forbidden” etc. Hence, response content
depends on the request.

The response body to a POST request contains a message if data has been published or not.

3.21 HTTP Response Codes
Every response for an IEM Publish Service API call has a response code embedded within it. The table below lists
the meaning associated with all the response codes used in [EM Publish Service API call responses. Each of these
response codes identifies the reason behind the action that was taken in an API call.

Table 3 - HTTP Response Codes

Status Code Status Description
200 OK The request is valid and was completed. The response includes a document body.
400 Bad Request The request body is malformed, incomplete, or otherwise invalid.
401 Unauthorized An authorization was expected but not found.
403 Forbidden The response status code indicates that the server understands the request but refuses to

authorize it.

404 Not Found One or more objects specified in the request could not be found in the specified IEM
Publish Service API directory.

500 Internal Server The request was received but could not be completed because of an internal error in the

Error server.

IEM API Guide
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3.3 How to call IEM Publish Service APIs

This section explains how users can consume IEM Publish Service APIs. The tool that has been used to

demonstrate the IEM Publish Service API consumption in this guide is “Postman”.

3.3.1 Calling Token API to get a token
1. Define methodtype = POST

POST v https:ff  Token API FQDN fapifvifuser{token

Params  Authorization®  Headers (8} Body  Pre-request Script  Tests  Setlings

Figure 1 - How to consume token API

2. Define the basic authentication with username and password.

Params  Authorization ®  Headers (8) ~ Body  Pre-request Script  Tests  Settings Gookies
Type Basic A.. v Username
The authorization header will be password

srrsrrerrrarrny

automatically generated when you
send the request.
Learn more about authorization 2

\:\ Show Password

Figure 2- How to Consume Token API (cont.)

3. Click on the Send button to get a token in response body which will be used to access all the APIs of IEM
Publish Service in a session.

a. Ifuser creds are valid, API will return access token in response.

Body Cookies (?) Headers (24) Test Results @5 200 0K 1536 ms 5.69KB  Save Response v
Pretty Raw Preview  Visualize JSON v S mQ
. .
2 "status_code": 200,
3 'data": {
4 "email": ,
5 "name": ,
6 "is_superadmin": false,
7)accesstoken”:

8 "refresh token":

Figure 3- How to consume Token API (cont.)

IEM API Guide
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b. Ifuser creds are invalid, API will return warning message.

Params  Authorization ®  Headers (9} Body  Pre-request Script  Tests  Settings Cookies
- uselldiie
Type Basic.. Vv
Password

The authorization header will be

automatically generated when you || Show Password

Body Cookies (2} Headers (23} Test Results @ 4071 Unauthorized $78ms $74B  Save Response v
Pretty Raw Preview Visualize JSON v S mQ
11 |

2 "detail": "Invalid username/gasswor L
3} |

Figure 4 - How to consume Token API (cont.)

3.3.2 Calling Publish API endpoint with access token
1. Set cookies with access token for Publish service API domain
— Method 1:

a. Click on cookies.

‘ams  Authorization ®  Headers (9} Body  Pre-request Script  Tests  Settings ﬁ Cookies

° Besic.. v Username Username

= authorization header will be

Password FIBFFIIIIBININY
omatically generated when you
ly Cookies (2) Headers (24) Test Results @é 200 0K 1536 ms 5.69KB  Save Response v
retty  Raw  Preview  Visualize  JSON v mQ
L]
2 "status_code": 200,
3 "data": {
4 "email":

Figure 5 - How to consume Publish APIs

b. Add a domain of Publish Service API

MANAGE COOKIES X

Domain URL m

Figure 6 - How to consume Publish APIs (cont.)
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c. Click on add cookies.

0 cookies

Domain URL

+ Add Cookje

Figure 7 - How to consume Publish APIs (cont.)

d. Setaccess token key with token value.

DOMAIN URL B 2 cookies

access_token X refresh_token X + Add Coockie

Figure 8 - How to consume Publish APIs (cont.)

e. Close the cookies window.

MANAGE COOKIES ———B X

Type a domain name m

Figure 9 - How to consume Publish APIs (cont.)

— Method 2:

1. Setcookie with access token in API headers

I IEM API Guide
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Farams  Authorization  Headers (8] Body  Fro-request Scipt  Tests  Selfings

Accapl-Encoding (© g, dellate, 24
conrection (0 ketp-alve
B cocke acewss tokine

Figure 10 - How to consume Publish APIs (cont.)

2. Enter the Publish API endpoint with “POST” as method type
POST v hilps/- Publish API FQDN . publish/allevants/
Params  Authorization  Headers (10} Bodye  Fre-request Seript  Tests  Settings Cockles
Figure 11 - How to consume Publish APIs (cont.)
3. Enter valid Json for API body/payload
Parwns  AuIborzation Headers (10) Body®  Sre-request Scrpt Tests  Sellings Cookies
O rore O form-date O cwww-Torm-utercoded @ raw O onary O GraphQL  JSON Beoautify

1 q

7 parametexcategory : “cou”,

“ paranetertype’ : "cpu”,

2 paraneternare © “cpu®,

o paramotexic”: “cou”,

7 severity": “4°,

cescxiption™: “cou issue”, L)

9 sessages”: “Spu lssue”,

19 entity"”: “entityl”,

1 entityid": “entityl’,

Figure 12 - How to consume Publish APIs (cont.)
4. Click on Send to get API response.
5. APIresponse will contain a success or failure message based on Json provided
a. Success case

IEM API Guide
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29 "enveustomerid”: ™

S | "ol customeTnaned” . [ ]
22 “ieventid":

3 “firstoceurrence”: “2604-84-16T12:61 80 2547,

24 "splithy”:

5 L
%k

Body ©Cookbes (1 Hesders (150 Test Resulis lﬂ 200 0K 106 ms B41E Save Response v

Fratty Raw Prirsiny Vitwakre JBON v = wmQ

1 i |

2 “message”: “Oata published successfully”

3

Figure 13 - How to consume Publish APIs (cont.)

b. Failure cases

i. When access token is not provided

Params ALAmarinatien Hegders (10} Bty » Pr-reaquest Serip) Tears Sating Conlkiss
@ none @ foem-dmia 0 owww-fonm-uriencoded @ rww 0 pinery D GraphQL JSON v Bamnify
1 q
2
1 "paramgtercabegory”: Topu”,
4 “paramstertype Copu”,
& “paramotorname”: “opu”,
[ “parameterid”: Copu”,
7 “severity”:
B “descripti DN iREueT, a
7 “mesiages” i “cpu issue”,
18 “entityTl Centityl®,
1 “entityid”: “enatityl”,
a9 FaanandeatdbudAT s Taaed e e
Body  Cooddss (1) Hsaders (130 Test Sesils 40 Uesitherizes 43 ms 514 B SsveResponas v
Eretty ER Craves isualize B0 = | =]
1 |
2 “message”: "Missing access token®
3

Figure 14 - How to consume Publish APIs (cont.)

ii. When invalid token value is provided

28 "envoustomerid": ‘

21 "toolcuntomernare s " .

22 “ieventid": .

23 “flrstoccurrence™: "2824.84-16112:61:80,25477, L
24 “splithy":

25

26 3

Body Cookles (1) eacders (13;  Test Results @ 401 Unawhodzod 552 ms 5350 Seve Response v

Pretty  Raw  Prevew  Visualize  JSON v mQ
o | I
2 “mossage”: “Invalid access toxen’

3

Figure 15 - How to consume Publish APIs (cont.)
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iii. When data has been sent for inactive customer or customerid is invalid

TiIrsStoccurT@nce o 2004 -84 - 167126186 2547,

Figure 16 - How to Publish APIs (cont.)

iv. When customer id is valid, but user is not mapped to that customer

firstoccurrence”: "“2A24-84-16T12:81 88 2547

splithy
dy Cookies bactnrs (130 Teol Semlls §& 400 Unauthorized 502ms S50 B Save Response ~
Pradly S P aviny WisLakre JEOM = - CJ.

Figure 17 - How to consume Publish APIs (cont.)

3.4 IEM Publish Service API Details
This section provides the details of all the existing APIs for IEM Publish Service. The APIs in the current version of
IEM Publish Service utilize the GET and POST methods. Listed in the table below are the APIs categorized based on
these methods.

Table 4 - IEM Publish Service GET API Details

POST APIs - To publish data into IEM

S. No. API API Description

1 https: {{domain}}/publish/health The API returns a message “API is running” with 200 status code
check/

Table 5 - IEM Publish Service POST APIs

POST APIs - To publish data into IEM

S. No. API API Description
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1 Generate Token

This APl is used to generate the security token with the valid

user credentials.

2 Publish Events data This APl is to send the events data into GCP pubsublite topics, it
will be processed further and will be visible over IEM console
3 Publish Metrics data This API is to send the metrics data into GCP pubsublite topics,
it will be processed further and will be visible over IEM console
4 Publish Entity Topology data This APl is to send the entity topology data into GCP pubsublite
topics, it will be processed further and will be visible over IEM
console
5 Publish Service Topology data This API is to send the service topology data into GCP
pubsublite topics, it will be processed further and will be visible
over IEM console
6 Publish Healthcheck data This APl is to send the Nifi adaptors health check data into GCP
pubsublite topics, it will be processed further and will be visible
over I[EM console
34.1 Generate Token
Table 6 - Generate Token
Element Description
API Generate Token
API returns the access token based on username and password to
Description
authenticate IEM Publish APIs.
Method POST
URL https://<Hosted API>/api/v1/user/token
Body NA
Header Authorization headers using basic authentication with username and

Response (Success Case: 200 OK

status code)

password
{
"status_code": 200,
"data": {
"email": "<user_email>",
"name": "<User name>",
"is_superadmin": false,
"access_token": "<token_value>",

"refresh_token":

"<refresh_token_value>",

IEM API Guide
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Response Parameter Access_token

Response (Failed Case: 401

Unauthorized status code)

3.4.2 API: Publish Events Data
Table 7 - Publish Events Data
Element Description
API Publish Events data
This API is to send the events data into GCP pubsublite topics, it will be processed
Description
further and will be visible over IEM console
Method POST
URL https://<Hosted API>/publish/allevents
Header Cookies with access_token value
Body
IEM API Guide 19
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Response
(Success Case: 200 OK status
code)

Response

(Failed Case 1: 401

Unauthorized status code)

Response

(Failed Case 2: 401

Unauthorized status code)

Response

(Failed Case 3: 401

Unauthorized status code)

Response
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(Failed Case 4: 401

Unauthorized status code)

Response

(Failed Case 5: 401

Unauthorized status code)

3.4.3 API: Publish Metrics Data
Table 8 - Publish Metrics Data
Element Description
API Publish Metrics data
Description This API is to send the metrics data into GCP pubsublite topics, it will be processed further and will
be visible over IEM console

Method POST
URL https://<Hosted API>/publish/metrics
Header Cookies with access_token value
Body

IEM API Guide 2
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Response

(Success Case: 200 OK

status code)

Response

(Failed Case 1: 401
Unauthorized status

code)

Response

(Failed Case 2: 401
Unauthorized status

code)

Response
(Failed Case 3: 401
Unauthorized status

code)

Response
(Failed Case 4: 401
Unauthorized status

code)

Response

(Failed Case 5: 401

Unauthorized status

code)
3.4.4 API: Publish Entity Topology Data
Table 9 - Publish Entity Topology Data
Element Description
IEM API Guide 22
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API Publish Entity Topology data

Description This APl is to send the entity topology data into GCP pubsublite topics, It will be processed
further and will be visible over IEM console

Method POST

URL https://<Hosted API>/publish/enti
Header Cookies with access_token value
Body

Response

(Success Case: 200
OK status code)

Response

(Failed Case 1: 401
Unauthorized status
code)

Response

(Failed Case 2: 401
Unauthorized status
code)

Response

(Failed Case 3: 401
Unauthorized status
code)

Response
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(Failed Case 4: 401
Unauthorized status
code)

Response

(Failed Case 5: 401
Unauthorized status
code)

3.4.5 API: Publish Service Topology Data

Table 10 - Publish Service Topology Data

Element Description

API Publish Service Topology data

Description This APl is to send the service topology data into GCP pubsublite topics, It will be processed further
and will be visible over IEM console

Method POST
URL https://<Hosted API>/publish/service

Header Cookies with access_token value

Body

Response

(Success Case: 200
OK status code)

Response

(Failed Case 1: 401
Unauthorized status
code)

Response

(Failed Case 2: 401
Unauthorized status
code)

Response
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(Failed Case 3: 401
Unauthorized status
code)

Response

(Failed Case 4: 401
Unauthorized status
code)

Response

(Failed Case 5: 401
Unauthorized status

code)
3.4.6 API: Publish Healthcheck Data
Table 11 - Publish Healthcheck Data
Element Description
API Publish Healthcheck data
Description This API is to send the Nifi adaptors healthcheck data into GCP pubsublite topics, It will be
processed further and will be visible over IEM console
Method POST
URL https://<Hosted API>/publish/healthcheck
Header Cookies with access_token value
Body
IEM API Guide 25
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Response

(Success Case: 200
OK status code)

Response

(Failed Case 1: 401
Unauthorized status
code)

Response

(Failed Case 2: 401
Unauthorized status

code)

Response

(Failed Case 3: 401
Unauthorized status

code)

Response

(Failed Case 4: 401
Unauthorized status
code)

Response

(Failed Case 5: 401

Unauthorized status

code)

o))
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4

4.1

41.1

4.1.2

About IEM Bi-directional Integration with ITSM APIs

IEM Bi-directional Integration with ITSM offers a set of REST APIs. Using these APIs, a user establishes the
connection between IEM and ITSM tools (ex: SNOW, Service Exchange), which will help to auto update the

actionable state in [EM when resolving the ticket at ITSM tool.

Listed below are the methods that are supported by IEM Bi-directional Integration with ITSM API calls
- HTTP POST: Methods to create or change an object.

IEM Bi-directional Integration with ITSM Rest API Request
To consume the functionality of IEM Bi-directional Integration with ITSM provided by a specific AP], an enterprise
tool needs to place a request. This section details the construction of that request that is supported by IEM Bi-

directional Integration with ITSM. Requests are typically categorized in terms of the requested operation: create
(POST).

Authentication

HTTP communications between IEM Integration API clients and servers are secured with SSL. [EM Bi-directional
Integration  API supports

1. Token-based authentication with cookies

2. Basic authentication using username and password.
To get a token, the user needs to provide a valid username and password using basic authentication to take API.
To get the credentials, contact the IEM Admin of an organization (Provider/ organization).
It is important to have the user creds listed below to make a valid API call to IEM Bi-directional Integration API.

— Email: A valid username to access the API

— Password: A valid password to authenticate the API

Request Header
The following HTTP headers are included in IEM Bi-directional Integration API requests.

Table 12 - Request Header Fields

Headers Description

Cookie All requests from authenticated clients must include “access_token” for cookies in

headers

Authorization Basic authentication header using username and password

4.2

IEM Bi-directional Integration with ITSM Rest API Responses
Once an enterprise tool requests a IEM Bi-directional Integration API, an API response is sent to that tool from IEM
Integration API post successful authentication. This section details the format of that response.
All responses include a HTTP status code, e.g., 200 for “success”, 403 for “Forbidden” etc. Hence, response content
depends on the request.

The response body to a POST request contains a message if the request is successful or not.

IEM API Guide
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421 HTTP Response Codes
Every response for an I[EM Bi-directional Integration API call has a response code embedded within it. The table
below lists the meaning associated with all the response codes used in [EM Bi-directional Integration API call

responses. Each of these response codes identifies the reason behind the action that was taken in an API call.

Table 13 - HTTP Response Codes

Status Code

Status Description

200 OK

The request is valid and was completed. The response includes a document body.

400 BadRequest

The request body is malformed, incomplete, or otherwise invalid.

401 Unauthorized

An authorization header was expected but not found.

403 Forbidden

The response status code indicates that the server understands the request but refuses to

authorize it.

404 Not Found One or more objects specified in the request could not be found in specified IEM Bi-

directional Integration with ITSM API directory.

500 Internal Server Error The request was received but could not be completed because of an internal error in the

Server.

4.3 How to call IEM Bi-directional Integration with ITSM APIs
This section explains how users can consume [EM Bi-directional Integration APIs. In this guide “Postman” tool has
been used to explain IEM Integration API calls and considering “SNOW” as ITSM tool.

4.3.1 API Authentication

Bi-directional Integration API supports two types of authentications as follows
1. Basic authentication using username and password.

— Provide username and password for authorization using basic authentication to Integration API.

WTiE . AUthOFiz athon » [ 1] V- - Peausst Script Tadls alling: Cookies

Uisistrrarme Usernamae

Password

Shonw Passenord

Figure 18 - How to consume token API
2. Token based authentication

— Calling Token API to get a token

IEM API Guide 28



a. Define methodtype = POST

POST ~  hitps:ff:  Token API FQDN fapifvifuserftoken

Params Authorization = Headers (B) Body Fre-request Script Tests Seltings

Figure 19 - How to consume token API (cont.)

b. Define the basic authentication with username and password to token API

"
Params  Authorization s Headers (8) Body  Pre-recquest Scrpt Tests  Settings Cookies
Tyne Bamc A, ST
T AR ITATEN Meier will be ——

EErEmEEEEEsEREEE

AUBHMAcAly gere aled when you
bl 1P PGl
LT more aboul auBRoriration »

Bhow Passeord

Figure 20 - How to consume token API (cont.)

3. Click on the Send button to get a token in response body which will be used to access the APIs of [EM Bi-
directional Integration in a session.

a. Ifuser creds are valid, API will return access token in response.

Body Cookies (2] Headers (241  Test Results Ea 000K 1536ms 5.69KB  Save Response v
Prelty ~ Raw  Freview  Visualize  JSON ~ =3 mQ

- w L
2 "status_code": 288,
3 “data": §
4 Vemail”: .
] "name" .
6 "is_superadmin®: false,

)

"access_token":

—

8 "refresh_token':

Figure 21 - How to Consume Token API (cont.)

b. Ifuser creds are invalid, token API will return a message.
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Params Authorizalion ®  Hissters (90 Body P requist Scripl Tesls  Sallings Cookios

Type Basic .

W
I Basaword
The authorization header will be
Autoaratically gere aled when you
Body Cookkes () Headers (23] Test Resylts

Show Password

E A0 Unauthosizes 976 ms §74E  Save Response v

Freaty Raar Franies Visuakre JSON = mQ
1 1 1
2 “detail”: “Iavalld wiername/padsmord.

I 1

Figure 22 - How to consume Token API (cont.)

— Calling Integration API endpoint with access token

1. Setcookies with access token for Bi-directional Integration APl domain

— Method 1:

d.

Click on cookies.

WS Autherization « Hisnchars (9] Bady Pré-requist Serpl Teats Seltngs

ﬁj

N Bagic. ~ Ussename Username
& auihorization header will be

mmalically gererated when you

Password

FEREEEEEE R AR

b Cookles (2} Hesders (24)  Tesl Resylis € 200K 1530rms S569KE  SaveResponse v

ety  Raw  Preview  Visuslize  JSON v 5 mQ
2 "status_code": 208,

3 "data": §

4 “eomail™:

Figure 23 - How to consume Integration APIs

Add a domain of Bi-directional Integration with ITSM API

MANAGE COOKIES *

DOMAIN URL

Figure 24 - How to consume Integration APIs (cont.)

C.

I IEM API Guide
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DOMAIN URL cookies

Figure 25 - How to consume Integration APIs (cont.)

d. Setaccess token key with token value.

DOMAIN URL = 2 cookies

access_token X refresh_token X + Add Cookie

Cancel

Save

£

Figure 26 - How to consume Integration APIs (cont.)

e. Close the cookies window.

MAMNAGE COOKIES

Type a domain name

Figure 27 - How to consume Integration APIs (cont.)

— Method 2:

a. Setcookie with access token in Integration API headers.

I IEM API Guide

\m

31



Params  Authorization Headers (8} Body  Pre-request Script  Tesis  Selfings Cookies

Acoept-Encoding © grip, deflate, br
Connection (D keap-shve
B cooke accesstokens  C T 7T

Ky Description

Responge

Figure 28 - How to consume Integration APIs (cont.)

4.3.2 Calling Integration API with valid Json
1. Enter the Integration API endpoint with “POST” as method type.

POST ~  htpsif. Integration APl FQDN “gbpipush/=- Custor®erm- " - o

Figure 29 - How to consume Integration APIs (cont.)

2. Enter valid Json for API body/payload

Farams®  Authorization ®  Headers (10} Body = Fre-request Script Tesis  Seftings Cookdes
O pene B form-data B c-owwew-form-uriencoded @ raw 0 Bnary D GeaphOL JSON Besinify
1 Irstate”:4, "sysid™:" 7 snow sy id °k |

Figure 30 - How to consume Integration APIs (cont.)

Click on Send to get API response.
4. APIresponse will contain a success or failure message based on Json provided

a. Success case

I IEM API Guide
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Body Cookies {1} Headers {13) Test Results @3 2000K 2.27s 513B SaveResponse v
Pretty — Raw  Preview  Visualize  JsoN v T mQ
11 I

2 "message": "Success"
33 |

Figure 31 - How to consume Integration APIs (cont.)

b. Failure cases

i.  When user creds are invalid by using basic authentication

Params®  Authorization®  Headers {9} Bodye®  Pre-request Script  Tests  Settings

Type Basic.. Vv Username

The authorization header will be Password

sersrvrrrsareee

automatically generated when you

send the request. [_
Learn more about authorization 2 —] Show Password

Body Cookies Headers (13} Test Results

€ 401 Unauthorized 302ms 533B  Save Resp
Pretty Raw Preview Visualize JSON v =
1
2 "message"': "Invalid credentials"
3 8

Figure 32 - How to consume Integration APIs (cont.)

ii. ~ When invalid token value is provided using token-based authentication

Body Cookies (1) Headers (13} Test Results

@ 401 Unauthorized 415ms 536 B Save Response v/

Pretty  Raw  Preview  Visualize  Json v @ S mQ
10
2 "message": "Invalid access token"

Figure 33 - How to consume Integration APIs (cont.)
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Body Cookies Headers (13) Test Results €% 403 Forbidden 306ms 524B  SaveResponse v

Pretty Raw Preview Visualize JSON v = li Q

1

2 "message": "Access denied"
33

Figure 34 - How to consume Integration APIs (cont.)

iv.  When invalid customer id provided in URL parameters

Body Cookies {1} Headers (13) Test Results @_a, 400 Bad Request 520 ms 555B  Save Respon

Pretty Raw Preview Visualize JSON v =

2 "message": "Data has been sent for inactive customer”

Figure 35 - How to consume Integration APIs (cont.)

v.  When user not associated with the customer provided in URL parameters

Pretty Raw Preview  Visualze  JSON v mQ
1 f I
2 "message": "User is not associated with the customer"

Figure 36 - How to consume Integration APIs (cont.)
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4.4 IEM Bi-directional Integration with ITSM API Details
This section provides the details of all the existing APIs for IEM Bi-directional Integration with ITSM. The APIs in
the current version of IEM Bi-directional Integration with ITSM have POST methods.
Table 14 - IEM Bi-directional Integration with ITSM POST APIs
POST APIS - To publish data into IEM
S. No. API API Description
1 Generate Token This API is used to generate security token with the valid user
credentials.
2 Fetch Ticket Update This API is to update the actionable state in IEM whenever
ticket is getting resolved at ITSM tool
4.4.1 Generate Token
Table 15 - Generate Token
Element Description
API Generate Token
Description API returns the access token based on username and password to authenticate IEM Integration
APIs.
Method POST
URL https://<Hosted API>/api/v1/user/token
Body NA
Header Authorization headers using basic authentication with username and password

Response (Success
Case: 200 OK status

code)

|

=
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Response Parameter | Access_token

Response (Failed

Case: 401

Unauthorized status

code)

4.4.2 API: Fetch Ticket Update
Table 16 - Fetch Ticket Update
Element Description
API Fetch Ticket Update
Description This API is to update the actionable state in IEM whenever ticket is getting resolved at ITSM
tool.

Method POST
URL
Header
Body
Response

(Success Case: 200 OK status

code)

Response

(Failed Case 1: 403

Unauthorized status code)

Response

(Failed Case 2: 403

Unauthorized status code)

Response

(Failed Case 3: 401

Unauthorized status code)

Response

(Failed Case 4: 401

Unauthorized status code)

Response

(Failed Case 5: 401

Unauthorized status code)
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Response

(Failed Case 6: 401

Unauthorized status code)
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5 API Accessible Matrix

Table 17 - API Accessible Matrix

Type

Action

API User

Organization Users

Provisioning Request | Get

User should be part of organization, but
can’tlogin into Ul of [IEM

User can only perform the set of API

actions

User should be part of organization and
user can login into Ul of IEM but cannot

access these APIs

Post

User should be part of organization, but

can’t login into Ul of [IEM

User can only perform the set of API

actions

User should be part of organization and
user can login into Ul of IEM but cannot

access these APIs
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