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1 Preface

This section provides information about the HCL IntelliOps Event Management (IEM) Configuration Guide and includes

the following topics:

Intended Audience

About This Guide

Related Documents

Conventions

1.1 Intended Audiences

This guide is intended for users for IEM configuration working towards resolution tickets generated by correlating similar
alerts to create correct actionable.

It’s good to have basic knowledge of Java, Data ingestion, transformation, and ETL to work with Apache NiFi.

1.2 About this Guide

This guide introduces us to the key concepts of HCL IEM and describes how to use the product. It provides an overview of

configurations and instructions to perform different tasks.

This document includes the following topics:

Introduction
Getting Started
IEM Collector
IMM Interface
IEM Configuration
IEM Interface
Integration

Glossary of Terms

13 Related Documents

The following documents can be referred in addition to this guide for further information on the IEM platform:

Introduction to HCL IEM Guide

14 Conventions

The following typographic conventions are used in this document:

Table 1 - Conventions

Convention

Element

Boldface

Indicates graphical user interface elements associated with an action, or

terms defined in text or the glossary

Underlined blue face

Indicates cross-reference and links

Numbered lists

Indicates steps in a procedure to be followed in a sequence
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https://www.javatpoint.com/etl-testing

Bulleted lists

Indicates a list of items that is not necessarily meant to be followed in a

sequence
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Introduction

Overview of IEM

HCL IntelliOps Event Management is an Al-powered IT event management platform on the cloud that transforms IT
operations by incorporating AlOps capabilities into the system. Its machine learning-based advanced features, such as
topology correlation, anomaly detection, and noise reduction, not only help reduce Mean Time to Detect (MTTD) and
Mean Time to Recover (MTTR) of incidents but also proactively detect potential issues, prevent outages, and ensure
service continuity for businesses.

This intelligent platform provides integrations with various monitoring tools and custom code within an ecosystem to
ingest a vast volume of heterogeneous data in the form of events, metrics, performance, and configuration information.
Its client-side component — IEM-(IMM) Integration Management Module collects raw events from various monitoring
systems and send it to IEM, it also offers a unique feature of continuous service delivery in the case of connectivity loss
with IEM Cloud, minimizing the impact of outages on IT operations.

IEM also fosters efficient collaboration across teams, ultimately improving system performance and agility. Its integration
with ITSM tools packages industry best practices, significantly reducing duplicate incidents and enhancing the Root Cause

Analysis process by automatically correlating incidents with Change Management.

Key Features

— Early Anomaly Detection: Utilizes metrics for early identification of true anomalies in the lifecycle. Metric anomaly
system is available to identify anomalous metric point for outlier detection based on metric data being ingested.

— Topology Based Alert Correlation: OOB correlation rules available for Correlation of alerts based on relationships
between entities defined in the system.

— Temporal-Based Alert Correlation: Leverages a robust correlation engine and condition-based correlation for
automatic grouping and mapping of alerts with and efficient Feedback System to avoid irrelevant alert to actionable
grouping.

— OOB NiFi Connector Management via IMM (Integration Management Module) Portal: Topology, Entity and
Service data ingestion via NiFi in real-time.

— Automated Noise Reduction: Filters out irrelevant data to reduce noise and focus on meaningful events. There is
Noise Rule Configuration with maintenance windows support.

— Related Problems and Changes view of Actionable for Effective Diagnosis: Helps in addressing impact assessment
for continuous improvement and prioritize actionable based on their potential impact.

— Real-Time Interactive Visualization: Provides user-friendly dashboards for real-time interaction with Metric View,
Service View, and Topology View. Timeline view is also available for events, alerts, and actionable.

— Quick User’s Collaboration: Enables quick chat and collaboration with the team for efficient communication
thereby reducing MTTR along with automated notifications to operators for assigned actionable.

—  Cost Saving View: Significantly benefits by optimizing resources, improving operational efficiency, and reducing

unnecessary expenditures on actionable resolution and reviving the degraded services.
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3 Getting Started

The Following flow diagram displays the onboarding process of IEM:

)
d "\ [ Deploythe IEM 4 N N
Collector
components to
HCL Professional gather relevant data Establish
Services Team oz Integration between Customer Related Integrate Scope
creates [EM D 1;cAr.I)a;:he Nt',F' for d. IEM and Configuration Tools with

(IntelliOps Event 28 M"Ofgr:e‘zl: an IMM for a Seamless in IEM IEM via IMM

Management)Tenant. Data Processing
2.IMM Orchestrator

L o\ forNiFi )\ 2 X et

Figure 1 —IEM Onboarding Flow
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4

4.1

4.1.1

IEM Collector

IEM Collector refers to effectively gathering data from diverse sources, providing a wide range of single click, custom
integrations compliant with the industry standards for connectors and APIs. The events, data and performance connectors
are developed in Apache NiFi. These OOB NiFi connectors can be leveraged for data ingestion very quickly via IMM
(Integration Management Module) Portal.

Overview for NiFi
Apache NiFi is an open-source dataflow system based on the concepts of flow-based programming. It supports powerful

and scalable directed graphs of data routing, transformation, and system mediation logic.

NiFi Architecture
Apache NiFi has a processor, flow controller, and web server that executes on the JVM machine. Additionally, it also

includes three repositories, as shown in the figure, which are FlowFile repository, Content and Provenance repository.

8 JVM @ Web Server

£ Flow Controller

Processor 1 Extension N

S FlowFile S Content Provenance
Repository Repository Repository

Figure 2 - Content and Provenance repository

NiFi executes within a JVM on a host operating system. The primary components of NiFi on the JVM are as follows:

Web Server: The purpose of the web server is to host NiFi’'s HTTP-based command and control API.

Flow Controller: The flow controller is the brains of the operation. It provides threads for extensions to run on and
manages the schedule of when extensions receive resources to execute.

Extensions: There are various types of NiFi extensions which are described in other documents. The key point here is that
extensions operate and execute within the JVM.

FlowFile Repository: The FlowFile Repository is where NiFi keeps track of the state of what it knows about a given FlowFile
that is presently active in the flow. The implementation of the repository is pluggable. The default approach is a persistent
Write-Ahead Log located on a specified disk partition.

Content Repository: The Content Repository is where the actual content bytes of a given FlowFile live. The
implementation of the repository is pluggable. The default approach is a simple mechanism, which stores blocks of data
in the file system. More than one file system storage location can be specified to get different physical partitions engaged

to reduce contention on any single volume.
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4.2

4.2.1

4.2.2

Provenance Repository: The Provenance Repository is where all provenance event data is stored. The repository
construct is pluggable with the default implementation being to use one or more physical disk volumes. Within each
location event data is indexed and searchable.

NiFi is also able to operate within a cluster.

ZooKeeper Server

I & Web Server

Extension N

& Flow Controller

Processor 1

4 Cluster Coordinator
48 Primary Node
() ZooKeeper Client

Provenance
Repository

Content
Repository

FlowFile
Repository

Figure 3 - Repositories

Starting with the NiFi 1.0 release, a Zero-Leader Clustering paradigm is employed. Each node in a NiFi cluster performs
the same tasks on the data, but each operates on a different set of data.
Apache ZooKeeper elects a single node as the Cluster Coordinator, and failover is handled automatically by ZooKeeper.
All cluster nodes report heartbeat and status information to the Cluster Coordinator. The Cluster Coordinator is
responsible for disconnecting and connecting nodes.
Additionally, every cluster has one Primary Node, also elected by ZooKeeper. As a DataFlow manager, you can interact
with the NiFi cluster through the user interface (Ul) of any node. Any change you make is replicated to all nodes in the
cluster, allowing for multiple entry points.

Prerequisites
Prerequisites are specific condition that needs to be met before initiating the configuration. Hence, mentioned below are

pre-requisites for NiFi:

System Requirements For NiFi
Apache NiFi can run on something as simple as a laptop, but it can also be clustered across many enterprise-class servers.
Therefore, the amount of hardware and memory needed will depend on the size and nature of the dataflow involved.
The data is stored on disk while NiFi is processing it. So NiFi needs to have sufficient disk space allocated for its various
repositories, particularly the content repository, flowfile repository, and provenance repository. NiFi needs to be

configured according to the following system requirements:

Supported OS for NIFI
e Linux (Recommended)
e Unix
e Windows

e macOS
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Requires Java 8 or Java 11

4.2.3  Supported Web Browsers
e Microsoft Edge: Current & (Current - 1)
e Motzilla FireFox: Current & (Current - 1)
e  Google Chrome: Current & (Current - 1)

e Safari: Current & (Current - 1)

4.2.4 Hardware Sizing Recommendation
NiFi is designed to take advantage of:

all the cores on a machine

all the network capacity

all the disk speed

— many gigabytes of RAM (although usually not all) on a system

Hence, it is important that NiFi should be running on dedicated nodes. Following are the recommended server and sizing

specifications for NiFi:

—  Minimum of 3 nodes

8+ cores per node (more is better)

At least 8 GB

6+ disks per node (SSD or spinning)

Required Sustained Throughput

Minimum Hardware Requirement

50 MB and thousands of events per second

1 or 2 nodes

8 or more cores per node

6 or more disks per node (SSD or spinning)
2 GB memory per node

1 GB bonded NICs

100 MB and tens of thousands of events per

second

3 or 4 nodes

16 or more cores per node

6 or more disks per node (SSD or spinning)
2 GB of memory per node

1 GB bonded NICs

200 MB and hundreds of thousands of events per

second

5to 7 nodes

24 or more cores per node (effective CPUs)
12 or more disks per node (SSD or spinning)
4 GB of memory per node

10 GB bonded NICs
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Required Sustained Throughput

Minimum Hardware Requirement

400 to 500 MB/sec and hundreds of thousands of

events per second

7 - 10 nodes

24 or more cores per node (effective CPUs)
12 or more disks per node (SSD or spinning)
6 GB of memory per node

B bonded NICs

4.2.5 Port Requirement for NiFi

The following ports are required for internal communication:

e Nifi remote socket port = 10443

e Nifi web https port = 9443

e Nifi cluster port = 11443

e Nifi cluster load balance port = 6342

o Nifi zookeeper connect port=2181, 2888, 3888

43 Overview of IMM

Integration Management Module (IMM) is a component of IntelliOps Event Management which is used for 3rd party tools

integration and ingesting events, metric, performance, and configuration data into IntelliOps Event Management for

performing event management functions.

Using IMM, we can reduce the implementation timeline significantly, allowing you to quickly get the NiFi connectors

onboarded and take control of the event management ecosystem.

4.4 Prerequisite for IMM

Prerequisites are specific condition that needs to be met before initiating the configuration. Hence, mentioned below are

pre-requisites for IMM:

4.4.1 Supported OS for IMM

e  Linux RHEL 8.x

4.4.2  Supported Web Browsers
e Microsoft Edge: Current or previous version
e Motzilla FireFox: Current or previous version
e Google Chrome: Current or previous version

e  Safari: Current or previous version

4.4.3 Hardware Sizing Recommendation

o 2 Web servers & 2 DB servers are required with below configuration:

o WebServer: 2CPU, 4GB
o DBServer: 4CPU, 8GB

4.4.4  Port Requirement for IMM

e |MM KRS Service -4000
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e |MM API Service - 4100
e |[MM Web Portal - 4200

e |[MM Orchestrator Service - 4300
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5 IMM Interface

Integration Management Module (IMM) is a component of IntelliOps Event Management which is used for 3rd party tools
integration and ingesting events, metric, performance, and configuration data into IntelliOps Event Management for

performing event management functions.

For detailed information on how to work with IMM Interface, please refer to the HCL IMM User Guide.
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6

6.1

IEM Configuration
The section provides detailed process of Customer Onboarding and configuration.

Customer Creation
Customer Creation" refers to the process of establishing a new customer profile or record within the event management
system.
By Default, with the setup one environment customer is created named “Default”. Default customer cannot be deleted;
it cannot be renamed though. This section enables us to create multiple customers to cater to a multi-tenant
environment.
Following are the actions a logged in user can perform based on the role.
Please refer to Manage Roles section to understand more about role-based access control.

e Onboarded Customer

e In-progress Customer

Onboarded Customer:
Onboarded View displays the customers that have gone through onboarding process and certain actions can be
performed that are displayed under Actions. The goal of customer onboarding in Event Management AlOps is to facilitate
efficient introduction to the platform, ensuring that customers can quickly and effectively utilize the features of the
system for managing events with the support of Al-driven capabilities.
1. In the top navigation bar, click Customer. Customer Grid will be displayed. This displays a list of all customers
configured in the environment. When users are coming here for the first time, only the default customer will be

listed with Edit option next to it.

Customers + New Customer
Inprogress Onboarded
Customer Description Onboarding Steps Actions
t: D @O @ 2 B @ %
l & @ e 2 B O X
wasopt  muaso P @ @ 2 @ X

]
I
=)
@

e

Show 10~ entries

Figure 4 - Customer Page

e Add New Customer

e Onboarding Steps View
e Enable/Disable State

e View Customer

e  Edit Customer

e Delete Customer

e Download Published API

e Download Installer
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e Download License

e Renew License

6.1.1 Add New Customer

Customer Addition" refers to the process of integrating and introducing a new customer into our event management

system. This encompasses the activities and procedures aimed at getting a customer started, providing necessary

information, and ensuring a smooth transition into using the Event Management platform. The addition process in this

context may involve both manual and automated tasks.

1. User can create a new customer by clicking on the New Customer button.

Customers + New Customer

Inprogress  Onboarded

Customer Description Onboarding Steps. Actions
AlphaCustomer AlphaCustomer view ® o 28 O %
betacustomer betacustomer ! ® e 2 @ 60 &

defaultcustomer

® e 2 6 © %

Show 10 v  entries .

Figure 5 - Navigation for Create New Customer

2. Clicking on add customer a popup is displayed with an input option.

Customer > Customer Details

{7 Customer Details Customer Details

[2) 550 Configuration Name Description

2¢ Role
License Expiry Date Maximum Entity Count

@ User mm/ddAyyy - - [m] 0

22 Group Customer Logo
Choose file | No file chosen

3 Integrations

E» Correlation Rules

Figure 6 - Customer Creation
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§ Customer Details Customer Details

[ S50 Configuration Name Descriptian
dryiceiem iem Operations
£¢ Role
License Expiry Date Maximum Entity Count
@ User 02/06/2025 04:19 PM [m] 500
£ Group Customer Logo

Choose file | download.svg

€3 Integrations
[ Correlation Rules

Entity

Figure 7 - Customer details

3. Specify the name, description, license expiry date and maximum entity count and the customer logo with .svg file

format with max of 200kb image and click Submit.

Customers + New Customer

l ° Customer creation process initiated ¢
Inprogress  Onboarded

dryiceiem 0% N
Initiated create action on 2024-02-06 at 10:52:24

Figure 8 - Customer Creation Process

4. On successful creation, the customer will be listed in the main grid.
5. Click on View Progress button that will show about process flow with completion status of customer based on the
configurations done.

6. The process flow with completion status will be shown like the image below for a particular customer in progress.

dryiceiem
J- Go to Current Step

Folder Creation
Successful

10:52:26

Database Setup
Successful

10:5241

Database Validation
Suceessful

10:52:42

Figure 9 - Customer Creation Onboarding Steps
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Setup Of Credentials
Successful

10:52:43

Nifi Service Account Creation
Successful

10:52:47

Topic Setup
In progress

10:52:47

Scheduler Setup
Not started yet

Figure 10 - Customer Creation Onboarding Steps (Cont.)

7. All the processes that are completed will be marked as complete status in green.
8. Hence the division of in-progress and onboarded shows the process flow completion for a particular customer. If

the customer onboard processes are complete, then the customer will be put in the on-boarded grid like shown

below.
HCL Intelliops @ W= &) ® B ‘
Event Management Home  Dataview  Customer  Manage License superadmin@hcl.com v
Customers + New Customer
Onboarded
Customer Description Onboarding Steps. Actions

Figure 11 - Customer Page

6.1.2  Onboarding Steps View
If the customer onboard processes are completed, then the customer will be put in the Onboarded grid like shown below.

1. Click on the Onboarding Steps view button.

Customer Description Onboarding Steps Actions

dryiceiem iem Operations view ® ¢ 4 4

Figure 12 - Onboarding Steps View

2. Onboarded shows the process flow completion for a particular customer.
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dryiceiem X

J Go to Current Step
@ Folder Creation
Successful

10:52:26

@ Database Setup

Successful

10:52:41

@ Database Validation

Successful

10:52:42

Figure 13 - Customer Creation Onboarding Steps

@ Setup Of Credentials

Successful

10:52:43

@ Nifi Service Account Creation
Successful

10:52:47

@ Topic Setup

Successful

10:53:41

Figure 14 - Customer Creation Onboarding Steps (Cont.)

@ Scheduler Setup

Successful

10:53:41

Figure 15 - Customer Creation Onboarding Steps (Cont.)

6.1.3 Enable/Disable State
To enable or disable a customer in an environment, there is provision of toggle switches to easily perform the required
actions.
1. Click on the Enable/Disable toggle button next to the customer which needs to be Enabled/Disabled

2. Click on Enable/Disable icon, on success a confirmation pop-up message will be displayed.
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Customers

Inprogress  Onboarded

Customer

DastScan

DemoCustomer

mtaasopt

qacustomer

QACustomer104

Show 10 Vv  entries

Description

DastScan

DemoCustomer

mtaasopt

qacustomer

QA Testing Purpose

Onboarding Steps

Actions

(]

@

(]

A

[\

[\

® ®© © ©®© ©

+ New Customer

6.1.4 View Customer

This action enables to view the customers created in the environment.

1. The Action tab contains a view option, click on the view option to view the customers that are created.

Customers

Inprogress Onboarded

Customer

DastScan

DemoCustomer

mtaasopt

Qacustomer

QACustomer104

Show 10 v  entries

Description

DastScan

DemoCustomer

mtaasopt

gacustomer

QA Testing Purpose

Onboarding Steps

E

5

B

d

§

Figure 17 — Customer Page

Figure 16 — Enable/Disable Customer

Y

Y

Y

© ® ® ® @

+ New Customer

2. Click on View for the respective Customer and pop up for the customer will be opened.

3. User cannot edit the details via View option. All the details related to customers created in the environment will

be displayed.
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Customer > mtaasopt > Customer Details « Onboarded Customers

Customer Details Notifications [ servicss ]

Name mtaasopt
Service Name
Desaiption mtaasopt
AsusRog1
Login Type SAML MyHome
Senace MI
Data Collection .
(B i how 2 2 | e ;-
® Hitp © Rest View All View All
Integrations Topology Service Hierarchy
Integration Name Integration Type Entity Parent Entity nlvi
SampleDataCollection nttp mtassopt! miassoptd AsisRog! AwsRog 2023-09-11T09:2650 Y
CloneWoriiotesUpdat] rest mtassopt! misasopt MyHome MyHome 2023-09-11T080105 Y
CloneUpdateTicket! rest mtaasopt! mtaasopt2 Service MI Service MI 2023-09-117T085226 Y
Show 10 v  entries . Show 10 v entries . 2 3 4 5 6. 19 Show 10 v entries . 2 3 4
View Al View All View Al

Figure 18 - Customer Details

6.1.5 Edit Customer

1. Click on the edit icon next to the customer whose details are to be modified.

Customers + New Customer

Inprogress  Onboarded

Customer Description Onboarding Steps Amon-
AlphaCustomer AlphaCustomer view @ e 2 0 & @
defaultcustomer defaulteustomer view @ e s 0 a

Show 10 v  entries

Figure 19 - Edit Customer

2. The form will appear with the saved details as shown.
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Customer > dryiceiem > Customer Details

47 Customer Details

[ 550 Configuration

B¢ Role

@ User

Rg Group

& Integrations

£ Correlation Rules

B Entity

83 Topology

g Service Hierarchy

85 Noise Maintenance

Customer Details

Name Deseription
dryiceiem iem Operations
Customer Loga
Preview:

HCL IntelliOps
Event Management

Figure 20 - Customer Edit Screen

3. Click Update to update the description and customer logo and after successful update it will navigate to Onboarded

customer page.

Customer > dryiceiem » Customer Details

{® Customer Details
[ 5SSO Configuration
A< Role

® user

29 Group

@ Integrations

5 Correlation Rules
B Entity

€8 Topology

*lg Service Hierarchy
84 Noise Maintenance

& Al Aigorithms

6.1.6 Delete Customer

Customer Details

Name Description
dryiceiem iem Operations
Customer Logo
Preview:

HCL IntelliOps
Event Management

Choose File | No file chasen

Figure 21 — Customer Details

1. Click on the delete icon next to the customer which is to be deleted.

dryiceiem

iemtraining

iemust

mtaassre

iem Operati

iemtraining

iemust

mtaassre

ions wigw

B

Figure 22 - Delete Customer

[

Y

Y

[%

A confirmation box will be prompted.
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Delete Customer Status X

Are you sure you want to delete the customer? It cannot be
undone.

Figure 23 - Confirmation pop-up

2. Clicking Delete, deletes the customer permanently.

6.1.7 Download Published API

This action enables customer administrator/Superadmin to download Publish API for NiFi.

HCL IntelliOps & ® =] @ 4] radmin@hel.com v
Event Management Home —Dataview  Custener  Manage  License S ST AT T
Customers 4 New Custorner
Onboarded
Customer Desaription Quboarding Steps Adtions oo it
dryiceiern e Operations iy ® e 2 & & @ & &
i ® e 2 L & o@ % X
o ® o 2+ @ L %
riaasere riassre ®e 2 L 2@ L o
show | 10 v enties [ ]

Figure 24 - Download Publish API

6.1.8 Download Installer

This action enables customer administrator/Super admin to download Installer for Integration Management Module

HCL Intelliops @ Ry @ o a superadmin@hclcom v
Event Management Home  Datsew  Customer  Manage  License P
Customers + Mew Customer
Onboarced
Customer Description Onboarding Steps Actions e e
dryiceiem em Cperations sew ® e 7 £ & § & &
ievirzning emtraning e @ e £ L 0O & %
ievaz et e @ o 2 L o L4
bz s e ® e s Lok
Shaw 10 v entries '

Figure 25 - Download Installer

6.1.9 Download License

This action enables customer administrator/Super admin to download IEM License
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HCL Intelliops @ R [} ® a .
Event Management Home Dataview Custamer Manage Licenss. superadmin@hd com

Customers + Mew Custoner

Onbierded

Customer Description @uboarding Steps Adtions oo e |

ererm o s ® o 2 L L o@p L L
eriraining snainag v ® e 2 L &0 L L
ez it sigw @ e 2 & &n i L
messsire wezassre ey @ e 2 L L@ L &

Show 10 v entries .

Figure 26 - Download License

6.1.10 Renew License

This action enables customer administrator/Super admin to Renew IEM License

HCL intelliOps @ ® &= @ B
Event Management Home  Dawview  Custemer | Menage  Licanse T
Customers. + Mew Customer
Snbarde
Customer Description Onirording Staps Actions [l
drpiceem s Operatons o @ e & L L@ &£ &
vy entinng v ® e 2 L Loy Lo
iemust et v @ e ¢ L L L oL
mtassire mitsasse ew @ e ¢ L Lo L oL

Show 10w enmies .

Figure 27 - Renew License

In-Progress:

The In-progress customer list contains the customers whose configuration processes are in line of completion.

Figure 28 - Status of Customer
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Customers + New Customer

Inprogress  Onboarded

AlphaCustomer s
Initiated create action on 2022-12-26 at 07:48:46

@ Nifi Service Account Creation

Successful

07:50:54

@ Scheduler Setup

Successful

07:51:03

Figure 29 - Customer Creation Onboarding Steps

AlphaCustomer x
e Go to Current Step
Folder Creation

Successful

OT:ALAT

Database Setup
Suceessful

O7:50:48

Database Validation
Suceessful

07:50:51

Creation of setup
Successiul

07:50:51

Figure 30 - Customer Creation Onboarding Steps (Cont.)

6.1.11 Manage Onboarded Customer

The section provides detailed steps on how to Manage the Onboarded customer in IEM.

6.1.11.1 Customer Details
The section provides the details of the customer configured in the environment. The following details are displayed:
e Name

e  Description
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e  Customer logo

Customer > drylcelem > Customer Details

§% Customer Details Customer Details

[ 550 Configuration Name Description

dryiceiem iem Operations

¢ hole
Customer Logo

®) user
Preview:
2g Group

5 Integralions

B Cormelation Rules

_— HCL IntelliOps
o Event Management

“I Senvice Hierarchy

85 Moise Maintenance

Figure 31 — Customer Details

Single Sign-On (SSO) configuration in IEM refers to the setup and integration of a Single Sign-On solution within the
platform. SSO is a mechanism that enables users to access multiple applications or services with a single set of credentials,
eliminating the need to remember separate usernames and passwords for each system. With SSO user can establish a
secure method for authenticating users when they access IEM. Here, it is mainly used for SAML Authentication for a
customer.

1. When you click SSO Configuration, the new form will appear.

2. Inthat form user need to add the relevant data required in the fields.

3. Click on update. A confirmation message “Data updated successfully” is prompted to user. Click on close button.

Clicking on Skip takes the user to the Role screen.

SSO Details
550 Name * Entity ID * Sign-in URL *
okta http://www.okta.com/exk510yv6gD1sKk6e5¢ https://dev-08517560.0kta.com/app/dev-0¢

Primary Certificate *

MIIDgDCCApCyAWIBAGIGAYGowPxOMAOGCSqGSIb3DQEBCWUAMIGUMQswCQYDVQQGEWIVUZETMBEG
ATUECAWKQ2FsaWZvem5pYTEWMBQGATUEBWwWNU2FUIEZYyYWS5jaXNjbzENMASGATUECGWET2t0YTEU
MBIGATUECwwLUTNPUHJvdmIkZXIxFTATBgNVBAMMDGRIdiOwODUxNzU2MDEcMBoGCSqGSIb3DQE)
ARYNaW5mbOBva3RhLmNvbTAeFwQyMjA2MjgwNTESMjhaFw0zMjAZMjgwNTIwMjhaMIGUMQswCQYD
VQQGEWJVUzZETMBEGATUECAWKQ2FsaWZvem5pY TEWMBQGATUEBWwWNUZFUIEZyYWS5jaXNjbzENMASG

Figure 32 - SSO Configuration Page
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Role screen has four roles by default and also allows user to create custom roles according to the requirements and if any

new user is created “viewer” role has been assigned by default.

A user can perform an action on the page based on its role. A role is a named collection of privileges determining the

tasks user can perform. Pairing a user or group with a role grants the user or groups certain rights to the system. The

following table outlines the predefined system roles.

Table 2 — Predefined System Roles

Role

Description

Customer Admin

All privileges for the administrative features in IEM environment for a
particular customer

Access to all the configurations over console

Full operational and management control

Super Admin

All Administrative privileges for all the customers configured in IEM
environment.
Access to all the configurations over console

Full operational and management control

Operations User-Viewer

Access to view Data View Page and Home over console but cannot make

any changes

Operations User-Resolver

Access to view all the data over Data View screen and mark the actionable
as resolved over IEM.

Access Home Metric View

Operations User-

Actionable user

Access to view all the data over Data View screen and perform various
actions over actionable.

Any view can be saved post adding additional columns

Access Home Metric View

This action enables us to create custom roles in the environment. Adding new roles involves the creation of additional

user roles or profiles that grant specific permissions and access levels to the platform user. There are four default roles

configured with pre-defined set of permissions.

1. Click on “Customer”—>” Customer Name”—>”Role.”

2. Click on “+ New Role”.
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Customer > dryiceiem > Role

§ Customer Details Role + New Role

& S50 Configuration

o Name Description Modified On Actions.
8¢ Role a CustomerAdmin CustomerAdmin 2024-02-06T10:52:40 ® & & O
@ User o Viswsr Viener 2024-02.06TI05240 @ & 2 0

o resolver Resolver 2024-02-05T10:52:40 ® &% £ m
28 Group

m] seonableussr Asionsbieussr 2024-02-06T10:52:40 @ & Z m

&3 Integrations

Show | 10 ~ | entries

B Correlation Rules

B Entity

48 Topology

" Senvice Hierarchy

88 Noise Maintenance

& Al Algorithms

Figure 33 — New Role

3. After clicking the “+New Role” the following form is displayed.

Customer > dryiceiem > Role » Create

#7 Customer Details Role

B S50 Configuration Action Rale © Role Descriptian *

¢ Rale
@ User Actions On Actions
Data View [ View () Manage [ Publish [ Override Default View (] Save Any View [ Save As View [ Resciver right
A8 Group
Home 1) Wiew Topologies | Wiew Susiness Services [ View Metric
@ Integrations o o ) ~ . o .
Entity () Mark As Noise (] Configure Maintenance Window (| Delete [ Merge [ Edit (] Add [ View Only
B Correlation Rules Topology ) Delete [ Add [ View Only
- Service Hierarchy () Delete [ Egit (] Add [ wiew Only
B Entity

Noise/Maintenance

() Delete [ Edit [ Add [ View Only
€8 Topology

Enable () edit [ Evaluate and Enable () View Only () Delese
*lg Service Hisrarchy

Processing ) View Only [ Enable/Disable [ Edit [ Reset
83 Noise Maintenance Confi P ) viewOnly [ Edit
& Al Algorithms Site Settings O ViewOnly ([ Edit

Figure 34 - Role Creation

4. Enter the Role Name. For example, let’s name the role as ‘customadminrole’.
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Customer > dryiceiem > Role » Create

{7 Customer Details
[ SO Configuration
2¢ Role

@ User

22 Group

€3 Integrations

B3 Correlation Rules
T Entity

€8 Topology

"l Service Hierarchy
8% Moise Maintenance

&) Al Algorithms

Role

Action Role *

customadminrale

Role Description *

Customadminrole

Actions On Actions

Data View View [ Mansge (] Publish (] Override Default View (| Save Any Visw (] Save As View [ Resolver right
Home View Topologies [ View Business Senvices [ View Metric

Entity Mark s Noiss [ Configure Maintenance Window [ Delste () Mergs [ Edit (] Add (] View Only
Topology Delete () Add () View Only

Service Hierarchy Delete [ Edit (] Add (] View Only

Naise/Maintenance Deims [ e () Agd [ View Ony

windaw

Enable Edit () Evaluate and Enable (] View Only (] Delete

Processing View Gnly () Enable/Disable (] fdie [ Reset

Configurations View Only (] Edit

Site Settings View Cnly (] Edit

Figure 35 - Navigation Page for Assigning an Action to a Role

5. List of all the actions that can be taken would be available on the same page.

Actions On

Data View

Home

Entity

Topology

Service Hierarchy

Noise/Maintenance window

Enable

Processing

Configurations

Site Settings

Alerts

Group

SSO Configuration

Health Status

Actions

Wiew Manage Publish Override Default iew
Wiew Metric View Topologies VWiew Business Services
hiark As Noise View Only Add Edit Merge

Wiew Only Bulk Delete Add

Wiew Only Add Edit Bulk Delete

Wiew Only Add Edit Bulk Delete

Delete Edit Wiew Orly Evaluate and Enable

Reset Wiew Only Clone Enable/Disable Delete

Wiew Only Edit

Wiew Only Edit

Bulk Delete WView Only

Wiew Only Bulk Delete Delete Edit Add

Edit Wiew Configure

View

Save Any View @ Save Aswiew Resalver right

Bulk Delete Configure Maintenance Window

Bulk Delete Edit

Figure 36- Assigning Actions for a Role

6. All the actions that’s intended to be enabled for the role on this page can be selected in one go. User can select

Add, Edit, Delete for the actions.

7. Add as many actions as required. For this example, user will just keep the single page role.
8. Once all the actions are selected for the newly created role and the mapping is done, click on the Submit button.

9. On successful creation of the role with action the following pop-up message is prompted.
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7 Customer Details Role

[ 550 Configuration o
A Role .l
® User -
O
A2 Group
O

12 Integrations
B Correlation Rules
Show | 10

B Entity

€8 Topology

Name

CustomerAdmin

resolver

actionasieussr

customadminrole

~ entries

[ @ New Role added successfully. X

Description

CustomerAdmin

Viewer

Resolver

Actionzbleuser

customadminrole

Modified On

124-02-06T10:52:40

2024-02-06T10:52:40

2024-02-06T10:52:40

2024-02-06T10:52:40

2024-02-07T13:1959

Actions

[

%

10. The control will be redirected to the Grid view page and the new role will appear in the grid as shown above.

Figure 37 - Alert Message

This customization ensures that customer administrators have the necessary permissions to effectively access various

configurations within their specific customer context.

This section enables user to Manage roles within the environment.

1. Click the “Customer”=> “Customer Name”-> “Role”.

2. Click on the Role Tab, the following page would be available.

Customer > dryiceiem > Role

§F Customer Details Role
[E) SSO Configuration -

8¢ Role
@ User - viewer
Rg Group

3 Integrations

E> Correlation Rules

Show 10 v
B Entity

entries

Description

Modified On

[

[

Y

Y

3.  When user accesses the IEM console for the first time, only the default roles would be visible to the user.

The Default Roles cannot be edited.

Figure 38 - Role Page

4. By default, IEM has the following default roles enabled:

—  Customer Admin — A role with full access to the environment. (User can Add\Delete\Edit)

— View user, Actionable User and Resolver are Operational user roles. These roles are accessed only on the Data View

and Home page.

e View user —Has view only access.

e Actionable user — They can take actions on the actionable created in the environment but will not be able to

mark them as resolved.
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e Resolver — They have full access on the actionable, they can work upon actionable and even mark them as

resolved.

Roles control the action that users perform on the page. The data visible to user is controlled by the
customer and the group assigned to user.

Please Refer Users and Group sections to understand how the data is controlled.

Edit Role

This action enables users to edit the custom roles created in the environment.

Role <+ Mew Role

U Name Description Modified On Actions

O CustomerAdmin CustomerAdmin 2024-02-06T10:52:40 ® & £ o
O Viewer Viewer 2024-02-06T10:52:40 @ & ¢ m
O resolver Resolver 2024-02-06T10:52:40 ® & ¢ m
O actionableuser Actionableuser 2024-02-06T10:52:40 @ “
O customadminrole customadminrole 2024-02-07T13:19:59 ® & £ m

Show 10 ~  entries W] Delete

Figure 39 — Edit Roles

1. Click on the Edit icon next to the role.

2. The form will appear filled up with the saved data.

Role
Action Role* Role Description *
customadminrole customadminrole
Actions On Actions
Data View View || Manage || Publish (| Override Default View | | Save Any View @ Save As View @ Resolver right
Home View Topologies @ View Business Services @ View Metric
Entity Mark As Noise @ Configure Maintenance Window || Bulk Delete [ Merge || Edit || Add [ View Only
Topology Bulk Delete _ Add || View Only
Service Hierarchy BulkDelete | Edit [ Add | View Only
Noise/Maintenance window Bulk Delete | Edit | Add || View Only
Enable Evaluate and Enable | View Only (| Edit | Delete
Processing Reset | ViewOnly (| Enable/Disable | Bulk Delete || Edit

Figure 40 - Edit a Role Description

3. User can rename the role, add/remove more pages or add/remove actions that are mapped.
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Actions On

Data View

Entity

Topology

Service Hierarchy

Noise/Maintenance
window

Enable

Processing

Configurations

Site Settings

Alerts

Group

Manage Publish Override Default View  Save Any View @ Save As View @ Resolver right

View Metric View Topologies View Business Services

View Only Bulk Delete Add

View Only Add Edit Bulk Delete

View Only Add Edit Bulk Delete

Edit View Only Evaluate and Enable

View Only Clone Enable/Disable Delete Bulk Delete Edit

View Only Edit

View Only Edit

Bulk Delete View Only

View Only Bulk Delete Delete Edit Add

Mark As Noise @ ViewOnly | Add Edit Merge Bulk Delete  Configure Maintenance Window

Figure 41 - Selecting Actions for a Role

4. And add a new User with full actions enabled. With all modifications the page looks like the below image.

Correlation Rules

Users in Role

User Name

Edit Rule | | Add New @ View Cnly | Delste

User Email User Type

=

No record found.

Cancel Update

Actions

Figure 42- Selecting Actions for a Role

5. Post the changes are made, Click on the Update button.

6. Onsuccessful update the following message is displayed, post that the user will be redirected back to the grid view

page.
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7 Customer Detals

) 550 Configuration

& Rale

@ User

28 Group

12 Integrations

B Correlation Rules

B Entity

€8 Topology

Role

u]

u]

Show | 10

Name

CustomerAdmin

Viewer

resolver

actionasizussr

customadminrole

~ o entries

Figure 43 - Alert Message

[ @ New Role added successfully.
Description
CustomerAdmin
Viewer
Resolver
Actionableuser

customadminrole

Modified On

2024-02-06T10:52:40

2024-02-06T10:52:40

2024-02-06T10:52:40

2024-02-06T10:52:40

2024-02-07T13:19:58

[

[

[

I

I

Delete Role

This action enables us to delete the custom roles created in the environment.

1. For admin pages, select the roles that are to be deleted.

2. Click on the delete icon corresponding to the role that s to be deleted.

3. For Bulk delete, select the multiple roles, and click on the “Delete” icon at the bottom.

Role

] Name

O CustomerAdmin
] Viewer

O resolver

] actionableuser
] customadminrole

Description

CustomerAdmin

Viewer

Resolver

Actionableuser

customadminrole

Show 10 v~ | entries

Meadified On

2024-02-06T10:52:40
2024-02-06T10:52:40
2024-02-06T10:52:40
2024-02-06T10:52:40

2024-02-07T14:26:54

Figure 44 - Delete Role

4. User will be prompted for confirmation pop-up as shown.

Delete Role

Actions

X

Are you sure you want to delete the rale? It cannot be undone.

Figure 45 - Confirmation pop-up

Cancel Confirm

£ W
£ W
£ W

5. Click Confirm. On successful deletion a confirmation message will be prompted
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Customer > dryiceiem > Role

I @ Role deleted successfully. X
§= Customer Details Role + New Role
&l SSO Configuration [m] Name Deseription Modified On Actions
2¢ Role (m] CustomerAdmin CustomerAdmin 2024-02-06T10:52:40 ® & ¢ mw
-02- . a,

® User O viewer Viewer 2024-02-06T1052:40 ©® & ¢ m

O resolver Resolver 2024-02-06T10:52:40 © & 2 @
A2 Group

m] actionableuser Actionableuser 2024-02-06T10:52:40 ® & 2 mn

€3 Integrations

Show 10 v  entries [ 1 Deet

B> Correlation Rules

Figure 46 - Alert Message

6. The role will be no longer visible in the grid.

Customer > dryiceiem > Role

§% Customer Details Role + New Role

[E] SSO Configuration

[m] Name Description Modified On Actions
&< Role m] CustomerAdmin CustomerAdmin 2024-02-06T10:52:40 ® & £ W
® User W] Viewer Viewer 2024-02-06T10:52:40 ® & £ W

m] resolver Resolver 2024-02-06T10:52:40 ® & 2 m
A2 Group

a actionableuser Actionableuser 2024-02-06T10:52:40 ® & 2 W

€3 Integrations

Show 10 v | entries [ o

E» Correlation Rules

Figure 47 — Updated Grid

View Role

This action enables the users to view the custom roles created in the environment.

1. The Action tab contains a view option, click on the view icon to view the roles that are created.

Customer > dryiceiem > Role

8% Customer Details Role + New Role

[5 S50 Configuration

(] Name Description Medified On Actions
8¢ Role m] CustomerAdmin CustomerAdmin 2024-02-06T10:52:40 ® & 2 m
@ User m] Viewer Viewer 2024-02-06T10:52:40 ® & 2 w

m] resolver Resolver 2024-02-06T10:52:40 ® & 2 m
A2 Group

O actionableuser Actionableuser 2024-02-06T10:52:40 “ 2w
3 Integrations

O customadmin customadmin 2024-02-07T14:46:39 ® & 2 m

E; Correlation Rules

Show 10 v  entries [mo

B Entity

Figure 48 - View Role

2. Click on View for the “customadmin” role and the actions for the role will be displayed.

3. User cannot edit the role details via View option. Only the actions that are selected for the role will be displayed.
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Role

Action Role*

customadminrole

Actions On

Data View

Home

Entity

Correlation Rules

Users in Role

User Name

Role Description *

customadminrole

Actions

Save As View Resolver right

View Metric View Topologies View Business Services
Mark As Noise View Only

Edit Rule View Only

User Email

User Type

Figure 49 - Viewed Role

Assign User

This action enables user to assign users to the roles created in the environment.

1. The Action tab contains Assign User option, click on the Assign User icon to assign the roles to a particular user in

the environment.

Role

O Name

] CustomerAdmin
O Viewer

O resalver

O actionableuser
O customadminrole

Description

Modified On

+ Mew Role

CustomerAdmin 2024-02-06T10:52:40 e AT
Viewer 2024-02-06T10:52:40 O z |
Resalver 2024-02-06T10:52:40 S 2w
Actionableuser 2024-02-06T10:52:40 e AT

customadminrole

2024-02-07T14:26:54

Figure 50 - Assign User

2. After clicking on the Assign User option, a pop up will be opened which will ask for User Email ID input.

Users can only be assigned by adding the User Email ID.
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Assign User X

User Email ID

Figure 51 - Assign user Email ID

3. After adding the required User Email ID, click on the Save Button.

Assign User X

User Email ID

johan.bob@dryiceiem.com

Close Save

Figure 52 - User Email ID

4. On successful assignation, confirmation pop-up is displayed as shown below. User will be assigned successfully to

that role.

Customer > dryiceiem > Role

| @ User assigned successfully. X

¥ Customer Details Role
B $S0 Configuration u] Name Description Modified On Actions
B¢ Role a CustamerAdmin CustomerAdmin 2024-02-06T10:52:40 ® & £ W
@ user a Viewer Viewer 2024-02-06T10:52:40 ® A& £

a resaver Resolver 2024-02-06T10:52:40 ® & &
A3, Group

a acticnableuser Actionableuser 2024-02-06T10:52:40 ® & £ W
€ Integrations

[m] customadmin customadmin 2024-02-07T14:45:39 ® A& 2 W
2 Correlation Rules

Show 10 v  entries i

T Entity

8 Topology

" Service Hierarch

Figure 53 - Alert Message

Apply Filters

This action enables the users to apply filters on the roles created in the environment. The steps explain how to Apply
filters for the Role Data:

1. Click on the Apply filter available action button present at the header of the console.
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Customer > dryiceiem > Role

& Customer Detalls Role [+ NewRole E

© 50 Configuration

a Name Description Modified On Actions
B¢ Role a Customeradmin CustamerAdmin 2024-02-06T10:52:40 @ & ¢ W
a s -02-06T10:52 .
® user Viewer Viewer 2024-02-06T10:5240 ® & 2 W
m] resoler Resalver 2024-02-06T10:5240 ® A& 2 @
Rg Group
a actianableuser Actionableuser 2024-02-06T1052:40 ® & 2
3 Integrations
m] custamadmin customadmin 2024-02-07T14:46:39 ® & 2 o

B> Correlation Rules
Show 10 v entries n

B Entity

Figure 54 - Apply Filter Operation

2. The form will be appearing. From there user can select Field and Operator from drop down list and provide Value

(The name of the Role). Then click on the Apply button.

Customer > dryiceiem > Role

& customer Details Role = Hew Role ‘ A4

B sSO Configuration Field Operator Value
2% Role Name v LIKE v viewer|
A3 Group 0 Name Description Modified On Actions
& Integrations 0 CustomerAdmin CustomerAdmin 2024-02-06T10:52:40 ® & ¢ m
_—_—, \ Viewer Viewer 2024-02-06710:52:40 ® & ¢ B

- resolver Resolver 2024-02-06T10:52:40 ® A z 7]
B Entity

actionableuser Actionableuser 2024-02-06T10:52:40 ® & £ B

€ Toology C customadmin customadmin 2024-02-07T14:46:39 ® & 2 ®

Figure 55 - Apply Filter Operation

3. User can see the result of applied filter.

Customer > dryicelem > Role

§" Customer Details Role + New Role | | 52

[ ss0 Configuration Applied Filters | Name LIKE viewer = &

o Name Description Modified On Actions
8¢ Role
O Viewer Viewer 2024-02-06T10:52:40 ®@ & £ |
@ User
show 10 v  entries n
Rz Group
& Integrations

Figure 56 - Apply Filter Result

6.1.11.4 Users
“User” refers to an individual or entity within an organization who interacts with the platform to monitor, manage, and
respond to events in the IT environment. Users in IEM have various roles and responsibilities, and their interactions with
the system could include tasks such as configuring rules, analyzing alerts, and taking actions based on the insights

provided by IEM.
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Add New User
This action enables us to add new users to the environment.
1. Go to the “User” option.

2. Click on “+New User” icon.

Customer > dryiceiem > Users

& Customer Details Users

[l S50 Configuration

) Name Email ID Modified On Actions
A Role

O johanbeb Johanbob@dryiceiem.com 2024-02-07T13:24:34 ® p 2 B & @
@ user

O sujsnisingaraju sujanisingaraju@dryiceiem.com 2024-02-07T10:59:44 ® » 2 B & @
Pa Group O & . o o

jaanand.mohan Jaianand.mohan@dryiceiem.com 2024-02-07T10:5944 ® » 2 B & @

€ Integrations O tamizhmaniponnusamy tamizhmani ponnusamy@dryiceiem.com  2024-02-07T10:59:44 @ L 2 B & @
E? Correlation Rules O anshulmishra anshul mishra @dryiceiem. com 2024-02-07710:55:37 ® p2 2 B & @
B entity O naveenkumar naveenkumar@dryiceiem.com 2024-02-07T10:55:37 ® L 2 B & @

O devuser devuser@dryicsiem.com 2024-02-07T02:48:31 ® L2 ¢ B & @

€8 Topology

Figure 57 - Navigation for Add New User

3. The following form is displayed.

Users
Login Type
O form Type SAML Auth API

User Email ID User Name

\Enter User Email ID I Enter User Name 87

User Email 1D cannot be empty.

Cancel Submit

Figure 58 - Create a User

4. User needs to select the particular login type and enter a valid User Email ID and the User Name.

h Configuration Guide



Users

Login Type

© Form Type SAML Auth API

User Email ID User Name
bob.john@dryiceiem.com Bob John +

Submit

Figure 59 - User Email Id

Follow the validation check prompts to ensure that the email id provided is valid.

5. Provide the full name for the user.

User Name

Bob John +

Figure 60 - Username
6. Click on Submit.

Users
Login Type

O Form Type ) SAML Auth ' API

User Email ID User Name

johan.bob@dryiceiem.com Johan Bob +*

Cancel Submit

Figure 64 — Submit Button

7. On successful creation, a confirmation pop-up is displayed as shown in the following figure:
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Iommmm »

Users 4 Naw User E
[ Mame Email 1D Modified On Actions

a lohan Bob johan Beb@dryi caiam com 2024-02-07T13:24:34 £ & B & B

O sujmisingaraju sjarisingarajuidniceiem.com 2024-02-07T105 544 @ £ £ B W

O jssesndmehan jaisnandenahandniosenn com 2024-02-07T105944 @ 2 ¢ B ®

O samishmani penrasamy tamizhmari ponrusamy@dryiceiomsom  2024-02-0TT105%44 @ £ £ B O B

O seahuimishes et milgh s dryicatam com 2024-02-07T1055:37 -« 2 5

O ravesrbumer naveenkumar@dryiceiem.com 2024-02-0TT1055:37 - £ B

O devuser devuser@dryicelem.com 2024-02- -« 2 EE

) dryfesismadmin@dricecom 2024-02-06T11:2313 - £ B8

Figure 61- Alert Message

Generate Password
This step enables users to create the password for the user.

1. Click on Generate Password icon next to the user for whom the password is to be generated.

Customer > dryiceiem > Users

&7 Customer Details Users + New User | | @

B s50 Configuration

O Name Email 1D Modified On
5 v s

0 Johan Bab johan bob@dryiceiem.com 2024-02-07713:24:34 - L ¢ B & B
@ user
O syjanisingaraju sujanisingaraju@dryiceiem.com 2024-02-07T1053:44 ® p 2 B & @
u
#a Group O jaianandmohan Jaianand mohan@dryiceiem com 2024-02-07T10:59:44 @ p ¢ B & @
& Integrations tamizhmani ponnusamy tamizhmani ponnusamy@dryiceiemcom  2024-02-07T10:5944 @ 2 2 B & @

Figure 62 - Generate Password for User

2. The following pop up is displayed.

Password Generated X
Email ID
johan.bob@dryiceiem.com

Copy the password from here

T

Cancel Save

Figure 63 - Copy Password
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3. A system generated random password is displayed. Change it if required else copy it by clicking on the Copy icon
next to the password.
4. Click on Save to update the new password for the user.

5. On successful update the following confirmation is displayed.

Customer > dryiceiem > Users

I © Password updated successtully. ¢
47 Customer Details Users + New User IY’J

[) SO Configuration

Name Email ID LU on Actions
il odified i
2 Role
Johan Bob johanbob@dryiceiem.com 2024-02-07T13:24:34 @ p, 2 B & @
@ User

sujanisingaraju sujanisingaraju@dryiceiemcom 2024-02-07T10:59:44 ® L ¢ B &

Figure 64 - Alert Message

6. Now the password can be shared with the user one to one.
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Manage Users

This section contains the steps to Manage users.

1. Click on “Customer” = “Customer Name” > “Users”

2. A navigation menu bar on the left side will be visible. Click on the “User” Tab.

3. Onclicking on the User from the menu the following form is opened:

Customer > dryiceiem > Users

¥ Customer Details
{8 $50 Configuration
B¢ Role

@ User

g, Group

6 Integrations

E? Correlation Rules
B Entity

€8 Topology

4. All the available users created in the environment are listed in the grid view.

When the user screen is accessed for the very first time only the superadmin user will be displayed. Like

Users

] Name

O johan ot

O sinisingaraju

O jaiznand.mohan

tamizh

johanbob@dryiceiem.com

sujanisingaraju@dryiceiem.com

jaianand mohan@dryicsiem.com

tamizh samy @dryiceiem com

O anshulmishia
O naveenkumar
dev user

O dryicsiemadmin

anshul.mishra@dryiceiem.com

naveenkumar@dryiceiem com

devuser@dryiceiem.com

dryiceiemadmin@dryice.com

Modified On

2024-02-07T13:2434

2024-02-07T10:59:44

2024-02-07T 1058044

2024-02-07T10:59:44.

2024-02-07T10:5537

2024-02-07T10:5537

2024-02-07T0948:31

2024-02-06T11:23:13

Figure 65- User Page

§
:

T % T % %
Y

iy

B B

29

s
B B

LY

LY

B B

B

®

|+ New User m

with the other pages user can perform action on the page based on the role assigned.

Edit User

This action enables users to edit an existing user in the environment.

1. Click on the edit icon next to the user whose details are to be modified.

Users

Mame
0 sohangot
SUACESINGAr
O jeisnendmohan
arnizhen and porausamy
anshulmishra
O A kLT A7
dev user

L drydceiemadmin

Johanbob@xdryicsiem.com

supaniEngarapddryicsen com

jianandmohard@dryiceiem.com

Medified On

2024-02-0TT1 30522

2024-02-07T105 344

2024-02-0TT1 05504

tamizhrnani ponrusamy@dndcsiemcom  2024-02-07T105 944

anshil mishea@dryiceiem.com

Pavearkurn s Jhdnaosem con

devuser@dryiceiem.com

dnyl cesemadmanddnge.com

2024-02-0TT1055:37

2024-02-DTT105537

2024-02-0TTOH4831

2024-02-06T11:23:03

!

8 8 88868188

A-T - - T T - T - T T -

rR B BE R

R B B B

B

Be

j-H

B
-0

[#)

[ + MNew User

Figure 66 - Edit User

2. The form will appear with the saved details as shown.
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Users

User Email User Name

johan.bob@dryiceiem.com Johan Bob

Figure 67 - Edit Details

Except the email id, remaining details can be modified the way it was done while adding a new user.

After editing click on the update button.

Users
User Email User Name
johan.hob@dryiceiem.com Johan Bob

Figure 68 — Update button

Configuration Guide

63



lawnmmﬁwmdmd »

Users [+ mewuser | E]

O Mame Email ID Modified On Actions

a lohan Bob johan Beb@dryi caiam com 2024-02-07T13:24:34 £ 2 B 2 om

O sujmisingaraju sujarisingarajdnyiceiem.com 2024-02-0TT 10544 @O £ ¢ B & @&

O jsssndmonan jaanandrnohanidryiosem.com 2024-02-0TT105%44 @w £ & L @

m] tamizhm ani ponriusamy ramizhmari ponnusamy@drdceiemcom  2024-02-07T1 05 4da @O £ £ B S ®

O snahidmizhes arcthad rmighe ey dlam com 2024-02-07T1055:37 - £ [

| risvesrkurmna ruveankumar@dryicaism.com 2024-02-0TT10:55:37 @O £ B

IW

O dev user deaser@dryiceem.com a-oxrrrorsesT——— @D 82 B3

dryiceiamadmin dryiesiernadmin@dryicacon 2024-02-06T11:2313 &0 £ 5

Figure 69 - Alert Message

5. On successful update a pop-up message is prompted as shown in the above image.

Delete User
1. Gotothe User Tab.

2. User can select the one or more users and delete the users. Select all the users to be deleted from the system.

After selecting the users click on Delete button shown below the data table.

O Name Email ID Modified On Actions

Johan Bob johan.bob@dryiceiem.com 2024-02-07T13:24:34 @ L 22 B %X m
sujanisingaraju sujanisingaraju@dryiceiem.com 2024-02-07T10:59:44 @ L ¢ B & o
O jaianand.mohan jaianand.mohan@dryiceiem.com 2024-02-07T10:59:44 @ L 2 B X o
O tamizhmani.ponnusamy tamizhmani.ponnusamy@dryicelem.com  2024-02-07T10:59:44 @ L 2 B X o
O anshul.mishra anshul mishra@dryiceiem.com 2024-02-07T10:55:37 @ L 2 B X w
O naveenkumar naveenkumar@dryiceiem.com 2024-02-07T10:55:37 @ L ¢ B %X @
O dev user devuser@dryiceiem.com 2024-02-07T09:48:31 @ L 2 B X W
O dryiceiemadmin dryiceiemadmin@dryice.com 2024-02-06T11:23:13 @ L ¢ B & o
O Stream User dryiceiem streamuser@dryiceiem.com 2024-02-06T10:53:42 @ L 2 B X o

Show 10 v  entries T Delete

Figure 70 - Delete User

3. User can also delete the user by clicking on the delete icon shown next to the user.
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4.

5.

Customer > dryiceiem > Users

 Customer Details Users

B 550 Configuration

O Name Email ID Modified On Actions
8¢ Role
Johan Bob Johanbob@dryiceiem.com 2024-02-07T13:24:34 ® L e B & a
@ user
sujanisingaraju sujanisingaraju@dryiceiem.com 2024-02-07T10:59:44 ® pL 2 B & @
2
R Group 0N eerimoren mmere e gk ykelem e 2024-02-07T105944 ® p o E & @

Figure 71 - Delete User

User will be prompted to confirm the deletion. Click on the confirm button.

Delete User X

Are you sure you want to delete the user? It cannot be undone.

Cancel Confirm

Figure 72 - Confirmation pop-up

On success a confirmation pop-up message will be displayed.

Customer > dryiceiem > Users

[ © User deleted successfully. X

¥ Customer Details Users. + NewUser | |

B 550 Configuration

L1 Name Email ID Modified On Actions
B¢ Rale

O wee were@testcom 2024-02-08T15:17:38 ® p 2 B & @
@ user

a Iohan 8abs johanbob@dryiceiem.com 2024-02-07T13:2434 @ L 2 B 2 a
A Group O R [ .

sujanisingarsju sujanisingaraju@dryiceiem.com 2024-02-07T10:50:44 @ L 2 B &

€ Integrations Jaianand mohan jaianand mohan@dryiceiem.com 2024-02-07T10:50:44 @ 2 ¢ B @

Figure 73 - Alert Message

Assign Group

1.

2.

Click on the Group icon next to the user to assign the Group.

Customer > dryiceiem > Users

& Customer Details Users + New User | |

Bl S5O Configuration

(m] Name Email ID Modified on Actions
B¢ Role m

O Johangob johanbob@dryiceiem.com 2024-02-07T13:24:34 ) L 2 B & @
@ user .

O sujanisingaraju sujanisingaraju@dryiceiem.com 2024-02-07T10:5%:44 - 2 B & @
A3 Gi
A Group O jeianandmohan jaianand. mohan@dryiceiem.com 2024-02-0TT10:58:44 - £ 2 B &
& Integrations [m] . i i. i 2024-02-0TT10:50:44 - L 2 B A o@

Figure 74 - Assign Group to a user

The form will appear with the saved details as shown.
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Group X

Select the Group

uatgroupnormaluser * X -

Cancel

Figure 75 - Group Dropdown

3. User can select one or more groups from the dropdown. Click on the Save button.

Group X

Select the Group

uatgroupnormaluser X X =

Cancel

Figure 76 - Selecting the Group for the Dropdown

4. On successful assignation for group the following pop-up message is prompted.

Customer > dryicelem > Users

l @ Group assigned successfully. X

¥ Customer Details Users
[&) $50 Configuration

O MName Email ID Modified On Actions.
As Role

O johansob johanbob@dryiceiem.com 2024-02-07T13:24:34 ® L 2 B X @B
@ User

O sujanisingaraju ‘sujanisingaraju@dryiceiem.com 2024-02-07T10:58:44 @ L B &
A2 Group A . - 1

0 jaianandmohan jaianand mohan@dryiceiem.com 2024-02-07T10:59:44 @ L 2B & B
£ Integrations yicelemcom  2024-02-07T10:59:44 ® L 2 E LB

Figure 77 - Alert Message

Assign Role
1. Click on the User Role icon next to the user to Assign Role.
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Customer > drylcelem > Users

§F Customer Details Users + Mew User | [ 2
) 550 Configuration
Name Emall ID Modified On Actions

8 role e e |

O JohanBob johan bobi@dryiceiem.com 2024-02-07T13:2434 - L 2 B & @
@ User

O sisnisingarsju sujanisingarju@drylceiem.com 2024-02-07T10:59:44 @ 2 B & @
Ag Group . N N

O jsianandmohan jaianand mohan@dryiceiem.com 2024-02-07T10:59:44 @ L2 2 B & @
£ Integrations O tamizhmer i 2024-02-07T10:5%:44 @ 2 2 B & @
b Correlation Rules O anshulmishra anshul mishra@dryiceiem.com 2024-02-07T10:5537 @ L 2 B 2 @

Figure 78 - Assign role

2. The form will appear with the saved details as shown.

User Role X

Select User Role

customadminrole v

Cancel

Figure 79 - Role Dropdown

3. Users need to select User Role from the dropdown. Click on the Save button.

User Role X

Select User Role

customadminrole ~

Please select the role
CustomerAdmin
Viewer

resolver

actionableuser

Figure 80 - Selecting User Role Dropdown to a User

4. On successfully assigning the role, the following pop-up message would be prompted.
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Customer > dryiceiem > Users

l © Role assigned successtully. X

{7 Customer Details Users + New User | | 2
B s50 Configuration

) Name Email ID Modified On Actions
B¢ Role

O Johenseb johenbab@dniceiem com 2024-02-07T13:24:34 ® p ¢ B &0
@ User

[m] sujanisingaraju sujanisingaraju@dryiceiem.com 2024-02-07T10:58:44 ® L 2 B &0
#2 Group O g X .

jaianand.mohan jaianandmohan@dryiceiem.com 2024-02-07T10:59:44 ® s 2 B & oo

4 Integrations [ tamizhmani ponnusamy tamizhmani ponnusamy@dryiceiem.com  2024-02-07T10:50:44 ® L 2 B 20

Figure 81 - Alert Message

Enable/Disable User
1. Click on the User Tab.

O Name Email ID Modified On Actions

) JohanBob johan bob@dryiceiem.com 2024-02-07T13:24:34 L2 2 B % m
O sujanisingaraju sujanisingaraju@dryiceiem.com 2024-02-07T10:50:44 @ L 2 B & o
) jaianand.mohan jaianand. mohan@dryiceiem.com 2024-02-07T10:59:44 @ pL 2 B X w

Figure 82 - Enable /Disable User

2. Click on the Enable/Disable toggle button next to the user that needs to be Enabled/Disabled.

3. On success, a confirmation pop-up message will be displayed.

l @ Disabled the user.

Figure 83 — Confirmation of User Disabled

l @ Enabled the user.

Figure 84 - Confirmation of User Enabled

Apply Filters
This action enables users to apply filters to search users created in the environment. The steps explain how to Apply filters

for the User Data:
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Customer > dryiceiem > Users

#¥ Customer Details Users | + Mew user E

[l 550 Configuration

0 Name Email ID Modified On Actions
A¢ Role

O jchanBob jehan beb@dryiceiem.com 2024-02-07T13:2434 ® s 2 B & @
® user

O suanisingaraju sujanisingaraju@dryicelem com 2024-02-07T10:53:44 ® 2 2 B & @O
A8 Grou;
A " O jaianandmohan Jjaianand mohan@dryiceiem.com 2024-02-07TT10:59:44. @ L 2 B X @
€3 Integrations [m] tamizhmani.ponnusamy tamizhmani ponnusamy@dryicelem.com  2024-02-07T10:58:44 @ L 2 B & @

Figure 85 - Apply Filter Operation

1. Click on the Apply Filter action button present at the header of the console.

Customer > dryiceiem > Users

§F Customer Details Users [ + New User Iv

[ ssO Configuration

Field Operator Value
2
¥ Role Name v UKE ~  John
@ User
g Group
O Name Email ID Modified On Actions
&3 Integrations
O JchanBeb Johan bobd@dryiceiem.com 2024-02-07T13:2434 ® L 2 B & @
3 Correlation Rules . § . e
[m] sujanisingaraju sujanisingaraju @dryiceiem.com 2024-02-07T10:59:44 @ L 2 B & @
T Entity [0 jelanandmohan jaianand mohan@dryiceiem com 2024-02-07T10:59:44 ® L 2 E & @

Figure 86 - Applying Filter Operations

2. The Users form that appears. Select Field and Operator from drop down list and provide Value. Then click on the
Apply button.

3. User can view the result of the applied filter once user clicks Apply button.

Customer > dryiceiem > Users

& Customer Details Users + New User ||

[ sso Configuration

Applied Fillers | Name LIKE Johan = ird
2 —
¢ Role O Name Email ID Modified On Actions
@ user O Johan Bob johan bob@dryiceiem.com 2024-02-07T13:24:34 ® L 2 B X m
As Group show 10 v entries

2 Integrations

E? Correlation Rules

Figure 87 - Apply Filter Result

6.1.11.5 Group
This section enables to Manage groups. Groups are primarily used for controlling data access on the main user view i.e.,
Data View. In addition to the customer check if user need to restrict further the data visible to user based on other fields,
then group menu is used for achieving the same.
1. Click the customer onboard section (Please refer the hyperlink given below), for customer, click on customer action
edit section. Click on the Group page, Group menu item to access this page. As user click on the menu item the

following form is opened.
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Customer > dryicelem > Group

§¥ Customer Details Group + New Group l »Tl]
[ ss0 Configuration ] Group Name. Description Modified On Actions

8¢ Role u] AlDataAccess AlDataAzcsss 2024-02-06T1053:42 & 2

@ User Show 10 v entries i Delen .
2 Group

& Integrations

F Correlation Rules

T Entity

a8 Topology

Figure 88 - Group Page

2. Groups created in the environment will be listed in the grid view.

When users access it for the first time, no group is displayed.

Add New Group
1. Click on the Customer Tab and then the Customer Name (In this case “AlphaCustomer”)
2. Click on the Group Tab.

3. At the right side on the top Click on + New Group icon.

Customer > dryicelem » Group

&7 Customer Details Group = E

£ 550 Configuration n] Group Name Description Modified On Actions

s Role o AlDataAccess Allbatascoess 2024-02-06T10.5342 & £ m

@ Lser Show 10 v entries T .
A Group

& Integrations

[ cCorrelation Rules

T Entity

45 Topology

Figure 89 - Navigation Page for Group

4. A new form will appear.
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Group

Group Name Group Description
OperationsTeam ICC Operations team
Events Alerts Actionable
+ Add Filter (] + Add Filter (] + Add Filter (]

Figure 90 - Create a Group

5. Onthe above page specify the Group Name.

Group
Group Name Group Description
OperationsTeam ICC Operations team
Events Alerts Actionable
+ Add Filter 0 + Add Filter (] + Add Filter 0

Figure 91 — Add Filter

6. Next, user can specify the data filter. Click on the Edit icon next to the Dataset for which the data restriction is to
be enabled.

7. A Data filter is used as a condition to limit the data view into a group for which it was specifically created, the filter
conditions will be shown in the below steps.

8. Click on the Add icon. The following pop-up will be enabled.
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Filter X

Base Filters

Select A Operator v Value x

Figure 92 - Filter for Group

9. The field dropdown lists all the available fields of the selected dataset.

Filter X

Base Filters

Select hd Operator

Agent Location
~ Data Source
Data Source Name
Description
Entity
Entity Category
Entity Id
Entity Type
Customer Id
Tool Fetch Date
Tool Fetch ID
Event Time
Reference Id
Last Updated
Agent
Mapped Entity ID
Title
Occurrences
Parameter Category

Value x

+ Add

Figure 93 - Dropdown for fields

10. As the field is selected, the operator dropdown is populated based on the field data type.
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Filter X

Base Filters
Select b Operator ~ Value x
|
IS NOT NULL + Add
N !
NOT IN
:

LIKE
IS NULL

Figure 94- Dropdown for Operator

11. Based on selected Field and Operator, provide the Value in the Value field.

Filter X
Base Filters
e e 15 e iauto1-ui X
Select v Operator v Value x

Figure 95 - Add Base Filters

12. Inthe above example, the user has added “Entity” like “iauto”, which means the events of the “iauto” console only
will be forwarded to this group, rest events would be dropped off.
13. User can also add more conditions for adding more conditions by clicking on +Add button. Once the “+Add” button

is clicked a new row appe ars as shown in the above image.

Customer > drylceiem > Group > Edit

= Customer Details Group

[ 550 Configuration Group Name Group Description
OperationsTeam ICC Operations team
B Role
Events Alerts Actionable
@ user
Entity LIKE (“%iauto%")
Ag, Group

& Integrations

[%
m}!
[
u )

[ Conrelation Rules ¢ 0

B Entity Users in Group

5 Topoalogy

Figure 96 - Alert Message
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14. Once all the conditions are specified, click on Save. On success the following pop-up message will be prompted.

Customer > dryiceiem > Group

I © Group updated successfully. X
§¥ Customer Details Group 4 New Group I @
S50 Configuration [m] Group Name Description Modified On Actions
B Role O OperationsTeam ICC Operations team 2024-02-09T06:19:23 T o |
& User [m] AllDataAccess AllDatahccess 2024-02-06T10:53:42 & 2 n
23 Group Show 10 ~ | entries il Dele

@ Integrations

[ Correlation Rules

Figure 97 - Alert Message

Customer > dryiceiem > Group > Edit

[ © Base filters added successhully. X
67 Customer Details Group
] 550 Configuration Srcop Mame Sromp Dencription
OperationsTeam 1CC Operations team
B¢ Role
Events Alerts Actionable

@ user

Figure 98 - Alert Message

15. Close the success message. The condition will start appearing next to the dataset as shown:

Customer > dryicelem > Group > Edit

# Customer Details Group
) 550 Configuration Group Name Group Description
OperationsTeam ICC Operations team
B Role
Events Alerts Actionable
@ User
Entity LIKE ('%iauto%’)
Ag Group

3 Integrations

[ Correlation Rules ¢ o 2 D 2 T
B Entity Users in Group
5 Topalogy

Figure 99 - Add New Group

16. For the other datasets as well, user can use the same method to create the conditions. However, user do have copy
action available, if the same criteria are to be applied across datasets, click on copy icon next to the dataset for

which condition is to be copied as shown in the below image.
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Group

Group Name Group Description
OperationsTeam ICC Operations team
Events Alerts Actionable

Entity LIKE (‘%iauto%)

2 O 2 0 2 0

Users in Group

Figure 100 - Copy Event Filter

17. On clicking copy, the following popup is displayed, select the filter where the data is to be copied.

Copy X

Alert Filter hd

Please select Filter
Event Filter

Actionable Filter

Figure 101 - Copy Expression

18. After specifying the filter, click on the Save button.

Copy X

Alert Filter v

Close Save

Figure 102 - Selecting Copy Expression

19. On success the following pop-up message is prompted.

i Customer Details Group l © Alerts data copied successfully. %
[B] 550 Configuration Group Name Group Description
OperationsTeam ICC Operations team
8¢ Role
Events Alerts Actionable

Figure 103 - Alert message
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20. The filter criteria can be copied to the next dataset filter as well.

Group
Group Name Group Description
OperationsTeam ICC Operations team
Events Alerts Actionable
Entity LIKE (‘%iauto%) Entity LIKE (‘%iauta%)

Figure 104 - Alerts Filter

21. Once all the data filters are applied, click on Submit.

22. On successful creation the following message is prompted to user.

I O Group ereated suceesslully. x
croup [rmsms)(3)
Growp Name Demcription Modified On Actions
a SRETeam SRE be s members 008-C2-07T 138602 & 2 B
) OperanentTram 10 Operasens tram 2008-02-07T134:31 & & B
) HAataGES ARG ERACEESS 04-00-06T108 32 A 2 B

Figure 105 - Alert Message

23. The control will be redirected to the grid view with the new group listed.
Edit Group

1. Click on the edit icon next to the group to be edited as shown below:

croup %)
Group Hame Description Modified On h

Ll SRETEE™ SRE DM RMDES 2004-02-07T 132602 & 2 B

O OpbiatinadTam K0 Opi s Hafh 2004-02-0IT 133N 2 £ B

o AROadconss ASDatahcoer 20386306105 Bad & 2 B

Figure 106 - Edit Group

2. The form will appear prefilled with the saved data.
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Customer > dryicelem > Group > Edit

§% Customer Details Group
[ $SO Configuration Group Neme Group Description
OperationsTeam ICC Operations team
B¢ Role
Events Alerts Actionable
@ user
Entity LIKE (‘%iauto%’) Entity LIKE (%iauto%)
X‘ Group
€ Integrations
B Correlation Rules 2 o 2 T 2 T

Figure 107 - Edit Filter

3. User can edit the name or update the filter criteria’s the way user did while adding new group.

Group
Group Name Graup Description

OperationsTeam_1 ICC Operations team

Events Alerts Actionable
Entity LIKE (%siauto_1%) Entity LIKE (Séiautoss)
2 @ £ 0 20

Users in Group

User Name User Email User Type Actions
Johan Bob jehanbob@dryiceiem. com System m
Show 10 v | entries

Figure 108 - Update Group Name and Filter

4. In the above figure, the Group Name is updated to OperationsTeam_1. There is additional filter updated under
Events filter from iauto to iauto_1.
5. Once all the fields are updated, click on Update.

6. On successful update, the following confirmation pop-up message is displayed.

O OperationsTeam_1 ICC Operations team 2024-02-09T07:06:06 & 2 m
@ Group updated successfully. X
O AllDataAccess 2024-02-06T10:53:42 2 2 mw

Show | 10 v | entries

Figure 109 - Alert Message

7. Close the success message. The control will be redirected back to the grid view.

Delete Group

User can delete the group individually or using the bulk delete option. Let’s look at the individual delete option first.
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1. Click on the delete icon next to the group that is to be deleted.

Group | + Mew Grows | |52
Group Namd Desaription Maditied O mmm
SRiTeam S84 tham sesrriers 303400771 ket B 2 B
OperationsTeam K Operations teem 2024-02-07TIEM & & |
ANDatahcoess AMCatabocess 2028-00-06T 105 342 B £ B

Show 10~ eniries

Figure 110 — Delete Group

2. Confirmation pop-up appears.

Delete Group X

Are you sure you want to delete the selected Group? It cannot
be undone.

Cancel Confirm

Figure 111 - Confirmation pop-up

3. Click Confirm. A confirmation pop-up is displayed. Refreshes the grid with the group removed.
l & Group deleted successtully, 4
Graup [+ vewcon | (]
Graup Name Deseription Medified On Adtiang
DperateniTeam B2 Cpsbratiaand b b 2004-02-0TTIEMN A i a
AIDatancCers Dt aRoR 2024-02-D6T VRSIAZ B g B
Show 10 v  enties 1]

Figure 112 — Alert Message

Below is the bulk deletion option.

1. Select the groups that are to be deleted. As the groups are selected, the icons in the footer will be enabled.
2. Click on the Delete icon. The steps will be same as in individual delete post that.
3.

Confirmation will be requested, Click Confirm. On successful deletion confirmation will be displayed and the grid

will be refreshed with the groups no longer displayed.
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Assign User
This action enables us to assign users to roles created in the environment.

1. Click on Customer > Customer Name— Group.

Group + tiew G | [ 2
Growp Mame Description Modified On m
] OperatansTeam 1CC Operations beam 2024-02-OFT4Z33Y 2 2 B
AADaRorL A con o O6T 03 & & B
Shaw 10 v enmies .

Figure 113 - Assign Usersin a Group

2. The Action tab contains Assign User option, click on the Assign User option to assign the Group to a particular user
in the environment.

3. After clicking on the Assign User option, a pop up will be opened which will ask for User Email ID input.

Users can only be assigned by adding the User Email ID.

Assign User X

User Email ID

Figure 114 - Assign User Pop-up

4. After adding the required User Email ID, click on the Save Button.

Assign User X

User Email ID

johanbob@dryiceiern.com

Figure 115 - Assign User Email ID
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5. On successful assignation, a confirmation pop-up is displayed as shown in the following figure. The user will be

assigned successfully to that group.

l 1 Group asbgned ascoesully, 5
Group 4 New Goup || B |
Group Mama Desaription Madified On Action:
OperationsTeam KT Operabion beam 2004-02-07TVEMI & 2 B
AMDataAccess AMDatalooris 2024-02-DETAR5342 & 2 B
Show 10~ eniries .

Figure 116 - Confirmation Pop-up Message

Apply Filters
The steps provide information on how to Apply filter to the Group Data.

1. Click on Customer—> Customer Name—> Group.

GI‘O!.IP + New Grewp
Group Nam s Deseription Medified On Actions
Operation: Tesm K Operationt team 20040307 T 1R & & B
ANDRAACCESS ANDtAALCRE 2004-02-06T105242 A ¢ =]
Show 10~  aniries -

Figure 117 - Apply Filter Operation

2. Click on the Apply filter action button present at the header of the console.
3. The form will appear where user can select Field and Operator from drop down list and user must provide the
Value.

4. Then click on the Apply button.
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Group

Fiald

Group Mame

] Group Name

Operator

v LIKE

Description

Modified On

walue

Qperations

Actions

Group

OperationsTeam ICC Operations team 2024-02-07T13:34:31 & z g
U AllDatafccess AllDatasccess 2024-02-06T10:53:42 & z \mj
Show 10 v entries .
Figure 118 - Apply Filter Operation
+ New Group
Applied Filters | Group Name LIKE Gperations @
u Group Name Description Modified On Actions
(. OperationsTeam ICC Operations team 2024-02-07T13:34:31 & z 0|
Show 10w enfries .

Figure 119 - Apply Filter Result

5. User can see the result of applied filter.

An Entity in IEM can be referred to any configuration item (Cl) against which the event has been triggered or received in

IEM.

The section enables us to provide details associated with the entity, enabling enriching the events, alerts, and actionable

data within the system based on its mapped entity. This enriched data can be further used while defining correlation rules

or while working on the data view screen. Example, providing details such as location, data center, applications (primary,
secondary etc.) while defining the entities. As these details are added, it becomes available in the correlation rule

configuration page as well as in additional columns in the data view page, which can be then used accordingly by the

respective users.

Likewise, with other screens the users can perform actions based on their assigned roles.
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Customer » dryiceiem » Entity

¥ Customer Detsils Entity + New Enity

B 550 Confguratio o Enity D Additional Desall Source D Actions

()

B integrations

Eb Correluion Rules
B enity

@8 Topolegy

“lg Service Hierarchy

84 Maise Maintenance

) Al Algerithms

Figure 120 - Entity Page

1. Click the customer onboard section. For a specific customer, click on Customer - edit section. Click on the Entity
page, where Entity records for the selected customer will be displayed in the grid view once new entities have been
created by the user.

2. Following actions can be performed on the page.

e Add New
e  Edit Existing
e Delete
e Mark Noise
e Define Maintenance Schedule
e Merge
e Apply Filters
Add New Entity

Entity Records can be added using two methods: -

Entity = 2]

Estity ID Additional Detail Soures I Actions

Figure 121 - Navigation for Create an Entity

1. Create New Entity by clicking on + New Entity Button
2. Bulk Insertion can be done using the upload CSV option.

3. Choose afile based on the template available and upload it. Click on Submit.
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Entity

Manually © Upload CSV

Choose File | No file chosen & Download Template

Figure 122 - Bulk Upload Entities

Prior to adding the records, ensure that CSV contains the proper data, as upload will enrich the records
of the selected customer.

Let’s look at each action.

Individual Record Addition

1. Click on +Entity button. This opens the following pop-up.

Entity

O Manually Upload CSV

Entity Name

Additional Details

Choose additional options v Enter Value

Cancel Submit

Figure 123 - Add Entity Name

2. Specify the Entity Name which is a mandatory column.
3. Ifrequired, other details can be added using, Choose additional options. As the dropdown is selected the existing

keys created within the environment will be displayed with an option to add a new “custom key” as shown below.
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Entity

[} Manually Upload CSV

Entity Name

iauto2_ui

Additional Details

Choose additional options ~ Enter Value *
Choose additional options

Business Division

Country

Data center
Primary IP Address

Market Unit

Primary Application Name
Secondary Application Name

Sector

custom key

Figure 124 - Dropdown List for Column

Providing additional options is not mandatory and depends on the user’s requirement of data
enrichment.

4. Let’s first select an existing key. Let’s select ‘Country’. As user selects country, the key will come populated in the
first row enabling user to enter its value and a new record appears below it with the dropdown enabling user to

add more details if required.

Entity

©O Manually Upload CSV

Entity Name

iauto2_ui

Additional Details

Country Enter Value

Choose additional options v Enter Value

Figure 125 - Selected Column
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6.

Entity

© Manually Upload CSV
Entity Name
jauto2_ui

Additional Details

Country Enter Value

Choose additional options ~ Enter Value

Choose additional options
Business Division
Data center

Primary IP Address -
= | Submit
Market Unit ance ubmi

Primary Application Name
Secondary Application Name
Sector

Figure 126 - Selecting Multiple Columns

Let’s next create a new detail. Select “Custom key” from the dropdown.

Entity

© Manually Upload CSV

Entity Name

jauto2_ui

Additional Details

Data center Enter Value
Country India
Choose additional options v Enter Value

Figure 127 - Add New Column

As the option is selected, the dropdown is replaced with a text box enabling user to define the new key, and value

appears next to it. A new row is added below it with the dropdown.
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Entity

(o] Manually

Entity Name

iauto2_ui
Additional Details

Data center

Country

Choose additional options

Upload CSV

Enter Value
India

v Enter Value

Figure 128 - Multiple Enter Value for Entity

7. In case more details need to be added, repeat step 1 to make use of an existing key or, follow steps 2, 3 and 4 as

mentioned above to add Custom details using Custom Keys.

8. Click on Submit once done. On successful addition a prompt is displayed as shown.

Customer > dryicelem > Entity

% Customer Details

[ S5O Configuration

8¢ Role

@ user

82 Group

£ Integrations

l @ Entity created successfully. X

Entity

a Entity ID Additional Detail Source I
(m] iauto2_ui ["Country”: india’) fauto2_ui
a ideployt ideployl
a mydoud_ui mycloud_ui
a mydoud_db mydoud_db
o mycloud1 mycloud]

Figure 129 - Alert Message

[
=]

[
et

>

Y
=

[
]

9. The New Entity added will appear in the grid as shown above.

Customer > dryicelem > Entity

4% Customer Details
[ 550 Configuration
A¢ Role

@ User

Ag Group

& Integrations

[ Correlation Rules

B Entity

48 Topology

Entity

0 Entity ID Additional Detail Source ID
O iauto2_ui [Country™ India") lauto2_ui
OJ ideployl ideployl
O mycloud_ui mycloud_ui
[m] mycloud_db mycloud_db
w] mycloud? mycloud?
[m] fautoS-ul iautoS-ui
o iautod-ui isustod-ui
[m] fouto5_db loutos_db
O iautod_db iautod_db

e ™ B R > B S

Y

e & &

S}

(o] (3]
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Bulk Record Addition

1. Click on New Entity and select Upload CSV radio button option as shown:

Entity

Manually © Upload CSV

Choosefile | No file chosen L Download Tem plate

Figure 131 - Bulk Upload Entities

2. As user selects Upload CSV the following screen appears:

Entity

' Manually @ Upload CSV

& Download Template

Choose file Mo file chosen

Submit

Figure 132 - Bulk Upload Entities

3. Click on the Download Template button. The following template is downloaded:

A B C ., D E | F G H L

sourceentityid [businessdivision country datacenter ipaddress marketunit primaryappname secondaryappname sector

-~ o u WMo
il il Bl il el Kl |

Figure 133 - Template Format of Bulk Entity
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4. “Source entity id” is the mandatory column, rest are the additional details available in the environment.
5. User can choose to provide values of the additional details or can add more details as per Customer’s requirements,

by adding columns in the downloaded template as shown below.

| A | B | € | b B F | G | H I
1 [sourceentityid businessdivision country datacenter ipaddress marketunit primaryappname secondaryappname sector [state _|
2
=

Figure 134 - Template Format of Bulk Entity

6. The new additional details will be added in the repository while the data is uploaded.

| A | B | C | D | E F G | H | | J | K | L | M | N | o | P | Q | R | S |

location k market_ui pril yag rul darysector  testerr  testr

Figure 135 - Template with Entity data.

7. Add details in the excel and save the file as .CSV file. As user clicks on the upload CSV, the local directory browser

appears as shown:

e Open
Entity
&« v 4 ® » ThisPC » Downloads v U Search Downloads
Manually © Upload CSV o
Organize ~ New folder = -

A
N T
Choose file | No file chosen v 5 Quick access ame yRe

- Desktop -+ ﬂ ent\tyﬁtemp\ate.csv CSY File

3 Downloads o

Figure 136 - Selecting file from local Directory

8. Browse to the local directory where the data file is saved and select the file. As the file is selected, it appears as

shown:

Entity

Manually © Upload €SV

L, Download Template

Choose file  entity_template (1).csv

Figure 137 - Upload csv file

9. Click Submit. If the data in the excel file is as per the downloaded template, it will get submitted and a success

message is shown. Close the success message.
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Entity

Manually © Upload Csv

Choose File | entity_template (1).csv L Download Template

Figure 138 — Submit Button

In case Entity modification is required on MSP Tenant then BAU/Operations team should reach out to
IEM PS team.

Edit Entity
Once the entities are added, the edit icon next to the entity record can be used to update its details.

1. Click on the Edit icon next to entity record which is to be updated.

Customer > dryiceiem > Entity

{7 customer Details Entity + New Entity

B 550 Configuration 0 Entity 1D Additional Detail Source ID m
8¢ Role (m) iauto2_ui {"Country’s "India”) iauto2_ui 2 W
® user 0 ideploy1 ideploy1 2w

0O ycloud i mycloud_ui 2 W
&2 Group

0 myeloud_db mycloud db 2 W
% Integrations .

O mycloud1 mycloud £ mw

[ Correlation Rules

Figure 139 - Edit Entity

2. The form appears filled with details. User can add/edit/remove the additional details options. For example, parse
let’s add details of primary application, remove the state and update country to UK. Post changes, the form appears

as below.
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Entity

Entity Name

iauto2_ui
Additional Details

Country UK

Choose additional options ~ Enter Value

Figure 140 - Edit Details

3. Once complete click on Update. On successful update the following prompt is displayed.

Customer > dryiceiem > Entity

[ © Entity updated successfully. X

87 Customer Details Entity
£ 550 Configuration ] Entity ID Additional Detail Source ID Actions
2¢ Role o isuto2_ui "Country™s "UK'} fauto2_ui 2 m
@ User o ideployt ideploy! &

o mycloud_ui mycloud_ui 2 W
B2 Group

[m] mycloud_db mycloud_db e m
€5 Integrations

(m] mydloud1 mycloud 2 m
£ Correlation Rules D ioutoS-ui fautoS-ui ¢ o

Figure 141 - Alert Message

4. Click on close, the updates will be visible in the grid view as shown below.

ety

O Entity ID Additional Detail Source ID Actions

O iauto2_ui {“Country”: "UK"} iauto2_ui 2

Figure 142 - Grid View for Entity

Delete Entity
If the entities are wrongly mapped or created, or need to be removed, provision of bulk delete is available on the page.

1. Click on the check boxes next to the entities to select the entity that is to be deleted.
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jauto1-db jauto1-db w £
iauto1-knoweldge jauto1-knoweldge inZd
O jauto2-db jauto2-db oW &
O iautoz-knoweldge jauto2-knoweldge w2

Figure 143 - Figure — Entity Page

Clicking the checkbox in the header will select all the entities displayed on the page.

2. When the entities are selected, the available icons at the bottom of the grid get enabled.

jautol-db jautol-db n &
jauto-iknoweldge jautol-iknoweldge o &
] jauto2-db jauto2-db m &
(] lauto2-iknoweldge jauto2-iknoweldge o &£
O lauto2-isaript lauto2-isaript m 2
d jautol-isaipt {"Country”: "India"] jautol-isaipt I Q
O lauto?-ui lauto?-ui w &
d jautot-ui jautoT-ui ] ﬁ
Show 10 v  entries [ > Merge | [ ] Noise ] [ © Mark As Noise

Figure 144 - Delete Entities

3. Click on the Delete button.

jauto1-db iauto1-db o &
jauto1-knoweldge iauto-knowsldge w2
a jauto2-db iauto2-db m &
O iauto2-iknoweldge iauto2-iknoweldge T z
O jauto2-isaipt iauto2-isaipt i ﬁ
a jauto1-isaipt {"Country™: "India"] iauto1-isaript o &
O jauto2-ui iauto2-ui w &
O jauto1-ui iautol-ui [ ﬁ

Show 10 ¥  entries [ > Merge ‘ [ =] Noise I [ © Mark As Noise ]E

Figure 145 - Delete Entities

4. A confirmation box appears:
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Delete Entity X

Are you sure you want to delete entity? It cannot be undone.

Cancel Confirm

Figure 146 - Confirmation pop-up

5. If sure of the selected entities deletion, click Confirm else, click Cancel to revisit the selections made.
6. As Confirm is clicked, deletion process gets started. On successful deletion of the records, the rows are removed

from the grid and a confirmation message box is prompted.

Customer > AlphaCustomer > Entity

§° Customer Details Entity I © Entity deleted successhully X + NewEntity | [
£ 550 Configuration Entity ID Additional Detail Source ID Actions
2¢ Role ) iautol-ui isutol-ui B £
@ U a lauto2_ui ['Country™ “India”, Primary Application Name™"[ECE") iauto2_us o] z

ser
%5 Group Show 10 v entiies 2
€ Integrations

[ Corelation Rules
T Entity

@ Topology

Figure 147 - Alert Message

7. Click Close. The rows are no longer available in the grid.

Customer > dryiceiem > Entity

l @ Entity deleted successfully. x

87 Customer Details Entity + N“"L"'“I @
B 550 Configuration Entity ID Additional Detail Source ID Actions
¢ Role O mycloud_ui mycloud_ul 2 B
® User mycloud_db mycloud_db 2 B
. (] mycloud1 mydoud1 Z B
'8 Group

iautoS-ui fautos-ui 2 B

Figure 148 — Entity Removed from the Data Grid

Merge Entities
Merge is a feature which is available to merge related entities. As data can be uploaded from different repositories, many
a times same entity is referred by different names across repository, so in here those entities can be selected and merged
and tagged by a common name, so that the details can be used while defining correlation rule to correlate data coming
from different repository. In that case if user use Entity (Master) from the fields list in the Group By field of the correlation
rule screen, all data associated to the entity across different data sources will be grouped together. To know more about

defining correlation rules refer to the Correlation Rules section.
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1.

2.

3.

Click on the check boxes next to the entities to be merged. Like while deleting, as entities are selected, all icons in

the footer will be enabled.

jauto1-db iauto1-db n &
jauto1-iknoweldge iautol-knoweldge m &
O jauto2-db iauto2-db m &

Figure 149 - Select Entities for Operation

Click on Merge button.

O Entity ID Additional Detail Source ID Actions
jauto2-ui iauto1_db V4|
O jauto2-ui {"Country™: "India", “Primary Application Name™ “iAutomate”}  iauto2-ui £
jauto3_db iauto3_db V72|
[ verse ]
Show 10 v  entries [ ) Noise ] [ © Mark As Noise ] [ [l Delete ]

Figure 150 - Merge Entities

A pop up appears with the names of all selected entities appearing in the dropdown.

Merge Rows X
Entity Name
iauto1-db v

Figure 151 - Merge Rows

Select the name which will be primarily used for identifying these selected entities. For example, parse any one of
the entity names from the dropdown, so that selected entity names will be changed to the entity name which is
selected in the dropdown.

Click Submit, a confirmation box will be displayed.
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Customer > dryiceiem > Entity

$* Customer Details

£ SSO Configuration

&¢ Role

@ User

&3 Group

€3 Integrations

5 Correlation Rules

B Entity

6. Click Cancel and refresh the grid. All the entities, entity ID field will start appearing the same.

Entity

Entity ID
jauto1_db
iauto1_db

iauto2-ui

Show 10 v  entries

l @ Entities merged successfully. >

Additional Detail

{"Country”; "India”, “Primary Application Name: “iAutomate”}

Figure 152 - Alert Message

Merge Rows

Entity Name

iauto1-db

Figure 153 — Cancel Button

[

Source ID
iauto1_db
iauto3_db

iauto2-ui

Actions

[N Y

A3

Source entity field is not changed, just the entity name changes to the referenced entity name.

As the entities are uploaded, this screen also enables user to filter out a few entities data completely. Example, entities
such as those which may belong for development or for POC (Proof of Concept) purposes and the events generated can
be completely ignored. These entities can be selected and marked as Noise from here. As user mark them as noise, any
events received of the marked entities will be filtered out at the first event processing layer itself and will not move further
in the processing pipeline.

1. Select the entities to be marked as noise by clicking on the corresponding check boxes. All the icons in the footer

get enabled.
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O Entity ID Additional Detail Source ID Actions

iauto1_db iauto1_db e W
o jauto1_db iauto3_db S m
O iauto2-ui {"Country”: "India", "Primary Application Name": "iAutomate")  iauto2-ui 2|

Show 10 v  entries © Mark As Noise IRIREES

Figure 154 - Selected Entity Perform Operations

2. Click on Mark as Noise icon.

O Entity ID Additional Detail Source ID Actions

jauto1_db iauto1_db g W
a iauto1_db iauto3_db 2w
o iauto2-ui {"Country": "India", "Primary Application Name": “iAutomate”}  iauto2-ui ﬁ im|

Show 10 v  entries © Mark As Noise IROREES

Figure 155 - Selected Entity Mark as Noise

3. Astheiconis clicked, a confirmation box is displayed as shown below:

Mark As Noise X

Are you sure you want to mark the Entity as noise? It cannot
be undone.

ancel Confirm

Figure 156 - Success Popup for Mark as Noise

4. Click Confirm.

5. On successful update the entities are marked as noise, and a success message is displayed as shown below:

Configuration Guide



Customer > dryiceiem > Entity

I © Entity marked as noise successfully.

§7 Customer Details Entity + New Entity | | 2
E) 550 Configuration ] Entity ID Additional Detail Source ID Actians
B¢ Role ] iauto1_db iauto_db 2w
a iautol_db iauto3_db
@ User - - 2 W
0 iauto2-ui {"Country™: “India", “Primary Application Name": “iAutomate”}  iauta2-ui 2w
A2 Group
Show 10 v entries ) . B

@ Integrations

B2 Correlation Rules

Entity

Figure 157 - Alert Message

Once marked as noise, the details start appearing on the noise/maintenance screen prefixed with
“Noise”. Refer to the noise/maintenance window section to know more about viewing the data.

Define Maintenance Window
This section enables the user to define a window (time range) for the selected entities during which any event data
received from the entities can be filtered out. This time range can belong to any planned activities such as backup,
maintenance schedule, upgrade etc. where though the event generation is expected but no processing is required and
can be dropped.
1. Select the entities for which the window needs to be defined by clicking on the corresponding check boxes. once

the entities are selected, the footer icons get enabled. Click on Define Maintenance window.

O Entity ID Additional Detail Source ID Actions

iauto1_db iauto1_db g W
O jauto1_db iauto3_db S m
O jauto2-ui {"Country™: "India", "Primary Application Name": "iAutomate”}  iauto2-ui z im|

Show 10 ~  entries [  Mark As Noise l [ Tl Delete ]

Figure 158 - Selected Entities as Maintenance Window

2. The following popup appears for configuration.
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Maintenance Window Configuration X

|| Recurring
Start Date Start Time End Date End Time
02/08/2024 (] 01:43 PM C] 02/08/2024 (] 02:43 PM ®©

All timezone in GMT.

Figure 159 - Maintenance Window Configuration

3. By default, the current date is selected. The following option for configuration exists:
a. Specify one-time duration. Here user needs to select the Start Date and End Date and specify the
Start Time and End Time duration. On clicking the Start Date, a calendar appears as shown below

enabling users to select the date.

Maintenance Window Configuration X
| Recurring
Start Date Start Time End Date End Time

mm/dd/yyyy (| R — ©] mm/dd/yyyy (m} . — ®

February 2024 ~

Mo Tu We Th

Figure 160 - Date selection for Noise Rule

b. Usercan type in the time or use the clock icon next to the start time and the end time to specify the time range

for the selected date. With the date and time selected the popup looks as below.
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Maintenance Window Configuration X

@ Recurring Daily e
Start Date Start Time End Date End Time
02/08/2024 O 02:00 PM ® 02/08/2024 (] 03:00 PM ©

All timezone in GMT.

Figure 161 - Time Interval for Noise Rule

c. Inthe above image, the event data will be considered as noise from 2:00 PM to 3:00 PM on 8t February 2024.

The date and time are of UTC time zone.

d. Specify Recurring period. As recurring is selected, user have an option to define a daily, weekly, or monthly

recurrence as shown below.

Maintenance Window Configuration X
@ Recurring Daily ¥
Start Date Weekly End Date End Time

02/08/2024 Monthly 02/08/2024 ] 02:43 PM ®

All timezone in GMT.

Figure 162 - Recurring for Noise Rule

e. Let’s select Daily. As daily is selected user need to specify the date range by specifying the start date and end
date. As user selected start date, in both these cases as well as the date field is selected, a calendar is displayed.
Choose the date range. Once the date range is selected specify the Start Time and End Time the way user did

for One time. For this example, parse, let's select the date range as 2:00 AM to 2:43 PM on 08th February 2024.
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Maintenance Window Configuration X

Recurring Daily e
Start Date Start Time End Date End Time
02/08/2024 O 02:00 PM ® 02/08/2024 (] 03:00 PM ©

All timezone in GMT.

Figure 163 - Maintenance Window Configuration for Noise

f. The selection implies that any event data generated for the selected entities daily during the date range

between 2-3 AM will be filtered out.

g. Asday header is selected, a dropdown appears seeking input of the day along with the remaining selections.

Maintenance Window Configuration X

Recurring Weekly v
Start Date Start Time Tuesday
02/08/2024 m] 02:00 PM @ Wednesday

Thursday
Friday

Saturday
Sunday

All timezone in GMT.

Figure 164 - Day Selection for Noise

For the example let’s choose Wednesday. With the day selection the screen looks as below.
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Maintenance Window Configuration X

Recurring Weekly v Wednesday v
Start Date Start Time End Date End Time
02/14/2024 (] 02:00 PM ®© 02/14/2024 ] 03:00 PM o

All timezone in GMT.

Figure 165 - Maintenance Window

h. The selection implies that any event data generated between 2-3 AM every Wednesday for the selected
entities will be filtered out starting from 14t Feb 2024 till 14th Feb 2024.
i. Let’s next look at the monthly recurring option. As Monthly is selected, a textbox appears enabling user to

specify the day of the month as shown below.

Maintenance Window Configuration X
Recurring Monthly e On day 9
Start Date Start Time End Date End Time

02/09/2024 (] 02:00 PM C] 02/09/2024 ] 03:00 PM ®©

All timezone in GMT.

Figure 166 - On Day Selection for Recurring

For the example parse let’s specify 20 as the day of the month. With the day input the screen looks as below.
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Maintenance Window Configuration X

Recurring Monthly e On day 20
Start Date Start Time End Date End Time
02/08/2024 ] 02:00 PM 03/08/2024 ] 03:00 PM

All timezone in GMT.

Figure 167 - On day and Time Interval

j.  The selection implies that the event data generated between 2-3 AM on 20th day of every month for the
selected entities will be filtered out starting on 8th Feb 2024. Once the period is specified as per the
requirement, click on Submit.

4. On successful update, the details are saved, and a prompt of success is displayed as shown.

Customer > dryiceiem > Entity

@ nNoise mai window for the selected Entity.

§¥ Custamer Details Enti + New Entity l? |
B 550 Configuration O Entity ID Additional Detall Source ID Actions
2¢ Role a iautol_db iauto1_db ¢ m

] iautod_db iauto3 db i
@ User 2w

o fautoz-ui ['Country’: "India’, "Primary Application Name™ "Mutomate’}  iauto2-ui 2w
A2 Group

Show 10 v  entries 3 u e

&3 Integrations
B> Correlation Rules

B Entity

Figure 168 - Alert Message

The Number implies the number of entities whose data is updated. Since in this case user selected 2,
both are updated so the count is displayed as 2.

5. Click Close.
6. Like noise the saved data will be visible on the noise/maintenance window, where rule name is prefixed with

“Maintenance window defined for”.
Once an entity is marked, redefining or remarking will not work.

Apply Filters
The steps explain how to Apply filters to the Entity Data.

1. Click on the Apply filter available action button present at the below header of the console.
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Customer > dryiceiem > Entity

§* Customer Details
£ 550 Configuration
A Role

@ User

A2 Group

& Integrations

% Correlation Rules

Entity

Entity

a Entity ID
=) iauto1_db
] iauto1_db
=) iauto2-ui

Show 10 v  entries

Figure 169 - Apply Filter Operation

Additional Detail

{Country™ "India”, "Primary Application Name" “iAutomate’}  fauto2-ui

=+ New Entity

Source ID Actions
fauto1_db 2 o
iauto3_db 2w

%
=]

>+ Merge | | £ Noise | © Mark As Noise | | ] Delete

2. The form will appear. From there user can select Field and operator from drop down list and should assign a value.

Then click on the apply button.

Customer > dryiceiem > Entity

§ Customer Details
£ SSO Configuration
A< Role

@ User

A2 Group

€3 Integrations

B Correlation Rules

B Entity

Entity

Field Operator Value

Entity ID v LIKE N4 Search ...

O Entity ID Additional Detail Source ID Actions

O fauto?_db iautol_db & W

O iauto?_db iauto3 db Z w

(m] lauto2-ui {"Country™ "India”, "Primary Application Name™ "iAutomate™}  iauto2-ui 2 W
Show 10 v | entries [ > Merge ‘ ) Noise ‘ ® Mark As Noise ‘ [i] Delete I

Figure 170 - Apply Filter Operation

3. User can see the result of applied filter.

Customer > dryiceiem > Entity

§F Customer Details
[ $SO Configuration
&¢ Role

@ User

A2 Group

£ Integrations

B Correlation Rules

T Entity

Entity

Applied Filters | Entity ID LKEdb

(m] Entity ID Additional Detail
@] iauto?_db
] iautol_db

Show 10 v  entries

Source ID Actions
iauto1_db 2 m
iauto3_db 2 m

> Merge I Y Noise I © Mark As Noise | | [i] Delete ‘

Figure 171 - Apply Filter Result
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Topology helps to provide a comprehensive understanding of how different entities in the system are connected, allowing
for effective monitoring, troubleshooting, and incident response.
Topology view that illustrates the relationships and connections between different components, such as servers,
applications, databases, network devices, and other IT infrastructure elements will be displayed once the Topology is
established in the system.
This section enables us to define the entity relationship data. If a rule is defined with topology filter selection, then the
data is referred while correlating based on the rule definition. Refer to correlation rules to learn more about defining
topology filter rules.
Like other screens user can perform actions based on their role.

1. Click the customer onboard section, for particular customers click on customer action edit section. Click on the

Topology page, Records for the selected customer will be displayed in the grid view as shown.

Customer > dryiceiem > Topology

§ customer Details Topology + New Topology | [ 2 |
B 550 Configuration Entity Parent Entity Actions
A¢ Role )
T
@ User
Rz Group
€3 Integrations
B Correlation Rules
B Entity

8 Topology

Figure 172 - Topology Page
2. Use the customer dropdown to change the customers and view data defined for it.
3. Following actions can be performed on the page:
e Add New
e Delete

e  Apply Filters

Topology (Entity relationship) data can be added using the following two methods:

1. Create New by clicking on +New Topology Data Button.
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Customer > dryicelem > Topology

&7 Customer Details Topology

B 550 Configuration o Entity Parent Entity Actions
8¢ Role

@ User

Ag, Group

4 Integrations

B Correlation Rules

B Entity

48 Topology

Figure 173 - Add Topology

2. Bulk Insertion can be done using the upload CSV option.

3. Choose afile based on the template available and upload it. Click on submit.

Topology

Manually © Upload CSV

Upload CSV & Download Template

Figure 174 - Bulk Upload Topologies

Prior to adding the records ensure the Customer selection is proper. A new addition will enrich the
records of the selected customer.

Let’s next look at each action.

Individual Record Addition

1. Click on +New Topology Data button. This opens the following popup.

Topology

O Manually Upload CSV

Entity Name Parent Entity

jauto-ui v jauto? -ui v

Cancel Submit

Figure 175 - Topology Creation

2. Entities which are configured for the selected customer using Configure -> Entity Screen appears in the Dropdown.

3. Select the entity and its parent entity from the dropdowns.
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Entity Name Parent Entity

jauto1-ui ~ iauto1-iscript v

Figure 176 - Parent Entity Selection

4. Click on Submit.

5. On successful addition a prompt is displayed as shown.

Customer > dryiceiem > Topology

@ Topology data uploaded successfully. Please note that duplicate and invalid records will be ignored. %

¥ Customer Details opoiogy :m} [E]
[B) 550 Configuration o entity parent Entty Actions

A Role m} fautos_db fautod-ui o]

@ user Show 10 ¥  entries [i] Delete .
22 Group

& Integrations

[% Correlation Rules

B Entity

&3 Topolagy

Figure 177 - Alert Message

6. The relationship data appears in the grid as shown.

Topology

O Entity Parent Entity Actions

O iautod_db iautod-ui o]

Show 10 v~  entries Til] Delete

Figure 178 - Grid View for Topology

7. Using the similar approach, hierarchies can be defined between the entities.

Bulk Insert

In case large amount of data to be inserted in one go, the bulk insert option can be used.

1. Select Upload CSV option as shown. As user select Upload CSV the following record appears.
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Topology

Manually O Upload CsV

download

emplate

Upload CSV 4 Download Template

Figure 179 - Bulk Upload CSV

2. Click on the Download Template button. The following template is downloaded.

A B | C D
entityid parententityid

W|I'\-' )

Figure 180 - Template Format of Bulk Topology

3. Define the parent child relationship data as shown. Save the CSV data.

| A | B
lautol_db  iauto2-ui
lauto2_db

lauto3-ui

Figure 181 - CSV File of Parent and child entities

4. As the data is prepared, Upload the filled in excel by clicking on Upload CSV. Like with entities section browse to

the local directory where the data file is saved and select the file. As the file is selected it appears as shown:

Topology

Manually O Upload CSV

topology template.csv 4, Download Template

Figure 182 - Uploading the Topologies
5. Click Submit. On successful data creation, a confirmation box is displayed and the new data is displayed in the grid

for the selected customer.
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Lo Topology data uploaded successfully. Please note that duplicate and invalid records will beignored.

Topology + New Topology

] Entity Parent Entity Actions
O jautol_db jauto2-ui il
O jauto2_db j auto3-ui o}
O iautod_cb iautod-ui oW
Show 10 v entries [ii] Delete

Figure 183 — Success popup

If entities are not pre-configured, uploading the sheet creates the entity records as well.

Delete Topology
If the relationship data are wrongly mapped or created or need to be removed, provision of bulk delete is available on
the page.

1. Click on the check boxes next to the topology data to select the rows or relationship that needs to be deleted.

Topology

@]

Entity Parent Entity Actions
iauto1_db iauto2-ui w
auto2_db iauto3-ui @
O auto4_db iautod-ui @

Delete
Show 10 v~ | entries Til] Delete

Figure 184 - Delete Topology

2. Like with the entities page as the rows are selected the icons on the footer of the grid are enabled and selection

count is displayed as well.

Like entities, if all data is to be selected on the page, click on the checkbox in the header, it will select
all the rows displayed on the page.

3. Click on the Delete icon.
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Topology

O Entity Parent Entity Actions
autol_db iauto2-ui o
iauto2_db iauto3-ui o
O iauto4_db iautod-ui jmf

Delete
Show 10 v | entries Til] Delete

Figure 185 - Bulk Delete Topology

4. A confirmation box will be prompted.

Delete Toplogies X

Are you sure you want to delete the selected topologies? It
cannot be undone.

Cancel Confirm

Figure 186 - Confirmation pop-up

5. Clicking Ok, deletes the selected relationship data.

6. On successful deletion rows are removed from the grid and a confirmation box is displayed.

Customer > drylcelem > Topology

[ @ Topologies deleted successfully. %

§7 Customer Details Topology + New Topology
[E) SSO Cenfiguration Entity Parent Entity Actions

& Role a isutod_db auto-ui 7]

@ User Show 10~  entries i Delete B

23 Group

£2 Integrations

2 Correlation Rules

B Entity

€8 Topology

Figure 187 - Alert Message

6.1.11.8 Service Hierarchy
A service represents a business capability or functionality that is provided by the IT infrastructure.
A service is composed of various components, and there are dependencies between these components.
Understanding the relationships between components helps in mapping the service landscape and identifying potential

points of failure.
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In this section user define the service hierarchy. In here user create a service view and map it to the actual entities on
which the alerts are created. This helps in populating the customer specific service view enabling the user to view the
impact of events getting generated in the environment on the services in his/her environment.
Like other screens the user can perform actions based on their role.

1. Click the customer onboard section, for customer click on customer action edit section. Click on the Service

Hierarchy page, Records for the selected customer will be displayed in the grid view as shown.

Customer > dryiceiem > Service Hierarchy

§* Customer Details Service Hierarchy ‘ + Add ] ?

) 550 Configuration Service Name Description Modifled On High Availability Disaster Recovery Actions

A¢ Rale P
™

No record found.

@ User

Ag Graup

& Integrations

£ Conelation Rules

B Entity

65 Topology

“lg Service Hierarchy

Figure 188 - Service Hierarchy Page

2. Use the customer dropdown to change the customers and view data defined for it.

Following actions can be performed on the page:

e Add New
e Edit
e Delete

e Manage Relationship and Entities

e Apply Filters

3. Click on + Add button at the top of the grid to create a new Service.

Service Hierarchy

O Service Name Description Modified On High Availability Disaster Recovery Actions
O iautomate iautomate Service 2024-02-08T10:36:47 N Y & e T
Show 10 v  entries

Figure 189 - Service Creation
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Please ensure that the actual customer for which the data is being added is selected in the d ropdown at

the top of the page. As any addition will be mapped to the customer selected in the dropdown.

4. The following popup is displayed.

Service Hierarchy

Service Name * Service Description *
High Avail ability * Disaster Recovery *
Yes © No Yes © No

‘iﬂnl:.e‘

Figure 190 - Service Add Configuration

5. Enter the Service Name and Description.

6. Select radio button Yes or No for HA (High Availability) and for DR (Disaster Recovery)

Service Hierarchy

Service Name * Service Description *
iautomate iautomate Service
High Availability * Disaster Recovery *
Yes © No O Yes No

Figure 191 - Selecting Dropdown

7. Click Submit.

8. On successful addition the following message is displayed.
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Customer > dryiceiem > Service Hierarchy

l © service created successfully. X

& Customer Details Service Hierarchy
B 550 Configuration 0 service Name Description Modified On High Availability Disaster Recovery Actions

B¢ Role O iautomate fautomate Senvice 2024-02-08T10:26:47 N % & ¥ m

@ User Show 10 v entries [T Delete
% Group

€3 Integrations

5 Correlation Rules

B Entity

&5 Topology

“lg Service Hierarchy

Figure 192 - Alert Message

9. The service will start appearing in the grid as shown below.

Service Hierarchy

a Service Name Description Modified On High Availability Disaster Recovery Actions

O jautomate iautomate Service 2024-02-08T10:36:47 N % L X W

Show 10 v  entries

Figure 193 - Grid View for Service Hierarchy

Edit Service Hierarchy

1. Like in the other views, click on the edit icon next to the Service which needs to be edited.

Service Hierarchy

O Service Name Description Modified On High Availability Disaster Recovery “

0 iautomate iautomate Service 2024-02-08T10:36:47 N Y L X W

Show 10 v  entries

Figure 194 - Edit Service

2. Saved data according to popup.

3. Make the necessary changes. For this example, parse let’s edit the Name.
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Service Hierarchy
Service Name * Service Description *

iautomate iautomate Service Hierarchy

Figure 195 - Editing Service
4. Click Submit. On successful update the following popup message is displayed.

Customer > dryicelem > Service Hierarchy

l Service updated successfully. X
#° Customer Details Service Hierarchy
£ 550 Configuration ([ service Name Description Modified On High Avallability Disaster Recovery Actions
B¢ Role O isutomate lautomate Serice Hierarchy 2024-02-08T1040:31 N ¥ S W
® user Show 10 v  entries Ti] Delete .
A8 Group
€ Integrations

% Correlation Rules

B Entity

€8 Topalogy

g Service Hierarchy

Figure 196 - Alert Message

Delete Service Hierarchy
1. Like with the entity and the topology screen, select the services that is to be deleted by selecting the check boxes

next to their names in the grid view.

Service Hierarchy

O Service Name Description Modified On High Availability Disaster Recovery Actions
O mydoud Myeloud Service 2024-02-08T10:42:10 N Y &L e [
iautomate iautomate Service Hierarchy 2024-02-08T10:40:31 N Y L M W

Show = 10 v  entries %

Figure 197 - Selecting Services

2. Theicons will be enabled in the footer.

IH Configuration Guide
112



Customer > dryiceiem > Service Hierarchy

7 Customer Details

[ 550 Configuration

8¢ Rale

@ user

Ag Group

€ Integrations.

Eb Corelation Rules

B Entity

Service Hierarchy

Service Name

[m]

O Mydoud
MyCloud DR
0wy

O ideploy

Show 10 v  entries

Description

Mycloud Servies

MyCloud DR Service

Lucy Serviee

ideploy Service

Modified On

2024-02-08T11:30:44

2024-02-08T11:08:47

2024-02-08T11:05:41

2024-02-08T10:5452

+ Add m

High Availability Disaster Recovery Acti

N N 2 X m
N v 2 ¥ u
N ¥ A ]

Figure 198 - Deleting Services

3. A Confirmation message box is prompted as shown.

Delete Service

Are you sure to delete the selected service? It cannot be

undone.

Cancel Confirm

Figure 199 - Confirmation pop-up

4. Click on Confirm. On success the following popup is displayed.

Customer > dryiceiem > Service Hierarchy

4 Customer Details

[ 550 Configuration
2¢ Role

@ User

g Group

£ Integrations

£ carrelation Rules

B entity

43 Topology

"l Service Hierarchy

Service Hierarchy

[ Service Name

O myeloud

[ @ service deleted successfully. X

Description

Mycloud Service

Show | 10 v | entries

Modified On

2024-02-08T10:42:10

+ Add [E

High Availability Disaster Recovery Actions

N Y a0 |

Figure 200 - Alert Message

Mapping Service Hierarchy

Mapping services in IEM involves the identification, visualization, and analysis of the relationships and dependencies

between different services within an IT environment. This process is essential for understanding how services interact,

detecting potential issues, and facilitating effective actionable management.
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The relationship between the created services can be defined by clicking the Mapping icon below the actions field. By

using this option, the mapping between the actual entities can be done.

1. Click on the service to see the details related to the service. There are three actions visible for a particular service:

- Edit, Delete and Mapping.

Customer > dryiceiem > Service Hierarchy

§* Customer Details Service Hierarchy B

8 550 Configura Service Name Description Modified On High Availability Disaster Recovery Actions

8¢ Role Mydoud Mycoud Service m
o MyCloud DR MyCloud DR Service 2024-02-08T11:0847 N N 28
A3 Group et rar |

eploy Geploy Service 24-02-08T10:545,

Y

XM

Figure 201 - Mapping Service

2. After clicking the Mapping icon on the service, user have the following two tabs: -
e Define Topology
e Map Entities

— Define Topology - This tab enables us to manage the relationship data. Let’s click on the tab.

MyCloud DR

( Map Entities ) ( Define Topology)

Parent
Add Parent

select

Child

Cancel Save

Figure 202 - Define Topology
a. It's divided into two sections:
o Parent —In this section the mapping happens. Users specify the parent node here.

o Child —This is a display only section. All the child services of the selected service will be displayed here.

b. Let’s add a parent service. Click and select from the services available in the dropdown.
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MyCloud DR £3

( Map Entities ) ( Define Topology )

Parent
Add Parent

ideploy
Child N

Figure 203 - Applying Parent Service

For example, let's select ideploy as Parent.

c. Click Save.

The following confirmation box will be displayed.

Customer > dryiceiem > Service Hierarchy

| © Topology mapping updated successfully.

¥ Customer Details Service Hierarchy + Ak || @
B 550 Configuration O Servica Name Duscription Modifisd On High Availability Désxrier Recovary Actions
R¢ Role O wyoua Mychoud Service 2024-02-08T11:39:44 N ¥ PR
® User [m] MyClovd DR MyCloud DR Service 2024-02-08T11:0847 N N P

m) Lugy Lucy Service. 2024-02-08T11:0541 N ¥ 2 %8
A2, Group

a ideploy idepioy Service 2024-02-08T10:54:52 N ¥ P
3 Integrations

Show 10 v  entries il Delets .

[ Correlation Rules

Figure 204 - Alert Message

d. Relationship has been created. Click on mapping icon of ideploy service and user can view the child of the

service which the user has created above.
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ideploy

( Map Entities ) ( Define Topology )

Parent
Mycloud

Add Parent

select

Child

MyCloud DR

Cance'

Figure 205 - Parent Service Name

e. A service can have multiple parents defined using the Add Parent drop down. Once a parent is added, it will

start appearing underneath the Parent section.

User needs to save the parent one after the other.

MyCloud DR X

( Map Entities) ( Define Topology)

Parent
ideploy %
Lucy X
Add Parent
select
Child

Cancel Save

Figure 206 - Parent List Services
f. In case a relationship is wrongly created, click on the cross button next to the parent row to remove the
relationship.
g. The row will disappear, click on Save button to save the changes permanently.

h.  On successful save the following popup message will be displayed.
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HCL IntelliOps @ = 2] ® a

mizhmani ponnusam v
Event Management Home Dataview Customer  Manage License ST 0L DOSMIERYYIC e cO)

Customer > drylcelem > Service Hierarchy

l © entity mapping updated successfully.
§° Customer Details Service Hierarchy [+

B 550 Configuration _re
A¢ Role L MyCloud DR MyCloud DR Service 2024-02-08T11:0847 N N 2 X n
® User Lucy Lucy Service 2024-02-08T11:0541 N Y VAR |
deplo, ideploy Service 2024-02-08T10:5452 N ¥ 2 X a

A2 Group

0 Mydoud Mycloud Service: 2024-02-08T10:42:10 N ¥ [} VAR ]
@ Integrations

Show 10 v entries [ & petete .

B Correlation Rules

B Entity

€8 Topolo:

Figure 207 - Alert Message

— Map Entities — Here user maps the service to the actual entities. A service can be mapped to one or more entities.

If High Availability (HA) and Disaster Recovery (DR) both are disabled, at that time user can map only one
entity to the service. Else if any of the HA and DR is enabled or both are enabled, user can map two or
more than two entities to the service.

a. Clicking on the tab lists all the entities created for the selected customer.

MyCloud DR X

( Map Entities ) (Deﬂne Topology)

High Availability * Disaster Recovery *

Entity
iauto2-ui
iauto3_db
iauto1_db
iauto2_db
iauto3-ui
iauto4_db
iauto5_db
iauto4-ui

lauto5-ui

000000 oooao o

mycloud1

%)
o
5]
=

Figure 208 - Map Entities

b. Select the entities by clicking on the check boxes next to its name. For example, parse let’'s map iauto2-ui (as

both HA and DR is disabled).
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MyCloud DR X

High Availability * Disaster Recovery *

Entity

| 0O

iauto2-ui

iauto3_db

iauto1_db

iauto2_db

iauto3-ui

iauto4_db

iauto5_db

iauto4-ui

iauto5-ui

000000 O0OO0O

mycloud1

[%]
=
=]
=

Figure 209 - Selected Entities for Service

Impact of mapping the service to the entities are, if an alert exists which is not closed, the node will be
highlighted in the service view, and the flow will also propagate up in the view showing the impact on
the parent nodes as well.

c. Click on Save.
d. On successful update, the following popup is displayed.

Customer > dryiceiem > Service Hierarchy

lo Entity mapping updated successfully

§ Customer Details Service Hierarchy + a4 | [ |
£ 550 Configuration . -~ .
Service Name Description Modified On High Availability Disaster Recovery Actions
K¢ Role [ MyGoud OR WyCloud DR Service 2024-02-09T08:1918 N N 2 X8
® User Mycioud Mycloud Service 2024-02-08T113944 N v PR
0 wy Loy Service 2024-02-08T11:05:41 N v 2 X
2 Group
wepioy epioy Service 2024-02-08T10:5452 N v 2 % m
@ Integrations
Show 10 v  entries .
B Cormelation Rules
P Entity
€8 Topology

bt

g Service Hierarchy

Figure 210 - Alert Message

e. Click Ok. The selected entities will start appearing at the top of the grid.
Apply Filters
The steps explain how to Apply filter to the Service Hierarchy Data.

1. Click on the Apply Filters action button present at the below header of the console.
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Customer > dryiceiem > Service Hierarchy

7 Customer Details Service Hierarchy

[ sso Configuration

O service Name Description Modified On High Availability Disaster Recovery Actions.
B¢ Role O wiycloud Mycloud Service 2024-02-08T11:39:44 N ¥ 2
® User O mycloud DR MyCloud DR Service 2024-02-08T11:08:47 N N & MU

0wy Lucy Service 2024-02-08T11:05:41 N ¥ 2 %W
Az Graup

O ideploy idzploy Service 2024-02-08T10:5452 N ¥ 2 k% w

£ Integrations
Show 10 v | entries

£ Correlation Rules

B Entity

€8 Topology

“lg Service Hierarchy

Figure 211 - Apply Filter Operation

2. The form will appear from there user can select Filed and operator from drop down list and must write value. Then

click on the apply button.

Customer > dryiceiem > Service Hierarchy

& Customer Details Service Hierarchy [ + Add ] [ g:]
B 550 Configuration Field Operator Value
Service Name » LIKE » cloud
A Role
® e e § oo
Ag Group O Service Name Description Modified On High Availability Disaster Recovery Actions
& Integrations O wycloud Mycloud Service 2024-02-08T11:39:44 N v £ ¥om
O mMycloud DR MyCloud DR Service 2024-02-08T11:0847 N N 2 ¥ m
£ correlation Rules
0 wy Lucy Service 2024-02-08T11:05:41 N v 2 X% W
T Entity
G ideplay ideploy Service 2024-02-08T10:54:52 N v kS
play play o)
€8 Topology [
Show 10 v | entries [i] Delete

*lg Service Hierarch

Figure 212 - Apply Filter Operation

3. User can see the result of applied filter.

Customer > dryiceiem > Service Hierarchy

{#* Customer Details Service Hierarchy
] 550 Configuration Applied Filters | Service Name LIKE doud = ird
2% ol [ service Name Description Modified On High Availability Disaster Recovery Actions
v e
O mydoud Mycloud Service 2024-02-0BT11:39:44 N v A ]
@ user
O myCloud DR MyCloud DR Service 2024-02-08T11:08:47 N N & X
Rz Group
Show 10 v entries [i] Delete

€ Integrations

B Correlation Rules

B Entity

&3 Topology

“lg Service Hierarchy

Figure 213 - Apply Filter Result
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Noise maintenance" refers to the ongoing process of managing and reducing the amount of irrelevant or non-actionable
events, alerts, or data generated by the monitoring and detection systems. Noise, in this context, represents information

that does not contribute to meaningful insights or indicate significant issues. Reducing noise is crucial for optimizing the

efficiency of actionable detection, analysis, and resolution.

“Noise Maintenance Window" refers to a specific timeframe or scheduled period during which fine-tuning activities are

performed to manage and reduce the noise generated by the monitoring and alerting systems.

This window allows IT teams to proactively address issues related to false positives, irrelevant alerts, or unnecessary noise

in the event data.

This section enables user to define rules for filtering out events data at the beginning of event data processing. User can

perform actions based on their role.

1. Click the customer onboard section, for particular customers click on customer action edit section. Click on the

Noise/Maintenance window page, Records for the selected customer will be displayed in the grid view as shown.

Customer > dryiceiem > Noise Maintenance

8% Customer Details Noise Maintenance

Fl 50 ¢ i
[E1 550 Configuration Rule Name

Hoise Entity isuto!_db

P Show 10 v entries
A2 Group

B Integrations

[ Correlztion Rules

B Entity

g Service Hierarchy

8% Noisa Maintenance

maintenace on iauto]_db

Modified On Actions

2024-02-08T0825.32 2

2024-02-08T0805:35 2 W

Figure 214 - Noise Maintenance Page

2. User can perform the following actions:

e Addnew

e Edit

e Delete

o Apply Filter

Noise Rules can be created from the Entity screen as well. Refer to the Entity section. Those rules appear
prefixed with the actioni.e., whether it’s a Noise or a Maintenance configuration followed with the Entity
name, user can create rule based on entity id only. In the Noise screen grid user can also see the rules

that are configured from Entity screen and also the Noise Maintenance screen.

1. Click on the + New button at the top of the grid to create a new rule.
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Customer > dryiceiem > Noise Maintenance

§F customer Datails
B 350 Cenfiguration
2 Role

@ User

&8 Sroup

@ Integrations

B Corelation Rules
B Entity

8 Topclogy

“ig Service Hisrorcry

83 Noise Maintenance

os:A i ddivi i iecedey. com At cisemaintenancefadd

Noise Maintenance

Rule Name

mantenace on iaulo]_db

Woise Entity iautat_db

Show 10 v eniries

Figure 215 - New Noise Rule Creation

Modified On

2024-02-0BT08:25:32

202402 0ETO805:35

Actions
& m
2 m

2. The following form is opened. Click on the +Add button.

Noise Maintenance
Rule Name

Enter name here
Base Filters

Select

Define Maintenance

~ QOperator

Cancel Submit

Value

Figure 216 - Add Base Filters

3. The following page appears:
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Noise Maintenance
Rule Name

Enter name here
Base Filters
Select v Operator hd Value X

+ Add

| Define Maintenance

Figure 217 - Base Filters Menu

4. In Base Filter click on select field dropdown.

Noise Maintenance
Rule Name

Enter name here
Base Filters

Select hd Operator A4 Value X

select
Agent Location + Add
Data Source Name

Description

Entity

Entity Id

Event Time

Agent

Mapped Entity ID

Title

Parameter Category

ParamEter Id
Parameter

Parameter Type
Severity

Tool Customer Id
Tool Customer

Manager

Figure 218 - Selection of The Field

5. Select any one of the fields like entity and select any operator from the dropdown.
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Noise Maintenance
Rule Name

Enter name here
Base Filters

Entity Operator A Value X

IS NULL + Add
| Define Maintenance IN

NOT IN

IS

LIKE

IS NOT NULL

Figure 219 - Selection of The Operator

6. After selection of operator, specify the name of entity and add base filters.

Noise Maintenance

Rule Name

Noise- Entit%
Base Filters

Entity 15 auto X

+ Add
| Define Maintenance

Submit

Figure 220 - Rule Name for Noise

7. In addition, like in Entity page, user can also specify maintenance window details. Refer the section Define

Maintenance Window. The following screen appears:
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Noise Maintenance
Rule Name

Noise Entity iauto1-db

Base Filters
Entity 1S iauto-iscript X

+ Add

Define Maintenance

Recurring Daily e

Start Date Start Time End Date End Time

12/27/2022 12:00 AM ® 12/27/2022 12:00 AM ®

Figure 221 - Define Maintenance for Noise Rule

Reference- This section is like the one explained in Define Maintenance Window section.

8. In Entity screen, after selecting particular entity then user will click on the Noise button, Maintenance window will
appear. Once user adds all the field data and on submission a Noise rule will be created for the particular entity in
Noise Maintenance screen.

9. For Mark as Noise button in Entity screen, a noise rule will be created for the particular entity in the Noise
Maintenance screen without any time constraints.

10. The recurring option shows the dropdown that contains Daily, Monthly, Weekly options for checking from the

dropdown.

Noise Maintenance
Rule Name

Noise-Entity
Base Filters
Entity 1S auto X

+ Add

Define Maintenance

Recurring Daily v

Start Date Start Time End Date End Time

02/09/2024 [m] 12:00 PM © 02/09/2024 [m] 01:00 PM ]

All timezone in GMT

Submit

Figure 222 - Define Maintenance for Noise Rule

11. Click on Submit. A confirmation message is displayed.
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Customer > dryiceiem > Noise Maintenance

§7 Customer Details
B 550 Configuration
B¢ Role

@ Usar

g Group

& Integrations

[ Correlation Rules
T ity

48 Topclony

"ie Senvics Hierarchy

85 Meiss Maintenance

l @ Noise Rule added successfully. %
Noise Maintenance

Rule Name

a

Nojse-ensity!

o o

maintenace on lauto ! _da

[m]

Moise Entity iautol_db

Show 10 v enlries

Madified On

2024-02-09706,59:39

2024-02-08T08.25:32

2024-02-0BTOB05:35

Figure 223 - Alert Message

12. The rule will start appearing in the gird view.

Actions

AY

[

[+rer][=]

13. Let’s next look at the way user can create time base (maintenance window) rule as well. Let’s specify entity as auto

and a one-time window as shown.

Noise Maintenance
Rule Name

Noise-Entity
Base Filters

Entity

Define Maintenance

Recurring

Start Date

02/09/2024

All timezone in GMT

Daily

Start Time End Date

12:00 PM c] 02/09/2024

Submit

auto

+ Add

Figure 224 - Define Maintenance for Noise

14. This rule means that any data created on 9t February between 12PM to 1PM for the entity auto will be filtered

out and will not process further. Events outside the window specified will be processed using the normal flow.

15. Like the previous rule, Clicking Submit, the rule will start appearing in the grid view.

Reviewing and modifying Maintenance window helps in adapting to changes in the environment and creating a window

that clubs the events that are considered as noise within a specific timeframe and ensuring that alerts are relevant and

indicative of actual issues.

User can edit the created noise rule also.

1. Click on the edit icon next to the rule which needs to be edited.
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Customer > dryiceiem > Noise Maintenance

§7 Customer Detalls Noise Maintenance @

B 550 Configuration [m] Rula Name Modified On m
¢ Rl O Noise-entityl 2024-02-09T065939 2 m
@ User O maintsnace on iaute]_db 2024-02-08TOB25:32 2w
O Noise Entity iauto_db 2024-02-08TOB053S 2 m
A2 Group
Shew 10 v enties [l Delere .
& Integrations

B} Correlation Rules
T Entity

5 Topology

" Senvice Hierarchy

84 Noise Maintenanrs

Figure 225 - Edit Option for Noise Rule

2. The Noise Maintenance window can be edited with the edit option. Base Filters can be added for the Noise Rule

and after making the changes, click on the Submit button.

Noise Maintenance
Rule Name

Noise-entity1
Base Filters
Entity IS auto x

+ Add

B Define Maintenance

Recurring Daily e
Start Date Start Time End Date End Time
02/09/2024 [m} 12:00 PM ] 02/09/2024 [m} 01:00 PM [c]

Figure 226 - Editing Noise Rule

3. A success message appears as shown below.
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Customer > dryiceiem > Noise Maintenance

l @ Noise Data has been updated successfully.
9% Customer Details Noise Maintenance

B 550 Configurstion

& Integrations

B Correlation Rules
H Entity

€8 Topology

“la Senvics Hisrarchy

84 Noise Mzintenance

Figure 227 — Success popup.

a Rule Name Madified On Actions
B¢ Role O Moice-entity] 2024-02-D4T07:0212 Z T
o mantenace on iauta?_db 2024-02-08T08:5:32
@ User - Z B
[} Notse Enttyiauto! b 2024.07- 081080535 2 @
88 Group
Show 10 v entries [ Delete

=6

Delete Noise Maintenance
This action enables user to delete the rules created.

1. Select the rules to be deleted and click on Delete icon in the footer row.

Customer > dryiceiem > Noise Maintenance

4% Customer Detalls Noise Maintenance

) 550 Corfigurstion

Show 10 v entries
B htsgrations

E} Comelation Rues
B Entity

8 Topology

“lg Service Hierarchy

8% Noiss Maintensnez

Figure 228 - Selected Noise Rules

[m] Rule Name Modified On Actions
B¢ Role Heise-entityl 2004-02-08TOTD2 12 2z
[a] mainenace on isuto_db 2024-02-0ATOREI2 P
@© User 2
Noise Enbity iauto]_db 2024-D2-08TOROSZS ra
Ag Group Selzte

+ New |E

2. A confirmation box is prompted.

Delete Noise Rule X

Are you sure you want to delete the noise rule? It cannot be
undone.

Figure 229 - Confirmation pop-up

3. Click on Confirm button to proceed for the deletion process.

4. On successful deletion, a confirmation message is displayed.
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Customer » dryiceiem > Noise Maintenance

l @ HNoise Rules deleted successtully,
§° Customer Details Noise Maintenance

[£] 850 Configuration

Rule Name
A Role a maintenace oniauto!_do
@ User Show 10 ¥ entries

Ag Group

& Integrations

E» Corelation Rules
T Entity

€8 Topalogy

“lg Servioz Hierarehy

84 Noise Maintenanos

Modified On

2024-02-08T DB25 32

Actions

z

o

I+uew]'\7\

Figure 230 - Alert Message

5. Grid View will be refreshed, and the rules will be removed from the grid.

Apply Filters

The steps explain how to Apply filter, filters the Noise/Maintenance Window Data.

1. Click on the Apply filter action button present at the below header of the console.

Customer > dryiceiem > Noise Maintenance

§* Customer Details Noise Maintenance

B 550 Configuration

] Rule Name
8¢ Role o nolse-enty-3

=] Maintenance-for-automationservers
@ user .

(m] Neise-Emiy-2
R Group

0 maintenace on auta1_db

& Integrations
Show 10 v entres
[ Conelation Rules
B Enlity
45 Teaclogy

®lg Serviee Hierarchy

88 Naise Maintenance

Figure 231 - Apply Filter Operation

Modified On

2024-02-09T07.09:39

2024-02-08T07.08:03

2024-02-09T07.08:17

202402 0BTOE2532

fi] Delete

Actions

»

o E

2. The form will appear, from there user can select Filed and operator from drop down list and must write value. Then

click on the apply button.
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Noise Maintenance

Field Operator Value
Rule Name LIKE noise
O Rule Name Meodified On Actions
O noise-entity-3 2024-02-09T07:08:39 e W
O Maintenance-for-automationservers 2024-02-09T07:0%:03 2w
O Moise-Entity-2 2024-02-09T07:08:17 2 W
O maintenace oniautol_db 2024-02-08T08:25:32 2 W
Show 10 v entries
Figure 232 - Apply Filter Operation
3. User can see the result of applied filter.
Customer > dryiceiem > Noise Maintenance
8 Customer Details Noise Maintenance \€|
B 550 Configuration ApplisaFilters | RuleMame LIKE noisa @
| Rule Name Modified On Actions
A Role
O naise-entin-3 2024-02-09T07 0935 ¢
@ User
) Noise-Entity-2 2024.02.0970708:17 £ m
Ra Group
Show 10 v entries &
& Integrations
Fb Correlation Rules
B Fntity
48 lapclogy

"8 Servioe Hizrardy

83 Nuise Maintenanos

Figure 233 - Apply Filter Result

Correlation rules in IEM are predefined sets of conditions and logic used to analyze and associate multiple events or alerts

to identify patterns, relationships, and potential root causes. These rules play a crucial role in minimizing noise, prioritizing

incidents, and aiding in more accurate and efficient incident detection and response. Correlation rules define the criteria

and logic for grouping or correlating related alerts based on certain conditions or characteristics. Conditions specify the

criteria that must be met for events to be correlated.

When correlated alerts meet certain criteria, correlation rules can trigger the automatic creation of actionable to

streamline the actionable response process.

IEM Supports Topology based alert correlation and Temporal based alert correlation.

— Topology based alert correlation:

Topology-based alert correlation helps in identifying root causes, reducing noise, and providing a more

comprehensive view of incidents.
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By considering the topology of the infrastructure, HCL IntelliOps Event Management can correlate alerts from
different sources and determine their impact on the overall environment. This enables faster and more accurate
incident resolution, as well as proactive problem identification.
— Temporal-based Correlation with feedback system

A technique implemented in HCL IntelliOps Event Management, allows for the analysis and correlation of alerts
based on their time-related attributes. It helps in identifying patterns, trends, and dependencies among events
over time. By incorporating temporal-based correlation into event correlation, we can gain insight into the
temporal relationships among alerts. This allows for more accurate and timely actionable detection, helping to

improve overall operational efficiency and responsiveness.

e There are OOB default correlation rules for a tenant present in the environment.

Out-of-the-box correlation rules refer to predefined logic/rules that analyze and correlate incoming alerts or events

from various sources to identify actionable.

o Time & Location Based Cross Domain Correlation Rule- This correlation rule groups and filters alerts
based on environment. There is a filter applied for production environment. The rule will be triggered
and will stop grouping alerts into actionable when a specific metric (location) breaches a predefined
location/region.

o Time Based Cross Domain Correlation Rule-This correlation rule groups and filters alerts based on
environment. There is a filter applied for production environment. The rule will be triggered and will
stop grouping alerts into actionable when a specific metric (time) exceeds a predefined threshold.

o Network Topology Based Correlation Rule- This correlation rule groups and filters alerts based on
environment. There is a filter applied for production environment. There is predefined topology and the
alerts having same entity following similar topology will be grouped into an actionable.

o Entity and Time-Based Cross Domain Correlation Rule- This correlation rule groups and filters alerts based
on environment. There is a filter applied for production environment. The rule will group the alerts based on
entity name. The rule will be triggered and will stop grouping alerts into actionable when a specific metric
(time)exceeds a predefined threshold.

o Noise and Incident Reduction Due to System Load- This correlation rule filter alerts based on
parameters (which should contain -CPU, memory or Swap). The alerts with the same entity will be
clubbed into actionable.

This section enables us to define the correlation rules within environment as per the requirements. Correlation rules are
user-defined rules which correlate the incoming alerts, identify causal and the impacting alerts within a correlated group
and enable actionable creations. In addition to enablement of actionable creation, this enables user to define automated
actions on the actionable ’s created by the rule for e.g., auto resolution actions based on criteria’s such as occurrence of
a resolving event.
1. Navigate to the Customer page. Click on the edit icon corresponding to the customer for whom the Correlation
Rules are to be added.

2. The following screen appears. Select Correlation Rules option from the left navigation pane:
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Customer > dryiceiem > Correlation Rules

$¥ Customer Details Correlation Rules + New Correlation | | 7 |

B S50 Conliguration

Rule Rule Type Is Default Actions
R Role Network Topology e ¥ @ 5 & 2 m
@ User System Load e ¥ @5 ¢ 2"
in G Time & Location Based rule Y @5 ¢ 20
roup

Time Based e ¥ ® o5 2w
& Integrations

Entity and Tirme Based rule ¥ ®@oE 2 n
% Correlation Rules

Time Based Clone e N @5 2 n

T Entity
Show 10 v  entries B

3 Topology

Figure 234 - Correlation View

ollowing are the actions users can perform on this screen based on their assigned roles.
Add New
Edit Existing
Delete
Change Rule Priority
Clone Correlation Rule
Enable/Disable Correlation Rule

Apply Filters

Add New Correlation Rules

1.

2.

Click on the +New Correlation button.

Customer > dryiceiem > Correlation Rules
#° Customer Details Correlation Rules

] S5O Configuration

Rule Rule Type Is Default Actions
B¢ Role Network Topology e ¥ ® o ¢ 2 m
® User System Load e ¥ ®og 2@
Time & Based I Y o
%8, Group me & Location e ®oe ¢ 20
Time Based e ¥ e ¢ 2om
69 Integrations
Entity and Time Based nie ¥ @ ¢ ° 2w
B Correlation Rules
Time Based Clone e N @ g T 2 W
T Entity
Show 10 v entries 1]
€2 Topology

Figure 235 - Creating New Correlation Rule

The following form appears for the correlation screen:
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Customer > dryiceiem ) Correlation Rules » Add Correlation

B7 Customer Details Create Correlation Rule

Rule Name * Rule Description *
@ 550 Configuration

Generic Rule Combine all Alert]
A Role
Definition  Action
@ User
Topolegy Filter
A2 Group
Include Alert it ~
@ Integrations
Exclude if A
E> Correlation Rules
Group By A
B Entity
&8 Topology Define Causal ~
*Ig Service Hierarchy

25 Noise Maintenance

£ Al Aigorithms

Figure 236 - Correlation Page

3. The correlation creation is divided into three sections:
e General
e Definition
e Action

— General section enables user to specify the following:
e Rule Name — Name of the rule

e Rule description — Brief description of the rule

Rule Mame * Rule Description *

Genenic Rule Combine all Alem‘

Figure 237 - Create New Name

— Definition section is where the user defines the way the alerts data are correlated and is further divided across the

following sections:

e Topology Filter Check Box
e Include if

e Exclude if

e  Group by

e Define Casual
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Definition Action

Topology Filter

Include Alert if

r

Select v Select v Value Select v Select v X
Exclude if ~
Select v Select v Value Select v Select hd x

Figure 238 - Definition Section

— Topology Filter: This lets the user decide whether the topology details are to be taken into consideration. If

selected, the alerts for which the entities topology details are available will only be taken into consideration.

Topology Filter

L

All Level v

Figure 239 - Topology Filter

a. Topology filters are selected from the dropdown.

b. The user then selects the levels to be considered, i.e., whether all the levels of the tree to be considered or

limited levels.

Topology Filter

L

All Level hd
All Level
Level Within

Figure 240 - Selecting Topology Level Types

c. By Default, All Level option is selected.

d. [If user selects Level Within, he next needs to specify the number of levels to be considered and while grouping
the data, the user needs select the methodology to group between Tumbling or Sliding. Tumbling means no

overlap will happen in the level grouping of alerts whereas sliding implies overlapping will happen in the level

grouping of alerts.
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Topology Filter

Level Within v 0 Tumbling ~

sliding

Figure 241 - Selecting Sliding and Tumbling
e. Based on the selection, entities which topology details match the criteria are taken into consideration for this
rule.
Include Alert if Filter: User specifies here the alerts data to be considered based on its field’s values. E.g., alerts

where parameter is CPU or memory or disk. Refer Table 3 —Include Alert If Filter Fields to understand the fields of

this filter.
Include Alert if ~
Select v Select v Value Select v Select v X
Figure 242 - Include Alert If
Table 3 — Include Alert If Filter Fields

Fields Description

Fields Enables users to select the field which user want to consider while applying the filter
and it comprises of Alerts direct fields, its custom keys, associated entities master
key data defined.

Operator Based on the fields datatype the operators are populated

Value Users need to specify the value to be compared to the field selected based on the
operator chosen

Condition Users choose to specify nested Sub And/Sub Or condition or Main And/ Or
conditions

With the data filled in the section looks as below: -
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Include Alert if ~

Parameter A Equals v cpu Select v OR g X

Parameter g Equals ~ memory Select ~ OR ~ X

Parameter A Equals v disk Select v Select g X

Figure 243 - Selecting All Fields
— Exclude if Filter - User specifies here the criteria based on which incoming alerts data to be excluded if applicable,

e.g., alerts where agent heartbeat belongs to a specific location. The condition is defined the same way it is defined

for include filter. With the details filled in, the section looks as below:

Exclude if ~

L

Agent v Equals ~ heartbeat Select v Select ~ X

Figure 244 - Exclude Alert If

By the end of this section, users have alerts data which qualifies to be correlated by this rule.

— Group By: Once user have the alerts which qualifies for this rule, user decides how to group those, e.g., group all
the alerts by its entity id.  This means all the incoming alert data will further be segregated by their entity id and
will form that many groups.

a. In this section, user chooses the fields based on which the incoming alerts are to be grouped.

Group By *

Agent

Agent Location
Application Name
Application Tier

Figure 245 - Group By

b. The fields are listed is same way as it is displayed in the included filter section. User can select one or more
fields. With the inputs selected, the field looks as below.

c. Incase of tumbling & Sliding topology, the user needs to group by Hierarchy ID & Sub Entity ID as a mandate.
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Group By *

:
Entity Category
Entity ID

Entity Type

. -
Emtitirl A Aactary

Figure 246 - Selecting Group By
— Define causal:
With the groups identified, user next determines the following:

e Process for — Define windows within the group. for e.g., user wants to create hourly windows within the

groups so that 10-11, 11-12 alerts data are grouped together and actionable are created accordingly. For

this, you specify the interval and period as shown below. Default is set to 1 Hour.

Define Causal

Process For Trigger
1 Hour v If Correlated alert >=

Mark as Causal

Set First Alert

Figure 247 - Process For

Trigger — Defines when the grouping to be marked as actionable. This is based on the correlated alert count
which is by default set to 1 as shown below.

Trigger

If Correlated alert  >= 1

Figure 248 — Trigger
User can specify the count based on their trigger criteria.
Mark as Causal: With the groups identified this section helps determine out of all the alerts within a group

which one is to be tagged as causal. For this, user have the following options.

o Based on Time user have two options enabled: -

= Set First Alert — First occurring alert within the group, the one with the minimum first occurrence.
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=  Set Last Alert — This is the alert which occurred latest in the group i.e., the alert with maximum alert

time (first occurrence).
o Based on Topology level user have two options enabled: -

= Set First level

= Set Last level
These options are enabled in case user have selected topology data to be considered. As the name
suggest first level is the first one and Last level is as the level comes in last. In case of conflict the
time of occurrence is taken into consideration for determining the causal.

= Set using expression — This enables user to identify causal based on an expression.

Define Causal

Process For Trigger
1 Hour v If Carrelated alert >= 1

Mark as Causal

Set First Alert -

Set Last Alert
Set using expression

Define

Figure 249 - Mark as Casual
= Define an order of events based on which the alerts meeting the criteria will become causal.
o Criteria are defined in a similar manner as user did for include criteria. Multiple criteria can be specified
by Clicking on +Criteria(case).

o As the +Criteria(case) is clicked new rule section is created as shown below.

Define Causal

Process For Trigger
1 Hour v If Correlated alert »= 1
Mark as Causal
Setusing expression v
Rule x
Parameter v Equials v (= Select v OR v X
Rule x
Parameter ~ Equals ~ memory Selact v 2nd v x
Select ~ Select v Walue Select ~ Select v x

+ Criteria(case)

Figure 250 - Click on +Criteria
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o The order of the section determines the causal priority with the first one having the highest priority.

o Atany time, user can delete criteria, by clicking on delete icon on its section as shown below.

Define Causal

Process For Triggar
1 Hour - If Correlated alert == 1
Mark as Causzal
Setusing expression v
Rule X
Parameter v Equals v cpu Select v OR v X
Rule
Parameter ~ Equals v memory Select ~ And v x
Select v Select v Value Select v Select ~ x

+ Criteria(case)

Figure 251 - Delete of Extra Criteria

o  With the details filled in the section looks as below.

Mark as Causal

Set using expression v
Rule X
L
Parameter v Equals v long running Select v Select v X
Rule X
L
Parameter v Equals v cpu Select v Select v X

+ Criteria(case)

Figure 252 - Set Using Expression

o This implies in the group if user have long run query coming in its priority of becoming a causal alert is
higher than the CPU alert. This can help user override the time of occurrence case, scenarios where user

might have possibility of causal delayed and received after the impacted once.
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o Define — This enables user to group the incoming alert and define a higher cause which is not dependent
on any alert, but which is the reason behind the alert’s occurrences.
= Specify Actionable Details — helps user to work and resolve the causal actionable created.

=  Enter the specific actionable details as mentioned.

Specific Actionable Details ~
Actionable Title * Actionable Description * Actionable Entity *
Select ~ Select g Select g

Actionable Severity *

Causal Alerts Severity hd

Figure 253 - Specific Actionable Details

o Title — Brief description about the actionable. User can choose to specify any alert field e.g., Title as
shown below or create its own title using combination of alerts fields or its associated master fields as
shown below or create its own title using combination of alerts fields or its associated master fields as

shown below.

Specfic Actionable Details ~
Actionable Title * Actionable Description * Actionable Entity *
$Agent SAgent Mapped Entity ID v

Actionable Severity

Causal Alerts Severity ~

Figure 254 - Actionable Title

o Create its own title using combination of alerts fields or its associated master fields.

o As mentioned, the fields can be accessed by using $ sign as shown below: -

Specfic Actionable Details ~
Actionable Title * Actionable Description * Actionable Entity *

$‘ SAgent Mapped Entity ID v

$Agent

$Agent Location L

$Application Name
$Application Tier
$Business Division

$Country

$Data center

Figure 255 - Actionable Title Drop-down
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o Description — Detailed description about the actionable wherein user can add additional details which
will help the operation user to better work on the actionable. Like Title either a single field can be

specified, or a combination of texts and fields can be specified. With the values filled in the field looks as

below
Specfic Actionable Details ~
Actionable Title * Actionable Description * Actionable Entity *
$Agent ﬂ Mapped Entity ID v

$Agent

Actionable Severity

Causal Alerts Severity v S$Agent Location

SApplication Name

Exit If ~
$Application Tier
$Business Division

SCountry

S$SData center

Figure 256 - Actionable Description

o Entity — This is default set to the causal alert’s entity id as shown below.

Specfic Actionable Details ~
Actionable Title * Actionable Description * Actionable Entity *
$Agent $ Mapped Entity ID v
Select
Actionable Severity
Causal Alerts Severity v

Figure 257 - Actionable Entity

o Inthe case of Define, this is based on Group in which the alerts data is grouped which requires the
action to be taken upon the group by field itself e.g., Datacenter. With defined option the Actionable

entity looks as below.
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Group By ~

Country

Data center

Description

Designation =

Define Causal ~

Process For Trigger
1 Hour v If Comelated alert >= 1

Mark as Causal

Define ~

Specfic Actionable Details ~

Actionable Title Actionable Description * Actionable Entity *
$Data center $Data center Data center v

Actionahle Severity

Causal Alerts Severity v

Figure 258 - Enter all Fields

o Severity — Sets the actionable severity. Possible options are:

Specfic Actionable Details ~
Actionable Title * Actionable Description * Actionable Entity *
$Agent SAgent Mapped Entity ID v

Actionable Severity

Causal Alerts Severity

Causal Alerts Severity
Maximum Severity
Static

Figure 259 -

= Causal severity — if selected the severity is set to be same as the causal alert severity on grouping.
=  Maximum severity — if selected the severity is set to maximum severity of all the grouped alerts.

= Static severity — if selected, user choose to specify the severity of actionable as shown below.
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Specfic Actionable Details

Actionable Title * Actionable Description * Actionable Entity *

$Agent $Agent Mapped Entity ID v

Actionable Severity Severity

Static v Select

Select
1-Indeterminate
Exit If 2-Warning
3-Minor

4-Major

Figure 260 - Actionable Severity

o  Exitif —with the details specified next user determine when the actionable grouping will be emitted

from the state, and it has the following three options.

Exit If

Add Exit Criteria(OR)

Select v

Figure 261 — Exit if

To close actionable, it is mandate to add exit criteria of the correlation rules as "Exit If, clear is received
for Causal Alert".

If clear received for the Causal — As the name suggests if the causal alert clear severity is received,
this actionable will be emitted from the state.

If the following record appears — This section helps user to specify conditions and when it is met,
leads to actionable being emitted from the state e.g., incoming alert parameter contains up or any
alert is received within the group where severity is clear.

If the flow of new records is paused for specified duration — When it is selected it emits the

actionable from the state if incoming data is stopped for the mentioned duration.

All these options are available as shown below: -
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Exit If

Add Exit Criteria(OR)

Select v

If flow of new records are paused for 15 Minutes
If the following record appears
If clear is received for the causal alert

Figure 262 - Exit If

o Choose to specify either one or all the conditions. Select, individual sections are added for each which
captures the relevant input as required.

o  Figure shows the section which appears when “If flow of new records is paused for” is selected: -

Exit If ~

If the flow of new records are paused for 15 Minute(s) X ~

Add Exit Criteria(OR)

If flow of new records are paused for 1t v

Figure 263 - Exit If Condition

o 4 min default is selected, expand the added section, user has the option to provide the interval and

duration as shown below.

Exit If ~

If the flow of new records are paused for 15 Minute(s) X ~

Process For

15 Minutes v

Add Exit Criteria(OR)

If the following record appears v

Figure 264 - Process For

o  Figure below shows section which appears when the option “If the following record appears” is selected.
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Exit If

If the flow of new records are paused for 15 Minute(s) X

If the following record appears
Rule

L

Parameter v Contains v cpu Select v Select

Rule

Select v Select v Value Select v Select v X

+ Criteria(case)

Figure 265 - Entity Fields

o Expression Criteria is defined in similar manner as user did for include criteria. Multiple criteria can be
specified by Clicking on +Criteria(case).
o  Figure shows the section which appears when “if clear is received for the causal” is selected. In this

section there’s no input to be captured.

Exit If A
If the flow of new records are paused for 15 Minute(s) X ~
If the following record appears x ~

If clear is received for the causal alert

Add Exit Criteria(OR)

If clear is received for the causal alert ™

Figure 266 - Select Condition

o All the criteria can be added only once. User can choose to delete any section (if not applicable) by

clicking the delete icon next to the section as shown below.
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Exit If ~

If the flow of new records are paused for 15 Minute(s) X ~

If the following record appears x ~

If clear is received for the causal alert

Add Exit Criteria(OR)

If clear is received for the causal alert ™

Figure 267 - Delete Condition

— Action: With the actionable creation rule defined in the Definition section next user can specify automated actions
on the actionable’ s created by the said rule using the Action section.

a. Actions are defined using If <Condition> Then <Action> expressions as shown.

Definition Action

If Then W oA
If Then
-[ Change Severity to v Clear v
Exists High priority fully containing actionable hd 52
+ AND

Figure 268 - Action

b. User can define 1 or more such expressions. This can be added by clicking on +Action Rule button.

Definition Action

If Then o A~
If Then
-E Change Severity to v Clear v
Exists High priority fully containing actionable hd 52
+ AND

Figure 269 - Click on +Action Rule

c. Asthe button is clicked a new section appears as shown below.
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Definition Action

If Then oA
If Then
-[ Change Severity to v Clear v
Exists High priority fully containing actionable v 52
+ AND
+ AND
If Then moA
If Then
—[ Create Ticket v ServiceNow v
Correlated alerts are more than or equal to v

Figure 270 - Action Rules

o The section can be deleted by clicking on the delete icon next to it as shown below.

Definition Action

If Then

If Then

-[ Change Severity to hd Clear hd
Exists High priority fully containing actionable v

+ AND

Figure 271 - Delete Action Rule

o  Within a section an expression condition (if) section can be defined as combination of one or more

conditions. A new condition within a section is added by clicking +AND button.
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Definition Action

If Then oA
E Then
Change Severity to hd Clear A
Exists High prierity fully containing actionable v 5
+ AND
+ AND

Figure 272 - Click on +AND

o  Asthe button is clicked a new dropdown appears for user to choose the condition from as shown below.

Definition Action

If Then A
If Then
Change Severity to v Clear v
Exists High priority fully containing actionable v .
+ AND
Exists an impacting actionable ~ %
+ AND

Figure 273 - Selecting the Rule
o Condition expression can be made of one or more of the following available options.

=  Exists an impacting actionable- This means there exists actionable’ s whose impacted alert list
comprises of the causal alert of actionable created by the rule.
=  Exists a high priority fully containing actionable-This means exists an actionable created by a high
priority rule which comprises of all alerts of the actionable created by the rule.
=  Correlated alerts are more than or equal to-This means the count of alerts grouped is greater than
or equal to the mentioned number.
o As this option is selected a text box appears next to the dropdown as shown below, enabling user to

specify the count. The default is set to 1.
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Definition Action

If Then W oA

If Then

-E Create Ticket v ServiceNow v
Correlated alerts are more than or equal to v

Figure 274 — Count
o Resolving event occurred- This means that actionable is emitted from the state due to either causal alert
clear event occurrence or specified alert criteria occurrence (specified using “if the following record

appears” clause)

o Actions that are to be taken when a condition is met are defined in the Action section of the expression.

Definition Action

If Then " A~
If Then
-E Change Severity to v Clear v
Exists High priority fully containing actionable v o3
+ AND

Figure 275 - Change Severity

o Like the condition(if) section, one or more actions can be defined for a particular condition expression by

clicking on the +AND button in the Then section.

Definition Action

If Then oA
w
-E Change Severity to b Clear A

Exists High priority fully containing actionable

+ AND

Figure 276 - Click on +AND

o Clicking +AND adds a new row with the Action dropdown within the section as shown below.
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Definition Action

If Then WA
If Then
-E Change Severity to hd Clear hd
Correlated alerts are more than or equal to v
X )
Change Severity to v v
1
+ AND

Figure 277 - Change State

o Possible Actions can be any of the following available options: -

Change Severity To - Set severity of the actionable to the specified value. As this option is selected,

severity dropdown appears for the user to choose from as shown below.

Definition Action

If Then

If Then

Change Severity to e Clear v

x + AND Indeterminate
Warning
Minor

Correlated alerts are more than or equal to A

AND Major
+ Critical

Figure 278 - Select the Fields

Change State To - Set State of the actionable to the specified value. As this option is selected, a state

dropdown appears for the user to choose from as shown below.

Definition Action

If Then

If

L

Correlated alerts are more than or equal to v

Then

Change State to ¥ Open v

% + AND Assigned
In Progress
Resolved

AND Closed
+ Resolved Incorrect

Figure 279 - For Change State Select
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=  Change Title - Set title of the actionable to the specified value. As this option is selected, text box

appears for user to specify the title for the actionable as shown below.

Definition Action

If Then A~
If Then
Change Title v 0
Correlated alerts are more than or equal to v
X 4+ AND
1
+ AND

Figure 280 - Change Title

=  (Create Ticket — Enables ticket creation in the specified tool after specified interval in minutes. As the
option is selected a dropdown appears enabling user to select from the available tool list along with
a text box for user to specify the lag duration in minutes. The lag by defaults is 0 which implies

immediate creation of ticket as the corresponding condition is met.

Definition Action

If Then o A
If Then
Create Ticket A I ServiceNow v |

Correlated alerts are more than or equal to v

x L |
1

+ AND

+ AND

Figure 281 - Creation of ticket

o Users need to note that the ticket will only be created for the actionable if the associated customer’s
integration is defined.

o By default, the following expressions are preconfigured.

o Change state to resolved if exists an impacting actionable or exists a high priority fully containing
actionable, or a resolving event has occurred.

o The below figure shows the actions configured.
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If Then oA

I Then
o Change State to ~ Resolved ~
Exists High priority fully containing actionable v %
+ AND
+ AND
If Then T o~
If Then
T Change State to ~ Resolved v
Exists High priority fully containing actionable v
+ AND
+ AND
If Then T o~
If Then
Change State to v Resolved v
Clear event occurred - £
+ AND

Figure 282 - Actions Rules

o User can choose to update the existing actions or create new actions.

o  With all the details filled in click on the Submit button to Save the rule and create the associated

processing details.

Create Correlation Rule
Rule Name * Rule Description *

Default Default

Definition Action

If Then o~
If Then
Create Ticket v ServiceNow v
Correlated alerts are more than or equal to v
x 0
1
+ AND

+ AND
+ Action Rule

Figure 283 - Click on Submit

o As the Submit button is clicked, control is redirected to the grid view page listing the rule created as

shown below.
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& Customer Details Correlation Rules l @ Corelation rule added successfully. %

[ 550 Configuration

Rule Rule Type s Default Actions
B¢ Role Netwark Topalogy e ¥ e 2 om
® User System Load rule 3 @ g ¢ 2 @
G Time & Location Based rule ¥ @G 2 m

roup

Time Based rule v ® T 2w
88 Integrations.

Entity and Time Based rule ¥ @ g ¢ 2 m
B Correlation Rules

‘Time Eased Clone rule N o 2w
B Entity

Default rule N oG T 2 m
& Topology

Show 10 v entries [ 1]

"l Service Hierarchy

84 Noise Maintenance

Figure 284 - Grid View for Correlation Rules

Edit Correlation Rules

1. Click on the Edit icon next to the rule that is to be edited.

Customer > dryiceiem > Correlation Rules

& Customer Details Correlation Rules

B S5O Configuration Rule Rule Type s Default Actions m

A¢ Role MNetwork Topology e ¥ @ T 2R
® User System Load e ¥ @G : 2 8
P Time & Location Based ruie ¥ oG T 2 8
roup

Time Based e ¥ oo T 2R
@ Integrations

Entity and Time Based e ¥ o g T 2 8
B Correlation Rules

Time Based Clone. e N oo £ 8
B Entity

Default e N o g T 2 R
& Topelogy

Shaw 10 v entries [ 1]

Figure 285 - Edit Correlation Rule

2. The form appears with all the details filled in.

Customer > dryiceiem » Correlation Rulas > Edit Correlation

7 Customer Details Edit Correlation Rule

Rube Name * Rulle Description * Ruls Type

B 550 Configuration Correlation Rule

Generic Rule Combine all Alerts

R Role
Definition  Action
@ User
Topology Filter
23 Group
Include Alert if ~
) Integrations
Exclude if A
E» Correlation Rules
Group 8y ~
B Entity
8 Topology Define Causal ~

"l Service Hierarchy

85 Noise Maintenance

& al algerithms.

Figure 286 - Edit Correlation Rule (Cont.)

3. Once saved, the user can only perform the following action on the saved data.

e Manage Automated Actions — Add, Update, or delete action expressions in the action section.

Configuration Guide
152



"

4. All the other sections will appear in read only mode as shown in the following figure:

5.

% Custamer Details
B $50 Configuration
B Role

@ User

A2 Group

£ Integrations

E% Correlation Rules
B entity

€3 Topology

"t Service Hierarchy
84 Noice Maintenance

& Al Mlgorithms

Edit Correlation Rule
Bule Name *

Generic Rule

Definition  Action

Topology Filter

Include Alert if

Manager

Exclude if

Agent

Group 8y

Business uvision
Country

Data center
Description

Entity

Equals

Rule Description *

Combine all Alerts

zabbix

heartbeat

Select

Select

Rule Type.
Correlation Rule

Select

Select

Figure 287 - Updated Correlation Rules

Make the required changes and click on Update for the changes to be applicable.

6. A promptis displayed as shown below.

CunSIguUI nUIes

Rule

Network Topology

System Load

Time & Location Based

Time Based

Entity and Time Based

Time Based Clone

Default

Show 10 v entries

rule updated

(o

rule

rule

rule

rule

rule

rule

rule

X Default

Y

Actions

%

[N

>

[

[

Y

S

+ New Lorrelaton | | \g

Delete Correlation Rules

1.

Figure 288 - Alert Message

Click on the Delete icon next to the rule that is to be deleted.
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Customer > dryiceiem > Correlation Rules

¥ Customer Details

8] S50 Configuration

A¢ Role

® User

Ag Group

& Integrations

[ Correlation Rules

B Entity

43 Topology

“l Service Hierarchy

Correlation Rules lml IE
Rule Rule Type s Default Actions

Network Topology s ¥ o T 2 om

System Load ™ ¥ o 2w

Time & Location Based e Y o e 20

Time Based e Y o 2w

Entity and Time Based e ¥ @ 2w

Time Based Clone e N @ 5 w

Default e N @ T T f
Show 10 v  entries '

Figure 289 - Delete Correlation

2. A promptis displayed as shown below.

Delete Correlation X

Are you sure you want to delete the selected correlation? It
cannot be undone.

Figure 290 - Confirmation pop-up

3. On confirmation the rule and the associated processes will be deleted.

4. On successful deletion the following message will be displayed.

Customer > dryiceiem > Correlation Rules

#° Customer Details

[ 550 Configuration

A Role

@ User

Ag Group

& Integrations

3 Conrelation Rules

B Entity

43 Topology

I Service Hierarchy

Correlation Rules + New Corelation E

Rule Rule Type Is Default Actions

Network Topelogy e ¥ oo 2w

System Losa ™ ¥ [ IR |

Tirme B Location Based e ¥ @os 2 n

Tine Based e Y o e tosom

Entity and Time Based e ¥ ® 5 ¢ 2 m

Time Based Clone e N @ o w

Defait e N o e T 2N

Show 10 v entries '

Figure 291 - Alert Message

5. Therule no longer appears in the grid and the data table is updated.

Change Rule Priority

The grid view page enables user to adjust the rule priority. Rule priority helps prioritize the actionable created by different

rules and enables us to take actions or define automated actions based on the priority ordering.

Configuration Guide

154



Users need to note that the rules are displayed in descending order of their priority in the grid. The topmost rule has the

highest priority with the priority decreasing as user go down in the grid.

1. Click on the drag icon next to the rule for which the priority needs to be adjusted.

Customer 5 dryiceiem ) Correlation Rules

07 Customer Details Correlation Rules

B S50 Configuration Rule Rule Type Is Default Actions

& Role Syznem Losd e v ow @
@ User fee ey rule ¥ @ & @ 2 B
24 Ercup Time & Location Sased. e ¥ @ ¢ 28
Time Based e ¥ ®e 2R
& Integrations
Sty anc Tims S25a0 ruls ¥ @ ¢ 2R

B Correlation Rules
Show | 10 ~ | entries a
B ity
€2 Topology
"la Service Hierarchy

8 Noise Maintenance

& Al Mlgorithms

Figure 292 - Change the Priority

2. Select and drag the rule.

Change Priority X

Select v

Cancel Submit

Figure 293 - Select the Change Priority Dropdown

3. Position the dragged rules at the desired position. As the ordering is changed, a Save Priorities Button appears at

the bottom of the grid.

Change Priority X

Select v

3
| EED

Figure 294 - Select the Change Priority Dropdown

4. Click on the Submit button to update the rule priorities.
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5. On successful update the following message is displayed

Customer > dryiceiem > Correlation Rules

{7 Customer Details

@ $50 Configuration

B¢ Role

® User

As Group

& Integrations

B Correlation Rules

B Entity

I © Priosity changed successfully . X
Correlation Rules

Rule Rule Type Is Default Actions
Network Topology e ¥ @ o
System Load e ¥ @ 5
Time & Location Based e ¥ @ o
Time Based e ¥ @ o
Entity and Time Based nie ¥ @
Time Based Clone e N © 7

Show 10 v  entries

Y

I

+ Mew Correlation

Figure 295 - Alert Message

6. The priority is saved; grid is refreshed showing the changed ordering.

Clone Correlation rules

1. Click on the Clone button next to the correlation rule that is to be cloned.

Customer » dryiceiem > Correlation Rules

7 Customer Details

[ $SO Configuration

& Role

@ User

Ag Group

@ Integrations

[ Correlation Rules

T Entity

Correlation Rules

Rule Rule Type Is Default pm

MNetwork Topology rule ¥ L.
System Load e ¥ [ o
Time & Location Based e ¥ -
Time Based rule v L]
Entity and Time Based 3 ¥ -
Time Based Clone e N -

Show 10 v  entries

&
o
&
&

o

+ Mew Correlation

Figure 296 - Clone Action

2. This will prompt for confirmation as shown:

Clone Correlation Rule

Fuba Mame

Time Based Clone

Figure 297 - Clone Connection Integration

3. On successful cloning the following message is displayed
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Customer > dryiceiem » Cormrelation Rules

|° ‘Correlation Rule Cloned Sucessfully. %

 CustomerDets Correlation Rules
550 Configuraton Rule Rule Type s Defpuit Actions
B¢ Role Hamwork Topology s v @oe - 20
@ User System Losd e v @ g 2
28 Grous Time & Location Based e 7 @ s 20
s
Tims Based e v @ s o0
& Integrations
Ertry and Tims Sased e ¥ ®oe t em
E® Correlation Rules
Time Based Clone e N . [ ]
B Entity
Show | 10 ~  entries. .
€8 Topology

"8 Senice Hierarchy

2% Noise Maintenance

Figure 298 - Alert Message

Enable/Disable Correlation Rule

1. Click on the Enable/Disable toggle button next to the correlation rule that needs to be Enabled/Disabled.

HCL IntalliOps | @ R @ a
Event Management

Home  Dataview  Customer Manage  license naveenkumar@dryiceiem.com

Customer > dryiceiem » Correlation Rules

7 Customer Detsils Correlation Rules

B S50 Configuration Rule Rule Type Is Default Actions.
& Role Nevwork Tepoiogy e ¥ @ s T 2
® user S o il : g E e
i Tims & Locssion Sased rale Y @ g ¢ £ 0
u;

Tims Based e Y @ F ¢ 2 n
& Integrations

ey ana Time Saseo e ¥ ®e s en

B> Correlation Rules
Tirms Basea Clong e N S8 e n

Show 10 v | entries .

T Entity
@8 Topology
“lg Senvice Hierarchy

83 Noise Maintenance

© Al Algorithms

Figure 299 - Enable /Disable Correlation Rules

2. Click on Enable/Disable icon, on success a confirmation pop-up message is displayed.
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HCL IntelliOps @ 5 ] a

Event Management Home | Dawview  Customer = Mamage | License naveenkumar@dryiceiem.com v

Customer > dryiceiem > Correlation Rules

[ © Disabled the Rule. *

4 Customer Details Correlation Rules
B $50 Configuration Rule Rule Type Is Defaurt Actions.
B¢ Role Metwark Topsiogy rle ¥ @oe ¢ £ @
® User Sy bosd s v ®es 28

Time & Locatian Sassd e v - ¢ 2 @
23 Group - - - =

Tims Eatea e ¥ ®e 2 n
@ Integrations

Entny an Tims Ssed e v ® e ¢ n
E% Correlation Rules

Time Based Clone. rule N Fy b T em
B Entity

Show | 18 v entries .
3 Topology

g Service Hierarchy

83 Noise Maintenance

@ Al Aigorithms

Figure 300 - Alert Message

HCL Intelliops @ & @ a

Event Management Home  Dataview  Customer  Manage License naveenkumar@dryiceiem.com

Customer > dryiceiem > Correlation Rules

[ © Enabled the Rule. x

 CustomesDetis Corrlation Rules
B 550 Configuration Rule Rule Type s Default Actions
A Role Network Topology ruls ¥ o5 2
@ User Syvrom load e ¥: @ a5 ¢ 2

Time & Locaion Sarsd s Y - T 2 @
3, Group L

Time Based e ¥ @ < 2R
@ Integrations

ety ana Tims S350 e - ®oe ¢
B Correlation Rules

Time Based Clone. nile N 5‘,\ [ S ]
B Entity

Show | 18 v entries .
8 Tepology

*lg Service Hierarchy

21 Noise Maintenance

© A Algorithms

Figure 301 - Success Pop-up for Enable

Apply Filters
The section involves the steps to Apply filter to the Correlation Rules Data.

1. Click on the Apply filter action button present at the below the header of the console.
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HCL Intalliops @ & 2] @ a

Event Management Home  Dataview  Customer  Manage  License naveenkumar@dryiceiem.com ~

Customer > dryicelem » Correlation Rules

§ Customer Details Correlation Rules %

[ S50 Configuration Rule FRule Type Is Default Actions
B¢ Role Hetwork Topoiogy role 2 o ¢ 28
@ User Syvemm Load ok v @ g ¢ £ b

Time & Location Sased rule Y @ g ¢ £\
23 Group

Tims Sased e ¥ @ g ¢ ¢ o0
@ Integrations

ey ana Tima Sased e ¥ @®g ¢ M
BB Correlation Rules

Tims 83seq Clans ruie N [ =B
B Entity

Show 10 v entries .
&8 Topology
"ig Service Hierarchy

23 Noise Mamtenance

© Al Algorithms

Figure 302 - Apply Filter Operation

2. The form appears. From there, select Field and Operator from drop down list and provide Value. Then click on the

Apply button.

Customer > dryiceiem 5 Correlation Rules.

§" Customer Details Correlation Rules

@ 550 Configuration Field Operator Value

Rule 4 LIKE v System
&< Role yst
o (o] o
A% Group Rule Rule Type Is Default Actions
@ Integrations Network Tapology e v e ¢ em

System Losd ! ¥ e om
B Correlation Rules . e © &

Time & Location Based e Y @t eom
B entity

Time Based e v @ ¢t 20
€3 Topology

Entity and Time Based e ¥ @& 2 0
"Is Service Hierarchy

e Based Clone e N @e ¢t 20
85 Noise Maintenance

Show 10 v | entries -

Figure 303 - Apply Filter Operation

3. Theresult looks as shown in the following figure:

Customer > dryiceiem > Correlation Rules.

4" Customer Details Correlation Rules
B SSO Configuration Aoplied Fiters [ Rule UKE System = -

Rule Rule Type: Is Default Actions
&< Role

System Load nle Y @ s ¢ 2 on
® User

R Show 10 v entries n
A% Group

& Integrations

B} Correlation Rules
T Entity

&8 Topology

®l Service Hierarchy

83 Noise Maintenance

Figure 304 - Apply Filter Result
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Integration with third-party tools is a crucial feature for IEM. IEM leverage external tools and services to enhance their
capabilities, providing a more comprehensive and effective solution for effective Event Management.
IT Service Management (ITSM) Integration:
— Integrate ITSM platforms for seamless collaboration between Event Management and IT service workflows.
— Facilitates the creation of tickets, automated incident resolution and related changes and problems updates for
effective Root Cause Analysis.
Currently IEM has integration with two tools:
e ServiceNow
e ServiceXchange
Both the tools are responsible for Incident Management, Automated Ticket creation, ITSM Collaboration providing a
cohesive approach efficiently.
This section enables a user to define the external tool integrations within our environment e.g., if user needs to create a

ticket in Service Now or update a ticket in ServiceNow, this is where user will define the integration details.

Customer > AlphaCustomer > Integrations

#* Customer Details Integrations @
B 550 Canfiguration Integration Name Integration Type Actions
2¢ Role orkhloteaTicket et & 2 @ ¢
s -
@ User L=
. & 2 o
A2 Group
Show 10 v entries

3 Data Collection

5 Correlation Rules

B Entity

Figure 305 - Integration Page

1. Click the customer onboard section (“Customer”—> ”Customer Name” > “Integrations”)
2. Click on the Integration page. Available integrations are displayed in the grid. Following are the actions, the user
can perform on this screen based on their roles.
e Add New
o  Clone Existing
e  Edit Existing
e View Existing
e Delete

e Apply Filters

1. If there’s no integration defined, then click on “+ New Integration” button shown on the top of the Integrations

Screen, as in the below image:
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2.

Customer > AlphaCustomer > Integrations

7 Customer Details
S50 Configuration
8¢ rale

@ User

A2 Group

{&) Data Collection
€ Integrations

[ Correlation Rules

B Entity

The user is redirected to the Integration form, which is divided into 3-Steps.

e General (Step 1)
e Connection (Step 2)

e Definition (Step 3)

Integration > General

Name*

Enter Integration Name

Related Action

Action

Payload Type

New

In General Section fill in the below details:

Integrations
Integration Name
‘WorkMotesTicket
AphalipdateTicket

IntegrationCreate

Show 10 ¥ entries

Figure 306 - Creating New Integration

Figure 307 - Create an Integration

e Name: Name of Integration

e Module: Module for which the integration is to be defined like Tickets.

e Tool: Tool related to the selected module e.g., for Tickets user have ServiceNow.

Integration Type

Module

Tickets

Tool

ServiceNow

Connection Type

Generic REST

e Payload Type: Payload Type default set to New.

e Connection Type: The way user integrates with the selected tool. Two integration types are supported:
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4.

5.

6.

o Generic REST with basic authentication (pull based)
o  HTTP Push Request with Token based authentication.

e Related Action: Type of action for which the integration is being defined like Create Ticket, Update Ticket
etc.

Once user fills in the above details and click on Next, control is redirected to the second step.

Integration > General Step 1

Name* Module

IntegartionCreate Tickets v
Related Action Tool

Create Ticket v ServiceNow v
Payload Type Connection Type

New A Generic REST hd

Figure 308 - Create an Integration

Connection Section — In this section, users can select an existing connection or create a new connection.

Integration > Connection |+ New Connection | Step 2
O Connection Name Connection Type

a FetchRelatedChanges rest

a Demo FetchRelChng rest

O Alphawork rest

Show 10 v~  entries <1 Previous | Next

Figure 309 - Existing Connection

For selecting from the existing list of connections, user must select the checkbox from existing connection and click

on Next button.
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Integration » Connection [ + New Connection | Step 2

] Connection Name Connection Type
O FetchRelatedChanges rest
Demo FetchRelChng rest
O AlphaWork rest

Show 10 v  entries < Previous | [ Next

Figure 310 - Existing Connection

To create a new connection, the New Connection button is to be clicked, and user will be redirected to the Manage
connection form.

7. Theinput being asked for in this section depends on the Connection Type selected.

8. Refer to the “Manage Connection section” to understand the steps for creating a REST based connection.

9. For the Generic REST Pull Based Connection Type in the General section, the following options need to be filled in.
e Connection Name

e Base URL

Integration > Connection l + New Connection | Step 2 l

Figure 311 - Navigation Bar for Create a New Connection

Integration > Connection Step 2

Connection Name  [ior Connection Name Base URL

@ Advance Options

lest Connection

Figure 312 - Creating New Name for Connection
10. If the user clicks on the Advance Options button, it displays the following options to fill in.
e Authentication Type

e Username
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e Password

Authentication

Authentication Type

Basic v

User Name Password

admin - sesssesssses

Time Zone

GMT v Date Time | Proxy Required

@ Adwvance Options

Submit Test Connection

Figure 313 - Advance Options

11. After all fields are filled, click on the Test Connection to check the URL Connection. It displays the message as

shown below:

Customer > AlphaCustomer > Integrations > Create

L © Test connection successfull. X
& Customer Details Integration > Connectibn Step 2
A Rl Connection Name  CreateTickel Bese URL NS U
@ User
Authentication
2 Group
Authentication Type
& Integrations Basic ¥
User Name Password
[ Correlation Rules
admin -~ e
B entity Time Zone
GMT v
&2 Topology Date Time | Proxy Required

“Ig Service Hierarchy
@ Advance Options

84 Noise Maintenance

m “ Gancel

) Al Algorithms

Figure 314 - Alert Message

12. After successful Test connection, click on Submit Button. It displays the New Connection added pop-up as below.
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l @ New connection added. x

Integration > Conhection + New Connection | Step 2

Connection Name Connection Type
Alpha rest
Show 10 v  entries <] Previous | | [>| Next

Figure 315 - Alert Message

Integration > Connection + New Connection | Step 2

Connection Name Connection Type
Alpha re:

Show 10 v  entries <] Previous

Figure 316 - Existing Connection

13. If a user selects HTTP Request Push Based Connection Type in the General section, the following fields need to be

filled.
e  Connection Name

° Base URL

14. Specify the Connection Name, a Token is populated, and the URL is ready to be used for integration by the external

tools.

Customer > AlphaCustomer > Integrations > Create

§° Customer Details Integration > General Step 2

& $50 Configuration
o Connection Name  Enter Connection Name Base URL e, il Bt abti olln o o alion Towas ol i vapage

A¢ Role
@ Advance Options
@ user
A2 Group
{8 Data Collection
@ Integrations
% Correlation Rules m Cancel

T Entity

42 Topology

Figure 317 - Create New Connection

15. Copy the URL and click on the Submit button.
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Customer > AlphaCustomer > Integrations > Create

7 Customer Details
[ 550 Configuration
2¢ Role

@ user

Az Group

{2 pata Collection
& Integrations

5 Correlation Rules

B Entity

& Topology

Integration » General

Connection Name

BassURL |y I
I

Lntas sollen

Step 2

Figure 318 - Create New Connection

16. Clicking on the Submit button takes the user to the Definition tab.

Integration > Definition

Payload

Payload Type

New

Key

Enter Key

Map Columns

Base

Column Populate Type

--select-- v --Select--

Population Type

Value Expression

--Select--

Population Value

Enter Value

Value

proenhi Lim s apge

@ Advance Options

Step 3

JSON

Figure 319 - Definition Section

17. Definition (Step 3) is where user defines the request details. This section is further divided into the following

subsections.

e Method

e Table Name

e Request Body
e Response

e Payload

e  Map Columns
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Integration > Definition Step 3

Method

Get
Table Name Json
Key Population Type Population Value
Enter Key --select-- v Enter Value
Request Body Json
Key Population Type Population Value
Enter Key --select-- hd Enter Value

Figure 320 - Definition Section

These sub-sections depend on the Connection Type selected.

a. Method: In this section the user needs to select Method Type from the dropdown list.

Method

Get

Get

JSON

Put

Figure 321 - Method Type

b. Table Name: In this section, the user needs to add the Table Name. First, the user needs to click on JSON

button which is on right side top. A form appears in which user needs to add JSON data.

JSON

Enter Key

/#tablename#/

Extract Keys

Figure 322 - Table Name
c. Click on the Extract Keys button. It displays the screen below. Select the Population Type and Population

Value.
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Table Name JsoN

Key Population Type Population Value

#tablename# Static Text v

incident

Figure 323 - Extract Keys
d. Request Body: In this section adds table name. First, select JSON button which is on right side top, a form

appears in which the user adds JSON data.

JSON X

Enter Key

{"description":"#description#","uniqueid":"#entity#"}

Extract Keys

Figure 324 - Request Body

In Request body, against unique ID we should be able to map multiple or 2 fields, namely entity and
parameter. Add Entity and parameter under JSON in a single tab.

e. Click on the Extract Keys button. The following screen appears. Select the Population Type and Population

Value.

In case of problem & Change Integration, state mapping values from service Now need to be taken from
customer service now team.

Request Body

JSON

Key Population Type Population Value
#description# Actionable Table Columns hd Title hd
#entity# Actionable Table Columns ~ Entity ~

Figure 325 - Extract Keys

f. Response: User needs to fill the following fields.
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Response
Response Code Code Response Remarks

201 Success Code v Create Ticket

Figure 326 - Response

g. Payload: Next, user needs to define the payload json. This section is applicable for both Generic REST as well

as HTTP. Specify the JSON and click on Extract Keys. This populates all keys and values of that response JSON.

JSON X

Enter Key

{"result™
{"rfc™:"" "order":"" "state":"1","u_sip":"","active":"true","impact":"3" "notify":"1","number":"INC0205459" "

Extract Keys

Figure 327 - Define Payload Json

Payload JSON
Payload Type
New v
Key Population Type Population Value
result.rfc 2 Enter Value
resultorder 2 Enter Value
resultstate 2 1
resultu_sip 2 Enter Value
resultactive 2 true
resultimpact 2 3

Figure 328 - Extract Payload Json

h. Map Columns: This section is applicable for both Generic REST as well as HTTP, once the Payload JSON is
extracted, user then maps the source columns to IEM columns using the following Population Type:

e JSON key: the columns are mapped with the Payload JSON Keys.
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Map Columns X

Base

Column Populate Type Value Expression Value
--Choose Addition column-- v --Select-- v
Custom
Column Populate Type Value Expression Value
Choose Key v --Select-- v

Figure 329 - Map Columns

e Inthe Columns section, select the IEM column or create a new custom key in the Custom section. In the
Population Type, select JSON key and the value expression populates with the JSON keys extracted. Choose

the relevant key. As the key is selected, its values are displayed underneath the value column.

Map Columns X
Base
Column Populate Type Value Expression Value
State v JSON key v result.state v G4 1
Custom
Column Populate Type Value Expression Value
External Ticket Num v JSONkey v result.sys_id v 1b46239elb5eb0903aa66353b24bcblc

Figure 330 - Map Columns

e There are a few columns, for which it is must to specify the value mapping. For e.g., for State column user

need to specify mapping of the incoming values to state values as shown below.

JSON X
1 Open ~ +
2 Assigned v X

Figure 331 - Mapping State Column

e After clicking on the Save button, the following will appear.
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result.u_resolution_acceptance_dateti 2 Enter Value

l @ Mapping saved. X

Map Columns

Base

Column Populate Type Value Expression Value
State v JSON_Key v result.state v B 1
--select-- v --Select-- v --Select-- v B2

Custom

Column Populate Type Value Expression Value
--choose additional keys-- v --Select-- v --Select-- v

Previous Save Submit

Figure 332 - Alert Message

It’s important to capture all important fields from the source which might later be used for modification
purposes or creating a bidirectional integration. E.g., in the case of ServiceNow along with Incident
Number it’s important to capture sys id which is their unique identifier as it enables easy update flow
between the two tools i.e., ServiceNow and IEM.

i.  Once all the details are specified, user have two options for Saving its details.

e Save —Saves the configurations details. Once saved user can edit the configurations.

e  Submit — Submits not only save the details but it also enables all the related processing’s for the associated
integration and is the final submission of the details. Post submission the processing details cannot be

edited. Refer to the edit section to understand the possible edit allowed post Final submission.

Customer > AlphaCustomer > Integrations

l @ Integration Details saved. X
#" Customer Details Integrations + New Integ: 2|
£ 550 Configuration Integration Name Integration Type Actions
8¢ Role WorknlotesTicket rest B 2 o n
® User AlphaUpdateTicket hip & ¢ ® B
IntsgrationCreate rest B2 © @
A2 Group
Show 10 v | entries 1]

£ Data Collection
& Integrations.

% Correlation Rules
B Entity

€8 Topology

Figure 333 - Alert Message

Clone Integration

1. Click on the Clone button next to the integration that is to be cloned.
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Integrations | + New Integration
Integration Name Integration Type “

WorkNotesTicket rest B £ @ W
AlphallpdateTicket http B £ @® o
IntegrationCreate rest B 2 @

Show 10 v  entries

Figure 334 - Clone Action

2. This prompts for confirmation as shown:

Clone Connection & Integration X
Integration Name
AlphaWork

Connection Name

AlphaWork

Clone

Figure 335 - Clone Connection Integration

3. On successful cloning the following message will be displayed

Customer > AlphaCustomer > Integrations

l @ Integration has been created with id 9

§% Customer Details Integrations + New Intagration | [ @
£ 550 Configuration Integration Name Integration Type Actions
B¢ Role WorkhotesUpdate rest 52 @ @
® User UpdateTicket rest [ A - |
FetchTicketUpdate http & 2 o @
23 Group
fetchrelchanges rest &2 @ @
£ Data Collection
FerhRelatedProblem rest e 2 @ @
[ i
@ Inegrations CresteTickat rest 82 @ @

Figure 336 - Alert Message

Edit Integration

1. Click on the Edit icon next to the integration that is to be edited.
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Integrat'lons + MNew Integration @
Integration Name Integration Type Ah

WorkNotesTidet rest B £ @ m
AlphallpdateTicket http B £ @ W
IntegrationCreate rest B £ ® 1

Show 10 v  entries

Figure 337- Edit Action

2. This populates all the sections user discussed while creating new connection with the Saved Values.

Integration > General

Name* Module
WorkNotesTicket Tickets
Related Action Tool
Update Ticket ServiceNow
Payload Type Connection Type
New Generic REST

Figure 338 - Edit General Section

If user only Saves the integration, then inputs are enabled for the user to update its values, however if
user edits post Submitting the integration, he can only update credentials\Tokens.

3. Make the necessary changes and click on Save/Submit as applicable.

Once the Integration is submitted, the only option available is “Submit”, If the integration is saved only
then both Save and Submit options are available.
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Customer > AlphaCustomer > Integrations

& Customer Details
[® $S0 Configuration
&¢ Role

@ user

A% Group

{8 Dpata Collection
@ Integrations.

[ Correlation Rules
T Entity

€8 Topology

Integrations

Integration Name

l © Integration Details updated. fct
+ New Integration
Integration Type Actions
WorknotesTicket rest ¢ 2 @
AlphatpdateTicket http 52 @ o
IntegrationCreate rest e 2 © @

Show 10 ¥  entries

Figure 339 - Alert Message

View Integration

1. Click on the View icon next to the integration that is to be viewed.

Integrations

Integration Name
WorkNotesTicket
AlphalipdateTicket

IntegrationCreate

Show 10 ¥  entries

Integration Type Actlom“
rest B £ © W
ttp B £ @ W
rest B £ © W

+ New Integration

Figure 340 - View Integration

2. This opens all the sections in Read Only mode with the saved value.

Integration » General

Name*

WorkNotesTicket

Related Action

Update Ticket

Payload Type

New

Module

Tickets

Tool

ServiceNow

Connection Type

Generic REST

Figure 341 - View Integration
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Delete Integration

1. Click on the Delete button next to the integration that is to be deleted.

Integrations |+ Mew Integration
Integration Name Integration Type Actions m

WorkNotesTidcet rest m £ ® W
AlphallpdateTicket http w2 ©® W
IntegrationCreate rest 0 Z @® W

Show 10 v  entries

Figure 342 - Delete Integration

2. This will prompt for confirmation as shown.

Delete Integration X

Are you sure you want to delete the Integration? It cannot be
undone.

Cancel Confirm

Figure 343 - Confirmation pop-up

3. On successful deletion the following message will be displayed.

Customer > AlphaCustomer > Integrations

l @ Integration deleted successfully. -
§* Customer Details: Integrations + New Integration | [ |

[ 550 Configuration

Integration Name Integration Type Actions
¢ Role WorkNotesTicket rast e 2 @ o
@ User AiphaUpdateTicket http B2 @ ®m
InteqratonCreats rest B 2 o o
A2 Group
Show 10 ¥ | entries .

£ Data Collection
& Integrations

[ Corelation Rules
T Entity

42 Topology

Figure 344 - Alert Message
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Apply Filters
The steps involved how to apply filter to the Integration Data.

1. Click on the Apply filter available action button present at the below header of the console.

Customer > AlphaCustomer > Integrations

§F Customer Details Integrations + New Integration =

(&) S5O Configuration

Integration Name Integration Type Actions
8¢ Role WorkNotesTicket rest e 2 @ m
® User AiphaUpdateTicket http e 2 @ ®
IntegrationCreate rest g 2 @ @
A2 Group
Show 10 ¥  entries .

B Data Collection
3 Integrations

(2 correlation Rules

B Entity

Figure 345 - Apply Filter Operation

2. The following form appears. Select Field and Operator from drop down list and provide the values. Then click on

the Apply button.

Customer > AlphaCustomer > Integrations

¥ Customer Details Integrations + New Integration || Tl|
A¢ Role Field Operator Value
Integration Name v LIKE v Update
@ user e p
Rg, Group Cancel Apply
£ Integrations Integration Mame Integration Type Actions
B Correlation Rules WorkNotestpdate rest 5L ® @
T Entity UpdateTicket rest 2 @
FetchTickatUpdate hitp oL @ @
€ Topology
FetchRelatedProblem rest o e ® @
"ty Service Hierarchy
FetchRelatedChanges rest oL @ B
Noise Maintenance
i CreateTicket rest o e ® @

() Al Algorithms

Show 10 v entries

Figure 346 - Apply Filter Operation

3. Theresult of applied filter looks as shown in the following figure:
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Customer > AlphaCustomer > Integrations

§F Customer Details Integrations

+ Newi Integratio | 7
2¢ Role Applied Filters | Integration Name LIKE Update = kv
®u Integration Name Integration Type Actions
g User

Workh rest g 2 @ m
Aa Group

Ip 1 g 2 @ m

& Integrations

FelhTickilpdate hitp 2 ® u
B} Correlation Rules

Show 10 v  entries
B Entity
&2 Topology

*lg Service Hierarchy
8 Noise Maintenance

# Al Algorithms

Figure 347 - Apply Filter Result

Al algorithms excel at identifying anomalies or deviations from normal behavior in large datasets. Early detection of
abnormal patterns helps in proactively identifying potential issues or security threats before they escalate. Al algorithms
can recognize patterns and trends in historical and real-time data. It automates the process of identifying the root cause
of incidents. Al algorithms correlate alerts from various sources to identify relationships and dependencies. Al Algorithms
in IEM enable Temporal-based alert Correlation.
IEM leverages in-house Al Toolkit which has Out-of-Box features and it can be accessed based on roles and permission.
Customer administrator then can create objectives over IEM and post that training of model is implemented on the data
ingested via IEM and model is used in prediction for Al-Use cases.
Al-Driven Use-Cases for IEM includes,

e Enables user / system to select relevant algorithm for the use cases.

e Metric anomaly system to identify anomalous metric point.

e  Temporal-based Alert Correlation.

® Feedback system for temporal-based correlation to avoid irrelevant alert to actionable grouping.
This section enables us to configure the Al Algorithms in IEM.
1. Click on the “Customer”—> “Customer Name”>”Al Algorithms” (On the Navigation page)

2. The Following page will be displayed:
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Customer ; dryiosiem » Al Algorithms

07 Curtomer Detais
550 Carfigursion
B bk

® e

5 G

@ neegrons

5 Comstation Fales

Bemy

@ ropoiogy

N Sace Hieschy

51 Noie Maemance

€ 40 lgarshms

Matsic

Dbt Types=

Angenhy Detsction - Dy Buliing

Suiable objectives Evabunted Objectives

Avallable Objectives

Toniirg nstances

pst

© & DownlsaaTewpit  Chossfile | Hafil cheian

[ESES— ——r—
O Oy e
ot Do Do e
e —

Ancy Demton . Dyran By

PP ——

3. Objectives created in the environment will be listed in the grid view.

AVAILABLE Objectives

Figure 348 - Algorithms Available objectives

1. Select the dataset from the Dataset dropdown. The following options are available:

e  Metrics

e Correlation Data

e Correlation Feedback Data

4% Customer Details

[F] $50 Configuration

¢ Role

@ User

Ag Group

£ ata Collection

£ Integrations

[ Correlation Rules

T Entity

& Topology

"lg Service Hierarchy

Metric

Upload File

v & Download Template Choose file Mo file chosen

Correlation Data
Correlation Feedback Data -
7 7

Available objectives Evaluated Objectives  Training Instances

Available Objectives

Objective Name
sarimaohj
sarimaiecedemo
sarimasobj
sarimametricthrae
sarimametrictwo

sarimametsic

Objective Type

Anomsly Detaction - Dynamic Baselining
Anomaly Detection - Dynamic Baselining
Anomaly Detection - Dynamic Baselining
Anomaly Detection - Dynamic Baselining
Anomaly Detection - Dynarmic Baselining

Anamaly Detection - Dynamic Baselining

Evaluate

Objective Description

sarima abjective
sarimaiecedema
sarima b

smt

smtwo

$M OV IWentytwo ¢

Figure 349 - Selecting Dataset type for Available Objectives

2. In Al Algorithms, Available Objectives contains all the objectives that are in the Objective AIML tool kit of the IEM.
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Dataset ™ Upload File

Metric v & Download Template Choose file  Nofile chosen

Objectives Types ¥

Anomaly Detection - Dynamic Baselining v

Available objectives l Evaluated Objectives Training Instances
o

Available Objectives

Objective Name Objective Type Objective Description
sarimaobj Anomaly Detection - Dynamic Baselining sarima objective
sarimaiecedemo Anomaly Detection - Dynamic Baselining sarimaiecedemo
sarimaachj Anomaly Detection - Dynamic Baselining sarima obyj
sarimametricthree Anomaly Detection - Dynamic Baselining smt

sarimarmetrictwo Anomaly Detection - Dynamic Baselining smMtwo

sarimarnetric Anornaly Detection - Dynarnic Baselining 3M oV twentytwo ae

Figure 350 - Algorithms available objectives

3. If any objective is already populated, it will start appearing in the grid below.

Evaluate Action in Al ALGORITHM (Upload CSV File).
1. Select the dataset from the Dataset dropdown.
2. Click on Download Template (This will download the template specific to the selected dataset to upload its sample

data)

Prior to running Evaluate, user must upload the sample dataset.

Dataset * Upload File

Metric v Download Template Choosefile  Nofile chosen

Objectives Types *

Anomaly Detection - Dynamic Baselining v

Available objectives Evaluated Objectives Training Instances

Available Objectives

Objective Name Objective Type Objective Description
sarimaochj Anomaly Detection - Dynamic Baselining sarima objective
sarimaiecedemo Anomaly Detection - Dynamic Baselining sarimaiecedemo
sarimaaobj Anomaly Detection - Dynamic Baselining sarima obj
sarimametricthree Anomaly Detection - Dynamic Baselining smt

sarimarnetrictwo Anornaly Detection - Dynarnic Baselining S WO

sarimametric Anomaly Detection - Dynamic Baselining sM Nov twentytwo ae

Figure 351 - Bulk Upload Al Algorithm Objectives

3. Click on the Download Template button. The following template is downloaded.
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A

[N

B (o] D

subentityname agentlocation entityid | datasum entity  dat

E F G H

I J K L M

nt iperfid  sub

datasourcename  entitylype tooluniqueid toolcustomername

Figure 352 - Template for Bulk Al Algorithm Objectives

4. “Source entity id” is the mandatory column, rest are the additional\Optional details available in the environment.

5. user can choose to provide values of the additional details or can add more details in the columns as per the

requirements.

6. The new additional details will be added in the repository post the data is uploaded.

7. Upload the filled excel file by clicking on Upload CSV.

G Open

Organize = New folder

[Z Docauments A ~
& Pictures *

Screenshots

= This PC
m Desktop
[£ Doauments
# Downloads
b Music
l Pictures
B Videos

2. Local Disk (C)

- e

File name:

4 @ > ThisPC » Downloads

Name

| dataset_template (1)

) dataset_template (2)

&) dataset_template (3)

&) dataset_template

& topology_template (3) - Copy

v U Search Downloads

10/13/2023 2118 PM

~| lesvFile

sarimametric

Anamaly Detection - Dynamic Baselining

Upload File

Chaoose file Mo file chosen

Evaluate

Objective Description
sarimaiecedemo

sarima objective

sarima obj

smt

SMtwo

Smnov twentytwo ae

Figure 353 - Upload csv from Local Directory

8. Browse to the local directory where the data file is saved and select the file.

9. Once thefile is selected it appears as shown in the below images.
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Dataset * Upload File

Metric v 3 Download Template Choose file  dataset_template (1).csv

Objectives Types *

Anomaly Detection - Dynamic Baselining v

Available objectives Evaluated Objectives Training Instances

Available Objectives \
Objective Name Objective Type Objective Description

sarimaiecedemo Anomaly Detection - Dynamic Baselining sarimaiecedemo

sarimaobj Anomaly Detection - Dynamic Baselining sarima objective

sarimaaobj Anomaly Detection - Dynamic Baselining sarima obj

sarimametricthree Anomaly Detection - Dynamic Baselining smt

sarimametrictwo Anomaly Detection - Dynamic Baselining smiwo

sarimametric Anomaly Detection - Dynamic Baselining sM nov twentytwo ag

Figure 354 - Evaluate
10. Click Evaluate. Evaluation pop-up will be displayed as shown below.

Evaluation X

O Evaluate Objectives
Objectives

Select the objectives -
sarimaiecademo

sarimaohj

sarimaachj

sarimametricthree

Figure 355 - Evaluate All

o Evaluate Objectives: Evaluate Objectives Option explains about the Objectives which users can select

from the options in the dropdown as shown in below:
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Evaluation X

O Evaluate Objectives

Objectives
Select the objectives -
sarimaiecedemo

sarimachj

sarimaachj

sarimametricthree

Figure 356 - Evaluate Objectives Dropdown

a. Select an Objective and click on Submit button.

b. Once done, the following confirmation box is displayed.

[ @ Evaluation initiated Successfully b4

Dataset * Upload File
Metric - & Download Template Choose file  datasat_template (1).csv
Objectives Types *
Anomaly Detection - Dynamic Baselining v
Awallzble objectives  Ewaluated Objectives  Training Instances
Available Objectives Evaluate
Objective Name Objective Type Objective Description
sarimaiecedemo Anomaly Detection - Dynamic Baselining sarimaiecedemo
sarimack) Anomaly Detection - Dynamic Baselining sarima objective
sarimasoly Anomaly Detection - Dynamic Baselining sarirma o)
sarimametricthree Anomaly Detection - Dynamic Baselining smi

Figure 357 - Alert Message

After submitting the Evaluate Objective, all the Evaluated Objective job type will run in processing screen
as shown below.

54 sarimaiecedeme_evaluated buldmadeliaimipullets] New @ 2 =
55 sarimalecedeme_svaluates jobstatus aimistatus{aimistatuson] New i B
56 sarimaiecedemo_build buildmadel{aimipulljon) Successfully Campleted @ ¢
57 sarimaiecedemo_stream aimlistream; Running @ ¢ &
3 serimalecedeme jobstatus aimistatistaimistatusjon) Suzcessfully Completed a2 B
59 neworens_svaluated buldmoselamipullan) Mew @ 7 &
60 networiedc_evaluated jobstatus aimlstatstaim|statigjob) Hew i 2 R
1l nenwerkots_uild buil dmodeliaimipullias] Suscesstully Complated @ s R

Figure 358 - Evaluate Objective job on Processing Screen
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1. Select the dataset from the Dataset dropdown.
e  Metrics
e Correlation Data

e Correlation Feedback Data

15 days Metrics data will be considered as a baseline for model training.

Dataset * Upload File

Metric ~ ¥ Dowrload Template Choose file  Nofile chasen

Objectives Types *

Anomaly Detection - Dynamic Baselining v

Available objectives Evaluated Objectives Training Instances

Available Objectives

Objective Name Objective Type Objective Description
sarimaiecedemo Anomaly Detection - Dynamic Baselining sarimalecedemo

sarimaobj Anomaly Detection - Dynamic Baselining sarima objective
sarimaaobj Anomaly Detection - Dynamic Baselining sarima obj
sarimametricthree Anomaly Detection - Dynamic Baselining smt

sarimarnetrictwo Anornaly Detection - Dynamic Baselining S WO

sarimarnetric Anomaly Detection - Dynamic Baselining S NOV tWentytwo ae

Figure 359 - Select Dataset Type for Evaluated Objectives

2. If any objective is already populated, it will start appearing in the grid below.

3. Click on the Evaluated Objectives of datasets, then evaluated objectives grid will be shown below.
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Dataset *

Metric

Objectives Types *

Anomaly Detection - Dynamic Baselining

Available objectives Evaluated Obj

Evaluated Objectives

sarimaiecedemo

Neural Feedback
Disable

Enabled Algorithm

sarimaiecedemo

Objective Type
Anomaly Detection - Dynamic Baselining

Dataset
aimlevaluated_inputdata_metric_data_49_2024_01_15T08_02_41_4

Ves

UploadFile

L Dowrload Template Choose file  Nofile chosen

Training Instances

Enable/Disable Objective

1. Click on the Enable/Disable icon corresponding to the Evaluated Objective which is to be Enabled/Disabled.

Dataset *

Metric

Objectives Types *

Anomaly Detection - Dynamic Baselining

Available objectives Evaluated Obj

Evaluated Objectives

sarimaiecedemo

Neural Feadback
Disable

Enabled Algorithm

sarimaiecedemo

Objective Type
Anomaly Detection - Dynamic Baselining

Dataset
aimlevaluated_inputdata_metric_data_49_2024_01_15T08_02_41_4

Figure 361 - Enable / Disable Evaluated Objectives

Ves

Figure 360 - Evaluated Objectives

Upload File

L Dowrload Template Choosefile  Nofile chosen

Training Instances

[=]

2. On success, a confirmation pop-up message will be displayed.
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[ @ Disable the objective. X

Dataset * Upload File

Correlation Feedback Data ~ E3 Download Template Choose file  Nofile chosen

Objectives Types *

Classification v

Available objectives Evaluated Objectives Drift Detection Training Instances

Evaluated Objectives

classificationmain

Neural Feedback
Disable

Enabled Algorithm
classificationmain

Figure 362 - Alert Message

Enable Feedback

1. When user clicks on Enable feedback button in Evaluated Objectives, Dropdown will be visible for selecting the

options.
Dataset * Upload File
Correlation Data v L Download Template Choose file  No file chosen
Objectives Types *
Dynamic Correlation - Unsupervised v

Available objectives Evaluated Objectives Training Instances

Evaluated Objectives

networlodc (o]

Neural Feedback
Disable

Enabled Algorithm

networkxdc

Objective Type

Dynamic Correlation - Unsupervised

Dataset
aimlevaluated_inputdata_corr_data_49_2024_01_15T08_12_54_6

(2) Enable Feedback

Figure 363 - Enable Feedback in Evaluated Objectives

2. Enable feedback drop down will be displayed. Select the feedback according to the objective as shown below.
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Enable Feedback

Feedback event Anomaly

Please select the feedback
Feedback event Anomaly

Figure 364 - Enable Feedback Dropdown

3. After selecting the option for enabling feedback from the dropdown, Click on Save.

View More Action

1. In Evaluated Objectives tab, click on View More action button.

Dataset * Upload File

Correlation Feedback Data v X Download Template Choose file  Nofile chosen

Objectives Types *

Classification v

Awvailable objectives Evaluated Chjectives Drift Detection Training Instances

Evaluated Objectives

classificationmain @

Neural Feedback
Disable

Enabled Algorithm
dassificationmain
Objective Type
Classification

Dataset
aimlevaluated_inputdata_corr_fdbk_data_49.2024_01_15T08_20_18_1

Figure 365 - View More action for Evaluated Objectives

2. The following screen appears:
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Objectives X

aimlevaluated inputdata events 1 2022 12 29707 05 28 0

Extended Isolation Forest Recall 0.167 Accuracy 0.714 F1 Score 0.25 Precision 0.8
@

aimlevaluated inputdata_events 1 2022 12 29T12 07 58 3

Extended Isolation Forest Recall 0.167 Accuracy 0.714 F1 Score 0.25 Precision 0.5

aimlevaluated_inputdata_events 1 2022 12 29T12 27 _36_2

Extended Isolation Forest Recall 0.167 Accuracy 0.714 F1 Score 0.25 Precision 0.5

aimlevaluated_inputdata_events 1 2022 12 29T14 03 33 4

Ensemble Recall 0.143 Accuracy 0.667 F1 Score 0.25 Precision 0.5
Extended Isolation Forest Recall 0.143 Accuracy 0.714 F1 Score 0.222 Precision 0.5
Isolation Forest (~) Recall 0.222 Accuracy 0.667 F1 Score 0.364 Precision 1

Figure 366 - View More

3. Click on the Close button, it will navigate to evaluated Objectives.

Training Instances
1. Select the dataset from the Dataset dropdown.
e Metrics
e Correlation Data

e Correlation Feedback Data

Dataset * Upload File

Metric ~ L Dowrload Template Choose file  Nofile chosen

Objectives Types *

Anomaly Detection - Dynamic Baselining v

Available objectives Evaluated Objectives Training Instances

Available Objectives

Objective Name Objective Type Objective Description
sarimaiecedermo Arormaly Detection - Dynamic Baselining sarimaiecedemo

sarimaob) Anornaly Detection - Dynarmic Baselining sarirma objective
sarimaaobj Anomaly Detection - Dynamic Baselining sarima obj
sarimametricthree Anomaly Detection - Dynarmic Baselining smt

sarimametrictwo Anomaly Detection - Dynamic Baselining smtwo

sarimarnetric Anornaly Detection - Dynarmic Baselining ST NOY twentytwo ae

Figure 367 - Select Dataset Type for Training Instances

2. If any objective is already populated, it will start appearing in the grid below.

3. Click on the Evaluated Objectives of datasets, then the training instances grid will be shown below.
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Dataset * Upload File

Metric v X Downlead Template Choose file  No file chosen

Objectives Types *

Anomaly Detection - Dynamic Baselining v

Available objectives Evaluated Objectives Training Instances
Training Instances
O Objective Name Algorithm Name Execution Date Final Algorithm Final Algorithm Score Training Version
O sarimaiecedemo Wector Autoregression 2024-01-15T08:02:41 V37
Show 10 v  entries

Figure 368 - Training Instances

Refresh Objectives

1. Click on Refresh Objectives icon.

Dataset Type * Upload File

Events v & Download Template Choose File  No file chosen

Available objectives Evaluated Objectives  Training Instances Evaluated Datasets
Training Instances Refresh Objectives

Objective Name Algorithm Name Execution Date Final Algorithm Final Algorithm Score

Event Anomaly Detection Ensemble Event Anomaly Detection Ensemble Extended Isolation Forest 0.9

Show 10 v  entries

Figure 369 - Refresh Objectives

2. On success, the following pop-up message will be prompted.
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Customer > AlphaCustomer > Al Algorithms

§7 Customer Details
[ 550 Configuration
A¢ Role

@ user

22 Group

£ Integrations

B> Correlation Rules
B Entity

&8 Topology

“I8 Service Hierarchy

3. This action populates on the grid with the objectives created in the AIML toolkit for the selected dataset.

l @ Successfully refreshed the objectives %

Dataset Type

Events

Available objectives  Evaluated Objectives

Training Instances

Objective Name

Event Anomaly Datection Ensemble

B oly De Ensembl

[«

Algorithm Name

Event Anomaly Detechon Ensemble

F Iy De

Training Instances

Event Anomaly Detection Ensemble
Event Anomaly Delection Ensemble
Event Anomaly Delection Ensemble
Event Anomaly Detection Ensemble

Event Anomaly Detection Ensemble

Event Anomaly Detection Ensemble

Event Anomaly Detection Ensemble

Event Anomsly De

Event Anomsly De

Event Ansmaly Detechon Ensemble

Uplead File

Download Tem plate Choosefile  No file chosen

Execution Date Final Algorithm
solation Forest
Isolation Ferest
solation Forest
solation Ferest
solation Forest
solation Forest

solation Forest

Figure 370 - Alert Message

valusted Datssets

Refresh Objective:

Final Algorithm Score

Cost Configuration Feature" for actionable in IEM refers to the ability to assign and track costs associated with managing

and resolving actionable within the IT environment. This feature is valuable for organizations as it allows them to measure

and analyze the financial impact of actionable, helping in cost allocation, budgeting, and overall financial management.

This action enables us to configure the average cost of actionable.

1. The side Navigation bar contains Cost Configuration option, click on the option and the screen will get opened.

2. Add the currency from the dropdown and add the average cost of actionable.

Customer » dryiceiem > Cost Configuration

# custom

B¢ Role.

@ User

A3 Group

& Integrations

B} Cerrelation Rules
T Entity

& Topology

g Service Hierarchy
B4 MNoise Maintenance
£ A Algorithms

& Cost Configuration

Cost Configuration

fvg Cost of Actionable

- 1.00

Figure 371 - Cost Configuration

3. The average cost of actionable saved in the configuration will help in generation of average savings in the currency

selected in configuration.
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7 IEM Interface

The interface presents a unified views like Metric View, Topology View and Service View to facilitate Event Management
helping IT Professionals understand the relationships between different entities and services to make informed decisions

to manage and troubleshoot complex IT environments more efficiently.

71 Login to HCL IEM

To login to the system, perform the following steps:

1. Launch a user browser and provide HCL IEM User Portal URL. The HCLIEM Login Page appears.

HCL IntelliOps
Event Management

Please enter your Email ID

abc@dryice.com

Figure 372 - HCLIEM Login Page

2. Onthe HCL IEM Login Page, type the Login ID. The user is redirected to the Password page.

HCL IntelliOps
Event Management

Please enter your Password

(o s

Figure 373 — Login Authentication

3. Enter the Password and click on Login.

4. The HCL IEM home page dashboard appears. This Home page is the landing page of IEM.
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Home

Metric View  Service View  Topology View

Metric Overview

Events Alerts Actionable Open Actionable Impacted Services Approx. savings in EUR(€)

54 46 16 16 5 10

4 4 4 4 Tildate 4

Service Overview

| Food ordering service | DB service | FoodAPP Web
enls | Alerts | Actionables Events  Ale Actionables Events  Aler A
0 0 0 1 1 1 0 0 0
Possible Impacted Service: Possible Impacted Service: Food ordering service Possible Impacted Service:

Figure 374 - FIGURE — Home Page Dashboard

Home Screen shows three different views to user.
e Metric View
e Service View
e Topology View
Metric Overview and Service Overview card club to form a dashboard to show the numbers that user can view to create

an overall perspective of the system configured.

7.1.1  Metric View
A metrics dashboard is one kind of the data dashboard, it is a tool that collects, integrates, and displays key performance
indicators in a single place to analyze and project quality status of the KPls in real-time.
Metric Overview shows the metric analysis of Events, Alerts, Actionable for a customer. It gives a view of open actionable

and impacted services. In addition, Noise Reduction % calculated shown in the metric view.

fuents Nerts Aetionable Open Actionable impacted Services [r— Appre. savings In USDHS)

1 1 1 1 0 0% 0

Service Overview

| Luey | MyCloud DR | Mycioud
o o o 0 0 o 0 o
Fossble imparcted Serviee Fossible Impacted Sevie: Ly Passble Impactd Service:

| ideploy
o o o

Possible imparted Seeviee: 174

Figure 375 — Metric View

7.1.2  Service View
Service dashboards visualize the Service relationship data in a way that can be understood easily. Service View shows the
service tree for a customer. Parent and Child nodes are depicted in the Services chart for a customer configured. The color

coding shows the Service Impact.
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Home

Metric View  Service View  Topology View

Figure 376 — Service View

7.1.3 Topology View

Topology view involves creating a visual representation of the dependencies between various IT components, showcasing
which components rely on others for proper functioning. This mapping helps in assessing the potential impact of a failure
or performance issue in one component on others within the system.

Topology view dashboard provides a visual representation of the relationships and dependencies between different
servers, applications, and other infrastructure components. It allows for quick identification of bottlenecks, potential
issues, or areas of concern, facilitating efficient troubleshooting and proactive management of IT events.

Topology views can be dynamic, providing real-time updates on the status and health of components and their

connections.

Home

Metric View  Service View  Topology View

Figure 377 - Topology View

7.2 Data View
Based on the configurations, three data types are displayed over Data View Console:
e All Events
e Noise Events
e Events
e Alerts

e  Actionable
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7.2.1 Events

An "event" refers to a significant occurrence or incident within an IT environment that is detected, monitored, and logged

by various systems and tools. Events are typically generated by hardware, software, applications, or network devices, and

they serve as a key source of information for monitoring and managing the performance and health of IT systems.

Events can be diverse and may include activities such as system errors, warning messages, user interactions, configuration

changes, or security-related incidents.

The steps explain how to view the events data.

1. Inthe top navigation bar, click on Data View and click on Events.

2. Events data will be displayed for the selected customer.

Data View > Events

Customer  AlphaCustomer

Select Events View [Events ~
:’_AH? \’_. ('rinml: ) i Majm’j 1\ Minor : g Warning :'lrc ('\Far: ) _. Indeterminate _. )
Severity 1D Entity Title Manager Primary Application Name Tool ID Secondary Application Name
= SVALIAPCTHPOOS  High CPU utilization (ove...  zabbix
SVALIAPOTHPOO8  High memory utilization ...  zabbix
SVALIAPOTHPOO8  High memory utilization . abibix
SVALIAPCTHPODS  High CPL utilization fove.  zabbix
[ crvical ] SVALIAPOTHPOO9  High memory utilization ... zabbix
6.. SWALIAPOTHPODY  High CPU utilization (cve...  zabbix
[ ceor ] SVALIAPOTHPOOS  High CPU utilization (ove. abibix
SVALIAPOTHPOOE  High memory utilization zabbix
[ cear ] SVALIAPOTHPOD2  High memory utilization zabbix

Agent  Event Time

zabbix  2023/01/06 13:24:02
zabbix  2022/01/06 12:24:02
zzbbix

zabbix  2023/01/06 13:24:02
zabbix 2

zabbix  2022/01/06 13:24:02
zbbix 20

z3bbix

zabbix  2023/01/06 13:24:02

Mapped |

Figure 378 - View Events

The steps explain how to add column to event data:

1. Inthe top navigation bar, click on Data View and click on Events.

2. Click on the Add Column action button present at the header of the console.
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Data View > Events Customer  AlphaCustomer ~

Select Events View Events v - (& R

‘ Applied Filters pvd
(e aitical ) ("o Major ) (o tinor )( = Warning ) ("o Clear ) (e indeterminate )

Severity ID Entity Parameter Event Time Title Manager Primary Application Name Tool ID Secondary Application Mame Agent category er
m 29e T4T68-c231-49b6-saf SVALIAPOTHPOOE  memory 2023/0106 173004 High memory ubilization { zabbix zabbix

m 31ddeB0f-65de-d5bc-abe SVALIAPCTHPODS  cpu 2023/01/06 173003  High CPU utlization (over. zabbix zabbix

m d3beb0d -3a62-4962-97. SVALIAPCTHPODS  cpu 2023/01/06 173003 High CPU utilization (over... zabbix zabbix

m 9dabl25f-6616-4131-bdd. SVALIAPCTHPODA  cpu 2023/01/06 173003 High CPU utlization (over...  zabbix zabbix

m 1d7d4825-6998-4bd3-8c..  SVALIAPCTHPODY  system 2023/01/06 173003 Zabbix agentis not availa, zabbix Zabbix

m 4911001 9-47e1-4901-be..  SVALIAPCTHPO10  storage 2023/01/06 173003 sda Disk read/write requ...  Zabbix Zabbix

u ecal3196-b1 74-4a99-9c. SVALIAPOTHPOOS  cpu 2023/01/06 173003 High CPU utilization (over. “rabbix zabbix
eccbi2d4-0Bdd-4Bdf-bSb..  SVALIAPOTHPOD4  memary 2023/01/06 17:3003  High memery ublization (.. zabbix zabbix

m bSTE579c-16a6-4af5-b79. SVALIAPOTHPODE  memary 2023/01/06 173003 High memory utilization (. Tablix zabbix

n B49BO4)-de1 T-439¢-bd. SVALIAPOTHPODE  cpu 2023/01/06 17:30:03  High CPU utilization (over. zabbix zabbix

Figure 379 - Add Column

The form will appear from there user can select from drop down list. Then click on the save button.

4. The form will appear from there user can select from drop down list. Then click on the save button.

Add Columns X

Add More Columns

Sub Entity ID v
Original Columns
T Severity X T ID X O oEntity X Z Tile X J Manager X Primary Application Name X T Tool ID %

O Secondary Application Name X T Agent X O EventTime X T Mapped EntityID X T Parameter Category X

~ ~ ~

O Parameter X U Llocation X U Environment X Designation X

Newly Added Columns

Z Sub Entity ID %

Figure 380 - Add Column

7.2.1.3 Save View

The steps explain how to save the events data:

In the top navigation bar, click on Data View and click on Events.

User can click the save button.
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Data View > Events Customer  AlphaCustomer hd

Select Events View  Events b - 3]

| Applied Fifters

(e citical ) ("o Major ) ("= Minor ) ("o warming (e Clear ) (@ Indeterminate )

Severity 1D Entity Parameter Event Time Title Manager Primary Application Name Tool ID  Secondary Application Name Agent category er
@D 5074768231 4%6-asl..  SVALAPOTHPODA memory  2023/01/06 173004 Highmemory utlization (., zabbix zabbix
m 31c4eBOf-654e-45bc-abe..  SVALIAPOTHPOOS  cpu 2023/07/06 173003 High CPU utilization (over, Zabbix zabbix
MR  be60ci3:65436297.  SVALIAPOTHPODS  cpu 2023/01/06 173003 High CPU ublization (over..  zabbix zabbix
@D odaotsiesioa1anbid  SVALAPOTHPOGA cpu 2023/01/06 173003 High CPU utlization (over...  zabbix zZabbix
m 1d74d4825-6998-4bd3-8c..  SVALIAPCTHPOD?  system 2023/01/06 173003 Zabbix agent is not availa, Zabbix zabbix
@@ 4001947614901 be..  SVALAPOTHPOTO  storage 2023/01/06 173003 sda: Disk read/write requ..  zabbix zabbix
@I com9eb174-4s99-9.  SVALAPOTHPODS cpu 2023/01/06173003  High CPU utlization (over... Zabbix zZabix
@I  corde0840-48d0bSh. SVALIAPOTHRODA  memory 2023/01/06 173003 High memory utilization (. zabbix Zabbix
@@ b576sTicfabdalsbTI.  SVALAPOTHPOOA memory  2023/01/06 173003  Highmemory utlization (. zabbix zabbix
X 5458000-0017-435c kA, SVALAPOTHPOM  cpu 2023/01/06 173003 High CPU ullization (over...  zabbix zabbix

Figure 381 - Save View

3. A confirmation pop-up message will appear.

Save View X

Are you sure you want to save the current view.? It cannot be
undone.

Cancel Confirm

Figure 382 - Save View Events

4. Click on Confirm button, a success pop will appear and the grid changes.

Data View > Events

Select Events View  Events v lo"i"’s""'d X a B R

(e critical ) ("e major ) (o minor ) (e Warning ) (e Clear )("® indeterminate )

L Severity 1D Entity Parameter EventTime  Title Manager Primary Application Name  Tool ID  Secondary Application Name ~ Agent  Sub Entity ID
15v27051- i memory 12/27124500  test  zabbix 2abbix
QBN o25528880-7ed0-49fe-38¢9-5¢f3bA66424 noise7 pu 12/24050006  test  zabbix 2abbix

21v28472-7ed0-491e-88¢3-5cf34b466424 Novemberd  memory 12/2316:1457  fest  zabbix 2abbix
33v28876-7ed0-49fe-88¢3-5¢134b466424 Novemberd  memory 12/23161457  test  zabbix zabbix
30V28872-Ted0-49fe-88c3-5cf34b466424 November2  cpu 12/23161457  test  zabbix 23bbix
10v28871-7ed0-49fe-88c3-5cf34bd66424 November!  ¢pu 1223161457 test  zabbix Zabbix
15v28051-Ted0-49%e-88c3-5cf34b466424 NovemberS  memary 1223161453 test  zabbix zabbix
31v28876-Ted0-49fe-88¢9-5cfI4ba66424 Decemberd  memory 12/23160608  test  zabbix 22bbix

Show 10 v entries .2345675910

Figure 383 - Popup confirmation

7.2.1.4 Save As Events
The steps explain how to save the events data as view.

1. Inthe top navigation bar, click on Data View and click on Events.
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2. User can click the save as events button.

Data View > Events Customer  AlphaCustomer hd

Select Events View Events - - o B8

‘ Applied Filters v
() (o caea) (= wagor ) (= ainor ) (= wioring ) (& o) (o ndetormimate )

Severity ID Entity Parameter Event Time Title Manager Primary Application Name Tool ID Secondary Application Name Agent category er
BN  -v-74758-231-49b6-5af.  SVALIAPCTHPOD4  memory 2023/01/0617:3004  Highmemory utlization (...  zsbbix Zabbix.

[ ce.r ] 31d4eB0(-G54e-a5be-sbe..  SVALIAPOTHPODS  epu 2023/01/06 173003 High CPUutilization (over..  Tabbix zabbix

@)  Sbeo0d1-3:60-4362-97..  SVALIAPOTHPODS  cpu 2023/01/06 173003  High CPU utilization (over... zabbix zabbix

@) odbiosiesicarsibad.  SVALIAPOTHPODE  cpu 2023/01/06 173003 High CPU utilization (over...  zabbix zabhix

147348256998 -4bd3-8c..  SVALIAPOTHPOOS  system 2023/01/06 17:3003  Zabbix agentis notavaila..  zabbix zabbix

@) 9110019-47¢1-4501-be..  SVALIAPOTHPOTO  storage 2023/01/06 173003  sda: Disk read/write requ..  zabbix zabbix
ecald196-b174-4a99-9c..  SVALIAPCTHPOOS  cpu 2023/01/06 173003 High CPU utiization (over...  zabbix Zabbic
ecchl2dd-08dd-48dl-b5b.,  SVALIAPCTHPOO4 memory  2023/01/06173003  Highmemery utlization (.  zabbix zabbi

@)  b576579cfoab-dafs-b79..  SVALAPCTHPODA memory  2023/01/06173003  High memory utlization (.. Zabbix Zabbix

n BAIBO40-0e17-439C-D4...  SVALIAPOTHPOD4  <pu 2023/01/06 173003 High CPU utilization (over.. Zabbix Zabbix

Figure 384 - Save As Events

3. A confirmation pop-up message will appear.

Save As X

View Name Description

Figure 385 — Save as Events

4. Asall fields are entered click on save button, success popup message will appear.

Data View > Events Customer  AlphaCustomer v
Select Events View Events ~ [ O =Ty 3 - S B R
(=)
| Applied Filters @
(Cany (e crtical ) ("o tasjor ) ("o minor ) ("s warming ) ("e Clear ) ("e indeterminate )

Severity 1D Entity Parameter Event Time Title Manager Primary Application Name Tool ID Secondary Application Name Agent category er
@D oe747e0-c23f4%k6-ask.,  SYAUAPOTHPODA memory  2023/01/061730:04  High memory utlization (. Zabbis: abbix
EZ)  3104cBof65acdshoabe.  SVALAPOTHPOOS cpu 2023/01/06173003  High CPU utilization (over. . zabbix zabbie
@R  c5b6001-36-0952-97. . SVALAPOTHPOOS  cpu 2023/01/06 173003 High CPU utiization (over...  zablbix zabbix
BT cocbicoieoiod191-bad.  SVALAPOTHPODE  cpu 2023/01/06 1730:03  High CPU wtilization (over...  2abbix zabbix
00 14744825-6998-4bd3-Bc..  SVAUAPOTHPO0S system 2023/01/0617:30:03  Zabbix agentis not availa..  zabbix 2abbix
B 49110019-47¢1 4301 -be. SVAUAPOTHPOI0  storage 2023/01/06 173003 sdx Disk readwrite requ..  zablbix zabbix
B 7395017440595, SVAUAROTHPOOS  <pu 2023/01/06 173003 High CPU uiilization (over...  zablix zabbix
B cccbi2d4-08dd-4BdibSh..  SVAUAPOTHPODA memory  2023/01/06173003  High memory blization (.. zabbix 2abhix
B t575575c-i6a6-4af5-b73,  SYAUAPOTHPODA memory  2023/01/06173003  High memory utizstion (. zabbix aabbiz
- B4980cA0-de1 T-43%¢-bd..  SVAUAPOTHRODA  <pu 2023/01/06 173003 High CPU utilization (over.. Zabhix zabbix

Figure 386 - Alert Message

5. Then user can select Events view from the dropdown list in which user can created before this step.
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d

Data View > Events

Select Events View Events

Select
Events

baBSf528-41a8-4450-%.,
427a76d0-1c03-4370-b...

4b7%ecBa-7692-4deS-8a...

cBa1645-5407-4eff-268

3c6f627F-727d-47a8-b9.

ebleda92-f045-4a5¢e-a6.

Oaced33c-82e6-492f-5fe.

67131e8b-23f5-453f-b7.

a2bc59¢-9349-4a2b-b6...

7.2.1.5 Live Events Data

new event view

Event Data

Entity

(I Wamlng)(. Clear) C. Inde‘termlnale)

Title

SVALIAPOTHPOOS

SVALIAPOTHPOOS

SVALIAPOTHPOOS

SVALIAPOTHPOOS

SVALIAPOTHPOOS

SYALIAPOTHPOO9

SVALIAPOTHPOOS

SVALIAPOTHPOO8

SVALIAPOTHP0OS

High CPU utilization (ove.,
High memory utilization ..
High memory utilization
High CPU utilization (ove.
High memory utilization
High CPU utilization (ove.
High CPU utilization (ove.
High memory utilization ..

High memory utilization

Customer

AlphaCustomer v

Manager Primary Application Name Tool ID  Secondary Application Name Agent

zabbix

zabbix

zabbix

zabbix

zabbix

zabbix

zabbix

zabbix

zabbix

Figure 387 — Select Events View Dropdown

The steps explain how to refresh the events data.

1.
2.

3.

In the top navigation bar, click on Data View and click on Events.

User can see the Live Events Data updating every 4 seconds in Grid view.

Data View > Events

Select Events View Evenls

I Applied Filters

() (e critcal ) ("o tajor ) ("= Minor )( "= waming )("e Clear ) (e indeterminate )

Severlty 1D
a9e74768-c23-49b6-aal...
31d4eBO654e-45bc-abe...
d3be60d1-3a64-4962-97.
9dabf29f-6616-4191-bdd..
1d7d4825-6598-4bd3-Bc...
A49110019-47¢1-4901 -be...
€Ca73196-0174-4299-9¢.
eccbf2 d4-083d-4B4F£5b
bS76579c-1636-dal5-bT.

84980c40-de1 T-439c-b,..

Entity

SVALIAPOTHPO0A
SVALIAPOTHPOOS
SVALIAPOTHPO0S
SVALIAPOTHPO0A
SVALIAPOTHPO0Z
SVALIAPOTHPO10
SVALIAPOTHPODS
SVALIAPOTHPO0A
SVALIAPOTHPO0A

SVALIAPOTHPOOA

Parameter Event Time

memory

<P

epa

epu

system

storage

mermory

memary

2023/01/06 17:30:04

2023/01/061730:03

2023/041/06 1730:03

2023/01/06.1730:03

2023/01/06 173003

2023/01/06 1730:03

2023/01/06 1730:03

2023/01/061730:03

2023/01/06 1730:03

2023/01/06 1730:03

Title

High memory utlization (..
High CPU utilization (over...
High CPU utilizstion (over..

High CPU utllization (over...

Zabbix agentis not availa..

s Disk readfwrite requ

High CPU utilization (over...

High memary utlization (

High memary uslzation ¢

High CPU utilization (over...

zabbix

zabbix

zabbix

zabbix

zabbix

zabbix

zabbix

zabbix

zabbix

Event Time Mapped

2023/01/06 13:24:02
2023/01/06 13:24:02
2023/01/06 13:24:02
2023/01/06 13:24.02
2023/01/06 13:24:02
2023/01/06 13:24:02
2023/01/06 13:24:02

2023/01/06 13:24:02

2023/01/06 13:24:02

Customer  AlphaCustomer hd

Manager Primary Application Name Tool ID Secondary Application Name Agent category er

zabbix

zabbix

zabbix

zabbix

zabbix

zabbix

zabbix

zabbix

zabbix

Zabbix

2abbix

abbix

zabbix

2abbix

abbix

zabbix

2abbix

2abbix

2abbix

Zabbix

To stop the auto-refresh, click on the Live Events Data button, a confirmation pop up message will appear.
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Data View > Events

Select Events View Events

| Applied Fitters

(e critical ) ("o Major ) ("o Minor )("s Warning )(e

Severity

Customer  AlphaCustomer

Auto-refresh has been disabled. x

C\ear) (. Indeterminale)

bad5f528-4158-4450-9

437376d0-1c03-4370-b.

4b79ec8a-7692-4ded-Ba...

ocBa1645-5407-4eff-268...

3c6f627f-727d-4788-b9...

ebledad2-f045-4a5e-26.

Oaccd33c-82e6-432f-afe...

Entity
SVALIAPCTHPOOS
SVALIAPCTHPODS
SVALIAPCTHPOOS
SVALIAPCTHPOOS
SVALIAPCTHPOOS
SVALIAPOTHPOOY

SVALIAPCTHPODZ

Title

High CPU utilization (ove..

High memory utilization

High memory utilization ...
High CPU utlization (ove...
High memory utilization ..
High CPU utilization tove...

High CPU utilization (ove..

Manager
zabbix
zabbix
2abbix
zabbix
zabbix
zabbix

zabbix

Primary Application Name Tool ID  Secondary Application Name

2 Live S B8

Agent
zabbix
zabbix
zabhix
zabbix
zabbix
zabbix

zabbix

Event Time

2023/01/06 13:24:02
2023/01/06 13:24:02
2023/01/06 13:24:02
2023/01/06 13:24:02
2023/01/06 13:24:02
2023/01/06 13:24:02

2023/01/06 13:24:02

\rd

Mapped |

Figure 389 — Live Events Data Disabled
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7.2.1.6 Refresh Events
The steps explain how to refresh the events data view.
1. Inthe top navigation bar, click on Data View and click on Events.

2. Click on Refresh Events button if Live Events Data is disabled only.

Data View > Events Customer  AlphaCustomer ~

Select Events View Events hd -

‘ Applied Filters @
(Can) (e cmmaﬂ(- Major )( & Minor )( Wzming) ® Clear (- Indeterminate

Severity 1D Entity Parameter Event Time Title Manager Primary Application Name Tool ID Secondary Application Name Agent category er
m a%e74768-23f-49b6-aaf..  SVALIAPCTHPOD4  memory 2023/01/06 17:30:04  High memery ubllization (.. Zsbbix zabbix
m 31d4eBOf-65de-45bc-abe..  SVALIAPOTHPOOS  cpu 2023/01/06 173003 High CPU utilization (over. zabbix Zabbix
@D Soos0di-35654962-97.  SVALISPOTHPODS  cpu 2023/01/0617:3003  High CPU wtlization (over...,  zabbix zabbix
@D odbnotestoa1an-bd.  SVALISPOTHPODE  cpu 2023/01/0617:3003  High CPU utlization (over...,  zabbix zabbix
1d7d4825-6998-4bd3-8c..  SVALIAPOTHPODY  system 2023/01/06 17:3003  Zabbix agentis not availa. 2abbix Zabbix
49110019-4Te1-4907-be..  SVALIAPGTHPOT0  storage 2023/01/0617:3093  sda: Disk read/write requ..  zabbix zabbix
leat 2ca?3196-b174-4a93-9c... SVALIAPCTHPOOS  <pu 2023/01/06 1730:03  High CPU utlization (over...  zsbbix zabbix
n eccbi2dd-08dd-48di-bob. SVALIAPOTHPOO4  memary 2023/01/06 17:30:03  High memery ubilization (..  zabbix Zabbix
m b57E579¢-foab-daf5-b79. SVALIAPCTHPOD4  memary 2023/01/06 173003  High memory utilization (.. Zabbix Zabbix
u B498040-de17-439¢-b4. SVALIAPCTHPODS  cpu 2023/01/06 173003 High CPU wtilization (over. zabbix. Zabbix

Figure 390 — Refresh View Data Events

3. A confirmation pop up message will appear.

Data View > Events Customer  AlphaCustomer v

B3

¥ =

Select Events View Events v l © content refreshed successtully x Cle O B

/’o critical ) ("e Major ) ("o winor ) ("e Warning )("e Clear )((® Indeterminate )

Severity 1D Entity Title Manager Primary Application Name Tool ID  Secondary Application Name Agent Event Time Mapped |

I  ©:85528418-4450-9e..  SVAUAPOTHPOOS  High CPU utilization (ove... ~ zabbix zabbix  2023/01/06 132402

n 437a76d0-1¢03-4370-b. SVALIAPOTHPDOS  High memory utilization 2abbix zabbix  2023/01/06 13:24:02

n 4b79%cBa-7692-4de9-8a... SVALIAPOTHPOO8  High memory utilization zabbix z3bbix  2023/01/06 13:24.02

@I 1645540741868, SVAUAPOTHPOOS  High CPU utilization (cve...  zabbix zbbix  2023/01/06 132402

@D  5cofc27727d 475509 SVAUAPOTHPOOS  High memory utilization .. zabbix zbbix  2023/01/06 132402

“ eb1edad2-f045-4a5e-ab. SVALIAPOTHPOO9  High CPU utilization (ove. zabbix zbbix  2023/01/06 13:24:02

m Oaced33¢-82e6-492f-afe. SVALIAPOTHPD09  High CPU utilization (ove. 2zabbix zabbix  2023/01/06 13:24:02
6713168b-23f5-453F-b7..  SVALAPOTHPOOS  High memary utlization .. 2abbix zabbix  2023/01/06 132402

Figure 391 — Alert Message

7.2.1.7 Apply Filters
The section provides details on how to apply filters to the event data.

1. Inthe top navigation bar, click on Data View and click on Events.

2. Click on the More Filter E action button.
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Data View > Events

Customer ~ AlphaCustomer v

Select Events View Events v
Applied Filters
Fields Operator Value
Severity v LIKE v Critical
(AN )( @ critical ) [ ® Major )( Minor ) ( Warning )( ® Clear )( ® Indeterminate )

Entity Title Manager Primary ion Name  Tool ID y

. SVALIAPOTHP0D3

SVALIAPOTHPOOB

SVAUAPOTHPODS  High m

SVAUAPGTHPOOZ  High C

003 Highmemory utliza

03 High memery utilization

High men

High CPU utilization (over...  zabbix

Figure 392 - More Filter Operation

jon Name Agent Event Time

Mapped Entity ID  Param

6132402

3. Aform will appear. Select Field and Operator from drop down list and write a value. Then click on the Apply button.

Data View > Events

Manager Primary Application Name Tool ID  Secondary Application Name  Agent

SHIVANG! zbbix

SHIVANG! Z8bbix

Select Events View Events ~

Applied Filters | Severity IS Criticsl =

(_an ) e critical )L\- Major ) (& Minor ){ » Waming )( ® Clear )( ® Indeterminate )
Severity D Entity  Title

EEXD)  099-5200-49(e-B8c3-5cf3.,  ieceeniityd  Disk Issue Zabbix
= A9fe-88c9-5cf.,  imceentityd  Disk Issue abbix
= testentitys  Memorylssus  zabbix
BB oe7-5w0499-BBIScR.  Muass test zabbi
B  o66e00-45f-B8cO-5ch.  Muaasd test Zabbi
BEE)  co7or23qRR8051-6edd-.  testentin@  DISKlssue zabbi
[ ] testentity?  RAM Issue zabbi
[l ] bbix
[ coien ] o esteninS  test zabt
QD 135025051-6e0-a%0e 8, tstentiyd CRUIssue bix

7.2.2 Alerts

Figure 393- More Filter Operation

Customer = AlphaCustomer ~

Event Time

x  2023/01/31 010510

2023/01/31 001811

2023/01/30 235807

2023/01/20 23503%

20237017,

x 2023/01/29 230851

01/20 235035

@G - =6 r

Mapped Entity ID  Parameter Category

<

“Alerts" refer to notifications or warnings generated by monitoring systems or tools when significant events or issues are

deviating from normal system behavior. Alerts play a crucial role in proactively identifying potential problems, anomalies,

or security incidents within the IT environment. Alerts are triggered by a monitoring system to indicate the occurrence of

a specific event or condition that requires attention. Alerts are typically generated based on predefined rules, thresholds,

or conditions associated with events. Multiple alerts may be correlated to identify patterns or relationships between

different events, helping in understanding the broader impact.

Well-designed alerting view provides IT teams with crucial information, enabling them to respond proactively to potential

issues and minimize the impact on operations.

The steps explain how to view the alerts data.
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1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Alerts data will be displayed for the selected customer.

Data View > Alerts

Select Alerts View Alerts

‘ Applied Filters

Can) e ciitical )("o Major )(

[m)
)
)

Minor ) ("« Warning ) (e Clear )( @ Indeterminate )

L]
WICMWEDGD
TOBHZWUN
hacwWQawtp
CHTiKTyMT
BloXB2:XQv
15BkfZdZ
kcUTsROom

MfoHCqdo

Entity

SVALIAPOTHPOOS
SVALIAPOTHPO0B
SUALIAPOTHPOOS
SVALIAP OTHPODE
SVALIAPOTHPOOB
SUALIAPOTHPOD9
SUALIAPOTHPODS

SUALIAP OTHPOOA

Parameter Sub Entity
cpu
system

memory

memory

Pending Since
2023/011/05 132423
2023/01/05 13:25:41
2023/01/06 13:25:41
2023401/06 132422
2023/01/06 132403
2023/01/05 1324:03
2023/01/06 13:25:41

20230105 132423

Customer  AlphaCustomer

Last Updated
2023/01/06 132541
2023/01/06 1325:41
2023/01/06 13:25:41
2023/01/06 132541
2023/01/06 132541
2023/01/06 13:25:41
2023/01/06 132541

2023/01/06 132541

@ - =

Occurrence

R

7.2.2.2 Delete Alerts

Figure 394— Alerts View

The steps explain how to delete the alerts data:

1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Alerts can be selected by clicking on the checkbox. (Single select/Multi select)

The auto-refresh feature automatically updates data (including events, alerts, noise, actionable items,
and all events) in the grid. Consequently, any previously checked items will be unchecked. If you intend
to delete something, it is advisable to disable the auto-refresh feature first and then proceed with

deletion operations.

‘ Applied Filters

(o) (e ciitical ) ("o major )(

[m]

SRR < I <

3. Click on the Delete action button present at the bottom.

Minor )( Warning )( ® Clear )( . IndEtErminate)

Severity

10 v

[

Wil CMWEDOD
TOEHZWUN
hacvQawD
CHTikTyh
Blox62xQy
158KREdZ
keUTsROoxn
SifoHCqelo
TriowlBKTe

MSHspupeRp

Entity

SUALIAPOTHP00S
SUALLAPOTHPOOS
SVALIAPOTHPOOS
SUALIAPOTHP0OB
SVALIAROTHP00B
SUALIAPOTHPO09
SVALIAPOTHP00S
SUALIAPOTHPOOA
SUALIAPOTHP0O4

SVALIAPOTHPDOS

Parameter Sub Entity
pu

system

memory

memory

pu

system

Pu

pu

storage

system

Figure 395— Deleting Bulk Alerts

Pending Since

2023/01/06 132423
2023/01/06 13.25:41
2023/01/06 1325:41
2023/01,06 132422
2023/01/06 132403
2023/01/051324:03
2023/01/061325:41
2023/01/06 132423
2023/01/06 132428

2023/01/061324:02

4. A confirmation dialog box appears to confirm the deletion.
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Last Updated

2023/01/0613:2541
2023/01/06 13:25:41
2023/01/06 13:2541
2023/07/06 132541
2023/07/06132541
2023/07/0613:2541
2023/07/0613:2541
2023/071/06 13:2541
2023/01/06 13:24:37

2023/01/06 13:2437

4650 4651

- 4653 4654

4666
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Delete Records X

Are you sure you want to delete the selected records? It cannot
be undone.

Figure 396- Confirmation pop-up

5. Click on Confirm button, a dialog box would appear for successful deletion of alerts.

(. Critical)(o Major\Co Minor)(o Wa' © Alert deleted X)
| successfully.

[ severity ID Entity Parameter Occurrence Pending Since Last Updated Title Primary IP Address Primary Application Name Em
O @ v sWWRDR samPLER2 MemOrY 3 2023/05/19 153205  2023/05/19 153206  cpuutiization

O @@= pisHQgiSXn  SAMplet1  Cpu 3 2023/05/19 15:3201  2023/05/19 153206  cpuutiization

U 3 ohoSIET  samPlE2 MemOrY 6 2023/05/1820:11:01  2023/05/18 2021:14  cpuutlization

O @83 o01DCGuddaR SAMplet1 Cpu 6 2023/05/18 20:10:57  2023/05/18 20:21:13  cpuutlization

O EE) famVQciHE SAMPLES RAM 1 2023/05/18 17:06:42 2023/05/18 17:06:42 DATABASEutiization
O @ GcAZKZon  SAMPLE4 CORE 2 2023/05/18 16:3643  2023/05/18 16:37:08  DiSKutlization

O g3 airsigoif SAMPLE3  DISK 2 2023/05/18 16:36:39  2023/05/18 16:37:05  DiSKutiization

O @ Wwice6owt SAMplel Cpu 3 2023/05/18 16:26:02  2023/05/18 1626:06 cpuutlization

O @ uepyry  casi3 disk 4 2023/05/16 170543  2023/05/16 170548 cpuutiization

O OWFEBNgKoS  case pu 1 2023/05/16 16:31:43  2023/05/16 16:31:43  cpuutiization

Show 10 v  entries

Figure 397— Alert Message

7.2.2.3 Save Alerts
The steps provide information on how to save alert data.
1. Inthe top navigation bar, click on Data View and click on Alerts.

2. User can click the save button.
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3.

Data View > Alerts

Select Alerts View Alerts

| Applied Fitters

{o Giitical ) (o Major ) ("o Minor ) ("o Warning )("e Clear ) ("e indeterminate )

(] Severity ]

0 a2 WICMWEDDO
B .. ] SMioHCqdlo
0O &3 TOBHZWUN
0 3 kel ITsR00n

C & 15BKSZAZ

0 o= haoWvaap
[ - ] CCTIKTyM1

0 = Blox62xQv
O TrtowlaKTe

Entity

SVALIAPOTHPOOS
SVALIAPOTHPOO4
SVALIAPOTHPOOB
SVALIAPOTHP OO0
SVALIAPOTHPOOS
SVALIAPOTHPO0S
SVALIAPOTHPOOB
SVALIAPOTHPOOB

SVALIAPOTHPDOA

Parameter

P

pu

Sub Entity

Pending Since
2023/01/06 132423
2023/01/06 132423
2023101108 132541
2023/07/06 13:2541
2023/01/06 132403
2023/01/06 13:25:41
2023/07/06 13:2422
2023/01/08 132403

2023/01/06 13:2428

Last Updated

2023/01/0613:2541
2023/01/0613:2541
2023/01/06 13:2541
2023/01/0613 2541
2023/01/0613:2541
2023/01/06 13:2541
2023/01/06 13:2541
2023/01/06 13:2541

2023/01/0613:2437

‘Occurrence

Customer  AlphaCustomer v

Description
High CPU wilization (ever 90% for Sm)
High CBU tization (over 0% for 5m)
Zabbix agent s not avallable (for 3m)
High CPU usilization (over 90% for Sm)
Zabibix agentis not availsble (for 3m)
High memary utiization (0% for 5m)
High memary utlization (0% for Sm)

High CPU tlization (over 0% for Sm)

sda: Disk reachwrite requestresponses.

Figure 398- Save Alerts

After saving, the event data appears in the grid and a success popup appears.

Save View

X

Are you sure you want to save the current view.? It cannot be

undone.

Figure 399- Save Alerts

4. On clicking the Confirm button, a success pop up will appear.

Data View > Alerts

Select Alerts View  Alerts

lev‘-wsmd

Occurrence

(a1 ) (e citical ) ("o Major ) "+ Minor )"+ waming ) ("e Clear ) (" indeterminate )
2 0 Severity D Entity Parameter
o [ ores | WedqlLqdGO November6 memory 1
u] SH2SZONTES. noiseT o 1
o [ wenes | NwtpFO7QhK November3 memery 1
o 2ePUIPVYLS Novernberd memory 1
m} [ uring TeksBweePn Novembert £ 1
o wamn, NPZBSAbrSF Novernber2 pu 1
(s] has2Aed Novembers memory 1
] W Hy2c1d1dlp December3 memary 3

7.2.2.4 Save As Alerts

Pending Since
12727124510
12/24 05:00:06
1223161457
12/23 161457
12123161457
12/23 161457
1223161453

12/2316:06:08

Figure 400- Alert Message

Last Updated
12/27 124510
12/24 05:00:06
1223161457
12/23 161457
12/23 161457
12723161457
12/23 1614553

12/2316:06:08

Sub Entity

B::456789m0mnm0

The section explains the steps to Save a personalized view of Alert data as per the requirement:

1.

In the top navigation bar, click on Data View and click on Events.
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2.

3.

4.

Click Save as Alerts button.

Data View > Alerts Customer  AlphaCustomer ~

Select Alerts View  Alerts v - 2]

| Applied Filters

(e critical ) ("o major ) ("o inor ) (e waming )@ clear ) (o inate )

[ Severity [} Entity Parameter Sub Entity Pending Since Last Updated Occurrence Description

D - W CMWEDOO SVALIAPGTHPODS cpu 2023/01/0613:24:23 2023/01/06 13:25:41 5 High CPU utilization (over S0% for Sm)
0 = IMfoHCgla SVALIAPCTHPODA cpu 2023/01/06 13:2423 2023/01/06 13:25:41 6 High CPU utilization (over 0% for 5m)
(m]) n TOBHZRAMAN SVALIAPOTHPOOE: system 2023/01/06 13:25:41 2023/01/06 13:25:41 2 Zabbix agent is not avail able (for 3m)
[m] n keUTsROwa SVALIAPCTHPOO9 U 2023/01/06 13:25:41 2023/01/06 132541 1 High CPU utilization (over 0% for Sm)
m] m 15BkfZAZ SVALIAPCTHPOOS system 2023/01/06 132403 2023/01/06 132541 5 Zabbix agent is not available (for 3m)
O c= hacWVQ4Wp SVALIAPCTHPODS memory 2023/01/06 13:25:41 2023/01/06 132541 3 High memery utlization (>0% for Smy
Cl - <CHTikTyhA1 SVALIAPOTHP 008 memary 2023/01/06 132422 2023/01/06 132541 5 High memory utilzation (>0% for 5m)
] m Blox62:xxQv SVALIAPCTHPOOS: cpu 2023/01/06 13:24:03 2023/01/06 13:25:41 5 High CPU wiilization (over 0% for 5m)
D m Txtow)BKTe SVALIAPCTHPOD storage 2023/01/06 13:2428 2023/01/06 13:224:37 2 sda: Disk read/write request responses...

Figure 401- Save As Alerts

The following form appears:

Save As X

View Name Description

Figure 402— Save As Alerts

Once all the fields are entered, click on Save button.

Data View > Alerts Customer  AlphaCustomer v

New View Saved Successfull
Select Alerts View Alerts M l' i ccessfully X - - =

| Applied Filters

(. (l‘rtit.al)(l Majnr)(o Miml)(. Waming)(- (Iear)(o Indeherminate)

Severity I} Entity Parameter Sub Entity Pending Since Last Updated Occurrence Description

Wi CMWEDOD SVALIAPOTHP00S cpu 2023/01/0613:2423 2023/01/06 132541 5 High CPU utilization (over 90% for Sm)
utfoHCaclo SVALIAROTHE D04 pu 2023/01/06 132423 2023/01/06 132541 3 High CRU wilization (over 0% for Sm)
TOBHZyWLN SVALLAPOTHPDOB system 2023/01/06 13:2541 2023/01/06 1325:41 2 Zabbix agent s not available tfor 3m)

kelTsRaom SVALIAPOTHPDO9. pu 2023/01/06 13:25:41 2023/01/06 13:25:41 1 High CPU utilization (over 90% for Sm)

158KiKZdZ SVALIAPOTHPDO9. system 2023/01/08 13:24:03 2023/01/06 13:25:41 5 Zabbix agentis not available (for 3m)

haswWVQAWt SVALAPOTHPDOS memary 2023/01/06 13:25:41 2023/01/06 132541 3 High memary utilization (0% for Sm)

<CATkIMN SVALLAPOTHP00B

2023/01/0613:2422 2023/01/06 132541 5 High memary utlization (>0% for Sm)
BIoXB2:XQw SVALIAPOTHP 008 cpu 2023/01/06 13:24:03 2023/01/06 1325:41 5 High CPU wtilization (over 0% for Sm)

TrkowlBKTe SVALLAPOTHP D04 storage 2023/01/06 13:2428 2023/01/06 132437 2 sda; Disk read/write request responses.

0O0OO0OO0OO0OO0OO0COOOO.

MSHspupoRp SVALAPOTHP D08 system 2023/01/06 13:24:02 2023/01/06 132437 14 Zabbix agentis not availale cfor 3m)
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5. The newly created view is now available in the list of available views.

Figure 403— Alert Message

dropdown that lists all the existing views.

Data View > Alerts

Select Alerts View Alerts

alert filter
alert filrer2
Newr Alert View

Severity D

@
E2
o ]
E=
==1
[ heecr ]
=
[ oo ]
[ vares |

W CMWEDOO
TOBHZWUN
hasWhWip
ccaikaynn
BloM620Qy
15BKGZAZ
keUTsRm

aMfaHCqle

omojcmmjmme

TrtowlBKTe

inor ) (= Warning )(_ ® Clear )( ® Indeterminate

Entity

SVALIAPOTHPODS
SUALIAPOTHPOB
SVALILPOTHPODS
SUALIAPOTHPO0E
SVALIAPOTHPOOB
SVALIAPOTHPOOS
SUALIAROTHRO0S
SUALIAPOTHPO0A.

SVALIAPOTHPODA

Parameter Sub Entity Pending Since

cpu 2023/01/05132423
system 2003/01/05 132541
memary 2023/01/06 1325:41
memary 2023/01/05 132422
cpu 2023/01/06 132403
system 2023/01/05 132403
cpu 2023/01/05 132541
Py 2023/01/06 1324:23
storage 2023/01/05 132428

The user can select Events view from the

Customer  AlphaCustomer d

@D - =0
(¢]

Last Updated Occurrence

2023/01/06 1325:41 5

2023/00 /06 13:25:41 2

2023/0106 132541 3

2023/006 132541 s

2023/01/06 132541 5

2023/01/06 132541 H

2023/01/06 132541 1

2023/0/06 1325:41 5

2023/01/06 132437 2

Figure 404— Select Alerts View Dropdown

7.2.2.5 Add Column

The section explains how to Add Column to alerts data:

1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Click on the Add Column action button present at the header of the console.

Data View > Alerts

Select Alerts View Alerts

| Applied Filters

Al )(- Critical /.(. Majur) (- Mmm)(- Wammg)C- cnear) (e indeterminate )

L1 severity ]
(] Wil CMWEDOG
ShtfoHCgdla
TObHZWN
kTSRO
15BkIZAZ
haciWVgawtp
cCATikTyM
BloXEBXQY

TetowlBKTe

goaacoops

Entity

SVALIAPCTHPODS.
SVALIAPOTHPODA
SVALIAPCTHPOOB
SVALIAPOTHPOOY
SVALIAPOTHPODY
SVALIAPOTHPODS.
SYALIAPCTHPOOB
SVALIAPCTHPOO

SVALIAPOTHPOOA

Parameter

system

memory

memary

pu

storage

Sub Entity Pending Since Last Updated

2023/01/06 132423 2023/01/0613:25:41
2023/01/06 132423 2023/01/06 13:25:41
2023/01/06 1325141 2023/01/06 13:25:41
2023/07/06 132541 2023/01/0613:2541
2023/01/06 132403 2023/01/06 132541
2023/01/06 132541 2023/01/0613:25:41
2023/01706 132422 2023/01/06 132541
2023/01/06 132403 2023/01/06 13:25:41

2023/01/06 132428 2023/01/06 13:2437

Figure 405— Add Column

Customer | AlphaCustomer v
(@]
A4
Occurrence Description
5 High CPU uilization (over 90% for Sm)
5 High CPU utilization (over 0% for 5m)
2 Zabbix agent is not available (for 3m)
FHigh CPU utilization (over 90% for Sm)
s Zabbix agent is not availsbla (for 3m)
3 High memory utlization (»0% for 5m)
5 High memaory ilization (> 0% for Sm)
s High CPU uilization (over 0% for 5m)
2 sda: Disk readwrite request respenses.

3. The following form will appear. The user can select values from the drop-down lists.

4. Once done, click Save.
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Add Columns X
Add More Columns
Sub Entity 1D v

Original Columns
~

O Seveiity X T ID X C Entity X O Parameter X O SubEntity X O PendingSince X T LastUpdated X

C Occurrence X

Newly Added Columns

Z SubEntity ID X

Figure 406— Add Column

7.2.2.6 Events Mapping (Alerts)
The steps involved to see events in alerts data:
1. Inthe top navigation bar, click on Data View and click on Alerts.
2. Click on an alert on Data View-Alert screen, then go to the pop up opened for the alert. Events for the selected

alert are visible.

High CPU wtilization (over 90% for 5m) o %
Pending Since
2023/01/06 132423 I N s
(_Events ) &F
Last Occumence
2023/01/06 132541
(s 7 I Severity D Tite Entity
High CPU utlization (over 90% for Sm)
Severity 0152¢28-9493-4b0b-9a07-39df7bf0bS f7 High CPU utilization (over 90% for Sm) SVALIAPOTHPOOS
Clear
SecdddsT-fads-4f16-8314- 710504 TS eds High CPU utilization (over 50% for Sm) SVALIAPOTHPO0S
= 69¢1241¢-Ta33-408b-8790-99017b637670 High CPU utilization (over 0% for Sm) SVALIAPOTHPOOS
= 7d819255-593a-db2 3-b25b-92998dc4b TS High CPU utilization (over 0% for Sm) SVALIAPOTHPOOS
[ covcn 0129920l3-1d97-46¢0-2a2b-503832182229 High CPU utilization (over 0% for Sm) SVALIAPOTHPO0S
Show 10 v  entries '

Figure 407 - Alerts Related Events

3. User can mark alerts as incorrect by clicking Mark as Incorrect button.
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[}
x

High CPU utilization (over 90% for 5m)

Pending Since

2023/01/06 132423 ( Events )

Last Oceurrence
2023/01/08 132541

Description Severity ] Title Entity
High CPU utilization (over 50% for 5m)
Severity [c- ] 01512628-9493-4b0b-9307-39d Tofob517 High CPU utilization (over 90% for 5m) SVALIAPOTHPODS
Clear
[ Cex ] Secdd457-fa2a-4f15-8314-7105d4Ti5ed5 High CPU utilization (over 90% for 5m) SVALIAPOTHPODS
= 69e1241e-7a33-408b-8790-990FTb6IT6T0 High CPU utilization (over 0% for Sm) SUALIAPOTHPODS
= 74819255-5933-4b2-b250-92998dc4b795 High CPU utilization (over 0% for 5m) SVALIAPOTHPODS
[ crica | b12992d3-1d97-46e0-2a2b-50383eBe229 High CPU utilization (over 0% for 5m) SVALIAPOTHPODS
Show 10 ¥  entries .

Figure 408- Mark as Incorrect

4. On successful marking the alert as incorrect, the following message will be displayed:

[9]
x

High CPU utilization (over 90% for 5m)

Pending Since

2023/01/06 13:24:23 ( vents, ) e

e @ Alert has been marked as incorrect,

2023/01/06 13:25:41

B g Severity ] Title Entity

High CPU utilization (over 90% for 5Sm)

Severity [cieor ] 01512628-9493-4b00-9a07-390 To0b5 7 High CPU utilization (over 90% for 5m) SVALIAPOTHPOOS

Clear
m Secd4457-fa2 a-4f16-8314-71b5d47f5 edS High CPU utilization (over 0% for 5m) SVALIAPOTHPOOS
= 6%e12412-7533-408b-8790-990(Th637670 High CPU utilization (aver 0% for Sm) SVALIAPOTHPOOS
[ civcn | 7d819255-593a-4b2d-b25b-52998dkdbT95 High CPU utilization (aver 0% for Sm) SVALIAPOTHPOOS
[ cricca ] 1299203-197-46¢0-3a2b-503532182229 High CPU utilization (over 0% for Sm) SVALIAP OTHPOOS

Show 10 v entries .

Figure 409— Alert Message

7.2.2.7 Live Alerts Data
The section helps users to view Live Alert Data.
1. In the top navigation bar, click on Data View and click on Alerts.

2. User can see the Live Alert Data in Grid view. The data gets auto refreshed every 4 seconds.
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Data View > Alerts

Select Alerts View Alerts

| Applied fiters

(Can) (e critical ) ("e Major )("o Minor ) (s warning )(s Clear ) ("e ndeterminate )

[ severity
U a2
T
0 e
0 a
0 cm
- ]
0
[ - ]
0 o=

n
WqICMWEDOO
IMfoHCgclo
TOLHZHWUN
kelJTsROon
158kfkZdZ
haowWvaawe
<CHTiKTyM1
BloXB2:Cn

TetowIBKTe

Entity

SVALIAPOTHPOOS
SVALIAPOTHPODA.
SVALLAPOTHPOOB
SVALIAPOTHPOOS
SVALIAPOTHPOOS
SVALIAPOTHPOOS
SVALIAPOTHPOOB
SVALIAPOTHPOOB

SVALIAPOTHPOO

eter

pu

system

U

system

memory

memery.

pu

storage

Sub Entity

Pending Since

2023/01/06 132423
2023/01/06 132423
2023/01/06 132541
2023/01/06 13:25:41
2023/01/06 13:24:03
2023/01/06 132541
2023/01/06 13:2422
2023/01/05 132403

2023/01 /06 132428

Last Updated

2023/01/06 13:25:41
2023/07/06 13:25:41
2023/01/06 13:25:41
2023/01/06 13:25:41
2023/01/06 13:25:41
2023/01/06 13:25:41
2023/07/06 13:25:41
2023/01/06 13:25:41

2023/01/06 132437

Figure 410 — Live Alerts Data

Customer  AlphaCustomer v

Occurrence

High CPU utilization (over 90% for Sm)
High CPU wtilization (aver 0% for Sm)
Zabbix agent is not available (for 3m)
High CPU utilization (over 30% for Sm)
Zabbix agent is ot avallable for 3m)
High memary utlization (>0% for Srm)
High memary utlization (>0% for 5m)

High CPU utilization (over 0% for Sm)

‘scla: Disk reaci/write request responses.

3. On clicking the Live Alert Data button, the auto refresh gets disabled and the following confirmation message

pops-up.

Data View > Alerts

Select Alerts View

Alerts

I © Auto-refresh has been disabled, %

(o crtical ) ("o nsjor ) (e minor ("o warning ) (e clear ) (@ indeterminate )

[m] Severity
0 e
0 a2
. -
[ - ]
0 com
0O
0 a2
B - ]

D
WICMWEDOO
TOBHZWLIN
haoWVG4Wtp
ccamikTyn
BlOX6200QV
15BKAZIE
kCUTsROon

IMfoHCado

Entity
SUALIAPOTHPOOS
SUALLAPOTHPDOS
SVALLAPOTHPOOS
SVALLAPOTHRPOOS
SVALIAPOTHPOOE
SVALIAPOTHPOOS
SVALLAPOTHP 009

SVALIAPOTHPOOA

Figure 411 — Live Alerts Data Disabled

Parameter

pu

system

memory

memony

o

Sub Entity

Pending Since
2023/01/06 132423
2023/01/06 132541
2023/01/06 132541
2023/01/06 132422
2023/01/06 132403
2023/01/06 132403
2023/01/06 132541

2023/07/06 132423

Last Updated
2023/01/06 13:25:41
2023/01/06 132541
2023/07/06 132541
2023/07/06 132541
2023/01/06 13:25:41
2023/01/06 132541
2023/01/06 132541

2023/01/0613:2541

Customer  AlphaCustomer hd

e S B B R

Occurrence

7.2.2.8 Refresh Alerts

The steps to apply Refresh Time View to alert data:

1. In the top navigation bar, click on Data View and click on Alert.

2. User can click on Refresh button only if the Live Alert Data is disabled.
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Data View > Alerts Customer  AlphaCustomer v

Select Alerts View Alerts v - R
(@)

| Applied Filters 7
(e citical ) ("o Major ) ("o Minor ) ("o waring )("e Clear ) ("o Indeterminate )

[0 severity ('] Entity Parameter Sub Entity Pending Since Last Updated Occurrence Description

0 2 Wil CMWEDOO SVALIAPGTHPODS Pu 2023/01/06 132423 2023/01706 132541 s High CPU utlization (over 90% for Sm)

0 = aMfaHCgplo SVALIAPOTHPOOA pu 2023/01/06 132423 2023/01/05 13:25:41 6 High CPU wtilization (over 0% for Sm)

0O & TOBHZIAMUN SVALLAPOTHPOOB system 2023/01/06 1325:41 2023/01/06 13:25:41 2 Zabbix agentis not available (for 3m)

0 3 keUTsRaon SVALIAPOTHPOOS Pu 2023/01/06 132541 2023/01/06 132541 1 Figh CPU wblizaben (over 90% for Smy

0 &3 15BKfZdZ. SVALIAPCTHPDOY system 2023/01/06 132403 2023/01/06 132541 5 Zabbix agent s not available (for 3m)

O hacWVQAWp SVALIAPGTHPODS memory 2023/01/06 132541 2023/01706 132541 3 High memory uilization (0% for Sm)

O - eCiTikTyh1 SVALIAPOTHPOOB memory 2023/01/06 132422 2023/01/0613:2541 5 High memory utilization (> 0% for Sm)

0O = BloX62:0Qw SVALIAPOTHPOOB pu 2023/01/06 132403 2023/01/06 1325:41 s Hich CPU wtlization over 0% for Sm)

0 o= TetowlBKTe SVALIAPOTHPOOA storage 2023/01/06 132428 2023/01/06 132437 2 sdls: Disk resd/write request responses...

Figure 412- Refresh Data View Alerts

3. A confirmation pop-up message will appear.

Data View > Alerts Customer  AlphaCustomer ~

Select Alerts View  Alerts v |°°""""’""“""""“"""’ X ce o B R

(A0 (o ) (& o) (& ) (& g ) (@ o) (@ et )

arame ul ng Since ast Upda currence
o i D Enti P ter Sub Entit Pending Si Last Updated Oc
a [ cer ] WQICMWEDOO SVALIAPOTHPODS cpu 2023/01/06 1324:23 2023/01/06 1325141 5
UN 1APOTH system 1/06 1325:41 /06132541
a Tob SVALIAPOTHFODB v 2023/01/06 1325:4 2023/01/06 132541 2
=] [ oo | hasViwQawtp SVALIAPOTHPOOS memory 2023/01/06 13:25:41 2023/01/06 1325141 3
< memory : 1
o CTikTyM SVALIAPOTHPODS 2023/01 /06 132422 2023/01 /06 13254 5
] sloxszo@y SVALIAPOTHPOB ou 2023/01706 1324003 2023701706 13251 s
1 1APOTH system 1064 101106 132541
m} SBKACZAZ SVALIAPOTHPODS y: 202307 /06132403 2023/01 /06132541 5
0 e keUTROen SuaLAPOTHEODS pu 2023/01/06 132501 2023/01/06 132501 1

Figure 413 - Refresh Data View Alerts

7.2.2.9 Apply Filters
The steps explain how to apply Filter to the alerts data.
1. In the top navigation bar, click on Data View and click on Alerts.

2. Click on the Apply Filter action button present at the below header of the console.
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Data View > Alerts

Customer  AlphaCustomer hd

Select Alerts View Alerts v

‘ Applied Filters pra

( @ Critical ) ( . Miij)( . Mlnor) ( . Waming)(- Clear ) ( . lndﬂvvmlna‘e)
O Severity 0] Entity Parameter Occurrence Pending Since Updated
O [ ictermnat: wFlpgdbing iauto 16 Virtual machine memory usage on mysyls0002 1 01711183926 01711183926
=] [ rcerminare L26UR=Qh iauto 12 Virtusl machine memary usage on myxylsD002 1 01/11 183925 01/11 183925
m] [Crsetormnane ] IRF7BGNIHp isuto 14 Virtusl machine memary usags on myxyls0002 1 01711183925 01711183925
=] [ vicvermine YPEXBfbeTr iato 15 Virtual machine memary usage on mymyls0002 1 111183925 0111183925
0 [ reverminane 22Lu1h390 iauto 13 Virtual machine memary usage on myxyls0002 1 0111183925 01111183925
[m] [ racteminat: | ETZERIWKTS i 10 Viral machine mamary usage o myryls0002 1 Q111182924 01711 183924
O [ rterminar: dizDeBLVAZ iauto 9 Virtual machine memory usage on myryls0002 1 01711183924 01711183924
m] [ rvirzminar: TR Mek Qp iauto 11 Virtual machine memory usage on myeyls0002 1 0111 183924 01711183924
] [ rtaminat: JXiEesfivs iauto 6 Virtual machine memory usage on myxyls0002 1 0111183923 01711183923
] [ actermanat: | VGdTMrwega iauto 7 Virtual machine memory usage on myxyls0002 0111183923 0111183923

Figure 414 - More Filter Operation

3. Aform will appear. Select Field and Operator from drop down list and write Value. Then click on the Apply button.

Data View > Alerts

Select Alerts View Alerts ~

Applied Filters

Fields
Entity

Customer  AlphaCustomer ~

Qperator Value
~ LIKE b lauto

(o) (o crea ) (= waor ) (= o ) (=

Waming) (- Clear) (. Indeterm inate)

L}

wFipgdBiNg
[EETT]
IRrTbGNHp

YPEABIECT

0OD0OO0Oo0O0ODo
-4

2Lu1ghas

Entity Parameter Occurrence Pending Since Last Updated
iauto 16 Virtual machine memory usage on myyls0002 1 01711183926 01/11 183926
iano12 Virtusl machine memory usage on myyls0002 1 01711183925 1/11 183925
fao1a virtual maching memary usage on mysylso002 1 01111 183925

iauto 15 Virtual machine memory usage on myyls0002 1 011 183925 01/11 183925

iauto 13 Wirtusl machine memory usage on myxls0002 1 01/11 183925 017111

925

Figure 415 - More Filter Operation

4. User can see the result of applied filter.

Data View > Alerts

Select Alerts View Alerts hd

‘ Applied Filters | Entity IS lauto x

<

Customer = AlphaCustomer

<[ =

(Can ) (e critical ) ("a major ) ("o tinor )(

Warning ) (e Clear ) (" Indeterminate )

[m] Severity ]

0 oz Ayl
O [ Ieaetarmuse RIAAYENAL
O [ Irzectzrrunsee | ZZToDQksUk
m] [[etermince | 2y TRINUNFZ
0  xm P
0 [[1-eterruiie | TWTHINNESY
m] [[iveiermin e § nipsolnzbu
m] [[ietermnse § ualvCest
m] [[1-cetermnin e | TTKZONMVBC

Entity Parameter Occurrence Pending Since Last Updated
it 384 Virtual machine memory usage on myxyls0002 1 01/12 (22626 01412 022626
iauto 684 Wirtual machine memary usage on myyls0002 1 01/12 022626 01412 022626
iauto 282 Wirtual machine memory Usage on myxyls0002 1 01/12 022626 01412 022626
isuto 838 Virtual machine memory usage on mysyls0002 1 01/12 022626 01412 022626
iauto511 Virtual machine memary usage on myyls0002 1 0112 022626 a1/12 022626
st 578 Virtual machine memory usage on myxyls0002 1 0112 022626 0112 022626
iauto 484 Wirtual machine memory usage on myyls0002 1 01/12 0226:26 01412 02:2626
iauto 484 Wirtual machine memary usage en myoyls0002 1 01/12 022626 01412 022626
iuto 241 Wirtual machine memory usage on myoyls0002 1 0112 022626 01/12 022626
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7.2.3 Actionable

“Actionable" refers to a specific occurrence or situation that disrupts normal IT operations and requires attention,
investigation, and resolution. Actionable are typically identified based on events or alerts generated by monitoring
systems, and their management involves a structured and coordinated response to minimize the impact on the

organization's IT services. Actionable are identified through the correlation and analysis of alerts, or anomalies detected

by monitoring systems over IEM. Efficient Actionable creation depends upon how effective alert correlation is happening

over the system.

Actionable progress through various stages in their lifecycle, including detection, identification, classification,

investigation, resolution, and closure. It includes root cause analysis to identify the underlying factors that led to the

actionable, helping in preventive actions.

The following steps help users in viewing the actionable data

1. Inthe top navigation bar, click on Data View and click on Actionable.

2. Actionable data will be displayed for the selected customer.

Data View > Actionable

Select Actionable View Actionable

(Can)
Severity 10 Pending Since
= yEOm3CRat 2023/01/06 1324102
[cee } ouiowbkOp 2023/01/08 13:24:02
@ a3 2023
=

O
[ ce ]

O a2

® critical ) (& Major ) Minor ) (

Customer

warning J{ ® Clear ){ ® Indeterminate )

Last Updated Entity Title State  RuleName

SVALAPOTHPOO4 messsges  Open  TestUAT4 Defaultrue

SVALIAPOTHP0O4 messages

External Ticket Number

AlphaCustomer

@ - =

Select State | In Progress

Environment

B R

Location

Figure 417 - Actionable View

The section contains the steps of deletion of the Actionable data.

1. Inthe top navigation bar, click on Data View and click on Actionable.

2. Alerts can be selected by clicking on the checkbox. (Single select/Multi select)

The auto-refresh feature automatically updates data (including events, alerts, noise, actionable items,
and all events) in the grid. Consequently, any previously checked items will be unchecked. If you intend
to delete something, it is advisable to disable the auto-refresh feature first and then proceed with

deletion operations.
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(%]
(. Clmcal)Co Majar)(o Minm)(o Wam‘mg)C- clear)(u i ) Select State  In Progress hd

[ severity [ Pending Since Last Updated Entity Title State  RuleName External Ticket Number Environment Location
= myEOm3CFat 2023/01/06 132402 2023/01/0613:24:02 SVALIAPOTHPO04 messages  Open  TestUAT4 Default rude
[(cee ] ulovbkOp 2023/01/06 1324102 2023/01/06 132402 SUALIAPOTHP 004 messages  Open  TestUAT4 Defaultrule
O g3 sBpriBl3cy 2023/01/06 13:24.02 2023/01/0613:24:02 SVALIAPOTHPOOA messages  Open  TestUAT4 Defauitrude
O e 2uVrOGPOC 2023/01/06 132402 2023/01/06 13:24:02 SVALIAROTHPOOS messsges  Open  TestAT4 Defaultrde
0O g <wshor 2023/01/06 13:24:02 2023/01/0613:24:02 SVALIAPOTHPOOS messages  Open  TestAT4 Default rule
0O CO3RIIEMMA 2023/01/06 13:24:02 2023/01/06 13:24:02 SUALIAPOTHPOOS messsges  Open  TestLATd_Default rude
O o H23MOSE 2023401706 13:2402 2023/01/0613:24:02 SVALIAPOTHPOOS messages  Open  TestUAT4 Defauitrule
U cz 184p3CHci8 2023/01/06 13:24:02 2023/01/06 132402 SVALIPOTHPOOS messsges  Open  TestaT4 Default e
O c=0 OUMedswIAG  2023/01/06 132402 2023/01/0613:24:02 SUALIAPOTHP 00 messages  Open  TestUAT4 Defaultrude
0O e PnbcviGe 2023/01/06 13:24:02 2023/01/06 13:24:02 SVALIAPOTHPOOS messages  Open  TestUAT4 Defauitrule

Show = o AA26 4427 u 4429 4430 .. 4445

Figure 418 — Deleting Bulk Actionable

3. Click on the Delete action button present at the bottom.

4. A confirmation dialog box appears to confirm the deletion of alerts.

Delete Records X

Are you sure you want to delete the selected records? It cannot

be undone.

Figure 419 - Confirmation Pop- up

5. Click on Confirm button, a dialog box would appear for successful deletion of alerts.

(Al )(0 Critical) (O Major)(o Minor)( Wal © Actionable deleted successfully. X ) Select State  All v

[7] severity 1D State RuleName Entity Title Pending Since Last Updated C Is A bl Extern
] - ictsT14yUs In Progress  TestNewTopo SAMplet1 cpuutlization 2023/05/1915:32.01  2023/05/19 15:32.05 2 Y Cpu
(m] u9bgStb1cY  In Progress  System Load SAMplet!  System under load  2023/05/19 153201 2023/05/19 15:3201 1 Y Cpu
O 1FZgcuQedl  In Progress  Network Topology ~ SAMplet1 cpuutlization 2023/05/18 20:110:57  2023/05/18 20:11:01 2 b Cpu
] m 9eheFRol6z  Assigned System Load SAMplet1 System under load  2023/05/18 20:10:57  2023/05/18 20:1057 1 Y Cpu 784¢90(
(] 4AHpKOCEIYP  In Progress  Network Topology  SAMPLES DATABASEutlization  2023/05/18 17.06:39  2023/05/18 17:0642 2 Y DATABASE  6d923b
] - 5z9eNeGKVq  Assigned Network Topology SAMPLE3 DiSKutlization 2023/05/18 16:36:39  2023/05/18 16:3643 2 Y DISK a37bab!
O - 2TfoajzThZ Assigned System Load SAMple1 System under load ~ 2023/05/18 16:26:02 2023/05/18 16:26:02 1 ¥ Cpu €509ab’
] uyouhecKl  Assigned System Load caseb System under load ~ 2023/05/16 16:31:43  2023/05/16 16:31:43 1 Y cpu 18275d!
0 CT7(INfMqn  Assigned  NewDefaultén deduptests3  coreutlization 2023/05/16 16:17:57  2023/05/16 16:17:57 1 Y core 90649
O @E 3dz5mcgj  Open System Load case6 System under load  2023/05/16 150740  2023/05/16 150740 1 Y cpu
Show 10 v  entries [i] Delete . 2 3 4567

Figure 420 - Alert Message
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7.2.3.3 Add Column
The steps explain how to add column to alerts data.
1. Inthe top navigation bar, click on Data View and click on Alerts.

2. Click on the Add Column action button present at the header of the console.

Data View > Actionable Customer  AlphaCustomer A

Select Actionable View Actionable v - a . R

14
.
Allj(t Critical ) (- Major)( Minorj( Wamingj(! tleav\, (o Indeterminate ) Select State In Progress v

[ Severity ID Pending Since Last Updated Entity Title State  RuleName External Ticket Number Environment  Location
O c=0 yEOm3CF9F 2023/01/06 13:24:02 2023/01/0613:24:02 ‘SVALIAP OTHPOO4 messages  Open  TestUAT4 Defauit rule
O [ ciev ] 2GuiovbkOp 2023/01/06 13:24:02 2023/01/06 13:24:02 SVALIAPOTHPOO4 messages Open TestUAT4_Default rule
0O e SBprIBI3cu 2023/01/06 132402 2023/01/06 13:2402 SVALIAPOTHPOO4 messages  Open  TestUATA Default rule
0O e 2UMYOAPDC 2023/01/06 1324:02 2023/01/06 13:2402 SVALIAPOTHPOOS messages  Open TestUATd Defaultrule
O g wshoro 2023/01/06 132402 2023/01/06 13:2402 SVALIAPOTHPOOS messages  Open  TestUAT4 Default rule
O &3 C93RIEMMA 2023/01/06 132402 2023/01/06 132402 SVALIAPOTHPOOS messages  Open  TestLATd_Default rule
0 e HA3MTyDSE 2023/01/06 132402 2023/01/08 132402 SVALIAPOTHPOOS messages  Open  TestUAT4 Defaultrule
[ ] 1BaP3Chefs 2023/01/06 132402 2023/01/06 132402 SVALIAPOTHPOOS messages  Open  TestUAT4 Default rule
(@] OUMedAWIAG  2023/01/06 132402 2023/01/06 13:2402 SVALLAPOTHPOOS messages  Open  TestlATd Default rule
0 e» XInbeYNGa 2023/01/06 13:24:02 2023/01/0 132402 SVALIAPOTHPOOS. messages  Open  TestUATd Defaultrule

Figure 421 — Add Column

3. Aform appears. Select the values from drop down lists and click Save.

Add Columns X

Add More Columns

Entity v

Original Columns

C Severity X T ID X C PendingSince X T lastUpdated X T Title X T State X T RuleName X

O bxternal Ticket Number X T Environment X T location X

Newly Added Columns

O Entity %

Figure 422 — Add Column

7.2.3.4 Related Changes and Related Problems
The steps explain how to view Related Changes and Related Problems for an actionable:
1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.
2. Click on Related Changes or Related Problems icon present over the header of the actionable popup.

3. A pop up displaying Related Changes and Related Problems details will be opened.
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D corgesoeny @D Cwgesse g @ W X

Pending Since

Assign Users
2023/02/13 14:10:33
Last Occurrence Select User to be assigned

2023/02/13 14:10:38

g Rt
Rule based correlation Topology ) ( Service Hierarchy @)( Activities (Ccmmenls) (His\cm:al Data ) ( Related Tiekets )
Test AllLevel

Description

fest Change  IRSETETN =
il CHG0030078'>CHG00300' 1 CHGO030065

o 2023-01-30 07:10:00 S 2023-01-30 06:42:16

S Increase db_block_buffers from 50... CPU issue - Threshold crossed.

Figure 423 - Related Changes or Related Problems

test m Change Severity m Change State o = B x

Pending Since

2023/02/13 1410:33 Assign Users

Last Occurrence Select User to be assigned

2023/02/13 14:10:38

Rule based correlation Topology ) ( Service Hierarchy ) (( Timelines ) ( Activities (Cu’nmsnts) CHlsanal Data ) (_ Related Tickets )
Test_AllLevel )

Description

Assigned User

Severity
- [@ PRB0040032 [g PRB0040039

- 2023-01-30 07:15:59 2023-01-30 07:20:16

State

Closed Issue with routing Switch occasionally drops connecti...

Figure 424 — Related Problems & Related Changes

7.2.3.5 Chat Bot
These steps enable user to initiate chat with a particular user over chat window.
1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.
2. Click on the chat icon present over the header of the actionable popup.

3. Actionable ID is mentioned over the chat window. User can initiate chat with the invited user as shown.
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Memory

Pending Since

2023/03/03 155947

Last Occurrence

2023/03/03 155947

Rule based correlatio

MTaaSCPUMemory

Description

Physical memory on server NJOMTSVPMYDSDB7-
10.132.10.215-more than 90% Last data is 8761 %
Assigned User

Severity

Major

State

Open

Change Severity m Ty

Assign Users ‘ + Invite User |

X

Select User to be assigned

Severity D Title Ent

Major EVTHKNLIZm Physical memory on server NUDMTSVPMYDEDE.., NG

)

10 v entries Type here. >

Show

Figure 425 - Invite user

4. On clicking + Invite User, user can select the user from the dropdown as shown in the image below:

Invite Users

anuj@testcom

anuj@test.com

elam @test.com
kunal@test.com
sujanisingaraju@hclcom

Figure 426 - Select Users

5. Once Inviting a user for the selected actionable is completed, a confirmation message is prompted.
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Memory

Pending Since
2023/03/03 15:5%47

Last Occurrence
2023/03/03 155547

Rule based correlation

MTaaSCPUMemory

Description

Physical memory on server NJDMTSVPMYDBDBT-
10.132.10.215-more than 90% Last datais 9761 %

Assigned User
Severity
Major

State

Open

Change Severity v Memory

Loading
Assign Users

Select U;EI © Actionable updated successfully. X

Ales

Severity 1] Title Ent

[ o ] EVTNKNLIZm

Physical memory on server NUDMTSVPMYDEDB...  NIC

Figure 427 - Confirmation popup

6. Lucy chatbot icon is also present in the chat window to find some knowledge articles related to resolving queries

for actionable.

7. Red Dot /Green Dot show if the chat window is inactive/active.

messages

Pending Since
2023/01/06 13:24.02

Last Occurr

2023/01/06 13:24:02

Rule based correlation
TestUAT4_Default rule

Description

daicri:ﬂon High CPU utilization (over 0% for S5m)
Assigned User

Severity

Critical

State

Open

+ Create Ticket

D Cronge severty =

Assign Users lucy

Hello, T am Lucy. How can T help you?

Select User to be assigned

( Alerts ) ( Topology ) Serviee Hierarchy ) ( Timelines ) ( Activities ) ( Comments Q

Severity D Title

[ coica | 4QfHhmOPO

High CPU utilization (over 0% for Sm)

Type here.

o
I

O

X

7.2.3.6 Add Comments

Figure 428 — Chat Bot

The steps explain how to add comments for selected actionable.

1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

2. Click on the Comments header present in the actionable popup.

3. Detailed view of users along with time and comments will be visible as shown.
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messages Change Severity ChangeState ¥ 3 @ B B X

Pending Since

2023401705 13:24:02 Assign Users

Select User to be assigned v

Last Occurrence

2023/01/06 13:24:02

Rule based correlation Topology Service Hierarchy f Comments )| Historical Data Related Tickets
TestlJAT4_Default rule - >

description

descriptionHigh CPU wtilization (over 0% for Sm)

Creating Actionable for particular Actionable.
Assigned User
mukesh@test.com %

Severity y
(rical

State

Assigned Nothing to show.

+ Create Ticket

Figure 429 — Add Comments to Actionable

4. Write the comment and click on Submit button. Once submitted the comment is displayed for that actionable as

shown in the image below:

m Change Severity v Change State v & m M@ B X

Assign Users

Select User to be assigned ~

~
CTOpcIUgy) (Servme H\erard'ly) (Timelines) (Acti\nties) : Comments | CHistorlcaI Data) CReIated T\ckets}

Add Comment

Creating Actionable for particular actionable

Jo

2023-02-17T11:46:18
- superadmin@hcl.com

Figure 430 — Add Comments to Actionable

7.2.3.7 Activities
On this section, the users see activities for actionable data.
1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable
2. Click on the Activities header present in the actionable popup.
3. Detailed view of changes in the logs for that actionable and its related alerts will be visible as shown.
4

Search tab is present to search for a specific log present in the activity view.
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messages.

Pending Since
2023/01/06 13:24:02

Last Occurrence
2023/01/06 13:24:02

Rule based correlation

TestUAT4 Default rule

Description

descriptionHigh memory utilization (>90% for 5m)
Assigned User

Severity

Clear

State

Open

Assign Users

Select User to be assigned

Type
stream action

stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update
stream mapping update

stream mapping update

Service Hierarchy

EED  change Severity v

ChangeState ¥ 8 &

Comments) (His[orical Dalz) (Rela[sd Tickels)

Date Time

2023/01/05 08:25:20 undefinzd

2023/01/08 08:25:20 undefined

2023/01/08 08:25:20 undefined

2023/01/08 08:25:20 undefined

2023/01/06 082520 undefined

2023/01/05 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 082520 undefined

2023/01/06 082520 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

2023/01/06 08:25:20 undefined

User Activity
actionable created

283f5245-80l9b-11ed-8545-42010a0b...  updated related actionable
283f5245-80l9b-11ed-B545-42010a0b...  updated as related actionable for actio. .
28315245-80l9b-11ed-B545-42010a0b...  updated as related actionable for actio. .
48315245-80l9b-11ed-8545-42010a0b...  updated as related actionable for actio. .
263f5245-80l9b-112d-8545-42010a0b...  updated as related actionable for actio.
463f5245-80l9b-11¢d-8545-42010a0b...  updated as related actionable for actio..
28315245-80l9b-11ed-B545-42010a0b...  updated as related actionable for actio. .
28315245-80l9b-11ed-8545-42010a0b...  updated as related actionable for actio. .
28315245-80l9b-11ed-8545-42010a0b...  updated as related actionable for actio. .
463f5245-80l9b-11ed-8545-42010a0b...  updated as related actionable for actio...
463f5245-80l9b-11¢d-8545-42010a0b...  updated as related actionable for actio..

2B83f5245-8d9b-11ed-8545-42010a0b...  updated as related actionable for actio...

Figure 431 — Activities

7.2.3.8 Similar Actionable

The steps explain how to view similar actionable for actionable data.
1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.
2. Click on the Historical Data present in the actionable popup.

3. Historical Data containing details will be displayed and details can be seen while scrolling from left to

similar actionable.

descriptionMemory Issue
Pending Since
2023-02-06T14:59:39

Last Occurr
2023-02-06T14:59:39

Rule based correlation

CpuMemory

Description
descriptionMemory Issue

Assigned User

erity
Critical

State

In Progress

Assign Users

Select User to be assigned

Alerts ) (Topology ) ( Servies Hierarchy )(m\) Adtivities )(Cc\mments) “Historical
Nl / d

EED change Severity v

Severity 1D State

[ cvo ]
) osiiRo Open
@B £QoveexyDl Open

ZTEd3vohqg Open

RuleName  Entity Titile
CpuMemory  entityieced
CpuMemory entityieced

CpuMemory  entityieced

01/29 23:11:43

01/2923:11:43

01/2923:11:43

Change State v &3 1 B @. X

) (Relted Tickets )

Pending Since Last Up: C

01/2923:1143 2 desariptionMemory lssue

01/2923:11:43 2 descriptionMemory Issue

01/2923:11:43 2 descriptionMemory Issue

v

r

r

7.2.3.9 Service Hierarchy

The steps explain how to view service hierarchy for actionable data.

1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.
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2. Click on the Service Hierarchy header present in the actionable popup.

3. Service Hierarchy would be visualizing the relationship between the various services and their downstream /

upstream impact due to any issue for a specific entity.

4. Impacted services can be highlighted as per custom logic (based on color-coding).

Memory Change Severity ¥ Changestate v 53 @ B & X

g s Assign Users
2023/03/03 164122
)it Oeriarenes Select User ta be assigned
2023/03/03 164122

/ \
( Topology )

ile based cor
MTaaSEntiyandTime1
testing4se View Complete Hierarchy
ned Use .
MTaaSEvents 1
Severi
Minor

n Progress

+ Create Ticket

Figure 433 — Service Hierarchy

The steps explain how to view timeline for actionable data.

1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

2. Click on the Timelines header present in the actionable popup.

3. Timeline view is visible under the header and details can be seen while scrolling from top to bottom to check the

timestamp of events and alerts for that actionable.

4. Entity, Parameter, Description and Timestamp are displayed for the selected Events/Alerts/ Actionable in the

timeline view.

5. There are different icons present in timeline for displaying events, alerts and actionable details and their color

would display the severity.
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cpu issue m Change Severity v m ChangesState v & @ M@ & X

Pending Since Assign
2024/02/09 170727 s,
Last Occurrence Select User to be assigned v

2024/02/09 1707:31

| S
Rule based conelation Topology (Timelines » (comments ) ((wistorial pata ) (Related Tickets )

Network Topology
Description
e 2024/02/09
ntity1
Assigned User bty 17:09
Severity pu
oot cpu issue
State
In Progress
. 2024/02/09
entity2 17:08
memory
memory issue
entity1 2”.24/02/09
cpu

S Be

Figure 434 — Timelines

7.2.3.11 Change Severity
The steps explain how to change severity for actionable data:
1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

2. Change the severity of the actionable using the drop-down as shown in the image below:

)
descriptionMemory Issue n Change Severity v ChangeState ¥ 0 B B B X
Change Severity
Critical

Pending Since

2023-02-0671459:39 Asslgn Users

Last Occurrence Select User to be assigned
2023-02-06T1459:39

Rule based comrelation ( averes ) ( Topology ) (( Service Hierarchy
CpuMemory —_—

Description
descriptionMemory Issue

Historical Data Related Tickets

Assigned User Severity ] Title Entity Occurrence
Sew -

el ["cice | qsDeckoyil Memory Issue entityieced 1

State. = kNCQwIPRf CPU Issue entityieced 1

In Progress

Show 10 ~  entries

Figure 435 — To Change Severity of Actionable

3. Adialog box would appear for confirmation.
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Change Severity X

Are you sure you want to change the severity? It cannot be
undone.

=

Figure 436 — Confirmation Pop- up

4. Click Confirm. On success, a confirmation pop-up message will be displayed.

deseriptionMemory Issue EED chonge Severity v Changestate ¥ 3 B B B x

Pending Since
2023-02-06T1459:35

e fonr—Tr Select User to be a{ ° Actionable updated successfully. X ~

2023-02-06T1459:39
e Topology ) (  Service Hierarchy Comments ) ( Historical Data ) ( Related Tickets

Assign Users

Rule based correlation (
CpuMemory
Description

descriptionMemory |ssue

Assigned User Severity D Title Entity Occurrence
gty [ ciics | SDeCkoy11 Memory Issue entityisced 1

citical b 4

State [ crmies ] KNCQuIPg2f CPU Issue entityieced 1

InProgress

o 0 e T

Figure 437 — Alert Message

7.2.3.12 To Change Status

The steps involve the explanation on how to change status for actionable data.

1. Click on a particular actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

2. Change the status of the Actionable using the drop-down as shown in the following figure:
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"

descriptionMemory Issue

Pending Since
2023-02-06T14:59:39

Last Occurrence.
2023-02-06T14:559:39

Rule based correlation
CpuMemory

Description
descriptionMemory Issue

Assigned User

Severity
Critical
State

In Pragress

+ Create Ticket

EED change Severity v Changestate ¥ © 8 & & x
Change State

Assign Users Open
Assigned

Select User to be assigned In Progress ~
Resolved
Closed

(8,

Severity D Title Entity Occurrence
= qSDeCkoy11 Memary Issue entityieced 1
= ENCQuIPG2E CPU Issue entityieced 1

Show 10~ entries

Figure 438 — To Change Status for Actionable

A dialog box would appear for confirmation.

Change State X

Are you sure you want to change the state? It cannot be
undone.

Cancel Confirm

Figure 439 — Confirmation Pop- up
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- Change Severity v Change State v o

descriptionMemory Issue

Pending Since
2023-02-D6T14:59:39

Last Occurrence Select User to be a{ © Actionable updated successfully. X
2023-02-06T1459:39

CpuMemory R—

Description

Assign Users

descriptiontemory Issue

® ® 8 x

Assigned User Severity D Title Entity Occurrence
Severity
DeCkoyl1 Memory Issue entityieced 1
Critical E=D SREE i4 ki
State [ comicai KNCQwIRG2E CPU Issue entityieced 1
InPragress

Figure 440 — Alert Message

7.2.3.13 Assign Actionable to another User

These steps enable user to assign actionable to a specific user for actionable data.

1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

2. Click on Assigned header present in the actionable popup. The dropdown list of users configured in the

environment will be displayed.

3. Select the user to be assigned for that actionable as shown in the following figure:

Select User to be assigned
viewuser@hcl.com
viewer@test.com
testuser@nhcl.com
resolver@®test.com
form_user@hcl.com

Rule based carrelation
TestJATA_Default rule

Description
descriptionHigh CPU utilization (over 0% for Sm)

Assigned User

messages Change Severity v ChangeState v 3 m® T B X
Pending Since Bssign Users
2023/01/06 13:24:02
Last Occurrence Select User to be assigned v
2023/01/06 13,2402

pratap@hcl.com
01/0613:30:30  01/06 13:30:30 1

wRlk16nSgu  Cpen  TestUAT4 Default rule  SVALIAPOTHPOO

Severity
Critcal XmM9DyveRL  Open  TestUAT4 Default rule  SVALIAPOTHPOOA 01/06 13:30:30  01/06 13:30:30 1
State

Assigned oquUCUF6Jo  Open  TestUAT4 Default rule  SVALIAPOTHPOO4 01/06 13:35:19  01/06 13:35:19 1

Figure 441 — Assign Actionable to Another User

4. A notification is sent to the user after the actionable is assigned.

5. A notification is also sent to the user when the actionable assigned is released by the user.
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descriptionMemory Issue - Change Severity ChangeState ¥ & B B & x

Pending Since
2023-02-06T14:59:39

Last Occurrence Select User to be as' @ Assigned to user successfully. X v

2023-02-06T14:59:39
(commee) Gimcaons ) (avmiries)

Assign Users

Rule based comelation ( eres )
(e
CpuMemory e

Description
descriptionMemory Issue

Assigned User Severity D Title Entity Occurrence
é:;‘::’ [ crics | qsDeckoyil Memary Issue entityieced i

State [ crive | kncQwiPg2f CPUIssue entityieced 1

In Progress

Figure 442 — Alert Message

7.2.3.14 Save Actionable
The steps explain how to save actionable data.
1. Inthe top navigation bar, click on Data View and click on Actionable.

2. Click on Save icon to save Actionable.

Data View > Actionable Customer  AlphaCustomer ~

Select Actionable View Actionable v - o 8

( ® Critical ) ( ® Major )( © Minor ) ( o Warning ) ( ® Clear ) ( ® Indeterminate ) Select State In Progress hd

[ severity 1D Pending Since Last Updated Entity Title State  RuleName External Ticket Number Environment Location
R . ] myEOM3CF9E 2023/01/06 132402 2023/01/0613:24:02 SUALAPOTHPLO4 messages  Cpen  TestlAT4 Defaultrule
O 26uiovbkOp 2023/01/06 132402 2023/01/0613:24:02 SUALLAPOTHPEOA messages  Cpen  TestLAT4 Default rule
O & sBprial3cu 2023701 /06 13:24:02 202301106 13:24:02 SVALIAPOTHPOOA messages  Open  TestUAT4 Defaultrde
O e 2UNPYOAPDC 2023/01/06 132402 2023/01/0613:2402 SUALIAP OTHPOOS messages  Gpen  TestuaT4 Defaultrule
0O @ ANBBIROTO 2023/01/06 132402 2023/01/0613:24:02 SUALLAPOTHPOOS messages  Open  TestATA Defaultrule
0O & Co3RfgEmMA 2023/01/06 13:24:02 2023/01/0613:24:02 SUALIAROTHPOOS. messages  Open TestLATA_Default re
0 e HZ3MDSE 2023/01/06 132402 2023/01/0613:24:02 SUALIAPOTHPDOS messages  Cpen  TestlAT4 Default rule
U cmEe 182P3CHCIB 2023/01/061324:02 2023/01/0613.2402 SVALLEPOTHRDOS messages Cpen TestlATA Default rule
O OUMedAwlAG  2023/01/06 1324:02 2023/01/0813:24:02 SUALLAPOTHE0AS messages  Gpen  TestlAT4 Defaultrue
0 pHUnberNGo 2023/01/06 132402 2023/01/0613:24:02 SVALIAPOTHPIOS messages  Cpen  TestUAT4 Default rule

Figure 443 — Save Actionable

3. The following confirmation popup appears:
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4.

Save View X

Are you sure you want to save the current view.? It cannot be
undone.

Cancel Confirm

Figure 444 — Save Actionable

starts appearing in the grid.

Data View > Actionable Customer  AlphaCustomer ~
Select Actionable View Actionable v - S B R
l @ View saved X B
=)
TR . N . N .
(LA )( e citical )(l Majur)( Mlnur:)( Warning }( @ Clear ) ( ® Indeterminate ) Select State  In Progress v
a Severity [} Pending Since Last Updated Entity Title State  RuleName External Ticket Number Environment Location
RN .. ] yEOMACES! 2023/01/06 132402 2023/01/06 132402 SVALIAPOTHPO04 messages  Open  TestUAT4_Defaultrule
0 [ oo ] zGuiovbkOp 2023/01/06 132402 2023/010613:24:02 SVALIAPOTHPOO4 messages  Open TestUAT4 Detaudt rde
0 &3 sBprIBl3cy 2023/01/06 132402 2023/01/06 132402 SVALAPOTHPOO4 messages  Open  TestUAT4 Defaultrde
0 2UMFOEPOC 2023/01/06 132402 2023/01/06 132402 SVALIAPOTHPIOS messages  Open  TestUATA Default e
] m ANBSIROTO 2023/01/06 13:2400 2023/01/06 13:24:02 SVALIAPOTHPOOS messages Open TestUAT Detault rue
0 & CoaRIEmMA 2023/01/06 132402 2023/01/06 132402 SVALIAPOTHPOCS messages  Open  TestIATA Default e
] HaA3MTyOSE 2023/01/06 132402 2023/01706 132402 SVALIAPOTHPOOS messages  Open  TestUATa Defaultrue
(] - 184PACHfE 2023/01/06 132402 2023/0170613:2402 SVALAPOTHROOS messages Cpen TestUAT4 Default rule
0 @D  oumedsniac 2023010613240 2023/01/06 132402 SVALIAPOTHPIOS messages Open TestUAT4 Defaultrule
m} pXInberNe 2023/01/06 132402 2023/01/06 132402 SVALIAPOTHPOOS messages  Open TestUAT4 Default e

Figure 445 — Alert Message

7.2.3.15 Save As Actionable

The section explains the steps to Save a personalized view of Actionable data as per the requirement.

1.
2.

In the top navigation bar, click on Data View and click on Events.

Click the Save as Actionable icon.
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Data View > Actionable

Select Actionable View Actionable

Can) (e caitical ) ("o major ) (o tinor ) ("o waming )("e clear ) (@ indeterminate )

[ Severity 1D
myEOm3CFat
ZauiovbkOp
s8prIRI3cu
2UNVr0dPOC
ANBSINOTO
CoIRISEmMA
HZI3MOSE
IBAP3CFcfB

CUMedAw1AG

0O 000000000 o
sgpeepgennyg

pXnboviGs

Pending Since
2023/01/06 1324:02
2023/01/05 132402
2023/01/06 1324:02
2023/01/06 13:24:02
2023/01/06 132402
2023/01/06 132402
2023/01/06 1324:02
2023/01/06 1324.02
2023/01/06 1324:02

2023/01/05 132402

Last Updated
2023/01/06 132402
2023/01/06 132402
2023/01/06 13:24:02
2023/01/06 13:24:02
2023/01/06 13:2402
2023/01/06 132402
2023/01/06 13:24:02
2023/01/06 132402
2023/01/06 13:24:02

2023/01/06 13:2402

Entity

SVALIAPOTHPO0A
SVALIAPOTHPOO4
SVALIAPOTHPODA
SVALIAPOTHPOOS
SVALIAPOTHPOOS
SVALIAPOTHPOOS
SVALIPOTHPOOS
SVALIAPOTHPOOS
SVALIAPOTHPOOS

SVALIAPOTHPOOS

Title

messages

messages

messages

messages

messages

messages

messages

messages

messages

messages

Open
Open
Open
Open
Open

Open

RuleName

TestAT4 Defaultrule
TestuAT4_Default rue
TestLIAT4 Default rule
TestUAT4 Default e
TestAT4 Default rule
TestaT4 Default e
TestLIAT4 Default rule
TestUATE Default rule
TestLAT4 Default e

TestUATA Defauit rude

Customer  AlphaCustomer ~

Select State  In Progress ~

External Ticket Number Environment Location

Figure 446 — Save As Actionable

3. The Save as pop-up appears:

Save As

View Name

Description

Figure 447 — Save As Actionable

4. Populate all the fields and click on Save button. A success message pops up.

Data View > Actionable

Select Actionable View Actionable

l © New View Saved Successfully

® Critical ) C ® Major ) ( © Minor ) ( © Warning )C ® Clear ) ( . Indeterminale)

i
2
z

D
myEOm3CFaf
2GuiovbkOp
sBprigl3eu
2uMradPDC

Anb8IhtOTO

CoaRiBmML
HZ3ITYDSE
1B4FICHTB

OUMeAtw A

O 0OO0OO0O0OO0OO0O0Qg o o
agpoagenay

Pinbevgo

Pending Since

2023/01/06 132402
2023/01/06 132402
2023/01/06 1324102
2023/01/06 1324102
2023/01/06 1324102
2023/01/05 132402
2023/01/06 132402
202301706 132402
2023/01/06 1324:02

2023/01/061324:02

Last Updated

2023/01/06 132402
2023/01/06 13:24.02
2023/01/06 132402
2023/01/06 132402
202301106 132402
2023/01/06 132402
2023701106 132402
2023/01/06 132402
2023/01/06 13:24.02

2023/01/06 13:24.02

Entity

SVALIAPOTHPODA
SVALIAPOTHPODA
SVALIAPOTHPODA
SVALIAPOTHPODS
SVALIAPOTHPODS
SVALIAPOTHPODS
SVALIAPOTHPODS
SVALIAPOTHPODS
SVALIAPOTHPODS

SVALIAPOTHPODS

Title

messages
messages
messages
messages
messages
messages
messages
message:

messages

messages

X

RuleName

TestLIAT4_Default rule
TesiUAT4 Default rule
TestlIATA_Default rule
TestLIAT4_Defauitrule
TestlUAT4_Default rule
TestUAT4_Default rule
TestUAT4_Default rule
TestLAT4_Defaultrule
TestATA_Default rule

TestlATA_Default rule

Customer  AlphaCustomer >

@D - =

Select State In Progress v

External Ticket Number Environment Location

Figure 448 — Alert Message
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7.2.3.16 Actionable Data

The steps explain how to view Live Actionable data.

1. Inthe top navigation bar, click on Data View and click on Actionable.

2. User can see the Live Actionable Data in Grid view. The data gets automatically refreshed every 4 seconds.

Data View > Actionable

Select Actionable View Actionable

(@(g (ritical) » Major )( Minnr\\c Warning ( ® Clear ( . |ndstermina|e>

D
myEOm3CFaf
2GuiovbkOp

sBprlBI3cu

0000 o

20VrY0dPDC

ANbBIROTO

Co3RfgBmIA

HD3ITyDSE
18AR3CHIE

OUMedAw AG

0O 00 m]
sgpbogoong

prnbeyhgo

Pending Since

2023/01/06 132402
2023/01/05 1324:02
2023/01/06 1324102
2023/01 /06 13:24:02
2023/01/06 132402
2023/01/05 1324102
2023/01/06 132402
2023/01/05 132402
2023/01/06 1324:02

2023/01/05 1324:02

Last Updated

2023/01/0613:24102
2023/01/0613:2402
2023/01/06 13:2402
2023/01/06 13:2402
2023/01/0613:2402
2023/01/06 13:2402
2023/01/0613:24102
2023/01/0613:2402
2023/01/06 13:24.02

2023/01/06 13:24:02

Entity

SVALIAPCTHPO04
SVALIAPCTHPO04
SVALIAPCTHPODA
SVALIAPGTHPOOS
SVALIAPCTHPOOS
SVALIAPGTHPODS
SVALIAPCTHPO0S
SVALIAPCTHPO0S
SVALIAPCTHPOOS

SVALIAPCTHPODS

Title

messages
messages
messages
messages
messages
messages
messages
messages
messages

messages

State

Open

Open
Open
Gpen
Open
Cpen
Open
Open

Open

Customer  AlphaCustomer

Select State I Progress

RuleName External Ticket Number

TestlIAT4 Default rule
TestUATA Default rule
TestLIATA_Defauit rule
TestUATA Defaultrule
TestlIAT4 Defoultrule
TestLIATA_ Default rule
TestUATA_Defaultrule
TestIATA Defaultrule
TestATA Defaultrule

TestUATA_Default rule

Figure 449 — Live Actionable Data

Environment

(@)

Location

3.  Click the Live Alert Data button to disable the auto refreshing the live alert data. A confirmation pop up message

will appear.

Data View > Actionable

Select Actionable View Actionable

I @ Auto-refresh has been disabled.

(Al )(0 Critical ) ( ® Major ‘\( Minor

)
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Warning )(C Clear ( [ ]
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80000}

HA3ITyDSE
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2023/01/06 13:24:02
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2023/01/06 13:24:02
2023/01/06 13:24:02
2023/01/06 13:24:02

2023/01/06 13:24:02

Last Updated

2023/01/06 12:24:02
2023/01/06 12:24:02
2023/01/06 13:24:02
2023/01/06 13:24:02
2023/01/06 13:24:02
2023/01/06 13:24:02

2023/01/06 13:24:02

Entity
SVALIAPOTHPOO4
SVALIAPOTHPOO4
SVALIAPOTHPOO4
SVALIAPOTHPOOS
SVALIAPOTHPOOS
SVALIAPOTHPOOS

SVALIAPOTHPOOS

Title

messages

messages

messages

messages

messages

messages

messsges

Figure 450 — Live Actionable Data Disabled

State

Assigned

Customer  AlphaCustomer
* Cwe O B
Select State  All
RuleName External Ticket Number  Environment
TestUAT4_Default rule

InProgress  TestUATA_Default nule

Open

Open

Open

Open

Open

TestUAT4_Default nule
TestUAT4_Default nile
TestUATA_Default nle
TestUAT4_Default rule

TestUAT4_Default rule

.
R
dl
.
Location

7.2.3.17 Refresh

The steps explain how to refresh the actionable data.

1. Inthe top navigation bar, click on Data View and click on Actionable.

2. Click the Refresh icon if the Live Actionable Data is disabled.
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Data View > Actionable

Select Actionable View Actionable
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Last Updated

2023/01/06 132402
2023/01/06 132402
2023/01/08 132402
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2023/01/06 132402
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Entity
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SVALIAPOTHPOOM
SVALIAPOTHPO0A
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SVALIAPOTHPOOS
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Title
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RuleName
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Select State
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Figure 451 — Refresh time for Actionable

3. A confirmation pop up message will appear.

Data View > Actionable Customer  AlphaCustomer ~

 Live S B B

Select Actionable View  Actionable v l © Contant refreshed succamsfuly *

Can) (e caea) (o taor ) (o tinor ) (= waming ) (s clear ) (o

Indeterminate) Select State  All v

[ severity 1D Pending Since Last Updated Entity Title State RuleName External Ticket Number  Environment  Location
m] - myEOm3CFof 2023/01/06 13:2402  2023/01/06 13:24:02  SVALIAPOTHPOO4 ~ messages  Assigned TestUAT4 Default rule
m] m ZGuiovbkOp 2023/01/06 13:24:02 2023/01/06 13:24.02 SVALIAPOTHPOO4  messages  In Progress  TestUATA_Default rule
a m sBprig3ay 2023/01/06 13:24:02 2023/01/06 13:24:02 SVALIAPOTHPOO4 ~ messages  Open TestUAT4_Default rule
a m 2uWYOdPDC 2023/01/06 13:2402  2023/01/06 13:24:02  SVALIAPOTHPOOS ~ messages  Open TestUAT4_Default rule
ANbEINOTO 2023/01/06 13:24.02 2023/01/06 13:24.02 SVALIAPOTHPOOS ~ messages  Open TestUATA_Default rule
CO3RfIGMMA  2023/01/06 132402  2023/01/06 132402  SVALAPCTHROOS — messages  Open TestUATA_Default rule

HA3MyDSE 2023/01/06 13:2402  2023/01/06 13:24.02  SVALIAPOTHPOOS

TestUAT4_Default rule

messages

Figure 452 — Refresh time for Actionable

7.2.3.18 To see Alerts
The steps explain how to view alerts in Actionable data.
1. In the top navigation bar, click on Data View and click on Actionable.
2. Click on an actionable on Data View-actionable screen, then go to pop up opened for the actionable.

3. Click on Alerts header to see the alert for that actionable.
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Memory Change Severity ChangeState ¥ & @ (B B X

Pending Since T
| 20armaios 12853 9
Last Occurrence Select User to be assigned v

| 2023/03/06 13:0204

Ruie based correlation ( Aerts ) (Topalogy ) ( Service Hierarchy Activities ) ( Comments ) ( Historical Data ) ( Related Tickets
MTasSCPUMemery —

Descriptio
| Physical memory an server ETAMT SVPMYXMGO3-

1035.243.124 -more than 85% Last datais 83,19 % Severity D Title Entity Occurrence

Assigned User

. = tajwjlhhvx Pheysical memery on server ETAMTSVPMYXMGO...  ETAMTSVPMYXMGO3 1

Severity

Major ["vaming § GoawinX0D8 Physical memary on server ETAMTSVPMY}AGO..  ETAMTSVPMYXMGO3 2

State

Qpen [ o | qqOOAIYRBE Physical memory on server ETAMTSVPMYMGD...  ETAMTSVPMYXMGO3 2

Figure 453 — Actionable Related Alerts

7.2.3.19 Topology
The steps explain how to view topology for actionable data.
1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.
2. Click on the Topology header present in the actionable popup.
3. Topology would be visualizing the relationship between the various services and their downstream / upstream
impact due to any issue for a specific entity.

4. Impacted services can be highlighted as per custom logic (based on color-coding).

Memory Change Severity ) change State ~ O = @ @. X

Pending Since

2023/03/03 164 1:22 Assign Users

Last Occurrence Select User to be assigned ~
2023/03/03 1641:22

MTaaSEntityanaTime 1 o

Descriptior
tecting4s6

View Complete Topology
Assigned Lser °
events 1.hcimtaas com

Severity =

Minor
State
In Progress nidmtsvpmgwab02
i—ﬂ%l
md’msmr:qwenmz

Figure 454 — Topology

7.2.3.20 Update Ticket

The steps explain how to update tickets for actionable data.
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1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

2. Click on the Update Ticket icon present in the actionable popup.

descriptionMemory Issue - Change Severity Change State ¥ 1 B2 B x

Pending Since

2023-02-06T1459:39 Aasign Users

Last Occurrence Select User to be assigned ~
2023-02-06T1458:39

Fule based comelation ( alerts ) ( Topology (Cwmer\ls) (stmri(a\ Data) (Related T\tkets)

Cpulemory S~—’

Description

descriptionMemory Issug

Assigned User Severity [ Title Entity Occurrence

o | crica ] g5DeCkoy11 Memory Issue entityieced 1

State = kNoQuiPgf CPU Issue entityieced 1

In Progress

+ Create Ticket Show 10 v entries .

Figure 455 — Update Ticket for Actionable

3. Onclicking the update ticket icon, a confirmation message pops-up:

Update Ticket X

Are you sure you want to update ticket for the selected
actionable?

Cancel Confirm

Figure 456 — Update Ticket for Actionable

4. Click on the Confirm button. A success message pops up as shown in the following figure:
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descriptionMemory Issue EIED chongeseverity v [N ChangeState ¥ 9 ® ® & x

w

Pending Since
2023-02-067145939 Asslgn Users

Last Occumence Select User to be 34 @ Request subitted successfully x v

2023-02-06T 145939
) (o) (st ) (i) () (o) (o) (revearines)

Ruie based correlation
CpuMemary

Description
descriptionMemory lssue
Assignad User Severity 0] Title Entity Occurrence
Severity s
DeCkoyl1 Memary Issue entityieced 1
Critcal L S ’ ""

State [ creics | KNOQuIPg2f CPUlssue entityiecad 1
InProgress

Show 10 v | entries

Figure 457 — Success Message for Update Ticket

7.2.3.21 Update work Notes
The steps Explain how to view Update Work Notes for actionable data.

1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

2. Click on the Update Work Notes icon present in the actionable popup.

descriptionMemory Issue - Change Severity Change State ¥ &3 @- E@- x

Pending Sifce

Assign Users
2023-02-06T14:59:39
Last Occurrence Select User to be assigned ~
2023-02-06T14:59:39
(el (merts ) Topology ) Service Hisrarchy (Cummmls) (sthm(zl Dm) (Relaled'hrke(s)
Cpuhemory —
Description
descriptionMemory lssug
- Severity L] Title Entity Occurrence
Severty [ Ciea | qSDeCkoy11 Memory Issue entityieced 1
Ciitical
State = KNCQwIPGRf CPU Issue entityieced 1
In Progress

oo 1| m

Figure 458 — Update Work Notes for Actionable

3. Click the Update Work Notes icon, a confirmation pop-up message will appear.
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Update Work Notes X

Are you sure you want to update work notes for the selected
actionable?

Cancel Confirm

Figure 459 — Update Work Notes for Actionable

4. Click on the Confirm button. A success message will appear.

descriptionMemory lssue m Change Severity Change State ¥ & l_.=,|‘ @’ @‘ X

Pending Since
2023-02-06T 145939

Last Oceurrence Select User to be agI © Request submitted successfully X -
2023-02-06714:59:39

CpuMemory ~—

Description
descriptionMemory Issue

Assign Users

Assigned Usar Severity o} Title Entity Occurrence
2::‘:;‘ (e} q5Deckoyll Memory Issus entityieced 1

State [ coico ] KNCQWIPg2f CPU lssue entityiecad 1

In Progress

Show

10~ entries .

Figure 460 — Alert Message

7.2.3.22 Apply Filters
The steps explain how to apply filter to the actionable data.
1. Inthe top navigation bar, click on Data View and click on Actionable.

2. Click on the Apply filter action button present at the below header of the console.
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Data View > Actionable Customer  AlphaCustomer A

Select Actionable View Actionable v - o B R

‘ Applied Filters | Stote NOT IN Resolved Closed || State NOT IN Resolved,Closed = | State NOT IN Resclved Closed * @
(e citical ) ("o Major )("o Minor ) ("« Warning )( e Ciear )("® indeterminate ) Selact State | Al -

[ severity 1D State RuleName Entity Title Pending Since Last Updated Correlated |s Actionable Description Parameter External Ticket

O @@ eRRW  Open  CPUMemory  SVALIAPOTHPOOZ  High CPU ublization (over..  2023/03/01 213055 2023/03/01 213085 1 v High CPU utlizstion (over...  cpu

O @@ usRMagBx Open  CPUMemory  SVALIAPOTHPOOZ  High CPU ublization (over..  2023/03/01 213055  2023/03/01 213085 1 v High CFU utilizstion (over...  cpu

(m] m PV3jUg90sP  Open  CPUMemory SVALIAPOTHRODS  Highmemory utilization (.. 2023/03/01 213055 2023/03/01 213035 1 v High memory utlization (.. memory

O @@  eszoeiovw  Open  CPUMemory SVALIAPOTHPODS  High CPUI ublization (over.. 2023/03/00 213055 2023/03/01 213085 1 v High CPU utlization (over... cpu

O @@ psoitkrs20  Open  CPUMemory SVALIAPOTHPOOS  Highmemory ulization (.. 2023/03/01 213055 2023/03/01 213085 1 v High memory uization (.. memory

D m UIkqdpcEcr Open  CPUMemory SVALIAPOTHRODS  High memeory utlizaion (.. 2023/03/01 213055  2023/03/01 213055 1 v High memory utlization (..  memory

O @@ rFiswwge Open  CPUMemory SVALIAPOTHPODY  High CPU ublization (over.. 2023/03/01 213055  2023/03/01 213085 1 ¥ High CPU tlization (over... ¢

0O @ #hQGQ05 Open  CPUMemory SVALIAPOTHPODS  Highmemory uiilzation (.. 2023/03/01 213055  2023/03/01 213055 1 v High memory utlization (.. memory

[m .. ] SZjFpQOge  Open  CPUMemary SVALIAPOTHRPODS  High CPU ulilization (over.. 2023/03/01 213055  2023/03/01 213055 1 ¥ High CPU utilization (over... <pu

Figure 461 - More Filter Operation

3. A form opens to apply filter. Select Field and Operator from drop down list and provide Value. Then click on the

Apply button.

Data View > Actionable

Select Actionable View Actionable v

Applied Filters | State NOT IN Resolved.Closed * || State NOT IN Reselved.Closed x | State NOT IN Resolved.Closed

Fields Operator Value
State v LKE v open

[ o ] o]
) (o crten) (& mager ) (= wimor ) (= viowing ) (& loa ) ('@ mieomminate )

<
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<@ =

Select State  All hd

[ Severity 1D State RuleName Entity Title Pending Since  Last Upd: Correlated |
0 n TyL4RKZRv Open  CPUMemory  SWALIAPOTHPOO4  High CPU utilization (over..  2023/03/01 213055  2023/03/01 2130:55 1 ¥
O USRMgEBX  Open  CPUMemary  SWALIAPOTHPOO4  High CPU utilization (over. 2023/03/01 213055  2023/03/012130:55 1 ¥
(] u PV3jUg9esP Open  CPUMemory  SWALIAPOTHPOOS  High memory utilization (.. 2023/03/01 213055 2023/03/01 213G:55 1 Y
0 m ps29aidvWW  Open  CPUMemory  SWALIAPOTHPOO4  High CPU ufilization (over...  2023/03/07 21:3055  2023/03/07 2130:55 1 ¥

PS9jiKrs20 CPUMemary  SVALIAPOTHPOOS  High memery utilization ( 2023/03/01 21:3055  2023/03/01 2130:55 1 ¥

High CPU utlization (over..  cpu
High CPU utlization (over,.  cpu
High memory ulization (. memery
High CPU utlization (over,..  cpu

High memory wiilization ¢..  memery

Figure 462 - More Filter Operation

4. User can see the result of applied filter as shown in the following figure:

Data View > Actionable

Customer | AlphaCustomer ~

Select Actionable View Actionable v - S B8
| Applied Filters | State NOT IN Resolved,Closed * | State NOT IN Rescived.Closed * | State NOT IN Resclved,Closed = | State IS open
(' Crilical) C- Major) C- Minol) (- Waming)(- Clear) Co lndeterminale) Select State  All ~
everi tate ame itle ince ast Updal ternal Ticl
[ s il 11> S RuleN: Entil Tith Pending Sii Last Updated Correlated | i Exi | Ticket
O UskgapcEer  Dpen  CPUMemory SVALAPOTHPOOS  Highmemery utlization (. 2023/03/01 213055 2023/03/01 213055 1 £ Hahmemory ullization (. memary

UBKRMQEBX  Open  CPUMemory SVALIAPOTHPOOA  High CPU utlization (over..  2023/03/01 213055 2023/03/01 213055

P

fG2AVPy  Open  CPUMemory SVALIAPOTHPO0S Highmemery uslizstion (.. 2023/03/01 213055 2023/03/01 213085

<

<

TSWedFO2pS  Open  CPUMemory SVALIAPOTHPOO  High CPU utilization (over..  2023/03/00 213055  2023/03/01 213055

<

SZjFpQOqe  Open  CPUMemory SVALIAPOTHPOOS  High CPUutlization (over.. 2023/03/07 213055  2023/03/01 213055

SUVAUOGR  Open  CPUMemory SVALIAPOTHPOO4  High CPU utilization (over.. 2023/03/00 213055  2023/03/01 213055

<

SwRV3300  Open  CPUMemory SVALIAPOTHPOOS  High memory utizaion (. 2023/03/07 213055  2023/03/01 213055

4

SHVBAWYEAF  Open  CPUMemory SVALIAPOTHPOO4  High CPU utilizsion (over.. 2022/02/01 212055  2023/03/07 213055

<

0 0O 0O0OO0OO0Ooao

4

SbRISPZLLF

Open  CPUMemory SVALIAPOTHPOO4  High CPU utlization (over.. 2023/03/01 213055  2023/03/01 213055

Hioh CPU utlizaton (over..  cpu
Highmemory utlizatcn (. memery
High CPU utlization (over...  cpu
Figh CPU utlization taver...  cpu
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Fioh CPU utlization (aver.. cpu
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Figure 463 - More Filter Operation
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5. Click on the Select State dropdown available action button present at the below header of the console.

6. Select state from drop down list. Then click on the state button and user can see the Applied filter based up on the

Data View > Actionable Customer  AlphaCustomer hd
Select Actionable View  Actionable v @R - = R
(2]
| Applied Filters | State NOT IN Resolved Closed ?
i e \( " N N N §
(an) (e citical ) ("o Major ) ("o Minor )("s warning ) (e Clear ) ("e Indeterminate ) Silactstate [All v
[ Severity 1D Pending Since Last Updated Entity Title State  RuleName External Ticket Number
(A - ] IZNOMNdPT  2023/01/06 132402 2023/01/06 132402 SVALIAPOTHPOOZ messages  Open  TestAT4 Defautrue
w] [ cov ] hVGNDXjPUB 2023/01/06 132402 2023/01/06 132402 SVALIAPOTHPOOS messages Open TestUAT4 Default rue
0O o= 1g35baChd 2023/01/06 1324:02 2023/01/06 13:24:02 SVALIAPOTHPOOS messages  Open  TestUAT4 Defaultruie
0 NGZDOSGRA 2023/01/06 132402 2023/01/06 132402 SVALIAPOTHPOOS messages  Open  TestUAT4 Defaultrue
0 oKUTLRFwm 2023/01/05 13:2402 2023/01/06 13:24:02 SVALIAPOTHPOOS messages  Open  TestUAT4 Defsutrue
0 RAZAYQUUWD  2023/01/06 132402 2023/01/06 132402 SVALIAPOTHPOOS messages  Open  TestUAT4 Defaultrube
0 =D rhFZEWS2 2023/01/06 132402 2023/01/06 1324:02 SVALIAPOTHPOOS messages  Open  TestUAT4 Defautrue

Figure 464— Select State Operation

7.2.3.23 Create Ticket
The steps explain how to Create Ticket for actionable data.
1. Click on an actionable on Data View-Actionable screen, then go to pop up opened for the actionable.

2. Click on the + Create Ticket icon present in the actionable popup.

cpuutlization m Change Severity v In Progress Change State ~ Sz @ & X
Pending Since
Assign U:
2023/03/08 11:38:07 i Users
[Ty S— Select User to be assigned "

2023/03/08 11:38:11

Rule based correlation { Alerts | ( Topology Service Hierarchy ) ( Timelines CCnmmznls) (Hlstnm:a\ Dula) Cke\aled Tickets)

Network Topology
Description
cpuutlization E
Assigned User
Severity Severity 1D Title Entity Occurrence  Environment  Location  Pending Since Last Updated Manager
Major
o ) rDiodOHCly  cpuutiization  entitytests 1 prod chennai  2023/03/08 11:38:11  2023/03/08 11:38:11  zabbix
In Progress.
I  t5P7outsey  cpuutlization  entitytestd 1 prod chennai  2023/03/08 11:38:07  2023/03/08 11:38:07  zabbix
D  vokswe cpuutlization  entitytest7 1 prod chennai  2023/03/08 11:38:11  2023/03/08 11:38:11  zabbix

n

Shew N v | antrisc

Figure 465 — Update Work Notes for Actionable

3. A confirmation pop-up message will appear.
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Create Ticket X

Are you sure you want to create a ticket for the selected
actionable?

Figure 466 — Update Work Notes for Actionable

4. Click on the Confirm button. A success message will appear.

cpuutlization
Pending Since
2023/03/08 11:38:07

Last Occurrence
2023/03/08 11:38:07

Rule based correlation
Entity and Time Based

Deseription
epuutlization

Assigned User

Severity
Major

State
Open

+ Create Ticket

m Change Severity v Change State v B
Assign Users
Select Us
1 @ Request submitted successfully X

: (commers) (Gimorenoun) (et ke )

B
Severity D Title Entity Occurrence  Environment  Location Pending Since Last Updated
)  sProutssy  cpuutlization  entitytestd 1 prod chennai  2023/03/08 11:38:07  2023/03/08 11:38:07

Manager

zabbix

7.2.4  All Events View

Figure 467 — Alert Message

All Events View includes a grid which contains all events data that is coming to the system. It includes noise events as well

as non-noise events.

Please follow below steps to view All Events data:

1. Inthe top navigation bar, click on Data View and click on All Events.

2. All Events data will be displayed for the customer to which user is part of.
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7.2.4.1 Add Column
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2024/01 37 1871300

2024701731 17:22:00

202470131 171400

2024701731 14:04.00

2024/11/3713:2200

2020701731 1201118

2024/11 /31115050

2024701731 115049

20241 /31114301

Title

e ory [ssue

cpuissue

suap issue

cpuizsue

cpuissue

memory s

comamwarenim 25 Alsr.
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Manager Tool ID Agent
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Figure 468 — All Events View

Environment Location

Prod Roids
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Prod
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This option will enable user to add more columns in data grid to analyze it deeply. Please follow below steps to add

columns to data view.

1. Inthe top navigation bar, click on Data View and click on All Events.

2. Click on the Add Column action button present at right side of Live button.

3. A pop-up will open which enables user to select from list of available columns to add it in the grid as shown in

figure. Then, click on save button to add selected columns in view.

Add Columns

Add More Columns
Sub Entity ID
Original Columns

~

T Severity X

D X

~
v

C  Secondary Application Name %

Z Parameter X =

Newly Added Columns

Z Sub Entity ID %

7.2.4.2 Save As All Events

Location X C  Environment X >

Entity *
- Agent

~

CoTitle X

X Z Event

C Manager %

Time X

Designation X

Mapped Entity ID %

C  Primary Application Name X

Figure 469 — Add Column

Z ToollD X

Parameter Category X

This option will enable user to save currently opened view with columns populated in data grid so that same view can be

shown to any other user in an organization. It is very helpful for admins to configure this kind of view for other users in

an organization by creating a different view other than current view. For e.g., view to list out all events with critical severity

only. Please follow below steps to save as events:

1. Inthe top navigation bar, click on Data View and click on All Events.
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2. Once the user can click the save as button, a pop-up will open to provide following information:
e View Name: name of view like critical events
e Description: description of view like list all critical events

e Show to: Either it will be visible to user who is saving it or to other users.

Save As X
View Name Description
Showto
Iy Self v

Figure 470 — Save as Events

3. Next, click on save button to save view and this view will be available in list for users.

7.2.4.3 Refresh All Events
This option will enable user to refresh data grid to populate latest data over screen.
Please follow below steps to refresh events grid:
4. Inthe top navigation bar, click on Data View and click on All Events.

5. Once the user can click the Refresh button, confirmation pop up message will appear.

Data View > All Events

Select View Allevents " I @ Content refreshed successfully b4 o Live S B B
@)

(an)( e citical )(® Major ) ( Minor )(_» Waming )( ® Clear )( ® Indeterminate )

Severity 1D Entity Parameter Event Time Title Manager Tool ID  Agent Environment Location Country

11-2-c-asdnd24b46647...  entity501 memory 2024/01/31 181400 memory issue solarwinds solarwinds Frod Noida India

11:2-c-asd-nd34bABEAT...  entiny500 pu 2024/01/31 181300 cpulssue solarwinds solarwinds Prod Noida  India

BB  112casdnd3abdssdr.  enin3 swap 2024/01/3117:2200  swap issue solarwinds solarwinds

B 11-2-casdnd3dbassdr..  eniityl pu 2024/01/31 171400 cpuissue solanninds solarwinds

EED 112cosdndsbissdr. dienn memaory 2024/01/31 153400 memory issue solarwinds solarwinds

BRI 12cosdndiabissas.  entingor pu 2024/01/31 140400 ssue solseninds solarwinds Prod

EED  i-2-casdndidbissdr..  enin501 memory 2024/01/31 132200 memory issue solarwinds solarwinds Prod Noida India

BB coriescedson4beoBf.  AUWAMAUDOOT Virtual machine CPUUSA..  2024/01/31 120118 comvmwarewim25.Alar..  vRedlize Operations (. wRealize Operations (.

Figure 471 — Refresh All Events

7.2.4.4 live All Events Data
This option will enable user to stop/start live update of data being shown in grid. Please follow below steps to
enable/disable live events.
1. Inthe top navigation bar, click on Data View and click on All Events.

2. Users can see the Live All Events Data, and this will be updated regularly, and automatically refresh the grid.
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7.2.4.5 Apply Filters

This option will enable user to apply filters over currently opened view to see data of specific values. For e.g., to see list

of critical events, user can set filters over severity columns of all events ‘data. Please follow below steps to apply filters:

1. Inthe top navigation bar, click on Data View and click on All Events.

2. Click on the filter option present at right side of Live button as shown in figure.

Data View > All Events

Select View Allevents

—

.
Severity 1D

Majar 11-2-c-asd-nd24bda547.
11-2-c-z5d-nd3dba5647,
D 11-2casdnaadbdsedr.,
11-2ec-a8krd34bASEAT.
11-2-c-850-n334bAG64T.
112 o nd3dbassds,

PIED  11-2-c-asd-nd3dbaged?,

8271e88e-d591-2beB-BF..

1i0bed2s GeDG-42b4-86,

571Be05-3318-4017-86,,

i”) r’- anal) (o major

Entity

erin501
anfinyS00

enfityd

ariny1

dienr)

enityb0t
aniny0
TALWIARLALD001
10123066

10123066

Parameter

memary

pu

swan

cpu

memary

o

memary

irtual machine CPU usa..

Storage

Starage

Event Time

2024731431 181400

2024701731 161300

2024/01/31 17:22:00

2024701731 171400

2024/01/31 1534:00

2024/01731 140400

202401731 1322:00

2024/01/31 1201118

2024/01/31 115050

2024701731

115043

7( Mmm}‘( w.ammg)[\o LIM/(M:‘

Title
memary issue

cpuissue

swapissue

cpuisue

memary issue

cpuissue

memary issue
comumwarevirZ5 Alar,.

[13.61211.30=521018.

1136121,130=521018,.,

Manager
sclarwinds

solarwinds

selarwinds

selarwinds

solarwinds

selarwinds

solarwinds

Vizalize Operatons (.,
Generic SNMP - Event

Generic SNV - Event

Tool ID

Agent
colarpinds

salarpineds

solarpinds

salarwinds

salarwinds

salarwinds

salarwines

vRealize Operations (V..
Generic SMMP - Event

Genric SHIF - Event

Environment

Prad

Frod

Prod

(%]

Hoida

Moids

MNoida

-

Location Country

India

India

India

Figure 472 - Filter Operation

3. Afilter screen will come up which enables user to select field and corresponding operator along with value to filter

data.

Data View > All Events

Select View Allevents

Fields
Severity

Operator
LIKE

{ ® Critical )( ® Major Minor warning ) ( @ Clear )( ® Indeterminate )

2]
11-2-c-a50-ni34b46647.

11-2-c-35d-nci24bA54T,

Severity

) 112-casdndaabasear.
D  112cas0ndzabasear..
I 11-2-casdnd3abassar.

11-2-¢-430-nci24b 46644,

11-2-C-250-NGi34b46647,

Entity
entityso1
entitys00
entity3
entity?
clientt
entitys01

entity501

Parameter

memory

pu

swap.

pu

memory

pu

memory

Event Time

2024/01/31 18:1400

2024701731 181300

2024/01/31 17:22:00

2024701721 17:1400

2024/01/31 15:34.00

202470121 14:0400

2024/01/31 13:22.00

Figure 473 - Filter Operation

4. Users can see the result of applied filter.
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Title
memoryissue
cpuissue
swap Issue
cpuissue
memory issue
cpuissue

memory issue

Manager
solarwinds
solarwinds
solarwinds
solarwinds
solarwinds
solarwinds

solarwinds

Value

Critical

Tool ID

Agent
solarwinds
solarwinds
solarwinds
solarwinds
solarwinds
solarwinds

solanwinds

Environment Location Country

Prod

prod

prod

Prod

Noida

Noida
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India

India
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7.2.5

Data View > All Events

Select View  Allevenls

Appled Fiters | Sevaty1s Crtical =

Severity 1D
B - ocosdndabassaa
BB sresoe-dsor-coenr
B 3-01900bi11eebt
EED o idoabiic11ce s
EEEl) sootiea2bffesea
B ooeovdsobiienrenan
BB 1obassbfferienss
(cisca |
=

52160650-1526-4b14-8,

335ec1-6e23 -4064-B..

Entity

ertityB01

A UIAILAS SUD001
nttpsimiti-ern02 dryicel
Sttpssinifi-enva2.ryicel..
httpsyrifi-ern2 dryicel
Bttpesy/rif-envo dryicel
Attpymifi-er02 dryicel
PrCei0d ryiCElE0sid..

BUWLAPIALUDO0T

warning ) (e Clear )

() (e critical )( o Majnr)( Winor /‘\/ ! )

Parameter

pu

Virtusl machine CPU s

heartheat

heartbest

haartheat

heartbeat

haartheat

Hostmemiry Usage’ on.

Virtual machine CPU s

Event Time

20240121 1404200

202470131 120118

202440131 11:39:01

202470731 113607

2024/01/31 1134102

202470131 113307

2024/01/31 1132203

2024701/ 112942

2024701731 112741

Figure 474 - Filter Operation

("o indeterminate \)

Title

cpuissue

Com.umare vim 25 ...

Hearthest fram Nifi recei,

Hearthest fror Nifi rece...

Hearthast fram N racsi

Hearthast from Nifi recei.
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Wanager

salanwinds

Realize Operations (R
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TEnNi

IENN
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fiealize Operations (R

Realize Operations (R

Tool D Agent
salanwinds
wftealize Operstons (v,
(ERNH
IEMN
fEnnid
fEn i
iEnedd
wfeealize Operatons (R,

“Realize Operatons GR..

Environment Location

Count/

Noise Events View

Noise Events View includes a grid which contains all the noise events in a single grid.

Please follow below steps to view Noise Events data:

1.
2.

In the top navigation bar, click on Data View and click on Noise Events.

Noise Events data will be displayed for the customer to which user is part of.

Data View > Noise Events

Select View Noise Events

(a ) (e ciitical ) ("o tajor }( o minor )("o warning )("e clear )( @ Indeterminate )

Severity 1D Entity

( iajer | 112-c-asd-ne34b4664747 env_prod
= 112-c-asd-ned34b4664746 dlientt
= 11-2-c-a5d-nl34b4664748 gamma_entity
= 11-2-c-a5d-nd3454684750 dasktop-jbl
1-2-c-asd nid3454654749 Sisormi
1-2-c-asd nid3454654753 10121160
11-2-c-asd-nel3dbABEATS2 DESKTOP-355
[ 1o | 11-2-c-asd-nl3bAEEATS 1 Sentity

[ sicr | 11-2-c-asd-nd3dbABEATSS Zebrorics

[ o | 11-2-¢-asd-ndf34b4664754 It core

Parameter

memory

memory

memory

memary

memary

memary

memary.

memary

memary.

memory

Event Time

2024/01/31 163300

2024/01/31 153400

2024/01/31 153000

2024/01/30 160000

2024/01/30155000

2024/01/21 170000

2024401721 170000

2020/01/2016:0000

2024/01/15 150000

2024/01/11 170000

Title

memory issue

memory issue

memory issue

memary issue

memary issue

memary issue

memory issue

memory issue

memory issue

memory issue

Manager
solarwinds
solarwinds
solarwinds
salarwinds
salarwinds
salarwinds
solarwinds
solarwinds
solarwinds

solarwinds

Figure 475 - Noise Events View

7 Live

Agent Environment
sclaninds
sclanwinds
sclaninds
sclarwinds
sclarwinds
sclarwinds
selarainds
selarainds
selarsinds

solanwinds

Lacation

Country

7.2.5.1 Add Column

This option will enable user to add more columns in data grid to analyze it deeply. Please follow below steps to add

columns to data view.

1.
2.
3.
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figure. Then, click on save button to add selected columns in view.

In the top navigation bar, click on Data View and click on Noise Events.

Click on the Add Column action button present at right side of Live button.

A pop-up will open which enables user to select from list of available columns to add it in the grid as shown in
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Add Columns X

Add More Columns

Sub Entity ID v

Original Columns

C Severity X T ID X C Entity X O Tile X T Manager X O Primary Application Name X T Tool ID X

O Secondary Application Name X C Agent X U EventTime X Mapped EntityID X Parameter Category X

 Parameter X U Llocation X U Environment X U Designation X

Newly Added Columns

 SubEntity ID X

Figure 476 - Add Column

7.2.5.2 Save As Noise Events
This option will enable user to save currently opened view with columns populated in data grid so that same view can be
shown to any other user in an organization. It is very helpful for admins to configure this kind of view for other users in
an organization by creating a different view other than current view. For e.g., view to list out noise events with critical
severity only. Please follow below steps to save as events:
1. Inthe top navigation bar, click on Data View and click on Noise Events.
2. Once the user can click the save as button, a pop-up will open to provide following information:
e View Name: name of view like critical noise events
e Description: description of view like list all critical noise events

e Show to: Either it will be visible to user who is saving it or to other users.

Save As X
View Name Description
Show to
My Self ~

Figure 477 - Save as Events

3. Next, click on save button to save view and this view will be available in list for users.

7.2.5.3 Refresh Noise Events

This option will enable user to refresh data grid to populate latest data over screen.
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Please follow below steps to refresh noise events grid:
1. Inthe top navigation bar, click on Data View and click on Noise Events.

2. Once the user can click the Refresh button, confirmation pop up message will appear.

Data View > Noise Events

Select View Noise Events v [e Content refreshed successfully X T Live S B8 R

(an ) (e critical ) (@ Major )( "« Minor )" Waring ) (" Clear )( @ Indeterminate )

3 Entity Parameter Event Time Title Manager Tool D Agent Environment Location Country
11-2-c-a3d-nd34bA66474T env_prod memory 2024/01/3116:33:00 memory issue solarwinds solarwinds
11-2-c-a8d-nd3Ab4664746 dient1 memory 2024701731 15:3400 memoryissue solsrwinds solarwinds
11-2-c-asd-nd34b4664748 gamma_entity memory 24/01/31 15:30:00 memory issue solarwinds solarwinds

w
2

1

2

11-2-¢-a8d-nd34b4664750 desktop-jol memory memonry issue ol arwinds solarwinds
11-2-c-asd-nd34b4654749 Xiaomi memory 2024/01/3015:50:00 memory issue solarwinds solarwinds
11-2-c-asd-nd34b4664753 10121160 memory 2024/01/2117.0000 memory issue solarwinds solarwinds
11-2-c-asd-nd34b4664752 DESKTOP-365 memory 2024/01/21 17:0000 memory issue solarwinds solarwinds
11-2-c-asd-nd34b4664T5 1 25entity memory 2024/01/20 1600:00 memory issue solarwinds solarwinds

Figure 478 - Refresh Noise Events

7.2.5.4 Llive Noise Events Data
This option will enable user to stop/start live update of data being shown in grid. Please follow below steps to
enable/disable live noise events.
1. Inthe top navigation bar, click on Data View and click on Noise Events.

2. Users can see the Live Noise Events Data, and this will be updated regularly, and automatically refresh the grid.

Data View > Noise Events

Select View Noise Events - ES =] R

7
() (" critical )("e Major )( "= Minor ) carning ) (~ 16 Y
() ( ) (e major )("e winor ("o warning ) (e clear ) (" indeterminate )
Severity D Entity Param eter Event Time Title Manager Tool ID Agent Environment. Location Country
Wajor 1-2-c-3sd-ndddbAs6ATAT en_prad memary 2024/01/31 163300 memary issue solarwinds solanwinds
= 1-2-c-asd-nd34bAGGATAS dientt memary 2024/01/31 153400 memery issue solarwinds solanwinds
11-2-c-a3d-nd34b45564748 gamma_eniity memary 2024/01/31 153000 memory issue solarwinds solanwinds
m 11-2-c-asd-nd34bAs64 750 desktop-jbl memory 2024/01/3016:00:00 memory issue solarwinds solarwinds
[ a0 | 11-2-c-asd-nd34bAE64749 Yiaomi memory 2024/01/201550,00 memary issue solarwinds solarwinds
11-2-c-asdnd3abd664753 10121180 memory: 2024/01/21 170000 memory issus solanwinds solarwinds
[ aice | 1-2-c-asd-nd34bAGG47S2 DESKTOP-365 memary 2024/01/21 170000 memary issue solarwinds solanwinds
11-2-c-55d-nd34bA664751 25entity memory 2024/01/20 160000 memory issue salarwinds solarwinds

Figure 479 - Live Events Data

3. To stop live data update, please click on Live button, it stops updating the live noise event data, a confirmation

message will appear, stating that “Auto — refresh has been disabled.”

7.2.5.5 Apply Filters
This option will enable user to apply filters over currently opened view to see data of specific values. For e.g., to see list
of critical noise events, user can set filters over severity columns of noise events data. Please follow below steps to apply
filters:
1. Inthe top navigation bar, click on Data View and click on Noise Events.

2. Click on the filter option present at right side of Live button as shown in figure.
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Data View > Noise Events

Select View Noise Events

(o cittical ) ("o wajor ) (s winor ) (s waming ) (e Clear ) (" determinate )
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11-2-¢-43d-nd34bA664748

11-2-¢-250-nd34bA664750

11-2-c-asd-nd3db4664749
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gamma_entity
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Xisorni
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memory
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memory

memory

memory

memory

memory

Event Time

2024/01/311633.00

2024/01/31 153400

2024/01/31 153000

2024/01/30 160000

2024/01/30 155000

2024/01/21 170000

2024/01/21 170000

2024/01/20 160000

Title
memary issue
memary issue
memory istue
memaory istue
memory issue
memaory issue
memory issue

memory issue
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solarwinds

solarwinds
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Figure 480 - Filter Operation
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3. Afilter screen will come up which enables user to select field and corresponding operator along with value to filter

data.
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Out Of Box NiFi Connectors Integrations

IMM (Integration Management Module) offers a list of out of box adapters for onboarding in NiFi. Below is the list of

adapters with respective required fields.

In case a connector is required to be deleted then it needs to be first deleted from Nifi and then from

8 Integration
8.1

iMM.
8.1.1

iEM Accumulator (iEA)

Figure 481 — iEM Accumulator (iEA)

Refer the below table to understand the fields mentioned in the above figure.

Table 4 - iEM Accumulator (iEA) - Integrations Fields

Fields

Description

Integration Name

This fields contains the Integration Name for Integration.

Deployment Name

This fields contains the Deployment name; we can select deployment from all

Deployments.

Service URL

iEM Service URL

KeyStore File Name

KeyStore File Name <Path>/keystore.jks

Event URL

iEM Event URL

KeyStore Password

KeyStore Password

Password

iEM API Password

Username

iEM APl Username

TrustStore File Name

TrustStore File Name <Path>/truststore.jks

Token URL iEM Token URL
Metrics URL iEM Metrics URL
Entity URL iEM Entity URL

TrustStore Password

TrustStore Password
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8.1.2  AppDynamics - Entity

HCL IntelliOps @
Event Management Home
Home > Integration
Integration
Integration Type*

AppDynamics - Entity

Integration Name*

Enter the Integration Name

AppDynamics URL* [[)

Enter the AppDynamics URL

Password* 1]

Enter the Password

% B © 8 & admin@imm.com v
Secrets Deployment Integration Health Check Event Room Job
-

Deployment Name*
--Select-- -

Username* (]
Enter the Username

Circuit Breaker Event Threshold* (]

Q 200

CEHCEI

Figure 482 — AppDynamics - Entity

Refer the below table to understand the fields mentioned in the above figure.

Table 5 - AppDynamics - Entity - Integrations Fields

Fields

Description

Integration Name

This fields contains the Integration Name for Integration.

Deployment Name

This fields contains the Deployment name; we can select deployment

from all Deployments.

AppDynamics Entity URL

AppDynamics API URL. Eg. https://www.exampledomain.com

Username

Username of the Client API

Password

User Password of the Client API

Circuit Breaker Event

Threshold

Circuit breaker Event Threshold Value: Min value: 100, Max value:

90000
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8.1.3  AppDynamics — Event

HCL IntelliOps @
Event Management Home
Home > Integration
Integration
Integration Type*
AppDynamics - Event
Integration Name*
Enter the Integration Name
AppDynamics URL* 7]
Enter the AppDynamics URL
Client Secret Key* [

Enter the Client Secret Key

# @ = ol ® admin@imm.com v
Secrets Deployment Integration Health Check Event Room Job
+ Add Integration

Deployment Name*

--Select-- -
Client 1d* [f]

Enter the Client Id
Circuit Breaker Event Threshold* (1]

Q 200

Figure 483 — AppDynamics - Event

Refer the below table to understand the fields mentioned in the above figure.

Table 6 - AppDynamics - Event - Integrations Fields

Fields

Description

Integration Name

This fields contains the Integration Name for Integration.

Deployment Name

This fields contains the Deployment name; we can select deployment from all

Deployments.

Client Id

Name of the API Client

Circuit Breaker

Event Threshold

Circuit breaker Event Threshold Value: Min value: 100, Max value: 90000

AppDynamics URL

AppDynamics API URL.

http://<controller_host>:<controller_port>/controller/rest/<REST_URI>

Client Secret Key

UUID as the Secret of API Client (Password)
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8.1.4

AppDynamics - Metrics

HCL IntelliOps A
Event Management Home

Home » Integration

Integration

Integration Type*

AppDynamics - Metrics
Integration Name*
Enter the Integration Name

AppDynamics URL* ()

Enter the AppDynamics URL

Client Secret Key* [

Enter the Client Secret Key

=] gk i 4 L B

Secrets Deployment Integration Health Check Event Room Job admin@imm.com v

+ Add Integration

Deployment Name*

--Select--

Client 1d* [

Enter the Client Id

Circuit Breaker Event Threshold* [[]

Q 200

Figure 484 — AppDynamics - Metrics

Refer the below table to understand the fields mentioned in the above figure.

Table 7 - AppDynamics — Metrics - Integrations Fields

Fields

Description

Integration Name

This fields contains the Integration Name for Integration.

Deployment Name

This fields contains the Deployment name; we can select deployment from all

Deployments.

Client Id

Name of the API Client

AppDynamics Metrics

URL

Syntax of Metrics API
http://<App Dynamics Server>/controller/rest/applications/<Application

name>/metrics

Circuit Breaker Event

Threshold

Circuit breaker Event Threshold Value: Min value: 100, Max value: 90000

Client Secret Key

UUID as the Secret of API Client (Password)
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8.1.5

Integration

Integration Type*

Datadog - Event

Integration Name*

Enter the Integration Name

Port* [

Enter the port value.

Password* (1]

Enter the Password

Datadog — Event

HCL Intelliops
Event Management

Home > Integration

8 + @ = ol & admin@imm.com v
Secrets Deployment Integration Health Check Event Room Job
+ Add Integration
Deployment Name*
—Select-- v
Username* 1]
Enter the Username

Circuit Breaker Event Threshold* [[]

Q 200

Figure 485 — Datadog - Event

Refer the below table to understand the fields mentioned in the above figure.

Table 8 — Datadog — Event - Integrations Fields

Fields

Description

Integration Name

This fields contains the Integration Name for Integration.

Deployment Name

This fields contains the Deployment name; we can select deployment from all

Deployments.

Port

Webhook Port for Events Ingestion

Circuit Breaker Event

Threshold

Circuit breaker Event Threshold Value: Min value: 100, Max value: 90000

Username

User Credentials with Webhook Access

Password

User Credentials with Webhook Access
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8.1.6 Dynatrace — Event

HCL IntelliOps @
Event Management Home

Home > Integration

Integration

Integration Type*

Dynatrace - Event
Integration Name*
Enter the Integration Name

Dynatrace URL® [1]

Enter the Dynatrace URL

Circuit Breaker Event Threshold* ([

200

= * @ & i & admin@imm.com v
Secrets Deployment Integration Health Check Event Room Job
+ Add Integration
Deployment Name*
Select: v
API Token® [T
Enter the API Token Q

Figure 486 — Dynatrace - Event

Refer the below table to understand the fields mentioned in the above figure.

Table 9 — Dynatrace — Event - Integrations Fields

Fields

Description

Integration Name

This fields contains the Integration Name for Integration.

Deployment Name

This fields contains the Deployment name; we can select deployment from all

Deployments.

Circuit Breaker Event

Threshold

Circuit breaker Event Threshold Value: Min value: 100, Max value: 90000

Dynatrace URL

Dynatrace APl URL. Eg. https://www.exampledomain.com:8080

API Token

Dynatrace uses a unique token format consisting of three components

separated by dots (.).
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8.1.7

Generic Rest — Event

HCL IntelliOps @
Event Management Home

Home > Integration

Integration

Integration Type*

Generic Rest - Event

Integration Name*

Enter the Integration Name
Port* []

Enter the port value
Password* (]

Enter the Password

] 4 & G5 Sl &

" dmin@imm.com v
Secrets Deployment Integration Health Check Event Room Job iulibsl alutadu)

+ Add Integration

Deployment Name*

--Select-—- v

Username* [

Enter the Username

Circuit Breaker Event Threshold* [[]

Q 200

Figure 487 — Generic Rest - Event

Refer the below table to understand the fields mentioned in the above figure.

Table 10 — Generic Rest - Event - Integrations Fields

Fields

Description

Integration Name

This fields contains the Integration Name for Integration.

Deployment Name

This fields contains the Deployment name; we can select deployment from all

Deployments.

Circuit Breaker Event

Circuit breaker Event Threshold Value: Min value: 100, Max value: 90000

Threshold

Port Port for Generic REST API
Username REST Username
Password REST Password
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8.1.8

LogicMonitor — Event

HCL IntelliOps @
Event Management Home

Home > Integration

Integration

Integration Type*

LogicMonitor - Event
Integration Name*
Enter the Integration Name

LogicMonitor URL* [0

Enter the LogicMonitor URL

LogicMonitor Password"* [}

Enter the LogicMonitor Password

g * & e Kol & admin@imm.com v
Secrets Deployment Integration Health Check Event Room Job

+ Add Integration |

Deployment Name*

Select v

LogicMonitor Username* (1)

Enter the LogicMonitor Username

Circuit Breaker Event Threshold* (1]

Q 200

Figure 488 —LogicMonitor — Event

Refer the below table to understand the fields mentioned in the above figure.

Table 11 —LogicMonitor — Event - Integrations Fields

Fields

Description

Integration Name

This fields contains the Integration Name for Integration.

Deployment Name

This fields contains the Deployment name; we can select deployment from all

Deployments.

LogicMonitor

Username

Events APl Username

Circuit Breaker Event

Threshold

Circuit breaker Event Threshold Value: Min value: 100, Max value: 90000

LogicMonitor URL

LogicMonitor APl URL
Syntax
https://<ACCOUNTNAME>.logicmonitor.com/santaba/rest

LogicMonitor

Password

Events API Password
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8.1.9 New Relic — Event

HCL IntelliOps @ 2 4%
Event Management Home Secrets Deployment

Home > Integration

AR

EVEH(’\RDUm Job admin@imm.com v

Integration

Integration Type*

New Relic - Event

Integration Name*

Enter the Integration Name

Port [

Enter the value for Mew Relic Port

Password* [0

Enter the Password

+ Add Integration

Deployment Name*

--Select-- v

Username* )

Enter the Username

Circuit Breaker Event Threshold* (I

Q 200

Cancel Save

Figure 489 — New Relic - Event

Refer the below table to understand the fields mentioned in the above figure.

Table 12 — New Relic — Event - Integrations Fields

Fields

Description

Integration Name

This fields contains the Integration Name for Integration.

Deployment Name

This fields contains the Deployment name; we can select deployment from all

Deployments.

Username

User Credentials with Webhook Access

Circuit Breaker Event

Circuit breaker Event Threshold Value: Min value: 100, Max value: 90000

Threshold
Port Webhook Port for Events Ingestion
Password User Credentials with Webhook Access

Configuration Guide

251



8.1.10 NiFi-iEM HeartBeat

HCL IntelliOps @ = % ] L % B dmin@ .
Event Management Home Secrets Deployment Integration Health Check Event Room Jab adminiimm.com

Home > Integration

Integration + Add Integration

Integration Type*

NiFi-iEM HeartBeat v

Integration Name* Deployment Name*

Enter the Integration Name --Select-- -

Health Check API URL* [

Enter the Health Check APl URL

=

Figure 490 — NiFi-iEM HeartBeat

Refer the below table to understand the fields mentioned in the above figure.

Table 13 NiFi-iEM HeartBeat - Integrations Fields

Fields Description
Integration Name This fields contains the Integration Name for Integration.
Deployment Name This fields contains the Deployment name; we can select deployment from all

Deployments.

Health Check APl URL iEM Health Check APl URL

8.1.11 ServiceNow - Service

o = 0 s w » & -
PENREEI  ...  co Diomen  mguion | MethCherk | Bemfaom | Jon

Home » Integration

Figure 491 — ServiceNow - Service

Refer the below table to understand the fields mentioned in the above figure.

Table 14 — ServiceNow — Service - Integrations Fields

Fields Description

Integration Name This fields contains the Integration Name for Integration.
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Deployment Name This fields contains the Deployment name; we can select deployment from all
Deployments.

Location Location of the Source Integration

Limit Max value should not be more than 150.

NiFi Username NiFi Username

Circuit Breaker Event Circuit breaker Event Threshold Value: Min value: 100, Max value: 90000

Threshold

Frequency To Update Frequency To Execute the APl again (In seconds)

Entity Value Entity Value

NiFi's Server 2 Host NiFi's Server 2 Host Name/IP

Name/IP

NiFi's Server 1 Host NiFi's Server 1 Host Name/IP

Name/IP

NiFi Password NiFi Password

Entity Start with To apply filter on Entity Name

ServiceNow Password ServiceNow CMDB Password

ServiceNow Username ServiceNow CMDB Username

NiFi's Server 3 Host NiFi's Server 3 Host Name/IP

Name/IP

ServiceNow URL ServiceNow CMDB APl URL. Eg. https://www.exampledomain.com

8.1.12 SolarWinds Hybrid Cloud Observability — Event

HCL Intelliops @ -3 # & © % 3 P—
Event Management Home Secrets Deployment Integration Health Check Event Room Job h -

Heme » Integration

Integration

SolarWinds URL" [ SolarWinds Port” (1]
SolarWinds Usemame® [] SolarWinds Password” (1]
TrustStore File Name* (1) TrustStare Password” [

Circuit Breaker Event Theeshold” [

200

Figure 492 — SolarWinds Hybrid Cloud Observability - Event

Refer the below table to understand the fields mentioned in the above figure.

Table 15 — SolarWinds Hybrid Cloud Observability — Event - Integrations
Fields

Fields Description

Integration Name This fields contains the Integration Name for Integration.
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Deployment Name

This fields contains the Deployment name; we can select deployment from all

Deployments.

SolarWinds Username

Events APl Username

SolarWinds URL

SolarWinds APl URL.

https://<subdomain>.loggly.com/apiv2/events/iterate

SolarWinds Port

SolarWinds Port

Trust Store Password

Trust Store Password

SolarWinds Password

Events API Password

Circuit Breaker Event

Threshold

Circuit breaker Event Threshold Value: Min value: 100, Max value: 90000

Trust Store File Name

TrustStore File Name (provided by HCL PS Team)

<Path>/truststore.jks

Home > Imtegration

Integration

Integration Mame*

SolarWnds URL" (1

SolarWnds Username" [[]

TrustStore File Name* (1]

Grcuit Breaker Event Thrashold” ([

200

8.1.13 SolarWinds Hybrid Cloud Observability — Metrics

= e
Event Management Harme Seciets Deplayment

admin@imm.com v

Deployment Mame®

SolarWnds Port” [

Solarinds Passward” [

TrustStore Pazsword® ()

Cancel

Figure 493 —=SolarWinds Hybrid Cloud Observability - Metrics

Refer the below table to understand the fields mentioned in the above figure.

Table 16 —SolarWinds Hybrid Cloud Observability — Metrics - Integrations
Fields

Fields

Description

Integration Name

This fields contains the Integration Name for Integration.

Deployment Name

This fields contains the Deployment name; we can select deployment from all

Deployments.

Solarwind Username

Metrics APl Username

Solarwind URL

Solarwinds APl URL.

Syntax: https://<SUBDOMAIN>.loggly.com/apiv2/volume-metrics

Solarwind Port

Metrics API Port

Solarwind Password

Metrics AP| Password

Configuration Guide

254



Circuit Breaker Event

Threshold

Circuit breaker Event Threshold Value: Min value: 100, Max value: 90000

TrustStore File Name

TrustStore File Name <Path>/truststore.jks

TrustStore Password

<Path>/truststore.jks

8.1.14 Zabbix — Event

HCL IntelliOps
Event Management

Home > Integration

Integration

Integration Type*

Zabbix - Event

Integration Name*

@

Home

Enter the Integration Name

Zabbix URL* (7]

Enter the Zabbix URL

Circuit Breaker Event Threshold* (]

200

2 4% @ @ i ®

. o i @il X
Secrets Deployment Integration Health Check Event Room Job TRz

+ Add Integratior

Deployment Name*
~-Select--

Zabbix AuthToken* ]

Enter the Zabbix AuthToken Q

Figure 494 — Zabbix - Event

Refer the below table to understand the fields mentioned in the above figure.

Table 17 — Zabbix — Event - Integrations Fields

Fields

Description

Integration Name

This fields contains the Integration Name for Integration.

Deployment Name

This fields contains the Deployment name; we can select deployment from all

Deployments.

Circuit Breaker Event

Circuit breaker Event Threshold Value: Min value: 100, Max value: 90000

Threshold
Zabbix AuthToken Authentication Token for API call
Zabbix URL Zabbix API URL. Eg. https://www.exampledomain.com
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8.1.15

vRealize Operations (VROps) - Event

HCL IntelliOps @
Event Management Home

Home » Integration

Integration

Integration Type"

wRealize Operations (vROps) - Event

Integration Name~

Enter the Integration Name

vROps URL® (1]
Enter the vROps URL
VROps Username® [

Enter the vROps Username

Gircuit Breaker Event Threshold® 1]

200

& ko
! @i v
Secrets. Deployment integration Health Check Event Room Job admin@imm.com
+ Add Integration

Deployment Name*

~Select-- .
VROps Port” ()

Enter the vROps Port
¥ROps Password” [

Enter the vROps Password Q

(o]

Figure 495 — vRealize Operations (vVROps) - Event

Refer the below table to understand the fields mentioned in the above figure.

Table 18 — vRealize Operations (vVROps) — Event - Integrations Fields

Fields

Description

Integration Name

This fields contains the Integration Name for Integration.

Deployment Name

This fields contains the Deployment name; we can select deployment from all

Deployments.

Circuit Breaker Event

Threshold

Circuit breaker Event Threshold Value: Min value: 100, Max value: 90000

Vrops Password

vROps APl Password

Vrops Port

vROps API Port

Vrops Username

vROps APl Username

Vrops URL

VROps APl URL.
Syntax
https://<VROPS>/suite-api/
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9 Glossary of Terms

9.1 Key Terminology Used in IEM

Table 19 — Key Terminology Used in IEM

IEM IntelliOps Event Management

IMM Integration Management Module

IEA IntelliOps Events Accumulator

ETL Extract, Transform, Load

Al Artificial Intelligence

0O0B Out of the Box

NiFi Apache NiFi (short for Niagara Files)
VM Java Virtual Machine

API Application Programming Interface
ul User Interface

NIC Network Interface Card

SSD Solid State Drive

CPU Central Processing Unit

SNMP Simple Network Management Protocol
FQDN Fully Qualified Domain Name

SSL Secure Sockets Layer

URL Uniform Resource Locator

cl Configuration Item

CMDB Configuration Management Database
PoC Proof of Concept

IT Information Technology

ITSM IT Service Management

AIML Artificial Intelligence and Machine Learning
SSO Single Sign-On

SAML Security Assertion Markup Language
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