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Disclaimer

The data contained in this document shall not be disclosed and shall not be duplicated, used, or disclosed in
whole or in part for any purpose. If a contract is awarded to chosen parties as a result of or in connection with
the submission of this data, the client or prospective client shall have the right to duplicate, use, or disclose this
data to the extent provided in the contract. This restriction does not limit the client’s or prospective client’s
right to use the information contained in the data if it is obtained from another source without restriction. The
data subject to this restriction is contained in all marked sheets.

HCLTech has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the
HCL website at www.hcltech.com.

Copyright © 2025 HCL Technologies Limited. All rights reserved.
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1.Release Details

Product/Service Name HCL iControl
Version Number 4.0.0
Release Month April 2025
Size of the Release (KB/MB/GB) 11.7 MB
web_commit_hash: c5bfédc
heck A - -
EiEsSUims (e api_commit_hash: a67a2fc

2.0verview

The iControl product provides business context to operational events by linking applications, business units, and products to
a business process flow, delivering products or services to an endpoint. The following document details changes within the
release (version above). There are several new features in this release as documented below.

HCL iControl

HCLSoftware
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d c5bf6dcas.

These notes relate to major release 4.0.0, in which over 500 development tasks have been delivered, in addition to tasks
completed to update any underlying 3™ party component libraries, improve product development governance, remove
vulnerabilities, and to comply with release compliance guidelines.

Is this predominately platform release, these are the key features delivered:

e Branding updates - for the new major release 4.0.0.

e Al Flow Generation - the ability to generate a new Flow using Al, will often be available alongside the ability to
create a new empty Flow or a Domain Pack Flow from an existing Template.

o Native Metrics - now the output from a Data Stream can be viewed graphically and also added into Flow Widgets
directly, visibility of the data without having to make it a Target with a KPI threshold.

e Data Driven Dimensions - the ability to allocate reporting dimensions by embedding them directly into the received
data rather than having to hard code them in at the Data Stream, Target or Flow level.
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2.1. Branding Updates
Although not specifically mentioned in the new features list, it is worth noting the branding updates that have been
implemented for the new version 4.0.0 the first example of which is shown on the previous page, the new loading page

graphic giving more of a digital connected ‘vibe’ and aligns well with the new features.

Note: Brand update to ‘HCL iControl’ in the loading page below.

i Home &

/HCL iControl

In addition to the new loading page the branding has moved to HCL iControl and the Splash ‘home’ page where the user
does not have dashboard permissions has been aligned to the loading page as shown above.
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2.2. Al Flow Generation

Introduction of the Al Flow Generation feature that was previously only available in the demo environment but has now
been enabled (subject to configuration in settings) within the general release.

In addition to the existing ability to create a ‘New Flow’ or a ‘New from Template’ Domain Pack Flow, the user now has the
added option of generating a ‘New from Al’ Flow selection from the ‘Create Flow’ button pop-up.

Flows (12 total) Actions G}
New Flow
New from Template
[[=1le ICAIC FLOW Mobile Banking Applicat. Account
New from Al
5T1 SEPAPAYMENTS FLOW SEPA Account
T2 HIGH VALUE PAYMENTS FLOW High Value Payments Accounts
sT3 BCBS VAR CREDIT RISK FLOW High Value Payments Accounts
sT4 ATM FLOW Accounts
sT5 FINANCIAL MESSAGING FLOW High Value Payments Accounts
sTé MONEY MARKETS FLOW High Value Payments Accounts
5T7 Widget Testing Flow Mobile Banking Applicat. Accounts
T8 Aggregation Testing Flow Mobile Banking Applicat... Regulatory Office
sT9 Dependency Testing Flow Mobile Banking Applicat... Accounts
sT10 Warning Testing Flow TPM Regulatory Office
testFlow23 testFlow23 n Accounts

Once the user has confirmed the industry and added a description of the Flow required the third-party Al engine can be
contacted, and the Al Flow process can be executed via the ‘Generate Flow’ button.

Flow Designer Generate Flow

Select an industry:

Please enter Flow description:

0

Generating flow, Please wait

Cancel
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Once the Al flow is generated, it is rendered within the Flow Designer for the user to review, request amendments, or to
request the generation of additional Target options within the Flow.

Flow Designer Generate Flow

Payment Initiation Payment Validation Payment Processing Screening Payment Clearing
Review Targets by clicking on Flow steps.
Click Review Completed’ to save the Flow

Enter Payment Validate Format Enrich Payment Sanctions Screening Message Conl
Details Transformation
Type: Count
-] Description: Number of payment instructions

submitted per day
Target: 500 or more instructions per day

Submit Payment Validate Amount Map Accounts Fraud Checks Route Payment Gen:
Instruction State Type: Uptime
Description: Banking portal availability from 8AM to
8PM daily
Target: Must be UP(ON) during business hours
Repair Payment Settlement Regt Type: Throughput
Rep Description: Number of instructions screened per sec

Target: Minimum 100 instructions sereened per sec

OR Generate more Targets

Once the user is happy with the results the Flow can be saved with all of the draft targets being created.

Flow Designer

Edit Step
HVP + Edit
! Step name:
HVP: High Value Payments Enter Fayment Details
Payment Initiation Payment Validation Payment Processing Screening Payment Clearing

Select Targets:

Enter Payment Validate Format Enrich Payment Sanctions Screening. Message Cor
Details Transformation

(-] HVP-Count: 500 or more instructions per day

HVP-Uptime: Must be UPION] during business

Submit Payment Validate Amount Map Accounts Fraud Checks Route Payment Get
Instruction Sta hours
Select Metrics
Repair Payment Settlement Reg -
Rep

Select {child) Flows:

HVPC: High Value Payments Chils

Delete Step

& External link(s): 0

Note: target observations will be accessible by

dlefault_on|

Flow saved

Common Targets: Linked Flows: Unassigned Targets: Cancel J “
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2.3. Native Metrics

In this release we have given users access to view the native metrics that are automatically created within Data Streams,
visibility of the raw numerical values received. These can be viewed in the Metrics list page, the partner page to the existing

Data Streams list page.

Metrics (10 total)

Data_Stream_ref_1

Data_Stream_ref 2

Data_Stream_ref_3

Data_Stream_ref_4

Data_Stream_ref_5

Data_Stream_ref_6

Data_Stream_ref_7

Data_Stream_ref 8

Data_Stream_ref_9

Data_Stream_ref_10

@ 10

®) 1737636326

[#) 1737636326

030ct 11:10+00:00

030ct 11:10+00:00

030ct 11:10+00:00

030ct 11:10+00:00

030ct 11:10+00:00

030ct 11:10+00:00

030ct 11:10+00:00

metric_name_1

metric_name_2

metric_name_3

metric_name_4

metric_name_5

metric_name_6

metric_name_7

metric_name_8

metric_name_9

metric_name_10

Via clicking on the Data Stream reference within the list the last hour worth of received Data Stream metric values are

displayed on the new Metrics graph widget within the page rollout ‘Values’ tab, the partner tab containing the

Configuration details for the associated Data Stream.

Metrics (10 total)

Data_Stream_ref_1

Data_Stream_ref_2

Data_Stream_ref_3

Data_Stream_ref 4

Data_Stream_ref_5

Data_Stream_ref_6

Data_Stream_ref_7

Data_Stream_ref_8

Data_Stream_ref_9

Data_Stream_ref_10

@) 1737636326

@) 1737636326

Configuration Values

(&) <metricName>

180
120
60
0
6AM BAM 10AM 12PM 2PM
Summary
<metricName>
store_state ANY|FLS
store_state_1 ACLIFLS
SID: store_id ~[0-9](4}$

SID: store_id_1 ~[0-91{5}8

SSID: store_state

XRID: external_region
P<Region_ID>[0-9](3})

Group 1 (\D{3}-(\D{3})-(\D{3}
Region_ID frorm {(?P<Regien_Name>[a-z](3}-(?
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The current Metric values, the latest metric data received within the Data Stream, can also be added to Flow Widgets to
give the user visibility of all Data Streams associated with the Flow, not just those configured as a Target with a KPI or SLA.
Metric visibility within Flow Steps can be displayed within a mouseover pop-up.

Group by,
Flow Performance (7 total) None
Flow Performance » ST9
Configuration Performance
Common: (7)(4)4 Unassigned: 4 4 Linked Flows: |4 External Links
Start Import processing Screening Transformations Export
step 1: 9xOT 1xUT step2: 7xOT 2xUT step 3: 7xOT 3xUT step 6: 1xOF 1xUF step 7: 1xOF
with a medium with a medium
description length description 4 )
45404 ® 4ja)a (84)4 | (B4B434B434 G (@aajaa (3% 20404
(22) Data_streams_ref... (@) <metricName> Q
(22 Data_streams_ref
(2 Data_streams_ref... (_ 180
120
4
60
o
6AM 8AM 10AM 12PM 2m 4PM
4 44ja)a 44 4] (a)aaja)a

Metrics, combined with existing Targets, can also be displayed within the pop-up list associated with ‘Links’ within the Flow,

In the Links pop-up Targets are listed first followed by Metrics.

Group by
Flow Performance (7 total) None
Flow Performance » ST9
Configuration Performance
Common: (7)(4)4°  Unassigned: 4 4. Linked Flows: 4 External Links
Start Import processing Screening Transformations Export
step 1: 9xOT 1xUT step2: 7xOT 2xUT step 3: 7xOT 3xUT step 6 1xOF 1xUF step 7: 1xOF
with a medium it ium
description length description 4 )
25404 ) 274)4 (84)4 | (8434348434 | (5 .
e ~ @ QAs-0047 %) <metricName> -]
. 3 =
() QA5-0043
step 4: 7xOT = =
) Data_streams_ref... ( 180
4 aj4)4 ) Data_streams_ref...(_
120
% step 5: 7xOT with a g &
long description for
» the step
2 0
()] 4@
- 6AM 8AM 10AM 12pM 2PM 4PM
Manual Dependency Manual Dependency Manual Dependency
Test Step Test Step Test Step 3
a 42fa)a 44544 4] (@)sa)a)a
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2.4. Data Driven Dimensions

In previous versions of iControl all dimensions had to be configured as Static at the point of configuring the Flow, Target or
Data Stream. Within this latest release we have added the ability to define dynamic dimensions, dimensions whereby the
reporting values are embedded within the received stream of data.

To facilitate the collection of dynamic reporting dimension values we first have to configure the associated dynamic
dimension.

Dimension Ref:

DoD

Dimension Mame:

Data-driven

Enrichment type:

Static © Dynamic ‘

Dimension type:

© Non-Hierarchical l

Aggregation type:

l © Regular Dimension

Display properties:

Form:

© Data Stream

Order{within the form selected).

Walidation

Mandatery © Optional

Event properties:

Walidation:
Mandatory @ Optional ]

Integrity check

Extracted must match existing values

As part of the creation of a dynamic dimension the user can define whether Integrity Check is enabled:

e Integrity check: True - received dimension values are checked against existing values within the dynamic
dimension, only values that already exist are accepted and associated with the metric value received.

e Integrity check: False - all received values that conform to the Regex defined are added and associated to the
metric value received, if the dynamic dimension value is not already in the lookup table it is added.
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Once the dynamic dimension has been created and any reporting values added, the extraction of values received can be
configured within the Data Streams that receive the dimension values.

The Data Stream Create/Edit form has been enhanced into a three page ‘wizard’ similar to that already used to Create/Edit
Targets, the third page of which is used to capture both status dimensions values and the extraction requirements for

dynamic dimensions.

Reporting Dimensions

Select Application value(s):

Extract <DimensionName1> values): (Opticnal)
Extractions: 0

Value field:
example_value
Regex:

(\D{3])-(D(3])-0DI3])

Group 1 B Group 2 Group 3

here

The extracted values can consist of a complete matching Regex value received or, if the Regex is set up with group
properties, a portion of the dynamic dimension value received can be used.

Once both Metric value filters and dynamic dimension value extractions have been configured, they can be reviewed within
the associated Data Stream Configuration page.

Configuration

Summary

Data Streams (20 total)

Data Streams » Data_Stream_ref_1

Values

Data_Stream_ref_1

This data stream monitors the incoming payments queue size
BaseSearch

icdic_count_of_target_performance_by _lifecycle
<metricName>

ANY|FL$
ACLIFLS

store_state

store_state_1
Standard

APP - Application Three
APP - Application Four

SID: store_id Al0-9}4}$
SID: store_id_1 Al0-9)(5}$8
SSID: store_state Group 1 (\D{3))-(\D{3)-(\D{3})

XRID: external_region Region_ID ((?P<Region_Name>(a-z](3})-{(?P<Region_ID>[0-9){3}))
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3. Known Outstanding Issues

e BACKEND-2262: Changing Target Type must be reflected in current Target Performance lookup.

e WEB-1939: Better handle search errors on widget load/refresh; when too many searches have been
requested allow for a series of retries before displaying an improved error handler.

e WEB-1943: Better handle session expired errors, when the user has not accessed a page within iControl

and their session has expired, implement a better UX to allow the user to re-establish the connection.

WEB-2525: Incorrect visualization of prediction data.

WEB-2545: Weighted Performance/Health Score Target drill-down Modal.

WEB-3064: FilterBy/GroupBy not working for hierarchical dimension values.

WEB-3273: Weighted Performance/Health Score Target Rollout.

WEB-3301: Calendar not working in the observation graph widgets.

WEB-3486: [Dimension] Cross Parenting still exists on Dimension value creation.

WEB-3551: Widgets do not handle deleted Dimension types.

WEB-3814: [Dimension Performance] no targets click through to Target Performance list not working.

WEB-4356: [Widgets] Implementation of 'Duplicate widget' feature.

WEB-4357: [Shared dashboards] 'Pin' widget should list Shared dashboards.

WEB-4373: [Drilldowns] After deleting Dimension value unable to access Target Performance.

WEB-4374: [Aggregated Targets] Invalid NOT_SET Aggregated Target displayed in Performance.

WEB-4375: [Grouped Flow Widget] Display group by description not ref.

WEB-4376: [Target Performance] Ensure list and rollout Target Performance details updated/same.

WEB-4377: [Calendars] Add validation regarding addition of manual working/non-working same dates.

WEB-4381: [ Widgets] Improved display of 'no active targets' details.
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4. System Requirements

HCL iControl dependencies:

® Splunk Machine Learning Toolkit v5 (for Splunk 8 and above).

5. About

iControl is a product within the emerging market sector of Operations Intelligence — Technology solutions that
leverage analytics to help end-users continuously observe and manage business operations in real-time.

iControl forms part of a combined software and services solution developed by HCL Software around “Business
Process Observability” which enables its customers to observe, measure, and report on the impact of IT
performance in delivering business outcomes. Today iControl is primarily used by the project teams as an
implementation tool.

Business Process Observability enables end users to observe business relevant targets on a real-time basis and
take informed actions accordingly. It is used by Operations technology staff on a day-to-day basis to ensure
smooth running of the critical business flows to deliver end product outcomes.

Key elements of a Business Process Observability implementation are to:

Define a visual “flow” for the end-to-end business process.

Define service-level targets to set expected performance for key points within the flow.
Associate these targets with metric data provided from underlying monitoring.

Calculate real-time service-level performance and capture variance from expected levels.

6. Support

e For existing customer support, log on to support.dryice.ai
e For sales-related inquiries, please reach us at ifso-pmg@hcl-software.com
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https://hclo365.sharepoint.com/sites/IMTS/DRYiCE-iControl/Product%20Documentation/support.dryice.ai
mailto:ifso-pmg@hcl-software.com
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