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1 Preface

This section provides information about the HCL iAutomate Troubleshooting Guide and includes the following

topics.
— Intended Audience
— About This Guide
— Related Documents
— Conventions
1.1 Intended Audience

This information is intended for administrators responsible for installing, configuring, and supporting iAutomate

product.

1.2 About this Guide

This guide provides instructions to troubleshoot some of the commonly occurring issues along with the resolution

steps.

13 Related Documents

The following documents can be referenced in addition to this guide for further information on the iAutomate

platform.

— Introduction to iAutomate Guide

— iAutomate Installation Guide

— iAutomate Configuration Guide

— iAutomate Pre-Requisite Guide

14 Conventions

The following typographic conventions are used in this document:

Table 1 - Conventions

Convention

Element

Boldface

Indicates graphical user interface elements associated with an action, or terms defined in

text or the glossary

Underlined Blue Face

Indicates cross-reference and links

Italic blue

Indicates document titles, occasional emphasis, or glossary terms

Courier New (Font)

Indicates commands within a paragraph, URLs, code in examples, and paths including

onscreen text and text input from users

Numbered lists

Indicates steps in a procedure to be followed in a sequence

Bulleted lists

Indicates a list of items that is not necessarily meant to be followed in a sequence
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2 Troubleshooting Scenario

This section describes the procedure for troubleshooting the most commonly occurring issues along with their

resolution steps. The issues have been categorized based on the various components of iAutomate and are listed

below:
21 Troubleshooting for iAutomate Installer

2.1.1 Installer exe is not running

Table 2 — iAutomate Installer: Scenario 1

Issue Description Installer exe is not running

Modules Impacted iAutomate Installer

Resolution Steps:

1. Check if antivirus is not stopping the exe from running.

2. Refer to the log and exception files (available where the installer exe has been placed) for more information.

2.1.2 No file found to merge for iAutomateDB/iCustomerDB/ASPState

Table 3 - iAutomate Installer: Scenario 2

Issue Description A message “No file found to merge for iAutomateDB/iCustomerDB/ASPState” during the
installation
Modules Impacted iAutomate Installer

Resolution Steps:
1. Check if antivirus is not stopping the exe from running.

2. Refer to the log and exception files (available where the installer exe has been placed) for more information.

2.1.3 Database Details - Check Connection failure

Table 4 - iAutomate Installer: Scenario 3

Issue Description Database Details - Check Connection failure

Modules Impacted iAutomate Installer

Resolution Steps:

1. Check the connectivity to the database server.

2. Ensure that the DB port (1443) is open for communication.
3. Ensure that the username and password are entered correctly.
4

Refer to the log and exception files (available where the installer exe has been placed) for more information.

214 Server Configuration — Check User Validity failure

Table 5 - iAutomate Installer: Scenario 4

Issue Description Server Configuration — Check User Validity failure
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Modules Impacted iAutomate Installer

Resolution Steps:

1. Check if all the details have been entered correctly.
2. Ensure that the user has administrator privileges.
3. Refer to the log and exception files (available where the installer exe has been placed) for more information
2.15 Pre-requisite software checking failure
Table 6 - iAutomate Installer: Scenario 5
Issue Description Pre-Requisite Checker — Pre-requisite software checking failure
Modules Impacted iAutomate Installer
Resolution Steps:
1. Ensure that all the pre-requisite softwares are installed under the Local System under Registry.
2. Click Win+R and type regedit.msc to open Registry.
3. To check the exact path in Registry, refer to installer logs under log folder inside installer. If the user doesn’t
have access to Registry, then check in installed programs.
2.1.6 iAutomate component installation failure
Table 7 - iAutomate Installer: Scenario 6
Issue Description Installation (Final Submission) — iAutomate component installation failure
Modules Impacted iAutomate Installer

Resolution Steps:

1.
2.

If the failure is due to database, resolve the issue depending on the error message.

nm

If the error is “No module named ‘pip’”, then it could be an issue related with Python installation. Please
uninstall Python and follow the installation steps again as mentioned in pre-requisite document and ensure that
the installation is correct.

If the failure is due to components, ensure that all the pre-requisites are completed. To check the exact error,
find the complete command in the installer logs available in the log folder inside the installer.

Run that command in Command Prompt.

For e.g.: -"C:\IAUTOMATE\DATACOLLECTION\SRServices.bat" HCL.iAutomate.DC
"C:\IAUTOMATE\DataCollection\DataCollection\HCL.iAutomate.DataCollector.Service.Host.exe"

Repeat steps 3 &4 for all the respective components.

LISTENER: - <path of bat file> <service name> <path till service folder> <admin email ID> <password>

E.g.: - "C:\IAUTOMATE\LISTNER\SRServices.bat" HCL.iAutomate.Listener
"C:\IAUTOMATE\Listner\Listner\HCL.iAutomate.Listner.Service.Host.exe" test@hcl.com 123456
DATACOLLECTOR: - <path of bat file> <service name> <path till service folder> <admin email ID> <password>
E.g.: - "C:\IAUTOMATE\DATACOLLECTION\SRServices.bat"HCL.iAutomate. DC
"C:\IAUTOMATE\DataCollection\DataCollection\HCL.iAutomate.DataCollector.Service.Host.exe" test@hcl.com

123456
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

IRECOMMEND: - <path of bat file> <path till iRecommend folder> <drive letter>: <port> <admin email 1D>
<password>

E.g.: - "C:\IAUTOMATE\iRecommend\recommendBatch\irecommend_batch.bat"
"C:\IAUTOMATE\iRecommend\recommendBatch" C: 9000 test@hcl.com 123456

Entity: - <path of bat file> <path till entity folder> <drive letter>: <port> <admin email ID> <password>

E.g.: - "C:\IAUTOMATE\iRecommend\batchFile\entity_batch.bat" "C:\IAUTOMATE\iRecommend\batchFile" C:
9003 test@hcl.com 123456

IPARSE: - <path of bat file> <path till iparse folder> <drive letter>: <port> <admin email ID> <password>

E.g.: - "C:\IAUTOMATE\iParse\iparse_batch.bat" "C:\IAUTOMATE\iParse\\" C: 8006 test@hcl.com 123456
GENERIC SERVICE: - <path of bat file> <service name> <path till service folder> <admin email ID> <password>
E.g.: - "C:\IAUTOMATE\GENERICSERVICE\SRServices.bat" HCL.iAutomate.GenericExecutor
"C:\IAUTOMATE\GenericService\GenericService\HCL.iAutomate.Generic.Host.exe" test@hcl.com 123456

RBA SERVICE: - <path of bat file> <service name> <patbh till service folder> <admin email ID> <password>

E.g.:- "C:\IAUTOMATE\RBA\SRServices.bat" HCL.iAutomate.RBAComponent
"C:\IAUTOMATE\RBA\RBA\Hcl.RbaService.Component.Host.exe" test@hcl.com 123456

IRELEASE: - <path of bat file> <service name> <path till service folder> <admin email ID> <password>

E.g.:- "C:\IAUTOMATE\RELEASESERVICE\SRServices.bat" HCL.iAutomate.ReleaseService
"C:\IAUTOMATE\ReleaseService\ReleaseService\HCL.iAutomate.Release.Host.exe" test@hcl.com 123456
IUNIQUE: - <path of bat file> <path till iUnique folder> <drive letter>: <port> <admin email ID> <password>
E.g.:- "C:\IAUTOMATE\iUnique\iUnique\iunique_batch.bat" "C:\IAUTOMATE\iUnique\iUnique" C: 8009
test@hcl.com 123456

ISCRIPT: - <path of bat file> <path till iScript folder> <drive letter>: <port> <admin email ID> <password>

E.g.:- "C:\IAUTOMATE\iScript\iScript\iscript_batch.bat" "C:\IAUTOMATE\iScript\iScript\" C: 8030 test@hcl.com
123456

IKOWLEDGE BASIC: - <path of bat file> <path till iknowledge folder> <drive letter>: <port> <admin email ID>
<password>

E.g.:- "C:\IAUTOMATE\iKnowledge\iKnowledge\iknowledge_batch.bat"
"C:\IAUTOMATE\iKnowledge\iKnowledge" C: 8024 test@hcl.com 123456

IKNOWLEDGERATING: - <path of bat file> <path till crawler folder> <drive letter>: <port> <admin email D>
<password>

E.g.:- "C:\IAUTOMATE\KnowledgeRating\KnowledgeRating\Rating.bat"
"C:\IAUTOMATE\KnowledgeRating\KnowledgeRating\\" C: 8027 test@hcl.com 123456

ICRAWLER: - <path of bat file> <path till crawler folder> <drive letter>: <port> <admin email ID> <password>
E.g.:- "C:\IAUTOMATE\ADVANCEKNOWLEDGE\Crawler\crawler_install.bat"
"C:\IAUTOMATE\ADVANCEKNOWLEDGE\Crawler\" C: 9019 test@hcl.com 123456

Batch script to install IKNOWLEDGEINDEXER, IKNOWLEDGESCREENS, IKNOWLEDGESEARCH <path of bat file>
<patbh till crawler folder> <drive letter>: <port> <admin email ID> <password>

E.g.:- "C:\IAUTOMATE\ADVANCEKNOWLEDGE\\iKnowledge_batch.bat"
"C:\IAUTOMATE\ADVANCEKNOWLEDGE\” C: 9009 9013 9016 test@hcl.com 123456
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2.1.7 Database execution failure

Table 8 - iAutomate Installer: Scenario 6

Issue Description

Installation (Final Submission) — Database execution failure

Modules Impacted

iAutomate Installer

Resolution Steps:

1. |If the failure is due to database, check the error.

2. If the error is “Violation of UNIQUE KEY constraint 'IX_CodeMaster'. Cannot insert duplicate key in object

'dbo.CodeMaster'. The duplicate key value is (secret manager).”, then it is issue due to multiple times execution

of DB scripts.

3. Toresolve this error, go to iAutomateDB database and run below command.

4. After executing the above script, run the installer again.

5. If the same issue persists, then perform the above steps again.

22 Troubleshooting for BaseUIl (Web Application)

2.2.1 iAutomate website took too long to respond

Table 9 — Base Ul: Scenario 1

Issue Description

iAutomate website took too long to respond.

B

This site can’t be reached
_took too long to respond.

Try:
« Checking the connection
« Checking the proxy and the firewall
« Running Windows Network Diagnostics

ERR_CONNECTION_TIMED_QUT

Figure 1 — Website Not Working

Modules Impacted

Web Application

Probable Root Cause

Issue with IS
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Resolution Steps:
1. Ensure that lISis running on the Web Server
2. Ensure that iAutomateAppPool is running under the Application Pools

3. Ensure that HCLiAutomateBaseUl, HCLiAutomateWebAPI, HCLiAutomateKRS is running under sites section

2.2.2 Invalid Login Attempt on iAutomate Website

Table 10 - Base Ul: Scenario 2

Issue Description Invalid Login Attempt on iAutomate Website.

HCL iAutomate

Please enter your credentials @

‘ HCL iAutomate uses Al to analyze
tickets and identifies automation
i o sthempt candidates within hours. It
continuously learns and drives the
automation process, thereby

automating the process of
automation itself.

Figure 2 — Login Attempt

Modules Impacted Web Application

Probable Root Cause Incorrect Password entered by user

Resolution Steps:

1. Ensure that correct user id and password are entered for login.

223 User Not Found while login
Table 11 - Base Ul: Scenario 3
Issue Description User Not Found while logging into the application
Modules Impacted Web Application
Probable Root Cause User does not have access to iAutomate application

Resolution Steps:
1. Logininto iAutomate using Super Administrator credentials.
2. Goto RBAC - User Management.

3. Create new users using + option.
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Figure 3 — Add New User
N -}
E
Figure 4 - Add New User (Cont.)
2.2.4 SOAP Certificate Negotiation Failure
Table 12 - Base Ul: Scenario 4
Issue Description Error message “SOAP Certificate Negotiation Failure” appears in Component Log Screen of
BaseUl
Modules Impacted Web Application
Probable Root Cause HclTech.iautomate.Web certificate is not present in MMC - Local Machine - Trusted
People.

Resolution Steps:
1. Although the certificate is installed by the installer when its exe runs but verify if the same is present in the
system.

2. Press win+R and type mmc. Click Ok.
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= Run X

@ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: ‘ mmc v

oK Cancel Browse...

Figure 5 — Certificate

[@ Console1 - [Console Roat] = o bed

@ File Action View Favorites Window Help |_ & x
«= m = B

" Console Raot Name | Actions
There are no items to show in this view.

Figure 6 - Certificate Wizard (cont.)

3. Click File -> Add/Remove shap-in.

& Console1 - [Consal o S x ] — (=] x
@ File Action View - F %
P Y You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins.

For p-ins, i nfigure which extensions X
(] Console Root Available snap-ins: Selected snop-ins:
Snap-in Vendor [H console R.. Edit Extensions...
s ActiveX Control Microsoft Co.. Actions »
y Remove
[T authorization Man.. Microsoft Co..
Gl Certificates Microsoft Co...
. Component Services  Microsoft Co... Move Up
ﬂcampuw Manage.. Microsoft Co..
& Device Manager Microsoft Co... Add > McveBov
£ Disk Management  Microsoft an...
& event Viewer Microsoft Co...
[ Folder Microsoft Co..
=/ Group Policy Objec..  Microsoft Co..
&, 1P Security Monitor  Microsoft Co..
&, 1P security Policy M..  Microsaft Co..
2] Link to Web Address  Microsoft Co.. Advanced..
Description:
The ActiveX Control snap-in enables you to add an MMC node with a results view containing an ActiveX control.

Figure 7 - Certificate Wizard (cont.)

4. Double Click on Certificates.
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[ Consolet - [Console

Al as Damnu Cannine

B File Action View | Certificates snap-in _lalx
1 Y cted set of snap-ins.
| @ = { p
T This snap-in will svays manage certificates for: —_—
_| Console Root ?
r My user account k
‘Service account Edit Extensions... bol -
& Actions »

0 Computer acoount

Next > Cancal

g
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Remove

Advanced..

Figure 8 - Certificate Wizard (cont.)

5. First Click Computer Account, click Next and then Click Finish. At last, Click Ok.

6. Expand Certificates then expand Trusted People and Certificate.

7. Confirm that HclTech.iautomate.Web is available on the screen.

@ Consol onsole K ertificates (Local Computer\Trusted People\Certificates]
@& File Action View Favorites Window Help

o 2m {RLXEE HE

v [ Certificates (Local Compt Issued To Issued By Expiration Date
i Parsorial 2,IHCLiAutomate Root Agency 1/1/2040
1 Trusted Root Certifice || Qg4 recy e 1/1/2040
Enterprise Trust LolhiTech, 11772080
1 Intermediate Certfice || % BE S302122
Trusted Publishers i frweln
[5)Root Agency Root Agency 1/1/2040

Untrusted Certificate:
2 Third-Party Root Cert
v [ Trusted People
. Certificates
. Client Authentication
Preview Build Roots
1 Test Roots
| AAD Token Issuer
) Other People
- eSIM Certification Au
Homegroup Machine
OEM eSIM Certificatic
] Passpoint Trusted Ro
1 Remote Desktop
1 Certificate Enrollmen
2 Smart Card Trusted R
I

Intendec|
<All>
<All>
<All> |
Encryptiy
<Al> |

Trusted People store contains 5 certificates.

Figure 9 - Certificate Wizard (cont.)

Actions
More Actions

HdTechiautomate App

More Actions

2.25 User is not authorized to access iAutomate

Table 13 - Base Ul: Scenario 5

Issue Description User is not authorized to access iAutomate

Modules Impacted Web Application

Probable Root Cause

Key Rotation Service (KRS) may not be working

Related Documentation

Troubleshooting Steps for Key Rotation Service (KRS)
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Resolution Steps:

1. Tovalidate if KRS is working, check if KRS WSDL is loading by to URL http://<LB IP>:<port>/KeyManagement.svc.

this using the sveutilexe toal from the command line with the following syntax.

Figure 10 — Key Rotation Service

2. If the user gets Bad Request message, it means that KRS is not working.

3. Referto Troubleshooting Steps for Key Rotation Service (KRS) (Web APl component) for more information.

2.2.6 “Application Error Occurred” during runbooks import

Table 14 - Base Ul: Scenario 6

Issue Description

Error message “Application Error Occurred” under Manage Runbooks section while

importing the runbooks.

v

ERROR ENCOUNTERED!

something has gone wrong

We're unable to fulfill your request. Rest assured we have been notified
and are looking into the issue.

Figure 11 — Application Error screen

Modules Impacted

Recommend service, iParse, Generic Service, RBA Service, Release service

Probable Root Cause

Pre-requisite Microsoft ACE OLEDB v12.0 not installed

Resolution Steps:

— Install Microsoft ACE OLEDB v12.0 on the web server.
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2.2.7 Entity Model build unsuccessful

Table 15 - Base Ul: Scenario 7

Issue Description Entity Model build unsuccessful
Modules Impacted Recommend service, iParse, Generic Service, RBA Service, Release service
Probable Root Cause HCL.iAutomate.Entity service may not be running

Resolution Steps:
1. Press Win+R and type services.msc.

2. Click OK to open Windows Services.

23 (Winéd)
OpenSSL/1Oh mod_wigVA&s
Python/26

Eaenaed (Sandund]

Figure 12 - Entity Model Build Unsuccessful

3. Check if the status of the service HCL.iAutomate.Entity is Running.

4. If the service is running, then check logs in Reports 2 Component Log for more information.

2.2.8 Localhost redirected too many times

Table 16 - Base Ul: Scenario 8

Issue Description Localhost redirected you too many times.

This page isn’t working
localhost redirected you too many times.
Try clearing your cookies.

ERR_TOO_MANY_REDIRECTS

Figure 13 - Base Ul Issue
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Modules Impacted Web Application

Probable Root Cause HclTech.iautomate.Web certificate is not present

Resolution Steps:

1. Refer to the file global.aspx to see the exact error.

2. If the error message is “Unable to connect to SQL Server session database’. The connection string (server=",
database='ASPState')  was returned by an instance  of  the IPartitionResolver  type
“iAutomateWeb.App_Code.ConnectionStringResolver”, this implies that either HclTech.iautomate.Web
certificate is not present in MMC - Local Machine - Trusted People or the certificate is corrupted. Go to step
3.

3. Refer to section “SOAP Certificate Negotiation Failure” to verify the presence of certificate.

2.29 Identity Server is not opening while login
Table 17 - Base Ul: Scenario 9
Issue Description Identity Server is not opening while user is trying to login into iAutomate
£
<«
Workspace ONE"
vmware
Figure 14 - Identity Server is not opening
Modules Impacted Web Application
Probable Root Cause Identity Server URL is incorrect
Resolution Steps:
—  Ensure that the identity server URL is correct
2.2.10 Unauthorized Access while login

Table 18 - Base Ul: Scenario 10

Issue Description
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file:///C:/Users/sweta.gupta/Documents/Work/iAutomate/iAutomate%206.1/Final%20Documents-%20reviewed%20by%20Sweta/SOAP_Certificate_Negotiation%23_

Unauthorized Access while logging into iAutomate

HCL iAutomate

Please enter your credentials @

HCL iAutomate uses Al to analyze
tickets and identifies automation
Unauthorized Access candidates within hours. It
continuously learns and drives the
“ automation process, thereby
automating the process of

automation itself.

Figure 15 - Unauthorized Access while logging into iAutomate

Modules Impacted

Web Application

Probable Root Cause

Login User Id and Identity Server User Id are not same

Resolution Steps:

— Enter the same login user id in Identity server that is used for login into iAutomate

2.2.11 Not Able to load css /js of website

Table 19 - Base Ul: Scenario 11

Issue Description

Not Able to load css /js of website when site on load Balancer.

| Email

Next

Figure 16 — Site

Press F12 and see if below error exists on console.

[% @] FEements Console Sources Network FPerformance Memory Application  Securty  Audits

ultlevels ¥ # Gr

21/ (19calhost ;4200 /aode sodules /Fronle-editor/cec/Fronla egitor. pkgd.min.csc' because its MIME type ('text/html') is not 8 supported stylesheet MIME

de_modulesfont -avesome /c

awesome,min.css' because its M MIME type, and

host ;4200 node_medules/Fropla-editer/css/Froala editor.pked.min lesheet MIME

t:4200/node_modules | font -awe:

font -awesone min.cs5"

—

Figure 17 — BaseUl Error

Modules Impacted

Web Application

Probable Root Cause

Port forwarding in Load balancer should be 443 to different port.
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Resolution Steps:
1. Ensure that correct Port forwarding is configured in Load balancer 443 to 443.

2. Ensure that the Permission is given to BASEUI folder.

2.2.12 Unauthorized: Access denied due to invalid credentials

Table 20 - Base Ul: Scenario 12

Issue Description Web Site gives unauthorized access when opening from another site/Application.

Server Error

401 - Unauthorized: Access is denied due to invalid credentials. ‘

You do not have permission to view this directory or page using the credentials that you supplied.

Figure 18 - Login Attempt

Modules Impacted Web Application

Probable Root Cause Due to invalid URL Referrer

Resolution Steps:
1. Search ValidUrIReferrer key in web.config of BaseUl site.

2. Add valid URL of another site/application pipe separated as a value of key “ValidUrIReferrer”.

2.2.13 Unable to Login
Table 21 - Base Ul: Scenario 13
Issue description Unable to login because the account has been locked.
Modules impacted Web application
Probable root cause Admin is locked.

HCL iAutomate

Please enter your credentials @

HCL iAutomate uses Al to analyze
tickets and identifies automation
candidates within hours. It
continuously learns and drives the
automation process, thereby
automating the process of

Figure 19 — Account Lock Out Error

Resolution steps
1. Select * from UserMaster
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2. Update UserMaster set NoOfUnsuccessfulAttempts='0' where Userld='1"

2.2.14 Unable to open Chat popup for AEX

Table 22 - Base Ul: Scenario 14

Issue description Unable to open chat popup on Tickets screen due to content blocked.
Modules impacted Web application
Probable root cause AEX URL needs to be added in config.

B

This content is blocked. Contact the site owner to fix the issue.

Figure 20 — Chat popup blocked

Resolution steps:

1. Go to page Advance Configuration-> Google Custom Search API/AEX API Details and click on AEX API tab. Copy
the value of AEX URL.

2. Go to Web.config of BaseUI.

3. Search for key ‘Content-Security-Policy’

4. Now paste the value frame-src <AEX URL>; at the end of the value of this key.
Eg: <add name="Content-Security-Policy" value="default-src 'self'; font-src 'self' data: fonts.gstatic.com; script-
src 'self' data: https: data: http:; connect-src * 'self'; img-src * 'self' data: https: data: http:;object-src

'none';frame-src https://aexurl.;" />
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23 Troubleshooting Steps for Key Rotation Service (KRS) (Web APl component)

23.1 KRS is unable to provide the key due to IIS configuration issue

Table 23 - Key Rotation Service (KRS): Scenario 3

Issue Description

KRS is not working as its unable to provide the key.

HTTP Error 404,17 - Not Found
The requested content appears to be script and will not be served by the static file handler,

Most likely causes:
« The request matched a wildeard mime map. The raquest is mapped t the static file handler, If there were different pre-conditions, the request wil map to a different handler,

Things you can try:
« If you want to sarve this content as a static file, add an explicit MIME map.

Detailed Error Information:

Module  StaticfileModule

Motification  ExecuteRequestHandler Physical Path  C:AAUTOMATES 0\WebAPT_20190508_134556064\KMS Ke yManagement sve
Handler  staticFile Logon Method  Anonymous
Error Code  DxB0070032 Logon User  Anshymeus

More Information:

and a wildeard MIME map can unintentionally cause serving script source.

Figure 21 - KRS is not working

Modules Impacted

iAutomate along with all the components

Probable Root Cause

MIME Type Error — IS has not been configured properly

Resolution Steps:

1. Go to Control Panel and turn on Windows Features.

Click on Next until user finds .Net Framework 4.6 Features (Installed).

2
3. Expand it and find WCF Services.
4

Expand WCF Services and enable HTTP Activation.
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FRICIM NET Framework 3.5 Features (2 of 3 installed)

o .MET Framework 2.5 (includes .NET 2.0 and 3.0}

« | HTTF Activation (Installed)

] Man-HTTP Activation
4 |+ NET Framework 4.0 Features (Installed)

| .MET Framework 4.6 (Installed)

o ASP.NET 4.6 (Installed)

4 & WCF Services (Installed)

HTTP Activation (Installed)
Message Queuing (M3MQ) Activation (Inst:
Mamed Pipe Activation (Installed)
TCP Activation (Installed)
TCP Port Sharing (Installed)
Background Intelligent Transfer Service (BITS)
BitLocker Drive Encryption
BitLocker Network Unlock
BranchCache

&ISA S S

ient for NFS
ontainers

100004

Figure 22 - KRS is not working (cont.)

5. Install and check for WSDL again.

2.3.2 KRS is unable to provide the key due to IS issue

Table 24 - Key Rotation Service (KRS): Scenario 4

Issue Description

KRS is not working as its unable to provide the key

Modules Impacted

iAutomate along with all the components

Probable Root Cause

Issue with IS

Resolution Steps:

If the steps mentioned in Scenarios 2 and 3 are performed and still WSDL of KRS is not loading successfully, it implies that

issues are with IIS.

1. Press Win+R, type inetmgr and click OK.

2. GotollS andsee if KRS is running. If there is any issue in IS, try hosting KRS on different port and they try running

the WSDL. If WSDL loads successfully, it implies that issue is with IS.

3. Contact the System Administrator.

233 KRS is unable to provide the key due to Padding issue

Table 25 - Key Rotation Service (KRS): Scenario 5

Issue Description

KRS is not working as its unable to provide the key

Modules Impacted

iAutomate along with all the components

Probable Root Cause

Padding is invalid and can’t be removed due to discrepancy in generated keys

Resolution Steps:

1. Checkthe log file of KRS. But first, the logger state needs to be set to 1 in the config file of KRS. Perform the following

steps.
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el

a. Press Win+R and type inetmgr.

b. Click OK to open IIS.

= Run *

=7 Typethe name of a program, folder, document, or Internet
5] * a program, fold
resource, and Windows will open it for you.

Oper: D 7]

Figure 23 - KRS is Not Working

c. Expand Sites and click HCLiAutomateKRS
d. Expand HCLiAutomateKRS and click right click on HCLiAutomateKRS and click Explore.

w Internet Information Serviess (11S) Manager — [m] X
N . - e
File  View Help
=== q Sites
Q- 78 @ Add Website...
Filter: + % Go - (Showll | Groupby: No Grouping = Set Website Defaults...
v
Hel
L2 Application Pools Name D Status Binding Pat ® rep
vial Stes @ Helidutomate... 3 Started (ht... *:80 (http) DA
» @ HCLibutomateBasell | @ HeLiautomate... 1 Started (ht...  *:808S (http) oA
~ @ HCLiAutomatekRS @ HCLidutomate... 2 Started (ht...  *:8080 (http) DA
| »-[1 App_Code
| > bin
» -1 Contents
» -] MasterPage
| » = scripts
> @ HCLiAutomateWEBAP
< >
. »| Dl Ferarervio & Contere i
Ready

Figure 24 - KRS is not working (cont.)

e. Find Web.config file and open it in Notepad.

¥ Web.config .

Figure 25 - KRS is Not Working (cont.)

f.  Find the key Logger and change its value from 0 to 1.

2. To open the log file of KRS, perform the following steps:

a. Press Win+R and type inetmgr.
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b. Click OK to open IIS.

2 Run o

E\ Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Oper: [ 7]

Figure 26 - KRS is not working (cont.)

c. Expand Sites and click HCLiAutomateKkRS.
d. Expand HCLiAutomateKRS and right-click on HCLiAutomateKRS.

e. Click Explore.

&3 Internet Information Services (115) Manager — O x
© 0 L. s FERLE
File  View Help
Connections | Actions
ea Sites
- 28 @ Add Website...
v% Filter - % Go - GhshowAll |Groupby: NoGrouping = et Websie Delaili
Help
L2 Application Paols Name D Status Binding ot || @ Help
v 8 Sites @ HClidutomate.., 3 Started (ht...  *:80 (hitp) D\
» @@ HCLifutomateBaseUl| | @ HeLiautomate.. 1 Started (ht..  *:8085 (http) DA
~ @ HCLisutomatekRS @ HCLidutomate... 2 Started (ht.. /8080 (http) DA
i > -0 App_Code
» -] bin
» -] Contents
> | MasterPage
| » -3 scripts
> @ HCLifutomateWEBAP
< >
. »| ElFemmrvie i@ Comrt i

Figure 27 - KRS is not working (cont.)

f.  Find the folder bin and open it.
g. Find Web.config file and open it in Notepad.

bin 8/20/2019 11:25 AM  File folder

Figure 28 - KRS is not working (cont.)

h. Find folder ‘KRSLog’ and open it.
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i.  If KRSLog folder is missing, it implies that KRS is not getting hit by the components. It also implies that the KRS
URL is not correctly mentioned in the config file of all components. Correct URL should be http://<website
IP>:<port of KRS>/KeyManagement.svc

j. Find the file ‘KeyManagementServicelog’ and open it in Notepad.

k. Read the log file. If the error message reads ‘padding is invalid and cannot be removed’, it is due to the
discrepancy in keys.

3. Ifthereis no padding error, refer to the log file for more information about the issue and proceed accordingly.

24 Troubleshooting Steps for iAutomate WEB API

24.1 WEB API is not running

Table 26 - iAutomate WEB API: Scenario 1

Issue Description WEB APl is not running

Modules Impacted Web API

Resolution Steps:
1. Press Win+R and type inetmgr
2. Click OK to open lIS.

I Run >

=7  Typethe name of a program, folder, document, or Internet
==t resource, and Windows will cpen it for you.

Cancel Browse...

Figure 29 - WEB APl is Not Running

3. Expand Sites and click HCLiAutomateWEBAPI.
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- ~
ﬁ Intemet Information Services (I1S) Manager — m] X
@0 o M. .. . ciooomeweesel » @« % @

File View Help
HCLiAutomateWEBAPI Home
Q-2 -3 o 2 Explore
Start Page || Fiker + % Go - (g ShowAll | Group by: Area -E- Edit Permissions.
Edit Sit
2 Application Pools ASP.NET a A = -
v (8] Sites - & p 3 T indings
> @ HCLiutomateBaseUl 3 Z (&] 9 F 2 B Basic Settings.
> @ HCLiAutomatekRS NET NET NET Error NET {NET Profile .NET Roles View Applications
) > @ HCLiAutomateWEBAP| Authorizat.. Compilation Pages Globalization View Virtual Directories
A {
H K = ] gl
NET Trust  \NET Users  Application Connection Machine Key Pages and © Restart
Levels Settings Strings Controls P sStart
l a ‘ E | op
— Browse Website
Providers ~ Session State SMTP E-mail (8] Browse *:8000 (http)
Advanced Settings...
s -~
« 2 \ Configure
2 R = B A [a v e
|
> : Features View |i. Content View @ Hep

Figure 30 - WEB APl is not running (cont.)

4. If Start under Manage Website section is enabled, click Start to start the services.

5. Iftheissue persists, contact the System Administrator.

24.2 WEB API service - No response received

Table 27 - iAutomate WEB API: Scenario 2

Issue Description WEB API service is running, yet there is no response received

Modules Impacted Authentication Failure

Resolution Steps:
1. Ensure that the credentials used for calling the APl are correct.
2. Ensure that the input json which is being supplied as input to APl is in the correct format.

Sample JSON request:

243 Method Error Occurred

Table 28 - iAutomate WEB API: Scenario 3

Issue Description
Error message Method Error Occurred appears in the Component Log screen of Web API.

‘ St S ¥ ST _

INFO Job Idis Null iAutomate\Web WebAPI.Controller RequestCo._.  {"ThreadName™"Loglnfo:updateR

InProgress, "data":"UpdateRunbockStatus : -
method error occured.”}

)

Figure 31 - Method Error in the Component Log
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Modules Impacted Provided JSON may not be in correct format

Resolution Steps:
1. Open Postman and paste the desired URL.
2. Select the method type as PUT and provide input JSON in Body section. Provide valid credentials for Basic

Authentication and click Send.

Autnorzation Hesders (@) Goay®  PrersquesSompt  Tess Cookies Code

® rone ® cvmewformeuriencoded @ raw @ binary  JSON (applicaviendjser) = Gesus ™

Figure 32 - Method Error in the Component Log

3. Ifthe response error is as mentioned below, it implies that the JSON input is not in single quotes.

If following error occurred:

4. Correct Format of JSON:

24.4 Unable to reach API
Table 29 - iAutomate WEB API: Scenario 4
Issue Description Unable to get response from RBA Tool
Modules Impacted ExecuteRunbook

Probable root cause

Push notification is not turned ON.
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“Date Format - (AWDDIYYYY hhemm:zs)in UTC | 8 Aulo Refresh O

Logs
m INTERACTION ID RUNBOOK NAME LOG DATE TIME RUNBOOK STATUS STATUS REASON

INC3820355 20008f00-8508-4ef2-adoo- Diskeapacity 3/17i2023 12.27:30 PM in Frogress (AP is not Reachable) Remarks: NotFaund hitp status code
83726751206 received for incident: 6881 having
runbook: T0s8bB0o-4221-4874-80b3-
660033201704 for toal: Seorchial. Not
Foung,
view less

INC2220355 '20008100-8508-422-adce- Diskeapacity 301712023 12.27:35 PM in Progress {Fetching Status) Picked for status update from the REA
83726751208 tool
viewless
INC3220355 ‘20008f00-8568-4212-dco- Diskeapacity 31772023 11:25:20 AM interaction ID Generated (Run book In
83726751206 Progress)

Figure 33 — NotFound http Status Code

Resolution Steps
1. Go to ExecuteRunbook Job = Turn ON execute runbook JOB.

2. This is applicable only for Ansible and Scorch.

25 Troubleshooting Steps for Listener

251 “Jobs are not getting picked” due to Listener Service issue

Table 30 - Listener: Scenario 1

Issue Description Error message “Not able to reach the component” appears on Actions = Manage Jobs = Job Log

screen for the respective Job

Modules Impacted Data collector, Recommendation, iParse, Generic, RBA, Release, Unique

Probable Root Cause Listener service is not up and running.

Resolution Steps:
1. Press Win+R and type services.msc.

2. Click OK to open the Windows Services.

= Run *

=7 Typethe name of a program, folder, document, or Internet
E resource, and Windows will open it for you,

Open: | SEMVICES.MSC -

Cancel Browse...

”

Figure 34 - Error message “Not able to reach the component

3. Find the service HCL.iAutomate.Listener and select it.
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4, Services

File Action View Help
e |EE = HEl > en e

<, Services (Local)

1 Services (Local)

Apache2.4 Name Description  Status  Startup Type  Log On As
G ActiveX Installer (AxinstsV) Provides Us.. Manual Lacal System

Stop the service &

Rectart the cerice G Adobe Flash Player Update Service This service Manuzl Local System
Gl airtel, OUC Automatic Lecal System
£ Alloyn Router Service Routes Alllo Manual (Trig...  Local Service

Description: X Apache/24... Running Automatic Local System
gz?nh;’jifzﬁwmw App Readiness Gets apps re. Manual Local System
) Application Host Helper Service Providesad.. Running  Automatic Local System
Application Identity Determines .. Manual (Trig..  Local Service
Gl Application Information Facilitatest..  Running  Manual (Trig... Lecal System
Application Layer Gateway Service Provides su... Manual Lacal Service
) Application Management Processesin... Manuzl Local System
) AppX Deplayment Service (AppXSVC) Provides inf... Manual Lacal System
£ ASP.NET State Service Provides su... Manuzl Network Service
0 AssignedAccesshanager Service AssignedAc... Manual Lacal System
£ Auto Time Zone Updater Automatica, Disabled Local Service
‘€ Background Intelligent Transfer Service Transfers fil.. Manual Lacal System
ckground Tasks Infrastructure Service Windows in.. Running  Automatic Local System
se Filtering Engine The BaseFil.. Running  Automatic Local Service

L BES Client
1 BitLocker Drive Encryption Service
Locker Management Client Service

Facilitates u... Running
BDESVC hos... Running
BitLocker M. Running

Automatic (D.

Manual (Trig..
Automatic (D..

Local System
Local System
Local System

ck Level Backup Engine Service The WBENG... Manual Local System

Blue Coat Unified Agent ProvidesW.. Running  Automatic Local System
). Bluctooth Handsfree Service Enableswir.. Running  Manual (Trig...  Local Service
51 Bluetooth Support Service The Bluetoo... Running  Manual (Trig..  Local Service
L BranchCache This service Manual Network Service
6. Capability Access Manager Service Provides fac... Manual Local System
£k Certificate Propagation Copies user .. Running  Automatic Local System
1. Cisco AnyConnect Netwark Access Manager

Establishes.. Running  Automatic Local System

Eutended { Srandard

Figure 35 - Error message “Not able to reach the component” (cont.)

4. Click Start to start the service.

Stop the service
Restart the service

Lol TN Lo T PPV S . . 1T peonpapptn

Figure 36 - Error message “Not able to reach the component” (cont.)

2.5.2 “Not able to reach the component” due to the Stored Procedure issue

Table 31 - Listener: Scenario 2

Issue Description Error message “Not able to reach the component” appears on Actions = Manage Jobs = Job

Log screen for the respective Job

Modules Impacted Data collector, Recommendation, iParse, Generic, RBA, Release, Unique

Probable Root Cause Related Stored Procedure is not giving the data.

Resolution Steps:
1. Goto SQL Server Management Studio.
2. Go to iAutomateDB and run the Stored Procedure ‘GetlobToRunDetails’ and check if it is providing relevant
data for the component jobs. If that is not the case, contact the System Administrator.
3. The query to execute the Stored Procedure is:

4. exec GetJobToRunDetails ‘Y’,’Component_Code’,’Encrypted_Key’.
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253 “Not able to reach the component” due to KRS issue

Table 32 - Listener: Scenario 3

Issue Description Error message “Not able to reach the component” appears on Actions - Manage Jobs - Job

Log screen for the respective Job

Modules Impacted Data collector, Recommendation, iParse, Generic, RBA, Release, Unique

Probable Root Cause Issue in Key Rotation Service (KRS)

Resolution Steps:
If the Listener service is up and running and SP ‘GetJobToRunDetails’ is having right set of data, then check the Listener logs.
Perform the following steps:

1. Press Win+R and type services.msc.

= Run =

= Typethe name of a program, folder, document, or Internet
rescurce, and Windows will open it for you,

Open: | SEMVICES.MSC v

Cancel Browse...

Figure 37 - Issue in Key Rotation Service (KRS)

2. Click OK to open Windows Services.

(% Services

File Action View Help
CE EENEN I

% Senvices (Local) | [72 Senvices (Local)
Apache2.4 Name " Description  Stetus  StartupType  Log OnAs
&) ActiveX Installer (AxinstSV) Provides Us... Manual Local System
%;iﬂfh‘:';‘gr‘:ﬁ C:Q;Adnbaﬂash Player Update Service This service . Manual Local System
Ghairtel. QUC Automatic Local System
. Allloyn Router Service Manual (Trig... Local Service
Description: Apache? 4 A Running  Automatic
é‘;i;g?ff;ﬁgz’fw'”m i App Readiness Gets apps Manual Local System
&) Application Host Helper Service Providesad.. Running  Automatic Local System
€ Application Identity Determines .. Manual (Trig...  Local Service
&) Application Information Facilitates t..  Running  Manual (Trig.. Local System
& Application Layer Gatewsy Service Provides su... Manual Local Service
&, Application Management Processes in... Manual Local System
Q;App)( Deployment Service (AppXSVC) Provides inf... Manual Local System
{6, ASP.NET State Service Provides su... Manual Network Service
&) AssignedAccessManager Senvice AssignedAc.. Manual Local System
Q;Aulu Time Zone Updater Automatica... Disabled Local Service
G;):Backgmund Intelligent Transfer Service Transfers fil... Manual Local System
&) Background Tasks Infrastructure Service Windows in... Running  Automatic Local System
&), Base Filtering Engine TheBaseFil.. Running Automatic  Local Service
1€, BES Client Facilitates u.. Running  Automatic (D... Local System
Q;Blt\_ocker Drive Encryption Service BDESVC hos.. Running  Manual (Trig.. Local System
€, BitL ocker Management Client Service BitLocker M. Running  Automatic (D... Local System
&, Block Level Backup Engine Service The WEENG... Manual Local System
€}, Blue Coat Unified Agent ProvidesW.. Running Automatic  Local System
@;Blua'math Handsfree Service Enableswir., Running  Manual (Trig.. Local Service
€} Bluetooth Support Service The Bluetoo... Running  Manual (Trig... Local Service
& BranchCache This service .. Manual Metwark Service
Q;CapabmtyAuEss Manager Service Provides fac... Manual Local System
{6 Cetificate Propagation Copiesuser... Running Automatic Local System
&), Cisco AnyConnect Network Access Manager Establishes.. Running  Automatic Local System
e ——————————————————————

Figure 38 - Issue in Key Rotation Service (KRS) (cont.)
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3. Click on any of the listed services. Type ‘H’ and search for HCL.iAutomate.Listener.

4. Right-click HCL.iAutomate.Listener service and click Properties.

Lo Services

File  Action  ‘Wiew Help

e | FEc= HE venp

© Services (Local)

. Services (Local)

HCL.iAutomate.Listener

Stop the service
Restart the service

Marne

EhLHCLidutornate DC

{EL HCLidutomate EntityMadel
-.E::).;HCL.iAutomate.GenericExecutor
-.S:)_;HCL.iAutomate.iParse
-.51')_;HCL.iAutomate.iRecommend
-.,‘::) HEL ifutamate.iUniqu

THC i 1t
{ChHCLiAutomate RBACompane
-.S:)_;HCL.iAutomate.ReIeaseSewicu
-\,‘:,:).;Human Interface Dewvice Servii
-.S:)_;HV Host Service
-.E::).;Hyper—\i Data Exchange Servic
-.S:)_;Hyper—\f Guest Service Interfar
-.E",) Hyper-¥ Guest Shutdown Ser
-.S:)_;Hyper—\f Heartheat Service
-.:)_;Hyper-\i Fowvershell Direct Ser
-S,') Hyper-¥ Rernote Desktop Virt
-Q_;Hyper-\i Time Synchronizatiol
-\,‘:L').;Hyper—\u" Wolurne Shadow Cop

Start

Stop
Pause
Resume

Restart

All Tasks
Refresh
Properties

Help

Figure 39 - Issue

in Key Rotation Service (KRS) (cont.)

5. Copy the value mentioned in Path to executable as shown in the image below:

HCLiAutormate Listener Properties (Local Computer)

General LogOn  Recovery

Dependencies

Service name: HCL.itutomate. Listener
Drizplay name: HCL.itutormate. Listener
Dreszcription:

AMEGENHCL Wutomate, Listner. S ervice.Host exe

Startup type: Automatic i
Service status: Funning
Start Stop Fauze Fezume

‘Y'ou can specify the start paral
from here.

meters that apply when wou start the service

I Ok, I Canicel Apply

Figure 40 - Issue

in Key Rotation Service (KRS) (cont.)
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6. Open File Explorer then paste the copied path and press Enter to open the desired folder.

7. Search for folder ListnerLogs and open it. Inside this folder, find folder Listner and open it. Inside it, find the
latest text file (txt) with a name starting with ‘iAutomate.Listner’. This is the log file.

8. Open the log file and check for the error mentioned below. This error implies that the URL of KRS in the config

file of listener is either incorrect or not working properly.

|2019/88/20 15:53:45 : [ERROR] : Error in Call4PI:Error converting value ~There was no endpoint listening at http: /N ::: could
accept the message. This is often caused by an incorrect address or SOAP action. See Innec@xception, if present, for sore details.” to type
*System.Collections.Generdc List 1[HCL, iAutomate, Entities.Data]". Path 'data”, line 1, position 496. to process Listrer at time:B/20/2009 3:53:46 PM

20098528 15:53:47 : [INFO] : Failed to get reponse from API

20098828 15:53:47 : [INFO] : Error in Renlistnerforlob is for cemtral config varaibles and object ListnerServiceParam,ListnerService in class file StartupClass

Figure 41 - Issue in Key Rotation Service (KRS) (cont.)

To find the URL from the config file of listener, perform the below steps:

1. Press Win+R and type services.msc.

I Run =

Type the name of a program, felder, document, or Internet

=1 resource, and Windows will open it for you,
Open: | SEMVICES.MSC v

Cancel Browse...

Figure 42 - Issue in Key Rotation Service (KRS) (cont.)

2. Click OK to open Windows Services.
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G Services
File Action View Help

Lk B HE »® 0w
£, Services (Local)

Apache24 Name " Description  Status  StotupType  Log OnAs
), Activex Installer (AxinstsV) Provides Us.. Manual Local System

ﬁ‘:ﬁ:rs‘g:\:ﬁ @,Adobe Flash Player Update Service This service .. Manual Local System
Ghairtel. OUC Automatic  Local System
@,A\\Joyn Router Service Routes Alllo, Manual (Tri Local Service

Description: e

g‘;i;g;ﬁ:égﬁwmw -:},App Readiness Gets apps re... Manual Local System
&), Application Host Helper Service Providesad.. Running Automatic  Local System
&), Application Identity Determines .. Manual (Trig... Local Service
&), Application Information Facilitstest.. Running Manual (Trig.. ~Local System
&), Application Layer Gateway Service Provides su. Manual Local Service
&), Application Management Processesin... Manual Local System
£}, AppX Deployment Service (AppSYC) Providles inf... Manual Local System
EQ,ASP‘NEF State Service Provides su... Manual Network Service
£}, AssignedAccesshanager Service AssignedAc... Manual Local System
&), Auto Time Zone Updater Automatica., Disabled Local Service
£ Background Intelligent Transfer Service Transfers fil.. Manual Local System
&}, Background Tasks Infrastructure Service Windows in... Running Automatic  Local System
€}, Base Filtering Engine TheBaseFil.. Running Automatic  Local Service
65, BES Client Facilitates u.. Running  Automatic (D... LocalSystem
€}, BitLocker Drive Encryption Service BDESVC hos... Running  Manual (Trig.. Local System
€0, BitL acker Management Client Service BitLocker M... Running Automatic (D... LocalSystem
€}, Block Level Backup Engine Service The WBENG... Manual Local System
@,Blua Coat Unified Agent Provides W.. Running  Automatic Local System
), Bluetooth Handsfree Service Enableswir.. Running  Manual (Trig..  Local Service
@,Bluetooth Support Service The Bluetoo... Running  Manual (Trig...  Local Service
G BranchCache This senice . Manual Metwork Service
@,Capabmty Access Manager Service Provides fac... Manual Local System
), Certificate Propagation Copies user.. Running Automatic  Local System
@,C\sco AnyConnect Network Access Manager Establishes Running  Automatic Local System
o e .. . e e e o . A,

Figure 43 - Issue in Key Rotation Service (KRS) (cont.)

3. Search for HCL.iAutomate.Listener.

4. Right-click HCL.iAutomate.Listener service and click Properties.

% Services

File  Action ‘iew Help

| F B HE » 80w

,;ﬂ Services (Local) la)

HCLiAutomate.Listener Mame

ELHCLiAutomate DC
{GLHCLidutomate EntityModel
5@,HCL.iAutomate.GenericExecutor
(ChHCLidutomate iParse
5@,HCL.iAutomate.iRecommend
E:’:::‘),HCL.iAutomate.iUnique

Stop the service
Restart the service

omate. 1er

@},HCL.iAutomate.RBACumpont Start
5@,HCL.iAutomate.ReIeaseSeNicu Stop
@‘},Human Interface Dewvice Servii Py
@HV Host Service
; X Resurme
'-Q,Hyper-\u" Data Exchange Servic

Restart

@&Hyper-\f Guest Service Interfac
E:’?:‘),H).-'per-‘u" Guest Shutdown Ser. Al Tasks
@Hyper-\u" Heartheat Service
@},Hyper-\f PowerShell Direct Ser
5@, Hyper-W Remaote Desktop Wirt Properties
@Hyper-\u"Time Synchronization
5:‘:‘),Hyper-\!\.folume Shadow Cop Help

Refresh

Figure 44 - Issue in Key Rotation Service (KRS) (cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.
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HCL.isutomate Listener Praperties (Local Computer) X

Gereral LogOn Recovery Dependencies

Service name:  HCL.i&utomnate. Listener

Dizplay name: HCL.itutomate. Listener

Drezcription;

Path to executable:

A=W HCL. isutamnate. Listner. 5 ervice Host exe

Startup type:; |Autnmatic ~

Semice statuz. Running

Start Pauze Resume

You can specify the start parameters that apply when pou start the service
from here.

Start parameters:

Cancel

Figure 45 - Issue in Key Rotation Service (KRS) (cont.)

6. Open File Explorer then paste the copied path and press Enter to open the relevant folder.

7. Search for HCL.iAutomate.Listner.Service.Host config file as shown in below image.

@" HCL.ibdutormate, Listner. Service.Hostexe 8/11,/2019 9:45 P COMFIG File 2 kB

Figure 46 - Issue in Key Rotation Service (KRS) (cont.)

8. Open the config file and find the value of the key <URL>.
9. To verify whether URL is valid or not, go to iAutomateDB, and run the query “SELECT * FROM
EnvironmentComponentURLs” to find the URL corresponding to component code= ‘KRS’. If both URL are same

that means, there is issue in KRS URL. Find the value of the key <URL> and <URL Method> in the config to make

KRS URL as ‘http://<IP>:<PORT>/KeyManagement.svc’.

10. Run this URL on browser. Check if WSDL of KeyManagement.svc loads successfully. If the following error occurs,

then there is an error in KRS. Refer to Troubleshooting Steps for KRS.
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B

This site can’t be reached

localhost refused to connect.

Try:
s Checking the connection
s Checking the proxy and the firewall

ERR_COMMECTIOM_REFUSED

| Details |

Figure 47 - Issue in Key Rotation Service (KRS) (cont.)

11. If the following WSDL loads, it implies that KRS is running fine.

You have created a service.

To test this service, you will need to create 2 client and use it to call the service. You can do this using the svutil.exe tool from the command line with the following syntax:

You can also access the service description s a single file:

http: KeyManagenent.sve?singleWsdl

This will generate a configuration file and a code file that contains the dlient class. Add the two files ta your client application and use the generated client class to call the Service. For example:
=3
class Test

1

static void Main()
KeyManagementClient client = new KeyManagementClient ();
// Use the 'client! variable to call operations on the service.

// Blways Glose the client.
client.Close() ;
3
3

Visual Basic

Class Test
Shared Sub Main()

Dim client As KeyManagementClient = New KeyManagementClienc ()

' Use the 'client’ variable to call operations on the service.

' Always close the clienc.
client.Close()
End Sub
End Class

Figure 48 - Issue in Key Rotation Service (KRS) (cont.)

2.5.4 “Not able to reach the component” due to Storage issue

Table 33 - Listener: Scenario 4

Issue Description Error message “Not able to reach the component” appears on Actions = Manage Log screen for

the respective Job.

Modules Impacted Data Collector, Recommendation, iParse, Generic, RBA, Release, Unique

Probable Root Cause Drive is full — Storage issue
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Resolution Steps:
1. Go to the server where Listener service is installed. See if there is any space available on drive. If not, then ask
the System Administrator to increase the space on the drive.

2. Restart the service and check again.

2.6 Troubleshooting Steps for Data Collector

2.6.1 Tickets are not appearing post data source creation

Table 34 — Data Collector: Scenario 1

Issue Description Post creation of data source, tickets are not appearing on the screen
Modules Impacted Data collector, Recommendation, iParse, Generic, RBA, Release
Probable Root Cause ‘Collectincidents’ job may not be enabled.
Enabled Y  Name Organization Y  Stats Y ServiceName Y Module Name Y Component Name Y Action

Figure 49 — Data Collector

Resolution Steps:

1. Under Manage Jobs screen, select Collectincidents job and enable it by clicking on Enable Jobs button.

Archived Analysis Jabs Refresh || Enable Jobs || Disable Jons

Enabled T Mame n Organization Y status Y Service Name Y Module Name T Component Name T Action

Figure 50 - Data Collector (cont.)

2. The status of the job should change to Successful.

2.6.2 “No Records Found” on the Job Log Screen for Data Collector Job

Table 35 - Data Collector: Scenario 2

Issue Description
Error message “No Records Found” appears on the Actions = Manage jobs > Job Log

screen for Data Collector job.

08/09/2019 12:22:25 Failed GetDataFromSource

found\",\"detail""\'Records matching
query not found. Check query parameter
3

Figure 51 - Error message “No Records Found”
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Modules Impacted Data collector, Recommendation, iParse, Generic, RBA, Release

Probable Root Cause ‘Collectincidents’ job is enabled but status of job is Failed

Resolution Steps:

1. Open the log of the job Collectincidents.

2. Ifthe message in logfile reads ‘No Record Found’, it doesn’t imply an error. It could be because there is no ticket
data available. Once the data is available, the data collector will fetch the data, and tickets will start appearing
on screen.

2.6.3 Ticket Data is not appearing

Table 36 - Data Collector: Scenario 3

Issue Description Ticket Data is not appearing on the screen even if ‘Collectincidents’ job is enabled, and status

of the job is Successful.

Modules Impacted Data collector, Recommendation, iParse, Generic, RBA, Release

Probable Root Cause Execution Scope is not defined.

Manage Execution Scope

Organization Data Source’

MyCompany DS_IM (Incident Management)

Execution Scope Runbook Toal Tenant Id Actions

Runbaok Tool

RBATool

Figure 52 - Ticket Data not appearing on screen

Resolution Steps:

1. To map execution scope, it is a pre-requisite that organization should be mapped with a runbook tool. To check
this, go to Configuration = Manage Runbook Tool and map the runbook tool, if not already mapped.
Create & Map Runbook Tool -]
Figure 53 - Ticket Data not appearing on screen (cont.)
2.

Once the Runbook Tool is mapped with the organization and its data source, go to Action = Runbooks >

Manage Execution Scope.
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3. Seeif any execution scope is mapped with the pair of organization and data source corresponding to a mapped
runbook tool. If not, then map it.

4. Select the runbook tool mapped with the organization and provide Runbook Tool Tenant ID (Optional) and click

Save.

Manage Execution Scope

Organization* Data Source’

MyCompany - DS_IM (Incident Management) -

Add New Save

Execution Scope Runbook Tool Runbaok Tool Tenant Id Actions

7 RBATool . o)

Figure 54 - Ticket Data not appearing on screen (cont.)

5. Now check the availability of tickets on screen.

2.6.4 Not able to reach the component

Table 37 - Data Collector: Scenario 4

Issue Description Error message ‘Not able to reach the component’ appears
Modules Impacted Data collector, Recommendation, iParse, Generic, RBA, Release
Probable Root Cause ‘Collectincidents’ job is enabled, and status of job is Failed — Issue with Data Collector Service

Enabled Y  Name Y  Organization Y status Y Service Name Y  Module Name Y component Name Y  Action

Figure 55 - Error Message “Not Able to Reach the Component”

Request Id Y  DateTime Listner Node Current St... Step Remarks Message
7E41E825-B852-4FC9-9F52- 06/06/2024 B Not able to reach the

9091EADECDCS less 10:03:26:500 localhostless Failed component Moving Job to failed
7E41E825-B852-4FC9-9F52- 06/06/2024

9091EADECDCS less 10:03:26:050 localhostless Success Moving Job to Initiated Moving Job to Initiated

Figure 56 - Error message ‘Not able to reach the component’ (cont.)

Resolution Steps:
Open the job log for Collectincidents job. If the job log reads ‘Not able to reach the component’, check the
status of DataCollector service by performing the following steps:

1. Press Win+R and type services.msc.
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Type the name of a program, felder, document, or Internet
rescurce, and Windows will open it for you.

| SEMViCes.msc

Figure 57 - Error message ‘Not able to reach the component’ (cont.)

2. Click OK to open Windows Services.

£, Services
File Action View Help
Y EEE ELE L
. Services (Local)
Apache2.4 Name . Description  Status  StartupType  Log OnAs
G ActiveX Installer (fodnstSy) Provides Us... Manual Local System
ﬁ‘;‘:’;‘:ﬁ &1 Adobe Flash Player Update Service This service .. Manual Local System
Lpairtel, OUC Automatic Local System
G Allloyn Router Service Routes Alllo. Manual (Trig...  Local Service
Description: i
‘g‘;:g:’jﬁééw in6) 6. App Readiness Gets apps re. Manual Local System
&) Application Host Helper Service Providesad.. Running Automatic  Local System
L Application Identity Determines .. Manual (Trig...  Local Service
G Application Information Facilitatest.. Running  Manual (Trig... Local System
£ Application Layer Gateway Service Provides su... Manusl Local Service
& Application Management Processes in Manual Local System
). AppX Deployment Service (AppXSVC) Provides irf... Manual Local System
G ASP.NET State Service Provides s Manual Network Service
) AssignedAccessManager Service AssignedAc... Manual Local System
G Auto Time Zone Updater Automatica... Disabled Local Service
16 Background Intelligent Transfer Service Transfers fi.. Manual Local System
€} Background Tasks Infrastructure Service Windowsin.. Running Automatic  Local System
16} Base Filtering Engine The Base Fil.. Running Automatic  Local Service
G BES Client Facilitates u.. Running  Automatic (D... Local System
G} BitLocker Drive Encryption Service BDESVC hos... Running  Manual (Trig... Local System
€}, BitLocker Management Client Service BitLockerM... Running  Automatic (D... Local System
). Block Level Backup Engine Service The WBENG Manual Local System
€. Blue Cost Unified Agent ProvidesW.. Running Automatic  Local System
€. Bluetooth Handsfree Senvice Enableswir.. Running  Manual (Trig... Local Service
€ Bluetooth Support Service The Bluetoo... Running  Manual (Trig... Local Service
& BranchCache This service .. Manual MNetwork Service
6. Capability Access Manager Service Provides fac.. Manual Local System
£, Certificate Propagation Copies user.. Running  Automatic Local System
16 Cisco AnyConnect Network Access Manager Establishes... Running  Automatic  Local System
Py A R . o n . L

Figure 58 - Error message ‘Not able to reach the component’ (cont.)

3. Search for HCL.iAutomate.DC.

4. Right-click HCL.iAutomate.DC service and click on Properties.

HCLiAutomate.DC Marme Description Status Startup Type Log On As

Stop the service & : Start

Rectart the service .;;,HCL.lAutDmate.EntltyModel Apache/24... Running  Automatic

. :9},HCL.iAutomate.Gener\cExecutor Running  Automatic Sop

@Q,HCL.iAutamate.iParse Apache/2A.. Running  Automatic Pause
::9},HCL.iAutomate.iRecommend Apachef2d... Running  Automatic Resurne
@)‘HCL.iAutomate.iUnique Apache/24... Running  Automatic Restart
@)‘HCL.iAutomate.Listenar Running  Automatic
{EhHCLisutormste RBAComponent Running  Automatic All Tasks
‘ELHCLiAutomate ReleaseService Running  Automatic Refresh
:Q,Human Interface Device Service Activates an.., Manual (Trig.
E5HW Host Service Provides an ... tanual (Trig. Properties
@Hyp&r-\f’ Data Exchange Service Provides a ... Manual (Trig. Help
(Ch Hyper-V Guest Service Interface Provides an ... Manual (Trig..  cocoropocn

Figure 59 - Error message ‘Not able to reach the component’ (cont.)
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5. Copy the value mentioned in Path to executable as shown in the image below.

HCL.idutornate.DC Properties (Local Computer) X
General LogOn Recovery Dependencies

Service name: HCL.idwtomate. DC

Display narne: HCL. i&wtornate DC

Description:

Path to executable:

(i HCL isutomate. [ ataCollector. Service. Host. exe

Startup type: Automnatic R

Service statuz:  Running
Start Stop Pause Resurne

‘Y'ou can specify the start parameters that apply when wou start the service
from here.

Cancel Apply

Figure 60 - Error message ‘Not able to reach the component’ (cont.)

6. Open File Explorer, then paste the copied path and press Enter to open the desired folder.

7. Search for HCL.iAutomate.DataCollector.Service.Host.exe config file and open it in Notepad.

2 HCLiAutomate.DataCollector. Service Host.exe 3520191204 PR CONFIG File KB

Figure 61 - Error Message ‘Not able to reach the component’ (cont.)

8. Search for key ServiceHostURL. The value corresponding to this key is the heartbeat URL. Copy it and paste it in
browser.

9. |Ifthe flowing page appears, it implies that either service is not running or there is some issue with datacollector.
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This site can’t be reached
lecalhost refused to connect,

Try:
+ Checking the connection
» Checking the proxy and the firewall

ERR_COMMECTION_REFUISED

Figure 62 - Error message ‘Not able to reach the component’ (cont.)

10. If the following WSDL loads successfully, it implies that service is running fine.

DCService Service

You have treated a service

To test this service, you will need to create a client and use it to call the service, You can do this using the sveutil.exe tool fram the command line with the following syntax:

sveutil.exe heep: Datacollector/ Jusdl

“You can also access the service deseription as a single file:

hep: DataCollector/Isinglelsdl

This will generate a configuration file and a cade file that contains the client class. Add the twa files to your client application and use the generated client class to call the Service. Far example:

c#

class Test
1
static void Main()
1
DCServieeClient client = new DCServiceClient():

/# Use the 'client' varisble to call operations on the service.

/7 Always close the client.
client.Close() ;
¥
)

Visual Basic

Class Test
Shared Sub Main()
Dim client As DCServiceClient = New DCServiceClient (]
! Use the 'elient' variable to call operacions on the serviece.

! Always close the client.
client.Close()

-t
Figure 63 - Error message ‘Not able to reach the component’ (cont.)
2.6.5 The job status is Failed due to Authorization issue
Table 38 - Data Collector: Scenario 5
Issue Description Collectincidents job is enabled, the datacollector service is running fine but still status of
job is Failed
Modules Impacted Data collector, Recommendation, iParse, Generic, RBA, Release
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Probable Root Cause Authorization Issue

Resolution Steps:
1. GotoLogs > Component Log.

2. Check the logs corresponding to the component name ‘Data Collector’ for the time interval when the job is not
running.

Companent Name * Date Range

Data Collector v 06/06/2024 6:19:31 AM - 06/06/2024 7:19:31 AM E

Search Export Logs

Figure 64 — Error in Data Source Creation

3. Ifthe log reads, ‘Unauthorized’, it implies that there is some issue with the created data source.
4. Check the data source has been created by going to Configuration > Manage Data Sources.

5. Click Edit and ensure that the provided credentials/details in ‘Fetch Data’ tab are correct.

Organization FetchData Release Rules Close Rules InProgress Rules

Fetch Data Configuration

Connection Details Test Connection | &

URL * [@ Authentication Type * @
L] BasicAuth

User ID * @ Password* @
aEE——— £ Add Password

Request Method * @ Proxy Required @

GET Enable

Figure 65 — Error in Data Source Creation (cont.)

2.6.6 The status of job is stuck at INITIATE/FAILED

Table 39 - Data Collector: Scenario 6

Issue Description ‘Collectincidents’ job is enabled, the data collector service is running fine, but status of job is
stuck at INITIATE/FAILED (in case of reset)

Modules Impacted Data collector, Recommendation, iParse, Generic, RBA, Release

Probable Root Cause Issue with Listener as it is not able to hit Data Collector.
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Enabled Y  Name Y  Organization Y staws Y  Service Name Y Module Name Y  Component Name Y  Action

Figure 66 - Status of job is stuck at INITIATE/FAILED

Request Id Y Date Time Listner Node Current St... Step Remarks Message

06/06/2024

08:38:27:427 NAmore Success Job Resetmore Job Reset

NAmore

Figure 67 - Status of job is stuck at INITIATE/FAILED

Resolution Steps:
1. If the status of the job Collectincidents remains Initiate for a long time, it implies that Listener is not picking up
the job.
2. Also, if user resets the job, and status of the job remains ‘Failed’ for a long time and the log of the job reads
‘Job Reset’ then also it implies that Listener is not picking up the job.

3. Referto Troubleshooting Steps for Listener for more information.

2.6.7 The job status is Failed due to Entry / Exit Criteria issue

Table 40 - Data Collector: Scenario 7

Issue Description ‘Collectincidents’ job is enabled, the data collector service is running fine, but status of job is
Failed

Modules Impacted Data collector, Recommendation, iParse, Generic, RBA, Release

Probable Root Cause Issue with Entry / Exit Criteria

Resolution Steps:
1. Checkif the ticket is present in ilncident table in the corresponding organization database.
Query - select * from ilncident.
2. If the query does not return any data, it implies that URL that is entered for fetching data while creating data
source is wrongly formed.

3. Correct it and try again.
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Home > Configuration > Manage Data Sources

Edit Data Source
Organization Fetch Data Release Rules Close Rules InProgress Rules

Fetch Data Configuration

Connection Details

URL* [0

Figure 68 - Status of Job is Failed

4. Ifthe ticket is present in table ‘ilncident’ but not in table ‘ilncidetActionable’ (select * from ilncidetActionable),
then also tickets won’t appear on screen. For tickets to appear in ilncidentActionable table, ensure that Entry
criteria has been properly defined because only those tickets will be available in ilncidentActionable table which

satisfies the defined Entry criteria.

5. To check for Entry criteria, go to Actions = Manage Data Sources = Manage Entry Criteria and ensure the

correct criteria are defined.

Organization Name Y  Datasource Name Y  Module Name Y Service Name Y Actions

MyCompany DataSource Incident Management sNow Q2w

Figure 69 - Status of job is Failed (cont.)

6. Only those tickets will appear on the screen which satisfy the defined criteria.

Manage Entry Criteria X
Column Operator Value Clause Sub Clause
a— v S v G v v @
Figure 70 - Status of job is Failed (cont.)
2.6.8 Data collector Job is stuck in reinstallation state
Table 41 - Data Collector: Scenario 8
Issue Description Data Collector service is not running. It is one of the primary services for iAutomate & ServiceNow

Integration. This is normally observed during upgrade from 6.0.3 to 6.1

Modules Impacted Data collector, Recommendation, iParse, Generic, RBA, Release
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Findings Windows update patch KB5019964 is the root cause of the reported issue. JavaScript files

referenced in iAutomate application get blocked if the security patch KB5019964 is installed on
windows server.

Resolution Steps Uninstall the security patch KB5019964.

2.6.9 Authentication error in Data Collector Job

Table 42 - Data Collector: Scenario 9

Issue Description Error in authentication while fetching data from the source.

Probable Root Cause Invalid credentials configured for data source.

Job Log Details

Request Id Y  DateTime Listner Node CurrentStat..  Step Remarks Message

Error{"Content":{\error\

{\"detail\"\'"Required to

provide Auth

nformation\’,\"'message\"\"User

Not GetDataFromSource
Authen tatus\"\"failur

Encoding
Value'"ch
{"ContentType":null;Name""Calive

5DF7E124-41C0-4AF0-970C...more 06/07/2024 12:26:49:150 1AUWIWBI...more Failed

Figure 71 — Data source authentication error

Resolution steps
1. Fetch the data source details.
2. Check for the authentication credentials of data source.

3. Look for the username and password to see whether it is provided correctly.

2.6.10 Invalid Request Method Issue
Table 43 - Data Collector: Scenario 10
Issue Description Invalid REST API request method configured in data source configuration.
Probable Root Cause Invalid REST APl method configured for datasource configuration.

Job Log Details

Request Id Y  DateTime Listner Node CurrentStat..  Step Remarks Message

5DF7E124-41C0-4AF0-970C... more 06/07/2024 12:26:49:150 IAUWIWBI...more Failed GetDataFromSource

Exception Insert Failed sue to
security

Figure 72 — Error for Invalid REST API Request Method
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Resolution steps
1. Check the REST API request method configured in data source configuration.

2. Change it to GET method.

2.6.11 Troubleshooting for Space in URL

Table 44 - Data Collector: Scenario 11

Issue description Failed to fetch data from the URL and Job is stuck while fetching the details from the source.

Probable Root Cause | Space present in the URL configured as source.

Job Log Details

Request Id Y Date Time Listner Node Current Stat... Step Remarks Message

Message Invalid URL: The
hostnamecould not be parsed
5DF7E124-41C0-4AF0-970C...more 06/07/2024 12:26:49:150 IAUWIWBI... more Failed StackTraceat system Url GetDataFromSource
Create This(String url, Boolean
tEscape, Unikind, Unikind)

Figure 73 — Error if space present in URL configured as source

Resolution Steps
1. Recheck the URL.

2. Remove unwanted spaces and special characters from the URL configured as source.

2.7 Troubleshooting Steps or Generic Services

271 Logs are not deleted from Log table

Table 45 — Generic Services: Scenario 1

Job Name iAutomatePurgeData
Issue Description Logs are not deleted from Log table.
m Archived Analysis Jobs Refresh Enable Jobs H Disable Jobs
I
Enabled Y  Name YT  Organization T  Status Y SeviceName Y  ModuleName Y  ComponentName Y  Action
No AutomatePurgeData NIA Queued NA NA Generic Service B & O
Figure 74 — iAutomatePurgeData
Table Impacted Log4NetLog, JobExecutionLog, JobExecutionRequestDetails
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Resolution Steps:

— Go tothe job and ensure that the job is enabled. Enable the job if it isn’t already.

2.7.2 The Log reads ‘Not able to reach the component’

Table 46 - Generic Services: Scenario 2

Job Name iAutomatePurgeData
Issue Description The Log reads ‘Not able to reach the component’
Table Impacted Log4NetlLog, JobExecutionLog, JobExecutionRequestDetails

Probable Root Cause
Not able to reach the component.

Enabled Y  Name Y  Organization Y  Status Y ServiceName Y  ModuleName Y ComponentName Y  Action

iAutomatePurgeData N/A Failed NA NA

Generic Service

)
]

Figure 75 — iAutomatePurgeData error

Resolution Steps:
1. GotoiAutomatePurgeData job, open the job log. If the log reads ‘Not able to reach the component’ then check
the status of Generic service by following below steps:
a. Go to the server where services are installed.

b. Press Win+R and type services.msc.

1 Run *

= Typethe name of a program, folder, document, or Internet
= resource, and Windows will apen it for you.

Open: | services.msc v

QK Cancel Browse...

Figure 76 - iAutomatePurgeData error (cont.)
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C.

d.

e.

Click OK to open Windows Services.

% Services

File Action View Help

s |@E Gz HE »® 0

<, services (Local) | [T2) Services (Loca
Apache2.4 Mame - Description  Status  Stsrtup Type  Log On As
s ActiveX Installer (AxInstSV) Provides Us... Manual Local System
%;f;:‘fh‘:?g:[a G Adobe Flash Player Update Service This service . Manual Local System
o L airtel. OUC Automatic Local System
i Alloyn Router Service Routes Alllc... Manual (Trig... _Local Service
ﬁeszr:‘ptlgg 2 o * Apache2 4 Apache/24.... Automatic Local System
OE:;‘S?UW .u.zrswm ) ;?,App Readiness Gets apps re. Manual Local System
. Application Host Helper Service Providesad.. Running  Automatic Local System
G, Application Identity Determines ... Manual (Trig...  Local Service
G Application Information Facilitates t..  Running  Manual (Trig... Local System
G, Application Layer Gateway Service Provides su... Manual Local Service
G, Application Management. Processes in. Manual Local System
) AppX Deployment Service (AppXSYC) Provides inf. Manual Local System
£, ASP.NET State Service Provides su... Manual Network Service
£ AssignedAccesshanager Service AssignedAc. Manual Local System
£ Auto Time Zone Updater Automatica. Disabled Local Service
) Background Intelligent Transfer Service Transfers fil.. Manual Local System
i Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
L Base Filtering Engine The BaseFil..  Running  Automatic Local Service
£ BES Client Facilitates u.. Running  Automatic (D... Local System
. BitLocker Drive Encryption Service BDESVC hos... Running Manual (Trig.. Local System
. BitLocker Management Client Service Bitlocker M.. Running  Automatic (D.. Local System
. Block Level Backup Engine Service The WBENG. Manual Local System
. Blue Coat Unified Agent ProvidesW... Running  Automatic Local System
) Bluetooth Handsfree Service Enables wir.. Running  Manual (Trig.. Local Service
) Bluetooth Support Service The Bluetoo... Running  Manual (Trig...  Local Service
% BranchCache This service Manual Network Service
£ Capability Access Manager Service Provides fac Manual Local System
&), Certificate Propagation Copies user ... Running  Automatic Local System
£ Cisco AnyConnect Network Access Manager Establishes.. Running  Automatic Local System

Figure 77 - iAutomatePurgeData error (cont.)

Click on any of the listed services. Type ‘H’ and search for HCL.iAutomate.GenericExecutor. Select it.

Click Start to start the service, if it's not running already.

2. To check if the service is running fine, perform the below steps:

a.

C.

Load the WSDL of Generic Service by entering the URL on browser. For e.g.
http://myHost:8015/GenericService

If the below page appears, it implies that either service is not running or there is some issue with Generic

Service. Contact the System Administrator for resolution.

This site can’t be reached
_tx:':-k too long to respond
ry:

« Checking the connection

e Checking the proxy and the firewall

« Running Windows Network Diagnostics

Figure 78 - iAutomatePurgeData error (cont.)

If the below page appears, it implies that service is running fine.
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http://myhost:8015/GenericService

ENErCoSErvice Service

You have created a service.

To test this service, you will need to create a client and use it to call the service. You can do this using the svcutil.exe tool from the command line with the following syntax: |

Figure 79 - iAutomatePurgeData Error (cont.)

273 WSDL gets loaded successfully but issues persist

Table 47 - Generic Services: Scenario 3

Job Name iAutomatePurgeData
Issue Description Service is running and WSDL gets loaded successfully but still issues persist
Modulesimpacted Log4NetlLog, JobExecutionlLog, JobExecutionRequestDetails

Resolution Steps:
1. Check the logs in the 'Component Log' page corresponding to Generic Service.
2. If the error doesn’t appear on the ‘Component Log’ page, then check the log file. The log file is in the folder in
which the components are installed which are given while installation > Generic Service > iAutomatelog.
3. If the user has database access, then execute the command below:
exec getjobtorundetails 'Gen','Y',6''

4. If the above command doesn’t provide any data, then contact the System Administrator.

2.7.4 Job Failure
Table 48 - Generic Services: Scenario 4
Job Name iAutomatePurgeData
Issue Description Job Failure

Resolution Steps:
1. Check the logs in Component Log page corresponding to Main Listener.
2. Checkif the listener can hit Generic Service. If the below error appears, it implies that Listener is not able to hit

Generic Service.

08/26/2019 INFO iAutomatePurgeData 2685E5D5849E HCL iAutomate Listner Service

Figure 80 - Job Failure

3. If listener is able to hit Generic service but not providing data, then check whether the request JSON has SP

name or not. Also, check database name and connection string are valid or not.
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08/26/2019 INFO iAutomatePurgeData 2685E5D5849E HCL iAutomate Listner.Service

oing CallAPI function with JSON data :
j"OrgDBConnection™."0QvESSOSWaZliGXS

Figure 81 - Job Failure (cont.)

4. To check connection string, go to BaseUl config and set the value of key ‘IsDecryptConnection’ as ‘Y’.
5. Then login to iAutomate and go to Connection Details page and edit the connection string for the database and
check the decrypted connection string.

6. Change the value of ‘IsDecryptConnection’ back to ‘N’ in BaseUl config after verification.

2.7.5 Ticket is stuck in MoveToAssignationDecision

Table 49 — Generic Services: Scenario 6

Job Name ProcessAuto
Issue Description Ticket is stuck in MoveToAssignationDecision
Modulesimpacted RBA, Release

Resolution Steps:

Refer to the steps followed for resolving iAutomatePurgeData job in Table 48 - Generic Services: Scenario 4.

2.7.6 No runbook is available for scheduling

Table 50 - Generic Services: Scenario 7

Job Name ScheduleRunbook
Issue Description No runbook is available for scheduling.
Schedule Runbooks -]
Figure 82 — ScheduleRunbook
Modules Impacted Recommendation, iParse, RBA, Release
Probable Root Cause No runbook is mapped to the organization
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Resolution Steps:

— Go to Map Runbook to map the runbook with the Organization.

Alert

Runbooks mapped successfully.

Next Recommended Page

Figure 83 — ScheduleRunbook (cont.)

2.8 Troubleshooting Steps for RBA
2.8.1 Not able to reach the component
Table 51 - RBA: Scenario 1
Issue Description Error message “Not able to reach the component” appears on Actions = Manage Jobs = Job

Log screen of respective Job

Modules Impacted RBA

Resolution Steps:

1. Goto Manage Jobs and check if the RBA Job is enabled and successful. If not, enable it.

Refresh H Enable Jobs || Disable Jobs

Enabled Y  Name Organization Y staws Y  Sservice Name Y  Module Name Y  Component Name Y  Action

Yes ExecuteRunbookMyCompany MyCompany Successful SNow

Incident Management RBA Service & O

Figure 84 — RBA: Error message “Not able to reach the component”

2. Fore.sg.
— Organization Name - MyCompany
— Job Name - ExecuteRunbookDemoOrg
— Component Name- RBA Service

— Parameter - PushNotificationEnable —>Y - ANSIBLE TOWER/CLI
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Job Actions X

General Parameter
Schedule Parameter Name Parameter Description Value
Parameter
FetchinitiateCount This is the number of records to be fetched for initialization. -1
FetchStatusUpdateCount  This is the number of records to be fetched for status update. -1
TicketCount This is to identify No of tickets on Which RBA will work simultanously 10
Loggerstate This is te determine whether detailed logging is enabled or not
PushNotficationEnable  This Stores the Y or N =]
This stores the string value which will be used to replace the parse processed blank value.(This will only
UpdateParseBlankvalue  be considered if the parameter | nNullvalue' at corresp parsing job is set to
false))
DBConnectionRetryCount This will return the database connection retry count 3
DBConnectionRetryinterval  This will return the database connection retry interval in seconds 5

Figure 85 - RBA: Error message “Not able to reach the component” (cont.)

3. Ensure that RBA service is up on component server.

4. Ensure that the Listener service is up on component server.

5. If Listener is not picking up RBA service, then troubleshoot the service. Refer to Troubleshooting Steps for

Listener.
2.8.2 Interaction Failed — Unauthorized
Table 52 - RBA: Scenario 2
Issue Description Error message “Interaction Failed — Unauthorized” appears in Actions = Manage Jobs = Job Log
screen of respective Job
Modules Impacted RBA

Resolution Steps:
1. Ensure that the configurations below are completed for RBA component.

— Runbook Tool and Parameters
—  Map Runbook Tool

— Map Runbook

— Manage Execution Scope

—  Build Model

2. Refer to iAutomate Configuration Guide for additional information.
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2.8.3 “No Response from API”

Table 53 RBA: Scenario 3

Issue Description Error message “No Response from API” appears in Actions - Manage Jobs - Job Log screen

of respective Job

Modules Impacted RBA

Resolution Steps:

1. Ensure that the configurations below are complete for the RBA component.

Job Actions X
General Parameter
Schedule Parameter Name Parameter Description Value
Parameter
FetchinitiateCount This is the number of records to be fetched for initialization. -1
FetchStatusUpdateCount  This is the number of records to be fetched for status update. A1
TicketCount This is to identify No of tickets on Which RBA will work simultanously 10
Loggerstate This is o determine whether detailed logging is enabled or not
PushNofificationEnable  This Stores the ¥ or N 0

This stores the string value which will be used to replace the parse processed blank value.(This will only

UpdateParseBlank value  be considered if the parameter " nNullValue' at corresponding parsing jeb is set to

false.)
DBConnectionRetryCount  This will return the database connection retry count 3
DBConnectionRetryinterval  This will retur the database connection retry interval in seconds 5

Figure 86 - Error message “No Response from API”

—  Parameter - PushNotificationEnable =Y - ANSIBLE TOWER/CLI

— Parameter - PushNotificationEnable >N

2.8.4 Unauthorized HTTP status code

Table 54 - RBA: Scenario 4

Issue Description Error message “Unauthorized HTTP status code” appears in Actions > Manage Jobs = Job

Log screen of respective Job.

Modules Impacted RBA

Resolution Steps:

—  Ensure that Runbook Tool URL / IP address and UserlID / Password are correct
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2.8.5 “API is not reachable”

Table 55 - RBA: Scenario 5

Issue Description Error message “API is not reachable” appears in Actions = Manage Jobs - Job Log screen of

respective Job

Modules Impacted RBA

Resolution Steps:

—  Ensure that Push Notification APl IP address and API User Id and Password are correct

2.8.6 Error while setting value to 'RequestDetails' on 'Hcl.RbaService.Entities.Common.Toollnfo”

Table 56 - RBA: Scenario 6

Issue Description Error while setting value to 'RequestDetails' on 'Hcl.RbaService.Entities.Common.ToolInfo”
appears
Modules Impacted RBA

Resolution Steps:
—  Ensure that Runbook Tool URL/IP address and USERID/ Password are correct. User id Should be without

Domain Address.

2.8.7 “target_host is undefined”

Table 57 - RBA: Scenario 7

Issue Description ERROR! The field hosts have an invalid value, which includes an undefined variable. The error is:

target_host is undefined

Modules Impacted RBA

Resolution Steps:
1. Ensure that below configurations are completed for RBA component.

— Runbook Tool and Parameters
—  Map Runbook Tool
— Map Runbook

— Manage Execution Scope

—  Build Model
2.8.8 Unauthorized HTTP Status Code
Table 58 - RBA: Scenario 8
Issue Error in RBA URL due to unauthorized credentials
Description
Module RBA, iRecommend, iParse
Impacted
Probable Invalid credentials.
root cause
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Job Log Details

Request Id Y Date Time Listner Node Current St... Step Remarks Message

447F460B-62CA-4752- 06/07/2024

IAUWIWBI...more Success Moving job to inprogress

AB9B...more 07:23:27:297
A47F460B-62CA-4752- 06/07/2024 N - -
ABOB...more 079327110 IAUWIWBI...more  Success Moving Job to initiated Moving job to initiated
Unauthorised http status
code received for incident:
447F460B-62CA-4752- 06/07/2024 . 133013 having runbook
ABYB...more 07:23:26:953 IAUWIWEI.more | Failed 447F460B-62CA-4752-
ABOYB for tool
VRO.Unauthorized
A447F460B-62CA-4752- 06/07/2024

IAUWIWBI...more  Success

Total : 10 ticket received

AB9B...more 07:23:26:593

Figure 87 — Unauthorized http Status Code

Resolutions Steps

1. Fetch the RBA details.

2. 2. Check for the authentication credentials of RBA

3. 3. Look for the username and password to see whether it is provided correctly.

2.8.9 Presence of Null Value in Runbook

Table 59 - RBA: Scenario 9

Issue description

Presence of null or empty values in the parameters while we import runbook file to console

Modules Impacted

RBA, Manage runbook

Probable root cause

Null values in the parameters.

Alert

ParameterControlType in parameters can not be NULL of empty,

Figure 88 — Error for null value in parameter

Resolution Steps

1. Ensure all the fields are updated and there is no empty/null parameters.

2. Remove the null values.

2.8.10 Invalid Rest APl Method Used

Table 60 - RBA: Scenario 10

Issue Description

Invalid method is used in manage runbook tool.

Modules Impacted

RBA

Probable root cause

Invalid REST API Method provided.
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Job Log Details

447FA60B-62CA-4752-

AB9B...more

447FA60B-62CA-4752-

ABYB...more

Error converting value

"PUT" to type
06/07/2024 — . HCL.RBAService entities . s
07:23:25:267 AHDAP3257more  Failed Common error Moving job to failed

path'Toollnfo request
type:Line 1 position 10299

06/07/2024

07:23:25:233 AHDAP3257more  Success Moving job to initiated Moving job to initiated

Figure 89 — Error for invalid method used in runbook tool

Resolution Steps

1. Check the method used in the runbook tool.

2. Change the method to POST.

2.8.11 Failed to Execute Job

Table 61 - RBA: Scenario 11

Issue description

Failed to find the http status code for incident by using wrong Runbook API URL.

Modules Impacted

RBA

Probable root cause

Invalid Runbook APl URL.

Job Log Details

447F460B-62CA-4752-

AB9B...more

447F460B-62CA-4752-

AB9B...more

NotFound http status
code received for incident
06/07/2024 . . 6891 having runbook:
07:23:25267 AHDAPS257more - Falled 447F460B-62CA-4752-
AB9B-8cb098aac1794 for
tool Scorchlol: Not found

06/07/2024

07:23:25:233 AHDAP3257more  Success Total: 1 ticket received

Figure 90 — Not Found http status code for invalid APl URL

Resolution Steps

1. Check the Runbook Tool APl URL.
2. Change the Runbook Tool Api URL.

2.8.12 Incorrect Status Code

Table 62 - RBA: Scenario 12

Issue description

Incorrect status code due to unauthorized credentials in Runbook Tool integration.

Modules Impacted

RBA

Probable root cause

Invalid credentials in Runbook Tool integration.

Troubleshooting Guide



Job Log Details

AHDAP3257more  Failed

60B-62CA-4752-
ABYE...more

AHDAP3257more  Success

Figure 91 — Unauthorized Status Code for Runbook Tool

Resolution Steps

Check the runbook tool username and password configured for Runbook Tool.

2.9

2.9.1

Troubleshooting Steps for Release

“Not able to reach the component”

Table 63 — Release: Scenario 1

Issue Description

respective Job

Error message “Not able to reach the component” appears in Manage Jobs = job Log screen of

Modules Impacted Release

Resolution Steps:

1.

3.
4.

Go to Manage Jobs and check if the Release Job is enabled and successful. If not, enable it.

Yes ReleaseTicketsDemoOrg DemoOrg Successfu ServiceNow

Figure 92 - Release Troubleshooting

Fore.g.—

— Organization name - MyCompany

— Job Name - ReleaseTicketsMyCompany
— Component Name - Release Service

Ensure that Release service is up on component server.

Ensure that Listener service is up on component server.

If Listener is not picking up Release service, then troubleshoot the service. Refer to Troubleshooting Steps for

Listener.

2.9.2

Tickets stuck in grid

Table 64 - Release: Scenario 2

Issue Description

Tickets stuck in grid - Marked for Release for Actionable Tickets

Modules Impacted Release
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Resolution Steps:

1. Ensure that below configuration is completed for Release component.

Major incident causing serious interruption of business activity
@ INCOO010169 () 5/29/2019 7:31:30 PM

E Guide

Figure 93 — Release

Marked For Release

2. Ensure that Manage Release Rules are configured. If not, follow the below steps:

a. Go to Actions > Runbooks > Manage Rules.

b. Select Organization for which user wants to configure the release rules.

c. Select the Data Source where the organization brings the data from the data source in iAutomate.
d. Select the Service with which iAutomate is integrated and pulls data for automation.
e. Click Add New. User will be prompted to enter the Rule Name in dialog box, and then click Save.

f. The new ruleis added, and it appears in the list of rules. Once the rule is added, then user needs to set up

the configuration parameters for the rule.

All the existing rules are listed in the tabular view with the associated parameters and enable user to manage the

parameters for the existing rule.

2.9.3 Unauthorized Error
Table 65 - Release: Scenario 2
Issue Description Unauthorized Error
Modules Impacted Release

Resolution Steps:

—  Ensure that the Authentication Type, URL, User ID and Password are correct under Create Data Source 2>

Release Rules.

Organization Fetch Data Release Rules Close Rules  InProgress Rules

| Release Rules Configuration

Connection Details

URL* @

R —
User ID * @

O

Request Method * [

PUT

Authentication Type * @

BasicAuth

Password* &

Proxy Required [

A Test Connection

Figure 94 -

Unauthorized Error

O
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29.4 Unauthorized Error

Table 66 - Release: Scenario 2

Issue Description Unauthorized Error

Modules Impacted Release

Resolution Steps:

— Ensure that the Authentication Type, URL, User ID and Password are correct under Create Data Source : Release

Rules Configuration.

Organization Fetch Data Release Rules Close Rules  InProgress Rules

| Release Rules Configuration
Connection Details S Test Connection |@
URL* @ Authentication Type * @
T BasicAuth
User ID * D Password* [
L ] £ Add Password
Request Method * @ Proxy Required &
PUT v Enable

Figure 95 - Unauthorized Error

2.10 Troubleshooting Steps for ADSync

2.10.1 Not able to reach the component

Table 67 — ADSync: Scenario 1

Issue Description Error message “Not able to reach the component” appears in Actions = Manage Jobs 2>

Job Log screen of respective Job

Modules Impacted ADSync

Resolution Steps:

1. Goto Manage Jobs and check if the ADSync Job is enabled and successful. If not, enable it.

Yes ActiveDirectoryDemoOrg DemoOrg Successful NA NA Active Directory R & 9

Figure 96 - ADSync Troubleshooting

2. Fore.g.—
— Organization name - MyCompany

— Job Name - ActiveDirectoryMyCompany
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— Component Name - Active Directory
3. Ensure that ADSYNC service is up on component server
4. Ensure that Listener service is up on component server

If Listener is not picking up ADSYNC service, then troubleshoot the service. Refer to Troubleshooting Steps for Listener.

2.10.2 The status of ‘ActiveDirectory’ job FAILED due to Data Source Issue

Table 68 - ADSync: Scenario 2

Issue Description ‘ActiveDirectory’ job is enabled, and status of job is FAILED

Modules Impacted ADSync

Resolution Steps:
— If Step Remarks mentions ‘OK|Data source is not created for requested organization’, then create data source

for requested organization.

Date Time Listner Node Current St... Step Remarks Message

OK|Data source is not
IAUWIWBL...more  Failed created for requested Maoving Job to Failed
organizationmore

06/07/2024
08:47:23:757

Figure 97 — ADSync

2.10.3 The status of ‘ActiveDirectory’ job is FAILED due to Service issue

Table 69 - ADSync: Scenario 3

Issue Description ‘ActiveDirectory’ job is enabled, and status of job is FAILED

Modules Impacted ADSync

Resolution Steps:
1. If root cause is ‘Not able to reach the component’ then check if the ADSync service is up or not. For that, go to

server where services are installed. Open ‘services’ by pressing win+R, type ‘services.msc’.
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= Run *

=7 Type the name of a program, folder, document, or Internet
= resource, and Windows will epen it for you,

SEMVICEs.MSC ~

Open:

Cancel Browse...

Figure 98 — ADSync — Scenario 3

2. Locate service ‘HCL.iAutomate.ADSyncService’ and check the status whether it is in running or stopped state.

HCLiAutomate.ADSyncService MName h Description Status Startup Type

HCL.iAutomate ADSyncService

Service for ADSync Automatic

[ —

Figure 99 - ADSync — Scenario 3

3. If the service is not running, start the service.
HCLiAutomate. ADSyncService Name h Description Status  Startup Type
@ HCLiAutomate ADSyncService Service for ADSync Running  Autematic
%::tla&: :hs:::ri'elce -d;?} HCLiAutomate.DC Service for DataCollection Running  Autematic '
Figure 100 - ADSync — Scenario 3

4. Tocheck if ADSyncService is running properly, load the WSDL file of ADSyncService. To load the WSDL file of the
ADSync, enter the Heartbeat URL (http://serverip:port_for_ADSYnc/ADService/) for ADSyncService on browser.
You can find this URL in the config file of ADSyncService by performing below steps:

a. Click Win+R. Type services.msc and click OK.

= Run x

— Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: ‘ SEMVICES.MSC w

Cancel Browse...

Figure 101 - ADSync — Scenario 3
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b. Locate HCL.iAutomate.ADSyncService. Right Click on service (HCL.iAutomate.ADSyncService), and click on

Properties. Copy Path to Executable as shown below.

HCLiAutomate.ADSyncService Name Description taty tartun Tvpe Loa On A
X ﬁeHCL.wAutnmate.ADSyncServi:e Service for ADSync | HCL.iAutomate ADSyncService Properties (Local Computer) *

%f;;‘:;:?g:(e J);HCL.\Automate.DC Service for DataColles I .

[ &) HCLiAutomate EmailService Service for EmailServi|  —o o LogOn Recovery  Dependencies
&b .

. ELHCLiAutomate Entityhodel Apache/24Z3 NG| o aome ADSymeSenice
[SJES“IF;IMADS “EhHCLiAutomate. GenericExecutor Service for GenericSe
ervice for ADSync -.:EHCL.\AUtDmatE.\CraWkI Apache/24.23 (Win4 Display name: HCLiAutomate ADSyncService

EHCLiAutomate.Knowledge Apache/24.23 Wind  pescrnion Senvice for ADSyne
“EhHCLiAutomate.iKnowledgelndexer Apache/2.4.23 (Wing4
».E:E:Et.\iutumate.\Enuwlejgezcree: ipac:ea:::i (Wm: Path o cxmoiable:
i HCL iAutomate.iKnowledgeSearc pache/24.23 (Winb e P A ETREETR HCL iAutomate Service
“ELHCLiAutomate.iParse Apache/2.4.23 (Wing4
:HCLiAutomate.iRecommend Apache/2.423 (Wing{ ~ Slatuptype Automatic N2
L HCLiAutomate.iScript Apache/2.423 (Winé
{.;éHCL.wAutomate.\Umque Apache/2.4.23 (Wing4
\:};HCL.\Aummate.ListenEf Service for Listner Senvicestatus Running
L HCLiAutomate RatingMango Apache/2.4.23 (Wing
ELHCLiAutomate.RBAComponent Service for RBA Start Stop Pause Resume
2 . . )
= sHCLiAutomate ReleaseService Service for ReleaseSe You can specify the start parameters that apply when you start the service
25 Human Interface Device Service Activates and mainta from here.
{);HV Host Service Provides an interface
£ Hyper-V Data Exchange Service Provides a mechanisr]
Gk Hyper-V Guest Service Interface Provides an interface
Sl Hyper-V Guest Shutdown Service Provides a mechanisr|
i Hyper
&), Hyper-V Heartbeat Service Monitors the state of Cancel Aoply

Figure 102 - ADSync — Scenario 3
c. Open the selected folder. Locate HCL.iAutomate.Service.AD.exe file.
d. Open this config file in Notepad and search for key ‘ServiceHostURL'. The value corresponding to this key is
the heartbeat URL.
5. Paste the URL on the browser. If the following page appears, it means the service is not running or there is some

issue with ADSyncService.

5

This site can’t be reached
localhost refused to connect,
Try:

« Checking the connection

« Checking the proxy and the firewall

ERR_CONNECTION_REFUSED

Figure 103 - ADSync — Scenario 3

6. If the following WSDL gets loaded, it means that the service is running as expected.
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JobService Service

You have ereated a service.

To test this service, you will need to create a client and use it to call the service, You can do this using the svcutil,exe tool from the command line with the following syntax:

sveutil.exe hoop:

client.Close() ;

Figure 104 - ADSync — Scenario 3

2.10.4 The status of ‘AdSyncservice’job is FAILED

Table 70 - ADSync: Scenario 4

Issue Description ‘Active directory job is enabled, the AdSyncservice is running fine still status of job is FAILED

Modules Impacted ADSync

Resolution Steps:
1. Go to page Reports 2 Component Log.

2. Check the log corresponding to component name ‘Active Directory’ for the particular time interval when the job

is running.
Home > Logs > Component Logs
Component Logs  Ticket Evaluation Report  User Activity Logs  Ticket Logs  Ansible Inside Logs
{53 Detailed logging
Component Name Date Range
ctive Directory v 06/05/2024 6:35:31 AM - 06/05/2024 7:35:31 AM S

Search Export Logs

Figure 105 — ADSync — Scenario 4

3. If log mentions ‘Username and Password is Incorrect’ then verify the Username and Password entered in LDAP
details under Create Organization Screen.

4. If log mentions ‘Cannot find Group details for ‘LDAP:\\Domain Name’, then go to View Organization screen
and click on group icon against configured LDAP based organization and verify that group is configured against
LDAP based organization or not, if not then add group details.

5. If log mentions ‘Cannot connect to LDAP Server’ then verify that LDAP Connection string is correct.

6. If you are using LDAPs Connection string, then ensure that the ‘Is SSL Required’ field under Create Organization

screen is checked.

Troubleshooting Guide



211 Troubleshooting Steps for EmailService

2111 Not able to reach the component

Table 71 — EmailService: Scenario 1

Issue Description Error message “Not able to reach the component” appears in Manage Jobs = job Log

screen of respective Job

Modules Impacted EmailService

Resolution Steps:

1. Goto Manage Jobs and check if the Email Job is enabled and successful. If not, enable it.

Figure 106 — EmailService Troubleshooting

2. Foreg. -
— Organization name - NA
— Job Name - EmailProcessing
— Component Name - Email Service

3. Ensure that Email service is up on component server.
4. Ensure that the Listener service is up on component server.

If Listener is not picking up Email service, then troubleshoot the service. Refer to Troubleshooting Steps for

Listener.
2.11.2 The status of ‘EmailProcessing’ job is FAILED
Table 72 - EmailService: Scenario 2
Issue Description ‘EmailProcessing’ job is enabled, and status of job is FAILED
Modules Impacted EmailService

Resolution Steps
1. If root cause is ‘Not able to reach the component’ then check if the EmailService service is up or not. For that,

go to the server where services are installed. Open ‘services’ by pressing win+R, type ‘services.msc’.
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= Run *

Type the name of a program, folder, document, or Internet

=1 resource, and Windows will open it for you,
Open: SEMVICES.MSC v

Cancel Browse...

Figure 107 — EmailService — Scenario 2

2. Locate service ‘HCL.iAutomate.EmailService’ and check the status whether it is in running or stopped state.

HCLiAutomate.EmailService Marne B Description  Status Startup Type

N ) &HCL.iAutomate.EmaiISerwce Service for E... Automnatic |

Figure 108 - EmailService: Scenario 2

3. If the service is not running, start the service.

4. To check if EmailService is running properly, load the WSDL file of EmailService. To load the WSDL file of the
EmailService, enter the Heartbeat URL (http://serverip:port_for_ EmailService /EmailService/) for EmailService
on browser. You can find this URL in the config file of EmailService by performing the following steps:

a. Click Win+R. Type services.msc and click OK.
= Run >

=7 Typethe name of a proegram, folder, document, or Internet
resource, and Windows will open it for you.

Open: | SEMVICES.MSC -

Figure 109 - EmailService: Scenario 2

b. Locate HCL.iAutomate.EmailService. Right Click on service (HCL.iAutomate.EmailService), and click on

Properties. Copy Path to Executable as shown below.

Troubleshooting Guide

81



Service name: HCL iAutomate. EmailService
Display name: HCL iAutomate Email Service

Description: [Service for EmailService

Path to executable:
. /\EmailService fiz (Wl

Startup type: Automatic

Figure 110 - EmailService: Scenario 2

C.

d.

Open the selected folder. Locate HCL.iAutomate.EmailService.Service.Host.exe.config file.

Open this config file in Notepad and search for key ‘ServiceHostURL'. The value corresponding to this key is
the heartbeat URL.

5. Paste the URL on the browser. If the following page appears, it means the service is not running or there is some
issue with EmailService.
This site can’t be reached
localhost refused to connect.
Try:
« Checking the connection
« Checking the proxy and the firewall
ERR_CONNECTION_REFUSED
Figure 111 - EmailService: Scenario 2
6.

If the following WSDL gets loaded, it means that the service is running as expected.

JobService Service

You have created a service.

To test this service, you will need to create 2 client a

using the sveutil.exe tool from the command line with the following syntax:

contains the client class. Add the two files to your client application and use the generated client class to call the Servics

Figure 112 - EmailService: Scenario 2
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2.12

Troubleshooting Steps for Entity Model (iRecommend Components)

EntityModel is an iRecommend component used to identify entities by leveraging domain-specific knowledge. It is
used to increase weightage for specific entities that may seem to be of less weightage in general scenarios. It is a
component developed in python and is hosted on Apache Web Server as a service by the name

HCL.iAutomate.EntityModel.

2.12.1 HCL.iAutomate.EntityModel service is not starting
Table 73 - iRecommend Components: Scenario 1
Issue Description HCL.iAutomate.EntityModel service is not starting
Modules Impacted EntityModel
Probable Root Cause e  Service created through Local account.
° Invalid “Entity.conf” file content

Resolution Steps:
1. Check for existence of the file Entity.conf at location <Apache_Root_Folder_Path>/conf.
2. Fore.g.- “C:/Apache24/conf” has <Apache_Root_Folder_Path> as “C:/Apache24”
3. Verify the contents of file Entity.conf by checking the snippet with paths to << EntityModel_Directory>>. Verify
and change the <VirtualHost *> tag with correct path entries to <<EntityModel_Directory>> as shown below.
Where <<EntityModel_Directory>> is “C:/HCL.iAutomate.iRecommend” in the snippet from Entity.conf.

4. Ensure that service was created through Service Account and not through Local account. Refer to the figure

below to check the status.

HCL.iAutomate.EntityModel Name Description Status Startup Type Log On As

@ GraphicsPerfSve Graphics pe.. Manual (Trig..  Local System
@ Group Policy Client The servi Automatic (T..
b d LCLLiAuto mate.EntityModel Automatic Local §

Start the service

Figure 113 - HCL.iAutomate.EntityModel service is not starting
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5. If not, open Windows Command Prompt in Administrator mode and run the below command:

6. ‘Log On As’ field corresponding to the service HCL.iAutomate.EntityModel should be changed to ‘Service

Account’. Click Start to start the service.

2.12.2 Service returns Internal Server Error - status code 500

Table 74 - iRecommend Components: Scenario 2

Issue Description Service is reachable but returns to Internal Server Error with status code 500.
Modules Impacted EntityModel
Probable Root Cause Library is missing

Resolution Steps
1. Check the Apache error log at <Apache_Root_Folder_Path>/logs/error.log.
2. Ifthe error is because of the missing library, perform the following steps:

— Open Windows Command Prompt in Administrative mode in Apache_Root_Folder_Path:

— If open internet access is available, run the below command:

— If open internet access is not available, download the wheel file for package from where user has internet
connectivity and move onto server at same location where it needs to be installed. E.g. https://pypi.org has
a repository of most used wheel files, else other sources are available as well. Subsequently, run the

command below:

If the issue pertains due to a problem in the code, contact the System Administrator.

2.12.3 404 Resource Not Found
Table 75 - iRecommend Components: Scenario 3
Issue Description Error message ‘404 Resource Not Found’ when EntityModel is hit
Modules Impacted EntityModel
Probable Root Cause e  Paths are not correct in Entity.conf
° Port is not correct

Resolution Steps

1. If the issue is due to the incorrect paths, refer to the resolution steps mentioned for issue in Table 73 -

iRecommend Components: Scenario 1.

2. Also, check if the correct port is being used. To identify the correct port, perform the following steps:

—  Open Entity.conf
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—  Search for Listen xxxx

e.g. — Here the image below shows the port set for EntityModel component is 9000.

3. The set port is one where EntityModel is deployed.

2124 Could not get any response

Table 76 - iRecommend Components: Scenario 4

Issue Description Error messages “Could not get any response” appears when EntityModel is being hit.

Modules Impacted EntityModel

Probable Root Cause Service is not running

Resolution Steps

1. Press Win+R, type services.msc and press Enter to open Windows Services.

= Run

Type the name of a program, folder, document, or Internet
= rescurce, and Windows will open it for you.

Open: cEnVices.msc - |

Figure 114 — EntityModel Troubleshooting

2. Find service HCL.iAutomate.EntityModel and select it.

3. Click Start to start the service if it's not running already.

HCL.iAutomate.EntityModel Mame Description Status Startup Type Log
. @GraphicsPervac Graphics pe.. Manual (Trig.. Lo
Start the service @Group Policy Client

The service ...

Automatic (T...
Apache/24.... Automatic Log

£+ C| iAutomate. EntityModel

Figure 115 - EntityModel Troubleshooting (cont.)

2.125 ‘Not able to reach the component’

Table 77 - iRecommend Components: Scenario 5

Issue Description Error message ‘Not able to reach the component’ appears in job log details

Modules Impacted EntityModel
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Probable Root Cause Duplication of keys in .cfg files present in python files

Resolution Steps:
1. Check for existence of the file Entity.conf at location <APACHE_ROOT_FOLDER _PATH>/CONF.

2. At the bottom of Entity.conf file you will find the path to the python files as highlighted in the below figure.

<VirtuslHost *>
WEEI8criptAlias /iAutomate C: /i - - . v/ =] 1
g8LVerifyCliasnt reguirs
F3LVerifyDepth 10
<Directory C:/iS—————( © 170226 -
WaGIipplicationGroup %{GLOBAL)
Require all granted
</Directory>

</VirtualHost>

Figure 116 - EntityModel (cont.)

3. Open the file entity.cfg from the location <highlighted _path_in_fig 112>/config and search for any duplicate

keys present in the file. You can refer below keys for reference:

(MISC]

Certificate Name=HclTech.iautomate.Web

T S =

ertiticate_Name - HclTech.iautomate.We
soe 1gned—

enableCertificate=Y

retryCount = 1
retrySleepTime =
retryCounter = 0
hashAlgorithm = SHA256
establishSecurityContext =
certificateStoreLocation
certificateStoreName = 7
certificateFindType = 1

2000

o
N =

Figure 117 - EntityModel (cont.)

4. Remove the last entry that is duplicate for each key. In the above case delete the second entry of
Certificate_Name = HclTech.iautomate.Web Similarly check for any other duplicate keys and remove the last
entry and save the file.

5. Finally restart the service named HCL.iAutomate.EntityModel

Troubleshooting Guide



HCL.iAutomate.EntityModel Mame
ELHCLisutomate.DC

@ HCL.i&utarmate EmailService
24 HC L iAutomate. Entityhodel

Stop the service
Restart the service

Figure 118 - EntityModel (cont.)

213 Troubleshooting Steps for iRecommend

iRecommend is the component responsible for providing the relevant recommendations of a list of runbooks for

a particular ticket that is picked up by iAutomate for automation. It is a component developed using python and is

hosted on Apache Web server as a service under the name HCL.iAutomate.iRecommend.

2.13.1 HCL.iAutomate.iRecommend service is not starting
Table 78 — iRecommend: Scenario 1
Issue Description HCL.iAutomate.iRecommend service is not starting
Modules Impacted iRecommend
Probable Root Cause Invalid “iRecommend.conf” file content

Resolution Steps:

1.
2.
3.

Check for existence of the file iRecommend.conf at location <Apache_Root_Folder_Path>/conf.

For e.g. - “C:/Apache24/conf” has <Apache_Root_Folder_Path> as “C:/Apache24”

Verify the contents of file iRecommend.conf by checking the snippet with paths to <<
iRecommend_Directory>>. Verify and change the <VirtualHost *> tag with correct path entries to <<

iRecommend_Directory>> as shown below. Where << iRecommend_Directory>> is

“C:/iAutomate/Middleware/iRecommend” in the snippet from iRecommend.conf

4.

Ensure that service was created through Service Account and not through Local account. Refer to the figure

below to check the status.
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_

HCLiAutomate.iRecommend Description Status Startup Type Log On As

Autornatic

Apache/2.4...

Start the service @HCL.\Automate.\Umque

Autornatic

Figure 119 - HCL.iAutomate.iRecommend service is not starting

5. If not, open Windows Command Prompt in Administrator mode and run the below command:

‘Log On As’ field corresponding to the service HCL.iAutomate.iRecommend should be changed to ‘Service Account’. Click

Start to start the service.

2.13.2 Service returns Internal Server Error - status code 500

Table 79 — iRecommend: Scenario 2

Issue Description Service is reachable but returns to Internal Server Error with status code 500.
Modules Impacted iRecommend
Probable Root Cause Python package not available
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Resolution Steps:
1. Check the Apache error log at <Apache_Root_Folder_Path>/logs/error.log
2. Ifthe erroris because of the missing package, perform the following steps:
a. Open Windows Command Prompt in Administrative mode in Apache_Root_Folder_Path:.

b. If openinternet access is available, run the below command:

3. If open internet access is not available, download the wheel file for package from where user has internet
connectivity and move onto server at same location where it needs to be installed. E.g. https://pypi.org has a

repository of most used wheel files, else other sources are available as well. Subsequently, run the below

command:

If the issue pertains due to a problem with the code, contact the System Administrator.

2.13.3 ‘404 Resource Not Found’
Table 80 - iRecommend: Scenario 3
Issue Description Error message ‘404 Resource Not Found’ when iRecommend is hit
Modules Impacted iRecommend
Probable Root e  Paths are not correct in iRecommend.conf
Cause e  Portis not correct

Resolution Steps:

1. |If the issue is due to the incorrect paths, refer to resolution steps mentioned for issue in Table 78 —

iRecommend: Scenario 1.

2. Also, check if the correct port is being used. To identify the correct port, perform the following steps:
— Open iRecommend.conf

—  Search for Listen xxxx

e.g. — Here the image below shows the port set for iRecommend component is 9000

3. The set port is one where iRecommend is deployed.

2134 Could not get any response
Table 81 - iRecommend: Scenario 4
Issue Description Error message ‘Could not get any response’ appears when iRecommend is being hit.
Modules Impacted iRecommend
Probable Root Cause HCL.iAutomate.iRecommend service is not running
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2.135 Model Not Found’/‘Model is empty

Table 82 - iRecommend: Scenario 5

Issue Description Error message: “Model Not Found’ or ‘Model is empty’ are logged.

Modules Impacted iRecommend

Probable Root Cause Runbooks are not mapped

Resolution Steps:

1. If the modelis not found, the following scenarios need to be checked:

a. Open Build Model tab and check if model building is triggered. If not, trigger Build Model else check the

other scenarios.

In Map Runbook tab, check if any runbooks mapped against respective organization and module. If not, map
the runbooks and rebuild the model.

< HCL iAutomate a o @0 e

@ Home Home > Runbooks > Map Runbooks

@ RBAC v
Organization* Module*
O Logs PythenDevTestOrg v Incident Management

@ Configuration v

& Runbooks ~

Manage Runbook Taol Runbook Name Y  RumbookTool Y Category Y  SubCategory Y Tags

Manage Runbooks ]

Map Runbooks

Figure 120 - Error message ‘Model Not Found’

User can also save the model on disk with settings fetched from “iRecommend.cfg” by setting

“PROPERTY_LOCATION=FILE”. If model is created, then there is a settings mismatch w.r.t organization; so
cross check the properties.

2.13.6 Incorrect recommendations /an empty set is returned

Table 83 — iRecommend: Scenario 7

Issue Description For a given test case, the recommendation is incorrect and at times an empty set is returned

Modules Impacted iRecommend

Probable Root Cause

Wrong configuration of model parameters

Resolution Steps:
For a test case, if the recommendations are incorrect or empty sets are returned, the following scenarios need
to be checked:

1. Check if any “Discriminators” or “Named Entities” are set in a manner which are filtering out the appropriate

runbook wrongly. Either correct these entries if wrongly marked with values or weigh down the best options

respective to the case and add these parameters accordingly.
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Discriminators and Named Entities should always be thoughtfully identified in an environment to avoid

any clashes between the use cases.

2. Check if the important words of the ticket description exist in your model. If not, then the model is not aware of

such content and hence cannot recommend properly for such a case. Enrich the vocabulary via Runbook Meta-

Data, Description, etc.

3. Ifthe user has the ‘Expected Runbook’, check if the ‘Expected Runbook’ has enriched tags and content sufficient

to cover the domain of the ticket.

4. If the ticket contains information which is domain specific and isn’t getting priority, addition of new Entities

should be done to the Entity Module, so that due weightage can be given to the specific entities.

2.13.7 Failed to Build Model
Table 84 — iRecommend: Scenario 7
Issue description Failed to build model due to incorrect URL of the server running IRecommend service.
Modules Impacted IRecommend
Probable root cause Incorrect URL provided for the server running IRecommend service.

Build Model Failed

Figure 121 - Failed to build model

Resolution Steps:
1. Go to iAutomate -> iAutomate configuration -> Check the load balancer URL.

2. Check whether the connection is successful.

2.13.8 Failed to Recommend Jobs
Table 85 —iRecommend: Scenario 8
Issue description Failed to recommend jobs after setting configuration
Module impacted IRecommend

Probable root cause
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Job Log Details X

289A600E-CD8D-49B0-B4DE...more 96. v 2.024 AHDAP3257 Failed Notable to reach the Moving Job to failed
0:58:11:160 component

06/07/2024
289A600E-CD8D-49B0-B4DE... more 0‘58 ‘D* 460 AHDAP3257 Success Moving Job to Initiated Moving Job to Initiated

Figure 122 - Failed to Recommend Jobs

Resolution steps:
1. Check whether the IRecommend service is running in the app server.
2. Start the IRecommend service if not started.

3. Go toiAutomate configuration — Check the load balancer URL and check whether the connection is successful.

2.13.9 Failed to create feedback model

Table 86 — iRecommend: Scenario 9

Issue Failed to create Feedback Model
description
Module IRecommend
impacted
Probable Either the iRecommend Model is not build for the corresponding Runbook Tool Type or sufficient feedback are
root cause not given for the corresponding Runbook Tool Type.
ITPAM Failed 07/16/2024 02:47:31 PM Feedback Model Error Creating Model: Insufficient training data,

Current feedbacks in system 0 does not meet
the criteria 1000 feedbacks

Figure 123 - Failed to create Feedback Model

Resolution steps:
1. |If iRecommend Model is not yet created for corresponding iRecommend model, create one. If it's already
created, skip step 2.
2. The feedback model expects enough feedback to be present in the DB before the model can be built. So, give
feedback using SAAS SME user feedback screen for the present analysis. If you have already given the feedback
for all the ticket summaries, then start new analysis jobs and give feedbacks for those. Keep doing this unless

you have given about 3000 to 5000 feedback.

2.14 Troubleshooting Steps for iParse
iParse is the component responsible for parsing or extract various parameters from any ticket runbook pair, that
is picked up by iAutomate for automation. It is a component developed using python and is hosted on Apache Web

Server as a service under the name HCL.iAutomate.iParse.

2.14.1 HCL.iAutomate.iParse service is not starting
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Table 87 - iParse: Scenario 1

Issue Description HCL.iAutomate.iParse service is not starting
Modules Impacted iParse
Probable Root Cause Invalid “iParse.conf” file content

Resolution Steps:

1.
2.

Check for existence of the file iParse.conf at location <Apache_Root_Folder_Path>/conf.

For e.g. - “C:/Apache24/conf” has <Apache_Root_Folder_Path> as “C:/Apache24”

Verify the contents of file iParse.conf by checking the snippet with paths to << iParse_Directory>>. Verify and

change the <VirtualHost *> tag with correct path entries to << iParse_Directory>> as shown below, where <<

iParse_Directory>> is “C:/iAutomate/Comp/HCL.iAutomate.iParse” in the snippet from iParse.conf.

C:/iAutomate/Comp/HCL.iAutomate.iParse

/IParse/iparse/app.wsgi

4.

5.

6.

C:/iAutomate/Comp/HCL.iAutomate.iParse/IParse/iparse

Ensure that service was created through Service Account and not through Local account. Refer to below figure

to check the status.

_

HCLiAutomate.iParse Name . Description Status  Startup Type Log On As
o (QGroupPakyCiem The serviceis .. Running  Automatic (Trigger Start) 5 XL

&L HCLiAutomate.Scheduler  Apache/2.4.34.. Running  Automatic

Figure 124 - HCL.iAutomate.iParse service is not starting

If not, open Windows Command Prompt in Administrator mode and run the below command:

‘Log On As’ field corresponding to the service HCL.iAutomate.iParse should be changed to ‘Service Account’.

Click Start to start the service.
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2.14.2 Service returns Internal Server Error - status code 500

Table 88 - iParse: Scenario 2

Issue Description Service is reachable but returns to Internal Server Error with status code 500.
Modules Impacted iParse
Probable Root Cause Python package not available

2.14.3 404 Resource Not Found

Table 89 - iParse: Scenario 3

Issue Description Error message ‘404 Resource Not Found’ when iParse is hit

Modules Impacted iParse

° Paths are not correct in iParse.conf
Probable Root Cause
° Port is not correct

Resolution Steps:
1. Iftheissueis due to the incorrect paths, refer to the resolution steps mentioned for issue a.
2. Also, check if the correct port is being used. To identify the correct port, perform the following steps:
— Open iParse.conf

—  Search for Listen xxxx

e.g. — Here the image below shows the port set for iParse component is 9000.

The set port is one where iParse is deployed.

2.14.4 Could not get any response
Table 90- iParse: Scenario 4
Issue Description Error message ‘Could not get any response’ appears when iParse is being hit.
Modules Impacted iParse
Probable Root Cause HCL.iAutomate.iParse service is not running
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Resolution Steps:

1. Press Win+R, type services.msc and press Enter to open Windows Services.

= Run >

==  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

CenviCEs.MEC

Figure 125 - HCL.iAutomate.iParse

2. Find service HCL.iAutomate.iParse and select it.

3. Click Start to start the service, if it’s not running already.

. . s'-‘:-i GraphicsPerfSve Graphics performance monitor service
Hartphe service 1 Group Policy Client The service is responsible for applying settings config..  Running

Description:

Apache/2.4.34 (Wingd) &},Hnme-ﬁroup Listener Makes local computer changes associated with config...

HCLiAutomate.iParse Mame Description Status

P

#3 HC L tAutomate Parse Apache/2 Winbd)

£ HCLiAutomate Scheduler Apache/2.4.34 (Winid) mod_wsgi/4.4.12 Python/2.7.13

Running

Figure 126 - HCL.iAutomate.iParse (cont.)

2.14.5 Failed to Execute Job
Table 91- iParse: Scenario 5
Issue Sy . . .
— Failed job execution due to parameter mismatch between iautomate and RBA tool
Description
Modules ExecuteRunbook Job
Impacted

Probable root
cause

Parameter mismatch between iAutomate and RBA Tool

Job Log Details

Request Id Y DateTime Listner Node Current Sta..  Step Remarks Message

Execution Failed > Due to

06/07/2024 parameter missmatch
AE452100-F886-4234-8901...more 10:58:47:930 AHDAP3257more Failed between iAutomate and
Scorch Runbook.
4CB733F1-8FA4-4994-99B6.. more 06/0772024 AHDAP3257more  Success Total : 1 ticket recieved
10:58:29:493
06/07/2024

4CB733F1-8FA4-4994-99B6...more 10:58:29-400 AHDAP3257more Success Executing get tickets

Figure 127 — Error for parameter mismatch
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Resolution Steps:
1. Check the parameter names with the RBA Team.

2. Parameter names should be the same as in RBA runbook.

2.14.6 Not able to reach the component

Table 92- iParse: Scenario 6

Issue Description Error message ‘Not able to reach the component’ appears in job log details-step remarks

column for IPARSE job in manage jobs page, also the status is in ‘failed’ state

Modules Impacted iParse

Probable Root Cause Duplication of keys in .cfg files present in python files

Resolution Steps:
1. Check for existence of the file iParse.conf at location <Apache_Root_Folder_Path>/conf.

2. At the bottom of iParse.conf file you will find the path to the python files as highlighted in the below figure.

<VirtualHost *>
WSGIScriptAlias /iAutomate C ./ e —- | | . 5L
S3LVerifyClient require
S3LVerifyDepth 10
<Direcrory C:/ 1o 1o s

WSGIApplicationGroup %{GLOBAL

Require all granted

</Directory>

Figure 128 - HCL.iAutomate.iParse(cont.)

3. Open the file Parse_data.cfg from the location <highlighted _path_in_fig_000>/config and search for any

duplicate keys present in the file. You can refer to the keys below for reference:
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[n1sc])

KEY=150

loggerState=1

SUCCESS_STATUS=0

FAIL_STATUS=1

KEY_SALT- I
Certificate_Name=HclTech.iautomate.Wed
IsSelfSigned:=Y

enableCertificatesy

IsJobupdateError=Y

retryCount=1

retrySleepTime=2000

hashAlgorithm = SHA256

retryCounter = 0@
establishSecurityContext = N
certificateStorelLocation = 2
certificateStoreName = 7
certificateFindType = 1

EncryptionAlgorithm=aesgcm

Figure 129 - HCL.iAutomate.iParse(cont.)

4. Remove the last entry that is duplicate for each key. In the above case delete the second entry of
EncryptionAlgorithm = aesgcm. Similarly check for any other duplicate keys, remove the last entry, and save
the file.

5. Finally restart the service named HCL.iAutomate.iParse

HCL.iAutomate.iParse Name Description Status Startup Type

. N ) Lo HCL iAutomate,iParse Apache/24.... Running Automatic

top the service &, ) ] - -

Rectart the service H) HCL.ifutomate.iRecommend Apache/24... Running Automatic
£ HCL.iAutomate.iScript Apache/2.4...

Running  Automatic

Figure 130 - HCL.iAutomate.iParse(cont.)

2.15 Troubleshooting Steps for iScrape
iScrape is the component responsible for searching, extract, and download scripts from open sources to create
runbooks which are not available within iAutomate repository for automation. It is a component developed using

python and is hosted on Apache Web Server as a service under the name HCL.iAutomate.iScript.

2.15.1 HCL.iAutomate.iScript service is not starting

Table 93- iScrape: Scenario 1

Issue Description HCL.iAutomate.iScript service is not starting
Modules Impacted iScript
Probable Root Cause Invalid “iScript.conf” file content
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Resolution Steps:
1. Check for existence of the file iScript.conf at location <Apache_Root_Folder_Path>/conf.
For e.g. - “C:/Apache24/conf” has <Apache_Root_Folder_Path> as “C:/Apache24”
2. Verify the contents of file iScript.conf by checking the snippet with paths to << iScript_Directory>>. Verify and
change the <VirtualHost *> tag with correct path entries to << iScript_Directory>> as shown below. Where <<

iScript_Directory>> is “C:/iAutomate/Comp/HCL.iAutomate.iScript” in the snippet from iScript.conf

C:/iAutomate/Comp/HCL.iAutomate.iScript/iScript/app.wsgi

C:/iAutomate/Comp/HCL.iAutomate.iScript/ iScript

3. Ensure that service was created through Service Account and not through Local Account. Refer to the figure

below to check the status.

HCL.iAutomate.iScript Description Status Startup Type Log On &3

A ; te...

HCL.i&utornate.iScript Apach
5@HCL.iAutomate.RatingMongo HApachef24..,

Start the service

Running  Autornatic Local Syste..,

Figure 131 - HCL.iAutomate.iScript service is not starting

4. If not, open Windows Command Prompt in Administrator mode and run the below command:

‘Log On As’ field corresponding to the service HCL.iAutomate.iScript should be changed to ‘Service Account’. Click Start to

start the service.

2.15.2 Service returns Internal Server Error - status code 500

Table 94 - iScrape: Scenario 2

Issue Description Service is reachable but returns to Internal Server Error with status code 500.
Modules Impacted iScript
Probable Root Cause Python package not available
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2.15.3 404 Resource Not Found

Table 95 - iScrape: Scenario 3

Issue Description Error message ‘404 Resource Not Found’ when iScript is hit

Modules Impacted iScript

° Paths are not correct in iScript.conf
Probable Root Cause

° Port is not correct

Resolution Steps:

1. If the issue is due to the incorrect paths, refer to resolution steps mentioned for issue in Table 93- iScrape:

Scenario 1.
2. Also, check if the correct port is being used. To identify the correct port, perform the following steps:
— Open iScript.conf

—  Search for Listen xxxx

e.g. — Here the image below shows the port set for iScript component is 9000.

3. The set port is one where iScript is deployed.

2.15.4 Could not get any response
Table 96 - iScrape: Scenario 4
Issue Description Error message ‘Could not get any response’ appears when iScript is being hit.
Modules Impacted iScript
Probable Root Cause HCL.iAutomate.iScript service is not running

Resolution Steps:

1. Press Win+R, type services.msc and press Enter to open Windows Services.

= Run >

7 Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | SEMVICES.MSC - |

Figure 132 - HCL.iAutomate.iScript

2. Find service HCL.iAutomate.iScript and select it.
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3. Click Start to start the service if it's not running already.

_

Ead

HCL.iAutomate.iScript Marne Description Status Startup Type
el HC L iAutomate.iScript
@ HCL.igutomate.RatingMongo

Apache/2d... Autornatic

Apache/24..

Start the service Running  Autoratic

Figure 133 - HCL.iAutomate.iScript (Cont.)

2.16 Troubleshooting Steps for iUnique

iUnique helps in clustering of tickets with similar ticket descriptions. This helps in identifying resolutions over a
group rather than catering to individual tickets. It is a component developed using python and is hosted on Apache

Web Server as a service under the name HCL.iAutomate.iUnique

2.16.1 HCL.iAutomate.iUnique service is not starting

Table 97 - iUnique: Scenario 1

Issue Description HCL.iAutomate.iUnique service is not starting
Modules Impacted iUnique
Probable Root Cause Invalid “iUnique.conf” file content

Resolution Steps:
1. Check for existence of the file iUnique.conf at location <Apache_Root_Folder_Path>/conf.
For e.g. - “C:/Apache24/conf” has <Apache_Root_Folder_Path> as “C:/Apache24”.
2. Verify the contents of file iUnique.conf by checking the snippet with paths to << iUnique_Directory>>. Verify
and change the <VirtualHost *> tag with correct path entries to << iUnique_Directory>> as shown below. Where

<< iUnique_Directory>> is “C:/iAutomate/Comp/HCL.iAutomate.iUnique” in the snippet from iUnique.conf.

C:/iAutomate/Comp/HCL.iAutomate.iUnique/iUnique/app.wsgi

C:/iAutomate/Comp/HCL.iAutomate.iUnique/ iUnique

3. Ensure that service was created through Service Account and not through Local account. Refer to below figure

to check the status.
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Status

HCL.iAutomate.iUnique Description Startup Type

2 A H L iAutamate.iUnique Autarmatic

s@HCL.i.ﬂ\u'cc.r'na'ce.Lister‘uer

Apache/2.4..., Local System

Start the service Running  Autornatic Local Systern

Figure 134 - HCL.iAutomate.iUnique service is not starting

4. If not, open Windows Command Prompt in Administrator mode and run the below command:

5. ‘Log On As’ field corresponding to the service HCL.iAutomate.iUnique should be changed to ‘Service Account’.

Click Start to start the service.

2.16.2 Service returns Internal Server Error - status code 500

Table 98 - iUnique: Scenario 2

Issue Description Service is reachable but returns Internal Server Error with status code 500
Modules Impacted iUnique
Probable Root Cause Python package not available

Resolution Steps:
1. Check the Apache error log at <Apache_Root_Folder_Path>/logs/error.log.
2. Ifthe error is because of the missing package, perform the following steps:
a. Open Windows Command Prompt in Administrative mode in Apache_Root_Folder_Path.

b. If openinternet access is available, run the below command:

c. If open internet access is not available, download wheel file for the package from where user has internet
connectivity and move onto server at same location where it needs to be installed. E.g. https://pypi.org has
a repository of most used wheel files, else other sources are available as well. Subsequently, run the below

commend:

2.16.3 404 Resource Not Found
Table 99 - iUnique: Scenario 3
Issue Description Error message ‘404 Resource Not Found’ when iUnique is hit
Modules Impacted iUnique
Probable Root Cause e  Paths are not correct in iUnique.conf
° Port is not correct
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Resolution Steps:

1. Iftheissue is due to the incorrect paths, refer to the resolution steps mentioned for issue.
2. Also, check if the correct port is being used. To identify the correct port, perform the following steps:
— Open iUnique.conf

—  Search for Listen xxxx

e.g. — Here the image below shows the port set for iUnique component is 9000.

3. The set port is one where iUnique is deployed.

2.16.4 Could not get any response
Table 100 - iUnique: Scenario 4
Issue Description Error message ‘Could not get any response’ appears when iUnique is being hit
Modules Impacted iUnique
Probable Root Cause HCL.iAutomate.iUnique service is not running

Resolution Steps:

1. Press Win+R, type services.msc and press Enter to open Windows Services.

= Run *

Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Figure 135 - HCL.iAutomate.iUnique

2. Find service HCL.iAutomate.iUnique and select it.

3. Click Start to start the service, if it's not running already.

F

HCL.iAutomate.iUnique MName Description Status Startup Type
X C eillnique  Apache/2.4.. Automatic
@ he service 5@HCL.|.t'1".l.1t-:r'nate.Listener Running  Autamatic

Figure 136 - HCL.iAutomate.iUnique (cont.)
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2.16.5 Not able to reach the component

Table 101 - iUnique: Scenario 5

Issue Description Error message ‘Not able to reach the component’ appears in job log details-step remarks

column for iUnique job in manage jobs page, also the status is in ‘failed’ state

Modules Impacted iUnique

Probable Root Cause Duplication of keys in .cfg files present in python files

Resolution Steps:
1. Check for Existence of the file iUnique.conf at location <ApPACHE_ROOT_FOLDER_PATH>/CONF.

2. At the bottom of iUnique.conf file you will find the path to the python files as highlighted in the below figure.

<VirtualHost *>
WEGIScriptAlias /ilkutomate C: /i 1 C . 15 1
S5LVerifyClient require
S5LVerifyDepth 10
<Directory [C: /i (il
WsGIApplicationGroup %{GLOBAL}
Feguire all granted

</Directory>

</VirtualHost>

Figure 137 - HCL.iAutomate.iUnique(cont.)

3. Open the file iUnique.cfg from the location <highlighted_path_in_fig_000>/config and search for any duplicate

keys present in the file. You can refer below keys for reference:

[S1ZE]
VALUE=20000
VALUE = 2000

VALUES=200000
Values = 200000
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4. Remove the last entry that is duplicate for each key. In the above case delete the second entry of VALUE = 20000,

VALUES = 200000, EncryptionAlgorithm = aesgcm. Similarly check for any other duplicate keys and remove the

[m1sC)

KEY=150

loggerState=1

SUCCESS_STATUS=0

FAIL_STATUS=1

KEY_SALT - I
Certificate_Name=HclTech.iautomate.Wed
IsSelfSigned=Y

enableCertificatesY

IsJobupdateError=Y

retryCount=1

retrySleepTine=2000

hashAlgorithm = SHA256

retryCounter = 0
establishSecurityContext = N
certificateStorelLocation = 2
certificateStoreName = 7

certificateFindType = 1
EncryptionAlgorithm=aesqgcm
EncryptionAlgorithm = aesqgcm

Figure 138 - HCL.iAutomate.iUnique(cont.)

last entry and save the file.

5. Finally restart the service named HCL.iAutomate.iUnique

~

HCL.iAutomate.iUnique Name Description Status Startup Type

Stop the service
Restart the service

Eh HCLidutomate.iScript Apache/24... Running  Automatic
* AHCL.idutomate.iUnigue Apache/24... Running Automatic
.Q HCL.i&utomate Listener

Service for L... Running  Automatic

Figure 139 - HCL.iAutomate.iUnique(cont.)

217 Troubleshooting Steps for iCrawler (Advanced Knowledge component)

2.17.1 HCL.iAutomate.iCrawler service is not starting

Table 102 - iCrawler: Scenario 1

Issue Description

HCL.iAutomate.iCrawler service is not starting

Modules Impacted

iCrawler

Probable Root Cause

Invalid “iknowledgeCrawler.conf” file content

Resolution Steps:

1. Check for existence of the file iknowledgeCrawler.conf at location <Apache _Root_Folder_Path>/conf.

2. Fore.g.- “C:/Apache24/conf” has <Apache_Root_Folder_Path> as “C:/Apache24”.

3. Ensure that paths are mentioned correctly in the iknowledgeCrawler.conf file.
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4. Inthe conffile, inside < VirtualHost *> tags, there are two lines that have path to the iCrawler directory as follows:

5. Ensure that these paths are correct.

C:/HCL.iAutomate.Crawler/crawler v5/main.wsgi

C:/HCL.iAutomate.Crawler/crawler v5

6. Ensure that service was created through Service Account and not through the Local Account. Refer to the figure below

to check the status.

Figure 140 - HCL.iAutomate.iCrawler

7. If not, open Windows Command Prompt in Administrator mode and run the below command:

8. ‘Log On As’ field corresponding to the service HCL.iAutomate.iCrawler should be changed to ‘Service Account’. Click

Start to start the service.

2.17.2 Service returns Internal Server Error - status code 500

Table 103 - iCrawler: Scenario 2

Issue Description

Service is reachable but returns Internal Server Error with status code 500

Modules Impacted

iCrawler

Probable Root Cause

Python package not available

Resolution Steps:

1. Check the Apache error log at <Apache_Root_Folder_Path>/logs/error.log.

2. Ifthe error is because of the missing package, perform the following steps:
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a. Open the Windows Command Prompt in the Administrative mode in Apache_Root_Folder_Path:

b. If openinternet access is available, run the below command:

c. If openinternet access is not available, download wheel file for package from where user has internet
connectivity and move onto server at same location where it needs to be installed. E.g. https://pypi.org has
a repository of most used wheel files, else other sources are available as well. Subsequently, run the below

command:

2.17.3 404 Resource Not Found

Table 104 - iCrawler: Scenario 3

Issue Description Error message ‘404 Resource Not Found’ when iCrawler is hit.

Modules Impacted iCrawler

Probable Root Cause ° Paths are not correct in iknowledgeCrawler.conf

° Port is not correct

Resolution Steps:
1. Iftheissue is due to the incorrect paths, refer to the resolution steps mentioned for issue a.
2. Also, check if the correct port is being used. To identify the correct port, perform the following steps:
— Open iKnowledgeCrawler.conf

—  Search for Listen xxxx

e.g. — Here the image below shows the port set for iCrawler component is 9000

3. The set port is one where iCrawler is deployed.

2.17.4 Could not get any response
Table 105 - iCrawler: Scenario 4
Issue Description Error message ‘Could not get any response’ appears when iCrawler is being hit.
Modules Impacted iCrawler
Probable Root Cause HCL.iAutomate.iCrawler service is not running

Resolution Steps:

1. Press Win+R, type services.msc and press Enter to open Windows Services.
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=7 Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you,

Open: services.msg ~

Cancel Browse...

Figure 141 - HCL.iAutomate.iCrawler

2. Find service HCL.iAutomate.iCrawler and select it.
3. Click Start to start the service if it's not running already.

L Services (Local)

.

HCL.iAutomate.iCrawler Mame

he service

Description Status Startup Type
{}-Grnup Palicy Client The service ...

Lisutornate iCrauler Apachef2d..

Running  Automatic (T..

Automatic

Figure 142 - HCL.iAutomate.iCrawler

2.17.5 Not able to reach the component

Table 106 - iCrawler: Scenario 5

Issue Description Error message ‘Not able to reach the component’ appears in job log details-step remarks

column for crawler job in manage jobs page, also the status is in ‘failed’ state
Modules Impacted iCrawler

Probable Root Cause

Duplication of keys in .cfg files present in python files

Resolution Steps:

1. Check for existence of the file iknowledgeCrawler.conf at location <APACHE_ROOT_FOLDER_PATH>/CONF.

2. At the bottom of iknowledgeCrawler.conf file you will find the path to the python files as highlighted in the

below figure.
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<VirtualHost *>

W3GIScriptAlias /iKnowledge C: ./ i/ 1 1. 11 W51

SSLVerifyClient require

SSLVerifyDepth 10

<Directory F:fi“:»
W3GIApplicationGroup %{GLOBAL}
Require all granted

</Directory>

</VirtualHost>

Figure 143 - HCL.iAutomate.iCrawler (cont.)

3. Open the file icrawler.cfg from the location <highlighted_path_in_fig_128>/config and search for any duplicate

keys present in the file. You can refer below keys for reference:

[MISC]

EncryptionlAlgorithm = aesgom
Encryptionlilgorithm=assgcom
Certificate Name = HelTech. iautomate. Web
Certificate_ﬂame=HclTech.iautomate.web

Figure 144 - HCL.iAutomate.iCrawler (cont.)

4. Remove the entry that is duplicate for each key. In the above case delete, the
EncryptionAlgorithm = aesgcm and Certificate_Name = Hcltech.iautomate.Web, similarly, check for any other duplicate
keys and remove the last entry and save the file.

5. Finally restart the service named HCL.iAutomate.iCrawler

HCL.iAutomate.iCrawler MName
QzHCL.iAutomate.Generi:Executnr

Stop the service B LICL (A utornate iCrauwle

Restart the service .,:H -L.. .u.Jrn:...,..r:\mI.r
LEHCLiAutomate.iKnowledge

Figure 145 - HCL.iAutomate.iCrawler (cont.)

2.18 Troubleshooting Steps for iKnowledgelndexer (Advanced Knowledge component)
iKknowledgelndexer is an AdvancediKnowledge component that performs indexing over the data crawled by
iCrawler and stores the indexed data in the database. It is a component developed using python and is hosted on

Apache Web Server as a service under the name HCL.iAutomate.iKnowledgelndexer.

2.18.1 HCL.iAutomate.iKnowledgelndexer service is not starting
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Table 107 — iKnowledgelndexer: Scenario 1

Issue Description HCL.iAutomate.iKnowledgelndexer service is not starting
Modules Impacted iKnowledgelndexer
Probable Root Cause Invalid “iKnowledgelndexer.conf” file content

Resolution Steps:
1. Check for existence of the file iknowledgelndexer.conf at location <Apache_Root_Folder_Path>/conf.
2. Fore.g.- “C:/Apache24/conf” has <Apache_Root_Folder_Path> as “C:/Apache24”
3. Verify the contents of file iKnowledgelndexer.conf by checking the snippet with paths to <<
iKnowledgelndexer_Directory>>. Verify and change the <VirtualHost *> tag with correct path entries to <<
iKnowledgelndexer_Directory>> as shown below. Where << iKnowledgelndexer_Directory>> is

“C:/HCL.iAutomate.AdvancediKnowledge/iKnowledge_Indexer” in the snippet from iKnowledgelndexer.conf.

C:/iAutomate/Comp/HCL.iAutomate.iParse

/IParse/iparse/app.wsgi

C:/iAutomate/Comp/HCL.iAutomate.iParse/IParse/iparse

4. Ensure that service was created through Service Account and not through Local account. Refer to the figure

below to check the status.

HCLiAutomateiknowledgelndexer  MName Description Status  Startup Type
=1HC 4 AL c
@Hnme(irnmLimr

SHart the service Manual

Figure 146 - HCL.iAutomate.iKnowledgelndexer

5. If not, open Windows Command Prompt in Administrator mode and run the command below:

6. ‘Log On As’ field corresponding to the service HCL.iAutomate.iKnowledgelndexer should be changed to a

‘Service Account’. Click Start to start the service.

2.18.2 Service returns Internal Server Error - status code 500

Table 108 - iKnowledgelndexer: Scenario 2

Issue Description Service is reachable but returns Internal Server Error with status code 500
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Modules Impacted iKnowledgelndexer

Probable Root Cause

Python package not available

Resolution Steps
1. Check the Apache error log at <Apache_Root_Folder_Path>/logs/error.log.

2. If the error is because of the missing package, perform the following steps:

a. Open Windows Command Prompt in Administrative mode in Apache_Root_Folder_Path:.

b. If open internet access is available, run the below command:

pip install package name

If open internet access is not available, download the wheel file for package from where user has internet

connectivity and move onto server at same location where it needs to be installed. E.g. https://pypi.org has a

repository of most used wheel files, else other sources are available as well. Subsequently, run the below
command:

pip install package name.whl

2.18.3 ‘Could not get any response’

Table 109 - iKnowledgelndexer: Scenario 3

Issue Description

Error message ‘Could not get any response’ appears when iKnowledgelndexer is being hit

Modules Impacted iKnowledgelndexer

Probable Root Cause

HCL.iAutomate.iKnowledgelndexer service is not running

Resolution Steps:

1. Press Win+R, type services.msc and press Enter to open Windows Services.

¥ Run

7 Typethe name of a program, folder, document, or Internet
! resource, and Windows will epen it for you.

Open: | SEMVICES.MSC]

Cancel Browse...

Figure 147 - HCL.iAutomate.iknowledgelndexer

2. Find service HCL.iAutomate.iKnowledgelndexer and select it.

3. Click Start to start the service, if it’s not running already.
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[

HCLiAutomate.iKnowledgelndexer Mame Description Status Startup Type

Autornatic

Start the service Autornatic

Figure 148 - HCL.iAutomate.iKnowledgelndexer (cont.)

2.18.4 404 Resource Not Found
Table 110 - iKnowledgelndexer: Scenario 4
Issue Description Error message ‘404 Resource Not Found’ when iKnowledgelndexer is hit
Modules Impacted iKnowledgelndexer
Probable Root Cause ° Paths are not correct in ikKnowledgelndexer.conf
° Port is not correct

Resolution Steps:
1. Iftheissueis due to the incorrect paths, refer to the resolution steps mentioned for issue a.
2. Also, check if the correct port is being used. To identify the correct port, perform the following steps:
— Open iKnowledgelndexer.conf

—  Search for Listen xxxx

e.g. — Here the image below shows the port set for Knowledgelndexer component is 9000.

3. The set port is one where iKnowledgelndexer is deployed.

2.18.5 Data not getting indexed
Table 111 - iKnowledgelndexer: Scenario 5
Issue Description Data is not getting indexed
Modules Impacted iKnowledge
Probable Root Cause Python packages are not available or having different version

Resolution Steps:
1. Check the Apache error log at <Apache_Root_Folder_Path>/logs/error.log.
2. Ifthe error comes because of the spacy package, perform the following steps:

—  Check the spacy version in this path C:/Python310/Lib/site-packages. If the version is mismatched as
mentioned in pre-requisite or more than one version of same package present in this path. Then follow the
steps below.

—  First uninstall python and follow the installation steps again as mentioned in pre-requisite document and
ensure that spacy folder is placed in desired location.
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2.18.6 Solr task failed

Table 112 - iKnowledgelndexer: Scenario 6

Issue Description Error message “Solr task failed” comes, when iKnowledgelndexer is hit
Modules Impacted iKnowledge
Probable Root Cause This might be an issue related to Solr username and password are not configured correct.

Resolution Steps

1. Check the Solr username and password in the database and change it with correct one.

2.18.7 Not able to reach the component

Table 113 - iKnowledgelndexer: Scenario 7

Issue Description Error message ‘Not able to reach the component’ appears in job log details - step remarks

column for Indexer job in manage jobs page, also the status is in ‘failed’ state

Modules Impacted iknowledge Indexer

Probable Root Cause Duplication of keys in .cfg files present in python files

Resolution Steps:
1. Check for existence of the file iknowledgelndexer.conf at location <Apache_Root_Folder_Path>/conf.

2. At the bottom of iknowledgelndexer.conf file you will find the path to the python files as highlighted in the below

figure.

kvirtualHose > |
WeGIScriptdlias / C: /iy 11 dcxex knowledge_indexer_main.wsg:

S5LVerifyClient require

S5LVerifyDepth 10

«Directory Ei Jb—awledge_lndexezﬂ
WsGIApplicationGroup %{GLOBAL}
Fequire all granted

</Directory>

/¥irtualHost>

Figure 149 - HCL.iAutomate.iKnowledgelndexer(cont.)

3. Open the file INDEXER.cfg from the location <highlighted_path_in_fig_128> and search for any duplicate keys

present in the file. You can refer to the keys below for reference:

Troubleshooting Guide



- . 'I
Encryptiondlgorithm=aesgcm I

UertlLlsaEE_Name=jciLecn.1aut0mate.ﬂeb

IsS5=lfSignsd = ¥
enableCertificate = ¥
retryCount = 1
retry5lespTims = 2000

retryCounter = 0
hashldlgorithm = SHRA25E

establishSecurityContext = N
certificateStorslocation = 2
certificateStoreNams = 7
certificateFindTypse = 1
IEnsryptionﬂigorithm = aesgcml

Figure 150 - HCL.iAutomate.iKnowledgelndexer (cont.)

4. Remove the last entry that is duplicate for each key. In the above case delete the second entry of

EncryptionAlgorithm = aesgecm. Similarly check for any other duplicate keys and remove the last entry and save

the file.

5. Finally restart the service named HCL.iAutomate.iKnowledgelndexer

\,';IJ_';HCL.iAutDmate.iCrawler
-f;} HCL.i&utomate.iknowledge

HCL.i&wutarmate.iknowledgelndexer

Stop the service
Restart the service

Figure 151 - HCL.iAutomate.iKnowledgelndexer (cont.)

2.19 Troubleshooting Steps for iKknowledgeSearch (Advanced Knowledge component)

iKnowledgeSearch is an AdvancediKnowledge component that enables a user to perform document search based
on search query. It is a component developed using python and is hosted on Apache Web Service as a service

under the name HCL.iAutomate.iKnowledgeSearch.

2.19.1 HCL.iAutomate.iKnowledgeSearch service is not starting

Table 114 - iKnowledgeSearch: Scenario 1

Issue Description HCL.iAutomate.iKnowledgeSearch service is not starting
Modules Impacted iKknowledgeSearch
Probable Root Cause Invalid “iKnowledgeSearch.conf” file content

Resolution Steps:
1. Check for existence of the file iknowledgeSearch.conf at location <Apache_Root_Folder_Path>/conf.
For e.g. - “C:/Apache24/conf” has <Apache_Root_Folder_Path> as “C:/Apache24”
2. Verify the contents of file iKnowledgeSearch.conf by checking the snippet with paths to <<

iKnowledgeSearch_Directory>>. Verify and change the <VirtualHost *> tag with correct path entries to <<
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iKnowledgeSearch_Directory>> as shown below. Where << iKnowledgeSearch_Directory>> s

“C:/HCL.iAutomate.Advancediknowledge/iKknowledge_Search” in the snippet from iKnowledgeSearch.conf.

C:/HCL.iAutomate.AdvancediKnowledge/iKnowldege Search/search main.wsgi

C:/HCL.1Automate.AdvancediKnowledge/iKnowledge Search

3. Ensure that service was created through Service Account and not through Local account. Refer to below figure to

check the status.

_

ch  MName Description Status Startup Type Log On As

@HCL idutomate.iknowledgesScreen  Apache/2.4.. Autormatic Local System
ch  Apachef2.4. Automatic m

Start the service

Figure 152 - HCL.iAutomate.iKnowledgeSearch

4. If not, open Windows Command Prompt in Administrator mode and run the below command:

5. ‘Log On As’ field corresponding to the service HCL.iAutomate.iKnowledgeSearch should be changed to ‘Service
Account’.

6. Click Start to start the service.

2.19.2 Service returns Internal Server Error - status code 500

Table 115 - iKnowledgeSearch: Scenario 2

Issue Description Service is reachable but returns to Internal Server Error with status code 500.
Modules Impacted iScript
Probable Root Cause Python package not available

Resolution Steps:
1. Check the Apache error log at <Apache_Root_Folder_Path>/logs/error.log.
2. Ifthe error is because of the missing package, perform the following steps:

—  Open Windows Command Prompt in Administrative mode in Apache_Root_Folder_Path.
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— If open internet access is available, run the below command:

— If open internet access is not available, download the wheel file for package from where user has internet
connectivity and move onto server at same location where it needs to be installed. E.g. https://pypi.org has
a repository of most used wheel files, else other sources are available as well. Subsequently, run the below

command:
_
2.19.3 404 Resource Not Found
Table 116 - iKnowledgeSearch: Scenario 3

Issue Description Error message ‘404 Resource Not Found’ when iKnowledgeSearch is hit

Modules Impacted iKnowledgeSearch

Probable Root Cause ° Paths are not correct in iKnowledgeSearch.conf

° Port is not correct

Resolution Steps:

1. Iftheissueis due to the incorrect paths, refer to resolution steps mentioned for Table 114 - iKknowledgeSearch:

Scenario 1

2. Also, check if the correct port is being used. To identify the correct port, perform the following steps:
— Open iKnowledgeSearch.conf

—  Search for Listen xxxx

e.g. — Here the image below shows the port set for iKnowledgeSearch component is 9000.

3. The set port is one where iKnowledgeSearch is deployed.

2.194 Could not get any response
Table 117 - iKnowledgeSearch: Scenario 4
Issue Description Error message ‘Could not get any response’ appears when iKnowledgeSearch is being hit.
Modules Impacted iKnowledgeSearch
Probable Root Cause HCL.iAutomate. iKnowledgeSearch service is not running

Resolution Steps:

1. Press Win+R, type services.msc and press Enter to open Windows Services.
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4 Run *

—=  Typethe name of a program, folder, document, or Internet

= rescurce, and Windows will epen it for you.
Open: | SEMVICES.MS] w

Cancel Browse...

Figure 153 - HCL.iAutomate. iKnowledgeSearch

2. Find service HCL.iAutomate.iKnowledgeSearch and select it.

3. Click Start to start the service, if it’s not running already.

L5 Services (Local)

HCLiAutomate.iknowledgeSearch  Mame Description Status Startup Type
iutormate.iknowledgeScreen Spache/2.4 Autormatic

Start the service

CLisutomate.knowledgeSearch  Spach o Autormatic

Figure 154 - HCL.iAutomate. iKnowledgeSearch (cont.)

2.19.5 Not able to reach the component

Table 118 - iKnowledgeSearch: Scenario 5

Issue Description Error message ‘Not able to reach the component’ appears in job log details. “No results found”

is displayed in Knowledge Search page.

Modules Impacted iKnowledge Search

Probable Root Cause Duplication of keys in .cfg files present in python files

Resolution Steps:
1. Check for existence of the file iknowledgeSearch.conf at location <Apache_Root_Folder_Path>/conf.
2. At the bottom of iKnowledgeSearch.conf file you will find the path to the python files as highlighted in the below

figure.
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Virtuallost *>
WSGIScriptdlias / C: /D, - i = 1 Knovledyge Search/search main.wsgi
55LVerifyClient require
S5LVerifyDepth 10
<Directory C‘:fD_mwledge_Sen:uﬂ)
WaGIipplicationGroup %{GLOBAL}
Require all granted

</Directory>

fo/Virtuallosts

Figure 155 - HCL.iAutomate.iKnowledgeSearch (cont.)

3. Open the file IKNOWLEDGE_SEARCH.cfg from the location <highlighted _path_in_fig_128> and search for any

duplicate keys present in the file. You can refer below keys for reference:

= assgcm I

snablelertificate = 7
Certificate Nams=HclTech.iautomate.Web

CERT API PEM KEY PATH = C:\Program Files\certificate\server.pem
retryCount = 1
retrySlespTime = 2000
retryCountsr = 0
hashaAlgorithm = SHAZ56
=stablishSscurityContext

[]
=]

certificateStorelocation

%]

srtificat=StorslNams = 7
srtificatseFindTyvps = 1

-
Encryptiondlgorithm=assgcm

Figure 156 - HCL.iAutomate.iKnowledgeSearch (cont.)

4. Remove the last entry that is duplicate for each key. In the above case delete the second entry of
EncryptionAlgorithm = aesgcm. Similarly check for any other duplicate keys and remove the last entry and save
the file.

5. Finally restart the service named HCL.iAutomate.iKnowledgeSearch

HCL.iAutomate.iknowledgeSearch  Mame
-E,} HCLifutormate. iknowledgeScreen
HCL.ifutormate. ik

“CLHCL ifutamate Scriot

Stop the service
Restart the senvice

Figure 157 - HCL.iAutomate.iKnowledgeSearch (cont.)

Troubleshooting Guide
117



2.20 Troubleshooting Steps for iknowledgeScreen (Advanced Knowledge component)

iKnowledgeScreen is an AdvancediKnowledge component composing of screen APIs for the analysis of the
documents indexed by the iKnowldegindexer. It is a component developed using python and is hosted on Apache

Web Server as a service under the name HCL.iAutomate.iKnowledgeScreen.

2.20.1 HCL.iAutomate.iKnowledgeScreen service is not starting

Table 119 - iKnowledgeScreen: Scenario 1

Issue Description HCL.iAutomate.iKnowledgeScreen service is not starting
Modules Impacted iKnowledgeScreen
Probable Root Cause Invalid “iKnowledgeScreen.conf” file content

Resolution Steps:
1. Check for existence of the file iknowledgeScreen.conf at location <Apache_Root_Folder_Path>/conf.
For e.g. - “C:/Apache24/conf” has <Apache_Root_Folder_Path> as “C:/Apache24”.
2. Verify the contents of file iKnowledgeScreen.conf by checking the snippet with paths to <<
iKnowledgeScreen_Directory>>. Verify and change the <VirtualHost *> tag with correct path entries to <<
iKnowledgeScreen_Directory>> as shown below. Where << iKnowledgeSearch_Directory>> is

C:/HCL.iAutomate.AdvancediKnowledge/iKnowledge_Screen” in the snippet from iKnowledgeSearch.conf.

C:/ HCL.iAutomate.AdvancediKnowledge/iKnowledgeScreen
/knowledge screen main.wsgi

C:/HCL.iAutomate.AdvancediKnowledg/iKnowledgeScreen

3. Ensure that service was created through Service Account and not through Local account. Refer to the figure

below to check the status.

Figure 158 - HCL.iAutomate.iKnowledgeScreen

4. If not, open Windows Command Prompt in Administrator mode and run the below command:
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‘Log On As’ field corresponding to the service HCL.iAutomate.iKnowledgeSearch should be changed to ‘Service Account’.

Click Start to start the service.

2.20.2 Service returns Internal Server Error - status code 500

Table 120 - iKnowledgeScreen: Scenario 2

Issue Description Service is reachable but returns Internal Server Error with status code 500
Modules Impacted iKnowledgeScreen
Probable Root Cause Library is missing

Resolution Steps:
1. Check the Apache error log at <Apache_Root_Folder_Path>/logs/error.log.
2. If the error is because of the missing package, perform the following steps:

— Open Windows Command Prompt in Administrative mode in Apache_Root_Folder_Path:

— If open internet access is available, run the below command:

— If open internet access is not available, download the wheel file for package from where user has internet
connectivity and move onto server at same location where it needs to be installed. E.g. https://pypi.org has
a repository of most used wheel files, else other sources are available as well. Subsequently, run the below

command:
pip install package pame.whl
2.20.3 404 Resource Not Found
Table 121 - iKnowledgeScreen: Scenario 3

Issue Description Error message ‘404 Resource Not Found’ when iKnowledgeScreen is hit

Modules Impacted iKnowledgeScreen

Probable Root Cause e Paths are not correct in iknowledgeScreen.conf

® Portis not correct

Resolution Steps:

1. |If theissue is due to the incorrect paths, refer to resolution steps mentioned in Table 119 - iKnowledgeScreen:

Scenario 1.

2. Also, check if the correct port is being used. To identify the correct port, perform the following steps:
— Open iKnowledgeSearch.conf
—  Search for Listen xxxx

e.g. — Here the image below shows the port set for iknowledgeSearch component is 9000.
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# directive

3. The set port is one where iKnowledgeScreen is deployed.

2.20.4 Could not get any response
Table 122 - iKnowledgeScreen: Scenario 4
Issue Description Error message ‘Could not get any response’ appears when iKnowledgeScreen is being hit.
Modules Impacted iKnowledgeScreen
Probable Root Cause HCL.iAutomate. iKnowledgeScreen service is not running

Resolution Steps:

1. Press Win+R, type services.msc and press Enter to open Windows Services.

4 Run >

= Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: | cervices.msc -

Cancel Browse...

Figure 159 - HCL.iAutomate. iKnowledgeScreen

2. Find service HCL.iAutomate.iKknowledgeScreen and select it.

3. Click Start to start the service if it’s not running already.

. Services (Local)

HCL.iAutomate.iKnowledgeScreen  Marne Description Status Startup Type

Automate

. g Automatic
Start the service Anachef2.d...,

CLisutomate.iknowledgeSearch Automatic

Figure 160 - HCL.iAutomate. iKnowledgeScreen

2.20.5 Not able to reach the component

Table 123 - iKnowledgeScreen: Scenario 5

Issue Description Error message ‘Not able to reach the component’ appears in job log details. “No results found”

is displayed in Knowledge Analysis page.

Modules Impacted iKnowledge Screen

Probable Root Cause Duplication of keys in .cfg files present in python files

Resolution Steps:

1. Check for existence of the file iknowledgeScreen.conf at location <APACHE_ROOT_FOLDER PATH>/CONF.
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2. At the bottom of iKnowledgeScreen.conf file you will find the path to the python files as highlighted in the below

figure.

<VirtualHost *>

WSGIScriptdlias / C: /i | = dge /iKnovledge_Screen/knowledge_screen main.wagi
85LVerifyClient require
55LVerifyDepth 10
<Directory Ci I_fﬂﬁwwledge_ﬁc:eex#
WSGIApplicationGroup %{GLOBAL}
Require all granted
</Directory>

</VirtualHost>

Figure 161 - HCL.iAutomate.iKnowledgeScreen (cont.)

3. Open the file IKNOWLEDGE_SCREEN.cfg from the location <highlighted _path_in_fig_128> and search for any

duplicate keys present in the file. You can refer below keys for reference:

csnablelfertificats = ¥
Certificate Name=HclTech.iautomate.Web
retrylount = 1

retrySlespTims = 2000
retryCounter = 0
hashAlgorithm = SHL256
establishSecurityvContext =

certificateStorselocation = 2
certificateStorseNams = 7

certificateFindTyps = 1

noryptiondlgorithm = assgcom

Figure 162 - HCL.iAutomate.iknowledgeScreen (cont.)

4. Remove the last entry that is duplicate for each key. In the above case delete the second entry of
EncryptionAlgorithm = aesgecm. Similarly check for any other duplicate keys and remove the last entry and save
the file.

5. Finally restart the service named HCL.iAutomate.iKnowledgeScreen

i

HCLiAutomate.iKnowledgeScreen  Mame
@ HCLifdutornate.iKnowledgelndeser

Stop the service
Restart the service

Figure 163 - HCL.iAutomate.iKnowledgeScreen (cont.)
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221 Troubleshooting Steps for iknowledgeRating

iKnowledgeRating is an AdvancediKnowledge component that helps in storing the document rating given by the
users for a knowledge article on the GUI, in a database. It is a component developed using python and is hosted

on Apache Web Server as a service under the name HCL.iAutomate.RatingMongo.

2.21.1 HCL.iAutomate.RatingMongo service is not starting

Table 124 - iKnowledgeRating: Scenario 1

Issue Description HCL.iAutomate.RatingMongo service is not starting
Modules Impacted iKknowledgeRating
Probable Root Cause Invalid “RatingMongo.conf” file content

Resolution Steps:
1. Check for existence of the file RatingMongo.conf at location <Apache_Root_Folder_Path>/conf.
2. Fore.g.-“C:/Apache24/conf” has <Apache_Root_Folder_Path> as “C:/Apache24”
3. Verify the contents of file RatingMongo.conf by checking the snippet with paths to << iKnowledgeRating_Directory>>.
Verify and change the <VirtualHost *> tag with correct path entries to << iKnowledgeRating_Directory>> as shown
below. Where << iKnowledgeRating_Directory>> is “C:/HCL.iAutomate.iKnowledgeRating” in the snippet from

RatingMongo.conf.

C:/HCL.iAutomate.iKnowledgeRating/iKnowledge Rating/app.wsgi

/HCL.iAutomate.iKnowledgeRating/iKnowledge Rating

4. Ensure that service was created through Service Account and not through Local account. Refer to below figure to check

the status.

HCLiAutomate.RatingMongo Name Description  Status Startup Type _Log On As

E# A HCL iAutomate.RatingMongo Automatic

Stad the service £ HomeGroup Listener

& HomeGroun Pravider Perfarms ne.. Runnina  Manual (Tria... | acal Service

Figure 164 - HCL.iAutomate.RatingMongo

5. If not, open Windows Command Prompt in Administrator mode and run the below command:
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‘Log On As’ field corresponding to the service HCL.iAutomate.RatingMongo should be changed to ‘Service Account’. Click Start to

start the service.

2.21.2 Service returns Internal Server Error - status code 500

Table 125 - iKnowledgeRating: Scenario 2

Issue Description Service is reachable but returns to Internal Server Error with status code 500.
Modules Impacted iKknowledgeRating
Probable Root Cause Library is missing

Resolution Steps:
1. Check the Apache error log at <Apache_Root_Folder_Path>/logs/error.log.
2. If the error is because of the missing package, perform the following steps:

—  Open Windows Command Prompt in Administrative mode in Apache_Root_Folder_Path.

— If open internet access is available, run the below command:

— If open internet access is not available, download the wheel file for package from where user has internet
connectivity and move onto server at same location where it needs to be installed. E.g. https://pypi.org has
a repository of most used wheel files, else other sources are available as well. Subsequently, run the below

command:

2.21.3 404 Resource Not Found

Table 126 - iKnowledgeRating: Scenario 3

Issue Description Error message ‘404 Resource Not Found’ when iKnowledgeRating API is hit

Modules Impacted iKnowledgeRating

Probable Root Cause e Paths are not correct in RatingMongo.conf

e Portis not correct

Resolution Steps:

1. If theissue is due to the incorrect paths, refer to the resolution steps mentioned for issue - iKnowledgeRating:

Scenario 1.

2. Also, check if the correct port is being used. To identify the correct port, perform the following steps:
— Open RatingMongo.conf

—  Search for Listen xxxx

e.g. — Here the image below shows the port set for iKnowledgeRating component is 9000.
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3. The set port is one where iKnowledgeRating is deployed.

2.21.4 Could not get any response
Table 127 - iKnowledgeRating: Scenario 4
Issue Description Error message ‘Could not get any response’ appears when iKnowledgeRating is being hit
Modules Impacted iKknowledgeRating
Probable Root Cause HCL.iAutomate. iKnowledgeRating service is not running

Resolution Steps:

1. Press Win+R, type services.msc and press Enter to open Windows Services.

= Run *

E Type the name of a pregram, folder, document, or Internet
resource, and Windows will epen it for you.

SEMVICES.MSC

Figure 165 — iKnowledgeRating

2. Find service HCL.iAutomate. RatingMongo and select it.

3. Click Start to start the service if it’s not running already.

F

s

HCL.iAutomate.RatingMongo Marme Description Status Startup Type
HCL.iAutarnate.Ratinghklongo
@Human Interface Dewvice Service Activates an.., kanual (Trig..

Apachef2 .., Autormatic
Start the service

Figure 166 — iKnowledgeRating (cont.)

2.22 Troubleshooting Steps for iKknowledge

iKnowledge is the component that helps in fetching Knowledge articles based on a specific ticket context or a
search query provided by the user. In a scenario where no articles are returned from existing internal repositories,
iKnowledge automatically fetches the results from web-based data repositories. It is developed using python and

is hosted on Apache Web Server as a service under the name HCL.iAutomate.iKnowledge.

2.22.1 HCL.iAutomate.iKnowledge service is not starting
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Table 128 - iKnowledge: Scenario 1

Issue Description

HCL.iAutomate.iKnowledge service is not starting

Modules Impacted iKnowledge

Probable Root Cause

Invalid “iKnowledge.conf” file content

Resolution Steps:

1. Check for existence of the file iknowledge.conf at location <Apache_Root_Folder_Path>/conf.
2. Fore.g.-“C:/Apache24/conf” has <Apache_Root_Folder_Path> as “C:/Apache24”.
3.

Verify the contents of file iknowledge.conf by checking the snippet with paths to << iKnowledge_Directory>>.

Verify and change the <VirtualHost *> tag with correct path entries to << iKnowledge_Directory>> as shown

below. Where << iKnowledge_Directory>> is “C:/HCL.iAutomate.iKnowledge” in the snippet from
iKnowledge.conf

C:/iAutomate/Comp/HCL.iAutomate.ikKnowledge/knowledge v4/

rest.wsgi

C:/iAutomate/Comp/HCL.iAutomate.iKnowledge/ knowledge

4. Ensure that service was created through Service Account and not through Local account. Refer to below figure
to check the status.

HCLiAutomate.iKnowledge

Description Status Log On As

Startup Type
Start the service

HCLisutamate.iknowledgelndexer  Apache/24..

Automatic

Automatic

Local System

Figure 167 - HCL.iAutomate.iKnowledge

5. If not, open Windows Command Prompt in Administrator mode and run the below command:

‘Log On As’ field corresponding to the service HCL.iAutomate.iKnowledge should be changed to ‘Service Account’. Click
Start to start the service.
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2.22.2 Service returns Internal Server Error - status code 500

Table 129 - iKnowledge: Scenario 2

Issue Description

Service is reachable but returns Internal Server Error with status code 500

Modules Impacted

iKnowledge

Probable Root Cause

Python package not available

Resolution Steps:

1. Check the Apache error log at <Apache_Root_Folder_Path>/logs/error.log.

2. Ifthe error is because of the missing package, perform the following steps:

—  Open Windows Command Prompt in Administrative mode in Apache_Root_Folder_Path.

— If open internet access is available, run the below command:

pip install package name

— If open internet access is not available, download the wheel file for package from where user has internet
connectivity and move onto server at same location where it needs to be installed. E.g. https://pypi.org has
a repository of most used wheel files, else other sources are available as well. Subsequently, run the

command below:

pip install package name.whl

2.22.3 404 Resource Not Found

Table 130 - iKnowledge: Scenario 3

Issue Description

Error message ‘404 Resource Not Found’ when iKnowledge is hit

Modules Impacted

iKnowledge

Probable Root Cause

e Paths are not correct in iKnowledge.conf

e Portis not correct
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Resolution Steps:
1. Iftheissueis duetotheincorrect paths, refer to resolution steps mentioned for Table 128 - iknowledge: Scenario
1
2. Also, check if the correct port is being used. To identify the correct port, perform the following steps:
— Open iKnowledge.conf

—  Search for Listen xxxx

e.g. — Here the image below shows the port set for iknowledge component is 9000.

3. The set port is one where iKnowledge is deployed.

2.22.4 Could not get any response
Table 131 - iKnowledge: Scenario 4
Issue Description Error message ‘Could not get any response’ appears when iKnowledge is being hit
Modules Impacted iKnowledge
Probable Root Cause HCL.iAutomate. iKnowledge service is not running

Resolution Steps:

1. Press Win+R,, type services.msc and press Enter to open Windows Services.

=i Run >

IE—,- Type the name of a program, folder, document, or Internet
e resource, and Windows will open it for you.

Figure 168 - HCL.iAutomate. iKnowledge service

2. Find service HCL.iAutomate. iKnowledge and select it.

3. Click Start to start the service if it’s not running already.

HCL.iAutomate.iKnowledge Description Status Startup Type

A HCL iAutomate Automatic

@HCL.iAutnmate.iKnowIedgelndexer Apackef2d... Autormatic

Start the service

Figure 169 - HCL.iAutomate. iKnowledge service (cont.)
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2.22.5 ‘Not able to reach the component’

Table 132 - iKnowledge: Scenario 5

Issue Description Error message ‘Not able to reach the component’ appears for knowledge service in product

configuration page.

Modules Impacted Basic knowledge

Probable Root Cause Duplication of keys in .cfg files present in python files

Resolution Steps:
1. Check for existence of the file iknowledge.conf at location <Apache_Root_Folder_Path>/Conf
2. At the bottom of iknowledge. conf file, you will find the path to the python files as highlighted in the below

figure.

<VirtualHost *>
WSGIScriptAlias /ikutomate C:/ i . 7S 1
35LVerifyClient regquire
35LVerifylepth 10
<Directory C:fim
WsGIApplicationGroup %{GLOBAL}
Regquire all granted

</Directory>

</VirtualHostc>

Figure 170 - HCL.iAutomate.iKnowledge(cont.)

3. Open thefile iknowledge.cfg from the location <highlighted_path_in_fig_128>and search for any duplicate keys

present in the file. You can refer to the keys below for reference:

[GOOGLEAPI]

google api url=https://vuw.googleapis.com
google api url = https://vuw.googleapis.com
1

Figure 171 - HCL.iAutomate.iKnowledge(cont.)

4. Remove the entry that is duplicate for each key. In the above case delete, the

5. google_api_url = https://www.googleapis.com . Similarly check for any other duplicate keys and remove the last

entry and save the file.

6. Finally restart the service named HCL.iAutomate.iknowledge in services.msc
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~ Services (Local)
HCL.iAutomate.iKnowledge MName

A~

LhHCLiAutornate, GenericExecutor
ShHCLiAutamate,iCravler
*IHCLiAutomate.iKnowledge

Stop the service
Restart the service

Figure 172 - HCL.iAutomate.iKnowledge(cont.)

2.23 Troubleshooting Steps for Python

Python is a prerequisite, required to run multiple components of iAutomate. In any scenario, a persisting issue
with python can impact the functioning of these modules of iAutomate. Generic troubleshooting for Python can

be reached at various resources on web. Below are some specific issues listed.

2.23.1 Pip not Found
Table 133 - Python: Scenario 1
Issue Description Error message ‘Pip not found’ appears when installing/upgrading python components.
Modules Impacted All Python modules installation/upgrade
Probable Root Cause Python is not properly installed, or some issue is encountered

Resolution Steps:
1. Re-install Python by referring to the Prerequisite Document.
2.  Whenever such an issue is noticed, a fresh installation of all python components on given host is required rather

than upgrade because underlying libraries and dependencies are not properly installed.

2.23.2 The underlying connection was closed: An unexpected error occurred on receive

Table 134 - Python: Scenario 2

Issue Description The underlying connection was closed: An unexpected error occurred on receive
Modules Impacted All Python modules installation/upgrade
Probable Root Cause Setup tools are not properly installed

Resolution Steps:
1. Navigate to the {PythonHome}/Lib/site-packages/pkg_resources/_vendor folder.
2. Delete the below marked folders.

3. Restart all Apache/ Python component services.

2.24 Troubleshooting Steps for Database related issues

2.24.1 All Job are stuck ‘in-progress’/ ‘Reinitialized

Table 135 — All jobs are in reinitialized state: Scenario 1

Issue Description All Jobs are stuck ‘inprogress/Reinitialized’ state frequently

Modules Impacted Data collector, Recommendation, iParse, Generic, RBA, Release
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Probable Root Cause Database space become full

Enabled Y  Name Y  Organization Y  Sstatus Y  Service Name Y  Module Name Y  Component Name Y Action
Yes CollectincidentsDemaOrg DemoOrg Reinitialized ServiceNow Incident Management  Data Collector o ® o
Yes RunParsingDemoOrg DemoOrg Reinitialized ServiceNow Incident Management  Parsing @ @& o
Yes ProcessAutoDemoOrg DemoOrg Reinitialized ServiceMow Incident Management  Generic Service B R 9

Yes ReleaseTicketsDemoOrg DemoOrg Reinitialized ServiceNow Incident Management  Release Service @ & 9O

Figure 173 —Jobs in Reinitialized State

Resolution Steps:
1. Check the space in all drives of database.

2. If the drive space is full, then clear the logs/ add additional space on drive (Needed)

2.24.2 Adaptive Server is unavailable or does not exist

Table 136 - Adaptive Server is unavailable: Scenario 1

Issue Description iAutomate python components’ jobs are failing with below error message:
(20009, b'DB-Lib error message 20009, severity 9:\nUnable to connect: Adaptive Server is

unavailable or does not exist (x.x.x.x)\n')

Modules Impacted iRecommend, iParse, Entity Model, iUnique, iknowledgelndexer (Advanced Knowledge
Component), iknowledgeScreen (Advanced Knowledge Component), iknowledgeSearch

(Advanced Knowledge Component), iCrawler, iknowledgeRating, iScript, iknowledge

Probable Root Cause Database connection string changed

Resolution Steps:

1. Go to Advanced Configuration > Connectivity > Connection Details Menu.

£ Dashboard Connectivity Component Key Value Configuration

GenAl/iScrape API Details

ed fy the APl a

Figure 174 — Moving to Connection Details Screen

2. On Connection Details page, in the Actions Column, click on Edit icon of the desired organization.

Search... Q
Organization T Action

MyCompany o

Figure 175 — Editing Connection String for The Desired Organization

3. Enter the new corrected connection string with instance variable removed.
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Connection Details X

Organization *

Connection String*

Figure 176 — Updating Connection String For A Desired Organization

—  Sample existing connection string (with instance name “prod”):
server=x.x.x.x/prod;database=DB1234;User id=username;Password=password;Min Pool Size=2;Max Pool
Size=1500;Connection Timeout=30;Pooling=True;ConnectRetryCount=0;

—  server=x.x.x.x//prod;database=DB1234;User id=username;Password=password;Min Pool Size=2;Max Pool
Size=1500;Connection Timeout=30;Pooling=True;ConnectRetryCount=0;

—  Sample new updated connection string to be entered (instance name “prod” removed):
server=x.x.x.x;database=DB1234;User id=username;Password=password;Min Pool Size=2;Max Pool
Size=1500;Connection Timeout=30;Pooling=True;ConnectRetryCount=0;

If the old connection string did not contain any instance name (“server=x.x.x.x;”), but it is
required, you can also add the same to the connection string and update in the same manner

(like “server=x.x.x.x//prod”, where instance name is prod).

4. Click on the Update button and the problem should be resolved now.
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2.25 Troubleshooting Steps for Apache related issue

All the python components of iAutomate are hosted as a service using Apache 2.4. If there is a problem in the

configuration files of Python components due to which the services don’t start, then the functionality

corresponding to that component will not work. A scenario for the same is mentioned below.

2.25.1

Python services are not starting

Table 137 - Python Services are Not Starting: Scenario 1

Issue Description Python components’ services hosted using apache are not starting and error message like “(OS 5)

Access is denied. : AH10231: httpd.exe: Failed creating pid file
C:/Apache24/logs/httpd.pid.5TZumS” can be seen in apache logs in environment where some

kind of monitoring software is installed.

Modules Impacted iRecommend, iParse, Entity Model, iUnique, ikKnowledgelndexer (Advanced Knowledge

Component), iknowledgeScreen (Advanced Knowledge Component), iknowledgeSearch (Advanced

Knowledge Component), iCrawler, iknowledgeRating, iScript, iknowledge

Probable Root Cause Monitoring software has a file lock on the logs folder, that’s why the service that needs to be

started cannot overwrite a PID file there for proper functioning.

Resolution Steps:

1.
2.

Open “services” application from windows search bar.

First, stop all the installed apache 24 services (including “Apache2.4”) (having name like
“HCL.iAutomate.iRecommend”) e.g., iRecommend, iParse, Entity Model, iUnique, iKnowledgelndexer (Advanced
Knowledge Component), iKnowledgeScreen (Advanced Knowledge Component), iKnowledgeSearch (Advanced
Knowledge Component), iCrawler, ikKnowledgeRating, iScript, iknowledge.

Go to the path <Apache_Root_Folder_Path>/conf. For e.g. - “C:/Apache24/conf” has <Apache_Root_Folder_Path>
as “C:/Apache24”.

One by one open every python component “.conf” file (e.g. iRecommend.conf) and repeat the steps 4 and 5 below
for each file.

Go to the line as shown below.

$# least PidFile.

#
ServerRoot "c:/Apache24"

W www
0O 0 ~-Jo W

¥

0 f Mutex: Allows you to set the mutex m

=W
)]

C

Figure 177 — Location in Conf File to Add Code Line in Old Apache Version
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36 # least PidFile.

37 #

38

39 Define SRVROOT "/Apache2z24"
40 ServerRoot "S${SRVROOT}"

41

42 #

43 # Uncomment below line to enable TLS/1.3 in server.
44 # (Requires OpenSSL 1.1.1 and up)

45

46

Define ENABLE TLS13 "Yes"

Figure 178 — Location in Conf File to Add Code Line in Newer Versions Of Apache

6. Add the below line as shown in the figure:

Older version of apache:

—  PidFile “c:/Apache24/httpd.pid"

35 # least PidFile.

36 #

37 ServerRoot "c:/Apache24"

38 PidFile "c:/Apache24/httpd.pid"

39 ¢

40 # Mutex: Allows you to set the mutex

Figure 179 — Code Line Added in Older Versions of Apache

Newer version of apache:

—  PidFile "${SRVROOT}/httpd.pid"

36 # least PidFile.

37 #

38

39 Define SRVROOT "/Apache24"

40 ServerRoot "${SRVROOT}"

11 PidFile "S${SRVROOT} /httpd.pid"

42
43 #
44 # Uncomment below line to enable TLS/1.3 in server.

45 # (Requires OpenSSL 1.1.1 and up)

Define ENABLE TLS13 "Yes"

Figure 180 — Code Line Added in Newer Versions of Apache

7. Save and close the file.

8. Start all the services that you stopped at step 2. You should be able to start all the services now.
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3 Support

— To get support for this product, go to https://support.hcl-software.com/csm

— For any additional queries, please reach out to us at aiops-pmg-team@hcl-software.com
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