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1 Preface

This section provides information about the HCL iAutomate Installation Guide and includes the following topics.

Intended Audience

— About This Guide

— Related Documents

Conventions

1.1 Intended Audience

This information is intended for administrators responsible for installing iAutomate and infrastructure administrators

responsible for provisioning infrastructure required for installation of iAutomate.

1.2 About this Guide

This guide provides instructions to install iAutomate. It includes the pre-installation and the installation procedures for
iAutomate.
This guide also provides summary material about additional servers and optional post- installations and references to the

other documents for detailed information.

13 Related Documents

The following documents can be referenced in addition to this guide for further information on the iAutomate platform.
— iAutomate User Guide
— iAutomate Pre-Requisite Guide

— iAutomate Troubleshooting Guide

14 Conventions

The following typographic conventions are used in this document:

Table 1 - Conventions

Convention Element

Boldface Indicates graphical user interface elements associated with an action, or

terms defined in text or the glossary

Underlined Blue Face Indicates cross-reference and links
Italic Indicates document titles, occasional emphasis, or glossary terms
Courier New (Font) Indicates commands within a paragraph, URLs, code in examples, and paths

including onscreen text and text input from users

Numbered lists Indicates steps in a procedure to be followed in a sequence

Bulleted lists Indicates a list of items that is not necessarily meant to be followed in a

sequence




2 iAutomate Overview

iAutomate is an Intelligent Runbook Automation product which is equipped with Artificial Intelligence, Machine Learning

and Natural Language Processing capabilities for simplifying and automating the IT Operations issues resolution lifecycle

including incidents, service request tasks, change request tasks and events. It leverages its NLP capabilities for analyzing

and understanding the context of a specific issue, recommends the most relevant solution and even triggers the

execution, thereby enabling Zero Touch Automated Remediation. It also provides Al-driven Knowledge Recommendation

by suggesting relevant knowledge articles from various repositories, both internal and external, as and when required by

human agents.

When no runbook is available for automated remediation, it searches & downloads relevant executable codes and scripts

for subject matter expert to validate, customize, approve and publish for the future use.
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Figure 1 - iAutomate Workflow

Intelligent automation powered by HCL iAutomate can make a tremendous impact in an enterprise adjusting to the New

Normal:

— Reduces Costs

e Achieves up to 30% reduction in service desk related costs.

e Quick and High ROI

— Mitigates Risks

e Avoids operational risks and ensures compliance by avoiding critical outages.

e Reduces escalations and improves SLA compliance by up to 20%.

o Achieves up to 85% reduction in MTTTR.

—  Drives Efficiency
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e Automates redundant tasks and lets employees focus on more creative activities.
e Reduces manual effort by 30% to 60%.

e Improves customer satisfaction by up to 50% by providing faster incident and service request

resolutions.

— Rapid Time to Value

e Quick implementation in 6 to 8 weeks*
e Leverages 3000+ reusable and configurable runbooks out of the box

e Achieves zero-touch automation state in 4 to 5 months*

*Conditions Apply
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3 iAutomate Installation

This section describes the detailed iAutomate installation procedure, and the various stages involved in this process.

The iAutomate installation process comprises the following steps:

1.

Plan and Prepare Your Environment

Prior to installing iAutomate, the environment, hardware, and networking components must be prepared and
configured. The relevant software dependencies must be installed. For more information about preparing
components for installation, see Environment Planning.

Complete Pre-installation Tasks
Lists tasks the user needs to complete before installing iAutomate.

Installation
After the environment has been prepared and the relevant databases and servers have been provisioned, user
can install the iAutomate product.

Complete Post Install Checks

After installing the iAutomate product, complete the post installation tasks. These tasks include specific steps
required for iAutomate Configuration. For more information about the post-installation tasks, see Configure
iAutomate.

The complete installation of iAutomate includes databases, a web interface, and a set of services
including iRecommend, iParse, iUnique, iScrape, iKnowledge and others.

This section includes the following topics:

Environment Planning

Environment Preparation

Prerequisites to Run the Installer

iAutomate Installation

iAutomate Upgradation

Post-Installation Activities

3.1 Environment Planning
Before preparing the deployment environment, see the environment categorization table and plan accordingly.
Environments are classified in three categories based on the parameters listed below:
Table 2 - Environment Categorization
Environment Number of Number of Number of Number of Concurrent Data Retention
Indicator Tickets (per Unique Tickets | Documents Search Queries | Executions
month) (per month) Processed (per month)
Small Less than Less than 500 Less than 1,000 | Less than 5,000 | up to 100 6 months
30,000
Medium 30,000 to 500 to 1,000 1,000 to 3,000 5,000 to 10,000 | up to 200 6 months
60,000
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Environment Number of Number of Number of Number of Concurrent Data Retention
Indicator Tickets (per Unique Tickets | Documents Search Queries | Executions
month) (per month) Processed (per month)
Large 60,000 to 1,000 to 3,000 3,000 to 5,000 10,000 to up to 400 6 months
1,50,000 30,000

Data Retention is only applicable for ticket data.

Search Queries and Document Process is only applicable when iKnowledge module is installed.

Concurrent Executions have been arrived at based on the limitation of the RBA tool for runbook
executions and the ITSM tool for pushing tickets into iAutomate.

3.2 Environment Preparation

This section details how to prepare the environment to perform the physical installation and configuration of iAutomate.

Before proceeding, users should familiarize themselves with the different components of iAutomate.

3.21 iAutomate Components
iAutomate follows a multi-tier architecture and includes the following components:
— Web Components- This includes the user interface that enables the configuration, management, and quick
resolution of tickets.
—  Service Components- It is divided into two categories:
e Application Components- This includes essential services that work together to achieve the core
functionality of iAutomate.
e Advanced Al Components- This includes features like Solution Creation; Natural Language Processing
(NLP) based assisted services, and so on.
The following table lists the components available on different servers.
Table 3 - Types of Servers
Server Type Components Description
Web Web Ul Web User Interface for Admin, Configuration, Operations Console, Dashboards and
Component Knowledge Analysis and Search functionalities
Web API It is an APl in the iAutomate web module that can be accessed using the HTTP
protocol.
KRS The Key Rotation Service component serves the purpose of providing additional
security through rotation of keys on a periodic basis.
Application iRecommend It leverages Natural Language Processing and is responsible for recommending the
Component best-suited runbook for resolving the issue based on the ticket description
iParse It serves the purpose of analyzing the ticket description and summary for extracting
relevant parameters to be passed to configurable runbooks
iUnique It helps in clustering the ticket data (incident, service requests, change requests)
into different categories for identification of automation opportunities
Data Collector It is responsible for collecting ticket information from the ITSM tool

Installation Guide

23



Server Type Components Description

Generic Executor It is used for data processing at the DB layer for enabling backend processes.

RBA Executor It helps in triggering the identified runbook for automatic resolution using an

underlying RBA tool

Release It is used to release the ticket in case an appropriate runbook is not recommended
OR runbook execution for a ticket fails. In the latter case, the ticket is released and

assigned to a human agent to investigate it.

Generic Listener Ticket passes through multiple stages during the resolution lifecycle using
iAutomate. Generic Listener module is responsible for ensuring the ticket is moved
to the next stage based on the outcome. Its job is to identify the status of the
present stage and based on success / failure, move the ticket to the consequent

stage in the lifecycle

AD Sync It is responsible for fetching LDAP user from LDAP Server.
Email Service It is responsible for sending mail-based notifications to user.
DAG Service It is responsible for triggering network related use cases.
Assignation Service It is used to assign tickets to the group fetched from Gen Al Studio.
Ansible Inside Ansible SDK It is responsible for triggering Ansible Inside Tool
Wrapper Wrapper
Component
Advanced Al Advanced It returns a list of relevant documents for a query that have been crawled from
Component Knowledge different repositories like SNOW KB, Web URL, Satori repository, and internal files
and folders.
iKnowledge It returns a list of relevant results from Google for a query, if no relevant document

exists in the organization’s repository.

Knowledge rating It enables users to provide feedback as a rating for the document search

corresponding to the ticket summary.

iScrape It helps in automated runbook creation for ticket categories for which runbooks
don’t exist by exploring various internal and external data sources for relevant

executable code snippets and scripts.

Before starting the installation, identify the components that user needs to install based on the requirement. Also, the
user needs to identify the deployment mode from the below list based on the Environment categorization identified

earlier.

3.2.2 Deployment Identification Mode

iAutomate can be installed in the following deployment modes using the installer.

In this mode, the following iAutomate servers are deployed:

— Web and Application Server: This server hosts the Web Ul and the Application components.
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Advanced Al Server, MongoDB and Solr: This server hosts iScrape, iKnowledge, and Advanced iKnowledge

components along with the Document Storage (MongoDB) and Indexer (Solr).

Database Server: This server hosts the SQL Server database, which is the main transactional database of

iAutomate.

The following table describes the hardware and software requirements for this installation.

Table 4 - Minimal Deployment

Server Component | Sub-Components | Database Recommended | Minimum Software Storage
Requirement | Hardware RAM Requirements | (Local)
Configuration Requirement
for
iAutomate
Web Server | Web - Web Ul NA One Virtual 4 GB RAM Operating 100 GB
+ Component | . \web API Server with System -
Application - KRS 2vCPU, 8 GB Windows
Server Application . Data RAM Server 2016,
Component Collector 2019,2022 64-
—Microsoft | - gpa bit
Dot Net Executor
- Generic
Executor
- Release
- Generic
Listener
- ADSync
- Email Service
- DAG Service
- Assignation
Service
Application | -  jparse
Component | _ iUnique
- Python - iRecommend
Advanced Advanced - iScrape NA One Virtual 8 GB RAM Operating 100 GB
Al Server + | Al - iKnowledge Server with System -
MongoDB Component | _ Advanced 2vCPU, 8 GB Windows
+ Solr - Python Knowledge RAM Server 2016,
- Knowledge 2019,2022 64-
Rating bit
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Server Component | Sub-Components | Database Recommended | Minimum Software Storage
Requirement | Hardware RAM Requirements | (Local)
Configuration Requirement
for
iAutomate
Document MongoDB NA Mongo DB +
Storage Solr
Indexer Solr NA
Database Database Transactional Microsoft One Virtual Not Operating 100 GB
Server Database SQL Server Server with Applicable System -
2016 - 4vCPU, 8 GB Windows
Standard RAM Server 2016,
Edition 2019,2022 64-
bit

The installer needs to be run on individual servers that include Web Component, Base Component, and
Advance Al Component server. If Advanced Al components like iKknowledge, Advanced Knowledge and
iScrape are not required, only Web Server, Application Server and Database server will be required.

Alternate Database options:
1. AWS Relational Database Service (RDS)
2. GCP SQL Server 2017 PaaS service

For Document storage, MongoDB as a service can be used from AWS and GCP marketplace.

Ansible Inside Wrapper Component install on Ansible inside server, it can be installed from any server.

In this mode, the following iAutomate servers are deployed:

Web and Application Server: This server hosts the Web Ul and the Application components.

Advanced Al Server: This server hosts iScrape, iknowledge, and Advanced iKnowledge components.

Database Server: This server hosts the SQL Server database, which is the main transactional database of

iAutomate.

MongoDB and Solr: This server hosts the Document Storage (MongoDB) and Indexer (Solr).

The following table describes the hardware and software requirements for this installation.
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Table 5 - Small Environment without High Availability (HA)

Server Component | Sub-Components | Database Recommended | Minimum Software Storage
Requirement | Hardware RAM Requirements | (Local)
Configuration Requirement
for
iAutomate
Web Web - WebUI NA One Virtual 4 GB RAM Operating 100 GB
Server + Component | . \web API Server with System -
Application - KRS 2vCPU, 8 GB Windows
Server Application - Data RAM Server 2016,
Component Collector 2019,2022 64-
— Microsoft | _ Rrpa bit
Dot Net Executor
- Generic
Executor
- Release
- Generic
Listener
- ADSync
- Email Service
-  DAG Service
- Assignation
Service
Application | -  jparse
Component | _ iUnique
- Python - iRecommend
Advanced Advanced - iScrape NA One Virtual 4 GB RAM Operating 50 GB
Al Server Al - iKnowledge Server with System -
Component | _ Advanced 2vCPU, 4 GB Windows
- Python Knowledge RAM Server 2016,
- Knowledge 2019,2022 64-
Rating bit
Database Database Transactional Microsoft One Virtual Not Operating 100 GB
Server Database SQL Server Server with Applicable System -
2016, 2019- | 4vCPU, 8 GB Windows
Standard RAM Server 2016,
Edition 2019,2022 64-

bit
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Server Component | Sub-Components | Database Recommended | Minimum Software Storage
Requirement | Hardware RAM Requirements | (Local)
Configuration Requirement
for
iAutomate
MongoDB Document MongoDB NA One Virtual 2 GB RAM Operating 100 GB
and Solr Storage Server with System -
4vCPU, 8 GB Windows
Indexer Solr NA RAM Server 2016,
2019, 64-bit

The installer needs to be run on individual servers that include Web Component, Base Component, and
Advance Al Component server. In case Advanced Al components like ikKnowledge, Advanced Knowledge
and iScrape are not required, only Web Server, Application Server and Database server will be required.

- Alternate Database options
1. AWS Relational Database Service (RDS)
2. GCP SQL Server 2017 PaaS service

- For Document storage, MongoDB as a service can be used from AWS and GCP marketplace.

Ansible Inside Wrapper Component install on Ansible inside server, it can be installed from any server.

In this mode, the following iAutomate servers are deployed:

Web Server: This server hosts the Web User Interface.

Application Server: This server hosts the Application components.

Advanced Al Server: This server hosts iScrape, iKknowledge, and Advanced iKnowledge components.

Database Server: This server hosts the SQL Server database, which is the main transactional database of

iAutomate.

MongoDB and Solr: This server hosts the Document Storage (MongoDB) and Indexer (Solr).

The following table describes the hardware and software requirements for this installation.

Table 6 - Medium Environment without HA

Server Component | Sub-Components | Database Recommended | Minimum Software Storage
Requirement | Hardware RAM Requirements | (Local)
Configuration Requirement
for
iAutomate
Web Server | Web - Web Ul NA One Virtual 4 GB RAM Operating 50 GB
Component | . \web API Server with System -
- KRS 2vCPU, 8 GB Windows
RAM Server 2016,
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Server Component | Sub-Components | Database Recommended | Minimum Software Storage
Requirement | Hardware RAM Requirements | (Local)
Configuration Requirement
for
iAutomate
2019,2022 64-
bit
Application | Application | - Data NA One Virtual 4 GB RAM Operating 100 GB
Server Component Collector Server with System -
— Microsoft | _ RBA 4vCPU, 8 GB Windows
Dot Net Executor RAM Server 2016,
- Generic 2019,2022 64-
Executor bit
- Release
- Generic
Listener
- ADSync
- Email Service
- DAG Service
- Assignation
Service
Application | - jparse
Component | _ iUnique
- Python - iRecommend
Advanced Advanced - iScrape NA One Virtual 4 GB RAM Operating 100 GB
Al Server Al - iknowledge Server with System -
Component | _ Advanced 4vyCPU, 8 GB Windows
- Python Knowledge RAM Server 2016,
- Knowledge 2019,2022 64-
Rating bit
Database Database Transactional Microsoft One Virtual Not Operating 300 GB
Server Database SQL Server Server with Applicable System -
2016, 2019 - | 4vCPU, 8 GB Windows
Standard RAM Server 2016,
Edition 2019,2022 64-

bit
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Server Component | Sub-Components | Database Recommended | Minimum Software Storage
Requirement | Hardware RAM Requirements | (Local)
Configuration Requirement
for
iAutomate
MongoDB Document MongoDB NA One Virtual 4 GB RAM Operating 100 GB
and Solr Storage Server with System -
4vCPU, 8 GB Windows
Indexer Solr NA RAM Server 2016,
2019, 64-bit

The installer needs to be run on individual servers that include Web Component, Base Component, and
Advance Al Component server. If Advanced Al components like iKknowledge, Advanced Knowledge and
iScrape are not required, only Web Server, Application Server and Database server will be required.

- Alternate Database options
1. AWS Relational Database Service (RDS)
2. GCP SQL Server 2017 PaaS service

- For Document storage, MongoDB as a service can be used from AWS and GCP marketplace.

Ansible Inside Wrapper Component install on Ansible Inside server, it can be installed from any server.

In this mode, the following iAutomate servers are deployed:

Web Server: This server hosts the Web User Interface.

Application Server: This server hosts the Application components.

Advanced Al Server: This server hosts iScrape, iKknowledge, and Advanced iKnowledge components.

Database Server: This server hosts the SQL Server database, which is the main transactional database of

iAutomate.

MongoDB and Solr: This server hosts the Document Storage (MongoDB) and Indexer (Solr).

The following table describes the hardware and software requirements for this installation.

Table 7 - Large Environment without HA

Server Component | Sub-Components | Database Recommended | Minimum Software Storage
Requirement | Hardware RAM Requirements | (Local)
Configuration Requirement
for
iAutomate
Web Server | Web - WebUI NA One Virtual 4 GB RAM Operating 100 GB
Component | _  \web API Server with System -
- KRS 4vCPU, 8 GB Windows
RAM Server 2016,
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Server Component | Sub-Components | Database Recommended | Minimum Software Storage
Requirement | Hardware RAM Requirements | (Local)
Configuration Requirement
for
iAutomate
2019,2022 64-
bit
Application | Application | - Data NA One Virtual 8 GB RAM Operating 100 GB
Server Component Collector Server with System -
- Microsoft - RBA 4vCPU, 16 GB Windows
Dot Net Executor RAM Server 2016,
- Generic 2019,2022 64-
Executor bit
- Release
- Generic
Listener
- ADSync
- Email Service
- DAG Service
- Assignation
Service
Application | - jparse
Component | _ iUnique
- Python - iRecommend
Advanced Advanced - iScrape NA One Virtual 8 GB RAM Operating 100 GB
Al Server Al - iknowledge Server with System -
Component | _ Advanced 4vCPU, 16 GB Windows
- Python Knowledge RAM Server 2016,
- Knowledge 2019,2022 64-
Rating bit
Database Database Transactional Microsoft One Virtual Not Operating 500 GB
Server Database SQL Server Server with Applicable System -
2016, 2019- | 8vCPU, 16 GB Windows
Standard RAM Server 2016,
Edition 2019,2022 64-

bit
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Server Component | Sub-Components | Database Recommended | Minimum Software Storage
Requirement | Hardware RAM Requirements | (Local)
Configuration Requirement
for
iAutomate
MongoDB Document MongoDB NA One Virtual 8 GB RAM Operating 150 GB
and Solr Storage Server with System -
4vCPU, 16 GB Windows
Indexer Solr NA RAM Server 2016,
2019, 64-bit

The installer needs to be run on individual servers that include Web Component, Base Component, and
Advance Al Component server. If Advanced Al components like iKknowledge, Advanced Knowledge and
iScrape are not required, only Web Server, Application Server and Database server will be required.

Alternate Database options:
1. AWS Relational Database Service (RDS)
2. GCP SQL Server 2017 PaaS service

For Document storage, MongoDB as a service can be used from AWS and GCP marketplace.

Ansible Inside Wrapper Component install on Ansible Inside server, it can be installed from any server.

In this mode, the following iAutomate servers are deployed:

— Web and Application Server: This server hosts the Web Ul and the Application components.

— Advanced Al Server: This server hosts iScrape, iKknowledge, and Advanced iKnowledge components

— Database Server: This server hosts the SQL Server database, which is the main transactional database of

iAutomate

— MongoDB: This server hosts the Document Storage Database (MongoDB)

— Solr: This server hosts the Indexer (Solr)

The following table describes the hardware and software requirements for this installation.

Table 8 - Small Environment with HA

Server Component Sub- Database Recommended | Minimum Software Storage
Components Requireme Hardware RAM Requirements
nt Configuration Requirement
for
iAutomate
Web Web - WebUI NA Two Virtual 4 GB RAM Operating 50 GB
Server Component - Web API Servers with System - (Addition
- KRS Windows al D:
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Server Component Sub- Database Recommended | Minimum Software Storage
Components Requireme Hardware RAM Requirements
nt Configuration Requirement
for
iAutomate
+ Application -  Data 2vCPU, 8 GB Server 2016, Drive)
Applicatio | Component — Collector RAM 2019,2022 64- | and 50GB
n Server Microsoft Dot | . Rrpa bit shared
Net Executor storage
- Generic (SAN/
Executor File
- Release Folder)
- Generic
Listener
- ADSync
- Email
Service
- DAG Service
- Assignation
Service
Application - iParse
Component- | _ iUnique
Python - iRecommen
d
Advanced | Advanced Al - iScrape NA Two Virtual 4 GB RAM Operating 50 GB
Al Server Component- | _ iKnowledge Servers with System - (Addition
Python - Advanced 2vCPU, 8 GB Windows al D:
Knowledge RAM Server 2016, Drive)
- Knowledge 2019,2022 64- | and 50GB
Rating bit shared
storage
(SAN /
File
Folder)
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Server Component Sub- Database Recommended | Minimum Software Storage
Components Requireme Hardware RAM Requirements
nt Configuration Requirement
for
iAutomate
Database | Database Transactional Microsoft Two Virtual Not Operating 100 GB
Server* Database SQL Server Servers with Applicable System - Shared
2016, 2019 - | 4vCPU, 8 GB Windows storage
Standard RAM Server 2016, (SAN /
Edition 2019,2022 64- | File
bit Folder)
MongoDB | Document MongoDB NA One Virtual 2 GB RAM Operating 50 GB
*k Storage Server with System - (Addition
2vCPU, 4 GB Windows al D:
RAM Server 2016, Drive)
2019, 64-bit
Solr*** Indexer Solr NA One Virtual 4 GB RAM Operating 50 GB
Server with System - (Addition
2vCPU, 8 GB Windows al D:
RAM Server 2016, Drive)
2019, 64-bit

The installer needs to be run on individual servers that include Web Component, Base Component, and
Advance Al Component server. If Advanced Al components like iKknowledge, Advanced Knowledge and

iScrape are not required, only Web Server, Application Server and Database server will be required.

- Alternate Database options
1. AWS Relational Database Service (RDS)

2. GCP SQL Server 2017 PaaS service

- For Document Storage, if *MongoDB must be made available in HA, then 3 servers will have to be
provided as per the best practices. Alternately, MongoDB as a service can be used from AWS and GCP
marketplace.

- For Indexer, if Solr has to be made available in HA, then 5 servers will have to be provided as per the
best practices

Ansible Inside Wrapper Component install on Ansible Inside server, it can be installed from any server.

In this mode, the following iAutomate servers are deployed:

Web Server: This server hosts the Web User Interface

Application Server: This server hosts the Application components.

Advanced Al Server: This server hosts iScrape, iknowledge, and Advanced iKnowledge components

Database Server: This server hosts the SQL Server database, which is the main transactional database of

iAutomate
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— MongoDB: This server hosts the Document Storage Database (MongoDB).

— Solr: This server hosts the Indexer (Solr)

The following table describes the hardware and software requirements for this installation.

Table 9 - Medium Environment with HA

Server Component Sub- Database Recommende | Minimum Software Storage
Components Requireme d Hardware RAM Requiremen
nt Configuration | Requireme ts
nt for
iAutomate
Web Web - Web Ul NA Two Virtual 4 GB RAM Operating 50 GB
Server Component | _  \web AP Servers with System - (Addition
- KRS 2vCPU, 8 GB Windows al D:
RAM Server 2016, | Drive)
2019,2022 and 50GB
64-bit shared
storage
(SAN /
File
Folder)
Application | Application -  Data NA Two Virtual 8 GB RAM Operating 100 GB
Server Component Collector Servers with System - (Addition
—Microsoft | - grpa 4vCPU, 8 GB Windows al D:
Dot Net Executor RAM Server 2016, | Drive)
- Generic 2019,2022 and 50GB
Executor 64-bit shared
- Release storage
(SAN /
- Generic
File
Listener
Folder)
- ADSync
- Email
Service
- DAG Service
- Assignation
Service
Application | - jparse
Component | _ iUnique
- Python - iRecommen
d
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Server Component Sub- Database Recommende | Minimum Software Storage
Components Requireme d Hardware RAM Requiremen
nt Configuration | Requireme ts
nt for
iAutomate
Advanced Advanced Al iScrape NA Two Virtual 8 GB RAM Operating 100 GB
Al Server Component iKnowledge Servers with System - (Addition
- Python Advanced vCPU, 8 GB Windows al D:
Knowledge RAM Server 2016, | Drive)
Knowledge 2019,2022 and 50GB
Rating 64-bit shared
storage
(SAN /
File
Folder)
Database Database Transactional Microsoft Two Virtual Not Operating 300 GB
Server* Database SQL Server Servers with Applicable System - shared
2016, 2019 4vCPU, 16 GB Windows storage
- Standard RAM Server 2016, | (SAN/
Edition 2019,2022 File
64-bit Folder)
MongoDB* | Document MongoDB NA One Virtual 4 GB RAM Operating 100 GB
* Storage Server with System - (Addition
4vCPU, 8 GB Windows al D:
RAM Server 2016, | Drive)
2019 64-bit
Solr*** Indexer Solr NA One Virtual 8 GB RAM Operating 100 GB
Server with System - (Addition
4vCPU, 8 GB Windows al D:
RAM Server 2016, | Drive)
201964-bit

The installer needs to be run on individual servers that include Web Component, Base Component, and
Advance Al Component server. If Advanced Al components like iKknowledge, Advanced Knowledge and

iScrape are not required, only Web Server, Application Server and Database server will be required.

- Alternate Database options
1. AWS Relational Database Service (RDS)
2. GCP SQL Server 2017 PaaS service

- For Document Storage, if *MongoDB must be made available in HA, then 3 servers will have to be
provided as per the best practices. Alternately, MongoDB as a service can be used from AWS and GCP
marketplace.
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- For Indexer, if Solr has to be made available in HA, then 5 servers will have to be provided as per the
best practices

Ansible Inside Wrapper Component install on Ansible Inside server, it can be installed from any server.

In this mode, the following iAutomate servers are deployed:

Web Server: This server hosts the Web User Interface

Application Server: This server hosts the Application components.

Advanced Al Server: This server hosts iScrape, iKnowledge, and Advanced iKnowledge components

Database Server: This server hosts the SQL Server database, which is the main transactional database of

iAutomate

MongoDB: This server hosts the Document Storage Database (MongoDB).

Solr: This server hosts the Indexer (Solr)

The following table describes the hardware and software requirements for this installation.

Table 10 - Large Environment with HA

Server Component | Sub- Database Recommende | Minimum Software Storage
Components Requirement | d Hardware RAM Requirements
Configuration | Requirement
for iAutomate
Web Web - Web Ul NA Two Virtual 4 GB RAM Operating 100 GB
Server Component - Web API Servers with System - (Additio
- KRS 4vCPU, 8 GB Windows nal D:
RAM Server 2016, Drive)
2019,2022 64- | and 50
bit GB
shared
storage
(SAN /
File
Folder)
Applicatio | Application -  Data NA Two Virtual 8 GB RAM Operating 100 GB
n Server Component Collector Servers with System - (Additio
— Microsoft - RBA 4vCPU, 16 GB Windows nal D:
Dot Net Executor RAM Server 2016, Drive)
- Generic 2019,2022 64- | and 50
Executor bit GB
- Release shared
storage
- Generic
(SAN /
Listener
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Server Component Sub- Database Recommende | Minimum Software Storage
Components Requirement | d Hardware RAM Requirements
Configuration | Requirement
for iAutomate
- ADSync File
- Email Folder)
Service
- DAG
Service
- Assignatio
n Service
Application - iParse
Component- | _ iUnique
Python - iRecomme
nd
Advanced Advanced Al | - iScrape NA Two Virtual 8 GB RAM Operating 100 GB
Al Server Component - | _ iknowledg Servers with System - (Additio
Python e 4vCPU, 16 GB Windows nal D:
- Advanced RAM Server 2016, Drive)
Knowledg 2019,2022 64- | and 50
e bit GB
- Knowledg shared
e Rating storage
(SAN /
File
Folder)
Database Database Transactional Microsoft Two Virtual Not Applicable | Operating 500 GB
Server* Database SQL Server Servers with System - shared
2016, 2019 - 8vCPU, 16 GB Windows storage
Standard RAM Server 2016, (SAN /
Edition 2019,2022 64- | File
bit Folder)
MongoDB Document MongoDB NA One Virtual 4 GB RAM Operating 150 GB
ok Storage Server with System - (Additio
4vCPU, 8 GB Windows nal D:
RAM Server 2016, Drive)
64-bit
Solr*** Indexer Solr NA One Virtual 8 GB RAM Operating 150 GB
Server with System - (Additio
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Server Component | Sub- Database Recommende | Minimum Software Storage
Components Requirement | d Hardware RAM Requirements
Configuration | Requirement
for iAutomate
4vCPU, 16 GB Windows nal D:
RAM Server 2016, Drive)
2019, 64-bit

The installer needs to be run on individual servers that include Web Component, Base Component, and
Advance Al Component server. If Advanced Al components like iKnowledge, Advanced Knowledge and
iScrape are not required, only Web Server, Application Server and Database server will be required.

- Alternate Database options
1. AWS Relational Database Service (RDS)
2. GCP SQL Server 2017 PaaS service

- For Document Storage, if *MongoDB has to be made available in HA, then 3 servers will have to be
provided as per the best practices. Alternately, MongoDB as a service can be used from AWS and GCP
marketplace.

- For Indexer, if Solr has to be made available in HA, then 5 servers will have to be provided as per the
best practices.

Ansible Inside Wrapper Component install on Ansible Inside server, it can be installed from any server.

3.23 Component Installation Prerequisites
Prior to running the installer, complete all procedures as described in Environment Planning and ensure that all the
software prerequisites for the iAutomate component installation are met.
The following table describes the software requirements to install the components.
Table 11 - Component Installation Prerequisites
Server Component Sub-Components Software Requirements
Web Server Web Component - Web Ul - 11S10.0 or above
- WebAPI - Dot Net Framework 4.8.x
- KRS - Microsoft ACE OLEDB 16.0
Application Application Component — - Data Collector - Dot Net Framework 4.8.x
Server Microsoft Dot Net

- RBA Executor

- Generic

Executor
- Release
- Generic Listener
- ADSync
- Email Service

-  DAG Service

- Python 3.10.11 64-bit

- NLTK

- OpenSSL-Win64

- Apache Server 2.4

- VC++ 2022 64-bit Redistributable package

- python_prereq
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Server Component Sub-Components Software Requirements
- Assignation
Service
Application Component - - iParse
Python - iUnique
- iRecommend
Advanced Al Advanced Al Component - - iScrape - Dot Net Framework 4.8.x
Server Python - iknowledge - Python 3.10.11 64-bit
- Advanced - NLTK
Knowledge - OpenSSL-Win64
- Knowledge - Apache Server 2.4
Rating - VC++ 2022 64-bit Redistributable package
- python_prereq
- Oracle Distribution of Java JDK 23
(Required only for Solr installation
Database Server Database Transactional MS SQL 2016/2019 /MS SQL 2022 (+)
Database Enterprise / Standard edition 64 bit
MongoDB - Advanced Al Component MongoDB MongoDB 8.0.4
- Document Storage
SOLR - Advanced Al Component | SOLR - SOLR9.7.0
- Indexer - nssm2.24
Certificates (applicable for all tiers) SSL Certificates

33 Prerequisites to Run the Installer

This section provides an overview of the prerequisites to run the installer.
Once the infrastructure is prepared, determine the server where the installer will be run. Prior to running the installer,

ensure all prerequisites are ready on the server.

Table 12 - Prerequisites to Run the Installer

Applications Version

Windows Version Microsoft® Windows® Server 2012 Standard Edition or Windows Server 2016, 2019 Standard
Edition

.Net Framework .Net Framework 4.8

The requirements mentioned in the following tables indicate the minimum configuration required at the
time of installation:

- Table 4 - Minimal Deployment
- Table 6 - Medium Environment without HA

- Table 7 - Large Environment without HA
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- Table 8 - Small Environment with HA
- Table 9 - Medium Environment with HA
- Table 10 - Large Environment with HA

Over a period, based on the use of enterprise managed resources, user might have to upgrade to a higher
configuration.

3.3.1 Installer

The installer includes an installer executable. This executable enables complete installation of iAutomate and checks the

prerequisites for all the servers and components.

34 iAutomate Installation

This section explains how to install iAutomate components using the installer on any server or standalone machine. The

installer can be further used for deployment of web server, application server, advanced Al server and, database server,

and the underlying components.
iAutomate implementation contains the following menus:
— Run the Installer

Install iAutomate

Before running the installer, ensure that the ‘write’ permission is enabled for the user on the Apache24
folder.

3.4.1 Run the Installer
Review the prerequisites carefully before proceeding with the installation.
After confirming that the system meets the prerequisites to run the iAutomate installer, perform the following steps:

1. To get access to the iAutomate installer package, please get in touch with aiops-pmg-team@hcl-software.com.
Copy the zipped installer file to the server where you want to run the iAutomate installer.
Unzip and extract all the contents to the default folder.

3. Browse the HCL_iAutomate_v6.5_Installer.exe in the folder and click Run as administrator to start installation.

ﬂ:l HCL_DRYICE_iAutomate_v6.5_Installer 1/21/2025 3:28 PM Annlicatinn 1721753 KB
Open

®) Run as administrator

Figure 2 - Run the Installer

3.4.2 Install iAutomate

This section lists the steps to install the iAutomate components on all hosts. Ensure that user meets all requirements in

the section Environment Preparation and Prerequisites to Run the Installer before starting the installation procedure.

To install iAutomate, perform the following steps:

1. Onrunning the Installer, the following page appears.
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mailto:aiops-pmg-team@hcl-software.com

@ Installer Version - 6.5 — X

Product Installation

Welcome To Installer

HCL iAutomate

Copyright @ 2016, 2025 HCL Technolcgies Limited

Figure 3 - iAutomate Implementation

2. Click Start. It will extract required binaries and the following page appears.

HCL iAutomate Installer Version —6.4.2

® New Installation

» Upgrade

Figure 4 - iAutomate Implementation

3. Click Next. The page lists the setup required for installation in the left pane and the details of the selected setup
in the right pane.

3.4.3 Database Setup
User can create a customized database using the following steps.

1. On the Database Details view, type the Server Name, and then the Database Instance Name.
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Jree “
DATABASE DETAILS

Server Name = lEmer Server HostName/IP J

E COMPONENT SELECTION

Database Instance Name ‘Enler DB Instance ‘
&8 CONFIGURE MONGODB AND SOLR Authentication SOL Server Authentication ~

user ame + s |
e(g' SERVER CONFIGURATION

password * lEnler Password l
W PRE REQUISITE CHECKER

Database Name « iAutomateDBB5

&% CONFIGURE ADMIN DETAILS

(ﬂ INSTALLATION

HCL iAutomate

Figure 5 - Select Authentication

2. Select the Authentication type. The type of login authentication used to configure the database determines the
resulting username.

3. There are two types of authentications used for database configuration:
e  Windows Authentication

e  SQL Server Authentication

It is recommended to use windows authentication in production environment.

4. Inthe UserName and Password fields, type username and password to access the server.

5. Inthe Database Name field, database is auto filled by default.

6. To check the connectivity to a server using the credentials provided, click Check Connection. This displays a
message for Connection Success or Connection Failure.

7. Successful connection to the database enables the Next button.

Database Details @
Server Name * —
Database Instance Name Enter DB Instance
Authentication SQL Server Authentication v
User Name + D
Password * :
Database Name + iAutomateDB

Connection Success

Figure 6 - Test Connection

8. Click Next.
The Component Setup page appears.
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All fields marked with an asterisk (*) are mandatory.

3.4.4 Component Setup
After creating the database, perform the following steps to set up the Web Ul components.
1. The Component Selection view lists the components, and their corresponding parameters based on the selected
component.
2. The following types of components are deployed in iAutomate:
— Web Component - It includes the user interface that enables the configuration, management, and resolution of
tickets.
—  Service Component - This is further divided into three categories:
e Application Component - This includes essential services that work together to achieve the core
functionality of iAutomate.
e Ansible Inside Wrapper Component — This includes wrapper service that works with Ansible inside.
e Advanced Al Component - This includes features like Solution Creation; Natural Language Processing
(NLP) based assisted services, and so on.
Component Selection Web UI Nz = ' port @
Web API A b Ul Hame |HQiAutomateBaseul | 7 80 v =
KRS Web APl Name HOLiAutomateWEBAPI ‘ Port 8080 ~
Application Component g ——
N KRS Name [HaiautomatekRs | Ror 8085 v
Entity iRecommend Name [HaLiautomate.iRecomn| POt 9000 v
iParse _
iUnique £y Home HCL.iAutomate.Entitymc 7o 9003 v
MpErConetnr Warse Name [HaLiautomate.iparse | POt 3006 v
Generic Executor o i;
RBA Executor iUnique Name |HaLiautomate.iunique | POt 8009 v
Release —_——
Data Collector Name B Port
Generic Listener ,MJ 8012 Dt
AD Sync Generic Executor Name ‘HO..iAutonEte.GenericE‘ Port 8015 %,
Email Service . 5
E— RBA Executor Name :HG_.iAutorrate.RBACom” Port 3018 o
Ansible Inside Wrapper Component Release Name ;Ha.iAutomate.Releases\ Port 8021 S
Ansible Inside Wrapper ADRsnchas s = Boid
. Ol
Advanced Al Component Y yncHame |HOL.iAutomate.ADSYNcS | N 9022 ¥
< > Email Service Name .HG..iAutonnte.EmiBel" Port 9025 T
« >
Figure 7 - Component Setup
The administrator can add or remove components based on their environment as decided during the
planning phase.
The following table lists the components available on different servers.
Table 13 - iAutomate Components
Server Type Components Description
Web Component Web Ul Web User Interface for Admin, Configuration, Operations Console,
Dashboards and Knowledge Analysis and Search functionalities
Web API It is an APl in the iAutomate web module that can be accessed using the
HTTP protocol.
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Server Type Components Description
KRS The Key Rotation Service component which serves the purpose of providing
additional security through rotation of keys on a periodic basis.
Application iRecommend It leverages Natural Language Processing and is responsible for
Component recommending the best suited runbook for resolving the issue based on the
ticket description
iParse It serves the purpose of analyzing the ticket description and summary for
extracting relevant parameters to be passed to configurable runbooks
iUnique It helps in clustering the ticket data (incident, service requests, change

requests) into different categories for identification of automation

opportunities

Data Collector

It is responsible for collecting ticket information from the ITSM tool

Generic Executor

It is used for data processing at the DB layer for enabling backend

processes.

RBA Executor

It helps in triggering the identified runbook for automatic resolution using

an underlying RBA tool

Release

It is used to release the ticket in case an appropriate runbook is not
recommended OR runbook execution for a ticket fails. In the latter case, the

ticket is released and assigned to a human agent.

Generic Listener

Ticket passes through multiple stages during the resolution lifecycle using
iAutomate. Generic Listener module is responsible for ensuring the ticket is
moved to the next stage based on the current outcome. Its job is to identify
the status of the present stage and based on success / failure, move the

ticket to the consequent stage in the lifecycle

AD Sync

It is responsible for fetching LDAP user from LDAP Server.

Email Service

It is responsible for sending mail notifications to user

DAG Service

It is responsible for executing Network Related Use cases.

Assignation Services

It is used to assign tickets to the group fetched from Gen Al Studio.

Ansible Inside

Ansible SDK Wrapper

It is responsible for triggering Ansible Inside Tool

Wrapper

Component

Advanced Al Advanced Knowledge It returns a list of relevant documents for a query that have been crawled
Component from different repositories like SNOW KB, Web URL, Satori repository, and

internal files and folders.

iKnowledge

It returns a list of relevant results from Google for a query, if no relevant

documents exist in the organization’s repository.

Knowledge rating

It enables users to provide feedback as a rating for the document search

corresponding to the ticket summary.
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Server Type

Components Description

iScrape It helps in automated runbook creation for ticket categories for which

for relevant executable code snippets and scripts.

Select the components as planned for the server configuration.

Select the Web Component, Application Component, Ansible Inside Wrapper Component or Advanced Al
Component check boxes to install all the components listed under the servers simultaneously or select a single
component to install it individually.

After component selection, their corresponding details are auto filled and enables user to select the Port for each
component.

On selecting Advance Al Components, user must provide the MongoDB and Solr database details else the setup
will display the Server Configuration page.

To continue with the installation, click Next.

This enables the Configure MongoDB and Solr tab on the left navigation pane. Type the following details to set
up the MongoDB and Solr databases:

On the Configure MongoDB page:

a. Type the MongoDB Server Name (including the port details).

b. Inthe User ID and Password fields, type username and password to access the server.

c. Select the Version Type.

d. Select the HA mode.

e. Based on the selected “Version Type” and HA mode (selected / unselected), please follow the below

steps:

Table 14 - MongoDB Configuration Parameters

runbooks don’t exist by exploring various internal and external data sources

Version Type HA Mode Number of Servers CA File Required PEM File Required
Required*
Community Enabled At least 3 Not Required
Community Disabled 1 Not Required
Enterprise Enabled At least 3 Depends** Required
Enterprise Disabled 1 Depends** Required

* - As per the best practices, number of servers required should be odd in numbers. Provide the list of
all MongoDB instances as comma separated pairs of hostname and port.

** - CA File is only required if and only if MongoDB installation mandates use of CA file

9.

On the Configure Solr page:
a. Type the Solr Server.

b. Inthe User ID and Password fields, type user ID and password to access the server.
c. The default port is auto filled in the PORT field next to each component.
d. Click Next.
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Configure MongoDB @

MongoDB Server = “Enter MongoDB Server IP/HostName/URL ‘

UseriD « ‘Enter MongoDB User Id Password = |Enter MongoDB F‘:af-s‘mfl:ud‘

Version Type = Community v HA [

Cafile available

CAFile

Configure Solr

Solr Server = ‘Emter Salr Server IP/HostName/URL ‘
UseriD = ‘Enter Solr User Id ‘ Password = ‘Emer Solr Password ‘
ZooKeeper Port = ‘ E ‘ Port = ‘ ‘

Figure 8 - Configure Mongo DB and Solr
e. User will be prompted to check the connection status. Click Yes to proceed with checking the

connection status or No to continue with the Installation.

Do you want to check connection with
Mongodb and Solr?.

Figure 9 - Check Mongo DB and Solr Connection Status
The Server Configuration page appears.

All fields marked with an asterisk (*) are mandatory.

3.4.5 Server Configuration
This section describes how to set up and configure a server for iAutomate installation.
To configure servers, provide the following details:
1. The IP Address/Host Name, where user wants to install the components.

The installer automatically detects the host name where the installer is running and auto-fills the
information in the text box.

2. Select the Account Type from the available options:
e Local Administrator

e Domain Account

3. Type the Domain Name.
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Server Configuration

IP Address/HostName = Enter Server IPaddress/HostName I

Account Type = 1Domain Account v Domain = |Enter Domain |

User Name = |Enter UserName I Password = |EnterPassword |

Check User Validity

Installation Path = -

Figure 10- Server Configuration

In the UserName and Password fields, type the login credentials to access the application server.
Click Check User Validity to validate the user to connect to the server.
Click Browse to specify the appropriate Installation Path to install the server components.

No vk

Server Configuration

IP Address/HostName = Enter Server IPaddress/HostName I

Account Type = 1Domain Account v Domain = |Enter Domain |

User Name = |Enter UserName I Password = |EnterPassword |

Check User Validity

Installation Path = -

Figure 11 - Successful Validation

8. Click Next.
The Pre-Requisite Checker page appears.

All fields marked with an asterisk (*) are mandatory.

9. If “Ansible Inside Wrapper Component” has been chosen below screen appear,
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Server Configuration

IP Address/HostName +

Account Type « Domain Account v Domain = Enter Domain

User Name « Password * Enter Password

Check User Validity

Installation Path = -

Ansible Wrapper Component Server Configuration

IP Address/HostName *+ Enter Server IPAddress/HostName

User Name s Enter UserName Password + Enter Password

Figure 12- Server Configuration

10. Ansible Wrapper Component Server Configuration: -
a. The IP Address/Host Name, where user wants to install the components.

The Ansible Inside Wrapper install on server where Ansible Wrapper is installed.

b. Inthe User Name and Password fields, type the login credentials to access the server.
c. Click Check User Validity to validate the user to connect to the server.

d. On successful connection to the server, a Validation Successful message appears beside the Password field.

@

Server Configuration

IP Address/HostName =

Account Type = Domain Account v Domain +

User Name =« Password + |

Validation Successful

Installation Path

Ansible Wrapper Component Server Configuration

IP Address/HostName +

User Name Password * —

Validation Successful

Figure 13 - Successful Validation
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11. Click Next.

The Pre-Requisite Checker page appears.

All fields marked with an asterisk (*) are mandatory.

3.4.6 Run Pre-Requisite Checker

This section describes the procedure to check if all iAutomate installation prerequisites have been met before the

installation. The Prerequisite Checker identifies all the missing pre-requisite software and utilities. User will have to ensure

that the identified prerequisites are installed manually before proceeding further.

To run the Prerequisite Checker, perform the following steps:

1. Click Run.

Pre-Requisite Checker

IP Address/Host Name Component Prerequisite Status
localhost Web UI Checking For Port 80
localhost Web UI Checking For Microsoft .NET Framework 4.8
localhost Web Ul Checking For Microsoft ACE.OLEDB.12.0
localhost Web UI Checking For 11S
localhost Web Ul Checking For Certificate
localhost Web UI Checking For PythonCertificate
localhost Data Collector Checking For Port 8012
localhost Data Collector Checking For Microsoft .NET Framework 4.8
localhost Data Collector Checking For Certificate
localhost Email Service Checking For Port 5025
localhost Email Service Checking For Microsoft .NET Framework 4.8
localhost Email Service Checking For Certificate
localhost Generic Executor Checking For Port 8015
localhost Generic Executor Checking For Microsoft .NET Framework 4.8

® Failed but not mandatory | x Failed and mandatory | v/  Success

Figure 14 - Prerequisite Checker

The Pre-requisite Checker always runs as part of the iAutomate setup.

2. A progress bar appears while the Pre-Requisite Checker runs.
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"

IP Address/Host Name Component Prerequisite
localhost ‘Web Ul .Checking For Certificate
localhost ‘Web Ul Checking For PythonCertificate
localhost Data Collector Checking For Port 8012
localhost Data Collector — Checking For Microsoft .NET Framework 4.8
localhost Data Collector A . Checking For Certificate
localhost Ermail Service | Checking For Port 9025
localhost Ernail Se—rvlce Ny Checking For Microsoft .NET Framework 4.8
localhost Ernail Service Checking For Certificate
localhost Generic Executor .Ehecking For Port 8015
localhost Generic Executor Checking For Microsoft .NET Framework 4.8
localhost Generic Executor Checking For Certificate
localhost iKnowledge .Checking For Port 8024
localhost iKnowledge .Checking For Python 3.6.0

localhost iKnowledge Checking For Apache 24

@ Failed but not mandatory | X Failed and mandatory | " Success

Status

MSISIXISISIXISISX S ISIXIS S

~

3.

Figure 15 - Pre-Requisite Checking in Progress

In the Status column, each prerequisite is marked a success or a failure.

IP Address/Host Name Component Prerequisite Status  *
localhost Web Ul Checking For Certificate v
localhost Web Ul Checking For PythonCertificate v
localhost Data Collector Checking For Port 8012 X
localhost Data Collector Checking For Microsoft NET Framework 4.8 v
localhost Data Collector Checking For Certificate v
localhost Ernail Service Checking For Port 9025 x
localhost Email Service Checking For Microsoft NET Framework 4.8 v
localhost Email Service Checking For Certificate v
localhost Generic Executor Checking For Port 8015 X
localhost Generic Executor Checking For Microsoft NET Framework 4.8 v
localhost Generic Executor Checking For Certificate v
localhost iKnowledge Checking For Port 8024 X
localhost iknowledge Checking For Python 3.6.0 v
localhost iknowl edge Checking For Apache 2.4 v .

. .

CD Failed but not mandatory | X Failed and mandatory |~/ Success

Figure 16 - Pre-Requisite Checker Status

In case of failure, Re-Run button appears.

- Please ensure that the identified issue is resolved and re-run the pre-requisite checker.

4.
5.

Upon successful validation of all the pre-requisites, Next button is enabled.
Click Export to export the Pre-Requisite Checker report, if required.
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Pre-Requisite Checker

Total No of Request

46 | Successful 46 | Failed 0

IP Address/Host Name
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost

localhost

Component
‘Web Ul
Web Ul
‘Web Ul
Web Ul
Data Collector
Data Collector
Data Collector
Email Service
Email Service
Email Service
Generic Executor
Generic Executor
Generic Executor

iParse

® Failed but not mandatory | 2K Failed and mandatory |~ Success

Prerequisite
Checking For Microsoft ACE.OLEDB.12.0
Checking For IS
Checking For Certificate
Checking For PythonCertificate
Checking For Port 8014
Checking For Microsoft .NET Framewaork 4.8
Checking For Certificate
Checking For Port 9026
Checking For Microsoft .NET Framewaork 4.8
Checking For Certificate
Checking For Port 8016
Checking For Microsoft .NET Framework 4.8
Checking For Certificate
Checking For Port 8007

Figure 17 - Prerequisite Checker Report

Use Back to go to the previous page.

6. Click Next. The Configure Admin Details page appears.

3.4.7 Configure Admin Details

Status  *

VSISKIKIKIKKIKIKIKKKIKIK

=
]
=
-

Administrative roles provide controlled decentralization of administrative responsibilities and the functionality to add or

manage more administrators or users, manage settings, and perform governance actions.

This section describes the steps involved to configure the Super Administrator which is required after the initial setup of

iAutomate.

To configure Super Administrator details, perform the following steps:

1. On the Configure Admin Details page, type the new administrator’s Name, Email and Password.
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Configure Admin Details @

Name = Enter Name
Email * Enter Email
Password * Enter Password

Re-enter Password * Re-enter Password

Password Policy: Password must contain at least 1 capital letter,1 small letter,1 number and 1 special character and 8-15 characters length.

Space not allowed.Only !,@,#,5,% Special characters are allowed.

Figure 18 - Configure Admin Details

If the database provided in the Database Setup already exists at the time of installation, then the
Configure Admin Details page will remain unavailable.

2. Postinstallation, the administration console can be accessed by this Super Administrator account to configure
iAutomate.
3. Click Next to review the information provided on previous pages.

Click Reset to reset the admin credentials. Click Back to navigate to the previous pages for making any
changes. All fields marked with an asterisk (*) are mandatory.

3.4.38 Install
This section describes the installation of iAutomate after all components and admin configuration is completed.

1. Before proceeding with the Installation, review the information on the Installation page and, if required, click
Back to make any changes.
2. Click Run to start the installation.

Installation Guide

53



Installation
Server Type : Database
Server Details
IP/Hostname Address :

Database
Database Instance:
Database Name:

Server Type : Web | Application
Server Details
IP Address :

Web Ul
Component Name: Web Ul
Site Name: HCLiAutomateBaseUl
Path : C:\NewFolder

Overall Status : Not yet started ®

User Name :

SEBBEEREBES

Figure 19 — Installation

The progress bar displays the installation progress.

Installation

Server Type : DataBase
Server Details

IP/Hostname Address :

DataBase
DataBase Instance:
Database Name:

Server Type : Web
Server Details

IP Address :

Web UI
Component Name: Web Ul
Site Name: HCLiAutomateBaseUl
Path : C:\iAutomateComponent

OverAll Status In Progress @
~
geeeaes ‘
UserName:
seauees

Figure 20 - Installation Progress
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Installation OverAll Status :  Fail ©)

IP/Hostname Address : A

DataBase
DataBase Instance: Success

DataBase Name:

Server Type : Web
Server Details

IP Address : User Name :

Web UI
ComponentName: Web Ul
Site Name: HCLiAutomateBaseUl

Folderffile is missing at Sourcepath C:\D Drive\lAut

< >
Path : C:\iAutomateComponent
Web API
Component Name: Web AP| Success <
< >

Roll Back

Figure 21 - Installation Progress (In case of failure)

In case of installation failure, error messages for the corresponding component appear on the screen.
Click Rollback button to uninstall the components and re-run the Installer after resolving the issues. To
perform the cleanup, delete all the folders manually on the server installation path provided earlier.
Contact the product team administrator for further assistance.

3. After successful installation, the Launch Application button appears. Click Exit to exit the installer.

Report OverAll Status : ~ Success @

Server Type : DataBase
Server Details
IP/Hostname Address :

DataBase
DataBase Instance: Success

DataBase Name:

Server Type : Web
Server Details

IP Address : UserName :
Web UI
Component Name: Web Ul Success
Site Name: HCLiAutomateBaseUl

Path : C:\iAutomateComponent %

< >

Launch Application

Figure 22 - Installation Successful

4. Click Launch Application button to start iAutomate.
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can take bit more time in launching application as IIS is configuring website for first time. WebSite UR!
rcalhost:8001

Figure 23 - Message on Launching iAutomate

5. Click OK to navigate to the iAutomate Login Page.

HCL iAutomate

Please enter your credentials :

HCL Software iAutomate uses Al
to analyze tickets and identifies
automation candidates within
hours. It continuously learns and
Next drives the automation process,
thereby automating the process
of automation itself.

Contact us | Copyright © 2016, 2025 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edge | Version — 6.5

Figure 24 - iAutomate Login Page

6. After the login page is opened, it asks for the License key.

HCL iAutomate

Please enter your credentials :

HCL iAutomate uses Al to analyze
tickets and identifies automation
candidates within hours. It
License Key is Expired, Invalid or not Available Click Here 10 enter continuously learns and drives the
License Key automation process, thereby
automating the process of
automation itself

Contact us | Copyright © 2016, 2025 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edge | Version — 6.5 | Build Version : 10314.1

Figure 25 - iAutomate Login Page (Cont.)

7. Click on ‘Click Here’ hyperlink to enter the license key.
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HCL iAutomate

Enter License Details to Activate

Figure 26 - iAutomate Login Page (Cont.)
License Key

8. Submit the license key.

Enter License Details to Activate

License Key is submitted. Click here
to login again.

Figure 27 - iAutomate Login Page (Cont.)
License Key

9. Click on the Click Here link again to login again.

35 iAutomate Upgradation

This section lists the steps to upgrade iAutomate components on all hosts.

3.5.1 Install iAutomate
To upgrade iAutomate, perform the following steps:

1. Onrunning the Installer, the following page appears.
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[ Installer Version - 6.5 — X

Product Installation

Welcome To Installer

HCL iAutomate

Copyright @ 2016, 2025 HCL Technclegies Limited

Figure 28 - iAutomate Implementation

2. Click Start. It will extract required binaries and the following page appears.
3. Select Upgrade.

- XI

HCL iAutomate Installer Version - 6.5

@® New Installation

@ HCL iAutomate Instller (newinstall) Version - 6.5

O Upgrade

HCL iAutomate

125 HCL Technologies Limited

Figure 29 - iAutomate Upgradation

4. Click Next.
5. The page lists the setup required for installation in the left pane and the details of the selected setup in the right

pane.

Installation Guide
58



prepeme £
DATABASE DETAILS

Server Name = Enter Server HostName/IP ‘
IS COMPONENTSELECTION .

Database Instance Name Enter DB Instance ‘
& CONFIGURE MONGODE AND SOLR Authentication SOL Server Authentication v

User Name * ] ‘
aw SERVER CONF GURATION

Password * Enter Password ‘
W/ PRE-REQUISITE CHECKER

Database Name « iAutomateDBBS5

u@ CONFIGURE ADMIN DETAILS

Check Connection

@ instawamon

HCL iAutomate Back

Figure 30 - Database Details

The next step is to update the database.

3.5.2 Database Setup

1. On the Database Details view, type the Server Name, and the Database Instance Name.

Database Details @
Server Name * Enter Server HostName/IP
Database Instance Name Enter DB Instance
Authentication SQL Server Authentication v
User Name * Enter User Name
Password * Enter Password

Database Name #

Check Connection

Figure 31 — Database Setup

2. Select the Authentication type. The type of login authentication used to configure the database determines the
resulting username.

3. There are two types of authentications used for database configuration:
e Windows Authentication

e SQL Server Authentication

It is recommended to use windows authentication in production environment.

4. Inthe UserName and Password fields, type username and password to access the server.

5. Inthe Database Name field is auto filled by default.

6. To check the connectivity to a server using the credentials provided, click Check Connection.
7. On successful connection to the database, below screen appears.
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Database Details @

Server Name ‘

Database Instance Name [Enter DB Instance l
Authentication SQL Server Authentication 3¢

User Name * - ‘
password * — |
Database Name «

Server Host/IP |-Select- v ‘

-Select-
TestServer

Figure 32 — Database Setup(cont.)

8. Select ServerHost/IP on which the upgrade is required.
9. Click Next. The Component Setup page appears.

All fields marked with an asterisk (*) are mandatory.

3.5.3 Component Setup
After creating the iAutomate database, perform the following steps to set up the Web Ul components.

1. The Component Selection view lists the components and their corresponding parameters based on the selected

*

component. A is displayed against each component which was installed earlier on previously selected server

host/IP.
Component Selection @
Web Ul Name HCliAutomateBaseul "'t 80
O web Component Web API Name = Port
Web Ul * HCLiAutomateWEBAPI 8080
Web API * KRS Name HCliAutomateKRS bort 8085
KRS * .
iRecommend Name . f Port
O Application Component HCL.iAutomate.iRecomm 9000
iRecommend Entity Name HCLiAutomate.EntityMc 70" 9003
Entity x
Parse Warse Name HCLiAutomate.iParse Ot 8006
iUnique iUnique Name HCL.iAutomate.iUnique Port 8009
Data Collector e —
— Data Collector Name HCL.iAutomate.DC Port 2012
RBA Executor Generic Executor Name ey iaitomate.Generice POt 8015
Release —
Generic Listener RBA Executor Name HCL.iAutomate.RBACom)| Port 8018
AD Sync
e Release Name HCLiAutomate.Releases "'t 8021
Email Service —_—
DAG Service AD Sync Name HCL.iAutomate.ADSyncs Ot 9022
(0 Advanced Al Component . :
Emal Service Name HCLiAutomate.Emailsen POt 9025

Select All Unselect All

Figure 33 — Component Setup

2. Select the components as planned for the server configuration.

3. Select the Web Component, Application Component, Ansible Inside Wrapper Component or Advanced Al
Component check boxes to install all the components listed under the servers simultaneously or select a single
component to install it individually.

4. After component selection, their corresponding details are auto filled and enables user to select the Port for each
component.
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5. Click Next. The Server Configuration page appears.

All fields marked with an asterisk (*) are mandatory.

3.54 Server Configuration
This section describes how to set up and configure a server for iAutomate installation.

To configure servers, provide the following details:

1. All the server configuration is pre-populated based on the previously selected previously selected server host/IP.

User can only change the username and password.

Server Configuration @

IP Address/HostName »

Account Type + Domain Account v Domain = Enter Domain

User Name « Password = Enter Password

Check User Validity
Installation Path = -

Figure 34 — Server Configuration

2. Enter Password and Click Check User Validity to validate the user to connect to the server.
3. On successful connection to the server, a Validation Successful message appears beside the Password field.

Server Configuration @

IP AddressfHostName =

[
L

User Name = [ ] Password = l_ |

L

Account Type = Domain Account v Domain =

Validation Successful
Installation Path = C:\iAutomatelnstaller

Figure 35 - Server Configuration (cont.)
4. Click Next. The Pre-Requisite Checker page appears.

All fields marked with an asterisk (*) are mandatory.

5. If “Ansible Inside Wrapper Component” has been chosen below screen appear,
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Server Configuration

IP Address/HostName «

Account Type « Domain Account v Domain « Enter Domain

User Name « Password + Enter Password

Check User Validity
Installation Path = -

Ansible Wrapper Component Server Configuration

IP Address/HostName + Enter Server IPAddress/HostName

User Name « Enter UserName Password + Enter Password

Figure 36- Server Configuration

6. Ansible Wrapper Component Server Configuration: -
a. TheIP Address/Host Name, where user wants to install the components.

The Ansible Inside Wrapper install on server where Ansible Wrapper is installed.

b. Inthe User Name and Password fields, type the login credentials to access the server.
c. Click Check User Validity to validate the user to connect to the server.
d. On successful connection to the server, a Validation Successful message appears beside the Password

field.

Server Configuration

IP Address/HostName «

Account Type « Domain Account v Domain =

User Name « Password + I

Validation Successful

Installation Path +

Ansible Wrapper Component Server Configuration

IP Address/HostName +

User Name « Password + I

Validation Successful

Figure 37 - Successful Validation

7. Click Next.
The Pre-Requisite Checker page appears.
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All fields marked with an asterisk (*) are mandatory.

3.5.5 Run Pre-Requisite Checker

This section describes the procedure to check if all iAutomate installation prerequisites have been met before the

installation. The Prerequisite Checker identifies all the missing pre-requisite software and utilities. User will have to ensure

that the identified prerequisites are installed manually before proceeding further.

To run the Prerequisite Checker, perform the following steps:

1. Click Run.

Pre-Requisite Checker

IP Address/Host Name Component Prerequisite Status
localhost Web Ul Checking For Port 80
localhost Web UI Checking For Microsoft .NET Framework 4.8
localhost Web Ul Checking For Microsoft ACE.OLEDB.12.0
localhost Web Ul Checking For 11S
localhost Web UI Checking For Certificate
localhost Web Ul Checking For PythonCertificate
localhost Data Collector Checking For Port 8012
localhost Data Collector Checking For Microsoft .NET Framework 4.8
localhost Data Collector Checking For Certificate
localhost Email Service Checking For Port 9025
localhost Email Service Checking For Microsoft .NET Framework 4.8
localhost Email Service Checking For Certificate
localhost Generic Executor Checking For Port 8015
localhost Generic Executor Checking For Microsoft .NET Framework 4.8
® Failed but not mandatory | X Failed and mandatory | v/ Success
Back Run

Figure 38 - Prerequisite Checker

The Pre-requisite Checker always runs as part of the iAutomate setup.

2. A progress bar appears while the Pre-Requisite Checker runs.

|P Address/Host Name

localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost

localhost

® Failed but not mandatory | X Failed and mandatory | \."‘ Success

Component

Web Ul

Web Ul

Data Collector
Data Collector
Data Collector
Email Service
Email Se_lvl:E
Email Sernvice
Generic Executor
Generic Executor
Generic Executor
iKnowledge
iKnowledge

iKnowledge

Prerequisite
Checking For Certificate
Checking For PythonCertificate
Checking For Port 8012
Checking For Microsoft \MET Framework 4.8
Checking For Certificate
Checking For Port 3025
Checking For Microsoft MET Framework 4.8
Checking For Certificate
Checking For Port 8015
Checking For Microsoft NET Framework 4.8
Checking For Certificate
Checking For Port 8024
Checking Far Python 360
Checking For Apache 2.4

Status

SIXIKIKIXISIS

VSIS XSS XIS

~

Figure 39 - Pre-Requisite Checking in Progress

3. Inthe Status column, each prerequisite is marked a success or a failure.
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IP Address/Host Name Component Prerequisite Status
localhost ‘Web Ul Checking For Certificate v
localhost Web UI Checking For PythonCertificate v
localhost Data Collector Checking For Port 8012 X
localhost Data Collector Checking For Microsoft NET Framework 4.8 v
localhost Data Collector Checking For Certificate Vv
localhost Email Service Checking For Port 9025 )(
localhost Erail Service Checking For Microsoft NET Framework 4.8 v
localhost Email Service Checking For Certificate v
localhost Generic Executor Checking For Port 8015 X
localhost Generic Executor Checking For Microsoft NET Framework 4.8 Vv
localhost Generic Executor Checking For Certificate v
localhost iKnowledge Checking For Port 8024 X
localhost iKnowledge Checking For Python 36.0 v
localhost iKnowledge Checking For Apache 2.4 v v
R e — e P
® Failed but not mandatory | X Failed and mandatory |+ Success

In case of failure, Re-Run button appears.

Figure 40 - Pre-Requisite Checker Status

Please ensure that the identified issue is resolved and re-run the pre-requisite checker.

4. Upon successful validation of all the pre-requisites, Next button is enabled.
5. Click Export to export the Pre-Requisite Checker report, if required.

IP Address/Host Name Component Prerequisite Status  *
localhost Web Ul Checking For Microsoft ACE.OLEDB.12.0 v
localhost Web Ul Checking For 1S v
localhost Web Ul Checking For Certificate v
localhost Web Ul Checking For PythonCertificate v
localhost Data Collector Checking For Port 8014 v
localhost Data Collector Checking For Microsoft .NET Framewaork 4.8 v
localhost Data Collector Checking For Certificate v
localhost Email Service Checking For Port 9026 "
localhost Erail Service Checking For Microsoft .NET Framewaork 4.8 v
localhost Ermail Service Checking For Certificate v
localhost Generic Executor Checking For Port 8016 v
localhost Generic Executor Checking For Microsoft NET Framework 4 8 v
localhost Generic Executor Checking For Certificate v
localhost iParse Checking For Port 8007 v .

- et mea P

CD Failed but not mandatory | X Failed and mandatory |~/ Success

f
=

Figure 41 - Prerequisite Checker Report

Click Back to go to the previous page.

6. Click Next. The Install page appears.

3.5.6 Install
This section describes the installation of iAutomate after all components and admin configuration is completed.

1. Before proceeding with the Installation, review the information on the Installation page and, if required, click
Back to make any changes.
2. Click Run to start the installation.
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Installation
Server Type : Database
Server Details
IP/Hostname Address

Database
Database Instance:

Database Name:

Server Type : Web | Application
Server Details
IP Address :

Web Ul
Component Name: Web Ul
Site Name: HCLiAutomateBaseUl
Path : C:\NewFolder

Overall Status : Not yet started @

User Name :

SUNRBENNENS

Figure 42 — Installation

The progress bar displays the installation progress.

Installation

Server Type : DataBase
Server Details

IP/Hostname Address :

DataBase
DataBase Instance:
Database Name:

Server Type : Web
Server Details

IP Address :

Web Ul
Component Name: Web Ul

OverAll Status In Progress @

~
geseass |

UserName :

Site Name: HCLiAutomateBaseUl
Path : C:\iAutomateComponent

Figure 43 - Installation Progress
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Installation OverAll Status :  Fail ©)

IP/Hostname Address : )

DataBase
DataBase Instance: Success

DataBase Name:

Server Type : Web
Server Details

IP Address : UserName :

Web Ul

Component Name: Web Ul Folder/file is missing at Sourcepath C:\D Drive\lAul

Site Name: HCLiAutomateBaseUl

< >
Path : C:\iAutomateComponent
Web API
Component Name: Web API Success "
< >

Roll Back

Figure 44 - Installation Progress (In case of failure)

In case of installation failure, error messages for the corresponding component appear on the screen.
Click Rollback button to uninstall the components and re-run the Installer after resolving the issues. To
perform the cleanup, delete all the folders manually on the server installation path provided earlier.
Contact the product team administrator for further assistance.

3. After successful installation, the Launch Application button appears. Click Exit to exit the installer.

OverAll Status Success @

Report
Server Type : DataBase
Server Details
IP/Hostname Address :
DataBase
DataBase Instance: Success

DataBase Name:

Server Type : Web
Server Details

IP Address : User Name :

Web Ul
Component Name: Web Ul
Site Name: HCLiAutomateBaseU|
Path : C:\iAutomateComponent

Success

Figure 45 - Installation Successful

4. Click Launch Application to start iAutomate.
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Figure 46 - Message on Launching iAutomate

5. Click OK to navigate to the iAutomate Login Page.

HCL iAutomate

Please enter your credentials !

HCL Software iAutomate uses Al
to analyze tickets and identifies
automation candidates within
hours. It continuously learns and
‘ drives the automation process,
thereby automating the process
of automation itself.

Contact us | Copyright © 2016, 2025 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edg

Figure 47 - iAutomate Login Page

6. After login page is opened, its asks for License key.

HCL iAutomate

D

DRYICE iAutomate uses Al to
analyze tickets and identifies
automation candidates within
hours. It continuously learns and
drives the automation process,
thereby automating the process
of automation itself.

Please enter your credentials

License Key is Expired, Invalid or not Available Click Here to enter
License Key.

Next

Figure 48 - iAutomate Login Page (Cont.)
7. Click on ‘Click Here’ hyperlink to enter the license key.
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HCL iAutomate

Enter License Details to Activate

Contact us | Copyright © 2016, 2025 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edge | Version - €

Build Version : 10162.1

Figure 49 - iAutomate Login Page (Cont.) License Key
8. Submit the license key and login again by clicking on the Click Here link.

HCL DRYIiCE

iAutomate

Enter License Details to Activate

License Key is submitted. Click here
to login again.

Figure 50 - iAutomate Login Page (Cont.) License Key

After Upgrade, kindly check all configurations (Credentials) on screens (Mange Runbook Tool, Data
Source details, Manage SMTP, Mange Proxy, Component Key Value Configuration etc.) are visible, if not
kindly enter again and click on save/update button.

3.6 Post Installation Activities

This section describes how to perform certain post installation activities which are strictly dependent on the

organization’s requirements.
It includes the following:

—  Enable Secure Communication (Changing HTTP to HTTPS)

—  Configuration Changes — Certificate Name Change (Type — PFX)

—  Configuration Changes — Certificate Name Change (for PEM/CRT/KEY Certificates)

— Load Balancer Configuration
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—  Configuration Changes - Access iAutomate without Certificate (Type — PFX)

—  Configuration Changes - Access iAutomate with Certificate (Type — PFX)

—  Configuration Changes - Access iAutomate without Certificate (Type — PEM)

—  Configuration Changes — SaaS based Ticket Analysis

—  Configuration Changes — Run BASEUI and WEBAPI on same port

All the post installation activities listed above are optional.

3.6.1 Enable Secure Communication (Changing HTTP to HTTPS)
This section describes how to enable secure communication by changing HTTP to HTTPS. It can be enabled for both the

iAutomate website and the deployed components.

This section describes how to enable the secure communication by changing HTTP to HTTPS for the iAutomate website.

The following changes are required in the underlying components to achieve the same.

To change the hosting of KRS from HTTP to HTTPS using the existing certificate, for e.g. 'HclTech.iautomate.Web', please
follow the below steps:

1. Press Win+R and type inetmgr.
2. Click OK to open lIS.

=/ Run *

Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

Open: | I C

Cancel Browse...

Figure 51 - Hosting KRS from HTTP to HTTPS

3. Expand Sites and click HCLiAutomateKRS.
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-5 Start Page

2

{2} Application Pools
v .8 Sites

> &9 HCLiAutomateBaseUl

v 0 HCLiAutomatekRS
-] App_Code

> & bin

5 .[7] Contents
-5 7] MasterPage
> @

W

HCLiAutomateWEBAPI

Figure 52 - Hosting KRS from HTTP to HTTPS (cont.)

4. Click on Bindings in the Edit Site section.

-2} Application Pools
v (@] Sites

> €@ HCLiAutomateBaseUl
v 0 HCLiAutomateKRS

| P -] App_Code
i > .= bin

5> -[7] Contents
> | MasterPage
L5 [ scripts

> 0 HCLiAutomateWEBAPI

ASP.NET
) &>
= NS
s © e
.NET .NET .NET Error NET
Authorizat.. Compilation Pages  Globalization

.NET Roles  .NET Trust

& B

NET Profile

7 ab|

.NET Users  Application Connection

Levels Settings Strings
* B @ & &
MachineKey Pagesand  Providers Session State SMTP E-mail
Controls

-,
2
1 4
[ ]

o]

& Basic Set'hngs...

View Applications

View Virtual Directories

Manage Website

Restart
Start
Stop

Browse Website

@

Browse “:8085 (http)

Advanced Settings...

Figure 53 - Hosting KRS from HTTP to HTTPS (cont.)

@Y Internet Information Servicss (11S) Manager

I

)J [T Features View | 1% Content View

Ready

Figure 54 - Hosting KRS from HTTP to HTTPS (cont.)

5. Click Add New.

((. > o » 1AL 100N s Sites s HCLIA KRS »
— 1 Site Bindings ? X
File View Help
Type  HostName Port IP Address Binding Informa... | Add... I
Q- |& " http 8085 * ———— ore
R ‘ Start Page Permissions...
v q IAUWIWBIAUCM [ Site
) Application Pool
v @ Sttes i e ings...
> @ BaseUN74 Browse c Settings...
> @ HClidutomaz v Applications
b O HCLMM‘ w Virtual Directories
>3 App_Cod
i > bin Website a
> 1] Contents art
[ >-@lib b
© 5 0 MasterPa
> - scripts
> @ HClidutorz Jrse Wehshe
anced Settings...

6. Select Type as ‘https’. Port information gets populated automatically. Select the SSL Certificate.

7. Click OK.
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?s Internet Information Services (11S) Manager |

[ @ v 100N s Sites > HCLIA KRS » Bxh e-
Site Bindings ? X f
File  View Help
‘Connections Type Host Name Port IP Address Binding Informa... ‘ I Add...
vid |
@28 hitp Add Site Binding 2 X
‘E Start Page Permissions..,
¥ ‘5 IAUWIWPIAPCON ( Type: IP address: Port: | Site
Q Application Pool — Al Unassianed a3
v i Sites https v nassigne: v] I |
> @ BaselN74 oSt e 2
> @ HCLiAutoma [ ] \v Applications
v & HCLifutoma I Virtual Directories
> | App_Cod [ Require Server Name Indication |
> bin : Website Al
- > [l Contents B
> —j lib SSL certificate: r
{ 3 Masterhg [HelTech.iautomate Web v select., View... P
> | scripts Websit
> @ HClisutoma (%% 5
| OK | [ Cancel
< > { E} reauures view sz LOnNent view ‘ Cs

Ready

Figure 55 - Hosting KRS from HTTP to HTTPS (cont.)

8. Right click HCLiAutomateKRS .
9. Click Explore.
10. Find Web.config file and open it in a Notepad.

¥ Web.config h

Figure 56 - Hosting KRS from HTTP to HTTPS (cont.)

11. Within the Web.config file, find the tag <security> and change it to <security mode=
"TransportWithMessageCredential">.

<security mode="TransportWithMessageCredential">

“<message clientCredentialType="Certificate™ />
</=ecurity>

Figure 57 - Hosting KRS from HTTP to HTTPS (cont.)
12. Save the file for changes to be reflected.
13. Select the service and click Restart to restart the services.

To change the hosting of BaseUl from HTTP to HTTPS using the existing certificate, for e.g. 'HclTech.iautomate.Web',
please follow the below steps:

1. Press Win+R and type inetmgr.
2. Click OK to open lIS.
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= Run *

Type the name of a program, folder, document, or Internet
= rescurce, and Windows will open it for you.

Open: [T 7]

Figure 58 - Hosting Base user interface from HTTP to HTTPS
3. Expand Sites and click HCLiAutomateBaseUI.

&5 Start Page

v

@ Application Pools
v & Sites
5 o HCLiAutomateBasell
5> & HClifutomatekRS
v @ HCLiAutomateWEBAPI
> -7 bin
> [ Log

Figure 59 - Hosting Base user interface from HTTP to HTTPS (cont.)

4. Click on Bindings in the Edit Site section.

Eile  View Help

I o HCLiAutomateBaseUl Home St

W3 Start Page Filter: - W Go ~ @ Showall | Group by: B Edit Permissions...
. Edit Site
% plication Pools ASP.NET A A

v @ Sites D 4

?. HCLiAutomateBasell ::s \‘V/ @ ’? o= Basic Settings...

5 @ HCLiAutomateKRS NET NET NET Error NET NET Profile View Applications

v @ HCLidutomateWEBAPI Authorizat.. Compilation  Pages  Globalization View Virtaal Direstories
> - bin \ 2 e
> g Log & 5?/ & Lﬁ,] Manage Website ~

NETRoles  .NET Trust .NET Users Application Connection & Restart
Levels Settings Strings b Start

& 5 R & & e

Machine Key Pagesand  Providers Session State SMTP E-mail [8] Browse %80 (http)
Controls -

Advanced Settings...
s ~ —_—
N : Configure
K- = cGI
= Failed Request Tracing...
ASP Authentic... Authorizat... cGl Compression Limits...
Rules HSTS...
N v
- - - = Add FTP Publishing.. .
[ e v I8 Coren i T }
Ready 9.

Figure 60 - Hosting Base User Interface from HTTP to HTTPS (cont.)
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0 HCLiAutomate

Filter:
ASP.NET
a ©
MET NET

Authorizat., Compilation

2 =

Machine Key  Pages and
Controls

AP Authentic...

8

Logging  MIME Types

Management
Configurat..

Editor

5. Click Add.

B Explore

Edit Perrnissions..,

Edit Site
Bindings...

Biasic Settings..
Yiew Applications
Wiew Wirtual Directories

Manage Website

z Restart

P Start

B Stop
Browse Wehsite

[®] Browse 3080 (http)
Ackvanced Settings...

Site Bindings ? X
| | Type  Host Mame Port  IP Address Binding Informa... Add... ‘
hittp ooso *
Edit...
Rernowe
N
Browse
P
Clase
o Lo =
Modules Qutput Request  SSL Settings
Caching  Filtering

Configure
Lirnits...

0 Help

Figure 61 - Hosting Base user interface from HTTP to HTTPS (cont.)

6. Select Type as https. Port information gets populated automatically. Select the SSL Certificate.

7. Click OK.

Filter:
ASP.NET
= @
3 =
NET MNET

¥ =

Machine Key  Pages and
Contrals

2 &

ASP Authentic..,

.

Lo

k|

Management

Confiqurat..,
Editor

0 HCLiAutomate

Authorizat,, Compilation

gaing  MIME Types

Site Bindings ? 4
Add Site Binding ? X
| Type B |
http Type: IP address: Port:
hitps | [0 Unassigned NI
e
N Host name:
| | .
| Require Server Mamme Indication
P
SSL certificate:
HCL.isutamate v ‘ Select... Wiewr.,,
I [o ] conen |
Close
o = =
Modules Qutput Request  S3L Settings
Caching  Filtering

B0 Explore
Edit Perrnissions...

Edit Site
Bindings...

Basic Settings...
Yiew Applications
Wieww Wirtual Directories

Manage Website

2 Restart

P Start

| Stop
Browse Website

@] Browse “:8080 (http)
Advanced Settings...
Confiqure

Limits...

0 Help

Figure 62 - Hosting Base user

interface from HTTP to HTTPS (cont.)

8. Right-click HCLiAutomateBaseUI.

9. Click Explore.

10. Find Web.config file and open it in a Notepad.

Y1 Web.config ]

Figure 63 - Hosting Base user interface from HTTP to HTTPS (cont.)

11. Within the Web.config file, find the key URL and change its value from HTTP to HTTPS.
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<add key="URL" wvalue="https://<ip>:<Port>/ERS/FeyManagement.sva" />

Figure 64 - Hosting Base user interface from HTTP to HTTPS (cont.)

12. If the certificate is self-signed, find the key IsSelfSigned_KRS and change its value to ‘Y’. Else, the value will be ‘N’.

<add key="IsSelfSigned KRS" value="N" />

Figure 65 - Hosting Base user interface from HTTP to HTTPS (cont.)

13. Change the security mode="TransportWithMessageCredential" under <binding> tag.

<system.serviceModel>
<bindings>
<wsHttpBinding>
<binding name="Service WSHttpBinding' maxBufferPoolSize="2147483647" naxReceivedMessageSize="2147483647">
<readerQuotas maxDepth="2147483647" maxStringContentlength="2147483647" maxlirraylength="2147483647" maxBytesPerRes)
mode="T tw ial"s
<mwessage clientCredentialType="Certificate" establishSecurityContext="false" negotiateServiceCredential="false"

</binding>
</wsHttpBinding>
</bindings>

Figure 66 - Hosting Base user interface from HTTP to HTTPS (cont.)

14. Select the service and click Restart to restart the services.

To change the hosting of Web API from HTTP to HTTPS using the existing certificate, for e.g. 'HclTech.iautomate.Web',
please follow the below steps:

1. Press Win+R and type inetmgr.
2. Click OK to open lIS.

= Run e

@ Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

Open: | TR °l

Figure 67 - Hosting Web API from HTTP to HTTPS

3. Expand Sites and right-click HCLiAutomateWEBAPI.
4. Click Explore.
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.

Start Page
L«

|-} Application Poals
v (@] Sites
' & HCLitutomateBasell
v @ HCLisutornateWEBAPI
-1 hin

. ] idutomatedvebspilog

Figure 68 - Hosting Web APl from HTTP to HTTPS (Cont.)

5. Find Web.config file and open it in a Notepad.

¥ Web.config

Figure 69 - Hosting Web APl from HTTP to HTTPS (Cont.)
6.

Within the Web.config file, find the key ‘URL’ and change its value from HTTP to HTTPS.

<add kev="URL" valus="https://<ip>:=<Port>/KRS/HeyManagement.svao" />

Figure 70 - Hosting Web APl from HTTP to HTTPS (Cont.)

’

7. If the certificate is self-signed, find the key IsSelfSigned_KRS and change its value to ‘Y’. Else, the value will be ‘N
<add key="IsSelfSigned KRS" value="N" />
Figure 71 - Hosting Web APl from HTTP to HTTPS (Cont.)
8. Save the file for changes to be reflected.
9.

Select the service and click Restart to restart the services.

To change the configuration of the Listener from HTTP to HTTPS, please follow the below steps:
1. Press Win+R and type services.msc.

4 Run *
= Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.
Open: | SEMVICES.MSC

Browse...

Figure 72 - Hosting Listener from HTTP to HTTPS
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2. Click OK to open the Windows Services.

G Services
File Action View Help
e |mEdE Hm » o nw

. Services (Local)

Apache2.4 MName Description Status Startup Type Log On As

& ActiveX Installer (AxlnstSV) Provides Us. Manual Local System
1€} Adobe Flash Player Update Service This service .. Manual Local System
Erairtel, OUC Automatic Local System
&) Allloyn Router Service Routes Alllo... Manual (Trig...  Local Service

Description: achez 4 Running  Automatic Local System
Apache/2.4.23 (Win64)
OpenssL/1.0.2h

Stop the service
Restart the service

£, App Readiness Gets apps re... Manual Local System

& Application Host Helper Service Provides ad.. Running  Automatic Local System
5. Application Identity Determines ... Manual (Trig...  Local Service
& Application Information Facilitstest..  Running  Manual (Trig... Local System
1 Application Layer Gateway Service Provides su... Manual Local Service
& Application Management Processes in... Manual Local System
& AppX Deployment Service (AppXSVC) Provides int... Manual Local System
1€ ASP.NET State Service Provides su. Manual Network Service
& AssignedAccessManager Service AssignedAc.. Manual Local System
& Auto Time Zone Updater Autematica... Disabled Local Service
&} Background Intelligent Transfer Service Transfers fil.. Manual Local System
€] Background Tasks Infrastructure Service Windowsin.. Running  Automatic Local System
1&]: Base Filtering Engine The BaseFil.. Running  Automatic Local Service
€] BES Client Facilitates u... Running  Automatic (0. Local System
&}: BitL ocker Drive Encryption Service BDESVC hos.. Running  Manual (Trig... Local System
& BitLocker Management Client Service Bitlocker M... Running  Automatic (0. Local System
& Block Level Backup Engine Service The WBENG... Manual Local System
& Blue Coat Unified Agent Provides W.. Running  Automatic Local System
&) Bluetooth Handsfree Service Enables wir.. Running  Manual (Trig... Local Service

Figure 73 - Hosting Listener from HTTP to HTTPS

3. Search for HCL.iAutomate.Listener service and right-click on it.
4. Click Properties.

S.ﬂ Services
File  Action ‘Wiew

&= | H E -

% Services (Local)

HCL.iAutomate.Listener Marne
CLHCLibutomate.DC

Stop the service f . .

Restart the senvice :@;HCL.fAutomate.EnhtyModel &
'-@;HCL.|Autc-mate.GenencExecutor
E:'é:gtHCL.i.t'i“.L,ltcurﬂate.iParse &

E@1HCL.i.t'i“.L,ltDmate.iF‘uacommend
@HCL.iAutomate.iUnique

E@;HCL.i.ﬂ\.utc-rﬂate.F'\E.ﬂ.Cc-r'np-:-r'ut Start
E@iHCL.i.t'i“.utc-rﬂate.ReIeaseSer\\.n'i-:I Stop
'-@;Human Interface Device Serdi Pause
@H\-" Huost Service
E . Resurne
@Hyper—\-" Data Exchange Servic

Restart

@Hyper—\-" Guest Service Interfar
€l Hyper-¥ Guest Shutdaan Sen, Al Tasks *
@Hyper-\-" Heartbeat Service

@Hyper-\-" PoweerShell Direct Ser
@Hyper-\-" Remote Desktop Wi Properties
@Hyper—\-"Time Synchronization
@Hyper—\-"\fﬁlume Shadow Cop

Refresh

Help

Figure 74 - Hosting Listener from HTTP to HTTPS (cont.)

5. Copy the value mentioned in Path to executable field as shown in the image below.
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HCL.i&utomate Listener Properties (Local Computer) x

General |ogOn Recovery Dependencies

Service name: HCL. isutomate. Listener
Digplay name: HCL. isutomate. Listener
Dezcription:

Fath to executable;

o o sty = WEA TR H CL. ibtomate, Listner. Service. Host exe

Startup type: Autamatic i

Service statuz:  Running
Start Stop Fauze Rezume

“Y'ou can zpecify the start parameters that apply when vou start the service
fram here.

| (] | Cancel Apply

Figure 75 - Hosting Listener from HTTP to HTTPS (cont.)

Open File Explorer, then paste the copied path and press Enter to open the desired folder.
7. Search for HCL.iAutomate.Listner.Service.Host config file and open it in a Notepad.

(2 HCLifutornate Listner. Service Host exe 8112019 245 Pha COMFIG File 2KB

Figure 76 - Hosting Listener from HTTP to HTTPS (cont.)

8. Within the HCL.iAutomate.Listner.Service.Host config file, find the key URL and change its value from HTTP to
HTTPS.

<add kev="URL" wvalue="https://<ip>:<port>" />
Figure 77 - Hosting Listener from HTTP to HTTPS (cont.)
9. Ifthe certificate is self-signed, find the key IsSelfSigned_KRS and change its value to ‘Y’. Else, the value will be ‘N’.

<add key="IsSelfSigned KRS" value="N" />

10. Change the security mode="TransportWithMessageCredential" under <binding> tag.
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<system,.serviceNodel>
<bindings>
<wsHrepBinding>
<binding name="Service WSHttpBinding®' maxBufferPoolSize="2147483647" maxReceivedNessageSize="2147483647">
<readerQuotas maxDepth="2147483647" maxStringContentLength="2147483647" maxirraylength="2147483647" maxBytesPerRead="2147483647"
<security mwode="TransportWithMessageCredential®>
<message clientCredentialType="Certificate" establishSecurityContext="false" negotiateServiceCredential="false" />

</security>
</binding>
</wsHttpBinding>
</bindings>
<client>

Figure 78 - Hosting Listener from HTTP to HTTPS (cont.)

11. Save the file for changes to be reflected.
12. Select the service and click Restart to restart the services.

To change the configuration of Screen from HTTP to HTTPS, please follow the below steps:

Login to iAutomate using the Super Admin credentials.

Roll-over to the Advance Configuration and click Load Balancer Configuration.
Select Component Name as Web API.

Change the Load Balancer URL from HTTP to HTTPS.

P wnN R

Component Name * Load Balancer URL *

Web API v https:/ Test Connection

Figure 79 - Changing LB IP via GUI from HTTP to HTTPS

5. Click Update to save the changes.

3.6.1.2 Components
This section describes how to enable the secure communication by changing HTTP to HTTPS for the iAutomate
Components.
As a prerequisite, user needs to have the Thumbprint of the certificate which can be identified using the below steps:

1. Press Win+R and type mmc.
/5 Run >

= Type the name of a program, folder, document, or Internet
= resou rce, and Windows will open it for you,

Open: | mmc - |

Figure 80 - Identify Thumbprint of the Certificate
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2. Click OK to open the Microsoft Management Console.

Consolel - [Conscole Root] — [m] x
& File Action View Favoritss Window Help | - 8 X
=5 =
| Console Root Name | Actions

More Actions 4

Figure 81 - Identify Thumbprint of the Certificate (cont.)

3. From the File menu, select Add / Remove Snap-in.

ﬁ Consolel - [Console Root]

& Action  View Favorites  Window
: MNew Ctrl+ M
E Open... Ctrl+0
Save Ctrl+5
Save As...
| AddRemoveSnsp-in..  CulM
Options...

1 services.msc
2 certmgr.msc
3 secpol.msc

4 eventvwr.msc

Exit

Figure 82 - Identify Thumbprint of the Certificate (cont.)

4. From the Available snap-ins list, select Certificates, then click Add.
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Available snap-ins:

Add or Rermove Snap-ins

Selected snap-ins:

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Snap-n Vendor [l Console Root Edit Extensions...
Acﬁvex Contral Microsoft Cor... Remave

i Microsoft Cor...

Microsoft Cor...
. Component Services  Microsoft Cor... Mave Up
@Computer Managem... Microsoft Cor...
é Device Manager Microsoft Cor... Add > Heve B
o Disk Management Microsoft and...
g Event Viewer Microsoft Cor...
[IFalder Microsoft Cor...
EJ Group Policy Object ... Microsoft Cor...
Z@Internet Informatio..., Microsoft Cor..,
@ IP Security Monitor Microsoft Cor...
@ IP Security Policy M...  Microsoft Cor... ” CarETEmL
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

ok || cancel

Figure 83 - Identify Thumbprint of the Certificate (cont.)

5. Click OK.
6. From the Certificates Snap-In window, select Computer Account and click Next.

Certificates snap-in bt

This snap-n will always manage cerfficates for:
() My user accourt
() Service account

(®) Computer accourt

Figure 84 - Identify Thumbprint of the Certificate (cont.)

7. Inthe left pane, under Console Root, click Certificates (Local Computer).
8. Click Personal folder to expand it and then click Certificates folder to expand it.
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] Console Root A Issued To - lssued By Expiration Date  Intended Pu ™

v & c_e’t;ﬁ“te‘fL‘KE' Comput || 9 4¢.20550.0£27-4733-Ocab-24e5...  MS-Organization-P2P-Access [20..  4/6/2019 Server Authe
e :‘S"(‘:’”r:_f_ . 7] dfe29558-0F27-4733-Ocab-24e5... MS-Organization-P2P-Access [20..  3/28/2019 Server Authe
ertmicates P2 dfe29558-0127-4733-9cab-24e5...  MS-Organization-P2P-Access [20..  7/11/2019 Server Authe

» || Trusted Root Certificati

s & Enterprise Trust ?ﬁ dfe29558-0f27-4733-%cab-24e5...  MS5-Organization-P2P-Access [20..  4/13/2019 Server Authe
» [ Intermediate Certificati ?ﬁ dfe28558-0f27-4733-9cab-24e5...  MS-Organization-P2P-Access [20..  3/19/2019 Server Authe
s [ Trusted Publishers ?ﬁ dfe29558-0f27-4733-9cab-24e5... MS-Organization-P2P-Access [20..  6/5/2019 Server Authe
o [ Untrusted Certificates ?ﬁ dfe29558-0f27-4733-9cab-24e5.. MS5-Organization-P2P-Access [20..  6/16/2019 Server Authe
5 [] Third-Party Root Certifi ?ﬁ dfe29558-0f27-4733-%cab-24e5...  MS-Organization-P2P-Access [20..  5/4/201% Server Authe
» [ Trusted People ?ﬁ dfe20558-0f27-4733-9cab-24e5... MS-Organization-P2P-Access [20...  8/2/2019 Server Authe
5 [T Client Authentication |s ?ﬁ dfe?9558-0f27-4733-9cab-24e5... MS-Organization-P2P-Access [20..  7/5/2019 Server Authe
5 [ ] Preview Build Roots ?ﬁ dfe29558-0f27-4733-9cab-24e5..  MS5-Organization-P2P-Access [20..  4/23/2019 Server Authe
» [] AAD Token Issuer ?ﬁ dfe29558-0f27-4733-%cab-24e5...  MS5-Organization-P2P-Access [20..  3/19/2019 Server Authe
» || Other People ?ﬁ dfe29558-0f27-4733-9cab-24e5... MS-Organization-P2P-Access [20..  3/19/2019 Server Authe

» [ e5IM Certification Auth ?ﬁder‘JSSB-OfZ?-d?H-Qcab-24e5... M5-Organization-P2P-Access [20...  8/6/2019 Server Authe

Figure 85 - Identify Thumbprint of the Certificate (cont.)

Please install the certificate through the Microsoft Management Console in both Personal as well as
Trusted People folder. Refer to the pre-requisites document for the detailed procedure for certificate
installation at required locations.

9. Inthe list of certificates, find certificate HclTech.iautomate.Web.

10. Double-click the certificate to open the Certificate dialog box.

11. Scroll through the list of fields and click Thumbprint to display the value.

[ |

Certificate

m Details | Certification Path

Show: [qA]I} v]

Field Value -

= subject

=] Public key RSA (2048 Bits)

Subject Key Identifier

Aumority Key Identifier

Basic Constraints Subject Type=CA, Path Lengt... |-
Thumbprint algorithm shal
[ Thumbprint b872703b9d 7 74cetbda... —

-

1

Edit Properties... | | CopytoFie... |

Learn more about certificate details

[ o |

Figure 86 - Identify Thumbprint of the Certificate (cont.)

Following changes are required in the underlying components:
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To change the configuration of Listener from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.

= Run *

E Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | SEMVICES.MSC ~ |

Figure 87 - Hosting Listener from HTTP to HTTPS

2. Click OK to open Windows Services.

k. Services

File Action View Help

| CREY] now
", Services (Local)

Apache2.4 Name h Description  Status  StartupType  Log OnAs
& ActiveX Installer (AxinstSV) Provides Us... Manual Local System

;t—a‘i;:‘:hf’;‘::m {64 Adobe Flash Player Update Service This service .. Manual Local System
Ehairtel. OUC Automatic Local System
&) Allloyn Router Service Routes All Manual (Trig.. Local Service

Description:

gz“;"‘gﬁiﬁgw in64) & App Readiness Gets apps r Manual Local System
& Application Host Helper Service Provides ad.. Running  Autematic Local System
&} Application Identity Determines ... Manual (Trig...  Local Service
&} Application Infermation Facilitatest..  Running  Manual (Trig...  Local System
& Application Layer Gateway Service Provides su. Manual Local Service
& Application Management Processes in... Manual Local System
&) AppX Deployment Service (AppXSVC) Provides int... Manual Local System
£, ASP.NET State Service Provides su. Manual Netwerk Service
&) AssignedAccessManager Service AssignedAc... Manual Local System
& Auto Time Zone Updater Automatica... Disabled Local Service
& Background Intelligent Transfer Service Transfers fil.. Manual Local System
& Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
1€} Base Filtering Engine The Base Fil.. Running  Automatic Local Service
1€ BES Client Facilitates u... Running  Automatic (... Local System
&} BitLocker Drive Encryption Service BDESYC hos... Running  Manual (Trig.. Local System
&} BitLacker Management Client Service BitLlocker M... Running  Automatic (... Local System
& Block Level Backup Engine Service The WEENG.. Manual Local System
&]: Blue Coat Unified Agent Provides W.. Running  Autematic Local System
&]: Bluetooth Handsfree Service Enables wir.. Running  Manual (Trig... Local Service
&} Bluetooth Support Service The Bluetee... Running  Manual (Trig... Local Service
& BranchCache This service .. Manual Netwerk Service
&]: Capability Access Manager Service Provides fac... Manual Local System
£} Certificate Propagation Copies user .. Running  Automatic Local System
& Cisco AnyConnect Network Access Manager Establishes.. Running  Automatic Local System

Figure 88 - Hosting Listener from HTTP to HTTPS (cont.)

3. Search for HCL.iAutomate.Listener service and right-click on it.
4. Click Properties.
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ﬁ.ﬂ Services
File  Action  View Help

&= | FEd= HE P anp

% Services (Localy e}
HCL.iAutomate.Listener Mare
€} HCLidutamate,DC
Stop the service F . )
Restart the service -@;HCL.lAutnmate.EnhtyMc-deI

5@1 HCL.ifutomate. GenericExecutor

5@1 HCLiAutamate iParse

5@, HCLigutomate, iRecommend

5@1 HCLiAutomate.iUnique
HCL.i&utormate, Listener

5@1HCL.i.ﬂ.utomate.RBACDmpom Start
5@,HCL.iAutnmate.ReIeaseSer\.ﬂin Stop
@Human Interface Device Serdi Pause
E@;H‘u’ Host Service

Resurne

E@,H},ﬂper—‘\f Data Exchange Servic
E@.;Hg,-'[:ner—\f Guest Service Interfac
E:..'5'5':,1,H},.fper-‘u’ Guest Shutdown Ser All Tasks
@Hyper—‘u’ Heartheat Service

Restart

5@1 Hyper- PowverShell Direct Set gtz
), Hyper-v Remote Desktop Virt Properties
@Hyper—\f Time Synchronization
@Hyper-\f\t’olume Shadow Cop Help

Figure 89 - Hosting Listener from HTTP to HTTPS (cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.
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10.

HCL.i&utomate Listener Properties (Local Computer) x

General |ogOn Recovery Dependencies

Service name: HCL. isutomate. Listener
Digplay name: HCL. isutomate. Listener
Dezcription:

Fath to executable;

o o sty = WEA TR H CL. ibtomate, Listner. Service. Host exe

Startup type: Autamatic i

Service statuz:  Running
Start Stop Fauze Rezume

“Y'ou can zpecify the start parameters that apply when vou start the service
fram here.

| (] | Cancel Apply

Figure 90 - Hosting Listener from HTTP to HTTPS (cont.)

Open File Explorer and paste the copied path and press Enter to open the desired folder.
Search for HCL.iAutomate.Listner.Service.Host config file and open it in a Notepad.

(2 HCLifutornate Listner. Service Host exe 8112019 245 Pha COMFIG File 2KB

Figure 91 - Hosting Listener from HTTP to HTTPS (cont.)

Within the HCL.iAutomate.Listner.Service.Host config file, find the key URL and change its value from HTTP to
HTTPS

<add kev="URL" wvalue="https://<ip>:<port>" />

Figure 92 - Hosting Listener from HTTP to HTTPS (cont.)

Within the HCL.iAutomate.Listner.Service.Host config file, find the key ‘IsSelfSigned_Service’ and change its
value from Nto Y.

<add key="IsSelfSigned Service" value="N"/>

Figure 93 - Hosting Listener from HTTP to HTTPS (cont.)

Change the security mode="TransportWithMessageCredential" under <binding> tag.
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<system.serviceModel>
<bindings>
<wsHttpBinding>
<binding nawe="Service WSHttpBinding" maxBufferPoolSize="2147483647" waxReceivedlessageSize="2147483647">
<readerQuotas maxDepth="2147483647" max3tringContentLength="2147483647" maxArraylength="2147483647" maxBytesPerRea
ode="TransportWithMessageCredential®
<message clientCredentialType="Certificate" establishSecurityContext="false" negotiateServiceCredential="false"

</binding>
</wsHttpBinding>
</bindings>

Figure 92 - Hosting Listener from HTTP to HTTPS (cont.)

11. Save the changes and open the command prompt as administrator and run the following command.

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

12. Select HCL.iAutomate.Listener service and click Restart to restart the service.

HCL.iAutomate.Listener Marne Description Status Startup Type
@HCL.iAutomate.DC Running  Automatic

Stop the service F . . . .

R  the service i@HCL.lAutomate.EntltyModel Apachef24d.. Running  Autormnatic
@HCL.iAutomate.GenericExecutor Running  Automatic

@HCL.iAutomate.iParse Apachef24... Running  Automatic
5@HCL.iAutomate.iRecommend Apachef24... Running  Automatic
@HCL.iAutomate.iUnique Apachef24... Running  Automatic

orma ner Running  Automatic

5@HCL.iAutomate.RBAComponent Running  Automatic

5@HCL.iAutomate.ReIeaseSer\fice

Running  Automatic

Figure 94 - Hosting Listener from HTTP to HTTPS (cont.)

3.6.1.2.2 Data Collector
To change the configuration of Data Collector from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.

= Run >

Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: | SEMVICES.MSC ~ |

Figure 95 - Hosting Data Collector from HTTP to HTTPS

2. Click OK to open Windows Services.
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. Services

File Action View Help

e |mHELCERH L L
Services (Local)
Apache2.4 Name . Description  Status  StatupType  Log On As
. & ActiveX Installer (AxinstsV) Provides Us.. Manual Local System

éf—i"sf;::hf’s‘gr‘:ce i} Adobe Flash Player Updste Service This service ... Manual Local System
& airtel. OUC Automatic Local System
&) Allloyn Router Service Routes Alllo... Manual (Trig...  Local Service

Description: Running

gzl;g?&iﬁgw in64) &) App Readiness Local System
& Application Host Helper Service Provides ad.. Running  Automatic Local System
& Application Identity Determines ... Manual (Trig...  Local Service
& Application Information Facilitatest..  Running  Manual (Trig... Local System
& Application Layer Gateway Service Provides su.. Manual Local Service
& Application Management Processes in... Manual Local System
&} AppX Deployment Service (AppXSVC) Provides inf... Manual Local System
1€ ASP.NET State Service Provides su.. Manual Netwerk Service
& AssignedAccessManager Service AssignedAc... Manual Local System
& Auto Time Zone Updater Autematica... Disabled Local Service
&} Background Intelligent Transfer Service Transfers fil.. Manual Local System
&} Background Tasks Infrastructure Service Windowsin.. Running  Automatic Local System
&}: Base Filtering Engine The BaseFil.. Running  Automatic Local Service
€], BES Client Facilitates u... Running  Automatic (D... Local System
&]: BitLocker Drive Encryption Service BDESVC hos... Running  Manual (Trig...  Local System
1&}: BitLocker Management Client Service BitLocker M. Running  Automatic (... Local System
&} Block Level Backup Engine Service The WBENG... Manual Local System
& Blue Coat Unified Agent Provides W.. Running  Automatic Local System
&} Bluetooth Handsfree Service Enables wir.. Running  Manual (Trig... Local Service
& Bluetooth Support Service The Bluetoo... Running  Manual (Trig... Local Service
& BranchCache This service ... Manual Network Service
& Capability Access Manager Service Provides fac... Manual Local System
& Certificate Propagation Copies user .. Running  Automatic Local System
1&}: Cisco AnyConnect Network Access Manager Establishes.. Running  Automatic Local System

Figure 96 - Hosting Data Collector from HTTP to HTTPS (cont.)

3. Search for HCL.iAutomate.DC service and right-click on it.
4. Click Properties.

| semieesttocay

HCLiAutomate.DC MNarne . Description Status Startup Type Log On As
%ﬂ;ﬂfﬁz:‘:e “CEHCLiAutomate Entitybdodel Apache/24.. Running  Autornatic S
B 5@3HCL.\Autnmate‘Gener\cExecutor Running  Automatic Stop

‘CLHCLiAutomate.iParse Apachef/2 4. Running  Autormatic Pause
CLHCLIAUtomate iRecommmend Running  Automatic Resurme
@HCL.\Automate‘iUnique Running  Automatic Restart
@&HCL.\Autnmate‘Listener Running  Automatic
ChHCLIAutomate RBAC ompanent Running  Sutomatic All Tasks *
E:@5HCL.\AL,U:Dmate‘ReleaseSer\.rice Running  Automatic Refresh
:Q’Human Interface Device Service Activates an.. Manual (Trig.
@HV Host Service Prowides an . Manual (Trig, Properties
@&Hyper-\f’ Data Exchange Service Provides a .. Manual (Trig, Help
i er-W Guest Service Interface Prowvides an ... Panual (THg.. e o

Figure 97 - Hosting Data Collector from HTTP to HTTPS (cont.)

5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.
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10.

HCL.ifutormate,DC Properties (Local Cormputer) >

General LogOn Recovery Dependencies

Service name: HCL. itutomate. DC

Diizplay name: HCL. isutomate.DC

Drezcription:

Fath to executable:
L T [ T ey H L it omate. D ataCollector. S ervice. Host. exe

Startup tope: Autamatic i

Semvice status: Running
Start Stop FPauze Rezume

Y'ou can gpecify the start parameters that apply when you start the zervice
fram here.

Cancel Apply

Figure 98 - Hosting Data Collector from HTTP to HTTPS (cont.)

Open File Explorer and paste the copied path and press Enter to open the desired folder.
Search for HCL.iAutomate.DataCollector.Service.Host.exe config file and open it in a Notepad.

:%;' HCLiAutomate.DataCollector, Service. Host.exe 292019 12:04 PRA COMFIG File 2 EB

Figure 99 - Hosting Data Collector from HTTP to HTTPS (cont.)

Within the HCL.iAutomate.DataCollector.Service.Host.exe config file, find the key ‘ServiceHostURL’ and change
its value from HTTP to HTTPS.

<add keyv="ServiceHostURL" wvalue="https://<ip>:<port>/DataCollector/" />

Figure 100 - Hosting Data Collector from HTTP to HTTPS (cont.)

Within the HCL.iAutomate.DataCollector.Service.Host.exe config file, find the key ‘securityMode_Service’ and
change its value from 2 to 3.

<add key="securityMode Service" value="3"/>

Figure 101 - Hosting Data Collector from HTTP to HTTPS (cont.)

Within the HCL.iAutomate.DataCollector.Service.Host.exe config file, find the key ‘IsSelfSigned_Service’ and
change its value from N to V.
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<add key="IsSelfSigned Service" value="N"/>

Figure 102 - Hosting Data Collector from HTTP to HTTPS (cont.)

11. Save the file for changes to be reflected.
12. Open the command prompt as administrator and run the following command.

netsh http add sslcert ipport=<ip>:<port on which service is
running> appid={dcd67c7/b-c67a-4956-bdcc-6545aceld2e9}

certhash="<Thumbprint of the certificate>"

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.DC service and click Restart to restart the service.

.. Services (Local)
HCLiAutomate.DC Marne - Description Status Startup Type
. Lifutomate.DC Running  Automatic
%;Eai:;::‘;:jce S HCLiAutormate Entityhodel Apachef2.4.. Running  Automatic
- EAHCLisutomate. GenericExecutar Running  Autormatic
(ChHCLifutomate.iParse Apachef2.4.. Running  Automatic
ChHCLisutomate iRecommend Apachef2.4.. Running  Automatic
CAHCLisutomate.iUnique Apachef2.4.. Running  Automatic
ChHCLisutomate Listerner Running  Autormatic
EhHCLisutomate REACampanent Running  Autormatic
CLHCLiAutomate ReleaseService Running  Autormnatic
S Hurnan Interface Device Sendice Activates an.. Marnual (Trig...
(G5 HY Host Service Provides an ... Marnual (Trig...
5} Hyper- Data Exchange Service Provides a ... Marnual (Trig...
5} Hyper- Guest Service Interface Provides an ... Marnual (Trig...
5h Hyper-¥ Guest Shutdown Sendice Provides a ... Marnual (Trig...
5} Hyper- Heartheat Service Monitors th.. Marnual (Trig...
5h Hyper- PawerShell Direct Service Provides a ... Marnual (Trig...
{Ch Hyper-i Rerote Desktop Virtualization Service Provides a p... Manual (Trig...
{Gh Hyper-¥ Time Synchronization Service Synchronize... Manual (Trig...
{Gh Hyper-¥yolume Shadew Copy Requestor Coordinates... Manual (Trig...
GRS Admin Service Enables this.. Running  Automatic
(GLIKE and AuthIP IPsec Keying Modules The IKEEXT ... Running  Autormatic (T..

Figure 103 - Hosting Data Collector from HTTP to HTTPS (cont.)

To change the configuration of Generic Service from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.
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= Run *

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | SEMVICES.MSC v|

E 0K i| Cancel H Browse... ‘

Figure 104 - Hosting Generic Service from HTTP to HTTPS

2. Click OK to open Windows Services.

. Services

File Action View Help

e |mHELCERH now
2/, Services (Local)
Apache2.4 Name . Description  Status  Startup Type  Log OnAs
. & ActiveX Installer (AxinstSV) Provides Us... Manual Local System

%:ai‘:hf’s‘grfce 1 Adobe Flash Player Update Service This service .. Manual Local System
Ghairtel. OUC Automatic Local System
&) Allloyn Router Service Routes Allla... Manual (Trig.. Local Service

Description: Running

gz“;"‘gﬁiﬁgw in64) & App Readiness Manual Local System
& Application Host Helper Service Provides ad.. Running  Automatic Local System
& Application Identity Determines ... Manual (Trig...  Local Service
& Application Infermation Facilitatest..  Running  Manual (Trig...  Local System
&} Application Layer Gateway Service Provides su. Manual Local Service
& Application Management Processes in... Manual Local System
&) AppX Deployment Service (AppXSVC) Provides int... Manual Local System
€. ASP.NET State Service Provides su. Manual Netwerk Service
&) AssignedAccessManager Service AssignedAc.. Manual Local System
&) Auto Time Zone Updater Autematica... Disabled Local Service
& Background Intelligent Transfer Service Transfers fil.. Manual Local System
&) Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
&} Base Filtering Engine The Base Fil.. Running  Automatic Local Service
&) BES Client Facilitates u... Running  Automatic (... Local System
1&}: BitLocker Drive Encryption Service BDESVC hos... Running  Manual (Trig..  Local System
& BitLocker Management Client Service BitLocker M... Running  Automatic (.. Local System
& Block Level Backup Engine Service The WBENG... Manual Local System
& Blue Coat Unified Agent Provides W.. Running Automatic Local System
&} Bluetooth Handsfree Service Enables wir.. Running  Menual (Trig... Local Service
&} Bluetooth Support Service The Bluetee... Running  Manual (Trig... Local Service
& BranchCache This service .. Manual Netwerk Service
&]: Capability Access Manager Service Provides fac... Manual Local System
& Certificate Propagation Copies user .. Running  Automatic Local System
&} Cisco AnyConnect Network Access Manager Establishes.. Running  Autematic Local System
P e . .. . e .. R

Figure 105 - Hosting Generic Service from HTTP to HTTPS (Cont.)

3. Search for HCL.iAutomate.GenericExecutor service and right-click on it.
4. Click Properties.
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. Services (Local)
HCL.iAutomate.Genericbecutor Marme Description Status Startup Type Log On As
Stop the service \C("-HCL.\Autnmate.iParse Apache/2d... Running  Autornatic S
Restart the service
CL.ifutomate.iRecomemend Apache/2d... Running  Autornatic Stap
‘HCL.iButornate.ilnique Apache/2d... Running  Autornatic Pause
CL.ifutomate Listener Rurnning  Autornatic Resurne
HCL.ifutornate RBACompaonent Rurnning  Autornatic Restart
CEHCLiButomate ReleaseService Running  Automatic
{,‘;’;Human Interface Device Service Activates an.., tanual (Trig... Al Tasks
2 . - .
\,E_,.H\f' Hast Service Provides an .., hanual {Trig... Refresh
& Hyper-y Data Exchange Service Provides a .., hanual {Trig...
{;’ Hyper-¥ Guest Service Interface Provides an .. Manual (Trig... Properties
{.‘;?;Hyper-\f' Guest Shutdown Service Provvides a .., tanual (Trig... Help
{,‘;?;Hyper-\." Heartheat Service Munitors th.., hanual (Trig.. oo .
\‘,‘;?;Hyper-\." PouverShell Direct Service Provvides a .., hanual (Trig..  Local Syste..
\‘:;?;Hyper-\)’ Rernate Desktop Virtualization Service Provides a p... hanual (Trig..  Local Syste..
& Hyper-¥ Time Synchronization Service Synchronize.., Manual (Trig..  Local Service
yper-Y Volurne Shadow Copy Requestor Coordinates.., Manual (Trig..  Local Syste..
GLIS &dmin Service Enables this., Running  Automatic Local Syste..,
0 1KE and AuthlP [Psec Keving Madule The [KEEXT Runnina__Automatic (T, Local Seste

Figure 106 - Hosting Generic Service from HTTP to HTTPS (Cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.

HCL.ifutornate. GenericExecutor Properties (Local Computer) x

General LogOn  Recovery  Dependencies

Service name: HCL.isutomnate. GenencE xecutor
Dizplay name: HCL itutomate. GenericE secutor
Description:

Path to executable:

=+HCL tutomate. Generic. Hozt exe

Startup bupe: Altamatic e

Service status: Funning
Start Stop Pauze Rezume

Y'ou can specify the start parameters that apply when vou start the service
from here.

Cancel pply

Figure 107 - Hosting Generic Service from HTTP to HTTPS (Cont.)

6. Open File Explorer and then paste the copied path and press Enter to open the desired folder.
7. Search for HCL.iAutomate.Generic.Host.exe config file and open it in a Notepad.
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(2 HCLiAutornate, Generic.Host exe 85 291204 P COMFIG File TKEB

Figure 108 - Hosting Generic Service from HTTP to HTTPS (Cont.)

8. Within the HCL.iAutomate.Generic.Host.exe config file, find the key ‘IAutomate.Generic.ServiceHostURL"’ and
change its value from HTTP to HTTPS.

<add keyv="iAntomate.Generic.ServiceHostURL" value="https://<ip>:<port>/GenericService" />

Figure 109-Hosting Generic Service from HTTP to HTTPS (Cont.)

9. Within the HCL.iAutomate.Generic.Host.exe config file, find the key ‘securityMode_Service’ and change its value

from 2 to 3.

<add key="securityMode Service" value="3"/>

Figure 110 - Hosting Generic Service from HTTP to HTTPS (Cont.)

10. Within the HCL.iAutomate.Generic.Host.exe config file, find the key ‘IsSelfSigned_Service’ and change its value
fromNto Y.

<add key="IsSelfSigned Service" value="N"/>

Figure 111 - Hosting Generic Service from HTTP to HTTPS (Cont.)

11. Save the file for changes to be reflected.
12. Open the command prompt as administrator and run the following command.
netsh http add sslcert ipport=<ip>:<port on which service is

running> appid={c60c3690-7b58-4c68-8590-e2fd061edd23}

certhash="<Thumbprint of the certificate>"

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.GenericExecutor service and click Restart to restart the service.

. Services (Local)

HCL.iAutomate.GenericExecutor Marne Description Status Startup Type

EEHCLisutomate, DT Running  Autamatic
ifutomate Entitehdodel

Autormate.GeneticExecutor

Stop the service

Restart the service Apaches/24.. Running  Autamatic

Running  Autamatic
HCL.ifutomate.iParse Apaches24.. Running  Autamatic

EhHCLisutomate iRecammend Apachef24... Running  Autormatic
»{,;?;HCL.iAutomate.iUnique Apachef24... Running  Autormatic
».‘,"?;HCL.iAutomate.Listener Running  Autamatic
».‘,"?;HCL.iAutomate.RBAComponent Running  Autamatic
».‘,('_5;HCL.iAutomate.ReIeaseSer\rice Running  Autormatic
».‘,;_’;Human Interface Device Service Activates an.. tanual (Trig...

Figure 112 - Hosting Generic Service from HTTP to HTTPS (Cont.)

To change the configuration of RBA Component from HTTP to HTTPS, please follow the below steps:
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1. Press Win+R and type services.msc.

= Run *

@' Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | SEMVICES.MEC v|

Figure 113 - Hosting RBA Component from HTTP to HTTPS

2. Click OK to open Windows Services.

“k Services
File Action View Help

e |mE G ||

. Services (Local)
Apache2.4 Name - Description | Status | StatupType  Log On As
. & ActiveX Installer (AxlnstSV) Provides Us. Manual Local System

Stop the senvce {6 Adobe Flash Player Update Service This service .. Manual Local System

I & airtel, OUC Automatic Local System
&} Allloyn Router Service Routes All Manual (Trig...  Local Service

Description: e b

g‘;:g;ﬁiﬁ:wmw ) App Readiness Gets apps r Manual Local System
& Application Host Helper Service Provides ad.. Running  Automatic Local System
& Application Identity Determines ... Manual (Trig... Local Service
&) Application Information Facilitstest..  Running  Manual (Trig... Local System
& Application Layer Gateway Service Provides su... Manual Local Service
& Application Management Processes in... Manual Local System
& AppX Deployment Service (AppXSVC) Provides inf... Manual Local System
& ASP.NET State Service Provides su. Manual Network Service
&) AssignedAccessManager Service AssignedAc... Manual Local System
& Auto Time Zone Updater Autematica... Disabled Local Service
&} Background Intelligent Transfer Service Transfers fil.. Manual Local System
&]: Background Tasks Infrastructure Service Windowsin.. Running  Automatic Local System
&]: Base Filtering Engine The BaseFil.. Running  Automatic Local Service
£ BES Client Facilitates u... Running  Automatic (0. Local System
&]; BitLocker Drive Encryption Service BDESVC hos... Running  Manual (Trig... Local System
&]: BitLocker Management Client Service BitLocker M... Running  Automatic (0. Local System
&} Block Level Backup Engine Service The WBEN Manual Local System
& Blue Coat Unified Agent Provides W... Running  Automatic Local System
&} Bluetooth Handsfree Service Enables wir.. Running  Manual (Trig... Local Service
& Bluetooth Support Service The Bluetoo... Running  Manual (Trig... Local Service
& BranchCache This service .. Manual Network Service
&}: Capability Access Manager Service Provides fac... Manual Local System
&% Certificate Propagation Copies user... Running  Automatic Local System
1&]: Cisco AnyConnect Network Access Manager Establishes.. Running  Automatic Local System
P L . LT . . P

Figure 114 - Hosting RBA Component from HTTP to HTTPS

3. Search for HCL.iAutomate.RBAComponent service and right-click on it.
4. Click Properties.
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. Services (Local)

HCL.iAutomate.RBAComponent Marne - Description Status
] ELHCLidutamate.DC Running
%;_Eﬁfhs:::rcjce {,‘t:f‘;HCL.i#lutomate.EntityModeI Apachef2.4... Running
EEHCLAutomate GenericExecutar Running
-E.“('?‘;HCL.i.ﬂ.utomate.iParse Anache/2.4... Running
{,‘;?‘;HCL.iﬁlutomate.iRecnmmend Apachef2.4... Running
. -E.}'?;HCL.i.ﬂ.utomate.iUnique Anache/2.4... Running
{,‘,;5-.HCL.i.&.utomate.Listener Running

HCL if&utomate. RBAC omponent Running

{,‘;f‘;HCL.iﬁlutomate.ReleaseSewice Start Running
€ Human Interface Device Service Stap 5 an.,
-E.}'?;H‘u‘ Haost Service Pause DA .
\,Ct:f‘;Hyper-\-" Data Exchange Service Elosumiz -
ok - 1 i
-..(l__.Hyper W Guest Service Interface Restart an .
EhHyper-W Guest Shutdown Service -
Gl Hyper-Y Heartbeat Service Al Tasks * stha,
£, - I 1 1
\,,E_'.Hyper W PowverShell Direct Serwc‘e . Refresh 3
{EhHyper-W Remate Desktap Wirtualizati PA P
Gl Hyper-Y Time Synchronization Senvir Properties nize...
EhHyper-y Walume Shadaw Copy Requ Hel ates..
elp

-E,“;’-.IISAdmin Service this... Running

Figure 115 - Hosting RBA Component from HTTP to HTTPS (Cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.

HCLifutarnate REAComponent Properties (Local Computer) X

General LogOn Recovery Dependencies

Service name: HCL. iutomate. RBACompaonent

Dizplay name: HCL.iutomate. RBAComponent

Description:

Fath to executable:

0WREA 20130805 12045 "Hecl. RbaService. Component. Host exe

Startup pe: Autamatic e

Semvice status: Running
Start Stop Fauze Rezume

Y'ou can gpecify the start parameters that apply when you start the zervice
fram here.

Cancel Aol

Figure 116 - Hosting RBA Component from HTTP to HTTPS (Cont.)
6. Open File Explorer and then paste the copied path and press Enter to open the desired folder.
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7. Search for HCL.RbaService.Component.Host.exe config file and open it in a Notepad.

{2 HclRbaService.Component.Host.exe 8552021204 P COMFIG File 4 KB

Figure 117 - Hosting RBA Component from HTTP to HTTPS (Cont.)

8. Within the HCL.RbaService.Component.Host.exe config file, find the key ‘ServiceHostURL’ and change its value
from HTTP to HTTPS.

<add keyv="ServiceHostURL" wvalue="https://<ip>:<port>/BbaComponent/" />

Figure 118 - Hosting RBA Component from HTTP to HTTPS (Cont.)

9. Within the HCL.RbaService.Component.Host.exe config file, find the key ‘securityMode_Service’ and change its
value from 2 to 3.

<add key="securityMode Service" value="3"/>

Figure 119 - Hosting RBA Component from HTTP to HTTPS (Cont.)

10. Within the HCL.RbaService.Component.Host.exe config file, find the key ‘IsSelfSigned_Service’ and change its
value from N to Y.

<add key="IsSelfSigned Service" value="N"/>

Figure 120 - Hosting RBA Component from HTTP to HTTPS (Cont.)

11. Save the file for changes to be reflected.
12. Open the command prompt as administrator and run the following command.
netsh http add sslcert ipport=<ip>:<port on which service is

running> appid={11£f43d84-3d5c-47cf-b29%9e-0dd38c0e8£85}

certhash="<Thumbprint of the certificate>"

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.RBAComponent service and click Restart to restart the service.

. Services (Local)

HCL.iAutomate . RBAComponent MNarme Description Status Startup Type

. CLHCLifutamate DC Running  Automatic
%;Eaiihs:?;:jce »_‘,"?;HCL.iAutomate.EntityModel Apachef24... Running  Automatic
- EEHCLisutomate, GenericExecutar Running  Autornatic
-.E('_’;HCL.iAutomate.iParse Apache/24.. Running  Automatic
{,('_5;HCL.iAutomate.iRecommend Apache/2 4., Running  Automatic
-..‘,('_’;HCL.iAutomate.iUnique Apache/2 4., Running  Automatic
CLHCLifutomate Listener Running  Automatic
: ut Component Running  Autormatic
LHCLifutarmate ReleaseService Running  Autornatic

\S('_’;Human Interface Device Service Activates an.., Manual (Trig...

{,('?;H\-" Huost Service Provides an .. Manual (Trig.

Figure 121 - Hosting RBA Component from HTTP to HTTPS (Cont.)
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To change the configuration of Release Service from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.

= Run *

E Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | SEMVICES.MSC ~ |

Figure 122 - Hosting Release Service from HTTP to HTTPS

2. Click OK to open Windows Services.

. Services

File Action View Help

es FHEEE »munn
£, Services (Local)

Apache24 Name - Description  Status  StatupType  Log On As
&) ActiveX Installer (AxinstsV) Provides Us... Manual Local System

;‘fiﬁ‘;‘:’s‘:jce &4 Adobe Flash Player Update Service This service .. Manual Local System
& airtel. OUC Automatic Local System
&) Allloyn Router Service Manual (Trig... Local Service

Description: ache2 4 unning

g‘:;;’;’j:ﬁ:w in64) € App Readiness Manual Local System
& Application Host Helper Service Provides ad.. Running  Automatic Local System
&} Application Identity Determines ... Manual (Trig...  Local Service
& Application Infermation Facilitates t..  Running  Manual (Trig...  Local System
&, Application Layer Gateway Service Provides su... Manual Local Service
& Application Management Processes in... Manual Local System
& AppX Deployment Service (AppXSVC) Provides inf... Manual Local System
&) ASP.NET State Service Provides su. Manual Network Service
&) AssignedAccessManager Service AssignedAc... Manual Local System
&) Auto Time Zone Updater Autematica... Disabled Local Service
&} Background Intelligent Transfer Service Transfers fil.. Manual Local System
&} Background Tasks Infrastructure Service Windowsin.. Running  Automatic Local System
&]: Base Filtering Engine The BaseFil.. Running  Automatic Local Service
1€ BES Client Facilitates u... Running  Automatic (.. Local System
&}: BitLocker Drive Encryption Service BDESVC hes.. Running  Manual (Trig... Local System
&}: BitLocker Management Client Service BitLocker M... Running  Automatic (0. Local System
&} Block Level Backup Engine Service The WBENG... Manual Local System
& Blue Coat Unified Agent Provides W... Running  Automatic Local System
& Bluetooth Handsfree Service Enables wir.. Running  Manual (Trig... Local Service
& Bluetooth Support Service The Bluetoo... Running  Manual (Trig... Local Service
&} BranchCache This service .. Manual Netwark Service
& Capability Access Manager Service Provides fac... Manual Local System
16 Certificate Propagation Copies user.. Running  Automatic Local System
&} Cisco AnyConnect Network Access Manager Establishes.. Running  Automatic Local System

Figure 123 - Hosting Release Service from HTTP to HTTPS (Cont.)

3. Search for HCL.iAutomate.ReleaseService service and right-click on it.
4. Click on Properties.

Installation Guide

95



. Services (Local)

Stop the service
Restart the service

HCL.iAutomate.ReleaseService Marme

\Q;HCL.iAutomate.iParse
J,'é;HCL.iAutomate.iRecommend
\Q;HCL.iAutomate.iUnique
\Q;HCL.iAutomate.Listener
'.HCL.iAutomate.RBAComponent

LHurnan Interface Dewvice Service
J,'é;H\u" Huost Service

Q;Hyper-\u" Data Exchange Service
Q Hyper-4 Guest Service Interface
Q Hyper-4 Guest Shutdown Service

\Q;Hyper-\." Heartbeat Service

Q Hyper-4 PowerShell Direct Service

Q Hyper-4 Remote Desktop Virtualization Service
Q;Hyper-\u"Time Synchronization Service

Q Hyper-y Yolume Shadow Copy Requestor
\Q;IKE and &uthlP [Psec Keying Maodules
J,'é;lnteractive Services Detection

J,'é;lnternet Connection Sharing {(1C5)

J,'é;lP Helper

J,'é;lPsec Palicy Agent

Description

Apachef2.4.23 (Miingd) 0.
Apachef2.4.23 (Miingd) 0.
Apachef2.4.23 (Miingd) 0.

S ains t.
Stap = fort.,
Pause imta,
Resurne zfart..
Restart fmto .
f this ...

All Tasks P into
Refresh for co..
temt,

Properties AT
Help wsts .,
et (], W8

Provides network address ..,

Provides tunnel connectiv..,

Internet Protocol security ...

Status

Running
Running
Running
Running

Running

Running

Running

Figure 124 - Hosting Release Service from HTTP to HTTPS (Cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.

HCL.iAutormate ReleaseService Properties (Local Computer)

General LogOn  Recovery Dependencies

Service name: HCL.isutomate. ReleaseService
Dizplay name: HCL.idutomate. ReleaseService
Description:

Path to executable:

== HCL.iutomate. R eleaze Host exe

Startup bpe: Autamatic

Semvice statuz:  Running

Start Stop Fauze Fezume

ou can gpecify the start parameters that apply when you start the service

fram here.

Cancel

Apply

6. Open File Explorer, then paste the copied path and press Enter to open the desired folder.

Figure 125 - Hosting Release Service from HTTP to HTTPS (Cont.)

7. Search for HCL.iAutomate.Release.Host.exe config file and open it in a Notepad.

Installation Guide

96



Mj HCL.iAutomate.Release Host.exe 7/21/202012:08 PM - COMFIG File 2 KB

Figure 126 - Hosting Release Service from HTTP to HTTPS (Cont.)
8. Within the HCL.iAutomate.Release.Host.exe config file, find the key ‘iIAutomate.Release.ServiceHostURL’ and
change its value from HTTP to HTTPS.

<add key="iAutomate.Release.ServiceHostURL" wvalue="https://<ip>:<port>/ReleaseService" />

Figure 127 - Hosting Release Service from HTTP to HTTPS (Cont.)

9. Within the HCL.iAutomate.Release.Host.exe config file, find the key ‘securityMode_Service’ and change its value
from 2 to 3.

<add key="securityMode Service" value="3"/>

Figure 128 - Hosting Release Service from HTTP to HTTPS (Cont.)

10. Within the HCL.iAutomate.Release.Host.exe config file, find the key ‘IsSelfSigned_Service’ and change its value
fromNto Y.

<add key="IsSelfSigned Service" value="N"/>

Figure 129 - Hosting Release Service from HTTP to HTTPS (Cont.)

11. Save the file for changes to be reflected.
12. Open the command prompt as administrator and run the following command.
netsh http add sslcert ipport=<ip>:<port on which service is

running> appid={d32cb30c-7ela-4549-a2e2-32bf01ald345}

certhash="<Thumbprint of the certificate>"

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.ReleaseService service and click Restart to restart the service.

Z Services (Local)
HCLiAutomate.ReleaseService Mame Description Status

L HCLidutamate DC Running  Automatic

L HCLiAutamate EntityModel Apache/24.23 MVingh) 0. Running  Automatic
‘ChHCLiAutomate.GenericExecutor

Startup Type

Stop the service
Restart the service

Running  Autornatic

ChHCLibutomate.iParse Apache/24.23 (Wingd) 0., Running  Autornatic
L HCLiAutamate.iRecommend Apache/24.23 MVing) 0. Running  Automatic
L HCLiAutamate.ilnique Apache/24.23 MVingh) 0. Running  Automatic

‘ChHCLiAutomate Listener
“LhHCLiAutomate RBACampaonent

Running  Autornatic

Running  Autarnatic

CL .Re Running  Automatic
Ll Human Interface Device Service Activates and maintains .., Manual (Trig..,
Ll HY Host Service Provides an interface for t., Manual (Trig..,
Ll Hyper- Data Exchange Service Provides a mechanismto ... Manual (Trig...
L Hyper-Y Guest Service Interface Provides an interface for t., Manual (Trig..,
L Hyper-Y¥ Guest Shutdown Service Provides a mechanism to .., Manual (Trig..,
Gl Hyper-V Heartheat: Service Manitors the state of this . Manual (Trig..,
Lk Hyper-V PowerShell Direct Service Provides a mechanismto ... Manual (Trig...
[HAn! 4 Daracta Dlackbon bisk alizati i Docwid Lot £ Iy LT

Figure 130 - Hosting Release Service from HTTP to HTTPS (Cont.)
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To change the configuration of AD Sync from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.

= Run *

E Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | SEMVICES.MSC ~ |

Figure 131 - Hosting AD Sync from HTTP to HTTPS

2. Click OK to open Windows Services.

k. Services

File Action View Help

| CREY] now
", Services (Local)

Apache2.4 Name h Description  Status  StartupType  Log OnAs
& ActiveX Installer (AxinstSV) Provides Us... Manual Local System

;t—a‘i;:‘:hf’;‘::m {64 Adobe Flash Player Update Service This service .. Manual Local System
Ehairtel. OUC Automatic Local System
&) Allloyn Router Service Routes All Manual (Trig.. Local Service

Description:

gz“;"‘gﬁiﬁgw in64) & App Readiness Gets apps r Manual Local System
& Application Host Helper Service Provides ad.. Running  Autematic Local System
&} Application Identity Determines ... Manual (Trig...  Local Service
&} Application Infermation Facilitatest..  Running  Manual (Trig...  Local System
& Application Layer Gateway Service Provides su. Manual Local Service
& Application Management Processes in... Manual Local System
&) AppX Deployment Service (AppXSVC) Provides int... Manual Local System
£, ASP.NET State Service Provides su. Manual Netwerk Service
&) AssignedAccessManager Service AssignedAc... Manual Local System
& Auto Time Zone Updater Automatica... Disabled Local Service
& Background Intelligent Transfer Service Transfers fil.. Manual Local System
& Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
1€} Base Filtering Engine The Base Fil.. Running  Automatic Local Service
1€ BES Client Facilitates u... Running  Automatic (... Local System
&} BitLocker Drive Encryption Service BDESYC hos... Running  Manual (Trig.. Local System
&} BitLacker Management Client Service BitLlocker M... Running  Automatic (... Local System
& Block Level Backup Engine Service The WEENG.. Manual Local System
&]: Blue Coat Unified Agent Provides W.. Running  Autematic Local System
&]: Bluetooth Handsfree Service Enables wir.. Running  Manual (Trig... Local Service
&} Bluetooth Support Service The Bluetee... Running  Manual (Trig... Local Service
& BranchCache This service .. Manual Netwerk Service
&]: Capability Access Manager Service Provides fac... Manual Local System
£} Certificate Propagation Copies user .. Running  Automatic Local System
& Cisco AnyConnect Network Access Manager Establishes.. Running  Automatic Local System

Figure 132 - Hosting AD Sync from HTTP to HTTPS (cont.)

3. Search for HCL.iAutomate.ADSyncService and right-click on it.
4. Click Properties.
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HCL.iAutomate. ADSyncService Name Description Status Startup Type L.

orT e .. Running Auggg

;te‘;tatrtcllih;::;rc\reice '@z HCLiAutomate.DC Service for..  Running Start
@ HCL.iAutomate. EmailService Service for E..  Running Stop
5@, HCL.iAutemate. EntityModel Apache/24.... Running Pause

Description: ok HCLiAutomate. GenericExecutor Service for ...  Runnin

Service for ADSync .@’ g Resume

E@,HCL.i;\f\utomate.iParse Apache/24.... Running

p . . . Restart
@ HCL.iAutomate.iRecommend Apache/24.... Running

EQgHCL.i;\f\utomate.iUnique Apache/24.... Running All Tasks
5@, HCL.iAutomate, Listener Service for L. Running
5:9‘;1, HCLiAutomate.RBAComponent Service for..  Running
5@, HCL.iAutomate ReleaseService Service for..  Running
@ Human Interface Device Service Activates an...
E@,H‘u" Hast Service Provides an ...

Refresh

Figure 133 - Hosting AD Sync from HTTP to HTTPS (cont.)

5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.

HCL.iAutomate ADSyncService Properties (Local Computer) x

General  logOn  Recovery Dependencies

Service name: HCLiAutomate ADSyncService
Digplay name: HCLiAutomate ADSyncService

Description: ’Senrice for ADSync

Path to executable:

Startup type: | Automatic i

Service status:  Running

Start Fause Fesume

You can specify the startt parameters that apply when you start the service
from here.

Start parameters:

Figure 134 - Hosting AD Sync from HTTP to HTTPS (cont.)

6. Open File Explorer and paste the copied path and press Enter to open the desired folder.
7. Search for HCL.iAutomate.Service.AD.exe config file and open it in a Notepad.

¥ HCLiAutomate Service AD.exe.config 2/20/2020 1219 PM XML Configuratio... 4KBE

Figure 135 - Hosting AD Sync from HTTP to HTTPS (cont.)
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8. Within the HCL.iAutomate.Service.AD.exe config file, find the key ‘ServiceHostURL’ and change its value from
HTTP to HTTPS.

<add key="ServiceHostURL" valus="https://<IP>:<Port>/ADService" /

Figure 136 - Hosting AD Sync from HTTP to HTTPS (cont.)

9. Within the HCL.iAutomate.Service.AD.exe config file, find the key ‘securityMode_Service’ and change its value
from 2 to 3.

<add key="securityMode Service" value="3"/>

Figure 137 - Hosting AD Sync from HTTP to HTTPS (cont.)

10. Within the HCL.iAutomate.Service.AD.exe config file, find the key ‘IsSelfSigned_Service’ and change its value
fromNtoY.

<add key="IsSelfSigned Service" value="N"/> .

Figure 138 - Hosting AD Sync from HTTP to HTTPS (cont.)

11. Change the security mode="TransportWithMessageCredential" under <binding> tag

<system.servicelModel>
<bindings>
<wsHttpBinding>
<binding name="Service WSHttpBinding" maxBufferPool5ize="2147483647" maxReceivedMessage5ize="2147483647">
<readerQuotas maxDepth="2147483647" max3tringContentLength="2147483647" maxirraylength="2147483647" maxBytesPerRes|
P W4 EhM a1"§
<message clientCredentialType="Certificate" establishSecurityContext="false" negotiateServiceCredential="false"

</binding>
</wsHttpBinding>
</bindings>

Figure 137 - Hosting AD Sync from HTTP to HTTPS (cont.)

12. Save the file for changes to be reflected.
13. Open the command prompt as administrator and run the following command:

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

14. Select HCL.iAutomate.ADSyncService service and click Restart to restart the service.
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L.

HCLiAutomate.ADSyncService Marne

Stop the service
Restart the service

@ HCL.iAutomate.DC
% HCL.iAutomate.EmailService
£ HCLiAutomate.EntityModel

Description: -@ HCL.iAutomate, GenericExecutor

Service for ADSync

@ HCL.iAutomate.iParse

@ HCL.iAutomateiRecommend
@ HCL.iAutomate.illnique

@ HCL.iAutomate.Listener

@ HCL.iAutomate,RBAComponent
@ HCLiAutomate. ReleaseService

Description Status

Service for .. Running
Servicefor...  Running
Service for E..  Running
Apache/24.... Running
Service for..  Running
Apache/24.... Running
Apache/24.... Running
Apache/24.... Running
Service for L., Running
Service for .. Running

Servicefor..  Running

Startup Type
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic

Automatic

Figure 139 - Hosting AD Sync from HTTP to HTTPS (cont.)

To change the configuration of Email Service from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.

=i Run

¥ Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | SEMVICES.MEC

e |

Cancel

H Browse... ‘

Figure 140 - Hosting Email Service from HTTP to HTTPS

2. Click OK to open Windows Services.
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. Services

File Action View Help

e | T Bo=H

Pom|ouow

., Services (Local)
Apache2.4 Name . Description  Status
. {5 ActiveX Installer (AxinstSV) Provides Us...

gf—;’::::::’;g:ce %A:ﬂ‘moiacsh Player Update Service This service ..
E airtel.
1} Allloyn Router Service Routes All)

Description: T

éza;‘rgﬁiﬁéw\nw & App Readiness Gets apps re...
& Application Host Helper Service Provides ad.. Running
& Application Identity Determines ...
& Application Information Facilitatest..  Running
& Application Layer Gateway Service Provides su...
& Application Management Processes in...
& AppX Deployment Service (AppXSVC) Provides inf...
£ ASP.NET State Service Provides su...
£} AssignedAccessManager Service AssignedAc...
£ Auto Time Zone Updater Automatica...
& Background Intelligent Transfer Service Transfers fil..
1} Background Tasks Infrastructure Service Windows in... Running
16} Base Filtering Engine The BaseFil.. Running
16 BES Client Facilitstes u... Running
1€} BitLocker Drive Encryption Service BDESVC hos... Running
16 BitLocker Management Client Service BitLocker M... Running
1€ Block Level Backup Engine Service The WBENG...
&} Blue Coat Unified Agent Provides W...  Running
&} Bluetooth Handsfree Service Enables wir.. Running
&% Bluetooth Support Service The Bluetoo... Running
& BranchCache This service ..
& Capability Access Manager Service Provides fac...
& Centificate Propagation Copies user .. Running
&} Cisco AnyConnect Network Access Manager Establishes .. Running

Startup Type
Manual
Manual
Automatic
Manual (Trig...

Manual

Automatic
Manual (Trig..
Manual (Trig...
Manual
Manual
Manual
Manual
Manual
Disabled
Manual
Automatic
Automatic
Automatic (D...
Manual (Trig...
Automatic (D...
Manual
Automatic
Manual (Trig..
Manual (Trig...
Manual
Manual
Automatic
Automatic

Log On As

Local System
Local System
Local System
Local Service

Local System
Local System
Local Service
Local System
Local Service
Local System
Local System
Netwerk Service
Local System
Local Service
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local Service
Local Service
Netwerk Service
Local System
Local System
Local System

Figure 141 - Hosting Email Service from HTTP to HTTPS (cont.)

3. Search for HCL.iAutomate.EmailService and right-click on it.

4. Click Properties.

L Semices(ocal)

HCL.iAutomate.EmailService

Stop the service
Restart the service

Description:
Service for EmailService

5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.
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MName Description Status

E:é:,‘,HCL.i;\f\utomate.l\?\DSyn chervice Servicefor...  Running
E:é;zHCL.i;\?\utomate. DC Servicefor..  Running

l@,HCL.lAutomate. EntityModel Apache/24... Running
E:é},H(:L.i;\f\utomate.IGenericE:(ecutor Servicefor..  Running
E:@,HCL.i,ﬂ\utomate.iF’arse Apache/24... Running
5@,HCL.iAutomate.iRecommend Apache/24.... Running
E@,H(:L.i;\f\utomate.iUnique Apache/24... Running
E:,"?:,‘,HCL.i;\f\utomate. Listener Service for L...  Running
E@,H(:L.i;\?\utomate. RBAComponent Servicefor..  Running
E@,HCL.iAutomate. Releasebervice Servicefor..  Running
E@,Human Interface Device Service Activates an..

@HV Host Service Provides an ...
E.@;},Hg,rr_ler-‘u’ Data Exchange Service Provides a ...

5@, Hyper-V Guest Service Interface Provides an ...

Startup Type L.

Automatic

Automatic

Automal
Automal
Automal
Automat
Automal
Automal
Automat
Automal
Manual |
Manual |
Manual |
Manual |

Start
Stop
Pause
Resume

Restart
All Tasks

Refresh

Figure 142 - Hosting Email Service from HTTP to HTTPS (cont.)
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HCL.iAutomate.Email5ervice Properties (Local Computer) x
General LogOn Recovery Dependencies

Service name: HCLifAutomate . Email Service

Digplay name: HCL iAutomate. Email Service

Description: Service for Email Service

Path to executable:
LB R R s R R HC L iAutomate . Email Service. Service . Host exe”

Startup type: Automatic w

Service status:  Running
Start Stop Pause Resume

You can specify the start parameters that apply when yvou star the service
from here.

Cancel Apply

Figure 143 - Hosting Email Service from HTTP to HTTPS (cont.)
6. Open File Explorer and paste the copied path and press Enter to open the desired folder.

7. Search for HCL.iAutomate.EmailService.Service.Host.exe config file and open it in a Notepad.

%1 HCL.iAutomate.EmailService Service.Host.exe.config 5/5/2020 11:49 AM XML Configuratio... IKB

Figure 144 - Hosting Email Service from HTTP to HTTPS (cont.)
8. Within the HCL.iAutomate.EmailService.Service.Host.exe config file, find the key ‘ServiceHostURL’ and change

its value from HTTP to HTTPS.

<add key="ServiceHostURL" wvalus="https: [ /<1P>:<Port>/Emailservice/f" /=

Figure 145 - Hosting Email Service from HTTP to HTTPS (cont.)

9. Within the HCL.iAutomate.EmailService.Service.Host.exe config file, find the key ‘securityMode_Service’ and
change its value from 2 to 3.

<add key="securityMode Service" value="3"/>

Figure 146 - Hosting Email Service from HTTP to HTTPS (cont.)

10. Within the HCL.iAutomate.EmailService.Service.Host.exe config file, find the key ‘IsSelfSigned_Service’ and
change its value from N to Y.
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<add key="IsSelfSigned Service" value="N"/> I

Figure 147 - Hosting Email Service from HTTP to HTTPS (cont.)

11. Save the file for changes to be reflected.
12. Open the command prompt as administrator and run the following command.

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.EmailService service and click Restart to restart the service.

B

HCL.iAutomate.EmailService Mame Description Status Startup Type
8L HCLiAutomate.DC

Service for...  Running  Automatic

Stop the service

Restart the service ymate.Email ce forE.. Running Automatic

@ HCL.iAutomate. EntityModel Apache/24.... Running  Automatic
@ HCL.iAutemate GenericExecutor Service for.. Running  Automatic
@ HCL.ifutomateiParse Apache/2.4... Running  Automatic
@ HCL.iAutomate.iRecommend Apache/24... Running  Automatic

Description:
Service for EmailService

Figure 148 — Hosting Email Service from HTTP to HTTPS (cont.)

3.6.1.2.8 DAG Service
To change the configuration of DAG Service from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.

= Run *

Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: | SEMVICES.MSC v |

Figure 149 - Hosting DAG Service from HTTP to HTTPS

2. Click OK to open Windows Services.
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. Services

File Action View Help

N EEEEN =

., Services (Local)

Apache2.4

Stop the service
Restart the service

Description:
Apache/2.4.23 (Wind)
OpenSSL/1.0.2h

Mame

{5 ActiveX Installer (AxinstSV)

16} Adobe Flash Player Update Service
& airtel. OUC

1} Allloyn Router Service
1 Apache2 4

& App Readiness
& Application Host Helper Service

& Application Identity

& Application Information

& Application Layer Gateway Service

& Application Management

& AppX Deployment Service (AppXSVC)
£ ASP.NET State Service

£} AssignedAccessManager Service

£ Auto Time Zone Updater

1, Background Intelligent Transfer Service
1} Background Tasks Infrastructure Service
16} Base Filtering Engine

16 BES Client

16 BitLocker Drive Encryption Service

16 BitLocker Management Client Service
16 Block Level Backup Engine Service

&% Blue Coat Unified Agent

&% Bluetooth Handsfree Service

&% Bluetooth Support Service

& BranchCache

& Capability Access Manager Service

& Centificate Propagation

&} Cisco AnyConnect Network Access Manager

Description

Provides Us...
This service ...

Routes Alllo...

Gets apps re.

Provides ad...

Determines ...

Facilitates t...
Provides su...

Processes in..
Provides inf...

Provides su...

AssignedAc...
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Transfers fil...

Windows in...
The Base Fil...
Facilitates u...
BDESVC hos...
BitLocker M...
The WBENG...

Provides W...

Enables wir...

The Bluetoo...
This service ..
Provides fac...
Copies user ..

Establishes ...

Status

Running

Running

Running

Running
Running
Running
Running
Running

Running
Running

Running

Running
Running

Startup Type
Manual
Manual
Automatic

Manual (Trig...

Automatic
Manual

Automatic

Manual (Trig..
Manual (Trig...

Manual
Manual
Manual
Manual
Manual
Disabled
Manual
Automatic
Automatic

Automatic (D...
Manual (Trig...
Automatic (D...

Manual
Automatic
Manual (Trig..

Manual (Trig..

Manual
Manual
Automatic
Automatic

Log On As

Local System
Local System
Local System
Local Service

Local System
Local System
Local Service
Local System
Local Service
Local System
Local System
Netwerk Service
Local System
Local Service
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local Service
Local Service
Netwerk Service
Local System
Local System
Local System

Figure 150 - Hosting DAG Service from HTTP to HTTPS (cont.)

3. Search for HCL.iAutomat.DAGService and right-click on it.

4. Click Properties.

HCL.iAutomate.DAGService

Stop the service
Restart the service

Description:
Service for DAGService

Name
@ HCL.iAutomate. ADSyncService

ELHCLibutomate,DC

@;{, HCL.i&utomate . EmailService
‘€L HCL.ifutomate EntityMadel
'@:{. HCL.iAutomate, GenericExecute

\‘% HCL.iAutomate.iParse

;Q, HCL.i&utomate iRecormmend
€} HCL ibutomate.iUnique

iﬂ HCL.i&utomate Listener

\9;1, HCL.iAutomate.RBAComponel
@;& HCL.i&utomate.ReleaseService
@Human Interface Device Servic

Description

Start

Service for ...

Stop

Pause

Resume

Restart

All Tasks

Refresh

Properties

Help

Status Startup Type
Running  Automatic

ing  Automatic

ing  Automatic
ing  Automnatic
ing  Autornatic
ing  Automatic
ing  Automatic
ing  Automatic
ing  Autormatic
ing  Automatic
ing  Automatic
Manual (Trig...

Figure 151 - Hosting DAG Service from HTTP to HTTPS (cont.)

5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.
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HCL.i&utomate.DAGService Properties (Local Computer) X

General LogOn FRecovery Dependencies

Service name: HCL.idutomate. DAGS ervice

Display name: HCL.idutomate. DAGS ervice

Description: ‘S ervice for DAGService

Path to executable:
1 |::| E

\idutomate Components\DAGService 2

31010 170142\DAGService:

Startup type: ‘ Automatic >

Service status:  Running
Start Stop Pauze Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

| oK I ‘ Cancel

Figure 152 - Hosting DAG Service from HTTP to HTTPS (cont.)

6. Open File Explorer and paste the copied path and press Enter to open the desired folder.
7. Search for HCL.DagService.Component.Host.exe config file and open it in a Notepad.

D HCL.DagService.Component.Host.exe.config 10/10/2023 5:01 PM  CONFIG File 4KB

Figure 153 - Hosting DAG Service from HTTP to HTTPS (cont.)

8. Within the HCL.DagService.Component.Host.exe config file, find the key ‘ServiceHostURL’ and change its value
from HTTP to HTTPS.

<add key="ServiceHostURL" wvalue="http://<IP>:<PORT>/DAGServicejf" />

Figure 154 - Hosting DAG Service from HTTP to HTTPS (cont.)

9. Within the HCL.DagService.Component.Host.exe config file, find the key ‘securityMode_Service’ and change its
value from 2 to 3.

<add key="securityMode Service" value="3"/>

Figure 155 - Hosting DAG Service from HTTP to HTTPS (cont.)
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10. Within the HCL.DagService.Component.Host.exe config file, find the key ‘IsSelfSigned_Service’ and change its
value from N to Y.

<add key="IsSelfSigned Service" value="N"/> |

Figure 156 - Hosting DAG Service from HTTP to HTTPS (cont.)

11. Save the file for changes to be reflected.
12. Open the command prompt as administrator and run the following command.

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomat.DAGService service and click Restart to restart the service.

~

HCL.iAutomate.DAGService Name Description Status Startup Type

) Service for.. Running  Automatic
Stop the servu:l? e . Running Automatic
Restart the service 4 — "
CLHCLidutomate, Service for.. Running  Automatic
@HCL.iAutomate.EmaiISeNice Service for E..  Running  Autormatic
Des-c_nptlon: ) £LHCL.ifutomate EntityModel Apache/24... Running Automatic
Service for DAGService q . .

HCL.iAutamate.GenericExecutor Service for...  Runnin Autormatic

Figure 157 — Hosting DAG Service from HTTP to HTTPS (cont.)

3.6.1.2.9 Assignation Service
To change the configuration of Assignation Service from HTTP to HTTPS, please follow the following steps:

1. Press Win+R and type services.msc.

= Run >

Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: | SEMVICES.MSC ~ |

Figure 158 - Hosting Email Service from HTTP to HTTPS

2. Click OK to open Windows Services.
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. Services

File Action View Help

N EEEEN =

., Services (Local)

Apache2.4

Stop the service
Restart the service

Description:
Apache/2.4.23 (Wind)
OpenSSL/1.0.2h

Mame

{5 ActiveX Installer (AxinstSV)

16} Adobe Flash Player Update Service
& airtel. OUC

1} Allloyn Router Service

& App Readiness
& Application Host Helper Service

& Application Identity

& Application Information

& Application Layer Gateway Service
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& AppX Deployment Service (AppXSVC)
£ ASP.NET State Service

£} AssignedAccessManager Service

£ Auto Time Zone Updater

1, Background Intelligent Transfer Service
1} Background Tasks Infrastructure Service
16} Base Filtering Engine

16 BES Client

16 BitLocker Drive Encryption Service

16 BitLocker Management Client Service
16 Block Level Backup Engine Service

&% Blue Coat Unified Agent

&% Bluetooth Handsfree Service

&% Bluetooth Support Service

& BranchCache

& Capability Access Manager Service

& Centificate Propagation

&} Cisco AnyConnect Network Access Manager

Description  Status
Provides Us...
This service ...

Routes Alllo...
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Provides ad... Running
Determines ...
Facilitatest..  Running
Provides su...
Processes in...
Provides inf...
Provides su...
AssignedAc...
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Transfers fil..
Windows in... Running
The Base Fil.. Running
Facilitstes u... Running
BDESVC hos... Running
BitLocker M... Running
The WBENG...
Provides W...  Running
Enables wir.. Running
The Blueteo... Running
This service ..
Provides fac...
Copies user ... Running
Establishes .. Running

Startup Type
Manual
Manual
Automatic

Automatic
Manual

Automatic

Manual (Trig..
Manual (Trig...

Manual
Manual
Manual
Manual
Manual
Disabled
Manual
Automatic
Automatic

Automatic (D...
Manual (Trig...
Automatic (D...

Manual

Automatic

Manual (Trig.
Manual (Trig..

Manual
Manual
Automatic
Automatic

Manual (Trig...

Log On As

Local System
Local System
Local System
Local Service

Local System
Local System
Local Service
Local System
Local Service
Local System
Local System
Netwerk Service
Local System
Local Service
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local Service
Local Service
Netwerk Service
Local System
Local System
Local System

Figure 159 - Hosting Email Service from HTTP to HTTPS (cont.)

3. Search for HCL.iAutomate.AssignationService and right-click on it.

4. Click Properties.

HCL.iAutomate.AssignationService  Mame

Stop the service
Eestart the service

Description:
Service for AssignationService

ELHCLisutamate ADSync S

HCL arnat g
ELHCLisutomate, DAGS
8L HCLifutomate,DC
ERHCLiAutomate. Email
€L HCL.iAutamate, Entity
@},HCL.i.ﬂ.utomate.Genm
@},HCL.i.ﬂ.utamate.iCraw
EEHCLiAutomate.iKnov
@&HCL.iAutomate.ian
@},HCL.iAutomate.iKnow
@&HCL.i.ﬂ.utomate.iKnou
EEHCLiAutomate.iParse

Ok L ftnrnate (Beco

Description

er..  Servsice for..

Start
Stap
Pause
Resume

Restart

All Tasks
Refresh
Properties

Help

Status Startup Type

Running

nning  Autornatic

nning  Automatic

nning  Autormatic

nning  Autormatic

nning  Autornatic

nning  Autormatic

nning  Autormatic

nning  Autormatic

nning  Automatic

nning  Autornatic

nning  Automatic

Figure 160 - Hosting Assignation Service from HTTP to HTTPS (cont.)

5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.
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HCLisdutarmate. Assighation3ervice Properties (Local Computer) x

General LogOn  Recovery Dependencies

Service name: HCL iutomate ghationS ervice
Dizplay name: HCL.idutomate dzzignationS ervice
Description: Service for AzzignationService

Path to executable:
"E:sbutomateComponentsazsignationSerice_ 20241226 132437 Azzign:

Startup tupe: Automatic i

Service status: Running
Start Stop Fauze Resume

You can specify the start parameters that apply when you start the service
fram here.

| QE. | Cancel Apply

Figure 161 - Hosting Assignation Service from HTTP to HTTPS (cont.)

6. Open File Explorer and paste the copied path and press Enter to open the desired folder.
7. Search for Assignation.Service.Host.exe config file and open it in a Notepad.

) Assianation. Service Host.exe 1,/952025 1:13 Ph COMFIG File 4 kR

Figure 162 - Hosting Service from HTTP to HTTPS (cont.)

8. Within the Assignation.Service.Host.exe config file, find the key ‘ServiceHostURL’ and change its value from HTTP
to HTTPS.

<add key="ServiceHostURL" value="http:/f/<IP>:<PORT>fAssignationService/" />

Figure 163 - Hosting Service from HTTP to HTTPS (cont.)

9. Within the Assignation.Service.Host.exe config file, find the key ‘securityMode_Service’ and change its value from
2 to 3.

<add key="securityMode Service" value="3"/>

Figure 164 - Hosting Service from HTTP to HTTPS (cont.)

10. Within the Assignation.Service.Host.exe config file, find the key ‘IsSelfSigned_Service’ and change its value from
NtoY.
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<add key="IsSelfSigned Service" value="N"/> |

Figure 165 - Hosting Service from HTTP to HTTPS (cont.)

11. Save the file for changes to be reflected.
12. Open the command prompt as administrator and run the following command.

13. Replace the < Thumbprint of the certificate> with the GUID identified earlier.
14. Select HCL.iAutomat.AssignationService service and click Restart to restart the service.

.
HCLiAutomate.AssignationService  Mame Description Status Startup Tyepe
) @HCL.i.ﬂ.utomate..ﬂ.DSyncSer... Service for..  Running  Automatic
S—Eﬁm t:‘:hs:g;:\:ce #AHCL idutomate Assignation.., Service for..  Running  Automatic

Figure 166 — Hosting Service from HTTP to HTTPS (cont.)

3.6.1.2.10 Configuration Changes via GUI
To change the configuration for various components via GUI from HTTP to HTTPS, please follow the below steps:

Login to iAutomate using the Super Admin credentials.

Roll-over to the Advance Configuration and click Load Balancer Configuration.
Select Component Name as Web API.

Change the Load Balancer URL from HTTP to HTTPS.

s wnNe

Component Name * Load Balancer URL *

Web API v https:/ Test Connection

Figure 167 - Configuration Changes via GUI from HTTP to HTTPS

5. Click Update to save the changes.
6. Select Component Name as Data Collector.
7. Change the Load Balancer URL from HTTP to HTTPS.
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Component Name * Load Balancer URL *

Data Collector v https: /| I 502 Test Connection

Cancel Update

Figure 168 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

8. Click Update to save the changes.
9. Select Component Name as ‘Generic Service’.
10. Change the Load Balancer URL from HTTP to HTTPS.

Component Name * Load Balancer URL *

Generic Service v httpsi// Test Connection

Figure 169 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

11. Click Update to save the changes.
12. Select Component Name as ‘Release Service’.
13. Change the Load Balancer URL from HTTP to HTTPS.

Component Name * Load Balancer URL *

Release Service v https:/ Test Connection

Figure 170 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

14. Click Update to save the changes.
15. Select Component Name as ‘RBA Service’'.
16. Change the Load Balancer URL from HTTP to HTTPS.
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Component Name * Load Balancer URL *

RBA Service v https:// Test Connection

Figure 171 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

17. Click Update to save the changes.
18. Select Component Name as ‘Active Directory’.
19. Change the Load Balancer URL from HTTP to HTTPS.

Component Name * Load Balancer URL *

Active Directory v [_ Test Connection

Figure 172 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

20. Click Update to save the changes.
21. Select Component Name as ‘Email Service’.
22. Change the Load Balancer URL from HTTP to HTTPS.

Component Name * Load Balancer URL *

Email Service v https:// Test Connection

Figure 173 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

23. Click Update to save the changes.

3.6.2 Configuration Changes — Certificate Name Change (Type — PFX)
This section describes how to make the configurational changes if the SSL certificate name (Type - PFX) is other than
‘HCL.iAutomate’.
Please install the certificate through the Microsoft Management Console in both Personal as well as

Trusted People folder. Refer to the pre-requisites document for the detailed procedure for certificate
installation at required locations.

Installation Guide
112



3.6.2.1 Change name of Certificate used to connect KRS

This section describes configuration changes required for the Website in case SSL certificate is other than HCL.iAutomate.

Following changes are required in the underlying components.

To make changes for the KRS, please follow the below steps:

1. Press Win+R and type inetmgr.
2. Click OK to open lIS.

Q Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

gpen: | inetmagr V|

= Run *

Figure 174 - Certificate Name Change — KRS

3. Expand Sites and click HCLiAutomateKRS.

------ W5 Start Page |

’ da[ ]
|2} Application Pools
v (8] Sites
> € HCLiAutomateBaseUl
v € HCLiAutomatekRS
-5 .71 App_Code
> -] bin
> [ Contents
» -] MasterPage
> <[] scripts
5 & HCLiAutomateWEBAPI

Figure 175 - Certificate Name Change — KRS (Cont.)

4. Right click HCLiAutomateKRS.
5. Click Explore.
6. Find Web.config file and open it in a Notepad.

Y1 Web.config ]

Figure 176 - Certificate Name Change — KRS (Cont.)
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7.

the updated Certificate Name.

<serviceCertificate

Within the Web.config file, find the tag <serviceCertificate> and change the value of attribute ‘findValue’ with
8.

findValue="HCI

Figure 177 - Certificate Name Change — KRS (Cont.)

9.

If the certificate is self-signed, find the key ‘IsSelfSigned’ and change its value to ‘Y’. Else the value will be ‘N’.
<add key="IsSelfSigned" valus="¥"/>

Save the file for changes to be reflected.

Figure 178 - Certificate Name Change — KRS (Cont.)
10. Select the service and click Restart to restart the services.

1.

To make changes for the BaseUl, please follow the below steps:
Press Win+R and type inetmgr.
2. Click OK to open lIS.

X
Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.
Open: | inetmgr

S

Cancel
3.

Browse...

Figure 179 - Certificate Name Change — BaseUl
Expand Sites and click HCLiAutomateBaseUl.

- id:sl

Start F'aie -
L=} Application Pools

v (] Sites

' ,@. HCLi&utarnateBasell
v &0 HCLisutomateVEBAP

L1 bin
| itutomatetebfpil og
Figure 180 - Certificate Name Change — BaseUl (Cont.)
4. Right-click HCLiAutomateBaseUIl and click Explore.
5. Find Web.config file and open it in a Notepad.
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Y1 Web.config

Figure 181 - Certificate Name Change — BaseUl (Cont.)

6. Within the Web.config file, find the key ‘Certificate_Name_KRS’ and change its value with the new Certificate
Name.

<add key="CertificateName KRS" value="HclTech.iautomate.Web" />

Figure 182 - Certificate Name Change — BaseUl (Cont.)

7. If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the value will be
‘N’.
<add key="IsSelfSigned KRS" value="N" />
Figure 183 - Certificate Name Change — BaseUl (Cont.)
8.

Save the file for changes to be reflected.

9. Select the service and click Restart to restart the services.

To make changes for the Web API, please follow the below steps:

1. Press Win+R and type inetmgr.
2. Click OK to open lIS.

4 Run

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: |

A [
=

Cancel Browse...

Figure 184 - Certificate Name Change — Web API

3. Expand Sites and right-click HCLiAutomateWEBAPI.
4. Click Explore.
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-5 Start Page

v..ﬂj
..... -=.? Application Pools
- @ Sites
\ &) HCLisutomateBaselll
v & HCLidwtomateWEBAPI
-] bin

| idutomatedebfpilog

Figure 185 - Certificate Name Change — Web API (cont.)

5. Find Web.config file and open it in Notepad.

¥ Web.config

Figure 186 - Certificate Name Change — Web API (cont.)
6. Within the Web.config file, find the key ‘Certificate_Name_KRS’ and change its value with the new Certificate

Name.

<add key="CertificateName KRS" value="HclTech.iautomate.Web" />

Figure 187 - Certificate Name Change — Web API (cont.)
7. If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the value will be
‘N’

<add key="IsSelfSigned KRS" value="N" />

Figure 188 - Certificate Name Change — Web API (cont.)

8. Save the file for changes to be reflected.
9. Select the service and click Restart to restart the services.

This section describes the configuration changes required for the Components in case the SSL Certificate name is other
than HclTech.iAutomate.Web.

Following changes are required in the underlying components:

To make changes for the Listener, please follow the below steps:

1. Press Win+R and type services.msc.
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= Run

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

| SEMVICES.MSC

> |

Cancel

| ‘ Browse...

Figure 189 - Certificate Name Change — Listener

2. Click OK to open Windows Services.

. Services

File Action View Help

@ | oz Hm »man

Services (Local)

Apache2.4

Stop the service
Restart the service

Description:
Apache/2.4.23 (Win64)
OpenssL/1.02h

Mame

&), ActiveX Installer (AxdnstSV)

i, Adobe Flash Player Update Service
&) airtel. OUC

1) Alloyn Router Service

&), App Readiness

&, Application Host Helper Service

&, Application Identity

&, Application Information

&), Application Layer Gateway Service
&), Application Management

&), AppX Deployment Service (AppXSVC)
£, ASP.NET State Service

&), AssignedAccessManager Service

&), Aute Time Zone Updater

£}, Background Intelligent Transfer Service
£}, Background Tasks Infrastructure Service
1€}, Base Filtering Engine

£, BES Client

16} BitLocker Drive Encryption Service
16, BitLocker Management Client Service
1€, Block Level Backup Engine Service
1€, Blue Coat Unified Agent

16, Bluetooth Handsfree Service

1€, Bluetooth Support Service

&), BranchCache

1€, Capability Access Manager Service

Description

Provides Us...
This service ...

Routes Alllo...

Provides ad...
Determines ...
Facilitates t...
Provides su...
Processes in...
Provides inf...
Provides su...
AssignedAc...
Autematica...
Transfers fil...
Windows in...
The Base Fil...
Facilitates u...
BDESVC hos...
BitLocker M...
The WBENG...
Provides W...
Enables wir...
The Bluetoo...
This service ..

Provides fac...

Status

Running

Running

Running

Running
Running
Running
Running
Running

Running
Running

Running

Startup Type
Manual
Manual
Automatic

Manual (Trig...

Manual
Automatic

Manual (Trig...
Manual (Trig...

Manual
Manual
Manual
Manual
Manual
Disabled
Manual
Automatic
Automatic

Automatic (D...
Manual (Trig...
Automatic (D...

Manual
Automatic

Manual (Trig...
Manual (Trig...

Manual

Manual

Figure 190 - Certificate Name Change — Listener (cont.)

3. Search for HCL.iAutomate.Listener service and right-click on it.

4. Click Properties.
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£k Services

File

Action

Wiewe  Help

&= | EEc=z BHEl» o npn

% Services (Local)

HCL.iAutomate.Listener

Stop the service
Restart the service

Marme

ELHCLibutomate.DC
(€ HCL .ifutamate. Entityhdadel

E@;HCL.i.ﬂ\.utomate.GenericExecutor

E@;HCL.i.ﬂ\.utc-rﬂate.iParse
E@iHCL.i.t'i".utc-mate.iF‘\ec-:r'ﬂr'r'uenu:i
-@;HCL.iAutomate.iUnique
AHCL.i irnate.Listener
-@IHCL.i.ﬂ.utomate.RBACDmpom
E@5HCL.i.ﬂ\.utomate.F{eIeaseSer\\.n'icl
E@;Hur‘nan Interface Device Serd
E@;HV Huost Sepvice
@Hyper-‘u" Data Exchange Servic
@Hyper—\-" Guest Service Interfac
@Hyper—\-" Guest Shutdown Sern
E@;H}.ﬁ:ﬂer—\u’ Heartheat Service
@Hyper-\-" PowerShell Direct Set
E@;H},«per-\-" Rernote Desktop Wirt
@Hyper-‘u"Time Synchronization
@Hyper—\-"\folume Shadow Cap

Figure 191 - Certificate Name Change — Listener (cont.)

5. Copy the value in Path to executable as shown in the image below.
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HCL.i&utomate Listener Properties (Local Computer) x

General |ogOn Recovery Dependencies

Service name: HCL. isutomate. Listener
Digplay name: HCL. isutomate. Listener
Dezcription:

Fath to executable;

o o sty = WEA TR H CL. ibtomate, Listner. Service. Host exe

Startup type: Autamatic i

Service statuz:  Running
Start Stop Fauze Rezume

“Y'ou can zpecify the start parameters that apply when vou start the service
fram here.

| (] | Cancel Apply

Figure 192 - Certificate Name Change — Listener (cont.)

Open File Explorer then paste the copied path and press Enter to open the desired folder.
7. Search for HCL.iAutomate.Listner.Service.Host config file and open it in a Notepad.

(2 HCLifutornate Listner. Service Host exe 8112019 245 Pha COMFIG File 2KB

Figure 193 - Certificate Name Change — Listener (cont.)
8. Within the HCL.iAutomate.Listner.Service.Host config file, find the key ‘CertificateName_KRS’ and change its

value with the new Certificate Name.

<add key="CertificateName KRS" valus="HclTech.iautomate.Web" />

Figure 194 - Certificate Name Change — Listener (cont.)
9. If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the value will be
‘N’.

<add key="IsSelfSigned KRS" value="N" />
Figure 195- Certificate Name Change — Listener (cont.)

10. Save the file for changes to be reflected.
11. Select the service and click Restart to restart the services.
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To make changes for the Data Collector, please follow the below steps:

1. Press Win+R and type services.msc.

= Run *

E Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | SEMVICES.MSC ~ |

Figure 196 - Certificate Name Change — Data Collector

2. Click OK to open Windows Services.

% Services

File Action View Help

LA B non
2, Services (Local)
Apache2.4 Name h Descripton  Status  StartupType  Log On As
. & ActiveX Installer (AxinstSV) Provides Us.. Manual Local System

ﬁ‘;‘:’s‘g:ce i), Adobe Flash Player Update Service This service ... Manual Local System
Ghairtel. OUC Automatic Local System
&) Allloyn Router Service Routes All Manual (Trig.. Local Service

Description: i

gzl;’;z&ﬁﬁ.s‘”‘"m &) App Readiness Gets apps re... Manual Local System
& Application Host Helper Service Provides ad.. Running Automatic Local System
& Application Identity Determines ... Manual (Trig.. Local Service
& Application Information Facilitatest..  Running Manual (Trig.. Local System
&} Application Layer Gateway Service Provides su... Manual Local Service
& Application Management Processes in... Manual Local System
& AppX Deployment Service (AppXSVC) Provides inf... Manual Local System
€] ASP.NET State Service Provides su.. Manual Netwerk Service
&} AssignedAccessManager Service AssignedAs Manual Local System
& Auto Time Zone Updater Autematica.. Disabled Local Service
& Background Intelligent Transfer Service Transfers fil.. Manual Local System
&} Background Tasks Infrastructure Service Windows in.. Running  Autematic Local System
€] Base Filtering Engine TheBascFil.. Running  Autematic Local Service
£ BES Client Facilitates u.. Running  Automatic (D... Local System
&}: BitLocker Drive Encryption Service BDESVC hos.. Running Manual (Trig.. Local System
& BitLocker Management Client Service Bitlocker M... Running  Automatic (D... Local System
& Block Level Backup Engine Service The WBENG... Manual Local System
& Blue Coat Unified Agent Provides W.. Running Automatic Local System
& Bluetooth Handsfree Service Enables wir.. Running Manual (Trig.. Local Service
& Bluetooth Support Service The Bluetoo... Running  Manual (Trig... Local Service
1§ BranchCache This service .. Manual Network Service
&} Capability Access Manager Service Provides fac... Manual Local System

Figure 197 - Certificate Name Change — Data Collector (Cont.)

3. Search for HCL.iAutomate.DC service and right-click on it.
4. Click on Properties.
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. Services [Local)
~
HCL.iAutomate.DC Mame Description Status Startup Type Log On As
Running atic X
Stop the service :HCL.iAutorate Entitybdodel Apachef2d.. Running  Automatic Bt
Restart the service : 5
. ChHCLIAutomate GenericExecutor Running  Sutomatic top
\‘:_’;HCL.\AutDmate‘iParse Apachef24.. Running  Automatic Pause
-.‘:('_’;HCL.\AutDmata‘iRecommend Apachefid.. Running  Automatic Resurne
-J;I’;HCL.\AutDmateJUnlque Apachef24.. Running  Sutomatic Restart
“CEHCLiAutomate Listener Running  Automatic
G HCL.ifutomate REAComponent Running  Automatic All Tasks *
-J;";HCL.\AutDmate‘ReleaseSeNice Running  Automatic Refresh
»S;_’;Human Interface Device Service Activates an.., Manual (Trig,
-.‘:('_’;H\u’ Host Service Prowides an ... Manual (Trig. Properties
L Hyper-V Data Exchange Service Provides a ... Manual (Trig, Help
“.’-Hy’per-\n" Guest Service Interface Prowvides an ... Manual (Trig.. — cocu o I

Figure 198 - Certificate Name Change — Data Collector (Cont.)
5. Copy the value mentioned in Path to executable as shown in the image below.
HCL.i&utarnate,DC Properties (Local Cormputer) >

General LogOn Recovery Dependencies

Service name: HCL. iutomate. DC

Dizplay name: HCL. iutomate. DC

Drezcription:

Fath to executable:

Gy HCL idutomate. D ataCollector. Service. Host exe

Startup tope: Autamatic i

Semvice status: Running
Start Stop Fauze Fezume

Y'ou can specify the start parameters that apply when you start the zervice
fram here.

Cancel Apply

Figure 199 - Certificate Name Change — Data Collector (Cont.)

6. Open File Explorer, then paste the copied path and press Enter to open the desired folder.
7. Search for HCL.iAutomate.DataCollector.Service.Host.exe config file and open it in a Notepad.

& HCLitutomate, DataCaollector, Service. Host.exe B0 2019 12:04 PR COMFIG File 2 KB

Figure 200 - Certificate Name Change — Data Collector (Cont.)

8. Within the HCL.iAutomate.DataCollector.Service.Host.exe config file, find the key ‘CertificateName_KRS’ and
change its value with the new Certificate Name.

Installation Guide

121



<add key="CertificateName KRS" value="HclTech.iautomate.Web" />

Figure 201 - Certificate Name Change — Data Collector (Cont.)

9. If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the value will be

‘N

<add key="IsSelfSigned KRS" value="N" />

Figure 202 - Certificate Name Change — Data Collector (Cont.)

10. Save the file for changes to be reflected.
11. Select HCL.iAutomate.DC service and click Restart to restart the service.

.. Services [Local)

HCL.iAutomate.DC

Hr.

Cescription

Status

Startup Type

%;_!ﬁihs::‘;:jce {,(I_’;HCL.lAutomate.EntltyModel Apachef24.. Running  Automatic
EhHCLisutomate GenericExecutor Running  Automatic
-S('_’;HCL.iAutomate.iParse Apachef24.. Running  Automatic
{,('_’;HCL.iAutomate.iRecommend Apachef24.. Running  Automatic
{;_’;HCL.iAutomate.iUnique Apachef24.. Running  Automatic
EhHCLisutomate Listener Running  Automatic
-.C('_’;HCL.iAutomate.RBAComponent Running  Automatic
{,('_’;HCL.iAutomate.ReIeaseSeNice Running  Automatic
{,('_’;Human Interface Device Service Activates an.. Manual (Trig...
5 HY Host Service Prowvides an .. Manual (Trig...
5k Hyper-W Data Exchange Service Prowvides a .. Manual (Trig...
Lk Hyper-W Guest Service Interface Provides an .. Manual (Trig...
Lk Hyper- Guest Shutdawn Service Provides a .. Manual (Trig...
Lk Hyper- Heartheat Service fanitars th... Manual (Trig...
Lk Hyper- PawerShell Direct Service Provides a .. Manual (Trig...
Lk Hyper- Remaote Desktop Virtualization Service Providesap.. Manual (Trig...
Lk Hyper-W Time Synchranization Service Synchronize.. Manual (Trig...
Lk Hyper-v Walurme Shadow Capy Requestar Coordinates... Manual (Trig...
LS Adrmin Service Emables this.. Running  Automatic
\CII?EIKE and AuthlP IPsec Keying Modules The IKEEXT ... Running  Autamatic (T..

Figure 203 - Certificate Name Change — Data Collector (Cont.)

To make changes for the Generic Service, please follow the below steps:

1. Press Win+R and type servic
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= Run *

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | SEMVICES.MSC v|

E 0K i| Cancel H Browse... ‘

Figure 204 - Certificate Name Change — Generic Service

2. Click OK to open Windows Services.

L Services

File Action View Help

ez | T Be=H L LU
7 Services (Local)
Apache24 Neme Description  Status  StatupType  Log On As
G ActiveX Installer (Axinsts\V) Provides Us... Manual Local System
Sloptheserdce &4 Adobe Flash Player Update Service This service .. Manual Local System
= & airtel. OUC Automatic Local System
Allloyn Router Service Routes Allo... Manual (Trig.. Local Service
Description: ning

Apache/2.4.23 (Win64)

OpenssL/1.0.2h 6 App Readiness Manual Local System

&} Application Host Helper Service Provides ad.. Running  Automatic Local System
&} Application Identity Determines ... Manual (Trig...  Local Service
& Application Infermation Facilitates t..  Running  Manual (Trig...  Local System
£ Application Layer Gateway Service Provides su... Manual Local Service
&, Application Management Processes in... Manual Local System
& AppX Deployment Service (AppXSVC) Provides inf... Manual Local System
&) ASP.NET State Service Provides su. Manual Network Service
&) AssignedAccessManager Service AssignedAc... Manual Local System
&) Auto Time Zone Updater Autematica... Disabled Local Service
& Background Intelligent Transfer Service Transfers fil.. Manual Local System
&} Background Tasks Infrastructure Service Windowsin.. Running  Automatic Local System
&} Base Filtering Engine The BaseFil.. Running  Automatic Local Service
1€ BES Client Facilitates u... Running  Automatic (.. Local System
&}: BitLocker Drive Encryption Service BDESVC hes.. Running  Manual (Trig... Local System
&}: BitLocker Management Client Service BitLlocker M... Running  Automatic (.. Local System
&]: Block Level Backup Engine Service The WBENG... Manual Local System
&} Blu Coat Unificd Agent Provides W.. Running  Automatic Local System
& Bluetooth Handsfree Service Enables wir.. Running  Manual (Trig... Local Service
& Bluetooth Support Service The Bluetoo... Running  Manual (Trig... Local Service
&} BranchCache This service .. Manual Netwark Service
& Capability Access Manager Service Provides fac... Manual Local System

16 Cettificate Propagation Copies user .. Running  Automatic Local System
1&}: Cisco AnyConnect Network Access Manager Establishes.. Running  Automstic Local System

Figure 205 - Certificate Name Change — Generic Service (cont.)

3. Search for HCL.iAutomate.GenericExecutor service and right-click on it.
4. Click on Properties.
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. Services (Local)
HCL.iAutomate.GenericBrecutor Marne . Description Status Startup Type Log OnAs
o t tic g
Stop the service :HCLifutomate.iParse Apachef24.. Running  Autormatic Start
Restart the service
CLifutomate.iRecammend Apachef24.. Running  Autormatic Stop
cHCLiAutomate.illnique Apachef24.. Running  Autormatic Pause
‘EhHCLiAutomate Listener Running  Autornatic Resume
{,‘E?;HCL.iAutumatE.RBACUmpUnent Running  Autornatic Plestart
{EhHCLiAutomate.ReleaseService Running  Autornatic
{,‘;?;Human Interface Device Service Activates an.. tanual (Trig... All Tasks 3
\C(:?;HVHUStSENiEE Provides an .. tanual (Trig... Refresh
&) Hyper-¥ Data Exchange Service Provides a .. tanual (Trig...
hyper-Y Guest Service Interface Provides an .. Manual (Trig... Properties
r"’-Hy[;uar-\;" Guest Shutdown Service Provides a .. Manual (Trig... Help
byper-Y Heartheat Service honitors th.. Manual (Trigo, = oo e
& Hyper-% PowerShell Direct Service Provides a .. Manual (Trig...  Local Syste..
byper-Y Rernote Desktop Virtualization Service Provides a p.. Manual (Trig...  Local Syste..
Hyper-¥ Time Synchronization Service Synchronize.., Manual (Trig... Local Service
byper-% Yolurmne Shadow Copy Requestor Coordinates.., Manual (Trig...  Local Syste..
EENE Admin Service Enables this.. Running  Automatic Local Syste..
4 IKE and AuthIP Psec Keving tadule The [KEEXT Running utormatic (... Local Seste

Figure 206 - Certificate Name Change — Generic Service (cont.)

5. Copy the value in Path to executable as shown in the image below.

HCL.i&utamate, GenericExecutor Properties (Local Computer) x

General LogOn  Recoverny Dependencies

Service name: HCL.isutomate. @ enenicE secutor
Digplay name: HCL.isutomate. @ enenicE secutor
Drezcription:

Fath to executable;

WHEL. idutomate. Genenic. Host. exe

Startup type: Autamatic i

Service statuz: Running
Stark Stop Fauze Fezume

“'ou can specify the start parameters that apply when vou start the service
fram hiere.

Cancel pply

Figure 207 - Certificate Name Change — Generic Service (cont.)

6. Open File Explorer and paste the copied path and press Enter to open the desired folder.
7. Search for HCL.iAutomate.Generic.Host.exe config file and open it in a Notepad.

Installation Guide
124



(2 HCLiAutornate, Generic.Host exe 85 291204 P COMFIG File TKEB

Figure 208- Certificate Name Change — Generic Service (cont.)
8. Within the HCL.iAutomate.Generic.Host.exe config file, find the key ‘CertificateName_KRS’ and change its value

with the new Certificate Name.

<add key="CertificateName KRS" value="HclTech.iautomate.Web" />

Figure 209 - Certificate Name Change — Generic Service (cont.)
9. If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the value will be
‘N’.

<add key="IsSelfSigned KRS" value="N" />

Figure 210 - Certificate Name Change — Generic Service (cont.)

10. Save the file for changes to be reflected.
11. Select HCL.iAutomate.GenericExecutor service and click Restart to restart the service.

. Services (Local)

HCL.iAutomate.GenericExecutor Marne Description Status Startup Type
Q;HCL.iAutomate.DC Running  Autamatic
Stop the service !

Apaches/24.. Running  Automatic

Restart the service HCLidutomate Entityhdodel

! utormate.GenericExecutor Running  Autamatic
ERHCLisutomate iParse Apachef24... Running  Autormatic
»Sé;HCL.iAutomate.iRecommend Apachef24... Running  Autormatic
Q;HCL.iAutomate.iUnique Apachef24... Running  Autormatic
»Sé;HCL.iAutomate.Listener Running  Autormatic
»Sé;HCL.iAutomate.RBAComponent Running  Autormatic
»Sé;HCL.iAutomate.ReIeaseSer\rice Running  Autormatic
Q;Human Interface Device Service Activates an.. tanual (Trig...

Figure 211- Certificate Name Change — Generic Service (cont.)

To make changes for the RBA component, please follow the below steps:

1. Press Win+R and type services.msc.
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= Run

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

| SEMVICES.MSC

> |

Cancel

H Browse... ‘

Figure 212 - Certificate Name Change — RBA Component

2. Click OK to open Windows Services.

. Services

File Action View Help

|

Ee=H

., Services (Local)

3. Search for HCL.iAutomate.RBAComponent service and right-click on it.

Apache2.4

Stop the service
Restart the service

Description:
Apache/2.4.23 (Win6d)
OpenssL/1.0.2h

Mame

{5 ActiveX Installer (AxinstSV)

16} Adobe Flash Player Update Service
& airtel. OUC

&} Alloyn Router Service

& App Readiness

& Application Host Helper Service

& Application Identity

& Application Information

& Application Layer Gateway Service

& Application Management

& AppX Deployment Service (AppXSVC)
£ ASP.NET State Service

&, AssignedAccessManager Service

& Auto Time Zone Updater

1} Background Intelligent Transfer Service
16} Background Tasks Infrastructure Service
16 Base Filtering Engine

16 BES Client

16 BitLocker Drive Encryption Service
16 BitLocker Management Client Service
&t Block Level Backup Engine Service
&% Blue Coat Unified Agent

&% Bluetooth Handsfree Service

& Bluetooth Support Service

& BranchCache

& Capability Access Manager Service
£}, Certificate Propagation

AnyConnect Network A

Description
Provides Us...
This service ...

Routes Alllo...

Provides ad...
Determines ...
Facilitates t...
Provides su

Processes in...
Provides inf...
Provides su..
AssignedAc..
Automatica...
Transfers fil..
Windows in...
The Base Fil...
Facilitates u...
BDESVC hos...
BitLocker M.
The WBENG...
Provides W..
Enables wir...
The Blugteo...
This service

Provides fac...
Copies user ..

Status

Running

Running

Running

Running
Running
Running
Running

Running
Running

Running
Running

Running

Statup Type  Log On As
Manual Local System
Manual Local System
Automatic Local System
Manual (Trig...  Local Service
tic

Manual Local System
Automatic Local System
Manual (Trig...  Local Service
Manual (Trig...  Local System
Manual Local Service
Manual Local System
Manual Local System
Manual Netwerk Service
Manual Local System
Disabled Local Service
Manual Local System
Automatic Local System
Automatic Local Service
Automatic (D... Local System
Manual (Trig...  Local System
Automatic (D... Local System
Manual Local System
Automatic Local System
Manual (Trig...  Local Service
Manual (Trig...  Local Service
Manual Netwerk Service
Manual Local System
Automatic Local System

Figure 213 - Certificate Name Change — RBA Component (cont.)

4. Click Properties.
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. Services (Local)

PHCL iAutomate REAComponent Running
(EEHCLidutomate. ReleaseService Start Running
EhHuman Interface Device Service Stop XTI
ELHW Host Service Pause an ..
{,;?;Hyper-‘u" Data Exchange Service Elosumiz -
-E.E?;Hyper—\-" Guest Service Interface Restart T
EhHyper-W Guest Shutdown Service -
£k Hyper-\ Heartheat Service Al Tasks * sth..
E:;Hyper-v PowverShell Direct Servic.e . Refresh -

Sk Hyper-W Rernote Desktop Wirtualizati PA P
Eh Hyper-y Time Synchronization Servii Properties nize...
\,E,;?;Hyper-\-"\fnlume Shadow Copy Requ Help ates..
ELIIS Admin Service this.. Running

HCL.iAutomate.RBAComponent Marne - Description
_ ERHCLibutomate,.DC

%;_Eﬁfh‘:';‘::jce ChHCLidutornate EntityModel Bpachef2d...
EEHCLAutomate GenericExecutar
-E.t-?‘;HCL.i.ﬂ.utomate.iParse Arachef24...
{,;?;HCL.iﬁlutomate.iRecnmmend Apachef24..

. -E;?;HCL.i.ﬂ.utomate.iUnique Arachef24...

CLHCLibutarnate Listener

Status

Running
Running
Running
Running
Running
Running
Running

Figure 214 - Certificate Name Change — RBA Component (cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.

HCL.i2utomate RBAComponent Properties (Local Computer)

General |LogOn Recovery Dependencies

Service name: HCL.iutomate. RBAComponent

Digplay name: HCL. isutomate. RBAComponent

Dezcription:

Fath to executable;

05 1204 A5l H ol RbaService. Component. Host exe

Startup type: Autamatic i

Service status: Running
Start Stop Fauze Reszume

“'ou can zpecify the start parameters that apply when vou start the service
fram here.

Cancel oy

Figure 215 - Certificate Name Change — RBA Component (cont.)

6. Open File Explorer, then paste the copied path and press Enter to open the desired folder.
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7. Search for HCL.RbaService.Component.Host.exe config file and open it in a Notepad.

{2 HclRbaService.Component.Host.exe 8552021204 P COMFIG File 4 KB

Figure 216 - Certificate Name Change — RBA Component (cont.)
8. Within the HCL.RbaService.Component.Host.exe config file, find the key ‘CertificateName_KRS’ and change its

value with the new Certificate Name.

<add key="CertificateName KRS" value="HclTech.iautomate.Web" />

Figure 217 - Certificate Name Change — RBA Component (cont.)
9. If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the value will be
‘N’.

<add key="IsSelfSigned KRS" value="N" />

Figure 218 - Certificate Name Change — RBA Component (cont.)

10. Save the file for changes to be reflected.
11. Select HCL.iAutomate.RBAComponent service and click Restart to restart the service.

. Services (Local)

HCL.iAutomate.RBAComponent Marme Description Satus Startup Type

. ».‘.‘é;HCL.iAutomate.DC Running  Autornatic
%;_!ﬁ:hs:;::jce ».‘.?;HCL.iAutomate.EntityModel Apachef24... Running  Automatic
LEHCLiAutamate, GenericExecutar Running  Autornatic
».‘.“é;HCL.iAutomate.iParse Apachef2A... Running  Automatic
-Sé;HCL.iAutomate.iRecommend Apachef24... Running  Automatic
Q;HCL.iAutomate.iUnique Apachef24... PRunning  Automatic
HCL.ifwutomate, Listener Running  Autornatic
Jtomate. mponent Running  Autornatic
LEHCLiAutamate ReleaseService Running  Autornatic

».‘.“é;Human Interface Device Service Activates an.., Manual (Trig..

-S};H\-" Huost Service Provides an .. Manual (Trig..

Figure 219 - Certificate Name Change — RBA Component (cont.)

To make changes for the Release Service, please follow the below steps:

1. Press Win+R and type services.msc.
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= Run

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

| SEMVICES.MSC

Cancel

H Browse... ‘

Figure 220 - Certificate Name Change — Release Service

2. Click OK to open Windows Services.

. Services

File Action View Help

e | T Bo=H

. Services (Local)

3 ]

Apache2.4

Stop the service
Restart the service

Description:
Apache/2.4.23 (Win6d)
OpenSSL/1.0.2h

Mame

& ActiveX Installer (AxdnstSV)

16}, Adobe Flash Player Update Service
&) airtel. OUC

&), Alloyn Router Service

&), App Readiness

&, Application Host Helper Service

&), Application Identity

&), Application Information

&), Application Layer Gateway Service
&), Application Management

£}, AppX Deployment Service (AppXSVC)
£, ASP.NET State Service

£}, AssignedAccessManager Service

£, Auto Time Zone Updater

1}, Background Intelligent Transfer Service
1, Background Tasks Infrastructure Service
16} Base Filtering Engine

16, BES Client

&)} BitLocker Drive Encryption Service
16, BitLocker Management Client Service
16, Block Level Backup Engine Service
&, Blue Coat Unified Agent

&), Bluetooth Handsfree Service

1€, Bluetooth Support Service

&), BranchCache

1€, Capability Access Manager Service
&}, Centificate Propagation

Description
Provides Us...
This service ...

Routes Alllo...

Provides ad...
Determines ...
Facilitates t...
Provides su...
Processes in...
Provides inf..
Provides su..
AssignedAc...
Automatica...
Transfers fil..
Windows in...
The Base Fil...
Facilitates u.
BDESVC hos...
BitLocker M...
The WBENG...
Provides W...
Enables wir...
The Bluetoo...
This service

Provides fac...
Copies user ..

Status

Running

Running

Running

Running
Running
Running
Running
Running

Running

Running
Running

Running

Startup Type  Log On As

Manual Local System
Manual Local System
Automatic Local System
Manual (Trig...  Local Service

Manual Local System
Automatic Local System
Manual (Trig...  Local Service
Manual (Trig...  Local System
Manual Local Service
Manual Local System
Manual Local System
Manual Network Service
Manual Local System
Disabled Local Service
Manual Local System
Automatic Local System
Automatic Local Service
Automatic (D... Local System
Manual (Trig...  Local System
Automatic (D... Local System
Manual Local System
Automatic Local System
Manual (Trig...  Local Service
Manual (Trig...  Local Service
Manual Network Service
Manual Local System
Automatic Local System

Figure 221 - Certificate Name Change — Release Service (cont.)

3. Search for HCL.iIAutomate.ReleaseService and right-click on it.

4. Click Properties.
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. Services (Local)

Stop the service
Restart the service

HCL.iAutomate.ReleaseService Marme

\Q;HCL.iAutomate.iParse
J,'é;HCL.iAutomate.iRecommend
\Q;HCL.iAutomate.iUnique
\Q;HCL.iAutomate.Listener
'.HCL.iAutomate.RBAComponent

LHurnan Interface Dewvice Service
J,'é;H\u" Huost Service

Q;Hyper-\u" Data Exchange Service
Q Hyper-4 Guest Service Interface
Q Hyper-4 Guest Shutdown Service

\Q;Hyper-\." Heartbeat Service

Q Hyper-4 PowerShell Direct Service

Q Hyper-4 Remote Desktop Virtualization Service
Q;Hyper-\u"Time Synchronization Service

Q Hyper-y Yolume Shadow Copy Requestor
\Q;IKE and &uthlP [Psec Keying Maodules
J,'é;lnteractive Services Detection

J,'é;lnternet Connection Sharing {(1C5)

J,'é;lP Helper

J,'é;lPsec Palicy Agent

Description

Apachef2.4.23 (Miingd) 0.
Apachef2.4.23 (Miingd) 0.
Apachef2.4.23 (Miingd) 0.

S ains t.
Stap = fort.,
Pause imta,
Resurne zfart..
Restart fmto .
f this ...

All Tasks P into
Refresh for co..
temt,

Properties AT
Help wsts .,
et (], W8

Provides network address ..,

Provides tunnel connectiv..,

Internet Protocol security ...

Status

Running
Running
Running
Running

Running

Running

Running

Figure 222 - Certificate Name Change — Release Service (cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.

HCL.iAutormate ReleaseService Properties (Local Computer)

General LogOn  Recovery Dependencies

Service name: HCL.isutomate. ReleaseService
Dizplay name: HCL.idutomate. ReleaseService
Description:

Path to executable:

== HCL.iutomate. R eleaze Host exe

Startup bpe: Autamatic

Semvice statuz:  Running

Start Stop Fauze Fezume

ou can gpecify the start parameters that apply when you start the service

fram here.

Cancel

Apply

6. Open File Explorer, then paste the copied path and press Enter to open the desired folder.

Figure 223 - Certificate Name Change — Release Service (cont.)

7. Search for HCL.iAutomate.Release.Host.exe config file and open it in a Notepad.
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Mj HCL.iAutomate.Release Host.exe 7/21/202012:08 PM - COMFIG File 2 KB

Figure 224 - Certificate Name Change — Release Service (cont.)
8. Within the HCL.iAutomate.Release.Host.exe config file, find the key ‘CertificateName_KRS’ and change its value

with the new Certificate Name.

<add key="CertificateName KRS" value="HclTech.iautomate.Web" />

Figure 225 - Certificate Name Change — Release Service (cont.)
9. If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the value will be
‘N’.

<add key="IsSelfSigned KRS" value="N" />

Figure 226 - Certificate Name Change — Release Service (cont.)

10. Save the file for changes to be reflected.
11. Select HCL.iAutomate.ReleaseService service and click Restart to restart the service.

. Services (Local)

HCLiAutomate.ReleaseService MNarne Description Status Startup Type
-\S'.'Q;HCL.iAutomate.DC Running  Automatic

%;_f;:fhs::;:jce GLHCLiAutomate, EntityModel Bpache/24.23 (Winé®) 0. Running  Automatic
‘ELHCLibutomate, GenericExecutor Running  Automatic
Q;HCL.lAutnmate.lParse Apache/2.4.23 (inbd) 0., Running  Automatic
-\S'.'Q;HCL.iAutomate.iRacommend Apache/24.23 (Winéd) 0. Running  Autormatic
{.;);HCL.iAutomate.iUnique Apache/24.23 (Win6d) 0., Running  Autornatic
-\S‘.‘};HCL.iAutomate.L\stener Running  Automatic

ibutomate. RBAComponent Running  Automatic
i vatic

& Human Interface Device Service Activates and maintains L., Manual {Trig...

{.");HVHostService Provides an interface for t., tanual (Trig...
-\,‘;');Hyper-\." Data Exchange Service Prowides a mechanism to .., Manual {Trig...
-{'.;);Hyperf\;" Guest Service Interface Provides an interface for t., tanual {Trig..,
Q;Hyper-\;" Guest Shutdown Service Prowvides a mechanism to .., Manual {Trig...
-&:);Hyper-\f Heartbeat Service Monitors the state of this .. tanual (Trig...
-Q;Hyper-\;" PowverShell Direct Service Prowides a mechanism to .., Manual {Trig...
(AT i Bavncbe Nacktan Uidtualizat Dooid oo ¥ LT

Figure 227 - Certificate Name Change — Release Service (cont.)

To change the configuration of AD Sync from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.
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= Run

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

| SEMVICES.MSC

> |

Cancel H Browse... ‘

Figure 228 - Certificate Name Change — AD Sync Service

2. Click OK to open Windows Services.

. Services

File Action View Help

N EEEN =

. Services (Local)
Apache2.4

Stop the service
Restart the service

Description:
Apache/2.4.23 (Win64)
OpenssL/1.02h

Mame

&), ActiveX Installer (AxdnstSV)
i, Adobe Flash Player Update Service
&) airtel. OUC

Alloyn Router Service

&), App Readiness

&, Application Host Helper Service
&, Application Identity

&, Application Information

&), Application Layer Gateway Service
&), Application Management

&), AppX Deployment Service (AppXSVC)

£, ASP.NET State Service
&), AssignedAccessManager Service
&), Aute Time Zone Updater

£}, Background Intelligent Transfer Service
£}, Background Tasks Infrastructure Service

1€}, Base Filtering Engine
£, BES Client
16} BitLocker Drive Encryption Service

16, BitLocker Management Client Service

1€, Block Level Backup Engine Service
1€, Blue Coat Unified Agent

16, Bluetooth Handsfree Service

1€, Bluetooth Support Service

&), BranchCache

1€, Capability Access Manager Service

Description
Provides Us...
This service ...

Routes Alllo..

Gets apps re...
Provides ad...
Determines ...
Facilitates t...
Provides su...
Processes in...
Provides inf...
Provides su...
AssignedAc...
Autematica...
Transfers fil..
Windows in...
The Base Fil..
Facilitates u...
BDESVC hos...
BitLocker M...
The WBENG...
Provides W...
Enables wir..
The Bluetoo...
This service ..

Provides fac...

Status Startup Type
Manual
Manual
Automatic

Manual (Trig...

Running Automatic
Manual
Running  Automatic

Manual (Trig...

Running  Manual (Trig..
Manual
Manual
Manual
Manual
Manual
Disabled
Manual

Running  Automatic

Running  Automatic

Running  Automatic (D...
Running  Manual (Trig...
Running  Automatic (D...

Manual
Running  Automatic

Running  Manual (Trig...
Running  Manual (Trig...

Manual

Manual

Log On As

Local System
Local System
Local System
Local Service

Local System
Local System
Local Service
Local System
Local Service
Local System
Local System
Network Service
Local System
Local Service
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local Service
Local Service
Network Service
Local System

Figure 229 - Certificate Name Change — AD Sync Service (cont.)

3. Search for HCL.iAutomate.ADSyncService and right-click on it.

4. Click Properties.

Description

HCL.iAutomate. ADSyncService

Stop the service
Restart the service

Description:
Service for ADSync

@ HCLiAutomate.DC

@ HCL.iAutomate. EmailService

&) HCLiAutomate.Entityhodel

5@, HCLiAutomate GenericExecutor

5@, HCLiAutomate.iParse

5@3 HCL.iAutomate.iRecommend

5@, HCL.iAutemate.ilUnique
5@, HCL.iAutomate, Listener
5@, HCLiAutomate.RBAComponent
5@, HCL.iAutomate. ReleaseService

5@, Human Interface Device Service
5@, HV Host Service

Service for ..
Service for E...
Apache/24....
Service far ..
Apache/24....
Apache/24....
Apache/2.4
Service for L.
Service for ..
Service for ..
Activates an...

Provides an ..

Status Startup Type L.

nning
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

Start
Stop
Pause
Resume

Restart
All Tasks

Refresh

Figure 230 - Certificate Name Change — AD Sync Service (cont.)
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5.

10.
11.

Copy the value mentioned in ‘Path to executable’ as shown in the image below.

HCL.iAutomate ADSyncService Properties (Local Computer) x
General  logOn  Recovery Dependencies

Service name: HCLiAutomate ADSyncService
Digplay name: HCLiAutomate ADSyncService

Description: ’Senrice for ADSync

Path to executable:
ADSync 20200721 120808375\ A0S

e HCL iAutomate. Service AD exe”

Startup type: Automatic o

Service status:  Running
Start Stop Pause Fesume

You can specify the startt parameters that apply when you start the service
from here.

Start parameters:

Figure 231 - Certificate Name Change — AD Sync Service (cont.)

Open File Explorer and paste the copied path and press Enter to open the desired folder.
Search for HCL.iAutomate.Service.AD.exe config file and open it in a Notepad.

¥ HCL.iAutomate.Service AD.exe.config 2/20/202012:19 PM XML Configuratio... 4KB

Figure 232 - Certificate Name Change — AD Sync Service (cont.)

Within the HCL.iAutomate.Service.AD.exe config file, find the key ‘CertificateName_KRS’ and change its value
with the new Certificate Name.

<add key="CertificateName KRS" value="HclTech.iautomate.Web" />

Figure 233 - Certificate Name Change — AD Sync Service (cont.)
If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the value will be
‘N’

<add key="IsSelfSigned KRS" value="N" />

Figure 234 - Certificate Name Change — AD Sync Service (cont.)

Save the file for changes to be reflected.
Select HCL.iAutomate.ADSyncService service and click Restart to restart the service.

Installation Guide

133



L.

HCLiAutomate.ADSyncService Marne

Stop the service
Restart the service

@ HCL.iAutomate.DC
% HCL.iAutomate.EmailService
£ HCLiAutomate.EntityModel

Description: -@ HCL.iAutomate, GenericExecutor

Service for ADSync

@ HCL.iAutomate.iParse

@ HCL.iAutomateiRecommend
@ HCL.iAutomate.illnique

@ HCL.iAutomate.Listener

@ HCL.iAutomate,RBAComponent
@ HCLiAutomate. ReleaseService

Description Status

Service for .. Running
Servicefor...  Running
Service for E..  Running
Apache/24.... Running
Service for..  Running
Apache/24.... Running
Apache/24.... Running
Apache/24.... Running
Service for L., Running
Service for .. Running

Servicefor..  Running

Startup Type
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic

Automatic

Figure 235 - Certificate Name Change — AD Sync Service (cont.)

To change the configuration of Email Service from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.

= Run

y Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | SEMVICES.MSC

> |

Cancel

H Browse... ‘

Figure 236 - Certificate Name Change — Email Service

2. Click OK to open Windows Services.
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. Services

File Action View

Help

e |FHEcE HE|

. Services (Local)

P B

Apache2.4

Stop the service
Restart the service

Description:
Apache/2.4.23 (Win64)
OpensSsL/1.0.2h

Figure 237 - Certificate Name Change

13

Mame

£}, ActiveX Installer (Adnstsv)

i}, Adobe Flash Player Update Service
&}, airtel. OUC

) Alllayn Router Service

&) App Readiness

&), Application Host Helper Service

&), Application Identity

&), Application Information

&), Application Layer Gateway Service
&), Application Management

&), AppX Deployment Service (AppXSYC)
£}, ASP.NET State Service

&), AssignedAccessManager Service

&), Auto Time Zone Updater

&), Background Intelligent Transfer Service
1€, Background Tasks Infrastructure Service
&}, Base Filtering Engine

£ BES Client

&}, BitLocker Drive Encrypticn Service
£}, BitLocker Management Client Service
£}, Block Level Backup Engine Service
£}, Blue Coat Unified Agent

&}, Bluetooth Handsfree Service

1€}, Bluetooth Support Service

&), BranchCache

16}, Capability Access Manager Service
16}, Certificate Propagation

Description

Provides Us...

This service ...

Routes All)

Gets apps re...

Provides ad...
Determines ..
Facilitatest...
Provides su...
Processes in...
Provides inf...
Provides su..
AssignedAc...
Autematica...
Transfers fil..
Windows in...
The Base Fil..
Facilitates u...
BDESVC hos...
BitLocker M.
The WBENG...
Provides W...
Enables wir..
The Blueto
This service ..
Provides fac...
Copies user ..

3. Search for HCL.iAutomate.EmailService and right-click on it.
4. Click Properties.

CSemices(ocal

MName

HCLiAutomate.EmailService

Stop the service

Festart the service

Description:

Service for EmailService
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5:9}, HCLiAutomate ADSyncService
‘&L HCLiAutomate.DC

Description

Service for ..

Service for

Status

nning

Running

Running

Running
Running
Running
Running
Running

Running

Running
Running

Running

Startup Type
Manual
Manual
Automatic
Manusl (Trig...

Manual
Automatic
Manual (Trig...
Manual (Trig...
Manual
Manual
Manual
Manual
Manual
Disabled
Manual
Automatic
Automatic
Automatic (D...
Manual (Trig...
Automatic (D...
Manual
Automatic
Manual (Trig...
Manual (Trig...
Manual
Manual
Automatic

Log On As

Local System
Local System
Local System
Local Service

Local System
Local System
Local Service
Local System
Local Service
Local System
Local System
Network Service
Local System
Local Service
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local Service
Local Service
Network Service
Local System
Local System

— Email Service (cont.)

Status Startup Type L.
Running  Automatic
Running  Automatic

‘€ HCLiAutomate EntityModel

5@, HCL.iAutomate.GenericExecutor
5@, HCLifutomate.iParse

5@, HCL.iAutomate.iRecommend
5@, HCLiAutomate.illnique

5@, HCLiAutomate.Listener

5@, HCL.iAutomate. RBAComponent
5@, HCL.iAutomate ReleaseService
5@, Hurnan Interface Device Service
5@3 HV Host Service

5@, Hyper-V Data Exchange Service

5@, Hyper-V Guest Service Interface

Apache/2.4....
Service for ...
Apache/2.4....
Apache/24....
Apache/2.4....
Service for L.
Service for ..
Service for ...
Activates an..
Provides an ...
Provides a...
Provides an ...

Running  Automal

Running  Automal

Running  Automal

Running  Automal

Running  Automal

Running  Automal

Running  Automal

Running  Automal

Manual |
Manual |
Manual |
Manual |

Start
Stop
Pause
Resume

Restart
All Tasks

Refresh

Figure 238 - Certificate Name Change — Email Service (cont.)
5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.
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10.
11.

HCL.iAutomate.Email5ervice Properties (Local Computer) x
General LogOn Recovery Dependencies

Service name: HCLifAutomate . Email Service

Digplay name: HCL iAutomate. Email Service

Description: Service for Email Service

Path to executable:
LB R R s R R HC L iAutomate . Email Service. Service . Host exe”

Startup type: Automatic w

Service status:  Running
Start Stop Pause Resume

You can specify the start parameters that apply when yvou star the service
from here.

Cancel Apply

Figure 239 - Certificate Name Change — Email Service (cont.)

Open File Explorer and paste the copied path and press Enter to open the desired folder.
Search for HCL.iAutomate.EmailService.Service.Host.exe config file and open it in a Notepad.

¥ HCL.iAutomate.EmailService Service.Host.exe,config 5/3/2020 11:49 AM XML Configuratio.., 3 KB

Figure 240 - Certificate Name Change — Email Service (cont.)

Within the HCL.iAutomate.EmailService.Service.Host.exe config file, find the key ‘CertificateName_KRS’ and
change its value with the new Certificate Name.

<add key="CertificateName KRS" value="HclTech.iautomate.Web" />

Figure 241 - Certificate Name Change — AD Sync Service (cont.)

If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the value will be
‘N’.

<add key="IsSelfSigned KRS" value="N" />

Figure 242 - Certificate Name Change — Email Service (cont.)

Save the file for changes to be reflected.
Select HCL.iAutomate.EmailService service and click Restart to restart the service.
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HCL.iAutomate.EmailService Name

Stop the service

-

{ELHCLiAutomate,DC
CLiAutomate.Email 5

Restart the service

Description:
Service for EmailService

@,}; HCL.iAutomate.iParse
5@, HCL.iAutomate.iRecemmend

(€} HCLiAutomate EntityModel
5@; HCL.iAutomate. GenericExecutor

Apachef2.4....
Service for ...

Apache/2.4....
Apache/24...

Description Status
Service for..  Running

Service for E.. Running

Startup Type

Automatic

Automatic

Running  Automatic
Running  Automatic
Running  Automatic

Running  Automatic

Figure 243 — Certificate Name Change — Email Service (cont.)

To change the configuration of DAG Service from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.

= Run

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | SEMVICES.MSC

> |

Cancel

| ‘ Browse...

Figure 244 - Certificate Name Change — DAG Service

2. Click OK to open Windows Services.

. Services

File Action View Help

e |mERz H=lvmnw

£, Services (Local)

Apache2.4 Name

& ActiveX Installer (AxdnstSV)

16} Adobe Flash Player Update Service
&) airtel. OUC

1} Alloyn Router Service

Stop the service
Restart the service

Description:
Apache/2.4.23 (Win64)

OpenssL/1.02h ) App Readiness

&), Application Host Helper Service

&), Application Identity

&), Application Information

&), Application Layer Gateway Service
&), Application Management

&), AppX Deployment Service (AppXSYC)
1E), ASP.NET State Service

&), AssignedAccessManager Service

&} Aute Time Zone Updater

&}, Background Intelligent Transfer Service
£}, Background Tasks Infrastructure Service
£}, Base Filtering Engine

£}, BES Client

1€}, BitLocker Drive Encryption Service
1€}, BitLocker Management Client Service
1€}, Block Level Backup Engine Service
i}, Blue Coat Unified Agent

16}, Bluetooth Handsfree Service

16}, Blustooth Support Service

&), BranchCache

16}, Capability Access Manager Service
&), Certificate Propagation

Figure 245 - Certificate Name Change — DAG Service (cont.)

Description
Provides Us...
This service ...

Routes Alllo,

Gets apps re...
Provides ad...
Determines ...
Facilitates t...
Provides su..
Processes in...
Provides inf...
Provides su...
AssignedAc...
Autematica...
Transfers fil..
Windows in...
The Base Fil..
Facilitates u...
BDESVC hos..
BitLocker M...
The WBENG...
Provides W...
Enables wir..
The Bluetoo...
This service ..
Provides fac...
Copies user ..

3. Search for HCL.iAutomate.DAGService and right-click on it.
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Status

Running

Running

Running

Running
Running
Running
Running
Running

Running

Running
Running

Running

Startup Type
Manual
Manual
Automatic

Manual (Trig...

Manual
Automatic

Manual (Trig...
Manual (Trig...

Manual
Manual
Manual
Manual
Manual
Disabled
Manual
Automatic
Automatic

Automatic (D...
Manual (Trig...
Automatic (D...

Manual
Automatic

Manual (Trig...
Manual (Trig...

Manual
Manual
Automatic

Log On As

Local System
Local System
Local System
Local Service

Local System
Local System
Local Service
Local System
Local Service
Local System
Local System
Network Service
Local System
Local Service
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local Service
Local Service
Network Service
Local System
Local System
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4. Click Properties.

-~
HCLiAutomate.DAGService MName
CLHCL.iAutomate ADSyncService

Stop the service
Restart the service

*# AHCL iAutomate,
CLHCLibutomate.DC
@}, HCL.ifutomate EmailService
Description: ) “CLHCL.ifutomate EntityMadel
Service for DAGService @3}, HCL.i&utomate GenericExecutc
@HCL.iAutomate.iParse
@5, HCL.i&utomate.iRecommend
“CLHCL ibutomate.iUnique
iﬁ, HCL.i&utomate Listener
ié}tHCL.iAutnmate.REACor‘npnnel
’-ék HCL.i&utomate ReleaseService
@Human Interface Device Servic

WICE

Figure 246 - Certificate Name Change — DAG Service (cont.)
5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.

Description

Start
Stop
Pause
Resume

Restart

All Tasks
Refresh
Properties

Help

HCL.i&utormate.DAGService Properties (Local Computer)

General LogOn FRecovery Dependencies

Service name: HCL.idutomate. DAGService

Display name: HCL.i&utomate. DAGService

Service for ...

Status

Running

Ing
ing
ing
ing
ing
ing
ing
ing
ing
ing
ing

Description: Service for DAGService

Path to executable:
L} |: L

\iutomate Components')

Startup type: ‘ Automatic

Service status:  Running

Start Stop Pause

Y'ou can specify the start parameters that apply when you start the service
fram here.

Resume

Startup Type

Automatic

Autormatic
Automatic
Automatic
Automatic
Automatic
Autamatic
Automatic
Automatic
Automatic
Automatic
Automatic

Manual (Trig...

Figure 247 - Certificate Name Change — DAG Service (cont.)

6. Open File Explorer and paste the copied path and press Enter to open the desired folder.

7. Search for HCL.DagService.Component.Host.exe config file and open it in a Notepad.
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[ ] HCL.DagService.Companent.Host.exe.config 10/10/2023 5:01 P CONFIG File 4KB
.-

Figure 248 - Certificate Name Change — DAG Service (cont.)

8. Within the HCL.DagService.Component.Host.exe config file, find the key ‘CertificateName_KRS’ and change its
value with the new Certificate Name.

<add key="CertificateName KRS" value="HclTech.iautomate.Web" />
e _______________________________________________________________

Figure 249 - Certificate Name Change — DAG Service (cont.)

9. If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the value will be
‘N’.

<add key="IsSelfSigned KRS" value="N" />
e=________________________________________________________

Figure 250 - Certificate Name Change — DAG Service (cont.)

10. Save the file for changes to be reflected.
11. Select HCL.iAutomate.DAGService service and click Restart to restart the service.

~

HCL.iAutomate.DAGService MName Description Status Startup Type
) ELHCLisutomate. AD SyncService Service for..  Running  Automnatic
;‘f;tga tr:‘:hsewlce, A ama ce for.. Running Automatic
resen e senvice ELHCLifutomate,.DC Service for.. Running  Automatic
’—Q,HCL.iAutomate.EmaiISeNice Service for B, Running  Autornatic
Desc_ription: ) &L HC L ifutomate EntityModel Apache/24... Running  Automatic
Service for DAGService p . .

HCL.isutamate, GenericExecutar Service for...  Runnin Autamatic

Figure 251 — Certificate Name Change — DAG Service (cont.)

To change the configuration of Assignation Service from HTTP to HTTPS, please follow the following steps:

1. Press Win+R and type services.msc.

=i Run >

=], Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: | SEMVICES.MSC v|

E 0K i| Cancel H Browse... ‘

Figure 252 - Certificate Name Change — Assignation Service

2. Click OK to open Windows Services.
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. Services

File Action View Help

ao|E Gz HEI>»mn®
. Services (Local)
Apache2.4 Name . Description  Status  StartupType  Log On As
. & ActiveX Installer (AxinstsV) Provides Us.. Manual Local System

:f—:’sf;::hs:’s‘gffu :Cc),Adoba Flash Player Update Service This service ... Manual Local System
&}, airtel. OUC Automatic Local System
& Allloyn Router Service Routes Alllo... Manual (Trig...  Local Service

Description: ! Running  Automatic Local

gz:g;ﬁiﬁ:"v‘"w &) App Readiness Gets apps re. Manual Local System
&, Application Host Helper Service Provides ad.. Running  Automatic Local System
&), Application Identity Determines ... Manual (Trig... Local Service
&, Application Information Facilitatest.. Running  Manual (Trig... ~Local System
&), Application Layer Gateway Service Provides su... Manual Local Service
&), Application Management Processes in... Manual Local System
&), AppX Deployment Service (AppXSVC) Provides inf... Manual Local System
£, ASP.NET State Service Provides su.. Manual Network Service
&), AssignedAccessManager Service AssignedAc... Manual Local System
&) Auto Time Zone Updater Autematica... Disabled Local Service
&) Background Intelligent Transfer Service Transfers fil.. Manual Local System
&) Background Tasks Infrastructure Service Windowsin.. Running  Automatic Local System
&), Base Filtering Engine TheBaseFil.. Running  Automatic Local Service
&, BES Client Facilitates u... Running  Automatic (D.. Local System
&} BitLocker Drive Encryption Service BDESVC hos... Running  Manual (Trig...  Local System
). BitLocker Management Client Service BitLocker M... Running  Automatic (D.. Local System
€} Block Level Backup Engine Service The WBENG... Manual Local System
1€}, Blu Coat Unified Agent Provides W.. Running  Automatic Local System
1€ Bluetooth Handsfree Service Enableswir.. Running Manual (Trig... Local Service
& Bluetooth Support Service The Bluetoo... Running  Manual (Trig... Local Service
&), BranchCache This service ... Manual Network Service
&), Capability Access Manager Senvice Provides fac... Manual Local System
16}, Certificate Propagation Copies user .. Running  Automatic Local System

Figure 253 - Certificate Name Change — Assignation Service (cont.)

3. Search for HCL.iAutomate.AssignationService and right-click on it.
4. Click Properties.

o

HCL.iAutomate.AssignationService  Mame Description Status Startup Type
5@,HCL.i.ﬂ.utomate.ADSyncSer... service for..,  Bunning  Automatic

fﬁh_!ﬂfhszgfjce A HCL iAutormate Assignatign. 2
LHHCLiAutomate, DAGSer, Start ing  Automatic
E:‘E::‘:,}f,HCL.i.-C\utamate.DC Stop ing  Sutormatic

Description: ] LHHCLisutarmate, Erail Ser Pavse ing  Automatic

Service for AssignationService -@,}, HCLiAutomate, Entityphd R ing  Sutormatic
LHHCLibutormate, Generick e ing  Automatic
E:“'-:?,}5,HCL.i.&utamate.iCra\nuler Restart ing  Sutormatic
CEHCLiAutamate iKnowle: All Tasks s ing  Automatic
E;“:-‘}5,HCL.i.='1“.L,lt0mate.iI<Cnmn.f|E| ing  Autormatic
LEHCLiAutamate.iKnawle: FEIHD ing Automatic
E;‘F:"};,HCL.i.='1“.L,lt0mate.iI<Cnmn.f|E| Properties ing  Autormatic

(ChHCLibutamate.iParse ing Automatic

Help

20k H Autornate (Beco

Figure 254 - Certificate Name Change — Assignation Service (cont.)

5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.
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HCLisdutormate.AssignationService Properties (Local Computer) it

General LogOn  Recowvery  Dependencies

Service name; HCL.itutomate gnationS ervice
Dizplay name: HCL.iutomate. Azsignations ervice

Description: Service for AzsignationS ervice

Path to executable:
"ESdutomateComponentstdesignationService_20241 226132437\ Assigne

Startup type: Automatic i

Semvice ztatuz:  Running
Start Stop Fausze R esume

Y'ou can zpecify the start parameters that apply when you start the service
fram here.

Cancel Aoy

Figure 255 - Certificate Name Change — Assignation Service (cont.)

Open File Explorer and paste the copied path and press Enter to open the desired folder.
7. Search for Assignation.Service.Host.exe config file and open it in a Notepad.

M:I Assighation.Service.Host.exe 192025 1:13 PR COMNFIG File 4 KE

Figure 256 - Certificate Name Change — Assignation Service (cont.)

8. Within the Assignation.Service.Host.exe config file, find the key ‘CertificateName_KRS’ and change its value with
the new Certificate Name.

<add key="CertificateName KRS" value="HclTech.iautomate.Web" />

Figure 257 - Certificate Name Change — Assignation Service (cont.)

9. If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the value will be ‘N’.

<add key="IsSelfSigned KRS" value="N" />

Figure 258 - Certificate Name Change — Assignation Service (cont.)

10. Save the file for changes to be reflected.
11. Select HCL.iAutomate.AssignationService service and click Restart to restart the service.
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HCL.iAutomate.AssignationService  MName Description Status Startup Type
E@HCL.i.ﬂ\utnr'r'uate.:ﬂ.DS}rr'u:Ser... Service for...  Running  Automatic

Stop the service
Restart the service

Figure 259 — Certificate Name Change — Assignation Service (cont.)

To make changes for iRecommend service, please follow the below steps:

1. Press Win+R and type services.msc.

= Run *

¥ Type the name of a program, folder, document, or Internet
=) 2 progrom. o1
resource, and Windows will open it for you.

Open: | SEMVICES.MSC v|

E QK ;| Cancel H Browse... ‘

Figure 260 - Certificate Name Change — iRecommend

2. Click OK to open Windows Services.

L Services
File Action View Help
e |m B H pmouw

£, Services (Local)

Apache2.4 Name - Description  Status  Statup Type  Log On As
& ActiveX Installer (AxinstSV) Provides Us. Manual Local System

Stop the senvce | € Adobe Flash Player Update Service This service .. Manual Local System

= & airtel. OUC Automatic Local System
&) Allloyn Router Service Routes Alllo Manual (Trig...  Local Service

Description:

g‘:;;’;’jiﬁgw'"w € App Readiness Gets apps re... Manual Local System
& Application Host Helper Service Provides ad.. Running  Automatic Local System
&} Application Identity Determines ... Manual (Trig...  Local Service
& Application Infermation Facilitates t..  Running  Manual (Trig...  Local System
& Application Layer Gateway Service Provides su... Manual Local Service
&, Application Management Processes in... Manual Local System
& AppX Deployment Service (AppXSVC) Provides inf... Manual Local System
&) ASP.NET State Service Provides su. Manual Network Service
&) AssignedAccessManager Service AssignedAc... Manual Local System
&) Auto Time Zone Updater Autematica... Disabled Local Service
& Background Intelligent Transfer Service Transfers fil.. Manual Local System
1€} Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
1&}: Base Filtering Engine The Base Fil.. Running  Automatic Local Service
6 BES Client Facilitates u... Running  Automatic (0. Local System
&} BitLocker Drive Encryption Service BDESVC hos... Running  Manual (Trig...  Local System
&}: BitLocker Management Client Service BitLlocker M... Running  Automatic (0. Local System
&]: Block Level Backup Engine Service The WBENG... Manual Local System
&} Blue Coat Unified Agent Provides W.. Running  Automatic Local System
&]: Bluctooth Handsfree Service Encbles wir.. Running  Manual (Trig... Local Service
& Bluctooth Support Service The Blueteo... Running  Manual (Trig... Local Service
& BranchCache This service ... Manual Metwork Service
&} Capability Access Manager Service Provides fac... Manual Local System
&}, Centificate Propagation Copies user .. Running  Automatic Local System

Figure 261 - Certificate Name Change — iRecommend (Cont.)

3. Search for HCL.iAutomate.Listener service and right-click on it.
4. Click on Properties.
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C Services

File  Action

View  Help

& F Bz HE »enw

Qﬂ Services (Local)

o

Stop the service

HCL.iAutomate.Listener

Restart the service

Marne D

ELHCLisutamate.DC

{SLHCLibutomate Entityhdadel &)
5@;HCL.i.-ﬂ\utomate.GenericExecutnr
@HCL.iAutDmate.iParse A

E:,":'}‘};HICL.i.='1‘~L,|tor'r1a‘ce.iF'uacor'mr'ﬂend
5:‘53';HCL.i.-'l\utorﬂate.iUnicp.Je
: tomate.Li Br

HCLiAutormate, RBACompons

Start
5@';HCL.iAutDmate.ReIeaseSer\.ﬂicn Stap
@};Human Interface Device Seri Pause
%HV Host Service
E ) Resurne
@Hyper—\-" Data Exchange Servic

Restart

@Hyper-\-" Guest Service Interfac
5QgHyper—‘u" Guest Shutdown Ser, Al Tasks 5
@%Hyper-\-" Heartheat Service

%Hyper—\-" Powvershell Direct Ser
@;’;Hyper—\f Remote Desktop Virt
@Hyper-\-"Time Synchronizatiol
@‘;’;Hyper—\f\mlume Shadow Cop

Refresh
Properties

Help

Figure 262 - Certificate Name Change — iRecommend (Cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.
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HCL.i&utamate.Listener Properties (Local Computer) x

General LogOn Recoverny Dependencies

Service name:

Digplay name:

Drezcription:

HCL.isutamate. Listener

HCL.isutamate. Listener

Fath to executable:;

Startup type:

AR R RN Rh Liztner_ 20730813 1348507 254 LiztneryHCL. idutomate

| Alkamatic

L

Service status:

Stark

Running

FPauze Fezume

“'ou can specify the start parameters that apply when vou start the service

from here.

Start parameters:

Figure 263 - Certificate Name Change — iRecommend (Cont.)
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10.
11.
12.
13.

14.
15.

Open File Explorer and paste the copied path and press Enter to open the desired folder.
Go to iRecommend folder. Locate irecommend.config file.
Open irecommend.config in a Notepad and search for below line.

Certificate Name = HclTech.iautomate.Web

Figure 264 - Certificate Name Change — iRecommend (Cont.)

Change Certificate_Name and the value from HclTech.iautomate.Web to the new Certificate name.

Save the file to implement the changes.

Go to iRecommend > config folder.

Locate entity.config file.

Open entity.config in a Notepad and search for below line.

Certificate Name = HclTech.iautomate.Web

Figure 265 - Certificate Name Change — iRecommend (Cont.)

Change Certificate_Name and the value from HclTech.iautomate.Web to the new Certificate name.

Save the file for changes to get reflected.

To make changes for iParse service, please follow the below steps:

1.

2.

Press Win+R and type services.msc.

I Run *

=/,

Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

pen: | SEMVICES.ITISC —

Cancel Browse...

Figure 266 - Certificate Name Change — iParse

Click OK to open Windows Services.
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. Services

File Action View Help

e T EE=H now
., Services (Local) o
Apache2.4 Name . Description  Statws  StatupType  Log OnAs
conth . & ActiveX Installer (AxinstsV) Provides Us... Manual Local System
Stop the service ;
P .@,Adoba Flash Player Update Service This senvice .. Manual Local System
& airtel. OUC Automatic Local System
€} Alllayn Router Service Routes Alllo... Manual (Trig.. Local Service
Description: Running tic
gz“;‘gﬁfﬁ}sw'"w & App Readiness Gets apps re Manual Local System
. {65 Application Host Helper Service Provides ad... Running  Automatic Local System
ppl p g y:
) Application Identity Determines . Manual (Trig...  Local Senvice
) Application Information Facilitatest..  Running  Manual (Trig... ~ Local System
) Application Layer Gateway Service Provides su. Manual Local Service
& Application Management Processes in... Manual Local System
5 AppX Deployment Service (AppXSVC) Provides inf... Manual Local System
QASP‘NH State Service Provides su... Manual Network Service
& AssignedAccessManager Service AssignedAc... Manual Local System
& Auto Time Zone Updater Automatica... Disabled Local Service
& Background Intelligent Transfer Service Transfers fil.. Manual Local System
€} Background Tasks Infrastructure Service Windowsin.. Running Automatic Local System
& Base Filtering Engine The BaseFil.. Running  Automatic Local Service
£ BES Client Facilitates u... Running  Automatic (D... Local System
1€ BitLocker Drive Encryption Service BDESVC hos... Running  Manual (Trig.. Local System
1€ BitLocker Management Client Service Bitlocker M... Running Automatic (D... Local System
1€ Block Level Backup Engine Service The WBENG... Manual Local System
) Blue Coat Unified Agent Provides W.. Running Automatic  Local System
) Bluetooth Handsfree Service Enables wir.. Running  Manual (Trig... ~Local Service
) Bluetooth Support Service The Bluetoo... Running  Manual (Trig... Local Service
8 BranchCache This senvice.. Manual Network Senvice
}; Capability Access Manager Service Provides fac... Manual Local System
£}, Certificate Propagation Copies user .. Running  Automatic Local System
O o AnvConnect Network Access Managel stablishe Runnina Automa 0c3 stem
Figure 267 - Certificate Name Change — iParse (Cont.)
3. Search for HCL.iAutomate.Listener service and right-click on it.
4. Click on Properties.
O Services
File  Action View Help
Y EEN ST
i -
L0 Services (Local) O
. -
HCL.iAutomate.Listener Marne
EEHCLiAutomate.DC
Stop the service E . .
- '@HCLJAutomate.Entl todel
Restart the service : ) ty.
@HCL.|.='3\ut0mate.GenerlcExecutor
@ HCL.i&utormate.iParse
E@HCL.i.ﬂ\utomate.iF‘uacommend
@HCL.iAutomate.iUnique
HCL.i&utarmate.L
@HCL.iAutDmate.RBACDmpone Start
@HCL.|Aut0mate.Re|easeSemc: Stop
EhHurman Interface Device Servis
'@ Pause
@ HW Host Service
: ) Resurne
@Hyper-‘u’ Data Exchange Servic
E . Restart
@ Hyper-¥ Guest Service Interfac
E@H},ﬂper—‘«f Guest Shutdown Ser. Al Tasks
@ Hyper-W Heartheat Service
§ ’ Refresh
@ Hyper-Y PowerShell Direct Ser
{6k Hyper-¥ Remote Desktop Wirt Froperties
@ Hyper-¥ Tirne Synchronization
i€} Hyper-V Yalurne Shadow Cop Help

5. Copy the value mentioned in Path to executable as shown in the image below.
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10. Change Certificate_Name and the value from HclTech.iautomate.Web to the new Certificate name.

HCL.i&utamate.Listener Properties (Local Computer)

Gereral LogOn Recovery Dependencies

Service name: HCL.isutamate. Listener
Digplay name: HCL.isutamate. Listener
Drezcription:

Fath to executable:;
IR P NN AP NN istrner_ 207090819 _1948507 25  Listner\HCL idutomate

Startup type: Automatic i

Service statuz: Running
Start Stop FPauze Fesume

“'ou can specify the start parameters that apply when vou start the service
fram hiere.

Figure 269 - Certificate Name Change — iParse (Cont.)

Open File Explorer and paste the copied path and press Enter to open the desired folder.
Go to \iParse\IParse\iparse\config folder.

Locate parse_config.config file.

Open parse_config.config in a Notepad and search for below line.

Certificate Name = HclTech.iautomate.Web

Figure 270 - Certificate Name Change — iParse (Cont.)

11. Save the file to implement the changes.

To make changes for iScrape service, please follow the below steps:

P wnN e

5. Change Certificate_Name and value from HclTech.iautomate.Web to the new Certificate name.

Go to the folder where user has installed knowledge components.
Go to \iScript\IScript\iScript\config folder.

Locate iScrape.cfg file.

Open iScrape.cfg in a Notepad and search for below line.

Certificate Name = HclTech.iautomate.Web

Figure 271 - Certificate Name Change — iScrape

6. Save the file to implement the changes.
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To make changes for iUnique service, please follow the below steps:

1. Press Win+R and type services.msc.

= Run

@' Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | SEMVICES.MSC

> |

Cancel

| ‘ Browse...

Figure 272 - Certificate Name Change — iUnique

2. Click OK to open Windows Services.

i Services

File Action View Help

i Sevices (Local) || <)
Apache2.4 Name
& ActiveX Installer (AxinstSV)
Stop the service

16 Adobe Flash Player Update Service
& airtel. OUC
& Allloyn Router Service

Restart the service

Description:
Apache/2.4.23 (Win6d)

OpenSSL/1.0.2h 16 App Readiness

& Application Host Helper Service

& Application Identity

& Application Information

£ Application Layer Gateway Service
&, Application Management

1, AppX Deployment Service (AppXSVC)
{5 ASP.NET State Service

& AssignedAccessManager Service

16 Auto Time Zone Updater

16} Background Intelligent Transfer Service
16} Background Tasks Infrastructure Service
161 Base Filtering Engine

161 BES Client

16 BitLocker Drive Encryption Service
16 BitLocker Management Client Service
&t Block Level Backup Engine Service
&% Blue Coat Unified Agent

&% Bluetooth Handsfree Service

& Bluetooth Support Service

& BranchCache

&% Capability Access Manager Service
& Certificate Propagation

i o bAn fa

Description
Provides Us..

This service ...

Routes AllJ

Gets apps re..
Provides ad...
Determines ...
Facilitates t...
Provides su..
Processes in...
Provides inf...
Provides su.
AssignedAc...
Automatica...
Transfers fil..
Windows in...
The Base Fil...
Facilitates u...
BDESVC hos...
BitLocker M.
The WBENG...
Provides W...
Enables wir...
The Bluete

This service ..
Provides fac...

Copies user ..

Status

unning
Running

Running

Running
Running
Running
Running

Running

Running
Running
Running

Running

Startup Type
Manual
Manual
Automatic

Manual (Tri

Manual
Automatic
Manual (Trig...
Manual (Trig..
Manual
Manual
Manual
Manual
Manual
Disabled
Manual
Automatic
Automatic

Automatic (D...

Manual (Trig...

Automatic (D...

Manual
Automatic
Manual (Trig...
Manual (Trig...
Manual
Manual
Automatic

Figure 273 - Certificate Name Change — iUnique

3. Search for HCL.iAutomate.Listener service and right-click on it.

4. Click on Properties.
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Log On As
Local System
Local System
Local System
Local Service

Local System
Local System
Local Service
Local System
Local Service
Local System
Local System
Netwaork Service
Local System
Local Service
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local Service
Local Service
Netwerk Service
Local System
Local System
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5 Services

File  Action

Wiew  Help

| FE6= HE venw

Qﬁ Services (Local)

o

Stop the service

HCL.iAutomate.Listener

Restart the service

Marne D
ELHCL isutomate.DC

CLHCLisutomate. Entitytadel &)
5@;HCL.i.ﬂ.utomate.GenericExecut-:-r
@HCL.iAutDmate.iParse A
@};HCL.iﬁlutomate.iRecommend
53’}:;’;HCL.i.-ﬂ.utorﬂate.iUnique

tormate.L Br

HCLiAutormate, RBACompaons Start
5.,“‘73“:;&HCL.i.-ﬂ.utor'rmte.F‘uaIeasaner\.ficn Stap
@Human Interface Device Servii Pause
@};HV Host Service
: ) Resurne
@Hyper—\-" Data Exchange Servic

Restart

@Hyper-\-" Guest Service Interfa
E:OQ;H}-'[DEV-V Guest Shutdouwn Ser Al Tasks 5
@H}-’per-\u‘l Heartbeat Service
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@;};Hyper—\f Rernote Desktop Yirts Properties
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Figure 274 - Certificate Name Change — iUnique

5. Copy the value in ‘Path to executable’ as shown in the image below.
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HCL.i&utamate.Listener Properties (Local Computer) x

General LogOn Recoverny Dependencies

Service name:

Digplay name:

Drezcription:

HCL.isutamate. Listener

HCL.isutamate. Listener

Fath to executable:;

Startup type:

AR R RN Rh Liztner_ 20730813 1348507 254 LiztneryHCL. idutomate

| Alkamatic

L

Service status:

Stark

Running

FPauze Fezume

“'ou can specify the start parameters that apply when vou start the service

from here.

Start parameters:

Figure 275 - Certificate Name Change — iUnique
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10.
11.

Open File Explorer, then paste the copied path and press Enter to open the desired folder.
Go to \iUnique\lUnique\iUnique_final\config folder.

Locate iUnique.cfg file.

Open iUnique.cfg in Notepad and search for below line.

Certificate_Name = HclTech.iautomate.Web

Figure 276 - Certificate Name Change — iUnique

Change Certificate_Name and the value from HclTech.iAutomate.Web to the new Certificate Name.
Save the file to implement the changes.

To make changes for Knowledge service, please follow the below steps:

el A

XN oW

10.
11.
12.
13.
14,

15.
16.
17.
18.
19.
20.

Go to the folder where user has installed knowledge components.

Go to \KnowledgeRating\KnowledgeRating\iKnowledge_Rating folder.
Locate rating.cfg file.

Open rating.cfg in a Notepad and search for below line.

Certificate Name = HclTech.iautomate.Web

Figure 277 - Certificate Name Change — Knowledge

Change Certificate_Name and the value from HclTech.iautoate.web to the new Certificate name.
Save the file for changes to get reflected.

Go to the folder where user has installed knowledge components.

Go to \ AdvanceKnowledge\Crawler\crawler_v5\config folder. Locate icrawler.cfg file.

Open indexer.cfg in a Notepad and search for below line.

Certificate Name = HclTech.iautomate.Web

Figure 278 - Certificate Name Change — Knowledge (Cont.)

Change Certificate_Name and their value from HclTech.iautomate.web to the new Certificate name.
Save the file for changes to get reflected.

Go to the folder where user has installed knowledge components.

Go to \ AdvanceKnowledge\iKnowledge_Indexer folder. Locate indexer.cfg file.

Open indexer.cfg in a Notepad and search for below line.

Certificate Name = HclTech.iautomate.Web

Figure 279 - Certificate Name Change — Knowledge (Cont.)

Change Certificate_Name and their value from HclTech.iautomate.Web to the new Certificate name.
Save the file for changes to get reflected.

Go to the folder where user has installed knowledge components.

Go to AdvanceKnowledge\iKknowledge_Screen folder.

Locate iKnowledge_Screen.cfg file.

Open iKnowledge_Screen.cfg in a Notepad and search for below line.
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Certificate Name = HclTech.iautomate.Web

Figure 280 - Certificate Name Change — Knowledge (Cont.)

21. Change Certificate_Name and the value from HclTech.iautomate.Web to the new Certificate name.
22. Save the file for changes to get reflected.

23. Go to the folder where user has installed knowledge components.

24. Go to \AdvanceKnowledge\iKnowledge_Search folder.

25. Locate iKnowledge_Search file.

26. Open iKnowledge_Search in a Notepad and search for below line.

Certificate Name = HclTech.iautomate.Web

Figure 281 - Certificate Name Change — Knowledge (Cont.)

27. Change Certificate_Name and the value from HclTech.iautomate.Web to the new Certificate name.
28. Save the file for changes to get reflected.

29. Go to the folder where user has installed knowledge components.

30. Go to iKnowledge\iknowledge\knowledge_v4 folder.

31. Locate iKnowledge.cfg file.

32. Open iKnowledge.cfg in a Notepad and search for below line.

Certificate_Name = HclTech.iautomate.Web

Figure 282 - Certificate Name Change — Knowledge (Cont.)

33. Change Certificate_Name and the value from HclTech.iautomate.Web to the new Certificate name.
34. Save the file to implement the changes.

This section describes configuration changes required for the components in case ssl certificate is other than
HclTech.iautomate.App.

Follow all steps mentioned in section “change name of certificate used to connect KRS” with below changes:

Search for key “CertificateName_Service” instead ‘CertificateName_KRS’.

Search for key ‘IsSelfSigned_Service’ instead ‘IsSelfSigned_KRS'.

For below components:

Base User Interface, Listener, Data Collector, Generic Service, RBA Component, Release Service, Email Service, Ad Sync
For BASEUI and Listener follow below steps:

Search for “<dns value="HclTech.iautomate.App" />” in web.config and change with New Certificate.

3.6.3 Configuration Changes — Certificate Name Change for PEM/CRT/KEY Certificates
If the Certificate that is used for connecting the REST API hosted by Apache gets changed (PEM/CRT/KEY), user needs to

change some parameters (params) in the httpd.conf file in apache directory: /Apache24/conf/httpd.conf.

The parameters define the path of the certificates that are used along with certificate names.
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For instance, suppose the certificate changes from server.crt to serverl.crt then, by default, they are set to default
location as “C:/Program Files/certificate/server.crt”, which needs to be changed to new file name of certificates as

“C:/Program Files/certificate/serverl.crt”.

P
SSLCertificateFile "C:/Program Files/certificate/server.crt®
SSLCertificateKeyFile "C:/Program Files/certificate/sexrver. key"
SSLCACertificateFile "C:/Program Files/certificate/ca.pem"
SSLVerifyClient require

SSLVerifyDepth 10

Figure 283 - Certificate Name Change (PEM / CRT / Key Certificate)

3.6.4 Load Balancer Configuration

This section describes the steps for making the required configurational changes if, iAutomate is installed in High

Availability mode.

To make the configuration changes, please follow the below steps:

1. Press Win+R and type services.msc.
2. Click OK to open lIS.

= Run *

@ Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

Open: | TR 7]

Figure 284 - Load Balancer Configuration

3. Expand Sites under Connections and click HCLiAutomateBaseUI.

----- W5 Start Page

v..ﬂim

Q Application Pools

v .[&] Sites
> 0 HCLi&utomateBasell
5 @ HCLidutomateKRS
v @ HCLidutomateWEBAP|
5 1 bin
> 7 Log

Figure 285 - Load Balancer Configuration (cont.)

4. Click on Bindings in the Edit Site section.
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File  View Help

I

H; Start Page ¥ -
Filter: v W Go - \g ShowAll | Group by:
v Go - () Show A p by: A
plication Pools ASP.NET A A
v (@] Sites 0 r @ -
. (= 'y =
> € HCLiAutomateBaselll s \V/ Q E1
> @ HCLiAutomatekRS NET NET NET Error NET NET Profile
v €@ HCLiAutomateWEBAP| Authorizat... Compilation Pages Globalization
> -8 bin 12 7 ¢ 1
i ® 9 & B
NETRoles  .NET Trust .NET Users Application Connection
Levels Settings Strings
v 5 @ & &
Machine Key Pages an: Providers  Session State SMTP E-mail
Controls
s ~
K2 5 = 61 \@
2 3 &
ASP Authentic.. Authorizat... Cal Compression
Rules
e — - s v

Q HCLiAutomateBaseUl Home

2 Explore
Edit Permissions...

Edit Site

@ Basic Settings...

View Applications
View Virtual Directories
Manage Website
2 Restart
P Start
| Sop
Browse Website
[& Browse *:80 (http)
Advanced Settings...
Configure
Failed Request Tracing...
Limits...
HSTS..
Add FTP Publishing...

[ FstrssView & Content View

o Help

Figure 286 - Load Balancer Configuration (cont.)

ﬂ Explore

Edit Perrnizsions...

Edit Site
Bindings...

Basic Settings..
Wiew Applications
Wiew Virtual Directaries

Manage Website

‘;‘, Restart

P Start

B Stop
Browse Website

[ Browse *:8080 (hitp)
Advanced Settings...

@

. Site Bindings T X
0 HCLiAutom ate s
iler | [pe Hostiame Port 1P Address Binding Informa.. | .|
— | | htip aoe0 *
= $
4
MNET NET N
Authorizat., Compilation
Machine Key  Pagesand P
Contrals
s
2 R
AP Authentic..
— Close
.BE o Lo =
Logging  MIME Types  Modules Qutput Request S5 Settings
Caching Filtering
Management ~
Configurat..

Editor

Configure
Lirnits...

@ Help

5. Ensure that the value of Port mentioned is same as configured in Load Balancer. If that is not the case, click Edit

to change the Port value.

Figure 287 - Load Balancer Configuration (cont.)

6. Right-click on HCLiAutomateBaseUl and click Explore.
7. Find Web.config file and open it in a Notepad.

' Web.config I

Figure 288 - Load Balancer Configuration (cont.)

8. Within the Web.config file, search for the key ‘URL’ and replace the ‘<ip>:<portnumber>’ with the Load balancer

IP and Web API Port.
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|

.

'—/

Figure 289 - Load Balancer Configuration (c

<add key="URL" value="http://. /KeyManagement .sve"

ont.)

9. Save the file to implement the changes.
10. Select the service and click Restart to restart the services.
11. Expand Sites in Connections section and click HCLiAutomateWEBAPI.

- W5 Start Page

) Application Pools

v -[&] Sites
. € HCLidutormateBasell
5 & HCLidutomateKRS
v @ HCLidutomateWEBAPI
> -[7] bin
> [ Log

Figure 290 - Load Balancer Configuration (cont.)

Eile  View Help
(Comections D —
@28 0
J z;artpage Filter: + W Go - G ShowAll | Group by:
< Application Pools ASP.NET ~
v (@) Sites

> @ HCLiAutomateBaseUl
> @ HCLiAutomatekRS
> @ HCLiAutomateWEBAPI

>

2 £ @ ©

NET NET NET Error NET NET Profile
Authorizat.. Compilation Pages Globalization

© @ @ B B

.NET Roles £T {NET Users  Application Connection

JNET Trust

Levels Settings Strings
Machine Key Pages and

Providers ~ Session State SMTP E-mail

R & &

s

£ R 4 @ g

2 5 =

ASP Authentic.. Authorizat... c6l Compression
Rules

] — — =

B Explore
Edit Permissions...

Edit Site

& Basic Settings...

View Applications
View Virtual Directories

Manage Website
o Restart
P Start
| Sop
Browse Website
@] Browse *:8080 (http)

Advanced Settings..

Configure

Failed Request Tracing...
Limits...

HSTS...

Add FTP Publishing...

a~

[ Festures View 2 Content Viw

Ready

@ Hep

Pg

Figure 291 - Load Balancer Configuration (cont.)

12. Right-click on HCLiAutomateWEBAPI and click Explore.
13. Find Web.config file and open it in a Notepad.

¥ Web.config h

Figure 292 - Load Balancer Configuration (cont.)

14. Within the Web.config file, search for the key ‘URL’ and replace the ‘<ip>:<portnumber>’ with the Load balancer

IP and Web API Port.
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<add key="URL" value="http://. /KeyManagement .sve" />
e —

Figure 293 - Load Balancer Configuration (cont.)

15. Save the file to implement the changes.
16. Select the service and click Restart to restart the services.
17. Press Win+R and type services.msc.

=i Run >

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | SEMVICES.MSC v|

Figure 294 - Load Balancer Configuration (cont.)
18. Click OK to open Windows Services.

. Services

File Action View Help

| EHELCEH now
", Services (Local)
Apache2.4 Name . Description  Status  Startup Type  Log OnAs
& ActiveX Installer (AxinstSV) Provides Us... Manual Local System
Slepiheservice €4 Adobe Flash Player Update Service This service .. Manual Local System
Automatic Local System
Routes Alllo Local Service
Description: Running
gﬁlﬂ:ﬁiﬁrsw in64) & App Readiness Gets apps re.. Manual Local System
&} Application Host Helper Service Provides ad.. Running  Autematic Local System
&} Application Identity Determines ... Manual (Trig...  Local Service
&} Application Infermation Facilitatest..  Running  Manual (Trig...  Local System
& Application Layer Gateway Service Provides su. Manual Local Service
& Application Management Processes in... Manual Local System
&) AppX Deployment Service (AppXSVC) Provides int... Manual Local System
(€], ASP.NET State Service Provides su. Manual Netwerk Service
& AssignedAccessManager Service AssignedAc... Manual Local System
& Auto Time Zone Updater Automatica... Disabled Local Service
& Background Intelligent Transfer Service Transfers fil.. Manual Local System
& Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
1€} Base Filtering Engine The Base Fil.. Running  Automatic Local Service
1€ BES Client Facilitates u... Running  Automatic (... Local System
&} BitLocker Drive Encryption Service BDESYC hos... Running  Manual (Trig.. Local System
&} BitLocker Management Client Service Bitlocker M... Running  Automatic (... Local System
&} Block Level Backup Engine Service The WBENG... Manual Local System
&]: Blue Coat Unified Agent Provides W.. Running  Autematic Local System
&} Bluetooth Handsfree Service Enables wir.. Running  Manual (Trig... Local Service
& Bluetooth Suppert Service The Bluetee... Running  Manual (Trig... Local Service
& BranchCache This service ... Manual Metwork Service
&} Capability Access Manager Service Provides fac... Manual Local System
£}, Certificate Propagation Copies user ... Running  Automatic Local System
& Cisco AnyConnect Network Access Manager Establishes.. Running  Automatic Local System
Py A e e . e .. s

Figure 295 - Load Balancer Configuration (cont.)

19. Search for HCL.iAutomate.Listener service and right-click on it.
20. Click Properties.
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£k Services

File
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Figure 296 - Load Balancer Configuration (cont.)

21. Copy the value mentioned in Path to executable as shown in the image below.
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HCL.i&utomate Listener Properties (Local Computer)

General |ogOn Recovery Dependencies

Service name: HCL. isutomate. Listener
Digplay name: HCL. isutomate. Listener
Dezcription:

Fath to executable;

o o sty = WEA TR H CL. ibtomate, Listner. Service. Host exe

Startup type: Autamatic i

Service statuz:  Running
Start Stop Fauze Rezume

“Y'ou can zpecify the start parameters that apply when vou start the service
fram here.

| (] | Cancel Apply

Figure 297 - Load Balancer Configuration (cont.)

22. Open File Explorer, then paste the copied path and press Enter to open the desired folder.

23. Search for HCL.iAutomate.Listner.Service.Host config file and open it in a Notepad.

(& HCL.ifutornate Listner, Service Host exe 8112019 245 Pha COMFIG File

Figure 298 - Load Balancer Configuration (cont.)

2KB

24. Within the HCL.iAutomate.Listner.Service.Host config file, search for the key ‘URL’ and replace the
‘<ip>:<portnumber>’ with the Load balancer IP and Web API Port.

<add ke§="URL" value="http://

Figure 299 - Load Balancer Configuration (cont.)

25. Save the file to implement the changes.

26. Select the service and click Restart to restart the services.

Repeat the steps mentioned above on all the load balanced servers.

27. Login to iAutomate using the Super Admin credentials.

28. Roll-over Environment and click iAutomate Configuration.

-H' />_

29. Select Component Name as ‘Web API’. Change the Load Balancer URL to the Load Balancer IP.
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Component Name * Load Balancer URL *

Web API v

https:// Test Connection

Figure 300 - Load Balancer Configuration (cont.)

30. Click Update to save the changes.
31. Above step must be repeated for all the components. Additionally, for the Component Name ‘iRecommend’,
provide the path of the shared drive location in the ‘iIRecommend Model Location’ field.

Component Name * Load Balancer URL *

https:// Test Connection

iRecommend

<

iRecommend Model Location*

C:\Newlnstaller\iRecommend_20240514_132807\\iRecomme

Threshold*

.60

Figure 301 - Load Balancer Configuration (cont.)

32. Click Update to save the changes.
33. Additionally, for the Component Name Entity Model, provide the path of the shared drive location in the
EntityModel Model Location field.

Component Name * Load Balancer URL *

EntityModel v https:// Test Connection

EntityModel Model Location*

C:\Newlnstallen\iRecommend_20240514_132807\\iRecomme!

Figure 302 - Load Balancer Configuration (cont.)

34. Click Update to save the changes.
35. Additionally, for the Component Name given as Crawler, provide the path of the shared drive location in the
Data Directory Location field.
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Component Name * Load Balancer URL *

Crawler v https:/<ip>:<port> Test Connection

Data Directory Location*

C:\Apache24\iKnowledge_Default

Figure 303 - Load Balancer Configuration (cont.)

36. Click Update to save the changes.

3.6.5 Configuration Changes — Access iAutomate without Certificate (Type — PFX)

This section describes the steps for making the required configurational changes to enable access to iAutomate when PFX

certificate is not available.

To make the configuration changes, please follow the below steps:

3.6.5.1 Without Certificate used to connect KRS

1. When no certificate is present in Personal and Trusted folder, following error will occur while loading the KRS

wsdl (<IP address:port>/KRS/KeyManagement.svc )

& > C @ localhostBOBO/KRS/KeyManagement.sve * O

Server Error in '/KRS' Application.

Cannot find the X.509 certificate using the following search criteria: StoreName 'TrustedPeople’, StoreLocation ‘LocalMachine’, FindType
‘FindBySubjectName', FindValue 'HCL.iAutomate’.

the currert web request. Ple: the stack trace for more i the error and where i orignated in the code.

Details:

Source Error:

Cannot find the X StoreName , StoreLocation LocalMachine’, FindType FindBySubjectiName', FindValue 'HCL iutomate'.

B whandled exception was generated uring the execution of the current web request. Infomavion Tegarding the origin and location of the exception can be identified using the exception stack trace brlom

Stack Trace:

[InvalidOperationException: Cannot find the X.589 certificate using the following search criteria: StoreName ‘TrustedPeople®, StorelLocation ‘LocalMachine®, FindType ‘||

System.

System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.

ServiceModel

ServiceModel
ServiceModel
ServiceModel
ServiceModel
ServiceModel
ServiceModel
ServiceModel
ServiceModel

ServiceModel .
ServiceModel ..
ServiceModel .
.HostingManager .CreateService (String normalizedVirtualPath, EventTraceActivity eventTraceActivity) +1724
.HostingManager . ActivateService (ServiceActivationInfo serviceActivationInfo, EventTraceActivity eventTraceActivity) +65
.HostingManager .EnsureServiceAvailable(String normalizedvirtualPath, EventTraceActlvity eventTraceActivity) +731

ServiceModel
ServiceModel
ServiceModel

.Security.SecurityUtils.GetCertificateFramStoreCore (StoreName storeName, Storelocation storelocation, X5@9FindType findType, Object findValue, Ei
ServiceModel ..
.Security.X5@9CertificateReciplentServiceCredential.SetCertificate(Storelocation storelocation, StoreName storeName, X5@9FindType findType, Objed
.Configuration.X5@9RecipientCertificateServiceElement. ApplyConfiguration (X509CertificateRecipientServiceCredential cert) +276
-Configuration.ServiceCredentialsElement . ApplyConfiguration(ServiceCredentials behavior) +362

.Configurati
.Description.Configloader. LoadBehaviors (ServiceModelExtensionCollectionElement” 1 behaviorElement, KeyedByTypeCollection' 1 behaviors, Boolean cam|
.Description.Configloader. LoadServiceDescription(ServiceHostBase host, ServiceDescription description, ServiceElement serviceElement, Action' 1 aq
.ServiceHostBase. LoadConfigurationSectionInternal (Configloader configloader, ServiceDescription description, ServiceElement serviceSection) +99

Security.SecurityUtils.GetCertificateFramStore(StoreName storeName, Storelocation storelocation, X5@9FindType findType, Object findValue, Endpo!

ServiceCredentialsElement.CreateBehavior() +175

.ServiceHostBase. ApplyConfiguration() +25
ServiceHostBase.InitializeDescription (UriS 1lection ) +203
ServiceHost. .ctor (Type serviceType, Uri[] baseAddresses) +153

Activation.ServiceHostFactory.CreateServiceHost (Type serviceType, Uri[] baseAddresses) +42

Figure 304 - Configuration Changes — Access iAutomate without Certificate
(Type — PFX)

2. Goto <iAutomate Installer path>.
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Name . Date modified Type Size
ADSync 20230410_213331 4/10/2023 923 PM File folder
AdvancekKnowledge_20230410_213323 4/10/2023 935 PM File folder
Basell|_20230410 213308 6172023 10:26 AM File folder
DataCollection_20220410_ 213316 4/10/2023 9232 PM File folder
EmailService_20230410_213333 4/10/2023 233 PM File folder
GenericService 20230410_213312 4/10/2023 933 PM File folder
iKnowledge 20230410_213310 4/10/2023 923 PM File folder
iParse_20230410_213304 4/10/2023 233 PM File folder
iRecommend 20230410 213304 4/11/2023 32:52 PM File folder
iScript_20230410_213304 4/10/2023 923 PM File folder
ilUnigue_20230410_213304 4/10/2023 233 PM File folder
KnowledgeRating_20230410_ 2133044 4/10/2023 922 PM File folder
KRS_202230410_213304 4/10/2023 923 PM File folder
Listner_20230410_213329 4/10/2023 233 PM File folder
Log_Baseui 4/28/2023 3.53 PM File folder
REA_202230410_213325 4/10/2023 933 PM File folder
ReleaseService 20230410 213328 4/10/2023 933 PM File folder
WebAP|_20230410_213306 4/13/2023 2:59 PM File folder

Figure 305 - Configuration Changes — Access iAutomate without Certificate
(Type — PFX) (cont.)

Go to Path <iAutomate Installer path>\KRS.

Open Web.config file.

Add mode=" None” in <security> tag

Change clientCredentialType="None" in <serviceCredentials> tag.

Nouosw

Comment the <serviceCertificate> tag in <serviceCredentials>.

</endpoint>
</service>

</services>

<bindings>
<wsHttpBinding>

<binding pame='wsHE intBinding->

<security mode="None'">

<message clientCredentialType="None" />
</security>
Binding.
</wsHttpBinding>
</bindings>
<behaviors>

<serviceBehaviors>

<behavior>

46 <l=- To avoid disclosing metadata information, set the values below to false before deployment -->
a7 <serviceMetadata httpGetEnabled="true' httpsGetEnabled="true" />

T

s
e
THIHT-

<serviceDebug includeBxceptionDetsilInFaults="false" />

=] <serviceCredentials>
(=] <clientCertificate>
<authentication certificateValidationMode="None" />
</clientCertificate>
<l-- <serviceCertificate findValue="HCL.iAutomate
</serviceCredentials>
+ FERavior
= </serviceBehaviors>
i </behaviors>
=] <protocolMapping>
<add binding="hasicHttpsBinding" scheme="https" />
</protocolMapping>
<serviceHostingEnvironment asplietCompatibilityBEnabled='true® wmultiplefiteBindingsEnabled="true" />

Figure 306 - Configuration Changes — Access iAutomate without Certificate
(Type — PFX) (cont.)

8. Go to Path <iAutomate Installer path>\ WebAPI
9. Open Web.config file.
10. Set key “enableCertificate_KRS” value to “N”.
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<add key="enableCertificate_KRS" value="N" />

Figure 307 - Configuration Changes — Access iAutomate without Certificate
(Type — PFX) (cont.)
11. Go to Path <iAutomate Installer path>\Listener...\Listener
12. Open HCL.iAutomate.Listener.Service.Host.exe config file.
13. Set “enableCertificate_KRS” key to “N”

<add key="enableCertificate_KRS" value="N" />

Figure 308 - Configuration Changes — Access iAutomate without Certificate
(Type — PFX) (cont.)
14. Go to Path <iAutomate Installer path>\BaseUl...\BaseUl
15. Open Web.config file.
16. Set “enableCertificate_KRS” key to “N”.

<add key="enableCertificate_KRS" value="N" />

Figure 309 - Configuration Changes — Access iAutomate without Certificate
(Type — PFX) (cont.)
17. Go to Path <iAutomate Installer path>\DataCollection...\DataCollection folder location
18. Open HCL.iAutomate.DataCollector.Service.Host.exe config file.
19. Set “enableCertificate_KRS” key to “N”.

<add key="enableCertificate_KRS" value="N" />

Figure 310 - Configuration Changes — Access iAutomate without Certificate
(Type — PFX) (cont.)
20. Follow the last 3 mentioned steps to make the configurational changes required for AD Sync, Email Service,
Generic Service, RBA Service, DAG Service, Asssignation Service and Release Service

1. Go to Path <iAutomate Installer path>\iRecommend...\
2. Open IRECOMMEND.CFG file.
3. Replace value of “enableCertificate” with “N”.
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24 RANKING MODEL_VERSION=1

25 RANKING VOTES_TYPE=Average

26

27 [PROPERTIES]

28 SCORE_BOOSTING_ THRESHOLD=0.5

2% RETRY_COUNT=S

30 SALT = 560A18CD-6346-4CFO0-A2EB8-671F9B6BSEAY

31

32

33 Certificate_ Name=HCL.1iAutomate
34 Detaillogging=True

35 PROPERTY_LOCATION=DB

36 RECOMMENDATION_MODEL_VERSION=1
ENTITY_MODEL_VERSION=1

ENTITY_ MODEL_LOCATION=D:/Entity/Location

Figure 311 - Configuration Changes — Access iAutomate without Certificate
(Type — PFX)

4. Open entity.cfg file in entity folder in same location and replace value of “enableCertificate” with “N”

5 DB_NAME = 1AutomateDB

& CONNECTION_TYPE = Windows
=

& [MISC]

3 KEY=150

10 loggerState=1l

i1 3UCCESS_STATUS=0

12 FAIL_STATUS=1

13 REY_SALT=560A18CD-6346-4CF0-A2E8-671F9BGBSEAS
14 Certificate_Name=HCL.iAutomate

Figure 312 - Configuration Changes — Access iAutomate without Certificate
(Type — PFX)
5. Go to Path <iAutomate Installer path>\iParse...\|Parse\iparse\config
6. Open Parse_data.cfg file.
7. Replace value of “enableCertificate” with “N”

5 DB_NAME = i1AutomateDB

& CONNECTION_TYPE = Windows
=

& [MISC]

3 KEY=150

10 loggerState=1l

i1 SUCCESS_STATUS=0

12 FAIL STATUS=1

13 REY_SALT=560A18CD-6346-4CF0-A2E8-671F9B6BOEAY
14 Certificate_Name=HCL.iAutomate

Figure 313 - Configuration Changes — Access iAutomate without Certificate
(Type — PFX) (cont.)

8. Go to Path <iAutomate Installer path>\iUnique...\IUnique\iUnique_final\config
9. Open iUnique.cfg file.
10. Replace “enableCertificate” with “N”
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11.
12.
13.

14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.

[DATA FROM DE]
VALUE=True

23 [SIMILARITY]
26 8_VALUE=0.70

B [MISsC]

9 RKEY=150

J loggerState=l1

31 REY_SALT=560A18CD-6346-4CF0-AZES-671F9B6BYEAS
32 Certificate_Name=HCL.iAutomate

Toaoo £o0 s
2

I enableCertificate=N I

Figure 314 - Configuration Changes — Access iAutomate without Certificate
(Type — PFX) (cont.)

Go to <iAutomate Installer path>\iScript...\IScript\iScript\config
Open iScrape.cfg file.
Replace “enableCertificate” with “N”

[DATABASE]

DB_HOST = 52.62.30.61

DB_USER = sa

DB_PASSWORD = Welcome@1l23

DB_NAME = iAutomateDB

DOWNLOAD_PATH = C:/ApacheZ4/htdocs/Scripts/Scripts

A B DN e

8 [logging]

9 filename = action.log
10
11 [urls=s]

12 docesExtensions = .pdf, .doc, .txt, .xlsx, .xlsnm, .docx, . sql
1: scriptExtensions = .psl,.rar,.psnl
14
15 [MI3c)
15 logger3tate=0
17 KEY_SALT=560A13CD-6346-40F0-A2E9-671P9BGB9EA9
18 Certificate_ Name=HCL.iAutomate

19 |, 3 =17
20 enableCertificate=ﬂ I

Figure 315 - Configuration Changes — Access iAutomate without Certificate
(Type — PFX) (cont.)
Go to <iAutomate Installer path>\AdvanceKnowledge\Crawler\crawler_v5\config

Open iCrawler.cfg file.

Replace “enableCertificate” with “N”

Go to <iAutomate Installer path>\ AdvanceKnowledge\ iknowledge_Indexer
Open INDEXER.cfg file.

Replace “enableCertificate” with “N”

Go to <iAutomate Installer path>\ AdvanceKnowledge\ iKknowledge_Screen
Open IKNOWLEDGE_SCREEN.cfg file.

Replace “enableCertificate” with “N”

Go to <iAutomate Installer path>\ AdvanceKnowledge\ iKknowledge_Search
Open IKNOWLEDGE_SEARCH.cfg file.

Replace “enableCertificate” with “N”

Go to <iAutomate Installer path>\ KnowledgeRating ...\ iknowledge_Rating
Open rating.cfg file.

Replace “enableCertificate” with “N”
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29. Go to <iAutomate Installer path>\ iknowledge \ iKnowledge \ knowledge_v4
30. Open iknowledge.cfg file.
31. Replace “enableCertificate” with “N”

3.6.5.2 Without Certificate used to connect Services

1. Go to <iAutomate Installer path>.

Name Date modified Type Size

* > ADSync_20200520_110517752 5/20/202011:05 AM  File folder
AdvanceKnowledge_20200520_110513027 5/20/202011:05 AM  File folder

s " Basell_20200520_110448718 5/20/202011:05 &AM File folder
i * DataCollection_20200520_110504500 5/20/2020 11:05 AM  File folder
- EmailService_20200520_110519902 5/20/202011:05 AM  File folder

ctor GenericService_20200520_110507939 5/20/202011:05 AM  File folder
e iKnowledge_20200520_110455076 5/20/202011:04 AM  File folder
iParse_20200520_110445738 5/20/202011:04 &AM File folder
iRecommend_20200520_110448714 5/20/202011:47 &M File folder

iScript_20200520_110448722 6/1/202012:05 PM File folder

iUnique_20200520_110448719 /2072020 11:05 AM  File folder
KnowledgeRating_20200520_110457176 011:04 AM  File folder

ts Listner_20200520_110514802 5/20/202011:05 AM  File folder
s RBA_20200520_110510063 5/20/202011:05 AM  File folder
ReleaseService_20200520.110512452 5/20/202011:05 AN File folder

WebAP|_20200520_110448718 5/20/202011:04 &M File folder

Figure 316 — Configuration Changes — Access iAutomate without Certificate
(Type — PFX) (cont.)
2. Go to Path <iAutomate Installer path>\BaseUI...\BaseUI
3. Open Web.config file.
4. Replace value of “enableCertificate_Service” key to “N”.

<add key="enableCertificate Service" value="HN" />h

<security mode="None™>»
<message clientCredentiallype="None" establishSecurityContext="false" negotiateServiceCredential="false" />
</security>

Figure 317 - Configuration Changes — Access iAutomate without Certificate
(Type — PFX) (cont.)

Change mode="None” and clientCertificateType="None”.
Go to Path <iAutomate Installer path>\Listener...\Listener
Open HCL.iAutomate.Listener.Service.Host.exe config file.

N,

Replace value of “enableCertificate_Service” key to “N”.
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<add key="enableCertificate Service" value="H" />

<gecurity mode="None":»
<message clientCredentialType="None" establishSecurityContext="false" neqotiateServiceCredential="falsa" />
</security>

Figure 318 - Configuration Changes — Access iAutomate without Certificate
(Type — PFX) (cont.)

9. Change mode="None” and clientCertificateType="None”.

10. Go to Path <iAutomate Installer path>\DataCollection...\DataCollection folder location
11. Open HCL.iAutomate.DataCollector.Service.Host.exe config file.

12. Replace value of “enableCertificate_Service” key to “N”.

<add key="enableCertificate Service" value="N" />

Figure 319 - Configuration Changes — Access iAutomate without Certificate
(Type — PFX) (cont.)

13. Follow the last 3 mentioned steps to make the configurational changes required for AD Sync, Email Service,
Generic Service, RBA Service, DAG Service, Assignation Service and Release Service

3.6.6 Configuration Changes — Access iAutomate with Certificate (Type — PFX)
This section describes the steps for making the required configurational changes to enable access to iAutomate when PFX
certificate is available. By default, iAutomate will install with Certificate.

To make the configuration changes, please follow the below steps:

3.6.6.1 With Certificate used to connect KRS

1. Go to <iAutomate Installed path>.
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Name Date modified Tvpe Size
ADSynec 20230410_213331 44102023 922 PM File folder
AdvanceKnowledge_20230410_2133232 4/10/2023 9:26 PM File folder
BaselU|_20230410_2122308 SA1/2023 10:26 AM File folder
DataCollection_202230410_2123216 4410420232 922 PM File falder
EmailService_20230410_213333 44102023 922 PM File folder
GenericService_20230410_21331% 4/10/2023 9:22 PM File folder
iKnowledge 20230410_213310 44102023 932 PM File folder
iParse_2022320410_213304 4/10/2023 922 PM File falder
iRecommend_20230410_212304 4/11/2023 3:52 PM File folder
iSeript_20230410_213304 471072023 932 PM File folder
iUnigue_202230410_213304 4/10/2023 922 PM File folder
KnowledgeRating_20230410_213304 4/10/2023 9:22 PM File folder
KRS_20230410_2133204 44102023 922 PM File folder
Listner_20230410_213329 471072023 932 PM File folder
Log_Baseui 47282023 3:53 PM File folder
RBA_Z0220410_2133225 4/10/2023 922 PM File falder
ReleaseService_20230410_213328 4/10/2023 922 PM File folder
WebAP|I_20230410 213306 4/13/2023 2:59 PM File folder

Figure 320 - Configuration Changes — Access iAutomate with Certificate (Type
— PFX) (cont.)

Go to Path <iAutomate Installer path>\KRS.
Open Web.config file.
Add mode=" Message” in <security> tag.

oo W

Change clientCredentialType="Certificate" in <message> tag.

<binding name="wsHttpEndpointBinding'">
<security>
<message clientCredentialType="Cexrtificate" establishSecurityContext="false" negotiateServiceCredential="false"/>
</security>
</binding>

Figure 321 Configuration Changes — Access iAutomate with Certificate (Type
— PFX) (cont.)

6. Change certificateValidationMode="PeerTrust" in <serviceCredentials> tag.

<serviceCredentials>
<clientCertificate>

<authentication certificateValidationMode="PeerTrust"/>
</clientCertificate>
<serviceCertificate findValue="HCL.iAutemate" storeLocation="LocalMachine" storeName="TrustedPeople" x503FindType="FindBySubjectName"/>

</serviceCredentials>

Figure 322 - Configuration Changes — Access iAutomate with Certificate (Type
— PFX) (cont.)

7. Uncomment the <serviceCertificate > tag, if commented.
8. Go to Path <iAutomate Installer path>\ WebAPI

9. Open Web.config file.

10. Set key “enableCertificate_KRS” value to “Y”.

<add key="enableCertificate KRS" wvalue="Y¥Y" />
'—_'I

Figure 323 - Configuration Changes — Access iAutomate with Certificate (Type
— PFX) (cont.)
11. Go to Path <iAutomate Installer path>\Listener...\Listener
12. Open HCL.iAutomate.Listener.Service.Host.exe config file.
13. Set “enableCertificate_KRS” key to “Y”.
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14.
15.
16.

17.
18.
19.

20. Follow the last 3 mentioned steps to make the configurational changes required for AD Sync, Email Service,

Nouv ~wbhe

8.
9.

10.

11.
12.
13.
14,
15.
16.
17.
18.
19.
20.
21.
22.

<add key="enableCertificate KRS" value="Y¥Y" />

Figure 324 - Configuration Changes — Access iAutomate with Certificate (Type
— PFX) (cont.)
Go to Path <iAutomate Installer path>\BaseUl...\BaseUl
Open Web.config file.
Set “enableCertificate_KRS” key to “Y”.

<add key="enableCertificate KRS" value="Y¥" />

Figure 325 - Configuration Changes — Access iAutomate with Certificate (Type
— PFX) (cont.)
Go to Path <iAutomate Installer path>\DataCollection...\DataCollection folder location
Open HCL.iAutomate.DataCollector.Service.Host.exe config file.
Replace value of “enableCertificate_KRS” key to “Y”.

<add key="enableCertificate KRS" value="Y¥" />

Figure 326 - Configuration Changes — Access iAutomate without Certificate
(Type — PFX) (cont.)

Generic Service, RBA Service, DAG Service, Assignation Service and Release Service

Go to Path <iAutomate Installer path>\iRecommend...\

Open IRECOMMEND.CFG file.

Replace value of “enableCertificate” with “Y”.

Open entity.cfg file in entity folder in same location and replace value of “enableCertificate” with “Y”

Go to Path <iAutomate Installer path>\iParse...\IParse\iparse\config
Open Parse_data.cfg file.
Replace value of “enableCertificate” with “Y”.

Go to Path <iAutomate Installer path>\iUnique...\IlUnique\iUnique_final\config
Open iUnique.cfg file.
Replace “enableCertificate” with “Y”.

Go to <iAutomate Installer path>\iScript...\IScript\iScript\config

Open iScrape.cfg file.

Replace “enableCertificate” with “Y”.

Go to <iAutomate Installer path>\AdvanceKnowledge\Crawler\crawler_v5\config
Open iCrawler.cfg file.

Replace “enableCertificate” with “Y”.

Go to <iAutomate Installer path>\ AdvanceKnowledge\ iknowledge_Indexer
Open INDEXER.cfg file.

Replace “enableCertificate” with “Y”.

Go to <iAutomate Installer path>\ AdvanceKnowledge\ iKknowledge_Screen
Open IKNOWLEDGE_SCREEN.cfg file.

Replace “enableCertificate” with “Y”.
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23.
24,
25.
26.
27.
28.
29.
30.
31.

3.6.6.2

2.
3.
4,

5.
6.
7.

Go to <iAutomate Installer path>\ AdvanceKnowledge\ iknowledge_Search

Open IKNOWLEDGE_SEARCH.cfg file.
Replace “enableCertificate” with “Y”.

Go to <iAutomate Installer path>\ KnowledgeRating ...\ iknowledge_Rating

Open rating.cfg file.
Replace “enableCertificate” with “Y”.

Go to <iAutomate Installer path>\ iknowledge \ iknowledge \ knowledge_v4.

Open iknowledge.cfg file.
Replace “enableCertificate” with “Y”.

With Certificate used to connect Services

Go to <iAutomate Installed path>.

Name

ADSync_20200520_110517752

5 AdvanceKnowledge_20200520_110513027
s o Basell_20200520_110448718
12 o DataCollection_20200520_110504500
- EmailService_20200520_110519902
ctor GenericService_20200520_110507939
e iKnowledge_20200520_110455076

Parse_20200520_110448738
iIRecommend_20200520_110448714
iScript_20200520_110448722
iUnique_20200520_110448719
KnowledgeRating_20200520_110457176
s Listner_20200520_110514802
RBA_20200520_110510063
ReleaseService_20200520_110512452
WebAP|_20200520_110448718

()

Date modified Type

File folder
File folder
File falder
11:05 File folder
11:05 AM fi

File folder
File folder

File folder

File folder
File folder

File folder

Size

Figure 327 - Configuration Changes — Access iAutomate with Certificate (Type
— PFX) (cont.)

Go to Path <iAutomate Installer path>\BaseUI...\BaseUI

Open Web.config file.

Replace value of “enableCertificate_Service” key to “Y”.

<add key="enableCertificate Service" value="Y" />

Figure 328- Configuration Changes — Access iAutomate with Certificate (Type

— PFX) (cont.)

Go to Path <iAutomate Installer path>\Listener...\Listener.

Open HCL.iAutomate.Listener.Service.Host.exe config file.

Replace value of “enableCertificate_Service” key to “Y”.
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<add key="enableCertificate Service" value="Y" />

Figure 329 - Configuration Changes — Access iAutomate with Certificate (Type
— PFX) (cont.)

8. Go to Path <iAutomate Installer path>\DataCollection...\DataCollection folder location
9. Open HCL.iAutomate.DataCollector.Service.Host.exe config file.
10. Replace value of “enableCertificate_Service” key to “Y”.

<add key="enableCertificate Service" value="Y" />

Figure 330 - Configuration Changes — Access iAutomate with Certificate (Type
— PFX) (cont.)

11. Follow the last 3 mentioned steps to make the configurational changes required for AD Sync, Email Service,
Generic Service, RBA Service, DAG Service, Assignation Service and Release Service

3.6.7 Configuration Changes - Access iAutomate without Certificate (Type — PEM)
This section describes the steps for making the required configurational changes to enable access to iAutomate when

PEM certificate is not available.

To make the configuration changes, please follow the below steps:

1. Go to Path <iAutomate Installer path>\Listener...\Listener
2. Open HCL.iAutomate.Listener.Service.Host.exe config file.
3. Replace value of “enablePEMCertificate” key with “N”.

"PythonCertiPath" value="C:\Program Files\Certificate\server.pem" />

X Certificate requ d or not——>
"enableCertificate o

k Pam (PuthanlCertifi remiirad or nlc:__>
"enablePEMCertificate” value="N" /> |
"IsSelfSigned” value="N" />

log folder

Path-->

"Exrrorlog" v

Figure 331 - Configuration Changes — Access iAutomate without Certificate
(Type — PEM)
Go to Path <iAutomate Installer path>\BaseUI...\BaseUI
Open Web.config file.
Replace value of “enablePEMCertificate” key to “N”.

No v

Got to Path C:/Apache24/conf and open iRecommend.cfg file. Comment the following lines:
a. SSLEngine on

b. SSLCertificateFile "C:/Program Files/certificate/server.crt"

c. SSLCertificateKeyFile "C:/Program Files/certificate/server.key"
d. SSLCACertificateFile "C:/Program Files/certificate/ca.pem"

e. SSLVerifyClient require

f.  SSLVerifyDepth 10

g. LoadModule ssl_module modules/mod_ssl.so.
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162 #LoadMcdule slotmem shm module modules/mod slotmem shm.so

162 #LoadModule socache dbm module modules/mod socache_dbm.so

164 #LoadModule socache memcache module modules/mod socache memcache.so
165 LoadModule socache_shmcb_module modules/mod socache_shmcb.so

166 LoadModule speling module modules/mod speling.so
167 |#LoadModule ssl module modules/mod ssl.so
168 LoadModule status module modules/mod status.so

169 $#LoadModule substitute module modules/mod substitute.so
170 #$#LoadModule unique_id module modules/mod unique_ id.so
171 #LoadModule userdir module modules/mod userdir.so

172 #LoadMocdule usertrack module modules/mod usertrack.so

Figure 332 - Configuration Changes — Access iAutomate without Certificate
(Type — PEM)

530
531
532
533 |#ssLCertificateFile "C:/Program Files/certificate/server.crt"
534 |#ssLCertificateReyFile "C:/Program Files/certificate/server.key"
535 |#ssLcacertificateFile "C:/Program Files/certificate/ca.pem"

536

537

538

539

540 <VirtualHost >
541

542 WSGIScriptAlias /iAutomate C:/iAutomate/iAutomateS5.1/iRnowledge_2020
543
544 #ssLverifyClient require
545
546 $SSLVerifyDepth 10

Figure 333 - Configuration Changes — Access iAutomate without Certificate
(Type — PEM)

8. To make the changes to the Endpoint URL, go to the iAutomate website.

Click Advance Configuration = Load Balancer Configuration.

E3 Runbooks v
Load Balancer Configuration
@ Advanced Configuration

View »

Configure load ba'ancer against the service, test load balancer URL, also set the mode! path for python
f Knowledge component, set data directory ‘ocation for crawler, shared location for the web UI.

Figure 334 - Configuration Changes — Access iAutomate without Certificate
(Type — PEM)

10. Select Component Name as ‘iRecommend’.
11. Change the Load Balancer URL from ‘https’ to ‘http’.
12. Click Update.
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Component Configuration

Component Name * | iRecommend I

Load Balancer URL* neps /[ 9000 c—= htto/IEEE:5000

iRecommend Model Location* CAUTOMATEVAUTOMATES. 1WRecommend_20200520_1104487 14\RecommendModel
Threshold* 70

Figure 335 - Configuration Changes — Access iAutomate without Certificate
(Type — PEM)

13. Repeat Steps 7 & 8 for each of the Al components mentioned below —

3.6.7.2

Entity

iKnowledge
iKnowledgeCrawler
iKnowledgelndexer
iKnowledgeScreen
iKnowledgeSearch
iParse
iRecommend
iScript

iUnique

ratingMongo

1IS Configuration:

1. Press Win + R and type inetmgr.
Click OK to open lIS.

=/ Run >

4 Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: [ EEEE 7]

Figure 336 - Configuration Changes — Access iAutomate without Certificate
(Type — PEM)

3. Expand Sites.
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|

.

% Start Page

[} Application Pools

v .[@] Sites

)I O HCLiAutomateBaselUl

> @ HCLiAutomatekRS

v @ HCLiAutormateWEBAPI
5 -7 bin
5 Log

(Type — PEM)

Figure 337 - Configuration Changes — Access iAutomate without Certificate

4. Go to Application Pools. Click on your specific application pool. Click Recycle or Stop and then click Start

e H2ie

Start Page |

3 Agpction oo |

1

€

@ HCliAutomateBasell
@ HCLiAutomateWEBAPI
€

C’ Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contain one or more applications, and

provide isolation among different applications.

& Add Application Pool..
Set Application Pool Defaults.

Filter: « % Go - Gk ShowAll | Groupby: No Grouping
Name Status  NETCLRV.. ManagedPipel.. Identity Applications
D NET WS Started V40 Integrated ApplicationPoolld... 0
12 NET w5 Classic Started A0 Classic ApplicationPoolld... 0
QEHQUISD Stated W0 Integrated i i

Stated W0 Integrated 0

X Remove
View Applications

@ Hep

(Type — PEM)

Figure 338 - Configuration Changes — Access iAutomate without Certificate

5. Go to Sites. Click the site having name BaseUI. Click on Restart.

| Connections
Q- kd 12 18
U3 StartPage

| HCLiAutomateBaseUl Home

s

.3

Authentic... Compression

E 8§

Request  SSL Settings
Filtering
Management
0
Configunt..  Wab
Editor Platfor...

Filter: « W Go - (G ShowAll |Groupby: Area -
2 Application Pools ASPNET -
vl Su i $ Y| =) 2 ‘i = n =l
- 8 = (4] e & 2 R & E= U =1}
. HCLiAutomateBaseU! NET INET NET Error NET JNET Profile  NET Roles  NET Trust  .NET Users Applicstion Connection Machine Key Pages and
S @ HCLiAutomste WEBAPI Authorizat... Compilation Pages Globalzation Levels Settin ngs Controls
| comesmsem ral
 em— al
© en— Providers  Session State SMTP E-mail

\ — - —
e B @E & &
Deauk  Directory  ErorPages  Handier TP
Document  Browsing Mappings

(Type — PEM)

=
@ = M =
Llogging  MIME Types  Modules Output

Caching

Figure 339 - Configuration Changes — Access iAutomate without Certificate

6. Go to Sites. Click the site having name WEBAPI. Click on Restart.
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@28 ] @ HCLiAutomateWEBAPI Home
G Start Page Filter: - % Go - (& ShowAll | Group by: Area - 8-
2 Application Pools ASP.NET .
v o Stes = & = ) (. -
2 @ ¢ 6B © @ @4 B B k 5 seng
samatel NET NET NET Error NET JNET Profile NETRoles  NETTrust  .NET Users Applicstion Connection Machine Key Pages and View Applications
Authorizat.. Compilstion  Pages  Globakzation Levels " Strings Controls

View

sl Directories

R & &

Providers  Session State SMTP E-mail

@

d 9 o B @ & & 9 8 = H ¥ pssvey

[®] Browse *:8080 (http)
Authentic.. Compression Default  Directory  EworPages  Handler HTTP  ISAPIFikers Logging MIMETypes Modules  Output
Doc Browsing

o 0 il Suoe
" Contiqure
& 8 ks
Request SSL Settings 2 Install Application From
Filtering & Gallery

® Hep

Figure 340 - Configuration Changes — Access iAutomate without Certificate
(Type — PEM)

3.6.7.3 Restart Services

1. Press Win+R and type services.msc.

= Run >

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | services.msc v |

Figure 341 - Configuration Changes — Access iAutomate without Certificate
(Type — PEM)

2. Click OK to open Windows Services.
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. Services

File Action View Help

e |mELE=H

., Services (Local)

Apache2.4

Stop the service
Restart the service

Description:

OpenS5L/1.0.2h

Apache/2.4.23 (Win64)

-~
Mame

. ActiveX Installer (AxinstSV)

1 Adobe Flash Player Update Service
Ghairtel. OUC

1 Alloyn Router Service

& App Readiness
‘& Application Host Helper Service

& Application Identity

& Application Information

& Application Layer Gateway Service

& Application Management

& AppX Deployment Service (AppXSVC)

£ ASP.NET State Service

& AssignedAccessManager Service

5. Auto Time Zone Updater

&}, Background Intelligent Transfer Service

16 Background Tasks Infrastructure Service

16 Base Filtering Engine

16 BES Client

&1 BitLocker Drive Encryption Service

16 BitLocker Management Client Service

16 Block Level Backup Engine Service

& Blue Cost Unified Agent

&% Bluetooth Handsfree Service

& Bluetooth Support Service

& BranchCache

£ Capability Access Manager Service

& Certificate Propagation

£} Cisco AnyConnect Network Access Manager
P e . .. .

Description  Status  Startup Type  Log OnAs

Provides Us... Manual Local System
This service ... Manual Local System

Automatic Local System
Routes Allla... Manual (Trig.. Local Service

Running

Gets apps r Manual Local System
Provides ad.. Running  Automatic Local System
Determines ... Manual (Trig...  Local Service

Facilitatest.. Running Manual (Trig.. Local System

Provides su. Manual Local Service
Processes in... Manual Local System
Provides int... Manual Local System
Provides su. Manual Netwerk Service
AssignedAc.. Manual Local System
Autematica... Disabled Local Service
Transfers fil.. Manual Local System
Windows in.. Running  Automatic Local System
The Base Fil.. Running  Automatic Local Service

Facilitates u... Running  Automatic (... Local System
BDESVC hos... Running  Manual (Trig..  Local System
BitLocker M... Running  Automatic (.. Local System
The WBENG... Manual Local System
Provides W.. Running Automatic Local System
Enables wir.. Running  Menual (Trig... Local Service
The Bluetee... Running  Manual (Trig... Local Service

This service .. Manual Netwerk Service
Provides fac... Manual Local System
Copies user... Running  Autematic Local System

Establishes.. Running  Autematic Local System

Figure 342 - Configuration Changes — Access iAutomate without Certificate
(Type — PEM)

3. Search for iAutomate Services.

4. Restart Apache24 service.

5. Restart all HCL.iAutomate services.

. Services (Local)

HCL.iAutomate.DC

Iggs;antheservic I

Description:
Service for DataCollection

Name

pRopppp

(EhHCLiAutomate ADSyncService

@:& HCL.Autamate.EmailService
£LHCLiAutomate. EntityModel
EhHCLiAutomate.GenericExecutor
£k HCL.iAutomate.iCrawler
EhHCLiAutomate.iKnowledge
;‘:‘kHCL.iAutomate.iKnowledgelndexer
@L HCL.iAutormate.iKnowledgeScreen
€k HCL.iAutomate.iknowledgeSearch
'35), HCL.iAutomate.iParse
i@, HCL.iAutormate.iRecommend
Q HCL.iAutomate.iScript

&) HCL.iAutomate.iUnique

Gk HCL.iAutomate.Listener

Gk HCL.iAutomate.RatingMongo
QHCLiAutomate.RBAComponent
\0} HCL.iAutormate.ReleaseService

Figure 343 - Configuration Changes — Access iAutomate without Certificate
(Type — PEM)
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3.6.8 Configuration Changes — Saa$ based Ticket Analysis

This section describes the steps for making the required configurational changes to enable access to SaaS based Ticket

Analysis module.

It is a three-step process —

— Manage SMTP —required to enable mail-based notifications to the users and administrators
— Build Model - required to build the Entity and Recommendation models used for ticket analysis

— Change hosting of iAutomate from Base Web Portal to SaaS Ticket Analysis — enable users to access the SaaS

Ticket Analysis Ul

To make the configuration changes, please follow the below steps:

1. Login into iAutomate console with Super Admin credentials.
2. Onthe main menu bar, click Configuration and then click Manage SMTP. The Manage SMTP page appears.

SMTP Server*

SMTP Information

Manage SMTP configurations for your organization.

User Name *

Mailto Cc *

Comma separated emails are allowed

From Email *

SMTP Type *

Select-

Submit

SMTP Port *

Password *

Add Password

Mailto Bee

Comma separated emails are allowed
Timeout *
10909889

Timeout is in milliseconds.

Figure 344- Manage Proxy

3. Inthe SMTP Server field, type the SMTP Server.
4. Inthe SMTP Port field, type the SMTP port.

5. Inthe SMTP UserName and SMTP Password fields, type the username and password to access the SMTP server.

For password, click on icon next to it. If the password is available in plaintext, then select Input type as
Input Text and enter the password in Value field. Else if it is available in any Key Vault such as CyberArk
then select Input Type as CyberArk and then select any of the configured details from the value field.
Else if it is available in Internal Secret Manager then select Input Type as Internal Secret Manager and
then select any of the configured details from the value field.
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Secret Selector o4

Input Type

Input text v

Value

Show Password

Figure 345 - Password in plaintext

Secret Selector X
Input Type
CyberArk v
Value
-Select- v ’

Figure 346 - Password from Key Vault (CyberArk)

Secret Selector X
Input Type
Internal Secret Manager v
Value
-Select- v ’

Figure 347 - Password from Internal Secret Manager

6. Inthe Mail to Cc field, type the email of CC User.
7. Inthe Mail to Bcc field, type the email of BCC User.
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8.
9.

Select SMTP Type.
In the From Email field, type the email of user whose id is used to send email.

10. Click Save.

3.6.8.2

Build Models

To make the configuration changes, please follow the below steps:

1.

3.

Login into iAutomate console with Super Admin credentials.
On the main menu bar, click Configurations. Click Build Models. The Build Models page appears and lists the
available build models with their status, the associated organization, module, and the Runbook tool in a tabular

Build Models Refresh |  Search. <
Organization Y Module Runbook Tool Runbook Tool Type Y  Status Last Build Model Type Y  Remarks Latest Version Published Vers..  Action

NA NA NA Quensd

NA NA TPAM Queued

NA NA ANSIBLE TOWER/AWX  Quensd

NA NA BigFix Quoad Rocommend

NA Na TPAM Queusd Feedback Model vo vo

NA NA ANSBLE TOWER/AWX  Quened Foedback Model vo

NA NA BigFix Queued Feedback Model

Figure 348- Build Models

On the Build Models page, click % next to the Inventory = Entity Model to build the model. A message
confirming the initiation of model build appears.

Alert X

Build Model Started For:
Inventory - EM

Figure 349- Build Models (cont.)

The status of the build changes from Queued to Initiate.

Organization Y  Module Runbook Tool Runbook Tool Type Y  staws Last Build Model Type Y  Ren

Inventory NA NA NA Initiate 15052024 07:32:41 Entity Model

Figure 350- Build Models (cont.)

Once the build is successfully created, the status changes from Initiate to Successful and the Remarks column is
updated.
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Organization Y  Module Runbook Tool Runbook Tool Type Y  Status Last Build Model Type Y  Remarks Latest Version Published Ver...

Inventory NA NA NA Successful 15-05-2024 Entity Model Model Creation Successful vi vi
07:33:21

Figure 351- Build Models (cont.)

5. On the Build Models page, click % next to the Inventory = Recommend Model to build the model.
6. A message confirming the initiation of model build appears.

Alert X

Build Model Started For:
Inventory - 0_0_1 - REC

Figure 352- Build Models (cont.)

7. The status of the build changes from Queued to Initiate.

Organization Y  Module Runbook Tool Runbook Tool Type 4 Status Last Build Model Type Y  Remarks

Inventary NA NA BigFic Initiate. 16-05.2024 02:08

Recommend Model

Figure 353- Build Models (cont.)

8. Once the build is successfully created, the status changes from Initiate to Successful and the Remarks column is
updated.

Organization Module Runbook Tool Runbaok Tool Type status 4 Last Build Model Type Y  Remarks

Inventory NA NA BigFic Sugcessful 16052024 021101 Recommend Model Model Creation Successful

Figure 354- Build Models (cont.)

9. Logout from the portal and proceed further.

3.6.8.3 Change Hosting of iAutomate from Base Web Portal to SaaS Ticket Analysis
To make the configuration changes, please follow the below steps:

1. Press Win+R and type inetmgr.
2. Click OK to openl lIS.
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= Run

rescurce, and Windows will open it for you.

Type the name of a program, folder, document, or Internet

Open: [ EEY

Figure 355- Change Hosting of iAutomate from Base Web Portal to Saa$S

Ticket Analysis

3. Expand Sites and click on HCLiAutomateBaseUI.
W Start Page
[} Application Pools
v @& Sites
5 &P HCLisutomateBaselll
» & HCLidutomateKRS
v & HCLlidutomate\/EBAP|
5 - | hin
> Leg
Figure 356- Change Hosting of iAutomate from Base Web Portal to SaaS
Ticket Analysis (cont.)
4. Click on Default Document under IIS section as shown in below image.
v @) Sites T = - |
> : HCLiAutomateBaseUl O ?/ 3 Uleb)
> @ HCLiAutomatekRS NETRoles  .NET Trust .NET Users Application Connection
> @ HCLiAutomate WEBAPI Levels Settings Strings

? 5 @ L &

Machine Key Pagesand  Providers  Session State SMTP E-mail
Controls

L | @ 9

R Auth cel S
Rules

JE I &b &

s

30

rPages  Failed  Han
Configure default files to return when clients do not specify a file in a
request

[ Fewurs view 2 Conent View

View Applications
View Virtual Directories
| Manage Website -
2 Restart
»
‘. Stop
Browse Website
| @] Browse *80 (http)

Advanced Settings.
Configure

Failed Request Tracing.
Limits

HSTS

Add FTP Publishing.

Figure 357- Change Hosting of iAutomate from Base Web Portal to SaaS

Ticket Analysis (cont.)

5. Click on Add under Actions Section.
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| File  Miew Help

CRSIEN)
&3 Start Page
T
Q Application Pools

v @] Sites
5 & HCLidutomateBaseUl
> @ HCLidutomatekRS
> @ HCLidutomateWEBAP]

Configuration: 'HCLiAutornateBaselll' web.config

e Default Document

Add...

Use this feature to specify the default file(s) to return when a client does not request a X Remove

specific file, Set default documents in order of priority. 4+ Movellp

Narne Entry Type ¥ Move Down

Login.aspx Local Disable
Revert To Parent

® Hep
l: Features View || Content View

Figure 358- Change Hosting of iAutomate from Base Web Portal to SaaS

Ticket Analysis (cont.)

6. Type in Signln.aspx in the dialog box and click OK.

7.

0 Default Document

Use this feature to specify the default file(s) to return when a client does not request a specific file, Set X
default documents in order of priority, 4+
Marne Add Default Document ? = &
Login.aspx

Marne:

|Sign|n.asp><{

Add..,

Rermowve
fowe Up

tove Down

Disable
Rewvert To Parent

Help

Figure 359- Change Hosting of iAutomate from Base Web Portal to SaaS

Ticket Analysis (cont.)

Select Login.aspx in Default Document section and click on Remove under Actions section.
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File  View Help

Default D t
i etau locumen
Q- |2 |8 0 Add
:_j Start Page Use this feature to specify the default file(s) to return when a client does not request a K Remo
v-a C j specific file, Set default documents in order of priority. 4+
1 Application Pools
w (@) Sites Name Entry Type A4
& HCLiAutomateBaseUl Signin.aspx Local D
@ HCLiAutomatekRS Login.aspx Local Rew
@ HCLiAutomateWEBAPI ®
. - Content View
Configuration: "HCL UI" web.config Lo

Figure 360- Change Hosting of iAutomate from Base Web Portal to SaaS
Ticket Analysis (cont.)

8. Right Click on HCLiAutomateBaseUl.
9. Click Explore.
10. Find Web.config file and open it in a Notepad.

¥ Web.config |

Figure 361- Change Hosting of iAutomate from Base Web Portal to SaaS
Ticket Analysis (cont.)
11. Within the Web.config file, find the tag <LogoutRedirectPage> and change it to <add key="LogoutRedirectPage"
value="~/SignIn.aspx" />
12. Find the tag <resetRedirectPage> and change it to <add key="resetRedirectPage" value="SignIn.aspx " />
13. Find the tag <redirectPage > and change it to <add key="redirectPage" value="~/SignIn.aspx" />
14. Find the tag <welomePageURL> and change it <add key="welomePageURL"
value="TicketAnalysis/AnalysisGridPage.aspx"/>
15. Save the file for changes to be reflected.
16. Select HCLiAutomateBaseUl and click Restart to restart the Application.

3.6.9 Configuration Changes - Run BASEUI and WEBAPI on Same Port

This section describes the steps for making the required configurational changes to enable BASEUI and WEBAPI on Same

Port.

1. Press Win+R and type inetmgr.
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‘= Run X

Type the name of a program, folder, document, or
- Internet resource, and Windows will open it for you.

Gper: | HEEE -

Figure 362 - Configuration Changes - Run BASEUIl and WEBAPI on Same Port

2. IS will be opened. Expand the server’s name and then the sites.

‘ Internet Information Services (IIS) Manager = o X

o> ] » Sites »
File View Help
—— Sites
- 28 q @ AddWebsite...
§5 Start Page Filker: - WGo - showall | Group by: l Set Website Defaults.,,
v &0 ] @ AddFTP Site...
2 Application Pools Name D Status Binding
V Set FTP Site Defaults...
v 8] Sites . @ HCLidutomatekRS 1 Started (ht..  *:8085 (http) e
> @ HCliAutomateBaseU @ HCLiAutomateWEBAPI 2 Started (ht... 8080 (http) @ e
> @ HCLiutomatekRS @ HCLidutomateBasell 3 Started (ht..  *80 (http)
> @ HCLiAutomateWEBAP|
< I >
[Festures View] & Contentiew

Figure 363 - Configuration Changes - Run BASEUI and WEBAPI on Same Port

3. Right click on HCLiAutomateBaseUl and click on add application.
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@3 Intemet Information Services (IIS) Manager - u] >4
@S ST s a e @-

Eile  View Help

il i @ Add Website..,
q Filker: - s %Shw&" | Group by: ! Set Website Defaults..,
vl icati l = @ Add FTP Site...
) Application Pools Name D Status Binding SFTHSe
e ite Defaults...
v &l Sites ) @ HClidutomatekRS 1 Started (ht..  *:8085 (http)
> @ HeL B Eplore CLiAutornateWEBAPI 2 Storted (ht..  *:8080 (http) @ Hep
> @ HCI.iAutumateKRSJ : CLiutomateBasell 3 Started (ht.. *:80 (http)
> @ HCL VE Edit
D Add Application...
. AddVirtual Directory...
Edit Bindings...
Manage Website »
&3 Refresh
K Remove
Add FTP Publishing...
Rename
{2 Switch to Content View
K :
| = | Features View || Content View

Figure 364 - Configuration Changes - Run BASEUI and WEBAPI on Same Port

4. On the popup opened, enter Alias as ‘WebAPV’, Application pool as ‘iIAutomateAppPool’ and enter the path till
WebAPI folder in Physical Path. Click Ok.

Add Application ? X

Site name:  HCLi&utomateBasell

Path: f
Alias: Application pool:
Webap| | [iautomateapppool || Select..
Example: sales
Physical path:
|Chilsutomate\WebAP|_20220801_134522\WebApi | E

Pass-through authentication

| Connect as... | ‘ Test Settings...

[] Enable Preload

Figure 365 - Configuration Changes - Run BASEUI and WEBAPI on Same Port

5. The WebAPI application will now appear under HCLiAutomateBaseUI.
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Ele  Miew Help

e-iHZe | Q# Sites
=] g:::.i‘:nuon L] | T - % Go - ShowAll | Groupby: No Grouping
7] Contents Name [} Status Binding Path
1 DayOne @ HCLiAutomatekRS 1 Started (ht... *:8085 (http) E\iAutomateComponents\KRS_
(] DBScript @ HCLiAutomateWEBAP| 2 Started (ht... *:8080 (hitp) ENiAutomateComponents\Web
! Download @ HCLiAutomateBasell 3 Started (ht..  *:80 (http) EAiAutomateComponents\Base
2 EntityModelPage
- fonts
] KeyVault
7 lib
1 Log
| LogPages
Masters
] NetworkMonitoring
Organization
1 PDFViewer
RBAC
1 Reports
7 Runbook
) Scripts
1 TicketAnalysis
+ [ UserControls
P WebaPl € >
T WebService

Ready

Figure 366 - Configuration Changes - Run BASEUI and WEBAPI on Same Port

6. To test whether APl and BaseUIl is working on same port, if BaseUl is accessible as https://localhost:443 then type
below URL and see if WebAPI is also accessible with below URL:
WebAPI URL: <BaseUl URL>/<Alias Name of Folder>/iAutomateAPI/Request/Getheartbeat
Eg: https:// <BaseUl URL>/WebAPI/iAutomateAP|/Request/Getheartbeat

7. Go to web.config file of BaseUl. For that, go to IIS, expand server name and sites, and right click on
HCLiAutomateBaseUl and click on explore. Search the web.config file in the opened folder and open the file.

8. Inthe web.config file, search for ‘sessionState mode= “SQLServer”’. Comment this line and uncomment the line
with sessionState mode= “InProc” like given below:

Figure 367 - Configuration Changes - Run BASEUI and WEBAPI on Same Port

9. Save the web.config and restart the HCLiAutomateBaseUl in 1IS. Now enter the WEBAPI URL (mentioned in Step
6) in browser. Now it should successfully give the below output:

This XML file does not appear to have any style information associated with it. The document tree is shown below.

<string xmlns="http://.

'>ok</string>

Figure 368 - Configuration Changes - Run BASEUI and WEBAPI on Same Port

3.6.10 Configuration Changes in Apache — For Python Components

1. Go to Run (Windows + R) and type services.msc and search and stop the python services.
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https://localhost/
https://localhost/WebAPI/iAutomateAPI/Request/Getheartbeat

MName

CLHCLiAutomate.DC

Q HCL.ifutomate EmailService

CL HCLiAutomate. EntityModel

Q HCL.ifutomate.GenericExecutor
@, HCL.i&utomate, iCrawler

Q HCL.ifutomate.iknowledge

Gk HCL.iAutomate.iKnowledgelndexer
-S;l, HCL.i&utomate.iKnowledgeScreen
ChHCLiAutomate.iKnowled geSearch
l;‘i;l,HCL.iAutomate.iParse

@, HCL.iAutomate.iRecommend

-S;l, HCL.ifutomate.iScript
ChHCLiAutomate.iUnique
L@HCL.iAutomate.Listener

o)) HCL.i&Automate Ratinghongo

Description
Service for ..
Service forE...
Apache/24...
Service for ..
Apache/24..
Apache/24...
Apache/24...
Apache/24...
Apache/24...
Apache/24...
Apache/24...
Apache/24...
Apache/24..
Service for L...
Apache/24..

Status

Running
Running
Running
Running
Running
Running
Rurnning
Running
Rurnning
Running
Rurnning
Running
Rurning
Running
Rurning

Figure 369 -Apache Upgradation

Apache2.4
HCL.iAutomate.Entitymodel
HCL.iAutomate.iCrawler
HCL.iAutomate.iknowledge
HCL.iAutomate.iKnowledgelndexer
HCL.iAutomate.iKnowledgeScreen
HCL.iAutomate.iKnowledgeSearch
HCL.iAutomate.iRecommend
HCL.iAutomate.iParse
HCL.iAutomate.iScript
HCL.iAutomate.iUnique
HCL.iAutomate.RatingMongo

HCL.iAutomate.AssignationService

2. Open below path in explorer: C:\Apache24\conf

3. Navigate to the above path mentioned, need to update in .conf file of all python components as mentioned in

the below screenshot:
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Startup Type
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic

Log On &s

spandan_.
spandan_.
spandan_.
spandan_..
spandan_.
spandan_.
spandan_.
spandan_..
spandan_.
spandan_..
spandan_,.
spandan_..
spandan_..
spandan_..
spandan_..
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Jisk (C) » Apache24 > conf
~
1 Name

extra
original
ss|
| ] charset.conv
| | Entity.conf
|| httpd.conf
|| iKnowledge.conf
|| iknowledgeCrawler.conf
|| iKnowledgelndexer.conf
|| iKnowledgeScreen.conf
|| iKnowledgeSearch.conf
| | iParse.conf
| ] iRecommend.conf
| | iScript.conf
|| iUnique.conf
J magic
] mime.types
|| openssl.enf
__| ratingMongo.conf

Date modified

3/3/2023 11:25 AM
3/3/2023 11:25 AM
4/28/2023 5:47 PM
8/25/2022 5:06 PM
4/10/2023 9:37 PM
9/19/2022 8:11 PM
4/10/2023 9:36 PM
4/10/2023 9:38 PM
4/10/2023 9:36 PM
4/10/2023 9:36 PM
4/10/2023 9:36 PM
4/10/2023 9:35 PM
4/10/2023 9:35 PM
4/10/2023 9:36 PM
4/10/2023 9:35 PM
8/25/2022 5:06 PM
8/25/2022 5:06 PM
8/25/2022 5:06 PM
4/10/2023 9:35 PM

Type

File folder
File folder
File folder
CONV File
CONF File
CONF File
CONF File
CONF File
CONF File
CONF File
CONF File
CONF File
CONF File
CONF File
CONF File
File
TYPES File
CNF File
CONF File

Size

2 KB

21
21
21
21
21
21
21
21
21
21
21

KB
KB
KB
KB
KB
KB
KB
KB
KB
KB
KB

14 KB
62 KB

"
21

KB
KB

4. Open the conf files one by one in notepad++/notepad, locate the word “Define SRVROOT "/Apache24”.

5. [Ifitis present you can skip this step and proceed with Step 6, if not add the following 3 lines by searching for the
word “ServerRoot "c:/Apache24"

6. Replace “ServerRoot "c:/Apache24"” line in the file with below 3 lines
e Define SRVROOT "/Apache24"

e ServerRoot "${SRVROOT}"

e  PidFile "S{SRVROOT}/httpd.pid"

By default, TLS version, 1.3 has been enabled in this Apache configuration. If you want to enable any
other TLS version for a specific window build you need to follow below mentioned steps else continue

with step 9.

7. Then find the line “SSLEngine on” in the same document.

8. Based on the TLS requirement, check the TLS version that needs to be enabled and copy the lines mentioned
below for respective TLS version and paste it after “SSLEngine on” line in conf file by removing/uncomment “#”
from the beginning and save the file.

9. Ifthe required TLS line is already uncommented, skip, and proceed with Step No 9, if it’s not present perform

below steps.
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Figure 370 - Apache Upgradation (cont.)
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Table 15 - TLS versions -Apache

#To enable SSL protocol TLS1.1 uncomment the below line
#SSLProtocol -all +TLSv1.1
#To enable SSL protocol TLS1.2 uncomment the below line
#SSLProtocol -all +TLSv1.2
#To enable SSL protocol TLS1.3 uncomment the below line

#SSLProtocol -all +TLSv1.3

#To enable and integrate SSL protocol TLS1.2 and TLS1.3 uncomment the below line

#SSLProtocol -all +TLSv1.2 +TLSv1.3

#To enable SSL protocol till TLS1.2 uncomment the below line

#SSLProtocol +SSLv2 +SSLv3 +TLSv1 +TLSv1.1 +TLSv1.2

10.
11.
12.
13.

For example:

SSLEngine on

# To enable SSL protoceol TLS1.1 uncomment the below

#SSLProtocol -all +TLSvl.l

line

SSLProtocol -all +TLSv1.2

# To enable SSL protoceol TLS1.2 uncomment the below

line

+ TO0 enable 55L protocol TLS5I. 3 uncomment the below

#SSLProtocol -all +TLSv1.3

line

# To enable and integrate SSL protocol TLS1.2 and TLS1.3 uncomment the below line

#8SLProtocol -all +TLSv1.2 +TLSv1.3

# To enable SSL protocel till TLS1.2 uncomment the below line

#SSLProtocol +5SLv2 +SSLv3 +TLSvl +TLSvl.l +TLSvl.2

Figure 371 - Apache Upgradation (cont.)
If need to go with TLS version 1.2: Removed “#” in the below screenshot and save the file.

Changes needs to be done for all Python Components that are selected in the figure above.

Verify the changes done in all python components.

Go to Run (Windows + R) and type services.msc and start the python services, which are in stop state.
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"

MName

CLHCLiAutomate.DC
@HCL.iAutnmate.EmaiISewice

Gl HCL.iButomate EntityModel
@HCL.iAutomate.GenericExecutor
@. HCL.i&utomate, iCrawler

Q HCL.ifutomate.iknowledge

@. HCL.ifutomate.iKknowledgelndexer
Q HCL.ifutomate.iKknowledgeScreen
@ HCL.ifutomate.iKknowledgeSearch
@HCL.iAutomate.iF’arse

@ HCL.i&utomate iRecommend

Q HCL.ifutomate.iScript

@ HCL.ifutomate.iUnique
@HCL.iAutomate.Listener

’-Q, HCL.ifAutormate Ratinghongo

Description

Service for ..,
Service for E...
Apache/24...
Service for ..,
Apache/24..
Apache/24...
Apache/2 4.
Apache/24...
Apache/24...
Apache/24...
Apache/24..
Apache/24...
Apache/24..
Service for L.,
Apache/24...

Status

Running
Running
Rurnning
Running
Rurnning
Running
Rurnning
Running
Rurnning
Running
Rurnning
Running
Rurnning
Running
Rurning

Startup Type
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic

Log On As

spandan_.
spandan_.
spandan_.
spandan_..
spandan_.
spandan_.
spandan_.
spandan_.
spandan_.
spandan_.
spandan_.
spandan_.
spandan_.
spandan_.
spandan_.

Figure 372 - Screenshot of the Apache Python Services
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4 Appendix

4.1 List of Abbreviations
Table 16 - List of Abbreviations
Abbreviation Expansion
AD Active Directory
Al Artificial Intelligence
ITOPS IT Operations
ITSMS IT Service Management System
KEDB Known Error Database
SNOW ServiceNow
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5 Support

To get support for this product, go to https://support.hcl-software.com/csm

For any additional queries, please reach out to us at aiops-pmg-team@hcl-software.com.
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