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1 Preface
This section provides information about Ansible Inside Integration with iAutomate and includes the following topics.
— Intended Audience
— About This Guide
— Related Documents
—  Conventions
1.1 Intended Audience
This guide is intended for the iAutomate end-users to integrate with Ansible SDK and working towards resolution of IT
support tickets.
1.2 About this Guide
This guide describes the integration process of Ansible Inside with iAutomate.
This document includes the following topics:
— Ansible Inside Integration with iAutomate
— Support
13 Related Documents
The following documents can be referenced in addition to this guide for further information on the iAutomate platform.
— Introduction to HCL Integration Guide
14 Conventions
The following typographic conventions are used in this document:
Table 1 - Conventions
Convention Element
Boldface Indicates graphical user interface elements associated with an action, or terms
defined in text or the glossary
Underlined blue Indicates cross-reference and links
Italic Indicates document titles, occasional emphasis, or glossary terms
Courier New (Font) Indicates commands within a paragraph, URLs, code in examples, and paths
including onscreen text and text input from users
Numbered lists Indicates steps in a procedure to be followed in a sequence
Bulleted lists Indicates a list of items that is not necessarily meant to be followed in a
sequence
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2 Ansible Inside Integration with iAutomate

21 Installing Ansible Inside Wrapper Component

1. Run the IAutomate Installer with Admin Privileges.

@D Installer Version - 6.5 - b3 ‘

Product Installation

Welcome To Installer

HCL iAutomate

Copyright @ 2016, 2025 HCL Technologies Limited

Figure 1 — Installing Ansible Inside Wrapper Component

2. Select New Installation and Click Next.

Database Details
DATABASE DETAILS
server Name =

‘Enlev Server HostName/IP

i COMPONENT SELECTION
Database Instance Name [Enle( DB Instance
& CONFIGURE MONGODB ANDSOLR Auvthentication SQL Server Authentication -
User Name * ‘ 3
p@ SERVER CONFIGURATION
Password * [Enter Password
~ PRE-REQUISITE CHECKER
Database Name = iAutomateDE

CONFIGURE ADMIN DETAILS

{7 INSTALLATION

HCL iAutomate _

Figure 2 — Installing Ansible Inside Wrapper Component (Cont.)

3. Enter the Database Details of the |Automate DB Server.
a. Enter Server Name
b. Choose authentication type and Enter Username and Password.
c. Click on the Check Connection Button to verify the Details Entered.

4, Onceit's verified click on Next.
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5.

6.
7.

HCLidutomateBaseUl
HCLidutomateWEBAPI
HCLidutomateKRS
HCLiAutomate.iRecomn

HCL.iAutomate.EntityMc

i

i

HCLiAutomate.Emailser

Port

Port

Port

Port

Port

Port

Port

Port

Port

g
3

i

Port

8012
8015

8021

E3 oamasase peTais Component Selection | Web Ul Name
Data Collector
Generic Executor Web API Name
COMPONENT SELECTI ON RBA Executor
e COMPONENT SELECTION xecutor KRS Hame
Release
Generic Listener iRecommend Name
&% CONFIGURE MONGODE ANDSOLR AD Sync
Email Service Entity Name
& DAGService iParse Name
SERVER CONFIGURATION [ Ansible inside Wrapper Component.
Ansible Inside Wrapper iUnique Name
[ Advanced Al Component D
P ata Collector Name
~ PRE-REQUISITE CHECKER iknowledge
KnowledgeRating Generic Executor Name
Kerape
COMFIGURE ADMIN DETAI RBA Executor Name
.@ B = Advanced Knowledge
Screen Release Name
i Search AD Sync Hame
{#  INSTALLATION Crawder - 3
< > Email Service Name
<
HCL iAutomate “

Figure 3 — Installing Ansible Inside Wrapper Component (Cont.)

Choose the Ansible Inside Wrapper Component and Click Next.

ﬂ DATABASE DETAILS

Ansible Wrapper Component Server Configuration

1P Address/HostName « [10.1.XX

i COMPONENTSELECTION

User Name « ‘

| password «

& CONFIGURE MONGODB ANDSOLR

W PRE-REQUISITE CHECKER

&5 CONRGURE ADMIN DETAILS

@ wsauanion

HCL iAutomate

Validation Successful

Figure 4 — Installing Ansible Inside Wrapper Component (Cont.)

Enter the Server Details on which the Ansible will be configured.

Click on Validate and After Successful verification click Next.

Ansible Inside Integration Guide

[




B oamaease peTais Pre-Requisite Checker @

‘=  COMPONENT SELECTION 1P Address/Host Name Component Prerequisite Status
Ansible Inside Wrapper | Cnecking For Port 9031 ]

ﬁ CONFAGURE MONGODE AND SOLR

&% SERVER CONFIGURATION

B CONFIGURE ADMIN DETAILS

ﬁ) INSTALLATION

O Failed bt not mandatery | X Failed and mandatory |+ Success

HCL iAutomate

Figure 5 — Installing Ansible Inside Wrapper Component (Cont.)

8. Run the Prerequisite Checker and Click Next after it is successful.

B Pre-Requisite Checker @
© DATABASE DETAILS

Total No of Request 1| Successful 1 | Failed 0 _
i COMPONENTSELECTION IP Address/Host Name Component Prerequisite Status |

Annnlalnsmm»u [ cnecting For Portsost [ v I
@ CONFIGURE MONGODB AND SOLR

&0 SERVER CONFIGURATION

.Q CONFIGURE ADMIN DETAILS

@ msmauanon

HCL iAutoma‘te D roevmnotmandarary | X Falled and mandanory |+ Success

Figure 6 — Installing Ansible Inside Wrapper Component (Cont.)

9. To Begin the final Installation, Click on Run.
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i Overall Status : Not yet started
B3 oamasast peTais Installation ye @
-

Server Type: Database

- Server Details
+= /COMPONENT SELECTION IP/Hostname Address : 110.1.X.XX
&% CONRIGURE MONGODB ANDSOLR Detobose

Database Instance

Database Name: [N
& SERVER CONFIGURATION

Server Type: RBATool
Server Details

IP Address : 10,1.%%X UserNeme - IR

' PRE-REQUISITE CHECKER

&8 CONFIGURE ADMIN DETAILS
Ansible Inside Wrapper

Component Name: Ansible Inside Wrepper
INSTALLATION Service Name: HCL iAutomate AnsiblelnsideWrspper service

Path v

HCL iAutomate

Figure 7 — Installing Ansible Inside Wrapper Component (Cont.)

Overall Status : Success @
B3 oamasase peTaILs Report

Server Type: Database

- Server Details

¥ |COMPONENT SELECTION IP/Hostname Address 101000

& conmGUREMONGODB ANDSOLR | Detebese
Database Instance Success
Database Name: (| N I

& SERVER CONFIGURATION

Server Type : RBATool
Server Details

Ansible Inside Wrapper

Component Name: Ansible Inside Wrapper Success
Q LSRRI Service Name: HCL iAutomate AnsiblelnsideVWrapper.service
Path A /R

HCL iAutomate

W/ PRE-REQUISITE CHECKER

S8 CONFIGURE ADMIN DETAILS

floc te/RbaExecutor v
< >

Figure 8 — Installing Ansible Inside Wrapper Component (Cont.)

10. The Ansible Insider Wrapper has been Installed on the Server.

2.2 Configuring the Ansible Insider Wrapper on Ansible Server

1. Connect to the Ansible server using any ssh Client (PuTTY) on port 22.

Ansible Inside Integration Guide

.



PuTTY Configuration ? X

Category:
—I Session Basic options for your PuTTY session
__Logaing Specify the destinati tt t
= Terminal pecify the destination you want to connect to
- Keyboard Host Name (or IP address) Port
-Bel 22
- Features - -
— Window Connection type:
.. Appearance ©ssH ()Seral () Other: Telnet v
-- Behaviour
- Translation Load, save or delete a stored session
+ Selection )
Saved Sessions
.- Colours
— Connection
Eata Defaut Settings Load
- Froxy aws-workstation
+ SSH
. Save
- Serial
Telngt Delete
- Rlogin
- SUPDUP
Close window on exit:
() Aways () Never © Only on clean exit
About Help I Open l Cancel

Figure 9 — Configuring Ansible Inside Wrapper on Ansible Server

2. Login using the username and password.

Figure 10 — Configuring Ansible Inside Wrapper on Ansible Server (Cot.)

3. Enter Command

sudo su -

4. Enter the password if asked. Now you are logged in as the root user.
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Figure 11 — Configuring Ansible Inside Wrapper on Ansible Server (Cot.)
5. Below are the installation steps, Enter the following commands in terminal:

- vyum install python39

- python3 -m pip install --upgrade pip

- pip3 install virtualenv

- git clone https://github.com/ansible/ansible-sdk.git
- cd ansible-sdk

Figure 12 — Configuring Ansible Inside Wrapper on Ansible Server (Cot.)

6. Create a new file setup.py using vim or cat and paste the following lines of code.

#! /usr/bin/env python
from setuptools import setup
setup ()

Ansible Inside Integration Guide
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https://github.com/ansible/ansible-sdk.git
https://github.com/ansible/ansible-sdk.git

Figure 13 — Configuring Ansible Inside Wrapper on Ansible Server (Cot.)

7. Create a new file setup.cfg using vim or cat and paste the following lines of code:

[metadata]
name = ansible-sdk
author = Ansible, Inc.
author email = info@ansible.com
summary = "Consistent Ansible SDK for Python"
home page = https://ansible-sdk.readthedocs.io
project urls =

Source = https://github.com/ansible/ansible-sdk
description file = README.md
description content type = text/markdown
license files = LICENSE.md

version = attr: ansible sdk. version

[options]

install requires =
ansible-core
ansible-runner
receptorctl

python requires = >=3.9

[files]

packages = ansible sdk

[flake8]

# W503 - Line break occurred before a binary operator

ignore=w503

Ansible Inside Integration Guide
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max—-line-length=160

Figure 14 — Configuring Ansible Inside Wrapper on Ansible Server (Cot.)

8. Enter the below Commands to setup the Python virtual environment.

virtualenv env
source env/bin/activate

9. To Install the ansible dependencies, use the following in the same env:

pip3.9 install ansible-core
pip3.9 install ansible-runner
pip3.9 install receptorctl
pip3.9 install -e .

23 End to End Execution
1. Create a new Incident in Service now in iAutomate Assignment group. Fill in the details as Required. If runbook
parameters are not found in the ticket description, iAutomate will use the default values stored in runbook

configuration. The Assignment Group should be the same as configured in iAutomate.

™
— Incident & &
~ Newrecord Submit || Save
a
“ Assigned InProgress Pending Resolved Closed
. Number INC0878519 X Source | Phone v
@
& X Requester | iAuto BigFix Integration e Status | New v
Company Impact | 3-Low v
Location Urgency | 3-Low v
¥ Contact Number | 1234567890 Priority Priority 4
Q ¥ Category | Server v Time worked | 00:00:00 00 00 00 O
Q X Subcategory | Linux v k Assignment group | iAuto BigFix Integration
-+ Business service : Assignedto | iAuto BigFix Integration

X Affected Cl | ASM0002502
¥ Short Description | check the status of the given service rngd

Description | check the status of the given service rngd.

Figure 15 — Creating Incident

2. The tickets will now be collected by iAutomate and added to the queue for recommendation.
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© Home Home > Tickets
0 RBAG ~ | Organization Module
0 Logs MyCompany Incident Management
G, Configuration v ) . } )
Open Tickets My Tickets  Assigned Tickets  Released Tickets
&= Runbooks v | —
£ Tickets Open Tickets Search.
[ Dashboard
Tieket Number T Ticket Detalls T staws
@ Advanced Configuration
L Analysis v IAutomate Group 1 fix ticket of Check the on windows server Assignation Te...
WAutomate Group 1 fixtickst of Check the status of 3 give Assigati
@ Knowledge INCO307766 ew Data Cobected
@ OV 32025 024213 P
2, Netbot Troubleshooting
Roster Management  ~ IAutomate Group 1 fix ticket of Check the status of a given service on windows server Assignation Te...
iAutomate Group 1 fx ticket of Check the status of a given service on windows server Assignati,
NG0307745 iew ore Picked For Assignation
12 01/13/2025.08.25.40 AM
cosoT7a Picked For Assignation
Quick Links 2
@ Help
" <-4 sfals|e|7]80 W 3 v femsperpage

o @ AR

-0t 26 items

Figure 16 — Ticket Added for Recommendation

3. The Recommended Runbooks which have a confidence score above the threshold will be displayed when clicking

Select Runbook. Select the

Ticket ID : INCOB78519

Runbook Name

> Check_Service_Linux
W checksenioe

Paramatar Name

TicketNumbsr
service name

target host

Job id

P Check service Windaws

suitable runbook to execute.

Select Runbook  View Logs Related Tickets Knowledge Guide

Description Confidance Score % SME &pproved
“This: playhook will sheck the status the o "
wiven service,
Check tha status of given sarvioa, 100 N
Value

mgd

0.7 -

17
This playbock will check the status the 52 M

given service,

Action

@ View S0P

3 View S0P

@ View SOF

Figure 17 — Selecting Runbook

4, After selecting the runbook execution will start and the interaction id will be generated by the ansible inside tool.
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@ Home Home > Tickets

@ Logs Organization Module
= Tickets MyComapny - Incident Management -
Dashboard
OpenTickets My Tickets  Assigned Tickets  Released Tickets
2 Netoot Troubleshooting -
My Tickets Search. a @ Auto Refresh
Ticket Number T TicketDetails T suus Runbook T actions
Check the status of a given service on windaws server Assignation 248 RMM
INCDS0T935 Check the status of a given service on windows server Assignation 248 RMM Assignation Compleled -]
G 01/20/2025 021439 PM
Check the status of a given service on windows server Assignation 248 RMM
INCDS0726 a given RuM Assignation Completed BE® e
3 01/20/2025 010443 PM
Check the status of a given service on windows server Assignation 248 RMM
\NCo90TI1a Check the S1atUs 0f 4 JIVen SErvCe On WINJOWS Server ASSIGNation 248 RMM Assignation Completed Em
(3 01/20/2025 12:05:30 PM
Quick Links 2z . . v w10 v | memsperpege 1-30f 3 Rems
‘@ Help

Figure 18 - Interaction ID Generation by Ansible Inside Tool

5. Check the logs by clicking the log button on the right side of the ticket. The ticket is now set to InProgress state.

Ticket ID : INCO878519 Bas

Ticket Summary Date Time
sheck the status ef the given sarvice mgd

Assignes Interaction 10
BRG7hAAA-choc-40e0-h503-083d005e T ad

Status Runbook Name
chek_service
Description

shack the siatus of the given sorvice mgd.
View Logs  Related Tickets  Knowledge Guide

Log DateTime Runbosk Detalls Leggad By Status.

Status Raasen Ramarks
check_service
05/07/2024 11:11:32 AN Jr—— o InProgress
SRS FIRGSOR DR O8I o 0 In Progross an In Progress . view mare
heck servive
e 1111 et I . 1D Generated Run book
OB A0PE 111131 AN 5567 Sta-chos-206 bSO .., i
uheck servive . - ; i
Picked fur Initiation of e RDA e Ficked I
(/072024 11113 3 ol
ORATF024 111131 AM i Inftiate Interaction Pty iy
R 11 A ek far Feeurion Set Tiokst Status to Marked for Exe St Tioket Status to Marked for Exe
e cution cation.
06072022 111117 AM Ploked far InPragress Ploked for InPragress Ploked for InProgress
check senice
DB/07/2024 11:11:15 AM o Initiated Banual Mads Initiated in Manual Mage Tnitiated in Panual Made

Figure 19 — Viewing Logs

6. iAutomate will update the Incident Ticket on ServiceNow to InProgress Mode.
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— Incident
~ INC0878519

New Assigned v

Number ~INC0878519

Requester  iAuto BigFix Integration @

Company
Location Q]
* Contact Number ‘.1234567590 ]
* Category [ Server V\
* Subcategory ‘ Linux V]
Business service [ Q ]

oJ(2]o)

* Affected CI [ASMOOOZ’SOZ

é + "-[ Follow ” Update Cancel || TransactionMap | T &
Pending Resolved Closed
Source Phone
Status. [ In Progress M
Impact I 3-Low ~
Urgency | 3-Low M

Priority Priority 4

Timeworked | 00:00:00 00 00 00

* Assignment group IiAutc BigFix Integration Q [E|
* Assignedto IiAuto BigFix Integration Q

* Short Description [check the status of the given service rngd

Description | check the status of the given service rngd.

Percentage Wait Time

Related Search Results >

»

Figure 20 — Incident Ticke — In Progress Mode

7. Work notes will be updated by iAutomate.

Incident
= INC0878519

—
Notes | Related Records ‘ Resolution Information

Watch list

g ¥ m [ Follow H Update ][ CanceIHTransal:rionMap T~ 4

Work notes list @

Additional comments | Additional comments (Customer visible)
(Customer visible)

Activities:3 1 i iauto Bigfixlntegration

SWO has started working on the ticket.

v, iAuto BigFix Integration

Incident state I Progress was Assigned

il R iAuto BigFix Integration

AffectedCl  ASMO002502
Assignedto  iAuto BigFix Integration
Impact  3-Low
Incidentstate  Assigned
OpenedBy  iAuto BigFix Integration
Priority  Priority 4
Reopencount 0
Urgency  3-Low

5
[ | Work notes [Pa_st]

Worknotes » 2024-06-07 16:41:18 v |

Field changes » 2024-06-07 16:41:18

Field changes « 2024-06-07 16:34:15

Figure 21 — Work Notes updated by iAutomate

8. Check the Ticket logs again to see if the execution is successful.
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Ticket ID : INCO878519

Status

Marked for Delele

Description

chack the status of the given service med

View Logs  Related Tickets Knowledge Guide

Log DateTime

OB/DA2UZ4 11112125 AN

06/07/2924 11:12:22 AM

Runiiook Details Logged By

Runboak Name
check_service

Status

Marked lor Delete

Exavution Sucossiul and Marked ©

Status Reason Remarks

Ticket Closs successfully, Mark far Ticket Close successfully, Mark for
BACVement 13 Hi., view more

rAcvement 1 Histary Table

Picked for Clase Ficked for Clusa
Jtomate successfully performed the remediation steps on 10.7. Ml server. Resoonse 's Ansiale fetchec details of the service give, detalls: ? rngd.service - Hardveare RNG Entropy
radec: loaded (/usr/lib/systemc/system/rngd. service; enabled; vencor preset: enabled) Active: active {running) since Sat 2024-06-07 00:21:20 IS8T, & days ago Main PID: 889 {rngd)

9) Memary: 1.5M CGroup: /system.slce/rngd. service +-889 /usr/sb'n/rngd - -fillwatermark=0 -x pkcs 11 -x nist -x gryst -0 daemen:daemen

DEMT/202411:17:42 AM

shek_service
5567hG8a-chEe-1083-0 53308340,

Fxcarition S Issu Resoly

-
Return Messape: IAutamate sucoss
slully perfarmad the emediaticn st
eps on 10,1 M sover. Respons
s Ansilile fethed details of the s
ervice give, details: ? mgd.serviee

Harthware RNG Fntropy Gathers Da
eman Loaded: loaded (fusr/libsyat

ve (tunning) since Sat 2024-08-01 0
0:21:20 151 6 days ago Maln PIL:
223 {rmgel) Tasks: 1 {limit A5213)
PMemery: 1.50 CBroup: /system.cli
ey mad.ssrvics 1-880 fuscfshin/n
g -1 =Tilbwatemmank=U -« peel1

nist = grypt & dsemon:dasnon

od.servi bled;  Retun Message: [Autamate sucoss
vendor preset: enabled] Active;actl  sfully performed t. view more

Figure 22 — View Logs

9. Tickets are now successfully resolved by iAutomate and the same will be updated on ServiceNow.

[T] — Incident
= INC0878519
New

Number
Requester
Company
Location

Contact Number
Category
Subcategory
Business service
Affected CI
Short Description

Description

Percentage Wait Time

10. These final work notes contain the results of Runbook execution in Ansible Inside RBA tool.

Assigned

INC0878519

iAuto BigFix Integration [i] @J

1234567890

Server

Linux.

ASM0002502 @ @

check the status of the given service rgd

check the status of the given service mgd.

Pending

g ¥ m [ Follow “ Update tsj:l Close Incident H Reopen Incident “ Transaction Map J T b

Source Phone

Status  Resolved

SubStatus - None -

Impact  3-Low

Urgency 3-Low

Priority  Priority 4

Timeworked | 00:00:00 00 00 00
Assignment group  iAuto BigFix Integration

%k Assignedto | iAuto BigFix Integration Q

| Related Search Results >

Figure 23 — Ticket Status -Resolved
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= :'ﬁcci%;';tasw & ¥ Follow ][ Update ][ Close Incident H Reopen Incident H TransactionMap | T
| Worknotes [ Post J a|

Activities:5 |y jauto Bigfix Integration Worknotes o 2024-06-07 16:42:23

iAutomate execution In-Progress

i performed the iati 10,1 server. R is Ansil i ice give, details: ? rgd.service -
Hardware RNG Entropy Gatherer Daemon

Loaded: i i vendor

Active: active (running) since Sat 2024-06-0100:21:20 IST; 6 days ago

Main PID: 889 (rngd)

Tasks: 1 (imit: 48819)

Memory: 1.5M

CGroup: fsystemslice/gd.service
+889 in/ingd -f il

pkes11 -x nist -x qrypt -D

u, iAuto BigFix Integration Field changes ¢ 2024-06-07 16:42:23

Incidentstate  Resolved was In Progress

11 | iAuto BigFix Integration Work notes ¢ 2024-06-07 16:41:18

SWO has started working on the ticket.

Ll ;4 iAuto BigFix Integration Field changes ¢ 2024-06-07 16:41:18

Incidentstate  InProgress was Assigned

iAuto BigFix Integration Field changes o 2024-06-07 16:34:15 v

Figure 24 — Final Work Notes

11. Finally, Ansible Inside Logs can be checked in the Logs section of iAutomate.

Component Logs  Ticket Evaluation Report  User Activity Logs  TicketLogs  Ansible Inside Logs

Ansible Inside Logs -}
Organization Module
v Incident Management v
Runbook Teol
AnsibleinsideRBTool v

Ticket Number Y  Ticket Description Y  Downicad

INCOE78519 check the status of the given service mgd. m _
INCOE78515 Check the status of the given service m _
INCO878512 Check the status of the given service m _
— R [omntis | cmmnto |

Figure 25 — Ansible Inside Logs
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3 Support

To get support for this product, go to https://support.hcl-software.com/csm

For any additional queries, please reach out to us at aiops-pmg-team@hcl-software.com
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