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New Features:

Integration with GitLab Runner: Enabled seamless integration with GitLab Runner as
a Runbook Automation (RBA) tool.

Runbook Tools *
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Gamification Ul- Implemented Leaderboard and Agent Profile Views:

The Gamification Ul has been enhanced with the successful implementation of both the
leaderboard and agent profile views. These new features provide users with a
comprehensive overview of agent performance and progress, fostering a sense of
achievement within the platform.
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Playbook Generation: Dynamic content insertion, error handling & validation,
Approval Process:

Enables automatic addition of relevant content, improved error management and
validation checks to ensure accuracy, and a streamlined approval workflow for greater
efficiency and collaboration.
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Confirm

Do you want to Approve Runbook?

-

Confirm

DO you want to Reject Runbook?

4. Notification Types:
e Agent assignment notifications: Notifications are now triggered upon task or incident
assignment, ensuring timely awareness and action by the designated agent or team.




HCL iAutomate

Ticket assignation is complete

It's available to access now

Dear User,

The ticket INCO1 has been successfully assigned to you.
Please use the below fink o login
Application URL :  https/localhost

Regards,
The Product Team
hitps:iocalhost

Runbook generation notifications: Notifications are sent to the relevant team or agent
upon runbook generation, including issue details, recommended actions, and approval
links.
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Playbook generation is complete

It's available to access now

etails
= The playbook will get executed on the selected time.

Please use the below link to login.

Application URL = htps/llocalhost

Regards,
The Product Team

hitps:/llocaihost

New screen in NetBot to track Change Request, task history including reference of
execution.

This provides users with an enhanced screen dedicated to monitoring Change

Requests. The new screen displays the Change Requests themselves along with a
comprehensive overview of task history, including valuable execution references for
each task. This enhancement allows users to track the progress of Change Requests
and gain insights into the specific actions taken during the execution of associated tasks.

Enhancement

Support Certificate based Authentication for Service Now



1.1.

1.2.

2.

3.

New Security Feature:

Introduced an additional layer of security by enabling user authentication via
digital certificates instead of traditional passwords.

Attachment Upload/Download for SR & CR:

Enabled the upload and download of attachments for Service Requests (SR) and
Change Requests (CR) for enhanced functionality.

= HCLiAutomate Qo 7@ > o.

Home > Configuration > Manage Data Sources

Edit Data Source -]

Organization  Fetch Data  Release Rules

Fetch Data Configuration

Connection Details

URL* @ Authentication Type * @

Certificate Based Auth v 1

CRT File Location * @ -Select-

BasicAuth

OAuth2

Request Method * WindowsAuth
indowsAu

-Select- i

Certificate Based Auth

Installer Enhancement - Ensure the pre-requisite checker validates Python module
versions (e.g., NumPy, spaCy)

The installation process has been enhanced with a robust pre-requisite checker that
validates the versions of key Python modules, including NumPy and spaCy. This
ensures that the correct module versions are installed, preventing compatibility issues.
By confirming these dependencies upfront, the enhancement minimizes the risk of
conflicts during installation. This results in a smoother and more reliable setup, ensuring
the software operates as intended.

@ HCL iAutomate Installer (upgrade) Version - 6.5.1 e X
B ) ) Pre-Requisite Checker @
=g DATABASE DETAILS

Total No of Request 94 | Successful 94 | Failed 0
‘= COMPONENT SELECTION IP Address/Host Name Component Prerequisite Status  ®
iRecommend Checking For Python 31011 v
i /
&% CONFIGURE MONGODB ANDSOLR IRecommend thecking for spache 24 b
iRecommend Checking For VC++ v
iRecommend Checking For Web Public Certificate v
o{»{} SERVER CONFIGURATION iRecommend Checking For App Private Certificate v
iRecommend Checking For PythonCertificate v
iRecammend Checking For numpy B
PRE-REQUISITE CHECKER iRecammend Checking For spacy v
iRecommend Checking For en_core_web_sm v
& CONFIGURE ADMIN DETAILS iRecommend Checking For mod_wsgi v
iRecommend Checking For PYTHON_HOME v
iRecommend Checking For ANT_HOME v
(i) INSTALLATION iRecommend Checking For ANTIWORDHOME v
iUnique Checking For Port 8009 v
v
® Failed but not mandatory | X Failed and mandatory |~/ Success

Dashboard for Ticket Analysis Enhancements.
The Dashboard for Ticket Analysis has been enhanced to provide users with better




insights and functionality. The enhancements include advanced filtering and search,
customizable dashboards, visualizations, performance metrics, improved accessibility
and user experience.
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Resolution View  Ticket View Runbook View MTTR View Analysis View ROl
Q- - Organization | wycompany + || assias oansrases a
Analysis 1

Analysis Name

Created on

03/23/2025 06:11:14 AM

58.67% 642 (hours)

Summary View

BigFix Server Automation Enhancement for complex use cases

Data source Enhancement- Enable vault option for request header and auth
params in "Fetch configuration" tab of data source.

The data source has been enhanced to include the option to enable vault functionality
for request header and authorization parameters within the "Fetch Configuration" tab.



This improvement allows for secure storage and management of sensitive data,
ensuring better protection of credentials used in API calls and data-fetching operations.

= HCLiAutomate 0 o

Qg o.

Home > Configuration > Manage Data Sources

Edit Data Source

Organization ~ Fetch Data  Release Rules

Fetch Data Configuration

Connection Details
Url Path Parameters

Request Authentication Parameters @ + Add Authentication Parameters
Note: Add parameter Key as 'RequestBody to send information in request body for token.

Key Value Type Value

Vault Vault Parameter

Is Encrypted Is Key Action

Request Header Parameters [

Key Value Type Value

6. Configured runbooks can now be exported.
The latest update introduces the ability to export configured runbooks, enabling users to
securely save and share customized automation workflows. This enhancement fosters

collaboration, supports workflow standardization, and enhances reusability across
various environments.

HCLiAutomate

Home > Runbooks > Manage Runbooks

Create & Map Runbook

ansibetowert
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Implement Wrapper for Ansible CLI
Enhancement in Agent Ranking & Roster Management
1. Enable Admin to select the status that should be changed when assigning a

ticket- Admins can now preset the ticket status that's automatically applied when
assigning tickets to agents.

Agent Configuration

@ AgentAssignation

Assignation Ticket Status

0 Assin

‘Submit

2. Display shift of logged in user in user info section- The enhancement enables the
display of the current shift of the logged-in user. This information will be readily available
in the user info section of the interface, allowing users to quickly view their assigned



shift.

user
Organization Admin

Shift: 03:30-23:30 (GMT)

Change Password

Logout

3. Display priority of tickets in ticket description popup on Tickets Console- In the
Tickets Console, the display priority of each ticket will now be prominently visible within
the ticket description popup. This enhancement allows users to quickly assess the
urgency and importance of a ticket without needing to navigate to a separate field or
screen.

Ticket Number: INC0907029 X

Ticket Summary Date Time
Check the status of Database. Display the database status. 12/17/2024 08:18:34 AM

Description Priority

Check the status of Database. Display the database status. 3

Select Runbook ~ View Logs  Related Tickets ~ Knowledge Guide
Runbook Name Description Confidence Score % SME Approved Actions.

v Check_the. status_of_a._give. el N 3 View SOP

Parameter Name. Value
role_name
Ap_role_name

Api_job_id

ApLsnow_incident_id

« - > ow 1-10f1 items

4. Enable users to apply leaves for the next 6 months since shift creation is enabled

for 6 months- The latest update allows users to submit leave requests for the next six
months, aligning with the existing shift creation and scheduling timeframe.
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< HCLiAutomate a o 79 > O
@ Home Home > Roster Management > Leave Management
® RBAC v
- Search Q Leave details of user@mycompany.com
ogs
@ Configuration v Email Y Daysoff Shift Start Shift End Start Date * End Date *
4/15/2025 £ 9/30/2025 B + o
Runbooks v user@mycompany.com 169 days 04/15/2025 09/30/2025
£3 Tickets
Dashboard
@ Advanced Configuration

® Roster Management A~

Assignment Group

Quick Links

[\

B o S -

@ Help
5. Shift creation now includes customizable interval selection for each user-
Administrators now have the capability to assign specific interval selections to each
individual user. This enhanced functionality allows for greater flexibility and
customization in managing work schedules, ensuring that each employee's shift aligns
with their specific requirements and availability.

< HCLiAutomate Q 4L T e 0 Q.
@ Home Home > Roster Default Shift
® RBAC v -

Default Shift
8 Logs Time Zone *
@ Configuration v GMT (GMT GMT+00:00)
 Runbooks v Interval *
£8 Tickets s

Start Time * End Time *
Dashboard

03:30 ® 11:30

@ Advanced Configuration

Week Off
® Roster Management ~ ~

Sun Mon Tue Wed
Assignment Group
Maragetiant Thu Fri Sat

Profile Management

Default Shift Management
Shift Management

Leave Management

Quick Links

~

® Help

6. Enable Admin to re-assign, status change for other users Assigned Tickets.-

Administrators now can re-assign and change the status of tickets currently assigned to
other users, allowing for improved ticket tracking and management.
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< HCLiAutomate ala @a e

@ Home Home > Tickets
@ RBAC v Organization Module
@ Logs MyCompany v Incident Management

@ Configuration . . i " .
Open Tickets My Tickets  Assigned Tickets  Released Tickets

@ Runbooks »
2 Tickets Assigned Tickets Search a S| AutoRefiesh
Dashboard

Ticket Number Y Ticket Details Assignee Y staws Runbook Y Actions
@ Advanced Configuration
@ Roster Management v Check the status of the given service on Linux server_SDK

INC0909346 Gheck given service on Linux server_SDK Usert Assignation Completed Check_the_status_of_a_given_se. =)
L Analysis v 13 02/04/2¢ 13:42 AM

£3 Related Tickets

@ Knowledge Check the status of the given service on Linux server_SDK

INC0909345 Check the status of the given service on Linux server_SDK User2 Assignation Completed Checkthe.status_of a given_se.. 5 [ X Knowledge Graph
S Netbot Troubleshooting 5 02/04/2025 09:13:39 AM

+: Change Status

on Linux server_SDK

£TReassign Ticket

INC0909344 server_SOK Users Assignation Completed Check_the_status_of_a_given_se. a8

Bz o es[e]7]s]> ns v temsporpage 1-30f 24 tems

(Copyright © 2016, 2025 HL Technologies Limited | Supported Browsers Google Chvome, irfox,and MicrosoftEdge | Version — 6.51

Quick Links

~

@ Help

7. Separate menu for Agent Profile Management screen- The Agent Profile
Management screen now has a dedicated menu for improved organization and easier
access to agent profile information.

[E Roster Management ~

Assignment Group
Management

Profile Management
Default Shift Management
Shift Management

Leave Management
Leaderboard

Profile View

8. Add Leave Deletion & Edit Functionality in Leave Management Page- Leave
management enhancements include 'Delete Leave' to remove entries and 'Edit Leave' to
modify them, improving data accuracy and streamlining the process.

12



< HCLiAutomate QL8 T e
@ Home Home > Roster Management > Leave Management
@ RBAC e

= Search. Q Leave details of User1@MyCompany.com
ogs

@ configuration v Email Y oaysoff shift start Shift End Stagpate End Dato¥

4/15/2025 =] 4/15/2025 8
@ Runbooks v = = :

£2 Tickets

£8 Dashboard
@ Advanced Configuration
® Roster Management  ~

Assignment Group
Management

profile Management
Default Shift Management
shift Management
il e e Sl “
Leave Management
Leaderboard
profile View

Lz Analysis v

(Copyright © 2016, 2025 HCL Technologies Limited | Supported Browsers Google Chrome, irefo, and Microsoft Edge | Version - 6.5.1

Quick Links

~

@ Help

9. Enable Agent Assignation feature for all modules other than Incident Module-
Previously restricted to the Incident Module, the Agent Assignation feature is now
accessible across all modules, enhancing flexibility and control in agent assignment and
resource allocation.

NetBot Enhancement

1. Column names used are as per ServiceNow for Master / Patching Inventory
Upload- The column names utilized in this process adhere to the established standards
dictated by ServiceNow for both Master and Patching Inventory Uploads. These
standardized naming conventions ensure consistency and compatibility with
ServiceNow's data model, facilitating seamless integration and accurate tracking of
inventory data, including hardware assets, software installations, and patch
management activities.

2. Support to add multiple filters in the same group- Enhanced filter functionality,

empowering users to apply multiple filters within a single group. This enhancement
allows for more granular and precise data filtering.
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Create Group

Name *
Group2
Custom Tag *

Inventory

Close

Type *
Inventory
Filter*

inventory @ || Host @

Save

x v Apply

3. Auto-refresh features on screen for updating the execution status/progress-
Automatic Ul refresh, dynamically updating execution status and progress, eliminating

manual tracking.

< HCLiAutomate
|

@ Home Change Number *
® RBAC NetBotinventory
8 Logs
@ Configuration L
Cl Name
E Runbooks v
Loo1
B Tickets
Lo02
& Dashboard
Loo3
Lo04
L005
L006
L007
L008
L009
Quick Links 2 Lo10

o e < H: -

10 v

Y  Status

Initiated

Initiated

In Progress

In Progress

In Progress

Successful

Successful

Queued

Failed

Queued

items per page

v

Group *

Grouplnventory

TaskNumber

Inventoryl

Inventory1

Inventoryl

Inventoryl

Inventoryl

Inventoryl

Inventoryl

Inventoryl

Inventoryl

Inventoryl

Type at least 3 characters to search Q QP ﬂe O Q.

Py

Y  ActivityCode
Stage 2
Stage 2
Stage 2
Stage 2
Stage 2
Stage 2
Stage 2
Stage 2
Stage2

Stage 2

Q8 AutoRefresh

Y  Action

Download

Download

Download

Download

Download

Download

Download

g g
H 3

Download

1-100f 12 items

4. Partial Successful status added in dashboard for NetBot widget- The dashboard's

NetBot widget now shows a "Partial Successful" status, providing more detailed
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information about NetBot operation results.
< HCLiAutomate a 1® @ e.

a

£ Dashboard I Successful vs Failed Report S|

& Netbot Troubleshooting

Network Devices Health Report 8| |

Network Device MTTR report Q&

[\

Quick Links

® Help

Bug Fixes

Proxy Configuration Support for Download/Upload Attachment API: Resolved an
issue where the Download/Upload Attachment API lacked support for proxy
configurations. This fix ensures seamless functionality when proxy settings are in use.
Log Content Retrieval Issue: An issue with log content retrieval has been resolved.
The master server is now correctly included as a request parameter in the BigFix SA
Adapter, ensuring proper functionality.
Data Mismatch in Dashboard Widget: A data mismatch issue in the Resolution Rate
and Consolidated View dashboard widget has been resolved, ensuring accurate data
display.
Manage Proxy Page Error: An error on the Manage Proxy page, triggered by the entry
of special characters in the username field, has been resolved. Previously, this caused
the contents of both the Username and Proxy Address fields to be incorrectly reset.
. DAG Logging Issue:

A DAG logging issue has been resolved by whitelisting the Python logger package,
ensuring proper logging functionality.
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