HCLSoftware

HCL iAutomate

Lab Manual

Version 6.4.2




The data contained in this document shall not be duplicated, used, or disclosed in whole or in part for
any purpose. If a contract is awarded to chosen parties as a result of or in connection with the
submission of this data, the client or prospective client shall have the right to duplicate, use, or disclose
this data to the extent provided in the contract. This restriction does not limit the client’s or prospective
client’s right to use the information contained in the data if it is obtained from another source without
restriction. The data subject to this restriction is contained in all marked sheets.

HCL has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the
HCL website at www.hcltechsw.com.

Copyright © 2024 HCL Tech. All rights reserved.

Lab Manual



Contents

1 [ =Y =T o 23
11 oY =Y T L= o I 0T [T o Vo 23
1.2 L =Yoo LU Ty T PP 23

121 Hardware & SOTtWare Prer@QUISITES ...ttt 23
1.2.2 TeChNICal SKills Prer@QUISITES ...ttt ettt 23
1.3 ADOUL ThiS IMANUAL ...t m s e e s ms e e sm s s e e s m s s e s b e s as e b s as s s s easas st amsananas 24
1.4 (1= =T o D Lo T oTU [ T=Y oy PP 25
1.5 (00T 4V =Y o o o L P 25
1.6 LT U T o o PP 25
1.6.1 CONNECTIVITY TO VPN ..ottt bbb 25

2 TAULOMATE OVEIVIEW .....ceeeecerererererarararasasassa s s asas s s s as s as s s s e e e s e e e s as s s s s s s s s s e s s s s s s sraraes 28

3 Module 1 - Business Case Development - Identification of Automation Opportunities........ccoeoorirrrnneee. 30
3.1 Lo oo [T T3 4o o 30
3.2 Lab Exercise 1 - Identification of Automation Opportunities through Ticket Analysis.......cccccococreneecrcicncnnes 30

3.21 NS T =Y - 1 o 2T 30
322 ST Yo U] =T O 30
323 S T LU T Y TP 30
324 Lo T3 1 11 o] o PSP 39
3.25 Related DOCUMENTATION ...t 39

4 Module 2 — Installation Of IAULOMALE ... s nmnmens 40
4.1 LN oo [T T 4 o o 40
42 Lab Exercise 1 = ENVIrONMENt PLANNING ..o sas s s s s e s s e s e e e e essseaes 40

421 NS Yo=Y = 1 2P 40
422 P e O QUISTEES ... .ottt s s R ARttt 40
423 NS T LU T Y PP 40
A2 4 CONCLUSION ...ttt s A A beebeesnesesanbn b e b bensensesansnen 42
4.3 Lab Exercise 2 - Installation of iAutomate without Document Search and Analysis in Non-HA Mode.....42
431 RS Yo=Y - 1 o 2T P TP 42
432 P e T QUISTEES ...ttt 42

Lab Manual 3



433 Yo ] [V 1T o IO OO 43

B34 CONCLUSION ..ottt ettt ettt es et ee b bt 888888888 88888888 R bbb 53
4.4 Lab Exercise 3 - Installation of iAutomate without Document Search and Analysis in HA mode............... 53
4.41 SCENAIMIO ..ottt b bR 53
442 ST ST U171 =T OO 53
AA.3  SOLULION ettt R R Rt 54
A48 CONCLUSION ...ttt bbbt st 62
4.5 Lab Exercise 4 - Installation of iAutomate with Document Search and Analysis in non-HA mode............ 62
451 SCENAIMIO .ottt bbb bbb 62
452 ST =T [U 1] =T TS 62
453 SOLULION .ottt bbbt 63
AB.4  CONCLUSION ...ttt bbb bbbt 72
46 Lab Exercise 5 - Installation of iAutomate with Document Search and Analysis in HA mode...................... 72
461 SCENAIMIO .ottt bbb bR R 72
46.2 TS0 U] =T OO 72
4.6.3 SOLULION .ttt bbb bbb 72
A.8.4  CONCLUSION ...ttt et bbbt 73

4.7 Lab Exercise 6 - Deployment of iAutomate components in a secure mode by changing HTTP to HTTPS

73

471 Y11 = (o S 73
472 ST ST U] =T OO 73
473 Y1 (U 1 o] o 1P 73
47.4 (@0 g T UL} o] o N5
475 [RIC1E=N R Yo D Lo TeTU naT=T ol = (o] o NN N5

5 Module 3 — Configuration of IAULOMALE........cco et N6
5.1 [T Yo LU 4 o o N6
5.2 Lab Exercise 1 = Create OrganiZation..........cocucereierrsenesssssesesssssssssssssssssssssssssssssssssssssassssssssassssssssassssssssasssssans 115
521 Y11 o = (o OO N6
522 P e O QUISTEES ... .ottt s s R ARttt 16
523 Y1 LU 15T o IO N6
524 (@0 a1 UL o] o OO N8
5.3 Lab EXercise 2 — Create Data SOUIMCE .......cccccvcirrersereresisssssssssssssssssssssssssssssssssssesssssssssssassssssssssssssssssssssssssssssssssssssssses N8
531 Y 1<1 0 =1 (o OO N8
53.2 P e T QUISTEES ...ttt bR R SRRt N9

Lab Manual 4



533 SOLUTION ettt bbb bbbttt
B34 CONCLUSION ..ottt e
5.4  Lab EXErcise 3 — Create USErS.... . s s
541 SCENAIMIO .ottt e R AR
542 ST ST U] =T TP
543 SOLULION .ottt ARt
BIAA  CONCLUSION ...ttt bRt et
5.5 Lab Exercise 4 - Onboard Runbook Automation TOOL ... s
551 SCENAMO ..ottt bbb bR R
552 ST ST U] =T OO
5563 SOLULION .ttt e R bbb
554 CONCLUSION ...ttt R bbbt
5.6 Lab Exercise 6 — Manage EXECULION SCOPE......ccovrererrrerirmssesssssseesmsssssessssssssssssssassssssassssssnsassssssssasssssssasssssnns
5.6.1 SCENAIMO ettt bR R R b
56.2 ST T U1 1T 1 =T TP
5.6.3 SOLULION .ttt R bbb
B.8.4  CONCLUSION ...ttt b bR bbb e
5.7 Lab Exercise 6 — Release Rules Configuration..........oeinnsrsenisssssssssssss s s e ssssssssssssssssssnes
571 SCENAIMO ettt bR R R b
572 TS0 U1 1T 1 =T PP
573 SOLULION .ttt bbbt
574 CONCLUSION ...ttt e bbbt
5.8 Lab Exercise 8 - Manage Columns for Recommendation and Parsing..........ooeesenesesesssssesessessesenns
5.8.1 SCENAIMIO .ottt b bbbt
582 T Yo U] =T PO
58.3 SOLULION .ttt bbb bbb
58.4 CONCLUSION ...ttt e bbbt
5.9 Lab Exercise 9 — Manage RUNDOOKS..........coorirerreniesccsesssssss s sss s s e snssss s s s s s s sas s s s sms s s s smsassssssssasasssnes
591 SCENAIMIO ettt bbb R AR bbb
59.2 P e T QUISTEES ...ttt s bRttt
593 SOLULION .ottt bbbt
B.9.4  CONCLUSION ...ttt s b R bbb
510 Lab Exercise 10 = Map RUNDOOKS ........ccccoieeirrenrsrrsstssssssnsssssssssssssssssssssssssssssssssssassssssnsassssssssas st snsassssssnssasssnes
510.1 SCENAIMIO ettt bbb bR R AR
Lab Manual



LT O 2= o oY Y 017 Y OSSR 147

LT [0 IR T S 1o 11U 1 £ o] o JO OO OO 147

LS L0 12 @'Y o1 11 £1 o] o IS 148
511 Lab Exercise 11 - Build Model for ReCOmMMENdation ... s s e sssssnsssesnssnsasesan 148
511 S Y1=T g F= i (o S 148
5N1.2 ST ST W11 =T TP 148
511.3 Y01 L0 1 ] o IS 149
514 (@0 T LU L] 0] o 150
512 Lab Exercise 12 — ENable Error LOGQING ....c.oceaerreearerraessssssesssmssssssssssssssssssssssassssasssassnsasssassnsasssssnsasssssnsassssns 150
5.12.1 Y1 g F= i (o S 150

LT P22 L =T =T LW L] ) = U 150

LS P2 T S Yo | Vo) o TP 150

LS P2 S O Vo1 LU 11 [ ISR 152
5.13 Lab EXErcise 13 = MaAnage ProOXY ......crrirrsssssssssasasasasasasasasassssassasasassasasasasasasasasasasasasasasasasasasasasasasasasas 152
5.13.1 Y 1=T g F= 1 (o O 152
LT G T2 o4 =T =T W L] =T TP 152

LS EC S T S Yo | Vo) o TSR 152

LS 1 A @Y Vo 11 11 ] o ISR 157

SN ISR S =11 E=Y =Yo l D ToYoT0 o g T=T g =) 5 (o] o IV 157

6 Module 4 — End to ENd Ticket RESOLULION FLOW ........oeeeceieeecereeereceesesessss s e ssssssssssmssss s e snsssn s e ssmssssessssmsnnns 159
6.1 [ Yo 1803 o o 1R 159
6.2 Lab Exercise 1 - Configure End to End Ticket Resolution FLOW ...t 159
6.2.1 Y11 g F= 1 (o S 159
6.2.2 TS0 U1 =T TP 159
6.2.3 Y1 (U 1T o IS 159
6.24 (@0 a1 UT=] o] o 167
6.2.5 [RIC1E=1 A Y0 D ToTeTU aaT=T 0k =1 o] o NN 167

7 Module 5 — Model OptimizZatioN........ et e s e e s s e s ss s s s s mn s s s nmnans 168
7.1 [ Yo U0 o o 1R 168
7.2 Lab Exercise 1 - Configure Hyperparameters foriRecommend and iUnique..........ccoeeveerceeerrssssesnssesennnnns 168
7.21] Y11 o F=T 1 (o TR 168
7.2.2 P e T QUISTEES ...ttt s bRttt 168
7.2.3 Y1 LU 15T o ISR 168
724 (@0 a1 UT=] o] o OO 172

Lab Manual 6



7.3 Lab Exercise 2 - Identify Optimal Values of Hyperparameters for iUnique.........cccoeeiocoennseceenessncsenessnnenns 173
7.3.1 S Yot=Y o =1 (o VOO OO OO 173
7.3.2 ST ST U1 T=] 1 =T TP 173
7.3.3 Y01 L0 1 ] o IS 173
7.3.4 (@0 T LUT=] 0] o 175

7.4 Lab Exercise 3 - Identify Optimal Values of Hyperparameters foriRecommend..........coooeenrerccnensncens 175
7.4.1 S Y1=] g =i (o T 175
742 ST ST U] =T TP 176
7.4.3 Y01 L0 1] o IS 176
744 (@0 T LU L] 0] o 178
745 [RI1EE1H Y0 D ToTelU  a aT=T 0k =1 o] o NN 178

8 Module 6 — Document Processing & ANQALYSIS ......ccvocereirrrmsesrssssesssssssssssssssssssssssssssassssssssassssssssssssssssasassssssass 179

8.1 [ Yo U T o o 1T 179

8.2 Lab Exercise 1 - Configuration of Collections for Knowledge Search ... 179
8.2.1 Y 1=T g F= 1 (o O 179
822 ST T U111 =T TP 179
8.2.3 Y1 LU 1T o IS 179
8.24 (@0 T UL} o] o O 182

8.3 Lab Exercise 2 — Configuration of Knowledge ANalySis ........cccccueerirrnrenensnsssessssssessssssssessssssssssssssssssssssssees 182
8.3.1 Y11 g F= 1 (o S 182
83.2 TS0 U111 =T TP 182
8.3.3 Y1 (U 1T o IS 182
8.34 (@0 a1 UT=] o] o 185
8.35 [RIC1E=1 A Y0 D ToTeTU aaT=T 0k =1 o] o NN 185

9 Module 7 - Configuration of RUNDOOK Parameters.........coeoereeierscencnsessstss s s s s e ssssssssssnsass 186

9.1 [ Yo U0 o o 1R 186

9.2 Lab Exercise 1- Configuration of RUNbook Parameters ..........corireeninessesencsseessss s ssassees 186
9.21 Y11 o F=T 1 (o TR 186
922 P e T QUISTEES ...ttt ettt 186
923 Y1 LU 1T o ISR 186
924 (@0 T UL o] o OO 193
925 [RI1E=1H Yo M D ToTeTU  aaT=T 0k =] o] o NN 193

10 Module 8 — Reporting Dashboard ... ss s s s s s s s s s ssssssssssasasssssans 193

10.1 [ Yo 180 o o 1R 193

Lab Manual 7



10.2 Lab Exercise 1 - Configuration of RUNDOOK Parameters ..........corirenenienscnesesss s smssssssmssssssmsasanas 193

10.2.] S Yot=Y o =1 (o VOO OO OO 193

L 222 =T U1 (=TT 194

L0 T2 T Yo 111 4 o] o [P 194

L0 T2 S @) g Vol LU L] 0] o 197

LLO 2R ST ==Y F=) (=T [ D e Yol 10 a1=) a1 =) 1] 0) o TP 197

n R T ¥ o oo 198
12 Y o] 1= T ) PP 199
| 220 R INT-Y o} N o oY =0T =) e o TR 199

Lab Manual 8



Table of Figures

Figure 1 = Setup the VPN CONNECTIVITY ....cooiicceeee ettt 26
Figure 2 = ConNECTIVITY TO VPN ...ttt 26
Figure 3 — CONNECTIVILY 10 VPN (CONL.) courovoeeeeceieeseeeeseesees st 27
Figure 4 — IAUTOMATE LOGIN PAGE...... ettt bbbt 27
FIgure 5 — IAULOMATE WOTKTLOW ...ttt 28
Figure 6 = IAUTOMATE LOGIN PAGE ...ttt bbbt 31
Figure 7 = ENter LOGIN Cred@NtialS. ..ottt bbb 31
Figure 8 — IAUTOMAtE AMIN CONSOLE ...t bbbt 32
Figure 9 — TICKET ANALYSIS SECTION ...ttt 32
FIQUIE 10 = TICKET ANGLYSIS ....ouieieeiceee sttt s bbb b bbb aes 32
FIQUIE 1T = UPLOAA D@ ...ttt st 33
FIQUIE 12 = STAMT ANGLYSIS ..ottt s e bbb bbb aes 34
Figure 13 — Analysis Created SUCCESSTULLY ... bbb 34
FIQUIE 14 — MANAGE JODS.....ee ettt 34
FIQUrE 15 = MaN@QE JODS (CONL.)...u.cvoeerveereeeeeeeeee st s s s s enees 35
FIQUIE 16 = MANAGE JODS (CONT.)..oumiveeeeeeeceeeeeeeeeeeeee st s s 35
FIQUIE 17 = Manage JODS (CONL.) ...ttt s s8R 35
FIQUrE 18 = MANAQE JODS (CONL.) c.ourivoeeeeereeeeeeee st s s s s ssnenees 36
FIQUrE 19 = ManNAGE JODS (CONL) ..ot s s s s enees 36
FIQUrEe 20 = MaNage JODS (CONT.) ...ttt st 36
FIgure 21 = Manage JODS (CONL.) ...ttt sttt 37
FIgUre 22 = Manage JODS (CONT.) ...t et et e e e s s s s s s s s s s s s 37
FIQUrE 23 = MANAGE JODS (CONL) ..ottt sttt 38
FIQUre 24 = Manage JODS (CONL.) ...ttt s et 38
FIgUre 25 = ManNage JODS (CONT.) ..ottt e s s s e s e e e e s s s s s s s s s s s s s 38

Lab Manual 9



B

FIQUre 26 = Manage JODS (CONL.) ... ssses s s s bbb 39

Figure 27 — IAUtOmMate IMPLEMENTATION ...ttt sttt 43
Figure 28 - iAutomate INStaller WelCOME PAQE ...ttt 44
Figure 29 — Database DELAILS ... bbb 44
Figure 30 — COMPONENT SELECTION ...t s et nne s 45
Figure 31 = Server CONTIGUIATION ...ttt bbbt 46
FIiQUure 32 — Pre—ReQUISITE CECKET ...t bbb 47
Figure 33 = Pre-RequiSite CheCKET (CONL.) ...t s 47
Figure 34 - Pre-RequiSite CRECKET (CONL.) ... s 48
Figure 35 - Pre-ReqUISIte CRECKET (CON.) ...t s s s sssenees 49
Figure 36 — Configure AdMIN DELAILS ..o bbbt 49
FIQUIE 37 = INSTALLATION ...t bbb bbb aes 50
FIgure 38 — INSTALATION (CONL.) w.ooereeeeeeee ettt ettt es st sseesssessenes st anss st snsssesssnssnes 51
Figure 39 — INStALlation (CONL.) ...ttt b bbb bbb 51
FIgure 40 — INSTALATION (CONT.) o ..ot e s s s st s s s s s s 52
Figure 41 — LaUNCH APPLCATION ...ttt bbb bbb 52
Figure 42 — IAUTOMEATE LOGIN PAGE .. .. bbb 53
Figure 43 — Load BalanCer CONTIQUIATION ...t 54
Figure 44 — Load Balancer Configuration (CONT.) ...ttt st sss st ssssenos 55
Figure 45 - Load Balancer Configuration (CON.) ... .ttt sttt sttt 55
Figure 46 - Load Balancer Configuration (CONT.) ...ttt st sss st nes 56
Figure 47 - Load Balancer Configuration (CONT.) ...ttt s sssss st sssseeos 56
Figure 48 — Load Balancer Configuration (CONL.) ... .ttt sttt sttt 56
Figure 49 — Load Balancer Configuration (CONT.) ... e ees s e et e e s s s s 57
Figure 50 - Load Balancer Configuration (CONT.) ...ttt sttt 57
Figure 51 — Load Balancer Configuration (CONT.) ... .ottt sttt sttt s 57
Figure 52 — Load Balancer Configuration (CONL.) ...ttt esss s 57
Figure 53 — Load Balancer Configuration (CONT.) ...ttt st nsss s 58
Lab Manual 10



B

Figure 54 - Load Balancer Configuration (CON.) ...ttt st sttt 58

Figure 55 — Load Balancer Configuration (CONL.) ...t esssnees 59
Figure 56 — Low Balancer Configuration (CONT.) ...ttt st sttt 60
Figure 57 — Load Balancer Configuration (CONT.) ...ttt st sttt 60
Figure 58 — Load Balancer Configuration (CONL.) ...t 60
Figure 59 — CompPoNeNnt CONFIGUIATION ..ottt 61
Figure 60 — Component ConfIgUration (CONT.) ...ttt ss s s s 61
Figure 61 = Component ConfiQUration (CONL.) ...ttt s bbbt 61
Figure 62 — Component Configuration (CONT.) ...ttt sttt 62
Figure 63 = RUN @S AQMINISTIATON ... bbb bbb 63
Figure 64 — IAUTOMAtE INSTALLATION ... bbb 64
Figure 65 — Database DETAILS ... bbb bbbt 65
Figure 66 — COMPONENT SELECTION ... bbb bbb aes 65
Figure 67 — Configure MoNgO DB @Nd SOLM ...ttt 66
FIQUIE B8 = CONTIGUIE SOLM ..ttt bbb s bbb bbb 66
Figure 69 — Server CONTIQUIATION ...ttt bbb bbb 67
FIQUre 70 — Pre-ReQUISITE CRECKET ...ttt bbbt 68
Figure 71 = Pre-ReqUISIte CRECKET (CONL.) ..ot st st 68
Figure 72 — Pre-RequUisite CRECKET (CONL.) ...t s s s sssenees 69
Figure 73 = Pre-ReqUISite ChECKET (CONL.) ..ottt ettt ettt 69
Figure 74 — Configure AdMIN DETAILS .......c.cuieceeeee ettt aen 70
FIQUIE 75 = INSTALLATION ...ttt bbbt bbb s bbb bbbt 71
Figure 76 — INSTALlation REPOIT ... ettt 71
Figure 77 — Hosting KRS from HTTP 1O HTTPS ...ttt bbb 74
Figure 78 - Hosting KRS from HTTP t0 HTTPS (CONL.) .o 74
Figure 79 - Hosting KRS from HTTP tO HTTPS (CONT.) ...ttt sttt sttt 74
Figure 80 - Hosting KRS from HTTP t0 HTTPS (CONL.) ..ottt teesees s 75
Figure 81 - Hosting KRS from HTTP t0 HTTPS (CONL.) coeuiuieeeeceeceeeeceectestees et aees s ses s e e e 75
Lab Manual ll



B

Figure 82 - Hosting KRS from HTTP t0 HTTPS (CON.) ...ttt sttt nsssnees 76

Figure 83 - Hosting KRS from HTTP t0 HTTPS (CONL.) ...ttt 76
Figure 84 - Hosting KRS from HTTP 0 HTTPS (CONL.) ...ttt st s sssssssssnsssnnss 76
Figure 85 — Hosting Base User Interface from HTTP 0 HTTPS ...t ses 76
Figure 86 - Hosting Base User Interface from HTTP t0 HTTPS (CONL.) ... 77
Figure 87 - Hosting Base User Interface from HTTP t0 HTTPS (CONL.) ... ssessssnsssees 77
Figure 88 - Hosting Base User Interface from HTTP t0 HTTPS (CONL.) w...oviuiiiiriiriieeeee e ssssssssssssnees 78
Figure 89 - Hosting Base User Interface from HTTP t0 HTTPS (CONL.) ..o 78
Figure 90 - Hosting Base User Interface from HTTP t0 HTTPS (CONL.) ... ssssssssssssssnsssnees 79
Figure 91 - Hosting Base User Interface from HTTP t0 HTTPS (CONL.) ... ssssssssssssnes 79
Figure 92 - Hosting Base User Interface from HTTP to HTTPS (CONL.) ..ot sesssnesees 79
Figure 93 — Hosting Web APIfrom HTTP 1O HTTPS ..ottt 79
Figure 94 — Hosting Web APl from HTTP t0 HTTPS (CONL.) ..cuvvereeoeeeeeeeeeeceeeeeseeeeeseseesesesessesesseesssssssssesssssssssssses e ssssessssanees 80
Figure 95 — Hosting Web API from HTTP t0 HTTPS (CONL.) ..ottt st ssssesssssssnees 80
Figure 96 — Hosting Web API from HTTP t0 HTTPS (CONL) .o.ouiveereeoeeeeeeeeeeeeee e eeeeeeesesessseessessessssssssssessssssssss s esssssessssenees 80
Figure 97 — Hosting Web APl from HTTP t0 HTTPS (CONL.) .ooouiveereeieeeeieeeeeeeeseeeeeeeseseeseeeeesess s ssssssesssssesssssses s e ssssnssssanees 80
Figure 98 — Hosting Listener from HTTP TO HTTPS ...t 81
Figure 99 — Hosting Listener from HTTP 10 HTTPS ...ttt 81
Figure 100 - Hosting Listener from HTTP 10 HTTPS (CONT.) ..ot 82
Figure 101 - Hosting Listener from HTTP 0 HTTPS (CONL.) ..ttt st ssss st nsssnees 83
Figure 102 - Hosting Listener from HTTP t0 HTTPS (CONL.) ..o 83
Figure 103 - Hosting Listener from HTTP t0 HTTPS (CON.) ..ottt sssssssssssssenes 83
Figure 104 - Hosting Listener from HTTP 10 HTTPS (CONL.) ...ttt sttt ssssssssssssesssnsssnees 84
Figure 105 — Changing LB IP via GUI from HTTP tO HTTPS ...ttt 84
Figure 106 - Identify Thumbprint Of the CertifiCate ... 85
Figure 107 - Identify Thumbprint of the Certificate (CONL.) ...ttt 85
Figure 108 - Identify Thumbprint of the Certificate (CONL.) ...ttt 85
Figure 109 - Identify Thumbprint of the Certificate (CONtL.) ...ttt 86
Lab Manual 12



B

Figure 110 — Identify Thumbprint of the Certificate (CONL.) ... s 86

Figure 1M1 - Identify Thumbprint of the Certificate (CONL.) .. 87
Figure N2 - Identify Thumbprint of the Certificate (CONT.) ..ottt 87
Figure 113 — Hosting Listener from HTTP 10 HTTPS ...ttt 88
Figure 114 — Hosting Listener from HTTP t0 HTTPS (CONL.) ... 88
Figure 115 - Hosting Listener from HTTP t0 HTTPS (CONL.) ..ottt sssssssssssssssssnnss 89
Figure 116 — Hosting Listener from HTTP t0 HTTPS (CONL.) ...ovuiirieeiieeeeeeeetsesssses ettt sssnsssnees 90
Figure 117 — Hosting Listener from HTTP 0 HTTPS (CONL.) ..o 90
Figure 118 — Hosting Listener from HTTP t0 HTTPS (CONL.) ...ovuiiieieeiieeeeeeeteseses sttt sssnsssnees 90
Figure 119 — Hosting Listener from HTTP t0 HTTPS (CONL.) ...ovuiiiriireicieeees ettt ssssson 91
Figure 120 - Hosting Listener from HTTP t0 HTTPS (CONL.) ...ttt sttt ssesens 91
Figure 121 - Hosting Listener from HTTP 10 HTTPS (CONL.) ..oiuiiieiiieiieeeiies s sssssss sttt ssssses 91
Figure 122 — Hosting Data Collector from HTTP 0 HTTPS ...ttt 92
Figure 123 — Hosting Data Collector from HTTP t0 HTTPS (CON.) ...t ssesssssssssssnees 92
Figure 124 - Hosting Data Collector from HTTP t0 HTTPS (CONL.) c..uiuiivieieieiieeieeeeiee s ssssssssssssssnnes 93
Figure 125 - Hosting Data Collector from HTTP t0 HTTPS (CONL.) ..cvuiuiiiceieeiieeeeeeee s sssssssssssssnees 93
Figure 126 - Hosting Data Collector from HTTP £0 HTTPS (CONL.) ..ottt ssssssssssessssssnsssnees 93
Figure 127 - Hosting Data Collector from HTTP t0 HTTPS (CONL.) ..ovuiiueiieeeeiieeiesitee s sssssssssssssnees 94
Figure 128 - Hosting Data Collector from HTTP 0 HTTPS (CONL.) ..ot sssssssssssssnees 94
Figure 129 - Hosting Data Collector from HTTP £0 HTTPS (CONL.) ..ottt sssssssssssssssssnsssnees 94
Figure 130 - Hosting Data Collector from HTTP t0 HTTPS (CONL.) ...cvuiiiriiieeeeeiieeiieeetee s ssssssssssssnees 95
Figure 131 = Hosting Generic Service from HTTP £0 HTTPS ...ttt 95
Figure 132 - Hosting Generic Service from HTTP 0 HTTPS (CONL.) ... sssssssssssssesssnees 96
Figure 133 - Hosting Generic Service from HTTP t0 HTTPS (CONL.) ..o 96
Figure 134 - Hosting Generic Service from HTTP t0 HTTPS (CONt.) ..o 97
Figure 135 - Hosting Generic Service from HTTP 0 HTTPS (CONL.) ...t ssssssssssssnees 97
Figure 136 - Hosting Generic Service from HTTP 10 HTTPS (CONT.) ..o 97
Figure 137 - Hosting Generic Service from HTTP t0 HTTPS (CONL.) ..o 97
Lab Manual 13



B

Figure 138 - Hosting Generic Service from HTTP t0 HTTPS (CONL.) ..o ssssssessnsssnees 98

Figure 139 - Hosting Generic Service from HTTP t0 HTTPS (CONT.) ..o sssssssssssssnens 98
Figure 140 - Hosting Generic Service from HTTP £0 HTTPS (CONL.) ..o sssssssssssssnsssnees 98
Figure 141 — Hosting RBA Component from HTTP tO HTTPS ..ot sen 99
Figure 142 - Hosting RBA Component from HTTP tO HTTPS ... ettt 99
Figure 143 - Hosting RBA Component from HTTP t0 HTTPS (CONL.) ..ttt 100
Figure 144 - Hosting RBA Component from HTTP 0 HTTPS (CONL.) .. ssssssssssssnees 101
Figure 145 - Hosting RBA Component from HTTP t0 HTTPS (CONL.) ... 101
Figure 146 - Hosting RBA Component from HTTP t0 HTTPS (CONL.) .. sssssssssnssseees 101
Figure 147 - Hosting RBA Component from HTTP 0 HTTPS (CONL.) ...ttt 102
Figure 148 - Hosting RBA Component from HTTP to HTTPS (CONL.) ...ttt 102
Figure 149 - Hosting RBA Component from HTTP to HTTPS (CONL.) ...ttt 102
Figure 150 - Hosting RBA Component from HTTP t0 HTTPS (CONL.) c..vuiivriieriecceeiee ettt 102
Figure 151 — Hosting Release Service from HTTP 0 HTTPS ...t 103
Figure 152 - Hosting Release Service from HTTP t0 HTTPS (CONL.) ..ot sses s 103
Figure 153 - Hosting Release Service from HTTP £0 HTTPS (CONL.) ...t 104
Figure 154 - Hosting Release Service from HTTP t0 HTTPS (CONL.) ..ottt 104
Figure 155 - Hosting Release Service from HTTP t0 HTTPS (CONL.) ....cuiviieriieciiecec sttt 105
Figure 156 - Hosting Release Service from HTTP t0 HTTPS (CONT.) ...t 105
Figure 157 - Hosting Release Service from HTTP t0 HTTPS (CON.) ...ttt 105
Figure 158 - Hosting Release Service from HTTP 10 HTTPS (CONL.) ...ttt 105
Figure 159 - Hosting Release Service from HTTP t0 HTTPS (CONT.) ...ttt 105
Figure 160 - Hosting Release Service from HTTP t0 HTTPS (CONL.) ..ottt 106
Figure 161 - Hosting AD Sync from HTTP t0 HTTPS (CONL.) w.oeuoeeeeeeeeeeeeeeeeeeeeeeeeeteeteeeeeeseeeseeesessse s sesseessssssssss s sss s sss s sseens 106
Figure 162 - Hosting AD Sync from HTTP 0 HTTPS (CONL.) w..uomeeeeeeeeeeeeeeeeeeeeeeeeee s s 107
Figure 163 - Hosting AD Sync from HTTP 0 HTTPS (CONL.) ...ttt st sssssssnesssenes 107
Figure 164 - Hosting AD Sync from HTTP t0 HTTPS (CONL.) ..ottt eseesssessesssssssesss s sss s sseens 108
Figure 165 - Hosting AD Sync from HTTP O HTTPS (CONL.) c.ouoeoeeeeeeeeeceeeeeeeeeeeeeeeteeeeeteseeeeseeesesssess s ssssesss s sss s 108
Lab Manual 14



B

Figure 166 - Hosting AD Sync from HTTP tO HTTPS (CONL.) ...ttt sttt 108

Figure 167 - Hosting AD Sync from HTTP t0 HTTPS (CONL.) ..ttt sss s s s s sssssnens 109
Figure 168 - Hosting AD Sync from HTTP t0 HTTPS (CONL.) ...ttt st 109
Figure 169 - Hosting AD Sync from HTTP tO HTTPS (CONL.) ...ttt st s 109
Figure 170 - Hosting AD Sync from HTTP 0 HTTPS (CONL.) ..uvuiiiriieiiiececeeeeeetsteessssssssssssssssssss s s s sssssssssssns 109
Figure 171 - Hosting Email Service from HTTP tO HTTPS ...ttt 10
Figure 172 - Hosting Email Service from HTTP t0 HTTPS (CONL.) oo esssssssessssssssssssessssssssssessssnenees N0
Figure 173 - Hosting Email Service from HTTP £0 HTTPS (CONL.) ...ttt sss st ssss st ssssssees m
Figure 174 - Hosting Email Service from HTTP t0 HTTPS (CONT.)..cuuriireeieeeinreeireseseeesseessssesssssessssessssesssssssessssssssssssssnssees m
Figure 175 - Hosting Email Service from HTTP t0 HTTPS (CONL.) .ovuurieirieiereeeeieeeeeseeeessseeessseessssesssessssssesssssesssssssssesssssenees n2
Figure 176 - Hosting Email Service from HTTP 0 HTTPS (CONL.) ...ttt ssssssssnsssnees n2
Figure 177 - Hosting Email Service from HTTP 0 HTTPS (CONL.) .cvurveirreiereereeieeeeeseeeessseeeisseessssssesesssssssssesssssssssessssnenees n2
Figure 178 - Hosting Email Service from HTTP tO HTTPS (CONL.) cvvureerrreeeeeeeeeeeeesseeessseessseeessssssssesssssssssssessssssssssesssssenees n2
Figure 179 - Hosting Email Service from HTTP 0 HTTPS (CONL.) ..ottt ssssnsssnees n2
Figure 180 - Hosting Email Service from HTTP tO HTTPS (CONL.) oocriereeiereereeeeeeeeseeesssseeesseeessssssssessssssessssessssssssssesssssenees n3
Figure 181 — Configuration Changes via GUI from HTTP 0 HTTPS ... 13
Figure 182 - Configuration Changes via GUI from HTTP t0 HTTPS (CONL.) ..o eeieeeseessesseseseees 13
Figure 183 - Configuration Changes via GUI from HTTP 0 HTTPS (CONL.) w...cuiiurieeiieceesee st na
Figure 184 - Configuration Changes via GUI from HTTP t0 HTTPS (CONL.) ... sssssssssssseens na
Figure 185 - Configuration Changes via GUI from HTTP 0 HTTPS (CONL.) ... sessssesees n4
Figure 186 - Configuration Changes via GUI from HTTP t0 HTTPS (CONL.) ... ssssssssssssnees na
Figure 187 - Configuration Changes via GUI from HTTP t0 HTTPS (CONL.) ... sesssssssssssssssens n5
Figure 188 - Configuration Changes via GUI from HTTP t0 HTTPS (CONL.) ..o ieeeseesseesssessnsesnees n5
FIQUIE 189 — OrQaNIZAtIONS ...ttt et bbbt s st anen nz
Figure 190 — Create OrQaniZAtioN ...ttt bbb bbb bbbt aeen nz
Figure 191 — Create Organization (COM.). ..ottt sttt s st n8
Figure 192 — Create Organization (CONL.) ... ettt s s s s s s n8
FIiQUre 193 — Create Data SOUNMCE ...ttt bbb bbb bbbt aen 19
Lab Manual 15



B

Figure 194 — Create Data SOUICE (CONL.) ..ottt 120

FIgure 195 — CONNECTION DETAILS ..ottt s e s 120
Figure 196 — PasSWOT iN PLAINTEXT.......c.occceeee st 121
Figure 197 — Password from Key Vault (CYDEIATK)..........riiriee ettt st s ssssssssssasssnnss 121
Figure 198 - Password from Internal SECret ManaQer. ... et 122
Figure 199 - Password from AZUTE KEY VAULT ...ttt 122
Figure 200 — Request AuthentiCation PAramEters ... 124
Figure 201 — Mandatory Parameter MapPing . ... ettt eeae e ennenis 125
Figure 202 — Optional KEY PaAramETers. ...ttt 125
Figure 203 — Release RULeS CONTIQUIATION ...t 126
Figure 204 — PassWOrd iN PLAINTEXT ...t bbbt 126
Figure 205 — Password from Key VAUl (CYDEMATK) .........vveeceeeceeeeeee vt sssesssssess s ssses s ssss s sssessss 127
Figure 206 — Password from INternal SECTET MaANQQET ... 127
Figure 207 — Password from AZUTE KEY VAULL ...ttt 128
Figure 208 — URL Path PAramELEIS ...ttt bbb 128
Figure 209 — Key Parameters Sample REQUEST ...ttt 129
FIigure 210 — Data SOUMCE LIST ...ttt 129
Figure 211 = Data SOUMCE LISt (CONL.) ...ttt 130
Figure 212 = Manage ENTIY Criteria ...ttt 130
FIQUIE 213 = OTQaNIZATION ...ttt s s s A ettt nen 131
FIiQure 214 — USEr MaANQGEMENT ...ttt bbb bbb bbbt 131
FIQUIE 215 = INEW USET ...ttt bbb bbb bbbt 132
FIGQUIE 216 = NEW USET (CONLL) oottt s s s 132
Figure 217 - First Time Login for the New Organizational AdmMiN USEr .........ccccuiiiieieeeiceeeese e 133
Figure 218 — RESET PASSWOTT SCIEEN ...ttt bbb bbbttt 133
Figure 219 — Manage RUNDOOK TOOL ... bbb 134
Figure 220 — Manage RUNDOOK TOOL (CONT.) ...t s s s s s s s s s 135
Figure 221 = PaSSWOT iN PLAINTEXE ..ottt 136
Lab Manual 16



B

Figure 222 — Password from Key Vault (CYDEIATK) ...ttt st sttt enes 137

Figure 223 — Password from InternNal SECTEet MAN@QET ... .ottt ettt 137
Figure 224 — Password from AZUME KEY VAULL ...ttt 138
Figure 225 — Manage RUNDOOK TOOL (CONL) ...ttt sttt 138
Figure 226 — Manage EXECULION SCOPE......... ettt 139
Figure 227 — Manage EXeCULION SCOPE (CONL.) ...ttt sttt s 140
Figure 228 — Manage RELEASE RULES ...ttt 141
Figure 229 — Manage RELEASE RULES ...ttt 141
Figure 230 — Manage RULE PAramETErS ...ttt 142
FIigure 23T = Manage COLUMINS.........ccoeeieceie ettt bbb bbb bbb bbbt 143
Figure 232 = Manage COLUMNS (CONL.) ...ttt ss et ss sttt 143
Figure 233 = Manage RUNDOOKS ..ottt bbb bbb bbbt 145
Figure 234 — Manage RUNDOOK (CONL.) ... s s s s s 145
Figure 235 = IMP Ot RUNDOOK ...ttt 145
Figure 236 = RUNDOOK SAVEA SUCCESSTULLY ...ttt 147
FIigure 237 — Map RUNDOOKS ........c.cvieeeeieicie ettt bbb bbb bbbt 148
FIQUIE 238 = BUILA IMOAELS ...ttt 149
Figure 239 — BUIld MOAELS (CONL.) .....vvoeeeceeeeeeees s s s s s s 149
Figure 240 — iIAUTOMAte CONTIGUIATION ... bbb 150
Figure 241 - iAutomate ConfiGUration (CONT.) ... ettt ettt et 151
FIQUIE 242 = MANAGE JODS ...ttt bbb s bbb bbbt 151
Figure 243 — Manage JODS ACTION ...t bbb bbb 151
FIQUIE 244 — JOD ACTION ..ottt s s s e A et nen 151
FIQUIE 245 — JOD ACTION (CONL.) oottt s s s s s s s s s 152
FIQUIE 246 — IMANAGE PTOXY ..ottt s s bbbt bbbt s bbb bbb bbbt san s 153
FIQUre 247 — Manage PrOXY (CONT.) .ttt s s st 153
Figure 248 — PassWOId iN PLAINTEXE ...ttt bbbt 154
Figure 249 — Password from Key Vault (CYDEIATK) ..ottt st 154
Lab Manual 17



B

Figure 250 — Password from Internal SECTet MANAGET ...t 155

Figure 251 — Password from AZUME KEY VAULL ...ttt st ess e s s 155
FIQUIE 252 = VIBW ..ottt 8888288888888 156
FiQure 253 — Edit DAta SOUNMCE ...ttt bbb bbbt 156
Figure 254 — Data Source: ProXY REGQUIFEA ...ttt 156
Figure 255 — Manage RUNDOOK TOOL ...ttt bbb 157
Figure 256 — Manage RUNDOOK TOOL (CONT.) ...ttt sttt sttt 157
Figure 257 - Manage RUNDOOK TOOL (CONL.) ...ttt s s s s 157
FIQUIE 258 = IMANAGE JODS ...ttt bbb bbb bbbt 159
Figure 259 — Manage JODS (CONL.) ... s 160
Figure 260 — HCL Service Integration and Management System Login Page ... 161
Figure 261 - HCL Service Integration and Management System Home Page ... 161
FIQUIE 262 = INCIAENT SCIEEN ...t bbb bbb bbbt 162
Figure 263 — INCIAENT NEW RECOMI SCIEEN ...ttt bbb 163
Figure 264 — INCIAeNt NEW RECOTT SCIEEN ...ttt bbb 163
FIigQUIe 265 = INCIAENT LIST ...t bbb bbb bbb bbb 164
FIQUIE 266 — TICKETS ...ttt s ARt 164
FIQUIE 287 = TICKETS (CONT.) oottt e st ssssssssssnssss s sas s ssnsannenn 165
Figure 268 — Pop-Up of AULOMEAtEA SOLUTION ... bbb 165
FIGQUIE 269 — IMY TICKETS ..ottt 166
FIQUIE 270 — MY TICKETS (CONL) cooooreeeee ettt s 166
FIQUIE 271 = JOD LOGS ...ttt s bbb bbb bbb bbbt 167
Figure 272 — Manage HYPer PAramELers. ...ttt 169
Figure 273 — Hyperparameter CONTIQUIATION ........c.oiicee ettt bbb 169
Figure 274 — CLloNe CONTIGUIATION ...ttt 170
Figure 275 — Clone ConfIQUration (COMT.) ...ttt s e s sttt 7
Figure 276 — Clone ConfiQUIation (CONT.) ... et e et e et e s s s s s 171
Figure 277 — Clone ConfiQUration (CONL.) ...ttt sttt 172
Lab Manual 18



B

Figure 278 — CloNE CONTIGUIATION ..ot 172

Figure 279 — Upload WOTKDENCN DATa ...ttt s ettt 173
Figure 280 — Analysis Created SUCCESSTULLY ...t 174
Figure 281 — CoNFIrMatioN MESSAQE.......cocceeece ettt 174
FIQUIe 282 = UNIQUE ANGLYSIS ...ttt s et snnenis 174
Figure 283 — UNIQUE ANGLYSIS (CONT.) ....cuvvveriiceeoeeseiese e sss s s s 175
Figure 284 — CoNfirMation IMESSAQE .....c.ccuiiiececeee et bbbt 175
Figure 285 — Workbench Recommendation ANALYSIS ...t sss e snnenis 176
Figure 286 — Recommendation ANALYSIS (CONT.) ...t sttt sttt s 176
Figure 287 — Recommendation ANALYSIS (CONT.) ...ttt sttt 176
FIQUIe 288 = TeMPLATE VEISION. ...ttt s bbb ns s 176
Figure 289 — CoNFirMatioN IMESSAUE ..ot bbbt 177
Figure 290 — Addition OFf NEW IEEIATION ... bbb 177
FIGQUIE 2971 = VIEW ANGLYSIS ...ttt s s A st 177
Figure 292 — ENrich RECOMMENUATION ..ottt 177
FIigQUIe 293 = PUBLISN ANGLYSIS......c.iuiiiececie ettt bbb bbb bbbt 178
Figure 294 — ConfirMation MESSAGE ...ttt bbb bbb 178
Figure 295 — Manage COLLECTIONS ... bbb bbb bbbt 179
Figure 296 — Manage COLLECIONS (CONML.) ... s s s 180
Figure 297 — AAd/EAIT COLLECTION ..ot 180
Figure 298 — Manage REPOSITONY ...ttt bbb bbb bbbt 180
Figure 299 — KNOWLEAGE SEAMCK ...ttt bbb bbb 181
Figure 300 — Knowledge SEarcCh RESULL ...ttt bbb 182
Figure 301 = KNOWLEAGE ANGLYSIS ..ottt bbb bbb bbb bbbt 183
Figure 302 — KNowledge S€arCh REPOSITONY ...ttt st 183
Figure 303 — Knowledge Search RESULLS (CONL.) ...ttt sttt 184
Figure 304 — DOCUMENT INTOMMATION ...ttt bbb bbbt 184
Figure 305 — DOCUMENT SELECTION. ...ttt bbbttt 185
Lab Manual 19



B

Figure 306 — View the LSt Of KNOWLIEAGE ...ttt 185

Figure 307 — Manage ParameETer IMASTET ...ttt s ettt 187
Figure 308 — Create NEW ParamMEIEr ...t 187
Figure 309 — Create NEW ParameEter (CONL.) ... s s 187
Figure 310 — CoNfigQUIE ParamEter TY P . ettt 188
Figure 311 — Configure Parameter TYPE (CONL.) ...t 188
Figure 312 — Configure Parameter TYPE (CONL.) ...t st 189
Figure 313 = Configure Parameter TYPE (CONL.) ...ttt ss e ss sttt ss st 189
FIgQUIE 314 — PrOXIMITY WOTAS ...ttt s bbb bbbt 189
FIQUIE 315 = PArSE ONUE ...ttt bbb bbb bbb bbbt 189
Figure 316 — Manage Parameter CONTIQUIATION ...t 190
Figure 317 — EXIiSTING CONTIGUIATION ...t 190
Figure 318 — Add New ConfiQUration (CONL.) ... sssessssess s s ssss s s s sssessssenens 191
Figure 319 — CoNfirMation MESSAGTE. ... bbb 191
Figure 320 — Manage RUNDOOKS ...ttt bbb bbbt 192
Figure 321 — Manage RUNDOOKS (CONL.) ..ot 192
FIQUIE 322 = A ParamEEer. ... ettt 192
Figure 323 = CoNTIrMAation MESSAQE ...ttt bbb bbbt 193
Figure 324 — DaShDOAIA MENU ...t bbb bbb bbbt 194
FIigure 325 = DAShDOANA VIEW ...ttt 194
FIQUIE 326 — DASINIOAI ...t bbb bbb bbbt 195
FiQure 327 — DASNDOAIA (CONL.) ..ottt s 195
FIQUIE 328 = DASHDOGIM ...ttt Rt 196
Figure 329 — TICKETS HANALING VIEW ...ttt bbb bbbt 196
Figure 330 — Tickets HANALNG VIEW (CONT.) ..o s s s s s s s s 197
Lab Manual 20



List of Tables

TADLE T = CONVENTIONS ...t 25
Table 2 — TICKET DUMP TEMIPLATE ...ttt ettt ns 33
TADLE 3 = HATAWAITE SIZING ...ttt s s bbb bbb 4]
Table 4 - Small Environment Hardware DETaILS ...ttt 4]
Table 5 — Sample Mandatory Parameter MapPPing ...ttt naes 124
Table 6 - Sample Extended Mandatory Parameter Mapping ... snans 125
TADLE 7 = JOD TYPES .ottt bbb bbb bRttt 159
TabLle 8 = DEFAULL TAG VALUES ...ttt 170
Table O = List OF ADDIEVIATIONS ...ttt bbb 199

Lab Manual 21



Document Revision History

This quide is updated with each release of the product or when necessary.

This table provides the revision history of this Lab Manual.

Version Date

Description

October, 2019

HCL iAutomate v4.0 Lab Manual

May, 2020

HCL iAutomate v5.0 Lab Manual

September, 2020

HCL iAutomate v6.0 Lab Manual

November, 2020

HCL iAutomate v6.0.1 Lab Manual

lanuary, 2021

HCL iAutomate v6.0.2 Lab Manual

April, 2021

HCL iAutomate v6.0.3 Lab Manual

October, 2021

HCL iAutomate v6.1 Lab Manual

March, 2022

HCL iAutomate v6.1.1 Lab Manual

August, 2022

HCL iAutomate v6.2 Lab Manual

March, 2023

HCL iAutomate v6.3 Lab Manual

October, 2023

HCL iAutomate v6.3 Lab Manual

December, 2023

HCL iAutomate v6.3.2 Lab Manual

June, 2024

HCL iAutomate v6.4 Lab Manual

August, 2024

HCL iAutomate v6.4.1 Lab Manual

November, 2024

HCL iAutomate v6.4.2 Lab Manual

Lab Manual

22



1 Preface

This section provides information about the HCL iAutomate Lab Manual and includes the following topics-

- Intended Audience

- Prerequisites
- About This Manual

- Related Documents

- Conventions

- Instructions

1.1 Intended Audience

This information is intended for infrastructure administrators responsible for provisioning infrastructure
required for installation of iAutomate, administrators responsible for installation & configuration of

iAutomate and end users responsible for working towards resolution of tickets with the help of iAutomate.

12 Prerequisites
This section describes the hardware and software requisites that needs to be in place before proceeding
with this training. It also lists the technical skills and knowledge requirements that candidates should

possess beforehand.

1.2.1 Hardware & Software Prerequisites
- Access to a laptop / desktop with standard configuration preferably 4 GB RAM
- High Bandwidth Internet Connectivity
- Admin rights on the laptop / desktop
- Remote Desktop Connection
- Google Chrome Browser

- Cisco Anyconnect Secure Mobility Client (4.5.05030) for enabling VPN connectivity

1.2.2 Technical Skills Prerequisites
Candidates should possess the following skills:

e Sufficient knowledge of ITIL (Information Technology Infrastructure library). ITIL Foundation
certification is preferred.

¢  Working knowledge of any IT Service Management tools like ServiceNow, BMC Remedy

e Basic knowledge of any Runbook Automation Tools like CA ITPAM, Microsoft SCORCH, BMC AO,
Ansible and others

e Basic understanding (process oriented) of command center operations covering data center and

cloud operations
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1.3

Basic knowledge of Cloud Computing

Basic knowledge of Application Deployment Architecture

Basic knowledge of Artificial Intelligence and Machine Learning
Familiarity with Windows Operating System

Familiarity with Apache, IIS, Solr and MongoDB

Basic knowledge of REST APIs

About this Manual

This manual provides information about various scenario-based modules covering the installation,

configuration and use of iAutomate product. Each module may include one or more lab exercises to provide

detailed instructions to achieve the objectives. In addition, it also provides summarized information about

additional servers and optional post- installations and references to the other documents for detailed

information.

This lab manual is divided into the following modules:

Business Case Development - Identification of Automation Opportunities

Installation of iAutomate

Configuration of iAutomate

End to End Ticket Resolution Flow

Document Processing and Analysis

Configuration of Runbook Parameters

Reporting Dashboard

Each of the above modules is further divided into following two sections:

Introduction: A preface of the module
Lab Exercise: Each module may contain one or more lab exercises. Post completion of these

exercises, user is expected to have a thorough understanding of the module.

Each of the lab exercises includes the following sections:

Scenario — Provides a brief summary of the objectives of the exercise

Prerequisites — Provide information on all specific requirements that needs to be in place before
proceeding with the exercise

Solution - Step-wise procedure to be followed to complete the exercise

Conclusion - Summary of the lab exercise

Related Documentation - Provides information on the related documentation for respective

module

The modules in this manual are independent of each other. Hence you can start at the beginning
of any module. However, user is advised to go through each module and its subsequent exercise
in the order of Table of Contents for a complete understanding.
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14 Related Documents

The following documents can be referenced in addition to this guide for further information on the
iAutomate platform.

e iAutomate User Guide

e jAutomate Pre-Requisite Guide

e Automate Troubleshooting Guide

15 Conventions

The following typographic conventions are used in this document:

Table 1 - Conventions

Convention Element

Boldface Indicates graphical user interface elements associated with an action, or terms

defined in text or the glossary

Underlined Blue Face Indicates cross-reference and links
[talic Indicates document titles, occasional emphasis, or glossary terms
Courier New (Font) Indicates commands within a paragraph, URLs, code in examples, and paths

including onscreen text and text input from users

Numbered lists Indicates steps in a procedure to be followed in a sequence

Bulleted lists Indicates a list of items that is not necessarily meant to be followed in a sequence
1.6 Instructions
1.6.1 Connectivity to VPN

This section describes a step-by-step procedure to connect to MyCompany Labs VPN (Virtual Private
Network) to access the iAutomate Portal. To do so, the user needs to meet the below requirements:

- Cisco AnyConnect Secure Mobility Client 4.5.05030

- Open Internet Connection
To setup the VPN connectivity, follow the below mentioned steps -

1. Connectto open internet and open Cisco AnyConnect Secure Mobility Client 4.5.05030.

2. Enterthe IP address in VPN: tab and click Connect.
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'S! Cisco AnyConnect Secure Mobility Client — X

-QVPN:

Ready to connect.

Network:
Connected (10.91.0.114)

HCL CORP

System Scan:
Bypassing AnyConnect scan.

Your network is configured to use Cisco Scan Again
NAC Agent.

Figure 1 - Setup the VPN Connectivity
3. A security warning message will pop-up.

4. Click Connect Anyway.

(ﬁi Cisco AnyConnect Secure Mobility Client *

A Security Warning: Untrusted Server
Certificate!
AnyConnect cannot verify server; 192.8,150,188

Certificate does not match the server name.,
Certificate is from an untrusted source,

Connecting to this server may result in a severe security compromise!
Security Risks Explained

Most users do not connect to untrusted servers unless the reason for
the error condition is known.

Connect Anyway | I Cancel Connection

Figure 2 - Connectivity to VPN

5. Enter the username in Username and Password in the respective fields.

You will be provided with the credentials by the Instructors during the training.

6. Click OK.
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|ﬁ| Pizase enter your username and password,

Group: vpnudnyicelabs.com

sernare: |

Figure 3 - Connectivity to VPN (Cont.)

7. Users will be connected to the VPN.

8. Open a browser using the URL provided during the training.

9.

Lab Manual

It redirects you to the iAutomate Login Page.

HCL iAutomate

Please enter your credentials @

iAutomate uses Al to

analyze tickets and identifies

automation candidates within
hours. It continuously learns and
drives the automation process,
thereby automating the process
of automation itself.

Contact us | Copyright © 2016, 2024 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edge | Version - 6.4.2 | Build Vers

Figure 4 - iAutomate Login Page
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iAutomate Overview

iAutomate is an Intelligent Runbook Automation product which is equipped with Artificial Intelligence,

Machine Learning and Natural Language Processing capabilities for simplifying and automating the Incident

/ Service Request / Change Request Lifecycle Management. It leverages its NLP capabilities for analyzing

and understanding the context of a specific ticket, recommends the most relevant solution and even triggers

the execution, thereby enabling Zero Touch Automated Remediation. It also provides Al-driven Knowledge

Recommendation by recommending relevant knowledge articles from various repositories, both internal and

external, as and when required by human agents.

When no runbook is available for automated remediation, it searches & downloads relevant executable

codes and scripts for subject matter experts to validate, customize, approve and publish for future use.

................... Al Driven Remediation
Trigger alert in RCA Create
case of issues  Identification Ticket .
IT Service
Management
o H H
sensors Cloud Native SRR £ ) % . o
'n.# @ Process S Incident +
s Requests v
=1 q H
s H
-
Servers  Private / i
mmm  Hybrid cloud . ‘T )
o Applications = Service Request
Tasks - Read, Analyze and - Trigger the right :

Understand Issues solution

- Recommend - Validate the
i relevant solution _ro resolution
Change Request - Extract relevant - Close the issue
Tasks inputs ( % with relevant
commentary

o in HCL iAutomate

Event Correlation

Networks  Devices
@ D Infrastructure|

Storage  Applications

E loT

Application Monitoring

Figure 5 - iAutomate Workflow

Intelligent automation powered by HCL iAutomate can make a tremendous impact in an enterprise adjusting

to the New Normal:

Reduce Costs
e Achieve up to 30% reduction in service desk related costs

¢ Quick and High ROI

Mitigate Risks

e Avoid operational risks and ensure compliance by avoiding critical outages
e Reduce escalations and improve SLA compliance by up to 20%

e Achieve up to 85% reduction in MTTTR

Drive Efficiency
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e Automate redundant tasks and let employees focus on more creative activities
e Reduce manual effort by 30% to 60%
e Improve customer satisfaction by up to 50% by providing faster incident and service request
resolutions.
- Rapid Time to Value
e Quick implementation in 6 to 8 weeks*
e Leverage 3000+ reusable and configurable runbooks out of the box

e Achieve zero-touch automation state in 4 to 5 months*

*Conditions Apply
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3.1

3.2

3.21

3.2.2

3.23

Module 1- Business Case Development - Identification of Automation

Opportunities

Introduction

iAutomate helps in automating the automation lifecycle itself. Before deciding to propose / deploy the
product in an environment, it can help in evaluating the automation potential in an environment based on
the commonly occurring issues, thereby helping in identifying the need for iAutomate for bringing in

automation.
Lab Exercise 1- Identification of Automation Opportunities through Ticket Analysis

Scenario
An organization named MyCompany is currently having a complex infrastructure and application landscape
with multiple IT service vendors managing different technologies. They are facing challenges in terms of
high error rates due to manual resolution of voluminous incidents, service and change requests. They are
looking for a solution which can help in automating these monotonous tasks of resolving pre-known issues
with standard resolution procedures. They have connected with Presales team and asked them to propose
a solution for the same. By mutual agreement, MyCompany has also agreed to share the required information

with the Presales team for assessing their environment and preparing the proposal accordingly.

In this lab, we will cover the step-by-step procedure to perform ticket analysis through iAutomate for

building the business proposal.

Prerequisites
User must have the following information before proceeding forward with this exercise.
- Ticket Dump from the Service Management tool with information like type of tickets (Incident, Service
Request Tasks, Change Request Tasks) at least for last 6 months.

Please seek this information from the Instructor.

- Requisite user, role and access privileges to iAutomate

- User should be part of an Organization.

Please note that the ticket dump may include different types of ticket data namely Incident,
Service Request Tasks, Change Request Tasks. However, ensure that the data consolidates in
one file and contains only four columns namely — Ticket Number, Short description, Description
and Date

Solution

Please follow the below steps for identifying the automation potential:

1. Launch a web browser and provide HCL iAutomate Web Portal URL.
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2. TheiAutomate Login Page appears as shown in Figure 4 — iAutomate Login Page.
3. OniAutomate Login page, type the Login ID. If unavailable, then ask your trainer to provide the login

credentials.

HCL iAutomate

Please enter your credentials @

iAutomate uses Al to
analyze tickets and identifies
automation candidates within
hours. It continuously learns and
drives the automation process,
thereby automating the process
of automation itself.

Contact us | Copyright © 2016, 2024 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edge | Version - 6.4.2 | Build Version : 9218.1

Figure 6 - iAutomate Login Page

4. Click Next.
5. Type password in the Password field.

HCL iAutomate

Please enter your credentials @

iAutomate uses Al to
analyze tickets and identifies
automation candidates within
“ hours. It continuously learns and
drives the automation process,
thereby automating the process
of automation itself

Contact us | Copyright © 2016, 2024 HCL Technologies Limited | Supported Browsers Google Chrome, fox, and Microsoft Edge | Version - 6.4.2 | Build Version : 9218.1

Figure 7 - Enter Login Credentials

6. Click Login. The iAutomate User Console page appears.
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= HCLiAutomate

. - i -

Home > Dashboard

Resolution View  Ticket View  Runbook View MTTR View  Analysis View ROl

Resolution Distribution Resolution in Product

100% 0% 0% 0% 0% e Hanel

. nedent @ o W . Bers  w somse 0% 100%
L] e T

Organization  -Select- T Module -Select- T 09M17/2024-1017/2024 ]
Auto Resolution vs Manual Resoluti o 4 Successful Handling %

Mo data avallable Resolution Rate %

® Ao Manual

Figure 8 - iAutomate Admin Console

7. Goto menu then Analysis sub menu and select Ticket Analysis.

< HCLiAutomate Type at least 3 characters to search a 4o ﬂo (] 0.
"
@ Configuration v Home > Dashboard
@ Runbooks hd Resolution View  Ticket View Runbook View MTTR View  Analysis View ROl
3 Tickets
Resolution Distribution Resolution in Product
& Dashboard
100% 0% 0% 0% 0% Auto Manual Overall
Advanced
- " 0,
Configuration . Incident @ R SR e Events @ SubTask 0% 100% 12.5%
L= Analysis - L] These Tl date T dete
Ticket Analysis
Organization ~ -Select- ¥ Module -Select- v 091742024 10/17/2024 (]
Recommendation
Analysis
Auto Resolution vs Manual Resoluti G Successful Handling %
Script Analysis
[ Knowledge
Quick Links 2
QLD No data available

Figure 9 - Ticket Analysis Section

8. The Ticket Analysis page appears. To upload the ticket data file as a new analysis, click Add New

Analysis.

Ticket Analysis Search... Q

Analysis Type Y  Analysis Name Y  Organization Y  Module Y Runbook Tool Type Y  Status Y  Actions
csv ProcessUniqueTesting10 MyCompany NA ANSIBLE TOWER/AWX Successful ® B A m
csv ProcessUniquetestAnalysis..  MyCompany NA ANSIBLE TOWER/AWX  Successful ® B » W

ProcessUniqueTestAnalysi... MyCompany NA ANSIBLE TOWER/AWX Successful ® B A ]E

Figure 10 — Ticket Analysis
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9. For performing the analysis, iAutomate requires a .csv file with four columns - Ticket Number, Short

description, Description, and Date. Please refer to the template below for reference -

Table 2 - Ticket Dump Template

Number Short_description Description Date

INC0054414 CPU Utilization Issue CPU Utilization Issue 9/6/2020 1:51

Please ensure that csv file should contain only the mentioned four columns. This data should
be prepared from the ticket data extracted from the Service Management tool. If multiple data
sheets are available, each having its own set of ticket number and other details, they should be
consolidated into one .csv file. Please ensure to upload only a single csv file for one customer.

10. On clicking Add Analysis, the Upload Data page appears.

1. Select Organization from the Organization drop-down list.

Add New Analysis

Organization * Analysis Name *

Select v

Runbook Tool Type * Select File *

=
ANSIBLETOWER v ChooseFile  No file chosen . Download Template

Note: "GenAl” will be applicable for ANSIBLETOWER for script extraction.

Figure 11 - Upload Data
12. Type in the Analysis Name. You can use the naming convention: “OrganizationNameModuleType®”. For
e.g., in this case, organization name is MyCompany and module type is Incidents, so the name could
be mentioned as "MyCompanylncidents”. We have considered '"MyCompanyAnalysis’ for this exercise.
13. Click on Download Template to get the sample template to get the idea of what kind of template will
be accepted to run analysis.
14. Click on Choose Files to select the CSV file and upload it as per the format mentioned earlier.

156. Click Start Analysis.
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Add New Analysis -]

Organization * Analysis Name *
MyCompany v Test
Runbook Tool Type * Select File *

ANSIBLETOWER 7 Choose File ~ CSV_TicketAnalysis_Template (7).csv & Download Template
Cancel Start Analysis

Note: “GenAl will be applicable for ANSIBLETOWER for script extraction.

Figure 12 — Start Analysis

Users will be prompted with the success message as depicted in the below-

Alert X

Analysis created successfully. Enable job ( ProcessUniqueMyAnalysis ) to view

analysis

Figure 13 - Analysis Created Successfully

On clicking Start Analysis, three new jobs are created. These are Unique Clustering, Unique
Script, and Recommendation. The newly added analyses are listed in the Manage Jobs page.

Next step is to enable the jobs which have been created in the previous step.

1. Goto Actions and click Manage lobs.

< HCL iAutomate yoeatlest 3 charocua a o ©@a e.

@ Home r Home > Dashboard

B Eaadback | Resolution View Tab  Ticket View Tab  Runbook View Tab  MTTR View Tab ROl View Tab

@ RBAC v
= 1 Resolution Distribution Resolution in Product
 Logs
|
o, o, o, , Auto Manual Overall
& Contiguration v 100% 0% 0% 0% 0%
o, , o,
@ Runbooks v . v | @ o . I sons 0% 100% 7.14%
— ‘ Til 0 il dat il o
i Dashboard
Organization v Module lIncident Management . 06/08/2024 - 07/08/2024 [S]
@ Advanced Configuration
€ Knowledae Auto ion vs Manual i e 3 Successful Handling %

Quick Links 4 s
Resolution Rate %

® Help

Figure 14 - Manage Jobs

2. On Manage Jobs screen, click filter icon next to Customer and search for "MyCompany” for which

analysis has to be done.

Lab Manual 34



Figure 15 - Manage Jobs (Cont.)

3. You will see the list of three jobs for your organization:
e ProcessUnique (Unique) - responsible for clustering the tickets into unique categories. Each
bucket comprises of tickets with similar issues.
e FetchUniqueRecommendation (Recommendation) — Responsible for providing relevant runbook
recommendations for the respective ticket categories.
e FetchScriptForUnique (Script) - Responsible for searching and downloading relevant scripts from

open data sources for ticket categories for which runbooks are not available within iAutomate.

m} Ebled Y Mame Organization Y st Y senicetame Y voderame Y componentiame Y ctions

MyCompany Cueved SNOW Incldent Management Inique Clustering G & 0

Resommend e o

Unique Script R & 0

Figure 16 - Manage lobs (Cont.)

4, Select the checkbox for ProcessUnique job and click Enable Jobs.

ﬂ Archived Analysis Jobs Refresh || Enble Jobs || Disable Jobs

O mabed Y Hame organization Y swus Y senviename Y ocle vame Y componentrame Y ctons

Yo ProcessiniqueiyCompany Vycompeny — swow ncident Mansgement Ui hsterng 6 e s
MyCompany Queved swowr Incident Management Recommend B e o
wycompsny

Incidert Maragement Unique Script

Figure 17 - Manage Jobs (Cont.)

For ticket analysis, ProcessUnique should be run before FetchUniqueRecommendation and
FetchScriptForUnique. Therefore, users should enable jobs corresponding to iUnique
(ProcessUnique) only and rest should only be enabled once it has been completed.

5. Go back to Analysis -> Ticket Analysis screen. You should see the entry corresponding to enabled job
for ProcessUnique. Initially the status will be “In Progress” and will change to “Pending Verification”

once the job is complete.

Lab Manual 35



Analysis Type Y Analysis Name Y  Organization Y  Module Y  RunbookToolType Y Status Y Actions

Ccsv MyCompany NA ANSIBLE TOWER/AWX Pending Verification ©@ B & ]I[

Figure 18 - Manage Jobs (Cont.)

Next step is to build / approve the analysis.

E
1. In the Action column, click (Click to Build/Approve Analysis) icon. On the new screen, scroll down

and click Verify.

Analysis Name: ProcessUniqueDryiceAnalysis Back Import & Build Analysis

Similarity Score*

<=100 A\

Canonical Summary Y

@ CPU Utilization of server ( Count : 5)

< < n » » Page 1 of 1 1-10f1items

Discriminator Canonical Summary Y  Summary Y

Figure 19 - Manage Jobs (Cont.)

2. User should define the Discriminator before clicking on Verify if the ticket corresponding to same type
of issues for different domain lands in the same bucket. Please refer to iAutomate Configuration Guide
for more details.

3. Users will be redirected to Ticket Analysis screen and status of the analysis should be Verified and

Pending Merge.

Analysis Type T Analysis Name Y  Organization Y  Module YT Runbook Tool Type Y Stalus YT  Actions

csv ProcessUniqueTestForlAuto MyCompany NA& ANSIBLE TOWER/AWX Verified and Pending Merge ® g & [

Figure 20 - Manage Jobs (Cont.)

4. Inthe action column, click A (Click to Merge Analysis) icon. It will take you to Merge Analysis screen.

5. Scroll down to the bottom of the page and click Final Submission.
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Select/Deselect All Variations T Select/Deselect All Variations T

CPU Utilization of server

airo0002

E| No data available.

4 n oM 1-2of 2items LR n »oM No items to display

Figure 21 - Manage Jobs (Cont.)

6. Userwill get a message Merge Analysis saved successfully and user will be redirected to Ticket Analysis
page again as shown in Figure 18 - Manage Jobs (Cont.). The status of analysis will change to

Successful.

Analysis Type Y  Analysis Name Y  Organization Y  Module Y RunbookToolType Y  Status Y  Actions

csv ’ ' MyCompany NA ’ Successful ® B A @

Figure 22 - Manage Jobs (Cont.)

7. Once the ProcessUnique (iUnique) job is completed, user needs to enable
FetchUnigueRecommendation (Recommendation) job. Since, Recommendation system processes
tickets in batches. Therefore, if ticket count is very high then user should define number of tickets,
which should be processed at once under job properties.

8. Goto Actions -> Manage Jobs. Filter the jobs for MyCompany.

9. Click ¥ icon under the Action column corresponding to the iRecommend component.

10. In the popup window, click Parameters and change the values of FetchTicketCount and

ReturnRunbookCount as shown below:
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Job Actions x

General Parameter
Schedule Name Description Value
Parameter IsRebind This determines whether we need to rebind or not

. This is the number to restricts the number of tickets to be
FetchTicketCount

2500
returned
ReturnRunbookCount This is the number of run books to be returned 5
This is used to identify from where we have to pick the run ~
UseRepositoryRunbook Y P 2
books
LoggerState This is to determine whether detailed logging is enabled or not

This is to determine whether ticket will be sorted based on its

IsOrderByPriority -
priority or not.

Save

Figure 23 - Manage lobs (Cont.)
N. Click Save.

12. Select checkbox for Recommendation (FetchUniqueRecommendation) for that analysis and click
Enable lobs.

Archived Analysis Jobs k‘hcshl Enable Jobs Disable Jobs

a Eabled Y Hame organization Y s Y Sericetame Y Module Hame Y Componenthiame Y hctions

No ProcessuniqueyCompany MyCompany Queved SNOW Incident Management Unique Clustering RGeS
o - retchiriquacommendsloWComsany aycormpeny Qe swow [E— Resommend ge o
m] [ FetchscriptorUiniquentyCompany MyCompany Queved snowr Incidertt Management Unique Script n& o

Figure 24 - Manage Jobs (Cont.)

13. Go to Analysis -> Recommendation Analysis. Here, you will see that the recommendation for analysis

isin ‘In Progress’ state. The status will change to Successful once the analysis is complete.

Analysis Type Y Analysis Name Y  Organization Y  Module Y Runbook Tool Type Y  Status Y  Actions

csv FetchUniaueRecommendationMvCompany MyCompany NA ANSIBLE TOWER/AWX Successful © A

Figure 25 - Manage Jobs (Cont.)

14. Click © iconin Action column for the recommendation analysis. A popup window Recommendation

Details appears.
15. Click Show Details to view detailed analysis.
16. Click Export to download the analysis.
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3.24

3.2.5

Back Export to CSV

Apprave Confidence soP

Status v Bucket Description v Runbook v Runbook v Score v Required v
@ S ratoris tobe nux Muhi Service Accounts (D) [ o 70.00
@ nux High CPU Utilizetion (D) [} o o
@ GCP Health Check Create (D [ o 50.00
@ Oracle Perform Health Check () [ o 92.00
@ Oracle Memory Hit Ratio @ @ o 64.00
@ dinstal (@) °F o 7.00

Figure 26 - Manage Jobs (Cont.)

A CSV file will be downloaded with Recommendation details for the analysis. The downloaded file will have
following columns - ID (Ticker Number), Original Summary (Canonical Description), Runbook Name (Name of
recommended runbook), Similarity (Confidence Score) and Count (Number of tickets similar to current ticket
for dump under analysis).

To calculate the automation percentage, user can filter on Similarity field i.e,, >=0.60. It will show only those
incidents corresponding to which recommended runbook confidence score is greater than or equal to 0.60.
Thereafter, sum all numbers corresponding to column Count for leftover rows and divide them by the total
number of tickets in dump. It will give you automation percentage. Also, the Original Summary column will

provide the list of indicative use cases.

Filter value in above text i.e. >=0.60 can be changed as per the customer data. If you see there

are some tickets with recommendation whose similarity is less or greater than 0.60 then you

can either increase or decrease filter values respectively.

Additionally, this file can further be shared with the Runbook Automation SMEs to identify cases
corresponding to which iAutomate does not have runbooks but can be potentially automated if SOPs are

available.

Conclusion
Through this module, we have covered the step-by-step procedure to identify the automation potential from
the ticket dump shared by an organization. It helps in assessing the applicability of iAutomate for enhancing
automation within their environment.
Considering that MyCompany organization has agreed to deploy iAutomate to bring in automation in their

environment, let’s explore the procedure of installing iAutomate in the next module.

Related Documentation

e jAutomate Configuration Guide
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Module 2 - Installation of iAutomate

Introduction

iAutomate is a scalable product and is built as per multi-tenant architecture. It includes various components
which enable different features and functionalities. This module covers the procedure for installing
iAutomate product in various scenarios, including mandatory and optional components based on
requirements. We will also cover the installation of iAutomate in HA mode along with the required
configuration. It also covers various considerations that the user needs to make before proceeding with the
installation like environment planning, hardware provisioning, installation of prerequisites and others.

Let’s begin with the Environment Planning.
Lab Exercise 1- Environment Planning

Scenario
A senior IT architect from MyCompany has inquired about the various deployment options and respective

hardware sizing to prepare for the deployment of iAutomate in their environment.

In this lab, we will discuss the categorization of environments based on various parameters enabling the user

to arrive at the appropriate sizing for the hardware required for deployment of the product.

Prerequisites
User must have the following information (or else seek this information from the architect) before
proceeding forward with this exercise -
- Volumes of tickets created in the ITSM tool on a daily, weekly and monthly basis.
- Volume of unique tickets
- Volumes of documents to be processed

- Volume of search queries expected

Solution
There are various parameters that need to be considered for arriving at the hardware sizing as listed below:
e Number of Tickets — Number of tickets raised in ITSM tool on a monthly basis
e  Number of Unique Tickets — Number of unique kinds of tickets created monthly
e Number of Documents Processed — Number of documents / knowledge articles ingested in the
system for knowledge search and analysis
e Number of Search Queries - Number of search queries made by the users on a monthly basis
e Concurrent Executions - Number of concurrent executions of tickets
Based on the above listed parameters, hardware sizing has been divided into three categories as mentioned

in the below table -

Lab Manual 40



Table 3 - Hardware Sizing

Environment # Tickets # Unique # # Search Concurrent Data
Indicator (per month) Tickets Documents Queries** Executions*** | Retention*
(per month) Processed** (per month)

Small Less than Less than Less than Less than up to 100 6 months
30,000 500 1,000 5,000

Medium 30,000 to 500 to 1,000 1,000 to 5,000 to up to 200 6 months
60,000 3,000 10,000

Large 60,000 to 1,000 to 3,000 to 10,000 to up to 400 6 months
1,560,000 3,000 5,000 30,000

* Data Retention is only applicable for the tickets data

** Applicable when iKnowledge module is installed

*** Concurrent Executions have been arrived at based on the limitation of the RBA tool for
runbook executions and the ITSM tool for pushing tickets into iAutomate.

For e.g.,a small environment can process at most 30,000 tickets per month, at most 500 unique
tickets per month, at most 1000 documents and at most 5,000 search queries. The concurrent
executions are limited to 100.

For the purpose of the all the lab exercises covered in this manual, we are going to make use of Small

Environment. The specifics are mentioned in the table below.

Table 4 - Small Environment Hardware Details

Server Server | Server | Recommended Minimum Database Storage Other
Name Count Type Hardware RAM Requirement (local) Requirements
Configuration Requirement
for
iAutomate
Application | 1 Virtual | 2 vCPU, 4 GB 2 GB RAM NA 50 GB Operating
+Web RAM System -
Server
Windows
Server 2016,
64-bit
Database 1 Virtual | 4 vCPU, 8 GB Not Microsoft 100 GB | Operating
Server RAM Applicable SOL Server System -
2016 - Windows
Standard Server 2016,
Edition 64-bit
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Advanced 1 Virtual | 2 vCPU, 8 GB 4 GB RAM NA 50 GB Operating

Al Server RAM System -

:/Iongo DB Windows

+ Solr Server 2016,
64-bit
Mongo DB +
Solr

424

4.3

431

43.2

For e.g., some of the exercises, we will be covering installation in HA mode for which users can refer to the
installation gquide for details on hardware sizing.

iAutomate also requires certain prerequisites to be available before the product installation. Refer to the
Prerequisites Guide for installing the prerequisites.

Ensure that the hardware is provisioned as per the environment finalized and the prerequisites are installed

before proceeding with the installation in next exercise.

Conclusion
Through this exercise, we have covered the step-by-step procedure to identify the automation potential
from the ticket dump shared by an organization. It helps in assessing the applicability of iAutomate for

enhancing automation within their environment.

Now, let’s explore the installation procedure for iAutomate.

Lab Exercise 2 - Installation of iAutomate without Document Search and Analysis in

Non-HA Mode

Scenario
MyCompany organization has asked for installation of iAutomate in non-HA mode. They are looking for
automation of IT operations without Document Search and Analysis functionality. You are part of the

implementation team who have been asked to prepare the environment based on the requirements.

In this lab, we will showcase the detailed procedure for installing iAutomate without Document Search and

Analysis in non-HA mode.

Prerequisites

- Hardware should be provisioned for a small environment (non-HA mode) as mentioned in the
iAutomate Installation Guide — One Server for Web & App Components and One Database Server

- All the prerequisites mentioned should be installed on the servers as mentioned in the prerequisite
quide

- Database credentials should be available
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- The user should have "Write” permission on the Apache24 folder

- The user should have access to the iAutomate installer exe

433 Solution
1. The user should have access to the iAutomate installer exe.
2. Copy the installer on the server meant for Web and Application components. In this scenario, both
Web and Application Components resided on one server.
3. Locate HCL_iAutomate_v6.4.1_Installer.exe and click Run as Administrator to begin the installation.

On running the installer, the following page will appear.

@ Installer Version - 6.4.2 = X 1

Product Installation

Welcome To Installer

HCL iAutomate

Copyright @ 2016, 2024 HCL Technologies Limited

Figure 27 - iAutomate Implementation

4. Click Start, the following page appears. It will extract required binaries.
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e iAutomate Installer Versicn - 6.42 - x

iAutomate Installer Version - 6.4.2

® New Installation

O Upgrade

HCL iAutomate [ e |

opyright @ 2018, 2024 HCL Technologies Limited

Figure 28 - iAutomate Installer Welcome Page
5. Click Next. The page lists the setup required for installation in the left pane and the details of the
selected setup in the right pane.

6. The next step is to populate the database details.

4331 Database Details
For this exercise, the authentication type is considered as SQL Server Authentication for database.

On the Database Details view, type the Server Name and the Database Instance Name.

pa—

Select Authentication Type as SQL Server Authentication.
In the UserName and Password fields, type username and password to access the server.
In the Database Name field, Database Name is auto filled by default.

To check the connectivity to a server using the credentials provided, click Check Connection.

N oo b~ 0D

This displays a message for Connection Success or Connection Failure. Successful connection to the

database enables the Next button.

Database Details @
Server Name = |Enr_er Server HostName/IP I
Database Instance Name IEr.ter DB Instance I
Authentication SQL Server Authentication bl

User Name = I I

Enter Password I

Password *

Database Name = I

Figure 29 - Database Details
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8. Click Next to get to the Component Selection view.

4332
1.

Component Selection

Select Web Component and Application Component.

Component Selection

Web API
KRS

[ Application Component

[ Ansible Inside Wrapper Component

iRecommend
Entity

iParse

iUnique

Data Collector

Generic Executor

RBA Executor

Release

Generic Listener

AD Sync

Email Service

DAG Service

Ansible Inside Wrapper

[ Advanced Al Component

<

Select All

Back

>

v

Web Ul Name

Web API Name

KRS Name
iRecommend Name
Entity Name

iParse Name
iUnique Name

Data Collector Name
Generic Executor Name
RBA Executor Name
Release Name

AD Sync Name

Email Service Name

Unselect All <

HCLiAutomateWEBAPI

HCL.iAutomate.iUnique

BACom)|

= = = ) [ E = [ =) = =
gleieieiee Bl1Bl|8||8 g
FFFEEEEEFEEEEE
el|g||lg||lg||g]||e |88 2
AEEN
BB||B||F| F B BIIB|B)|%| %8
5|82 5/8|R|58 2 53|21
ﬁgﬁ 2 g8 <
gl |28 2R EIE

Port

Port

Port

Port

Port

Port

Port

Port

Port

Port

Port

Port

Port

Figure 30 - Component Selection

8085

9003

8006

8012

8015

8018

8021

9022

9025

>

The administrator can add or remove components based on their environment as decided
during the planning phase.

2. Click Next to get to the Server Configuration view.

43.3.3

—

o s @

Lab Manual

Server Configuration

The IP Address / Hostname is auto populated.

Select the Account Type as Domain Administrator.

Type in the organization domain in Domain field.

In the Username and Password fields, type the login credentials.

Click Check User Validity to ensure the following:

e Usershould be part of domain defined in field Domain Name

e User should have administrative privileges to install iAutomate components

Click Browse to specify the appropriate Installation Path to install the server components.

On successful connection to the server, a Validation Successful message appears beside the Password

field.
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Server Configuration

IP Address/HostName =

Account Type =
Domain *

User Name =

Password =

Installation Path *

Domain Account v

Enter Domain

Enter UserName

Enter Password Check User Validity

Figure 31 - Server Configuration

8. Click Next to get to the Pre-requisite Checker view.

4334 Pre-requisite Checker

Pre-requisite Checker is responsible for checking if all iAutomate installation prerequisites have been met

before beginning the installation setup. It identifies all the missing pre-requisite software and utilities and

highlights to the user. User will have to ensure that the identified prerequisites are installed before

proceeding further.

1. Click Run to begin the process.
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Pre-Requisite Checker

IP Address/Host Name Component Prerequisite Status
localhost Web UI Checking For Port 80
localhost Web UI Checking For Microsoft NET Framework 4.8
localhost Web Ul Checking For Microsoft ACE.OLEDE.12.0
localhost Web Ul Checking For I1S
localhost Web Ul Checking For Certificate
localhost Web Ul Checking For PythonCertificate
localhost Data Collector Checking For Port 8012
localhost Data Collector Checking For Microsoft .NET Framework 4.8
localhost Data Collector Checking For Certificate
localhost Email Service Checking For Port 9025
localhost Email Service Checking For Microsoft NET Framework 4.8
localhost Email Service Checking For Certificate
localhost Generic Executor Checking For Port 8015
localhost Generic Executor Checking For Microsoft .NET Framework 4.8

(D Failed but not mandatory | X

Failed and mandatory | /' Success

Figure 32 - Pre-Requisite Checker

The Pre-requisite Checker always runs as part of the iAutomate setup.

A progress bar appears while the Pre-Requisite Checker runs.

Pre-Requisite Checker

®

IP Address/Host Name Component Prerequisite Status ™
Web Ul Checking For Port 8001 v

localhost Web Ul Checking For Microsoft .NET Framework 4.6 V4
localhost Web Ul Checking For Microsoft ACE.OLEDB.12.0 v
localhost Web UI Checking For 1S v
localhost Web Ul Checking For Certificate V4
localhost Web UI Checking For PythonCertificate v
localhost Data Col Checking For Port 8012
localhost Data Coll: Checking For Microsoft .NET Framework 4.6
localhost Data Collector Checking For Certificate
localhost Generic Executor Checking For Port 8015
localhost Generic Executor Checking For Microsoft NET Framework 4.6
localhost Generic Executor Checking For Certificate
localhost iParse Checking For Port 8006
localhost iParse Checking For Python 3.6.0 .

® Failed but not mandatory | X Failed and mandatory |+ Success

Figure 33 - Pre-Requisite Checker (Cont.)

2. Inthe Status column, each pre-requisite is marked as Success or Failure
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Pre-Requisite Checker @
Total No of Request 74 | Successful 55 | Failed 19

IP Address/Host Name Component Prerequisite Status  *
localhost Web Ul Checking For Certificate v
localhost Web Ul Checking For PythonCertificate v
localhast Data Collector Checking For Port 8012 X
localhost Data Collector Checking For Microsoft \NET Framework 4.8 v
localhost Data Collector Checking For Certificate v
localhost Ermail Service Checking For Port 9025 X
localhost Email Service Checking For Microsoft NET Framewaork 4.8 v
localhost Ernail Service Checking For Certificate v
localhost Generic Executor Checking For Port 8015 )(
localhost Generic Executor Checking For Microsoft .NET Framework 4.8 v/
localhost Generic Executor Checking For Certificate v
localhost iKnowledge Checking For Port 8024 x
localhost iknowledge Checking For Python 3.6.0 v
localhost iKnowledge Checking For Apache 2.4 v v
® Failed but not mandatory | X Failed and mandatory |+ Success

Figure 34 - Pre-Requisite Checker (Cont.)

3. In case of Failure, Re-Run button appears. Please ensure that the identified issue is resolved and re-
run the pre-requisite checker.

4. Please refer to the case failure as mentioned in figure. This is quite common error where port 80 is not
available. In this case, select a different port from component selection page or remove default
website from IIS.

5. Upon successful validation of all pre-requisites, Next is enabled. Click Next to get to the Configure

Admin Details view.
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Pre-Requisite Checker @

Total No of Request 46 | Successful 46 | Failed 0

IP Address/Host Mame Component Prerequisite Status
localhost Web Ul Checking For Microsoft ACE.OLEDB.12.0 v
localhost Web Ul Checking For 11§ w2
localhost Web Ul Checking For Certificate v
localhost Web Ul Checking For PythonCertificate ol
localhost Data Collector Checking For Port 8014 v
localhost Data Collector Checking For Microsoft .NET Framework 4.8 v g
localhost Data Collector Checking For Certificate v
localhost Ernail Service Checking For Port 9026 Vv
localhost Email Service Checking For Microsoft NET Framework 4.5 v
localhost Email Service Checking For Certificate v
localhost Generic Executor Checking For Port 8016 v
localhost Generic Executor Checking For Microsoft NET Framework 4.5 w4
localhost Generic Executor Checking For Certificate v
localhost iParse Checking For Port 8007 W .

CD Failed but not mandatory | X Failed and mandatory |~/ Success

Figure 35 - Pre-Requisite Checker (Cont.)

4335 Configure Admin Details
To configure Super Administrator user for iAutomate, perform the below steps:
1. Type the new administrator’s Name, Email and Password.

2. Enter the same password again in Re-enter Password field.

Configure Admin Details @
Name = Enter Name

Email * Enter Email

Password * Enter Password

Re-enter Password * Re-enter Password

Password Policy: Password must contain at least 1 capital letter,1 small letter,1 number and 1 special character and 8-15 characters length.
Space not allowed.Only |,@,#,$,% Special characters are allowed.

Figure 36 - Configure Admin Details
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If the database provided in the Database Setup already exists at the time of installation, then
the Configure Admin Details page will remain unavailable.

Please ensure password should be of 8-15 characters; and Password and Re-enter Password
should match. Post installation, this Super Administrator user can access the administration
console.

3. Click Next to review the information provided so far.

43.3.6 Installation
1. Before proceeding with installation, review the information provided so far. To make any changes, Click
Back to go back to previous views.

2. Click Run to begin the installation process.

Installation Overall Status : Not yet started @

Server Type : Database
Server Details
IPHostname Address : localhost

Database

Database Instance

Database Neme [

Server Type : Web | Application
Server Details
IP Address : localhost User Name : DryicelUser

WebUI
Component Name: Web Ul
Site Name: HCLiAutomateBasalll
Path : C\NewF older

Figure 37 - Installation

3. The progress bar displays the installation progress.

Lab Manual 50



4,

5.

Lab Manual

Installation Overall Status : Mot yet started @
Server Type : Database
Server Details
IPfHostname Address : localhost

Database

Database Instance:

Database Name [N

Server Type : Web | Application
Server Details
IP Address : localhost User Name : DryicelUser

Web Ul
Component Name: Web UI
Site Name: HCLiAutomateBaseUl
Path : C\NewFolder

Figure 38 - Installation (Cont.)

In case of any installation failure, error messages for the corresponding component appear on the
screen. Click Rollback button to uninstall the components and re-run the Installer after resolving the
issues. To perform the cleanup, delete all the folders manually on the servers' installation path

provided earlier. Contact the product team administrator for further assistance.

Installation OverAll Status;  Fal @
IP/Hostname Address : localhost ~
DataBase
Success

DataBase Instance:

Dataase Nome I

Server Type : Web
Server Details

IP Address : localhost User Name : DrylcelUser

WebUI
ComponentName: Web Ul Folderfiile is missing at Sourcepath C\D DrivellAw

Site Name: HCLiAutomateBaseU|

< >
Path : C:\iAutomateComponent
Web AP
Component Name: Web AP Success o
< >
Roll Back

Figure 39 - Installation (Cont.)

Once the installation is successful, Launch Application button appears.
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Report OverAll Status ©  Success @)

Server Type : DataBase
Server Details

IP/Hostname Address : localhost

DataBase
DataBase Instance Success

DataBase Name: iAutomateDB

Server Type : Web
Server Details

IP Address : localhost User Name : DrylcelUser

Web UI
Component Name: Web Ul Success
Site Name: HCLiAutomateBaselJ|
Path : C:\iAutomateComponent "
< >

Launch Application

Figure 40 - Installation (Cont.)

6. Click Launch Application to launch iAutomate website.

Figure 41 - Launch Application

System will take some time to configure everything. Please wait for some time after clicking on
OK button.
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HCL iAutomate

Please enter your credentials @

iAutomate uses Al to
analyze tickets and identifies

automation candidates within
“ hours. It continuously learns and
drives the automation process,
thereby automating the process
of automation itself.

Contact us | Copyright © 2016, 2024 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edge | Version - 6.4.2 | Build Version : 9218.1

Figure 42 - iAutomate Login Page

4.3.4 Conclusion

Post the conclusion of this exercise, you should have a thorough understanding of the installation of

iAutomate Web and Application components in a small environment in non-HA mode.

Now, let’s explore the installation procedure for other modes and scenarios.

44 Lab Exercise 3 - Installation of iAutomate without Document Search and Analysis in HA

mode

4.4.1 Scenario

MyCompany organization has asked for installation of iAutomate in High Availability (HA) mode. They are

looking for only ticket resolution automation without Document Search and Analysis functionality. You are

part of the implementation team who have been asked to prepare the environment based on the

requirements.

In this lab, we will showcase the detailed procedure for installing iAutomate without Document Search and

Analysis in HA mode.

442 Prerequisites

- Hardware should be provisioned for a small environment (HA mode) as mentioned in the iAutomate

Installation Guide - One Server for Web components, One Server for App Components and One

Database Server with Cluster enabled

- All the prerequisites mentioned should be installed on the servers as mentioned in the prerequisite

quide

- Database credentials should be available
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- Shared drive between servers should be available.
- Allthe required ports should be load balanced.
- The user should have "Write” permission on the Apache24 folder

- The user should have access to the iAutomate installer exe

443 Solution
Copy the installer on the servers meant for Web and Application components. In this scenario, Web and
Application Components are to be hosted on different servers.
1. Toinstall iAutomate components, follow the steps mentioned in the Lab Exercise 2 on both Web and
Application servers.
2. Once the installation of Web and Application components is complete on both servers, next step is to
perform the load balancer configuration to enable HA mode.
Load Balancer Configuration
1. Press Win+R and type inetmar.
2. Click OK to open lIS.

—=  Typethe name of a program, folder, document, or Internet

=l rescurce, and Windows will epen it for you.
Open: [ .

Cancel Browse...

Figure 43 - Load Balancer Configuration

3. Expand Sites in Connections section and click HCLiAutomateBaseUI.
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L Application Pools

v (@ Sites

> @ HCLiAutomateBaseUl
v € HCLiAutomateKRS

- > -[Z] App_Code

T

=
i > -] MasterPage
- > [ scripts

> @9 HCLiAutomateWEBAP|

Figure 44 - Load Balancer Configuration (Cont.)

4. Click Bindings in the Edit Site section.
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‘ Internet Information Services (11S) Manager

_3 » IAUWIWBIAUDOD » Sites » HCLiAutomateBaseUl »

File View Help

Q-2 I8 @ HCliautomateBaseUl Home

i A Filter - % Go - G ShowAll | Group by:
L Application Poals ASP.NET
v (8] Sites = 4 r? F.
» @ HCLiAutomateBaseUl 2 N~ (&) .'J
> o HCLiAutomateKRS NET NET NET Error NET NET Profile

Authorizat... Compilation Pages Globalization

® @& R B @

NET Roles  NET Trust  .NET Users  Application Connection
Levels Settings Strings

w H R & &

Machine Key Pages and Providers  Session State SMTP E-mail
Controls

> @ HCLiAutomateWEBAPI

s

& R @ m 9

I > [

< > | [ Features View ] 5 Content View

B Explore
Edit Permissions..,
Edit Site
Bindings...

@ Basic Settings..,

View Applications

View Virtual Directories

& Restart
P Start
| ctop
Browse Website
[€] Browse *:80 (http)
Advanced Settings..,
Configure
Limits...

‘ Help

Figure 45 - Load Balancer Configuration (Cont.)

Manage Website (A
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10.
1.
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| Site Bindings

R

eB
ek

Type
http

Host Marme Port IP Address Binding Inforrma...
80 *

Figure 46 - Load Balancer Configuration (Cont.)

Edit...

Remowve

Browse

Ensure that the value of Port mentioned is same as configured in Load Balancer. If that is not the case,

click Edit to change the Port value.
Right-click HCLiAutomateBaseUl and click Explore.

Find Web.config file and open it in Notepad.

v Web.config h

Figure 47 - Load Balancer Configuration (Cont.)

Within the Web.config file, search for the key 'URL" and replace the ‘localhost:portnumber’ with the
Load balancer IPand KRS Port.

<add key="URL" wvalue=http://<IP>:<port>"/>

Figure 48 - Load Balancer Configuration (Cont.)

Save the file for changes to be reflected.

Select the service and click Restart to restart the services.

Expand sites in Connections section and click HCLiAutomate WEBAPI.
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o 10 _
-4} Application Pools
v (@] Sites
> @ HCLiAutomateBaseUl
v &P HCLiAutomateKRS
> -[51 App_Code
s &1 bin
5 -7 Contents
> -] MasterPage
> -] scripts
> @ HCLiAutomateWEBAPI

Figure 49 - Load Balancer Configuration (Cont.)

File  View Help

@-id |2 & @ HCliAutomateWEBAPI Home B Explore
Fiters - % Go - GShowAll | Group by: Area - @@~ Edit RermIsS )
Edit Sit
L2 Application Pools ASP.NET ‘B S
v (@] Sites = & = "b indings...
> @ HCLiAutomateBaseUl 2 = &) ? lL}f\ o Basic Settings...
> @ HCLiAutomateKRS NET NET JNET Error NET .NET Profile .NET Roles View Applications
~ & HCLiAutomateWEBAP| Authorizat.. Compilation Pages Globalization View Virtusl Divectariet
> ] bin (e T e
-1 P R & & D
NET Trust  JNET Users icati C i Machine Key Pages and & Restart
Levels Settings Strings Controls P Start
R & = .
Browse Website
Providers  Session State SMTP E-mail [$] Browse *:8080 (http)
Advanced Settings...
ns ~ 7
;_ = “ Configure
»2 oR = Al - v Lirnits...
< =] Features View |\ 2 Content View ® Hep
Re:

Figure 50 - Load Balancer Configuration (Cont.)

12. Right-click HCLiAutomateWEBAPI and click Explore.
13. Find Web.config file and open it in Notepad.

¥ Web.config .

Figure 51 - Load Balancer Configuration (Cont.)

14. Within the Web.config file, search for the key ‘URL’ and replace the ‘localhost:portnumber’ with the
Load balancer IPand KRS Port

<add key="URL" value=http://<IP>:<port>"/>|

Figure 52 - Load Balancer Configuration (Cont.)
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15. Save the file for changes to be reflected.
16. Select the service and click Restart to restart the services.

17. Press Win+R and type services.msc.

= Run *

@ Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: ‘ SEMVICES.MSC v|

Figure 53 - Load Balancer Configuration (Cont.)

18. Click OK to open Windows Services.

ol Services
File Action View Help
&= |E d=|HE >80 ®
. Services (Local)
Apache2.4 Name . Description  Status  Startup Type  Log OnAs
) ActiveX Installer (AxnstsV) Provides Us.. Manual Local System
r%:ﬂf;:!::a :Q,Adobe Flash Player Update Service This service ... Manual Local System
L, airtel, OUC Automatic Local System
€3, Allloyn Router Service Routes Alllo... Manual (Trig... Local Service
Description: P
gﬁi:’;ﬁ:gw‘”w Gk App Readiness Gets apps re. Manual Local System
3 Application Host Helper Service Provides ad.. Running  Automatic Local System
L, Application Identity Determines ... Manual (Trig... Local Service
&3 Application Information Faciltatest.. Running  Manual (Trig... Local System
‘Gl Application Layer Gateway Service Provides su... Manual Local Service
‘Gl Application Management Processes in... Manual Local System
3 AppX Deplayment Service (AppXSVC) Provides inf... Manual Local System
i3 ASP.NET State Service Provides su... Manual Network Service
£ AssignedAccessManager Service AssignedAc... Manual Local System
£ Auto Time Zone Updater Automatica... Disabled Local Service
£ Background Intelligent Transfer Service Transfers fil... Manual Local System
£ Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
£, Base Filtering Engine The Base Fil.. Running  Automatic Local Service
£ BES Client Facilitates u.. Running  Automatic (D... Local System
£ BitLocker Drive Encryption Service BDESVC hos.. Running  Manual (Trig... Local System
£, BitLocker Management Client Service Bitlocker M. Running  Automatic (D... Local System
£ Block Level Backup Engine Service The WBENG... Manual Local System
£, Blue Coat Unified Agent ProvidesW.. Running  Automatic Local System
£ Bluctooth Handsfree Senvice Encbleswir.. Running  Manual (Trig...  Local Service
&), Bluctooth Support Service The Bluetoe... Running  Manual (Trig..  Local Service
0, BranchCache This service ... Manual Network Service
€, Capability Access Manager Service Provides fac... Manual Local System
i), Certificate Propagation Copiesuser.. Running  Automatic Local System
€ Cisco AnyConnect Netwerk Access Manager Establishes.. Running  Automatic Local System
ey e e .. . P, . . R

Figure 54 - Load Balancer Configuration (Cont.)
19. Search for HCL.iAutomate.Listener.

20. Right-click HCL.iAutomate.Listener service and click Properties.
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£ Services

File  Action “iew Help

= | FHEez H=E »onn

% Services (Local)

HCL.iAutomate.Listener

Stop the service
Eestart the service

Marme - D
Sk HCL.ifutarmate.DC

8L HCL.ifutomate.Entityodel A
E%HCL.i.ﬂ\u'cu:-r'nate.GemericExecn.Jtu:r
E%HCL.i.='3\ut|:|r'nate.iI:'arse A,
E%HCL.i.='3\ut|3mate.iRecommend A,

@HCL.iAutnmate.iUnique &,

#2 HCL iAutomate Listener
E%HCL.i.ﬂ\u'cu:-r'nate.P\B.ﬂ\liiu:r'rmom Start

@HCL.iAutnmate.ReIeaseSewic- Stop
%Human Interface Device Servit Pause
E%H‘J Host Service

Resume

EQH}:‘per—\f Data Exchange Servic
@ Hyper-\ Guest Service Interfa
@ Hyper-V Guest Shutdoun Ser Al Tasks N
@H}fper-‘u" Heartheat Service

@Hyper—\f’ Powerihell Direct Ser Refresh

{8k Hyper-Y Remote Desktaop Virtl_
EQH}:‘per—\f Tirme Syrchronization

EQH}r'per-\f\u"c-lur'r'ue Shadow Cop Help

Restart

Figure 55 - Load Balancer Configuration (Cont.)

21. Copy the value mentioned in ‘Path to executable’ as shown in the image below:
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HCL.ifutomate, Listener Properties (Local Computer) =

General LogOn  Recovery Dependencies

Service name; HCL.idutomate. Listener
Dizplay name: HCL.idutomate. Listener
D escription:

Path to executable:

o= 1 s Py R St NN T H CL . idutomate. Listner. S ervice. Host exe
Startup type: Automatic i
Service status: Running

Start Stop Fauze Rezume

“rou can specify the start parameters that apply when you start the service
framm here.

Start parameters:

Figure 56 — Low Balancer Configuration (Cont.)
22. Open File Explorer and paste the copied path and press Enter to open the desired folder.

23. Search for HCL.iAutomate.Listner.Service.Host config file and open it in a Notepad.

D HCLiAutomate. Listner.Service Host exe.config  4/10/2023 933 PM CONFIG File

—'I

Figure 57 - Load Balancer Configuration (Cont.)
24. Within the HCL.iAutomate.Listner.Service.Host config file, search for the key ‘URL’ and replace the
‘localhost:portnumber’ with the Load balancer /IPand KRS Port.

<add key="URL" wvalue=http://<IP>:<port>"/>
.-_____________________________________________________________________.u

Figure 58 - Load Balancer Configuration (Cont.)
25. Save the file for changes to be reflected.

26. Select the service and click Restart to restart the services.

Repeat the steps mentioned above on all the load balanced servers.
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1. Login to iAutomate using the Super Admin credentials.
2. Roll-over the Advance Configuration and click Product Configuration.

3. Select Component Name as 'KRS'. Change the Load Balancer URL to the Load Balancer IP.

Component Name * Load Balancer URL *

KRS v http://<ip>:<port> Test Connection

|

Figure 59 - Component Configuration

4. Click Update to save the changes.

Above step has to be repeated for all the components.

5. Additionally, for the Component Name i.e. Recommendation, provide the path of the shared drive

location in the Recommendation Model Location field.

Component Name * Load Balancer URL *
iRecommend ~ http://<ip>:<port>

iRecommend Model Location*®

C:\iAutomate_Components\iRecommend_20240502_193631\\iRecommend\Mot

Threshold*
.60

ca ncel

Figure 60 - Component Configuration (Cont.)
6. Click Update to save the changes.
7. Additionally, for the Component Name as Entity Model, provide the path of the shared drive location
in the EntityModel Model Location field.

Component Name * Load Balancer URL *

EntityModel v http://<ip>:<port>

EntityModel Model Location*

C:\iAutomate_Components\iRecommend_20240502_193631\\iRecommend\Moc¢

Figure 61 - Component Configuration (Cont.)
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8. Click Update to save the changes.
9. Additionally, for the Component Name i.e. Crawler, provide the path of the shared drive location in the

Data Directory Location field.

Component Name * Load Balancer URL *

Crawler v http://<ip>:<port> Test Connection

Data Directory Location®

C:\Apache24\iKnowledge_Default

Figure 62 - Component Configuration (Cont.)

10. Click Update to save the changes.

444 Conclusion
After the conclusion of this exercise, you should have a thorough understanding of installation of iAutomate

Web and Application components in High Availability mode.

Now, let’s explore the installation procedure for other modes and scenarios.

45 Lab Exercise 4 - Installation of iAutomate with Document Search and Analysis in non-
HA mode
451 Scenario

MyCompany organization has asked for installation of iAutomate in non-HA mode. They are looking for only
ticket resolution automation along with Document Search and Analysis functionality. You are part of the

implementation team who have been asked to prepare the environment based on the requirements.

In this lab, we will showcase the detailed procedure for installing iAutomate with Document Search and

Analysis in non-HA mode.

452 Prerequisites
- Hardware should be provisioned for a small environment (non-HA mode) as mentioned in the
iAutomate Installation Guide — One Server for Web and Application Components, One Server for Al
components and One Server for Database.
- All the prerequisites mentioned should be installed on the servers as mentioned in the prerequisite
quide.
- Database credentials should be available.

- Allthe required ports should be opened.
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- Connectivity between servers should be available.
- MongoDB and Solr access credentials should be available.
- The user should have "Write” permission on the Apache24 folder.

- The user should have access to the iAutomate installer exe.

453 Solution
Copy the installer on the both the servers meant for Web & Application components and Al components.
Toinstall iAutomate components on Web and Application server, follow the steps mentioned in Lab Exercise
2.

1. Toinstall the required components on Al server, locate HCL_iAutomate_v6.4.1_Installer.exe and click

Run as Administrator to begin the installation. On running the installer, the following page appears.

@ Installer Version - 6.4.2 = X 1

Product Installation

Welcome To Installer

HCL iAutomate

Copyright @ 2016, 2024 HCL Technologies Limited

Figure 63 = Run as Administrator

2. Click Start. It will extract required binaries; the following page appears.
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Q@ iAutomate Installer Version - 6:4.2 — %

iAutomate Installer Version - 6.4.2

® New Installation

O Upgrade

HCL iAutomate Next

Copyright ® 2018, 2024 HCL Technologies Limited

Figure 64 - iAutomate Installation

3. Click Next.
The page lists the setup required for installation in the left pane and the details of the selected setup in the
right pane.

4. The next step is to populate the database details.

4531 Database Details
For this exercise, the authentication type is considered as ‘SQL Server Authentication’ for database.
1.  Onthe Database Details view, type the Server Name, and the Database Instance Name.
2. Select Authentication type as ‘SQL Server Authentication’.
3. Inthe Username and Password fields, type username and password to access the server.
4. Inthe Database Name field, Database Name is auto filled by default.
5. To check the connectivity to a server using the credentials provided, click Check Connection. This
displays a message for Connection Success or Connection Failure.

6. Successful connection to the database enables the Next button.
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Database Details
Server Name =
Database Instance Mame

Authentication

User Mame =

Password =

Database Mame =

Entar Server HostMName/ 1P

Emter DB Instance

SOl Server Authentication

Emter Password

Figure 65 - Database Details

7. Click Next to get to the Component Selection view.

4532 Component Selection

1. Under Component Selection, select Advanced Al Component.

2. Type Environment Name for identification purposes.

Component Selection
iUnique
Data Collector
Generic Executor
RBA Executor
Release
Generic Listener
AD Sync
Email Service
DAGService
O rReA TOOI
Ansible SDK Wrapper
[ Advanced Al Component
iKnowledge
~| KnowledgeRating
iScrape
Advanced Knowledge
Screen
Search
Crawrler

Select All

Back

v

Web Ul Name

Web APl Name

KRS Name
iRecommend Name
Entity HName

iParse Name
iUnique Name

Data Collector Name
Generic Executor Name
RBA Executor Name
Release Name

AD Sync Name

Email Service Name

Unselect All <

HCLiAutomateBaseUl

HCL.jAutomate.iUnique

||z [=]|[=][= =z (=] [=]|[=
B||8||8|E||E||E||E| &||E|E|E||E
E||E||E||E||E||E||2||E||2||E||E||E
g||g|8|| 8| 8|8 sl|g||8]/8]!§
:E20EFii;ii¢zd
AR

o RS E‘:Em""
23853 I
g 5|6 3] & L]

Port

Port
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]
=]
~+

-
=1
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Figure 66 - Component Selection

The administrator can add or remove components based on their environment as decided

during the planning phase.

3. Click Next, to continue with the installation.

4533 Configure MongoDB

1. Type the MongoDB Server Name (including the port details).
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2. Inthe User ID and Password fields, type username and password to access the server.

3. Select the Version Type as Community.

Configure Solr
1.  Type the Solr Server.
2. Inthe User ID and Password fields, type username and password to access the server.

3. The default ports are auto filled in the PORT field next to each component.

Conflgure MongoDB

Ll Corm masruty

A hle availlabbe

Configure Solr

Figure 67 - Configure Mongo DB and Solr
4, Click Next. You will be prompted to check the connection status. Click Yes to proceed with the

checking the connection status or No to continue with the Installation.

Do you want to check connection with
Mongodb and Solr?.

Figure 68 - Configure Solr

5. The Server Configuration page appears.

Server Configuration

f—

The IP Address / Hostname is auto populated.
Select the Account Type as Domain Administrator.
Type in the organization domain in Domain field.

In the Username and Password fields, type the login credentials.

o s w P

Click Check User Validity to ensure the following:
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e User should be part of domain defined in field Domain Name
e User should have administrative privileges to install iAutomate components
6. Click Browse to specify the appropriate Installation Path to install the server components.
7. Onsuccessful connection to the server, a Validation Successful message appears beside the Password

field.

Server Configuration @D

IP Address/HostName «
Account Type « Domain Account
Domain Enter Domain

User Name « Enter UserName

Password + Enter Password Check User Validity
insallation path - browse |

Figure 69 - Server Configuration

8. Click Next to get to the Pre-requisite Checker view.

Pre-requisite Checker
Pre-requisite Checker is responsible for checking if all iAutomate installation pre-requisites have been met
before beginning the installation setup. It identifies all the missing pre-requisite software and utilities and
highlights to the user. User will have to ensure that the identified pre-requisites are installed before
proceeding further.

1. Click Run to begin the process.
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Pre-Requisite Checker

Component

Prerequisite

Status

| Address/Host Mame

Advanced Knowledge

Checking For Port 9016

localhost Advanced Knowledge Checking For Port 9013
localhost Advanced Knowledge Checking For Port 9045

localhost Advanced Knowledge Checking For Part 9009

localhost Advanced Knowledge Checking For Python 3.6.0

localhost Advanced Knowledge Checking For PythonCertificate
localhost Advanced Knowledge Checking For Certificate

localhost Advanced Knowledge Checking For ChromeBrowser
localhost Advanced Knowledge Checking For PackageFolder antiword
localhost iknowledge Checking For Port 8024

localhost iknowledge Checking For Python 3.6.0

localhost iknowledge Checking For Apache 2.4

localhost iknowledge Checking For VCs+

localhost iknowledge Checking For ChromeBrowser

~

(D Failed but not mandatory | & Failed and mandatory |~ Success

Figure 70 - Pre-Requisite Checker

The Pre-requisite Checker always runs as part of the iAutomate setup.

A progress bar appears while the Pre-Requisite Checker runs.

2.
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Pre-Requisite Checker

@

-~

IP Address/Host Name Component Prerequisite Status
Advanced Knowledge Checking For Port 2016 v
localhost Advanced Knowledge Checking For Port 9013 v
localhost Advanced Knowl Checking For Port 9045 i
localhost Advanced Knowl Checking For Port 2002 v
localhost Advanced Knowledge Checking For Python 3.6.0 v
localhost Advanced Knowledge Checking For PythonCertificate g
localhost Advancey Checking For Certificate v
localhost Advanced Checking For ChromeBrowser v
localhost Advanced Knowledge Checking For Packagefolder antiword e
localhost iKnowledge Checking For Port 8024 v
localhost iKnowledge Checking For Python 3.6.0 v
localhost iKnowledge Checking For Apache 2.4 e
localhost iKnowledge Checking For VCs++
localhost iKnowledge Checking For ChromeBrowser

@ Failed but not mandatory | X Failed and mandatory | " Success

Figure 71 - Pre-Requisite Checker (Cont.)

In the Status column, each pre-requisite is marked as Success or Failure.
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Pre-Requisite Checker

Tatal Mo of Regisest 12| Sadoesiful Fa | | Falled 3
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m Palled bt not mandstory | 2 Palled sad mandatery | o Sacien

Frerequisite
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[meding For PakanCenfomte

| trecuing For vien Pubiic Camnete
Eredking For App Private Cerbficate
(heding For ChromeBrowser

[meciing For Pom 8004
[hecking For Paman 380

heding For Apache 2 &
CReding Fof viss
(hecking For ChromeBrosser

Figure 72 - Pre-Requisite Checker (Cont.)

LAIXICSSSISISISSISINNS

In case of Failure, Re-Run button appears. Please ensure that the identified issue is resolved and re-

run the pre-requisite checker.

Please refer to the case failure as mentioned in figure. Here VC++ software is missing on the software.

Simply install the software from the available pre-requisite’s software.

Upon successful validation of all pre-requisites, Next is enabled.

Click Next to get to the Configure Admin Details view.

Pre-Requisite Checker @
Total No of Request 32 | Successful 32 | Failed ©
IP Address/Host Name Component Prerequisite Status  *
ﬁ Advanced Knowledge Checking For Port 3009 v
[ Advanced Knowledge Checking For Port 9013 v
[ Advanced Knowledge Checking For Port 3016 v
’—‘ Advanced Knowledge Checking For Port 9019 J
[ Advanced Knowledge Checking For Python 3.8.0 Vv
| | Advanced Knowledge Checking For PythonCertificate Vv
[ Advanced Knowledge Checking For web Public Certificate \/
[ Advanced Knowledge Checking For App Private Certificate v
[ Advanced Knowledge Checking For ChromeBrowser v
iKnowledge Checking For Port 8024 Vv
iknowledge Checking For Python 3.8.0 v
I:l iKnowledge Checking For Apache 24 Vv
— iKnowledge Checking For Yis+ Vv
1 iKnowledge Checking For ChromeBrowser Vv .
. P

@ Failed but not mandatory | X Failed and mandatory |~/ Success

Back

Figure 73 - Pre-Requisite Checker (Cont.)
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4537 Configure Admin Details
To configure Super Administrator user for iAutomate, perform the below steps:
1. Type the new administrator’'s Name, Email and Password.

2. Enter the same password again in Re-enter Password field.

Configure Admin Details

Name « Enter Name

Email * Enter Email

Password * Enter Password

Re-enter Password * Re-enter Password

Password Policy: Password must contain at least 1 capital letter,1 small letter,1 number and 1 special character and 8-15 characters length.
Space not allowed.Only !,@,#,5,% Special characters are allowed.

Figure 74 - Configure Admin Details

If the database provided in the Database Setup already exists at the time of installation, then

the Configure Admin Details page will remain unavailable.

3. Click Next to review the information provided so far.

4538 Installation

1. Before proceeding with installation, review the information provided so far. To make any changes, click

Back to go back to previous views.

2. Click Run to begin the installation process.
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Installation Overall Status : Notyet started ([©]
Server Type : Database
Server Details

IP/Hostname Address . localhost

Database
Database Instance:

Database Nome I

Server Type : Web | Application
Server Details
IP Address - localhost UserName - DryiceUser

Web Ul
Component Name: Web Ul
Site Name: HCLiAutomateBaseUl
Path : C:\Newfolder

Figure 75 - Installation
The progress bar displays the installation progress.
3. In case of any installation failure, error messages for the corresponding component appear on the
screen. Click Rollback button to uninstall the components and re-run the Installer after resolving the
issues. To perform the cleanup, delete all the folders manually on the servers' installation path

provided earlier. If there are any iAutomate services still running, remove them manually.

Contact the product team administrator for further assistance.

4. Once the installation is successful, the Finish button appears.

Report IverAl Status - Success ©)

Server Type : DataBase
Server Details

IP/Hostmame Address - locathost

DataBase

DataBase Instance Success

Server Type : AlIComponent
Server Details
P Address - localhost User Name rylceUser

Advanced Knowledge
Component Name: Advanced Knowledge Success

Service Name: HCL iAutomate iKnowledgeindexer

Path . C:\lAutomateComponent v

Figure 76 - Installation Report

5. Click Finish to complete the installation process.
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454

4.6

4.6.1

4.6.2

46.3

Conclusion

After the conclusion of this exercise, you should have a thorough understanding of installation of iAutomate

Web, Application and Advanced Al components for a small environment in non-HA mode.

Now, let’s explore the installation procedure for other modes and scenarios.

Lab Exercise 5 — Installation of iAutomate with Document Search and Analysis in HA

mode

Scenario

MyCompany organization has asked for installation of iAutomate in HA mode. They are looking for ticket
resolution automation along with Document Search and Analysis functionality. You are part of the

implementation team who have been asked to prepare the environment based on the requirements.

In this lab, we will showcase the detailed procedure for installing iAutomate with Document Search and

Analysis in HA mode.

Prerequisites

Hardware should be provisioned for a small environment (HA mode) as mentioned in the iAutomate
Installation Guide - Two servers for Web & Application components, two servers for Advanced Al
components, two servers for database with cluster enabled, three Servers for MongoDB and five
servers for Solr.

All the prerequisites mentioned should be installed on the servers as mentioned in the prerequisite
quide.

Database credentials should be available.

All the required ports should be enabled.

Connectivity between servers should be available.

MongoDB and Solr access credentials should be available.

The user should have "Write” permission on the Apache24 folder.

The user should have access to the iAutomate installer exe.

Solution

Copy the installer on all the servers meant for Web and Application components, and Advanced Al
Components.

To install the Web and Application components on Web and Application server, follow the steps
mentioned in Lab Exercise 2. Run the installer on both the servers.

Toinstall the Advanced Al components on Al Server, follow the steps mentioned in Lab Exercise 4. Run
the installer on both the servers.

To perform the load balancer configuration, follow the steps mentioned in Lab Exercise 3,
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4.6.4 Conclusion
Post the conclusion of this exercise, you will have a thorough understanding of installation of iAutomate

Web, Application and Advanced Al components for a small environment in HA mode.

Now, let’'s explore the procedure for deploying all the components in a secure mode by converting them

from HTTP to HTTPS in the next exercise.

47 Lab Exercise 6 — Deployment of iAutomate components in a secure mode by changing
HTTPto HTTPS
4.7. Scenario

MyCompany organization has asked for deployment of iAutomate with all its features and functionalities in

a secure mode. This entails conversion of all the components from HTTP to HTTPS.

In this lab, we will showcase the detailed procedure for converting all the components from HTTP to HTTPS.

4.7.2 Prerequisites
- Availability of servers with all components installed

- Database credentials should be available

4.7.3 Solution

Enable Secure Communication (Changing HTTP to HTTPS)
This section describes how to enable secure communication by changing HTTP to HTTPS. It can be enabled

for both the iAutomate website and the deployed components.

This section describes how to enable the secure communication by changing HTTP to HTTPS for the
iAutomate website.

Following changes are required in the underlying components to achieve the same:

Key Rotation Service (KRS)
To change the hosting of KRS from HTTP to HTTPS using the existing certificate, for e.q. 'HCL.iAutomate’,
please follow the below steps:

1. Press Win+R and type inetmar.

2. Click OK to open lIS.
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= Run *

Type the name of a program, folder, document, or Internet
= resource, and Windows will epen it for you,

Open: | v|

Figure 77 — Hosting KRS from HTTP to HTTPS

3. Expand Sites and click HCLiAutomateKRS.

W5 Start Page
- -l )
-4} Application Pools
v (@] Sites
> @ HCLiAutomateBaseUl
~ & HCLiAutomatekRS
> [ App_Code
-1 bin
.1 Contents
- MasterPage
> &P HCLiAutomateWEBAPI

V:V.V.V.

Figure 78 - Hosting KRS from HTTP to HTTPS (Cont.)

4. Click Bindings in the Edit Site section.

-.[2) Application Pools ASP.NET ‘B o
v st S ° *
> @ HCLiAutomateBaseUl 3 N\~ - 4 [EIE‘\ [ Basic Settings...

NET NET .NET Error NET .NET Profile View Applications
Authorizat.. Compilation ~ Pages  Globalization View Virttal Daectares

\b@/ﬁ@ﬂ Manage Website (&)

> - NETRoles .NETTrust .NET Users Application Connection @ Restart
B& i Levels Settings Strings b Start
> 0 HCLiAutomateWEBAPI ﬁ .,m,_, lm b % B Stop
E Browse Website
MachineKey Pagesand  Providers Session State SMTP E-mail (8] Browse “:8085 (http)
Controls .

Advanced Settings...

Figure 79 - Hosting KRS from HTTP to HTTPS (Cont.)
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K

. Site Bindi 7
0 HCLiAutomate! ™= .
2 Eplare

Filter: Lo | Type Host Narme Part IP Address Binding Infarma... ‘ Add.., | Edit Perrnissions..,
| hj 2080 * Sp—
ASP.NET P Edit Site
n Y & Bindings...
::5 @ Basic Zettings..
MNET MET M Wiew Spplications

Browse

Authorizat., Compilation

& 5

Wiew Wirtual Directories

Manage Website @

-
Machine Key Pagesand P ¥ Restart
Controls b Start
B Gop

ns—
£ &
AP Authentic..,

Y Llose Configure
ﬁg Limits...
A= Lo =

gging  MIME Types  Modules Output Request  SSL Settings 0 Help
Caching Filtering

Browse Website

8] Browse 8080 (http)

Advanced Settings..,

Lo

Management A

Configurat..,
Editor

Figure 80 - Hosting KRS from HTTP to HTTPS (Cont.)

5. Click Add New.
6. Select Type as ‘https.’ Port information is automatically populated. Select the SSL Certificate.
7. Click OK.

. dite Bindings 7 X
0 HCLiAutomate! B b
Add Site Binding 7 X ae
Filter: Lo Tpe ko Edit Pertnissions..,
ASPNET — | http Type: |P address: Port: :I Edit Site
b & ‘https V| |AIIUnasswgned v‘ ‘443 | Bindings...
::5 @ M e Basic Settings..,
05t harme:
MET MET N ‘_ | :I Wiew Applications
Authorizat...Compilstian . Wiew Virtual Directories
ﬁ [ Require Server Mame Indication Mam
N -
Machine Key  Pagesand P © Restart
Cantrols SSL certificate: b Stan
s ————————————| HCLiwtomate v [ select., iew.. bl
‘_ Browse Website
fo S5 (8] Browse 8080 (http)
i [— 0K C |
ASP Authentic... | | ‘ ance | Advanced Settings..,

Y Clase Configure
i ﬁg Lirmits...
y =) = =
Logging  MIME Types  Modules Qutput Request S50 Settings 0 Help
Caching Filtering
Management A
Configurat...

Editar

Figure 81 - Hosting KRS from HTTP to HTTPS (Cont.)
8. Select HCLiAutomateKRS
9. Right click and select Explore.
10. Find Web.config file and open it in a Notepad.
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Y1 Web.config |

Figure 82 - Hosting KRS from HTTP to HTTPS (Cont.)

N. Within the Web.config file, find the tag <security> and change it to <security mode=
"TransportWithMessageCredential">.
<security mode="TransportWithMessageCredential">

<message clientCredentialType="Certificate" establishSecurityContext="false" negotiateServiceCredential="false" />
</security>

Figure 83 - Hosting KRS from HTTP to HTTPS (Cont.)

12. If the certificate is self-signed, find the key IsSelfSigned and change its value to Y. Else, the value will
be N.

<add key="IsSelfSigned_KRS" value="Y" />
!

Figure 84 - Hosting KRS from HTTP to HTTPS (Cont.)
13. Save the file for changes to be reflected.

14. Select the service and click Restart to restart the services.

Base User interface
To change the hosting of BaseUl from HTTP to HTTPS using the existing certificate, for e.q. 'HCL.iAutomate’,
please follow the below steps:

1.  Press Win+R and type inetmgr.

2. Click OK to open lIS.

= Run *

E Type the name of a program, folder, document, or Internet
rescurce, and Windows will epen it for you.

Qpen: | inetmagr V|

Figure 85 - Hosting Base User Interface from HTTP to HTTPS

3. Expand Sites and click HCLiAutomateBaseUl.
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W5 Start Page
2
-4} Application Pools
v - & Sites
> &P HCLiAutomateBaseU|
v & HCLiAutomatekRS
- App_Code
5 - bin
-] Contents
-__| MasterPage
-] scripts
HCLiAutomateWEBAPI

v

>
>
>
> @

Figure 86 — Hosting Base User Interface from HTTP to HTTPS (Cont.)

4. Click Bindings in the Edit Site section.
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Fle View Help

Q-2 18 @ HcLiAutomateBaseU! Home

vg Filter -« % Go - ShowAll | Groupby: Ares [
L} Application Pools ASP.NET -
vl Sites

" G 3 ¢ *E B 3] s

> 49 HCliAutomateBasell NET NET JNET Error NET NETProfile  .NETRoles .NETTrust  METUsers Application  Connection
> @ HCLibutomateWEBAPI Authorizat.. Compilation  Pages  Globalization Levels Settings Strings

o & R & B

Machine Key Pagesand  Providers  Session State SMTP E-mail
Controls

s ~

2 4 B 9 o B @ & €

AP Authentic.. C6l  Compression Default  Directory  EmorPages  Handler 1S4PI Filters
Document  Browsing Mappings  Respon...

3 y (s =

= P E
Logging  MIME Types  Modules Output Request  SSL Settings

Caching  Filtering

Management a
Configurat...

Editor

2 Explore
Edit Permissions...

Edit Site.

 indings.._|
Basic Settings..

View Applications
View Virtual Ditectories

Manage Website ~
3 Restart
b St
8 Stop
Browse Website

[®] Browse 80 (http)
(@) Browse *443 (https)
A;mnud Settings..,
Configure
Limits..

@ Help

Figure 87 - Hosting Base User Interface from HTTP to HTTPS (Cont.)
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Site Bindings ? >

Type Host Name Port IP Address Binding Informa... Add...
http 8085 * :
Edit...
i
Remowe
Browse

Figure 88 - Hosting Base User Interface from HTTP to HTTPS (Cont.)
5. Click Add New.

6. Select Type as https. Port information gets populated automatically. Select the SSL Certificate.
7. Click OK.

. Site Bindings ? X
0 HCLiAutomate :
. 2 Explore
Add Site Binding ? X
Filter: Lo Tpe o Edit Permissions...
PO X s — L N IP address: Port: :| Edit Site
m & ‘https v| |AIILInass\gned v‘ ‘M} | Bindings...
::& @ e Basic Settings..,
Host name:
MET MET By ‘ | :| “Yiew dpplications
Autherizat... Compilation . iew Wirtual Directories
ﬁ [ Require Server Name Indication Mam
, -
Machine Key  Pagesand P & Restart
Controls SSL certificate: b strt
R — HCLifutorate | [ select View., ® Sop
@ Browse Website
= B Browse %2080 (hitp)
ASP Authentic... e | i | ‘ (el | Advanced Settings...
T Y Clase Configure
= =g = <= e

Logging  MIME Types  Modules Output Request S5 Settings 0 Help
Caching Filtering

Management A

Configurat..
Editor

Figure 89 - Hosting Base User Interface from HTTP to HTTPS (Cont.)
8. Right-click HCLiAutomateBaseUl and click Explore.
9. Find Web.config file and open it in a Notepad.
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Y1 Web.config |

Figure 90 - Hosting Base User Interface from HTTP to HTTPS (Cont.)

10. Within the Web.config file, find the key URL and change its value from HTTP to HTTPS.

<add key="URL" wvalue="https://<IP>:<Port>/KeyManagement.svec" />

Figure 91 - Hosting Base User Interface from HTTP to HTTPS (Cont.)

1. If the certificate is self-signed, find the key IsSelfSigned and change its value to Y. Else, the value will
be 'N'.

<add key="IsSelfSigned_KRS" value="Y" />
—

Figure 92 - Hosting Base User Interface from HTTP to HTTPS (Cont.)

12. Save the file for changes to be reflected.

13. Select the service and click Restart to restart the services.
Web API
To change the hosting of Web API from HTTP to HTTPS using the existing certificate, for e.g. 'HCL.iIAutomate’,
please follow the below steps:

1. Press Win+R and type inetmgr.

2. Click OK to open lIS.

= Run *

E Type the name of a program, folder, document, or Internet
resource, and Windows will epen it for you,

Open: | V‘

Figure 93 - Hosting Web APl from HTTP to HTTPS

3. Expand Sites and right-click HCLiAutomateWEBAPI.
4, Click Explore.
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e ﬂ:il Start Page
< [
;* Application Pools
v - @ Sites
\ G HCLi&utormateBasel|
v & HCLidutomateWEBAP|
- i
| iAutamatey'ebApilog

Figure 94 - Hosting Web APl from HTTP to HTTPS (Cont.)

5. Find Web.config file and open it in a Notepad.

Y1 Web.config

Figure 95 — Hosting Web API from HTTP to HTTPS (Cont.)

6. Within the Web.config file, find the key ‘URL’ and change its value from HTTP to HTTPS.

<add key="URL" wvalue="https://<IP>:<Port>f/KeyManagement.svc" />

Figure 96 — Hosting Web API from HTTP to HTTPS (Cont.)
7. |If the certificate is self-signed, find the key IsSelfSigned and change its value to "Y". Else, the value will

be 'N’.

<add key="IsSelfSigned_KRS" value="Y" />

Figure 97 — Hosting Web APl from HTTP to HTTPS (Cont.)
8. Save the file for changes to be reflected.
9. Select the service and click Restart to restart the services.
Listener
To change the configuration of the Listener from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.
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= Run >

y Type the name of a program, folder, document, or Internet
=] 3 program, fold
resource, and Windows will open it for you.

Open: ‘ SErVICES.MSC v|

' OK ﬂ Cancel H Browse... |

Figure 98 - Hosting Listener from HTTP to HTTPS

2. Click OK to open the Windows Services.

% Services
File Action View Help

e EEBoz BHE/ venr

Apache2.4 Name - Description  Status Stertup Type  Log OnAs
€0, ActiveX Installer (AxinstSV) Provides Us... Manual Local System

;t—:ss;::;::':::E @,Adobe Flash Player Update Service This service .. Manual Local System
@airte\‘ ouc Automatic Lecal System
@,AIonn Router Service Routes All)a... Manual (Trig... Local Service

Description: By "

g‘;‘lﬂzﬁfiw n64) (€1 App Readiness Manual Local System
@,Appllcatmn Host Helper Service Provides ad.. Running  Automatic Lecal System
@,Appli:at\on Identity Determines ... Manual (Trig... Local Service
&l Application Information Facilitatest.. Running Manual (Trig... Local System
@,Applicatmn Layer Gateway Service Provides su... Manual Local Service
@,Applicatmn Management Processes in.. Manual Local System
€0, AppX Deplayment Service (AppXSVC) Provides inf... Manual Local System
@,ASP‘NEI' State Service Provides su... Manual Network Service
@AssignedAccEssManager Service AssignedAc.. Manual Lecal System
&, Auto Time Zone Updater Automatica.. Disabled Local Service
@,Ba:kground Intelligent Transfer Service Transfers fil... Manual Local System
€}k Background Tasks Infrastructure Service Windowsin.. Running  Automatic Local System
@,Ba;e Filtering Engine The Base Fil..  Running  Automatic Local Service
@, BES Client Facilitates u.. Running  Automatic (D.. Local System
€l BitLocker Drive Encryption Service BDESVC hos.. Running  Manual (Trig... Local System
@, BitLocker Management Client Service BitLocker M. Running  Automatic (D.. Lecal System
@,B\ock Level Backup Engine Service The WBENG... Manual Local System
€. Blue Coat Unified Agent ProvidesW.. Running  Automatic Local System
@,B\uetooth Handsfree Service Enableswir.. Running  Manual (Trig...  Local Service
@B\uetooth Support Service The Bluetoo.. Running  Manual (Trig..  Local Service
& BranchCache This service .. Manual Network Service
@,Capab\l\ty Access Manager Service Provides fac... Manual Local System
@ Certificate Propagation Copies user.. Running  Automatic Lecal System
@,Cl;coAnyConnEd Network Access Manager Establishes .. Running  Automatic Local System

Figure 99 - Hosting Listener from HTTP to HTTPS
3. Search for HCL.iAutomate. Listener.

4. Right-click HCL.iAutomate.Listener service and click Properties.
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:%Sewices
File  Action “iew Help

= | EEez H= >»onmn

% Services (Local)

Marme

ELHCLiAutomate DG
Sk HCL.ifutarmnate.Entitybadel

HCL.iAutomate.Listener

Stop the service
Restart the service

E%HCL.i.ﬂ\u'c-:-r'nate.iParse
EQHCL.i.='3\u‘c-:-r'na‘ce.iRe-:or‘r‘.r‘n-and
E%HCL.i.='3\ut|:|r'nate.iLInique
i mlt t
@HCL.iAutomate.RBAComponf
EQHCL.i.ﬂ\uttumate.F‘ualeaseSer\.fic-
EQHur‘nan Interface Device Servi
E@,HV Hast Service

@H}fper-‘u" Data Exchange Servic
@Hyper—\." Guest Service Interfac
@ Hyper-\ Guest Shutdown Ser
EQH}:‘per—V Heartheat Service
EQH}:‘per-V PowverShell Direct Set

@ Hyper-¥ Time Synchronization

@Hyper—\." Wolurne Shadow Cop

Figure 100 - Hosting Listener from HTTP to HTTPS (Cont.)

EQHCL.i.ﬂ\uttumate.GenericExecn.JtDr

{8k Hyper-¥ Remote Desktap Vir‘tl_

Start
Stop

Pause
Resume

Restart
All Tazks 3

Refresh

Help

5. Copy the value mentioned in Path to executable field as shown in the image below.
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HCL.ifutomate, Listener Properties (Local Computer) =

General LogOn  Recovery Dependencies

Service name; HCL.idutomate. Listener
Dizplay name: HCL.idutomate. Listener
D escription:

Path to executable:

o= 1 s Py R Sty N AW H CL . idutomate. Listner. S ervice. Host exe

Startup tppe: Automatic i
Service status: Running
Start Stop Fauze Rezume

“rou can specify the start parameters that apply when wou start the service
framm here.

Start parameters:

Cancel

Figure 101 - Hosting Listener from HTTP to HTTPS (Cont.)

6. Open File Explorer, then paste the copied path and press Enter to open the desired folder.

7. Search for HCL.iAutomate.Listner.Service.Host config file and open it in a Notepad.

(& HCL.ifwtomate Listner, Senvice,Host,exe MM 245 P COMFIG File 2 KB
.

Figure 102 - Hosting Listener from HTTP to HTTPS (Cont.)

8. Within the HCL.iAutomate.Listner.Service.Host config file, find the key URL and change its value from
HTTP to HTTPS.

<add keyv="URL" walus="https://<ip>:<port>" />

Figure 103 - Hosting Listener from HTTP to HTTPS (Cont.)
9. |If the certificate is self-signed, find the key IsSelfSigned and change its value to 'Y", Else, the value will

be 'N’.
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<add key="IsSelfSigned_KRS" value="Y" />

Figure 104 - Hosting Listener from HTTP to HTTPS (Cont.)
10. Save the file for changes to be reflected.

N. Selectthe service and click Restart to restart the services.

Configuration Changes via GUI
To change the configuration of Screen from HTTP to HTTPS, please follow the below steps:
1. Login to iAutomate using the Super Admin credentials.
2. Roll-over to the Advance Configuration and click Product Configuration.
3. Select Component Name as Web APl and KRS.
4, Change the Load Balancer URL from HTTP to HTTPS.

Component Name * Load Balancer URL *

Web API v https://<ip><port> Test Connection

Cancel Update

Figure 105 - Changing LB IP via GUI from HTTP to HTTPS

5. Click Update to save the changes.

This section describes how to enable secure communication by changing HTTP to HTTPS for the iAutomate
Components.

As a prerequisite, user needs to have the Thumbprint of the certificate which can be identified using the
below steps:

1. Press Win+R and type mmc.
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= Run

Type the name of a program, felder, document, or Internet
resource, and Windows will open it for you.

8] pen: | MM

2. Click OK to open the Microsoft Management Console.

E Censolel - [Console Root]

ﬁ File Action View Favorites Window Help

Figure 106 - Identify Thumbprint of the Certificate

ol E

| Console Root

Name

There are no items to show in this view.

More Actions

Figure 107 - Identify Thumbprint of the Certificate (Cont.)

3. From the File menu, select Add / Remove Snap-in.

ﬁ Consclel - [Conscle Root]

Action

Mlew

Wiews

Open...
Save
Sawve As...

il 4]

Options...

1 services.msc
2 certrmgr.msc
3 secpol.msc

4 eventwwr.amsc

Exit

Fawvorites Window

Cirl+ M
Ctrl+ O
Ctrl+5

Figure 108 - Identify Thumbprint of the Certificate (Cont.)

4. From the Available snap-ins list, select Certificates, then click Add.
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Add or Remove Snap-ins >

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-n Vendor A [*] Console Root Edit Extensions. ..

Acﬁve)? Co.nh'ol Microsoﬂ: Cor... Remove

[d A Authorization Manager  Microsoft Car. ..

Microsoft Cor...

. Component Services  Microsoft Cor... Move Up

@Computer Managem... Microsoft Cor...

d Device Manager Microsoft Cor... Add > HoE Ban

i Disk Management Microsoft and...

{2 Event viewer Microsoft Cor. ..

[ IFolder Microsoft Caor...

:%r Group Policy Object ... Microsoft Cor...

(Z@Internet Informatio..., Microsoft Cor...,

.g IP Security Monitar Microsoft Cor...

'.gIP Security Policy M...  Microsoft Cor... o Acivenced
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.,

Figure 109 - Identify Thumbprint of the Certificate (Cont.)

5. Click OK.

6. From the Certificates Snap-In window, select Computer Account and click Next.

Certificates snap-in X

This snap-in will always manage certificates for:
(C) My user account
(O) Service account

(®) Computer accourt

Figure 110 - Identify Thumbprint of the Certificate (Cont.)

7. Inthe left pane, under Console Root, click Certificates (Local Computer).

8. Click Personal folder to expand it and then click Certificates folder to expand it.
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| Console Root
v Iﬁ] Certificates (Local Comput
v || Personal
| Certificates
[ Trusted Root Certificatii
[| Enterprise Trust
[ Intermediate Certificatii
|| Trusted Publishers
|| Untrusted Certificates
[ "] Third-Party Root Certifi
[ ] Trusted People
[ Client Authentication Is
[ Preview Build Roots
|| AAD Token lssuer
|| Other People
| e5IM Certification Auth
|| Homegroup Machine C

S I

A

Issued To

?ﬁ dfe29558-0f27-4733-9cab-24e5...
?ﬁ dfe29558-0f27-4733-9cab-24e5...
?ﬁ dfe29558-0f27-4733-9cab-24e5...
?ﬂ dfe29558-0f27-4733-9cab-24e5...
?ﬂ dfe29558-0f27-4733-9cab-24e5...
?ﬁ dfe29558-0f27-4733-%cab-24e5...
?ﬂ dfe29558-0F27-4733-9cab-24¢5...
?ﬁ dfe29558-0f27-4733-%cab-24e5...
?ﬂ dfe29558-0F27-4733-9cab-24¢5...
?ﬁ dfe29558-0f27-4733-9cab-24¢5...
?ﬁ dfe29558-0f27-4733-9cab-24e5...
?ﬁ dfe29558-0f27-4733-9cab-24e5...
?ﬂ dfe29558-0f27-4733-9cab-24e5...
?ﬂ dfe29558-0f27-4733-9cab-24e5...

?ﬂ HCLiAutomate

Issued By

M5-Organization-P2P-Access [20...
M5-Organization-P2P-Access [20..
M5-Organization-P2P-Access [20...
M5-Organization-P2P-Access [20..
M5-Organization-P2P-Access [20...
M5-Organization-P2P-Access [20..
M5-Organization-P2P-Access [20...
M5-Organization-P2P-Access [20..
M5-Organization-P2P-Access [20...
M5-Organization-P2P-Access [20..,
M5-Organization-P2P-Access [20..
M5-Organization-P2P-Access [20...
M5-Organization-P2P-Access [20..
M5-Organization-P2P-Access [20...

Root Agency

Expiration Date

4/6/2019
3/28/2019
71172019
41132019
3/19/2019
6/5/2019

6/16/2019
342019

8722019

7/5/2019

41232019
3/19/2019
319/2019
8/6/2019
17172040

Figure M - Identify Thumbprint of the Certificate (Cont.)

9. Inthe list of certificates, find certificate HCLTech.iautomate.Web.

10. Double-click the certificate to open the Certificate dialog box.

1. Scroll through the list of fields and click Thumbprint to display the value.

.

Certificate | = |
| General | Details | certification Path
Show: [{AH> v]
Field Value =
[=]subject
i RSA (2048 Bits)
Subject Key Identifier
Aumority key Identifier
Basic Constraints Subject Type=CA, Path Lengt... |-
Thumbprint algaorithm shal
Thumbprint bg72703b9dc7 7M4elbda.. —
=

Edit Properties... ] [ Copy to File.., ]

Learn mare about certificate details

o |

Figure 112 - Identify Thumbprint of the Certificate (Cont.)

Following changes are required in the underlying components:

Listener
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To change the configuration of Listener from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.

= Run >

E Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: ‘ SErVICES.MSC v|

Figure 13 - Hosting Listener from HTTP to HTTPS

2. Click OK to open Windows Services.

% Services

File Action View Help

e EECE HE >80
- Services (Local)
Apache2.4 Name Description  Status Startup Type  Log On As
£ ActiveX Installer (Axnstsy) Provides Us... Manual Local System
ét_::atr::h;::g::e @:,‘,Adobe Flash Player Update Service This service ... Manual Local System
’\-.q),airtel‘ Quc Automatic Local System
@;‘,AIonn Router Service Routes AllJo. Manual (Trig...  Local Service
Description: P
Apache/24.23 (Win64) -

OpenssL1.02n £, App Readiness Gets apps re... Manual Local System
@;‘,Apphcatlon Host Helper Service Provides ad... Running  Autematic Local System
EQ,App\i.:aticm Identity Determines ... Manual (Trig..  Local Service
£ Application Information Facilitatest.. Running Manual (Trig... Local System
;“:’;‘,App\ication Layer Gateway Service Provides su... Manual Local Service
=:.'Q,Ap;:t\ication Management Processes in.. Manual Local System
£, AppX Deployment Service (AppXSVC) Provides inf... Manual Local System
@:,‘,ASP‘NEI' State Service Provides su... Manual Metwork Service
E:..3,Assigr'uadAccEssMaﬂagev Service AssignedAc.. Manual Local System
3 Auta Time Zone Updater Automatica... Disabled Local Service
?@,Ba:kground Intelligent Transfer Service Transfers fil... Manual Local System
£ Background Tasks Infrastructure Service Windows in.. Running  Autsmatic Local System
@;‘,Base Filtering Engine TheBaseFil..  Running  Automatic Local Service
EQ,BES Client Facilitates u.. Running  Autematic (D.. Local System
£ BitLocker Drive Encryption Service BDESVC hos.. Running  Manual (Trig... Local System
@;‘,B\tLocker Management Client Service BitLocker M... Running  Autematic (D... Lecal System
f@,B\ock Level Backup Engine Service The WBENG... Manual Local System
3, Blue Coat Unified Agent Provides W.. Running Automatic Local System
@:,‘,B\uetooth Handsfree Service Enables wir.. Running  Manual (Trig...  Local Service
E:.Q,B\uetoot?’\ Support Service The Bluetoo... Running  Manual (Trig...  Local Service
BranchCache This service ... Manual Network Service
@:,‘,Capab\hty Access Manager Service Provides fac. Manual Local System
€} Certificate Propagation Copiesuser... Running Automatic Lacal System
@;‘,Cl;coAHndnnEct Network Access Manager Establishes.. Running  Automatic Local System

Figure 114 — Hosting Listener from HTTP to HTTPS (Cont.)
3. Search for HCL.iAutomate. Listener.

4. Right-click HCL.iAutomate.Listener service and click Properties.
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:%Sewices
File  Action “iew Help

= | EEez H= >»onmn

% Services (Local)

Marme

ELHCLiAutomate DG
Sk HCL.ifutarmnate.Entitybadel

HCL.iAutomate.Listener

Stop the service
Restart the service

E%HCL.i.ﬂ\u'c-:-r'nate.iParse
EQHCL.i.='3\u‘c-:-r'na‘ce.iRe-:or‘r‘.r‘n-and
E%HCL.i.='3\ut|:|r'nate.iLInique
i mlt t
@HCL.iAutomate.RBAComponf
EQHCL.i.ﬂ\uttumate.F‘ualeaseSer\.fic-
EQHur‘nan Interface Device Servi
E@,HV Hast Service
@H}fper-‘u" Data Exchange Servic
@Hyper—\." Guest Service Interfac
@ Hyper-\ Guest Shutdown Ser
EQH}:‘per—V Heartheat Service
EQH}:‘per-V PowverShell Direct Set
E%H}fper-\f Rernote Desktop Wirt
@H}fper-‘u" Time Synchronization

@Hyper—\." Wolurne Shadow Cop

Figure 115 - Hosting Listener from HTTP to HTTPS (Cont.)

EQHCL.i.ﬂ\uttumate.GenericExecn.JtDr

Start
Stop

Pause
Resume

Restart
All Tazks 3

Refresh

Help

5. Copy the value mentioned in Path to executable as shown in the image below.
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HCLidutamate Listener Properties (Local Computer) X

Gereral LogOn Recovery Dependencies

Service name: HCL.isutomate. Listenar

Dizplay name: HCL. iutomate. Listener

Description:

Path to executable;

Startup type: | Avtomatic bl

Service statuz: Bunning

Start Pause Rezume

You can specify the start parameters that apply when vou start the service
from here.,

Start parameters;

Cancel

Figure 116 — Hosting Listener from HTTP to HTTPS (Cont.)
6. Open File Explorer and paste the copied path and press Enter to open the desired folder.

7. Search for HCL.IAutomate.Listner.Service.Host config file and open it in a Notepad.

a | HCLiAutomate Lisiner Service Hostewe config  4/10/2023 933 PM COMFIG File

Figure 117 — Hosting Listener from HTTP to HTTPS (Cont.)
8. Within the HCL.IAutomate.Listner.Service.Host config file, find the key URL and change its value from
HTTP to HTTPS.

<add kev="URL" wvalus="https://<ip>:<port>" />

Figure 118 - Hosting Listener from HTTP to HTTPS (Cont.)
9. Within the HCL.iAutomate.Listner.Service.Host config file, find the key ‘securityMode_Service’ and

change its value from 2 to 3.

Lab Manual 90



<add key="securityMode Service" wvalus="3" ,")-I

Figure N9 - Hosting Listener from HTTP to HTTPS (Cont.)

10. Within the HCL.iAutomate.Listner.Service.Host config file, find the key ‘IsSelfSigned’ and change its

value fromNto Y.

<add key="IsSelfSigned_KRS" value="Y" />

<add key="IsSelfSigned_Service" value="Y" />

Figure 120 - Hosting Listener from HTTP to HTTPS (Cont.)

1. Save the file for changes to be reflected.

12. Open the Command Prompt as Administrator and run the following command.

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.IAutomate.Listener service and click Restart to restart the service.

L]
HCL.iAutomate.Listener MNarne - Description Status Startup Type
X @HCL.iAutomate.DC Running  Autormatic
?ﬁﬁ‘fﬁ:;‘gfﬁce iQHCL.i.ﬁ.utumate.EntityModel Apache/24... Bunning  Automatic
- @HCL.iAutomate.GenericExecutor Running  Autarmatic
{ELHCL ifutomate.iParse Apache24.. Running  Autornatic
'\QHCL.iAutomate.iRecommend Apache/24.. Running  Automatic
@HCL.iAutomate.iUnique Apachef2d... Running  Automatic
e HCL iAutomate.Listener Running  Automatic
'\QHCL.iAutomate.RBAComponent Running  Automatic
@HCL.iAutomate.ReIeaseService Running  Autarmatic

Figure 121 - Hosting Listener from HTTP to HTTPS (Cont.)

Data Collector
To change the configuration of Data Collector from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.
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= Run >

y Type the name of a program, folder, document, or Internet
=] 3 program, fold
resource, and Windows will open it for you.

Open: ‘ SErVICES.MSC v|

' OK ﬂ Cancel H Browse... |

Figure 122 - Hosting Data Collector from HTTP to HTTPS

2. Click OK to open Windows Services.

L Services

File Action View Help

| d= HE » 80w

. Services (Local)

Apache2.4 Name . Description  Status  Stertup Type  Log OnAs
i ActiveX Installer (AxinstsV) Provides Us... Manual Local System
%sf;'t‘f::;‘gf\::a Gl Adobe Flash Player Update Service This service ... Manual Local System
Ghairtel. OUC Automatic Local System
Allloyn Router Service Routes Alll Manual (Trig...  Local Service
Description: e
gzi;g?jigzw\nwj G App Readiness Gets apps re... Manual Local System

£ Application Host Helper Service Provides ad.. Running  Automatic Local System
i, Application Identity Determines .. Manual (Trig.. Local Service
&, Application Information Facilitatest.. Running  Manual (Trig...  Local System
3, Application Layer Gateway Service Provides su... Manual Local Service
&, Application Management Processes in... Manual Local System
5, AppX Deployment Service (AppXSVC) Provides inf... Manual Local System
€3, ASP.NET State Service Provides su... Manual Network Service
£, AssignedAccessManager Service AssignedAc.. Manual Local System
), Auto Time Zone Updater Automatica... Disabled Local Service
) Background Intelligent Transfer Service Transfers il... Manual Local System
£ Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
£, Base Filtering Engine The Base Fil.. Running  Automatic Local Service
£ BES Client Faciltates u.. Running  Automatic (D... Local System
£} BitLocker Drive Encryption Service BDESVC hos.. Running  Manual (Trig..  Local System
£ BitLocker Management Client Service BitLocker M... Running  Automatic (D... Local System
£ Block Level Backup Engine Service The WBENG... Manual Local System
£, Blue Cost Unified Agent ProvidesW.. Running Automatic Local System
&) Bluetooth Handsfree Senvice Encbleswir.. Running  Manual (Trig...  Local Service
£ Bluctooth Support Service The Bluetoe... Running  Manual (Trig..  Local Service
£ BranchCache This service ... Manual Network Service

Figure 123 - Hosting Data Collector from HTTP to HTTPS (Cont.)
3. Search for HCL.iAutomate.DC.
4. Right-click HCL.iAutomate.DC service and click Properties.
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| @ semieestead

HCL.iAutomate.DC Marne Description Status Startup Type Log On As
. tHCL.iAutornate,DC Running  Automatic -
%;ti_!ﬂfrf:gfjce '-é},HCL.iAutomate.EntityModel Apachef2 4. Running  Autornatic e
. 5:‘:%HCL.iAutomate.GenericExecutDr Running  Automatic Stop

@HCL.iAutomate.iParse Apache/24... Running  Automatic Pause
@HCL.iAutomate.iRecommend Apachef2 4. Running  Autornatic Resume
@HCL.iAutomate.iUmque Apachef2 4. Running  Autornatic Re start
@HCL.iAutomate.L\stener Running  &utormnatic
€1 HCLidutomate.REACompanent Running  Automatic All Tasks 4
@HCL.iAutomate.ReIeaseSeNice Running  &utormnatic Refresh
@Human Interface Device Service Activates an.., hanual (Trig.
@H\f’ Huost Service Provides an .., hanual (Trig. Properties
@Hyper-\f’ Data Exchange Service Provides a .., hanual (Trig. Help
Ok Hyper-Y Guest Service Interface Prowvides an ... e TR LT R —————

Figure 124 - Hosting Data Collector from HTTP to HTTPS (Cont.)

5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.

HCLifutarate, DC Properties (Local Cormputer) =
General LogOn Recovery Dependencies

Service name: HCL.idutomate. D1C

Dizplay name: HCL.itwtomate. DC

D ezcription:

Fath to executable:
gzt ey W R e I H CL isutomate. D ataCollector. Service. Host. exe

Startup tepe: | Avutomatic w

Service status Running

Start FPauze Resume

“'ou can specify the start parameters that apply when you start the service
fram here.

Start parameters:

Cancel

Figure 125 - Hosting Data Collector from HTTP to HTTPS (Cont.)
6. Open File Explorer and paste the copied path and press Enter to open the desired folder.

7. Search for HCL.iAutomate.DataCollector.Service.Host.exe config file and open it in a Notepad.

@ HCLidutormate.DataCollector. Service Host.exe /57201971204 PR COMFIG File ]
5

Figure 126 - Hosting Data Collector from HTTP to HTTPS (Cont.)
8. Within the HCL.iAutomate.DataCollector.Service. Host.exe config file, find the key 'ServiceHostURL'
and change its value from HTTP to HTTPS.
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<add kev="ServiceHostURL" wvalue="https://<ip>:<port>/DataCollector/" />

R —————————————————l

Figure 127 - Hosting Data Collector from HTTP to HTTPS (Cont.)

9. Within the HCLiAutomate.DataCollector.Service.Hostexe config file, find the key

‘securityMode_Service' and change its value from 2 to 3.

<add key="securityMode Service" wvalue="3' ,-">I

Figure 128 - Hosting Data Collector from HTTP to HTTPS (Cont.)

10. Within the HCL.iAutomate.DataCollector.Service.Host.exe config file, find the key ‘IsSelfSigned’ and

change its value fromNto Y.

<add key="IsSelfSigned_KRS" value="Y" />

<add key="IsSelfSigned_Service" value="Y" />

Figure 129 - Hosting Data Collector from HTTP to HTTPS (Cont.)

1. Save the file for changes to be reflected.

12. Open the Command Prompt as Administrator and run the following command.

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.DC service and click Restart to restart the service.
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. Services [Local)
HCLiAutomate.DC Marne - Description Status Startup Type
i Autamatic

Stop the SENiCPT Apachef2d.. Running  Automatic

Restart the service ;
EEHCLidutormate GenericExecutar Running  Automatic
-..‘.'é;HCL.iAutomate.iParse Apachef24.., Running  Automatic
-..‘.'é;HCL.iAutomate.iRecommend Apachef24.., Running  Automatic
-..‘.'é;HCL.iAutomate.iUnique Apachef24.., Running  Automatic
-..‘.'é;HCL.iAutomate.Listener Running  Automatic
-..‘.'é;HCL.iAutomate.RBAComponent Running  Automatic
-..‘.'é;HCL.iAutomate.ReIeaseService Running  Automatic
-..‘.'é;Human Interface Device Service Activates an.. Manual (Trig..
-..‘.'é;H\u" Huost Service Provides an .. Manual (Trig..
-..‘.') Hyper-' Data Exchange Service Provides a .. Manual (Trig..
Q;Hyper-\u"Guest Service Interface Provides an .. Manual (Trig..
Q;Hyper-\u"Guest Shutdown Service Provides a .. Manual (Trig..
Q;Hyper-\u" Heartheat Service tonitors th.., Manual (Trig..
-.S) Hyper-4¥ PowerShell Direct Service Prowvides a .. Manual (Trig..
-.S) Hyper-' Remote Desktop Virtualization Service Provides a p.. Manual (Trig..
-.S) Hyper-4¥ Time Synchronization Service Synchronize.. Manual (Trig..
Q;Hyper-\u"\u"olume Shadow Copy Requestar Coordinates... Manual (Trig..
Q;IISAdmin Service Enables this,, Running  Automatic
-..QEIKE and AuthlP IPsec Keying Modules The IKEEXT ...  Running  Autamatic (T..

Figure 130 - Hosting Data Collector from HTTP to HTTPS (Cont.)
Generic Service

To change the configuration of Generic Service from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.

4 Run x

=7 Typethe name of a program, folder, document, or Internet
= resource, and Windows will open it for you,

Open: ‘ SEMViCEs.msc -

Cancel Browse...

Figure 131 - Hosting Generic Service from HTTP to HTTPS

2. Click OK to open Windows Services.
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% Services
File Action View Help

e m e HE v o 0w

- Services (Local)

Apache2.4 Name Description  Status Startup Type  Log OnAs
@,Actlvex Installer (AxinstSY) Provides Us... Manual Local System
;t_:ssatr';:h;:::r(:ice @,Adobe Flash Player Update Service This service .. Manual Local System
I & airtel. OUC Automatic Local System
;@,AIonn Router Service Routes Alllo. Manual (Trig... Local Service
Description: unning ti
3‘;;’;‘3:;;5“""“) App Readiness Gets apps re... Manual Local System

@,Appli:at\on Host Helper Service Providesad.. Running  Automatic Local System
& Application Identity Determines .. Manual (Trig..  Local Service
@,Appllcatmn Information Facilitatest... Running  Manual (Trig..  Lecal System
@,Applicatmn Layer Gateway Service Provides su.., Manual Local Service

&, Application Management Processes in... Manual Local System
@,App}( Deployment Service (AppXSVC) Provides inf... Manual Local System

@,ASP‘NEI' State Service Provides su... Manual Metwork Service
@,AsslgnedAccEssManager Service AssignedAc... Manual Lecal System
@,Auto Time Zone Updater Automatica... Disabled Local Service
&0, Background Intelligent Transfer Service Transfers fil.. Manual Local System
@, Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
@Base Filtering Engine The Base Fil.. Running  Automatic Local Service
;‘:’;‘, BES Client Facilitates u... Running  Automatic (D... Local System
Q, BitLocker Drive Encryption Service BDESVC hos.. Running  Manual (Trig...  Local System
€l BitL ocker Management Client Service BitLocker M. Running  Automatic (.. Local System
;@,E\ock Level Backup Engine Service The WBENG... Manual Local System
@B\ue Coat Unified Agent Provides W... Running Automatic Local System
&l Bluetooth Handsfree Service Enableswir.. Running  Manual (Trig... Local Service
@,B\uetooth Support Service The Bluetoo... Running  Manual (Trig..  Local Service
€ BranchCache This service ... Manual Network Service

Figure 132 - Hosting Generic Service from HTTP to HTTPS (Cont.)
3. Search for HCL.iAutomate.GenericExecutor.

4. Right-click HCL.iAutomate.GenericExecutor service and click Properties.

HCLiAutomate.GenericExecutor Narme " Description Status Startup Type Log On As
St_ogtheservicg -@;HCL.lAutomat&lParse Apachef24.. Running  Autornatic St
Restart the service
Eé};HCL.iAutomate‘iRzacommend Apachef24.. Running  Autornatic Stop
Eé};HCL.iAutomate‘iUnique Apachef24.. Running  Autornatic Pause
E:é},HCL.iAutomate‘L\stener Running  Autornatic Resurme
5@;HCL.iAutomate‘RBACOmpDnent Running  Autornatic Restart
5@,HCL.iAutomate‘ReIeaseSeNice Running  Autornatic
E.‘@;Humam Interface Device Service Activates an.., Manual (Trig... All Tasks ?
@HV Host Service Provides an .., Manual (Trig... Refresh
E@;H).-'per-\u’Data Exchange Service Providesa .. Manual (Trig...
E@;H).-'per-\u’ Guest Service Interface Provides an .., Manual (Trig... Properties
E@;H).-'per-\u’ Guest Shutdown Service Providesa .. Manual (Trig... Hel
E@;H).-'per-\u’Hear’tbeatSer\.ﬂice Manitars th.. Manual (Trig.. ... _,.p._..
E@;H).-'per-\u’ PowerShell Direct Service Providesa .. Manual (Trig..  Local Syste..,

Figure 133 - Hosting Generic Service from HTTP to HTTPS (Cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.
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HCL.iAutornate.GenericExecutor Properties (Local Cormputer) *

General LogOn Recovery Dependencies

Service name: HCL.i&utomate, GenenckE xecutor

Dizplay namme: HCL. idutomate. GenenicE secutar

Dezcnption:

Path to executable:

= HCL utomate. Genenic. Host exe

Startup type: |.&utumatic A

Semvice status: Running

Start Pauze Resurne

Y'ou can gpecify the start parameters that apply when pou start the service
frarm here.

Start parameters:

Cancel

Figure 134 - Hosting Generic Service from HTTP to HTTPS (Cont.)
6. Open File Explorer and then paste the copied path and press Enter to open the desired folder.

7. Search for HCL.iAutomate.Generic.Host.exe config file and open it in a Notepad.

& HCLidutomate, Generic,Hostexe 5212 Pr COMFIG File IEE
=

Figure 135 - Hosting Generic Service from HTTP to HTTPS (Cont.)
8. Within the HCL.iAutomate.Generic.Host.exe config file, find the key
‘iAutomate.Generic.ServiceHostURL" and change its value from HTTP to HTTPS.

<add key="iAuntomate.Generic.ServiceHostURL" wvalue="https://<ip>:<port:>/CGenericService" />

Figure 136 - Hosting Generic Service from HTTP to HTTPS (Cont.)
9. Within the HCL.iAutomate.Generic.Host.exe config file, find the key ‘securityMode_Service’ and

change its value from 2 to 3.

<add key="securityMode Service" wvalue="3" />

Figure 137 - Hosting Generic Service from HTTP to HTTPS (Cont.)
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10. Within the HCL.iAutomate.Generic.Host.exe config file, find the key ‘IsSelfSigned’ and change its value
fromNtoY.

<add key="IsSelfSigned_KRS" value="Y" />h

Figure 138 - Hosting Generic Service from HTTP to HTTPS (Cont.)

<add key="IsSelfSigned_Service" value="Y" />h

Figure 139 - Hosting Generic Service from HTTP to HTTPS (Cont.)

1. Save the file for changes to be reflected.

12. Open the Command Prompt as Administrator and run the following command.

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.IAutomate.GenericExecutor service and click Restart to restart the service.

Q
e

HCL.iAutomate.GenericExecutor Marme Description Status Startup Type

Sonth ) iQHCL.i.ﬂ\utomate.DC Running  Automatic

stop the service ; . . . .

Restart the service HCL.lAutomate.EntltyModeI Apachef24... Running  Autornatic

E— e HCL i Automate GenericExecutor Runring  Automatic
@HCL.iAutomate.iParse Apachef24... Running  Autornatic
iQH(:L.i."i\xutomate.iRecommenu:i Apachef24... Running  Automatic
@HCL.i.&utomate.iUnique Lpachef24... Running  Autornatic
@HCL.iAutomate.Listener Running  Automatic
@HCL.iAutomate.RBAComponent Running  Autornatic
@HCL.iAutomate.ReIeaseSewice Running  Automatic
@Human Irtetface Device Service Bitivates an.., Manual (Trig...

Figure 140 - Hosting Generic Service from HTTP to HTTPS (Cont.)
RBA Component

To change the configuration of RBA Component from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.
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3 Run X

4 Type the name of a program, folder, document, or Internet
=) o program. fod
resource, and Windows will open it for you,

Qpen: ‘ SEMViCES.MSC v|

' 0K i| Cancel H Browsze... |

Figure 141 - Hosting RBA Component from HTTP to HTTPS

2. Click OK to open Windows Services.

ﬁm Services

File Action View Help
L A ERCET I G

. Services (Local)

Apache2.4 Name - Description  Status Startup Type  Log On As
E@),Active)( Installer (AxinstSY) Provides Us... Manual Local System

%5;:::::2::2 E;§,‘,Adobe Flash Player Update Service This service ... Manual Local System

o hairtel, OUC Automatic Local System
3 Allloyn Router Service Routes Alllo... Manual (Trig... Local Service

Description: ey

g’::g?j?gir?’vmm} E:Q‘,’,App Readiness Manual Local System
£, Application Host Helper Service Provides ad.. Running  Automatic Local System
E@,)’\pp\ication Identity Determines ... Manual (Trig..  Local Service
£ Application Information Facilitatest.. Running Manual (Trig... Local System
Eé‘,‘,)’\pphcatmn Layer Gateway Service Provides su... Manual Local Service
@,App\ication Management Processes in... Manual Local System
£, AppX Deployment Service (AppXSVC) Provides inf... Manual Local System
E:‘?;,‘,)?\SGPJ\II;'I' State Service Provides su... Manual Metwork Service
E:Q‘,’,AssigﬂedAccessMaHager Service AssignedAc.. Manual Local System
3 Auta Time Zone Updater Automatica.. Disabled Local Service
E@,Ba.:kgrcpund Intelligent Transfer Service Transfers fil... Manual Local System
£ Background Tasks Infrastructure Service Windows in.. Running  Autsmatic Local System
Eé‘,‘,Base Filtering Engine TheBaseFil..  Running  Automatic Local Service
5@, BES Client Facilitates u.. Running  Autematic (D.. Local System
£ BitLocker Drive Encryption Service BDESVC hos.. Running  Manual (Trig... Local System
5@, BitLocker Management Client Service BitLocker M... Running  Autematic (D.. Local System
E:Q‘,’,B\ock Level Backup Engine Service The WBENG... Manual Local System
£, Blue Coat Unified Agent Provides W.. Running  Automatic Local System
E@,B\uetocpth Handsfree Service Enables wir.. Running  Manual (Trig...  Local Service
€ Bluetooth Support Service The Bluetoo... Running  Manual (Trig... Lacal Service

Figure 142 - Hosting RBA Component from HTTP to HTTPS
3. Search for HCL.iAutomate.RBAComponent.

4. Right-click HCL.iAutomate.RBAComponent service and click Properties.

Lab Manual



HCL.iAutomate.RBAComponent

Stop the service
Restart the zervice

Fat
Mame

EEHCLisutomate,DC
CLHCLiAutamate Entityhodel
@}iHCL.i.ﬂ\utomate.GenericExecutor
5@;&HCL.i."l\\utc-mate.il:'arse
@HCL.iAutomate.iRecommend
5@:;’;HCL.i;!l\\utomate.iUnique
@HCL.iAutomate.Listener
AHCL.iAutomate, ponent
@}iHCL.iAutomate.ReIeaseSewice
@Human Interface Device Service
@;’;H\-" Host Service
@Hyper-\i Data Exchange Service
5;‘:";gHyper—‘u‘ Guest Service Interface
@Hyper-\i Guest Shutdown Service
5;‘:";gHyper—‘u‘ Heartheat Service
@Hyper-\i PowverShell Direct Service
@Hyper-\i Rernote Desktop Yirtualizati
5;‘:";gHyper—‘u‘ Tirne Synchronization Servi
@Hyper-\i Wolurme Shadow Copy Requ
CLIS Admin Service

Description

Apache24.,.

Apachef2 4.
Apache24.,.
Apachef2 4.

Start

Stop 3ah.,

Pause pan ..

Resurme fae

Restart [an
.

All Tasks * sth.

Refresh [
fap.

Properties nize...
ates..

Hel

i this...

Figure 143 - Hosting RBA Component from HTTP to HTTPS (Cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.
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Running
Running
Running
Running
Running
Running
Running

Running
Running

Running
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HCL.ifwtomate RBAComponent Properties (Local Computer)
General LogOn Fecovery Dependencies

Service name: HCL.idutomate. RBAComponent

Mhzplay name: HCL. sutomate. R BAComponent

Dregcription:

Fath to executable:

0ABA 20130805 1204

Startup type: Automatic =

W Hel RbaService. Component. Hozt exe

Service status: Runming
Stark Stop Fauze Fesume

You can gpecify the gtart parameters that apply when pou start the service
from here.

Start parameters:

Figure 144 - Hosting RBA Component from HTTP to HTTPS (Cont.)

Search for HCL.RbaService. Component.Host.exe config file and open it in a Notepad.

& Hel.RbaService.Companent,Host.exe 8/3/201012:04 PR COMFIG File

Figure 145 - Hosting RBA Component from HTTP to HTTPS (Cont.)

its value from HTTP to HTTPS.

Cancel Aply

Open File Explorer and then paste the copied path and press Enter to open the desired folder.

4 kB

zadd key="ServiceHostURL" valuse="https://<ip>:<port>/BbaComponent/" />

Figure 146 - Hosting RBA Component from HTTP to HTTPS (Cont.)

change its value from 2 to 3.

Within the HCL.BRbaService.Component.Host.exe config file, find the key ‘ServiceHostURL' and change

Within the HCL.RbaService.Component.Host.exe config file, find the key "securityMode_Service’ and
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<add key="securityMode Service" wvalue="3" ,">I

Figure 147 - Hosting RBA Component from HTTP to HTTPS (Cont.)

10. Within the HCL.RbaService.Component.Host.exe config file, find the key ‘IsSelfSigned’ and change its

value fromNto Y.

<add key="IsSelfSigned_KRS" value="Y" />I

Figure 148 - Hosting RBA Component from HTTP to HTTPS (Cont.)

<add key="IsSelfSigned_Service" value="Y" />

Figure 149 - Hosting RBA Component from HTTP to HTTPS (Cont.)

1. Save the file for changes to be reflected.

12. Open the Command Prompt as Administrator and run the following command:

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.RBAComponent service and click Restart to restart the service.

L6}
HCL.iAutomate.RBAComponent Mame " Description Status Startup Type
. @HCL.iAutomate.DC Running  Autornatic
Eiﬁzﬁce @HCL.iAutomate.EntityModel Apache/24.. Running  Automatic
@HCL.iAutomate.GenericExecutor Running  Automatic
@HCL.iAutomate.iF‘arse Apachef2d.. Running  Autornatic
@HCL.iAutomate.iRecommend Apachef24.. Running  Autornatic
@HCL.iAutomate.iUnique Apache/2.4.. Running  Automatic
@HCL.iAutomate.Listener Running  Automatic
A H L iAutomate RBAComponent Running  Autornatic
'\ﬁHCL.iAutomate.ReleaseSerVice Running  Autornatic
@Human Interface Dewvice Service Activates an.., tanual (Trig..
@HV Hast Service Provides an .. tanual (Trig..

Figure 150 - Hosting RBA Component from HTTP to HTTPS (Cont.)

Release Service
To change the configuration of Release Service from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.
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= Run

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

‘ SEMVICEs.MSC

> |

Cancel H Browse... |

Figure 151 - Hosting Release Service from HTTP to HTTPS

2. Click OK to open Windows Services.

% Services

File Action View Help

L ol Al

G| HE »® 0w

- Services (Local)

Apache2.4

Stop the service
Restart the service

Description:
Apache/2.4.23 (Win64)
OpenSSL/1.0.2h

Name

£ ActiveX Installer (AxnstsV)
@:,‘,Adobe Flash Player Update Service
G airtel, QUC

@‘,AIonn Router Service

ache24

£, App Readiness
Eé‘,‘,)’\ppllcatmn Host Helper Service
@,Applicatmn Identity

£ Application Information
Eé‘,‘,)’\pplicatmn Layer Gateway Service

=:Q‘,),Ap;:tlicatmn Management

£, AppX Deplayment Service (AppXSVC)
i3, ASP.NET State Service
 AssignedAccessManager Service
Eé‘,‘,)’\uto Time Zone Updater

5@, Background Intelligent Transfer Service
£ Background Tasks Infrastructure Service
5@, Base Filtering Engine

3, BES Client

£, BitLocker Drive Encryption Service

5@, BitLocker Management Client Service
?@, Block Level Backup Engine Service

£, Blue Coat Unified Agent

5@, Bluetooth Handsfree Service

€ Bluetooth Support Service
@BFEHENCEENE

5@, Capability Access Manager Service

£l Certificate Propagation

Cisco AnyConnect Network Access Manager

Description

Provides Us...

This service ...

Routes Alllo...

Gets apps re.
Provides ad...
Determines ...
Facilitates ...
Provides su...

Processes in...

Provides inf...
Provides su...
AssignedAc..
Automatica...
Transfers fil...
Windows in...
The BaseFil...
Facilitates u...

BDESVC hos...

BitLocker M...

The WBENG...

Provides W...
Enables wir...

The Bluetoo...
This service ...
Provides fac...

Copies user...

Establishes ...

Figure 152 - Hosting Release Service from HTTP to

3. Search for HCL.iAutomate.ReleaseService.

Status

unning

Running

Running

Running
Running
Running
Running

Running

Running
Running

Running

Running

Runnini

Startup Type
Manual

Manual

Automatic
Manual (Trig...

Manual
Automatic
Manual (Trig...
Manual (Trig..
Manual
Manual
Manual
Manual
Manual
Disabled
Manual
Automatic
Automatic
Automatic (D..
Manual (Trig..
Automatic (D...
Manual
Automatic
Manual (Trig...
Manual (Trig...
Manual
Manual
Automatic

Automatic

Log On As

Local System
Local System
Local System
Local Service

Local System
Local System
Local Service
Local System
Lecal Service
Local System
Local System
Metwork Service
Local System
Local Service
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local Service
Local Service
Network Service
Local System
Local System
Local System

HTTPS (Cont.)

4. Right-click HCL.iAutomate.ReleaseService service and click on Properties.

Lab Manual

103



. Services (Local)

HCL.iAutomate.ReleaseService Marne Description
'-.‘":J}HCL‘iAutomate.iParse Apache/2.4.23 (Wined) 0.,

Stop the service i . . )

Restart the service ChHCLisutomate iRecammend Apachef2.4.23 (fingd) 0.,

L‘z&HCL‘iAutomate.iUnique

'-.‘":J}HCL‘iAutomate.Listener

L‘":),HCL‘iAutomate.RBAComponent
CLidutomat Servi

Start

L‘":J}Human Interface Device Service ains t..,
G HW Host Service Stop : fort.,
%Hyper-\u" [Data Exchange Service Pause it .
L‘":J}Hyper-\f Guest Service Interface Resume = fort..,
L‘?}Hyper-\f Guest Shutdouen Service Restart it
Lk Hyper-y Heartbeat Service fthis ..
G Hyper-V PowerShell Direct Service Al Tasks * imto..
L‘?}Hyper-\f Rernote Desktop Virtualization Service Refresh far co..
Lk Hyper-y Time Synchranization Service item t..,
L‘":J}Hyper-\f\folume Shadow Copy Requestar Properties AU,
'-.‘?}IKE and AuthlP IPsec Keying Modules Help osts t,
Lk Interactive Services Detection s oo o dFION
L’:&Internet Connection Sharing (IC5) Prawvides netwark address ..

Figure 153 - Hosting Release Service from HTTP to HTTPS (Cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.

Lab Manual

Apache/2.4.23 (ivingd) 0.,

HCLifutormate ReleaseService Properties (Local Cormputer)

General LogOn  Recovery  Dependencies

Service name: HCL.isutomate. ReleaseService
Dizplay name: HCL. itutomate. A eleazeService
Drezcription:

Path to executable;

mHCL. ihwatomate. R eleaze Host exe

Startup type: Automatic v
Service status: Running
Start Stop Fausze Rezume

Y'ou can gpecify the start parameters that apply wihen pou start the service
fram here.

Start parameters:

Cancel Apply

Figure 154 - Hosting Release Service from HTTP to HTTPS (Cont.)

Status

Running

Running

Running
Running

Running
Running

Running
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6. Open File Explorer, then paste the copied path and press Enter to open the desired folder.

7. Search for HCL.iAutomate.Release.Host.exe config file and open it in a Notepad.

@ HCL.iAutomate Release Host.exe T/21/202012:08 PM - CONFIG File 2KB I

Figure 155 - Hosting Release Service from HTTP to HTTPS (Cont.)

8. Within the HCL.iAutomate. Release Host.exe config file, find the key
‘iAutomate. Release.ServiceHostURL' and change its value from HTTP to HTTPS.

<add kev="iAntomate.Release.ServiceHostURL" value="https://<ip>»:<port>/ReleaseService" />

Figure 156 - Hosting Release Service from HTTP to HTTPS (Cont.)

9. Within the HCL.iAutomate Release.Host.exe config file, find the key ‘securityMode_Service’ and

change its value from 2 to 3.

<add key="securityMode Service" wvalue="3" ,">I

Figure 157 - Hosting Release Service from HTTP to HTTPS (Cont.)

10. Within the HCL.iAutomate.Release.Host.exe config file, find the key ‘IsSelfSigned’ and change its value
fromNtoY.

<add key="IsSelfSigned_KRS" value="Y" />I

Figure 158 - Hosting Release Service from HTTP to HTTPS (Cont.)

<add key="IsSelfSigned_Service" value="Y" />

Figure 159 - Hosting Release Service from HTTP to HTTPS (Cont.)

1. Save the file for changes to be reflected.

12. Open the Command Prompt as Administrator and run the following command.

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.IAutomate.ReleaseService service and click Restart to restart the service.
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AD Sync

~

HCLiAutomate.ReleaseService Marne Description
_ GLHCLifutomate.DC
;‘éﬁ_ﬁ‘;‘:gjce {ELHCL iButomate EntiyyModel Apache/2.4.23 (Wingd) O...
@%HCL‘iAutomate.Gener\cExecutor
@%HCL‘iAutomate.iParse Apache/2.4.23 (Wingd) 0.,
:‘?}3HCLiAutomate.iRecnmmend Apache/2.4.23 (Wingd) 0.,
@%HCL‘iAutomate.iUnique Apache/2.4.23 (Wingd) 0.,

:‘?}3 HCLidutornate.Listener
:‘?}, HCL ifsutormate RBAC ompon

ent

AH e

@%Human Interface Device Service Activates and maintains t.,
@%HVHDStSENiCE Provides an interface for .
@%Hyper-\u’ Data Exchange Service Provides a mechanism to ..
:‘?}, Hyper-W Guest Service Interface Provides an interface fort..,
@%Hyper-\u’ Guest Shutdown Service Provides a mechanismto ...
:‘?}, Hyper-\ Heartbeat Service Maonitors the state of this ..
EhH

yper-W Powversh

Figure 160 - Hosting Release Service from HTTP to HTTPS (Cont.)

ell Direct Service Provides a mechanismto ..

Status

Rurning
Rurning
Rurning
Rurning
Rurning
Rurning
Rurning
Running

Running

Startup Type
Automatic

Automatic

Automatic
Automatic
Automatic
Automatic

Automatic

Automatic

Autornatic
Manual (Trig...
Manual (Trig...
Manual (Trig...
Manual (Trig...
Manual (Trig...
Manual (Trig...
Manual (Trig...
(Trin

To change the configuration of AD Sync from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.

= Run >

E Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: ‘ SErVICES.MSC v|

' OK ﬂ Cancel H Browse... |

Figure 161 - Hosting AD Sync from HTTP to HTTPS (Cont.)

2. Click OK to open Windows Services.
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% Services

File Action View Help

e EH0E HE| > o 0w

- Services (Local)

Apache2.4 Name Description  Status Startup Type
Eé‘,‘,)\ctnre)( Installer (AxinstSV) Provides Us... Manual

;t—:ssﬂs;:’:!:ca E@,Adcpbe Flash Player Update Service This service... Manual

I Chairtel. OUC Automatic
:Q,AIonn Router Service Manual (Trig...

Description:

3‘;1;’;;‘5:‘023(“”‘"“3 App Readiness . Manual

E:‘?;,‘,)?\ppli.:at\cm Host Helper Service Provides ad.. Running  Automatic

@Appli:atmn Identity Determines ... Manual (Trig...
Eé‘,‘,)’\ppll:atmn Information Facilitatest...  Running  Manual (Trig...

E@,Applicatmn Layer Gateway Service Provides su... Manual

£ Application Management Processes in... Manual
E;§,‘,App}( Deployment Service (AppXSVC) Provides inf... Manual
@,ASP‘NEI' State Service Provides su.. Manual
£, AssignedAccessManager Service AssignedAc.. Manual

E:‘?;,‘,)?\uto Time Zone Updater Automatica... Disabled
E:Q‘,’,Ba:kgmund Intelligent Transfer Service Transfers fil... Manual
Eé‘,‘,Backgmund Tasks Infrastructure Service Windows in.. Running  Automatic
E@,BaseFi\termg Engine TheBase Fil.. Running  Automatic

£, BES Client Facilitates u.. Running  Automatic (D..
Eé‘,‘,B\tLockev’ Drive Encryption Service BDESVC hos... Running  Manual (Trig...
5@, BitLocker Management Client Service BitLocker M., Running  Automatic (D..

£ Black Level Backup Engine Service The WEENG... Manual
EQ,B\UE Coat Unified Agent ProvidesW... Running  Automatic

@B\uﬁoothHandsﬁEESENi:E Enableswir.. Running  Manual (Trig..
E;‘:’:,‘,B\uettmt}'\ Support Service The Bluetoo...  Running  Manual (Trig...

E@,Brar’h:?’\Ca.:?’\e This service... Manual
£, Capability Access Manager Service Provides fac... Manual
E:‘?:,‘,Certlfl.:ate Propagation Copies user... Running  Automatic
E@,CiscoAr’w(kmnat:t Netwark Access Manager Establishes .. Running  Automatic
=y A .. .. . AP - . .

Figure 162 - Hosting AD Sync from HTTP to HTTPS (Cont.)

3. Search for HCL.iAutomate.ADSyncService.

4. Right Click HCL.iAutomate ADSyncService service and click Properties.

Log On As

Local System
Local System
Local System
Local Service

Local System
Local System
Local Service
Local System
Local Service
Local System
Local System
Metwork Service
Local System
Local Service
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local Service
Local Service
Metwork Service
Local System
Local System
Local System

HCLiAutomate. ADSyncService Name Description Status Startup Type L.

Stop the service
Restart the service

Description:
Service for ADSync

HCL.iAutomate Running

-@,HCL.iAutomate.DC Servicefor.. Running  Au
5:9;‘, HCL.iAutomate Emailservice Service for E..  Running  Au
5@, HCL.iAutomate.EntityModel Apache/24... Running Au
5:9‘;1, HCL.iAutomate. GenericExecutor Servicefor...  Rumning  Au
@HCL.iAutomate.iParse Apache/24... Running  Au
5@, HCLiAutomate.iRecommend Apache/24... Running  Au
E@,HCL.i,ﬂ\utomate.iUr1i::|us_- Apache/24... Running  Au
5@, HCLiAutomate.Listener Service for L., Running  Au
5@3 HCLiAutomate.RBAComponent Servicefor..  Running  Au
5@, HCL.iAutomate ReleaseService Servicefor.. Running  Au
E;‘:';""“,QHuman Interface Device Service Activates an... Mz
@HV Host Service Provides an ... Mz

Figure 163 - Hosting AD Sync from HTTP to HTTPS (Cont.)

Start

Stop
Pause
Resume

Restart
All Tasks

Refresh

5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.
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HCL.iAutemate ADSyncService Properties (Local Computer) >

General LogOn  Recovery Dependencies

Service name: HCLiAutomate. ADSyncService

Display name: HCL ifutomate ADSyncService

Description: ’SEwice for ADSync

Service status: Running

Start Pause Resume

ou can specify the start parameters that apply when you start the service
from here.

Start parameters:

Figure 164 - Hosting AD Sync from HTTP to HTTPS (Cont.)
6. Open File Explorer and paste the copied path and press Enter to open the desired folder.

7. Search for HCL.iAutomate.Service.AD.exe config file and open it in a Notepad.

¥ HCLiAutomate Service. AD.exe.config 2/20/20201219 PM - XML Configuratic... 4KB

Figure 165 - Hosting AD Sync from HTTP to HTTPS (Cont.)

8. Within the HCL.iAutomate.Service.AD.exe config file, find the key ‘ServiceHostURL' and change its
value from HTTP to HTTPS.

<add key="ServiceHostURL" valus="https: [/ /€1P>:<Port>/ADService" /

Figure 166 - Hosting AD Sync from HTTP to HTTPS (Cont.)

9. Within the HCL.iAutomate.Service.AD.exe config file, find the key 'securityMode_Service’ and change

its value from 2 to 3.
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<add key="securitylMode Service" wvalue="3" ,">|

Figure 167 - Hosting AD Sync from HTTP to HTTPS (Cont.)

10. Within the HCL.iAutomate.Service. AD.exe config file, find the key ‘IsSelfSigned’ and change its value
fromNtoY.

<add key="IsSelfSigned_KRS" value="Y" />h

Figure 168 - Hosting AD Sync from HTTP to HTTPS (Cont.)

<add key="IsSelfSigned_Service" value="Y" />

Figure 169 - Hosting AD Sync from HTTP to HTTPS (Cont.)

1. Save the file for changes to be reflected.

12. Open the command prompt as administrator and run the following command.

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.ADSyncService service and click Restart to restart the service.

HCLiAutomate.ADSyncService Description Startup Type L

) AHCL.iAutomate.A ervice Servicefor.. Running Automatic
:t—:sfat::;:::ﬁm @ HCLiAutomate.DC Servicefor..  Running  Automatic
o G HCLiAutemate EmailService ServiceforE.. Running  Autematic

@ HCL.iAutomate EntityModel Apache/24... Running Automatic
DEC_'iPﬁO": @ HCL.iAutomate. GenericExecutor Servicefor.. Running  Automatic
Service for ADSync @ HCL.iAutomate.iParse Apache/24... Running Automatic
@ HCL.iAutomate.iRecommend Apache/24... Running Automatic
5@ HCL.iAutomateiUnique Apache/24... Running Automatic
@ HCL.iAutomnate.Listener ServiceforL..  Running  Automatic
5@ HCL.iAutomate RBAComponent Servicefor..  Running  Automatic

@HCL.L&U‘[DI‘I\B‘E.RE'E&SESENEE Servicefor..  Running  Automatic

Figure 170 - Hosting AD Sync from HTTP to HTTPS (Cont.)
Email Service
To change the configuration of Email Service from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.
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= Run

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

‘ SEMVICEs.MSC

> |

Cancel H Browse... |

Figure 171 - Hosting Email Service from HTTP to HTTPS

2. Click OK to open Windows Services.

% Services

File Action View Help

L ol Al

G| HE »e 0w

- Services (Local)

Apache2.4

Stop the service
Restart the service

Description:
Apache/2.4.23 (Win6d)
OpensSL/1.0.2h

Figure 172 - Hosting Email Service from HTTP to HTTPS (Cont.)

Name

€0, ActiveX Installer (AxinstSV)
@,Adobe Flash Player Update Service
Ghairtel, OUC

@,AIonn Router Service

€l App Readiness

@,Appllcatmn Host Helper Service
@,Appli:at\on Identity

&l Application Information
@,Applicatmn Layer Gateway Service
@,Applicatmn Management

€0, AppX Deplayment Service (AppXSVC)
1€, ASP NET State Service
@AssignedAccEssManager Service

&, Auto Time Zone Updater

@, Background Intelligent Transfer Service
{6 Background Tasks Infrastructure Service
@;‘, Base Filtering Engine

1€, BES Client

€l BitLocker Drive Encryption Service
@, BitLocker Management Client Service
@, Block Level Backup Engine Service
€. Blue Coat Unified Agent

@, Bluetooth Handsfree Service

@ Bluetooth Support Service

& BranchCache

@, Capability Access Manager Service
@ Certificate Propagation

@;‘, Cisco AnyConnect Network Access Manager

3. Search for HCL.iAutomate.EmailService.

4. Right click HCL.iAutomate.EmailService service and click Properties.
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Description
Provides Us...

This service ...

Routes Alllo...

Provides ad...
Determines ...
Facilitates ...
Provides su...
Processes in..
Provides inf...
Provides su...
AssignedAc..
Automatica...
Transfers fil...
Windows in...
The Base Fil...
Facilitates u...
BDESVC hos...
BitLocker M...
The WBENG...
Provides W...
Enables wir...
The Bluetoo...
This service ...
Provides fac...
Copies user ..
Establishes ...

Status

unning

Running

Running

Running
Running
Running
Running

Running

Running
Running
Running

Running
Running

Startup Type
Manual

Manual

Automatic
Manual (Trig...

Manual
Automatic
Manual (Trig...
Manual (Trig..
Manual
Manual
Manual
Manual
Manual
Disabled
Manual
Automatic
Automatic
Automatic (D...
Manual (Trig..
Automatic (D...
Manual
Automatic
Manual (Trig...
Manual (Trig...
Manual
Manual
Automatic
Automatic

Log On As

Local System
Local System
Lecal System
Local Service

Local System
Lecal System
Local Service
Local System
Local Service
Local System
Local System
Network Service
Lecal System
Local Service
Local System
Local System
Local Service
Local System
Local System
Lecal System
Local System
Local System
Local Service
Local Service
Network Service
Local System
Lecal System
Local System
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o Sewiess(loa)

~

HCLiAutomate.EmailService Narme Description Status Startup Type L.

@% HCLiAutomate ADSyncService Service for..  Running  Automatic

Ig\t_eos%aiihs:;::ice E:,"?‘,v‘;HCL iAutomate.0C Service for...  Running  Automatic
- ( rvice for E..  Running  Automaty
(€} HCLiAutomate.EntityModel Apache/24... Running  Automal Start
Desgription: ) . @%HCL.iAutomate.GenericExecutor Service for...  Running  Automa Stop
Service for EmailService @HCL.iAutomate.iParse Apache/24... Running  Automal Pause
E@iHCL.i;\f\utomatne.iReco-mmend Apache/24... Running  Autornal oos
@HCL.iAutomate.iUnique Apache/24... Running Automal p—
@%HCL.iAutomate.Listener Service for L. Running  Automa
{{%HCL.iAutomate.RBAComponent Service for...  Running  Automal All Tasks H
E3}:},HCL.iAutomate.ReIea seService Service for...  Running  Automal
@%Human Interface Device Service Activates an... Manual | Refresh
@gHV Host Service Provides an .. Manual | Properties
@};Hyper-‘u" Data Exchange Service Providesa ... Manual |
@};Hyper-‘u" Guest Service Interface Provides an ... Manual | Help

Figure 173 - Hosting Email Service from HTTP to HTTPS (Cont.)

5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.

HCL.iAutomate Emailservice Properties (Local Computer) >

Gereral log On  Recovery Dependencies

Service name: HCLiAutomate . Email Service

Display name: HCLiAutomate . Email Service

Description: |Senrice for EmailService

Path to executable:

Service status: Running
Start Stop Pause Resume

Y'ou can specify the start parameters that apply when you start the service
from here.

Start parameters:

Figure 174 - Hosting Email Service from HTTP to HTTPS (Cont.)

6. Open File Explorer and paste the copied path and press Enter to open the desired folder.

7. Search for HCL.iAutomate.EmailService.Service.Host.exe config file and open it in a Notepad.
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1 HCL.iAutomate EmailService.Service. Host. exe.config 5/3/2020 11:49 AM XML Configuratio... KB

Figure 175 - Hosting Email Service from HTTP to HTTPS (Cont.)

8. Within the HCL.iAutomate.EmailService.Service.Host.exe config file, find the key ‘ServiceHostURL' and
change its value from HTTP to HTTPS.

[/ /<IP>:<Port>/Emailservice/" />

<add key="ServiceHostURL" valus="https:

Figure 176 - Hosting Email Service from HTTP to HTTPS (Cont.)

9. Within HCL.iAutomate.EmailService.Service.Host.exe config file, find the key ‘securityMode_Service’

and change its value from 2 to 3.

<add key="securityMode Service" wvalue="3" />

Figure 177 - Hosting Email Service from HTTP to HTTPS (Cont.)

10. Within the HCL.iAutomate.EmailService.Service.Host.exe config file, find the key ‘IsSelfSigned’ and

change its value fromNto Y.

<add key="IsSelfSigned_KRS" value="Y" />

Figure 178 - Hosting Email Service from HTTP to HTTPS (Cont.)

<add key="IsSelfSigned_Service" value="Y" />

Figure 179 - Hosting Email Service from HTTP to HTTPS (Cont.)

1. Save the file for changes to be reflected.

12. Open the command prompt as administrator and run the following command.

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iIAutomate.EmailService service and click Restart to restart the service.
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HCL.iAutomate.EmailService Mame Description Status Startup Type

E@,HCL.i;\fhutomate.I:)C Servicefor.. Running  Automatic
* 1 HCL idutomate.EmailService ServiceforE.. Running  Automatic

Stop the service
Restart the service

5@, HCL.iAutomate EntityModel Apache/24.... Running  Autormnatic
@, HCL.iAutomate.GenericExecutor Servicefor..  Running  Automatic
Description: L HCLiAutomate.iParse Apache/24... Running Automatic

Service for EmailService

E@,HCL.iAutomate.iF{ecru'mmen-:i Apache/24... Running  Automatic

Figure 180 - Hosting Email Service from HTTP to HTTPS (Cont.)

Configuration Changes via GUI
To change the configuration for various components via GUI from HTTP to HTTPS, please follow the below
steps:

1. Login to iAutomate using the Super Admin credentials.

2. Roll-over to the Advance Configuration and click Product Configuration.

3. Select Component Name as Web API.

4. Change the Load Balancer URL from HTTP to HTTPS.

Component Name * Load Balancer URL *

Web API v https://<ip><port>

Figure 181 - Configuration Changes via GUI from HTTP to HTTPS
5. Click Update to save the changes.
6. Select Component Name as KRS.
7. Change the Load Balancer URL from HTTP to HTTPS.

Component Name * Load Balancer URL *

KRS ~ https://<ip=>:<port= Test Connection

Cancel Update

Figure 182 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

8. Click Update to save the changes.
9. Select Component Name as ‘Data Collector’.

10. Change the Load Balancer URL from HTTP to HTTPS.
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Component Name * Load Balancer URL *

Data Collector ~ https://<ip>:<port> Test Connection

Figure 183 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)
N. Click Update to save the changes.
12. Select Component Name as ‘Generic Service’.

13. Change the Load Balancer URL from HTTP to HTTPS.

Component Name * Load Balancer URL *

Generic Service v hitps://<ip>:<port> Test Connection

Figure 184 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

14. Click Update to save the changes.
15. Select Component Name as ‘Release Service’.

16. Change the Load Balancer URL from HTTP to HTTPS.

Component Name * Load Balancer URL *

Release Service M https://<ip>:<port>

Figure 185 - Configuration Changes via GUIl from HTTP to HTTPS (Cont.)

17. Click Update to save the changes.
18. Select Component Name as ‘RBA Service’.

19. Change the Load Balancer URL from HTTP to HTTPS.

Component Name * Load Balancer URL *

RBA Service v hitps://<ip>:<port>

Figure 186 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)
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20. Click Update to save the changes.
21. Select Component Name as ‘Active Directory’.

22. Change the Load Balancer URL from HTTP to HTTPS.

Component Name * Load Balancer URL *

Active Directory v hitps://<ip>:<port> Test Connection

Figure 187 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)
23. Click Update to save the changes.

24. Select Component Name as ‘Email Service’.

25. Change the Load Balancer URL from HTTP to HTTPS.

Component Name * Load Balancer URL *

Email Service

Figure 188 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

26. Click Update to save the changes.

4.7.4 Conclusion
After the conclusion of this exercise, you will have a thorough understanding of deployment of iAutomate
components in a secure mode.

Now, let’s discuss the configuration of iAutomate in the next module.

475 Related Documentation
e iAutomate Prerequisites Guide

e jAutomate Installation
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5.2

5.2.2

5.2.3

Module 3 - Configuration of iAutomate

Introduction

This module covers the procedure for configuring iAutomate product thereby making it fit for use by end
users for manual / automated ticket resolutions, document search and analysis, and other functionalities.

In this module, some of the lab exercises may be dependent on other ones. Please do not skip
any exercise in between. You should have Super Admin user credentials to proceed with
configurations that have been created in the previous exercises during Installation Lab Exercise.

Let’s begin with the creation of an Organization.
Lab Exercise 1- Create Organization

Scenario
Based on the analysis done earlier for identifying automation opportunities, you have identified that
significant number of incidents can be automated. MyCompany organization has asked for configuration of
iAutomate for resolving Incidents. Currently they are using Service Now as the ITSM tool and CA ITPAM as

the runbook automation tool.

In this lab, we will showcase the detailed procedure for creating an organization for MyCompany and

configuring various necessary parameters.

Prerequisites

- Information of the module which needs to be configured - Incident / Service Request Tasks / Change
Request Tasks. In this exercise, we will consider Incident Management module.

- Information about authentication type of MyCompany organization. In this exercise, we will consider
Form based authentication.

- Information about existing IT Service Management and Runbook Automation tools present in
MyCompany’s environment.

- Access to Super Admin credentials.

Solution
1.  OpeniAutomate Web URL and login with Super Admin credentials.

2. Goto Actions -> Manage Organizations menu and expand New Organization.
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Home > Configuration > Manage Organizations

New Organization

Search... Q

Organization Id Y  Organization Y  Organization Description Y Authentication Type Y Action

No data available.

« 4 n > oM No ltems to display

Figure 189 - Organizations

3. The Create Organization form appears.
4. Enter the Organization Name as MyCompany.
5. Enter the Organization Description.
6. Click Choose File to upload the organization’s Logo.
7. Select Service Now against Incident Management module.
New Organization =
organzation Neme Organization bescipton

Basic Information

Input the details for your organization and set policies for users

within the organization Authentication Type * Database Server *
-Select- v 10.1.160.23 v
RGNV GTEICE  HCL iAutomate
‘ Add White Logo ‘ ‘ Add Black Logo |
Incident Management Service Request Task
ITSM Tools and Modules Information * Select- v~ Select ~

Select IT Service Management (ITSM) tools and all modules
which you want 1o be handled via product. Change Request Task CMDB CI

-Selact- A -Select- ~

Figure 190 - Create Organization
8. Select ITPAM as the Runbook Tool.
9. Select Database Server available from the dropdown.
10. Select the Authentication Type as Form Based.

1. Click Save once all the information is populated. The organization will be created.
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5.3.

ITPAM VRO
Runbook Tools *

SCORCH BMCAQ
Choose the Runbook Automation tools that execute
runbooks via product. Micro Focus 00 ANSIBLE CLI
ANSIBLE TOWER/AWX SNOW
BigFix StackStorm
ANSIBLE Inside Jenkins
BigFix_SA ADO

Figure 191 - Create Organization (Cont.)

12. To view the newly created organization and its details, go to Actions and click Manage Organizations

menu option.

New Organization

Search.. Q

Organization Id Y Organization h g Organization Description T Authentication Type Y Action

1 MyCompany My company description FORM 2 W

Figure 192 - Create Organization (Cont.)

13. A list of available organizations with the newly created MyCompany organization will be visible in the
list. You can edit the information or delete the organization by clicking on the respective icons under

Action section.

Conclusion
After the completion of this exercise, you should have a good understanding of creating a new organization
with the required parameters. This forms the foundation for performing the configurations covered in further
exercises.
The next step is to configure the data sources for sourcing the ticket related information which will be

covered in the next exercise.

Lab Exercise 2 - Create Data Source

Scenario
MyCompany organization wants to automate resolution of incident tickets through iAutomate for which
data source needs to be created for the ITSM tool (Service Now) against the Incident Management module.

This would help in pulling the tickets from Service Now into iAutomate for processing.
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53.2

5.3.3

Lab Manual

In this lab, we will showcase the detailed procedure for creating the data source for organization

MyCompany for Service Now's incident management module.

Prerequisites

Organization should be configured.

Information about the ITSM module against which data source needs to be created. In this lab exercise,
we will consider Incident management module.

ITSM API (Get) along with authentication details should be available

ITSM instance should have a dedicated assignment group for iAutomate where identified incidents will
be routed. We have considered iAutomate Group in this exercise.

ITSM user should have the following rights:

o Read rights for incident

o Write rights for worklogs/assignment group for incident
o Incident routing to other resolver groups

ITSM API should be accessible from the server where Data Collector service is installed.

Access to Super Admin credentials.

Solution
Open iAutomate Web URL and login with Organization Admin credentials.

Go to Actions and click Manage Data Sources then click on Create Data Source button.

Manage Data Source

Search Q

Organization Name Y  Datasource Name Y Module Name Y  Service Name Y Actions

Figure 193 - Create Data Source
The Create Data Source page appears.
On the Organization tab, type in the details as per your requirement. Refer to the Lab Exercise 1 for
Organization and ITSM Module information.

Click Next.
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Manage Data Source -]

Organization  Fetch Data  Release Rules  Close Rules  InProgress Rules

Organization Details

Organization * Module *

MyCompany A Incident Management v
Service * @ Integration Type * @

ServiceNow v A
Ticket Managed by Product Job Data Source Name * [0

@ Closurerd InProgressi Test_DataSource
Unix Time Stamp @ Time Zone * @

Disabled GMT (Greenwich Mean Time GMT+00:00) ~

Figure 194 - Create Data Source (Cont.)

6. The data source could be named Test_DataSource.
7. Timestamp here indicate that date is in APOC format or not.
8. On the Fetch Data Configuration tab, type in the details as per your requirement. It includes multiple

sections.

Connection Details
Sample information that can be populated -
- URL-

https://sample.servicenow.com/api/now/vl/table/incident?sysparm_fields=#Columns#&sysparm_q

uery=sys updated on>=#StartDate#"sys updated on<=#EndDate#"ORDERBYsys updated on

Authentication Type, User ID, and Password need to be provided by ITSM team. In case you are
attending the classroom-based training, the instructor will provide you with the details.

Connection Details Test Connection |

URL* [ Authentication Type * @
User ID* @ Password* @
I
Request Method * Proxy Required

GET ~ Enable

Figure 195 - Connection Details
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https://sample.servicenow.com/api/now/v1/table/incident?sysparm_fields=#Columns
https://sample.servicenow.com/api/now/v1/table/incident?sysparm_fields=#Columns

- Password: For password, click on icon next to it. If the password is available in plaintext, then select

Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault

then select Input Type as Azure Key Vault and then select any of the configured details from the value

field. Else if it is available in any Key Vault such as CyberArk then select Input Type as CyberArk and

then select any of the configured details from the value field. Else if it is available in Internal Secret

Manager then select Input Type as Internal Secret Manager and then select any of the configured

details from the value field.

Secret Selector

Input Type

Input text

Value

..............

Show Password

Figure 196 - Password in Plaintext

Secret Selector

Input Type

CyberArk

Value

Test

Key
Description
ApplD

Safe

Folder

Object

Value

Test

Test

Test

Test

Test

Figure 197 - Password from Key Vault (CyberArk)
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Secret Selector b

Input Type
Internal Secret Manager -
Value
Test -
Key Value
Ky Test

rucos

Mote: Pazsword i in encrypted form,

e

Figure 198 - Password from Internal Secret Manager

Secret Selector X
Input Type
Azure Key Vault v

Value

Test v

Key Value

Description Test

Secret Name Test

Figure 199 - Password from Azure Key Vault

- Request Authentication Parameters and Request Header Parameters. See below the sample

information:
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Url Path Parameters [

Key Value Type Value
mns# Text v | numbersys_updated_ondescription short_descriptionassignment_group incident_state.closed_a
#StartDates SQLUDF v|  @@GetFrombateTimeUsingincidentModifiedDate
EndDates QL UDF v|  @@GetToolCurrentDateTime

Request Authentication Parameters [ Add Athentication Parameters || 7 Delete A
Note: Add parameter Key as RequestBody o send information in request body for token. —

Request Header Parameters (& + Add Re

Request Body @

Response Body @

[{ *result" { “number’: INC0079154", ‘closed_at": =, "assignmeni_group”: { 'link": <https./hclbasedev.servicenow.com/api/now/v1/table/sys_user_group/All user group>", “walue'- ‘Al user group’ }, ‘incident_state’: '6',
sys_created_on’: "2017-12-22 06:59:03", “description”: "Memory Utilization:10.0.0.11", "short_description”: Memory Utilization:10.0.0.11, "sys_updated_on: "2018-01-02 06:39:56", "category™ =, "priority”:"4", “sys_id":"123456",
emdb_ci”:

Figure 200 - Request Authentication Parameters
- Mandatory Parameter Mapping
This section maps the mandatory columns required for iAutomate with the fields available in response
received. The field values are the same as the ones available in JISON added in Response Body section. Refer

to below table for sample information:

Table 5 - Sample Mandatory Parameter Mapping

TicketNumber JSON.Keys result.0.number
Summary JSON.Keys result.0.short_description
Description JSON.Keys result.0.description
CreatedDate JSON.Keys result.0.sys_created_on
StatusCode JSON.Keys result.0.incident_state
ResolvedDate JSON.Keys result.0.closed_at
LastModifiedDate JSON.Keys result.0.sys_updated_on
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Mandatory Parameter Mapping 1

Key

TicketNumber

Summary

Description

CreationDate

StatusCode

ResolvedDate

LastModifiedDate

- Optional

Value Type

JSON Keys

JSON Keys

JSON Keys

JSON Keys

JSON Keys

JSON Keys

JSON Keys

Value

v result. 0.number

v result.0.short_description

v result.0.description

A result.0.sys_created_on

A result 0.incident_state

A result 0.closed_at

~ result.0.sys_updated_on

Add Response Parameter

Delete All

Figure 201 - Mandatory Parameter Mapping

This section is an extension to Mandatory Parameter Mapping section. You can create additional columns in

Automate database if extra parameters are to be mapped. Refer to table below for sample information:

Table 6 - Sample Extended Mandatory Parameter Mapping

AssignedGroup

ISON.Keys

result.0.assignment_group.value

Coll

ISON.Keys

result.0.sys_id

Optional @

Key

AssignedGroup

AffectedClUnigueld

Col1

Value Type

v JSON Keys

v JSON Keys

v JSON Keys

Value

result.0.assignment_group.value v

result.0.cmdb_ci.value ~

result.0.sys_id v

Figure 202 - Optional Key Parameters

1. Click Next after populating all the sections in Fetch Data Configuration tab.

2. On the Release Rules Configuration tab, type in the details as per your requirement.

Action

- ITSM (PUT) details have to be entered as shown in the screenshot below. See below the sample

information:

a. URL: https://sample.service-now.com/api/now/table/incident/#incident#

b. AuthenticationType, Userld, Password, RequestMethod have to be provided by ITSM team. Please

get in touch with lab instructor for the information.
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https://sample.service-now.com/api/now/table/incident/#incident

Organization  Fetch Data Release Rules Close Rules  InProgress Rules

Release Rules Configuration

Connection Defails ASTest Connection | @
WRL* @ Authentication Type * @

1 Basichuth

User ID * @ Password* | 2 Add Password

Request Method * (T Proxy Required [

PUT v Enable

Figure 203 - Release Rules Configuration
- Password- For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the value
field. Else if it is available in any Key Vault such as CyberArk then select Input Type as CyberArk and
then select any of the configured details from the value field. Else if it is available in Internal Secret
Manager then select Input Type as Internal Secret Manager and then select any of the configured

details from the value field.

Secret Selector X

Input Type

Input text v

Value

Show Password

Cancel Save

Figure 204 - Password in Plaintext
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Secret Selector X

Input Type
CyberArk v
Value
Test v
Key Value
Description Test
ApplD Test
Safe Test
Folder Test
Object Test

Cancel Save

Figure 205 - Password from Key Vault (CyberArk)

Secret Selector X

Input Type
Internal Secret Manager v
Value
Test v
Key Value
Key Test

Password HLr+dYuCngsnUZUvtCfYiB690Th3+6Aky3tEIhOCg3k=

Note: Password is in encrypted form.

Cancel Save

Figure 206 - Password from Internal Secret Manager
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Secret Selector X

Input Type

Azure Key Vault v
Value
Test v
Key Value
Description Test
Secret Name Test

Figure 207 - Password from Azure Key Vault

It also has other fields. Request Payload should be populated in following fields:

Url Path Parameters
URL parameters will show hese.

Kay Valus Type Valug

#Columns# Text v number,sys_updated_on,description short_description,assignment_group mcadent_state closed_at category,dv_assigned_to,sys_id sys_created
#StartDates 0L UDF | | g@GetFromDateTimeUsingincidenthodifisdDate

sEndpanes QL uoF ¥ | @@SeOICUTeNDAETImE

Request Authentication Parameters + Add Authentication Parameters ‘ [ Delete All

Note: Key as | ‘o send on i body for token.
Request Header Parameters + Add Request Header || mDskete Al
Request Body

Provide expected JSON formatted request body in the textbox and enclose the values with 2 that need to be changed dynamically.

Enter Request Bady in a valid JSON format

Response Body
Provide expected JSON response in the textbox, click on the Extract Keys button. Map keys with the desired type 1o fetch the value dynamically.

[{ “result™ [{_“number”: INC0079154", “closed_at": ", “assignment_group™:{ “link" “<https: ery p Aable/sys_user_group/All user group=", “value': ‘All user group” ), “Incident_state”: ‘6", “sys_created_on"
"2017-12-22 06:59:03°, “description”: “Memory Utilization10.0.0.11°, *short_description". "Memoary Utilization10.0.0.11", "sys_updated_on" “2018-01-02 06:39:56°, ‘category” =, “priority” "4", ‘sys_id" "123456", "emdb_ci" {

“fink’; e-now, €i/036136: dabeb21,

Figure 208 - URL Path Parameters

e Considering that sample information has been populated as in Figure 203 - Release Rules

Configuration, URL Path parameters sample value can be referenced from the table below:

Incident Table.Columns Coll

e For sample Request Body, refer to following section:
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Key
#AssignmentGroup#

#worknotes#

Response Body [

{"result": "#success#"}

Sample request can be captured in following fields:

Key

Value Type

#success#

( Text

Figure 209 - Key Parameters Sample Request

For sample Response Body, refer to following section:

Response Key value mapping can be done as per below table:

#success# Text OK
a. Click Submit to create the data source.
b. To view the data source and related information, go to Actions and click Manage Data Sources.
c.

Organization Name Y  Datasource Name

MyCompany MyCompany_DS

Ensure that the newly created data source is visible in the list.

Figure 210 - Data Source List

d. To manage the entry criteria, click gear icon in Action column against the data source.
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534

54

5.4.1

54.2

Organization Name Y  Datasource Name Y  Module Name Y  Service Name Y  Actions

[~
El

fyCompany MyCompany_DS Incigent Management SNow g,

n 1-10f1items

Figure 211 - Data Source List (Cont.)

e. The Manage Entry Criteria popup appears.

Manage Entry Criteria

Column Operator Value Clause Sub Clause

Figure 212 - Manage Entry Criteria
f. Define entry criteria on this screen. For example, if you want to pull tickets for iAutomate Group

Assigned group only, then you can save the same filter condition as shown in above screen.

Conclusion
Post the completion of this exercise, you should have a thorough understanding of creating the data sources
for the respective module of the ITSM tool and defining the entry criteria for enabling iAutomate to pick the
filtered tickets as per the scope.
The next step is to create the users and map them to the necessary groups which will be covered in the next

exercise.

Lab Exercise 3 - Create Users

Scenario
MyCompany organization wants to create users who will be using the credentials for end user activities as
well as configuring some parameters at the organization level. They have asked to create a user with
organization admin privileges and one with end user privileges.
In this lab, we will showcase the detailed procedure for creating users with both organizational admin and

end user privileges and mapping them to the respective groups.

Prerequisites
- Organization should be configured
- Access to Super Admin credentials

- Data Source should be configured
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5.4.3 Solution
1. OpeniAutomate Web URL and login with Super Admin credentials.
2. Create User - TestUser

3. Goto RBAC and click User Management.

New User

Search...

User Name Y  Parent Organization Y  Emailld Y  Statws Y  IsAPlUser Y Actions

My User My Company myuser@hel.com Active No Vi

Figure 213 - User Management

4. Expand NewUser

New User

Search...

Figure 214 - User Management
5. Enterthe User ID as TestUser’, Email ID as TestUser@hcl.com’.
6. Select the organization created earlier from Parent Organization dropdown.

7. Enter the Username as TestUser. Password will be auto filled.

Note down the password and provide the email id and password to the user for login.

8. Select Time Zone, Select Group.
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Home > RBAC > User Management

New User B
Email User Name *
Parent Organization * Secondary Organization

MyCompany v Select-
Module Password

(MyCompany)MyCompany_IM_DS (Incident Management) @ P Generate Password

Time Zone * Group *

GMT (Greenwich Mean Time GMT+00:00) v
User Type

Active IsAPIUser

Figure 215 - New User
9. Click on the Submit.

Alert X

User details saved successfully.

Figure 216 - New User (Cont.)

10. User will be created successfully. E.g. TestUser

1. First time login for the new organizational admin user.
12. Open Web URL and enter provided email in Email field.
13. Click Next.
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14.

15.

16.
17.
18.
19.

Lab Manual

HCL iAutomate

Please enter your credentials @

iAutomate uses Al to
analyze tickets and identifies
automation candidates within
“ hours. It continuously learns and
{ drives the automation process,
' thereby automating the process
of automation itself.

Contact us | Copyright © 2016, 2024 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edge | Version - 6.4.2 | Build Version : 9218.1

Figure 217 - First Time Login for the New Organizational Admin User
You will be redirected to Reset Password screen at the time of first login. Enter the Old Password (auto
generated while creating the user), and the new password in New Password and Confirm Password
fields.
Click Submit.

Change Password

User Email * 0Old Password *
New Password * Confirm New Password *

Cancel “

Note:

+ Password must contain at least 1 capital letter, 1 small letter,1 number and 1 special character and 8-15 characters length. Space not allowed
« Only L@#,5% Special characters are allowed.

Figure 218 — Reset Password Screen

You will be redirected to the Login page. Enter the Email ID and the new password to login.

You will be directed to the Organization Console.

First time login for the new Operations User.

Follow the steps mentioned in Step 5 for the user on successful login after password change, user will

be directed to the Operations console.
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54.4

55

5.5.]

5.5.2

5.5.3

Conclusion

Post the completion of this exercise, you should have a thorough understanding of creating organizational

in enabling role-based access control throughout the product.

automated resolution of tickets. It will be covered in the next exercise.

Lab Exercise 4 - Onboard Runbook Automation Tool

Scenario

admins and operations users and mapping them to the necessary groups based on the privileges. This helps

The next step is to onboard the runbook automation tool which helps in executing the runbooks for

MyCompany organization currently has licenses of CA ITPAM and wants to onboard the same tool as the

RBA in iAutomate for automation resolution of incident tickets.

In this lab, we will showcase the detailed procedure for onboarding a Runbook Automation tool in iAutomate

for automated resolution of tickets.

Prerequisites

- Users must have RBA API (GET) information along with credentials.

- RBA API should be accessible from the server where RBA component is installed.

- Access to Super Admin credentials.

Solution

1. OpeniAutomate Web URL and login with Organization Admin credentials.

2. Goto Runbooks and click Manage Runbook Tool.

Home > Runbooks » Manage Runbook Tool

Create & Map Runbook Tool

Runbook Tool Name h i Runbook Tool Type hd Organization T Method Type

Figure 219 — Manage Runbook Tool
3. Click Add New to add a new runbook tool.
4. Provide the information below -

e Select the Organization.
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Enter Runbook Tool Name into the Runbook Tool Name field.
Select ITPAM® as the Runbook Tool Type.

Select 'SOAP API’ as the Integration Method.

Select ‘BasicAuth’ as the Authentication Type.

Enter http://sample_itpam.com/itpam/soap (sample) in the API URL field.

Select ‘Post’ as the Integration Method Type.

Enter the User ID, Password, Master Runbook Path, Is Proxy Required, Return Code Key, Return
Message Key provided by the Runbook Automation Tool team in the respective fields.

Enter the Toil Value (For Manual Execution) which is the maximum manual execution time of
runbook (in minutes). By default, it takes the value of the one configured on iAutomate
Configuration page.

Enter the Toil Value (For Auto Execution) which is the maximum Auto execution time of runbook (in
minutes).

Enter the Connection Retry Count which is the number of retries in case connection with RBA tool

server is failed when a ticket is triggered for runbook execution.

In case you are attending a classroom training, you get the above information from the
instructor.

Lab Manual

Organization *

Runbook Tool Name *

tool
nteqration Method * Authentication Type *

REST AP v BasicAuth

APIURL* Inteqration Method Type *

POST

Password* G| /2 Add Password

Master Runbook Path Master Runbook Name

Retum Code Key *

Status
Retum Message Key * Toil Value{For Manual Execution) * @
Resuft 0

Toil Value(For Auto Execution) * (@ Connection Retry Count * [

6

Figure 220 - Manage Runbook Tool (Cont.)
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http://sample_itpam.com/itpam/soap

- Password- For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the value
field. Else if it is available in any Key Vault such as CyberArk then select Input Type as CyberArk and
then select any of the configured details from the value field. Else if it is available in Internal Secret
Manager then select Input Type as Internal Secret Manager and then select any of the configured

details from the value field.

Secret Selector 574

Input Type

Input text v

Value

Show Password

Figure 221 - Password in Plaintext
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Secret Selector X

Input Type
Cyberark v
Value
Test v
Key Value
Description Test
ApplD Test
Safe Test
Folder Test
Object Test

Figure 222 — Password from Key Vault (CyberArk)

Secret Selector *
Input Type
Internal Secrel Manager v
Value
Test v
Koy Value
ey Test

Mote: Password is in encrypted form,

Figure 223 - Password from Internal Secret Manager

Lab Manual 137



Secret Selector X
Input Type
Azure Key Vault v

Value

Test v

Key Value
Description Test

Secret Name Test

Cancel Save

Figure 224 - Password from Azure Key Vault

5. Click Save to create the runbook automation tool.
To view the newly created Runbook Tool, go to Action -> Runbooks -> Manage Runbook Tool. It will
be visible in the list. You can edit/delete the tool by clicking the respective icons under the Actions

column.

Runbook Tool Name Y  Runbook Tool Type Y  Organization Y  Method Type Y Action

RBA Tool Tool MyCompany posT

S
=1

Figure 225 - Manage Runbook Tool (Cont.)

554 Conclusion
Post the completion of this exercise, you should have a good understanding of onboarding a new runbook
tool in iAutomate. This tool will be used for automated ticket resolutions by iAutomate.
Here, the runbook tool gets mapped to an organization while creating runbook tool. The next step is to

manage the execution scope which will be covered in the next exercise.
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5.6 Lab Exercise 6 — Manage Execution Scope

5.6.1 Scenario
MyCompany organization is currently using ITPAM as an RBA tool which is deployed in a multi-tenant mode.
In order to achieve automated executions, MyCompany has requested to configure a specific tenant id of

ITPAM in iAutomate which will help in identifying and executing the required runbooks.

In this lab, we will showcase the detailed procedure for managing the execution scope of iAutomate for

MyCompany organization.

5.6.2 Prerequisites
- Organization should be configured.
- Data Source should be configured.
- Runbook Tool should be configured and mapped with the organization and data source.
- Runbook Tool tenant id (if required) should be available for mapping the execution scope.

- Access to Super Admin / Org Admin credentials should be available.

5.6.3 Solution
1. OpeniAutomate Web URL and login with Organization Admin credentials.

2. Goto Actions then Runbooks and click Manage Execution Scope.

Home > Runbooks > Manage Execution Scope

Manage Execution Scope

Organization Data Source*

MyCompany v -Select- v

Figure 226 — Manage Execution Scope
3. Select Organization and Data Source from respective dropdowns.
4. Select Runbook Tool mapped with the organization and type in the Runbook Tool Tenant ID (optional).

Tenant ID is required in case of multi-tenant environment, where multiple customers are using
the same RBA instance.
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5.6.4

5.7

5.7.1

5.7.2

5.7.3

Manage Execution Scope

QOrganization* Data Source*

MyCompany . MyCompany_DS

Add New Save

Execution Scope Runbook Tool Runbook Tool Tenant Id Actions

hvd Inside_Tool v testing |

v Bigfix_tool - f

Figure 227 — Manage Execution Scope (Cont.)
5. Click Save.

Conclusion
Post-completion of this exercise, you should have a good understanding of managing the execution scope
for an organization.
The next step is to configure the data sources for sourcing the ticket related information which will be

covered in the next exercise.
Lab Exercise 6 — Release Rules Configuration

Scenario
MyCompany organization has come up with a requirement wherein if a particular ticket is not resolved by
iAutomate or the resolution has resulted in a failure, the ticket should be routed to another queue for
resolution. You as part of implementation team have been asked to perform the release rules configuration

to meet this requirement.

In this lab, we will showcase the detailed procedure for configuring the release rules for MyCompany

organization.

Prerequisites

- Organization should be configured.

- Data Source should be configured.

- Information about the resolver group and the respective message to be updated in the work notes
should be available. For this exercise, we will consider “Transfer Group® as the resolver group and “"Out
of Scope” as the work notes message.

- Access to Super Admin / Org Admin credentials should be available.

Solution

1. OpeniAutomate Web URL and login with Organization Admin credentials.
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2. Go to Actions then Runbooks and click Manage Rules.

Home > Runbooks > Manage Rules

Manage Rules =
Organization* Data Source*
MyCompany v -Select- v

Configuration*

Figure 228 - Manage Release Rules

Select 'MyCompany’ as the Organization.

4. Select ‘MyCompany_DS’ as the Data Source. Select 'Release’ as the Configuration.

Manage Rules =
Qrganization* Data Source*
MyCompany - MyCompany_DS

Configuration®

Release -

-

A search...
Rule Name T  Parameters Y Actions

~No Rule- &

Figure 229 - Manage Release Rules

5. Click gear icon under the Actions column. A popup window for configuring Parameters will appear.

Enter the Assignment Group as Transfer Group’ and Work Notes as ‘Out of Scope.’
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574

58

5.8.1

5.8.2

Parameters X

Parameters Value Type Value

#AssignmemGroup# Text - Service Desk

#worknotes# SQL UDF - @@GetReleaseWorkNoteForinc... =

cance' n

Figure 230 - Manage Rule Parameters
6. Click OK to save the parameters.

7. Click Save Rule to save the release rule configuration.

Conclusion
Post the completion of this exercise, you should have a good understanding of configuring the release rules
in case iAutomate is not able to resolve a ticket automatically. This feature is helpful in assigning the tickets

to different resolver groups in case of resolution failures.

The next step is to configure the information which needs to be considered for enriched runbook

recommendation and parsing the ticket for extracting input parameters.

Lab Exercise 8 — Manage Columns for Recommendation and Parsing

Scenario
To provide enriched runbook recommendations based on the ticket descriptions and extracting relevant
input parameters for the runbooks, MyCompany organization has asked for adding certain fields / columns

which are specific to their environment.

In this lab, we will showcase the detailed procedure for configuring the columns which will be required for

enriched recommendations and parsing tickets for parameters.

Prerequisites

- Organization should be configured.
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- Data Source should be configured.

- Access to Super Admin / Org Admin credentials should be available.

5.8.3 Solution
1. OpeniAutomate Web URL and login with Organization Admin credentials.

2. Go to Advance Configuration then Parameter and click Manage Column Tab.

@ Home Home > Advanced Configuration

B RBAC v

& Logs Parameter Manage Parameter Master »
@, Configuration v Configure runbook parameters to parse incoming tickets. Configure Parameter Type >

Runbooks v Manage Pérameter N
Configuration

£ Tickets
Manage Column »
& Dashboard
@, Advanced Configuration
Hyperparameter Configuration
|~ Analysis v
View »
@ Knowledge View, edit and/or manage hyperparameters for your organization.
€, Netbot Troubleshooting
Quick Links » iRecommend Rule Configuration
View »
@ Hel Add rules and define regex to fine tune runbook recommendation from the ticket descriptions.
elp

Figure 231 - Manage Columns

3. Select Organization Name and Module.
4. Select Table from the dropdown, select one of the options available from the Column. Select the

checkboxes Use For Parsing, Use For Recommendation as applicable for the selected column.

Organization* Module*
MyCompany = Incident Management v
Table Column Use For Parsing Use For Recommendation Action

Select . v o O Base O secancary
« -n» » 1-10f1items

Search... Q
Name Y  Usefor Parsing Y  Base(Recommendation) Y  Secondary(Recommendation) Y Action
Summary Y Y N o]
Description Y N N imj

Figure 232 - Manage Columns (Cont.)

Table details are dependent on the Module and Column details are dependent on the Table.

5. Click Save.

6. Follow the steps mentioned above for all the applicable columns.
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5.8.4

5.9

5.9.1

5.9.2

5.9.3

Conclusion
Post the completion of this exercise, you should have a good understanding of adding / removing fields /
columns which need to be considered for runbook recommendation and parsing tickets for extracting inputs

parameters for runbook executions.

The next step is to configure the runbooks which contain the scripts / workflow for automated resolution of

tickets, which will be covered in the next exercise.
Lab Exercise 9 - Manage Runbooks

Scenario
Based on the analysis done earlier for identifying automation opportunities, you have identified that
significant number of incidents can be automated. MyCompany organization has asked for configuration of
runbooks which will enable automated resolutions of identified ticket categories. These runbooks are

created for the specific RBA tool by the RBA teams and configured by implementation teams.

In this lab, we will showcase the detailed procedure for managing the runbooks for ITPAM in iAutomate for

MyCompany organization.

Prerequisites
- Runbook Tool should be configured.
- Runbook metadata should be available in the prescribed format.

- Access to Super Admin / Org Admin credentials should be available.

Solution
1.  OpeniAutomate Web URL and login with Organization Admin credentials.

2. Goto Actions then Runbooks and click Manage Runbooks.
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Home > Runbooks > Manage Runbooks

Create & Map Runbook

Runbook Tool * Search Column * Search Text *

-Select- v -Select- v

Figure 233 - Manage Runbooks
3. Select Runbook Tool from dropdown.
4. You can download the template for filling in the metadata in Excel file by selecting Bulk Upload then

clicking on Download Template.

Create & Map Runbook [—|

Individual @ Bulk Upload

Runbook Tool * Bulk Upload

-Select- = Choose File  No file chosen L.Download Template

Cancel Upload

Figure 234 - Manage Runbook (Cont.)
5. Otherwise, click Choose File to upload the runbook if metadata sheet is already available. Click the

Upload button.

Individual @ Bulk Upload

Runbook Tool * Bulk Upload

Bigfix_tool 5 Choose File  iAutomate_..) (1) (2).xlsx

Cancel Upload

Figure 235 - Import Runbook

6. Users can enable or disable the automatic execution of multiple runbooks simultaneously by selecting

checkboxes corresponding to Runbooks. By offering this capability, this feature enhances the flexibility
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and control users have over their automation processes. It provides flexibility and control over the

execution process, ensuring that users can manage and schedule their automation tasks efficiently.

Upon Clicking Enable Auto Execution Runbooks Auto Execution Enabled Successfully message will

come on alert popup and Upon Clicking Disable Auto Execution Runbooks Auto Execution Disabled

Successfully message will come on alert popup.

Enable Auto Execution

[ Disable Auto Execution

O Auto Exec.. Y Runbook Name Y Runbook Description h

Copy the properties of existing user te new user to be created. Create New AD user and map

O N AD_Create._User_&_Mirror.. the properties of existing user.

0 N AD_Link_GPO_To_0U lLJ:II:SG((r)(:JuSp) ﬁu:z;y to Organisational Units(OUs) in AD. Connect Group Policy to Organisational
O N AD_Create_Organizational... create an organizational unit in an AD server. New QU to be created in AD.

O Y AD_Add_User_To_Group Add AD user to Given AD group. Addition of AD user to Existing AD Group.

O Y AD_Create_Group Create a new AD group. Create a group in an AD server. New AD Group to be created.

Figure 236 - Enable/Disable Auto Execution

Confirm

Runbooks Auto Execution Enabled Successfully

Figure 237 - Enabling Runbook Auto Execution

Alert

Runbooks Auto Execution Disabled Successfully.

Actions

(€]

2

[~

[

)

R

Figure 238 -Disabling Runbook Auto Execution

7. Runbook Saved Successfully message will come on an alert popup.

Lab Manual

146



Alert X

Runbook saved successfully

Next Recommended Page

Figure 236 - Runbook Saved Successfully

5.9.4 Conclusion
Post the completion of this exercise, you should have a good understanding of managing the runbooks

required to automate the ticket resolutions for a specific RBA tool.

The next step is to map the map the runbooks with the organization and its data source, which will be covered

in the next exercise.

5.10 Lab Exercise 10 - Map Runbooks

5.10.1 Scenario
MyCompany organization has asked for mapping the runbooks created in the previous exercise to the
organization created earlier so that when a specific type of ticket is fetched from the data source, a relevant

runbook is available in the repository for recommendation and execution.

In this lab, we will showcase the detailed procedure for mapping the runbook with MyCompany organization

and its data source.

5.10.2 Prerequisites
- Organization should be configured.
- Data Source should be configured.
- Runbook Tool should be mapped with the organization.
- Runbook Tool should have runbooks in the repository.

- Access to Super Admin / Org Admin credentials should be available.

5.10.3 Solution
1. OpeniAutomate Web URL and login with Organization Admin credentials.
2. Goto Actions then Runbooks and click Map Runbooks.
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HCL DRYICE &
< jAutomate a e 0 & o

® Homd Home > Runbooks > Map Runbooks

@ RBAC Organization® Module*

 Logs

@ Configuration s
Organization Runbooks  All Runbooks
& Runbooks ~

MaiagaRuBEGK To6l (] Runbook Name Y  Runbook Tool Y  Category Y  SubCategory Y Tags T
e Rur T

Manage Runbooks

Map Runbooks

Manage Execution Scope

Manage Rules
Schedule Runbooks L]
Create Runbook °

nventory Runbooks

Quick Links A

@ Help

Figure 237 - Map Runbooks
Select Organization and Module from respective dropdown list.
4. Click All Runbooks tab and select the runbooks to be mapped.

Once you select a runbook, it will be immediately moved to Organization Runbooks tab and removed

from All Runbooks tab.

5104 Conclusion
Post the completion of this exercise, you should have a good understanding of mapping the created

runbooks to an organization based on the scope.

The next step is to build the model which powers the recommendation system for recommending the

relevant runbooks based on incoming tickets. It will be covered in the next exercise.

51N Lab Exercise 11 - Build Model for Recommendation

5111 Scenario
To enable the recommendation of relevant runbooks based on the incoming tickets, MyCompany

organization has asked building the requisite models which powers the recommendation system.

In this lab, we will showcase the detailed procedure for building the model for powering the recommendation

system.

51.2 Prerequisites
- Organization should be configured.
- Runbook Tool should be configured.

- Data Source should be configured.
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- Access to Super Admin / Org Admin credentials should be available.

51.3 Solution
1.  OpeniAutomate Web URL and login with Organization Admin credentials.
2. Go to Configuration and click Build Models.

Home > Configuration > Bulld Models

Build Models: Refresh Search, Q

Organization T Modue Runtiook Tool Runbook Toal Type T staws Last Build Wodel Type T emaks

Inventory N Na NA Successiul 07/18/2024 08:36:35 AM Entity Miodel Model Crestion Successful
Inventary NA NA TPAM Quaued Recommend Madel

inventory NA NA ANSIBLE TOWER/AWX Succasstul 0716/2024 09:05:40 AM o Model Crestion Successf
Inventory N N BigFix Queved Recommend Madel

Imentory Na Na TPRM Queved Feedback Model

Inentory Na Na ANSIBLE TOWER/AWK Queued Feedback Model

Inventory N N BigFix Quaued Feedback Model

MyCompany N NA NA Successtul 07/16/2024 08:36:38 AM Entiy Madel Model Crestion Successful
MyCompany NA N NA Gueved Knowledge Rarking Model

(Fmcomaany Incsdent Management My_Tool AMSIBLE Inside Successful 07/18/2024 08:3 o Model Creation Success,

Figure 238 - Build Models

3. Ensure that you have three models appearing on the Build Model screen with respect to your
organization as mentioned below:
e Entity Model having organization information only.
e Recommendation Model having organization and module information only.

e Recommendation Model having organization, module and runbook tool information only.

Organization T  Module Runbook Tool Runbook Tool Type Y Status Last Build Model Type T Remarks Latest Version Published Ver..  Action
Inventory NA NA NA Successful 05/03/2024 Entity Model Model Creation Successful V1 vi .
12:14:22 PM v
Inventory NA NA ITPAM Suceessful 05/16/2024 Recommend Model Creation Successful. V1 v IR
021211 PM Model v
Inventory NA NA ANSIBLE TOWER/AWX  Successful 05/16/2024 Recommend Mode! Creation Successful v2 vz -
0

02:06:43 PM Model

Inventory NA NA BigFix Successful 05/16/2024 Recommend Model Creation Successful W2 V2 - Ry
0211:01 PM Model R

Inventory NA NA ITPAM Queued Feedback Model Vo va -
S

Figure 239 - Build Models (Cont.)

4, Click gear icon to build the Entity Model first. Once entity model build is successful, Recommendation
Model Build having organization, module and runbook tool information, needs to be triggered.
5. Once the build for Recommendation model is successful, you will get recommendations for incidents

landing into your console.

This actions on this screen are necessary whenever you are making changes to manage Runbook
page to rebuild models.
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514 Conclusion
Post the completion of this exercise, you should have a good understanding of building models for

recommendation system.

The next step is to enable error logging the data sources for sourcing the ticket related information which

will be covered in the next exercise.
5.12 Lab Exercise 12 - Enable Error Logging

5.12.1 Scenario
MyCompany organization has asked to enable error logging to capture the logs of all the errors for tracking

and governance purposes.

In this lab, we will showcase the detailed procedure for enabling error logging in iAutomate.

5.12.2 Prerequisites
e Access to Super Admin / Org Admin credentials should be available.

e jAutomate Web URL.

5.12.3 Solution
1. OpeniAutomate Web URL and login with Super Admin credentials.
2. Goto Logs and click Detailed Logging.

HCL DRYICE a 1 o e

iAutomate

@ Home Home > Logs > Component Logs
& RBAC

Component Logs  Ticket Evaluation Report ~ User Activity Logs
£ Logs

83 Detailed logging
@, Configuration v

Component Name * Date Range
& Runbooks
-Select- v 05/22/2024 - 05/22/2024 B

@ Advanced Configuration

£l Knowledge
Search Export Logs

Quick Links

Figure 240 - iAutomate Configuration

3. Select the checkbox for Detail Logging for Listener.
4. Select the checkbox for Detail Logging for Application.
5. Click Update to save the configuration.
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Detailed Logging X

Detailed Logging*

Dialled Logging For Listener 8 For Application & For Web API

Enables detailed logging, including info
logs.

Figure 241 - iAutomate Configuration (Cont.)

6. Go to Configurations and click Manage Jobs.

(=] No Queved SNOW Change Request Task Generic Service & O
o No Queued SNOW Incident Management  Ganeric Service (- S )
o No RunfecommendationMyCompany  MyCompany Queued SNOW Incident Management  iRecommend B & O
8] No Queved SNOW Incident Management  RBA Setvice B & C

Figure 242 - Manage Jobs

7. Selectajob, click © icon to modify the logging mode of Jobs.

a Enabl.. Y Name Y  Organization Y Status Y  ServiceName Y  ModuleName Y  ComponentNa.. Y  Action

o Yes Crawler NA Initiate NA NA Crawler I e
0 Yes Indexer NA In Progress NA NA Indexer B & 9
m]} Yes iAutomatePurgeData NA In Progress NA NA Generic Service B & 9

Figure 243 - Manage Jobs Action

8. Click Parameter.

Job Actions

General

Schedule

Parameter

Figure 244 - Job Action

9. Check the checkbox of LoggerState for detailed logging.

Lab Manual 151

| S



Job Actions X

General Parameter
Sehedule Parameter Name Parameter Description Value
This is to determine whether detailed logging is enabled
Parameter LoggerState oging
or not.
RetentionPeriodofDays This stores the Retention Period of Days for Log 3
This is to determine whether the log tables truncate or
IsTruncate .
Archive
DBConnectionRetryCount  This will return the database connection retry count 3
X This will return the database connection retry interval in
DBConnectionRetrylnterval 5

seconds

Figure 245 - Job Action (Cont.)
10. Click Save to apply configuration.
1. Repeat Steps 5 to 8 for all jobs.

5124 Conclusion
Post the completion of this exercise, you should have a good understanding of enabling detailed logging of
errors for all the jobs.

The next step is to enable access to iAutomate via a proxy, which will be covered in the next exercise.

513 Lab Exercise 13 — Manage Proxy

5.13.1 Scenario

MyCompany organization has internet access via proxy and needs to configure the same in iAutomate.

In this lab, we will showcase the detailed procedure for managing and configuring the proxy related

information in iAutomate.

5.13.2 Prerequisites
- Details about proxy URL should be available.
- Details about proxy port should be available.
- Details about proxy credentials should be available.

- Access to Super Admin credentials.

5.13.3 Solution
1. OpeniAutomate Web URL and login with Organization Admin credentials.

2. Goto Configuration and click Manage Proxy.
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Home > Configuration > Manage Proxy

Manage Proxy + AddNew |  Search Q

Organization Y  Proxy Address Y  ProxyPort Y  Proxy User Name Y Action

Figure 246 - Manage Proxy
3. Selectthe Organization from the dropdown. Type in the relevant information in Proxy IP Address, Proxy

Port, Proxy UserName, and Proxy Password.

Manage Proxy X

Organization * Proxy Address *

-Select- v

Proxy Port * Proxy User Name *

Proxy Password *

£2Add Password

Figure 247 — Manage Proxy (Cont.)

- Password- For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the value
field. Else if it is available in any Key Vault such as CyberArk then select Input Type as CyberArk and
then select any of the configured details from the value field. Else if it is available in Internal Secret
Manager then select Input Type as Internal Secret Manager and then select any of the configured

details from the value field.
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Secret Selector

Input Type

Input text

Value

..............

Show Password

Figure 248 - Password in Plaintext

Secret Selector

Input Type

CyberArk

Value

Test

Key
Description
ApplD

Safe

Folder

Object

Value

Test

Test

Test

Test

Test

Figure 249 - Password from Key Vault (CyberArk)
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Secret Selector %

Input Type
Internal Secret Manager b
Value
Teest -
Kay Valug
L Tast

Note: Password s in encrypled form

Figure 250 - Password from Internal Secret Manager

Secret Selector X
Input Type
Azure Key Vault v

Value

Test v

Key Value
Description Test

Secret Name Test

Cancel Save

Figure 251 - Password from Azure Key Vault

4. After adding proxy details in previous step, go to Configuration and click Manage Data Sources.
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Home > Configuration > Manage Data Sources

Manage Data Source
Search... Q
Organization Name T  Datasource Name Y  Module Name Y  Service Name Y  Actions
MyCompany MyCompany_DS Incident Management SNOW L

“ - M 1-10f1items

Figure 252 - View

5. Click Edit and go to Fetch Data Configuration.

Organization Name Y  Datasource Name Y  Module Name Y  Service Name Y  Actions

MyCompany MyCompany_DS Incident Management SNOW & 2 m

i« .. » 1-10f 1items

Figure 253 - Edit Data Source

6. Select checkbox against Proxy Required.

Organization Fetch Data Release Rules  Close Rules  InProgress Rules

Fetch Data Configuration

Connection Details Test Connection | @

URL*=@ Authentication Type * @
I, -
UserID* @ Password® @ | /2 Add Password
Request Method * @ Proxy Required [

GET v Enable

Figure 254 - Data Source: Proxy Required
7. Click Next and save Submit.

8. Go to Actions then Runbooks and click Manage Runbook Tool.
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1
@ Home Home > Runbooks > Manage Runbook Tool

B RBAC ~

Create & Map Runbook Tool
0 Logs
@ Configuratien v Q Search..
& Runbooks ~ Runbook Tool Name T Runbook Tool Type Y  Organization T Method Type T Action
Manage Runbook Tool Wy Toal ANSIBLE Inside MyCompany POST Z W
Manage Runbooks
" - . 1-10f1 nems

Map Runbooks

Manage Execution Scope

Manage Rules

Schedule Runbooks

Create Runbook

Inventory Runbooks

Ticket Flow

7% Tickets

Quick Links 2

Figure 255 - Manage Runbook Tool

9. Click Edit.
Runbook Tool Name Y  Runbook Tool Type Y  Organization Y  Method Type Y  Action
Bigfix_tool BigFix Dryice174 POST IZ2|

Figure 256 - Manage Runbook Tool (Cont.)

10. Select checkbox against Is Proxy Required.

Proxy Required Return Code Key *
Enabley I
Return Message Key * Toil Value(For Manual Execution) * [

Figure 257 - Manage Runbook Tool (Cont.)

M. Click Update.

5.13.4 Conclusion
Post the completion of this exercise, you should have a good understanding of managing and configuring
the proxy related information within iAutomate.
This concludes the Configuration module of iAutomate. Let's explore the end-to-end ticket flows, primarily

for the operational users in the next module.

5.13.5 Related Documentation

e iAutomate Configuration Guide
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e iAutomate Troubleshooting Guide
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6 Module 4 - End to End Ticket Resolution Flow

6.1 Introduction

This module covers the procedure for enabling end to end ticket flow - from sourcing the ticket information
from ITSM tool, recommending the relevant runbook based on ticket description and executing the runbook

for automated resolution.
6.2 Lab Exercise 1- Configure End to End Ticket Resolution Flow

6.2.1 Scenario
As part of the product implementation, iAutomate has been installed and configured within MyCompany
organization. In the earlier modules, identification of commonly occurring issues and configuration of
relevant runbooks has already been achieved. Now, the end-to-end ticket execution flow needs to be
enabled and configured so that MyCompany’s operation users can use the same for automated executions

and help in building the knowledge the system needs to move to an autonomous state slowly and steadily.

In this lab, we will showcase the detailed end to end flow for Ticket execution.

6.2.2 Prerequisites

- Users should have the roles and privileges of Organization Admin / Operational user and valid access

credentials.

6.2.3 Solution
1. OpeniAutomate Web URL and login with Organization Admin credentials.

2. Goto Actions and click Manage Jobs.

Jobs Archived Analysis Jobs Refresh Enable Jobs Disable Jobs

Figure 258 - Manage Jobs
3. Select the jobs mentioned in the list below and click Enable Jobs.

Table 7 - Job Types
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Job

Description

CollectincidentsMyCompany

Responsible for collecting Incidents from ITSM

RunRecommendationMyCompany

Responsible for Recommendation activity

RunParsingMyCompany

Responsible for Parsing activity

ProcessAutoMyCompany

Responsible for deciding if execution will happen in Auto or

manual mode.

ExecuteRunbookMyCompany

Responsible for triggering Runbook into RBA layer

ReleaseTicketsMyCompany

Responsible for releasing Ticket from iAutomate console.

4, All jobs are suffixed with MyCompany where MyCompany is your Organization Name.

Figure 259 - Manage Jobs (Cont.)

5. Logout and login with your Organizational Admin User ID.

6. To see the tickets landing in iAutomate, first we need to create a ticket in ServiceNow. Usually this is

done automatically in production environments where ServiceNow is integrated with Monitoring /

Event Management tools and auto-ticketing is enabled. For this lab, we will create the tickets manually

in ServiceNow.

7. OpenServiceNow URL. Enter the Username and Password. Please seek the URL information and access

credentials from the Instructor / ITSM team if you do not have it already.

8. Click Login.

Lab Manual

160



Welcome to
HCL Service Integration and
Management System

Log in to work on Tickets, Order things, Explore Knowledge Base or Report an

Issue

Figure 260 - HCL Service Integration and Management System Login Page

9. You will be redirected to the Home Page.

HCL Service Integration and Management System
J +  ITiLHomepage

Add content ITIL Homepage

Users by Location C ©: ()  Opentems by Escalation

(%

W (empty)=186 (23.22%)
B 3226baadacld55ebdOebE53c02649519 = 63 (7.87%)
(5.99%)

5Y

Figure 261 - HCL Service Integration and Management System Home Page
10. Search for Incident in the Filter navigator tab on top left of the page.

N. The Incidents screen appears.
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HCL Service Integration and Management System @ Dyiceuserl O (F (D) &

(7 incident | = Incidents [Self Service view] m Search  Number v | Search e 1 tolofl
T Alls Requester= -
— 7 quester = Dryice userL > Active =true
32 Q. = Number v = short description = Status = Urgency = Created
Self-service
(@  Incoowels CPUIs down In server 10.1.140.146 Assigned 3-Low 2019-08-2405:09:29
Incidents
Actons on selected rows... v 1 tolofl
Watched Incidents
Service Desk @

Incidents

Incident

Create New

Assigned to me

Open

Figure 262 - Incident Screen

12. Click the New button to create a new incident.

13. The Incident New Record screen appears and allows you to provide the below information.

Lab Manual

Select the source of information about incident from the Source pull-down list
Enter the Requester

Enter the Contact Number

Enter the Category of the Incident

Enter the Sub-Category of the incident

Enter the Assignment Group

Enter the user to which this incident will be assigned in the Assigned To field.
Enter the Cl details in the Affected CI.

Enter the Short Description of the ticket

Enter the detailed Description of the ticket
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< incident

Incidents
Watched Incidents
Service Desk
Incidents
Incident

ate New

Assigned to me

W Maior Incide

@

Please refer to the information sheet provided by the instructor which includes all the above

HCL Service Integration and Management System

= Incident

< = Newrecord

Number

% Requester
Company

Location

%k Contact Number
%k Category

% Subcategory
Business service

%k Affected I

% short description

Description

Assigned

INC0014915

— None -

— None -

In Progress

Pending

% Source

Status

Impact

Urgency

Priority

* Assignment group

Assignedto

@ Dryiceuserl ~

Resolved

- None—

New

3-low

3-Low

Priority 4

£ oo

Submit

Closed

1]

QR

Save

Figure 263 - Incident New Record Screen

information for the various use cases covered in this training.

14. Click Submit.

5 incident

Incidents

Incident

ate New

Assigned to me

HCL Service Integration and Management System

= Incident

< = Newrecord

Number

% Requester

Company

Location

 Contact Number

* Category

3K Subcategory

Business service

* Affected CI

% shortdescription

Description

Assigned

INC0014915

Dryice userl

9644722880

Storage Device

Storage Server

Smoke Storage

Disk utilization is high on server x.xx.x

Disk utilization is high on server xxxx

In Progress
| @ o
a
Q
a a0

Pending

%k Source

Status

Impact

Urgency

Priority

% Assignment group

Assignedto

@ Dryiceuserl ~

Resolved

Phone

New

3-low

3-Low

Priority 4

Drylce_CustomerGroupl

Dryice userl

£ oo

Submit

Closed

1]

QR

Save

Figure 264 - Incident New Record Screen

The incident is created as shown in the image below.
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HCL Service Integration and Management System

= naiens [ sewrn e

= Opened
Self Service
20190924

Incidents 05:20:19

= Short description

Disk utilization is high
0 Server txx

@ Dryice userl ~

W Ll ondiz b b [

QO L

SRequester  SPrioity  SStatus  SCategory = Assignmentgroup = Assigned

Dryice userl Priority 4 Assigned  StorageDevice  Drylce CustomerGroupl  Dryice user]

Figure 265 - Incident List

Once the ticket is created, login into iAutomate using the Org Admin/Operational User credentials to

see the tickets.

Go to Actions ->Tickets.

1 Home Home > Tickets
B RBAC v Organization
 Logs MyCompany
& Configuration . N
Open Tickets My Tickets  Assigned Tickets
& Runbooks v
iB Tickets Open Tickets
B Dashboard
Ticket Number Y Ticket Details
G Advanced Configuration
L Analysis v
RN Res
& Knowledge AR

4, Netbot Troubleshooting

Quick Links

LY

(]

Restart spooler service on windows server_BigFix

ows server_BigFix

Module

- Change Request Task
Released Tickets

Search. Q g B Auto Refresh

T Staws T Action

1-10f 1 nems

Moved To Manual Mode

Figure 266 - Tickets

Open Tickets tab appears.

In this section, you will see all the tickets satisfying the criteria mentioned in the Entry criteria as part

of Configuration.

164



Organization Module

MyCompany ¥ Change Request Task A
Open Tickets My Tickets  Assigned Tickets  Rel d Tickets
Open Tickets Search... a o Auto Refresh
Ticket Number Y TicketDetails T Status Y Action
(5 Sefect Runbook {51 knowledge Guide

Restart spooler service on windows server_BigFix
OO Restart spooler service on windows server_BigFix Maved To Manual Mode {5] Logs

(s 07/18/2024 10:12:00 AM

" --~ » 10 v items per page 1-10f 1items

£ Related Tickets

*Date Format - (MM/DD/YYYY humm:ss) in UTC

Figure 267 - Tickets (Cont.)
5. Click Release for any of the tickets in All Tickets tab, if you want to move the ticket from your queue to
business defined resolver group defined in the Manage Release Rules section of Configuration.
6. Click Select Runbook for any ticket in All Tickets tab if you want to trigger the automated resolution.

It will launch a popup window as shown below:

Ticket ID : INC0887335 X

Ticket Summary Date Time
This playbook will check the status the given service._SDK 06/10/2024 04:58:27 PM
Description

This playbook will check the status the given service._SDK

Select Runbook  View Logs Related Tickets Knowledge Guide

Runbook Name Description Confidence Score % SME Approved Action
This playbook will check the status
>heck Vit 1 23
v Check_Service_Linux the'glven aprvioe. N @ View SOP
Parameter Name Value
test
1234
t I it
p  Check Service_Linux2 Thia pimbaok il check the £1zhus 93 N 3 View SOP
the glven service.
This pl k will check the status
> Check_Service_Linux3 8 BRYDOOR U IO T Ny 93 N (3 View SOP

the given service.

‘« 4 n > M 1-3of3items

Figure 268 - Pop-Up of Automated Solution
You will see the recommended list of runbooks.
7. Click the down arrow on any of the runbooks which you think is relevant and all the parameters will be

automatically populated post parsing. You can go ahead and edit the parameters, if required.
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8. After ensuring that the parsed and extracted parameters are correct, click the Execute button to

execute the runbook. The ticket for which execution is in progress will appear in My Tickets tab.
9. GotoTickets and click My Tickets tab.

Organization

Module
MyCompany v Change Request Task v
Open Tickets My Tickets  Assigned Tickets Rel, d Tickets
My Tickets Search... Q o Auto Refresh
Ticket Number Y  Ticket Details Y Staws Runbook Y  Action

No data available.

“« “ n » w10 v items per page

*Date Format :- (MM/DD/YYYY hhimm:ss) in UTC

No items to display

Figure 269 - My Tickets

10. Users can view the tickets which are being executed automatically on the screen below.

Organization Module
MyCompany A Change Request Task v
Open Tickets My Tickets  Assigned Tickets Rel d Tickets
ey Tickats: Search... a ) @ AutoRefresh
Ticket Number Y TicketDetails Y Status Runbook T  Action
Restart spooler service on windows server_BigFix [ — o
CAT11 Restart spoaler service on windows server_BigFix Interaction D Generated ., \ <o ice Windows
[3 07/18/2024 10:12:00 AM {Run bock In Frogress)

{2 Knowledge Guide

“ - w10 v items per page

*Date Format - (MM/DD/YYYY humm:ss) in UTC

1-10f1items

Figure 270 - My Tickets (Cont.)

N. The ticket execution status can be viewed in the Logs section available at the bottom.
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6.24

Ticket ID : xxxxxx

Ticket Summary

Assignee
Preeti

Status

Description

Log DateTime

07/18/2024 01:17:14 PM

07/18/2024 01:17:14 PM

07/18/2024 01:16:58 PM

07/18/2024 10:18:13 AM

Conclusion

Restart spooler service on windows server_BigFix

Restart spooler service on windows server_BigFix

View Logs  Related Tickets

Runbook Details

Check_Service_Windows

Check_Service_Windows

Check_Service_Windows

Knowledge Guide

Logged By

Date Time

07/18/2024 10:12:00 AM

Interaction 1D
XXXXXXXXXXXXXXKX

Runbook Name

Check_Service_Windows

Status

Interaction ID Generated (R
un book In Progress)

Initiate Interaction

Initiated Manual Mode

Moved To Manual Mode

Move to Assignation Decisi

Figure 271 - Ticket Logs

Status Reason

Picked for Initiation of the
RBA interaction id

Initiated in Manual Mode

Runbook Auto Execution di
sabled

Remarks

Summary: Interaction Stat
e: 0, Is Failure Fatal: N, Initi
ation Retry Threshold: .. vie
w more

Initiated Runbook (RBA Uni
queld) Check_Service_Win

dows;Interaction ID: eb904

d14.. view more

Summary:Created Executio
n Id: 1;Initiated Runbook (R
BA Uniqueld) Check_Servic
e_W.. view more

Post the completion of this exercise, you should have a good understanding of viewing and executing the

tickets based on the recommendations provided by iAutomate.

This concludes this module. Let's see how we can optimize the models used by iAutomate for

recommendation as well as ticket clustering for more accurate identification of automation opportunities.

6.2.5
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Related Documentation

e jAutomate Configuration Guide

e iAutomate Troubleshooting Guide

e jAutomate User Guide
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7

7.

7.2

7.2.1

7.2.2

7.2.3

Module 5 - Model Optimization

Introduction

This module covers the procedure for optimizing the machine learning-based models used by iAutomate
components like iRecommend and iUnique for recommendation of relevant runbooks and ticket clustering,
respectively. This module becomes helpful when organizations feel that the accuracy of recommendations
needs further improvement. The issues could be related to model hyperparameters where configuration
manager might not have configured correct values before using the same in a production environment.

iAutomate provides configurational capabilities where user can define or select a combination of algorithms
and their parameter values. These values known as hyperparameter templates are used to check their
applicability in particular customer environment via Workbench Analysis. In workbench analysis, users can
upload a sample set of ticket descriptions to system and verify whether configured hyperparameters for
iRecommend and iUnique are providing accurate results. If results are not as expected, experimentation can

be done by changing the parameter values to arrive at an optimized model.

Let’s begin with the configuration of hyperparameters for iRecommend and iUnique.
Lab Exercise 1- Configure Hyperparameters foriRecommend and iUnique

Scenario
MyCompany organization has requested further optimization of models for the recommendation of
runbooks and ticket clustering used for identification of automation candidates. The scenario will remain

the same for all the exercises covered in this module.

In this lab, we will showcase the detailed procedure for configuring hyperparameters for iRecommend and

iUnique.

Prerequisites

- Users should have Organizational Admin or Super Admin credentials.

Solution
1.  OpeniAutomate Web URL and login with Super Admin credentials.
2. Go to Advance Configuration, click Hyperparameter Configuration. The Hyperparameter

Configuration page appears.
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@ Home

Home > Advanced Configuration

RBAC v
£ Logs Parameter Manage Parameter Master »
. " Configure Parameter Type

@ Configuration v Configure runbook parameters to parse incorming tickets. Igure Tarameter yp! »
3 Runbooks v Manage Parameter Configuration ~ »
3 Tickets Manage Column >
B3 Dashboard
@ Advanced Ci Hyperp Confi

g View »
k2 Analysis View, edit and/or manage hyperparameters for your organization.
{11 Knowledge
S Netbot Troubleshooting

iRecommend Rule Configuration
View »

Add rules and defi

from the ticket

gex to fine tune runbook

Figure 272 -

Manage Hyper Parameters

3. Select Recommendation or Unique Clustering component.

Home > Advanced Configuration > Hyperparameter Configuration > Hyperparameter Configuration View

REC(iRecommend)

Add rules and define regex to fine tune
runbook recommendation from the ticket
descriptions.

+ Template

KNW(Knowledge Service)

Configure the domains, collections and refine
knowledge search and analysis.

<+ Template @ View

UNIQ(Unique Clustering) UNIQS(Unique Script)

Create clusters to categorize the ticket data

for identification of automation
opportunities.

+ Template

AKNW(Advanced Knowledge
Service)

LSTNR(Generic Listener)

Provides relevant content from the repository
configured.

ET e

Figure 273 - Hyperparameter Configuration

4. Toadd a new template for Recommendation, click on [ﬂ’
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Clone Configuration X

Template Name *

POS tag weights(rba.pos.tagweights)
NQUN:0.50, VERB:0.20, ADJECTIVE:0.20, ADVERB:0.10

@BM25 Algorithm(hp.usebm?25)
K1(hp.bm25.k1)
15

b(hp.bm25.b)

0.2

POS Tagging(hp.usePOSweights)

TRUE

@N-Gram Similarity(hp.useNGramSimilarity)

N-Gram Similarity Weight(hp.NGramSimilarityWeight)

Figure 274 - Clone Configuration

5. Type the Template Name.
6. Type in the values for each of the following parameters:
o rba.pos.tagweights: It specifies the weightage for each tag that is the part of a speech in a ticket.

Refer to below table for default tag values.

Table 8 - Default Tag Values

Tag Default Value
Noun 0.50
Verb 0.20
Adjective 0.20
Adverb 0.10

The values defined in the table represent the default values. Users can change them based on the
requirement. The sum of these values must be 1.
o Usebm25: Use a toggle button with options such as True or False to enable this parameter.
Enabling this parameter prompts you to specify the values following parameters.
o Kl: The user can provide any value of less than 2.0. The Default value is 1.5.

o B:The user can provide any value of less than 1.0. The Default value is 0.2
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BBM25 Algorithm(hp.usebm25)
K1(hp.bm25.k1)
1.5

b(hp.bm25.b)

0.2

Figure 275 - Clone Configuration (Cont.)
o usePOSWeights: Uses true or false values to enable or disable rba.pos.tagweights parameter.
o NgramSimilarity: Administrators can activate or deactivate the functionality with the help of a
toggle button in terms of True or False.
o Selecting True prompts highlights the following parameters:
a. SimilarityWeight: Specifies the value for the combined weightage of bm25 and textrank score.
The value should be less than 1.
b. TextRank.n: Specifies the number of words to be considered for summarizing similarity weight.

The number should be equal to or greater than 1.

POS Tagging(hp.usePOSweights)
TRUE

EN-Gram Similarity(hp.useNGramSimilarity)

N-Gram Similarity Weight(hp.NGramSimilarityWeight)

0.4

Phrase length(hp.textrank.n)

2

Figure 276 - Clone Configuration (Cont.)
o EntityModel: Specifies whether to use the entity model or as True or False conditions for runbook
recommendation.
o KMeasure: Specifies the weightage given to the entity model and recommendation model for
runbook recommendation.
- Oindicates that the entity model will be used for runbook recommendation.
- lindicates that the recommendation model will be used for runbook recommendation.
- Between 0 and 1indicates that the recommendation model and entity model will be used for runbook

recommendation
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Entity Model(rba.includeEntityModel)

true

Recommendation to Entity Score Weightage(rba.similarity. Kmeasure)

0.8

Cancel Save

Figure 277 - Clone Configuration (Cont.)

7. Click Save.

8. Tocreate a template for Unique Clustering, click T next to the template selected for cloning.

9. The Clone Configuration page appears.

Clone Configuration X

Template Name *

uniq.bucket.threshold

0.70

Figure 278 - Clone Configuration

10. Type the Template Name. i.e. MyCompany_unique_v1".

Type in the value for Unig.bucket.threshold field carefully to set up the threshold value of the
bucket for runbook recommendation. Value of this parameter should be between 0O and 1.
If userincreases the threshold value, the number of buckets will increase, and user will find more
buckets with a similar description. If user decreases the threshold value, the different
descriptions may be assigned to a single bucket.

N. Click Save.
The new template is added and listed at the bottom of the template list. The templates created will be used

on the Workbench.

Conclusion
Post the completion of this exercise, you should have a good understanding of configuring the

hyperparameter templates for recommendation and Unique Clustering.

The next step is to perform the analysis to arrive at the optimal values of hyperparameters for iUnique which

will be covered in the next exercise.
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7.3 Lab Exercise 2 - Identify Optimal Values of Hyperparameters for iUnique

7.3.1 Scenario
MyCompany organization has requested further optimization of models for recommendation of runbooks
and ticket clustering used for identification of automation candidates. The scenario will remain the same for

all the exercises covered in this module.

In this lab, we will showcase the detailed procedure for analyzing and identifying optimal values of hyper

parameters for iUnique (Unique Clustering).

7.3.2 Prerequisites

- Users should have Organizational Admin credentials.

7.3.3 Solution
1.  OpeniAutomate Web URL and login with Super Admin credentials.
2. Go to Advance Configuration -> Workbench and click Unigue Analysis.

3. Click Add New Analysis. It will bring up Upload Workbench Data page.

Add New Analysis -]

QOrganization * Analysis Name *
MyCompany v Test

Runbook Tool Type * Select File *

ANSIBLETOWER v Choose File = CSV_TicketAnalysis_Template (7).csv & Download Template

Cancel Start Analysis

Figure 279 - Upload Workbench Data

4. Click Save.

5. Select Module as ‘Incident’”.

6. Type the Analysis Name.

7. Click Choose File to upload the sample tickets as per the provided template. The template can be
downloaded by clicking Download Template.

8. Select Hyper Parameter Template Version from the dropdown.

9. Click Start Analysis to begin the analysis for Unique Clustering.
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Alert X

Analysis created successfully. Enable job
(ProcessUniguetest) to view analysis.

Figure 280 - Analysis Created Successfully

On clicking Start Analysis, one job is created for Unique Analysis and another for Recommendation Analysis.
Newly added analysis is listed on the Manage lobs page.

1. Toenable ajob to view analysis, go to Actions -> Manage Jobs.

2. Select the newly added job for unique analysis with status as Queued.
3. Click Enable Jobs.
4

A confirmation message appears.

Alert X

Job Enabled Successfully.

Figure 281 - Confirmation Message

5. This adds the analysis and lists it in Unique Analysis page with status as In Progress.
6. Once the analysis is complete, status changes to Pending Verification. You can now validate the

results.

(Fesv ProcessUniquetest test Incident Management ANSIBLETOWER Pending Verification |

Figure 282 - Unique Analysis

7. Toanalyze the added unique analysis data, click ® next to analysis to be verified.
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Iteration No. Y  Parameter Template Y IsPublished T Action

1 BaselniqTemplate Yes

@

@
-

2 BaselniqTemplate No

BaselUnigTemplate

Figure 283 - Unique Analysis (Cont.)

Once you have verified the analysis results, you can publish the most optimized hyperparameter template.

8. Goto Advance Configuration -> Workbench -> Unique Analysis, click % next to the analysis user want

to publish.

Users can publish only successful iterations.

9. A confirmation dialog box appears. Click OK.

Alert pod

Iteration published successfully.

Figure 284 - Confirmation Message

7.3.4 Conclusion
Post the completion of this exercise, you should have a good understanding of identifying the most optimal

values of hyperparameters for Unique Clustering Analysis following multiple iterations.

The next step is to perform the analysis to arrive at the optimal values of hyperparameters for iRecommend

which will be covered in the next exercise.
74 Lab Exercise 3 - Identify Optimal Values of Hyperparameters foriRecommend

7.4.1 Scenario
MyCompany organization has requested further optimization of models for recommendation of runbooks
and ticket clustering used for identification of automation candidates. The scenario will remain the same for

all the exercises covered in this module.

In this lab, we will showcase the detailed procedure for analyzing and identifying optimal values of hyper

parameters for iRecommend (Recommendation).
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7.4.2 Prerequisites

- Users should have Organizational Admin credentials.

7.4.3 Solution
1. OpeniAutomate Web URL and login with Super Admin credentials.

2. Go to Advance Configuration -> Workbench and click Recommends Analysis.

@csv FetchUnigueRecommendationTestAnaly TestMockOrg Incident Management BigFix Successful |

Figure 285 - Workbench Recommendation Analysis

3. Go to Actions -> Manage lobs and enable the Recommendation Job. It starts with prefix

FetchUniqueRecommendation and includes your organization name.

Incident
a Yes ProcessUniqueWBAnalysis MyCompany Successful SNOW neiden Unique Clustering B ©
Management

(%)

Figure 286 - Recommendation Analysis (Cont.)

Before enabling recommendation job, ensure that the unique analysis for the organization for
whom you are adding the new iteration, is published. Then enable the recommendation job from
the Manage Jobs page.

4. Go to Advance Configuration -> Workbench and click Recommendation Analysis.

5. Click Run new Iteration to run a new iteration for Recommendation Analysis for MyCompany.

@csv FetchUnigueRecommendationTestAnaly.. ~ TestMockOrg Incident Management BigFix Successful |

Figure 287 - Recommendation Analysis (Cont.)

6. A popup window for Template Version(s) appears.

Template Version(s) X

Hyper Parameter Template

-Select- ~

Figure 288 - Template Version

7. Select a template from the Hyperparameter Template dropdown list.
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8. Click Run. A confirmation dialog box appears.

success ) ¢

lteration initiated successfully.

Figure 289 - Confirmation Message

The new iteration is added and appears at the bottom of the list in the grid below-

teration No. /  Parameer Template /  IsPublished ¥/ Action
1 BaseRecTemplate No ® f

2 New Rec_Template No ® f

Figure 290 - Addition of New lteration

9. Toview the recommendation analysis results, click @ next to analysis for MyCompany.

Iteration No. /7 Parameter Template §7  IsPublished 7 Action
1 BaseRecTemplate No ® f

2 New Rec_Template No ©® R

Figure 291 - View Analysis

10. Users can even validate and enrich recommendation results. Below figure shows list of relevant
runbooks for corresponding ticket categories. If you are fine with the recommendation results, then

proceed with publishing a hyperparameter configuration template.

Approve Confidence SOP
Status v Bucket Description v Runbook ivd Runbook v Score ivd Required v

® CPU Utilization Issue Windows High CPU Utilization @ [ [0} 91.00

Figure 292 - Enrich Recommendation

1. Go to Advance Configuration -> Workbench -> Recommendation Analysis. Click ¥ next to the analysis

for MyCompany to publish.
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teration No. &/ Parameter Template %/ IsPublished %/ Action

BaseRecTemplate No ® f

NewRecTemplate No e

Figure 293 - Publish Analysis

12. A confirmation dialog box appears.

13. Click OK.
success X
lteration initiated successfully.
Figure 294 - Confirmation Message
744 Conclusion

Post the completion of this exercise, you should have a good understanding of identifying the optimal values
of hyperparameters for Recommendation Analysis following multiple iterations.
This concludes this module covering the identification of optimal values of hyperparameters for

Recommendation and Unique Clustering.

Let’s see how a user can configure and use the Document Process and Analysis functionality in the next

module.

7.4.5 Related Documentation
e jAutomate Configuration Guide

e Automate Troubleshooting Guide
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81

8.2

8.21

8.2.2

8.2.3

Module 6 - Document Processing & Analysis

Introduction

This module covers the procedure for configuring internal and external knowledge repositories for
knowledge consumption. It helps all different types of users in performing knowledge search and analysis
to reduce MTTR for issues. iAutomate helps in exploring multiple data repositories and presenting relevant
knowledge articles based on the ticket descriptions or the user search queries for further consumption.

Let’s begin with the Configuration of Collections for Knowledge Search.

Lab Exercise 1- Configuration of Collections for Knowledge Search

Scenario
MyCompany organization is using Service Now as an internal knowledge repository which stores multiple
knowledge articles published over the years. MyCompany’s operational users have been finding it difficult
to search for relevant documents and the results are not relevant information based on user search queries

which is impacting the MTTR for incidents.

In this lab, we will showcase the detailed procedure for configuring knowledge sources and providing
relevant documentation for user search queries. We will create two collections - one for Service Now

(internal repository) and another for open domain sites (e.g. stackoverflow.com)

Prerequisites
- Users should have Super Admin credentials.
- Information about the Service Now repository and valid URL and access credentials.

- Information about the open domain websites which needs to be configured.

Solution
1.  OpeniAutomate Web URL and login with Super Admin credentials.

2. Goto Advance Configuration -> Knowledge and click Manage Collections.

Home)> Knowledge > Manage Collections

Manage Collections  Knowledge Analysis K g K Search

Collection Y  iscustom Y  Organization Y  Action

Figure 295 - Manage Collections

3. Click on Collections.
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4. Select Collection Type as Custom from list of collection types.

5. Select the Organization for which you are configuring the collections.

Home > Knowledge > Manage Collections

Manage Coll ledge Analysis dge Search
| =+ Collection Search... Q
Collection Y  iscustom Y  Organization Y  Action
testCollectionaMay v MyCompany 2 ® [
dscs ¥ MyCompany 2 ®m

Figure 296 — Manage Collections (Cont.)

6. Click +Collection tab.

7. The Add/Edit Collection page appears.

Add Collection

Collection Name * Collection Description Collection Type *

test Generic

Organizations

Search organization

Figure 297 - Add/Edit Collection

8. Type the Collection Name and Collection Description.
9. Click Save.

10. Repeat Steps 2 to 6 for creating a collection for open domain websites as well.
1. For configuring the ServiceNow Collection, perform the following steps -

a. On Add Collection pop up, click on Repository.
Name * Description * Enabled

Schedule Type *

-Select- v
Repository Type *
ServiceNow v
URL* UserName* Password*

Date Format - (MM/DD/YYYY htvmm) in UTC

Save

Figure 298 — Manage Repository

b. Click Add Repository.

c. Select Repository Type as ServiceNow. It will ask for additional details:
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d.

URL
Username
Password

After providing the information, click Save.

12. For configuring the Open Domain Sites Collection, perform the following steps:

On Manage Collections page, click next to collection corresponding to Service Now.

The Manage Repository page appears.

Click Add Repository.

Select Repository Type as WebURL. It will ask for additional details:

URL: Enter the URL of website to be crawled

Depth Level: Specify the depth to which documents should be crawled

RestrictDomain: Select this checkbox to filter for documents of same domain as mentioned in URL

After providing the information, click Save.

13. Once the collections are configured, you need to enable and start the crawler and indexer jobs. It will

start crawling and processing documents for configured repository.

Look for color code for configured repository. If it is green, then it has been crawled and
processed successfully.

14. Once configured repositories have been crawled and processed successfully, then user can search for

relevant documents based on search queries. To do that, go to Advance Configuration -> Knowledge.

156. Click Knowledge Search.

Manage Collections  Knowledge Analysis  Knowledge Search

Organization

MyCompany

w a” Advance Search

Figure 299 - Knowledge Search

16. Select Organization from the drop-down list, then type the search string (e.g. Machine) in the Search

box, and then click @ .

The search results are displayed in a grid below.
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8.3

8.3.1

8.3.2

8.33

Manage Collections Knowledge Analysis Knowledge Search

Organization

MyCompany

python
m| Q" Advance Search

10 Record(s) found

Python (programming language) - Wikipedia
https://en.wikipedia.org/wiki/Python_(programming_language)

D ory Type: DummyRepositoryType I n Name: DummyCollectionName
https://en.wikipedia.org/wiki/Python_(programming_language)

Python was conceived in the late 1980s by Guido van Rossum at Centrum Wiskunde & Informatica (CWI) in the Netherlands as a successor to the

ABC programming

Figure 300 - Knowledge Search Result

Conclusion
Post the completion of this exercise, you should have a good understanding of creating collections and
configuring the knowledge repositories, both internal and external.
In the next exercise, let's see how admins can analyze the documents or knowledge articles which are

present in Service Now and govern what all sites users are accessing to search for information.
Lab Exercise 2 — Configuration of Knowledge Analysis

Scenario
MyCompany organization is using Service Now as an internal knowledge repository which stores multiple
knowledge articles published over the years. MyCompany has requested a functionality through which its
admin users can analyze the documents or knowledge articles which are present in Service Now and govern

all sites are users accessing to search for information.

In this lab, we will showcase the detailed procedure for performing Knowledge Analysis. We will configure
the system to provide three different kinds of views to the admin user:

e Cluster View - depicts how similar documents have been clustered together.

e Document Similarity View — presents the list of similar documents to the selected document.

e Topic/Concept View - lists the conceptually relevant documents from the repository.

Prerequisites
- Users should have Super Admin credentials.

- Collections and Repositories should be configured in the system.

Solution

1. OpeniAutomate Web URL and login with Super Admin credentials.
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2. Goto Advance Configuration -> Knowledge and click Knowledge Analysis.

Manage Collecti K ledge Analysi Ki ledge Search

Organization * Collection * Repository *

-Select-

Figure 301 - Knowledge Analysis

3. Select the Organization for which you want to visualize the data (for e.g. MyCompany). Select the

Collection from where you want to fetch the data.

4. Select the Repository from the dropdown list and click Search.

The Search provides a clustered view of the documents present in the selected repository. The left

pane displays the cluster, and the cluster topics are displayed on the right pane as legends. The counts

appearing on each cluster represent the number of documents in each cluster.

10 Results found

® UNINe Learning PIaTIoNm Tor univer

# Social Impact | Empowering underser
@ Top Regularization To Avoid Overfit

o Free

@ Stanford University Online Courses

® Online Professional Certificate

® Machine learning! - Week 1: Introdu

® Coursera Online Course Catalog by T
@ University Online Courses | Courser
® Best Project Management Courses Onl

Figure 302 - Knowledge Search Repository

Selecting a cluster lists the documents associated with the selected cluster. These document details include

Document Title, Source URL of the documents, and the Document Summary.
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14 Results found

Best Project Management Courses Online with Certif... Q E

Best Accounting Courses Online with Certificates [2024] | Coursera
https://www.coursera.org/courses?query=accounting
Skills you Il gain Accounting, General Accounting, Financial Accounting, Business Analysis, Data Ana

view more...

IBM Al Developer Professional Certificate | Coursera
https://www.coursera.org/professional-certificates/applied-artifical-intelligence-ibm-watson-ai
This IBM Al Developer Professional Certificate will equip you with sought-after expertize in buildin
view more...

Best Google Courses Online with Certificates [2024] | Coursera
https://www.coursera.org/courses?query=google

Skills you Il gain Data Analysis, SQL, Programming, Business Communication, Spreadsheet Software, Bu
view more...

Figure 303 - Knowledge Search Results (Cont.)

Selecting a Document Title presents Similar Documents view, where it shows document information
including relevant Topics and Tags, Summary, and the List of all similar documents along with their similarity

percentage.

Document Information X

Title

Best Accounting Courses Online with Certificates [2024] | Coursera

All concepts
business  analysis  personality Il right career  general finding company  organization

view more...

Summary

Skills you Il gain Accounting, General Accounting, Financial Accounting, Business Analysis, Data Analysis, Financial Analysis,
Cash Management, Finance, Financial Management, Accounts Payable and Receivable, Cost Accounting, Inventory
Management, Accounting Software, Sales, Taxes. Skills you Il gain Leadership and Management, Accounting, Financial
Accounting, Finance, Financial Analysis, Business Analysis, Strategy, Financial Management, Marketing, Critical Thinking,
Decision Making, Data Analysis, General Accounting, Strategy and Operations, Market Analysis, Generally Accepted Accounting
Principles (GAAP), Taxes, Entrepreneurship, Management Accounting, Investment Management, Mergers & Acquisitions, Risk
Management, Communication, Market Research, Regulations and Compliance, Cost Accounting, Problem Solving, Digital
Marketing, Account Management, Accounts Payable and Receivable, Corporate Accouting, Marketing Management, Business

Nevelonment Rucinecae Prorece Mananement Nata Mananement Fynlaratory Nata Analveia Qtatictical Proarammina Media

Figure 304 - Document Information

You can also get the topic view for all documents for the selected cluster by clicking = on the search result
bar. This view represents list of relevant Topics arranged by order of their relevance in selected cluster. This

also allows you to find/select documents for a particular topic.
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Best Project Management Courses Online with Certif...
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Figure 305 - Document Selection

The numerical value against each term represents the frequency of occurrence of a particular term or topic

in a cluster.

Selecting a term list all the available documents containing the selected term.

4 Results found

Best Project Management Courses Online with Certif... management?

Best Project Management Courses Online with Certificates [2024] | Coursera
https://www.coursera.org/courses?query=project%20management
Skills you Il gain Project Management, Strategy and Operations, Leadership and Management, Communica

view more..

Salesforce Online Courses | Coursera

https://www.coursera.org/courses?query=salesforce

Skills you Il gain Sales, Customer Relationship Management, Salesforce, Sales Systems, Account Manag
view more..

Best Accounting Courses Online with Certificates [2024] | Coursera
https://www.coursera.org/courses?query=accounting

Skills you Il gain Accounting, General Accounting, Financial Accounting, Business Analysis, Data Ana
view more...

Best Cybersecurity Courses Online with Certificates [2024] | Coursera
https://www.coursera.org/courses?query=cybersecurity

Skills you Il gain Network Security, Python Programming, Linux, Cloud Computing, Algorithms, Audit,
view more...

o @ =

Figure 306 - View the list of Knowledge

8.34 Conclusion

Post the completion of this exercise, you should have a good understanding of performing analysis on

collections, repositories and the included documents and knowledge articles.

8.3.5 Related Documentation

e iAutomate Configuration Guide

iAutomate Troubleshooting Guide

iAutomate User Guide
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9 Module 7 - Configuration of Runbook Parameters

91 Introduction

This module covers the procedure for configuring runbook parameters. This is helpful in scenarios where the

runbook parameters are not being parsed and extracted correctly.
9.2 Lab Exercise 1- Configuration of Runbook Parameters

9.21 Scenario
MyCompany organization has already installed and configured iAutomate and it is running in production.
Based on the issues reported by the Operational users, they have observed that for some of the runbooks
the input parameter, IP address, is not being extracted in an accurate manner. They have requested to

resolve the issue.

In this lab, we will showcase the detailed procedure for solving this issue by changing the configuration of

runbook parameters.

9.2.2 Prerequisites
- Availability of regex expression for parsing an IP address - XXXXXXxx

- Users should have the requisite role, privileges and access credentials.

9.2.3 Solution
To resolves such issues, configurational changes are required to be done in following sections:
e Manage Parameter Master — Defines regular expression for parameter to be parsed. It should be
unique to parameter type.
e Configure Parameter Type — Defines type of parameter i.e. for IP address, parameter type is IP.
e Manage Parameter Configuration — Configure actual parameter which is being used in runbook
and should be parsed from ticket description.

e Update Runbook - Make changes to runbook configuration to whom parameter is associated.

1.  OpeniAutomate Web URL and login with Super Admin credentials.
2. To make the changes in Manage Parameter Master, perform the steps below:

a. Goto Advance Configuration->Parameter and click Manage Parameter Master.
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-

¢ HCLDRYicE . Q. 1@ X B

IAutomate
@ Home Home > Advanced Configuration
[E RBAC v
£ Logs Parameter
&, Configuration v Configure runbook parameters to parse incoming tickets
E8 Runbooks v

@ Advanced Configuration

& Knowled Hyperparameter Configuration
=l Knowledge

View, edit and/or manage hyperparameters for your organization.

iRecommend Rule Configuration

Add rules and define regex to fine tune runbook from the ticket

Quick Links

Manage Parameter Master »
Configure Parameter Type »
View »
View »

Figure 307 - Manage Parameter Master

b. Select Code from the drop-down list.

c. Click Create New Parameter.

Manage Parameter Master  Configure Parameter Type

Select Code

Parameter Type Regular Expression - Create New Parameter H Manage Order

Search... Q

Figure 308 - Create New Parameter

d. The Manage Parameter page appears.

Manage Parameter X

Fill in the details below to add/manage a parameter
Parameter Text*

TraceName

Parameter Value*
[a-zA-Z0-9]+[ {1} a-zA-Z0-9 J*[*, ]

Note: - Use $~§ as regex separator

Cancel Save

Figure 309 - Create New Parameter (Cont.)
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e. Enter the below mentioned attributes:
e Parameter Text - This is used to identify a new parameter i.e. GenericlPAddress
e Parameter Value - This describes the regular expression for a parameter under the selected code
€. XXXXXXXX
f. Click Save.
3. To make the changes in Configure Parameter Type, perform the steps below:

a. Go to Advance Configuration->Parameter and click Configure Parameter Type.

New Parameter Type
Search. Q

Parameter Type Id Parameter Type T  Parse Order T  User Friendly Name T Action

17 WebAppPool regex|proximity Description PG

18 SnapshotName regex Description &

19 VMESXHost regex Description 2 o

20 UserPassword regex Description 2

22 ADGroupName regex|proximity Description & W

23 DriveName regex Description

S
&

Figure 310 - Configure Parameter Type

b. Expand New Parameter Type. The Configure Parameter Type page appears.

Manage Parameter Master  Configure Parameter Type

New Parameter Type - |
Parameter Type * Parse By*
-Select- v
Regular Expression* Proximity Words*
-Select- v
Add
Default Field Name* Parse Order*
-Select- v | ~

Figure 311 - Configure Parameter Type (Cont.)
c. Enterthe following information:
o Define Parameter Type as ‘IP Address’.

o Select Parse by field value as "Only Regex” i.e. tickets will be parsed only using reqular expression.
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Parse By*

-Select- -

RegEx and Proximity

Only Regex
Only Proximity

Equal Search

Figure 312 - Configure Parameter Type (Cont.)

e Select value for Regular Expression field as "GenericlPAddress” which was added in section

Manage Parameter Master.

Regular Expression*

-Select- -

TraceName
GenericText

GenericlPAddress

GenericMumber

Figure 313 - Configure Parameter Type (Cont.)

o Value for Proximity Words field is optional as parse by type is "Only Regex”

Proximity Words*

Figure 314 - Proximity Words

e Select the Parse Order to prioritize the parsing methods i.e. In our case, Regex should come before

than proximity.

Parse Order*

RegEx I

Figure 315 - Parse Order
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e Selectvalue for Default Field Name as "Description” as this will be used for parsing IP address from
ticket description.
e Click Submit to save the new parameter.
4. To make the changes for configuration of an IP address for MyCompany organization in Manage
Parameter Configuration, perform the following steps:

a. Login with Organization Admin credential and Go to Advance Configuration->Parameter and

click Manage Parameter Configuration.

Manage Parameter Configuration -]
Select Organization * Data Source *
MyCompany - -Select-

Parameter Type *

-Select-

Change Order Field Parse By Parse Order Grid Details Index Level Action

Figure 316 - Manage Parameter Configuration
b. Select Organization from Organization field.
c. Select the Data Source from where the data will be fetched for parsing.
d. Select the Parameter Type as GenericlPAddress, to be used for data parsing.

This populates the existing configuration for the selected organization in a grid.

H

+ Add New Configuration

Change

Order Field Parse By Parse Order Grid Details Index Level Action

;l v Only Regex v == 1 o
(-]

Figure 317 - Existing Configuration

5. Click Add New Configuration. This adds a new row below the existing parameter configurations.
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8.
9.
10.

+ Add New Configuration

Index Level

Change

Field Parse By Parse Order Grid Details Action

- Only Regex - e 1 o]

L] [0

! )

4
LI 0] 4

(4

Figure 318 - Add New Configuration (Cont.)

Select a value for column Field. It defines what ticket information needs to be processed. It may be a

description or a short description.

Select a value for Parse By column value as Only Regex.
Select a value for Parse Order Grid Details columns as Regex.
Select Index Level value as 1.

Click Save to update the configured parameter.

Users can rearrange the order of parameter configuration using Change Order in the left column
of the parameter grid.

1.

A confirmation dialog box appears. Click OK.

Alert

Configuration saved successfully

Figure 319 - Confirmation Message

12. To update the runbook corresponding to the newly configured parameter i.e. IP Address, perform the

Lab Manual

following steps:

a. Go to Runbooks and click Manage Runbooks.
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S

Runbook Tool *

Bigfix_tool

Runbook Name

AD_Create_User_& Mirror_Existing_U...

AD_Link_GPO_To_OU

AD_Create_Organizational_Unit

AD_Add_User_To_Group

AD_Create_Group

Search Column *

-Select-

“ Searen

Search Text *

T Runbook Description T  Actions
Copy the properties of existing user to new user to be created. Create New AD user and map the properties of existing ® ¢ mW
user.
Link Group Policy to Organisational Units(OUs) in AD. Connect Group Policy to Organisational Units(OUs) in AD. @ £ W
create an organizational unit in an AD server. New OU to be created in AD. @ & m[
Add AD user to Given AD group. Addition of AD user to Existing AD Group. @ 2 W
Create a new AD group. Create a group in an AD server. New AD Group to be created. E[

Figure 320 - Manage Runbooks

b. Select value for Runbook Tool.

c. Click £ next to the runbook which need to be updated.

© Individual

Runbook Tool *

Bigfix_tool

Runbook Friendly Name *

AD_Link_GPO_To_OU

Runbook Path *

test

Bulk Upload

User Friendly Runbook Description*

Link Group Policy to Organisational Units(QUs). Connect Group Policy to

Update Frequency

15

Wait Frequency

30

Runbook Name *

Runbook SOP

Choose File

No file chosen

Runbook Recommend Description*

Link Group Policy to Organisational Units(OUs) in AD. Connect Group Policy to

Frequency Interval

| ss

Wait Frequency Interval

Response File Path

C:\templiautomate

Figure 321 - Manage Runbooks (Cont.)

d. Addrequired parameter i.e, IP Address as shown in below figure.

RunbookParamet...

18618

18619

18620

18621

Name
ad_gpo
ad_ou

ComputerName

Tenantld

Label
ad_gpo
ad_ou

ComputerName

Tenantld

Is Mandatory
True
True
True

True

Description
ad_gpo

ad_ou
ComputerName

Tenantid

Default Value

SRVAT0045

SRVAT0045

SRVAT0045

ActionSite

Field Type

Text
Text
Text

Text

Type IsCiBasedParame... ~ IsReadOnlyParam...

LocalUserName
LocalUserName
TargetName

Tenantld

Action

Edit

it

Delete.

Delete.

Delete.

Figure 322 — Add Parameter

e. Click Update to save the changes. A confirmation dialog box appears.
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Alert X

Runbook updated successfully.

Next Recommended Page

Figure 323 - Confirmation Message

9.24 Conclusion
Post the completion of this exercise, you should have a good understanding of re-configuring the runbook
parameters for more accurate extraction of input parameters from the relevant ticket fields, for passing it to

the runbook for execution.

9.25 Related Documentation
e jAutomate Configuration Guide

e Automate Troubleshooting Guide

10  Module 8 — Reporting Dashboard

10.1 Introduction

This module covers the procedure for configuring the dashboard which provides a complete view of the
system in your environment and helps spot trends in real-time. Each dashboard User Interface (Ul) element
can instantly provide additional data insights, including a platform to create reports using the preconfigured

widgets available on the dashboard.
10.2 Lab Exercise 1- Configuration of Runbook Parameters

10.2.1 Scenario
MyCompany organization has been using iAutomate for some time now. They are interested in knowing how
the product has been performing and other metrics like -
o Percentage of automated executions,
e Top used runbooks,

e Percentage of Successful executions, and many more.

In this lab, we will showcase the detailed procedure for viewing the details of dashboard and how end users

can consume the same.
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10.2.2 Prerequisites
- User should have the requisite role (Super Admin/Organizational Admin), privileges and access

credentials.

10.2.3 Solution
1. OpeniAutomate Web URL and login with Organization Admin credentials.

2. Onthe main menu bar, click Dashboard.

HCL DRYiCE G
< iAutomate ool hensioilades a o @& e
@ Home Resolution View  Ticket View  Runbook View ~MTTR View ROl
@ RBAC v
Resolution Distribution Resolution in Product
d Logs
0, L) 0 0, 0, Auto Manual overall
@ Configuration v 1 00 /o 0 /o 0 /o 0 /o 0 /o
0, 0, 0,
= N Mo | 5 gle mnle s 0% 100% 68.42%
S —— T S S S S — - Till date Till date Till date
B Tickets
[ Dashboard
Organization -Select- v Module Select v 06/08/2024 - 07/08/2024 E
@ Advanced Configuration
L= Analysis v Auto Resolution vs Manual Resolution o % Successful Handling %
£ Knowledge
9 Netbot Troubleshooting
No data available Resolution Rate %

Quick Links s

Figure 324 - Dashboard Menu

3. The Dashboard appears.

Auto Resolution vs Manual Resolution QL Successful Handling %
QA Search. 68.42%
Auto Resolved Count Manual Resolved Count Month 3
Resolution Rate %
] 39 May-24
" <-. " 1-10f1items

e Auto Manual

Figure 325 - Dashboard View
4, The Dashboard Filters allow users to narrow the range of one or more reports on the active Dashboard
tab. This filter lets you select a specific time frame, such as last month, current month, last quarter, or
a range of dates.
5. To configure a specific report, select the Organization from the drop-down list, then select the time
frame from the drop-down list of the Period, and then select the date range in the From Date and To

Date fields. For this exercise, select the current month.
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v 04/23/2024 - 05/23/2024 &

Today < [apr ~ |[2024 ~ ] [ may ~ |[2024 ~ |
Yesterday Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa
<
~ Current Week 1 2 3 4 5 6 1 2 3 4
7 8 9 10 11 12 13 5 6 7 8 9 10 1
Last Week
' 14 15 16 17 18 19 20 12 13 14 15 16 17 18
curent et 21 2(F]24 25 26 21 19 20 21 2 [
Last Month 28 29 30

Current Quarter
Last Quarter 2w 00w 00w Abv 11w 02w T v AL

Current Year
. Custom Range

04/23/2024 - 05/23/2024 Cancel Apply

Figure 326 - Dashboard

Automation Trends OIS
0, Search...
Month TotalCount ResolvedCount Automation%
May-24 77 11 53.25

4 ,.. M 1-1of 1items

Figure 327 - Dashboard (Cont.)

6. Widgets under Dashboard Filters are now divided into parts and placed across the screen in new Ul.

To check each one user can now directly go to that section and view the detailed description.

L‘ Lab Manual 195

f




Runbooks

Configured Inventory Runbooks Scheduled Runbooks Runbooks Active Last Runbook Executed

174 6371 2 28 o femere Vst

Lastrunbook added 05/15/2024  Runbook added (Last Release) 2748 Recuming 2 Onetime 05/06/2024 10:0808 AM
Organization = Dryice174 M Module | Incident Management - 04/23/2024 - 05/23/2024 B
Runbook View g L o Consolidated View ook

Figure 328 - Dashboard

7. You can view Ticket Handling details of report appearing on the Ul. To the Ticket Handling Details,
perform the following steps -

a. Click any visualization to view details of the Ticket Handling.

Tickets Handling View o Xk

@ Total Tickets Handled ([l Tickets Handled Successfully Successfully Resolved [l Successfully Transferred [l Tickets Failed

El Meeds igati [ ined Runbooks ([l Failure (Others/Misc)

Figure 329 - Tickets Handling View

b. The Ticket Handling View is displayed.
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10.2.4

Tickets Failed

TicketNu...

INCO8776...

INCO8776...

INCO8776...

Conclusion

Summary

Check the
status of
the given
service on
windows
server_SDK

Check the
status of
the given
service on
windows
server_SDK

Check the
status of
the given
service on
windows
server_SDK.

Is Recom... Max Thre... Executed ...
Y Check_Ser... Check_Ser..
Y Check_Ser... Check_Ser..
Y Check_Ser... Check_Ser..

Executed ...

Runbook
Name:
Check_Ser...
Recomme...
Threshold:
100.00

Runbook
Name:
Check_Ser...
Recomme...
Threshold:
100.00

Runbook
Name:
Check_Ser...

Recomme...
Threshold:
100.00

Is Runboo...

N

N

N

Figure 330 - Tickets Handling View (Cont.)

Queued On

05/20/2024
09:04:24:0...

05/20/2024
08:20:05:0...

05/17/2024
10:39:09:0...

Complete...

05/20/2024
09:06:06:0...

05/20/2024
08:21:38:0...

05/20/2024
08:15:57:0...

Post the completion of this exercise, you should have a good understanding of configuring the dashboard

by selecting from various preconfigured widgets from the Dashboard filters section.

10.2.5
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Related Documentation

e jAutomate Configuration Guide

e Automate Troubleshooting Guide
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n Support

To get support for this product, go to https://support.dryice.ai.

For any additional queries, please reach out to us at iAuto-Product-Supp@hcl.com.
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12  Appendix

121 List of Abbreviations
Table 9 - List of Abbreviations
Abbreviation Expansion
AD Active Directory
Al Artificial Intelligence
ITOPS IT Operations
ITSMS IT Service Management System
KEDB Known Error Database
SNOW ServiceNow
Lab Manual
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