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1.1

1.2

1.3

1.4

Preface

This section provides information about the HCL iAutomate Integration Guide and includes the following
topics-
— Intended Audience

— About This Guide

— Related Documents

— Conventions

Intended Audience

This information is intended for administrators authorized for configuring iAutomate and enable

integrations with various ITSM tools and Runbook Automation / Orchestrator Tools.

About this Guide

This quide provides instructions to enable integrations with various ITSM and Runbook Automation tools,

while configuring iAutomate.

Related Documents

The following documents can be referenced in addition to this quide for further information on the
iAutomate platform.

¢ iAutomate Configuration Guide

e iAutomate Troubleshooting Guide

e jAutomate Lab Manual

Conventions
The following typographic conventions are used in this document:

Table 1 - Conventions

Convention Element

Boldface Indicates graphical user interface elements associated with an action, or
terms defined in text or the glossary

Underlined Blue face Indicates cross-reference and links

/talic Indicates document titles, occasional emphasis, or glossary terms

Courier New (Font) Indicates commands within a paragraph, URLs, code in examples, and paths
including onscreen text and text input from users

Numbered lists Indicates steps in a procedure to be followed in a sequence

Bulleted lists Indicates a list of items that is not necessarily meant to be followed in a
sequence

Integration Guide
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2 iAutomate Overview

iAutomate is an Intelligent Runbook Automation product which is equipped with Artificial Intelligence,
Machine Learning and Natural Language Processing capabilities for simplifying and automating the IT
Operations issues resolution lifecycle including incidents, service request tasks, change request tasks and
events. It leverages its NLP capabilities for analyzing and understanding the context of a specific issue,
recommends the most relevant solution and even triggers the execution, thereby enabling Zero Touch
Automated Remediation. It also provides Al-driven Knowledge Recommendation by suggesting relevant
knowledge articles from various repositories, both internal and external, as and when required by human

agents.

When no runbook is available for automated remediation, it searches & downloads relevant executable

codes and scripts for subject matter expert to validate, customize, approve and publish for future use.

grensessnnsenna AlDriven Remediation [TV
Trigger alert in RCA Create
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Figure 1 - iAutomate Workflow

Intelligent automation powered by HCL iAutomate can make a tremendous impact in an enterprise

adjusting to the New Normal:
— Reduce Costs

e Achieve up to 30% reduction in service desk related costs
e Quick and High ROI
— Mitigate Risks

e Avoid operational risks and ensure compliance by avoiding critical outages
e Reduce escalations and improve SLA compliance by up to 20%

e Achieve up to 85% reduction in MTTTR

— Drive Efficiency

Integration Guide
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e Automate redundant tasks and let employees focus on more creative activities
o Reduce manual effort by 30% to 60%
e Improve customer satisfaction by up to 50% by providing faster incident and service request

resolutions.
— Rapid Time to Value

e Quick implementation in 6 to 8 weeks*
e Leverage 3000+ reusable and configurable runbooks out of the box

e Achieve zero-touch automation state in 4 to 5 months*

*Conditions Apply
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3

Integration Ecosystem

This section describes the different types of tools with which iAutomate can integrate for achieving end to
end issue resolution.
Primarily, iAutomate integrates with three types of tools -

— ITSMTools

The purpose is to fetch the ticket data from the IT Service Management tool to read / understand the
ticket and for making any changes to the ticket like updating the status, work notes, transferring to a
different queue or closing the ticket.

— ITSM Tools support

e ServiceNow

e BMC Remedy

e Cherwell ITSM

e BMC Remedyforce
e lJira

e ServiceXchange(SX)

— Event Management Tools

The purpose is to fetch the event data from the Event Management tool to understand the issue and

recommend / trigger the relevant runbook for remediation.

— Event Management Tools support
e Moogsoft
e Zenoss

— RBA / Orchestrator Tools

The purpose is to direct the RBA / orchestrator tools to trigger the runbook for resolving the incident, after
iAutomate has identified the appropriate runbook. iAutomate also continuously pulls the current status of

the execution from the RBA tool and reports it in its Logs section.
— RBATools support

e Broadcom CA ITPAM

e Microsoft System Orchestrator

e Ansible Tower / AWX

e Ansible CLI

e VMware vRealize Orchestrator (vRO)
e Microfocus Operations Orchestration
e ServiceNow Orchestration

e StackStorm

e Ansbile Inside

e BigFix
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e Jenkins

Subsequent sections will cover the integrations with these tools in detail.
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4 Integration with IT Service Management Tools

Any IT Service management tool acts as a data source for iAutomate from where it pulls the ticket data
and then performs appropriate actions for resolution. Thus, to enable integration with ITSM, it requires a
data source to be created as part of iAutomate configuration.

Given that the APIs for Incident Management, Service Request Tasks and Change Request Tasks are
different, a separate data source will have to be configured for each of the previously mentioned
cateqgories.

Before proceeding with the configuration related to Data Source creation, the user has to ensure that an
organization has been configured. If not done already, please refer to the Configuration Guide for the

same and create the organization before proceeding ahead.

4.1 Common Pre-requisite

e APl to Fetch tickets, Ticket in progress, Ticket Close, Ticket Release

e USER permission to query, modification on Tickets

4.2 Integration with ServiceNow

421 Incident Management

To fetch information about Incidents, usually, creation of a data source for Incident Management should
suffice. However, there could be scenarios where some additional fields / values are required from CMDB
for processing the tickets — recommending the relevant runbooks and parsing the tickets to extract
relevant parameters, for which separate data sources for CMDB Cl must be created. Here, we will cover the

procedure for creating both kinds of data sources.

To create a data source for Incident Management, perform the following steps:
1. Onthe left menu bar, click Configuration -> Manage Data Sources.
2. The Create Data Source (Plus Icon) page appears with the following tabs:
e Organization
e Fetch Data
Release Rules
— Close Rules (Optional - applicable only when the ticket closure status update is managed by
iAutomate directly instead of RBA tool)
— InProgress Rules (Optional - applicable only when the tickets in progress status updates is managed

by iAutomate directly instead of RBA tool)
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Organization  Fetch Data

Organization Details

Organization * @ Module * @

Select

Service * Integration Type * @
Ticket Managed by Product Job Data Source Name *

Closure

Unix Time Stamp @ Time Zone * @

@ Disabled

Figure 2 - Create Data Source

Release Rules are only applicable for the following Module types- Incident Management,
Change Request Task and Service Request Task. This tab will not be activated for other module

types.

3. Onthe Organization tab,

Integration Guide

Select the Organization Name from the dropdown.

Select the Module as Incident Management, since we are configuring this data source for pulling
the incident tickets.

Select the Service as Service Now Tool as we are configuring the data source for ServiceNow
Select the Integration Type as REST, since we will be integrating through REST APlIs.

Check Is Ticket Closure Managed by iAutomate job if you want iAutomate to manage the ticket
closure updates instead of the RBA tool. In this scenario, an additional tab Close Rules will be
activated for providing further details, steps for which are mentioned later.

Check “Is ticket InProgress Managed by iAutomate job* if you want iAutomate to manage the
tickets in progress status updates instead of the RBA tool. In this scenario, an additional tab
“InProgress Rules” will be activated for providing further details, steps for which are mentioned
later.

Select the Timezone to specify the time zone of the selected data source.

Click Next.
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Organization Details

Organization * @ Module * @
~ v
Service * Integration Type *
~ v
Ticket Managed by Product Job Data Source Name *
Closure[q InProgressfi
Unix Time Stamp @ Time Zone *
Disabled v

Figure 3 - Create Data Source (Cont.)

Organization  Fetch Data  Release Rules Close Rules  InProgress Rules

Organization Details

Organization * @ Module * @
Service * [ Integration Type * [
Ticket Managed by Product Job Data Source Name * [
Closured InProgress(zl
Unix Time Stamp [ Time Zone * [

Disabled

Figure 4 — Create Data Source (Cont.)

4. On the Fetch Data tab, type in the details as per the environment.
In the Connection Details section, enter the following details:

— URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the data is
fetched, and the order by and so on. It is dependent on the URL or API provided by the tool.

— Sample URL -

dated on<=#EndDate#"ORDERBYsys updated on

— Authentication Type - Select one of the Authentication Types from Basic / Windows, OAuth 2.0.
— Selection of Basic / Windows requires you to enter -

o Userld

o Password.
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— Selection of OAuth 2 requires you to enter -

o Userld
o Password
o Authentication URL

— Request Method - Select GET, POST or PUT as the Request method as per the URL configured.
— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Connection Details Test Connectior

URL * Authentication Type *

[ 1 BasicAuth

User ID* [@ Password*

—————

Request Method * @ Proxy Required [

GET Enable

Figure 5 - Create Data Source (Connection Details)

— For password, click on the icon next to it. If the password is available in plaintext, then select Input
type as Input Text and enter the password in Value field. Else if it is available in any Key Vault such as
CyberArk or Secret Manager then select Input Type as CyberArk or Secret Manager respectively and
then select any of the configured details from the value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the

value field.
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Secret Selector X

Input Type
Input text v
Value

Show Password

Figure 6 - Password in Plaintext

Secret Selector X

Input Type

CyberArk v

Value

CASNOWPassword v

Key Value

Description
AppID

Safe

Folder

Object

Cancel Save

Figure 7 - Password from Key Vault (CyberArk)
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Secret Selector

Input Type

Internal Secret Manager

Value
SNOWPassword v
Key Value
Key Password

Password |

Note: Password is in encrypted form.

Cancel

Save

Figure 8 - Password from Key Vault (Secret Manager)

Secret Selector
Input Type
Azure Key Vault v
Value
AzSNOWPassword v
Key Value
Description AzSNOWPassword
Secret Name SNOWPassword

Figure 9 - Password from Azure Key Vault

— Request Authentication Parameters - If the user has additional parameters, click Add Authentication

Parameters under the Request Authentication Parameters tab.

Based on the Authentication Type, add the parameters mentioned in the below table -
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Authentication Type Key Value Is Encrypted? Is Key?
OAuth2.0 username <username> NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES

Request Authentication Parameters

Note: Add parameter Key as 'RequestBody' to send information in request body for token.

Key

username

‘ password

* AuthMethod

 AuthPrefix
client_id

‘ TokenKey
ResponseType

grant_type

client_secret

Value

<username>

<password>

POST

Bearer

<clientiD>

access_token

JSON

Password

<clientsecret>

+ Add Authentication Parameters J[ [ii Delete All ]

Is Encrypted )

(@]

(@]

(@]

Key [ Action

Figure 10 - Create Data Source (Request Authentication Parameters

for OAuth2.0)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.q., for the URL entered earlier, please populate the below inputs:
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Url Path Parameters

URL parameters will show here.

Key Value Type Value
#Columns# ‘ Text v ‘ number,sys_updated_on,description,short_description,assignment_group,incident_state,c
#StartDate# ‘ SQL UDF v @@GetFromDateTimeUsingincidentModifiedDate

#EndDate# ‘ SQL UDF v ‘ (@@GetToolCurrentDateTime

Figure 11 - URL Path Parameters

— Request Header Parameters — Please enter the request header parameters as required.
— Request Body - Please enter the request body for the configured URL, if applicable.
— Response Body - In this section, please enter the output of URL query for one of the incidents in

JSON format. A sample response is mentioned below -

After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.
— Mandatory Parameter Mapping - Please map the mandatory parameters to the respective values as

mentioned in the screenshot below:

Table 3- Sample Mandatory Parameter Mapping
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Key Value Type Value

TicketNumber ISON.Keys result.0.number
Summary ISON.Keys result.0.short_description
Description JSON.Keys result.0.description
CreationDate ISON.Keys result.0.sys_created_on
StatusCode JSON.Keys result.0.incident_state
ResolvedDate ISON.Keys result.0.closed_at
LastModifiedDate ISON.Keys result.0.sys_updated_on

Mandatory Parameter Mapping [

Key Value Type Value

TicketNumber JSON Keys result.0.number

Summary JSON Keys result.0.short_description

Description JSON Keys result.0.description

CreationDate JSON Keys result.0.sys_created_on

StatusCode JSON Keys result.0.incident_state

ResolvedDate JSON Keys result.0.closed_at

LastModifiedDate JSON Keys result.0.sys_updated_on

Add Response Parameter Delete All

If you need to add Optional parameters, click Add Response Parameter to add more parameters. For our

purpose, we will be adding a couple of extra parameters, as mentioned below, as we need them in the later

Figure 12 - Mandatory Parameter Mapping

section.
Table 4 - Sample Optional Parameters
Key Value Type Value
AssignedGroup JSON.Keys result.0. assignment_group.value
Coll JSON.Keys result.0.sys_id
Optional @
Key Value Type Value Action

AffectedClUniqueld JSON Keys result.0.cmdb_ci.value 0]

AssignedGroup JSON Keys result.0.assignment_group.value |

Col1 JSON Keys result.0.sys_id |

Back

Next

Figure 13 - Optional Parameter Mapping

6. Click Next to proceed to Release Rules Configuration.
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On the Release Rules tab, type in the details as per the requirement.

In the Connection Details section, enter the following details:

URL - Type the URL of the selected service type to release the ticket. It contains the placeholders
that display the parameters based on the applied clause and is dependent on the URL or API
provided by the tool.

Sample URL - https://<URL>.service-now.com/api/now/table/incident/#incident#

Authentication Type - Please enter the information in line with the Authentication type configured
for fetching data configuration previously.

User Id: Enter the user id for the configured ITSM.

Password: For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the
value field. Else if it is available in any Key Vault such as CyberArk or Secret Manager then select
Input Type as CyberArk or Secret Manager respectively and then select any of the configured details

from the value field.

Secret Selector X
Input Type
Input text v
Value
............ o |

Show Password

Figure 14 - Password in Plaintext

Integration Guide

38



Secret Selector X

Input Type
CyberArk v
Value
CASNOWPassword ¥
Key Value
Description test
AppID test
Safe test
Folder test
Object test

Figure 15 - Password from Key Vault (CyberArk)
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Secret Selector X

Input Type
Internal Secret Manager v
Value
SNOWPassword v
Key Value
Key Password
Password | o I |

Note: Password is in encrypted form.

Cancel Save

Figure 16 - Password from Secret Manager

Secret Selector X

Input Type

Azure Key Vault a f

Value

AzSNOWPassword v

Key Value
Description AzSNOWPassword

Secret Name SNOWPassword

Figure 17 - Password from Azure Key Vault

— Request Method - Select Request Method as PUT from the drop-down.
— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.
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Organization  Fetch Data  Release Rules Close Rules  InProgress Rules

Release Rules Configuration

Connection Details [PTest Connection |@

URL* @ Authentication Type * @

I | cesiouun v

UserID* [@ Password* [ | / Add Password

Request Method * [@ Proxy Required [&

PUT v ‘ Enable

Figure 18 — Release Rules (Connection Details)

URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.q., for the URL entered earlier, please populate the below inputs:

Url Path Parameters

URL parameters will show here.

Key Value Type Value

#incident# Table.Columns bd Col1 o

Figure 19 - Release Rules (URL Path Parameters)

Request Header Parameters - Please enter the request header parameters as required.
Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below:
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Request Body

Provide expected JSON formatted request body in the textbox and enclose the values with ## that need to be changed dynamically.

{
"assignment_group”: "#AssignmentGroup#",
"work_notes": "#worknotes#"

Key
#AssignmentGroup#

#worknotes#

Figure 20 — Release Rules (Request Body)

— Response Body - In this section, please enter the response body in JSON format. A sample response

is mentioned below:
Response Body -

{ "result" : "#success#" }

Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired
type to fetch the value dynamically.

{"result”: "#success#" }

Key Value Type Value

#success# Text 7 ok

Figure 21 - Release Rules (Response Body)
— Response Key Value mapping can be done as per the below table:

Table 5 - Sample Response Key Value Mapping

#success# Text OK

9. On Close Rules tab, type in the details as per the requirement. Check Same as Release if similar
configurations as mentioned in "Release Rules Configuration” are required, else proceed ahead.

10. In the Connection Details section, enter the following details:

— URL - Type the URL of the selected service type to release the ticket. It contains the placeholders
that display the parameters based on the applied clause and is dependent on the URL or API
provided by the tool.

— Sample URL - https://<url>.service-now.com/api/now/table/incident/#incident#

— Authentication Type - Please enter the information in line with the Authentication type configured
for fetching data configuration previously.

— UserId: Enter user id for the configured ITSM tool.
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— Password: For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the
value field. Else if it is available in any Key Vault such as CyberArk or Secret Manager then select
Input Type as CyberArk or Secret Manager respectively and then select any of the configured details

from the value field.

Secret Selector X

Input Type

Input text ¥

Value

Show Password

Figure 22 - Password in Plaintext
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Secret Selector ¥

Input Type

CyberArk v

Value

CASNOWPassword ¥

Key Value

Description
AppID

Safe

Folder

Object

Cancel Save

Figure 23 - Password from Key Vault (CyberArk)
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Secret Selector %

Input Type

Internal Secret Manager v

Value

SNOWPassword 4

Key Value

Key Password

password | |

Note: Password is in encrypted form.

Figure 24 - Password from Secret Manager

Secret Selector X

Input Type

Azure Key Vault 4

Value

AzSNOWPassword v

Key Value

Description AzSNOWPassword

Secret Name SNOWPassword

Figure 25 - Password from Azure Key Vault

— Request Method - Select Request Method as PUT from the drop-down.
— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.
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Organization Fetch Data Release Rules Close Rules InProgress Rules

Close Rules Configuration U Same as Release ED
Connection Details 6]
URL* @ Authentication Type * @

User ID * @ Password* @| / Add Password

Request Method * @ Proxy Required @

- PUT v| | | Enable

Figure 26 - Close Rules (Connection Details)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:

Url Path Parameters

URL parameters will show here.

Key Value Type Value

#incident# Table.Columns v Col1 v

Figure 27 - Close Rules (URL Path Parameters)

— Request Header Parameters - Please enter the request header parameters as required.

— Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below:
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Request Body

Provide expected JSON formatted request body in the textbox and enclose the values with ## that need to be changed dynamically.

l
“incident_state™ "6,
"work_notes": "#worknotes#"

)

Key

#worknotes#

Figure 28 - Close Rules (Request Body)

— Response Body - In this section, please enter the response body in ISON format. A sample response

is mentioned below:
Response Body -

{ "result" : "#success#" }

Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired

type to fetch the value dynamically.

{"result": "#success#" }

Key Value Type Value

#success# Text ok

Figure 29 - Close Rules (Response Body)
— Response Key Value mapping can be done as per the below table:

Table 6 - Sample Response Key Value Mapping

#success# Text

OK

N. On InProgress Rules tab, type in the details as per the requirement. Check Same as Release if similar

configurations as mentioned in “Release Rules Configuration®” are required, else proceed ahead.

12. In the Connection Details section, enter the following details:

— URL - Type the URL of the selected service type to release the ticket. It contains the placeholders

that display the parameters based on the applied clause and is dependent on the URL or API

provided by the tool.

— Sample URL - https://<url>.service-now.com/api/now/table/incident/#incident#

— Authentication Type - Please enter the information in line with the Authentication type configured

for fetching data configuration previously.

— UserId - Enter the user id for the configured ITSM tool.
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— Password - For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the
value field. Else if it is available in any Key Vault such as CyberArk or Secret Manager then select
Input Type as CyberArk or Secret Manager respectively and then select any of the configured details

from the value field.

Secret Selector X

Input Type

Input text v

Value

Show Password

Cancel Save

Figure 30 - Password in Plaintext
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Secret Selector X

Input Type

CyberArk

Value

CASNOWPassword

Key

Value

Description
AppID

Safe

Folder

Object

Cancel Save

Figure 31 - Password from Key Vault (CyberArk)

Secret Selector X

Input Type

Internal Secret Manager

Value

SNOWPassword

Key Value

Key Password

Password | |

Note: Password is in encrypted form.

Figure 32 - Password from Secret Manager
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Secret Selector X

Input Type

Azure Key Vault g

Value

AzSNOWPassword \

Key Value

Description AzSNOWPassword

Secret Name SNOWPassword

Figure 33 - Password from Azure Key Vault

— Request Method - Select Request Method as PUT from the drop-down.
— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

[ P L_|
Organization  Fetch Data Release Rules Close Rules TnProgress Rules
InProgress Rules Configuration I Same as Release (1 I
Connection Details HTest Connection (@
URL* @ Authentication Type * @
| L
1 BasicAuth v
User 1D * @ Password* @ | /2 Add Password
Request Method * @ Proxy Required @
PUT w Enable
I n |

Figure 34 - InProgress Rules (Connection Details)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:
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Url Path Parameters

URL parameters will show here.

Key Value Type Value

#incident# Table.Columns ¥ ‘ ‘ Col1

Figure 35 - InProgress Rules (URL Path Parameters)

Request Header Parameters - Please enter the request header parameters as required.

Request Body - In this section, please enter the request body in ISON format. A sample request is

mentioned below:

Request Body

Provide expected JSON formatted request body in the textbox and enclose the values with ## that need to be changed dynamically.

{
“incident_state": "2",
“work_notes": "#worknotes#"

)

Key

#worknotes#

Figure 36 — InProgress Rules (Request Body)

Response Body - In this section, please enter the response body in JSON format. A sample response

is mentioned below:
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Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired
type to fetch the value dynamically.

{"result” : "#success#" }

Key Value Type Value

#success# Text

ok

Figure 37 - InProgress Rules (Response Body)

Response Key Value mapping can be done as per the below table:

Table 7 - Sample Response Key Value Mapping

#success#

Text OK

13. Click Save to add the data source.

To bring the tickets within iAutomate scope, a specific queue needs to be configured in the ITSM tool and

the same has to be configured in iAutomate. This is achieved through Manage the Entry Criteria. Please
perform the below steps -

1. Go to Configuration and click Manage Data Sources.

2. On the Data Sources tab, click = next to the data source that user wants to manage. Manage Entry
Criteria screen appears.

‘Organization Name T Datasource Name T Module Name hd Service Name T Actions

— — incident Managemen sow Q
=-_____________________________________________________________________________________________.n

Figure 38 - Manage Entry Criteria

3. Select 'AssignedGroup’ for the Column field and ‘equals to’ for the Operator field
4, Enter the sys_id of the assignment group in ServiceNow in the Value field.

5. Clause and Sub-Clause fields can also be added based on requirement.

Manage Entry Criteria

Column Operator Value Clause Sub Clause

AssignedGroup v equalsto v

my_assignment_group

Figure 39 - Manage Entry Criteria (cont.)
6. Click Save.
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To use the field values of CMDB ClI for the purpose of Recommendation and Parsing by iAutomate services,

two data sources need to be created.

To create a data source for CMDB CI, please refer to Create Data Source for Incident Management.

To create a data source for CMDB CI, perform the following steps:

1.  On the left menu bar, click Configuration -> Manage Data Sources.

2. The Create Data Source page appears with the following tabs:

Organization

Fetch Data

Organization  Fetch Data

Organization Details

Organization * @ Module * @)

MyCompany v CMDB CI v

Service * [@ Integration Type * @
ServiceNow e REST API v
Data Source Name * [ Unix Time Stamp @

MyCMDBDataCourceName Disabled

Time Zone * @

GMT (Greenwich Mean Time GMT+00:00) v

Cancel Next

Figure 40 — Create Data Source - CMDB CI

Release Rules is only applicable for the following Module types:

- Incident Management,

- Change Request Task and

- Service Request Task. (This tab will not be activated for other module types.)

3. On the Organization tab-

Select the Organization Name from the dropdown.

Select the Module as CMDB Cl, since we are configuring this data source for using its field value
for the incidents.

Select the Service as Service Now Tool as we are configuring the data source for ServiceNow
Select the Integration Type as REST, since we will be integrating through REST APlIs.

Select the Timezone to specify the time zone of the selected data source.

Select Timestamp to view the present data with date and time.

Click Next.
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Organization Details

Organization * Module *

MyCompany v CMDB Cl v
Service * Integration Type *

ServiceNow ™ REST API ™
Data Source Name * Unix Time Stamp

MyCMDBDatasource Disabled

Time Zone * [

GMT (Greenwich Mean Time GMT+00:00) v

Figure 41 - Create Data Source - CMDB CI (Cont.)

Organization Details

Organization * Module *

MyCompany M CMDB CI M
Service * [{@ Integration Type * [@

ServiceNow v REST API v
Data Source Name * Unix Time Stamp

MyCMDBDatasource Disabled

Time Zone * [{]

GMT (Greenwich Mean Time GMT+00:00) ~

Cancel Next

Figure 42 - Create Data Source - CMDB CI (Cont.)

4. On the Fetch Data tab, type in the details as per the environment.
In the Connection Details section, enter the following details:

— URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the data is
fetched, and the order by and so on. It is dependent on the URL or API provided by the tool.

— Sample URL -

https://<url>?sysparm_fields=#Columns#&sysparm query=sys updated on>=#StartDate#"sys up

dated on<=#EndDate#”~ORDERBYsys updated on

— Authentication Type - Select one of the Authentication Types from Basic / Windows, OAuth 2.0
— Selection of Basic / Windows requires you to enter -

o Userld
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o Password

— Selection of OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

— Request Method - Select GET, POST or PUT as Request Method as per the configured URL.
— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Organization  Fetch Data

Fetch Data Configuration

Connection Details Test Connection | &

URL* @ Authentication Type * [
http://my_host BasicAuth ~

UserID * @ Password* [

myUser 4> Add Password

Request Method * Proxy Required @

GET v Enable

Figure 43 - Create Data Source - CMDB CI (Connection Details)

— Password - For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the
value field. Else if it is available in any Key Vault such as CyberArk or Secret Manager then select
Input Type as CyberArk or Secret Manager respectively and then select any of the configured details

from the value field.
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Secret Selector

Input Type

Input text v

Value

Show Password

Figure 44 - Password in Plaintext

Secret Selector X

Input Type

CyberArk v

Value

CASNOWPassword v

Key Value
Description
AppID

Safe

Folder

Object

Figure 45 - Password from Key Vault (CyberArk)
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Secret Selector X

Input Type
Internal Secret Manager v
Value
SNOWPassword v
Key Value
Key Password
Password

Note: Password is in encrypted form.

Cancel Save

Figure 46 - Password from Secret Manager

Secret Selector X

Input Type

Azure Key Vault v

Value

AzSNOWPassword v

Key Value

Description AZSNOWPassword

Secret Name SNOWPassword

Cancel Save

Figure 47 - Password from Azure Key Vault

— Request Authentication Parameters - If the user has additional parameters, click Add Authentication

Parameters under the Request Authentication Parameters tab.
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— Based on the Authentication Type, add the parameters mentioned in the below table:

Table 8 - Sample Authentication Parameters - CMDB CI

Authentication Type Key Value Is Encrypted? Is Key?
OAuth2.0 username <username> NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES

Mote: Add Key as

™ Request Authentication Parameters

to send

Key

usermame

password

Authhethod

m AuthPrefix

client_id

TokenKey

ResponseType

grant_type

client_secret

Value

<usernames=

<password>

POST

Bearer

<client|D>

access_token

JSON

Password

<clientsecrel>

-
[ + Add Authentication Parameters ” [i] Delete All }

in request body for token.

Is Enerypted 1]

Is

Key @ Action

Figure 48 - Create Data Source ~-CMDB CI (Request Authentication
Parameters for OAuth2.0)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:
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Url Path Parameters

URL parameters will show here.

Key Value Type Value
#Columns# Text v I number,sys_updated_on,sys_id,sys_created_on,short_description,description,state,due_de
#StartDate# \ SQL UDF ~ ‘ ‘ (@@GetFromDateTimeUsingSRTaskModifiedDate ‘

#EndDate# \ SQL UDF ™ ‘ ‘ @@GetToolCurrentDateTime

Figure 49- URL Path Parameters - CMDB CI

Request Header Parameters - Please enter the request header parameters as required.
Request Body - Please enter the request body as per the configured URL, if applicable.
Response Body - In this section, please enter the output of URL query for one of the incidents in

JSON format. A sample response is mentioned below:

After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.
Mandatory Parameter Mapping - Please map the mandatory parameters to the respective values as

mentioned in the screenshot below:
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Table 9- Sample Mandatory Parameter Mapping - CMDB ClI

Key Value Type Value
ToolClld ISON.Keys result.0.sys_id
ToolCIName ISON.Keys result.0.name
ToolClCategory JSON.Keys result.Ocategory

Mandatory Parameter Mapping

Key Value Type Value
ToolClid JSON Keys v result.0.number
ToolCIName JSON Keys v result.0.short_description
ToolCICategory JSON Keys result.0.description
Add Response Parameter Delete All

Figure 50 - Mandatory Parameter Mapping - CMDB CI

If you need to add Optional parameters, click Add Response Parameter to add more parameters. For our

purpose, we will be adding a couple of extra parameters, as mentioned below, as we need them in the later

section.
Table 10- Sample Optional Parameters - CMDB CI
Key Value Type Value
Col3 ISON.Keys result. subcategory

Optional @
Key Value Type Value Action
SupportGroup JSON Keys ~ result.0.assignment_group.value ~ o
Coln ~ JSON Keys - result.0.sys_id v |m]

Figure 51 — Optional Parameter Mapping - CMDB CI

6. Click Save to add the data source.

To use the field values of CMDB ClI for the purpose of Recommendation and Parsing by iAutomate services,
they need to be mapped to Incident Management.
To do so, perform the following steps -

1. Onthe left menu bar, click Advance Configuration -> Parameter -> Manage Column.
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Organization* Module*

— v Seleat v

Table Column Use For Parsing Use For Recommendation Action

~ ~ O O Base O Secondary

Figure 52 — Map CMDB CI to Incident Management

2. Select Organization Name from dropdown. Select Incident Management as the Module.

Qrganization* Module*

: - Incident Management %
Table Celumn Use For Parsing Use For Recommendation Action
-Select- v v [m] O Base J secondary Save
<-> » 1-10f 1items
Search.. Q
Name T Use for Parsing T ion) T T Action
Summary ¥ ¥ N o]
Description ¥ N N o}
RunboekToolTenantiD ¥ N N jm|
ModuleType ¥ N N ]
« .o 1-40f 4 items

Figure 53 - Map CMDB CI to Incident Management (Cont.)

Summary, Description, RunbookToolTenantID, ModuleType are the default entries.

Select iCMDB in Table dropdown.
4. Select the column of CMDB which has to be mapped to incident in the Column dropdown. In this case,
we are selecting ToolClCategory.

5. Check the fields Use For Parsing and ‘Base’ in Use For Recommendation.

Organization* Module*
: v Incident Management v
Table Column Use For Parsing Use For Recommendation Action

iCMDB - ToolClCategory - Base () secondary

1-10f1items

Figure 54 - Map CMDB ClI to Incident Management (cont.)

6. Click Save. The page lists one additional entry i.e. " ToolClCategory, as depicted below:
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Organization* Module*

—— A | .

Table Column Use For Parsing Use For Recommendation Action

ICMDB - ToolCICategory v (m] O Base O Secondary

‘ - " 1-10f1 ftems

Name T  Use for Parsing T Base(R ) T dary(R ) T  Action
Summary Y Y N w
Description ¥ N N w
RunbookToolTenantiD ¥ N N o
ModuleType ¥ N N ||
ToolCICategory ¥ ¥ N w

‘ n. " 1-50f Sitems

Figure 55 - Map CMDB ClI to Incident Management (cont.)

7. For Recommendation, the above steps are sufficient. But for Parsing, additional steps are required to

be performed.
8. On the left menu bar, click Advance Configuration 2 Parameter - Configure Parameter Type.

9. Click Configure Parameter Type. By default, there are several entries already defined.

Parameter Type Id Parameter Type Y  Parse Order Y  User Friendly Name Y  Action

17 WebAppPool regex|proximity Description S m
18 SnapshotName regex Description 2w
19 VMESXHost regex Description e m
20 UserPassword regex Description 2 u
22 ADGroupName regex|proximity Description 2 m
23 DriveName regex Description 2 W
24 LocalGroupName regex|proximity Description 2 m
25 Instance regex|proximity Description 2 W
26 ThresholdValue regex|proximity Description 2 m
27 GenericText regex Description 2 m
“ o« - 2|3|» m 1-100f 22 items

Figure 56 — Map CMDB ClI to Incident Management (cont.)

10. Click on icon to add new.
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New Parameter Type B

Parameter Type * Parse By*
Select- v
Regular Expression* Proximity Words*
Select- v
Add
Default Field Name* Parse Order*
-Select- >

Figure 57 - Map CMDB ClI to Incident Management (Cont.)

1. Mention Parameter Type, for e.g. Category

12. Select 'Equal Search’ in the Parse By field.

13. Select 'Description’ in the Default Field Name field.
14. Click Submit.

New Parameter Type -]
Parameter Type * Parse By*
Category Equal Search
Regular Expression Proximity Words
“Select-
Default Field Name* Parse Order*
Description v Equal Search

Figure 58 - Map CMDB CI to Incident Management (Cont.)

15. Next step is to map this Parameter Type i.e. ‘Category’, to the one that was created via Manage
Columns in earlier step by the name subcategory. To do that, perform the following steps:
1. Onthe left menu bar, click Advance Configuration -> Parameter.

2. Click Manage Parameter Configuration.
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Manage Parameter Configuration =

Select Organization * Data Source *
— | e -
Parameter Type *
-Select- x
Change Order Field Parse By Parse Order Grid Details Index Level Action

Save

Figure 59 - Map CMDB Cl to Incident Management (Cont.)

3. Select Organization.
4. Select Incident Management’ as the Data Source.
5. Select the newly created parameter ‘Category’ from Parameter Type dropdown.
6. From the Field dropdown, select ‘subcategory’, the parameter that has been mapped via Manage
Columns.
Manage Parameter Configuration =
Select Organization * Data Source *
— - |/
Parameter Type *
g’::fe Field Parse By Parse Order Grid Details Index Level Action
ToalCICategory . Equal Search - Equal Search [Z] 1 1}
&)
Figure 60 - Map CMDB ClI to Incident Management (Cont.)
7. Click Save.

8. To verify whether this parameter is successfully parsed or not, perform the following steps -
e On the left menu bar, click Runbooks.
e Click Manage Runbooks.

e Select the Runbook Tool mapped with the organization.
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Create & Map Runbook

Runbook Tool *

Bighx

Runbook Name

AD_Create_User_&_Mirror_Existing_User_Property

Search Column *

Select-

Runbook Description

T Actions

Copy the properties of existing user to new user to be created
Create New AD user and map the properties of existing user.

Search Text *

The parameter, Category, which was created in earlier steps, has to be added as one of the parameters to

the existing runbook. You can also create a new runbook with Category as one of the parameters.

e Click the Edit icon to edit the runbook.

Figure 61 - Map CMDB ClI to Incident Management (Cont.)

¢ In the Parameters section, add a new parameter with any relevant Parameter Name, Parameter

Label, Parameter Description, Default Parameter Value. Ensure that Parameter Type is selected as

Parameters

RunbookParamet.. ~ Name Label Is Mandatory Description Default Value Field Type

20790 service_name service_name True service name to WinRM Text
validate
The id for the

20791 job_id job_id True ExecuteRunbook job 4702 Text
of the organization

20792 target_host target_host True IPAddress/Hostna.. | s | Text

The number of the

20793 TicketNumber TicketNumber True ticket forwhich INC0O1 Text
update needs to be
sent

20794 aaa aaa True aaa aaa Text

Type IsCIBase
GenericText

GenericNumber

Category

TicketNumber

WebAppPool

Figure 62 - Map CMDB ClI to Incident Management (Cont.)

9. Add the parameter and click Update.

10. Ensure that the runbook in which the parameter is added is mapped with the organization.
1. Next step is to build the Recommendation model and to do that perform the following steps:

e  On the left menu bar, click Configuration> Build Model.

1-5of 5 items

e ReBuild / Re-build the model for the Organization under Incident Management module for the

mapped runbook tool.

Dryice248 Inci
Mar

ANSIBLE Inside

0473072024
0515:03PM

ment o
Click to build model '
< H: -

Recommend Modsl  Model Crastion Successfus

Figure 63 — Map CMDB CI to Incident Management (Cont.)
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e Run the entire flow and see if the runbook recommended for the ticket in which the parameter was

added has the parameter Category with its expected value.

Ticket Summary Date Time
Check the status of the given service on windows server_SDK

Description
Check the status of the given service on windows server_SDK

Select Runbook  View Logs Related Tickets Knowledge Guide
Runbook Name Description Confidence Score % SME Approved Action

W Check_Service_Windows

100 N f@ View SOP

Parameter Name Value

job_id
service_name —
target_host

TicketNumber

Figure 64 - Map CMDB CI to Incident Management (Cont.)

422 Service Request Management

To fetch information about Service Requests, usually, creation of a data source for Service Request Tasks
should suffice. However, there could be scenarios where some additional fields / values are required for
processing the tickets - recommending the relevant runbooks and parsing the tickets to extract relevant
parameters, for which separate data sources for Service Request and Service Request Item must be

created. Here, we will cover the procedure for creating all 3 kinds of data sources.

To create a data source for Service Requests, perform the following steps:
1. On the left menu bar, click Configuration - Manage Data Sources.
2. The Create Data Source page appears with the following tabs:

e Organization

e Fetch Data
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Organization  Fetch Data

Organization Details
Qarganization * [3 Module * )
-Select-
Service * [ Integration Type * @
Ticket Managed by Product Job Data Source Name *
Closure [£ Inprogress [t
Unix Time Stamp (1 Time Zone * [
Disabled

Figure 65 - Create Data Source - Service Request

Release Rules are only applicable for the following Module types- Incident Management,
Change Request Task and Service Request Task. This tab will not be activated for other module

types.

3. On the Organization tab:

Select the Organization Name from the dropdown.

In the Module field, select ‘Service Request’, since we are using this data source for using its field
value for the Service Request Tasks.

In the Service field, select Service Now as we are configuring the data source for ServiceNow.

In the Integration Type field, select REST API, since we will be integrating through REST APIs.
Select the Timezone to specify the time zone of the selected data source.

Select Unix Time Stamp to view the present data with date and time.

Click Next.
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Organization  Fetch Data

Organization Details

Organization * @ Module * [
~ ~
Service * ] Integration Type * [
v v
Data Source Name * Unix Time Stamp
Disabled
Time Zone *
~
Cancel Next

Figure 66 - Create Data Source - Service Request (Cont.)

Organization  Fetch Data

Organization Details

Organization * Module * @
N v
Service * @ Integration Type *
~ ~
Data Source Name * Unix Time Stamp @
Disabled
Time Zone *
~
Cancel Next

Figure 67 - Create Data Source - Service Request (Cont.)

4. On the Fetch Data tab, populate the details as per the environment.
In the Connection Details section, enter the following details:

— URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the data is
fetched, and the order by and so on. It is dependent on the URL or API provided by the tool.

— Sample URL - https://URL.service-

now.com/api/now/vl/table/ r t? rm_fields=#Columns# rm ry= t

— Authentication Type - Select one of the Authentication Types from Basic / Windows, OAuth 2.0
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— Selection of Basic / Windows requires you to enter -

o Userld
o Password

— Selection of OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

— Request Method - Select the GET, POST or PUT as Request Method as per the configured URL.
— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Connection Details Test Connection |[@

URL* @ Authentication Type * [

[ J/sc_task?sysparm_fields=#Cc BasicAuth

User ID * [ Password* @| /2 Add Password

Request Method * g Proxy Required (g

GET v Enable

Figure 68 - Create Data Source - Service Request (Connection
Details)

— Password - For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the
value field. Else if it is available in any Key Vault such as CyberArk or Secret Manager then select
Input Type as CyberArk or Secret Manager respectively and then select any of the configured details

from the value field.
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Secret Selector X

Input Type
Input text v
Value

Show Password

Figure 69 - Password in plaintext

Secret Selector X
Input Type
CyberArk v
Value
CASNOWPassword v
Key Value
Description —
ApplD —
safe ——
Folder ————
Object ——

Cancel Save

Figure 70 - Password from Key Vault (CyberArk)
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Secret Selector X

Input Type
Internal Secret Manager v

Value

SNOWPassword v

Key Value

Key Password

Password  § |

Note: Password is in encrypted form.

Cancel Save

Figure 71 - Password from Secret Manager

Secret Selector X

Input Type

Azure Key Vault v

Value

AzSNOWPassword v

Key Value

Description AzSNOWPassword

Secret Name SNOWPassword

Figure 72- Password from Azure Key Vault

— Request Authentication Parameters - If the user has additional parameters, click Add Authentication

Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table:

Table 11 - Sample Authentication Parameters — Service Request
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Figure 73 - Create Data Source - Service Request (Request
Authentication Parameters for OAuth2.0)

Authentication Type Key Value Is Encrypted? Is Key?
OAuth2.0 username <username> NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES
B Request Authentlcatior: Parameters - ’ + Add Authentication Parameters ” [ Delete All
Note: Add parameter Key as ‘RequestBody’ to send information in request body for token.
Key Value Is Encrypted (1) Is Key (0 Action
username <username> =] ] o
password <paswond> a o]
AuthMethod POST o o w
i AuthPrefix Bearer o o w
clientid <clientiD> ] o}

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:
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Url Path Parameters

URL parameters will show here.

Key Value Type Value
#Columns# Text v | number,sys_updated_on,sys.id;sys_created_on,short. a: titer ‘
#StartDate# SQL UDF ~ | ‘ @@GetFromDateTimeUsingSRTaskModifiedDate ‘

#EndDate# ’ SQL UDF hg ‘ @@GetToolCurrentDateTime ‘

Figure 74 — URL Path Parameters — Service Request (Service Request
Task Management)

Request Header Parameters - Please enter the request header parameters as required.
Request Body - Enter the request body in JSON format as per the configured URL, if applicable.
Response Body - In this section, please enter the output of URL query for one of the service requests

tasks in JSON format. A sample response is mentioned below:
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— After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.
— Mandatory Parameter Mapping - Please map the mandatory parameters to the respective values as

mentioned in the screenshot below:

Table 12- Sample Mandatory Mapping Parameters — Service Request

Key Value Type Value
TicketNumber ISON.Keys result.0.number
Summary JSON.Keys result.0.short_description
Description ISON.Keys result.0.description
StatusCode ISON.Keys result.0.state
LastModifiedDate JSON.Keys result.0.sys_updated_on
TicketToolUID ISON.Keys result.0.sys_id

Mandatory Parameter Mapping [3

Key Value Type Value
TicketNumber JSON Keys . result.0.number
Summary JSON Keys v result.0.short_description
Description JSON Keys v result.0.short_description
StatusCode JSON Keys v result.0.state
LastModifiedDate JSON Keys v result.0.sys_updated_on
TicketToolUID JSON Keys v result.0.sys_id
Add Response Parameter Delete All

Figure 75 - Mandatory Parameter Mapping (Service Request
Management)

If you need to add Optional parameters, click Add Response Parameter to add more parameters. For our

purpose, we will be adding a couple of extra parameters, as mentioned below, as we need them in the later

section.
Table 13 - Sample Optional Mapping Parameters — Service Request
Key Value Type Value
Coll JSON.Keys Result.O.sys.id
Optional [
Key Value Type Value Action
Coll v JSON Keys v result.0.sys_id v \mj

Figure 76 — Optional Parameter Mapping (Service Request
Management)

6. Click Save to add the data source.
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To create a data source for Service Requests Tasks Management, perform the following steps:
1. Onthe left menu bar, click Configuration Tab -> Manage Data Sources.
2. The Create Data Source page appears with the following tabs:
e Organization
e FetchData

e Release Rules

Organization Fetch Data Release Rules

Qrganization Details

Organization * @ Module * @

Service * ntegration Type * [

InPregress(

Figure 77 - Create Data Source — Service Request Tasks

Release Rules are only applicable for the following Module types- Incident Management,
Change Request Task and Service Request Task. This tab will not be activated for other module

types.

3. Onthe Organization tab,

e Select the Organization Name from the dropdown.

¢ In the Module field, select ‘Service Request Task’, since we are configuring this data source for

pulling the service requests tasks.

¢ Inthe Service field, select Service Now Tool as we are configuring the data source for ServiceNow

¢ Inthe Integration Type field, select REST, since we will be integrating through REST APls.

o Select the Timezone to specify the time zone of the selected data source.
e Select Unix Timestamp to view the present data with date and time.

e Click Next.
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Organization Details

Organization * [ Module * @
v v
Service * [ Integration Type *
~ v
Ticket Managed by Product Job Data Source Name * [3
Closure[d InProgress(i]
Unix Time Stamp Time Zone *
@ Disabled v

Cancel Next

Figure 78 - Create Data Source — Service Request Tasks (Cont.)

Organization Details

Organization * [ Module * @
~ ~
Service * [{] Integration Type *
v v
Ticket Managed by Product Job Data Source Name * 3
Closure[q InProgress (3]
Unix Time Stamp Time Zone *
Disabled v

Figure 79 - Create Data Source — Service Request Tasks (Cont.)

4. On the Fetch Data tab, type in the details as per the environment.
In the Connection Details section, enter the following details:

— URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the data is
fetched, and the order by and so on. It is dependent on the URL or API provided by the tool.

— Sample URL -

https://<url>?sysparm_fields=#Columns#&sysparm_query=active=true”sys updated on>=#StartD

ate#”sys updated on<=#EndDate#”~ORDERBYsys updated on

— Authentication Type - Select one of the Authentication Types from Basic / Windows, OAuth 2.0
— Selection of Basic / Windows requires you to enter -

o Userld
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o Password

Selection of OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

Request Method - Enter the request method as GET, POST or PUT as per the configured URL.
Proxy Required - Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.

Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Connection Details Test Connection |@

URL * ] Authentication Type *

L J/sc_task?sysparm_fields=#Cc BasicAuth

User ID * [ Password* [ A2 Add Password

Request Method * [ Proxy Required

GET , Enable

Figure 80 - Create Data Source - Service Request Tasks (Connection
Details)

Password - For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the
value field. Else if it is available in any Key Vault such as CyberArk or Secret Manager then select
Input Type as CyberArk or Secret Manager respectively and then select any of the configured details

from the value field.
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Secret Selector X

Input Type
Input text v
Value

Show Password

Cancel Save

Figure 81 - Password in Plaintext

Secret Selector x

Input Type
CyberArk v
Value
CASNOWPassword v
Key Value
Description ——
ApplID —
safe E—
Folder ——
Object —

Cancel

Figure 82 - Password from Key Vault (CyberArk)
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Secret Selector <

Input Type

Internal Secret Manager v

Value

SNOWPassword v

Key Value

Key Password

Password  { |

MNote: Password is in encrypted form.

Figure 83 - Password from Secret Manager

Secret Selector X

Input Type

Azure Key Vault v

Value

AzSNOWPassword v

Key

Description

Secret Name

Value

AzSNOWPassword

SNOWPassword

Figure 84 - Password from Azure Key Vault

— Request Authentication Parameters - If the user has additional parameters, click Add Authentication

Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table:

Table 14 - Sample Authentication Parameters — Service Request

Tasks
Authentication Type Key Value Is Encrypted? Is Key?
OAuth2.0 username <username> NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
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OAuth2.0 client_secret <clientsecret> YES YES

OAuth2.0 TokenKey access_token NO NO

OAuth2.0 ResponseType JSON NO NO

OAuth2.0 grant_type Password NO YES
|

Key

usemame
password
AuthMethod

m AuthPrefic

clientid

" Request Authentication Parameters
MNote: Add parameter Key as ‘RequestBody’ to send information in request body for token.

Value

<ugemames

L |
l + Add Authentication Parameters " [[] Delete All ]

Is Encrypted (1)

=}

o

Is Key (0

Action

o
o}

=]

&
]

Figure 85 — Create Data Source - Service Request Tasks (Request
Authentication Parameters for OAuth2.0)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.q., for the URL entered earlier, please populate the below inputs:
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Url Path Parameters

URL parameters will show here.

Key Value Type Value

number,sys_updated_onsys_ldsys_created_on,short. due_date,request_iterr

#Columns# ‘ Text ~

#StartDate# ‘ SQL UDF ~ | ‘ @@GetF

#EndDate# ‘ SQL UDF ~ I ‘ @@GetToolCurrentDateTime.

Figure 86 - URL Path Parameters (Service Request Task)

— Request Header Parameters - Please enter the request header parameters as required.
— Request Body - Enter the request body in ISON format as per the configured URL, if applicable.

— Response Body - In this section, please enter the output of URL query for one of the service requests

tasks in JSON format. A sample response is mentioned below:

— After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.
— Mandatory Parameter Mapping - Please map the mandatory parameters to the respective values as

mentioned in the screenshot below:

Table 15— Sample Mandatory Mapping Parameters — Service Request
Tasks
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Key Value Type Value
TicketNumber ISON.Keys result.0.number
Summary ISON.Keys result.0.short_description
Description JSON.Keys result.0.description
StatusCode ISON.Keys result.0.state
LastModifiedDate JSON.Keys result.0.sys_updated_on
Requestltemld ISON.Keys result.0.request_item.value
SRId ISON.Keys result.0.request.value
CreationDate JSON.Keys result.0.sys_created_on

Mandatory Parameter Mapping 1)

Key Value Type Value
TicketNumber JSON Keys v result.0.number
Summary JSON Keys v result.0.short_description
Description JSON Keys result.0.description
StatusCode JSON Keys result.0.state
LastModifiedDate JSON Keys v result.0.sys_updated_on
Requestitemid JSON Keys v result.0.request_item.value
SRId JSON Keys v result.0.request.value
CreationDate JSON Keys v result.0.sys_created_on
Add Response Parameter Delete All

Figure 87 - Mandatory Parameter Mapping (Service Request Task)

If you need to add Optional parameters, click Add Response Parameter to add more parameters. For our

purpose, we will be adding a couple of extra parameters, as mentioned below, as we need them in the later

section.
Table 16— Sample Optional Mapping Parameters — Service Request
Tasks
Key Value Type Value
Coll JSON.Keys result.sys_id

Optional 1)

Key Value Type Value Action
Coll v JSON Keys w result.0.sys_id v o]

Figure 88 — Optional Parameter Mapping (Service Request Task)

6. Click Next to proceed to Release Rules.
7. Onthe Release Rules tab, type in the details as per the requirement.

8. Inthe Connection Details section, enter the following details:
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URL - Type the URL of the selected service type to release the ticket. It contains the placeholders
that display the parameters based on the applied clause and is dependent on the URL or API
provided by the tool.

Sample URL - https://<url>.service-now.com/api/now/table/sc task/#incident#

Authentication Type - Please enter the information in line with the Authentication type configured
for fetching data configuration previously.

Request Method - Select Request Method as PUT from the drop-down.

Proxy Required - Check Proxy Required, if the environment needs access to content from data

sources outside the firewall.

Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Organization  Fetch Data Release Rules

Release Rules Configuration

Connection Details /PTest Connection |

URL* ] Authentication Type * [

BasicAuth

UserID* @ Password* @ | /2 Add Password

Request Method * [ Proxy Required [

PUT . Enable

Figure 89 — Release Rules — Service Request Tasks (Connection
Details)

Password - For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the
value field. Else if it is available in any Key Vault such as CyberArk or Secret Manager then select
Input Type as CyberArk or Secret Manager respectively and then select any of the configured details

from the value field.
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Secret Selector X

Input Type

Input text v

Value

Show Password

Figure 90 - Password in plaintext

Secret Selector X
Input Type
CyberArk v
Value
CASNOWPassword v
Key Value
Description :
Safe —
Folder —1
Object —

Cancel Save

Figure 91 - Password from Key Vault (CyberArk)
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Secret Selector =

Input Type

‘ Internal Secret Manager v ‘
Value

‘ SNOWPassword v ‘
Key Value

Key Password

Password  ¢] |

Note: Password is in encrypted form.

coce

Figure 92 - Password from Secret Manager

Secret Selector x

Input Type

‘ Azure Key Vault v ‘

Value

‘ AzSNOWPassword v ‘

Key Value

Description AzSNOWPassword

Secret Name SNOWPassword

Figure 93 - Password from Azure Key Vault

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:
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Url Path Parameters
URL parameters will show here.

Key Value Type

Value

#incident# Table.Columns ™

Coll

Figure 94 - Release Rules - Service Request Tasks (URL Path
Parameters)

Request Header Parameters - Please enter the request header parameters as required.

Request Body - In this section, please enter the request body in JSON format. A sample request is
mentioned below:

Request Body

Provide expected JSON formatted request body in the textbox and enclose the values with ## that need to be changed dynamically.

{

“assignment_group": "#AssignmentGroup#’,
“work_notes”. "#worknotes#"
}

£
Key

#AssignmentGroup#

#worknotes#

Figure 95 - Release Rules — Service Request Tasks (Request Body)

Response Body - In this section, please enter the response body in JSON format. A sample response
is mentioned below:

Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type to fetch the value
dynamically.

{"result”: "#success#" }

Key Value Type

Text

#success# v ’

Figure 96 - Release Rules - Service Request Tasks (Response Body)

Response Key Value mapping can be done as per the below table:
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Table 17- Sample Response Key Value Mapping — Service Request
Tasks

#success# Text OK

Integration Guide

9. Click Save to add the data source.
To bring the tickets within iAutomate scope, a specific queue needs to be configured in the ITSM tool and
same has to be configured in iAutomate. This is achieved through Manage the Entry Criteria. Please
perform the below steps -

1. Goto Configuration tab and click Manage Data Sources.

2. Onthe DataSources tab, click  next tothe data source user wants to manage. Manage Entry Criteria

screen appears.

Organization Name Y  Datasource Name Y  Module Name Y  Service Name Y Actions

— : Service Request Task SNOW Q ra il

Figure 97 - Manage Entry Criteria (Service Request Task)

3. Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.
4. Enter the sys_id of the assignment group in ServiceNow in the Value field.

5. Clause and Sub-Clause fields can also be added based on requirement.

Manage Entry Criteria

Column Operator Value Clause Sub Clause

AssignedGroup v equal.. ¥ [rtervae ] v v il

carcel —

Figure 98 — Manage Entry Criteria (Service Request Task) cont.

6. Click Save.

To create a data source for Service Requests Items, perform the following steps:
1. Onthe left menu bar, click Configuration -> Manage Data Sources.
2. The Create Data Source page appears with the following tabs:
e Organization

e Fetch Data
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Organization Fetch Data

Organization Details

Organization * [ Module * [
Service * [@ Integration Type * @
-Select-
Data Source Name * [ Unix Time Stamp [
@ Disabled

Time Zone * [

Cancel Next

Figure 99 - Create Data Source - Service Request Item

Release Rules are only applicable for the following Module types- Incident Management,
Change Request Task and Service Request Task. This tab will not be activated for other module

types.

3. Onthe Organization tab:

Select the Organization Name from the dropdown.

In the Module field, select ‘Service Request Item’, since we are using this data source for using its
field value for the Service Request Tasks.

In the Service field, select ‘Service Now Tool’ as we are configuring the data source for ServiceNow.
In the Integration Type field, select ‘REST API’, since we will be integrating through REST APIs.
Select the Timezone to specify the time zone of the selected data source.

Select Unix Timestamp to view the present data with date and time

Click Next.
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Organization Fetch Data

Organization Details

Organization * [ Module * @
— R — .
Service * [@ Integration Type * [
-Select- A A
Data Source Name * [0 Unix Time Stamp @
Disabled

Time Zone * [@

Figure 100 - Create Data Source - Service Request Item (cont.)

Organization Fetch Data

Organization Details

Organization * [ Module * [0
—— R — .
Service * [ Integration Type * [
-Select- v hd
Data Source Name * [ Unix Time Stamp @
@ Disabled

Time Zone * [@

Figure 101 - Create Data Source - Service Request Item (cont.)

4, On the Fetch Data tab, type in the details as per the environment.
In the Connection Details section, enter the following details:

— URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the data is
fetched, and the order by and so on. It is dependent on the URL or API provided by the tool.

— Sample URL -

https://<url>?sysparm_fields=#Columns#&sysparm_query=sys_updated_on>=#StartDate#"sys_up

dated on<=#EndDate#"ORDERBYsys updated on
— Authentication Type - Select one of the Authentication Types from Basic / Windows, OAuth 2.0
— Selection of Basic / Windows requires you to enter -

o Userld
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o Password.

— Selection of OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

— Request Method - Select the request method as GET, POST or PUT as per the configured URL.
— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Connection Details Test Connection | [

URL* Authentication Type * [

BasicAuth

User ID * Password* @ | /2 Add Password

Request Method * [ Proxy Required

GET “ Enable

Figure 102 - Create Data Source - Service Request Item (Connection
Details)

— Password - For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the
value field. Else if it is available in any Key Vault such as CyberArk or Secret Manager then select
Input Type as CyberArk or Secret Manager respectively and then select any of the configured details

from the value field.
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Secret Selector X

Input Type
Input text v
Value

-----------------

Show Password

Figure 103 - Password in plaintext

Secret Selector X

Input Type

Internal Secret Manager v

Value

SNOWPassword v

Key Value

Key Password

Password !

Note: Password is in encrypted form.

Figure 104 - Password from Key Vault (CyberArk)
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Secret Selector x

Input Type

Internal Secret Manager v

Value

SNOWPassword v

Key Value

Key Password

Password  { 1

Note: Password is in encrypted form.

Cancel Save

Figure 105 - Password from Secret Manager

Secret Selector X

Input Type

Azure Key Vault v

Value

AzSNOWPassword v

Key Value

Description AzSNOWPassword

Secret Name SNOWPassword

Figure 106 - Password from Azure Key Vault

— Request Authentication Parameters - If the user has additional parameters, click Add Authentication

Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table:

Table 18 - Sample Authentication Parameters - Service Request Item

Integration Guide

92



Authentication Type Key Value Is Encrypted? Is Key?
OAuth2.0 username <username> NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES
! Request Authentication Parameters - [ + Add Authentication Parameters " {1 Delete Al ]I
Note: Add Key as y to send in request body for token.

Key Vvalue Is Encrypted ) Is Key 0 Action
usermame <usemames a] [ o]
password <password> G ] o]
AuthMethod PoST (=] o o]

) AuthPrefoc 0]

0]
@
0]
(]
0]

Figure 107 - Create Data Source - Service Request Item (Request
Authentication Parameters for OAuth2.0)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.q., for the URL entered earlier, please populate the below inputs:
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Url Path Parameters

URL parameters will show here.

Key Value Type Value

#Columns# number,sys_updated_on,sys_id sys_created_on,short_description,description,state,due_date,request_item

Text e J

#StartDate# \SQL UDF v ] ‘ @@GetFromDateTimeUsingSRTaskModifiedDate ‘

#EndDate# ‘ @@GetToolCurrentDateTime ‘

Figure 108 — URL Path Parameters - Service Request Item (Service
Request Task Management)

— Request Header Parameters - Please enter the request header parameters as required.
— Request Body - Enter the request body in ISON format as per the configured URL, if applicable.
— Response Body - In this section, please enter the output of URL query for one of the service requests

tasks in JSON format. A sample response is mentioned below:
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— After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.
— Mandatory Parameter Mapping — Please map the mandatory parameters to the respective values as

mentioned in the screenshot below:

Table 19- Sample Mandatory Mapping Parameters - Service Request

[tem
Key Value Type Value

TicketNumber ISON.Keys Result.0.number
Summary JSON.Keys Result.0.short_description
Description JSON.Keys Result.0.description
StatusCode JSON.Keys Result.O.state
LastModifiedDate JSON.Keys Result.0.sys_updated_on
RequestNumber JSON.Keys Result.0.number
TicketToolUID JSON.Keys Result.0.sys_id

Mandatory Parameter Mapping [

Key Value Type Value

TicketNumber JSON Keys v result.0.number

Summary JSON Keys result.0.short_description

Description JSON Keys v result.0.short_description

StatusCode JSON Keys v result.0.request_state

LastModifiedDate JSON Keys result.0.sys_updated_on

RequestNumber JSON Keys v result.0.number

TicketToolUID JSON Keys v result.0.sys_id

Add Response Parameter

Delete All ‘

Figure 109 - Mandatory Parameter Mapping (Service Request Item)

If you need to add Optional parameters, click Add Response Parameter to add more parameters. For our
purpose, we will be adding a couple of extra parameters, as mentioned below, as we need them in the later

section.

Table 20 - Sample Optional Mapping Parameters - Service Request
[tem
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Key Value Type Value
Coll JSON.Keys Result.0.sys_id
Optional @
Key Value Type Value Action
Coll ~  JSON Keys ~ | result.0.sys_id

Figure 110 - Optional Parameter Mapping (Service Request Item)

6. Click Save to add the data source.

4224 Configuration of Additional Parameters for Recommendation and Parsing

To use the field values of Service Request and Service Request Item for the purpose of Recommendation

and Parsing by iAutomate services, they need to be mapped to Service Request Task.

To do so, perform the following steps -

1. Onthe left menu bar, click Advance Configuration -> Parameter -> Manage Column.

Manage Parameter Master  Configure Parameter Type = Manage Parameter Configuration Manage Column

Organization* Module*
— Y Seleot- Y
Table Column Use For Parsing Use For Recommendation Action

Figure 111 - Map fields of Service Request and Service Request Item to
Service Request Task

2. Select Organization Name from dropdown. Select Service Request Task as the Module.

Organization* Module*
Table Column Use For Parsing Use For Recommendation Action
Select . v o D8ase O Secondary
.n, » 1-Tof1items
Search... Q
Name T  Use for Parsing T  Base( i T yi ion) Y  Action
Summary ¥ ¥ N
Description Y N N
ModuleType ¥ N N o}
« n > o 1-30f 3items

Figure 112 - Map fields of Service Request and Service Request Item
to Service Request Task (Cont.)

Summary, Description, RunbookToolTenantID, ModuleType are the default entries.
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To map the column of Service Request, select iServiceRequest in Table dropdown.
4, Select the column of Service Request which has to be mapped to Service Request Task in the Column
dropdown. In this case, we are selecting TicketNumber.

5. Check the fields Use For Parsing and select ‘Base’ in Use For Recommendation.

Organization* Module*

Table Column Use For Parsing Use For Recommendation Action
- . » 1-1o0f 1items

Figure 113 — Map fields of Service Request and Service Request Item
to Service Request Task (Cont.)

6. Click Save.

7. To map the column of Service Request ltem, select iRequestltem in Table dropdown.

8. Select the column of Service Request Item which has to be mapped to Service Request Task in the
Column dropdown. In this case, we are selecting Summary.

9. Check the fields Use For Parsing and select ‘Base’ in Use For Recommendation.

Organization* Module*

Table Column Use For Parsing Use For Recommendation Action
“ L 1-10f1items

Figure 114 - Map fields of Service Request and Service Request Item
to Service Request Task (Cont.)

10. Click Save. The page lists two additional entries, TicketNumber and Summary, as depicted below.
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Organization* Module*

— R — .

Table Column Use For Parsing Use For Recommendation Action

Requestitem + summay -0 D BaseOlsecondary
. dnr » 1-10f1items

Search.. Q
Name Y  Use for Parsing YT  Base(l i Y  Secondar Y  Action
Summary Y ¥ N W
Description Y N N |
RunbookTeolTenantiD ¥ N N T
ModuleType ¥ N N o
TicketNumber ¥ ¥ N o}
Summary ¥ ¥ N W

Figure 115 - Map fields of Service Request and Service Request Item
to Service Request Task (Cont.)

N. For Recommendation, the above steps are sufficient. But for Parsing, additional steps are required to
be performed.
12. On the left menu bar, click Advance Configuration.

13. Click Configure Parameter Type. By default, there are several entries already defined.

Manage Master i Type Manage Parameter Configuration  Manage Column
New Parameter Type
Search_ =3
Parameter Type 1 Parameter Type T Pareorder T UserFriendly Name T action
7 WebappPool regexiproximity Descripion 2 m
1 Snepshatame regex Deserption 2
1 VMESKHost regex Descrption cw
2 UserPassword regex Description s
2 ADGroupName regexiproximity Desciigtion 2w
2 Drivetiame regex Description zw
2 LocalGrouphiame regextproximiy Description s @
2 instance regexproxinity Description 8
2 Thresholdvalue regexprocimity Descrption e m
2 Generctext ragex Bescription em
FannE -

Figure 116 - Map fields of Service Request and Service Request Item
to Service Request Task (Cont.)

14. Click E Icon to Add New.
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New Parameter Type -]

Parameter Type * Parse By*
-Select- v
Regular Expression* Proximity Words*
-Select- v
Add
Default Field Name* Parse Order*
-Select- v

ag

Figure 117 - Map fields of Service Request and Service Request Item
to Service Request Task (Cont.)

15. Mention Parameter Type for Service Request column, for e.g. RequestState
16. Select ‘Equal Search’ in the Parse By field.

17. Select 'Description’ in the Default Field Name field.

18. Click Submit.

New Parameter Type -]

Parameter Type * Parse By*

RequestState Equal Search v
Regular Expression Proximity Words

-Select-
Default Field Name* Parse Order*

Description v Equal Search

(0]

Figure 118 — Map fields of Service Request and Service Request Item
to Service Request Task (Cont.)

19. Click Add New.

20. Mention Parameter Type for Service Request Item column, for e.g. ApprovalState.
21. In the Parse By field, select 'Equal Search’.

22. In the Default Field Name field, select ‘Description’.

23. Click Submit.
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New Parameter Type -]

Parameter Type * Parse By*

ApprovalState Equal Search v
Reqular Expression Proximity Words

Select
Default Field Name* Parse Order*

Description v Equal Search

II

Figure 119 - Map fields of Service Request and Service Request Item
to Service Request Task (Cont.)

24. Next step is to map this Parameter Type i.e. '‘RequestState’ and ‘ApprovalState’, to the one that was
created via Manage Columns in earlier step by the name TicketNumber’ and ‘Summary’, respectively.
To do that, perform the following steps:

1. Onthe main menu bar, click Advance Configurations Parameter.

2. Click Manage Parameter Configuration.

Manage Parameter Configuration (-]
Select Organization * Data Source *

Parameter Type *

-Select- L4

‘Change Order Field Parse By Parse Order Grid Details Index Level Action

Figure 120 - Map fields of Service Request and Service Request Item
to Service Request Task (Cont.)

Selection Organization.
Select relevant ‘Service Request Task' as the Data Source.

Select the newly created parameter RequestState from Parameter Type dropdown.

o o » w

From the Field dropdown, select ‘TicketNumber’, the parameter that has been mapped via Manage

Columns.
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Manage Parameter Configuration -]

Select Organization * Data Source *

— x [ ] v

Parameter Type *

RequestState v
[ <+ Add New Configuration
Change N ’ .
Field Parse By Parse Order Grid Details Index Level Action
Order
TicketNumber v Equal Search - Equal Search 1 W

Figure 121 — Map fields of Service Request and Service Request Item
to Service Request Task (Cont.)

7. Click Save.

8. Selection Organization.

9. Selectrelevant ‘Service Request Task' as the Data Source.

10. Select the newly created parameter i.e. ‘ApprovalState’ from Parameter Type dropdown.

1. From the Field dropdown, select ‘Summary’, the parameter that has been mapped via Manage
Columns.

12. Click Save.

Manage Parameter Configuration -]

Select Organization * Data Source *

— v [ ] v

Parameter Type *

RequestState v

[ -+ Add New Configuration

Ch
ange Field Parse By Parse Order Grid Details Index Level Action

Order

TicketNumber v Equal Search v Equal Search

1 o]

Figure 122 - Map fields of Service Request and Service Request Item
to Service Request Task (Cont.)

13. To verify whether this parameter is successfully parsed or not, perform the following steps -
e On the left menu bar, click Runbooks.
e Click Manage Runbooks.

e Select the Runbook Tool mapped with the organization.
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Create & Map Runbook

Runbook Tool * Search Column * Search Text *

Inside_Tool - -Select- -

T T

Runbook Name Y  Runbook Description Y  Actions

Check_Service_Windows This playbook will check the status the given service @ Z W

" - b w 1-10f1 items

Figure 123 — Map fields of Service Request and Service Request Item
to Service Request Task (cont.)

The parameters, RequestState and ApprovalState, which were created in earlier steps, have to be added as
the parameters to the existing runbook. You can also create a new runbook with RequestState and
ApprovalState as the parameters.
14. Click the Edit icon to edit the runbook.
15. In the Parameters section, add two new parameters with relevant Parameter Name, Parameter Label,
Parameter Description, Default Parameter Value. Ensure that Parameter Type is selected as

RequestState and ApprovalState respectively.

Parameters Add a new row
Description Default Value Field Type Type IsC IsRead0 Action
service name to validate ~ WinRM Text ApprovalState Delete

The id for the
ExecuteRunbook job of 4702 Text ReguestState Delete

Figure 124 - Map fields of Service Request and Service Request Item
to Service Request Task (Cont.)

16. Add the parameters and click Save.
17. Ensure that the runbook in which the parameters are added is mapped with the organization.
18. Next step is to build the Recommendation model and to do that perform the following steps:
e Onthe left menu bar, click Configuration.
e Click Build Models.
e ReBuild / Re-build the model for the Organization under Service Request Task module for the

mapped runbook tool.
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Build Models

Organization ¥ Module Runbook Tool RunbockTool Type ¥ Status Latest Version Published Version  Action

— ServceRequest inside_Too ANSBLE nice P—

Last Build ModelType ¥ Remarks

Click to build mod

Figure 125 - Map fields of Service Request and Service Request Item
to Service Request Task (Cont.)
19. Run the entire flow and see if the runbook recommended for the ticket in which the parameters were

added have the parameter RequestState and ApprovalState with their expected values.

Ticket Summary

Date Time
Check the status of the given service on windows server_SDK

Description

Check the status of the given service on windows server_SDK

Select Runbook  View Logs Related Tickets Knowledge Guide

Runbook Name Dascriplicn Confidence Score % SME Approved Action
This playbook will check the
W Check_Service_Windows = playneck wi 100 N f8 View SOP
status the given service.
Parameter Name Value
ob_id
! 4702
service_name —
RzquestSiate :
Appravaistars —

Figure 126 - Map fields of Service Request and Service Request Item
to Service Request Task (Cont.)

423 Change Request Management

To fetch information about Change Requests, usually, creation of a data source for Change Request Task
should suffice. However, there could be scenarios where some additional fields / values are required from
Change Request for processing the tickets - recommending the relevant runbooks and parsing the tickets
to extract relevant parameters, for which separate data source for Change Request has to be created.

Here, we will cover the procedure for creating both kinds of data sources.

4231 Create Data Source for Change Request

To create a data source for Change Request, perform the following steps:
1.  Onthe left menu bar, click Configuration -> Manage Data Sources.
2. The Create Data Source page appears with the following tabs:

¢ Organization

e Fetch Data
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Organization  Fetch Data

Organization Details

Organization * [ Module *
: v Change Request

Service * @ Integration Type * [

Select

Data Source Name * [ Unix Time Stamp

B Disabled

Time Zone * [

Cancel “

Figure 127 - Create Data Source — Change Request

Release Rules are only applicable for the following Module types- Incident Management,
Change Request Task and Service Request Task. This tab will not be activated for other module
types.

3. Onthe Organization tab,
¢ Select the Organization Name from the dropdown.
e Select the Module as Change Request since we are using this data source for using its field value
for the change requests.
e Select the Service as Service Now Tool as we are configuring the data source for ServiceNow
e Select the Integration Type as REST, since we will be integrating through REST APIs.
o Select the Timezone to specify the time zone of the selected data source.
e Select Timestamp to view the present data with date and time.

e Click Next.
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Organization

Organization * [

MyCompany

Service * [

ServiceNow

Data Source Name * [

MyCRDataSource

Time Zone * 3

Fetch Data

Organization Details

v

v

GMT (Greenwich Mean Time GMT+00:00) v

Organization

Organization * [

MyCompany

Service * [

ServiceNow

Data Source Name * [

MyCRDataSource

Time Zone * [

Cancel

Figure 128 - Create Data Source — Change Request (Cont.)

Fetch Data

Organization Details

v

v

GMT (Greenwich Mean Time GMT+00:00) v

On the Fetch Data tab, type in the details as per the environment.
In the Connection Details section, enter the following details:

— URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the data is
fetched, and the order by and so on. It is dependent on the URL or API provided by the tool.

— Sample URL - https://<url>?sysparm_fields=#Columns#&sysparm_query=active=true”
sys_updated_on >=#StartDate#" sys_updated_on <=#EndDate#”"~ORDERBYsys_updated_on

— Authentication Type - Select one of the Authentication Types from Basic / Windows, OAuth 2.0

Cancel

Figure 129 - Create Data Source - Change Request (Cont.)

Module * @

Change Request

Integration Type * @

REST API

Unix Time Stamp @

Disabled

Module *

Change Request

Integration Type * @

REST API

Unix Time Stamp @

Disabled

— Selection of Basic / Windows requires you to enter -

o
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o Password

— Selection of OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

— Request Body - Select the request method as GET, POST or PUT as per the configured URL.
— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Connection Details Test Connection | [

URL* [ Authentication Type * [

-Select-

Request Method * [@ Proxy Required [@

GET v Enable

Figure 130 - Create Data Source - Change Request (Connection
Details)

— Password - For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the
value field. Else if it is available in any Key Vault such as CyberArk or Secret Manager then select
Input Type as CyberArk or Secret Manager respectively and then select any of the configured details

from the value field.
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Secret Selector

Input Type

Input text

Value

Show Password

Figure 131 - Password in Plaintext

Secret Selector

>

Input Type

CyberArk hd
Value

CASNOWPassword v
Key Value
Description —
AppID ——
safe —
Folder ——
Object ———

Cancel Save

Figure 132 - Password from Key Vault (CyberArk)
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Secret Selector X

Input Type

Internal Secret Manager v

Value

SNOWPassword v

Key Value
Key Password

Password ¢

Note: Password is in encrypted form.

Figure 133 - Password from Secret Manager

Secret Selector X

Input Type

Azure Key Vault v

Value

AzSNOWPassword v

Key Value
Description AzSNOWPassword

Secret Name SNOWPassword

Figure 134 - Password from Azure Key Vault

— Request Authentication Parameters - If the user has additional parameters, click Add Authentication

Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table:

Table 21- Sample Authentication Parameters— Change Request
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Authentication Type Key Value Is Encrypted? Is Key?
OAuth2.0 username <username> NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsrcret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES
I"Request Authentication Parameters - ’ & Add Authentication Perameters ][ mmm“"
Note: Add Key as Yy to send body for token.
Key Value Is Encrypted @ Is Key @ Action
username cusername> (=] ] ®
password <password> = ] o}
AuthMethod POST o o o}
| Authprefix Bearer (=] o ®
client_id <clientiD= @ [] ®
TokenKey access_token =] =] 0}
ResponseType J5ON o o @
grant_type Password o (] im}
client_secret <clientsecret a o}

Figure 135 - Create Data Source- Change Request (Request
Authentication Parameters for OAuth2.0)

URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:
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Url Path Parameters

URL parameters will show here.

Key Value Type Value

#Columns# Text ™ number,sys_updated_on,sys_created_on,short_description,description,state, due_date, change_request, af
#StartDate# SQL UDF ~ ‘ @@GetFromDateTimeUsingIChangeTaskModifiedDate ‘
#EndDate# SQL UDF v ‘ @@GetToolCurrentDateTime ‘

Figure 136 — URL Parameters (Change Request)

— Request Header Parameters — Please enter the request header parameters as required.
— Request Body - Enter the request body in JSON format as per the configured URL, if applicable.
— Response Body - In this section, please enter the output of URL query for one of the incidents in

JSON format. A sample response is mentioned below-

6. After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter

Mapping section.
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7. Mandatory Parameter Mapping - Please map the mandatory parameters to the respective values as

mentioned in the screenshot below:

Table 22- Sample Mandatory Mapping Parameters- Change Request

Key Value Type Value
TicketNumber ISON.Keys result.number
Summary JSON.Keys result.short_description
Description JSON.Keys result.description
StatusCode JSON.Keys result.state
LastModifiedDate JSON.Keys result.sys_updated_on
TicketToolUID ISON.Keys result.sys_id

Mandatory Parameter Mapping i)

Key Value Type Value

TicketNumber JSON Keys 2 result.number v
Summary JSON Keys result.short_description

Description JSON Keys v result.description

StatusCode JSON Keys v result.expected_start v
LastModifiedDate JSON Keys v result.sys_created_on

TicketToolUID JSON Keys v result.sys_id v

Add Response Parameter Delete All

Figure 137 - Mandatory Parameter Mapping (Change Request)

8. If you need to add Optional parameters, click Add Response Parameter to add more parameters. For
our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need them in

the later section.

Table 23 - Sample Optional Mapping Parameters—- Change Request

Key Value Type Value
AssignedGroup JSON.Keys result.assignment_group.value
Coll JSON.Keys result.sys_id

Optional [
Key Value Type Value Action

AssignedGroup v JSON Keys v result.assignment_group.value v o}

Coll v JSON Keys v result.sys_id v i

Figure 138 - Optional Parameter Mapping (Change Request)

9. Click Save to add the data source.
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To create a data source for Change Request Task Management, perform the following steps:
1. Onthe left menu bar, click Configuration -> Manage Data Sources.
2. The Create Data Source page appears with the following tabs:
e Organization
e FetchData

e Release Rules

Organization  Fetch Data  Release Rules

Organization Details

Service * @ ntegration Type * @

a Disabled

Figure 139 - Create Data Source - Change Request Task

Release Rules are only applicable for the following Module types- Incident Management,
Change Request Task and Service Request Task. This tab will not be activated for other module
types.

3. Onthe Organization tab,
e Select the Organization Name from the dropdown.
¢ In the Module field, select ‘Change Request Task’, since we are configuring this data source for
pulling the change requests.
¢ Inthe Service field, select ‘Service Now Tool’ as we are configuring the data source for ServiceNow.
¢ Inthe Integration Type field, select REST, since we will be integrating through REST APls.
o Select the Timezone to specify the time zone of the selected data source.
o Select Timestamp to view the present data with date and time.

e Click Next.
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Organization Fetch Data Release Rules Close Rules  InProgress Rules

Organization Details
Organization * [ Module *

— S m— v
Service * @ Integration Type * @

w v

Ticket Managed by Product Job Data Source Name * [@

@ Closure @  Inprogress
Unix Time Stamp [@ Time Zone * [

@  Disabled w

e

Figure 140 - Create Data Source — Change Request Task (Cont.)

Organization Details

Organization * Module *
v v
Service * Integration Type *
~ ~
Ticket Managed by Product Job Data Source Name *
Closuren InProgressfz]
Unix Time Stamp G Time Zone *
Disabled v
Cancel Next

Figure 141 - Create Data Source — Change Request Task (Cont.)

4, On the Fetch Data tab, type in the details as per the environment.
In the Connection Details section, enter the following details:

— URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the data is
fetched, and the order by and so on. It is dependent on the URL or API provided by the tool.

— Sample URL -

https://<URL>7?sysparm_fields=#Columns#&sysparm_query=active=true”sys_updated_on>=#Start

Date#"sys updated on<=#EndDate#"ORDERBYsys updated on

— Authentication Type - Select one of the Authentication Types from Basic / Windows, OAuth 2.0
— Selection of Basic / Windows requires you to enter -

o Userld
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o Password

— Selection of OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Connection Details Test Connection | [

URL* @ Authentication Type *
1 Sasichut

User ID * [@ Password* [@| /2 Add Password
——

Request Method * [ Proxy Required [

GET Enable

Figure 142 - Create Data Source - Change Request Task (Connection
Details)

— Password - For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the
value field. Else if it is available in any Key Vault such as CyberArk or Secret Manager then select
Input Type as CyberArk or Secret Manager respectively and then select any of the configured details

from the value field.
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Secret Selector

Input Type

Input text

Value

Show Password

Cancel

Save

Figure 143 - Password in Plaintext

Secret Selector
Input Type
CyberArk v
Value
CASNOWPassword v
Key Value
Description |:|
AppID ——
safe —
Folder —
Object —]

Cancel

Figure 144 - Password from Key Vault (CyberArk)
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Secret Selector X

Input Type
Internal Secret Manager 5
Value
SNOWPassword v
Key Value
Key Password
Password 1

Note: Password is in encrypted form.

Cancel Save

Figure 145 - Password from Secret Manager

Secret Selector X

Input Type

Azure Key Vault v

Value

AzSNOWPassword v

Key Value

Description AzSNOWPassword

Secret Name SNOWPassword

Cancel Save

Figure 146 - Password from Azure Key Vault

— Request Authentication Parameters - If the user has additional parameters, click Add Authentication
Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table:

Table 24 - Sample Authentication Parameters- Change Request Task
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Authentication Type Key Value Is Encrypted? Is Key?
OAuth2.0 username <username> NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsrcret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES
I"Request Authentication Parameters - ’ + AGd Authenticotion Parameters ” mw“““'
Note: Add Key as to send inreg body for token.
Key Value 15 Encrypted 0 ts Key @ Action
usemame <usemames> (=] B o}
password <password> = ] o}
AuthMethod POST o o &
| AuthPrefoc Bearer o o @
client_id clientiD> = = @
TokenKey access_token =] o w
ResponseType JsON o o ®
grant_type Password (=] L] @
[rsp—— cctiontsecret -] o}

Figure 147 - Create Data Source - Change Request Task (Request
Authentication Parameters for OAuth2.0)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.q., for the URL entered earlier, please populate the below inputs:

These columns are mandatory. Users can add more columns if more data is required to be
fetched from ITSM tool.
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mailto:mydbdatasync2@hcl.com

Url Path Parameters

URL parameters will show here.

Key Value Type Value

#Columns# Text e number,sys_updated_on,sys_created_on,short_description,description,state,due_date, change_request, ap
#StartDate# SQL UDF v ‘ @@GetFromDateTimeUsingIChangeTaskModifiedDate ‘
#EndDate# SQL UDF e ‘ @@GetToolCurrentDateTime

Figure 148 - URL Parameters (Change Request Task)

— Request Header Parameters — Please enter the request header parameters as required.

— Response Body - In this section, please enter the output of URL query for one of the incidents in

JSON format. A sample response is mentioned below:

6. After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.
7. Mandatory Parameter Mapping — Please map the mandatory parameters to the respective values as

mentioned in the screenshot below:

Table 25 - Sample Mandatory Mapping Parameters- Change Request
Task
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Key Value Type Value
TicketNumber ISON.Keys result.number
Summary ISON.Keys result.short_description
Description JSON.Keys result.description
StatusCode ISON.Keys result.state
LastModifiedDate JSON.Keys result.sys_updated_on
Changeld ISON.Keys result.change_request.value
CreationDate ISON.Keys result.sys_created_on

Mandatory Parameter Mapping (i)
Key Value Type Value
TicketNumber JSON Keys v result.number
Summary JSON Keys v result.short_description
Description JSON Keys v result.description
StatusCode JSON Keys ™ result.state
LastModifiedDate JSON Keys v result.sys_updated_on
Changeld JSON Keys 4 result.change_request.value
CreationDate JSON Keys v result.sys_created_on

Add Response Parameter

Delete All

Figure 149 - Mandatory Parameter Mapping (Change Request Task)

If you need to add Optional parameters, click Add Response Parameter to add more parameters. For our

purpose, we will be adding a couple of extra parameters, as mentioned below, as we need them in the later

section.
Table 26 - Sample Optional Mapping Parameters- Change Request
Task
Key Value Type Value
Coll JSON.Keys result.sys_id
AssignedGroup JSON.Keys result.assignment_group.value
Optional @
AssignedGroup JSON Keys ™ result.assignment_group.value i
Coll JSON Keys . result.sys_id T
Back Next

Figure 150 — Optional Parameter Mapping (Change Request Task)

8. Click Next to proceed to Release Rules.

9. On the Release Rules tab, type in the details as per the requirement.

10. In the Connection Details section, enter the following details:
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— URL - Type the URL of the selected service type to release the ticket. It contains the placeholders
that display the parameters based on the applied clause and is dependent on the URL or API
provided by the tool.

— Sample URL - https://<url>.service-now.com/api/now/table/change task/#incident#

— Authentication Type - Please enter the information in line with the Authentication type configured
for fetching data configuration previously.
— Request Method - Select Request Method as PUT from the drop-down.
— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Organization Fetch Data Release Rules Close Rules InProgress Rules

Release Rules Configuration

Connection Details [Test Connection | @
URL * {1 Authentication Type * [
—— BasicAuth

User ID * @

————

Password* @| /2 Add Password

Request Method * Proxy Required [

PUT . Enable

Figure 151 - Release Rules - Change Request Task (Connection
Details)

— Password - For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the
value field. Else if it is available in any Key Vault such as CyberArk or Secret Manager then select
Input Type as CyberArk or Secret Manager respectively and then select any of the configured details

from the value field.
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Secret Selector X
Input Type
Input text v

Value

Show Password

Figure 152 - Password in Plaintext

Secret Selector x
Input Type
CyberArk v
Value
CASNOWPassword v
Key Value
Description | — |
AppID —
safe ———
Folder ——

Cancel Save

Figure 153 - Password from Key Vault (CyberArk)
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Secret Selector X

Input Type
Internal Secret Manager v
Value
SNOWPassword v
Key Value
Key Password
Password | |

Note: Password is in encrypted form.

Figure 154 - Password from Secret Manager

Secret Selector X

Input Type

Azure Key Vault v

Value

AzSNOWPassword v

Key Value
Description AzSNOWPassword

Secret Name SNOWPassword

Cancel Save

Figure 155 - Password from Azure Key Vault

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:
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URL Path Parameters @

#ncident#

| Table.Columns v

Col2 -

Figure 156 - Release Rules - Change Request Task (URL Path
Parameters)

Request Header Parameters - Please enter the request header parameters as required.

Request Body - In this section, please enter the request body in ISON format. A sample request is
mentioned below:

Request Body

Provide expected JSON formatted request body in the textbox and enclose the values with #3# that need to be changed dynamically.

{

group’:*
"work_notes": "#worknotes#"
}

Key

#AssignmentGroup#

#worknotes#

Figure 157 - Release Rules - Change Request Task (Request Body)

Response Body - In this section, please enter the response body in JSON format. A sample response
is mentioned below:
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Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type to fetch the value
dynamically.

{ "result”: "#success#" }

Key Value Type Value

#success# Text e ok

Figure 158 - Release Rules — Change Request Task (Response Body)

— Response Key Value mapping can be done as per the below table:

Table 27- Sample Response Key Value Mapping Parameters- Change
Request Task

#success# Text OK

1. Click Save to add the data source.

12. To bring the tickets within iAutomate scope, a specific queue needs to be configured in the ITSM tool
and same has to be configured in iAutomate. This is achieved through Manage Entry Criteria. Please
perform the below steps:

e Go to Configuration and click Manage Data Sources.
e On the Data Sources tab, click 2 next to the data source user wants to manage. Manage Entry

Criteria screen appears.

— —— Change Request Task SNOW Sy

[
=

Figure 159 — Manage Entry Criteria (Change Request Task)

e Click on ‘Add Response Parameter’
o Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.
e Enterthe sys_id of the assignment group in ServiceNow in the Value field.

e Clause and Sub-Clause fields can also be added based on requirement.

Manage Entry Criteria

Column Operator Value Clause Sub Clause

AssignedGroup v equal.. ¥ [oervawe ] v v o

e [ -

Figure 160 - Manage Entry Criteria - Change Request Task (Cont.)

13. Click Save.

4233 Configuration of additional parameters for Recommendation and Parsing
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To use the field values of Change Request for the purpose of Recommendation and Parsing by iAutomate
services, they need to be mapped to Change Request Task.
To do so, perform the following steps -

1. Onthe left menu bar, click Advance Configuration -> Parameter -> Manage Column.

Manage Parameter Master  Configure Parameter Type = Manage Parameter Configuration = Manage Column

Qrganization* Module*

Table Column Use For Parsing Use For Recommendation Action

v ~ O O Base [ secondary Save

Figure 161 - Map fields of Change Request to Change Request Task

2. Select Organization Name from dropdown. Select ‘Change Request Task’ as the Module.

Manage Parameter Master  Configure Parameter Type  Manage Parameter Configuration  Manage Column

QOrganization* Module*

MyCompany v Change Request Task v

Table Column Use For Parsing Use For Recommendation Action

-Select- v v O Ogased Secondary
‘ n » b 1-10f1ltems

Figure 162 - Map fields of Change Request to Change Request Task
(Cont.)

Summary, Description, RunbookToolTenantID, ModuleType are the default entries.

Select iIChangeRequest’ in Table dropdown.
4, Select the column of Change Request which has to be mapped to Change Request in the Column
dropdown. In this case, we are selecting ‘StatusCode.

5. Check the fields Use for Parsing and select ‘Base’ for Use For Recommendation field.

Manage Parameter Master  Configure Parameter Type  Manage Parameter Configuration = Manage Column

Qrganization* Module*

Table Column Use For Parsing Use For Recommendation Action

v ~ O O Base [ secondary Save

Figure 163 - Map fields of Change Request to Change Request Task
(Cont.)

6. Click Save. The page lists one additional entry i.e. ‘StatusCode’, as depicted below.
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Manage Parameter Master

organization®
e |
Table

Changmiegurse

Mame.

Summary

Dascription
RunbackToalTenantio
ModuleType
StatusCode

Configure Parameter Type ~ Manage Parameter Configuration

Manage Column

Moduler

—

Column Use For Parsing
Smntocn
T UsetorParsing T Base{Recommendation)
¥ ¥
¥ N
¥ N
¥ N
¥ ¥

Use For Recommendation Astion

e [

Figure 164 - Map fields of Change Request to Change Request Task

(Cont.)

For Recommendation, the above steps are sufficient. But for Parsing, additional steps are required to

be performed.

On the main menu bar, click Advance Configuration.

Click Configure Parameter Type. By default, there are several entries already defined.

Manage Parameter Master

Configure Parameter Type  Manage Parameter Configuration

Manage Column

New Parameter Type
S a
Parameter Type Id Parameter Type Y Parse Order Y User Friendly Name Y Action
7 webappPool regexiprosmity Deseription "
% SnapshotName regex Deserigtion "
19 VMESXHost regEx Description L]
20 UserPassword regex Description 0
2 ADGroUpName regexproamity Deseription 0
3 DriveName regex Description L]
24 LocalGrouphame regexiprowmity Deseription L]
25 Instanee regexproximity Deseription ]
2 Thresholdvslua regexproximity Description "
27 GenericTest regex Deseription 0
i - BE 1-10 of 25 Hems

Figure 165 - Map fields of Change Request to Change Request Task

(Cont.)
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New Parameter Type |

Parameter Type *

Parse By*
-Select- v
Regular Expression* Proximity Words*
Select- =
Add
Default Field Name* Parse Order*

-Select-

(]

Figure 166 - Map fields of Change Request to Change Request Task
(Cont.)

1. Type Parameter Type, for e.g. MyCategory
12. Select ‘Equal Search’ as Parse By.

13. Select 'Description’ as Default Field Name.
14. Click Submit.

Manage Parameter Master  Configure Parameter Type = Manage Parameter Configuration = Manage Column

New Parameter Type |
Parameter Type * Parse By*
MyCategory Equal Search v
Regular Expression Proximity Words
-Select-
Default Field Name* Parse Order*
Description A\ Equal Search

.I

Figure 167 - Map fields of Change Request to Change Request Task
(Cont.)

15. Next step is to map this Parameter Type ‘MyCategory’, to the one that was created via Manage
Columns in earlier step by the name StatusCode. To do that, perform the following steps:
16. On the main menu bar, click Advance Configuration.

17. Click Manage Parameter Configuration.
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Manage Parameter Configuration B

Select Organization * Data Source *

— v Select- -

Parameter Type *

-Select- -

Change Order Field Parse By Parse Order Grid Details Index Level Action

Save

Figure 168 - Map fields of Change Request to Change Request Task
(Cont.)

18. Selection Organization. Select ‘Change Request Task’ as the Data Source.
19. Select the newly created parameter ‘MyCategory from Parameter Type dropdown.
20. From the Field dropdown, select 'StatusCode, the parameter that has been mapped via Manage

Columns.

Manage Parameter Configuration (-]

Select Organization * Data Source *
— © I

Parameter Type *

MyCategory

Change
o,de,g Field Parse By Parse Order Grid Detalls Index Level Action
[ -1 StatusCode . Equal Search - Equal Search (- 1 @

&) )

Figure 169 - Map fields of Change Request to Change Request Task
(Cont.)

21. Click Save.

22. To verify whether this parameter is successfully parsed or not, perform the following steps:
e Onthe main menu bar, click Runbooks.
¢ Click Manage Runbooks.

e Select the Runbook Tool mapped with the organization.
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Home > Runbooks > Manage Runbooks

Create & Map Runbook
Runbook Tool * Search Column * Search Text *
Inside_Tool v Select-

T

Runbook Name Y Runbook Description T Actions

Check_Service_Windows This playbook will check the status the given service

I
&

- » 1-10t1items

Figure 170 — Map fields of Change Request to Change Request Task
(Cont.)

e The parameter, StatusCode, which was created in earlier steps, has to be added as one of the
parameters to the existing runbook. You can also create a new runbook with StatusCode as one
of the parameters.

e Click the Edit icon to edit the runbook.

¢ In the Parameters section, add a new parameter with any relevant Parameter Name, Parameter
Label, Parameter Description, Default Parameter Value. Ensure that Parameter Type is selected as

Priority.

Parameters Add a new row

RunbaokParameterid Nama Label Is Mandatory Description Default Valus Field Type

The number of the ticket for
19344 TicketNumber TicketNumber True ! ! - Text
which update needs to be sent

19345 target_host target_host True IPAddress/Hosiname XXXX Text
19346 service_name service_name True service name to validate PR SecureParameter

The id

the ExecuteRunbook

19347 job_id job_id True g X Text

arganization

Figure 171 - Map fields of Change Request to Change Request Task
(Cont.)

e Add the parameter and click Update.
e Ensure that the runbook in which the parameter is added is mapped with the organization.
23. Next step is to build the Recommendation model and to do that perform the following steps:
e Onthe left menu bar, click Configuration.
e Click Build Model.
e ReBuild / Re-build the model for the Organization under Change Request Task module for the

mapped runbook tool.

Dryice248 Change Request Inside_Tool ANSIBLE Inside Queved Recammendation vo vo e oo
Task Ranking Model o

Figure 172 — Map fields of Change Request to Change Request Task
(Cont.)
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e Run the entire flow and see if the runbook recommended for the ticket in which the parameter was

added has the parameter MyCategory with its expected value.

Ticket Summary Date Time
Check the status of the given service on windows server_SDK

Description
Check the status of the given service on windows server_SDK

Select Runbook View Logs Related Tickets Knowledge Guide
Runbook Name Description Confidence Score % SME Approved Action

This playbook will check the

! W Check Service_Windows et e e saren, 100 N 3 View SOP
Parameter Name Value
JotId 4702
service_name =

RaquestSiate

—

AppravalSiate

Figure 173 - Map fields of Change Request to Change Request Task
(Cont.)

43 Integration with BMC Remedy
4.3.1 Incident Management

To create a data source for Incident Management, perform the following steps:
1. On the left menu bar, click Configuration -> Manage Data Sources.
2. The Create Data Source page appears with the following tabs:
e Organization
e Fetch Data

e Release Rules

Organization  Fetch Data

Organization Details

QOrganization * [ Module * @

Service * [ Integration Type * @

Data Source Name * ) Unix Time Stamp @
Disabled

Time Zone * [

Sance

Figure 174 - Create Data Source
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Release Rules are only applicable for the following Module types- Incident Management,
Change Request Task and Service Request Task. This tab will not be activated for other module

types.

3. On the Organization tab:

Select the Organization Name from the dropdown.

Select the Module as Incident Management since we are configuring this data source for pulling

the incident tickets.

Select the Service as Remedy as we are configuring the data source for BMC Remedy
Select the Integration Type as REST, since we will be integrating through REST APIs.
Select the Timezone to specify the time zone of the selected data source.

Select Timestamp to view the present data with date and time.

Click Next.

Organization  Fetch Data

& Organization Details

Organization * [
Service *

Ticket Managed by Product Job

Unix Time Stamp I

Organization  Fetch Data

4. On the Fetch Data tab, type in the details as per the environment.

& Organization Details

Organization * [
Service * I

Ticket Managed by Product Job

Unix Time Stamp I

Release Rules

Release Rules

Close Rules

InProgress Rules

Cancel

Module * [

———1

Integration Type * [I

Time Zone * I

Figure 175 - Create Data Source (Cont.)

Close Rules

InProgress Rules

Cancel

Module * [

———1

Integration Type * [I

Time Zone * I

Figure 176 - Create Data Source (Cont.)

5. In the Connection Details section, enter the following details:
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— URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the data is
fetched, and the order by and so on. It is dependent on the URL or API provided by the tool.

— Sample URL - http://URL/api/arsys/vl/entry/HPD:Help%20Desk/?q="Assigned Group'="#Group#"

AND 'Last Modified Date'>"#StartDate#" AND 'Last Modified

Date'<"#EndDAte#"&fields=values(#Columns#)

— Authentication Type - Select one of the Authentication Types from Basic / Windows, OAuth 2.0
— Selection of Basic / Windows requires you to enter -

o Userld
o Password

— Selection of OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Connection Details Test Connection | [0

URL * [ Authentication Type * [

| | BasicAuth

User ID * @
Request Method * [ Proxy Required [

GET v Enable

Figure 177 - Create Data Source (Connection Details)

— Password - For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the
value field. Else if it is available in any Key Vault such as CyberArk or Secret Manager then select
Input Type as CyberArk or Secret Manager respectively and then select any of the configured details

from the value field.
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Secret Selector X
Input Type
Input text v

Value

Show Password

Figure 178 - Password in Plaintext

Secret Selector X
Input Type
CyberArk v
Value
CASNOWPassword v
Key Value
Description |:|
ApplD —————1
Safe ————1
Folder ——1
Object ———1

Figure 179 - Password from Key Vault (CyberArk)
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Secret Selector X

Input Type
Internal Secret Manager v
Value
SNOWPassword v
Key Value
Key Password
Password

Note: Password is in encrypted form.

Figure 180 - Password from Secret Manager

Secret Selector X

Input Type

Azure Key Vault v

Value

AzSNOWPassword v

Key Value
Description AzSNOWPassword

Secret Name SNOWPassword

Figure 181 - Password from Azure Key Vault

— Request Authentication Parameters - If the user has additional parameters, click Add Authentication
Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters.

6. URL Path Parameters - Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g,, for the URL entered earlier, please populate the below inputs:
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Url Path Parameters
URL parameters will show here.

Key Value Type

‘ ipti i assigned_to,sys_id,sys_c

#Columns# ‘ Text

#StartDate ‘ QL UDF

‘ @@GetToolCurrentDateTime

#EndDate# ‘ SQL UDF

Figure 182 — URL Path Parameters (BMC Remedy - Incident
Management)

Request Header Parameters — Please enter the request header parameters as required.
Response Body - In this section, please enter the output of URL query for one of the incidents in JSON

format. A sample response is mentioned below:
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9. After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter

Mapping section.
10. Mandatory Parameter Mapping - Please map the mandatory parameters to the respective values as

mentioned in the screenshot below.

Table 28- Sample Mandatory Mapping Parameters

Key Value Type Value
TicketNumber JSON.Keys entries.0. Number
Summary JSON.Keys entries.0.short_Description
Description JSON.Keys entries.0 Description
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CreationDate JSON.Keys entries.0.sys_create_on
StatusCode ISON.Keys entries.0.incident_Status
ResolvedDate JSON.Keys entries.0.closed_at
LastModifiedDate ISON.Keys entries.0.updated_on

Mandatory Parameter Mapping [0

Key Value Type Value

TicketNumber JSON Keys v result.0.number

JSON Keys v result.0.short_description

Description JSON Keys v result.0.description

CreationDate JSON Keys v result.0.sys_created_on v

StatusCode JSON Keys v result.0.incident_state

ResolvedDate JSON Keys v result.0.closed_at

LastModifiedDate JSON Keys v result.0.sys_updated_on ~

Add Response Parameter Delete All

Figure 183 — Mandatory Parameter Mapping

If you need to add Optional parameters, click Add Response Parameter to add more parameters. For our

purpose, we will be adding a couple of extra parameters, as mentioned below, as we need them in the later

section.
Table 29 - Sample Optional Mapping Parameters

Key Value Type Value
AssignedGroup JSON.Keys entries.0..assignment_group.value
Coll JSON.Keys entries.0.sys_id

Optional £
AssignedGroup v JSON Keys v result.0.assignment_group.value v m]
Col1 v JSON Keys v result.0.sys_id v 0|

Figure 184 - Optional Parameter Mapping

1. Click Next to proceed to Release Rules Configuration.

12. On Release Rules tab, type in the details as per the requirement.

13. In the Connection Details section, enter the following details:

— URL - Type the URL of the selected service type to release the ticket. It contains the placeholders
that display the parameters based on the applied clause and is dependent on the URL or API
provided by the tool.

— Sample URL - http://URL/api/arsys/vl/entry/HPD:Incidentinterface/#TicketlD#|#TicketID1#

Integration Guide 138


http://url/api/arsys/v1/entry/HPD:IncidentInterface/#TicketID

— Authentication Type - Please enter the information in line with the Authentication type configured
for fetching data configuration previously.
— Request Method - Select Request Method as PUT from the drop-down.
— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Connection Details #2Test Connection | @

URL * [@ Authentication Type * (1]

 — Besichuth
User ID * @

— 1

Password* @| /2 Add Password

Request Method * [ Proxy Required [

PuT . Enable

Figure 185 — Create Data Source (Connection Details)

— For password, click on icon next to it. If the password is available in plaintext, then select Input type
as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault then select
Input Type as Azure Key Vault and then select any of the configured details from the value field. Else
if it is available in any Key Vault such as CyberArk or Secret Manager then select Input Type as
CyberArk or Secret Manager respectively and then select any of the configured details from the

value field.

Secret Selector X

Input Type

Input text v

Value

Show Password

Figure 186 - Password in Plaintext
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Secret Selector x

Input Type
CyberArk v
Value
CASNOWPassword v
Key Value
Description —
ApplD ——1
safe  —
Folder ———1
Object —

Figure 187 - Password from Key Vault (CyberArk)

Secret Selector X

Input Type

Internal Secret Manager v

Value

SNOWPassword v

Key Value

Key Password

Password | ]

Note: Password is in encrypted form.

Figure 188 - Password from Secret Manager
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Secret Selector X

Input Type

Azure Key Vault v

Value

AzSNOWPassword v

Key Value
Description AzSNOWPassword

Secret Name SNOWPassword

Save

Figure 189 - Password from Azure Key Vault

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs.

Url Path Parameters
URL parameters will show here.

Key Value Type Value

Fincident# Table.Columns ~ Coll ~

Figure 190 - Release Rules (URL Path Parameters)

— Request Header Parameters — Please enter the request header parameters as required.
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14. Request Body - In this section, please enter the request body in JSON format. A sample request is
mentioned below -

Request Body

Provide expected JSON formatted request body in the textbox and enclose the values with ## that need to be changed dynamically.

{ "assif group”: ; i " "work_notes”: " 1

Key

#AssignmentGroups

#worknotes#

Figure 191 - Release Rules (Request Body)

15. Response Body - In this section, please enter the response body in JISON format. A sample response is
mentioned below:

Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type to fetch the value dynamically.

{“result”: "#success#” )

Key Value Type

#isuccessi

Text e

Figure 192 - Release Rules (Response Body)

16. Response Key Value mapping can be done as per the below table.

Table 30- Sample Response Key Value Mapping

#success# Text Success

17. Click Save to add the data source.

18. In order to bring the tickets within iAutomate scope, a specific queue needs to be configured in the

ITSM tool and same has to be configured in iAutomate. This is achieved through Manage the Entry
Criteria. Please perform the below steps -

e Go to Configuration and click manage Data Sources.

On the Data Sources tab, click < next to the data source user wants to manage. Manage Entry
Criteria screen appears.
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Manage Data Source

Search.. Q

Organization Name Y  Datasource Name Y  Module Name Y Service Name Y Actions

— — Incident Management Remedy & 2 w

Figure 193 - Manage Entry Criteria

e Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.
e Enter the sys_id of the assignment group in ServiceNow in the Value field.

¢ Clause and Sub-Clause fields can also be added based on requirement.

Manage Entry Criteria

Column Operator Value Clause Sub Clause

AssignedGroup v equal.. ¥ T — v v i}

Figure 194 - Manage Entry Criteria (Cont.)

19. Click Save.

44 Integration with Cherwell ITSM
441 Incident Management

To create a data source for Incident Management, perform the following steps:
1. Onthe left menu bar, click Configuration -> Manage Data Sources.
2. The Create Data Source page appears with the following tabs:
e Organization
e Fetch Data

e Release Rules
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Organization  Fetch Data

Organization Details

Organization * @ Module *
-Select- v v
Service * [ Integration Type * (1)
Ticket Managed by Product Job Data Source Name * []
Closure [ Inprogress [
Unix Time Stamp @ Time Zone * @
Disabled

Figure 195 - Create Data Source

Release Rules are only applicable for the following Module types- Incident Management,
Change Request Task and Service Request Task. This tab will not be activated for other module
types.

3. Onthe Organization tab,

Select the Organization Name from the dropdown.

o Select the Module as Incident Management, since we are configuring this data source for pulling
the incident tickets.

e Select the Service as Cherwell as we are configuring the data source for Cherwell

e Select the Integration Type as REST, since we will be integrating through REST APIs.

e Select the Timezone to specify the time zone of the selected data source.

o Select Timestamp to view the present data with date and time.

e Click Next.

Organization Details

Organization * Module * @
v v
Service * Integration Type *
v v
Ticket Managed by Product Job Data Source Name *
Closure[] InProgress(z
Unix Time Stamp Time Zone *
Disabled v

Cancel Next

Figure 196 - Create Data Source (Cont.)
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Organization Details

Organization * [ Module * @
v v
Service * Integration Type *
~ v
Ticket Managed by Product Job Data Source Name *
Closurer InProgress(
Unix Time Stamp @ Time Zone *
Disabled v
Cancel Next

Figure 197 - Create Data Source (Cont.)

4. Onthe Fetch Data tab, type in the details as per the environment.
In the Connection Details section, enter the following details:

— URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the data is
fetched, and the order by and so on. It is dependent on the URL or API provided by the tool.

— Sample URL -
http://<iAutomate API_URL>/iAutomateAPI/Request/GetincidentTicketData/<Org_|D>?start_date>

=#Start_Date#&end date<=#End Date#&

— Here, < iAutomate_API_URL > is the APl URL of iAutomate where Push APIs are present and
<Org_ID> is the OrgID for the organization for which you are creating the data source. It is available
in Organization Master in Database.

— Authentication Type - Select one of the Authentication Types from Basic / Windows, OAuth 2.0

The user details that are entered here should be an API User

— Selection of Basic / Windows requires you to enter -

o Userld
o Password.

— Selection of OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

— Proxy Required — Check Proxy Required, if the environment needs access to content from data

sources outside the firewall.
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Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Connection Details Test Connection |
URL * @ Authentication Type * (@
http:/testurl.com BasicAuth
User ID * @ Password* (| 2 Add Password
testuser@hcl.com
Request Method * 1 Proxy Required [
GET . Enable

Figure 198 - Create Data Source (Connection Details)

— Password - For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the

value field. Else if it is available in any Key Vault such as CyberArk or Secret Manager then select

Input Type as CyberArk or Secret Manager respectively and then select any of the configured details

from the value field.

Secret Selector X

Input Type

Input text v

Value

Show Password

Figure 199 - Password in Plaintext
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Secret Selector X

Input Type
CyberArk v
Value
CASNOWPassword v
Key Value
Description — 1
AppID ————— 1
safe ——
Folder —1
Object —

Cancel Save

Figure 200 - Password from Key Vault (CyberArk)

Secret Selector X

Input Type

Internal Secret Manager v

Value

SNOWPassword v

Key Value

Key Password

Password L ]

Note: Password is in encrypted form.

Figure 201 - Password from Secret Manager
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Secret Selector

Input Type

Azure Key Vault

Secret Name

Value

AzSNOWPassword v
Key Value
Description AzSNOWPassword

SNOWPassword

Figure 202 - Password from Azure Key Vault

— Request Authentication Parameters - If the user has additional parameters, click Add Authentication

Parameters under the Request Authentication Parameters tab.

— Based on the Authentication Type, add the parameters mentioned in the below table:

Table 31- Sample Authentication Parameters

Authentication Type Key Value Is Is Key?
Encrypted?
OAuth2.0 username <username> NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType ISON NO NO
OAuth2.0 grant_type Password NO YES
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Request Authentication Parameters

|
[ + Add Authentication Parameters " {1 Delete All ]

Mote: Add Key as ¥ to send in request body for token.
Key Value Is Encrypted (1) Is Key () Action
usermame <username> o @ 0]
password <password> /] = wm
Authiethod o o o]
o]
o]
0]
o]
T}
@

Figure 203 - Create Data Source (Request Authentication Parameters
for OAuth2.0)

— URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:

Url Path Parameters
URL parameters will show here.

Key Value Type Value

#Columns# Text ~ | updated ion,shart. ipti ident. atcatego

#StantDate# | SQL UDF - | @G

#EndDate# sqL uDF ~ | @@GetToolCurremDateTime

Figure 204- URL Path Parameters

— Request Header Parameters - Please enter the request header parameters as required.
— Response Body - In this section, please enter the output of URL query for one of the incidents in

IJSON format. A sample response is mentioned below:
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6. After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter

Mapping section.

7. Mandatory Parameter Mapping - Please map the mandatory parameters to the respective values as

mentioned in the screenshot below:

Table 32- Sample Mandatory Parameter Mapping

Key Value Type Value
TicketNumber JSON.Keys result.0.TicketNumber
Summary ISON.Keys result.0.Summary
Description JSON.Keys result.0.Description
CreationDate JSON.Keys result.0.CreationDate
StatusCode JSON.Keys result.0.StatusCode
ResolvedDate JSON.Keys result.0.ClosedDate
LastModifiedDate JSON.Keys result.0.LastModifiedDate
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Mandatory Parameter Mapping (]

Key

LastMadifiedDate

Value Type

JSON Keys

JSON Keys

JSON Keys

JSON Keys

JSON Keys

JSON Keys

JSON Keys

Value

result.0. TicketNumber

result.0.Summary

result.0.Description

result.0.CreationDate

result.0.StatusCode

result.0.ClosedDate

result.0.LastModifiedDate

Add Response Parameter Delete All

Figure 205 - Mandatory Parameter Mapping

If you need to add Optional parameters, click Add Response Parameter to add more parameters. For our

purpose, we will be adding a couple of extra parameters, as mentioned below, as we need them in the later

section.

Table 33- Sample Optional Parameters

Key Value Type Value
AssignedGroup JSON.Keys result.0.AssignedGroup
Coll JSON.Keys result.0.sys_id

Optional [

Key

AssignedGroup

Coll

Value Type

JSON Keys

JSON Keys

Back

Value Action

result.0.AssignedGroup v m|

result.0.sys_id - o]

Figure 206 - Optional Parameter Mapping

8. Click Next to proceed to Release Rules.

9. On Release Rules tab, type in the details as per the requirement.

10. In the Connection Details section, enter the following details:

— URL - Type the URL of the selected service type to release the ticket. It contains the placeholders

that display the parameters based on the applied clause and is dependent on the URL or API

provided by the tool.

— Sample URL - Attps//<url>.

— Authentication Type - Please enter the information in line with the Authentication type configured

for fetching data configuration previously.

— Request Method - Select Request Method as POST from the drop-down.
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— Proxy Required — Check Proxy Required, if the environment needs access to content from data

sources outside the firewall.

Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Connection Details PTest Connection |
URL* @ Authentication Type * @

Select

Request Method * @ Proxy Required @

Select- Enable

Figure 207 — Release Rules (Connection Details)

— Password- For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the
value field. Else if it is available in any Key Vault such as CyberArk or Secret Manager then select
Input Type as CyberArk or Secret Manager respectively and then select any of the configured details

from the value field.

Secret Selector

Input Type

Input text

Value

Show Password

X
v

Figure 208 - Password in plaintext
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Secret Selector pad

Input Type

CyberArk v
Value

CASNOWPassword v
Key Value
Description ——— 1
Fotder —

Figure 209 - Password from Key Vault (CyberArk)

Secret Selector X

Input Type

Internal Secret Manager v

Value

SNOWPassword v

Key Value
Key Password

Password

Note: Password is in encrypted form.

Cancel Save

Figure 210 - Password from Secret Manager
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Secret Selector X

Input Type

Azure Key Vault v

Value

AzSNOWPassword v

Key Value
Description AzSNOWPassword

Secret Name SNOWPassword

Figure 211 - Password from Azure Key Vault

1. Request Authentication Parameters - If the user has additional parameters, click Add Authentication
Parameters under the Request Authentication Parameters tab.

12. Based on the Authentication Type, add the parameters mentioned in the below table:

Table 34 - Sample Authentication Parameters
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Key Value Is Encrypted? Is Key?
grant_type password N Y
username <username> N Y
Password <password> Y Y
client_id <client_id> N Y
AuthPrefix Bearer N N
AuthMethod POST N N
ResponseType ISON N N
TokenKey access_token N N
Request Authentication Parameters -

1
[ + Add Authentication Parameters ” [l Delete All ]

Note: Add parameter Key as ‘RequestBody” to send information in request body for token.

Key Value Is Encrypted () 15 Key 0 Action
usermame <cusername> o = ®
password - = = o]
Authiethod o = o]
@
o]
@
@
@
a

Figure 212 — Create Data Source (Request Authentication Parameters)

13. Request Body - In this section, please enter the request body in ISON format. A sample request is

mentioned below:
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Request Body

Provide expected JSON formatted request body in the textbox and enclose the values with ## that need to be changed dynamically.

(
“aveR -0
{

“busobld 7082
Key

#sys_id®

#Reassign_comments

sticket_sys_id#

Figure 213 - Release Rules (Request Body)

14. Response Body - In this section, please enter the response body in JSON format. A sample request is
mentioned below:

Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type to fetch the value dynamically.

{ result’: "#success#"}

Figure 214 - Release Rules (Response Body)

15. Response Key Value mapping can be done as per the below table.

Table 35- Sample Response Key Value Mapping

#success# Text OK

16. Click Save to add the data source.

17. To bring the tickets within iAutomate scope, a specific queue needs to be configured in the ITSM tool

and same has to be configured in iAutomate. This is achieved through Manage the Entry Criteria.

Please perform the below steps:

e Go to Action tab and click Manage Data Sources.

On the Data Sources tab, click 5 next to the data source user wants to manage. Manage Entry

Criteria screen appears.
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Organization Name Y Datosource Name Y Medule Name Y Service Name Y Actions

Figure 215 - Manage Entry Criteria

o Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.
o Enterthe sys_id of the assignment group in Cherwell in the Value field.

e Clause and Sub-Clause fields can also be added based on requirement.

Manage Entry Criteria

Column Operator Value Clause Sub Clause

AssignedGroup \.f equal.. ¥

Geneet “

Figure 216 - Manage Entry Criteria (Cont.)

18. Click Save.

19. To configure the Release rules for the data source created earlier, perform the below steps:

e Go to Runbooks -> Manage Rules.

e Select the Organization and the data source created from Data Source dropdown.

Manage Rules B
Organization Data Source*

— o 1 .
Configuration®

Release v

Q, Search

Rule Name Y  Paramet ters Y  Actions

Figure 217 - Manage Release Rules

e Clickon © corresponding to —No Rule—

e Map the parameters #sys_id# to the column in which sys_id was mapped while performing the
mandatory parameter mapping while data source creation.

e Mention the reason for releasing ticket in #reassign_comments#.

o Map #ticket_sys_id# again to the column in which sys_id was mapped while performing the

mandatory parameter mapping while data source creation.
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Parameters X

Parameters Value Type Value

#sys_id# Table Columns A ilncident.Col1 v
#Reassign_comment# Text v Realising incident at the automation tool can not resolve it.
#ticket_sys_id# Table Columns v ilncident.Col1 v

Figure 218 - Manage Release Rules (cont.)

20. Click OK.
Manage Rules B
Organization® Data Source*
—— T ! .

Configuration®

Release v

tew

Q, Search...

Rule Name Y Parameters YT Actions

-No Rule- iincident Col1 Realising incident at the automation tool can not reslve it iincident Gol 1 @

Figure 219 - Manage Release Rules (cont.)

21. Click Save Rule.

442 Service Request Task Management

To create a data source for Service Request Task Management, perform the following steps:
1. On the left menu bar, click Configuration -> Manage Data Sources.
2. The Create Data Source page appears with the following tabs:
e Organization
e Fetch Data

e Release Rules
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Organization  Fetch Data

Organization Details
Organization * @ Module * @

-Select- v v
Service * @ Integration Type * @
Ticket Managed by Product Job Data Source Name * (1

Closure @ Inprogress @

Unix Time Stamp [ Time Zone * [3

@  Disabled

Figure 220 - Create Data Source
Release Rules are only applicable for the following Module types- Incident Management,

Change Request Task and Service Request Task. This tab will not be activated for other module
types.

3. Onthe Organization tab,

Select the Organization Name from the dropdown.

e In the Module field, select Service Request Task, since we are configuring this data source for
pulling the service request task tickets.

e Inthe Service field, select Cherwell Tool as we are configuring the data source for Cherwell

¢ Inthe Integration Type field, select REST, since we will be integrating through REST APIs.

e Select the Timezone to specify the time zone of the selected data source.

e Select Timestamp to view the present data with date and time.

e Click Next.

Organization Fetch Data  Release Rules

Organization Details

Organization * [ Module * @

— R
Service * [ Integration Type * I
Cherwell v REST API
Ticket Managed by Product Job Data Source Name * [}
Closure [ Inprogress [0
Unix Time Stamp [ Time Zone * [
@  Disabled GMT (Greenwich Mean Time GMT+00:00)

e “

Figure 221 — Create Data Source (Cont.)
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Organization Fetch Data  Release Rules

Organization Details

Organization * [ Module * @
Service * [ Integration Type * I

Cherwell v REST API

Ticket Managed by Product Job Data Source Name * [

Unix Time Stamp ime Zone

a Disabled GMT (Greenwich Mean Time GMT+00:00)

ok “

Figure 222 - Create Data Source (Cont.)

4. Onthe Fetch Data tab, populate the details as per the environment.
In the Connection Details section enter the following details:

— URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the data is
fetched, and the order by and so on. It is dependent on the URL or API provided by the tool

— Sample URL -
http://<iAutomate API_URL>/iAutomateAPI/Request/GetSRTicketData/<Org_ID>?start date>=#St
art Date#&end_date<=#End_Date#&

— Here, < iAutomate_API_URL > is the APl URL of iAutomate where Push APIs are present and
<Org_ID> is the OrgID for the organization for which you are creating the data source. It is available
in Organization Master in Database.

— Authentication Type - Select one of the Authentication Types from Basic / Windows, OAuth 2.0

The user details that are entered here should be an APl User

— Selection of Basic / Windows requires you to enter -

o Userld
o Password

— Selection of OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.
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Organization  Fetch Data  Release Rules
Fetch Data Configuration

Connection Details Test Connection | @

URL* @ Authentication Type * @

-Select- hd

Request Method * @ Proxy Required [

GET v Enable

Figure 223 - Create Data Source (Connection Details)

— For Password, click on icon next to it. If the password is available in plaintext, then select Input type
as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault then select
Input Type as Azure Key Vault and then select any of the configured details from the value field. Else
if it is available in any Key Vault such as CyberArk or Secret Manager then select Input Type as
CyberArk or Secret Manager respectively and then select any of the configured details from the

value field.

Secret Selector X

Input Type

Input text v

Value

----------

Show Password

Cancel Save

Figure 224 - Password in Plaintext
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Secret Selector x

Input Type
CyberArk v
Value
CASNOWPassword v
Key Value
Description 1
Folder —
Object

Cancel

Figure 225 - Password from Key Vault (CyberArk)

Secret Selector X

Input Type
Internal Secret Manager v
Value
SNOWPassword v
Key Value
Key Password
Password !

Note: Password is in encrypted form.

Figure 226 - Password from Secret Manager
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Secret S

Input Type

Azure K

Value

elector

ey Vault

AzSNOWPassword

Key

Description

Secret Name

Figure 227 - Password from Azure Key Vault

Cancel

Value

AzSNOWPassword

SNOWPassword

6. Request Authentication Parameters - If the user has additional parameters, click Add Authentication

Parameters under the Request Authentication Parameters tab.

7. Based on the Authentication Type, add the parameters mentioned in the below table:

Table 36 - Sample Authentication Parameters

Authentication Type Key Value Is Encrypted? Is Key?
OAuth2.0 username <username> NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType ISON NO NO
OAuth2.0 grant_type Password NO YES
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Request Authentication Parameters = [ + Add Authentication Parameters ” [ Delete All J'

Note: Add Key as y' to send in request body for token.
Key value Is Encrypted (0 Is Key (0 Action
usermname <username> =] = 0]
password <password> 8 ] o]
AuthMethod POST o (=) 0]
o]
o]
@
0]
T}
0]

Figure 228 - Create Data Source (Request Authentication Parameters
for OAuth2.0)

8. URL Path Parameters - Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:

Url Path Parameters
URL parameters will show here.

Key Value Type Value

#Start_Date# SQLUDF v @aser |

@@6etToolCurrentDateTime ‘

#End_Date#t SQL UDF -

Figure 229- URL Path Parameters

9. Request Header Parameters - Please enter the request header parameters as required.
10. Response Body - In this section, please enter the output of URL query for one of the incidents in ISON

format. A sample response is mentioned below:
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1. After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter

Mapping section.

12. Mandatory Parameter Mapping - Please map the mandatory parameters to the respective values as

mentioned in the screenshot below:

Table 37- Sample Mandatory Parameter Mapping

Key Value Type Value
TicketNumber JSON.Keys result.0.TicketNumber
Summary JSON.Keys result.0.Summary
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Description JSON.Keys result.0.Description
StatusCode ISON.Keys result.0.StatusCode
LastModifiedDate JSON.Keys result.0.LastModifiedDate
Requestltemld ISON.Keys result.0.Requestitemid
SRId JSON.Keys result.0.SRId
CreationDate JSON.Keys result.0.CreationDate

Mandatory Parameter Mapping [

Key

TicketNumber

astModifiedDate

Requestitemld

SRid

Value Type

JSON Keys

JSON Keys

JSON Keys

JSON Keys

JSON Keys

JSON Keys v

JSON Keys

JSON Keys

Value

result.0. TicketNumber

result.0.Summary

result.0.Description

result 0.StatusCode

result.0.LastModifiedDate

result.0.Requestitemid

result.0.SRId

result.0.CreationDate

Add Response Parameter Delete Al

If you need to add Optional parameters, click Add Response Parameter to add more parameters. For our

Figure 230 - Mandatory Parameter Mapping

purpose, we will be adding a couple of extra parameters, as mentioned below, as we need them in the later

section.
Table 38- Sample Optional Parameters
Key Value Type Value
AssignedGroup JSON.Keys result.0.AssignedGroup
Coll JSON.Keys result.0.sys_id
Optional @

Key

AssignedGroup

Col1

Value Type

JSON Keys

JSON Keys

Back

Value

result.0.AssignedGroup

result.0.sys_id

Action

Figure 231 - Optional Parameter Mapping

13. Click Next to proceed to Release Rules.

14. On Release Rules tab, type in the details as per the requirement.

15. In the Connection Details section, enter the following details:
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URL - Type the URL of the selected service type to release the ticket. It contains the placeholders

that display the parameters based on the applied clause and is dependent on the URL or API
provided by the tool.
Sample URL - htips.//<url>.

Authentication Type - Please enter the information in line with the Authentication type configured

for fetching data configuration previously.
Request Method - Select Request Method as POST from the drop-down.
Proxy Required - Check Proxy Required, if the environment needs access to content from data

sources outside the firewall.

Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Organization  Fetch Data Release Rules

Release Rules Configuration

Connection Details HTest Connection | [@

URL * @ Authentication Type * @

BasicAuth

User ID * [ Password* [| /2 Add Password

Request Method * [ Proxy Required (L

-Select-

Figure 232 - Release Rules (Connection Details)

For Password, click on icon next to it. If the password is available in plaintext, then select Input type

as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault then select

Input Type as Azure Key Vault and then select any of the configured details from the value field. Else

if it is available in any Key Vault such as CyberArk or Secret Manager then select Input Type as
CyberArk or Secret Manager respectively and then select any of the configured details from the

value field.
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Secret Selector X

Input Type

Input text v

Value

Show Password

Cancel Save

Figure 233 - Password in plaintext

Secret Selector X
Input Type
CyberArk v
Value
CASNOWPassword v
Key Value
Description :
Foce —

Figure 234 - Password from Key Vault (CyberArk)
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Secret Selector X

Input Type
Internal Secret Manager v
Value
SNOWPassword v
Key Value
Key Password
Password

Note: Password is in encrypted form.

Cancel Save

Figure 235 - Password from Secret Manager

Secret Selector X

Input Type

Azure Key Vault v

Value

AzSNOWPassword v

Key Value
Description AzSNOWPassword

Secret Name SNOWPassword

Cancel Save

Figure 236 - Password from Azure Key Vault

16. Request Authentication Parameters - If the user has additional parameters, click Add Authentication
Parameters under the Request Authentication Parameters tab.

17. Based on the Authentication Type, add the parameters mentioned in the below table:

Table 39 - Sample Authentication Parameters
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Key Value Is Encrypted? Is Key?
grant_type password N Y
username <username> N Y
Password <password> Y Y
client_id <client_id> N Y
AuthPrefix Bearer N N
AuthMethod POST N N
ResponseType ISON N N
TokenKey access_token N N
Request Authentication Parameters -

.
+ Add Authentication Parameters " [i] Delete All ]

Note: Add parameter Key as ‘RequestBody to send information in request body for token.

Key Value 1s Encrypted (1) 1s Key Action
usemame <usernames o @ @
password <password> ] [ o]
AuthMethod poST (=] O ®

Bearer o]
0]
@
0]
o]
®

Figure 237 - Create Data Source (Request Authentication
Parameters)

18. Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below:
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Request Body

Provide expected JSON formatted request bedy in the textbox and enclose the values with ## that need to be changed dynamically.

{
“busObld": “9460 57b674777. 73db1",
“cacheScope™ Tenant’,
“fields™ [

Key

Fsys_idd
#SR_sys_id#t
#reassign_comment#

#ickeUnumber#

Figure 238 — Release Rules (Request Body)

19. Response Body - In this section, please enter the response body in JSON format. A sample request is

mentioned below:
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Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type to fetch the value dynamically.

{ result” : "#success#" }

Key Value Type Value

Text ~ ol ‘

Figure 239 - Release Rules (Response Body)
20. Response Key Value mapping can be done as per the below table:

Table 40 - Sample Response Key Value Mapping

#success# Text OK

21. Click Save to add the data source.

22. To bring the tickets within iAutomate scope, a specific queue needs to be configured in the ITSM tool
and same has to be configured in iAutomate. This is achieved through Manage the Entry Criteria.
Please perform the below steps:

e Goto Configuration and click Manage Data Sources.

e On the Data Sources tab, click Q next to the data source user wants to manage. Manage Entry

Criteria screen appears.

Organization Name Y  Datasource Name Y Module Name Y Service Name Y  Actions

— — Service Request Task Cherwell Q 2w |

Figure 240 - Manage Entry Criteria

o Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.
e Enterthe sys_id of the assignment group in Cherwell in the Value field.

e Clause and Sub-Clause fields can also be added based on requirement.

Manage Entry Criteria

Column Operator Value Clause Sub Clause

AssignedGroup v equal. v v v @

Figure 241 - Manage Entry Criteria (Cont.)

e Click Save.
23. To configure the Release rules for the data source created earlier, perform the below steps:
e Go to Runbooks and click Manage Rules.

e Select the Organization and the data source created from Data Source dropdown.
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Manage Rules [-]

Organization® Data Source*

1 il n v
Configuration*

Release v

-

Q, search.
Rule Name Y Parameters Y Actions

No Rule: &

Figure 242 — Manage Release Rules

e Clickon & corresponding to -No Rule—.

e Map the parameters #sys_id# to the column in which sys_id was mapped while performing the
mandatory parameter mapping while data source creation.

e Mention the reason for releasing ticket in #reassign_comments#.

e Map # SR_sys_id # again to the column in which SRId was mapped while performing the

mandatory parameter mapping while data source creation.

Parameters

Parameters Value Type Value
Fsys_IdF Table Columns v iSRTask.Col1 v
#SR_sys_d# Text v

reasing ticket to service desk

#reassign_comment# Table Columns v iSRTask.SRId v

ifticket_number#t Table Columns v iSRTask.TicketNumber v

Figure 243 - Manage Release Rules (Cont.)

24. Click OK.
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Manage Rules B

Organization® Data Source*

——1 v ] ] \

Configuration®

Release i/

e

Q, Search..

Rule Name: Y  Parameters Y Actions

~MNo Rule-

ISRTask Col1 reasing ticket to service desk iISRTask. SRid,iSRTask TicketNumber )

Figure 244 — Manage Release Rules (Cont.)

25. Click Save Rule.

443 Change Request Task Management

To create a data source for Change Request Task Management, perform the following steps:
1. Onthe left menu bar, click Configuration -> Manage Data Sources.
2. The Create Data Source page appears with the following tabs:
e Organization
e Fetch Data

e Release Rules

Organization  Fetch Data

Organization Details

Organization * (1) Module * [
-Select- v v
Service * [3] Integration Type * [1]
Ticket Managed by Product Job Data Source Name * (]
Closure 2] Inprogress [1]
Unix Time Stamp @ Time Zone * @
@  Disabled

Figure 245 - Create Data Source

Release Rules are only applicable for the following Module types- Incident Management,
Change Request Task and Service Request Task. This tab will not be activated for other module
types.

3. Onthe Organization tab,

e Select the Organization Name from the dropdown.
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e Select the Module as Change Request Task since we are configuring this data source for pulling
the change request task tickets.

e Select the Service as Cherwell Tool as we are configuring the data source for Cherwell.

e Select the Integration Type as REST, since we will be integrating through REST APIs.

e Select the Timezone to specify the time zone of the selected data source.

e Select Timestamp to view the present data with date and time.

e Click Next.

Organization Details

Qrganization * Module *
v v
Service * Integration Type *
v v
Ticket Managed by Product Job Data Source Name *
Closure[ InProgress(3]
Unix Time Stamp Time Zone *
Disabled v

Cancel Next

Figure 246 - Create Data Source (Cont.)

Organization Details

Organization * @ Module * @
v v
Service * [ Integration Type * [
v v
Ticket Managed by Product Job Data Source Name * 3]
Closure(s InProgress(j
Unix Time Stamp @ Time Zone * @
Disabled v

Cancel Next

Figure 247 — Create Data Source (Cont.)

4, On the Fetch Data tab, type in the details as per the environment.

5. In the Connection Details section, enter the following details:
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— URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the data is
fetched, and the order by and so on. It is dependent on the URL or API provided by the tool.

— Sample URL-
http://<iAutomate API URL>/iAutomateAPI/Request/GetChangeTicketData/<Org ID>?start date>

=#Start Date#&end date<=#End Date#&

— Here, < iAutomate_API_URL > is the APl URL of iAutomate where Push APIs are present and
<Org_ID> is the OrgID for the organization for which you are creating the data source. It is available
in Organization Master in Database.

— Authentication Type - Select one of the Authentication Types from Basic / Windows, OAuth 2.0

The user details that are entered here should be an APl User

Selection of Basic / Windows requires you to enter -

o Userld
o Password.

— Selection of OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

— Request Method - Select GET, POST or PUT as Request Method as per the configured URL
— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Connection Details Test Connection | (I

URL* [ Authentication Type * (3]

-Select-

Regquest Method * [I Proxy Required [

GET v Enable

Figure 248 - Create Data Source (Connection Details)

— For Password, click on icon next to it. If the password is available in plaintext, then select Input type
as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault then select
Input Type as Azure Key Vault and then select any of the configured details from the value field. Else
if it is available in any Key Vault such as CyberArk or Secret Manager then select Input Type as
CyberArk or Secret Manager respectively and then select any of the configured details from the

value field.
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Secret Selector X

Input Type

Input text v

Value

Show Password

Figure 249 - Password in Plaintext

Secret Selector X
Input Type
CyberArk v
Value
CASNOWPassword v
Key Value
Description ——1
AppID ——1
Safe ——————
Folder —— 1
Object 1

Figure 250 - Password from Key Vault (CyberArk)
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Secret Selector X

Input Type
Internal Secret Manager v
Value
SNOWPassword v
Key Value
Key Password
Password

Note: Password is in encrypted form.

Figure 251 - Password from Secret Manager

Secret Selector X

Input Type

Azure Key Vault v

Value

AzSNOWPassword v

Key Value
Description AzSNOWPassword

Secret Name SNOWPassword

Figure 252 - Password from Azure Key Vault

6. Request Authentication Parameters - If the user has additional parameters, click Add Authentication
Parameters under the Request Authentication Parameters tab.

7. Based on the Authentication Type, add the parameters mentioned in the below table.

Table 41- Sample Authentication Parameters
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Authentication Type Key Value Is Encrypted? Is Key?
OAuth2.0 username <username> NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType ISON NO NO
OAuth2.0 grant_type Password NO YES

Request Authentication Parameters - [ + Add Authentication Parameters. || g etete an ]'
Note: Add Key as to send body for token.

Key Value 16 Enorypted @ 16 Key @ Action
username <cusername> (=] = o}
password <password> -] ] 0]
AuthMethod POST (=} o B
AuthPrefic Bearer o o B
clientid <clientiD= = ] ®
TokenKey access_token o o (o]
ResponseType JSON =] (=] @
grant_type Password =] L] o)
client_secret <cliemsecret a a o]

Figure 253 - Create Data Source (Request Authentication Parameters
for OAuth2.0)

8. URL Path Parameters - Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g,, for the URL entered earlier, please populate the below inputs.
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Url Path Parameters

URL parameters will show here.

Key Value Type Value
#Start_Date# SQL UDF A [
#End_Dates SOLUDF v l @EgaTipurEnpaTngd

Figure 254- URL Path Parameters

9. Request Header Parameters — Please enter the request header parameters as required.

10. Response Body - In this section, please enter the output of URL query for one of the incidents in ISON

format. A sample response is mentioned below:
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N. After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.

12. Mandatory Parameter Mapping - Please map the mandatory parameters to the respective values as
mentioned in the screenshot below:

Table 42- Sample Mandatory Parameter Mapping

Key Value Type Value
TicketNumber ISON.Keys result.0.TicketNumber
Summary JSON.Keys result.0.Summary
Description JSON.Keys result.0.Description
StatusCode ISON.Keys result.0.StatusCode
LastModifiedDate JSON.Keys result.0.LastModifiedDate
Changeld ISON.Keys result.0.Changeld
CreationDate JSON.Keys result.0.CreationDate

Mandatory Parameter Mapping [0

Key Value Type Value

TicketNumber JSON Keys - result.0. TicketNumber

JSON Keys v result.0.Summary

escription JSON Keys result.0.Description

statusCode JSON Keys result.0.StatusCode

sstModifiedDate JSON Keys - result 0.LastModifiedDate

hangeld JSON Keys v result.0.Changeld

CreationDate JSON Keys result.0.CreationDate

Add Response Parameter Delete All

Figure 255 - Mandatory Parameter Mapping

If you need to add Optional parameters, click Add Response Parameter to add more parameters. For our

purpose, we will be adding a couple of extra parameters, as mentioned below, as we need them in the later

section.
Table 43- Sample Optional Parameters
Key Value Type Value
AssignedGroup JSON.Keys result.0.AssignedGroup
Coll JSON.Keys result.0.sys_id
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Optional [

Key Value Type Value Action

AssignedGroup v JSON Keys v result.0.AssignedGroup ~ ||

Col1 v JSON Keys v result.0.sys_id v T

Figure 256 — Optional Parameter Mapping

13. Click Next to proceed to Release Rules Configuration.

14. On Release Rules tab, type in the details as per the requirement.

15. In the Connection Details section, enter the following details:

— URL - Type the URL of the selected service type to release the ticket. It contains the placeholders
that display the parameters based on the applied clause and is dependent on the URL or API
provided by the tool.

— Sample URL - https://<url>. cherwellondemand.com/CherwellAPl/api/V1/sample

— Authentication Type - Please enter the information in line with the Authentication type configured
for fetching data configuration previously.
— Request Method - Select Request Method as POST from the drop-down.
— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Organization Fetch Data Release Rules

Release Rules Configuration

Connection Details [Test Connection | [
URL* @ Authentication Type * [
-Select-

Request Method * (] Proxy Required (0

Enable

Select: >

Figure 257 - Release Rules (Connection Details)

— For Password, click on icon next to it. If the password is available in plaintext, then select Input type
as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault then select
Input Type as Azure Key Vault and then select any of the configured details from the value field. Else
if it is available in any Key Vault such as CyberArk or Secret Manager then select Input Type as
CyberArk or Secret Manager respectively and then select any of the configured details from the

value field.
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Secret Selector X

Input Type

Input text v

Value

Show Password

Figure 258 - Password in plaintext

Secret Selector X
Input Type
CyberArk v
Value
CASNOWPassword v
Key Value
Description ——1
AppID ——1
Safe  —
Folder ——1
Object —— 1

Figure 259 - Password from Key Vault (CyberArk)
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Secret Selector X

Input Type
Internal Secret Manager v
Value
SNOWPassword v
Key Value
Key Password
Password

Note: Password is in encrypted form.

Cancel Save

Figure 260 - Password from Secret Manager

Secret Selector X

Input Type

Azure Key Vault v

Value

AzSNOWPassword v

Key Value
Description AzSNOWPassword

Secret Name SNOWPassword

Figure 261 - Password from Azure Key Vault

16. Request Authentication Parameters - If the user has additional parameters, click Add Authentication
Parameters under the Request Authentication Parameters tab.

17. Based on the Authentication Type, add the parameters mentioned in the below table:

Table 44- Sample Authentication Parameters
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Key Value Is Encrypted? Is Key?
grant_type password N Y
username <username> N Y
Password <password> Y Y
client_id <client_id> N Y
AuthPrefix Bearer N N
AuthMethod POST N N
ResponseType ISON N N
TokenKey access_token N N

:etu:::m::irwpammr:nMImmm;mm [ A ” R JI
Key Value Is Encrypted @ Is Key @ Action
usermame <usemname> a] L] ®
password - a a ®
Authiethod o = o]
@
@
@
@
@
@

Figure 262 — Create Data Source (Request Authentication
Parameters)

18. Request Body - In this section, please enter the request body in JISON format. A sample request is

mentioned below:
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Regquest Body
Provide expected JSON formatted request body in the textbox and enclose the values with ## that need to be changed dynamically.

I
“persist”: true
)

Key
#sys_id#

fticket_numberit
#change._sys_id#

#Reassign_commenti

Figure 263 - Release Rules (Request Body)

19. Response Body - In this section, please enter the response body in JSON format. A sample request is

mentioned below:
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Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type to fetch the value dynamically.

{'result’ : *#success#' }

Key Value Type Value

cess# Text ) ok

Figure 264 — Release Rules (Response Body)
20. Response Key Value mapping can be done as per the below table:

Table 45 - Sample Response Key Value Mapping

#success# Text OK

21. Click Submit to add the data source.

22. To bring the tickets within iAutomate scope, a specific queue needs to be configured in the ITSM tool
and same has to be configured in iAutomate. This is achieved through Manage the Entry Criteria.
Please perform the below steps:

e Goto Actions tab and click Manage Data Sources.
e On the Data Sources tab, click Q next to the data source user wants to manage. Manage Entry

Criteria screen appears.

Organization Name Y  Datasource Name Y Module Name Y Service Name Y  Actions

Y
}

—1 — Change Request Task Cherwell Q

Figure 265 - Manage Entry Criteria

e Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.
e Enter the sys_id of the assignment group in Cherwell in the Value field.

e Clause and Sub-Clause fields can also be added based on requirement.

Manage Entry Criteria

Column Operator Value Clause Sub Clause

AssignedGroup v equal.. v I:l v v W

Cancel

Figure 266 - Manage Entry Criteria (Cont.)

23. Click Save.

24. To configure the Release rules for the data source created earlier, perform the below steps:

Integration Guide 191



e Go to Runbooks and click Manage Rules.

e Select the Organization and the data source created from Data Source dropdown.

Manage Rules

Organization®

—1

Configuration*

Release

Data Source*

|1

Q, Search..
Rule Name Y  Parameters Actions
-No Rule~ ]
Figure 267 - Manage Release Rules

e Clickon & corresponding to -No Rule—.

e Map the parameters #sys_id# to the column in which sys_id was mapped while performing the

mandatory parameter mapping while data source creation.

e Mention the reason for releasing ticket in #reassign_comments#.

e Map #change_sys_id # again to the column in which Changeld was mapped while performing the

mandatory parameter mapping while data source creation.

Parameters

Parameters Value Type

Fays_idF Table Columns
#ticket_number# Text

#change_sys_id Table Columns
#Reassign_comment# Table Columns

Value

v iChangeTask.Col1

v Reassigning ticket as iautomate could not resolve it.

v iChangeTask.Changeld

v iChangeTask. TicketNumber

Figure 268 - Manage Release Rules (Cont.)

25. Click OK.
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Manage Rules B

Orga

Data Source*

— || ] v

Configuration*

Release v

e

Q, Search...

Rule Name T

No Rule~

Figure 269 - Manage Release Rules (Cont.)

26. Click Save Rule.

4.5 Integration with BMC Remedyforce

451 Incident Management

To create a data source for Incident Management, perform the following steps:
1. On the left menu bar, click Configuration -> Manage Data Sources.
2. The Create Data Source page appears with the following tabs:
e Organization
e Fetch Data

e Manage Rules
Organization  Fetch Data

Organization Details

Organization * 1] Module * [I)

-Select- v v
Service = [ Integration Type * [
Ticket Managed by Product Job Data Source Name * [

Closure @ Inprogress [

Unix Time Stamp [ Time Zone * @

Disabled v

Cancel Next

Figure 270 - Create Data Source

Release Rules are only applicable for the following Module types- Incident Management,

Change Request Task and Service Request Task. This tab will not be activated for other module
types.

3. Onthe Organization tab,

e Select the Organization Name from the dropdown.
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e Select the Module as Incident Management, since we are configuring this data source for pulling
the incident tickets.

e Select the Service as Remedyforce Tool as we are configuring the data source for BMC
Remedyforce.

e Select the Integration Type as REST, since we will be integrating through REST APIs.

o Select the Timezone to specify the time zone of the selected data source.

e Select Timestamp to view the present data with date and time.

e Click Next.

Organization Details

Organization * Module * @
~ ~
Service * Integration Type *
~ ~
Ticket Managed by Product Job Data Source Name *
Closuren InProgress(z]
Unix Time Stamp @ Time Zone * @
Disabled v
Cancel Next

Figure 271 - Create Data Source (Cont.)

Organization Details

Organization * (@ Module * @
v v
Service * [ Integration Type * [
~ ~
Ticket Managed by Product Job Data Source Name *
Closure[) InProgress(z]
Unix Time Stamp Time Zone *
Disabled ~

Cancel Next

Figure 272 - Create Data Source (Cont.)

4. On the Fetch Data tab, type in the details as per the environment.

5. Inthe Connection Details section, enter the following details:
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— URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the data is
fetched, and the order by and so on. It is dependent on the URL or API provided by the tool.

— Sample URL -
https://<url>?q=SELECT+#Fields#+from+BMCServiceDesk Incident c+WHERE+BMCServiceDesk

queueName _c+=+'#AssignmentGroup#'+AND+BMCServiceDesk _Status ID _c+IN+(#State#)

— Authentication Type - Select one of the Authentication Types from Basic / Windows, OAuth 2.0
— Selection of Basic / Windows requires you to enter -

o Userld
o Password.

— Selection of OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Connection Details Test Connection |G

URL * Authentication Type * @

-Select-
Request Method * [0 Proxy Required (1]

GET v Enable

Figure 273 - Create Data Source (Connection Details)

— For Password, click on icon next to it. If the password is available in plaintext, then select Input type
as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault then select
Input Type as Azure Key Vault and then select any of the configured details from the value field. Else
if it is available in any Key Vault such as CyberArk or Secret Manager then select Input Type as
CyberArk or Secret Manager respectively and then select any of the configured details from the

value field.
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Secret Selector

Input Type

Input text

Value

Show Password

Figure 274 - Password in plaintext

Secret Selector X

Input Type

CyberArk v
Value

CASNOWPassword v

Key Value

Description C—/—

ApplD ———1

Safe ——1

Folder —

Object —

Figure 275 - Password from Key Vault (CyberArk)
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Secret Selector X

Input Type
Internal Secret Manager v
Value
SNOWPassword v
Key Value
Key Password
Password

Note: Password is in encrypted form.

Figure 276 - Password from Secret Manager

Secret Selector X

Input Type

Azure Key Vault v

Value

AzSNOWPassword v

Key Value
Description AzSNOWPassword

Secret Name SNOWPassword

Figure 277 - Password from Azure Key Vault

6. Request Authentication Parameters - If the user has additional parameters, click Add Authentication
Parameters under the Request Authentication Parameters tab.

7. Based on the Authentication Type, add the parameters mentioned in the below table:

Table 46- Sample Authentication Parameters
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Authentication Type Key Value Is Encrypted? Is Key?
OAuth2.0 username <username> NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES
Request Authentication Parameters -

1
I =+ Add Authentication Parameters ” [i] Delete ANl J

Note: Add Key as y' to send in request body for token.

Key Value Is Encrypted (0 Is Key (0 Action
usermnams <usermname> o = (o}
password <password> = = (o]
AuthMethod POST =] o w

o]
@]
@
@]
a8
@]

Figure 278 - Create Data Source (Request Authentication
Parameters)

8. URL Path Parameters - Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:
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Url Path Parameters

URL parameters will show here.
Value

Key
Status_ID_ FKStatus_

#Fields#

v SMHiautomateL 2e

#AssignmentGroup#

“ASSIGNED", OPENED"IN PROGRESS]

v

#Stated

Figure 279 - URL Path Parameters (BMC Remedy - Incident
Management)

Request Header Parameters — Please enter the request header parameters as required.

10. Response Body - In this section, please enter the output of URL query for one of the incidents in ISON

format. A sample response is mentioned below:
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1. After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter

Mapping section.

12. Mandatory Parameter Mapping - Please map the mandatory parameters to the respective values as

mentioned in the screenshot below.

Table 47- Sample Mandatory Mapping Parameters

Key Value Type Value
TicketNumber JSON.Keys records.0.Name
Summary JSON.Keys records.0.BMCServiceDesk__shortDescription__c
Description JSON.Keys records.0.BMCServiceDesk__incidentDescription__c
CreationDate JSON.Keys records.0.CreatedDate
StatusCode JSON.Keys records.0.BMCServiceDesk__Status_ID__c
ResolvedDate JSON.Keys records.0.BMCServiceDesk__completedDate__c
LastModifiedDate JSON.Keys records.O.LastModifiedDate
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Mandatory Parameter Mapping (1]

Key

cketNumber

Description

CreationDate

StatusCode

ResolvedDate

LastModifiedDate

Value Type

JSON Keys

JSON Keys

JSON Keys

JSON Keys

JSON Keys

JSON Keys

JSON Keys

Value

records.0.Name

v records.0.BMCServiceDesk__shortDescription__c

records.0.BMCServiceDesk__incidentDx

records.0.CreatedDate

records.0. BMCServiceDesk__Status_ID_c

records.0. BMCServiceDesk__completedDate_c

v records.0.LastModifiedDate

Add Response Parameter

Delete All

If you need to add Optional parameters, click Add Response Parameter to add more parameters. For our

purpose, we will be adding a couple of extra parameters, as mentioned below, as we need them in the later

Figure 280 - Mandatory Parameter Mapping

section.
Table 48- Sample Optional Mapping Parameters
Key Value Type Value
AssignedGroup JSON.Keys records.0.BMCServiceDesk__queueName__c
Coll JSON.Keys records.O.id
AssignedGroupUniqueld JSON.Keys records.0.BMCServiceDesk__queueName__c
Status JSON.Keys records.0.BMCServiceDesk__FKStatus__c
Optional [
Key Value Type Value Action
AssignedGroup JSON Keys records. 0 BMCServiceDesk__queueName_c
Col JSON Keys v | records0ld &
AssignedGroupUniqueld JSON Keys ~ records.0.BMCServiceDesk__queueName_c W
Status JSON Keys ¥ records.0.BMCServiceDesk__FKStatus_c o

Back

13.
4.
15.

— URL - Type the URL of the selected service type to release the ticket. It contains the placeholders
that display the parameters based on the applied clause and is dependent on the URL or API

provided by the tool.
— Sample URL - http://my host/#TicketlD#

Figure 281 - Optional Parameter Mapping

Click Next to proceed to Release Rules.
On Release Rules tab, type in the details as per the requirement.

In the Connection Details section, enter the following details:
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http://my_host/#TicketID

— Authentication Type - Please enter the information in line with the Authentication type configured
for fetching data configuration previously.
— Request Method - Select Request Method as PUT from the drop-down.
— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Connection Details A Test Connection |
URL* @ Authentication Type * [0

-Select- v
Request Method * [ Proxy Required [@

Select- Enable

Figure 282 - Test Connection

— For Password, click on icon next to it. If the password is available in plaintext, then select Input type
as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault then select
Input Type as Azure Key Vault and then select any of the configured details from the value field. Else
if it is available in any Key Vault such as CyberArk or Secret Manager then select Input Type as
CyberArk or Secret Manager respectively and then select any of the configured details from the

value field.

Secret Selector X

Input Type

Input text v

Value

Show Password

Figure 283 - Password in plaintext

Integration Guide 202



Secret Selector )Le

Input Type
CyberArk v
Value
CASNOWPassword v
Key Value
Description  —
ApplD —————
Safe ————1
Folder 1
Object ————

Figure 284 - Password from Key Vault (CyberArk)

Secret Selector X
Input Type
Internal Secret Manager v
Value
SNOWPassword v
Key Value
Key Password
Password

Note: Password is in encrypted form.

Figure 285 - Password from Secret Manager
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Secret Selector

Input Type

Azure Key Vault

Value

AzSNOWPassword

Key Value

Description AzSNOWPassword

SNOWPassword

Secret Name

Figure 286 - Password from Azure Key Vault

16. URL Path Parameters - Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:

Url Path Parameters

URL parameters will show here.
Value

Key Value Type
v

Table.Columns

Coll

#TicketID#

Figure 287 - Release Rules (URL Path Parameters)

Request Header Parameters — Please enter the request header parameters as required.

17.
Request Body - In this section, please enter the request body in ISON format. A sample request is

18.
mentioned below:
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Request Body

Provide expected JSON formatted request body in the textbox and enclose the values with ## that need to be changed dynamically.

"BMCServiceDesk_FKUser__c": "#UserlD#"
u
i

Key

#AssignmentGrouplD#
#AssignmentGroup#
fActionCoded#

#WorkNotes#

#incidentIDF
#iAutomateWorkNotesManuali

HUserlD#

Figure 288 - Release Rules (Request Body)

19. Response Body - In this section, please enter the response body in JSON format. A sample response is

mentioned below.

Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type 1o fetch the value dynamically.

{result” : “#success#"}

Key Value Type Value

#isuccess# Text "

Figure 289 - Release Rules (Response Body)

20. Response Key Value mapping can be done as per the below table.
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Table 49- Sample Response Key Value Mapping

#success# Text Success

21. Click Save to add the data source.

22. In order to bring the tickets within iAutomate scope, a specific queue needs to be configured in the
ITSM tool and same has to be configured in iAutomate. This is achieved through Manage the Entry
Criteria. Please perform the below steps:

e Go to Action tab and click Manage Data Sources.

e On the Data Sources tab, clickQ next to the data source user wants to manage. Manage Entry

Criteria screen appears.

Organization Name Y Datasource Name Y Module Name Y Service Name Y Actions

e

——— —— Incident Management Remedyforce %

Figure 290 - Manage Entry Criteria

o Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.
o Enterthe sys_id of the assignment group in Remedyforce in the Value field.

e Clause and Sub-Clause fields can also be added based on requirement.

Manage Entry Criteria

Column Operator Value Clause Sub Clause

AssignedGroup v equal.. ¥ PPV — v v i

cenee “

Figure 291 - Manage Entry Criteria (Cont.)

23. Click Save.

4.6 Integration with JIRA
4.6.1 Incident Management

For Integration of Jira ITSM tool with iAutomate, perform the following steps:
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ITSM Tools and Modules Information *

Incident Management

Select IT Service Management (ITSM) tools and all modules
which you want 1o be handled via product.

Service Request Task

Jira v -Select- ~
Change Request Task CMDB CI

-Select: b -Select hd
SR Request Item Service Request

-Select- v -Select- A
Change Request Event Management

-Select-

Sub-Task Management

Jira

~ -Select- ~

Figure 292 - Integration with lira ITSM Tool

e Create Data Source

e Fetch Data

— URL: URL>/rest/api/2/search?fields=#columns#&jql=issuetype=Incident AND status=Open
ANDupdated >= "#start_date#" AND updated <= "#end_date#" ORDER BY updated DESC

— Authentication Type: Basic
— Request Method: GET
— URL Path Parameters

Key Value Type Value
#columns# Text key,description,summary,created,updated,
status,assignee,resolutiondate
#start_date# SQL UDF @@GetFromDateTimeUsinglncidentModifiedDate
#end_date# SQL UDF @@GetToolCurrentDateTime
— Response Body:
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— Mandatory Parameter Mapping:

Mandatory Parameter Mapping [0

Key Value Type Value

TicketNumber JSON Keys - issues.0.key ~
‘Summary ‘ JSON Keys v issues.0.fields. summary v
Description | JSON Keys v issues.0.fields.description v
CreationDate JSON Keys b issues.0 fields.created v
StatusCode | JSON Keys ~ issues.0.fields.status.id v
ResolvedDate | JSON Keys ~ issues 0 fields resolutiondate ~
LastModifiedDate ‘ JSON Keys v issues.0.fields.updated ~

|| AdRespense parameter Delete Al

Figure 293 - Mandatory Parameter Mapping

— Optional:

Optional 1

Key Value Type Value Action

Figure 294 - Optional

— Release Rule:

For release, Jira has 3 different APIs to change the assignee, to add a comment and to add worklog.
So, we are using iAutomate’s Custom Script APl to update all 3 operations with one single API.

To create Custom API, go to Manage Custom Script Section.

e URL: http://<ipaddress>:<port>/rest/api/2/issue/#key#/assignee

e Authentication Type: Basic
e Userld: myuser@hcl.com
e Password: *****xrx

¢ Request Method: POST

Request Body:
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Response Body:

Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type 1o fetch the value dynamically.

{result™ #success#}

Figure 295 - Response Body

Close Rules:

URL: http://<ipaddress>:<port>/rest/api/2/issue/#key#/transitions
Authentication Type: Basic

Request Method: POST

URL Path Parameters:

Key Value Type Value

Hkey#

Table.Columns Coll

Request Body:
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Response Body:

— InProgress Rules:

e URL: http://<i ress>:<port>/rest/api/2/i /#sysid#/transition
e Authentication Type: Basic

¢ Request Method: POST

¢ URL Path Parameters:

Key Value Type Value

Hkey# Table.Columns Coll

Request Body:

Response Body:

JsResponseConverter: After successful creation of data source,

1. Goto Collectincident job under menu Configuration -> Manage Jobs.
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2. Clickon @ icon. A popup will be opened.

3. Go to parameter tab and search for ‘JsResponseConverter’ in the end. Replace its value with below

string:

if (json.issues) {for (var

result=[],1i=0;i<json.issues.length;i++)result.push (json.issues]|

i]);customdJobject.dataCollectorNode.data.issues=result}

e Manage Rules:

For each of the release, close, and in-progress rules are defined as follows:

e Release Rules:

Parameter

Value Type

Value

#assignee_name#

Text

Assignee_user

#ticketld#

Table.Columns

Coll

— Close Rules:

Parameter Value Type Value
#worknote# Text Ticket closed from iAutomate
#ticketld# Text 91

— InProgress Rules:

Parameter Value Type Value
#worknote# Text Ticket marked to in progress
#ticketld# Text 3]

— Manage Custom Script:

To use multiple lira APIs that are being used while releasing an incident, you need a python script that

contains the calling of all required APIs.

1. Forthat go to page Advance Configuration -> Script—> Manage Custom ScriptRBA.

2. Select Input Mode as Manual, Script Language as Python, enter the name of script in the Script Name

textbox.

3. Enter Tags (if needed) and paste the content below in the Script Text textbox.

import json
import requests

import sys
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4.6.2 Sub-Task Management

For Integration of Jira ITSM Sub-Task with iAutomate tool, perform the following steps:

Incident Management Service Request Task
ITSM Tools and Modules Information * )
— Jira v -Select- ~
Select IT Service Management (ITSM) tools and all modules
which you want to be handled via product.
Change Request Task CMDB C1
-Select- ~ Select- v
SR Request ltem Service Request
-Select v ‘ -Select ~
Change Request Event Management
-Select- v Select- v

Sub-Task

Jira ~

Figure 296 - Integration of Jira ITSM Sub-Task

e Create Data Source
e Fetch Data Configuration

— Sample URL: http://<JIRA_URL>/rest/api/2/search?fields=#columns#&jql=issuetype="Sub-task"
AND status=Open AND updated >= "#start_date#" AND updated <= "#end_date#" ORDER BY
updated

— Authentication Type: Basic

— Request Method: GET

— URL Path Parameters:

Key Value Type Value
#columns# Text key,description,summary,created,updated,status,assignee,resolutiond
ate, issuetype
#start_date# SQL UDF @@GetFromDateTimeUsingTaskModifiedDate_lira
#end_date# SQL UDF @@GetToolCurrentDateTime_lira

Response Body:
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For release, lira has 3 different APIs to change the assignee, to add a comment and to add worklog. So, we

o Mandatory Parameter Mapping:

Mandatory Parameter Mapping [

Key Value Type Value

TicketNumber JSON Keys hd issues.0.key v
Summary | JSON Keys v issues.0 fields. summary v
Description I JSON Keys v issues. 0 fields. description v
CreationDate ‘ JSON Keys ~ issues. 0 fields.created ~
StatusCode JSON Keys v issues. 0 fields status.id v
ResolvedDate: I JSON Keys v issues.0 fields resolutiondate v
LastModifiedDate JSON Keys v issues.0.fields.updated v

Add Response Parameter Delete All

Figure 297 - Mandatory Parameter Mapping

o Optional:
Optional @
Key Value Type Value Action
Col1 v JSON Keys v issues.0.key ~ |

Figure 298 - Optional

Release Rule:

are using iAutomate’s Custom Script API to update all 3 operations with a single API.

e URL: http://<ipaddress>: <port>/rest/api/2/issue/#key#/assignee

e Authentication Type: Basic

e Userld: <ApiUser@hcl.com>

e Password: <user_password>

o Request Method: POST

Request Body:
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Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type to fetch the value dynamically.

{"result”:" #success#"}

Key Value Type Value

#isuccess# Text - ok

Figure 299 - Response Body

Close Rules:

e URL: http://10.1.1562.20:8080/rest/api/2/issue/#key#/transitions

e Authentication Type: Basic
e Request Method: POST
e URL Path Parameters:

Key Value Type

Value

Hkey#

Table.Columns

Coll

Request Body:
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— InProgress Rules:

URL Path Parameters:

URL: http://<ipaddress>:<port>/rest/api/2/issue/#sysid#/transitions
Authentication Type: Basic
Request Method: POST

Key

Value Type

Value

Hkey#

Table.Columns

Coll

Request Body:

Response Body:
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JsResponseConverter: After successful creation of data source,

1. Goto Collectincident job under menu Configuration -> Manage Jobs.

2. Clickon @ icon. A popup will be opened.

Go to parameter tab and search for ‘JsResponseConverter’ in the end.

4. Replace its value with below string:

if (json.issues) {for (var

result=[],1i=0;i<json.issues.length;i++)result.push (json.issues]|

i]);customdJobject.dataCollectorNode.data.issues=result}

Manage Rules

For each of the release, close and inprogress, rules will be defined as follows:

Release Rules:

Parameter Value Type Value
#assighee_name# Text <Assighee_user>
#ticketld# Table.Columns Coll

Close Rules:
Parameter Value Type Value
#worknote# Text Ticket resolved from
iAutomate
#statuscode# Text 61
In Progress Rules:

Parameter Value Type Value
#worknote# Text Ticket marked to in progress
#statuscode# Text n

— Manage Custom Script:

To use multiple lira APIs that are being used while releasing an incident, we need a python script that
contains the calling of all required APIs.

1. Forthat go to page Advance Configuration ->Script -> Manage Custom Script -> Create Script.

2. Select Manual as Input Mode, Python as Script Language, enter the name of script in the Script Name

textbox.

3. Entertags if needed and paste below content as it is in Script Text textbox.
import json
import requests

import sys
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4.7 Integration with ServiceXchange

471 Incident Management

To create data source for Incident Management, perform the following steps.
1. Onthe left menu bar, click Configuration-> Manage Data Sources.
2. The Create Data Source page appears with the following tabs:
e Organization
e FetchData
e Release Rules
o Close Rules

e InProgress Rules

Organization  Fetch Data

Organization Details

Organization * @ Module * [

| soect - v
Service * Integration Type *

| . .
Ticket Managed by Product Job Data Seurce Name * [

|j Closure [ | Inprogress [ Enter Datasource Name ‘
Unix Time Stamp @ Time Zone *

| Disabled -

Figure 300 - Create Data Source
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Release Rules are only applicable for the following Module types- Incident Management,
Change Request Task and Service Request Task. This tab will not be activated for other module
types.
3. Onthe Organization tab,
o Select the Organization Name from the dropdown.
o Select the Module as Incident Management, since we are configuring this data source for pulling
the incident tickets.

o Select the Service as SX Tool as we are configuring the data source for Cherwell

o Select the Integration Type as REST, since we will be integrating through REST APlIs.

o Select the Timezone to specify the time zone of the selected data source.

o Select Timestamp to view the present data with date and time.

e Click Next.

Organization Details

Organization * Module * @
v v
Service * Integration Type *
v v
Ticket Managed by Product Job Data Source Name *
Closurefs InProgress (@)
Unix Time Stamp Time Zone *
Disabled v

Cancel Next

Figure 301 - Create Data Source (Cont.)

Organization  Fetch Data Release Rules Close Rules  InProgress Rules

Organization Details

Organization * @ Module * @
Service * @ Integration Type * @

Ticket Managed by Product Job Data Source Name * [
B  Closured B  InProgress
Unix Time Stamp @ Time Zone * @

Disabled

Figure 302 - Create Data Source (Cont.)

4. Onthe Fetch Data tab, type in the details as per the environment.
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5. Inthe Connection Details section, enter the following details:

— URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the data is
fetched, and the order by and so on. It is dependent on the URL or API provided by the tool.

— Sample URL-
http://<iAutomate API URL>/iAutomateAPl/Request/GetincidentTicketData/<Org |D>?Moduleld=1]

&start date>=#Start Date#&end date<=#End Date#&

— Here, < iAutomate_API_URL > is the APl URL of iAutomate where Push APIs are present and
<Org_ID> is the OrgID for the organization for which you are creating the data source. It is available
in Organization Master in Database.

— Authentication Type - Select one of the Authentication Types from Basic / Windows, OAuth 2.0

The user details that are entered here should be an APl User

— Selection of Basic / Windows requires you to enter -

o Userld
o Password.

— Selection of OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Connection Details Test Connection | (@

URL* @ Authentication Type * @

BasicAuth

User ID * [ Password* @| /2 Add Password

test@hcl.com

Request Method * 1 Proxy Required [£

GET v @  Enable

Figure 303 - Create Data Source (Connection Details)

— Password - For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the

value field. Else if it is available in any Key Vault such as CyberArk or Secret Manager then select
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Input Type as CyberArk or Secret Manager respectively and then select any of the configured details

from the value field.

Secret Selector X
Input Type
Input text v

Value

Show Password

Figure 304 - Password in plaintext

Secret Selector X
Input Type
CyberArk v
Value
CASNOWPassword v
Key Value
Description test
ApplD test
Safe test
Folder test
Object test

Figure 305 - Password from Key Vault (CyberArk)
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Secret Selector X

Input Type
Internal Secret Manager v
Value
SNOWPassword v
Key Value
Key Password
Password

Note: Password is in encrypted form.

Figure 306 - Password from Secret Manager

Secret Selector X

Input Type

Azure Key Vault v

Value

AzSNOWPassword v

Key Value
Description AzSNOWPassword

Secret Name SNOWPassword

Figure 307 - Password from Azure Key Vault

6. Request Authentication Parameters - If the user has additional parameters, click Add Authentication
Parameters under the Request Authentication Parameters tab. Based on the Authentication Type, add

the parameters mentioned in the below table.
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Table 50- Sample Authentication Parameters

Authentication Type Key Value Is Encrypted? Is Key?
OAuth2.0 username <username> NO YES
OAuth2.0 password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES
Request Authentication Parameters =
Mote: Add parameter Key as ‘RequestBody’ to send information in request body for token.
=
password pa ord = =
client_id <clientiDe
type F word
lsent_s 1 lient 1 = =

Figure 308 - Create Data Source (Request Authentication Parameters

for OAuth2.0)

7. URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:

Key Value Type Value
#start_date# SQL UDF @@GetFromDateTimeUsinglncidentModifiedDate_ServiceXchange
#end_date# SQL UDF @@GetToolCurrentDateTime_ServiceXchange

Url Path Parameters

URL parameters will show here

Key

Value Type

SQL UDF

SQL UDF

Value

@@GetFromDateTimeUsingincidentvodifiedDate

@@GetToolCurrentDateTime

Figure 309- URL Path Parameters

8. Request Header Parameters — Please enter the request header parameters as required.
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Response Body - In this section, please enter the output of URL query for one of the incidents in ISON

format. A sample response is mentioned below:
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"iAutomate UpdatedDateInGMT": "2022-09-23
09:27:22.773"

9. After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.
10. Mandatory Parameter Mapping - Please map the mandatory parameters to the respective values as

mentioned in the screenshot below:

Table 51- Sample Mandatory Parameter Mapping

Key Value Type Value
TicketNumber ISON.Keys result.0.TicketNumber
Summary JSON.Keys result.0.Summary
Description JSON.Keys result.0.Description
CreationDate JSON.Keys result.0.CreationDate
StatusCode JSON.Keys result.0.StatusCode
ResolvedDate ISON.Keys result.0.ClosedDate
LastModifiedDate JSON.Keys result.0.LastModifiedDate
Mandatory Parameter Mapping [
TicketNumber JSON Keys v issues.0. TicketNumber
JSON Keys v issues.0.Summary
escriptio JSON Keys v issues.0.description

JSON Keys v issues.0.createdDate

StatusCode JSON Keys v issues.0.statusCode

ResolvedDate JSON Keys issues.0.ClosedDate

stModifiedDat JSON Keys v issues.0.LastModifieddate

Add Response Parameter Delete All

Figure 310 - Mandatory Parameter Mapping

If you need to add Optional parameters, click Add Response Parameter to add more parameters. For our

purpose, we will be adding a couple of extra parameters, as mentioned below, as we need them in the later

section.
Table 52 - Sample Optional Parameters
Key Value Type Value
AssignedGroup ISON.Keys result.0.AssignedGroup
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Optional I

Key Value Type Value Action

AssignedGroup - JSON Keys v issues.0.AssignedGroup

Figure 311 - Optional Parameter Mapping

1. Click Next to proceed to Release Rules.

12. On Release Rules tab, type in the details as per the requirement.

13. In the Connection Details section, enter the following details:

— URL - Type the URL of the selected service type to release the ticket. It contains the placeholders
that display the parameters based on the applied clause and is dependent on the URL or API
provided by the tool.

— Sample URL - https://inboundBoomiDevCHNI1.dryicehcl.com/ws/simple/updatelncidentInSX

— Authentication Type - Please enter the information in line with the Authentication type configured
for fetching data configuration previously. For e.g., Basic.

— Request Method - Select Request Method as POST from the drop-down.

— Proxy Required — Check Proxy Required, if the environment needs access to content from data

sources outside the firewall.

Organization Fetch Data Release Rules Close Rules InProgress Rules

Release Rules Configuration

Connection Details £Test Connection | @
URL* @ Authentication Type * @

BasicAuth
User ID * @ Password* [@| / Add Password

test@hcl.com1

Request Method * @ Proxy Required &

POST v Enable

Figure 312 - Release Rules (Connection Details)

— Password - For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the
value field. Else if it is available in any Key Vault such as CyberArk or Secret Manager then select
Input Type as CyberArk or Secret Manager respectively and then select any of the configured details

from the value field.
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Secret Selector X

Input Type
Input text v
Value

Show Password

Cancel Save

Figure 313 - Password in Plaintext

Secret Selector X

Input Type
CyberArk v
Value
CASNOWPassword v
Key Value
Description test
ApplD test
Safe test
Folder test
Object test

Cancel Save

Figure 314 - Password from Key Vault (CyberArk)
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Secret Selector X

Input Type
Internal Secret Manager v
Value
SNOWPassword v
Key Value
Key Password
Password

Note: Password is in encrypted form.

Cancel Save

Figure 315 - Password from Secret Manager

Secret Selector X

Input Type

Azure Key Vault v

Value

AzSNOWPassword v

Key Value
Description AzSNOWPassword

Secret Name SNOWPassword

Figure 316 - Password from Azure Key Vault

14. Request Authentication Parameters - If the user has additional parameters, click Add Authentication
Parameters under the Request Authentication Parameters tab.

15. Based on the Authentication Type, add the parameters mentioned in the below table

Table 53 - Sample Authentication Parameters

Key Value Is Encrypted? Is Key?
grant_type password N Y
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username <username> N Y
Password <password> Y Y
client_id <client_id> N Y
AuthPrefix Bearer N N
AuthMethod POST N N
ResponseType JSON N N
TokenKey access_token N N
Request Authentication Parameters - [+ Add Authentication Parameters || @oelete an |
Note: Add Key as Y’ to send inreq body for token.
Key Value Is Encrypted @ Is Key @ Action
username <usemame> o a ®
password <password> = = o]
AuthMethod POST (=] o ®
@
@
@
®
@
@

Figure 317 - Create Data Source (Request Authentication Parameters)

16. Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below:
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Request Body

Provide expected JSON formatted request body in the textbox and enclose the values with ## that need o be changed dynamically.

"release_comment”: Ticket released from iAutomate”.
“assignmentgroup”"#assignmentgroup#”, I

‘dlienianms” “¥giiegnams#”

"clientitemNumber”: "#clientitenumber#”

Figure 318 - Request Body

17. Response Body - In this section, please enter the response body in JSON format. A sample request is

mentioned below:

Response Body -

{ "result" : "#success#" }

Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type to fetch the value dynamically.

{result”"#success#"}

Key Value Type Value

Fsuccessi Text v ok

Figure 319 - Release Rules (Response Body)

18. Response Key Value mapping can be done as per the below table.

Table 54 - Sample Response Key Value Mapping

#success# Text OK

19. Click Save to add the data source.

20. On Close Rules tab, type in the details as per the requirement.

21. In the Connection Details section, enter the following details:

— Type the URL of the selected service type to release the ticket. It contains the placeholders that
display the parameters based on the applied clause and is dependent on the URL or API provided by
the tool.

— Sample URL - https://<myhost>

— Authentication Type - Please enter the information in line with the Authentication type configured
for fetching data configuration previously. For e.g., Basic.

— Request Method - Select Request Method as POST from the drop-down.
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— Proxy Required - Check Proxy Required, if the environment needs access to content from data

sources outside the firewall.
Organization FetchData Release Rules Close Rules  InProgress Rules

Close Rules Configuration Same as Release [

Connection Details ATest Connection |@

URL* @ Authentication Type * [

BasicAuth v

UseriD* @ Password* @| /2 Add Password

test@hel.com

Request Method * @ Proxy Required @

Enable

POST v

Figure 320- Close Rules (Connection Details)

— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.

— Password - For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the
value field. Else if it is available in any Key Vault such as CyberArk or Secret Manager then select
Input Type as CyberArk or Secret Manager respectively and then select any of the configured details

from the value field.

Secret Selector X

Input Type

Input text v

Value

Show Password

Cancel Save

Figure 321 - Password in Plaintext
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Secret Selector X

Input Type
CyberArk v
Value
CASNOWPassword v
Key Value
Description test
ApplD test
Safe test
Folder test
Object test

Cancel Save

Figure 322 - Password from Key Vault (CyberArk)

Secret Selector X

Input Type
Internal Secret Manager v
Value
SNOWPassword v
Key Value
Key Password
Password

Note: Password is in encrypted form.

Cancel Save

Figure 323 - Password from Secret Manager
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Secret Selector

Input Type

Azure Key Vault

Value
AzSNOWPassword v
Key Value
Description AzSNOWPassword

Secret Name

SNOWPassword

Figure 324 - Password from Azure Key Vault

22. Request Authentication Parameters - If the user has additional parameters, click Add Authentication

Parameters under the Request Authentication Parameters tab.

23. Based on the Authentication Type, add the parameters mentioned in the below table

Table 55 - Sample Authentication Parameters

Key Value Is Encrypted? Is Key?
grant_type password N Y
username <username> N Y
Password <password> Y Y
client_id <client_id> N Y
AuthPrefix Bearer N N
AuthMethod POST N N
ResponseType ISON N N
TokenKey access_token N N
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Requeat Authentication Parameters = [ + Add Authentication Parameters ” [l Delete All ]'
Note: Add parameter Key as ‘RequestBody” to send information in request body for token.

Key Value Is Encrypted () 1s Key 0 Action
usetname <usemame> a] L] &
password <password> a L] o)
AuthMethod o o (@]

@}
0]
o]
0]
o}
0]

Figure 325 - Create Data Source (Request Authentication
Parameters)

24. Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below:

Request Body

Provide expected JSON formatted request body in the textbox and enclose the values with # that need to be changed dynamically.

1
add's {
body": "#ygrknote’
“tgketnumber': #licket#’,

Key

#worknote#

#ticket#

#status#

#clientname?

#clientitenumberi

Figure 326 - Close Rules (Request Body)

25. Response Body - In this section, please enter the response body in JSON format. A sample request is

mentioned below:
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Response Body -

{ "result" : "#success#" }

Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type to fetch the value dynamically

{ result”: "ok’ }

Figure 327 - Close Rules (Response Body)

26. Response Key Value mapping can be done as per the below table.

Table 56 - Sample Response Key Value Mapping

#success# Text OK

27. Click Save to add the data source.

28. On the InProgress Rules tab, type in the details as per the requirement.

29. In the Connection Details section, enter the following details:

— URL - Type the URL of the selected service type to release the ticket. It contains the placeholders
that display the parameters based on the applied clause and is dependent on the URL or API
provided by the tool.

— Sample URL - https://<ipaddress>:<port>

— Authentication Type - Please enter the information in line with the Authentication type configured
for fetching data configuration previously. For e.g., Basic.

— Request Method - Select Request Method as POST from the drop-down.

— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.

— Password - For password, click on icon next to it. If the password is available in plaintext, then select
Input type as Input Text and enter the password in Value field. Else if it is available in Azure Key Vault
then select Input Type as Azure Key Vault and then select any of the configured details from the
value field. Else if it is available in any Key Vault such as CyberArk or Secret Manager then select
Input Type as CyberArk or Secret Manager respectively and then select any of the configured details

from the value field.
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Secret Selector X

Input Type
Input text v
Value

.................

Show Password

Cancel Save

Figure 328 - Password in Plaintext

Secret Selector X

Input Type
CyberArk v
Value
CASNOWPassword v
Key Value
Description test
ApplD test
Safe test
Folder test
Object test

Cancel Save

Figure 329 - Password from Key Vault (CyberArk)
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Secret Selector X

Input Type
Internal Secret Manager N
Value
SNOWPassword v
Key Value
Key Password
Password

Note: Password is in encrypted form.

Figure 330 - Password from Secret Manager

Secret Selector X

Input Type

Azure Key Vault v

Value

AzSNOWPassword v

Key Value
Description AzSNOWPassword

Secret Name SNOWPassword

Figure 331 - Password from Azure Key Vault

30. Request Authentication Parameters - If the user has additional parameters, click Add Authentication
Parameters under the Request Authentication Parameters tab.

31. Based on the Authentication Type, add the parameters mentioned in the below table

Table 57- Sample Authentication Parameters
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Key Value Is Encrypted? Is Key?
grant_type password N Y
username <username> N Y
Password <password> Y Y
client_id <client_id> N Y
AuthPrefix Bearer N N
AuthMethod POST N N
ResponseType ISON N N
TokenKey access_token N N
Request Authentication Parameters - [ + Add Authentication Parameters ” [ Delete AN J'
Note: Add Key as Y’ to send inreq body for token.
Key Value Is Encrypted @ Is Key @ Action
username <usemame> (=] a ®
password <password> = ] 0]
AuthMethod POST (=] o B
@
o}
@
o}
@
@

Figure 332 - Create Data Source (Request Authentication
Parameters)

32. Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below:
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Request Body

Provide expected JSON formatted request body in the textbox and enclose the values with ## that need 1o be changed dynamically.

)
}

Key
#worknote#
#icketd
#stast
#cliemname#

#clientitenumber#

Figure 333 - Response Body

33. Response Body - In this section, please enter the response body in JSON format. A sample request is

mentioned below:

Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type to fetch the value dynamically.

{ ‘result™: "ok™}

Figure 334 - InProgress Rules Configuration (Response Body)

34. Response Key Value mapping can be done as per the below table.

Table 58 - Sample Response Key Value Mapping

#success# Text OK

35. Click Save to add the data source.

36. To bring the tickets within iAutomate scope, a specific queue needs to be configured in the ITSM tool
and same has to be configured in iAutomate. This is achieved through Manage the Entry Criteria.

Please perform the below steps:

e Go to Configuration and click Manage Data Sources.

e On the Data Sources tab, click Q next to the data source user wants to manage. Manage Entry

Criteria screen appears.

Organization Name Y  Datasource Name Y  Module Name Y Semvice Name Y Actions

: Jira_ds Incident Management ServiceXchange Q 2 w

Figure 335 - Manage Entry Criteria

e Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.
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e Enter the sys_id of the assignment group in SX in the Value field.

e Clause and Sub-Clause fields can also be added based on requirement.

Manage Entry Criteria

Column Operator Value Clause Sub Clause

AssignedGroup v equal.. ¥ L 1 v v @

cenes “

Figure 336 - Manage Entry Criteria (Cont.)

e Click Save.
37. To configure the rules for the data source created earlier, perform the below steps:
e Go to Runbooks -> click Manage Rules.

e Select the Organization and the data source created from Data Source dropdown.

Manage Rules -]

Release v

Figure 337 - Manage Rules

e Clickon & corresponding to -No Rule—

e Map the parameter #Assignmentgroup# with ElasticOps Rhythm ROW as value and value Type is
Text.

e Map the parameter #ticket# with ilncident.TicketNumber as value and value type is Table
Columns.

e Map the parameter #status# with Assigned as value and text as Value Type.

e Map the parameter #clientname# with DB Cheques as value and text as Value Type.

e Map the parameter #clientitemnumber# with ilncident.TicketNumber as value and table column
as Value Type.

e Map the parameter #worknote# with @@GetReleaseWorkNoteForincident as Value and SQL UDF
as Value Type.

e Click OK.
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Parameters

Parameters Value Type Value

Micketld# Table Columns v ilncident. TicketNumber v

Text v ElasticOps Rhythm ROW

#status# Text v Assigned
Text v DB change
#clientitemnumberd SQL UDF v ilncident. TicketNumber v
c Bworknote® SQL UDF v @@GetReleaseWorkNoteForincident v

Senes “

Figure 338 - Manage Rules (Cont.)

e Click OK Rule.
38. To configure the Close rules for the data source created earlier, perform the below steps:
e Go to select Runbooks -> click Manage Rules.

e Select the Organization and the data source created from Data Source dropdown.

Manage Rules B
Organization Data Source*

—1 T ] v
Configuration’

Close v

e

Figure 339 - Manage Rules

e Clickon © corresponding to -No Rule—

e Map the parameter #ticket# with ilncident.TicketNumber as value and value type is Table
Columns.

e Map the parameter #status# with Fixed as value and text as Value Type.

o Map #worknote# again to the value type as SQL UDF in which #worknote# was mapped with
function @@GetToolWorkNoteForincident.

e Map the parameter #clientname# with DB Cheques as value and text as Value Type.

e Map the parameter #clientitemnumber# with ilncident.TicketNumber as value and table column

as Value Type
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Parameters

Parameters Value Type Value

#icketld# Table Columns v ilncident. TicketNumber v

#statusit Text v Assigned

#elientnemet Text v DB change

nber# SQL UDF v ilncident. TicketNumber v

#worknateF SQL UDF v @@GetReleaseWorkNoteForlncident v

q cance “

Figure 340 - Manage Rules (Cont.)

e Click OK.
e Click Save Rule.

39. To configure the InProgress rules for the data source created earlier, perform the below steps:
e Go to Runbooks -> click Manage Rules.

e Select the Organization and the data source created from Data Source dropdown.

Manage Rules B
Organization* Data Source*
— v ] v
Configuration*
InProgress v
Add New Save Rule

Figure 341 - Manage Release Rules

e Clickon © corresponding to -No Rule—

e Map the parameter #ticket# with ilncident.TicketNumber as value and value type is Table
Columns.

o Map the parameter #status# with InProgress as value and text as Value Type.

e Map the parameter #worknote# with iAutomate is working on the ticket as Value and text as Value
Type.

e Map the parameter #clientname# with DB Cheques as value and text as Value Type.

e Map the parameter #clientitemnumber# with ilncident.TicketNumber as value and table column

as Value Type.

Integration Guide 247



Parameters X

Parameters Value Type Value
Table Columns v iincident. TicketNumber v
Text v Assigned
#ellentname# Text v DB change
titemnumberft SQL UDF v ilncident TicketNumber v

#worknote# SQL UDF v @@GetReleaseWorkNoteForincident v

g Faneel “

Figure 342 - Manage Rules (Cont.)

e Click OK.
e Click Save Rule.

Integration with Event Management Tools:

Any Event Management tool acts as a data source for iAutomate from where it pulls the event or Probable
Root Cause data and then performs appropriate actions for resolution. Thus, to enable integration with
Event Management, it requires for a data source to be created as part of iAutomate configuration.

Before proceeding with the configuration related to Data Source creation, user has to ensure that an
organization has been configured. If not done already, please refer to the Configuration Guide for the
same and create the organization before proceeding ahead.

Please note that for integration with Event Management tool, while creating the organization, user needs

to select the Event Management tool from the dropdown.

4.8 Integration with Moogsoft
4.8.1 Incident Management with ITSM (ServiceNow)

This scenario is applicable when the ITSM tools is available in the client environment and both event
management & iAutomate is integrated with the ITSM, which acts as a system of record. The event data
flows from event management tool to the ITSM leading to a ticket, based on the probable root cause.
Upon ticket creation, iAutomate picks the ticket from the ITSM tool and performs the appropriate action
for resolution.

The user has the option to view the tickets and trigger the resolutions via Moogsoft as well as iAutomate

console.

To create a data source, perform the following steps:
1. On the left menu bar, click Configuration - Manage Data Sources.
2. The Create Data Source page appears with the following tabs:
e Organization
e Fetch Data

3. Release Rules
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— Close Rules (Optional - applicable only when the ticket closure status update is managed by

iAutomate directly instead of RBA tool)

— InProgress Rules (Optional - applicable only when the ticket's in progress status updates is managed

by iAutomate directly instead of RBA tool)

Organization  Fetch Data

icket Managed by Product Job Data Source Name * [

QOrganization Details

Organization * @ Module * @

Select

ervice * [T Integration Type * (I

Unix Time Stamp [ Time Zone * [1

B  Disabled

Figure 343 - Create Data Source

Release Rules are only applicable for the following Module types- Incident Management,
Change Request Task and Service Request Task. This tab will not be activated for other module

types.

4, Onthe Organization tab,

Integration Guide

Select the Organization Name from the dropdown.

Select the Module as Event Management, since we are configuring this data source for pulling the
event data.

Select the Service as Moogsoft Tool as we are configuring the data source for Moogsoft

Select the Integration Type as REST, since we will be integrating through REST APlIs.

Check Is ticket Closure Managed by iAutomate job if you want iAutomate to manage the ticket
closure updates instead of the RBA tool. In this scenario, an additional tab Close Rules
Configuration will be activated for providing further details, steps for which are mentioned later.
Check "lIs ticket InProgress Managed by iAutomate job” if you want iAutomate to manage the
tickets in progress status updates instead of the RBA tool. In this scenario, an additional tab
“InProgress Rules Configuration” will be activated for providing further details, steps for which are
mentioned later.

Select the Timezone to specify the time zone of the selected data source.

Select Timestamp to view the present data with date and time.

Click Next.
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Organization  Fetch Data

Organization Details

Organization * )
Service * @

MoongSoft

Ticket Managed by Produet Job

Closure [

Unix Time Stamp @

@  Disabled

Release Rules

1
Module * [

I

Integration Type * &

REST APl

Data Source Name * [

Inprogress [ 1est_DS

Time Zone * [@

-Select-

Cancel Next

Organization  Fetch Data

Organization Details

Organization * [7)
Service * [

MoongSoft

Ticket Managed by Product Job

Closure [

Unix Time Stamp &

@ Disabled

Figure 344 — Create Data Source (Cont.)

Release Rules

1
Module * 3

— 1

Integration Type * &

REST APl

Data Source Name * [

Inprogress [ 1es1_DS

Time Zone * @

-Select-

Cancel Next

On the Fetch Data tab, type in the details as per the environment.

Figure 345 - Create Data Source (Cont.)

In the Connection Details section, enter the following details:

URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the data is

fetched, and the order by and so on. It is dependent on the URL or API provided by the tool.

Sample URL -

https://<url>?sysparm_fields=#Columns#&sysparm query=sys updated on>=#StartDate#"sys up

dated on<=#EndDate#”~ORDERBYsys updated on

Authentication Type - Select one of the Authentication Types from Basic / Windows, OAuth 2.0

Selection of Basic / Windows requires you to enter -

o Userld
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o

Password

— Selection of OAuth 2.0 requires you to enter -

o

o

o

User Id

Password

Authentication URL

— Proxy Required — Check Proxy Required, if the environment needs access to content from data

sources outside the firewall.

Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Organization

Fetch Data  Release Rules

Fetch Data Configuration

Connection Details

URL* @

Request Method * [

GET

Authentication Type * @

-Select-

Proxy Required @

Enable

Test Connection

6

Figure 346 — Create Data Source (Connection Details)

7. Request Authentication Parameters - If the user has additional parameters, click Add Authentication

Parameters under the Request Authentication Parameters tab.

8. Based on the Authentication Type, add the parameters mentioned in the below table.

Table 59- Sample Authentication Parameters

Authentication Key Value Is Is Key?
Type Encrypted?
OAuth2.0 Username <username> NO YES
OAuth2.0 Password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType JSON NO NO
OAuth2.0 grant_type Password NO YES
251
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Request Authentication P ers = [ + Add Authentication Parameters ” [l Delete All ]'
Note: Add parameter Key as ‘RequestBody’ to send information in request body for token.

Key Value Is Encrypted () 1s Key 0 Action
usemame <usemame> =} ] ®
password < a L] o)
AuthMethod o o (@]

@}
0]
o]
0]
o}
0]

Figure 347 - Create Data Source (Request Authentication Parameters
for OAuth2.0)

9. URL Path Parameters - Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:
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Url Path Parameters

URL parameters will show here.

Key Value Type Value

#Columns# ‘Tex( v updated_on incid losed_at.catego
#StartDate# i SQL UDF v | @@GetFromDateTimeUsingincidentModifiedDate
#EndDate# } SQL UDF W @@GetToolCurrentDateTime

[

Figure 348- URL Path Parameters

10. Request Header Parameters - Please enter the request header parameters as required.
1. Response Body - In this section, please enter the output of URL query for one of the incidents in JSON

format. A sample response is mentioned below.

12. After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.
13. Mandatory Parameter Mapping - Please map the mandatory parameters to the respective values as

mentioned in the screenshot below.

Table 60- Sample Mandatory Parameter Mapping

Key Value Type Value
TicketNumber JSON.Keys result.0.number
Summary JSON.Keys result.0.short_description
Description JSON.Keys result.0.description
CreationDate JSON.Keys result.0.sys_created_on
StatusCode JSON.Keys result.0.incident_state
ResolvedDate JSON.Keys result.0.closed_at
LastModifiedDate JSON.Keys result.0.sys_updated_on
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Mandatory Parameter Mapping 3

Key

TicketNumber

Summary

Description

CreationDate

StatusCode

ResolvedDate

LastModifiedDate

Value Type Value

JSON Keys v result.0.number v
JSON Keys ~ result.0.description v
JSON Keys v result.0.description v
JSON Keys ~ result.0.sys_created_on ~
JSON Keys e result.0.incident_state v
JSON Keys ~ result.0.closed_at v
JSON Keys ~ result.0.sys_updated_on ~

Add Response Parameter Delete All

Figure 349 - Mandatory Parameter Mapping

14. If you need to add Optional parameters, click Add Response Parameter to add more parameters. For

our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need them in

the later section.

Table 61- Sample Optional Parameters

Key Value Type Value
AssignedGroup JSON.Keys result.0.assignment_group.value
Coll JSON.Keys result.0.sys_id

Optional [0

Key Value Type Value Action
AssignedGroup ~ JSON Keys ~ result.0.assignment_group.value ~ ]
Coll JSON Keys v result.0.sys_id v o

Figure 350 - Optional Parameter Mapping

15. Click Next to proceed to Release Rules.

16. On Release Rules tab, type in the details as per the requirement.

17. In the Connection Details section, enter the following details:

— URL - Type the URL of the selected service type to release the ticket. It contains the placeholders

that display the parameters based on the applied clause and is dependent on the URL or API

provided by the tool.

— Sample URL - https://<url>.service-now.com/api/now/table/incident/#incident#

— Authentication Type - Please enter the information in line with the Authentication type configured

for fetching data configuration previously.

— Request Method - Select Request Method as PUT from the drop-down.
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— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Organization Fetch Data  Release Rules
Release Rules Configuration

Connection Details o

URL* @ Authentication Type * @

BasicAuth v

Request Method * [ Proxy Required @

PUT v Enable |

Figure 351 - Release Rules (Connection Details)

18. URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs.

Url Path Parameters

URL parameters will show here.

Key Value Type Value

#incident# Table.Columns ~ Col2 ~

Figure 352 - Release Rules (URL Path Parameters)

19. Request Header Parameters - Please enter the request header parameters as required.
20. Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below.
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Request Body

Pravide expected JSON formatted request body in the textbox and enclose the values with ## that need to be changed dynamically.

{
“assignment_group": "#AssignmentGroup#",
"work_notes’: "#worknotes#"

)

Key
#AssignmentGroup#

#worknotes#

Figure 353 — Release Rules (Request Body)

21. Response Body - In this section, please enter the response body in ISON format. A sample response is

mentioned below-

Response Body -

{ "result" : "#success#" }

Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type to fetch the value
dynamically.

Back Next

Figure 354 — Release Rules (Response Body)

22. Response Key Value mapping can be done as per the below table-

Table 62- Sample Response Key Value Mapping

#success# Text OK

23. On the Close Rules tab, type in the details as per the requirement. Check Same as Release if similar
configurations as mentioned in "Release Rules Configuration®” are required, else proceed ahead

24. In the Connection Details section, enter the following details:

URL - Type the URL of the selected service type to release the ticket. It contains the placeholders
that display the parameters based on the applied clause and are dependent on the URL or API
provided by the tool.

Sample URL - https://<url>.service-now.com/api/now/table/incident/#incident#

— Authentication Type - Please enter the information in line with the Authentication type configured

for fetching data configuration previously.

Request Method - Select Request Method as PUT from the drop-down.
— Proxy Required — Check Proxy Required, if the environment needs access to content from data

sources outside the firewall.
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Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Organization  Fetch Data  Release Rules Close Rules  InProgress Rules

Close Rules Configuration | Same as Release @ ‘
Connection Details m
URL* @ Authentication Type * [

BasicAuth v
User ID* @ Password* @ | /> Add Password
Request Method * ] Proxy Required [

PUT o ‘ Enable

Figure 355 - Close Rules Configuration (Connection Details)

25. URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:

Url Path Parameters

URL parameters will show here.

Key Value Type Value

#incident# Table.Columns v Col2 v

Figure 356 - Close Rules (URL Path Parameters)

26. Request Header Parameters — Please enter the request header parameters as required.
27. Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below -
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Request Body

Provide expected JSON formatted request body in the textbox and enclose the values with ## that need to be changed dynamically.

{
"incident_state": "6'|

}

Figure 357 - Close Rules Configuration (Request Body)

28. Response Body - In this section, please enter the response body in ISON format. A sample response is

mentioned below:

Response Body -

{ "result" : "#success#" }

Response Body
Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type to fetch the value

dynamically

{ “result’ : “#success#"}

Key Value Type Value

#success# Text - ok

Figure 358 — Close Rules Configuration (Response Body)

29. Response Key Value mapping can be done as per the below table -

Table 63 - Sample Response Key Value Mapping

#success# Text OK

30. On the InProgress Rules tab, type in the details as per the requirement. Check Same as Release if

31

similar configurations as mentioned in “Release Rules Configuration™ are required, else proceed ahead.
In the Connection Details section, enter the following details:

URL - Type the URL of the selected service type to release the ticket. It contains the placeholders
that display the parameters based on the applied clause and are dependent on the URL or API
provided by the tool.

Sample URL - https://<url>.service-now.com/api/now/table/incident/#incident#

Authentication Type - Please enter the information in line with the Authentication type configured
for fetching data configuration previously.

Request Method - Select Request Method as PUT from the drop-down.

Proxy Required — Check Proxy Required, if the environment needs access to content from data

sources outside the firewall.

Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.
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Organization Fetch Data Release Rules Close Rules InProgress Rules

InProgress Rules Configuration ‘ Same as Release [
Connection Details o
URL* @ Authentication Type * [

BasicAuth ~
User 1D Password* @| /2 Add Password
Request Method * @ Proxy Required [

PUT v Enable ‘

Figure 359 - InProgress Rules Configuration (Connection Details)

32. URL Path Parameters - Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs.

Url Path Parameters
URL parameters will show here.

Key Value Type Value

Col2

<

#incident# Table.Columns e ‘

Figure 360 - InProgress Rules Configuration (URL Path Parameters)

33. Request Header Parameters - Please enter the request header parameters as required.
34. Request Body - In this section, please enter the request body in ISON format. A sample request is

mentioned below -
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Request Body

Provide expected JSON formatted request body in the textbox and enclose the values with ## that need to be changed dynamically.

{

"incident_state™ "2",

Figure 361 - InProgress Rules Configuration (Request Body)

35. Response Body - In this section, please enter the response body in JSON format. A sample response is

mentioned below -

Response Body -

{ "result" : "#success#" }

Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type to fetch the value
dynamically.

{ "result” : "#success#" }

Key Value Type Value

#success® Text

Figure 362 - InProgress Rules Configuration (Response Body)

36. Response Key Value mapping can be done as per the below table -

Table 64- Sample Response Key Value Mapping

#success# Text OK

37. Click Save to add the data source.

38. To bring the tickets within iAutomate scope, a specific queue needs to be configured in the ITSM tool
and same has to be configured in iAutomate. This is achieved through Manage the Entry Criteria.
Please perform the below steps:

e Goto Configuration and click Manage Data Sources.

e Onthe Data Sources tab, click Q next to the data source user wants to manage.

e Manage Entry Criteria screen appears.

Organizatisn Name Y  Datascurce Name Y Module Name Y Service Name Y Actions

Y
=]

— — Incident Management Jira Sy

Figure 363 - Manage Entry Criteria

e Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator.
e Enter the sys_id of the assignment group in ServiceNow in the Value field.

e Clause and Sub-Clause fields can also be added based on requirement.
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Manage Entry Criteria

Column Operator Value Clause Sub Clause

AssignedGroup ' equal.. v bevae 1] v v ]

Figure 364 - Manage Entry Criteria (Cont.)

39. Click Save.

482 Incident Management without ITSM (ServiceNow)

This scenario is applicable when the ITSM tools is not available in the client environment and event
management tool and iAutomate are tightly integrated directly. The event data or the probable root cause
identified flows to iAutomate which then performs the appropriate action for resolution.
The user has the option to view the events and trigger the resolutions via Moogsoft as well as iAutomate
console.
To create a data source, perform the following steps:
1. On the left menu bar, click Configuration -> Manage Data Source.
2. The Create Data Source page appears with the following tabs:
e Organization
e Fetch Data
3. Release Rules
— Close Rules (Optional — applicable only when the issue closure status update is managed by
iAutomate directly instead of RBA tool)
— InProgress Rules (Optional - applicable only when the issue’s in progress status updates is managed

by iAutomate directly instead of RBA tool)

Organization  Fetch Data

Organization Details

Organization * [0 Module * [

-Select- ~ v

Service * @ Integration Type * [@

Ticket Managed by Product Job Data Source Name * [

Closure [0 Inprogress @

Unix Time Stamp @ Time Zone * [

Disabled

Figure 365 - Create Data Source
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Release Rules are only applicable for the following Module types- Incident Management,
Change Request Task and Service Request Task. This tab will not be activated for other module

types.

4. On the Organization tab,

Select the Organization Name from the dropdown.

Select the Module as Event Management, since we are configuring this data source for pulling the

event data.

Select the Service as Moogsoft Tool as we are configuring the data source for Moogsoft

Select the Integration Type as REST, since we will be integrating through REST APIs.

Check Is Ticket Closure Managed by iAutomate job if you want iAutomate to manage the ticket

closure updates instead of the RBA tool. In this scenario, an additional tab Close Rules

Configuration will be activated for providing further details, steps for which are mentioned later.

Check "lIs ticket InProgress Managed by iAutomate job"” if you want iAutomate to manage the

ticket's in progress status updates instead of the RBA tool. In this scenario, an additional tab

“InProgress Rules Configuration” will be activated for providing further details, steps for which are

mentioned later.

Select the Timezone to specify the time zone of the selected data source.

Select Timestamp to view the present data with date and time.

Click Next.

Organization  Fetch Data

Organization Details

Organization *
Service * [
MoongSoft
Ticket Managed by Product Job

Closure

Unix Time Stamp

B Disabled

Integration Guide

Release Rules

Inprogress

Module *
Integration Type

Data Source Name * [T

Time Zone * [

Figure 366 — Create Data Source (Cont.)
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Organization Fetch Data  Release Rules

Organization Details

Organization * [ Medule * @

— ———1

Service * [ Integration Type * [@

MoongSoft

Ticket Managed by Product Job Data Source Name *

Closure Inprogress [

Unix Time Stamp Time Zone * (i

B Disabled

Figure 367 — Create Data Source (Cont.)

5. Onthe Fetch Data tab, type in the details as per the environment.

6. Inthe Connection Details section, enter the following details:

— URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the data is
fetched, and the order by and so on. It is dependent on the URL or API provided by the tool.

— Sample URL -
http://<1P>:<PORT>/iAutomateAP|/Request/GetIncidentTicketData/11?start date>=#startdate#&en

d_date<=#enddate#

— Authentication Type - Select one of the Authentication Types from Basic / Windows, OAuth 2.0
— Selection of Basic / Windows requires you to enter -

o Userld
o Password

— Selection of OAuth 2.0 requires you to enter -

o Userld
o Password
o Authentication URL

— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.
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Organization Fetch Data

Release Rules

Fetch Data Configuration

Connection Details

URL * @

User ID * @

Request Method * ()

GET

Close Rules

InProgress Rules

Authentication Type * [@

BasicAuth

Password* @| /2 Add Password

Proxy Required [

Enable

Test Connection |

Figure 368 - Create Data Source (Connection Details)

7. Request Authentication Parameters - If the user has additional parameters, click Add Authentication

Parameters under the Request Authentication Parameters tab.

8. Based on the Authentication Type, add the parameters mentioned in the below table.

Table 65- Sample Authentication Parameters

Authentication Type Key Value Is Is Key?
Encrypted?
OAuth2.0 Username <username> NO YES
OAuth2.0 Password <password> YES YES
OAuth2.0 AuthMethod POST NO NO
OAuth2.0 AuthPrefix Bearer NO NO
OAuth2.0 client_id <clientID> YES YES
OAuth2.0 client_secret <clientsecret> YES YES
OAuth2.0 TokenKey access_token NO NO
OAuth2.0 ResponseType ISON NO NO
OAuth2.0 grant_type Password NO YES
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Request Authentication Parameters = [ + Add Authentication Parameters ” [ Delete ANl JI

Note: Add Key as y' to send in request body for token.

Key value Is Encrypted (0 Is Key (0 Action
usermname <username> =] = 0]
password <password> = = wm
AuthMethod POST o (=} (o]

o]
0]
@
0]
o]
@

Figure 369 - Create Data Source (Request Authentication Parameters
for OAuth2.0)

9. URL Path Parameters - Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:

Url Path Parameters

URL parameters will show here.
Key Value Type Value

#StartDate# | SQL UDF ~ | @@GetFromDateTimeUsingIncidentModifiedDate

#EndDate#

saQL ubF ~ | @@GetToolCurrentDateTime

Figure 370- URL Path Parameters

10. Request Header Parameters - Please enter the request header parameters as required.
1. Response Body - In this section, please enter the output of URL query for one of the incidents in ISON

format. A sample response is mentioned below.
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"StatusCode": "1", "CreationDate": "2020-05-04 10:40:30.000",
"LastModifiedDate": "2020-05-04 04:41:50.000", "ClosedDate":
"2020-05-06 10:41:53.000", '"sys id": "xxxxxxxx", "Coll": "",
"Col2": i "Col3": Wi "Cold4": ww "Col5": W
"iAutomate CreatedDateInGMT": "2020-05-04 05821518 8l(e o SIS
"iAutomate UpdatedDateInGMT": "2020-05-04 05:25:36.350" } ] }

12. After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter
Mapping section.
13. Mandatory Parameter Mapping - Please map the mandatory parameters to the respective values as
mentioned in the screenshot below.
Table 66- Sample Mandatory Parameter Mapping
Key Value Type Value
TicketNumber ISON.Keys result.0.TicketNumber
Summary JSON.Keys result.0.Summary
Description JSON.Keys result.0.Description
CreationDate JSON.Keys result.0.CreationDate
StatusCode JSON.Keys result.0.StatusCode
ResolvedDate ISON.Keys result.0.ClosedDate
LastModifiedDate JSON.Keys result.0.LastModifiedDate
Mandatory Parameter Mapping (11
TicketNumber JSON Keys v result.0.TicketNumber
ummary JSON Keys result.0.description
Description JSON Keys v result.0.description
CreationDate JSON KEyS result.0.createdDate
ResolvedDate JSON Keys ~ result.0.closed_at
astModifiedDate JSON Keys y result.0.sys_updated_on
Figure 371 - Mandatory Parameter Mapping
14. If you need to add Optional parameters, click Add Response Parameter to add more parameters. For
our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need them in
the later section.
Table 67- Sample Optional Parameters
Key Value Type Value
AssignedGroup ISON.Keys result.0. AssignedGroup
Coll JSON.Keys result.0.sys_id
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Optional [

Key Value Type Value Action

AssignedGroup v JSON Keys ’ result.0.assignment_group.value ~ o

Col - JSON Keys ~ result.0.sys_id ~ o

Figure 372 - Optional Parameter Mapping

15. Click Next to proceed to Release Rules.

16. On Release Rules tab, type in the details as per the requirement.

17. In the Connection Details section, enter the following details:

— URL - Type the URL of the selected service type to release the ticket. It contains the placeholders
that display the parameters based on the applied clause and is dependent on the URL or API
provided by the tool.

— Sample URL - https://<URL>/graze/vl/#value#

— Authentication Type - Please enter the information in line with the Authentication type configured
for fetching data configuration previously.
— Request Method - Select Request Method as PUT from the drop-down.
— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Organization Fetch Data Release Rules Close Rules  InProgress Rules

Release Rules Configuration

Connection Details PTest Connection | @
URL* @ Authentication Type * 3]
BasicAuth ~

UserID * @ Password* [@| /2 Add Password

Request Method * [ Proxy Required 3

PUT v Enable

Figure 373 - Release Rules Configuration (Connection Details)

18. URL Path Parameters — Based on the URL entered earlier, please map the values to the URL Path

Parameters. E.g., for the URL entered earlier, please populate the below inputs:
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Url Path Parameters

URL parameters will show here.

Key Value Type Value

#value# Text v createthreadEntry

Figure 374 - Release Rules Configuration (URL Path Parameters)

19. Request Header Parameters - Please enter the request header parameters as required.
20. Request Body - In this section, please enter the request body in JISON format. A sample request is

mentioned below.

Request Body
Provide expected JSON formatted request body in the textbox and enclose the values with ## that need to be changed dynamically.

{"sitn_id" : "#id#", "thread_name” : "#thread#™, "entry” : "#Entry#", “resolving_step" : "#resolvingstep#7}

Key
#id#
#thread#
#Entry#

#resolvingstep#

Figure 375 - Release Rules Configuration (Request Body)

21. Response Body - In this section, please enter the response body in ISON format. A sample response is

mentioned below -

Response Body

Provide JSON in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type to fetch the value
dynamically.

{“result”: "#success#" }

Figure 376 — Release Rules Configuration (Response Body)
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22. Response Key Value mapping can be done as per the below table.

Table 68- Sample Response Key Value Mapping

#success# Text OK

23. Click Save to add the data source.

24. To bring the tickets within iAutomate scope, a specific queue needs to be configured in the Event
Management tool and same has to be configured in iAutomate. This is achieved through Manage the
Entry Criteria. Please perform the below steps:

e Goto Actions tab and click Manage Data Sources.
e On the Data Sources tab, click =) next to the data source user wants to manage. Manage Entry

Criteria screen appears.

Organization Name h i Datasource Name Y Module Name T Service Name hd Actions

| : E Event Management MoongSoft % z o]

Figure 377 - Manage Entry Criteria

e Select ‘AssignedGroup’ for the Column field and ‘equals to’ for the Operator field.
e Enter the sys_id of the assignment group in Moogsoft in the Value field.

¢ Clause and Sub-Clause fields can also be added based on requirement.

Manage Entry Criteria

Column Operator value Clause Sub Clause

AssignedGroup v equal.. ¥ | e — v v 0}

cene

Figure 378 — Manage Entry Criteria (Cont.)

25. Click Save.

49 Integration with Zenoss

This scenario is applicable when the ITSM tools is not available in the client environment and event
management tool and iAutomate are tightly integrated directly. The event data or the probable root cause
identified flows to iAutomate which then performs the appropriate action for resolution.
To create a data source, perform the following steps:
1. Onthe left menu bar, click Configuration -> Manage Data Source.
2. The Create Data Source page appears with the following tabs:
e Organization
e Fetch Data

3. Release Rules
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— Close Rules (Optional - applicable only when the issue closure status update is managed by
iAutomate directly instead of RBA tool)
— InProgress Rules (Optional - applicable only when the issues in progress status updates is managed

by iAutomate directly instead of RBA tool)

Organization  Fetch Data

4. Onthe Organization tab,

Organization Details

Ticket Managed by Product Job

Unix Time Stamp [

@  Disabled

Cancel

Module * @

Time Zone * [@

Figure 379 - Create Data Source

Select the Organization Name from the dropdown.

Select the Module as Event Management, since we are configuring this data source for pulling the

event data.

Select the Service as Zenoss Tool as we are configuring the data source for Zenoss

Select the Integration Type as REST, since we will be integrating through REST APlIs.

Check Is Ticket Closure Managed by iAutomate job if you want iAutomate to manage the issue

closure updates instead of the RBA tool. In this scenario, an additional tab Close Rules

Configuration will be activated for providing further details, steps for which are mentioned later.

Check “Is ticket InProgress Managed by iAutomate job* if you want iAutomate to manage the

issues in progress status updates instead of the RBA tool. In this scenario, an additional tab

“InProgress Rules Configuration” will be activated for providing further details, steps for which are

mentioned later.
Select the Timezone to specify the time zone of the selected data source.

Select Timestamp to view the present data with date and time.

Click Next.
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Organization Details

Organization * 3]

Service * 3

Ticket Managed by Product Job
Closure[s

Unix Time Stamp

Disabled

Organization Details

Organization * 3]

Service * 3

Ticket Managed by Product Job
Closure[s

Unix Time Stamp

Disabled

On the Fetch Data tab, type in the details as per the environment.

Module * [

Integration Type * [@

Data Source Name * (]

InProgress@

Time Zone *

Cancel Next

Figure 380 - Create Data Source (Cont.)

Module * [
Integration Type * [@
Data Source Name * (]

InProgress@

Time Zone *

Cancel Next

Figure 381 - Create Data Source (Cont.)

In the Connection Details section, enter the following details:

URL - Type the URL which contains the placeholders that display the parameters based on the
applied clause such as the number of records to be fetched, query type, date on which the data is

fetched, and the order by and so on. It is dependent on the URL or API provided by the tool.

Sample URL - https://<zenossURL>/

Authentication Type - Select one of the Authentication Types from NoAuth / Basic / Windows

Selection of Basic / Windows requires you to enter -

o Userld

o Password

Request Method - Select Request Method as POST from the drop-down.
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— Proxy Required - Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Connection Details Test Connection

URL* @ Authentication Type * @

‘ http://my_host ‘ BasicAuth v ‘
UserID* @ Password* @

‘ my_user ‘ A Add Password

Request Method * Proxy Required

‘ GET ™ ‘ |:| Enable ‘

Figure 382 - Create Data Source (Connection Details)

7. Request Header Parameters - Please enter the request header parameters as required.
8. Request Body - As request method selected earlier is POST, please enter the body of URL. A sample

response is mentioned below -
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Request Body

Provide expected JSON formatted request body in the textbox and enclose the values with ## that need to be changed dynamically.

“type”. rpe,

"tid” 2

}

Key Value Type Value

#firstTime# I SqQL UDF v | ‘ @@GetFromDateTimeUsinglIncidentModifiedDate_Zenoss
#lastTime# ‘ SqQL UDF ~ ‘ ‘ @@GetToolCurrentDateTime_Zenoss

Figure 383 - Create Data Source (Connection Details)

format. A sample response is mentioned below -
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9. Response Body - In this section, please enter the output of URL query for one of the incidents in JISON
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10. After entering the response, click Extract Keys to add the parameters in the Mandatory Parameter

Mapping section.

1. Mandatory Parameter Mapping - Please map the mandatory parameters to the respective values as

mentioned in the screenshot below:

Table 69- Sample Mandatory Parameter Mapping

Key Value Type Value

TicketNumber JSON.Keys result.0.evid
Summary ISON.Keys result.events.0.summary
Description JSON.Keys result.events.0.message
CreationDate JSON.Keys result.events.O.firstTime
StatusCode JSON.Keys result.events.0.eventState
ResolvedDate JSON.Keys result.events.O.lastTime
LastModifiedDate JSON.Keys result.events.O.lastTime

Mandatory Parameter Mapping 3]

Key Value Type Value

TicketNumber JSON Keys ~ ‘ result.events.0.evid ~

Summary ‘ JSON Keys v ‘ result.events.0.summary v

Description ‘ JSON Keys ~ ‘ result.events.0.summary v

CreationDate ‘ JSON Keys ~ ‘ result.events.0.firstTime v

StatusCode ‘ JSON Keys v ‘ result events.0.eventState ~

ResolvedDate ‘ JSON Keys ~ ‘ result.events.0.lastTime ~

LastModifiedDate ‘ ~ ‘ result.events.0.lastTime v

JSON Keys

Add Response Parameter Delete All

Figure 384 - Mandatory Parameter Mapping

12. If you need to add Optional parameters, click Add Response Parameter to add more parameters. For

our purpose, we will be adding a couple of extra parameters, as mentioned below, as we need them in

the later section.
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Table 70- Sample Optional Parameters

Key Value Type Value
Coll ISON.Keys result.0.evid
Optional [7)
Key Value Type Value Action
Colt v JSON Keys result.events.0.evid v [l

Figure 385 - Optional Parameter Mapping

13. Click Next to proceed to Release Rules.

14. On Release Rules tab, type in the details as per the requirement.

15. In the Connection Details section, enter the following details:

— URL - Type the URL of the selected service type to release the ticket. It contains the placeholders
that display the parameters based on the applied clause and is dependent on the URL or API
provided by the tool.

— Sample URL - https://<zenossurl>
— Authentication Type - Please enter the information in line with the Authentication type configured
for fetching data configuration previously.
— Request Method - Select Request Method as POST from the drop-down.
— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.
Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Organization Fetch Data Release Rules Close Rules InProgress Rules

Release Rules Configuration

Connection Details DTest Connection | [

URL * @ Authentication Type * @

1 1 BasicAuth

User ID * @

———— 1

Request Methed * [

Password* | ./ Add Password

Proxy Required @

POST . Enable

Figure 386 — Release Rules Configuration (Connection Details)

16. Request Header Parameters - Please enter the request header parameters as required.
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17. Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below -

Request Body

Provide expected JSON formatted request body in the textbox and enclose the values with ## that need to be changed dynamically.

“message” "#message#”
),id":2
}

Key
#evid#

#message#

Figure 387 - Release Rules (Request Body)

18. Response Body - In this section, please enter the response body in ISON format. A sample response is

mentioned below -
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Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type to fetch the value
dynamically.

“type": "rpc”,
"method": "write_log"

}

Back Next

Figure 388 - Release Rules Configuration (Response Body)

19. On Close Rules tab, type in the details as per the requirement. Check Same as Release if similar
configurations as mentioned in “Release Rules Configuration® are required, else proceed ahead.

20. In the Connection Details section, enter the following details:

— URL - Type the URL of the selected service type to release the ticket. It contains the placeholders
that display the parameters based on the applied clause and is dependent on the URL or API
provided by the tool.

— Sample URL - https://<url>

— Authentication Type - Please enter the information in line with the Authentication type configured
for fetching data configuration previously.

— Request Method - Select Request Method as POST from the drop-down.

— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.

Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Organization  Fetch Data Release Rules Close Rules InProgress Rules

Close Rules Configuration Same as Release [T

Connection Details PTest Connection | @
URL* @ Authentication Type * @
1 | BasicAuth
UseriD* @ Password® [ 2 Add Password
Request Method * i Proxy Required @
POST ~ Enable

Figure 389 — Release Rules Configuration (Connection Details)

21. Request Header Parameters — Please enter the request header parameters as required.
22. Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below.

Request Body -
{
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Request Body

Provide expected JSON formatted request body in the textbox and enclose the values with ## that need to be changed dynamically.

“data’” [{
“evids™: “#evids#"
Ntid":2
}

Key

Hevids#

Figure 390 - Release Rules (Request Body)

23. Response Body - In this section, please enter the response body in ISON format. A sample response is

mentioned below -
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Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type to fetch the value
dynamically.

"type": "rpc”,
"method": "acknowledge"

}

Back Next

Figure 391 - Release Rules Configuration (Response Body)

24. On InProgress Rules tab, type in the details as per the requirement. Check Same as Release if similar
configurations as mentioned in “Release Rules Configuration” are required, else proceed ahead.

25. In the Connection Details section, enter the following details:

— URL - Type the URL of the selected service type to release the ticket. It contains the placeholders
that display the parameters based on the applied clause and is dependent on the URL or API
provided by the tool.

— Sample URL - https//<url>

— Authentication Type - Please enter the information in line with the Authentication type configured
for fetching data configuration previously.

— Request Method - Select Request Method as POST from the drop-down.

— Proxy Required — Check Proxy Required, if the environment needs access to content from data
sources outside the firewall.

Click on Test Connection to check accessibility of URL from service. Testing the connection is not

mandatory, you can still create Data source.

Organization Fetch Data Release Rules Close Rules InProgress Rules

InProgress Rules Configuration Same as Release [0
Connection Details PTest Connection |3
URL* @ Authentication Type * @

BasicAuth
UserID * @ Password* @ | /2 Add Password
Request Method * [ Proxy Required [0
POST v ‘ Enable

Figure 392 - Release Rules (Connection Details)

26. Request Header Parameters - Please enter the request header parameters as required.
27. Request Body - In this section, please enter the request body in JSON format. A sample request is

mentioned below -

Request Body -
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Request Body

Provide expected JSON formatted request body in the textbox and enclose the values with ## that need to be changed dynamically.

“data’: [{
"evids”: "#evids#"
Wtid*:2

Figure 393 - Release Rules Configuration (Request Body)

28. Response Body - In this section, please enter the response body in JSON format. A sample response is

mentioned below -
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Response Body

Provide expected JSON formatted response in the textbox and enclose the values with ## that need to be changed dynamically. Map keys with the desired type to fetch the value
dynamically.

“type”: "rpc”,
"method": "acknowledge”

}

Figure 394 - Release Rules Configuration (Response Body)

29. Click Save to add the data source.
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5 Integration with RBA / Orchestrator Tools

iAutomate leverages the services of a Runbook Automation (RBA) / Orchestrator tool to perform actions as
defined in the runbooks a.k.a. workflows. Thus, to enable integration with RBA tool, you need to onboard a

runbook automation tool through configuration.

Before proceeding with the configuration related to Data Source creation, user has to ensure that an
organization has been configured. If not done already, please refer to the Configuration Guide for the

same and create the organization before proceeding ahead.

5.1 Integration with Broadcom CA ITPAM

To manage / onboard Broadcom CA ITPAM as the RBA tool, perform the following steps:
1. On the left menu bar, click Runbooks, -> click Manage Runbook Tool. The Manage Runbook Tool

appears.

Create & Map Runbook Tool

Q search

Runbook Tool Hame Y Runbook Tool Type T Organization Y Method Type Y Action

Bigfix BigFix — POST £ m

Figure 395 - Manage Runbook Tool
2. It lists the available runbook tools in a tabular view and lets the user to add a new runbook tool using

Add New button. User can also edit or delete the existing runbook tools.

V4

Click Add New to add a new tool or click = to edit an existing runbook automation tool.
Select organization for which you need to create runbook tool in the Organization Name field.
Type the runbook tool name in the Runbook Tool Name field.

Select ITPAM from the Runbook Tool Type drop-down

N oo o k6

Select SOAP API as the integration method for ITPAM for the Integration Method field.

Home > Runbooks » Manage Runbook Tool

Create & Map Runbook Tool B

Organization * Data Source *

Runbook Tool Name * Runbook Tool Type *
Drylce_RBAtool ITPAM

Template Type * Integration Method *

jeb_templates SOAP API
Authentication Type *

BasicAuth

Figure 396 - Manage Runbook Tool (Cont.)
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8. Select one of the Authentication Type from BasicAuth / WindowsAuth
— Selection of from BasicAuth / WindowsAuth requires you to enter -

o Userld

o Password

9. Type the URL in the API URL. field.

10. Sample URL - http://<url>:<port>/itpam/soap

1. Inthe Integration Method Type field select '‘POST".

12. Type the username and password in the User ID and Password field to get access to APl web services.

13. APIURL, User ID, and Password are dependent on the selected integration method.

14. Specify the path to get the consolidated scripts for the execution of runbooks in the Master Runbook
Path field. This will be provided by respective Runbook Tool teams if they have a master runbook.

This is not a mandatory field. Users can change and run these scripts any time.

15. Select Proxy Required, if the environment needs access to content from servers outside a firewall.

16. Type the return code key in the Return Code Key field to identify the success or failure of runbook
execution. E.g. status

17. Type the return message key in the Return Message Key field to display the success or failure of
runbook execution. E.g. errormessage

18. Type the Toil Value (For Manual Execution) which implies the manual execution time of runbook under
this tool (in minutes).

19. Type the Toil Value (For Auto Execution) which implies the auto execution time of runbook under this

tool (in minutes), if available else it's a non-mandatory field.

API URL * Integration Method Type *

https://<ipaddress=>:<port> POST

User ID Password* @ | /2 Add Password

Master Runbook Path Master Runbook Name

Proxy Required Return Code Key *

Enable @ status

Return Message Key * Toil Value(For Manual Execution) * @

errormessage 20

Toil Value(For Auto Execution) * @ Connection Retry Count * [

[ 3

Cancel “

Figure 397 - Manage Runbook Tool (Cont.)

20. Click Submit / Update for adding a new tool or making changes to an existing tool. An appropriate

success message will be displayed.
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5.2 Integration with VMware vRealize Orchestrator (vRO)

To manage / onboard VMware VRO as the RBA tool, perform the following steps:
1. On the left menu bar, click Runbooks, and then click Manage Runbook Tool. The Manage Runbook

Tool appears.

4

Click Add New to add a new tool or click = to edit an existing runbook automation tool.
Select organization for which you need to create runbook tool in the Organization Name field.
Type the runbook tool name in the Runbook Tool Name field.

Select vRO from the Runbook Tool Type drop-down.

o o~ o D

Select REST as the integration method for vRO for the Integration Method field.

Create & Map Runbook Tool B

QOrganization * Data Source *
Runbook Tool Name * Runbook Tool Type *

VROtool vRO v

Template Type * Integration Method *

job_templates v REST

Authentication Type *

BasicAuth

Figure 398 - Manage Runbook Tool (Cont.)

7. Select one of the Authentication Type from BasicAuth / Token Auth
— Selection of from BasicAuth / Token Auth requires you to enter -

o Userld
o Password

— Selection of from Token Auth requires you to enter -

o Authentication URL

Authentication URL * Authentication Parameters *

http://<ipaddress>:<port> [ Add Authentication Parameters } F

Figure 399 - Manage Runbook Tool (Cont.)

8. Click Add Authentication Parameters to add more parameters, as depicted below.
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9.

10.

.

12.

Authentication Parameters Details X

Key Value Is Encrypted Is Key Action

AuthPrefix Bearer 7 X
ContentType application/json / X
ResponseType json f x
grant_type password / x
TokenKey access_token 7 x

Note: Add parameter Key as ‘RequestBody’ to send information in request body for token. Also, IsEncrypted key comes under effect only if IsKey is checked.

Figure 400 - Manage Runbook Tool (Cont.)

Type the URL in the API URL. field.
Sample URL - http://<url>:<port>/vco/api/workflows
In the Integration Method Type select '‘POST".

Type the username and password in the User ID and Password field to get access to APl web services.

API URL, User ID, and Password are dependent on the selected integration method.

13.

Specify the path to get the consolidated scripts for the execution of runbooks in the Master Runbook

Path field. This will be provided by respective Runbook Tool teams if they have a master runbook.

This is not a mandatory field. Users can change and run these scripts any time.

14.
15.

16.

17.

18.

Integration Guide

Select Proxy Required, if the environment needs access to content from servers outside a firewall.
Type the return code key in the Return Code Key field to identify the success or failure of runbook
execution. E.g. ReturnCode.

Type the return message key in the Return Message Key field to display the success or failure of
runbook execution. E.g. ReturnMessage.

Type the Toil Value (For Manual Execution) which implies the manual execution time of runbook under
this tool (in minutes).

Type the Toil Value (For Auto Execution) which implies the auto execution time of runbook under this

tool (in minutes), if available else it's a non-mandatory field.
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APl URL * Integration Method Type *

POST

User ID * Password* [ | /2 Add Password

Master Runbook Path Master Runbook Name

Proxy Required Return Code Key *
Enable @ message
Return Message Key * Toil Value(For Manual Execution) * [
errormessage 20
Toil Value(For Auto Execution) * [ Connection Retry Count * @

6 3

Cancel “

Figure 401 - Manage Runbook Tool (Cont.)

19. Click Submit / Update for adding a new tool or making changes to an existing tool. An appropriate

success message will be displayed.

5.3 Integration with Ansible CLI

To manage / onboard Ansible CLI as the RBA tool, perform the following steps:
1.  On the left menu bar, click Runbooks, and then click Manage Runbook Tool. The Manage Runbook

Tool appears.

Click Add New to add a new tool or click ﬁ to edit an existing runbook automation tool.

2.

3. Select organization for which you need to create runbook tool in the Organization Name field.
4. Type the runbook tool name in the Runbook Tool Name field.

5. Select ANSIBLE CLI from the Runbook Tool Type drop-down

6. Select CLI as the integration method for Ansible CLI for the Integration Method field.

7. Type the IP Address in the IP Address field.

8. Sample IP Address -10.0.0.0

9. InIntegration Method Type select ‘POST".

10. Type the username and password in the User ID and Password field to get access to CLI host.

IP Address, User ID, and Password are dependent on the selected integration method.

N. Specify the path to get the consolidated scripts for the execution of runbooks in the Master Runbook
Path field. This will be provided by respective Runbook Tool teams if they have a master runbook.

This is not a mandatory field. Users can change and run these scripts any time.

12. Select Proxy Required, if the environment needs access to content from servers outside a firewall.
13. Type the return code key in the Return Code Key field to identify the success or failure of runbook

execution.
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14. Type the return message key in the Return Message Key field to display the success or failure of
runbook execution.

15. Type the Toil Value (For Manual Execution) which implies the manual execution time of runbook under
this tool (in minutes).

16. Type the Toil Value (For Auto Execution) which implies the auto execution time of runbook under this

tool (in minutes), if available else it's a non-mandatory field.

Create & Map Runbook Tool |

Organization *

—

Runbook Tool Name *

ANSIBLE Tool

Integration Method *

cu

Data Source *

Runbook Toal Type *
ANSIBLE CLI

Authentication Type *

No Auth

API URL *

Figure 402 - Manage Runbook Tool (Cont.)

Integration Method Type *

‘ POST

User ID * Password* [@| /2 Add Password

Master Runbook Path Master Runbook Name

Proxy Required Return Code Key *
Enable @ message
Return Message Key * Toil Value(For Manual Execution) * [
errormessage 20

Toil Value(For Auto Execution) * @ Connection Retry Count *

6 3

Figure 403 - Manage Runbook Tool (Cont.)

17. Click Submit / Update for adding a new tool or making changes to an existing tool. An appropriate

success message will be displayed.

5.4 Integration with Ansible Tower / AWX

To manage / onboard Ansible Tower \ AWX as the RBA tool, perform the following steps:
1.  On the main menu bar, click Runbooks, and then click Manage Runbook Tool. The Manage Runbook

Tool appears.

2. Click Add New to add a new tool or click 2 to edit an existing runbook automation tool.
Select an organization for which you need to create runbook tool in the Organization Name field.

4, Type the runbook tool name in the Runbook Tool Name field.
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5.
6.

8.
9.

10.

.

Select ANSIBLE TOWERNAWX from the Runbook Tool Type drop-down.
Select REST as the integration method for Ansible Tower \ AWX for the Integration Method field.

Create & Map Runbook Tool -]

Organization * Data Source *

— —— 1

Runbook Tool Name * Runbook Tool Type *

ANSIBLETOWER/AWX ANSIBLE TOWER/AWX

Template Type * Integration Method *

workflow_job_templates v REST API

Authentication Type *

BasicAuth

Figure 404 - Manage Runbook Tool (Cont.)

Select the Authentication Type from BasicAuth
Selection of from BasicAuth requires you to enter:

o Userld
o Password

Type the URL in the APl URL field.
Sample URL - https://<UBL/IP>:<PORT>
In Integration Method Type select ‘POST".

Type the username and password in the User ID and Password field to get access to APl web services.

API URL, User ID, and Password are dependent on the selected integration method

12.

Specify the path to get the consolidated scripts for the execution of runbooks in the Master Runbook

Path field. This will be provided by respective Runbook Tool teams if they have a master runbook.

This is not a mandatory field. Users can change and run these scripts any time.

13.
14.

15.

16.

17.

Select Proxy Required, if the environment needs access to content from servers outside a firewall.
Type the return code key in the Return Code Key field to identify the success or failure of runbook
execution. E.g. status_codes.

Type the return message key in the Return Message Key field to display the success or failure of
runbook execution. E.g. iautomate_success.

Type the Toil Value (For Manual Execution) which implies the manual execution time of runbook under
this tool (in minutes).

Type the Toil Value (For Auto Execution) which implies the auto execution time of runbook under this

tool (in minutes), if available else it's a non-mandatory field.
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API URL * Integration Method Type *

http://<ipaddress><port>> POST

User ID * Password* | /° Add Password |

Master Runbook Path Master Runbook Name

Proxy Required Return Code Key *

Enable status

Return Message Key * Toil Value(For Manual Execution) * [
errormessage 20
Toil Value(For Auto Execution) * @ Connection Retry Count * [0

6 3

Figure 405 - Manage Runbook Tool (Cont.)

18. Click Submit / Update for adding a new tool or making changes to an existing tool. An appropriate

success message will be displayed.

5.5 Integration with Microsoft System Orchestrator (MS SCORCH)

To manage / onboard Microsoft SCORCH as the RBA tool, perform the following steps:
1.  On the main menu bar, click Runbooks, and then click Manage Runbook Tool. The Manage Runbook
Tool appears.
Click Add New to add a new tool or click ¥ to edit an existing runbook automation tool.
Select organization for which you need to create runbook tool in the Organization Name field.
Type the runbook tool name in the Runbook Tool Name field.

Select SCORCH from the Runbook Tool Type drop-down

o o bk~ WD

Select REST as the integration method for SCORCH for the Integration Method field.

Create & Map Runbook Tool -]

Organization * Data Source *

— Ol e— :

Runbook Tool Name * Runbook Tool Type *

ScorchTool SCORCH

Template Type * Integration Method *

workflow_job_templates A4 REST API hd

Authentication Type *

BasicAuth

Figure 406 - Manage Runbook Tool (Cont.)

7. Select one of the Authentication Type from BasicAuth, OAuth 2.0
— Selection of from BasicAuth requires you to enter -

o Userld
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o Password

— Selection of from OAuth 2.0 requires you to enter -

o Authentication URL

Authentication URL * Authentication Parameters *

{ Add Authentication Parameters

Figure 407 - Manage Runbook Tool (Cont.)

8. Click Add Authentication Parameters to add more parameters, as depicted below.

Authentication Parameters Details X
Key Value Is Encrypted Is Key Action
AuthPrefix Bearer v X
ContentType application/json Ve X
ResponseType json f x
grant_type password / x
TokenKey access_token / x

L] 4 » »

Note: Add parameter Key as ‘RequestBody’ to send information in request body for token. Also, IsEncrypted key comes under effect only if IskKey is checked.

Close

Figure 408 - Manage Runbook Tool (Cont.)

9. Type the URL in the API URL. field.
10. Sample URL - http://<URL/IP>:<PORT>/Orchestrator2012/Orchestrator.svc/

1. Inthe Integration Method Type field select '‘POST".
12. Type the username and password in the User ID and Password field to get access to APl web services.

API URL, User ID, and Password are dependent on the selected integration method

13. Specify the path to get the consolidated scripts for the execution of runbooks in the Master Runbook

Path field. This will be provided by respective Runbook Tool teams if they have a master runbook.

This is not a mandatory field. Users can change and run these scripts any time.

14. Select Proxy Required, if the environment needs access to content from servers outside a firewall.

15. Type the return code key in the Return Code Key field to identify the success or failure of runbook
execution. E.g. statuscode.

16. Type the return message key in the Return Message Key field to display the success or failure of

runbook execution. E.g. message.
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17. Type the Toil Value (For Manual Execution) which implies the manual execution time of runbook under
this tool (in minutes).
18. Type the Toil Value (For Auto Execution) which implies the auto execution time of runbook under this

tool (in minutes), if available else it's a non-mandatory field.

API URL * Integration Method Type *

http://<ipaddress=:<port>> POST .

User ID * Password* @| /2 Add Password

Master Runbook Path Master Runbook Name

Proxy Required Return Code Key *

Enable @ status

Return Message Key * Toil Value(For Manual Execution) * &

errormessage 20

Toil Value(For Auto Execution) * [ Connection Retry Count * [

6 3

Figure 409 - Manage Runbook Tool (Cont.)

19. Click Submit / Update for adding a new tool or making changes to an existing tool. An appropriate

success message will be displayed.

5.6 Integration with ServiceNow Orchestration

To manage / onboard ServiceNow Orchestration as the RBA tool, perform the following steps:
1. On the main menu bar, click Runbooks, and then click Manage Runbook Tool. The Manage Runbook
Tool appears.
Click Add New to add a new tool or click £ to edit an existing runbook automation tool.
Select organization for which you need to create runbook tool in the Organization Name field.
Type the runbook tool name in the Runbook Tool Name field.

Select SNOW from the Runbook Tool Type drop-down

SIS NSRS

Select REST API as the integration method for ServiceNow Orchestration for the Integration Method
field.
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Create & Map Runbook Tool - |

Qrganization * Data Source *

— A e— :
Runbook Tool Name * Runbook Tool Type *

SNOWTOOL \ SNOW ™
Integration Method * Authentication Type *

REST API ~ BasicAuth v

Figure 410 - Manage Runbook Tool (Cont.)

7. Select one of the Authentication Type from BasicAuth, OAuth 2.0
— Selection of from BasicAuth requires you to enter:

o Userld
o Password

— Selection of from OAuth 2.0 requires you to enter:

o Authentication URL

Integration Method * Authentication Type *
REST API ~ OAuth2 ~
Authentication URL * Authentication Parameters *

Add Authentication Parameters

Figure 411 - Manage Runbook Tool (Cont.)

8. Click Add Authentication Parameters to add more parameters, as depicted below -

Integration Guide 292



9.

10.

1.

12.

Authentication Parameters Details X

Key Value Is Encrypted Is Key Action

AuthPrefix Bearer 7 X
ContentType application/json / X
ResponseType json / X
grant_type password 7 X
TokenKey access_token 7 X

Note: Add parameter Key as 'RequestBody’ to send information in request body for token. Also, IsEncrypted key comes under effect only if IsKey is checked.

Figure 412 - Manage Runbook Tool (Cont.)

Type the URL in the API URL. field.
Sample URL - http://<URL/IP>:<PORT>/api/26803/run_book_center/
Select the Integration Method Type as POST

Type the username and password in the User ID and Password field to get access to APl web services.

API URL, User ID, and Password are dependent on the selected integration method.

13.

Specify the path to get the consolidated scripts for the execution of runbooks in the Master Runbook

Path field. This will be provided by respective Runbook Tool teams if they have a master runbook.

This is not a mandatory field. Users can change and run these scripts any time.

14.
16.

16.

17.

18.

Integration Guide

Select Proxy Required, if the environment needs access to content from servers outside a firewall.
Type the return code key in the Return Code Key field to identify the success or failure of runbook
execution. E.qg. ReturnCode

Type the return message key in the Return Message Key field to display the success or failure of
runbook execution. E.g. ReturnMessage

Type the Toil Value (For Manual Execution) which implies the manual execution time of runbook under
this tool (in minutes).

Type the Toil Value (For Auto Execution) which implies the auto execution time of runbook under this

tool (in minutes), if available else it's a non-mandatory field.
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APl URL * Integration Methed Type *

http://<ipaddress>:<port> POST -

User ID * Password* @| /2 Add Password

Master Runbook Path Master Runbook Name
Proxy Required Return Code Key *
Enable ) status
Return Message Key * Toil Value(For Manual Execution) * @
errormessage 20
Toil Value(For Auto Execution) * [ Connection Retry Count * [@
6 3

Figure 413 - Manage Runbook Tool (Cont.)

19. Click Submit / Update for adding a new tool or making changes to an existing tool. An appropriate

success message will be displayed.

5.7 Integration with BigFiX

To manage / onboard BigFix as the RBA tool, perform the following steps:
1.  On the main menu bar, click Runbooks, and then click Manage Runbook Tool. The Manage Runbook

Tool appears.

2. Click Add New to add a new tool or click Z- to edit an existing runbook automation tool.
3. Select organization for which you need to create runbook tool in the Organization Name field.
4. Type the runbook tool name in the Runbook Tool Name field.
5. Select BigFix from the Runbook Tool Type drop-down.
6. Select REST as the integration method for BigFix for the Integration Method field.
Create & Map Runbook Tool B
Qrganization * Data Source *
— 1
Runbook Tool Name * Runbook Tool Type *
BigFixTool BigFix ~
Integration Method * Authentication Type *
REST API v BasicAuth w

Figure 414 - Manage Runbook Tool (Cont.)

7. Select one of the Authentication Type from BasicAuth
— Selection of from BasicAuth requires you to enter:

o Userld
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o Password

8. Type the URL in the API URL. field.
9. Sample URL - htips://<ip>:<port>

10. Select the Integration Method Type as POST

N. Type the username and password in the User ID and Password field to get access to APl web services.

API URL, User ID, and Password are dependent on the selected integration method

12. Specify the path to get the consolidated scripts for the execution of runbooks in the Master Runbook

Path field. This will be provided by respective Runbook Tool teams if they have a master runbook.

This is not a mandatory field. Users can change and run these scripts any time.

13. Select Proxy Required, if the environment needs access to content from servers outside a firewall.

14. Type the return code key in the Return Code Key field to identify the success or failure of runbook
execution. E.g. status

15. Type the return message key in the Return Message Key field to display the success or failure of
runbook execution. E.g. result.

16. Type the Toil Value (For Manual Execution) which implies the manual execution time of runbook under
this tool (in minutes).

17. Type the Toil Value (For Auto Execution) which implies the auto execution time of runbook under this

tool (in minutes), if available else it's a non-mandatory field.

APl URL * Integration Method Type *

htp:/<ipaddress>:<port> POST ~

User ID * Password* @| /2 Add Password

Master Runbook Path Master Runbook Name

Proxy Required Return Code Key *

Enable status

Return Message Key * Toil Value(For Manual Execution) * @

errormessage 20

Toil Value(For Auto Execution) * (i Connection Retry Count * [

6 3

cencel “

Figure 415 - Manage Runbook Tool (Cont.)

18. Click Submit / Update for adding a new tool or making changes to an existing tool. An appropriate

success message will be displayed.

5.7.1 Integration with Bigfix Master Fixlet

To create Bigfix master runbook, perform the following steps:
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10.

1.

12.
13.

On the left menu bar, click Runbooks, then click Create Runbook. The Create Runbook page appears.
Select Runbook Tool, the tool against which master runbook has to be created.

Either Upload or type Script Text, file has to be uploaded which are of extensions .psl/.bat/.py/.sh.

Home > Runbooks > Create Runbook

Create Runbook

Runbook Tool* Upload*

© Manually Upload

-Select-

Script Text*

Figure 416 - Create Runbook

Type the name of the runbook in Runbook Name field.

Add runbook path in the field Master Runbook Path. Although in case of BigFix, this can be given any
value, since BigFix integration is independent of runbook path.

Type the value of master fixlet ID in the field Master Runbook Name.

Add the path of ‘error_folder’ in the field Response File Path. While creation of Bigfix Master Runbook,

this field is mandatory.

Runbook Name* Runbook Friendly Name*

Master Runbook Path* Master Runbook Name*

Runbook Description* User Friendly Runbook Description*

Frequency Interval Update Frequency

S8 v

Wait Frequency Interval Wait Frequency

Ss v

Response File Path Category

Figure 417 - Create Runbook (Cont.)

Add the following Parameter Names in the parameter grid:

ScriptPath - The default parameter value consists of the shared path.

ScriptType - The default parameter value consists of the type of script uploaded.

Hostname - The default parameter value consists of the target server on which script is being
executed.

Fixletid - The default parameter value consists of the value of the ID of child fixlet executed.

Computername - The default parameter consists of the value of the master server or the root server.
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14. TicketNumber - The default parameter consists of the static value ‘TicketNumber’ and it is mapped
with TicketNumber in Parameter Type.

15. TenantlD - The default parameter consists of the static value TenantlD' and it is mapped with
TenantID in Parameter Type.

16. Paraml - The default parameter consists of the parameter value user wants to add in. If user wants to
add multiple parameters, those are also added in the similar manner like paraml. Furthermore, it needs

to be checked in for ‘IsScript Parameter’.

Parameters

Default Is Is Is
Parameter Parameter Is Parameter parameter Parameter Secript ClBased ReadOnly
Name Label Mandatory Description Value Field Type Type Parameter Parameter Parameter Action

Seri... test T v test test T. ~ G v +

Figure 418 - Parameter grid in Create Runbook for ScriptType
Powershell

17. Select 'Save’ button after adding all the details for the master runbook.
The master runbook created on ‘Create Runbook’ will be visible in Manage Runbooks. (On main

menu, go to Runbooks and select manage runbooks.

5.8 Integration with BMCAO

To manage / onboard BMCAO as the RBA tool, perform the following steps:

1. On the main menu bar, click Runbooks, and then click Manage Runbook Tool. The Manage Runbook

Tool appears.

Click Add New to add a new tool or click Za to edit an existing runbook automation tool.
Select organization for which you need to create runbook tool in the Organization Name field.
Type the runbook tool name in the Runbook Tool Name field.

Select BMCAO from the Runbook Tool Type drop-down

OIS NI

Select REST as the integration method for BMCAO for the Integration Method field.

Create & Map Runbook Tool -]

Organization * Data Source *
Runbook Tool Name * Runbook Tool Type *
BAMCO_tool BAMCO -

Integration Method * Authentication Type *

REST API v DAuthZ

Figure 419 - Manage Runbook Tool (Cont.)

7. Select one of the Authentication Type from BasicAuth, OAuth 2.0
— Selection of from BasicAuth requires you to enter:

o Userld
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o Password

— Selection of from OAuth 2.0 requires you to enter:

o Userld

o Password

o Authentication URL
o Client Secret

8. Type the URL in the API URL. field.
9. Sample URL - http://MyHost:MyPort

Integration Method * Authentication Type *

REST API ~ OAuth2 ~

Authentication URL * Authentication Parameters *

http:/f<ipaddress><port>> Add Authentication Parameters

Figure 420 - Manage Runbook Tool (Cont.)

10. Click on Edit Authentication Parameters if authentication type is OAuth2 and provide below details:

Authentication Parameters Details X

Key Value Is Encrypted Is Key Action

AuthPrefix Bearer Va xX
ContentType application/json /‘ x
ResponseType json / X
grant_type password /‘ X
TokenKey access_token /' X

Note: Add parameter Key as ‘RequestBody’ to send information in request body for token. Also, IsEncrypted key comes under effect only if IsKey is checked.

Close

Figure 421 - Manage Runbook Tool (Cont.)

1. Select 'POST' in the Integration Method Type field.
12. Type the username and password in the User ID and Password field to get access to APl web services.

API URL, User ID, and Password are dependent on the selected integration method

13. Specify the path to get the consolidated scripts for the execution of runbooks in the Master Runbook

Path field. This will be provided by respective Runbook Tool teams if they have a master runbook.
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This is not a mandatory field. Users can change and run these scripts any time.

14. Select Proxy Required, if the environment needs access to content from servers outside a firewall.

15. Type the return code key in the Return Code Key field to identify the success or failure of runbook
execution. E.g. status_codes

16. Type the return message key in the Return Message Key field to display the success or failure of
runbook execution. E.g. iautomate_success

17. Type the Toil Value (For Manual Execution) which implies the manual execution time of runbook under
this tool (in minutes).

18. Type the Toil Value (For Auto Execution) which implies the auto execution time of runbook under this

tool (in minutes), if available else it's a non-mandatory field.

API URL * Integration Method Type *

http://<ipaddress>:<port>> POST v
User ID *

Password* @| /2 Add Password

Master Runbock Path Master Runbook Name

Proxy Required Return Code Key *

Enable [0 status

Return Message Key * Toil Value(For Manual Execution) * [
errormessage 20
Toil Value(For Auto Execution) * @ Connection Retry Count * [

6 3

Figure 422 - Manage Runbook Tool (Cont.)

19. Click Submit / Update for adding a new tool or making changes to an existing tool. An appropriate

success message will be displayed.

5.9 Integration with ANSIBLE Inside

To manage / onboard Ansible Inside as the RBA tool, perform the following steps:
1. On the left menu bar, click Runbooks, and then click Manage Runbook Tool. The Manage Runbook

Tool appears.

Click Add New to add a new tool or click ﬁ to edit an existing runbook automation tool.
Select Organization for which you need to create runbook tool in the Organization Name field.
Type the runbook tool name in the Runbook Tool Name field.

Select ANSIBLE Inside from the Runbook Tool Type drop-down.

o o~ o D

Select REST API as the integration method for ANSIBLE Inside for the Integration Method field.
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Create & Map Runbook Tool -]

Organization * Data Source *

— [/
Runbook Tool Mame * Runbook Tool Type *
ANSIBLE_inside ANSIBLE Inside
Integration Method * Authentication Type *
REST API g No Auth

Figure 423 - Manage Runbook Tool (Cont.)

7. Select one of the Authentication Type from No Auth, Certificate Based Auth, or Token Auth.

— Selection of No Auth, Certificate Based Auth as Authentication Type will not require any user id or
password.

— Selection of Token Auth as Authentication Type requires you to enter -

o Authentication URL: URL of iAutomate API to generate token.

Integration Method * Authentication Type *

REST API v Token Auth

Authentication URL * Authentication Parameters *

http://<ipaddress>:<port>> Add Authentication Parameters

Figure 424 - Manage Runbook Tool (Cont.)

8. Provide the API URL of the tool.
9. Select 'POST" in the Integration Method Type field.

API URL is dependent on the selected integration method.

10. Specify the path to get the consolidated scripts for the execution of runbooks in the Master Runbook

Path field. This will be provided by respective Runbook Tool teams if they have a master runbook.

This is not a mandatory field. Users can change and run these scripts any time.

N. Select Proxy Required, if the environment needs access to content from servers outside a firewall.

12. Type the return code key in the Return Code Key field to identify the success or failure of runbook
execution. E.g. status_codes

13. Type the return message key in the Return Message Key field to display the success or failure of
runbook execution. E.g. iautomate_success

14. Type the Toil Value (For Manual Execution) which implies the manual execution time of runbook under
this tool (in minutes).

15. Type the Toil Value (For Auto Execution) which implies the auto execution time of runbook under this

tool (in minutes), if available else it's a non-mandatory field.
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API URL *

http://<ipaddress>:<port>>

User ID *

Master Runbook Path

Proxy Required

Enable @

Return Message Key *

errormessage

Toil Value(For Auto Execution) * @

6

Integration Method Type *

POST

Password* @ | /2 Add Password

Master Runbook Name

Return Code Key *
status

Toil Value(For Manual Execution) * @
20

Connection Retry Count * @

3

Figure 425 - Manage Runbook Tool (Cont.)

16. Type the Python Execution Path which will remain constant as ‘python’.

17. Type the SDK Python Script Location which is the Location of the core python script of Ansible-Inside

that manages the execution of Ansible roles.

18. Type the Master Playbook Location which is the Location that will host the master yaml within the

Ansible-Inside setup.

19. Type the Ansible Playbook Directory which is the Location that will host all the ansible roles to be

executed within the Ansible -Inside setup.

20. Type the Request Log Path which is the location where all log files will be created.

21. Type the Vault Key which is used to securely access the tool.

Python Execution Path *

python

Master Playbook Location #

/root/ansible-sdk/examples/datadir/project/master.yaml

Request Log Path *

/var/iAutomate/RbaExecutor/Logs/

SDK Python Script Location *

/ ble-sdk '
/root/an p ample_

Ansible Playbook Directory *

/root/ansible-sdk/examples/datadir

Vault Key *

-job.py

Figure 426 - Manage Runbook Tool (Cont.)

22. Click Submit / Update for adding a new tool or making changes to an existing tool. An appropriate

success message will be displayed.

The fields SDK Python Script Location, Master Playbook Location, Ansible Playbook Directory
and Vault Key are also given at runbook level for tool type ANSIBLE SDK. By default, for a
runbook, these values will be populated from the corresponding tool, but if there’s any case
that these values differ at runbook level then user can define them accordingly at runbook level.

To get the logs of the tickets executed for the tool Ansible Inside, login with org admin and navigate to

Reports> Ansible Inside Logs page. Here all the tickets executed under Ansible Inside tool will be
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populated. Corresponding to each ticket, user can download the component log and the console logs. For

detailed information, refer HCL iAutomate 6.4.1 Configuration Guide.

5.10 Integration with Jenkins

To manage / onboard Jenkins as the RBA tool, perform the following steps:
1. On the main menu bar, click Runbooks, and then click Manage Runbook Tool. The Manage Runbook
Tool appears.
Click Add New to add a new tool or click to edit existing runbook automation tool.
Select an organization for which you need to create a runbook tool in the Organization Name field.
Type the runbook tool name in the Runbook Tool Name field.

Select Jlenkins from the Runbook tool type drop-down.

o o s N

Select REST as integration method for Jenkins for the integration method field.

Create & Map Runbook Tool =

—

Figure 427 - Manage Runbook Tool

7. Select one of the Authentication Type from BasicAuth,
— Selection of from BasicAuth requires you to enter.

e Userld

e Password

8. Type the URL in the API URL field, sample: http://<ippaddress>:<port>

9. Select the integration method type as POST.
10. Type the username and password in the User Id and Password field to get access to APl web service.

API URL, User ID, and Password are dependent on the selected integration method

1. Specify the path to get consolidate script for the execution of runbook in the master Runbook path

field. This will be provided by respective runbook tool teams if they have a master runbook.

This is not a mandatory field. Users can change and run these scripts any time.

12. Select Proxy required, if the environment needs access to contact from the server outside a firewall.

13. Typethereturn codein the return code Key field to identify the success or failure of runbook execution.
E.g. status

14. Type the return message key in the return message key field to display the success or failure of
runbook execution. E.g. result

15. Type the Toil Value (for manual execution) which implies the manual execution time of runbook under

this tool (in minute)
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16.

17.

18.

51

Type the Toil Value (for auto execution) which implies the manual execution time of runbook under this
tool (in minute) if available else it’s a non- mandatory field.
APl URL * Integration Method Type *
https://my_host POST v
User ID * Password*
Master Runbook Path Master Runbook Name
Proxy Required Return Code Key *
Enable® Status
Return Message Key * Toil Value(For Manual Execution) * @
Result 20
Toil Value(For Auto Execution) * @ Connection Retry Count *
6 3
Figure 428 - Manage Runbook Tool (Cont.)
Click Submit/Update for adding a new tool or making changes in an existing tool. An appropriate
success message will be displayed.
Type the Connection Retry Count which implies the no. of time connection would be made with RBA
tool server in case of connection failure.
Note: The URL of the lenkins should be of below format:
http://<Host_Server>:<Port>/job/<Collection>/job/<ProjectName>/
Integration with ADO

To manage / onboard ADO as the RBA tool, perform the following steps:

1.

o o bk~ w D

On the main menu bar, click Runbooks, and then click Manage Runbook Tool. The Manage Runbook
Tool appears.

Click Add New to add a new tool or click to edit existing runbook automation tool.

Select an organization for which you need to create a runbook tool in the Organization Name field.
Type the runbook tool name in the Runbook Tool Name field.

Select ADO from the Runbook tool type drop-down.

Select REST API as integration method for ADO for the integration method field.
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8.
9.

10.

Create & Map Runbook Tool -]

Organization Data Source *
My_Datasource € »*

Runbook Tool Type *

MyADO_Tool ADD

Integration Method * Authentication Type

REST AP| BasicAuth

Figure 429 - Manage Runbook Tool

Select one of the Authentication Type from BasicAuth,

Selection of from BasicAuth requires you to enter.

e Userld

e Password

Type the URL in the API URL field, sample: http://<ippaddress>:<port>
Select the integration method type as POST.

Type the username and password in the User Id and Password field to get access to APl web service.

API URL, User ID, and Password are dependent on the selected integration method

.

Specify the path to get consolidate script for the execution of runbook in the master Runbook path

field. This will be provided by respective runbook tool teams if they have a master runbook.

This is not a mandatory field. Users can change and run these scripts any time.

12.
13.

14.

16.

16.

17.

Select Proxy required, if the environment needs access to contact from the server outside a firewall.
Type the return code in the return code Key field to identify the success or failure of runbook execution.
E.g. status

Type the return message key in the return message key field to display the success or failure of
runbook execution. E.q. result

Type the Toil Value (for manual execution) which implies the manual execution time of runbook under
this tool (in minute)

Type the Toil Value (for auto execution) which implies the manual execution time of runbook under this
tool (in minute) if available else it’s a non- mandatory field.

Type the Connection Retry Count which implies the no. of time connection would be made with RBA

tool server in case of connection failure.
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18.

5.12

APIURL * Integration Method Type *

htp://myhost comport oSt

User ID * Password* @

my_User £ Add Password

Master Runbook Path Master Runbook Name

Proxy Required Return Code Key *

Return Message Key * Toil Value(Far Manual Execution) * (1
20
Toil Value(For Auto Execution) * @ Connection Retry Count * (I

6

Figure 430 - Manage Runbook Tool (Cont.)

Click Submit/Update for adding a new tool or making changes in an existing tool. An appropriate

success message will be displayed.

Integration with BigFix_SA

To manage / onboard BigFix_SA as the RBA tool, perform the following steps:

1.

o ok~ 0D

10.

On the main menu bar, click Runbooks, and then click Manage Runbook Tool. The Manage Runbook
Tool appears.

Click Add New to add a new tool or click to edit existing runbook automation tool.

Select an organization for which you need to create a runbook tool in the Organization Name field.
Type the runbook tool name in the Runbook Tool Name field.

Select BigFix_SA from the Runbook tool type drop-down.

Select REST API as integration method for BigFix_SA for the integration method field.

Create & Map Runbook Tool =
Organization * Data Source *

MyComapny v My_Datasource € *
Runbook Tool Name * Runbook Tool Type *

My_BigFix_SA_Tool BigFix SA

Integration Method * Authentication Type *

REST API v BasicAuth

Figure 431 - Manage Runbook Tool

Select one of the Authentication Type from BasicAuth,

Selection of from BasicAuth requires you to enter.

e Userld

e Password

Type the URL in the API URL field, sample: http://<ippaddress>:<port>

Type the Platform API URL of Bigfix in the Platform API URL field, sample: https://<ippaddress>:<port>
Select the integration method type as POST.
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1N. Type the username and password in the User Id and Password field to get access to APl web service.

API URL, User ID, and Password are dependent on the selected integration method

12. Specify the path to get consolidate script for the execution of runbook in the master Runbook path
field. This will be provided by respective runbook tool teams if they have a master runbook.

This is not a mandatory field. Users can change and run these scripts any time.

13. Select Proxy required, if the environment needs access to contact from the server outside a firewall.

14. Type the return code in the return code Key field to identify the success or failure of runbook execution.
E.g. status

15. Type the return message key in the return message key field to display the success or failure of
runbook execution. E.g. result

16. Type the Toil Value (for manual execution) which implies the manual execution time of runbook under
this tool (in minute)

17. Type the Toil Value (for auto execution) which implies the manual execution time of runbook under this
tool (in minute) if available else it’s a non- mandatory field.

18. Type the Connection Retry Count which implies the no. of time connection would be made with RBA

tool server in case of connection failure.

APIURL * PlatForm API URL

hitp://my_Host com:port hittps://platform_APILURL com

integration Method Type User D *
POST my_Lser

assword*® @ Master Runbook Path

£ Add Password

Master Runbook Name Proxy Required
Return Code Key * Return Message Key *

Toil Value(For Manual Execution) * @ Toil Value(For Auto Exscution) * [

Figure 432 - Manage Runbook Tool (Cont.)

19. Click Submit/Update for adding a new tool or making changes in an existing tool. An appropriate

success message will be displayed.
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6 DAG

6.1 Creation of a Node

1. Information Node: Information node contains information and does not execute. Go to Netbot
Troubleshooting—>Manage DAG. Click on Add. Select the Detection Procedure as ‘information’ and fill
in all the details. Click Ok.

Create DAG

Fill the template to add a new problem and click Ok
Name*

Description

Detection Procedure

© Information Script

Cancel

Figure 433 - DAG - Create Information Node

2. Script Node: Script node contains python script and related parameters that execute by API. Go to
Netbot Troubleshooting—>Manage DAG. Click on Add. Select the Detection Procedure as ‘Script’ and
fill in all the details. By default, a script is populated on the screen. If the command to be executed
needs to be changed, then in the already defined script, search for "command_to_execute” and
update its value to the command that you want to execute.

Eg: payload = {"extra_vars" {'command_to_execute" "<Command to execute>", "target_host"
target_hosth
If the command needs to have some parameters, then define those parameters (comma separated)

under ‘Inputs’ field along with Device_/F.

Integration Guide 307



— - ' s . -

Inputs Device_IP, Param1,Param2
am_dict[ api_retry count default val

not in param dict:
am_dict[ ] = api_retry interval default val

t=3

W

1<}
1
2

[VE)

HE 3 A : target host}}
tion_id = execute api call(param dict, ,payload)
api output - status_api call(param_dict,interaction id,

in status_api output[©].lower():

%]

WoWwW W W
B

~

W oW W
(=l e]

Figure 434 - DAG - Define Parameters

Create DAG X

Fill the 1
Name*

B

Description

Detection Procedure

Information © Script

Inputs

Device_IP,

sys
t requests
t json
time
om execute_api im execute_api_call
status_api in status_api_call
argparse

(args):

Cancel Debug Node

Figure 435 - DAG - Create Script Node

6.2 Creation of a DAG

A DAG is a node don’t have any parent and have one or child(s). If Dag mapped a child, parent will be
treated as Dag and the DAG that mapped as child will be treated as Node. Dag are identified by in purple,

and Node are in light green color.

e To create a DAG, create two or more nodes, click on a node, and link it to another one to identify

the hierarchy of execution of nodes.

Integration Guide 308



‘ New H Save DAG H Refresh ‘

2.1 evaluation
@ 88-2020 Northwoods Software
i distribution or production use

]

- Nodetest

parentNode

Figure 436 - Creation of a DAG

e You can also define the linking by clicking on the node, edit it and under "Add Child Node’ section,
select the node that you want to link it with.

e After all node linking is defined, click on ‘Save DAG".

Home > Netbot Troubleshooting > Manage DAG

Manage DAG  Execute DAG  Execution History

Save DAG Refresh

2.1 evaluation

E Northwoods Soft
o ® oscs ® Nodes @ s .
« distribubion o production use

= Nodetest

l parentNode
l Nodetest

Figure 437 - Creation of a DAG (Cont.)

6.3 Execution of a DAG

To execute a Dag,
1.  Goto Reports - Netbot Troubleshooting - Execute DAG.

2. Search for the DAG to be executed and click on Execute button for the node to be executed.
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Home > Netbot Troubleshooting > Execute DAG

Manage DAG  Execute DAG  Execution History

VXl Execution Status

Nodetest Q

Execute

Figure 438 - Execution of a DAG

3. If the parameters were mentioned during the node creation, then it will ask the parameter value on
execute button click. Provide those parameter values. There are two ways to pass the parameters:
e Either pass the value of those parameters manually
e Define the parameters in the CSV and upload it.

4. The benefit of this is that multiple values can be passed for a parameter. For that, download the

template and define the value of parameters as below:
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Device IP Paraml Param2
1.X%.X.X Spooler Windows
2.%.%.X WinRM  Windows
3.X.%.X Zabbix Linux
4,%.X.X SQL Windows

Execution DAG

Description

Execution Detection

© Manually Upload CSV

Device_IP* <ipaddress>

Detection Procedure

Execute Node Execute DAG

Figure 439 - Parameters Passed Manually

Execution DAG

Description

Execution Detection

Manually © Upload CSV

&, Choose File ~, Download Template

Detection Procedure

Execute Node Execute DAG

Figure 440 - Parameters Passed Using Upload CSV Option
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5. Now if you want to only execute the selected Node then, click on ‘Execute Node’. But if you want to
execute the selected node and all its child nodes then click on ‘Execute DAG’.
6. The moment execution is initiated, the user will be prompted "Execution Initiated” and is redirected to

the Execution Status tab.

Alert

Execution initiated

Figure 441 - Execution of a DAG (Cont.)

7. Entered Device IP should populate in the Device IP dropdown list and Dag/Node (diagram) should
appear in right panel and related execution status should appear in left panel.

If multiple parameters were passed using upload CSV option, all the Device_IPs should appear
in Device IP dropdown list with very first device IP in uploaded csv will appear in the Device IP
dropdown list. User can select the different Device IP from Device IP dropdown list and see the
status.

8. Overthe period, there should be additional status log and node color should turn as per final execution
of Node as screenshot below.

There is color code defined to represent different status that appears on after execution:
a.If node contains script, then actual color (green/red/yellow) will be displayed.
b.If the node contains information and doesn't have any child, then it will be grey.

c.If node contains information and has child, then color will be light version of child node
(red/green/yellow) having script.
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Manage DAG  Execute DAG  Execution History

DAG‘S

Nodetest Q
W Default M Success Node W Failure Node Python file error M Script not present I This node currently running
Device IP : v
Success child Node Failure child Node Python file error in child Node
Execution Status: Completed 1996-2020 Nortoods Software

Execution Id Device IP Name Status Date

Figure 442 - DAG/Node Execution Status

To see the most recent execution status of any executed Dag/Node, user can navigate to
Execute Status tab and search the Dag/Node in the search filter and can see the result for all
the devices executed in most recent execution.

6.3.1 DAG Execution History

To see the historical execution status of a DAG/Node, you can filter a DAG/Node and see all the execution

happened in the past by navigating to Netbot Troubleshooting—> Execution History

Manage DAG  Execute DAG  Execution History

DAG/Node: Number of Executions hd
Nodetest: 1
Executionld Y DAG/Node Y Stas Y
Nodetest Failed
[£) Export
Execution Detail Id Y DevicelP Y  DAG/Node YT Status Y  Execution Message h
1 Nodetest Fallure Fallure
parentNode 0 Seript No Script
“ o n [ 1-2of 2 items
" .n. » 1-10f 1items

Figure 443 - DAG Execution History
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7 Support

For any additional queries, please reach out to us at jAuto-Product-Supp@hcl.com.
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8 Appendix

Table 71 - List of Abbreviations

Abbreviation Expansion
AD Active Directory
Al Artificial Intelligence
ITOPS IT Operations
ITSMS IT Service Management System
KEDB Known Error Database
SNOW ServiceNow
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