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1 Preface
This section provides information about the Ansible Inside Integration with iAutomate and includes the following topics.
— Intended Audience
— About This Guide
— Related Documents
—  Conventions
1.1 Intended Audience
This guide is intended for the iAutomate end-users to integrate with Ansible SDK and working towards resolution of IT
support tickets.
1.2 About this Guide
This guide describes the integration process of Ansible Inside with iAutomate.
This document includes the following topics:
— Ansible Inside Integration with iAutomate
—  Support
13 Related Documents
The following documents can be referenced in addition to this guide for further information on the iAutomate platform.
— Introduction to HCL Integration Guide
14 Conventions
The following typographic conventions are used in this document:
Table 1 - Conventions
Convention Element
Boldface Indicates graphical user interface elements associated with an action, or terms
defined in text or the glossary
Underlined blue Indicates cross-reference and links
Italic Indicates document titles, occasional emphasis, or glossary terms
Courier New (Font) Indicates commands within a paragraph, URLs, code in examples, and paths
including onscreen text and text input from users
Numbered lists Indicates steps in a procedure to be followed in a sequence
Bulleted lists Indicates a list of items that is not necessarily meant to be followed in a
sequence
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2 Ansible Inside Integration with iAutomate

21 Installing Ansible Inside Wrapper Component

1. Runthe IAutomate Installer with Admin Privileges.

HCL iAutomate Installer Version —6.4.2

® New Installation

O Upgrade

Figure 1 — Installing Ansible Inside Wrapper Component

2. Select New Installation and Click Next.

preepe E
DATABASE DETAILS

Server Name * ‘En(er Server HostName/1IP
= OMPONENT SELECTION
Database Instance Name [Elllt‘l DB Instance
& CONFIGURE MONGODB AND SOLR Authentication SQL Server Authentication v
User Name * ‘
& SERVER CONFIGURATION
Password * [Enter Password

~ PRE-REQUISITE CHECKER

Database Name = iAutomateDE

CONFIGURE ADMIN DETAILS

Figure 2 — Installing Ansible Inside Wrapper Component (Cont.)
3. Enter the Database Details of the |Automate DB Server.
a. Enter Server Name
b. Choose authentication type and Enter Username and Password.
c. Click on the Check Connection Button to verify the Details Entered.

4, Onceit's verified click on Next.
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{#  INSTALLATION Crawder - 3
< > Email Service Name
<
HCL iAutomate “

Figure 3 — Installing Ansible Inside Wrapper Component (Cont.)

Choose the Ansible Inside Wrapper Component and Click Next.

ﬂ DATABASE DETAILS

Ansible Wrapper Component Server Configuration

1P Address/HostName « [10.1.XX

i COMPONENTSELECTION

User Name « ‘

| password «

& CONFIGURE MONGODB ANDSOLR

W PRE-REQUISITE CHECKER

&5 CONRGURE ADMIN DETAILS

@ wsauanion

HCL iAutomate

Validation Successful

Figure 4 — Installing Ansible Inside Wrapper Component (Cont.)

Enter the Server Details on which the Ansible will be configured.

Click on Validate and After Successful verification click Next.
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B oamaease peTais Pre-Requisite Checker @

‘=  COMPONENT SELECTION 1P Address/Host Name Component Prerequisite Status
Ansible Inside Wrapper | Cnecking For Port 9031 ]

ﬁ CONFAGURE MONGODE AND SOLR

&% SERVER CONFIGURATION

B CONFIGURE ADMIN DETAILS

ﬁ) INSTALLATION

O Failed bt not mandatery | X Failed and mandatory |+ Success

HCL iAutomate

Figure 5 — Installing Ansible Inside Wrapper Component (Cont.)

8. Run the Prerequisite Checker and Click Next after it is successful.

B Pre-Requisite Checker @
© DATABASE DETAILS

Total No of Request 1| Successful 1 | Failed 0 _
i COMPONENTSELECTION IP Address/Host Name Component Prerequisite Status |

Annnlalnsmm»u [ cnecting For Portsost [ v I
@ CONFIGURE MONGODB AND SOLR

&0 SERVER CONFIGURATION

.Q CONFIGURE ADMIN DETAILS

@ msmauanon

HCL iAutoma‘te D roevmnotmandarary | X Falled and mandanory |+ Success

Figure 6 — Installing Ansible Inside Wrapper Component (Cont.)

9. To Begin the final Installation, Click on Run.
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i Overall Status : Not yet started
B3 oamasast peTais Installation ye @
-

Server Type: Database

- Server Details
+= /COMPONENT SELECTION IP/Hostname Address : 110.1.X.XX
&% CONRIGURE MONGODB ANDSOLR Detobose

Database Instance

Database Name: [N
& SERVER CONFIGURATION

Server Type: RBATool
Server Details

IP Address : 10,1.%%X UserNeme - IR

' PRE-REQUISITE CHECKER

&8 CONFIGURE ADMIN DETAILS
Ansible Inside Wrapper

Component Name: Ansible Inside Wrepper
INSTALLATION Service Name: HCL iAutomate AnsiblelnsideWrspper service

Path v

HCL iAutomate

Figure 7 — Installing Ansible Inside Wrapper Component (Cont.)

Overall Status : Success @
B3 oamasase peTaILs Report

Server Type: Database

- Server Details

¥ |COMPONENT SELECTION IP/Hostname Address 101000

& conmGUREMONGODB ANDSOLR | Detebese
Database Instance Success
Database Name: (| N I

& SERVER CONFIGURATION

Server Type : RBATool
Server Details

Ansible Inside Wrapper

Component Name: Ansible Inside Wrapper Success
Q LSRRI Service Name: HCL iAutomate AnsiblelnsideVWrapper.service
Path A /R

HCL iAutomate

W/ PRE-REQUISITE CHECKER

S8 CONFIGURE ADMIN DETAILS

floc te/RbaExecutor v
< >

Figure 8 — Installing Ansible Inside Wrapper Component (Cont.)

10. The Ansible Insider Wrapper has been Installed on the Server.

2.2 Configuring the Ansible Insider Wrapper on Ansible Server

1. Connect to the Ansible server using any ssh Client (PuTTY) on port 22.
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&8 PuTTY Configuration ? X
Category:
~J Session Basic options for your PuTTY session
_ Logaing Specily the destinat tt t
 Teminal pecify the destination you want to connect to
- Keyboard Host Name (or IP address) Port
B 2
- Features ] ]
= Window Connection type:
- Appearance ©OssH  ()Seral ()Other: Telnet ~
- Behaviour
- Translation Load, save or delete a stored session
+ Selection i
Saved Sessions
- Colours
—| Connection
Eata Defauit Settings Load
- FToxy aws-workstation
+ SSH Save
- Serial -
- Telnet Delete
- Rlogin
- SUPDUP
Close window on exit:
(OAways  ()Never @ Only on clean exit
About Help I Open ‘ Cancel

Figure 9 — Configuring Ansible Inside Wrapper on Ansible Server

2. Login using the username and password.

Figure 10 — Configuring Ansible Inside Wrapper on Ansible Server (Cot.)

3. Enter Command

sudo su -

4. Enter the password if asked. Now you are logged in as the root user.
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Figure 11 — Configuring Ansible Inside Wrapper on Ansible Server (Cot.)

5. Below are the installation steps, Enter the following commands in terminal:

- yum install python39

- python3 -m pip install --upgrade pip

- pip3 install virtualenv

- git clone https://github.com/ansible/ansible-sdk.git
- cd ansible-sdk

[
[
#
p

Figure 12 — Configuring Ansible Inside Wrapper on Ansible Server (Cot.)
6. Create a new file setup.py using vim or cat and paste the following lines of code.

#!/usr/bin/env python
from setuptools import setup

setup ()

Ansible Inside Integration Guide
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https://github.com/ansible/ansible-sdk.git
https://github.com/ansible/ansible-sdk.git

Figure 13 — Configuring Ansible Inside Wrapper on Ansible Server (Cot.)

7. Create a new file setup.cfg using vim or cat and paste the following lines of code:

[metadata]
name = ansible-sdk
author = Ansible, Inc.
author email = info@ansible.com
summary = "Consistent Ansible SDK for Python"
home page = https://ansible-sdk.readthedocs.io
project urls =

Source = https://github.com/ansible/ansible-sdk
description file = README.md
description content type = text/markdown
license files = LICENSE.md

version = attr: ansible sdk. version

[options]

install requires =
ansible-core
ansible-runner
receptorctl

python requires = >=3.9

[files]

packages = ansible sdk

[flake8]

# W503 - Line break occurred before a binary operator

ignore=w503

Ansible Inside Integration Guide
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max—-line-length=160

Figure 14 — Configuring Ansible Inside Wrapper on Ansible Server (Cot.)

8. Enter the below Commands to setup the Python virtual environment.

virtualenv env
source env/bin/activate

9. To Install the ansible dependencies, use the following in the same env:

pip3.9 install ansible-core
pip3.9 install ansible-runner
pip3.9 install receptorctl
pip3.9 install -e .

23 End to End Execution
1. Create a new Incident in Service now in iAutomate Assignment group. Fill in the details as Required. If runbook
parameters are not found in the ticket description, iAutomate will use the default values stored in runbook

configuration. The Assignment Group should be the same as configured in iAutomate.

™
— Incident & &
~ Newrecord Submit || Save
a
“ Assigned InProgress Pending Resolved Closed
. Number INC0878519 X Source | Phone v
@
& X Requester | iAuto BigFix Integration e Status | New v
Company Impact | 3-Low v
Location Urgency | 3-Low v
¥ Contact Number | 1234567890 Priority Priority 4
Q ¥ Category | Server v Time worked | 00:00:00 00 00 00 O
Q X Subcategory | Linux v k Assignment group | iAuto BigFix Integration
-+ Business service : Assignedto | iAuto BigFix Integration

X Affected Cl | ASM0002502
¥ Short Description | check the status of the given service rngd

Description | check the status of the given service rngd.

Figure 15 — Creating Incident

2. The ticket will now be collected by iAutomate and added to the queue for recommendation.
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Home > Tickets
Organization Module
v Incident Management N
Open Tickets My Tickets Assigned Tickets Released Tickets
Opda Tk Search... a ‘ & £ B AuoRele
Ticket Number Y  Ticket Details Y  sttus Y Action
IR Select Runbook
check the status of the given service rgd {21 Knowledge Guide
INCOZ78519 ‘check the status of the given service mgd. Moved To Manual Mode @
(3 06/07/2024 11:04:15 AM s
Rel ick
Check the status of the given service
INCOB78514 Check the status of the given service Maved To Manual Mode
3 06/07/2024 10:02:59 AM

Figure 16 — Ticket Added for Recommendation

3. The Recommended Runbooks which have a confidence score above the threshold will be displayed when clicking
Select Runbook. Select the suitable runbook to execute.

Ticket ID : INCOB78519
Select Runbook  View Logs  Related Tickets  Knowledge Guide
Runbook Name Description Confidence Score % SME Approved Action
’ Check Service_Linux This playbook will chieck the status the 100 H (@ View SOF
given service,
W check senvice Check e status of given senvice, 00 N (3 View SO
Parametar Name Value
TicketNumber
servioe name
mgd
target_host
0.7 -
Jabid
117
b Check Sevice Windaws This plaﬁuck'ﬁ\ll check the status the: sz N 5 View SOF
given service.

Figure 17 — Selecting Runbook

4, After selecting the runbook execution will start and the interaction id will be generated by the ansible inside tool

LI Ansible Inside Integration Guide
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Home > Tickets
Organization Module

v Incident Management v

OpenTickets MyTickets Assigned Tickets Released Tickets

ey kot Search... a & ]| & ©amwrwn
Ticket Number Y TicketDetails Y  Staws Runbook Y  Action
73 Relstea Tickets
check the status of the given service mgd
MCog7esta check the status of the iven servios mgd. Wavaction 1D Gunarated (Rembook | L e g
7 06/07/2024 10415 AM i Fragraes) T ——
. £33 Relatec Ticketo
check the status of given service zabbix-agent
INCOBT8425 check the status of given service zabbbcagent Maihed for Execistion {
7 06/05/2024 11:00:20 AM {E) Knowdedge Guice
o« . » M 10 v hemspepage 1-2012 tema

Figure 18 - Interaction ID Generation by Ansible Inside Tool

5. Check the logs by clicking the log button on the right side of the ticket. The ticket is now set to InProgress state.

Ticket ID : INCO878519 =
Ticket Summary pate Time
chack the status of he given senvice M
Assignee interaction ID
5RO7LEIachic-40e9-5503-003d095 7 a4
status Runbook Name
check_service
Description
check the status of the given service mgd.
View Lags Related Tickets Knowledge Guide
Log DataTime Runbook Details Loggad By stams Status Reasen Remarks
shesk servioe .
5/0712027 586 7h50a Cf 0
Dea7I202! TET1SE M SHOIENA ERACS06 DHAT ORI InProgress o0 In Piogress BN 1N PIODICES . View more:
hieck servive
o hach s . . Interaction 1D Generated Run book
OB 2202211 5856,/ 518 EN6E 208 DEIT ORA... In Progreas;
hieck service . _— . . B
Pickau Tur Initiation af e RBA it Pickod 1 ticn of W RBA it
GO 3 3 Inltiate Interaction
OO 11151 AN I Inltiate Interact] [t [t
e T2 AR . ek TIcket Status to Marked for Exe et TIcket Status to Marked for Exe
Gution. wution,
OB772024 111117 AR Ploked tar InPragress Pioked tar InPragress Ploked fes InProgress
aheck_service
067072024 11:1115 AM o Initiatod Ranual Wads Initiated in Manmal Made Initjated in Panuol Mads

Figure 19 — Viewing Logs

6. iAutomate will update the Incident Ticket on ServiceNow to InProgress Mode.
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— Incident
~ INC0878519

New Assigned v

Number ~INC0878519

Requester  iAuto BigFix Integration @

Company
Location Q]
* Contact Number ‘.1234567590 ]
* Category [ Server V\
* Subcategory ‘ Linux V]
Business service [ Q ]

oJ(2]o)

* Affected CI [ASMOOOZ’SOZ

é + "-[ Follow ” Update Cancel || TransactionMap | T &
Pending Resolved Closed
Source Phone
Status. [ In Progress M
Impact I 3-Low ~
Urgency | 3-Low M

Priority Priority 4

Timeworked | 00:00:00 00 00 00

* Assignment group IiAutc BigFix Integration Q [E|
* Assignedto IiAuto BigFix Integration Q

* Short Description [check the status of the given service rngd

Description | check the status of the given service rngd.

Percentage Wait Time

Related Search Results >

»

Figure 20 — Incident Ticke — In Progress Mode

7. Work notes will be updated by iAutomate.

Incident
= INC0878519

—
Notes | Related Records ‘ Resolution Information

Watch list

g ¥ m [ Follow H Update ][ CanceIHTransal:rionMap T~ 4

Work notes list @

Additional comments | Additional comments (Customer visible)
(Customer visible)

Activities:3 1 i iauto Bigfixlntegration

SWO has started working on the ticket.

v, iAuto BigFix Integration

Incident state I Progress was Assigned

il R iAuto BigFix Integration

AffectedCl  ASMO002502
Assignedto  iAuto BigFix Integration
Impact  3-Low
Incidentstate  Assigned
OpenedBy  iAuto BigFix Integration
Priority  Priority 4
Reopencount 0
Urgency  3-Low

5
[ | Work notes [Pa_st]

Worknotes » 2024-06-07 16:41:18 v |

Field changes » 2024-06-07 16:41:18

Field changes « 2024-06-07 16:34:15

Figure 21 — Work Notes updated by iAutomate

8. Check the Ticket logs again to see if the execution is successful.
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Ticket ID : INCO878519

Status

Marked for Delele

Description
check the status of the given service mgd

ViewLogs Related Tickets Knowledge Guide
Log DateTime Runbaok Details Logged By

UB/L272024 11112125 AM

06/07/2024 11:12:22 AM

Runbook Name
check_service

Status

Marked 1or Delete

Exarution Sucszesful and Marked £

Status Reason

Ticket Closs successiully, Mark far
rAcvement 1 Histary Table

Picked for Clase

Remarks

Ticket Close suceessfully, Mark for
Bcvement 1o Hi., v

Ficked for Class

Jtomate successfully serformed the remediation steps on 70.7. Il server. Resoonse s Ansinle fetchec details of the service give, cetails: 7 rngd.service - Hardware RNG Entropy
radec: loaded (fusr/lib/systemd/system/rngd. service; enabled; vencor preset: enanled) Active: active {ruaning} since Sat 2024-06-07 00:21:20 IST; & days ago Main PID: 889 {rngd)
9} Memary: 1.5M CGroup: /system.slce/rngd. service +-889 /usr/sbinfrngd -f fillwatermark=0 -x pkes11 -x nist -x qrypt -0 daemon:daemon

-

Return hessane: IAuramate succes
slully perfanmed e remediaticn st

sl s vice Fxanitian Suc Insue Rescly
58671 52a-0bGa-4020-bEA3-023H0.

; : Raturn Messans: iufamate sucoss

ORIz T2 AR afully performed . view mare:
since Sat 2024-06-01 ©

0:21:20 151: 6 days ago Main PID:

229 fmge) Tasks: 1 (imit: 45213}

PAemery: 1,50 Clroup: /eystom.sil

e/ mad.ssrvics 1589 fusc/sbin/m

Albwatenmark- x pkesT1 x

nigtx arypt D dsemonidasmen

Figure 22 — View Logs

9. Ticket is now successfully resolved by iAutomate and the same will be updated on ServiceNow.

= :NMEGU.B%SH ¢ * ™ [ Follow ” Update { Save ‘[ Close Incident || Reopen Incident J Transaction Map J T 4
a
New v Assigned In Progress + Pending + Closed
Number INC0878519 Source Phone

Requester  iAuto BigFix Integration [i] @J Status  Resolved
Company SubStatus -~ None -
Location Impact  3-Low
Contact Number 1234567890 Urgency 3-Low
Category | Server Priority  Priority 4
Subcategory Linux Time worked | 00:00:00 00 00 00 E
Business service Assignment group  IAuto BigFix Integration IE
Affected CI - ASM0002502 @@ % Assignedto jiAuto BigFix Integration Q G)—

Short Description  check the status of the given service rngd

Description  check the status of the given service rmgd.

| Related Search Results >

Percentage Wait Time

Figure 23 — Ticket Status -Resolved

10. These final work notes contain the results of Runbook execution in Ansible Inside RBA tool.

Ansible Inside Integration Guide
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Follow ][ Update ][ Close Incident ” Reopen Incident “ TransactionMap | T &

| Worknotes l Post J a

Worknotes o 2024-06-07 16:42:23

Incident "
INC0878519 ¢
Activities:5 | iuto Bigfix ntegration
iAutomate execution In-Progress
i performed the iatic 10.1 M server.
Hardware RNG Entropy Gatherer Daemon
oaded: i vendor

Active: active (running) since Sat 2024-06-0100:21:20 IST; 6 days ago

Main PID: 889 (rngd)

Tasks: 1 (imit: 48819)

Memory: 1.5M

CGroup: fsystemslice/ngd.service

+-889 /usr/sbinrngd -f -fill-watermark=0 -x pkcs11 - nist -x qrypt -D daemon:daemon

" . iAuto BigFix Integration

Incidentstate  Resolved was In Progress

11 iAuto BigFix Integration

SWO has started working on the ticket.

11, iAuto BigFix Integration

Incidentstate I Progress was Assigned

iAuto BigFix Integration

details: ? rngd.service -

Field changes ¢ 2024-06-07 16:42:23

Worknotes & 2024-06-07 16:41:18

Field changes o 2024-06-07 16:41:18

Field changes o 2024-06-07 16:34:15

Figure 24 — Final Work Notes

11. Finally, Ansible Inside Logs can be checked in the Logs section of iAutomate.

Component Logs  Ticket Evaluation Report  User Activity Logs  TicketLogs  Ansible Inside Logs

Ansible Inside Logs [-}
Organization Module
v Incident Management v
Runbook Tool
Ansible/nsideRBTool v
s

Tieket Number Ticket Daseription Y  Download

INCO878519 check the status of the given service mgd m _

INCOB78515 Check the status of the given service “ _

cos7esn2 Checkthe tatus ofthe given sendce EEE N

INCOB78510 Check the status of the given service m _

INCOB78509 Check the status of the given service

Figure 25 — Ansible Inside Logs
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3 Support

For any additional queries, please reach out to us at iAuto-Product-Supp@hcl.com.
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