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1. New Features 

1.1. New API(s) 

GET APIs to return all imported subscription of Azure management group: 

● Fetch all onboarded subscriptions of Azure Management Group for Azure provisioning endpoint by endpoint 

name/id {WebAPIURL}/WebAPI/v3/azure/provisioningEndPoints/{endpointId}/subscriptions. 

 

1.2. New JS Methods 

New JS methods for data binding across all onboarded subscriptions in the UI: 

● GetARMGroupSubscriptions. 

 

1.3. User Activity Monitoring 

Introduced a new interface to view and download comprehensive user activity logs. Detailed logging has been enabled for 

the following modules: 

● Organization. 

● Service Catalog 

 

1.4. Orchestrator 

Modified process workflow execution to:  

− Error Handling Framework: 

● Establish a mechanism to capture error response in the UI field. 

● Update request item field upon workflow task failures. 

− Capture task execution errors in the UI control for further processing: 

●  Use error description to update notifications (mail or update ITSM). 

●  Use error description as an input for other tasks. 

− Day One Task (Generic Endpoint): 

● Insert CI. 

● Update CI. 

● Decommission CI. 

− Day two Task (Action) (Red Hat OCP): 

● Delete ConfigMap. 

 



 

 

 

1.5. API Migration 

Migration of API project from traditional .NET framework to improve performance, scalability, and maintainability. 

 

1.6. Azure Management & Provisioning 

● Modified the Azure provisioning screen to incorporate Azure Management Group configuration, enabling 

provisioning to call the Azure Management Group API to retrieve subscriptions. 

● Enabled Azure Management Groups to support multi-subscription provisioning UI form by adding additional API 

and JavaScript method. 

● Enhance OOB JavaScript methods to handle Azure Management Group scenarios. 

● New onboarding screen to allocate subscriptions under selected Azure Management Groups for further 

processing. 

● New job to synchronize subscriptions. 

 

1.7. UI and Portal 

● Configure MyXA portal URL in BigFix CLM. 

● Redesigning of Request Summary Screens.  

● Allow organization admin to import CI(s).  

● Enable transfer of ownership for Organization Admin. 

● Facilitate External IT Approvals: (enhanced UI Template with a new option for new approval type called “External 

Approval” to support approvals at the external level during Orchestrator task execution). 

● New Key with the name “AutoApprovalBCCEmails” and “AutoApprovalCCEmails” added to enable copy of 

notification mail in case of No approval selected. 

● New maintenance page with configurable custom message in case of portal is down during maintenance. 

● New screens for allowing providers to delegate CIs to multiple users and groups. 

 

1.8. Master Data 

● New code types for the Azure platform have been introduced for imported subscriptions under Azure 

management group and will be automatically mapped to each newly created provider and organization. 

 

Object Type Code Object Type 

Subscription    subscription 

 

 



 

 

 

2. Enhancements 

 

2.1. Orchestrator and Component Enhancement 

● Migration from ADAL to MSAL (Microsoft Authentication Library) across all Azure services in the orchestrator 

component. 

 

2.2. UI and Portal enhancements 

● Report Screen Enhancements for improved title and message labelling. 

● UI Design Updates, including standardized Capital Case usage throughout the application. 

● Performance Enhancement in report export feature.  

● Upgraded the SAML authentication framework to ensure greater stability and seamless identity provider 

integration.  

● Separation of Remove Delegation action functionality from add delegation for Requester.  

● Enabled performance data source selection through the Performance Configuration screen for SCVMM.  

● Enhance approval group and user group screen to cater more than 10 thousand users. 

● Removed product-specific logos from all custom error pages to ensure generic error page display for each client. 

● Enhanced Generic endpoints to: 

▪ Enable AssumeRole functionality for AWS.  

▪ Enable Red Hat OpenShift container platform. 

 

2.3. Reporting Enhancements 

● Enhanced SLA report to: 

▪ Incorporate high-precision timestamps (Date and Time) in the request date column.  

▪ Display service catalog name as default column to identify request type.  

▪ Enhancement with additional columns.  

● Added "Day 2 Action" filters in CI report.  

● Enable customer logos in all pdf downloaded reports. 

 

2.4. Notifications 

● Secure SMTP Configuration: Enhanced SMTP protocols to support the robust handling and storage of encrypted 

credentials, ensuring secure outbound communications. 



 

 

 

● Added a provision to support customized text in notification emails based on the provider’s name or banner.  

 

2.5. API(s) 

● UI Template api is enhanced with modified filters. 

 

2.6. Fixed Bugs 

● Get CIMaster api filter correction. 

● Cancel action on approval screen. 

● Fixed lease period api. 
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