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Preface

This section provides information about the HCL BigFix Cloud Management Lifecycle Configuration Guide and includes
the following topics:

— Intended Audience

— About This Guide

— Related Documents

— Conventions

Intended Audience

This document is intended for IT administrators/ Business Administrators those are responsible for configuring HCL BigFix

CLM (Provider Module) and enabling end-users to consume HCL BigFix CLM services.

About this Guide
This guide provides instructions to configure HCL BigFix CLM. This includes the post-installation and configuration
procedures for the product.:
— HCL BigFix CLM Overview

—  HCL BigFix CLM Configuration and Management

Related Documents
The following documents can be referenced in addition to this guide for further information on HCL BigFix CLM.
—  HCL BigFix CLM Introduction Guide
—  HCL BigFix CLM Installation Guide
—  HCL BigFix CLM User Guide
— HCL BigFix CLM Troubleshooting Guide
—  HCL BigFix CLM API Guide
—  HCL BigFix CLM Developer Guide
—  HCL BigFix CLM Configuration Guide - Admin Module

— HCL BigFix CLM Configuration Guide - Provider Module - Part 2

Conventions

The following typographic conventions are used in this document:

Table 1 - Conventions

Convention Element

Boldface Indicates graphical user interface elements associated with an action, or terms defined in

text or the glossary

Underlined blue Indicates cross-reference and links

Italic Indicates document titles, occasional emphasis, or glossary terms
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Courier New (Font) Indicates commands within a paragraph, URLs, code in examples, and paths including

onscreen text and text input from users

Numbered lists Indicates steps in a procedure to be followed in a sequence

Bulleted lists Indicates a list of items that is not necessarily meant to be followed in a sequence
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HCL BigFix CLM Overview

HCL BigFix Cloud Lifecycle Management (CLM) is a proactive multi-cloud lifecycle management product that empowers
organizations to govern, provision, monitor, and manage cloud infrastructure. It combines data exploration and data
visualization in an easy-to-use application to enable an effective analysis and actionable insights for laaS and PaaS. The
data-driven recommendations and advisories of HCL BigFix CLM ensure continuous optimization of the cloud environment

across areas that include cost, security, faults, and utilization.

HCL BigFix CLM Features

Self Service Catalog based Provisioning and Auto-decommissioning:
Self Service Catalog based Provisioning & Auto-decommissioning— Provisioning of laaS, PaaS, and multi-machine
blueprints in a multi-cloud environment, through an intuitive self-service catalog and auto-decommissioning post

a defined interval to avoid cost leakages.

Metering & show back:

Track utilization of resources across BUs, enabling transparency and visibility.

Advisory & Recommendation:

Proactive recommendations around Cost Optimization, Fault Tolerance, Performance and Security.

Dynamic User interface:
Flexibility to customize the service request form templates to capture configuration parameters while placing

provisioning requests.

Dynamic Process Workflows:
Enables automation of generic & custom tasks like installing agents, machine cloning etc. with support for parallel

execution.

Script Library:

Create new or leverage out-of-the-box scripts in process workflows across environments.

Forecasting & Rl recommendation:
Enables cost optimization and resource utilization by analyzing the past usage patterns & recommending the most

optimal resource types on AWS and Azure.

Role Based Access Control:

Manage user privileges based on their roles, eligibility and policies.

Policy driven Orchestration:

Be in control of your cloud orchestration ecosystem aligned to your organizational policies.

Rich Integration Ecosystem:

Enables integration with industry leading third party tools through REST APIs and CLI.

Enterprise-Grade Security:

Ensure security of end-to-end cloud management and orchestration ecosystem through various mechanisms.
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2.2 HCL BigFix CLM Component Overview

HCL BigFix CLM has various service components to cater respective responsibilities. Each component has pre-requisites.

Below table lists all the components, their roles and responsibilities and pre-requisites required for each component.

pre-requisites

Table 2 — HCL BigFix CLM Component with their roles and responsibilities and

Component Name

Description

Pre-requisites

HCL BigFix CLM Portal

It comprises three sub-components:

Web Ul: HCL BigFix CLM Web Portal

HCL BigFix CLM API: Rest API to Interact with HCL
BigFix CLM

Key Rotation Service: To rotate the encryption key on
a periodic basis.

This component requires HCL BigFix CLM database

connectivity.

IIS, HCL BigFix CLM

Certificate, .Net Framework 4.8

Job Listener

It helps in the execution of HCL BigFix CLM jobs and
interacting with different components internally. This
is a window service.

This component requires the HCL BigFix CLM

database connectivity.

HCL BigFix CLM Certificate, .Net

Framework 4.8

Sync Service

It is responsible for synchronization of the underlying
infrastructure cloud resources. It supports vCenter,
AWS, AzureRM, SCVMM 2012 and GCP. This is a self-

hosted WCF service.

HCL BigFix CLM Certificate, .Net

Framework 4.8

Ad Sync Service

It fetches AD group user data. This is a self-hosted

WOCF service.

HCL BigFix CLM Certificate, .Net

Framework 4.8

Workflow Service

It triggers HCL BigFix CLM process workflow and
notification service. This is a self-hosted WCF service.

It requires HCL BigFix CLM database connectivity.

HCL BigFix CLM Certificate, .Net
Framework 4.8, MSMQ/Rabbit
MQ

Orchestrator

It helps in provisioning and automating other Tasks.

This is a self-hosted WCF service.

HCL BigFix CLM Certificate, .Net
Framework 4.8, PowerShell,

Python 3.6

ITSM executor

It helps with interacting with ITSM tools. Currently, it
only supports ServiceNow and Remedy. It is a self-
hosted WCF service and requires HCL BigFix CLM

database connectivity.

HCL BigFix CLM Certificate, .Net

Framework 4.8

Health Monitor Service

It helps in monitoring the health of HCL BigFix CLM
Components. It is a self-hosted WCF Service and

requires HCL BigFix CLM database connectivity.

HCL BigFix CLM Certificate, .Net

Framework 4.8
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Component Name Description Pre-requisites

Generic Task Executor It helps with Private Cloud Billing, Data Purging and HCL BigFix CLM Certificate, .Net
Cost Models Activation. This is a self-hosted WCF Framework 4.8
service and requires HCL BigFix CLM database

connectivity.

Billing Service It enables Public Cloud Billing. This is a self-hosted HCL BigFix CLM Certificate, .Net
WCF service and requires HCL BigFix CLM database Framework 4.8

connectivity.

Performance Service It is responsible for metering and Public Cloud HCL BigFix CLM Certificate, .Net
advisory data collection. This is a self-hosted WCF Framework 4.8
service.
Database HCL BigFix CLM uses DB to store configuration and SQL Server 2016
transactional data of request. Standard/Enterprise edition
Cisco Intersight Sync It is responsible to sync cisco Intersight resources. HCL BigFix CLM Certificate, .Net
Service This is a self-hosted WCF service. Framework 4.8

Component URL Configuration
To configure the below components of HCL BigFix CLM, Provider needs to follow the steps as described in Component
URL section under Admin module in the Admin Guide. Please refer to the document HCL BigFix CLM Configuration Guide
- Admin Module for the same.
e AD
e Performance
e  Orchestrator

e Sync

23 HCL BigFix CLM Benefits

— Reduce Costs
e Higher cost savings through Process standardization & Automation
e Provide visibility of usage of virtual assets & cost obligations to key custodians

e  Optimize virtual asset utilization to avoid cost leakages.

— Mitigate Risks
e Transform the process from Human driven to Automation driven and eliminate human error from the
equation.

e  Mitigate security related risks based on system driven suggestions.

—  Drive Efficiency
e Reduce VM provisioning cycle by up to 85%.

e Achieve up to 50% faster deployment of services through automation.
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3 HCL BigFix CLM Configuration and Management

HCL BigFix CLM environment is an extensive open distributed system that stores the data and protects the privacy of
users. A user’s role determines the tasks that the user will be able to perform. Each role is associated with permissions or

rules that define the degree to access the features in HCL BigFix CLM.

The following lists five fundamental built-in roles.

Table 3 — Built-in Roles

Section Name Description

HCL BigFix CLM Admin HCL BigFix CLM Admin has the right to manage providers, admin level jobs and other

component related configurations.

Provider Admin Provider Admin is a business manager or an IT administrator, responsible for configuring HCL
BigFix CLM as per the organization requirements. The primary responsibilities are:

e Manages and configures the Organization.

e Manages the users and groups (within the Organization)

e Manages Ul Template

e  Manages services Catalog.

e Creates Approval Groups and Workflows.

e Manage Organization Resources

e Manage Domains/AD Users in Organizations

e  Request status tracking

Organization Admin Organization Admin has the right to manage the users, roles, and groups assigned to them

(organization-specific)

Requester Requester has the rights to request for Infrastructure resources (laaS & PaaS services) view or

manage reports related to the resources.

Approver Approver has the right to approve the requests raised by the requesters

1. Firstly, obtain the URL and admin credentials for HCL BigFix CLM. Reach out to the person who has installed HCL
3.1 BigFixIG.qggl@gdmmg &Wrodsupport—team@hc\—software.com.

2. unch the web browser (Ch e or e) and use the HCL BigFix CLM URL and Admin credentials to login to the
'H) Tog iInto a sysfeﬁw, %rnOWEt(ﬁe) ?o?lowmg S er?s - ¢
system.

3. Currently HCL BigFix CLM is supporting 5 different languages such as English, Japanese, Portuguese, Deutsche,
Francis.

4. Choose language from Language dropdown. The default language is English.

5. Post entering the Email ID, system automatically detects the Authentication Type. For admin role Authentication

type is Form Based.

You are advised to change the password frequently and log out when not using the application.
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Table 4 — Authentication Type

Authentication Type Description
Form Based It authenticates users through the credentials that are stored in the database
LDAP It authenticates users to login through Active Directory (AD) credentials

es are availa

SAML Based Authentication

crr

ble t/t authenticates users through third party Identity Access Management (IAM) that

supports SAML based authentication

HCL BigFix CLM admin has the right to change the default username and password.

HCL BigFix Cloud Lifecycle Management

Please enter your credentials

Email Address

CONTINUE

Explore Ul & API driven self service portal

5 Ul & API Driven Self Service Portal
<
‘ offering the future of customer

P ", op! Y
seamless and intuitive experience to manage
and optimize operations with greater ease
and control

7. Click Continue to proceed further. Figure 1 — HCL BigFix CLM Login Page

HCL BigFix Cloud Lifecycle Management

Please enter your credentials

Email Address
provider@test.com

Password

Forgot password ? . . .
S Policy Driven Orchestration

BACK LOGIN Policy-driven orchestration enables

organizations to attain operational
excellence by synchronizing IT
processes with both business goals
and regulatory standards, fostering
governance across the organization.

8. Click Logi

Copyright © 2013, 2025 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox and Microsoft Edge | Version - 10.9.0 | Build - 28042

Figure 2 — HCL BigFix CLM Login Page
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fi

3.11

1.
2.

User will be redirected to Change password screen.

= HCL BigFix Cloud Lifecycle Management @ Ps 0

-:] January 1,2025 - March 31,2025 £

Total Request ., TotallnProgress Total €1 Total C1 Lease Expire

= - A

168 = 18 29 L7 29
Platform Wise R... o mo& Account Wise Monthly Billing Request Trend = | Y
- dices ([ Ce L412p No Record Found.

5.41% 9.46% H
1.35%

e
LA A G
R A

oF

83.78%

Qrganization Wi... o o]

[«

Request ltem SL... T m s Item Wise Reque... L« B4

S HCLOrganization [ SAMLOT (S Pending For Approval ([ SLA Not Applicable [ SLANe 4 122

Figure 3 — HCL BigFix CLM Home Page

Change Password

In this section, HCL BigFix CLM Admin can change password from the Top of the HCL BigFix CLM screen.

= HCLBigFix Cloud Lifecycle Management #Psoa

. HelProvider@hcl.com

B January 1,2025
ﬁ
Total Request Total InProgress Total Cl Total Cl Lease E
= A
168 E 168 W29 29 Change Password
Logout

Platform Wise R... S ® oL o Account Wise Monthly Billing Request Trend S m &
(@ Amazon Web Services (i} Compute on Demand-vCenter | 4 12 p No Record Found.

541%—  _946%
5%

Click on Change Password.

Figure 4 - Change Password
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3. Enter the Current Password and New Password.

4. Enter Confirm Password.

5. Click OK.

A Success Message appears.

Change Password

Current Password*

New Password*

Confirm Password*

Notes:
1. Password in a minimum of a
2. Password must contain atleast 1 capital ettee1 small letter1 number and 1 special character.
3.0nly -}/@# 5, Special characters are allowed

CANCEL 0K

Figure 5 - Change Password

) Password changed successfully.

Figure 6 - Success Message

Use needs to enter new credentials to log in and proceed further.

Post login, HCL BigFix CLM Provider user page appears with below options:

Administration
Configuration
Design
Notifications
Onboarding
Publish
Reports
Requests

Resources
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<{ HCL BigFix Cloud Lifecycle Management

S+ Administration > e
@ Configuration >
Total Request

f8 Design > 168
L) Notifications >
9. Onboarding 5 Account Wise Month
5 Publish > No Record Fo
B Reports >
& Requests >
Q- Resources >

BB Quick Guide

Figure 7 - Provider Module

3.1.2 Forgot Password

Forgot password link is on the login page for form-based users. Forgot password link allows users to reset his/her

password.

HCL BigFix Cloud Lifecycle Management

Please enter your credentials

Email Address
helprovider@hel.com [poo |
MEE]
L\
Password
Forgot password ?
¢ Ul & API Driven Self Service Portal
BACK Explore Ul & API driven self service portal
offering the future of customer
ment, i ffici

seamless and intuitive experience to manage
and optimize operations with greater ease
and control.

1. Clickont

Figure 8 — HCL BigFix CLM Login Page
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Confirmation

Your password will be reset. Are you sure you want to
continue?

CANCEL OK

Figure 9 — Forgot Password Screen

~ T —~

If user belongs to multiple organization/Provider, the password will be reset for all the accounts with same email Id.
3.2 Regions

On the side menu bar, click Configuration and then click Regions. The following screen appears. Provider users manage

the regions from this screen.

Home > Configuration > Regions

+ REGION

Region ¥ Display Name ¥ Platform ¥ Action
> tesZindia tes2india Compute on Demand-vCenter Z W
> sassss s Compute on Demand-vCenter £
3ot y Compute on Demand-vCenter 2 w
> loul opp Compute on Demand-vCenter 2 W
> test567 tyuu Compute on Demand-vCenter Z W
> th1234 thu Compute on Demand-vCenter Z W
> TESTAS6 TEST2 Compute on Demand-vCenter 2 W
>  DDD DD Compute on Demand-vCenter Z

1. On the Region screen, click + REGION.

Figure 10 — Region

3.21 Add Region

To add a new region, the provider user needs to follow the following steps:
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Add Region

Basic Information Region Name* Display Name*

Please provide the region and location details required for endpoint

tion within Vhware/H
creation within VMware/Hperv. Platfores

Compute on Demand-vCenter v

Location Details

Location Display Name @ Description +

CANCEL  ADD

Figure 11 — Add New Region

Refer to the table below to understand the fields mentioned in the above figure:

Table 5 — Add New Region

Field Description

Region Name The locations at which Private DCs are located/ Public Cloud services are getting consumed

Display Name A reference name/original name of the Region

Platform Name of the cloud service providers

Location Contains details of the location

Display Name Location display name

Description Description about the location and region

Adding location This option allows multiple locations to be added within a single region.

AZ(_deopulatethefields with the Hquilmsegﬁcion helps the Provider to initiate the process of adding all the above details in HCL
3. On clicking Add, a success messagBigk bpfehlv]

@ Region Details has been saved successfully.

Figure 12 — Add New Region(cont.)

All the fields marked with asterisk (*) mark are mandatory. Updating a region is not possible in Manage Region.

The region is created and appears in the list of regions.
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3.2.2 View Region

This section lists out all the Regions that have been created by HCL BigFix CLM Provider user.

Region Y Display Name A4 Platform v Action
> TestD4_06_02 Test04_06_02 Compute on Demand-vCenter A |
> Test0d_06_01 Test04_06 Compute on Demand-vCenter £ W
> TestDd_06 Test04_06 Compute on Demand-vCenter 2 W
»  Common Region 2 Common Region 2 Hyper-V 12,1619 AN
> Common Region Common Region Compute on Demand-vCenter AT |
> MyRegion2 My Region 2 Compute on Demand-vCenter 2 m
> TestRegion134 TestRegion134 Compute on Demand-vCenter 2
> SCVMMRegion2019 SCVMMRegion2019 Hyper-V 12,16,19 2 m
> SCVMMRegion2022 SCVMMRegion2022 Hyper-V 12,16,19 2

Figure 13 — View Region

Refer to the table below to understand the fields mentioned in the above figure:

Table 6 — Edit Region Fields

Field Description
Region Name The locations at which Private DCs are located/ Public Cloud services are getting consumed
Display Name A reference name/ original name of the Region
Platform Name of the cloud service providers
Action Provider user to take actions like Edit and Delete against the listed Regions
3.23 Edit Region

1. Tordit/isroddifipshdidbdting regicssProdind ey tisesineads tdittdllow the steps below:

4

Region % Display Name ¥ Platform ¥ Action

3 TestDd_06_02 Test04_06_02 Compute en Demand-vCenter £ W
2. It shows uieq

3. Modify the region details.

4. Click Update to save the settings. Once done, a success message appears.
Figure 14 — Edit Region
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Update Region

. . Region Name* Display Name*
Basic Information Tes104_06_01 Test04_06

Please provide the region and location details
required for endpoint creation within VMware/Hperv.

Platforms
Compute on Demand-vCenter ~
Location Details
Location Display Name (@ Description
Test04_06_11 Test04_06_11

Test04_06_11 + 0]

CANCEL UPDATE

Figure 15 — Edit Region (Cont.)

All fields marked with asterisk (*) are mandatory.

3.2.4 Delete Region

To delete a region, follow the steps below:

]

1. From the list of regions, click Delete ( ) icon corresponding to the region to be deleted.

Region 7 Display Name 7 Platform T Action
> test iop Compute on Demand-vCenter ﬂ
> lestl yhuuu Compute on Demand-vCenter AT

2. When prompted to confirm, click OK.

Figure 16 — Delete Region

Confirmation

Are you sure you want to delete?

CANCEL

Figure 17 — Delete Region (Cont.)

If a region has any active locations, it cannot be deleted. So, all locations must be deleted before deleting the region.
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© Region cannot be deleted as it is associated with Active Location.

Figure 18 — Alert Message

3.3 Cloud Account

An endpoint is an underlying infrastructure that HCL BigFix CLM uses to complete provisioning. This can be a public cloud

resource such as Amazon Web Services, Azure, Google Cloud Platform or a private cloud hosted by Hyper-V or vSphere

or Cisco Intersight or Generic Endpoint or Multi-HyperVisor.

To define endpoints in HCL BigFix CLM, follow the steps below:

Home > Configuration > Cloud Accounts

1. Onthem

AWS AZURE CISCO INTERSIGHT GCP GENERIC ENDPOINT HYPERV MULTI-HYPERVISOR

Provisioning Endpoint v Endpaint ID v Account ID 7

AMAZN-9D64ACE4-DBCT-4168-A023-
[ il
DemoBillinConf 8D7DAFTI60CC DemoBillinConf

AMAZN-86252FF7-18D8-ACF6-88F6
AWSBIllingA it 850613766634
ngAceon BIGD20EE4E7S

AMAZN-41CDD3D5-7811-45B9-81C7-
AWSEndpointAPI Q4F15CIBFASE helsw-aws-dilab1

AMAZN-94738082-B452-428D-8158-
-aws-dilab1
SMAWSAccount 795220BAEE22 helsw-aws-dilab

AMAZN-394EC543-DFAT-41D1-BF21
OldAWSCreds DOES7362F3C4 204616063628

AMAZN-F6754DD1-9EBA-4547-9928-
AWS F7BE92FAIT07 helsw-aws-dilab1

RED HAT OPENSHIFT VCENTER

Account Name 7 Tags

DemaBillinConf

860613766634

helsw-aws-dilab1

helsw-aws-dilabl

204616063628

helsw-aws-dilab1

Rows per page

Figure 19 — Cloud Account

10

v

+ ENDPOINT
Action
2 W
2 W
£ W
2 W
2 W
£ W

Cloud Accounts: It lists all the cloud service providers like AWS, Azure, GCP, VMware, Cisco Intersight, SCVMM/ Hyper -

V, Generic Endpoint and Multi-HyperVisor.

1. On the Cloud Accounts, click + ENDPOINT.
3.3.2. The followidgiscreanshetsigppiranwith reference to Add Endpoint.

To add endpoints, follow the steps below:
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Add EndPoint X

aws fa

Amazon Web Services Microsoft Azure Cisco Intersight Google Cloud Platform

i p—— RedHat
= Hyper-V = e OpenShift

[ |
Generic Endpoint

Generic Endpoint Hyper-v 12,16,19 Multi-HyperVisor Red Hat OpenShift

Figure 20 — Cloud Account — Add Configuration

MICROSOFT AZURE X

Basic Information Provisioning Endpoint* Subscription ID*

Please provide the basic information details to add
an Azure endpoint:
Tenant ID* Native Client ID*
Provisioning Endpoint: Identifier chosen by the
Qrganization admin for selection during the request

‘submission process. Cloud Type *
Secret Key * Generic ~
Tenant Id: Unique Number assigned to each
endpoint.
Subscription Id: Unique identifier that grants access Optional Information-1 @ Optional Information-2 @
to Azure services and resources within a specific
account or organization.
Native Client Id: Unique identifier used to Optional Information-3 (D Optional Information-4 @

and native

Secret Key: Confidential string used to authenti . )
smum;w U Optional Infermation-5 (@

Regions: Geographical areas around the world
where Azure data centers are located to host and
run cloud services.

Figure 21 — Cloud Account — Add Configuration (Cont.)
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MICROSOFT AZURE

Region

Separate geographic areas around the world where ARM data
centers are located, enabling users to deploy and run their

ications and services closer to end for better
performance.

Others

Tags: Apply Tag(s) to Endpoint. Enter tag and click on +TAGS
button.

Max Parallel Task Count: The number of tasks that can be
concurrently executed for processing.
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CANCEL ADD

Figure 22 — Cloud Account — Add Configuration (Cont.)

CISCO INTERSIGHT

Basic Informatien

provi basic i i i an Cisco
Intersight endpoint,

admin

¥
for selection during the request submission process

Api Key: An AP key in Cisco Intersight is a secure credential that
enables and ir ith the

platformis APls.

Base Urk: The base URL in Cisco Intersight is the main endpoint
used for accessing the Intersight APIs.

Is Master: Master account configuration will not editable once itis
saved,

Others

Tags: Apply Tag(s) to Endpoint. Enter tag and click on +TAGS
button.

Max Parallel Task Count: The number of tasks that can be
concurrently executed for processing.

Provisianing Endpaint* APl Key *

Secret Key * P Base URL*

Max Parallel Task Coumt (@D *
Tags @ +TAGS ] 10

CANCEL

Figure 23 — Cloud Account — Add Configuration (Cont.)

Refer to the table below to understand the fields on the Add Configuration tab for all the cloud service providers:

Table 7 — Provisioning Platform

Platform

Field

Description

VMWAR

Endpoint Name

Name of the endpoint (subscription of cloud service provider)

VMWAR Region The regions at which Private DCs are located/ Public Cloud services are
getting consumed
VMWAR Location The locations at which Private DCs are located/ Public Cloud services are

getting consumed

VMWAR

Sdk Url

It is the endpoint URL (only for vCenter)

VMWAR

vCenter UserName

HCL BigFix CLM will use these credentials to interact with vCenter

Configuration Guide — Provider Guide Part 1
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Platform

Field

Description

VMWAR vCenter Password HCL BigFix CLM will use these credentials to interact with vCenter

VMWAR Template Path It is the folder path where vCenter templates resides

VMWAR Optional Information Information apart from the above

AMAZN Provisioning Account Name of account which is meaningful

Name

AMAZN Access key Access key are used to sign the request send to AMAZN s3 like Username
and Password pair use to access AWS management console.

AMAZN Secret Key It is used for security purpose provided by AMAZN

AMAZN Account ID It is 12-digit number that uniquely identifies an AWS resources.

AMAZN Assume Role ARN An Amazon Assume Role ARN (Amazon Resource Name) is a unique
identifier assigned to an AWS IAM (ldentity and Access Management)
role that allows another AWS account or an entity within the same
account to assume the permissions of that role temporarily.

AMAZN Optional Information Information apart from the above

GCP Provisioning Endpoint Name of the endpoint (subscription of cloud service provider)

GCP Input Mode There will be 2 input Mode. A. Manual, B. JSON (In this, we need to
upload JSON file).

GCP Project Id Project Id provided by GCP Console.

GCP Private Key Id This is service account private key id (Source: GCP Service Account Key
Json File)

GCP Client Email GCP Service Accounts Client Email (Source: GCP Service Account Key Json
File)

GCP Private Key GCP Service Accounts Private Key (Source: GCP Service Account Key Json
File)

GCP Regions The locations at which Public Cloud services are getting consumed

ARM Provisioning Account Name of account which is meaningful

Name

ARM Subscription ID It is a GUID that uniquely identifies your subscription to
use Azure services.

ARM Tenant ID It is a globally unique identifier for Azure Active Directory instance.

ARM Native Client ID This identifier is assigned when going to set up as an application in the
directory instance.

ARM Client Secret Key It is secret key only to application and the authorized server. It protects
resources by granting tokens to authorizes requestors.

ARM Cloud Type Cloud type selected according to regions else generic.

ARM Optional Information Information apart from the above

ARM Regions The regions at which Public Cloud services are getting consumed

Configuration Guide — Provider Guide Part 1
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Platform

Field

Description

SCVMM Provisioning Endpoint Name of account which is meaningful.
Name

SCVMM Region The regions at which Private DCs are located/ Public Cloud services are
getting consumed.

SCVMM Location The location at which Private DCs are located/ Public Cloud services are
getting consumed.

SCVMM Version Version of SCVMM.

SCVMM Server P It is SCVMM DataCenter Server.

SCVMM Port To access SCVMM DataCenter.

SCVMM UserName Username which is used to consume services.

SCVMM Password Password which is used to consume services.

SCVMM Domain Name Domain where services will be consumed.

SCVMM Optional Information Information apart from the above.

Generic Endpoint

Endpoint Name

Name of account which is meaningful.

Generic Endpoint

Display Name

Name to be displayed to the end-user.

Generic Endpoint

Description

Description of Generic Configuration.

Generic Endpoint

Configuration Type

Type of configuration of Cloud Service Provider.

Cisco Intersight

Provisioning Endpoint

Name of the endpoint

Cisco Intersight API| Key Key to access the Cisco Intersight

Cisco Intersight Secret Key It is used for security purposes provided by Cisco Intersight
Cisco Intersight Base URL Base URL for Cisco Intersight

Cisco Intersight Is Master Master account for Cisco Intersight

RedHat OpenShift Provisioning Endpoint Name of the endpoint which we will used later
RedHat Auth URL URL used to generate a token for the provided credentials.
OpenShift
RedHat OpenShift User Name Username for OCP used to generate the token.
RedHat OpenShift Password Password for OCP used to generate the token.
RedHat OpenShift APIl URL An APl URL, used to validate APl access using the generated token.
All Platform Tags A tag is simply a character string added to a tags field in a resource, such

as RBAC subscription. Tags will be used to define scope of permission.

Objects with same Tag will be able to access same Tagged resources.

MultiHyperVisor

Provisioning Endpoint

Name of the endpoint ()

MultiHyperVisor

Description

Description of the endpoint

MultiHyperVisor

Add Endpoints

Link existing endpoints

All Platform

Max Parallel Task

Count

Maximum task count can be processed concurrently in queue
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Multi Hypervisor Sync also caters for the case of VM Migration from one data center location to another data center

location.

All fields marked with asterisk (*) are mandatory.

3. Popu|ate all tha mandatan: fialde

Key Vault Configuration

4. The sear
Secret Key *
Vault cor
W (InputText \,.] Text
2 |
CyberArk
Input Text

Secret Manager

Figure 24 — Secret Selector

Key Vault Configuration

~Secret Key *
Azure Key Vault

Add Configuration
Configuration Name < Actions

a & @ SELECT

asa £ @ SELECT

mycloudazure mycloudazure & B SELECT

MyCloudCMKtest MyCloudChMKest B SELECT

Rowsperpage 10 ~  1-4of4 “ 1

Figure 25 — Secret Selector

e Secret Key: Input type can be CyberArk, Secret Manager, Azure Key Vault and Input Text.
e  Value: In case of CyberArk, Secret Manager and Azure Key Vault it represents configuration name. User must

select the value configured in Key Vault Configuration screen. In the case of Input Text, it shows static value.

In the case of Input Text, HCL BigFix CLM saves the value in encrypted form.
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Click Select to close the popup screen. On Closing the popup, the value reflects in the corresponding field.

In the Opu-..-l lafauusablan Salda woacida an
MICROSOFT AZURE

After poj
infrastru

Click Add

Basic Information

Please provide the basic information details to add
an Azure endpoint:

Provisioning Endpoint: Identifier chosen by the
Organization admin for selection during the request
submission process.

Tenant Id: Unigue Number assigned to each
endpoint.

Subscription Id: Unigue identifier that grants access
to Azure services and resources within a specific
account or organization.

Native Client Id: Unique identifier used to
authenticate and authorize native applications.

Secret Key: Confidential string used to authenticate
securely.

Regions: Geographical areas around the world
where Azure data centers are located to host and

run cloud services.

Provisioning Endpoint*
Azure

Tenant ID*

testienant

Secret Key *
a(azurekeyvault)

Optional Information-1 (@

Optional Information-3 @

Optional Information-5 (@

mthas infavananting anack fanms tha abhacia Salda

Subscription ID*
t122

Native Client ID*
id

Cloud Type *
Generic

Optional Information-2

Optional Information-4 @

HECK CONNECTIVITY

Figure 26 — Check Connectivity

MICROSOFT AZURE

Optional Information: Please provide cloud specific
additional information (if applicable) like offset,
timezome, culture code, etc.

Region

Separate geographic areas around the world where
ARM data centers are located, enabling users to
deploy and run their applications and services closer
to end-users for better performance.
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Figure 27 — Add endpoints to Platform

All fields marked with asterisk (*) are mandatory.

3.3.2

View Endpoints

Configuration Guide — Provider Guide Part 1

The new endpoint is created and appears in the list of configured endpoints.

This section lists all the endpoints that have been created by Provider User.
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AWS AZURE CISCO INTERSIGHT GCP GENERIC ENDPOINT HYPER V MULTI-HYPERVISOR RED HAT OPENSHIFT VCENTER

Provisioning Endpoint v Endpoint ID v Location Template Path i Tags i Action
VMWAR-8ABDODFA-DACD-47CC- . Site-B-Datacenter/vm/mycloud- CatalogTesting, sharedbyPSTea

DrylceLabsvCenterEndpoint ! DrylceLabsvCenterLacation ¥ d 9 : v

93FD-6646F8A28ACS

VMWAR-81DES6FC-1794-4C4B-

template

Site-B-Datacenter/vm/mycloud-

m

VMWARPBI21660MyClUsema... ASCF-FAB0BCHB1870 VMWARPBI21660 template 2

PBIzIGEOMMWARNGKaUserma. e DT a0t ocation lse‘lme;ﬁ:laceme"”’m""'"yc“’“d' 2

SCALTest125 ‘;?Cvg'zzszg; Z? ZEE;EGD'WU' LocationPBI21660 i:;ﬁ:lacemm (T AN |
NewEndpointMarch25 ;rﬁﬁzﬁi@zgigmtﬂﬁ New Location March mycloud-template AR
VMWAREperf \;?Ev;jz’;:;g:f;;ﬂhﬂ%' Perfvmware Mycloud-HCL-Portal AR
vCenterEndpoint2 ‘;x’i’zz:jé;?i;};:fm“# New Location1 mycloud-template VARR|
ContentLibraryEndpoint gg???gt‘;z;?i; (RESILL Loc2 mycloudtest1 e
VMWARKislay VN!W;QR-SUBE)‘ 19E-8BDB-4DCD- Loc Site-B-Datacenter/vm/mycloud- Vi EI

Figure 28 — View Endpoints at Platform

Refer to the table below to understand the fields mentioned in the above figure:

Table 8 — Edit Endpoints at Platform

Field Description

Provisioning Endpoint Name of the endpoint (subscription of cloud service provider)

Endpoint ID It is a unique identity code for an endpoint

Location The locations at which Private DCs are located/ Public Cloud services are getting consumed

Template Path It is the folder path where vCenter templates resides

Status Displays whether the endpoint is active or inactive. Based on the status, it’s being understand
whether services can be consumed through that endpoint via HCL BigFix CLM
Action It provides the Provider user to take actions like Edit and Delete against the listed Endpoints

The fields on the grid vary based on the selected platform
The Action column comprises of the following actions:

e Edit( V4 ): To modify the details of existing endpoints.

o Delete (]E ): To delete the endpoints.
1. On the View Configuration pane, click Edit ( ). It re-directs the user to the Add Configuration pane.

2. Fillin the following information:

3.3.3 Edit Endpoint

To edit/modify an existing endpoint’s information, follow the steps below:

174

e Endpoint Name

e Select Region.

e Select Location.

e  Enter vCenter sdk URL and credentials.

e  Provide the vCenter Template Path.
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VCENTER

~ . Provisioning Endpoint” Region *
Basic Information DrylceLabsvCenterEndpoint DrylceLabsvCenterRegion -
Please provide the basic information detals to add the Vhware vCenter
G Lozation sckUn* @
Provisioning Endpoint: [dentifier chosen by the arganization admin for DrylceLabsvCenterLocation v https://findrmvca01. dryicelabs.com/sdk
selection during the request submission process.
SDK Urk: SDK Urlin Vidware vCenter refers to the endpoint used for Usemame* Passward
Interacting with Vihware vSphere yeloud ryicelabs.com SVMWAR MyCloud Secret Manager.Passwords(secretkey) £ |
virtualization tasks.

Usemname/ Password: Credential used to authenticate and access Tomgiste Path* @

e vCenter Server, enabling management and administration of
virtaltoed |nftastrath ra and e eas, Site-B-Datacenter/vm/mycloud-template Opticnal Information-1 @
Template Path: Refers to the location or directory path where vituzl
d the VhAware vCenter
if z Optional Information-2 @ Optional Information-3 @
deployed of managed.
- T
ecoms Sxaiac Optional Information-4 @ Optional Information-§ @
 MaxParallel Task Count @ *
Others Tags @ +TAGS 10

Tags: Apply Tag(s) to Endpaint. Enter tag and click on +TAGS button.

CatalogTes sharedoyPSTeam
Max Parallel Task Count: The number of tasks that con be concurrently Sa=le @
executed for processing.

CANCEL  UPDATE

Figure 29 — Edit endpoints at Platform (Cont.)

All fields marked with asterisk (*) are mandatory.

4. A Success message appears.

Home > Configuration > Cloud Accounts
© Endpoint updated successfully.

AWS AZURE CISCO INTERSIGHT GCP GENERIC ENDPOINT HYPERV MULTI-HYPERVISOR RED HAT OPENSHIFT VCENTER

Provisioning Endpoint T Objectld T Authur 7 APIUA T Tags T Action
dsdsvads,
OCP-DBA15724-7192-4C6A-8714- https:/foauth- N
IhoxihvbzizxzRnZRCvEpDOTbOVERCID g Lo o e spps spenshif dryicsabe corn hitps:/api. openshift drylcelabs.com 6443 fdfgwodfwgwigwrg, dsfodfd, £

sdf...Show Mare

Figure 30 — Edit endpoints at Platform (Cont.)

. Click Delete against the endpoints that need to be deleted.
3.3.21 Beigte ndpornt
2. Click OK.

To delete the existing endpoints, Provider user needs to follow the below steps:

Confirmation

3 . Are you sure you want to delete this record?

CANCEL 0K

Figure 31 — Delete Endpoint
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Home > Configuration > Cloud Accounts
@ Endpoint deleted successfully.

AWS AZURE CISCO INTERSIGHT GCP GENERIC ENDPOINT HYPERV MULTI-HYPERVISOR RED HAT OPENSHIFT VCENTER

Provisioning Endpoint ¥ Endpoint 1D ¥ Projectid ¥ Tags bvd
GCPBillingEndpoints GCP-2CABDAFA-BEED-41E7-B506-8AAEECACBEAC helsw-gep-dipoe
6P GCP-1BAF466C-7B7E-48D2-8AAD- SCFOE3922BFC helsw-gep-dilab

Figure 32 — Success Confirmation Message

34 Integrations
Integrations/ tools automate software provisioning and support the entire fulfilment process. This section details on how

to manage the software provisioning endpoints in HCL BigFix CLM.

(; Configuration v

Regions

Cloud Accounts

Integrations

1. Onthe main menu bar, click Configuration and then click Integrati
Figure 33 — Integrations

Home > Configuration > Integrations

ANSIBLETOWER ~ BIGFIX ~ CISCOINTERSIGHT  ITSM  GIT  BLADELOGIC  SCCM  CHEF  PUPPET  CISCOUCSD + INTEGRATION
Configuration Name ¥ UserName ¢ WL ¥ Action
testd32Update test htps://localhost:7225/Integrations/Soft...Show More 2 W
YTDFUYIUYT EWSRDTFYGUIH hitps://localhost7225/Integrations/Soft...Show More Z W
Basic iAutomateUser https://172.30.101.29 AN
Rowsperpage 10 ~- 1-30f3 [N IR |

Figure 34 — Integrations (Cont.)
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34.1 Add Integration

To add software, Provider user needs to follow the steps below:

Select Integration

A {é}
1. Ontheln @ @ :.fl: (=]

Ansible Tower BigFix Cisco Intersight ITSM

o 3 & &

GIT BladeLogic SCCM CHEF

Figure 35 — Select Integration

2. Here, we are taking the example of Ansible Tower Integration. Select Ansible Tower.

ANSIBLE TOWER
Basic Information Configuration Name* User Name*
Please provide the details to add an Ansible
Integration. URL*
Password * helprovider@hel.com
Configuration Name: Please enter a name for this

Ansible Integration.

User Name: Please enter your Ansible Tower User CHECK CONNECTIVITY

Name.

Password: Confidential string used to authenticate
securely.

URL: Please enter the URL of your Ansible Tower
instance (e.g., "hitps://your-ansible-tower-server").

Check Connectivity: Please click the button below to
verify the connection to Ansible Tower instance.

CANCEL

Figure 36 — Add Integration for Ansible Tower

Refer to the table below to understand the fields mentioned in the above figure:

Table 9 — Add Software Provisioning Platform

Field Description

Configuration Name The provider user needs to provide the name of Integration
Username User credentials which have access to native cloud endpoints
Password Password can be selected from secret selector popup

URL Provide URL of Workspaces

Configuration Guide — Provider Guide Part 1
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All the fields given with asterisk (*) mark are mandatory.
4. Enter Username and Password.
5. Enter URL.
3.4.8. Click Addtpesubrittatigha tivalls.

new con igurai’IiD is addf:

d. . .
Is section lists out all the Integrations that have been created by Provider user.

Home » Configuration > Integrations

ANSIBLE TOWER BIGFIX  CISCO INTERSIGHT  ITSM  GIT BLADELOGIC SCCM  CHEF PUPPET  CISCO UCSD + INTEGRATION
Configuration Name ¥ UserName ¢ WRL ¥ Action
testd32Update test https://localhost:7225/Integrations/Soft... Show More 2 1
YTDFUYILYT EWSRDTFYGUIH https:/flocalhost:7225/Integrations/Seft...Show More g m
Basic iAutomatelser Ritips:// 200c 000000 2
Rowsperpage 10 ~ 1-30f3 « 1 ¥

Figure 37 — Integrations
Refer to the table below to understand the fields mentioned in the above figure:

Table 10 — View Puppet

Field Description

Configuration Name Software’s provisioning platform endpoint name
Username Location of the endpoints

URL URL of the server

Action Take actions like Edit and Delete.

The Action column comprises of the following actions:
e Edit( V4 ): To modify the details of existing software provisioning platforms.

1. In the Vifw cgmgmglijg,;emmmt@ the existing software provisioning platforms.

3.4.3 Edit Integrations

To edit/modify existing software provisioning platforms, Provider user needs to follow the below steps:

74
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Home > Configuration > Integrations

ANSIBLETOWER ~ BIGFIX  CISCOINTERSIGHT ~ ITSM  GIT  BLADELOGIC ~ SCCM  CHEF  PUPPET  CISCO UCSD + INTEGRATION
Configuration Name % UserName Y URL ¥ Action
testd32Update test hitps:/flocalhost:7225/Integrations/Soft...Show More Zonm
YTOFUYIUYT EWSRDTFYGUIH hittps:#/localhost:7225/Integrations/Soft.. Show More A
Basic iAutomateUser s X200 K30 XXX XK A |
Rowsperpage 10 v~ 1-30f3 WocfT o

Figure 38 — Manage Software Provisioning Platform

2. Itre-dire \opieToweR
3. Modify tl
. . Configuration Name* User Name*
Basic Information test432Update test
Please provide the details to add an Ansible
Integration. URL*
Password * P https://localhost:7225/Integrations/SoftwareEndPoi
Configuration Name: Please enter a name for this

Ansible Integration.

User Name: Please enter your Ansible Tower User CHECK CONNECTIVITY

Name.

P: d: Confidential string used to auth
securely.

URL: Please enter the URL of your Ansible Tower
instance (e.g., *https://your-ansible-tower-server’).

Check Connectivity: Please click the button below to
verify the connection to Ansible Tower instance.

CANCEL  UPDATE

Figure 39 — Edit Software Provisioning Platform

Table 11 — Edit Software Provisioning Platform

Field Description

Configuration Name Name of the software provisioning platform endpoint
Username Location of endpoint

URL URL of the server

Username Display the Username

Action Take actions like Edit, Delete

All the fields given with asterisk (*) mark are mandatory.
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3.4.4 Delete Integrations

To delete existing integrations, Provider user needs to follow the below steps:

0|

ANSIBLETOWER ~ BIGFIX ~ CISCO INTERSIGHT ~ ITSM  GIT  BLADELOGIC ~ SCCM  CHEF  PUPPET  CISCOUCSD +INTEGRATION
Configuration Name ¥ UserName Y W ¥ Action
1. Clickthel
Test432Update test hitps:/locathost.7225/Integrations/Soft..Show More A
YTORUYIUYT EWSROTFYGUM hitps:localhost 7225 ntegrations/Soft. ShowMore &[]
Basic iAutomatelser ps:/ - XXX . XX XXX XX V|
Figure 40 — Delete Software Provisioning Platform
2. Click OK to confirm. | o |

Confirmation

Are you sure you want to delete this record?

CANCEL

0K

3. Click OK to confirm. This deletes the selected integration.

Figure 41 — Delete Software Provisioning Platform (cont.)

1. On the main menu bar, click Configuration - Networks > Network Enablement.

3.52. e rilebWRElcERablementn appears.

To configure the network or interface, follow the steps below:

Home » Configuration > Networks > Network Enablement

3. Refertol

Platform* Provisioning Endpoint * Cluster * ﬂ

Compute on Demand-vCenter V- vCenterEndpoint v $B-Management-Cluster

Figure 42 — Provider Network Enablement
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Table 12 — Network Assignation

Field Description

Platform It is the cloud service provider

Provisioning Endpoint The cloud endpoints that have been created in HCL BigFix CLM

Cluster It lists the cluster of vCenter and cloud of SCVMM

Network Type It is the Network type applicable for Cisco Intersight, possible values could be Distributed
Switch or Distributed Network

4. Select Platform.
5. Select Provisioning Endpoint.
6. Select Cluster (in case of vCenter and Cloud in case of SCVMM) and select Network Type in case of Cisco Intersight.
7. ClickGay Home » Configuration > Networks > Network Enablement
8. Allthe av
Platform * Provisioning Endpoint * Cluster *
Compute on Demand-vCenter v vCenterEndpoint v $B-Management-Cluster v a

Assign IP to Network

Network Name % Assigned Resource T IPAssigned Action
: sbe-vpg00-up1edge-(Distributed) $B-Management-Cluster )
: sbm-vpg030-mgtinfr-{Distributed) @

Dummy-(Distributed)

Figure 43 — Network Assignation
To assign a network, select the checkbox against the network that needs to be assigned with the provider, and then click
Select Network IP. It helps to specify the network in the following modes:
e SingleIP
e [P Range

Configuration Guide — Provider Guide Part 1

44



Network IP
® 1P Range
Basic Domain Information
Please provide the static ip ranges which would be mapped to the from P Tole
cloud endpoirt, 192.168.81.0 192.168.81.127
Default Gateway * Subnet Mask *
192.168.81.1 255.255.255.128
Network Details UNASSIGN IP(S)
P Y Default Gateway Y Subnet Mask ¥ Action
192.168.81.1 192.168.81.1 255.255.256.128 ]
192.168.81.2 192.168.81.1 255.255.255.128 ]

Figure 44 — Network Assignation (Cont.)

Refer to the table below to understand the fields mentioned in the above figure:

Table 13 — Network Assignation

Field Description

Single IP It is a single address of the device that communicates with other devices in a network

IP Range It is the range of IP addresses

IP This is assigned to a device connected to a computer network that uses the Internet Protocol

for communication

Subnet Mask IP address that is used in a network
Default Gateway It is the network gateway address
Network Detail Details regarding the network that includes network name, purpose of the network, exceptions

and many more

o the Network Petai lick t] lete U i IP button.
AL haneas ?Nail{w%gg'tglgls e(g‘e)eaere"?ﬁségﬂ?fago?y?n
2. When prompted to confirm then please click OK.

To delete Unassigned IP in one shot, Provider user needs to follow steps below:

Confirmation

Are you sure you want to delete the unassigned ip(s)?

CANCEL 0K
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Figure 45 — Confirmation Message

Network IP

(@ Unassigend IP Address(es) deleted successfully.

Basic Domain Information

3. A success message box appears.

Figure 46 — Success Message

3.5.1 Single IP Network Assignation

To assign the IP address, follow the steps below:

1. OntheA: * =~ Tt
2. It prompt Selact P Range e Default Gatoway * Subnet Mask
® single 1p O 1P Range
Figure 47 — Single IP Network Assignation
3.5.1.1 Add Network

1. ERadeangtwark to.a provider.follow the steps REJeW nnected to a computer network for

communication.
2. Enter the Subnet Mask.
3. Enter the Default Gateway.
4. Click Add.

Select IP Range Default Gateway * Subnet Mask *

® single 1P O 1P Range

5. The

6. A success message box appears.

Figure 48 — Add New Network

All fields marked with asterisk (*) are mandatory.
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Network IP

& Network details have been added successfully.

Figure 49 — Confirmation Message

3.5.1.2 Delete Network IP

To delete a network from provider environment, Provider user needs to follow steps below:

@ Single IP O IP Range
Basic Domain Information
1. On the N Please provide the static ip ranges which would be mapped to the
cloud endpoint. IP* Default Gateway *
Subnet Mask *
Network Details UNASSIGN IP(S)
P Y Default Gateway Y SubnetMask & Action

192.168.83.1 192.168.83.1 255.255.255.128 IO}

2. When prompted to confirm, click OK. Figure 50 — Delete Network

Confirmation

Are you sure to delete this IP?

CANCEL
3. A success message box appears.

Figure 51 — Delete Network (Cont.)

1. Onthe Assign Network IP screen, select IP Range on the top.
Praviderribesaidtehenyeathrirop tid neteetededee ihes healddva b Prdelele exsting igtworsssigned to any organization.

3.5.1.3 IP Range Network Assignation

To assign an IP address range for a VM on selected platform while provisioning, follow the steps below:
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Network IP

@ singlel? () 1P Range
Basic Domain Information

Please provide the static ip ranges which would be mapped to the
cloud endpoint. 1P+ Default Gateway *

Subnet Mask *

Figure 52 — IP Range Network Assignation
To assign a network range for a provider environment, follow the steps below:
a. EntertheIP address range. This is assigned to a device connected to a computer network that uses the Internet
Protocol for communication.
b. Enter the Subnet Mask. IP address that is used in a network.
c. Enter the Default Gateway.

d. Click Add to add a network range.

Network IP

QO singlelP @ IPRange
Basic Domain Information

Please provide the static ip ranges which would be mapped to the
cloud endpoint, From IP * TolP*

Default Gateway * Subnet Mask *

e
Network Details

13 ¥ Default Gateway ¥ SubnetMask ¥ Action

No records found.

4. A success message box appears. Figure 53 — Add New Network

All fields marked with asterisk (*) are mandatory.

Network IP

@ Network details have been added successfully.

Figure 54 — Confirmation Message
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3.6 ITSM

This section describes how to manage the ITSM Configurations in HCL BigFix CLM. Through this module, the user manages

configuration of ITSM tools along with parameters required for task creation/closure.

Home » Configuration > Integrations

ANSIBLE TOWER BIGFIX CISCO INTERSIGHT GIT ITSM + INTEGRATION
1. Onthema

Configuration Name & Authentication Type T User Name & OAuthURL T Action

SNOW_Testingsss OAuth? admiz1 hitps://dryicelabss.com VA |

SNOWCreateTask BasicAuth mycloud.integration 2t W

Figure 55 — Add Configuration

e Add Configuration

2. The following are the options that are available:
e View Configuration

e Import Configuration

3.6.1 Add Integration
To add ITSM Integration, select on the ITSM

Select Integration

@ Q BigFix 0

Ansible Tower BigFix Cisco Intersight GIT

G5

Select Tool
Select Organization.

Enter Configuration Name.
Select Authentication Type.

Reaviclerbsen ierdsetocioblownthe belaw stepson.

Create steps by populating the following fields:

g AR W N
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e Step Name,
e Step URL,
e Method Type

e Content Type.

ITSM
. . Organizalion Tool Type *
7. Addthel Basic Information HCLOrganization v ~Select- v

8. Click Add

Please provide the details to add an ITSM Integration,

Configuration Name*

o ’ Authentication Type Content Type
Authentication Details ~Select- v —Select- v
Please provide the details to add an ITSM Integration,
on Type: Pl lect the. jestion Type. Header Tags
Content Type: Please select the Content Type.
m-:'raw Please enter the Header Tags details in Key and Key Value N |
Step Details A~
Method Type * Content Type * P
Step Name * Step URL* -Select— ¥ —Select- ks +

CANCEL ADD

Figure 56 — Add Configuration
9. Refer to the table below to understand the fields mentioned in the above figure:

Table 14 — Add Configuration

Fields Description

Tool Type The name of ITSM tool

Organization The organization that uses the ITSM tool

Configuration Name Name the configuration

Authentication Type The authentication types that are available in HCL BigFix CLM
Username User credentials which have access to ITSM endpoints
(Sgn:(;;:(r?\;ge poxapeears Type of request. For example, JSON, XML, etc.

Header Tags Header tags passed in header in the form of Key Value pair.
Step Details Provide the step details for the configuration

© Integration added successfully.

Figure 57 — Confirmation Message

Configuration Guide — Provider Guide Part 1



All fields marked with asterisk (*) are mandatory.

3.6.2 View Configuration

This section lists all the ITSM configurations that have been created by Provider User.

Home » Configuration > Integrations
11. The ITSM

ANSIBLE TOWER  BIGFIX  CISCOINTERSIGHT ~ GIT  ITSM

Configuration Name T Authentication Type T User Name ¥ OAuthURL

testS67 BasicAuth test788

SNOW_Testingsss OAuth2 admi21 hitps:/dryicelabss.com
SNOWCreateTask BasicAuth mycloud integration

SNOW_Test OAuth2 admi21 https://dryicelabss.com
VM and CMDB BasicAuth GSSMyCloudUser

SNOW

BasicAuth MyCloudUser@hcl.com

Figure 58 — View Configuration
The Action column comprises of the following actions:

o  Edit( V74 ): To modify the details of existing ITSM configurations.
e Delete (El): To delete the ITSM configurations.

e ExportlJson (E ): To export ITSM configuration in JSON.

3.6.3 Edit Configuration

% Action

[

3

3

[

[

+ 1

1. Tocedit/ modiiysthie BxistimgelTSivh confeguratidring.g. URL or User Credentials, Provider User needs to follow the following

2. Modify the desired details.
steps:

V74

Configuration Guide — Provider Guide Part 1

51



ITSM
(®) Add Configuration

. . Organizatian Tool Type *
Basic Information HCLOrganization ~ SNOW v

Please provide the details to add an ITSM Integration,

Configuration Name?

test567
o . Authentication Type User Name*
Authentication Details BasicAuth v 1test788
Please provide the details to add an ITSM Integration,
' i Content Type *
Type: the Type
[J change Password application/javascript v

Content Type: Please select the Content Type.
Header Tags: Please enter the Header Tags details in Key and Header Tags
Value.

Key Value

as as o} ‘

Key Value E @|

CANCEL  UPDATE

Figure 59 — Edit ITSM

3. Click Update to save the settings.

4. A success message box appears.

@ Integration updated successfully.

Figure 60 — Confirmation Message

3.6.4 Delete Configuration
1. Click Delete { ) against the configuration that user wants to delete.

To delete the existing ITSM configuration, Provider user needs to follow the below steps:

Tl
ANSIBLETOWER  BIGFIX  CISCOINTERSIGHT ~ GIT  ITSM + INTEGRATION
Configuration Name & Authentication Type ¥ UserName ¥ OAuthURL ivd mm
tests67 BasicAuth test788 2 2w
2. Click OK{
SNOW._Testingsss OAuth2 admi21 https:/dryicelabss.com 2 2w
SNOWCreateTask BasicAuth mycloud.integration 2 Lt m
Figure 61 — Delete Configuration
‘J Configuration Guide — Provider Guide Part 1
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Confirmation

Are you sure you want to delete this record?

Figure 62 — Delete Configuration

3. Aconfir

Figure 63 — Delete Configuration

3.6.5 Import ITSM

To import the existing ITSM configuration, Provider User needs to follow the steps below:

ITSM

Configuration

7) Add Configuration

Basic Information HCLOrganization Choose JSON file

Please upload a Json file to Import an ITSM Integration.

Note: Passwords will not be added with import, Please update the
password manually after successful import

UPLOAD

1. Select Organization and Choose File.

2. Click Upload. The Add Integration ITSM screen appears.
Figure 64 — Import Configuration
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® (O wmport Configuration

. Organizalion JoakType
Basic Information HCLOrganization «  SNOwW
Please provide the detafls to add an ITSM Integration,
Configuration Name?
SNOWTest345
o . Authentication Type User Namer
Authentication Details OAuth2 v admt
Please provide the detais 1o add an ITSM Integration,
yoe: Type. - OAuth UAL*
(0 | change Password htps:/dryicelabss.com
‘Content Type: Piease select the Content Type.
Header Tags: Please enter the Header Tags detalls In Key and Value Confent Type
application/json
Header Tags
Key Value +
Step Details A
Step Namme * StepURL * Method Type * Content Type *
Teststep hitps://10.1.40.134/WeblUl POST - application/json v m ]

CANCEL  UPDATE|

Figure 65 — ITSM Configuration (Cont.)

3. Click Upd

@ Integration updated successfully.

Figure 66 — Success Message

3.7 Custom Tables

Through this module, Provider users can create their own custom tables and manage customer data in HCL BigFix CLM.

L R thigireens ttedioesrcudtomn tabienas ApiqBYaEfault) gets exposed to Fetch, Edit, and Insert Data in it. The same is

2. Itshows the following options: .
used at the time of creating Ul templates to populate request form fields.

e Create Custom Table
e View Custom Table

1. Onthe Manage Custom Table screen, click Create Custom Table.
e Import Custom Table

3.7.1 Create Custom Table

To create Custom Table, provider users need to follow the following steps:
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Custom Tables

Basic Information Table Name* @ Description* @

Please provide details for Custom Tables,

Table Mame: Mandatory field to provide name of the
custom table. Description: Mandatory field to provide
details for the custom table. Column Name: Mandatory
field to provide name of the column of custom table. Data
Type: Drop down field to select the data type of the
column.

Description: Mandatory field to provide details for the
Custom Table.

Column Name: Mandatory field to provide name of the
column of Custom Table.

Data Type: Drop down field to select the data type of the
column.

* Note: Autold, CreatedBy, CreatedOn, ModifiedBy, ModifiedOn columns are system defined, can not be used by user.

DataType R
Column Name* String e +

CANCEL ADD

Figure 67 — Create Custom Table

Table 15 — Create Custom Table

2 Rafortotho tablo bolay to o I3 dibo figlde ' Ao dbe S bale -Fi;u-n'
Field Description
Table Name Name the table

Description Describe its usage and who can use it
Column Name A unique label for the column
Organization Name of the organization (Business units/ divisions in organizations)
Data Type The field type for the column

3. Select Organization from the fop navigation.

4. Enter Table Name and Description.

5. Enter Column Name and their Data Types.

6. Click Save.

7. Asuccess message box appears.

Home > Design > Custom Tables

@ Table test12 is created successfully

an L + CUSTOM TABLES

Table Id ¥ Table Name %7  Description ¥ Action
188 111 mm
8. Anew(CL

158 AbhishekNewTable Desc TableA

159

Abhishek Testin AbhishekTestin

Figure 68 — Confirmation Message

All fields marked with asterisk (*) are mandatory.
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3.7.2 View Custom Table

This section lists all the custom tables that have been created by Provider users.

Home > Design > Custom Tables

Table Id 7

188

158

159

Table Name

mn

AbhishekNewTable

AbhishekTesting

AdditionalDriveDetails

AdditionalDriveSize

& & +CUSTOMTABLES

5  Description % Action

1
Edit Custom Table
P fevieh Manage Custom Table
AbhishekTesting Export
Delete

This taable is used 1o save additional d...Show More

AdditionalDriveSize

Figure 69 — View Custom Table

It also comprises of the following actions:

e Edit Custom Table: To modify the details of existing custom tables

e Manage Custom Table: To add the records selected custom tables

o Delete: To delete the details of existing custom tables

e  Export: Export custom table from one environment into another.
3.7.3 Edit Custom Table

To edit/ modify existing Custom Table, the Provider user needs to follow the following steps:

1. Select View Custom Table and then click Edit { ). It redirects it to Creat—<Jstom Table.

ES

2. Modify the desired details.

3. Thenclic

4. Asucces:

Custom Tables

Basic Information M
Please provide details for Custom Tables.

Table Name: Mandatory field to provide name of the custom table.
Description: Mandatory field to provide details for the custom table.
Col  Mandatory field to pr of the column of
custom table. Data Type: Drop down field to select the data type of
the column

y field C s for th
Table.

Column Name: Mandatory field to provide name of the column of
‘Custom Table.

Data Type: Drop down field to select the data type of the column.

* Note: Autold, CreatedBy, CreatedOn, ModifiedBy: ModifiedOn columns are system defined, can not be used by user.

Column Name* DataType .
Testl String ~ |mf
Column Name® DataType

Test234 String v + | @

Description* @
111

Figure 70 — Edit Custom Table (Cont.)

CANCEL  UPDATE
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Home > Design > Custom Tables
@ Table 11111 is updated successfully.

Table Id Y Table Name 7 Description

188 mn

mm

& 4 CUSTOM TABLES

Figure 71 — Confirmation Message

3.7.4 Delete Custom Tables

To delete a custom table, Provider User needs to follow the following steps:

mn
i}
Home > Design > Custom Tables
1. Select Vii
Table Id 7 Table Name 7 Description
188 1 1mm
158 AbhishekNewTable Desc TableA
159 AbhishekTesting ‘AbhishekTesting

160 AdditienalDriveDetails This taable is used 1o save additional d...Show More

Figure 72 — Delete Custom Table (Cont.)
2. When prompted to confirm, click OK.

Confirmation

Are you sure you want to delete this item?

CANCEL oK

Figure 73 — Confirmation Message

3.7.8. Select Mandge Qustemnable, and then click

Edit Custom Table
Manage Custom Table

Export

This section describes how to Add records in the existing custom table. To add records, Provider user needs to follow the

below steps:
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Custom Tables x

e - & ©  + EXPORTTOCSV

Recard ID W Mame W Dept W Action

1 Test test 2 w
H Test2 Testz 2 w
3 test3 test3 2 W
4 Jafh asfs Z @
5 ghfhfh dighfgf £ W
6 Puneet " 2 W

Rowsperpage 10 ~ 1-60f6 LR D]

Figure 74 — Add Records

2. Click Add button.

3. Apop up appears with columns to enter values.

4. Enterthe AbhishekNewTable x

. R Column Name
Basic Information Name Column Value
Please enter the values of columns of
custom table. This helps in data entry in col N
custom tables. oln ame

Dept Column Value

CANCEL ADD

5. Asuccess

Figure 75 — AppMaster

Custom Tables @ Data has been saved successfully. X

et Y 5+ EXPORTTOCSV

6. Allrecorc recordin ¥ MName 7 Dept T Action

Figure 76 — Confirmation Message
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Custom Tables x

HCLOrgan Table Name: & B+  ExPoRTTOCSV
Record ID ¥ Name ¥ Dept W Action
1 Test test Z
2 Test2 Test2 2 mW
3 test3 test3 2 W
4 jgfh asfs 2 W
5 ghfhfh dighfgf 2 w
[ Puneet " £ |
7 test testing £ W
Rowsperpsge 10~ 1-7of7  w 1 »

Figure 77 — Custom Table

74 0]

3'7'§. To Edit ( Imﬂﬂﬁba@s? fﬁﬂmirﬁ(ﬁvlation, please click the respective options to perform the activity.
This section describes the processes to import records in a custom table. The Provider user needs to follow the following

1.

steps:
L,
Select Custom Table, and then click Import
Custom Tables
HeL

Record ID ¥ Name ¥ Dept ¥ Action
1 Test test 2 W
2 Test2 Test2 2 W
3 test3 test3 2 @
4 jam asfs 2 m
5 ghthfh dfghfgf 2 @
6 Puneet s 2 m
7 test testing 2w

Rowsperpage 10 1-70f7

=

Figure 78 — Import Record
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Import Data x

. Browse and upload the da. 4 DOWNLOAD TEMPLATE
Basic Info _

Please upload the CSV file which will be used to import custom
table records. Kindly refer to Note section to meet the pre-
requirements for the osv.

HNote:
1.CSV file must not have Autold, CreatedBy, CreatedOn, i i columns as these defined columns.
2. CSV upload only insert the data into the table. System will check all columns of row and if any column value is mi: then it will be as new record to be inserted,

CANCEL  IMPORT]|

Figure 79 — Upload File

3. Click on Download Template. This template will guide the user to import data with prescribed format.
4. Click Choose File and Upload File. Or else, Click Cancel to discard the changes

5. A success message appears.
Custom Tables © Data has been saved successfully. *®

HEL

&

T+ EXPORTTOCSV

6. All records are displayed as below: Figure 80 — Manage Custom Table
Custom Tables b 4
HCLOrganization Table i L © + EXPORTTOCSV

Record ID ¥ Name ¥ Dept W Action

1 Test test Z W
2 Testz Test2 2w
3 test3 test3 2 mw
4 jofh asfs 2
5 ghthih dighfgf 2 m
6 Puneat " 2 m

Figure 81 — Manage Custom Table

3.7.7 Refresh Custom Table

=
To refresh records, Provider user needs to click on the Refresh button ~.

3.7.8 Import Custom Table

To import Custom Table, provider user needs to follow the steps below:
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Import Custom Table

(®) Table schema () Table Schema with Data

Import Type
Please select the type of import you wish to perform, You can X
impart anly the table schema or the schema along with data. Choose File Lraim

Note:

1. Existing table(s) will be dropped and re-created. Existing data of the tables will be lost and replaced with new data from Import File.
2. Table Name: Only characters, numbers and underscore (_) are allowed

3. Description: Only characters, numbers, space and fullstop () are allowed.

CANCEL

IMPORT

Figure 82 — Import Custom Table

1. Select Organization.

2. Choose Import Type: Table Schema, Table Schema with Data, Table Data.

3. Clickon(¢" - -
Import Custom Table
(® Table Schema () Table Schema with Data
Import Type
Please select the type of import you wish to CustomTable zip
perform. You can import only the table schema or

the schema along with data.

Table Name Description Category Status
o1mim o1 Existing Not Initiated
Note:

1. Existing table(s) will be dropped and re-created. Existing data of the tables will be lost and replaced with new data from Import File.
2. Table Name: Only characters, numbers and underscore (_) are allowed
3. Description: Only characters, numbers, space and fullstap () are allowed.

CANCEL IMPORT

4. Enter Table

5. Click Import.

6. Users will get a success message. Figure 83 — Import Custom Table (Cont.)

1. On the main menu bar, click Configurations and then click Service Types.

2. It has the following options:
3.8 Service Types
Service Types are categorization of services that are provided by Cloud Providers. Provider User maps service catalogs

with Service Types.

e  Add Service Type
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3.8.1 Add Service Type

To add Service Type, Provider user needs to follow the following steps:

Create Service Type

Platform *

1. Onthe N Basic Information _Select— - Service Type * @
N Please select the eloud platform, provide input for the associated
service type and display name which would be diaplayed on the
1] request resource screen from where end user would be raising
2. Select Pl request for the cloud resources Display Name * @
3. Enter Ser

GANGEL  ADD

Figure 84 - Add Service Type

4. Refer to the table below tc == ==msmm -t abm Holdde e mtion oo :_'I";_b_l ;E_Gﬂ:ge.rvice Types
Fields Description
Platform Name of the service providers
Service Type Name the service that has been planned to get consumed via HCL BigFix CLM
Bisphaycsamessage appears. A reference name/ original name of the service type

Home > Service Types

@ Service Type has been saved successfully.
® Active Inactive
6. The new Se|

Figure 85 - Confirmation Message
All fields marked with asterisk (*) are mandatory.

3.8.2 View Service Type

This section lists all the service types that have been created by Provider users.
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Status Service Type Y/ Display Name Y Platform Name Y Status Action
. test3d testds Amazon Web Services O
L SCVMM SCVMM HyperV12,16,19 O
L] saas saas Amazon Web Services ()
[] DemoServiceType DemoServiceType Compute on Demand-vCenter ()
rergre engrg ‘Amazon Web Services @
[] greerger regeereg Amazon Web Services ()

Figure 86 - View Service Type
The Action column comprises of following action:

o Edit( 174 ): To modify the details of existing providers

3.83 Edit Service Types

To edit/ modify the Service Types, provider users need to follow the following steps:

V4

1. On View Service Tvoe tab. click Edit ().
Status Service Type 7 Display Name 7 Platform Name ¥ Staws Action

] test34 testds Amazon Web Services O ﬁ
. SCVMM SCVMM Hyper-V 121619 O '
. saas 5338 Amazon Web Serviees () &

2. Modify the desired details. Figure 87 - Edit Service Type
Update service type x
. ) Platform * Service Type* @
Basic Information Amazon Web Services N test34
Please select the cloud platform, provide input for the associated
:qrvule‘:?e:!nm o user Display Name* @

request for the cloud resources. test45

3. Click Upd

4. Asucces:

CANCEL  UPDATE|

Figure 88 - Edit Service Type (Cont.)
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Home » Service Types
(@ Service Type has been updated successfully.

@ Active Inactive
Status Service Type Y Display Name W/  Platform Name Y Status Action
] test34 testd5 Amazon Web Services [ @) d
L] SCVMM SCVMM HyperV12,16,19 () v
[ ] saas saas Amazon Web Services o £

Figure 89 - Confirmation Message

3.8.4 Change Status

With the help of O provider user can change the status of service type from active to inactive or from inactive to

active

3.9 Organization
Through this module, the Provider user manages an organization that includes activities like creation of the organization,

adding & mapping of AD groups and modifying/ deleting an organization.

3.9.1 Add Organization

To add an organization in HCL BigFix CLM, a provider user needs to follow the following steps:

Home > Administration > Organizations

+ ORGANIZATION
Name 7 Description Y Code %’ Provider Entity Id Y Objectld Y Created By 7 Action
PVD-99466341-F53F-4D0F- ORG-8EAFF121-281B-495D- _
i V4
VMWAR SAML Org VMWAR SAML Org VMWARSAMLOrg 0081-EBEFADORIEIA A10BOBTCEID0ALTD HCL Provider |
PVD-99466341-F53F-4DOF- (ORG-3B7358AT-6FF0-4362- -
i Vi
oRez o ORe2 9%B1-EBGFADIBIE2A BGF6-C56684007576 HeL Froider £ w
charanOrgcharanOrgcharan  charanOrgcharanOrgcharan
OrgcharanOrgchar. OrgcharanOrgchar. charanOr PUD-SEAEE3AT FSSF 4007 ORGB7207881 CEAC4B1E- HCL Provider £
4 gt ¢ St ¢ 99B1-EBGFAD9BIE2A BO78-SEB6CTFBE029 =
Show More Show More
o 234 PVD-99466341-F53F-4D0F- ORG-DEDC23F7-A372-4AJE- HeL Provid s T
) vertyupt HEIL ey 99B1-EBGF4D9BTE2A ABA2-0A38793FACF2 e 4 u
1. Clickon+
PVD-99466341-F53F-4D0F- (ORG-09684CA9-AB46-4BIB- -
qwsdftesthide werfg dfg ’ ’ HCL Provider AR

Figure 90 — Add Organization
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CREATE ORGANIZATION

Basic Information

Name *

Please provide the details o create a new organization.

Authentication

Description *

Preferred Language *
English (US)

Authentication Type *
Form Based

Please select the authentication type for this provider. Supported

Types: LDAP, SAML, and Form-Based.

LDAP: Lightweight Directory Access Protocol Authentication
involves querying a directory service such as Active Directory (AD)
or OpenLDAP, which stores user credentials and other directory

informatian.

SAML: Security Assertion Markup Language is an XML-based open
ing authentication and authorizati

ata

standard for

a sefvice provider (SP).

Others

identity provider (IdP) and

Code *

Currency *
Indian Rupee (INR)

Figure 91 — Add Organization (Cont.)

Optional Information-1

Please enter the additional information which will be required for

request approval, refect,refer back

Configuration

Please choose the option(s) to enable configuration at the
organizational level.

2. Refertothe t:

Request Prefix @)
SRREQ

Approval Applicable For
Portal Request

User Cancelled Applicable For

Optional Information-2

Reject Applicable For
Portal Request

Referback Applicable For
Portal Request

Grace Period (In Days) @

Portal Request 0
Delegation Enabled* @ Threshold @
Both(In Action Menu and Above My Objects grid) 10
( DRAFT APPLICABLE \] SSOENABLE | ( QUESTIONNAIREENABLED | (  ACTION SCHEDULING ENABLED ‘:\

| COPYREQUEST ENABLED “\. I\/ IT VERIFICATION ENABLED \)( MULTI-HYPERVISER ENABLED |

Figure 92 — Add Organization (Cont.)

Table 17 — Add Organization

Field Description

Name Name of the organization (Business units/ divisions in organizations)

Code Code of that organization

Description Details and the work of the organization, users associated with it and many more
Currency In which currency, the bill gets generated

Preferred Language

Select the language as per the preference

Authentication Type

Select the authentication type (Form based, LDAP or SAML)

In case of SAML, HCL BigFix CLM support windows hello mechanism.
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Field Description

Windows Hello is a more personal and secure way to sign in to your Windows device.
Instead of using a password, with Windows Hello you can sign in using facial recognition,
fingerprint, or a PIN.

These options help make it easier and safer to sign into your account because your PIN is only

associated with one device, and it's backed up for recovery with your Microsoft account.

SSO Enable Select the option to enable Single Sign On

Delegation Enabled To enable send email to delegate user.

Action Scheduling This option enables the Scheduling of an Action for this organization.

Enabled

IT Verification Enabled It enables IT verification stage for requests.

Copy Request Enable It will enable the clone request option for requesters in my request section.

Draft Applicable To Enable Draft Functionality at Org Level. If checked, then only Save Draft Can be enabled

using Publish Service Catalog.

In the Create Organization tab, enter the Name and Description.
The Preferred Language field gets auto filed with the default language which is English.
Select Currency & Authentication Type.

Enter Optional information-1, Optional information-2, and Request Prefix

[ N T R

Select Reject Applicable For, Approval Applicable For, Referback Applicable For, and User Cancelled Applicable
For

6. The supported Authentication Types are given below:

e Form-Based

o LDAP

7. Enter additional information in the Optional Information text box, if required.
°

8. Click Add.

9. A success message box appears.

(©) Organization has been saved successfully.

Figure 93 — Add Organization Confirmation Message

A new organization has been created, and it appears in the tabular view.

With every new organization, A default service account is created. This account is utilized for workflow task execution.

3.9.2 Configure Domains
Configure domains for syncing and Ldap authentication.
The Add Domain button allows you to map a domain to an organization.

Domains provide a way to organize the users of an organization and permit access according to their roles.
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CREATE ORGANZATION  DOMAIN

Al New Dormain =

Basic Information Doman Name® © Dispiay Wame * ©
Please e omar: infoeaion
Active Directory URL @ Damain Liser Mame *
Domain Pastword * ¥ Net BIOS Kame
NS P OUName
Allormata DNS 1P Primary WIS
Secondary WINS Optionsl Information-1

OptionalInformation 2

—— 5
Configuration (ppucaniE Fon o ) (_seR svec ) (USED FoR owAn Jow_)
Pease pvidecnigenion

A0 DOMAIN (CHECK CONMECTIVITY

Figure 94 — Add Domain

1. To assign one or more domains to an organization, click Add Domain.

2. The Domain Details

Domain Platform * Domain Name * Display Name *
Windows v
Applicable for Login User Sync Used for Domain Join
=] m] a
LDAPURL ) Domain User Name * () Domain Password *
MNet BIOS Name DNS IP OUName
Alternate DNS IP Primary WINS Secondary WINS
Optional Information-1 Optional Information-2

Check Endpoint Connectivity

3. Define domain attributes as described in the below table:

Figure 95 — Domain details

Table 18 — Domain Attributes

Field Description

Domain Platform OS Platform of domain server

Domain Name Name of the domain

LDAP URL It is a string that is used to encapsulate the address and port of a directory
server.

Display Name It is used to easily identify the domain in platform.

Domain Username It is used to specify a user account in the selected domain.

Domain User Password It is used to authenticate the username in the domain.

Configuration Guide — Provider Guide Part 1



NET BIOS Name It is the name of a program that allows applications on different computers to

communicate within a local area network (LAN).

Alternate DNS IP It is an alternate Internet service that translates domain names/hostnames to IP
addresses (forward DNS) and IP addresses to their associated domain

names/hostnames (Reverse DNS) with the help of a DNS server.

Primary and Secondary WINS It dynamically updates name/address pairings as computers join and leave the
network.
Optional information Additional information about the domains, if required

All fields marked with asterisk (*) are mandatory.

4. Toaddd  CREATE ORGANIZATION  DOMAIN

A _— @ Domain added successfully.
5. succes:
Add New Domain

Figure 96 — Add domain Successful Message

Provider users can add multiple domains by clicking Add Domains button.

6. After adding domains, provider needs to configure AD Groups into HCL BigFix CLM against each domain.

7. To configure AD Group, provider needs to follow the steps below.

a. Under the Actions column, click on AD Group Mapping.

Domain Name S/ Display Name ¥ DNSIP &  Active Directory URL Y Actions
sample sample LDAPS://abc AR
Configure Groups
Rowsperpage 10 -
AD Column Mapping

Manage Domain Organizational Unit(OU)

Figure 97 — Configure Groups
b. Click on the Configure AD groups icon under View.

The pane appears as shown below:
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Configure Groups

-
test]
(o]

= R—

CANCEL  SUBMIT

Figure 98 — Configure Groups

c. Toadd agroup, enter the group name under Group Name.

d. Click on Add ([ - l) to Add AD Group.
e. Click on Submit.

A success message box appears.

CREATE ORGANIZATION ~ DOMAIN

(@ Data has been saved successfully.

Figure 99 — Confirmation Message

8. To delete group, provider user needs to follow the following steps:

a. Click on Delete against a group the user wishes to delete.

Configure Groups

Group Name

test

testl

test2
Delete
:

Figure 100 — Configure Groups
b. Click on Submit.

A success message box appears.
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CREATE ORGANIZATION DOMAIN

(@ Data has been saved successfully.

Figure 101 — Success Message

a. Under View tab, click on AD Column Mapping.

UPDATE ORGANIZATION DOMAIN

9. Oncethe
10. Tomap 4 Add New Domain
Domain Name Y Display Name < DNSIP S/ Active Directory URL % Actions
as as LDAP://www.google.com £ W
Configure Groups
Rowsperpage 10 ~-
AD Column Mapping

Manage Domain Organizational Unit(OU)

Figure 102 — AD Column Mapping
b. Provide AD Column Name against each source.

c. Click on Submit.

AD Column Mapping X

Source (User Table Columns) AD Columns

Username
UserName

Email
Email

User
UserlD

Figure 103 — AD User Column Mapping
A success message box appears.

CREATE ORGANIZATION DOMAIN

(@ Data has been saved successfully.

Figure 104 — Confirmation Message

After configuring LDAP, users need to enable jobs (refer to Manage Jobs) associated with AD components.
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3.9.3 Configure SAML2.0

To Configure SAML Authentication,

L — Authentication Type* —MMMM—
Authentication SAML 2.0 v D*@®
Please select the authentication type for this
provider. Supported Types: LDAP, SAML, and Form-
Based. idpSSO URL* @ Name ID*
LDAP: Lightweight Directory Access Pratocol
1. Select au Authentication involves querying a directory service $S0 Tool *
such as Active Directory (AD) or OpenLDAP which ADFS v Logout URL *

stores user credentials and other directory
information.

SAML: Security Assertion Markup Language is an
XML-based open standard for exchanging
authentication and authorization data between
parties, specifically between an identity provider

Figure 105 —SAML2.0 Details

Table 19 — SAML2.0 Attributes

Fi(;IdD et S :'Be;clription
Id Identity Provider might need this to establish the identity of the service provider
requesting login. Basically, it is used for handshaking of the application. Example:
HCL BIGFIX CLMDEV.
idpSSO URL Identity Provider Single Sign-on URL, where our website redirect for
Authentication.
Example: https://XXX.COM/SAAS/auth/federation/sso.
Name ID NAMEID is the complete path of xminode where NamelD value
(USERNAME/EMAIL) exist. It based on identity provider.
Example: VMWAR Identity
Manager: /samlp:Response/saml:Assertion/saml:Subject/saml:NamelD
ADFS : saml2:NamelD.
3. Click Save.
SSP T0Qlcess message appears. Allowed values are ADFS, IDM, PINGFEDERATE, PINGIDENTITY
Logout URL Logout URL where application will take user after logging out the application.

 Organization has been saved successfully.

—'I

Figure 106 — Add Organization confirmation message
A new organization has been created, and it appears in the tabular view.
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3.9.4 Configure Widgets

To configure the widgets for an organization in HCL BigFix CLM, the provider needs to follow the following steps:

Name 7 Description 7 Code 7 Provider Entity Id % Objectid ¥ CreatedBy 7 Action
PVD-09466341-F53F- ORG-B68F11A3-E268-
s as as 4DOF-9981- 4CB2-B6BO HCL Provider £ m

EB6FAD9IBIE2A 6BSDF5D2DF28
Configure Menus

PVD-00466341-F53F- ORG-BAEE2110-4385-
testing123 xcexz test112 4DOF-9981- 4ED7-B6CO- HCL Provider £ Configure Widgets
EB6FADSB1EZA 3IEBABIBESTSD

PVD-09466341-F53F. ORG-1020CFA3-D232

1. On the View Organization tab, select Configure Widgets.

Figure 107 — Configure Widgets

2. Thefollowing p Organization: s

3. Select ParentR

CONFIGURE WIDGETS
Parent Role *
( Organization Admin Ve
Select All Request Trend
Item Based Request Status 08 Based Provisioning Request
Start vs Stop VM Platform Based Request
Category Based VM Azure Resource Group Based Billing
Request Item SLA Azure Product Based Billing
Azure Account Based Billing Azure Location Based Billing
Azure Meter Category Based Billing Amazon Product Based Billing
M Amazon Account Based Billing ™ Size Based Billing
4. Click Add. CANCEL ADD

Figure 108 — Configure Widgets Contd.

Home > Administration > Organizations

© Widgets have been updated successfully.

Figure 109 — Success Message

3.9.5 Configure Menu

To configure the menu for an organization in HCL BigFix CLM, the provider needs to follow the following steps:
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Name P Description 7 Cote P Provider Entityld T Objectld @ CreatedBy 7 Action

N PVD-99466341-F53F-4DOF- (ORG-B4EE2110-43B54E07-
1testing123 xcexz 1est112

9981-EBSFADOBTEDA BACO-3EBABTBESTSD R Frovicer Z0
Configure Menus
PVD-99466341-F53F-4D0F- ORG-1D20CFA3-0232-448A )
= s < 9981-EBSFADYBTEDA B05D-8200534B0004 iCL Provider £ B Configue Widgets
) PVD-99466341-F53F-4DOF- ORGSETBSE16-B101-40AC- )
LDAP2 AD Users Login LDAP2 AD Users Login LDAP2ADUsersLo... 9981 EBSFADIBIELA A2A6-869CA0CDE1DB HCL Provider £ W
1. OntheV PVD-30466341-F53F ADOF- ORG-BDSA113ABE7T6-4DB0- -
LDAP AD Users Login LDAP AD Users Login LDAPADUsersLogin 901 EBEFADIBTEIA AEA G3EEOEERSCAT HCL Provider 2 W

Figure 110 — Configure Menu for Organization

Organization: VMWAR SAML Org X
2. The following p

CONFIGURE MENUS

Parent Role *
Requester v

Catalogs(1/1) (] Select All
Requests(2/2) Request Service
Schedules(1/1)

Resources(1/1)

Reports(5/5)

CANCEL ADD

3. Select Menu options and click Add.

4. Asuccess m appears.

Figure 111 — Configure Menu for Organization (Cont.)

All fields marked with asterisk (*) are mandatory.

Home > Administration » Organizations

@ Menus have been updated successfully.
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Figure 112 — Configure Menu Confirmation Message

3.9.6 View Organization

This section lists out all the organizations that have been created by Provider user.

Name ivd Description \vd Code ivd Provider Entity Id Av4 Object Id ivd Created By Action
PVD-99466341-F53F ORG-B68F11A3-E268

s as as 4DOF-9981 4CB2-B6BO- HCL Provider 2 W
EB6FADIBTE2A 6B5DFSD2DF28
PVD-99466341-F53F- ORG-B4EE2110-4385:

testing123 xeexz test112 4DOF-9981 4E07-86C0- HCL Provider AN |
EB6FADIBTE2A 3EBAB18EQ75D
PVD-99466341-F53F ORG-1D20CFA3-D232-

sdf sdf sdf 4DOF-9981- 44BA-8D5D- HCL Provider 2 W
EB6FADIBTE2A 8200534BD0D4
PVD-99466341-F53F- ORG-6E785818-8101-

LDAP2 AD Users Login LDAP2 AD Users Login LDAP2ADUSer..  4DOF-9981- 40AC-A2A6- HCL Provider 2 1

EB6F4DIB1E2A 869C40CD6108

Figure 113 — View Organization

Refer to the table below to understand the fields mentioned in the above figure:

Table 20 — View Organization

Field Description

Name Name of the organization (Business units/ divisions in organizations)
Description Displays the details and the work of the organization

Code Code of the organization (Business units/ divisions in organizations)

Object ID It is a unique ID generated by HCL BigFix CLM for the organization

Provider Object ID It is a unique ID generated by HCL BigFix CLM for the Provider

Created By Name of the person who has created the organization

Created On The date on which it has been created

Action Provider user to take actions like Edit and View against the listed organizations

The Action column comprises of following action:

e  Edit ( 174 ): To modify the details of an existing organization.

1. Inthe Manage Organization pane (below), click Edit ().
3.9.7 Edit Organization

To modify/ edit an organization’s information. The provider needs to follow the following steps:

V74

Name 7 Description A Code 7 Provider Entity Id 7 Object id kv Created By 77 Action
PVD-99466341-F53F- ORG-B68F11A3-E26B-

s as as 4DOF-9981- 4CB2-B6BO- HCL Provider £ W o
EBSF4DIBIEZA 6BSDF5D2DF28
PVD-99466341-F53F- ORG-B4EE2110-43B5-

testing123 XCCKZ test112 4DOF-9981- 4E07-B6CO- HCL Provider 2 1
EBGF4DIBIE2A 3EBAB18E975D
PVD-99466341-F53F- ORG-1D20CFA3-D232-

sdf sdf sdf 4DOF-9981- 44BA-8DSD- HCL Provider A |
EBEF4DIBIEZA 82005348D0D4
PVD-99466341-F53F- ORG-6E7B5818-B101-

LDAP2 AD Users Login LDAP2 AD Users Login LDAPZADUSer. 4DOF-9981- ADAC-A2A6- HCL Provider AR
EB6F4DIBIEZA 869C40CD61DB
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Figure 114 — Edit organization Details

Organization: s X

UPDATE ORGANIZATION DOMAIN

R R Name * Code *
Basic Information » -
Please provide the details to create a new
2. Thefollg  °f9anization. Description * Gurrency *
as Indian Rupee (INR) >
Preferred Language *
English (US) g+
. Authentication Type *
Authentication Form Based b v-

Please select the authentication type for this
provider. Supported Types: LDAP, SAML, and Form-
Based.

LDAP: Lightweight Directory Access Protocol
Authentication involves querying a directory service
such as Active Directory (AD) or OpenLDAP, which

Figure 115 — Edit Organization Details

Organization: s X

orm-based ication is a by web
icatis i ia HTML forms. Here the credential:
‘will be stored in HCL BigFix Cloud Lifecycle Management Db.

Others Optional Information-1 Optional Information-2

Please enter the additional information which will be required for request
approval, reject, refer back.

Request Prefix (@) Reject Applicable For
SRREQ Portal Request s
Agproval Applicable For Referback Applicable For
Portal Request v Portal Request v
User Cancelled Applicable For Grace Period (In Days) @
Portal Request v 0
Delegation Erabled* Treshold @
Both(In Action Menu and Above My Objects grid) ~ 10
CoufRpation (" omarrappucasie ) (" ssoenasie ) ( quesTionAiRE enaaLeD ) (T ACTION SCHEDULING ENABLED )
= (" copv REQUEST ENABLED ) (" IT VERIFICATION ENABLED ) (| MULTHHYPERVISER ENABLED )

3. Modify tl CANCEL  UPDATE
4. Click Cancel

5. A success message appears.

Figure 116 — Edit Organization Details

Organization: s @ Organization has been updated successfully.

Figure 117 — Success Confirmation Message
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3.9.8 Delete Organization

Confirmation

Are you sure you want to delete this record?

1. 1
CANCEL 0K
Figure 118 — View Organization
Home > Administration > Organizations
© Organization has been
2. Asucces:
Figure 119 — Success Message
3.9.9 Manage Domain Organizational Unit (OU)

This module empowers HCL BigFix CLM Provider users with the capability to Manage Domain Organizational Unit. An
organizational unit (OU) is like a container within a Microsoft Active Directory domain which can accommodate Users and
Groups. It is the smallest unit to which an administrator can assign Group Policy settings or account permissions. An
Organizational Unit can have multiple OUs within it, but all attributes within the containing OU must be unique. HCL BigFix

1. e side m nu bar, click Organization and then click Domain tab. Un he Action Iu n select the pption.
(?Cl\ﬁ provi es users to rea{e ang \?IEW %rga |onad|eUn|ts ass |a Wlth aoé’ma n.
Manage Domain Organizational Unit (OU).

Organization: testing123

UPDATE ORGANIZATION  DOMAIN

Add New Domain

Domain Name 7 Display Name T ONSIP T Active Directory URL 7 Actions

LDAR /W demmo.com 2 W i

windowq windowq
Configure Groups:

Rowsperpage 10 AD Cokuma bapping

Manage Domain Organizational Unit(OU)

2. The Man

Figure 120 — Manage Domain Organizational Unit (OU)
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Manage Domain Organizational Unit(OU): testing123

Add new organizational unit (OU) -]

Basic Information Ol Name * 0OU Path *

Please enter O Name and QU Path. This is mapped with organization
during domain mapping.

Description

canceL “

0OU Name ¥ Description % OUPath ¥ Action

No records found.

Figure 121 — Manage Domain Organizational Unit (OU)

o View OU

3. It has following sections,

e Create OU.

3.9.9.1.1 View OU

The Manage Domain Organizational Unit (OU) screen lists the existing Organizational Units (OU) created by Provider User.

Add new organizational unit (OU)

OU Name %7 Description Y OUPath T Action

test1234 decription test AR
Rowsperpage 10 1-1of1 H 1 v

Figure 122 — Manage Domain Organizational Unit (OU)

The action column comprises of the following actions:
e Edit (£ ): To modify the details of existing OU.

1. From the list of OU, click F2t ( __) corresponding tg the gne you want to update.
e Delete (IEIS delete existing OU’

3.9.9.1.2 Edit Organizational Unit (OU)

To modify/ edit an Existing OU, the Provider needs to follow the following steps:

174
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Manage Domain Organizational Unit(QU): testing123

Add new organizational unit (OU) B

. . OUName* QU Path*
Basic Information test1234 test

Please enter OU Name and OU Path. This is mapped with organization
during domair 3
NG domain mapang Description

decription

CANCEL UPDATE

Figure 123 — Edit Domain Organizational Unit (OU)

2. Enter details like OU Name, Description and OU Path to update.
3. Click Update. (Click Cancel if no update is required).

4. ASucces: Manage Domain Organizational Unit(OU): testing123 © OUMapping updated successfully
Add new organizational unit (OU)
0U Name T Description ¥ OUPsh T Action
Test1234 decription test 2 m

Rowsperpage 10 ~  1-lofl 1

Figure 124 — Confirmation Message Organizational Unit (OU)

3'9'?.' 1F§om the list ORJﬂ,ecFlSk gerlgtae?Iﬁacgr'%?paolnylr?glgo(tgeuolm you want to delete.
2. Todéleteanexisting @, Provider needs to follow the below steps:

o

Confirmation

3. Click Cani
4. Click OK

Are you sure you want to delete this item?

Figure 125 — Confirmation Message Organizational Unit (OU)
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3.9.9.14 Create OU
To Create New OU Mapping,

Manage Domain Organizational Unit(OU): testing123

Add new organizational unit (QU) =

Basic Information OU Name * 0U Path*

1. Clickon¢ Please enter OU Name and OU Path. This is mapped with organization
during domain mapping.

Description

Figure 126 — Create Organizational Unit (OU)

Refer to the table below to understand the fields mentioned in the above figure:

Table 21 — Manage Domain OU

Field Description
Organization name of the organization (Business units/ divisions in organizations)
Domain Domains provide a way to organize the users of an organization and permit access according to
their roles.
OU Name Name of the Organizational Unit.
OU Path Path of the Organizational Unit.
Béscﬁ%‘tioﬁamza 1onanabeman short description of OU.
3. Enter OU Name, Description and OU Path.
4. Click Add.

5. A Success Message appears.

Itle%c (teloa‘rganizational Unit (OU)

1. On the main menu bar, click Configuration—> Con,yl:igher—g liej(}ur_cecllir

2. The Allocate Resource to Organization screen appears as below:

3.9.9.2 Resource Allocate to Organization
This section details the specifics of allocating resources to an organization such as vCenter Cluster, Network, Public cloud

subscription and Cisco Intersight.
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Home > Configuration > Compute » Resource Allocation

Platform* Provisioning Endpoint

Amazon Web Services v Al v “

MAPPED RESOURCES RESOURCE ALLOCATION

Figure 128 — Allocate Resource to Organization

Resource allocation to an organization is totally platform dependent.

The reset button is used to reset the selection made to allocate resources.

3. Select Organization and Platform to allocate resources and then click Go.

Home » Configuration » Compute > Resource Allocation

Platform * Provisioning Endpaint *

Compute on Demand-vCenter ~ wCenterEndpoint v &0
4, Allthe av

MAPPED RESOURCES ~ RESOURCE ALLOCATION

ResourceSyncing 2

SKIPANYWAY

Note: Allocated resources can not be modified *

Cluster ~
Cluster Total CPU (GHz) Total Memory (GE)
SB-Management-Cluster 165.60 1022.00
SB-Compute Cluster 44320

4089.72

Figure 129 — Allocate Resource to Organization (Cont.)

3'9'?.'27::‘1ck Resource ﬁ%ga!iao%.sou ree

To allocate new resource, Provider user needs to follow the below steps:

Already allocated resources remain unavailable for re-allocation to another organization on the same platform.

Platform * Provisioning Endpoint *
Compute on Demand-vCenter - ContentLibraryEndpoint -

MAPPED RESOURCES  RESOURCE ALLOCATION

ResourceSyncing )

SKIPANYWAY

Note: Allocated resources can not be modified *

Cluster ~

(] Cluster Total CPU (GHz) Total Memory (GB)
O 58-Management Ciuster 165.60 1022.00
[m} S8-Compute Cluster 44320

4089.72

Figure 130 — Allocate Resource to Organization (Cont.)
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MAPPED RESOURCES RESOURCE ALLOCATION

ResourceSyncing C SKIPANYWAY

Note: Allocated resources can not be modified.*

Cluster ~
2. Selectthi Cluster Total CPU (GHz) Total Memory (GB)

SB-Management Cluster 165.60 1022.00

O SB-Compute-Cluster 44320 408972

Figure 131 — Allocate Resource to Organization (Cont.)

All fields marked with asterisk (*) are mandatory.

3. Click Save.
4. A SUCCESS snaccama smmanne
- "~ Platform* Provisioning Endpaint * —
Compute on Demand-vCenter v ContentLibraryEndpoint o

MAPPED RESOURCES ~ RESOURCE ALLOCATION

ResourceSyncing O SKIPANYWAY

Figure 132 — Success Message

A new resource is allocated to an organization, and it appears in the tabular view.

3'9'?.'2&\ the AIIocate!aglle%gréI;')ane?gggcﬁﬁ‘es ﬂfﬂggt%d resource that the provider wants to delete, and click Delete
Toldelete allocated resources, the provider user needs to follow the following steps:

Home > Configuration > Compute > Resource Allocation

Platform * Prowisioning Endpoint

Amazon Web Services v Al v n

MAPPED RESOURCES RESOURCE ALLOCATION

ResourceSyncing O

SKIPANYWAY

Action
o]
2]

Resource Type: Platform Provisioning Endpoint
Provisioning EndPoint Amazon Web Services OldAWSCreds
Provisioning EndPoint Amazon Web Services AWSBillingAccount

Figure 133 — Delete Allocated Resource from Organization

If a resource is deleted from an organization, then it is available for allocation to another organization.
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Confirmation

Are you sure you want to delete this record?

2. Click OK, in response to the
CANCEL 0K

Figure 134 — Delete Allocated Resource from Organization (Cont.)

3.9.9.3 Organization Network Assignation
3. A success message appears.
This section details out how a Provider configures a network or interface for provisioning a VM on a respective platform,
that is used for assign to VM while provisioning in an organization.
The following screenshots appear with reference to vCenter.

The IP range can be assigned to a provider for a specific network and the provider can allocate IPs to organizations.

1. Onthe main menu bar, click Organization and then click Organization Network Assignation.

2. The Organization Network Assignation page appears as below:
Home > Configuration > Networks > Network Assignment

Platform* Provisioning Endpoint * Cluster *
Compute on Demand-vCenter v vCenterEndpoint v SB-Compute-Cluster v m

Figure 135 — Organization Network Assignation

Home > Configuration > Networks > Network Assignment

Platform * Provisioning Endpoint * Network Type *

3 Refertal Cisco Intersight v CiscoNew v Virtualization - Distributed Switch v

Figure 136 — Organization Network Assignation (Cont.)

Table 22 — Organization Network Assignation

Field Description
Organization name of the organization (Business units/ divisions in organizations)
Platform The name of the cloud service providers from the drop down
Provisioning Endpoint The cloud endpoints that have been created in HCL BigFix CLM
Cluster Select the cluster accordingly
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Field Description

Network Type It is the Network type applicable for Cisco Intersight, possible values could be Distributed
Switch or Distributed Network
4. Select Organization and Platform.
5. Select Provisioning Endpoint.
6. Select Cluster.
7. Click Go. Home > Configuration > Networks > Metwork Assignment
8. Allthe av

. Platform *
available Compute on Demand-vCenter

Provisioning Endpoint *

N vCenterEndpoint

Cluster *
v $B-Compute-Cluster

Network
Network Name T ElyD Avalable 1P T Assignip T Allocated IP Action
NTW-1CEBFDT7-8E61-415B-9288-
sbepg210-commycl i 1 5 0 @ B
A4F J -AFFord .
e nsgZ30 myc web-dmz e 10 0 0 c
NTW-6BDFEE7A 0667-49D6.9C00-
sboupg30t-matedge 30ADOB14B72C o o 0
Rowsperpage 10 v 1-3a(3 W < 1 .

SUBMIT

Figure 137 — Organization Network Assignation (Cont.)

All fields marked with asterisk (*) are mandatory.

9. Click Save.

Platform* Provisioning Endpoint * Cluster *

Compute on Demand-vCenter v vCenterEndpoint v $B-Compute-Cluster v (1]

Network

Network Name Entity ID Availale IP ¥ AssignIP W Allocated IP Action
NTW-1CEBFD77-BE61-4158-9288-

sbewpg210-commyc! e —— 4 6 0 @ W
NTW-44FDS6F6-730C-4FF6-BIED

uve-nsg230-myc-web-dmz AASIEOIIDED 0 0 ]
NTW-6BDFEB7A-0667-49D6-9C00- ~

sbopga0-matedge A — 10 0 ]

Rowsperpage 10 v 1-30f3 1

10. Refertot

SUBMIT

Figure 138 — Organization Network Assignation (Cont.)

Field

Description

Network name Name of network

Entityld Entityld of Network/Subnet
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Field Description

Available Ip No of available Ips assigned to provider through provider network enablement
Assigned Ip No Ips assigned to selected organization

Allocate Ip Allocated Ips to selected organization

Home > Configuration > Networks > Network Assignment

Platform * Provisioning Endpoint * Cluster *
Compute on Demand-vCenter v vCenterEndpoint - SB-Compute-Cluster ~ G0

11. A success mes

Figure 139 — Organization Network Assignation Confirmation (Cont.)

To delete the assigned IP(s), follow these steps:

[l

1. Click on Delete Assigned IP icon (  Junder the Action column.

Confirmation

Are you sure you wanl 1o delete the assigned ip(s)?

3. Click OK. The following success message bﬂg&bre%rgﬁo — Organization Network Assignation (Cont')

Home > Configuration > Networks » Network Assignment © Assined P(s) has been successtully

Platform * Provisioning Endpoint * Cluster *
‘Compute on Demand-vCenter v vCenterEndpoint v $B-Compute-Cluster v

4, To unassign’

5. The list of Assigned IPs is displayed as shown in the following image:

Figure 141 — Organization Network Assignation (Cont.)

]
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Network IP

letwork Name Entity ID
we-nsg230-myc-web-dmz  NTW-44FD56F6-730C-4FF6-B9ED-83053B293DED

0o w P Default Gateway ¥ Subnet Mask P lsUsed 7
0O oos 255.250.250.250 255.250.250.250 N
O 10002 256.250.250.250 255.250.250.250 N
0O 10003 256.250.250.250 256.250.260.250 N
Rowsperpage 10 v 1-30f3 4 1 N

CANCEL  UNASSIGN IP(S)

Figure 142 — Organization Network Assignation (Cont.)

6. Select the Ipaddress(es) to be unassigned.
7. Click on

Confirmation
Are you sure you want to Unassign this IP?

CANCEL 0K

8. Click Ok. A success message appears:
Figure 143 — Organization Network Assignation (Cont.)

Network IP

Netwark Name Entity ID

we-nsg230-myc-web-dmz  NTW-44FDS6F6-730C-4FF6-BIED-830538293DED @  IP Address has been Unassigned successfully.

0o e < Default Gateway &/ Subnet Mask Y IsUsed 7
O 1oo2 255.250250.250 255.250.250.250 N

Rowsperpage 10 v 1-lof1 1 "

1. Onthe Network pane, select IP addresses that provider wants to delete, and click Delete ( ).

Figure 144 — Organization Network Assignation (Cont.)

3.9.9.3.1 Delete Assign Network

To un-assign IP addresses, provider user needs to follow the following steps:
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Network

Network Name T Entiyld 7 Aveable P T AssignlP 7 Alocated P Action
NTW-ACEBFDTT-6E614158.9288-

sbcapgZ1commyel COEGBEFEGA06 o 0 0 @
NTW-44FDS6F6-T30C-4FF6-BIED- i

uve-nsg230-myc-web-dmz 3053090 9 1 0 @
NTW-6BDFEB7A-0667-4906-9000-

socapgsli-mgtedge IDADOBIABT2C o 0 v @

Figure 145 — Delete Assigned Network from Organization

Home » Configuration > Networks > Network Assignment .
(@ Assigned P(s) has been deleted successfully.

2. The follor

Platform* Provisioning Endpoint * Cluster =
Compute on Demand-vCenter v vCenterEndpoint v, SB-Compute-Cluster v m

Figure 146 — Confirmation Message

3. On the Network pane, select IP addresses that provider wants to delete, and click Unassigned IP. All the available

IPs get listed down in a tabular view.

Network IP X

etwork Name Entity 1D
ve-nsg230-myc-web-dmz  NTW-44FD56F6-730C-4FF6-BIED-830538293DED

O w ¥ Default Gateway 7 Subnet Mask ¥ IsUsed i
O 1001 255250250250 255.250250.250 N
D 10002 255.250.250.250 255.250.250.250 N
O 10003 255250250250 255.250.250.250 N
Rowsperpage 10 1-30f3 " 1 »
4. Select IP|
5. Click Una.. CANCEL  UNASSIGN IP(S)

6. A success message box appears.

Figure 147 — Delete Assign Network from Organization
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Network IP

Network Name Entity I

0
uvc-nsg230-myc-web-dmz  NTW-44FD56F6-730C-4FF6-B9ED-83053B2930DED

O w Y Default Gateway

O o0z

@ IP Address has been Unassigned successfully.

255.250.250.250

Figure 148 — Delete Network Confirmation Message

3.9.10 WorkFlow Management

This section explains the steps to create or manage custom images of public cloud (AWS and ARM) and Cisco Intersight

to deploy laaS and PaaS resources. Custom templates can be AWS CloudFormation Templates or ARM Templates or

marketplace images that are created by technical leads/architects. For Private Cloud, providers can create a custom

Template to provision various objects.

3.9.10.1.1 Manage Template

1. Onthe main menu bar, click Workflow Management and then go to Manage Cloud Templates.

2. Ascreen appears where the provider sees the following panes.
KA fate

anage Temp

e Create Template

3.9.10.1.2 Add Template

To create a custom image template, Provider needs

1. %natrt]gerfﬁlrg%e Cloud Template screen, click Create Template.

e lmages.
2. The Add Template pane appears as below.

Add Template

Basic Information

Please provide basic details o define Public and Private cloud
templates. These will be used at the time of catalog creation.

Configuration Guide — Provider Guide Part 1

Platform *
Compute on Demand-vCenter

Template Type *
Content Library Template

Content Library Name*
08 Name

~Select-

User Name* @

Description

ARM template or cloud formation

Provisioning Endpoint *
vCenterEndpoint

— Template Name* (D

08 Profile*

08 Version (D)
~Select-

Password * @

Figure 149 — Add Cloud Templates

e or AWS/Azure
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Table 23 — Cloud Templates

Field Description
Provisioning Endpoint The Cloud Endpoints that have been created in HCL BigFix CLM
Platform Name of the cloud service providers

OS Name, yhe table below to understand the fieldsName of 0S ,(Opera}i“,g system)

OS Version Version of OS (Operating system)

Template Type Type of the template (Provisioning or other)
Template Name Name of the template

Content Library Name Name of the Content Library

Password Local admin account/ machine password is required
Description Describe the templates or images

Username Local admin account/ machine username is required

Fields in the screen vary as per the selected platform.

Select the Platform.

Select the Provisioning Endpoint.

Select OS name and OS Version, if applicable.
Select the Region.

Enter Image/ Template URL and Image.

L N oo A

Enter Description.
10. Click Add.

11. A Success Message appears.

Home » Configuration > Templates > Cloud
@ Template has been saved successfully.

MANAGE TEMPLATE IMPORT TEMPLATE

Platform
Amazon Web Services v

Provisioning Endpoint T Region ¥ Image/Template Name T AMID § ImageType 7 OSVesion 7

Windows Server
AWS us-east-1 aAalestNavinAWS Nane 2019 Datacenter
Standard

12. Click Edit () against the template that Reggds o h&editeddd Cloud Templates Confirmation Message

All fields marked with asterisk (*) are mandatory.

3.9.10.1.3 Edit Image Template
174
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Pzt

( Compute on Demand-vCenter v
® Active Inactive
Provisioning Endpoint 7 Region 7 Template Name ¥ Isimported  0S Version T Actions
vCenterEndpoint Region ARSI SN ﬁ 20
. Windows Server 2019 -
vCenterEndpoint jion clientvm
B 2 “ Datacenter Standard ©za
Windows Server 2016
vCenterEn in n | ing Tem
vCenterEndpoint Regio Delete Testing Template Datacenter Edftion [ oA
vCenterEndpoint Region ITSMTesicatalog [ o3|
SCALTest125 RegionPBI21660 micld-meg-cod3 Cent0S73 [ o JFAN:|
) Windows Server 2016
SCALTest125 RegionPBI21660 mcld-img-w-2k19 e [ o JFAN:|

Figure 151 — Manage Cloud Templates

Update Template

13. Modify tl Platform Provisioning Endpoint

Basic Information Compute on Demand-vCenter - vCenterEndpoint v

Please provide basic detals to define Public and Private cloud
templates. These will be used at the time of catalog creation.

Template Type * Template Name* (D

Content Library Template - test123

Content Library Name* 05 Profile*

test123 test123

0SName @ 05 Version @

Windows v ~Select- v
User Name* @

testing

Description
decription

CANCEL

UPDATE

14. Refer to the table below to understand the fields mentioned in the above figure:

Figure 152 — Edit Cloud Template

Table 24 — Edit Cloud Template

Field Description

Provisioning Endpoint The Cloud Endpoints that have been created in HCL BigFix CLM
Platform Name of the cloud service providers

0OS Name Name of OS (Operating system)

OS Version Version of OS (Operating system)

Template Type Type of the template (Provisioning or other)
Template Name Name of the template

Content Library Name Name of the Content Library

Password Local admin account/ machine password is required
Description Describe the templates or images

Username Local admin account/ machine username is required

- All fields marked with asterisk (*) are mandatory.
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- Fields in the screen vary as per the selected platform.

Provisioning Endpoint ¥ Region §7  Temolate Name Y Isimported 0 Version W Actions

@ Template(s) has been imported successfully.
vCenterEndpoint Region c e o Oz 0
vCenterEndpoint fegion Gientvm R ATy Oz

Datacenter Standard

Windows Server 2016

15. When promy

16. A success message appears.

Figure 153 — Edit Cloud Template (Cont.)

3.9.10.14 Delete Cloud Templates

To delete cloud templates, Provider needs to follow the below steps:

Platform
Compute on Demand-vCenter v
1. Onthe® =™
® ictive © inactive
Provisioning Endpoint % Region 7 Template Name % Isimported  0S Version 7 hctions
vCenterEndpoint Region PSR+ W N [= o i E
o o Windows Server 2019
vCenterEndpoint Region clientvm S s () Z W

Figure 154 — Delete Cloud Template

Deletion of cloud template that is mapped to a catalog is not possible at Provider’s level.
2. When prompted to confirm, click OK.

Confirmation

Are you sure you want to delete this Template?

CANCEL oK

Figure 155 — Delete Cloud Template (Cont.)

Home > Configuration > Templates > Cloud
© Template has been deleted successfully.

MANAGE TEMPLATE IMPORT TEMPLATE

Flatform
Compute on Demand-vCenter w

Figure 156 — Delete Cloud Template (Cont.)
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3.9.10.1.5 Change Status of Template

O

Confirmation

Are you sure to change the Status?

1. Click Cha

CANCEL 0K

2. Apopup

Figure 157 — Change Status of Template (Cont.)

3. Click OK to save the changes.
4. Click Cancel to discard the changes.
3.9.50.2 success mimaje bbIappeplat e user selects OK.

This section explains the steps to manage templates of private cloud (VMware and SCVMM) by following the following

steps:

1. On the main menu bar, click Workflow Management and then click Manage Template.
2. The following options will appear:

e Import Templates

e Edit Templates

3.9.10.2.1 Import Templates

1. Onthe Template screen, click Import Templates. - ) .
To fetch templates from the Data Centre to HCL BigFix CLM, the provider needs to follow the following steps:
2. The Import Templates pane appears as below.

Home » Configuration > Templates > Cloud

MANAGE TEMPLATE  IMPORT TEMPLATE

Flatiorm
Compute on Demand-vCenter -

O Provisioning Endpaint T Template Name ¥ 0sProfie 05 Version * Deployment Path Description user Nome Password
] SCALTest125 meldimg w2422 ~Select— v 2
O scamesnas mychcentos 5 —Select- 2
O scaens L ~Select- »
(m] SCALTest128 mychel7.5 ~Salect- - y-
m] SCALTest125 myclwin2i12 Selec- 2
3. SelectPl: O SCALTest125 myclwinZk16 ~Select— - £
[m] scaTesn2s tesmicvI ~Select- - r3

Rowsperpage 10 v 1-70f7 1

Figure 158 — Import Templates
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Home > Configuration > Templates > Cloud

MANAGE TEMPLATE IMPORT TEMPLATE

Platform
Compute on Demand-vCenter v
4. The avail
credentiz D Provisioning Endpoint % TemplateName 7  0SProfile 08 Version * Deployment Path Description User Name Password
|:| SCALTest125 meld-img-w-2k22 ~Select- V- P
[0 scAmesnzs mycl-centos? 5 -~Select- v P
MyClonedVM_mycl-

[0  scAmesnizs win2k16, 5054 ~Select- v P
O  scameszs myckrhel7 5 ~Select- v P

Figure 159 — Import Template (Cont.)

Single Template or multiple Templates are fetched, which is based on Provider’s discretion.

5. Click Import on the template screen.

< moccags annaarc
6. Asuccess Compute on Demand-vCenter V-

Template(s) has been imported successfull
[  ProvisioningEndpoint 7 TemplateName ¥ © @ plate(s) & & Description User Name Password

[0 scawTestas myckcentos7.5 ~Select- v £

Figure 160 — Import Template (Cont.)

3.9.10.3 Approval Groups
Approval group is a set of users that a Provider configures to act on tasks related to workflow approval at the approval
level.
On the main menu bar, click Administration—> Approvals=>Approval Group.
The following options are available:
e  Add Group
e Group Details

1. Select Organization.

2. Enter the Group Name and Group Description.

3.9.10‘?_11 associatede%iag@@;awar in the Static Groups form.

To add approval groups in an organization, Provider needs to follow the below steps:
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Add Group

Basic Information HCLOrganization Group Name*

Please provide the basic information for creation of
approval group.
Group Description

Approval Groups *
Approval Groups —Select- v

Please select the appropriate approval group, There

are three types of available approval groups which
can be selected basis the reguirement.

CANCEL

ADD

Figure 161 — Add Approval Group

Table 25 — Approval Group
—d_Refertothe table below to underctand the fields mentioned in the aboye figure:

Field Description

Organization Name of the organization (Business units/ divisions in organizations)

Group Name Name the group

Group Description Details regarding the group (audience type, usage, exceptions and many more)
Approval Groups HCL BigFix CLM has default System RBAC groups. user mapped with RBAC group gets

automatically mapped with Approval group
e  AD users are mapped with Approval group

e In case of dynamic decision (based on request), this type of group gets mapped with
Select a Static Group from where the provider should be able to add the approver.

Enter User and click Search to scale dowﬂ%rng{rQL g:rr%lf!grticular user.

Enter the Dynamic Group that allows Provider to search the users based on predefined DB script.

© Nl own

Click Add.
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Add Group

. . Organization® Group Name*
Basic Information HCLOrganization test1

Please provide the basic information for creation of

approval group. Group Description

test123
Approval Groups * Dynamic Groups *@ ———————————————————
Approval Groups Dynamic Groups v r Dynamic Group RBAC .
Please select the appropriate approval group, There
are three types of available approval groups which
«can be selected basis the requirement.
CANCEL ADD

Figure 162 — Add Approval Group (Cont.)

It is necessary to add at least a static group or User to the approval Group. All fields marked with asterisk (*) are
mandatory.

9. A success message box anpears.
Home > Administration » Approvals > Approval Groups

(2 Approval Group has been inserted successfully.

+ GROUP
Group Name v Group Description v Actions

test1 1est123

2 m

10. The approval group is created and appears in the Iisﬁéiﬁpéq%@rguﬂsdd Approval Group (Cont.)

3.9.10.3.2 Group Details

This section lists out all the Approval groups that have been created by Provider User.

Home > Administration > Approvals > Approval Groups

Group Name 7 Group Description v Actions

test] test123 2 W
IT Admin IT Admin 2 W
Business Approver Business Appraver Z W

Figure 164 — View Approval Group
It also comprises of the following actions:
o Edit( 174 ): To modify the details of existing groups.

e Delete (]il): To delete the groups.
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3.9.10.3.3 Edit Approval Group

To Edit/ Modify the approval group of an organization, Provider user needs to follow the below steps:

V4

Edit Group

Organization™ Group Name*

Basic Information HCLOrganization test

1. OntheA Please provide the basic information for creation of

i approval group. Group Description
2. Modify tf

test123

Approval Groups * Dynamic Groups * @
Approval Groups Dynamic Groups v Dynamic Group RBAC v
Please select the appropriate approval group,
There are three types of available approval groups
which can be selected basis the requirement.

CANCEL UPDATE|

Figure 165 — Edit Approval Group (Cont.)

All fields marked with asterisk (*) are mandatory.

3. Asuccess message appears.

Home > Administration > Approvals > Approval Groups

@ Approval Group has been updated successfully.

Group Name v Group Description v Actions

testl 1est123 A |

Figure 166 — Edit Approval Group (Cont.)

1. On the Existing Group pane, click Delete ().
3.9.10.3.4 Delete Approval Group

To delete an approval group, Provider needs to follow the below steps:

[l

Home > Administration > Approvals » Approval Groups

Group Name % Group Description b4 @

testl test123 Z W

IT Admin IT Admin Z W

Figure 167 — Delete Approval Group
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Deletion of an Approval Group that is mapped to a template is not possible at the Provider’ s level.

Confirmation

Are you sure you want to delete this record?

CANCEL

Figure 168 — Delete Approval Group (Cont.)

Home » Administration > Approvals > Approval Groups

3. A succe: (» Approval Group has been deleted successfully.
Group Name A Group Description 7 Actions
IT Admin IT Admin 2 W
Business Approver Business Approver £ W

Figure 169 — Delete Approval Group (Cont.)

3.9.10.4 Approval Workflow

This module of HCL BigFix CLM defines the policies that are applied on approval workflows, stages of each workflow, and

approver of each stage like Business, Finance, IT, and mail template.

Provider user creates an approval workflow template for each activity like placing a request for laaS/Paa$S services,
L BRI B A N R I R U A RS A PB oY b U kERY MAge8THETs, those are further used in process workflow

2. This section has the following options:
section.

e Add Template
1. Onthe N@naggﬁ&quéw\tﬁmfg screen, click Add Template.

3.9.10.4.1 Add Template

To create workflow template for an organization, Provider user needs to follow the below steps:
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Create Template

[ — oo i N
R
—

‘TemplaeName: Mancaey fed 10 s th rame of e temlte

Stages
Agproet Tpe Apgroe Grvzn® Agsrovd ot e
T e " [ St~ @ry OM Oy =]
e M Terpue View 0CToBequenter cComn
- P VIEW EMAIL TEMPLATE
’ LA
Percng sssrcvs Seiect EW EMAI TEMPLATE )
View e Tee
soprved Select VEW EMAL TEMPLATE
Reteach powes VIEW DAL TEMPLATE o
" Seect ViEW DA TEMPLATE o

VIEW EMAIL TEMPLATE o

Use Concees Select

Figure 170 — Manage Template

2. The Approval Terriplate pane is further divided into the following sub-sections:
e Select Qrganization.

3. Manage Approval ﬁlor ogq‘emﬁate: Itis used to create the template.
e  Enter Template Name.

Create Template

Organization*

Basic Information: Please provide details to create HCLOrganization Template Name*

the template.

Organization: Non-editable field which pre-
populates the organization name under which the
template needs to be created.

Template Name: Mandatory field to input the name
of the template.

4. Approval Stage: It defines the approval stage for created template.

Figure 171 — Manage Approval Workflow Template

e  Enter Stage Name.
e Select Approval Type and Approval Group.
e Select Approval method.
Approval again is categorized into three categories:
o ANY, where any member of an approval group approves the selected stage.
o ALL, where all members of an approval group need to approve the selected stage.

o MAIORITY, where more than 50% of members of approval group need to approve the selected stage.

5. Mail Template: It specifies the details for sending mail related to the created temnplate.
Stages

# Approval Type * Approval Groups * Approval Method )
Stage Name * ~Select-- v ~Select- v =+
@ Any O All O Majority

Figure 172 — Approval Stages
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e Select a Mail Template for each event.

e Click View Email Template... link to view the Mail Template.

e Select the users from the dropdown (CC to requester) to add in CC.

e Select to whom a user wants to send a mail (CC group) whenever a particular event occurs.

e To add stage to a template, click Add Stage button.

The provider adds multiple stages to a template by using the Add Stage button. All fields marked with asterisk (*) are

mandatory.
Event Mail Tempate View CC To Requester CC Group
Submit Select . VIEW EMAIL TEMPLATE Select "
Pending Approval Select . VIEW EMAIL TEMPLATE ] Select .
Approved Select . VIEW EMAIL TEMPLATE Select -
e, Select . VIEW EMAIL TEMPLATE OJ Select .
Rejected Select . VIEW EMAIL TEMPLATE j Select -
e et . VIEW EMAIL TEMPLATE OJ Select .
Figure 173 — Mail Template
6. Click Add.

7. Asuccess message box appears.

Home > Configuration > Templates > Approval Workflow
© Template has been created successfully.

+ TEMPLATE

All dates are in mm/dd/yyyy format ® sctive Inactive

Template % LastUpdated On ¥ Actions
||?s|23[\i2rsmrﬂ] 06/22/2025 [ o2 0D e m
8. The new |2fVelsmn|] 05/13/2025 ©:znenw
Figure 174 — Success Message
3.9.10.4.2 View Template

This section lists out all the workflow templates that have been created by Provider user.
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All dates are in mm/dd/yyyy format 0 Active Inactive

Template @ LastUpdated On T Actions

test23(Version 1) 06/22/2025 ©Ozsz00 0
2(Version 1) 05/13/2025 ©: Dew
@(Version 1) 05/13/2025 ()z 0Dew
Firewall All Approval Except Destination(Version 1) 04/30/2025 ©:z Dew
Firewall All Approval Except Source(Version 1) 04/30/2025 o 2 0®

Figure 175 — View Template
It also comprises of the following actions:

e Change Status (()): Change the status of existing template
e Edit (ﬁ ): Modify the details of existing template
]
e Delete(  ): Delete the template
D
e Copy Template ( “ ): Copy the template

e New Version (@ ): New Version of existing template

3.9.10.4.3 Edit Template

To edit/ modify workflow template, Provider user needs to follow the steps below:

1. Onthe Manage Approval Workflow screen, click View Template.

2. Click Edit( ) against & emplate to be edited. The pre-populated details are displayed in Add Template tab.
3. Modify the details as desired and click Update. Click Cancel to discard all changes.

UpdateTemplate

¥ HCLOrganization 188123

which the template needs to be created.
‘Template Name: Mandatory field to input the name of the template

Stages
- Stage Name * Approval Type * Approval Groups * Appeoval Method
tyw FINANCE v BA = Sk OOy ‘i‘ P ‘
Event Mail Tempate View CCTo Requester € Group.
i AIL TEMPLATI
Submit Approval_HCL Tech -New Request v B e Select v
Pending Approval Select . VIEWEMAILTEMPLATE a = ]
Approved Select ., VIEWEMAILTEMPLATE —
ReferBack Select VIEW EMAIL TEMPLATE g S i

CANCEL  SUBMI!

Figure 176 — Edit Manage Template (Cont.)

All fields marked with asterisk (*) are mandatory.
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Home > Configuration > Templates > Approval Workflow
© Template has been updated successfully,

AN dates are in mm/dyyy format

Template ¥ LastUpdated On ¥ Actions.

test23{Version 1) 06/22/2025 ©O:s oo

4. A success message box appears.

Figure 177 — Confirmation Message

3.9.10.4.4 Delete Template

To delete a template, Provider user needs to follow the below steps:

I
Home > Configuration > Templates > Approval Workflow
1. OntheV
+ TEMPLATE
Al dates are in mm/dd/yyyy format @ Active Inactive
Template ¥ LastUpdated On T Actions m
test23(Version 1) 06/22/2025 O £ 0 @ m
2(Version 1) 05/13/2025 O:s 0o

Figure 178 — Approval Workflow Delete Template

2. When prompted to confirm, click OK.

Confirmation
Are you sure you want to delete this item?

CANCEL 0K

Figure 179 — Delete Template (Cont.)

Home > Configuration > Templates > Approval Workflow

@ Template has been deleted successfully.

1. Onthe main menu bar, click Workflow Management and then click Manage Approval Rules Configuration.
Figure 180 — Delete Template (Cont.)

3.9.10.5 Rules Configuration
Provider users can configure rules for Dynamic and Workflow approvals. In case we have multiple approvals in place and

based on certain scenarios, Provider user can create rules and apply them using this template.
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e View Rule

e AddRule

Home > Administration > Approvals > Rules

+RULE
2. This secti
Rule Name ¥ Rule Description ¥ Actions
Firewall Dynamic Approval Rule Firewall Dynamic Approval Rule ¢ 2 W
DynamicApprover Approval on the basis of AD group and In...Show More ¢ 2 0
Test sdsd 2 2 0
DynamicApprovRule DynamicApprovRule ¢ 2 0

Figure 181 — Rules Configuration

In HCL BigFix CLM, Provider User can create Dynamic as well as Static Approval through Approval Workflow screens.

3.9.10.5.1 Add Rule

Provider User can create Rules to manage the Approval Workflow cycle in HCL BigFix CLM.

Add Rule X
. . Organization*
Basic Information HCLOrganization Name*

Please provide the basic information to create a new
approval rule.

Description*

1. Select Orga

2. Enter Rule Name, Rule Description.

3. Click Add.
Figure 182 — Add Rule

Home > Administration > Approvals > Rules

© Rule has been saved successfully.

Figure 183 — Add Rule (Cont.)

3.9.10.5.2 View Rule

Provider User can View the Rule details in this screen.
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Rule Name 7 Rule Description ird Actions

test12 test ? 2 0
Firewall Dynamic Approval Rule Firewall Dynamic Approval Rule ¥ 2 0O
DynamicApprover Approval on the basis of AD group and In...Show More ? 2 WO
Test sdsd ¥ 2 m
DynamicAppravRule DynamicApprovRule ? 2 W0
dummy1 dummy1 ¥ 2 W
Rowsperpage 10 ~- 1-60f6 [l 1 Ll

Figure 184 — Rule Detail
Provider User can Manage the configured Rules through following actions.

o  Edit ( 174 ): Edit/ modify existing rule details in an organization.

e Delete (lil): Delete existing rule details in an organization.

e  Filter Rule (?): Configure existing rule details in an organization.

3.9.10.5.3 Edit Rule

Through Edit Action ( V74 ), Provider User can edit/ modify the existing rules.
V4

1. Click Edit Action ().

2. The provider user will be redirected to Add Rule screen as shown in below figure.

Update Rule

. . Organization* Name*
Basic Information HCLOrganization test12
Please provide the basic information to create a
new approval rule. Description*

test

3. Make chang
4. Click Update.

5. A Success Message appears as below:

Figure 185 — Edit Rule Detail

Home » Administration > Approvals > Rules

© Rule has been updated successfully.

Figure 186 — Edit Rule Detail (Cont.)
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3.9.10.5.4

Delete Rule

Confirmation

Are you sure you want to delete this item?

0K

Figure 187 — Delete Rule Detail (Cont.)

Home > Administration > Approvals > Rules

@ Rule has been deleted successfully.

Figure 188 — Delete Rule Detail (Cont.)

1.
2.
3. Click OK
3.9.10.5.5 Filter Rule

1. To add any rule condition within a rule, Provider user needs to click Filter Action (

are listed.

Filter Rule: Firewall Dynamic Approval Rule

IF Condition
Key Name *
#1 hdnApprovalTempla...
Clause *
#2 pse
Clause *
#3 Ese

Operator *

EQUAL

Key Name *

hdnApprovalTempla...

Key Name *

hdnApprovalTempla...

Note: Key must be present in Ui, Else should be the last rule condition.

2. Enter Ke
3. Select Of
4. Click Sub

Value *
3

Qperator *
EQUAL

Operator *
EQUAL

) against a specific rule that ?

Approval Template
Firewall All Appr...

Value *

Value *
3

Approval Template —
Firewall All Appr...  ~- W

Approval Template S
Firewall All Appr...  ~- ]

CANCEL

Figure 189 — Filter Rule Configuration
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Home » Administration > Approvals > Rules

© Record saved successfully.

5. ASuccess Mes Figure 190 — Filter Rule Configuration

3.9.10.6 Email Template

This section explains how provider user adds Email Template for sending notifications on different events triggered at the

time of the request. By default, when a new organization is created, default Email Templates are created that gets

modified by a user at any point of time.

e Add Email Template
1. Select En?ail unlé@p?il'n-g%@%IQSﬁfiguration. It shows the following options:

3.9.10.6.1 Add Email Template

To add email template, Provider user needs to follow the below steps:

Create Email Template

BASIC INFORMATION

. . Template Name * Description *

Basic Information test123 test1234

Lorem ipsum text as a information for this section, a

information for this section. Sender Email ID * Qrganization *
test123@gmail.com HCLOrganization

Event Type *
Approved v

Figure 191 — Add Template
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Create Email Template

BASIC INFORMATION DESIGN TEMPLATES

Keyword
Use below keywords in your email Email Subject *
template using drag and drop.

[}
o
n

#APPDD® N Font ~ Formatting ~ Fontsize~ B I U A | = 3 & D 5 & B @
#FGEN (D *
#FIMD @ +
#NTYDCOM @ +
#ODET1 @ +
#0GEN1 @ +

#REJECT @ +

CANCEL

Figure 192 — Add Template

Refer to the table below to understand the fields mentioned in the above figure:

Table 26 — Add Template

Field Description

Template Name Name the email template

Description Describe the email template and its usage

Sender Email ID Mail id that triggers the email template

Organization Name of the organization (Business units/ divisions in organizations)
Eventl¥RE plate Name & DescriptidyP€ OF event that will trigger the mail

2. Enter Sender Email ID.

3. Select Event. The event is Pending Approval, Submit, Rejected etc.

4. All the keywords that are used in the body are listed on the left side. User selects the Subject and adds Additional
Text in body. Text Body gets formatted.

5. User needs to add Signature.

6. Click Add.

Email Signature *
7. Below sc(

Figure 193 — Add Template (Cont.)
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Create Email Template

BASIC INFORMATION  DESIGN TEMPLATES

Keyword
Email Subject *

#APPOD (D
Font ~ Formating~ Foatsze v B I U A |F T I = 4 K 4T I 9 O & 3 5

e ENTYDCOMUFGENSFIMDENTYDCOM
#FIMD @

NTYDCOM (D

YODET1 @

#OGENT ()

#REJECT @

SRESETPSW (@

#RTAS @

#sF0

#USRLOGIN (D)

#WEBURL (D

Email Signature *

Figure 194 — Add Template (Cont.)

8. A success maceaoca annaarc
Home > Configuration > Templates > Email
© Email template saved successfully

‘Template Name ¥ Template Description ¥ Subject ¥ EventType ivd
test12378 test testi256 Submit
test123 test1234 test Approved

9. User gets redirected to the Manage Email Template screen ﬁtgm;réeafgg of %aélctgglplm%ssage

3.9.10.6.2 Email Template
This section lists all the email templates that have been created by Provider User.

It also comprises of the following action:

o  Edit ( 174 ): To modify the details of existing email templates
1. Clickon Edit ( ) under Action.

3.9.10.6.3 Edit Email Template

To edit/ modify the existing Email Template, Provider User needs to follow the following steps:

V74
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= HCL BigFix Cloud Lifecycle Management

Home » Configuration > Templates > Email

Template Name

test12378

test123

21565Retest

Organization
HCLOrganization v !9 -9 >

+ EMAIL TEMPLATE

T Template Description 7 Subject 7 EventType
test test1256 Submit 2
test1234 test Approved 2 W
21565Retest 21565Retest Pending Approval 2 mw

Figure 196 — Edit Email Template

Update Email Template

2. User moc BASICINFORMATION  DESIGN TEMPLATES

Basic Information

Template Name * Description *
test12378 test

Lorem ipsum text as a information for this section, a
information for this section.

Sender Email ID * Qrganization *
test123@hel.com HCLOrganization
Event Type *

Submit v

Figure 197 — Edit Template (cont.)

Update Email Template

BASIC INFORMATION ~ DESIGN TEMPLATES

Keyword
Use beiow keywords n your emal templte Using trag and
aop.
#APPDD (D .
#FGEN @ .
#FIMD .
ANTYDCOM (@D .
#0DET1 @ .
#0GENT (D)
#REJECT (D) .
HRESETPSW (D) .
#has @ .
#S5FD @ .
#USRLOGIN (©)
FWEBURL (D .

Emall Susject *
test1256

Font »  Formatting ~ Fontsize~ B 7 W A

oo @ s B«

#FIMDSAPPDDRFIMD#ODET1

Email Signature *
test

CANCEL ~ UPDATE

Figure 198 — Edit Template (cont.)
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@ Email template updated successfully

3. Click Update.

4. Asuccessmes__ Figure 199 — Confirmation Message

3.9.10.7 Forms

For detailed information on Forms, please refer to Section 3.1 of the HCL BigFix Developer Guide.

3.9.10.8 Work Flows
This section details the steps to Work Flows, a part of HCL BigFix CLM orchestrator, and works in the backend to execute
a service. Templates do use scripting tools to create individual server build that becomes the standard for HCL BigFix CLM

application. These templates exist in the layer between Infrastructure as a Service (laaS) and Platform as a Service (PaaS).

For detailed information on Work Flows, please refer to Section 5 of HCL BigFix Developer Guide.

3.9.10.9 Manage Catalog
This section details out the process of managing a catalog.
It has the following sections:
e Create Catalog

e View Catalog

3.9.10.8nlthe Managé €5taibg ferekn) Blitk Add Catalog.

To create a catalog, Provider user needs to follow below steps:

Add Catalog

Platiorm Provisioning Endpoint *
Amazon Web Services o ~Select- v

Basic Information

Please enter the information to create a catalog.
Template * Regions *
—Select- v —Select- v
Catalog Name* Catalog Description*

2. Select Plz

Figure 200 - Create Catalog
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Click Cancel to discard changes and all the fields marked with asterisk (*) are mandatory.

Select Region.
Enter Catalog Name and Catalog Description.

To activate new Catalog in a selected platform, select Active.

L

Home » Publish > Catalogs
Toadda © Catalog has been saved successfully.

Platform *
Amazon Web Services v

8. A success me:

Figure 201 - Create Catalog Confirmation Message

All fields marked with asterisk (*) are mandatory.

IS e SaRMTE U S S L S o RS T e S g

3.9.10.9.2 View Catalog

This section lists all the catalogs that have been created by Provider users.

w ACTIVE Inacuve
Status Catalog Name W Description % Provisioning Endpoint Y Associated Template Y Created By & Action
> e lest2345 8 WS ahatestNavinAWS HCL Provider ©:

Figure 202 - View Catalog

It also comprises of the following actions:
e  Edit ( 174 ): To modify the details of existing Catalog.
e Delete (]i[ ): To delete the Catalog.

1. On the Catalog screen, the available catalogs are listed in a tabular view.
3.9.20 Glick Edit corregponding to aspecific catalog ().

3. ify the details s desired and click Update. - ,
‘%"‘i—fﬁn R/TS&“.F& an information of an existing catalog, Provider user needs to follow the below steps:

74
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Update Catalog

Platform = Provisioning Endpoint.
Basic Information Amazon Web Services v AWS . ~
Pleasa anter the information to create a catalog,

Template s Regions *

aAatestNavinAWS - US East (N. Virginia) -

Catalog Name* Catalog Description*

test12345 ass

CANCEL  UPDATE

Figure 203 - Edit Catalog (Cont.)

Home > Publish > Catalogs
4 A & Catalog has been updated successfully.
. succes:

Platform *
Amazon Web Services v

Figure 204 - Edit Catalog Confirmation Message

3.9.10.9.4 Delete Catalog

To delete a catalog from the platform, Provider user needs to follow the below steps:
1. Onthe Catalog pane, click Delete ( ).

® acive O inactive
Staws Catalog Name. 7 Description W Provisioning Endpoint W Assoclated Template ¥ Created By v
> e test12345 ass AWS ahstestNavinAWS Hel Provider [ ol R]
> @ TestawsTemplate TestAWSTemplate AWS AWS New Account HCL Provider () 2 W
> @ I i IT i AWS ITSMStatustrackingtest HCL Provider D £ W
2.
Figure 205 - Delete Catalog
Confirmation
Are you sure you want to delete this item?
3.

CANCEL 0K

Figure 206 - Delete Catalog (Cont.)
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Home > Publish > Catalogs
@ Catalog has been deleted successfully.

Platform *
Amazon Web Services hd

Figure 207 - Delete Catalog Confirmation Message

3.9.10.9.5 Change Status of Catalog
O

Confirmation
Are you sure to change the Status?

CANCEL 0K

Figure 208 — View Catalog (Cont.)

3. Click OK to save the changes.
4. Click Cancel to discard the changes.

5. Asuccess message box appears if the user selects OK.

Home » Publish > Catalogs
Status changed successfully.

Platform *
Amazon Web Services v
® A
Status Catalog Name & Description %’  Provisioning Endpoint & Associated Template ¥ Created By T Act
> TestAWSTemplate TestAWSTemplate AWS AWS New Account HCL Provider f._\l

Figure 209 — Confirmation Message
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4 Support

To get support for this product, drop a mail to bigfixclm-prodsupport-team@hcl-software.com.
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