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1 Preface
This section provides information about the MyCloud Configuration Guide and includes the following topics.
— Intended Audience
— About This Guide
— Related Documents
- Conventions
1.1 Intended Audience
This document is intended for IT administrators/ Business Administrators those are responsible for
configuring MyCloud (Admin Module) and enabling end-users to consume MyCloud services.
1.2 About this Guide
This quide provides instructions to configure MyCloud. This includes the post-installation and configuration
procedures for the product.
— MyCloud Overview
— MyCloud Configuration and Management
1.3 Related Documents
The following documents can be referenced in addition to this quide for further information on MyCloud.
— MyCloud Introduction Guide
— MyCloud Installation Guide
— MyCloud User Guide
— MyCloud Troubleshooting Guide
— MyCloud API Guide
— MyCloud V3 API Guide
— MyCloud Developer Guide
— MyCloud Configuration Guide - Provider Module - Part 1
— MyCloud Configuration Guide - Provider Module - Part 2
1.4 Conventions
The following typographic conventions are used in this document:
Table 1- Conventions
Convention Element
Boldface Indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary
Underlined blue face Indicates cross-reference and links

Configuration Guide - Admin Guide
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Courier New (Font)

Indicates commands within a paragraph, URLs, code in examples, and
paths including onscreen text and text input from users

/talic

Indicates document titles, occasional emphasis, or glossary terms

Numbered lists

Indicates steps in a procedure to be followed in a sequence

Bulleted lists

Indicates a list of items that is not necessarily meant to be followed
in a sequence
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2

2.1

MyCloud Overview

DRYIiCE MyCloud is a hybrid cloud management product that empowers organizations to optimally govern,
provision, monitor, and manage cloud infrastructure. It combines data exploration and data visualization in
an easy-to-use product that enables effective analysis and generates actionable insights for laaS, PaaS
resources and multi-machine blueprints. DRYICE MyCloud's data-driven recommendations and advisories
ensure continuous optimization of enterprise cloud environments across areas, including cost, performance,

security, and utilization.

MyCloud Features

Self Service Catalog based Provisioning and Auto-decommissioning:

Self Service Catalog based Provisioning & Auto-decommissioning- Provisioning of laaS, PaaS, and
multi-machine blueprints in a multi-cloud environment, through an intuitive self-service catalog and

auto-decommissioning post a defined interval to avoid cost leakages.

Metering & Showback:

Track utilization of resources across BUs, enabling transparency and visibility

Advisory & Recommendation:

Proactive recommendations around Cost Optimization, Fault Tolerance, Performance and Security

Dynamic User interface:
Flexibility to customize the service request form templates to capture configuration parameters while

placing provisioning requests.

Dynamic Process Workflows:
Enables automation of generic & custom tasks like installing agents, machine cloning etc. with support

for parallel execution.

Script Library

Create new or leverage out-of-the-box scripts in process workflows across environments.

Role Based Access Control:

Manage user privileges based on their roles, eligibility, and policies.

Policy driven Orchestration:

Be in control of your cloud orchestration ecosystem aligned to your organizational policies.

Rich Integration Ecosystem:

Enables integration with industry leading third party tools through REST APIs and CLI

Enterprise-Grade Security:
Ensure security of end-to-end cloud management and orchestration ecosystem through various

mechanisms
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2.2 MyCloud Component Overview

MyCloud has various service components to cater to respective responsibility. Each component has pre-

requisites. Below table lists all the components, their roles and responsibilities and pre-requisites required

for each component.

and pre-requisites

Table 2 - MyCloud Component with their roles and responsibilities

Component Name

Description

Pre-requisites

MyCloud Portal

It comprises three sub-components:
e Web Ul: MyCloud Web Portal
e MyCloud API: Rest API to Interact with MyCloud

e Key Rotation Service: To rotate encryption key on

periodic basis.

This component requires MyCloud database

connectivity.

[IS, MyCloud Certificate,

.Net Framework 4.8

Job Listener

It helps in the execution of MyCloud jobs and
interacting with different components internally. This

is a window service.

This component requires the MyCloud database

connectivity.

MyCloud Certificate, .Net

Framework 4.8

Sync Service

It is responsible for synchronization of the underlying
infrastructure cloud resources. It supports vCenter,
AWS, AzureRM, SCVMM 2012, GCP and Cisco
Intersight. This is a self-hosted WCF service.

MyCloud Certificate, .Net

Framework 4.8

Ad Sync Service

It fetches AD group user data. This is a self-hosted
WCEF service.

MyCloud Certificate, .Net

Framework 4.8

Workflow Service

It triggers MyCloud process workflow and notification
service. This is a self-hosted WCF service. It requires

MyCloud database connectivity.

MyCloud Certificate, .Net
Framework 4.8,

MSMQ/Rabbit MQ

Orchestrator

It helps in provisioning and automating other Tasks.

This is a self-hosted WCF service.

MyCloud Certificate, .Net
Framework 4.8,

PowerShell, Python 3.6

ITSM executor

It helps in interacting with ITSM tools. Currently, it
only supports ServiceNow and Remedy. It is a self-
hosted WCF service and requires MyCloud database

connectivity.

MyCloud Certificate, .Net

Framework 4.8

Configuration Guide - Admin Guide
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Health Monitor

Service

It helps in monitoring the health of MyCloud
Components. It is a self-hosted WCF Service and

requires MyCloud database connectivity.

MyCloud Certificate, .Net

Framework 4.8

Generic Task

Executor

It helps in Private Cloud Billing, Data Purging and Cost
Models Activation. This is a self-hosted WCF service

and requires MyCloud database connectivity.

MyCloud Certificate, .Net

Framework 4.8

Billing Service

It enables Public Cloud Billing. This is a self-hosted
WCF service and requires MyCloud database

connectivity.

MyCloud Certificate, .Net

Framework 4.8

Performance It is responsible for metering and Public Cloud MyCloud Certificate, .Net
Service advisory data collection. This is a self-hosted WCF Framework 4.8

service.
Database MyCloud uses DB to store configuration and SQL Server 2016

transactional data of request.

Standard/Enterprise

edition

2.3 MyCloud Benefits

— Reduce Costs

e Higher cost savings through Process standardization & Automation

e Provide visibility of usage of virtual assets & cost obligations to key custodians

e Optimize virtual asset utilization to avoid cost leakages.

— Mitigate Risks

e Improve Performance, Fault Tolerance and Compliance of systems and services through proactive

advisories.

e Transform the process from Human driven to Automation driven and eliminate human error from

the equation.

e Mitigate security related risks based on system driven suggestions.

—  Drive Efficiency

e Reduce VM provisioning cycle by up to 85%.

e Achieve up to 50% faster deployment of services through automation.

Configuration Guide - Admin Guide
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3 MyCloud Configuration and Management
MyCloud environment is an extensive open distributed system that stores the data and protects the privacy
of users. A user’s role determines the tasks that the user will be able to perform. Each role is associated with

permissions or rules that define the degree to access the features in MyCloud.

The following lists five fundamental built-in roles.

Table 3 - Built-in Roles

Section Name Description

MyCloud Admin MyCloud Admin has the rights to manage providers, admin level jobs and other

component related configurations.

Provider Admin Provider Admin is a business manager or an IT administrator, responsible for
configuring MyCloud as per the organization requirements. The primary
responsibilities are:

e Manages and configures the Organization.

e Manages the users and groups (within the Organization)
e Manages Ul Template

e Manages services Catalog

e Creates approval groups and Workflows.

e Manage Organization Resources

e Manage Domains/AD Users in Organizations

e Request status tracking

Organization Organization Admin has the rights to manage the users, roles, and groups assigned
Admin to them (organization-specific)
Requester Requester has the rights to request for Infrastructure resources (laaS & PaaS

services) view or manage reports related to the resources.

Approver Approver has the rights to approve the requests raised by the requesters

3.1 Logginginto the System
To log into the system, follow the steps listed below.
1. Firstly, obtain the URL and admin credentials for DRYiICE MyCloud. Reach out to the person who has

installed MyCloud or drop an email to MyCloud-Product-Supp@hcl.com.

2. Launch the web browser (Chrome or Edge) and use the MyCloud URL and Admin credentials to login
to the system.

3. Currently MyCloud is supporting 5 different languages such as English, Japanese, Portuguese,
Deutsche, Francis.

4. Choose language from Language dropdown, default language is English.
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Change the password frequently and log out when not using the application.

5. Post entering the Email ID, system automatically detects the Authentication Type. For admin role
Authentication type is Form Based.

6. The following authentication types are available to login:

Table 4 - Authentication Type

Authentication Type Description
Form Based It authenticates users through the credentials that are stored in the
database
LDAP It authenticates users to login through Active Directory (AD) credentials
SAML Based Authentication It authenticates users through third party Identity Access Management

(IAM) that supports SAML based authentication.

MyCloud admin has the right to change the default username and password.

HCL DRYICE
MyCloud

& mycloudadmin@hcl.com

a8 |
LOGIN

Forgot Password Back

Figure 1 - MyCloud Login Page

7. User will be prompted to add License Key for the first time or in case the existing key is expired.

8. Click on the (Click Here) link. The below screen appears.

- BRY
MyCloud

MyCloud Activation License Details

Enter License Details to Activate MyCloud

=1 =

Figure 2 - License Key Screen

Configuration Guide - Admin Guide
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9. Enter the License Key to activate MyCloud.
10. Click Submit.

Contact MyCloud Support Team (MyCloud-Product-Supp@hcl.com) to get the License Key.

M. Click [Sikbes]

12. MyCloud User will be redirected to Login screen.

HCL DRYICE
MyCloud

2  mycloudadmin@hcl.com

LOGIN

Forgot Password Back

Figure 3 - MyCloud Login Page

13. Click Next to proceed further.

HCL DRYICE
MyCloud

2 hdProvider@hcl.com

LOGIN

Forgot Password Back

Figure 4 - MyCloud Login Page

14. Click Login. The MyCloud homepage appears as below.
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[ provider Master B Loss B e

MyCloud Dashboard Date Format: (mmjdd/yyyy)

7 Dashboard Filters | From Date: 7/01/2023 ToDate: 07/31/2023}

No Widget Mapped.

Figure 5 - MyCloud Home Page

3.2 Change Password

In this section, MyCloud Admin can change password from the Top of the MyCloud screen.

HCL DRYICE

MyCloud
[ provider BB Master

MyCloud Dashboard

B oes B e

7 Dashboard Filters { Fram Date: 7/01/2023  To Date: 07/31/2023 )

Ho Widget Mapped.

Figure 6 - Change Password

1. Click on Change Password.

2. User will be redirected to Change password screen.

Change Password

Current Password * Current Password
New Password * New Password
Confirm Password" Confirm Password

Notes:

+ Password must contain at least 1 capital letter,1 small letter,1 number and 1 special character.
* Only|,@,#,5,% Special characters are allowed.

Figure 7 - Change Password

Enter the Current Password and New Password.
Enter Confirm Password.

Click Update.

o 0 A ®

A Success Message appears.

Configuration Guide — Admin Guide
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@ Password changed successfully.

Figure 8 - Success Message

3.3 Job Notification Details

Through this section, Admin users can view Job Notifications. MyCloud has multiple jobs that perform the

backend operations such as syncing the provider data etc. This screen will notify the provider about the

status of Jobs configured for provider.

1. On Top of the Main Menu, click on the Bell icon( ﬂ) and hover the mouse to view the quick job

status.

2. Onthe main menu bar, click Master and then click Job Notification Details.

3. The below Screen appears:

Job Notification Details

=t Sompenat

| 149 Cloud Platform Billing Master Data Generic Service ( )

Job Status

NA NA Maximum Retry Reached

NA NA Maximum TimeOut Reache
d

Performance Segregation and Aggregation Generic Service (GEN)

465 Purge Data Collection Object and Data Generic Service (GEN) NA NA Maximum TimeOut Reache
d

Records1-20f2

B Maximum Retry Reached Maximum TimeOut Reached

Figure 9 - Job Notification Details

4. Refer the below table to understand the fields mentioned in the above figure:

Table 5 - Job Notification Details

Field Description
Platform Name of the Cloud Service Providers.
Job ID Unique Id of a Job.
Job Name Unique Job Name
Component Code lob belongs to which Component, like Sync, Comp etc.
Providing Endpoint Unique Endpoint Name of the Provider.
Job Status Status of the Job.

5. User can also check the lob Notification from the top of the Screen by clicking the bell icon. ( ").
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6. This helps users to notify the number of jobs which are either on the state of Maximum Retry

Reached, Maximum Timeout Reached or Failed.

7. Hover the mouse over the Bell( ) icon.
8. User will get the quick idea of Job Status.

@ FinOps Reporting MyCloudAdmin «

JobID Job Name Status

163 Application Health Monitoring Maximum Retry Reached

Cloud Platform Billing Master Data Maximum TimeOut Reached

Figure 10 - Popup Notification Details

9. Click..More.

10. The user will be redirected to the Job Notification Details Screen.

3.3.1 Notification Icon

Through this section, Admin User gets the Notifications. Currently only Job Notifications has been enabled.

MyCloud has multiple jobs that perform the backend operations such as syncing the platform data etc. This

screen will notify org admin about its organization’s job with following Status:
e Maximum Retry Reached

e Maximum Time Out Reached

If the notification bell icon ‘ is not visible, kindly contact the MyCloud Admin to enable the
notification icon.

To view the details, Admin user needs to follow the below steps:

1. On the main menu bar, hover the mouse over () icon, then popup window will open with Job

Details.

Job 1D Job Name Status

202 HCLvCenterSubscription vwCenter Capacity and Performmance Maximum Retry Reached

229 HCLvCenterSubscription vwCenter Performance Data Sync Maximum Retry Reached
194 HCLwCenterSubscription wCenter HOST Sync Maximum TimeOut
Reached
195 HCLwCenterSubscription vwCenter DataCenter Cluster Storage Maximum TimeaeOut
Synic Reached
196 HCLwCenterSubscription wCenter Instance SYMNC Maximum TimeaOut
Reached

waMore

Figure 11 - Pop up Notification

Refer to the below table to understand the fields mentioned in the above figure.
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Table 5 - Notification Popup Fields

Fields Description
Job ID Unique Id of a Job. This field is a link, clicking on the Job ID, user will be
redirected to Manage Job Page where user can perform action corresponding
to specific job.
Job Name Name of the Job
Status This field reflects the status of the Job.
More This field is a link, to navigate to the detail page. This link will be visible when

the notification count is greater than five.

More links on the notification popup will only be visible when the notifications records are

greater than five.

34 MyCloud Admin Module

Through this module, the admin configures and sets up MyCloud. MyCloud Admin module has the following

sections:
— Provider
— Master
— Logs
— Help
Table 6 - MyCloud Admin Module
Field Name Description
Provider Admin manages Providers and Provider users
Master Through Master, MyCloud Admin performs activities like changing Key values
for components, component URL for Load Balancer, SMTP Configuration etc.
Logs Through this section, admin tracks MyCloud Web Portal, Web Ul logging for
different information (e.q., info & error etc.)
Help MyCloud Admin can download various reference quides (in pdf format) to get
detailed understanding of the product.
3.4.1 Provider

In MyCloud, Provider is a concept to dissociate among various organizations/ companies/ Business Units/

groups while using common infrastructure resources.

Provider User is an administrator/ business manager or IT administrator who is responsible for

configuring MyCloud. Provider owns the underlying infrastructure resources, Organization, Ul Templates,

and Process Templates. Provider User also enables the end-users to define their request workflows.
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To create and manage Provider(s) and Provider User(s), MyCloud Admin needs to follow the below steps.
1.  Onthe main menu bar, click Provider.
2. The drop-down appears with the following options:

e Manage Provider

e Manage Provider Users

BB vaser

Buoe Bre

N ; Date Format: (mm/dd/yyyy) [
anage Provider Users

7 Dashboard Filters | From Date: 7/01/2023 o Date: 07/31/2023 )

Figure 12 - Provider Menu

Make sure that Admin is logged into the application to create and manage providers.

3.4.1.1 Manage Provider
In this section, MyCloud Admin creates and manages Cloud service providers through following options:
— Add Provider

— View Provider

3.4.1.11 Add Provider
To add a provider, follow the steps below:

1. Go to Add Provider tab.

Manage Provider

View Provider Add Provider
Provider Name * Provider Description *
Applicable Cloud Platforms * () Authentication Type
[ Amazon Web Services [ Cisco Infersight — "
(] Compute on Demand-vCenter (O Generic Endpaint
() Google Cloud Platform [ Hyperv12,16,19
[ Microsoft Azure () Multi-Hypervisor
Support Email (Bec) ) Banner Image

Choose File | No file chosen

[ Elevated Permission ()

Figure 13 - Add Provider

2. Fillin the details listed in the following table:
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Table 7 - Provider Details

Field Name

Description

Provider Name

Provide the Provider Name.

Provider Description

Describe the provider and list out the services that are being consumed

Applicable Cloud

Platforms

Select the check boxes for cloud platforms that are applicable

Authentication Type

The authentication types are like Form based, LDAP and SAML

In case of SAML MyCloud support windows hello mechanism.

Windows Hello is a more personal and secure way to sign in to
your Windows device. Instead of using a password, with Windows
Hello you can sign in using facial recognition, fingerprint, or a
PIN.

These options help make it easier and safer to sign into your account
because your PIN is only associated with one device, and it's backed up for

recovery with your Microsoft account.

Support Email (BCC)

Email values should be comma (,) separated value in Support Email.

Recipient(s) in BCC will receive all email notifications generated from

MyCloud application.

Banner Image

Admin User can change the appearance of the MyCloud Web/Reports to

meet Customer-specific branding by changing the logo.

Elevated Permission

There is no restriction on role wise to create provider
(Tenant)/Users/Organization to overcome this problem MyCloud

introduced a new elevated(privilege) role to a provider.

With elevated permission user can create Provider (On Board Tenant),

Provider User and Organization using APl/Out of box workflow task.

Only one elevated provider in the system.

A default service account user will create with provider. This default user will enable in
workflow task for tenant onboarding.

1. To Configure domains for LDAP authentication, select authentication type is LDAP. Following section

will appear.
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LDAP
Domain Display Name* LDAPURL " ) Domain User Name * () Domain Password *

LDAF

Figure 14 - LDAP

Table 8 - Domain Attributes

Field Description

Domain Display Name Name of the domain

LDAP URL It is a string that is used to encapsulate the address and port of a

directory server.

Domain Username It is used to specify a user account in the selected domain.

Domain Password It is used to authenticate the username in the domain.

To Configure SAML Authentication select authentication type is "SAML2.0" following section will appear.

SAML

' 0 idpSSOURL" ) NameID* ()

S50 Tool* Logout URL"

~Select-

Figure 15 - SAML2.0 Details
Define SAML2.0 attributes as described in the below table:

Table 9 - SAML2.0 Attributes

Field Description

Id Identity Provider might need this to establish the identity of the service
provider requesting the login. Basically, it is used for handshaking of the

application. Example: MYCLOUDDEV.

idpSSO URL Identity Provider Single Sign-on URL, where our website redirect for

Authentication.

Example: https://XXX.COM/SAAS/auth/federation/sso.

Name ID NAMEID is the complete path of xmlnode where NamelD value
(USERNAME/EMAIL) exist. It based on identity provider.
Example: VMWAR Identity
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Manager: /samlp:Response/saml:Assertion/saml:Subject/saml:NamelD

ADFS : saml2:NamelD.

SSO Tool Allowed values are ADFS, IDM, PINGFEDERATE, PINGIDENTITY

Logout URL Logout URL where application will take user after logout the application.

1. Click Save to add a provider or click Cancel to stop the action.

These details are required as a record against the provider in the application. All the fields
marked with asterisk (*) are mandatory.

2. A success message box appears.

@ Provider has been saved successfully.
MNOTE : Plzase update component URLs of

provider from component URL configuration
screen.

OK

Figure 16 - Add Provider (Cont.)

3. The new provider is created, and it appears in the View Provider tab as shown in_the figure.

4. Click Save to add a provider or click Cancel to stop the action.

These details are required as a record against the provider in the application. All the fields
marked with asterisk (*) are mandatory.

5. A success message box appears.

@ Provider has been saved successfully.
MOTE : Please update component URLs of

provider from componant URL configuration
screen.

OK

Figure 17 - Add Provider (Cont.)

The new provider is created, and it appears in the View Provider tab as shown in_the figure.

This section lists out all the providers that have been created by MyCloud Admin.
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Manage Provider

View Provider Add Provider

PVD-B7B74024-DD3C-4185-A380- 02 provider 02 provider MyCloudAdmin 16 0ct 2023 NO f @ Wi ? E',J
98D6F5091916

PVD-BFEDCCIC-AEG0-4538-ABEO- Oprovider Oprovider MyCloudAdmin 16 0ct 2023 NO 2ol BE
SAC201200C88

PVD-70E9A943-157E-4B4C-917C 111 111 MyCloudAdmin 29 Sep 2023 No ¢l BE
F98D0989441(

PVD-37F74E25-29DB-4C4D-ABE1- 222 22 MyCloudAdmin 295ep 2023 NO 2ol D&
FOEB2261D279

PVD-49688183-B9B0-4CC3-AD0O 3provider 3provider MyCloudAdmin 16 Oct 2023 NO V4 [©) m ‘a B
38954C5A190D

Figure 18 - View Provider

Refer to the table below to understand the fields mentioned in the figure above:

Table 10 - View Provider

Field Name

Description

Object ID

These are alpha numeric IDs that are unique, and are created by MyCloud

engine

Provider Name

Highlights the name of the Provider

Description Displays the service provider and list out the services that are being consumed
Created By Highlights the name of Admin User who has created the Provider

Created On Displays the date as when the Provider has been created

Action Cloud Admin to take actions like Edit, View and Delete, Configure Menu and

widgets against the listed Providers

It also comprises of following actions:

- Edit( z): To modify the details of existing providers.

- View (): To view the details of existing providers.

— Delete (E): To delete the providers.

-~ Configure Menu (

): To configure menu for providers.

— Configure Widgets (): To configure widgets for providers.

To edit/modify details of an existing provider, follow the steps below:

1. On the View Provider tab, click Edit (ﬁ) against the provider that admin wants to edit.
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Manage Provider

View Provider Add Provider
ObjectiD Provider Name Description Created By Created On Elevated Permission Action
PVD-BTB74024-DD3C-4185-A380- 02 provider 02 provider MyCloudAdmin 160ct 2023 NO 20T BE
98D6F5091916
PVD-BFEDCCIC-AEG0-4538-ABEO- Oprovider Oprovider MyCloudAdmin 160ct 2023 NO ol BE
5AC201200C88
PVD-TOE9A943-15TE-4BAC-917C- 11 m MyCloudAdmin 295ep 2023 NO 2ol D&
FO8D0989441C
PVD-37F74E25-29DB-4C4D-ABE1- 2222 2222 MyCloudAdmin 29 Sep 2023 NO z© Z ﬁ &
FOEB2261D279
PVD-49688183-B9B0-4CC3-ADOO- 3provider 3provider MyCloudAdmin 16 Oct 2023 NO Z© : E (G5
38954C5A190D

Figure 19 - Edit Provider

2. Modify the details and click Update.

Manage Provider

oew Provider Add Provider
Provier Name * Provider Description *
@iFisthames.h @IFistNames. ; Emaite 19 4y; Emaile Jhaamos

Rathentication Type
[Yr—

Hyper V02 Compute an Demand-+Center
Google Cloud Platiorm

SAML2.0 v

cooo

Support mait(bx) @)

mycloudsdminghelcom

T Blevsted Permission @

SAML 2.0

W g HpSSOURL® @ Name 10° @
a a a

550 Toal" Logout UAL"
ADFS ~

Figure 20 - Edit Provider (Cont.)

3. Todiscard the changes, click Cancel.

4. A success message box appears.

6 Provider has been updated successfully.

Figure 21 - Edit Provider (Cont.)

3.4.114 Delete Provider

To delete a provider in MyCloud, follow the below steps:

=

1.  On the View Provider tab, select the provider that needs to be deleted and click Delete (' ).
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Manage Provider

View Provider Add Provider
ObjectiD Provider Name Description ‘ Created By Created On Elevated Permission Action
PVD-BTB74024-DD3C-4185-A380- 02 provider 02 provider MyCloudAdmin 16 0ct 2023 NO 2ol BE
98D6F5091916
PVD-BFEDCC1C-AE60-453B-ABEQ- Oprovider Oprovider MyCloudAdmin 16 0ct 2023 NO A k=1
5AC201200C88
PVD-T0E9A943-157E-4B4C-917C- 1 11 MyCloudAdmin 295ep 2023 NO 2ol BE
F98D0989441C
PVD-37F74E25-29DB-4C4D-ASEL- 222 22 MyCloudAdmin 295ep2023 No ¢l BE
FOEB2261D279
PVD-4968B8183-B9B0-4CC3-ADOO 3provider 3provider MyCloudAdmin 16 Oct 2023 NO 2® W BE

38954C5A190D

Figure 22 - Delete Provider

2. When prompted to confirm that you want to delete the template, click Ok.

Are you sure you want to delete this provider?

Figure 23 - Delete Provider (Cont.)

3. A success message box appears.

@ Provider has been deleted successfully.

Figure 24 - Confirmation Message

3.4.1.15 Configure Menu for Provider

To add/update the menu and submenu for the provider, follow the steps below:

1. On the View Provider tab, click Configure Menus () correcting to the provider that admin wants to

configure.
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Manage Provider

View Provider Add Provider
ObjectiD Provider Name Description ‘ Created By Created On Elevated Permission Action
PVD-BTB74024-DD3C-4185-A380- 02 provider 02 provider MyCloudAdmin 16 0ct 2023 NO 2ol BE
98D6F5091916
PVD-BFEDCC1C-AE60-453B-ABEQ- Oprovider Oprovider MyCloudAdmin 16 0ct 2023 NO A k=1
5AC201200C88
PVD-T0E9A943-157E-4B4C-917C- 1 11 MyCloudAdmin 295ep 2023 NO 2ol BE
F98D0989441C
PVD-37F74E25-29DB-4C4D-ASEL- 222 22 MyCloudAdmin 295ep2023 No ¢l BE

FOEB2261D279

PVD-49688183-B9B0-4CC3-AD0O- 3provider 3provider MyCloudAdmin 16 0ct 2023 NO ol BE
38954C5A190D

Figure 25 - View Provider

2. Modify the details and click Configure.

3. Check/Uncheck the menu items and click Assign Menu.

Provider Menu(s) Configuration (HCLProvider) X

Configure Menus

[+F] My Reports (15/15)
(+] Organization (5/5)
o Service Catalog (5/5)
[+ Workflow Management (9/9)
4+ User Cost Model (3/3)
© 3 RBAC (4/4)

o My Account (1/1)

© B Master (31/31)

o Cloud Advisory (3/3)
] Logs (1/1)

© 2 Help (2/2)

NOTE: Only the selected Menu(s)/Submenu(s) will be shown on the screen.

Figure 26 - Configure Menu for Provider (Cont.)

4. A success message box appears.

@ Menus has been updated successfully.

OK

Figure 27 - Configure Menu for Provider (Cont.)
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3.4.1.1.6 Configure Widgets
To add/update the widgets for the provider, follow the steps below:

=]
1. On the View Provider tab, click Configure Widgets (r&l) against the provider for organization that

admin wants to configure.

Manage Provider

View Provider Add Provider
ObjectiD Provider Name Description ‘ Created By Created On ‘ Elevated Permission Action
PVD-BTB74024-DD3C-4185-A380- 02 provider 02 provider MyCloudAdmin 16 0ct 2023 NO ¢l BE
98DEF5091916
PVD-BFEDCCC-AE60-4538-ABEQ- Oprovider Oprovider MyCloudAdmin 16 0ct 2023 NO ol B
5AC201200C88
PVD-70E9A943-157E-4BAC-917C- 111 11 MyCloudAdmin 295ep 2023 NO 20 BE
F98D0989441C
PVD-37F74E25-29DB-4C4D-ABEL- 222 222 MyCloudAdmin 29Sep2023 NO 20T BE
FOEB2261D279
PVD-49688183-BIB0-4CC3-ADOO 3provider 3provider MyCloudAdmin 160ct 2023 NO 2ol BE

38954C5A190D

Figure 28 - View Provider

2. Modify the details and click Configure Widgets.
3. Check/Uncheck the Menu items and click Assign Configure widgets.

Provider Widget(s) Configuration (HCLProvider)

Configure Widgets

Item Wise Request Status Organization Wise Requests
Request Trend Request Item SLA
Platform Wise Request Account Wise Monthly Billing

NOTE: Only selected Widget(s) will be displayed on Dashboard Screen.

Assign Widgets

Figure 29 - Configure Widgets

3.4.1.2 Manage Provider Users
In this section, MyCloud Admin creates and manages provider users through the following options:
— Add User

— View Users

3.4.1.21 Add User
To add a provider user, follow the steps below:

1. Under the Manage Provider Users tab, click Add User.
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Manage Provider Users

User Type* Provider * Email Address* User Name (First & Last Name) *

Service Account ® Provider User Select

User 1d* Password®

@

Figure 30 - Add Provider User

2. Filin the details listed in the table below:

Table 11 = Add Provider User

Field Name Description

User Type Whether service account user to access MyCloud API’s or provider users who

will access MyCloud through logged into system.

Provider Lists out the providers.

-If selected provider is elevated provider, then service account users of this
provider will have privileged role to create another provider and users under

Provider through API

If selected provider is elevated provider then users of this provider will have
privileged role to create another provider and users under through out of box

methods (Create Provider, Create User, Create Organization Users)

Username (First & Last Provide the first and last name of the user

Name)
Email Address The email Id of the user
User Id The desired User Id

3. Click Generate Password, the password field is populated by secure auto generated password.

4. Use Copy () to copy the password.

- On the first Login, provider user is redirected to the Change Password screen and enforced
to change the system generated password.

- My Cloud generates a password of 12 characters in length that contains alphabets, numbers
& special characters.

5. To add the provider user, click Add or click Cancel to discard the action.

A success message box appears.
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6 UUser has been added successfully.

Figure 31 - Confirmation Message

All the fields marked with asterisk (*) are mandatory.

The new user is created, and it appears in the list of users.

3.4.1.2.2 View Users

This section lists all the provider users that have been created by MyCloud Admin.

Manage Provider Users

View Users Add User

Provider*

02 provider v

e ==

PVDTEDFCESDE30C481EBADCBA261CFTFSER_API PVDTEDFCESDE30CAB1EBAOCBA261CFTFSER_AP| PVDTEDFCESDE30CA81ERAOCBA261CFTFSEBEmM NO
User User yeloud.com

Records1-10f1

Figure 32 - View Provider Users

Refer the below table to understand the fields mentioned in the above figure:

Table 12 - View Provider Users

Field Name Description

Username (First & Last | Displays the name of the person who will become the Provider User

Name)

Email Address Displays the business email id of the person who will become the Provider User

Department Displays the name of the Department

User Id Displays the username of provider user

Is User Locked It signifies whether the account of a user has been locked or unlocked due to
multiple attempts to log into the system

Is APl User It signifies whether the user is APl User.

Action It provides the Cloud Admin to take actions like Edit, View and Delete against

the listed Provider users

It also comprises of following actions:
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— Edit (ﬁ): To modify the details of existing providers.
— View (D): To view the details of existing providers.

—  Delete (' ): To delete the providers.

3.4.1.23 Edit Provider User

To edit/ modify the details of a Provider User, follow the steps below:

1. On the View Users tab, select Provider and click Edit (@’).

Manage Provider Users

View Users Add User

Provider*

02 provider v

S S N = N

PVDTEDFCESDEI0CAS1EBAOCEA261CFTFSER API  PVDTEDFCESDEI0C431EBAOCBA261CFTFSEB APl PYDTEDFCESDE30C4BLEBAOCBAZ61CFTFSEB@m  NO 20TD
User User yeloud.com

Records 1-10f1

Figure 33 - View Provider User

2. Modify the desired details.

Manage Provider Users

View Users Add User

User Type* Provider * Email Address* User Name (First & Last Name) *

Service Account  Provider User 02 provider ~ PVDTEDFCESDE30CA81EBADCBAZE 1 CFTFSEB@rm) PVDTEDFCESDE3DCAS] EBAOCBA261CFTFSER_API

User Id*

PVD7EDFCESDE30CA81EBAOCBA261CFTFSER_API Ol change Password @)

Figure 34 - Edit Provider User (Cont.)

3. Click Update to save the settings or click Cancel to discard all the changes.

4. A success message box appears.

@ User details have been updated successiully.

OK

Figure 35 - Edit Provider User (Cont.)

3.4.1.24 Delete Provider Users

To delete provider users, Admin needs to follow the below steps:
1. Inthe Manage Provider User screen, go to the Add User tab and click Delete (I'I'—"‘I ).
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Manage Provider Users

View Users Add User

User Name (First & Last Name)

PUDTEDFCESDEIOC4B1ERBADCR4261CFTFSEB_API  PVDTEDFCESDEI0C4BIEBAOCBA2G1CFTFSER_API  PVDTEDFCESDE30C481EBAOCBA2GI1CFTFSEBE@M  NO
User

VES o JUkE]
ycloud.com

User

Figure 36 - Delete Provider User (Cont.)

2. Click Delete (),

3. When prompted to confirm, click Ok.

Are you sure you want to delete this record?

Figure 37 - Delete Provider User (Cont.)

4. A success message box appears.

e User has been deleted successiully.

OK

Figure 38 - Confirmation Message

5. To see the details of a Provider User, click View ().

6. Click OK.

Provider User can also use Unlock Action in case the user is Locked.

3.4.125 Configure Menu for Provider Users

To add/update the menu and submenu for the provider users, follow the steps below:

1. On the View Provider user tab, click Configure ( ) corresponding to the provider that admin wants

to configure.

Configuration Guide — Admin Guide

34



Manage Provider Users

View Users Add User
Provider®
02 provider v
Userid User Name (First & Last Name) Email Address Is User Locked w
PVDTEDFCESDE30C481EBADCBA261CFTFSER_API PVDTEDFCESDE30CAB1EBAOCBA261CFTFSER_AP| PVDTEDFCESDE30CA81ERAOCBA261CFTFSEBEmM NO YES & 0_ E

User User yeloud.com

Records1-10f1

Figure 39 - View Provider

2. Modify the details and click Configure.

3. Check/Uncheck the menu items and click Assign Menu.

Menu(s) Configuration for User (PVD7EDFCE5SDE30C481EBAOCB4261CF7FSEB_APIUser) X

Configure Menus

© E My Reports (15/15)
[+ Organization (5/5)
& [ service Catalog (5/5)
+] Workflow Management (9/9)
& M User Cost Model (3/3)
© [ RBAC (4/4)

[+ My Account (1/1)

© E2 Master (32/32)

& M cCloud Advisory (3/3)
© @ Help (2/2)

© M Logs (1/1)

NOTE: Only the selected Menu(s)/Submenu(s) will be shown on the screen.

Figure 40 - Configure Menu for Provider (Cont.)

4. A success message box appears.

MycCloud

@ Menus has been updated successfully.

OK

Figure 41 - Configure Menu for Provider (Cont.)

3.4.2 Master
In this module, Admin configures MyCloud components, various jobs, objects, changing key values and many

more activities.
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This section details the steps that are required to create and configure the master data.
1. On the main menu bar, click Master.
2. The drop-down appears with the following options:
e Component URL Configuration
e Email Configuration
e Manage Base Component Keys
e Provider Wise Components Keys
e Manage Cloud Admin Users
e Manage Object Types
o Manage Database Details
e Manage Key Rotation
e Manage lob

e Job Notification Details

HCL DRYICE
MyCloud

MyCloud Dash

7 Dashboard #07/31/2023) ®

Figure 42 - Master Menu Options

3.4.2.1 Component URL Configuration

Component URL is the MyCloud component service endpoint that gets configured during the installation

process. Post-installation if a component is running in HA mode, Admin user needs to configure URL of that

component by using this Module.

To change the configuration of MyCloud components, follow the steps below:

1. Under the Master tab, click Component URL Configuration.

Component Name Description Component Code | URL (HTTP://X.X.X.X:PORT/ENDPOINT) | Action

i i Thi ible for Key R S ! /J i i is. MS A .
Hey Rotation Service his Component is respansible for Key Rotation Service Used to rotate encryption key on periodic basis.  KMS (SR T

Performance Data Sync  This component is responsible for Metering Data Collection. PERF httpffx x . oxocPerforman -
Active Directory This component is respensible for fetching AD group user data, AD e e

Figure 43 - Component URL Configuration

Refer the below table to understand the fields mentioned in the above figure:
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Table 13 - Component URL Configuration

Field Description
Component Name Name of MyCloud components like Workflow and ITSM and many more
Description Description of the component and its function
Component Code Every MyCloud component do have a code which needs to get mentioned in this
field
URL URL is composed of IP address of the component, Port and Endpoint Name (IP:

Port/ Endpoint)

Action This field will help the Provider user to test the URL and highlight the outcome as

"Success" or "Failure"

2. Select the Provider and click Go.

3. Change the URL under the URL Head column.
4. Click Test URL.

5. Click Update.

6.

A success message box appears on the screen.

MyCloud

@ Data has been saved successfully.

Figure 44 - Component URL Configuration (Cont.)

7. If the component is up and running, then Success label appears below the Test URL button under

Action column.

T

ti i i " i M
Key Rotation Service This Component is responsible for Key Rotation Service Used to rotate encryption key on periodic basis. ~ KMS https:/ox x 00000 KMS Test Url

Success

Figure 45 - Component URL Configuration (Cont.)

3.4.2.2 Email Configuration

By Configuring Email in MyCloud, mail notifications are sent to end-users.

To create and manage Email, MyCloud Admin needs to follow the below steps.
1. On the main menu bar, click Master and then click Email Configuration.

2. The module appears with the following tabs:
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View Configuration

Add Configuration

HCL DRYIiCE
MyCloud

3.4.2.21

Email Configuration
Vies: Contiguration Add Configaration

. e e e
sure 2m

10447.110.36 s

Figure 46 - Email Configuration

Add Configuration

To add Email Configuration, admin needs to follow the below steps:

1. Click Add Configuration tab.

HCL DRYICE
MyCloud

Email Configuration

View Configuration Add Configuration

Server Type * IF/DHS Address * Port Humber *

~Select- v

User Name Password

Figure 47 - Email Add Configuration

Refer the below table to understand the fields mentioned in the above figure:

Table 14 - SMTP Configuration Details

Field Description

Server Type The type of server that will be used for Email configuration (SMTP Server)
IP/ DNS Address IP or DNS address of the server
Port Number The port that is required for Email configuration
Username and Credentials that have access to Email
Password
From Email The mail id that will trigger the mails

2. Click Save.

A success message box appears.

Configuration Guide — Admin Guide



@ SMTP Configuration has been saved successfully.

OK

Figure 48 - Email Add Configuration (Cont.)

All the fields marked with asterisk (*) are mandatory.
The new Email configuration is created, and it appears in the list of email configuration on the View

Configuration tab.

34222 View Configuration

This section lists out all the Email configurations that have been created by MyCloud Admin.

Email Configuration

View Configuration Add Configuration

S S S

SMTP smitp-mail.outlook.com 25 support@dryicelabs.com 2W

Figure 49 - View Email Configuration (Cont.)

Refer the below table to understand the fields mentioned in the above figure:

Table 15 - SMTP Configuration

Field Description

Server Type SMTP/POP3 Type server

IP/ DNS Address Address of the server

Port Number Port that has been assigned to the server
Username Username of the admin
Action Actions like View and Delete against the listed SMTP configurations

It also comprises of following actions:

o View (0): To view the details of existing providers.

o Delete (I'): To delete the providers.

3.4.2.23 Delete Configuration

To Delete the existing Email configurations, Admin needs to follow the below steps:
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1. Click Delete (T) against the listed Email configuration.

2.  When prompted to confirm, click OK.

Are you sure you want to delete this item 7

Figure 50 - Delete Email Configuration (Cont.)

To see the details of a Email configuration, click View ().

3.4.2.3 Manage Base Component Keys

MyCloud components are used to manage application features. Each configuration component contains
one or more component keys, each of that identifies a configurable property of the component. This section

describes the steps to manage key values of the components.

To manage Base Component Keys, follow the steps below:

1. Please select Component Name and click Go.

Manage Base Components Keys

Component Name* Group Hame Key Name

v ~Select—

—Select-

Key Value

Figure 51 - Manage base components keys

2. Under Action, click Edit ( ﬁ) and change the value as per configuration requirement.

Manage Base Components Keys

Component Name* Group Name Key Name

Active Directory(AD) A -Select--

Key Value

g o e e
Other Configuratior LOGPATH ‘This Component Key contains Compon C\Program Files\MyCloudLog\AD),
Legging Path e.g. "C, Hogan

Files\MyCloudLog\[LogFoldeeName\”

Figure 52 - Manage base components keys (Cont.)

Refer to the table below to understand the fields mentioned in the figure above.
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Table 16 - Manage Base Component

Field Description

Key Name Each MyCloud component has several keys which is configurable e.qg.

Enable log is to enable and disable detailed logging.

Component Name | Displays the MyCloud component name

Description Displays the description of the component key
Key Value Displays the default value of component key
Action Cloud Admin to take actions like Edit against the listed Component Keys

3. Click Update.

Manage Base Components Keys

Component Name™ Key Name™ Key Value *

Active Directory(AD) v LOGPATH C:\Program Files\MyCloudLog\AD\

Figure 53 - Manage base components keys (Cont.)

4. A success message box appears.

@ Sucessfully Updated

Figure 54 - Confirmation Message

All the fields marked with asterisk (*) are mandatory.

5. Click Ok.

3.4.2.4 Provider Wise Components Keys
Through this module, Admin manages the values of component keys as per the Providers in MyCloud (e.qg.,
messaging queue). In the case of multi-tenant, different key’s (MSMQ/ RabbitMQ) are used by different

providers.

To change/ modify the Configuration Key Values of MyCloud components against a provider, follow the
below steps:

1. Select the Provider and Component Name and click Go.
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Provider Wise Components Keys

Provider" Component Name® Group Name

—Select-- v ~Select— v —Select-- v

Key Name Key Value

Figure 55 - Provider Wise Components keys (Cont.)

2. Under Action column, click Edit (z) and change the value as per desired configuration.

Provider Wise Components Keys

Provider® Component Name* Group Name

02 provider ~ Application Health Monitoring(HMONITOR) ~ ~-Select-- g
Key Name Key Value

T e e B S N
BASE £

Lmaxlmnﬁgmamn HMONITOR MailType This Key Is used to contains POP3 BASE
MailType for Application Health

Manitoring

Email Configuration HMONITOR SMTPTimeOut This Key Is used to contains 1048576 BASE BASE A
SMTPTimeQut information for
Application Health Manitoring,

Figure 56 - Provider Wise Components keys (Cont.)

Refer the below table to understand the fields mentioned in the above figure:

Table 17 - Provider Wise Components Keys

Field Description

Provider

Highlights the provider

Provider Name

Shows the name of the providers

Component Name

Name of MyCloud components like AD, Orchestrator, and many more

Key Name Name of Component key

Key Value Default value of component key

Action Actions like Edit against the listed component keys
Go It allows the admin to run the query

Clear It allows the admin to reset the options

3. Modify the value against the key and click Save. If a user wishes to discard changes, click Cancel.
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na A VIORKFLOW LOGRATH C:\Program Files\MyCloudLog\WORKFLOWY ©®

Figure 57 - Provider Wise Components keys (Cont.)

4. A success message box appears.

@ Sucessfully Updated

Figure 58 - Provider Wise Components keys (Cont.)

All the fields marked with asterisk (*) are mandatory.

5. Click Ok.

3.4.2.5 Manage Cloud Admin Users
Through MyCloud, it becomes easy for an Admin to manage other cloud administrators as it allows the admin

to create, edit, view, and delete any other Admin cloud users.

To create and manage other MyCloud admin users, MyCloud Admin needs to follow the below steps.
1. On the main menu bar, click Master and then click Manage Cloud Admin Users.

2. The module appears with the following tabs:

e AddUser
e ViewU
3.4.2.5.1 Add User

To add cloud admin users, follow the steps below:

1. Under the Manage Cloud Admin Users screen, click Add User.

Manage Cloud Admin Users

View Users Add User

Email Address* User Name* User Id*

Figure 59 - Add Other Cloud Admin User

Refer the below table to understand the fields mentioned in the above figure and fill in the details:
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Table 18 - MyCloud Admin User Details

Field Name Description
User ID Enter the employee id of the person who will become the Cloud Admin
Email Address Enter the business email id of the person who will become the Cloud Admin
Username Enter the desired username
Generate Password Click and it generates alphanumeric passwords for the cloud admins
Password Post clicking the Generate Password button, the password field gets auto

populated with a password generated by MyCloud engine

1. Copy the password by clicking on Copy ( ).
2. Click Add.

Only one user with Component Access is allowed in MyCloud.

A success message box appears.

@ User has been added successfully.

Figure 60 - Added User Confirmation Box

All the fields marked with asterisk (*) are mandatory.

3. Click Ok.

The new cloud admin user is created, and it appears in the list of Cloud Admins.

3.425.2 View Users
This section lists all the Cloud Admin users that have been created by MyCloud Admin.

Manage Cloud Admin Users

View Users Add User
I MyCloudadrmin mycloudadmin@hd com MyCloudadrmir 2R
. Active B nactive

Figure 61 - Update Details of Cloud Admin Users

It also comprises of following actions:

e Edit( z)z To modify the details of existing cloud admin users.
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e Delete (T): To delete cloud admin users.

3.4253 Edit Cloud Admin User
To edit/ modify the details of MyCloud Admin users, MyCloud Admin needs to follow the below steps:

1. Click on View Users tab.

2. Click Edit (ﬁ) User is redirected to Add User tab with prepopulated details.

Manage Cloud Admin Users

View Users Add User

Email Address* User Name* User id*

mycloudadmin@hcl com MyCloudAdmin MyCloudadmin

Change admin user password ()
(w]

Figure 62 - Update Details of Cloud Admin Users

3. Modify the details and click Update.

4. A success message box appears on the screen.

@ User details have been updated successfully.

Figure 63 - Update Details of Cloud Admin Users (Cont.)

All the fields marked with asterisk (*) are mandatory.

5. Click Ok.

3.4254 Delete Cloud Admin User
To delete existing Cloud Admin user, MyCloud Admin needs to follow the below steps:
1. Click on View User tab.
2. Click on Delete (7).

Manage Cloud Admin Users

View Users. Add User
S = SN
CloudAdmin TestAdmin@hcl.com TestAdmin@hcl.com Mo em
mycloudadmin mycloudadmin@hcl.com CloudAdmin Yes 2l

Figure 64 - Update Details of Cloud Admin Users (Cont.)
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3. A confirmation dialog box appears.

Are you sure you want to delete this record?

coe

Figure 65 - Update Details of Cloud Admin Users

4. Click OK.

5. A success message box appears.

@ User has been deleted successfully.

Figure 66 - Update Details of Cloud Admin Users

6. Click OK.

3.4.2.6 Manage Object Types
Object types are the resources that are provided by cloud provider(s). MyCloud admin user can view or edit
object types as required.
To manage Object Types, MyCloud Admin needs to follow the below steps.
1. On the main menu bar, click Master and then click Manage Object Types.
2. The module appears with the following tabs:
*  Add Object Type

3.4.2.6.1 View Object Types
This section lists out all the Object Types that are available in MyCloud.

It also comprises of following action:
—  Edit( ﬁ): To modify the details of existing object Types.
— Change Status ({_\G); To change the status of existing object Types.

— Map Object Type (223 ): To map active existing Object Type with Provider and Platform.
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Manage Object Types

View Object Type Add Object Type
Object Code Object Name Action
ACISUB ACI - Subject 2
ACITEN ACI - Tenant Z 2%
ACIVRF ACI-VRF 22
AWSKEL Amazan Kubemetes Cluster 2 ia
ARMKCL Azure Kubernetes Cluster VRT-%]
STGA AZURE Storage Account 2B
Blueprint FATY ]

Figure 67 - View Object Types

Refer the below table to understand the fields mentioned in the above figure:

Table 19 - View Object Types

Field Description
Platform Name of Cloud service providers
Object Type Name of the infrastructure resource
Object Name Provide object code for the object type. This should be unique for MyCloud.
Action To modify existing object type using Edit action
3.4.2.6.2 Edit Object Type

To edit Object Type, admin needs to follow below steps:

1. Click on View Object Type tab.

2. Click on Edit (ﬁ) Corresponding to the Object Type to be edited.
Modify the details.
4. Click Update.

Manage Object Type

View Object Type Add Object Type

Object Code * @) Object Name *

VM Virtual Machine

Figure 68 - Edit Object Type

5. A success message box appears.
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@ Object type has been updated successfully.

OK

Figure 69 - Success Message

All the fields marked with asterisk (*) are mandatory.

6. Click OK.

3.4.2.6.3 Change Status
To change Object Type status, admin needs to follow below steps:

1. Click on View Object Types tab.

2. Click on Change Status (P‘-“) against specific Object Type.

Manage Object Types
View Object Type Add Object Type
Object Code Object Name
ACISUB AC| - Subject
ACITEN ACI - Tenant
ACIVRF ACI-VRF

AWSKCL Amazon Kubernetes Cluster

ARMKCL Azure Kubernetes Cluster

STGA AZURE Storage Account

BLPT Blueprint
javascript__doPastBack(‘ctid0$ContentPlaceHolderBody$InktabView'. "

Action
2103

ATy ]
PACY
2
PACY
PALY ]
PACY:]

Figure 70 - Change Status

3. A Confirmation message appears.

Are you sure you want to make Object Type

active?
oK Cancel

Figure 71 - Confirmation Message

4. Click OK to Confirm.
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@ Status has been updated successfully.

Figure 72 - Success Message

3.4.2.6.4 Map Object Type
To map Object Type with Platform and Provider, admin needs to follow below steps:

1. Click on View Object Types tab.

2. Click on Map Object Type (Egg) against specific Object Type.

Manage Object Types
View Object Type Add Object Type

Object Code Object Name Action

ACISUB ACI - Subject 2

ACITEN ACI-Tenant ATy ")

ACIVRF ACI-VRF 2 &%

AWSKCL Amazon Kubernetes Cluster ATy e:]

ARMKCL Azure Kubernetes Cluster VRT-%]

STGA AZURE Storage Account FACY:
Blueprint Y]

Figure 73 - Map Object Type

3. Select Provider, choose Cloud Provider.

Object Type Mapping

Provider™

HCLProvider v

Cloud Platform
Amazon Web Services
[ Cisco Intersight
[C] Generic Endpoint
[ Google Cloud Platform
[ Microsoft Azure

NOTE: Disabled Platforms are already mapped with catalogs for selected Object Code.

ooy [
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Figure 74 - Map Object Type

4. Click Map.
@ Object Type has been mapped succassfully with
provider and platform.
Figure 75 - Success Message
3.4.2.65 Add Object Type

To add Object Type, admin needs to follow below steps:
1. Click on Add Object Type tab.

Manage Object Types

View Object Type Add Object Type

Object Code * @) Object Name *

- o=

Figure 76 - Add Object Type

2. Enter Object Code and Object Name.
3. Click Save.

Manage Object Type

View Object Type Add Object Type

Object Code * @) Object Name *
cL | cou|

Figure 77 - Add Object Types (cont.)

4. A success message box appears.

@ Object Type has been created successfully.

OK
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Figure 78 - Success Message (cont.)

All the fields marked with asterisk (*) are mandatory.

5. Click OK.

3.4.2.7 Manage Database Details
MyCloud admin users can view or edit database details as required.
To manage DB with different connection strings, take the following steps:
1. On the main menu bar, click Master and then click Manage Database Details.
2. The module appears with the following tabs:
e View Dat Detai
«  Add Datal Detail

3.4271 View Database Details
This section lists out all the Databases and their connection strings that are available in MyCloud.

It also comprises of following action:

o Edit (z): To modify the details of existing database details.

Manage Database Details

View Database Details Add Database Details
o S “m
MyCloudDB1051 OQUESSOSWQZIGXSIKEUHIZ1q semCM+LeXgKnrkFLIBIaDPsncL D heHNezTeXKGUPNIwkS PrjhaCONANTVKOWD 2e9xQqhegusaYVGhcY 1 fLRS1COIT]K . "4
2QYSOWASTHXLMEEE MWMOYOH.) AXBIMIBIATGLLIULKIFDVCSamMNig TaNOG:
MyCloudBillingDB1051 OQUESSOSWQZIGXSIHEUHIZ1GOE pTAehblyadi IRNSAMGYUT 3 by TOXATGANCeHAPPBNUrWBUS+ JBVyAWHUZOICSPlu 2+ PUauGsGKE [qBRX+ 0/ se+mtDmiuViCpXpy YaqkC 1AMD . 2

mERKVZQAIVyUefq 1 SVuB2RZGUSYCORWOQZ/ XD/ BeswRF GO+ 1 1hqgquzsanfguuskhcna/ SNMg:

MyCloudPerformanceDB1051  OQUESSOSWQZIIGXSIKGUHIZ1qOEpTAehblyatiRNSCHhC+ QOBRSDHOMSCROKVURF 1+KZD0BMbXVSZWOSL/MXTSKAAF bIVRAONeirHTUBXalsSmsSINGIbWeQWAGHFijs /TIVEH ° P
CRQYMXMHGZ02BCBBYIqZsWEXAEiD 1w SHISTqhdqBRyXUHIPRUY/GIQ1Jul+ 52pBaalRA:
ASPState OQESSOSWQZIGXSKEUH/MCtayWhUpOyBjenRiYkagasWwiYNOId+q TgrCpngRPLMKES/ XdrQfD1xhi0T 61 DVXNBIGPAZCXmM+ GGAVE Ks9+06/0KsKOKBFPubja TGVRXQchS /16 . 2

S/EeCisiewiBpDFVLiBmbzk INZYBISbERWQHKHE SvinmT AVRE

Server i- Server

Database :
User id :- Datab:
Password :- Dat
Min Pool Size :-
Max Pool Size :-

Figure 79 - View Database Details

Refer the below table to understand the fields mentioned in the above figure:

Table 20 -Database Details

Field Description
DB Name Name of database
Connection String Connection string of the database
Active Active status
Action To modify existing Database Details using Edit action
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3.4.272 Add Database Details
To edit Database Details, admin needs to follow below steps:

1. Click on View Database Details tab.

2. Click on Edit (z) against specific Database Detail to be edited.

Manage Database Details

View Database Details Add Database Detalls

DB Name * Cannection String *

MyCloudDB1051

m Ci

Max Pool Size :- T
Connection Timeout :-

Pooling :- To Fnable Connect

Figure 80 - Edit Database Details

3. Modify the Connection String.
4. Click Update.

5. A success message box appears.

@ Database details updated successfully.

OK

Figure 81 - Confirmation Message (cont.)

All the fields marked with asterisk (*) are mandatory.

6. Click OK.

3.4.2.8 Manage Key Rotation
MyCloud components intercommunicate with encrypted data using SHA 512 mechanism. This section
explains how to rotate the encryption key in MyCloud.
To manage key rotation, Admin needs to perform the below steps:
1. Click on Manage Key Rotation, under Master tab.
2. Click on Update Key.
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MC DRYiCE MyCloud
Provider

Manage Key Rotation

Key Rotation

Update Key

Figure 82 - Manage Key Rotation

3. Update Key helps to update the keys.

A confirmation dialog box appears.

Are you sure you want to update Key?

Figure 83 - Confirmation Message

4. Click OK to confirm.

A success message box appears.

@ Key updated successfully.

OK

Figure 84 - Confirmation Message

5. Click OK.

3.4.2.9 Manage Job

This section discusses about multiple actions that a MyCloud Admin or Provider User can perform:

— View History of lobs
— Change Frequency
— Change Parameters
— Enable/ Disable lobs
— Refresh Jobs
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— Reinitiate J

obs

To manage jobs, Admin needs to follow the below steps:

1. Click on Manage Jobs under Master tab.

Manage Job

Manage Job Job History

Job Type*

--Select--

Status

—All-

Is Enable Job Name/id

v --All-- v

Figure 85 - Manage Job Home Page

Job Filter *

Component Wise

Is Enable

159 Purge Bxecution Logs

160 Cloud Platform Billing Master Data Job NA NA Yes 10/03/2022 10:18 10/04/2022 10:18 3
ma T ASPState Delete Expired Sessions NA NA Yes 10/06/2022 1529 10/06/2022 1629 o
O 162  Automated Marked TimeOut Job Status grunning  NA NA Yes Completed  10/06/2022 15:44 10/06/2022 15:46 o
164 Process Scheduled Action Request Jobis used to process Scheduled Action Request NA NA Yes  Completed  10/06/2022 15:41 10/06/2022 15:46 o
O s Performance Segregationand Aggregation  Job is used to Perform Segregation and Aggregation  NA NA Yes  InProgress  10/05/2022 1543 10/06/2022 15:45 Y

Provisioning Endpoint Organization  Active  Status Last Success Run Date | Next Run Date m

158 Billing Cost Model Version Job s used to Activate Cost Model Version for Billing ~ NA Completed  10/06/2022 1 10/07/202210:18

Component Job Type

v neric Service (GE v v
Job Name/id Status

v I v

COQO

Jobis used to purge Execution Logs NA A Yes  Completed  10/06/202209:37 10/07/2022 0537 °

of Performance Data

Figure 86 - Manage lob Home Page

Refer the below table to understand the fields mentioned in the above figure:

Table 21 - Manage Jobs

Field Description
lob Type Job type (platform wise or component wise)
Component Lists all the components of MyCloud
Is Enable Filters the job based on enabled and disabled criteria

Job Name/ Id

Name the job

Status Lists the status of jobs as success, failed, permanent failed, in progress, not
initiated
Description Displays the job description
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Go It allows the admin to run the query

Clear It allows the admin to reset the options

Provisioning Displays the name of the environment (cloud endpoint)

Endpoint

Organization Displays the name of organization

Active Displays whether a job is enabled or not

Status Displays the status

Last Run Date Displays the last run date of job

Next Run Date Displays the next run date of job

Action Lists the action that are performed for respective job. e.g., History, Reinitiate, lob

Parameter and Scheduling.

Select Job Type.

Select Component.

Select Is Enable.

Enter Job Name/ID & select Status.
Click Go.

N o oA e

lobs are displayed in a tabular form as shown in Manage Jobs a Home Page.

Reinitiate Job

To Restart a job, Admin user needs to check the box adjacent to the job.

1. Click Reinitiate Job (C).

2. A Confirmation message appears as below.

@ Are you sure you want to reinitiate the job(s)?

Figure 87 - lob Reinitiate Confirmation Message

3. Click Ok.
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@ Job(s) reinitiated successfully.

Figure 88 - Reinitiate Job Success Message

4. Finally, the Status becomes Reinitiate and the color changes to blue.

Provisioning Organization Status Last Success Run
Endpoint Date

0 pvddemo Generic Service Purge Job Job is used to delete the server logs Yes Relnitiate  08/18/20220%:16  08/18/2022
15:27
0O 19 pvddemo Marked TimeOut Process Task  Job is used to marked timeout Process Task to failed  NA NA Yes Relnitiate  08/18/202215:22  08/18/2022 -]
to Failed Status. Status 1527

Figure 89 - Reinitiate Job Status

Refresh Jobs

To check the status of the job, click the Refresh (O) button.

Enable Jobs

To enable a job, Admin user needs to check the box adjacent to the job.

1. Click Enable Jobs (@ ). To check if the job is enabled, the status of Active column should be "Yes”

Description Provisioning Organization | Active | Status Last Success Run | Next Run Date
Endpoint Date

a amr pvddemo Generic Service Purge Job Jobis used to delete the server logs Yes Completed  08/18/2022 15:27  08/19/2022
09:16
0 i pvddemo Marked TimeOut Process Task  Job is used to marked timeout Process Task to failed  NA NA Yes Completed  08/18/2022 15:27  08/18/2022 &
to Failed Status Status 15:32

Figure 90 - Enable Job Status

Disable Jobs

To disable/deactivate any job, Admin user needs to check the box adjacent to the job.

1. Click the disabled button (® ). To check if job is disabled, the status of Active column should be

"No”.

Description Provisioning Organization Last Success Run | Next Run Date
Endpoint Date
O amr pvddemo Generic Service Purge Job Job is used to delete the server logs No Completed  08/18/2022 15:27  NA I

Configuration Guide — Admin Guide



Figure 91 - Disable Job Status

3.4.2.91 Manage Job Actions

MyCloud allows an Admin to perform multiple actions against a job:

The following actions can be performed by clicking on Action icon @
e View Job History
e Reinitiate lob
e Modify Job Parameters
e Scheduling

Job | Job Name Description Provisioning Organization Last Success Run
D Endpoint Date

] pvddemo Generic Service Purge Job Job is used to delete the server logs Completed  08/18/2022 15:27  NA
O 179 pvddemo Marked TimeOut Process Task  Job is used to marked timeout Process Task to failed NA NA Yes Completed  08/18/2( D History
to Failed Status Status
3 Reinitiate
O 210 hyperDevPrivate Cloud Day End Cost  Job is used to collect Day End Cost for Private Cloud  hyperDev helorg Yes  Completed 08/18/2(
SCVMM and vCenter I#) Job Parameters
O 271 hyperDev Private Cloud Month End Cost  Job is used to collect Month End Cost for Private hyperDev helorg Yes Completed  08/18/2( ra Scheduling

Cloud SCVMM and vCenter

Figure 92 - Actions

To view the history of a job user needs to follow the below steps:

1. Click History under the Action tab.

Job | Job Name Description Provisioning Organization Last Success Run
D Endpoint Date

] pvddemo Generic Service Purge Job Job is used to delete the server logs No Completed  08/18/2022 15:27  NA
O 179 pvddemo Marked TimeOut Process Task  Job is used to marked timeout Process Task to failed NA NA Yes Completed  08/18/2( D History
to Failed Status Status
3 Reinitiate
O 270 hyperDev Private Cloud Day End Cost  Job is used to collect Day End Cost for Private Cloud  hyperDev helorg Yes  Completed  08/18/20
SCVMM and vCenter I#) Job Parameters
0O 2n hyperDev Private Cloud Month End Cost  Job is used to collect Month End Cost for Private hyperDev helorg Yes Completed  0B/18/2( [3 Scheduling

Cloud SCVMM and vCenter

Figure 93 - lob History

2. Logs are displayed in a tabular form.

Manage Job
Manage Job Job History
Start Date End Date Status
08/18/2022 10:05 08/18/2022 16:05 —All-- v

& ECCGBBR2-805E-42BD-A1C0-454A6F480ESE Completed 08/18/2022 15:27 Step Query

Figure 94 - lob History

User filters the Logs as required by using the Filter option.
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To reinitiate a job user needs to follow the below steps:

1. Click Reinitiate under the Action tab.

Job Name Description Provisioning Organization Last Success Run
Endpoint Date

() 177 puddemo Generic Service Purge Job Job s used to delete the server logs NA NA Mo Completed 08/18/202215:27  NA -3
(J 179 puddemo Marked TimeOut Process Task  Job is used to marked timeout Process Task to failed  NA NA Yes  Completed D8/18/2 D) History
to Failed Status Status
3 Reinitiate
(J 270 hyperDevPrivate Cloud Day End Cost  Job is used to collect Day End Cost for Private Cloud  hyperDev helorg Yes  Completed 08/18/2(
SCVMM and vCenter 14 Job Parameters
(J 271 hyperDev Private Cloud Month End Cost  Job is used to collect Month End Cost for Private hyperDev helorg Yes  Completed 08/18/2( [3 Scheduling

Cloud SCVMM and vCenter

1o

Figure 95 - Reinitiate

2. A confirmation message pops up.

Are you sure, you want to reinitiate this job?

Figure 96 - Reinitiate Confirmation

3. Click OKto reinitiate the job.

4. A success message box appears.

@ Job has been reinitiated successfully.

Figure 97 - Reinitiate Confirmation

To modify job parameters of a job, Admin needs to follow the below steps:

1. Click Job Parameters.
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Job Name Description Provisioning
Endpoint

] pvddemo Generic Service Purge Jab

O 119 pvddemo Marked TimeOut Process Task
to Failed Status

O 210 hyperDev Private Cloud Day End Cost

(O 211 hyperDev Private Cloud Month End Cost

Job is used to delete the server logs No Completed
Job is used to marked timeout Process Task to failed NA NA Yes Completed
Status

Jobis used to collect Day End Cost for Private Cloud  hyperDev helorg Yes  Completed

SCYMM and vCenter

Job is used to collect Month End Cost for Private hyperDev helorg Yes Completed
Cloud SCVMM and vCenter

Organization Last Success Run
Date

08/18/2022 15:27  NA

08/18/2( O History

3 Reinitiate
08/18/2(
44 JobParameters

OB/18/2 [ scheduling

Figure 98 - Job Parameters

2. After changing the parameters, click Save.

Job Parameters

EnableLog

This key is used for enable detailed logging flag. For Enable Logging set "1" else "0"

DeleteBeforeDays  This Stores Logs Purge Before Days

| —

Text

Text v

15

Save Close

Figure 99 - Job Parameters

Refer the below table to understand the fields mentioned in the above figure:

Table 22 - Job Parameters

Field Description

Name

Name of job parameter

Description

lob parameter description

Value Type

Value type of job parameter

Value

Default value of job parameter

To make changes in scheduling, Admin needs to follow the below steps:

1. Click Scheduling to change the frequency of Jobs.

Job | Job Name Description Provisioning
D Endpoint

o pvddemo Generic Service Purge Job

(J 179 pvddemo Marked TimeOut Process Task
to Failed Status

(0 270  hyperDev Private Cloud Day End Cost

(O 211 hyperDev Private Cloud Month End Cost

Jobis used to delete the server logs NA NA Completed
Joh is used to marked timeout Process Task to failed NA NA Yes Completed
Status

Job s used to collect Day End Cost for Private Cloud — hyperDev helorg Yes  Completed

SCVMM and vCenter

Job is used to collect Month End Cost for Private hyperDev helorg Yes Completed
Cloud SCVMM and vCenter

Organization Last Success Run | Next Run Date
Date

08/18/202215:27  NA

08/18/21 D) History

3 Reinitiate
08/18/2(
14 tob Parameters

OB/18/2 [ scheduling
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Figure 100 - Scheduling

2. Modify the parameters as per requirement, click Save.

Scheduling

Schedule Type Recurring Interval® Recurring Frequency™

Recurring v 1 Daily v
Max Job Exec Time (Min)* Max Retry Count™ Start Time

30 3 15:54
Time Zone Fail Job on Timeout

—Select-- v No 7

*Day of Week : You can set 'Recurring Interval' as 1-7 (starting from Monday).
**Date of Month : You can set "Recurring Interval' as 1-28.

Figure 101 - Scheduling (cont.)

Refer the below table to understand the fields mentioned in the above figure:

Table 23 - Scheduling

Field Description
Schedule Type Lists whether a job needs to run on a recurring basis or one-time basis
Recurring Interval Lists the recurring interval e.q., daily, weekly and many more

Recurring Frequency | Frequency of job

Max Job Exec Time User can set Maximum Job Execution Time in Minutes.

Table 24 - MyCloud Admin Job Matrix

S.No Component's Job Type
1. Day End Cost Generic Job
2. Generic Service (GEN) Month End Cost Generic lob
3. Performance Generic lob
4. Purge Execution Log Generic Job
COQe
el el = e el il e
Endpoint Date
a i pvddemo Generic Service Purge Job Job is used to delete the server logs NA NA No Completed  08/18/2022 15:27 NA -3
O 119 pvddemo Marked TimeOut Process Task  Job is used to marked timeout Process Task to failed NA NA Yes Completed  08/18/2022 15:37  08/18/2022 -3
to Failed Status Status 15:42
O 270 hyperDev Private Cloud Day End Cost Job is used to collect Day End Cost for Private Cloud  hyperDev helorg Yes  Completed 08/18/2022 1527  08/19/2022 o

SCVMM and vCenter 1527

Figure 102 - Manage Job (Cont.)
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3.4.2.10 Job Notification Details

Details of this screen has been provided in lob Notification Details section.

3.43 Logs
This section allows MyCloud Admin to view log of tasks that have been performed by MyCloud.
1. On the main menu bar, click Logs.

2. The drop-down appears as shown below:

HCL DRYICE

MyCloud
B provider B Master

MyCloud Dashboard - o

ate Format: (mm/dd/yyyy)

Figure 103 - Logs

3. Click View Logs to view the logs.

View Logs

7 Filters 2]
Component Code * Level Code From Date * To Date *

Select: v Al v 10/06/2022 14:50 10/06/2022 15:50

Absalute URL

Figure 104 - Logs Home Page

Refer the below table to understand the fields mentioned in the above figure and fill in the details:

Table 25 - View Logs

Field Description
Component Code MyCloud component code
Level Code Level code as info, error, and debug
From Date Displays the starting period of log
To Date Displays the end period of log
Go It allows the admin to run the query

All the fields marked with asterisk (*) are mandatory.

4. Data gets displayed as shown below:
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All dates are in mm/dd/yyyy HH:mm:ss format

@
@
@
@
@
]
@
@
@
@
@
]
@
(]

172160173

172161173

172161173

172161173

172.16.0.173

172161173

172160173

172160173

172.16L173

172.16.1.173

172160173

172160173

172.16.1.173

172.16.L173

MyCloudAdming@hcl.com

MyCloudAdming@hcL.com

MyCloudAdmin@hcl.com

MyCloudAdmin@hcl.com

MyCloudAdmin@hcl.com

MyCloudAdming@hcL.com

MyCloudAdmin@hcl.com

MyCloudAdmin@hcl.com

MyCloudAdmin@hcl.com

MyCloudAdmin@hcl.com

MyCloudAdmin@hcl.com

MyCloudAdmin@hcl.com

MyCloudadmin@hcl.com

MyCloudAdmin@hcl.com

hittps://10.1.150.125/WebUl/Admin Viewl ogs. aspx
hittps://10.1.150.125/WebUl/Admin ViewLogs.aspx
hittps://10.1.150.125/WebUl/Admin Viewl ogs. aspx
hitps://10.1.150.125/WebUl/Admin Viewl ogs.aspx
hittps://10.1.150.125/WebUl/Admin Viewl ofs.aspx
hittps://10.1.150.125/WebUl/Admin ViewLogs.aspx
hittps://10.1.150.125/WebUl/Admin/Sync Job.aspx
hittps://10.1.150.125/WebUl/Admin/SyncJob.aspx
hitps://10.1.150.125/WebUl/Admin/Sync Job.aspx
hittps://10.1.150.125/WebUl/MycloudHome asp/ResetSession
hittps://10.1.150.125/WebU/MycloudHome.asp/ResetSession
hittps://10.1.150.125/WebUl/MycloudHome.asp/ResetSession
hittps://10.1.150.125/WebU/Admin/Sync Job.aspx

hitps://10.1.150.125/WebUljAdmin/Sync Job.aspx

10/06/2022 15:49:48

10/06/2022 15:49:48

10/06/2022 15:49:48

10/06/2022 15:49:47

10/06/2022 15:49:47

10/06/2022 15:49:47

10/06/2022 15:49:04

10/06/2022 15:49:04

10/06/2022 15:49:04

10/06/2022 15:49:08

10/06/2022 15:49:04

10/06/2022 15:49:04

10/06/2022 15:48:50

10/06/2022 15:48:50

Figure 105 - View Logs

5. Click on Expand (@') to check detailed logs.

-mmm ShealietEt ==

https://10.1.150.93/WebUl/Login.aspx?lang=en-US

St _m

AuthenticationBAL-Authenticatellser Im.blid User Login.

3.44 Help

This section allows MyCloud Admin to view /download my cloud related documents and reference quides.

ERROR

05/08/2024 15:16:47

{"ClassName":"AuthenticationBAL",'MethodName":"Aut... Read more

05/08/2024 15:16:47

System.ArgumentExceptior: Inva
licl User Login.

Figure 106 - Detailed View Logs

MyCloud admin can click on Download Reference Guide action to View the document or download the

document in PDF format.

To continue with the other Provider level configurations, please refer to the MyCloud Configuration Guide -

Provider Module (Part1& 2).

3.4.4.1 License Report

MyCloud licensing should be enhanced to capture the number of Cl supported. i.e. License key will have

details of number of Cl to be supported by MyCloud.
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License Report Update License Detail

Licensing Details 3

Product Infermation Cl Quota Usage Account Details

@ Ci Entitement ) Active Cls

Customer Name Version No License Period Cl Entitlement

MyCloud 10.7 3 Years 5000
Build Expiration Date Expiring In Active Cls As On Date
19555 12/31/2025 902 pays 51

* menjdd/yyyy

Figure 107 - License Report

Refer the below table to understand the fields mentioned in the above figure and fill in the details:

Table 26 - License Report

Section Description

Product Information This section will contain customer Name, Version No of MyCloud Product, Build no
deployed-on server and expiration date.

Cl Quota Usage Cis entitled in license and active Cis

Account Details This section will contain number representation of License periods, Entitled Cis,
license expiring in days and active cis as on date.

— CI Consumption Report will active Cls data and trending charts of selected period (Default last 10

months’ data will show).

— Users should be able to export the All-ClI Report through License Report page in excel format.

Cl Consumption Report

70 -
60 60
50 a7
40

30
20 17

| n

0

October-2022  November-2022  December-2022  January-2023 February-2023 March-2023 April-2023 May-2023 June-2023 July-2023

Figure 108 - Cl Consumption Report
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4 Support

To get support for this product, drop a mail to MyCloud-ProdSupport-Team@hcl-software.com.
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