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Chapter 1. Installing HCL CDP Platform on OpenShift

This section details the installation and configuration of the services and components required for deploying HCL CDP

(Customer Data Platform) on the Red Hat OpenShift platform.

Introduction

This section details the installation and configuration of the services and components required for deploying HCL CDP

(Customer Data Platform) on the Red Hat OpenShift platform.

Prerequisites

There are two parts of the deployment:

- Micro services based components, to be deployed on containerization platform. Here, Red Hat OpenShift is the
choice of the Container orchestration platform.
« Virtual Machine (VM) based deployment.

Before proceeding with the installation of the required components, you have to ensure that Red Hat OpenShift is installed

and properly configured. Refer to the Red Hat OpenShift documentation for installation guidelines.

Also, below tools are expected to present in the deployment to facilitate the installation:

1. OpenShift CLI ("oc" command)
2. Kubernetes command line tool ("kubectl" command)
3. Helm CLI tool ("helm" command)

Hardware Prerequisites
Given below is the minimum hardware requirement for the HCL CDPdeployment.

Standalone VMs

No. of
Server/Node CPU Memory Storage Network
Server/Node
Bastion host 1 2vCPUsfora7h |8.0GiB EBS only Low to Moderate
12m burst
Aerospike DB 2 4 vCPUs 16.0 GiB 150 GB NVMe SSD | Up to 10 Gigabit
DMP server 1 2 vCPUs 8.0 GiB EBS only Up to 12.5 Gigabit
Druid server 2 16 vCPUs 128.0 GiB EBS only Up to 10 Gigabit
Mongo DB Server |4 4 vCPUs 16.0 GiB 150 GB NVMe SSD | Up to 10 Gigabit
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Server/Node ::;v(:r/Node CPU Memory Storage Network
Mongo DB Server |1 2vCPUs fora4h |2.0GiB EBS only Up to 5 Gigabit
48m burst

Nifi DB 3 2 vCPUs 16.0 GiB 75 GB NVMe SSD | Up to 10 Gigabit

SFTP Server 1 2 vCPUs 8.0 GiB EBS only Up to 12.5 Gigabit

postgres-1 2 2 vCPUs 8.0 GiB EBS only Up to 12.5 Gigabit

RabbitMq 1 2 vCPUs 8.0 GiB EBS only Up to 10 Gigabit

TC Redis 1 2 vCPUs 16.0 GiB EBS only Up to 10 Gigabit

Redis & RMQ for 1 2 vCPUs 16.0 GiB EBS only Up to 10 Gigabit

Celery

Scheduler 1 2 vCPUs 16.0 GiB EBS only Up to 10 Gigabit
EKS Cluster

Server/Node CPU Memory Storage Network

3 Nodes 32 vCPUs 64.0 GiB EBS only 12.5 Gigabit

18 Nodes 4 vCPUs 16.0 GiB EBS only Up to 12.5 Gigabit
EMR Cluster

Server/Nodes CPU Memory Storage Network

Primary Node 4 vCPUs 16.0 GiB EBS only Up to 10 Gigabit

Core Node 4 vCPUs 16.0 GiB EBS only Up to 10 Gigabit

Software requirements

Given below is a list of components to be deployed and configured before the deployment for CDP Core modules. CDP

utilizes the functionalities from these modules to perform the end-to-end operations.

Application/Service Deployment Type Version
HashiCorp Vault Helm chart Vaultv1.17.2
Red Hat Quay Operator

RHBK Operator, OpenShift RBAC NA

NFS

Storage Class on OpenShift

AMQ streams

OpenShift Operator
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Application/Service Deployment Type Version
SMTP server

Trino Helm chart v0.7.0
Apache Spark (Spark ETL jobs) Helm chart 3.5.1
HAProxy(route/ingress) Route on OpenShift

MinlO Helm chart v5.0.15
Apache Airflow Helm chart 2.9.2
Stackable Operator for Apache Helm chart 24.3.0

Spark (certified) / Spark Helm

Operator(Community)

PostgreSQL PgSQL on VM
AMQ broker OpenShift Operator
3Scale Api-Gateway

Supported Cloud Platforms

HCL CDP is compatible with a range of leading cloud platforms, ensuring flexibility and scalability for deployment. The
supported platforms include:

- Amazon Elastic Kubernetes Service (Amazon EKS): Managed Kubernetes service provided by AWS for running
containerized applications.

- Red Hat OpenShift®: An enterprise-grade Kubernetes platform optimized for managing containerized applications at
scale.

Downloading HCL CDP Artifacts

This page explains on how to download the required images and charts from Flex Net Operations (FNO).

Start by downloading all the necessary Cloud Native CDP images from the FNO (Field Network Operations). These images
are essential for the deployment process. The Cloud Native CDP images, by default, include charts that are pre-configured

with application resources. These charts simplify the deployment process.

Before proceeding with the implementation of Cloud Native CDP, ensure that the Cloud Native environment is properly set
up. This environment is crucial for running the platform smoothly. The downloaded charts use Helm as a package manager
for Kubernetes. Helm is responsible for managing, updating, and deploying the charts on the Kubernetes cluster. The Helm

charts deploy the CDP components onto the specified Kubernetes cluster, allowing the platform to function as expected.

After downloading, extract the ZIP file to a designated location on the cloud VM (Virtual Machine) where you plan to deploy

the CDP. This location will serve as the base for managing and deploying the platform components.
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By following this sequence, you'll be able to successfully set up and deploy the Cloud Native CDP platform on OpenShift.

1. Download the required HCL CDP artifacts from Flex Net Operations (FNO). To roll out the Helm charts, you must
specify the offering-related details and requirements. Contact support team to get a Helm chart.

2. To import the downloaded Docker images for all the products, run the following command.
docker load -i product_image_name.tar

3. To verify all products images are loaded and available for use, run the following command.
docker images

4. To tag the images appropriately, run the following command.
docker tag SOURCE_IMAGE[:TAG] TARGET_IMAGE[:TAG]

5. To push the images to the docker registry, run the following command.
docker push TARGET_IMAGE[:TAG]

6. To push the product helm charts to container registry, run the following command.

helm push product_chart_name.tgz oci://container_registry_path

Deploying HCL CDP

This section provides step-by-step instructions for deploying each service, component, and module required forHCL CDP.
Follow the guidelines in each subsection to ensure the successful deployment and configuration of the respective elements.

Installing HashiCorp Vault

This section provides a step-by-step guide to installing HashiCorp Vault.

HashiCorp Vault, a powerful tool secures secrets management and key management services (KMS). HashiCorp Vault
ensures robust encryption, secure access to sensitive data, and centralized management of secrets across your applications

and infrastructure. The page covers the installation process, initial configuration, and integration with your deployment

environment to enhance security and compliance.

Prerequisite:

Make sure to assign required privileges in the security context (scc) to the below service accounts on the namespace, where

the vault will be deployed.

« vault-cluster-agent-injector

« vault-cluster

In case of anyuid scc, add the below sections under user:

oc edit scc anyuid
- system:serviceaccount:vault-cluster-agent-injector:vault-server
- system:serviceaccount:vault-cluster:vault-serve



Chapter 1. Installing HCL CDP Platform on OpenShift

Installing HashiCorp Vault

To install HashiCorp Vault, follow the steps below:

1. As a first step in installation, add the HashiCorp value repository using the below helm command.

helm repo add HashiCorp https://helm.releases.hashicorp.com
helm repo update

2. Create a vault-values-override.yaml file to deploy the vault in HA mode and vault data persistence mode. A sample

yaml file along with configuration is shown below.

# Vault Helm Chart Value Overrides
global:

enabled: true

tlsDisable: true

resources:
requests:
memory: 256Mi
cpu: 250m
Timits:

memory: 256Mi
cpu: 250m

server:
# Use the Enterprise Image
# dimage:
# repository: "hashicorp/vault-enterprise"
# tag: "l.16.1-ent"

# These Resource Limits are 1in line with node requirements in the
# Vault Reference Architecture for a Small Cluster

resources:
requests:
memory: 8Gi
cpu: 2000m
Timits:

memory: 16Gi
cpu: 2000m

# For HA configuration and because we need to manually init the vault,
# we need to define custom readiness/liveness Probe settings
readinessProbe:

enabled: true

path: "/vl/sys/health?standbyok=true&sealedcode=204&uninitcode=204"
livenessProbe:

enabled: true

path: "/vl/sys/health?standbyok=true"

initialDelaySeconds: 60

# extraEnvironmentVars is a list of extra environment variables to set with the stateful set. These
could be
# used to include variables required for auto-unseal.
extraEnvironmentVars:
# VAULT_CACERT: /vault/userconfig/tls-ca/ca.crt

# extraVolumes 1is a list of extra volumes to mount. These will be exposed
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# to Vault 1in the path ' /vault/userconfig/<name>/".
extraVolumes:
# - type: secret
# name: tls-server
# - type: secret
# name: tls-ca
# - type: secret
# name: kms-creds

# This configures the Vault Statefulset to create a PVC for audit logs.
# See https://www.vaultproject.io/docs/audit/index.html to know more

auditStorage:
enabled: true

standalone:
enabled: false

# Run Vault in "HA" mode.
ha:
enabled: true
replicas: 2
raft:
enabled: true
setNodeId: true

config: |
ui = true

cluster_name = "vault-cluster-with-integrated-storage"

listener "tcp" {
tls_disable = 1
address = "[::]:8200"
cluster_address = "[::]:8201"

storage "raft" {
path = "/vault/data"
retry_join {

leader_api_addr = "http://vault-cluster-0.vault-test-internal:8200"

}

retry_join {

leader_api_addr = "http://vault-cluster-1.vault-test-internal

}

autopilot {
server_stabilization_time = "100s"
last_contact_threshold = "10s"
min_quorum = 5
cleanup_dead_servers = false
dead_server_last_contact_threshold = "10m"
max_trailing_logs = 1000
disable_upgrade_migration = false

# Vault UI

ui:
enabled: true
serviceType: "LoadBalancer"
serviceNodePort: null

:8200"
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externalPort: 8200

In case, if there are more that 2 vaults replica, you can adjust and update the below properties, accordingly:
o retry_join
o replicas

3. After configuring the yaml file, you can install the Vault using Helm chart as shown below.

helm upgrade --install vault hashicorp/vault --namespace vault --set
"global.openshift=true" --set
"server.image.repository=docker.io/hashicorp/vault" --set
"injector.image.repository=docker.io/hashicorp/vault-k8s"

-f /<path-to-your-vault-override-values-file>/vault-override-values.yaml --debug

4. On successful installation of the vault, you can verify the installation using the below command.

oc get pods --namespace vault

Note: After installation, make sure to unseal the vault as shown below. Otherwise, the pods will keep restart.

NAME READY STATUS RESTARTS AGE
vault-0 1/1 Running 0 95m
vault-1 1/1 Running 2 (37m ago) 3%m
vault-agent-injector-67cd4cTcdB5-wx5p% 1/1 Running 6 (101m ago) 107m

Configuring HashiCorp Vault

This section provides a step-by-step guide to configure HashiCorp Vault.

After installing the HashiCorp Vault, configuring the Vault is a crucial step to ensure that it integrates effectively within
your infrastructure and meets your security requirements. This process involves initializing and unsealing Vault, setting up
Kubernetes authentication, creating routes for Ul access, and defining user access policies.

Initialize Vault Pod

1. Initiate the vault-0 pod for execution in the OpenShift environment.

oc exec -it vault-0 -- /bin/sh -n vault
vault operator 1init

2. On successful initializing, the output will be as shown below:

$ vault operator 1init
Unseal Key 1:

Unseal Key
Unseal Key
Unseal Key

a b wWw N

Unseal Key
Initial Root Token: hvs.A2kzLVXS8h51JBT
Vault initialized with 5 key shares and a key threshold of 3. Please securely

distribute the key shares printed above. When the Vault 1is re-sealed,
restarted, or stopped, you must supply at least 3 of these keys to unseal it
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before it can start servicing requests.

Vault does not store the generated root key. Without at least 3 keys to
reconstruct the root key, Vault will remain permanently sealed!

It is possible to generate new unseal keys, provided you have a quorum of
existing unseal keys shares. See "vault operator rekey" for more information.

Note: Make sure to store the Unseal keys and Root Token, safely. By default, the Vault is sealed, and to unseal
them, three keys out of five are required. You can use the root token to login to Vault either via Vault Ul or
from inside the pod.

Unseal Vault

After initializing the vault and obtaining the keys and token, you can unseal the Vault from vault-0 pod using the following

commands.

1. Run the vault operator unseal command thrice with 3 different Unseal keys retrieved in the previous step. After

unsealing the Vault thrice, the vault status will be changed from Sealed=true to Sealed=False.

oc exec -it vault-0 -- /bin/sh -n vault
vault operator unseal

2. Now, join the Vault-1 pod with cluster, and unseal the vault-1 using the keys found during the vault-0 initialization.

vault operator raft join http://vault-0.vault-internal:8200
vault operator unseal

3. After joining the cluster and Vault-1 pod, login into the vault-0 pod. Login to the Vault using the root password

retrieved during vault-0 initialization.

vault login <root password>
# output will be - Success! You are now authenticated. The token information displayed below

4. Now, enable kubernetes authentication.
vault auth enable kubernetes
5. Perform authorization method to use location of kubernetes host.
vault write auth/kubernetes/config \ kubernetes_host="https://$KUBERNETES_PORT_443_TCP_ADDR:443"
6. Verify the cluster setup.
vault operator raft list-peers
On successful verification, the output will be as shown below.

Node Address

al799962-8711-7128-23f8 vault-8.vault-internal:8281 leader
ebB76c97-aaaa-a%2e-b99a- vault-1.vault-internal:8261 follower
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Create route to access Vault Ul

After unsealing the vault, explore the vault service and create a route to access the Vault Ul.

1. Check for available services in the Vault.

oc get svc -n vault
#output will be like as shown below
vault-cluster-ui LoadBalancer 172.30.229.200 <pending> 8200:30530/TCP

2. Expose the Vault service.
oc expose svc vault-cluster-ui -n vault
3. Now, create a route to access the Vault Ul.
oc get routes -n vault

4. Copy the route HOST/PORT URL and access the Vault Ul. To login, use Token as User name, and <root token>, which
is received after vault initialization done earlier on vault-0 pod, as password.

Create user for Vault Access

1. Using the port URL and credentials, login to the Vault Ul. Navigate to Access > Authentication Method >
Authentication Method.

v Authentication Methods

Q Q Enable new method +

< Back to main navigation

© kubernetes/

Authentication
auth_kubernetes

Authentication Methods

o
Multi-Factor Authentication A token/

auth_token
OIDC Provider

2 userpass/
auth_userpas:

Groups

Entities

Administration

Leases

2. In the Authentication Method section, click the Enable new method as shown below.
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v

< Back to main navigation

Authentication
Authentication Methods
Multi-Factor Authentication

0IDC Provider

Organization
Groups

Entities

Administration

Leases

Authentication Methods

Q Q

© kubernetes/

auth_kubernetes_

2 token/

auth_token_

3. Click the Username & Password icon, and click Create user.

V

< Back to main navigation

Authentication
Authentication Methods
Multi-Factor Authentication

OIDC Provider

Organization
Groups

Entities

Auth Methods | userpass

userpass

Users  Configuration

No users yet

Alist of users will be listed here. Create your
first user to get started

+ Create user

4. In the Create user section, enter the username and password.

Note: Make sure to use base 64 bit encoded password.

< Back to main navigation

Authentication

Authentication Methods

Multi-Factor Authentication

OIDC Provider

Organization

Groups

Entities

Administration

Leases

users Create
Create user

Username ()

vault-access-user

Password ()

v Tokens

m Cancel

Enable new method +

Create user +

B @
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5. The new user will be created listed in the userpass section. The new user can access the vault to retrieve the secrets.

v Auth Methods / userpass

userpass

< Back to main navigation

Users  Configuration

Authentication Create user +
Authentication Methods
Multi-Factor Authentication B vault-access-user

OIDC Provider ef1 ,

Organization
Groups

Entities

Create Secrets Engine to store secrets in Vault

To create secretes engine, follow the steps below:

1. In the Vault Ul, navigate to Secrets Engines > Enable new engine, and click KV icon.

Enable a Secrets Engine

Generic
Dashboard
Secrets Engines = @ Ld @ [ﬁ
- ! Kv PKI SSH Transit TOTP LDAP Kubernetes
Secrets Sync | Enterprise "
Certificates
Access
Policies
Cloud
Tools
2] aws A al al
AliCloud AWS Azure Google Cloud  Google Cloud
Client Count KMS
Seal Vault
Infra

2. Enter the name of the KV secret folder, inside which you can create the secrets, and click Enable engine to create the
KV folder.

13
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v Enable a Secrets Engine

_ Path
Dashboard CDP_Secrets
Secrets Engines Maximum number of versions

The number of versions to keep per key. Once the number of keys ex maximum nur

ill be permanently deleted. This value

Secrets Sync | Enterprise

n 0 is used or the valu

this va

applies to all keys, but a key's meta ngs can ovel

Access 0

Policies
Require Check and Set
Tools If checked, all keys will require the cas parameter to be set on all write reque:

Automate secret deletion
A secret's version must be manually deleted

Client Count
v Method Options

Enable engine Back

Seal Vault

3. In the KV Folder section, click Create secret option to create new secrets.

secrets | CDP_Secrets

:= CDP_Secrets ession2
Vault

Secrets  Configuration
Dashboard

Secrets Engines Create secret +

Secrets Sync | Enterprise

Access No secrets yet

Policies When created, secrets will be listed here.

Create a secret to get started.
Tools

Create User Policy

After creating secret folder, you can create policy to access the secrets from Vault.

1. In the Vault Ul, click Policies.
2. Inthe ACL Policies section, click Create ACL policy.

v ..
ACL Policies
Q )
< Back to main navigation Create ACL policy +
[ default
D root

The root policy does not contain any rules but can do anything within Vault. It should be used with extreme care.

1-20f2 1

3. As aresult, the Create ACL Policy section will be displayed. In the Create ACL Policy section, enter policy name and

policy as shown below.

14
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path "CDP_Secrets/data/*"{
capabilities = ["read"]

}

ACL policies / Create

Create ACL Policy

< Back to main navigation

Name

vault-secret-read-only-policy

Policy ¥ How to write a policy Upload file

path "cdp/dat
capabiliti

}

You can use Alt+Tab (Option+Tab on MacOS) in the code editor to skip to the next field.

Create policy Cancel

4. Click Create policy to create the policy.
5. Now, you can add the policy to a vault user account. Run the below command with the user credentials to add the

policy in vault-0.

vault write auth/userpass/users/<your-vault-access-user>
password=<your-vault-user-password> policies=<your-vault-access-policy>

Example:

vault write auth/userpass/users/vault-access-user password=mypassword
policies=vault-secret-read-only-policy

Installing AMQ Streams Operator for Kafka

This section provides a detailed guide to installing and configuring the AMQ Streams Operator for Kafka on Red Hat
OpenShift.

AMQ Streams simplifies the deployment and management of Apache Kafka clusters in a Kubernetes environment, enabling

reliable real-time data streaming and messaging capabilities.

The guide includes steps for installing the AMQ Streams Operator from the OpenShift Operator Catalog, deploying a Kafka
cluster, configuring essential resources like secrets and users, and setting up a sample Kafka cluster with Zookeeper.

1. In the OpenShift Operator catalog, search and install the AMQ Streams operator.

Installed Operators » Operator details

,/o‘ AMQ Streams .
A .’ Actions =

26.0-2 provided by Red Hat

2. In the Operators > Installed Operations, deploy a Kafka Cluster Instance.

15
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secrets | cdp | live-events

live-events

Vault
Secret Metadata Paths Version History

Dashboard

@ JSON Delete  Destroy Copy v Version3 v Create new version +

Secrets Engines

Secrets Sync | Enterprise Version 3 created Jun 27, 2024 10:10 AM

Reveal values €&

Access Version data
Policies

Tools

Monitoring

Client Count

M © 2024 HashiCorp

Vault 1161  Upgrade to Vault Enterprise ~ Documentation ~ Support ~ Terms  Privacy

Note: Make sure to create a secret with username and password for Kafka user and create a Kafka user. For

more information on creating user and secrets, refer and .

3. After creating the user account and secrets, in the Operator details section, for the AMQ Streams, select Kafka and

click Create Kafka.

Project:cdp ¥
¢ Administrator

Installed Operators > Operator details
/,0 . AMQ Streams
/ Actions v
O 26.0-2 provided by Red Hat

Operators

Details YAML  Subscription  Events  Allinstances  Kafka  Kafka Node Pool  Kafka Connect  Kafka Mirror Maker  Kafka Bridge

| Installed Operators

4. In the Create Kafka section, click the YAML View option, and create a Kafka cluster instance with zookeeper. A
sample config.yaml file is provided below.

apiVersion: kafka.strimzi.io/vlbeta2x
kind: Kafka
metadata:
labels:
app: sbi-kafka
name: hclsw-sbi-dev-kafka
namespace: kafka-ns
spec:
entityOperator:
topicOperator: {}
userOperator: {}
kafka:
authorization:
superUsers:

16
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- hclsw-sbi-kafka-user
type: simple
config:
default.replication.factor: 2
inter.broker.protocol.version: '3.6'
min.insync.replicas: 2
offsets.topic.replication.factor: 2
transaction.state.log.min.isr: 2
transaction.state.log.replication.factor: 2
listeners:
- authentication:
type: scram-sha-512
configuration:
preferredNodePortAddressType: Hostname
name: external
port: 9094
tls: false
type: nodeport
- authentication:
type: scram-sha-512
name: 1internal
port: 9092
tls: false
type: internal
replicas: 2
resources:
Timits:
cpu: '4'
ephemeral-storage: 20Gi
memory: 8Gi
requests:
cpu: '2'
ephemeral-storage: 20Gi
memory: 2Gi
storage:
class: nfssc
deleteClaim: false
size: '20'
type: persistent-claim
version: 3.6.0

zookeeper:
replicas: 3
resources:
Timits:
cpu: '4'

ephemeral-storage: 20Gi
memory: 8Gi

requests:
cpu: '2'
ephemeral-storage: 20Gi
memory: 2Gi

storage:

class: nfssc

deleteClaim: true

size: 20Gi

type: persistent-claim

5. On successful deployment of cluster, the two broker pods and three zookeeper pods will be created.
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6. To access the Kafka within the cluster, the Bootstrapper URL will be created as shown below. <Your - cl ust er - name>-
kaf ka- boot st rap. cdp. svc: 9092

7. Similarly, to access the Kafka from outside the cluster (DMP Producer application), the Bootstrapper URL will be
created as shown below. <host nane1>: 31571, <host name2>: 31571

8. Once a Kafka instance is deployed follow below steps to create a secret and user for accessing Kafka.
Creating secret for Kafka User

The secret object type provides a mechanism to hold sensitive information such as passwords, OpenShift Container

Platform client configuration files, private source repository credentials, and so on. You can create a kafka-cdp-secret on the
OpensShift cluster for Kafka User.

Note: Make sure that the username and password must be in base64 format.

apiVersion: vl
data:
password: WWQ4cXloWmNuREpXUUpMMzg2dGZ4UQ==

username: aGNsc3ctc2IpLWthZmthLWNkcCl1lc2Vy
kind: Secret

metadata:
name: kafka-cdp-secret
namespace: cdp

type: Opaque

Creating Kafka User

To create a Kafka user, follow the steps below:

1. In the AMQ Streams section, select Kafka User and click Create KafkaUser for accessing Kafka and performing
operations on topics and create consumer groups.

Installed Operators 3 Operator details

%%y, AMQ Streams

Actions w
26.0-2 provided by Red Hat

nces  Kafka  Kafka Node Pool  Kafka Connect  Kafka Mirror Maker ~ Kafka Bridge  Kafka Topic ~ Kafka User

<

Kafka Connector  Kafka M

3

KafkaUsers Show operandsin: O Allnamespaces  ® Current namespace only Create KafkaUser

2. Create the user with label having Kafka cluster name e.g. hclsw-sbi-dev-kafka.

strimzi.io/cluster: hclsw-sbi-dev-kafka



apiVersion: kafka.strimzi.io/vlbeta2
kind: KafkaUser
metadata:
labels:
app: sbi-kafka
strimzi.io/cluster: hclsw-sbi-dev-kafka
name: hclsw-sbi-kafka-user
namespace: kafka-ns
spec:
authentication:
password:
valueFrom:
secretKeyRef:
key: password
name: kafka-cdp-secret
type: scram-sha-512
authorization:
acls:
- host: 'x'
operation: All
resource:
name: 'x'
patternType: literal
type: topic
type: allow
- host: 'x'
operation: All
resource:
name: 'x'
patternType: literal
type: group
type: allow
type: simple
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3. Inthe YAML view, update the authorization block to allow permissions to user on topic and Group.

spec:
authentication:
password:
valueFrom:
secretKeyRef:
key: password
name: hclsw-sbi-kafka-secret
type: scram-sha-512
authorization:
acls:
- host: 'x!'
operation: All
resource:
name: 'x'
patternType: literal

type: topic
type: allow
- host: 'x'

operation: All
resource:
name: 'x'
patternType: literal
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type: group
type: allow
type: simple

Deploying Kafka Ul for AMQ Streams

This section provides a comprehensive guide for deploying Kafka Ul

Kafka Ul, a web-based interface for managing and monitoring Apache Kafka clusters deployed through AMQ Streams. Kafka
Ul simplifies interactions with Kafka by providing an intuitive dashboard for exploring topics, consumers, and producers, as

well as monitoring real-time cluster performance.

The page covers creating secrets for secure authentication, configuring necessary services and deployments, and integrating
the Ul with the Kafka cluster. By following this guide, you will enable seamless access to Kafka's operational insights,

facilitating efficient cluster management and troubleshooting.
Prerequisites

Make sure the following things are in place, before creating the kafka-ui-secrets.yaml file:

1. Convert bootstrap servers URL to base-64.
<Your-cluster-name>-kafka-bootstrap.cdp.svc:9092

2. Convert password kafka-ui-passwd to base-64.
3. Convert the sasl-jass-config value to base-64.

org.apache.kafka.common.security.scram.ScramLoginModule required
username="kafka-user-used-in-kafka-cdp-secret" password="base64 password";

4. Convert sasl-mechanism SCRAM-SHA-512 to base-64.
5. Convert security-protocol SASL_PLAINTEXT to base-64

Deploy Kafka Ul

To deploy the Kafka Ul, follow the steps below:

1. Update the converted values in the below yaml file.

apiVersion: vl

data:
bootstrap-servers: aGNsc3ctc2IpLWRldilrYWZrYS1rYWZrYS1ib290c3RyYXAuY2RwLNN2YZzo5MDky
password: #pasaword#
sasl-jaas-config: b3JInLmF..=
sasl-mechanism: UONSQUOtUOGhBLTUxMg==
security-protocol: UGFTTFOTUOW=

kind: Secret

metadata:
name: kafka-ui-secret

type: Opaque

2. Create the Kafka Ul Secret resource in the specified namespace.

oc apply -f kafka-ui-secret.yaml -n <your namespace>
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3. Create a service definition in kaf ka- ui - servi ce. yam to expose the Kafka Ul within the cluster.

apiVersion: vl
kind: Service
metadata:
name: kafka-ui-service
spec:
ports:
- name: http
port: 80
protocol: TCP
targetPort: 8080
selector:
app: kafka-ui

4. Deploy the Kakfa Ul service.
oc apply -f kafka-ui-service.yaml -n <your namespace>
5. Define the Kafka Ul deployment in kaf ka- ui - depl oynent . yani , including environment variables and secrets.

api Version: apps/vl
ki nd: Depl oynent
net adat a:
nanme: kaf ka- ui
spec:
replicas: 1
sel ector:
mat chLabel s:
app: kaf ka- ui
tenpl at e:
net adat a:
| abel s:
app: kafka-ui
spec:
cont ai ners:
- env:
- name: KAFKA CLUSTERS 0_NAME
val ue: kafka-cl uster
- nanme: KAFKA CLUSTERS_0_BOOTSTRAPSERVERS
val ueFrom
secr et KeyRef :
key: bootstrap-servers
nane: kaf ka-ui -secret
- nanme: KAFKA CLUSTERS_0_PROPERTI ES_SECURI TY_PROTOCOL
val ueFrom
secr et KeyRef :
key: security-protocol
nanme: kaf ka-ui -secret
- nanme: KAFKA CLUSTERS 0 PROPERTI ES_SASL_MECHANI SM
val ueFrom
secr et KeyRef :
key: sasl - mechani sm
nane: kafka-ui-secret
- nane: KAFKA CLUSTERS 0 PROPERTI ES_SASL_JAAS CONFI G
val ueFrom
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secr et KeyRef :
key: sasl-jaas-config
name: kaf ka-ui - secret
- name: KAFKA CLUSTERS_O_METRI CS_PORT
val ue: "11001"
- nane: DYNAM C_CONFI G_ENABLED
val ue: "true"
- nane: AUTH TYPE
val ue: LOG N_FORM
- nane: SPRI NG _SECURI TY_USER NAVMVE
val ue: adm n
- nane: SPRI NG SECURI TY_USER PASSWORD
val ueFrom
secr et KeyRef :
key: password
name: kaf ka-ui - secret
i mge: provectusl abs/ kaf ka-ui: | atest
nane: kaf ka- ui
ports:
- containerPort: 8080

6. Deploy kafka Ul in the namespace.
oc apply -f kafka-ui-deployment.yaml -n <your namespace>
7. On successful deployment, expose the Kafka Ul service to create a route and access the Kafka Ul.

oc expose svc kafka-ui-service -n <your namespace>
oc get routes -n <your namespace>

Login username : - admin

Login password : - kafka-ui-passwd

8. Use the exposed route URL to access Kafka Ul in your browser.

Login credentials:
o Username:adni n
o Password: kaf ka- ui - passwd

9. Upon successful deployment, you can use Kafka Ul to manage and monitor your Kafka clusters effectively.
Installing Trino
This section provides a step-by-step guide to installing Trino.

Trino is a SQL query engine and does not store data. Instead, Trino interacts with various databases or directly on object
storage. Trino parses and analyzes the SQL query you pass in, creates and optimizes a query execution plan that includes the

data sources, and then schedules worker nodes that are able to intelligently query the underlying databases they connect to.
Here, Trino is deployed in accordance with Minio for Dataset Store, Hive Metastore for Metadata, and Redis for table schema.
Prerequisites:

Before performing the installation, make sure to have the following things in place:
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« kubectl: Install primary command-line tool for managing Kubernetes clusters, which allows to inspect, manipulate,
and administer cluster resources.

« helm: A package manager for Kubernetes. Helm allows you to deploy, upgrade, and manage applications within your
cluster using pre-defined charts.

To install Trino and its component, follow the steps below:

1. As afirst step to access the resources needed for deploying Trino on Kubernetes, clone the GitHub repository.

git clone https://github.com/minio/blog-assets.git
cd blog-assets/trino-on-kubernetes

2. Create a new namespace for Trino in kubectl to provide isolated environments for applications.
kubectl create namespace trino --dry-run=client -o yaml | kubectl apply -f -
3. Create a generic Kubernetes secret for sourcing data from a JSON file to secure the Redis table schema.
kubectl create secret generic redis-table-definition --from-file=redis/test.json -n trino || true
4. Then, Add the Bitnami and Trino repositories to Helm configuration.

helm repo add bitnami https://charts.bitnami.com/bitnami || true
helm repo add trino https://trinodb.github.io/charts/ || true

5. After adding the repositories, install PostgreSQL.

helm upgrade --install hive-metastore-postgresql bitnami/postgresql -n trino -f
hive-metastore-postgresql/values.yaml

6. Update the /blog-assets/trino-on-kubernetes/hive-metastore/values.yaml file with Minio details and deploy the Hive

Metastore within the Trino namespace.
helm upgrade --install my-hive-metastore -n trino -f hive-metastore/values.yaml ./charts/hive-metastore

7. Redis is a high-speed, in-memory data store used to hold Trino table schema for enhanced query performance.

Deploy Redis in the Trino namespace using helm chart.
helm upgrade --install my-redis bitnami/redis -n trino -f redis/values.yaml

8. Update the security context to allow permissions to default service account on namespace where trino will be
deployed.

oc edit scc anyuid
users:

- system:serviceaccount:trino:default

9. Update /blog-assets/trino-on-kubernetes/trino/values.yaml with Minio details, and deploy Trino as the distributed

SQL query engine that will connect to MinlO and other data sources.
helm upgrade --install my-trino trino/trino --version 0.7.0 --namespace trino -f trino/values.yaml
10. On successful deployment, verify that all the components are running correctly.
kubectl get pods -n trino
11. As a result, the output will be as shown below.

$ oc get pods
NAME READY STATUS RESTARTS AGE
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hive-metastore-postgresql-0 1/1 Running © 6h59m
my-hive-metastore-0 1/1 Running © 6h57m
my-redis-master-0 1/1 Running 0 6h56m
my-redis-replicas-0 1/1 Running 0 6h56m
my-redis-replicas-1 1/1 Running 0 6h56m
my-redis-replicas-2 1/1 Running 0 6h55m
my-trino-coordinator-767ff55b85-vp7wm 1/1 Running 0 6h40m
my-trino-worker-5f6bcd5c46-7n9gf 1/1 Running (0] 6h47m
my-trino-worker-5f6bcd5c46-gchqd 1/1 Running © 6h46m
$

Installing Spark
This section provides a step-by-step guide to installing Spark

Apache Spark is an open-source unified analytic engine for large-scale data processing. Spark provides an interface for
programming clusters with implicit data parallelism and fault tolerance.

To install spark, follow the steps below:

1. Add bitnami Repositories to helm configuration.

helm repo add bitnami https://charts.bitnami.com/bitnami
helm repo update

2. Deploy Spark in a namespace using Helm.
helm 1dinstall my-spark bitnami/spark --namespace spark

3. On successful deployment, verify that all the components are running correctly.
oc get pods -n spark

4. As a result, the output will be as shown below.

my-spark-master-0 1/1 Running 0 2d4h
my-spark-worker-0 1/1 Running 0 2d4h
my-spark-worker-1 1/1 Running 0 2d4h

Installing AMQ Broker
This section provides a step-by-step guide to installing AMQ Broker.

AMQ Broker is a high-performance messaging implementation based on ActiveMQ Artemis. It uses an asynchronous journal

for fast message persistence, and supports multiple languages, protocols, and platforms.

To install AMQ broker, follow the steps below:
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1. First, install the AMQ Operator from the Operator Hub. In the OpenShift Container platform, click Operators >
OperatorHub, and select the project.

RedHat

m
»
N

— OpenShift
Container Platform

2 Administrator Project: amqg-broker-demo v

Home OperatorHub

Discover Operators from the Kubernetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software through Red Hat Marketplace (. You can inste

Operators provide optional add-ons and shared services to your developers. After installation, the Operator capabilities will appear in the Developer Catalog providing a self-service experience.

OperatorHub
| Alitems All ltems

Installed Operators

Workloads Application Runtime
Big Data

Serverless Cloud Provider ,/- ,/- e
Database %4 %

Networkin: . . .

9 Developer Tools Red Hat Integration - AMQ Red Hat Integration - AMQ Red Hat Integration - AMQ

Development Tools Broker Broker Broker LTS

Storage ) ) provided by Red Hat provided by Red Hat provided by Red Hat
Drivers And Plugins
Integration & Delivery AMQ Broker Operator provides AMQ Broker Operator provides AMQ Broker Operator provides

Builds . . the ability to deploy and manage the ability to deploy and manage the ability to deploy and manage
Logging & Tracing stateful AMQ Broker clusters stateful AMQ Broker clusters stateful AMQ Broker broker...

Modernization & Migration

Monitoring

Monitoring

2. In the OperatorHub, search for AMQ Broker, and in the Red Hat Integration - AMQ Broker, click Install.

{/'.. Red Hat Integration - AMQ Broker x
%4

7.81-opr-3 provided by Red Hat
Install

Latest version AMQ Broker Operator provides the ability to deploy and manage stateful AMQ Broker broker clusters
7.8.1-opr-3

Capability level

@ Basic Install

é Seamless Upgrades
CI) Full Lifecycle

é Deep Insights

(I) Auto Pilot

Source
Red Hat

Provider

Red Hat

3. Select corresponding options like channel, installation mode and approvals, and click Install.
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OperatorHub > Operator Installation

Install Operator

Install your Operator by subscribing to one of the update channels to keep the Operator up to date. The strategy determines either manual or automatic updates.

Red Hat Integration - AMQ Broker
provided by Red Hat

Update channel * @

O 78x
Provided APIs

® 7x
Installation mode * m AMQ Broker

All namespaces on the cluster (default) A stateful deployment of one or more

This mode is not supported by this Operator brokers
® A specific namespace on the cluster

Operator will be available in a single Namespace only.

*

Installed Namespace m AMQ Broker Scaledown

| @amq—broker—demol v

Provides message migration on
clustered broker scaledown
Update approval * @

@® Automatic

O Manual

Install Cancel

4. On successful installation, you can view the below page.

Red Hat Integration - AMQ Broker
7.8.1-opr-3 provided by Red Hat

Installed operator - ready for use

View Operator View installed Operators in Namespace amqg-broker-demo

(IIZ]) AMQ Broker Address

Adding and removing addresses via
custom resource definitions
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5. You can view the installed application as shown below.

Name | amq X

Name Managed Namespaces Status Last updated Provided APIs

Succeeded @ 26 Jun 2024, 11:35

Create ActiveMQ Artemis instance:

Using the OpenShift Container Platform web console:

1. Log in to the console as a user that has privileges to deploy CRs in the project in which you are creating the
deployment.

2. Start a new CR instance based on the main broker CRD. In the left pane, click Administration > Custom Resource
Definitions.

3. Click the ActiveMQArtemis CRD, and then click the Instances tab.

4. Click Create ActiveMQArtemis. Within the console, a YAML editor opens, enabling you to configure a CR instance.

apiVersion: broker.amq.io/vlbetal
kind: ActiveMQArtemis
metadata:
creationTimestamp: '2024-07-23T05:45:127'
generation: 2
managedFields:
- apiVersion: broker.amq.io/vlbetal
fieldsType: FieldsVl
fieldsVi:
'fispec':
{}
'f:deploymentPlan':
'f:jolokiaAgentEnabled': {}

'fiimage': {}
.0 {}
'fisize': {}

'f:persistenceEnabled': {}
'f:managementRBACEnabled': {}
'f:requireLogin': {}
'f:imessageMigration': {}
'f:journalType': {}
manager: Mozilla
operation: Update
time: '2024-07-23T06:42:10Z'
- apiVersion: broker.amq.io/vlbetal
fieldsType: FieldsVl
fieldsVi:
'fistatus':
{}
'f:conditions': {}
'f:deploymentPlanSize': {}
'f:podStatus':
{7
'fiready': {}
'f:scalelLabelSelector': {}
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'f:upgrade':
{3
'f:majorUpdates': {}
'f:minorUpdates': {}
'f:patchUpdates': {}
'f:securityUpdates': {}
'f:version':

{}
'f:brokerVersion': {}
'fiimage': {}

'f:initImage': {}
manager: amg-broker-operator
operation: Update
subresource: status
time: '2024-07-23T12:50:35Z'

name: amqg-broker
namespace: amg-broker-ns

resourceVersion: '2781361'
uid: 977dc755-fa47-46b0-a222-046467f524eb

spec:

deploymentPlan:

image: placeholder
jolokiaAgentEnabled: false
journalType: nio
managementRBACEnabled: true
messageMigration: false

persistenceEnabled: true

requireLogin: false

si

ze: 1

status:

conditions:

lastTransitionTime: '2024-07-23T05:

message: ''
observedGeneration: 2
reason: ValidationSucceded
status: 'True'

type: Valid

lastTransitionTime: '2024-07-23T12:

message: "'

reason: Applied

status: 'True'

type: BrokerPropertiesApplied

lastTransitionTime: '2024-07-23T12:

message: ''

reason: AllPodsReady
status: 'True'

type: Deployed

lastTransitionTime: '2024-07-23T12:

message: ''

reason: ResourceReady
status: 'True'

type: Ready

lastTransitionTime: '2024-07-23T12:

message: ''

reason: VersionMatch
status: 'True'

type: BrokerVersionAligned

deploymentPlanSize: 1

45:

50:

50:

50k

50:

127"

357"

357"

357"

357"
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podStatus:
ready:
- amq-broker-ss-0
scalelLabelSelector: 'ActiveMQArtemis=amg-broker,application=amg-broker-app'
upgrade:
majorUpdates: true
minorUpdates: true
patchUpdates: true
securityUpdates: true
version:
brokerVersion: 7.12.1
image:
'registry.redhat.io/amq7/amg-broker-rhel8@sha256:10855749104ac3ecefe62al5aal8e22d485b4e9c7cbf9fc1894366
edo2fdf28d'
initImage:
'registry.redhat.io/amq7/amg-broker-init-rhel8@sha256:3adf4e74ed54043c867f6f444e4dc97471194994b6bb5060f
4€9437c2db14029'

5. When you have finished configuring the CR, click Create.

Creating ActiveMQArtemisAddress (if required)

To create ActiveMQArtemisAddress yaml, follow the steps below:

1. Log in to the console as a user that has privileges to deploy CRs in the project for the broker deployment.

2. Start a new CR instance based on the address CRD. In the left pane, click Administration > Custom Resource
Definitions.

3. Click the ActiveMQArtemisAddresss CRD, click the Instances tab.

4. Click Create ActiveMQArtemisAddress. Within the console, a YAML editor opens, enabling you to configure a CR

instance.

apiVersion: broker.amq.io/vlbetal
kind: ActiveMQArtemisAddress
metadata:
creationTimestamp: '2024-07-02T11:41:02Z'
generation: 1
managedFields:
- apiVersion: broker.amq.io/vlbetal
fieldsType: FieldsVl
fieldsV1l:
'fispec':
{}
'f:addressName': {}
'f:queueName': {}
'firoutingType': {}
manager: Mozilla
operation: Update
time: '2024-07-02T11:41:02Z'
name: artemis-address-queue
namespace: vault-server
resourceVersion: '48399557'
uid: bd5194d5-748e-441d-b054-1258e00a2154
spec:
addressName: myAddresso
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queueName: myQueue®
routingType: anycast

5. When you have finished configuring the CR, click Create.

Configuring ActiveMQ Service (Node Port)

Similarly, create another service for node port, and in the YAML editor, configure the service as shown below.

kind: Service
apiVersion: vl
metadata:
name: amqg-broker-svc
namespace: vault-server
uid: 6e4a975d-3cd0-41a0-9f82-28d5275e76d6
resourceVersion: '48454106'
creationTimestamp: '2024-07-02T12:47:04Z'
labels:
ActiveMQArtemis: amg-broker
application: amg-broker-app
managedFields:
- manager: Mozilla
operation: Update
apiVersion: vl
time: '2024-07-02T12:54:04Z'
fieldsType: FieldsVl
fieldsVil:
'f:metadata':
'f:labels':
{}
'f:ActiveMQArtemis': {}
'frapplication': {}

'fispec':
'f:allocateLoadBalancerNodePorts': {}
'f:externalTrafficPolicy': {}
'f:rinternalTrafficPolicy': {}

'fiports':
{}
'k:{"port":61616,"protocol":"TCP"}':
{}
'fiport': {}

'fiprotocol': {}
'f:targetPort': {}
'f:selector': {}
'f:sessionAffinity': {}
'fitype': {}
spec:
clusterIP: 172.30.41.165
externalTrafficPolicy: Cluster
ipFamilies:

- IPv4
ports:
- protocol: TCP
port: 61616

targetPort: 61616

nodePort: 31635
internalTrafficPolicy: Cluster
clusterIPs:
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- 172.30.41.165
type: NodePort
ipFamilyPolicy: SingleStack
sessionAffinity: None
selector:
ActiveMQArtemis: amg-broker
application: amg-broker-app
status:
loadBalancer: {}

Now, using the assigned port number (31635 - in this case), you can access the AMQ Artemis Service from outside the
cluster.

Example:

$./artemis queue stat --url tcp://10.14.108.233:31635
Connection brokerURL = tcp://10.14.108.233:31635

| NAME | ADDRESS | CONSUMER_COUNT |MESSAGE_COUNT |MESSAGES_ADDED
|DELIVERING_COUNT |MESSAGES_ACKED |SCHEDULED_COUNT |ROUTING_TYPE |

|DLQ |DLQ |o |o |o |o
|0 |o | ANYCAST |

| ExpiryQueue | ExpiryQueue | | | |®
|0 |o | ANYCAST |

| TEST | TEST |o |51 |301 |o
| 250 |® | ANYCAST |

I
activemq.management.3dcbfac0-42f6-4772-bfe6-12550f24f042|activemq.management.3dcbfac0-42f6-4772-bfe6-12550f24f0
421 |o lo |o |o lo [MULTICAST
|
|myQueue0® |myAddress@ | |® | |©
| |© | ANYCAST |

Installing HA Proxy
This section provides a step-by-step guide to installing HA Proxy.
HA Proxy, which stands for High Availability Proxy, is a software TCP/HTTP Load Balancer and proxying solution. Its most

common use is to improve the performance and reliability of a server environment by distributing the workload across
multiple servers (e.g. web, application, database).

To install HA proxy, follow the steps below:

1. Add HA proxy repositories to helm configuration.

helm repo add haproxytech https://haproxytech.github.io/helm-charts
helm repo update

2. Deploy HAProxy using Helm.
helm install haproxy-ingress haproxytech/kubernetes-ingress --namespace haproxy --create-namespace
3. On successful deployment of HAProxy, you can verify the pods.

kubectl get pods --namespace haproxy
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Installing Apache Airflow

This section provides a step-by-step guide to installing Apache Airflow.

Apache Airflow (or simply Airflow) is a platform to programmatically author, schedule, and monitor workflows. In Airflow,

workflows are defined as code, and they are more maintainable, versionable, testable, and collaborative.

You can use Airflow to author workflows as directed acyclic graphs (DAGs) of tasks. The Airflow scheduler executes tasks
on an array of workers while following the specified dependencies. Availability of a rich set of command line utilities help
performing complex surgeries on DAGs. The user interface makes it easy to visualize pipelines running in production,
monitor progress, and troubleshoot issues when needed.

To install the Apache Airflow, follow the steps below:

1. Add Apache Airflow repositories to helm configuration.

helm repo add apache-airflow https://airflow.apache.org
helm repo update

2. Download the Helm charts to local.

mkdir -p /home/user/airflow-chart-download

cd /home/user/airflow-chart-download

# Download the chart locally,

# it should download a tarball in the same directory
helm pull apache-airflow/airflow

# untar the downloaded tarball

tar -zxvf airflow-1.14.0.tgz

3. Update the airflow image with the HCL provided airflow image details in the helm chart inside the values.yaml as
below.

vi /home/user/airflow-chart-download/airflow/values.yaml

Edit below properties

defaultAirflowRepository: hclcr.io/unica/airflow-custom
defaultAirflowTag: "1"
airflowVersion: "2.8.3"

The properties will look like below:

67 # Default airflow repository -- overridden by all the specific images below
#defaulthirflowRepository: apache/airflow
defaultAirflowRepository: hclcr.io/unica/airflow-custom

71 # Default airflow tag to deploy
2 #defaulthirflowTag: "2.8.3"
defaulthAirflowTag: "1"

75 # Default airflow digest. If specified, it takes precedence over tag
76 defaultairflowDigest: ~

# nirflow version (Used to make some decisions based on Airflow Version being deployed)
airflowVersicon: "2.85.3"

4. Update the security context in PostgreSQL values.yaml as below to disable seccompProfile.

vi /home/user/airflow-chart-download/airflow/charts/postgresql/values.yaml
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5. Update the OpenShift SCC and grant necessary permissions to all the below listed service accounts to deploy the

pods.

<your airflow deployment namespace>-create-user-job

if your namespace is airflow, the below all service accounts will be created when you deploy the helm
chart.

so grant the necessary permission in the SCC for all the service accounts.
airflow-create-user-job

airflow-migrate-database-job

airflow-redis

airflow-scheduler

airflow-statsd

airflow-triggerer

airflow-webserver

airflow-worker

default

6. Deploy the Apache Airflow using Helm.

helm upgrade --install airflow /home/user/airflow-chart-download/airflow --namespace airflow
--create-namespace --debug --timeout 15m

7. After deploying Apache Airflow, verify the deployed pods.

kubectl get pods --namespace airflow

As a result, the output will be as shown below:

Runni

Runni
Runni
Runni
Runni

Configuring Apache Airflow

Expose the Airflow web server service, which will create the route to access the Airflow Ul.

oc expose svc airflow-webserver -n airflow
oc get routes -n airflow

Access the airflow Ul application using the HOST/PORT URL.
Installing MinlO
This section provides a step-by-step guide to installing MinlO.

MinlO is an object storage solution that provides an Amazon Web Services S3-compatible APl and supports all core S3
features. MinlO is built to deploy anywhere - public or private cloud, bare metal infrastructure, orchestrated environments,

and edge infrastructure.

To install the MinlO, follow the steps below:
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1. Add the MinlO Operator repositories to helm configuration.

helm repo add minio-operator https://operator.min.io
helm repo update

2. Validate the repositories contents using helm search.
helm search repo minio-operator

As a result, the output will be as shown below.

NAME CHART VERSION APP VERSION DESCRIPTION
minio-operator/minio-operator 4.3.7 v4.3.7 A Helm chart for MinIO Operator
minio-operator/operator 5.0.10 v5.0.10 A Helm chart for MinIO Operator
minio-operator/tenant 5.0.10 v5.0.10 A Helm chart for MinIO Operator

3. Download the MinlO Operator Helm chart from github to your local.

curl -0 https://raw.githubusercontent.com/minio/operator/master/helm-releases/operator-5.0.15.tgz
4. After downloading the tar file, extract the chart.

tar -xvf operator-5.0.15.tgz
5. Create a minio operator namespace.

kubectl create namespace minio-operator --

6. Update the values.yaml file within the extracted chart directory, and comment out the seccompProfile values.

containerSecurityContext:

runAsUser: 1000

runAsGroup: 1000

runAsNonRoot: true
allowPrivilegeEscalation: false
capabilities:

drop:

- ALL

# seccompProfile: # type: RuntimeDefault

7. Similarly, update the Ingress details of config and host values.

#H##

# Configures ‘Ingress <https://kubernetes.io/docs/concepts/services-networking/ingress/>" __ for the
Operator Console.

#

# Set the keys to conform to the Ingress controller and configuration of your choice.

# Set console.ingress.number to any port. For example:

# You may choose port number 9443 for HTTPS or 9090 for HTTP, as desired.

ingress:

enabled: true #false

ingressClassName: ""

labels: { }

annotations: { }

tls: [ ]

host: console.minio-operator.apps.ocp4l5.manishkr.nonprod.hclpnp.com #console.local
path: /

pathType: Prefix
number: 9090
Hit#

8. Now, navigate to the template folder in the extracted file, and open minio.min.io_tenants.yaml for editing.



Chapter 1. Installing HCL CDP Platform on OpenShift

9. Remove all the seccompProfile sections, and Install the chart using below command.
helm install --namespace minio-operator <chart-name> <chart-path>
10. After installation, you can verify the operator.
kubectl get all -n minio-operator

As a result, the output will be as shown below.

NAME READY STATUS RESTARTS AGE
pod/console-68d955874d-vx1lzm 1/1 Running 0 25h
pod/minio-operator-699f797b8b-th5bk 1/1 Running 0 25h
pod/minio-operator-699f797b8b-nkrn9 1/1 Running 0 25h

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
service/console ClusterIP 10.43.195.224 <none> 9090/TCP,9443/TCP 25h
service/operator ClusterIP 10.43.44.204 <none> 4221/TCP 25h
service/sts ClusterIP 10.43.70.4 <none> 4223/TCP 25h
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/console 1/1 1 1 25h
deployment.apps/minio-operator 2/2 2 2 25h

NAME DESIRED CURRENT READY AGE
replicaset.apps/console-68d955874d 1 1 1 25h
replicaset.apps/minio-operator-699f797b8b 2 2 2 25h

11. Now, retrieve the console access token.
kubectl get secret/console-sa-secret -n minio-operator -o json | jq -r ".data.token" | base64 -d
As a result, the output will be shown as below:

eyJhbGci0iISUZIINTIsImtpZCI6ITRtV2x3Z1RILVREaThhQm9iemFfLWOSNHFHTOZZOHFBRj1ZalBRcWZiSDgifQ.eyJpc3Mioird
WIlecm51dGVzL3NlcnZpY2VhY2NvdW50Iiwia3ViZXJuZXRlcy5pby9zZXJ2aWNTYWNjb3VudCOuYW1lc3BhY2Ui0iJtaW5pbylvecGVyY
XRvciIsImtlYmVybmVOZXMuaW8vc2VydmljZWFjY291bnQvc2VjcmVOLm5hbWUi073jb25zb2x LXNhLXNTY3J1ldCIsImtlYmVybmVozZ
XMuaW8vc2VydmljZWFjY291bnQvc2VydmljZS1hY2NvdW50Lm5hbWUi0i3jb25zb2x TLXNhIiwia3ViZXJuZXRlcy5pby9zZXJ2aWN1lyY
WNjb3VudC9zZXJI2aWNTLWFjY291bnQudWlkIjoiY2M1ZjEwYzktYzU1ZCOOMjNiLTgxM2MtNmU5ZDY2ZGI5SNDYyIiwic3Viljoic3lzd
GVtOnN1lcnZpY2VhY2NvdW500m1pbmlvLWOwWZXJIhdGOyOmNvbnNvbGUtc2Ei fQ.F-Pt5nU9xaugjRksWAOTShBW_eNTf8UwXvVLfGXEK6T
3_41NYsLgvTg5mOhYLU1Yr6v2HWkEu®OXzqTIbPoeSrFds8B0jeiCoP2Lmw4tRPo9tSXhAg-_elWt83YpJIl-zjUpna5nVSWIWXKgjlIga
-9gw-Q63UygEcyTI9_AwWCNU9TOHAPzqccSOXrEUdsXFQXRORWZYATGC8K7cDIsc_OmfEiuyilRgyC_gFRvtCQfFv1DPOGKYjMGo2 ffu-
2Tq2U7zK5epWdgmNSvbIa®ZRoP1PedZ6nYY9351INgTIIWloykRY rgwzZZiv4CzfTH2gPswjtPc5ICtDDRUjYEhdTq3gtw

12. If you configured the svc/console service for access through ingress, a cluster load balancer, you can access the
console using the configured hostname and port. Once you access the console, use the Console JWT to log in.

oc expose svc/console -n minio-operator
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Creating and configuring Tenant

1. In the MinlO portal, select Tenant, and click Create Tenant.

OPERATOR

Operator

Tenants

License

Register

Documentation

Sign Out

Tenants

hclsw-tenant

175.8 GiB I

Q Filter Tenants

7957 Gi 1

State: Initialized

2. In the Tenants page, click Setup, and enter tenant name and other details.

OPERATOR

Operator
Tenants
License
Register

Documentation

« Tenants

Setup

Configure

Images

Pod Placement

Identity Provider

Security

Encryption

Name

How would you like to name this new tenant?

Name* hclsw-sbi-minio-tenant-0
Namespace* cdp-dev-app

Please enter a valid namespace
Storage Class nfs-storage

Capacity

ct the desired capacity

Number of Servers* 4

Drives per Server* 4

Total Size* 1024 Gi

Erasure Code Parity EC:4 (Default) v
e ct the desired parity. This setting will change the maximum usable capacity in the cluste

Resources

You may specify the amount of CPU and Memory that MinlO servers should reserve on each node.

CPU Request 8

Memory Request 15 Gi

3. Now, click Configure, and set the basic configurations.

Create Tenant +

creale Tenant

Sort by Name v

[+]

Namespace: cdp

2 ernal: 175.8 Gi
]

Resource Allocation

Number of Servers 4
Drives per Server 4
Drive Capacity 64.0 GiB
Total Volumes 16
Memory per Node 15 Gi
CPU Selection 8

Erasure Code Configuration

EC Parity EC:4
Raw Capacity 10 TiB
Usable Capacity 768.0 GiB
Server Failures Tolerated 1
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Operator €
Tenants Configure
[E License Images

@  Register

Pod Placement
B  Documentation
Identity Provider

Security

Encryption

B  SignOut
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Configure
Basic configurations for tenant management]

Services
Whether the tena

should request an external IP via LoadBalance
Expose MinlO Service

Expose Console Service

Expose SFTP Service

Set Custom Domains

Security Context

Custom Runtime Configurations

Additional Environment Variables

Define additional environment variables to be used by your MinlO pods

Key Value

4. Similarly, configure Identity Provider, Security and Encryption.

OPERATOR il

Operator €
Tenants Configure
License Images

Register Pod Placement

Documentation
Identity Provider

Security

Encryption

Sign Out

Identity Provider

Access to the tenant can be controlled via an external Identity Manager.
Protocol

Add additional users

IIEIajDi9Zq8UoeW

Built-in

+

create

[]

ON

ON

[]

Open ID LDAP / Active Directory

create

5. Store the MinlO credentials.json for Tenant Management, and verify the Tenant resources created under specified

namespace - cdp.

[root@cdpsvcOl ~]# oc get svc -n cdp

NAME
AGE
hclsw-tenant-console
17d

TYPE CLUSTER-IP

LoadBalancer 172.30.90.139

EXTERNAL-IP

<pending>

PORT(S)

9090:32037/TCP
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hclsw-tenant-hl ClusterIP
17d

minio LoadBalancer
17d

[root@cdpsvcOl ~]# oc get pods -n cdp | grep tenant
hclsw-tenant-pool-0-0
hclsw-tenant-pool-0-1

[root@cdpsvcOl ~]# oc get sts -n cdp | grep tenant
hclsw-tenant-pool-0 2/2 17d
[root@cdpsvcOl ~]#

6. Expose MinlO service for bucket creation.

[root@cdpsvcOl ~]# oc get routes -n cdp | grep minio

None <none>

172.30.43.239 <pending>

2/2 Running
2/2 Running

minio minio-cdp.apps.ocp4l5.manishkr.nonprod.hclpnp.com minio http-minio None

7. Verify MinlO Client commands.

sh-5.1$%$ mc alias set test http://minio-cdp.apps.ocp415.manishkr.nonprod.hclpnp.com

etFo0134HCqcPs5yJzWnOWjAGE61VSEHG --api s3v4 --path auto

Added “test® successfully.
sh-5.1$%$ mc 1ls test

[2024-06-08 06:49:17 UTC] 0B hclsw-2/
[2024-06-08 07:05:52 UTC] 0B hclsw-3/
[2024-06-08 07:08:51 UTC] 0B hclsw-4/

sh-5.1%$ mc mb test/test-bkt
Bucket created successfully 'test/test-bkt'.
sh-5.1%$ mc 1s test

[2024-06-08 06:49:17 UTC] 0B hclsw-2/
[2024-06-08 07:05:52 UTC] 0B hclsw-3/
[2024-06-08 07:08:51 UTC] 0B hclsw-4/
[2024-06-25 09:55:42 UTC] 0B test-bkt/

9000/TCP

80:32045/TCP

(0] 17d
(0] 6d2h
rAtUbaYVYdtkrRBo
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Creating Bucket in Management Console

1. Open the Management console using console URL.

Tenants>hclsw-tenant> Management ¢ 23 lz]

Object Browser

Object Browser

Access Keys Q Filter Buckets

&  Documentation

Name Objects Size Access
Administrator B helsw-2 15 775.7 KiB RIW
-} Buckets & hclsw-3 4 106.0 KiB RIW
Policies & hclsw-4 0 00B RIW

Identity

Monitoring

Events

Tiering

Site Replication

Configuration

Subnet

License

2. In the console, Under Administrator section, click Buckets and enter bucket details. Click Create Bucket to create the

new bucket.

Tenants>hclsw-tenant> Management ¢ 3 E]
« Buckets E]
Object Browser
Access Keys
B  Documentation & Create Bucket E Buckets
MinlO uses buckets to organize objects. A
Administrator Bucket Name* helsw-2 ‘

bucket is similar to a folder or directory in a
View Bucket Naming Rules v filesystem, where each bucket can hold an
arbitrary number of objects.

(8) Buckets

- o Features
© Spces Versioning allows to keep multiple versions of
= Identity Versioning OFF the same object under the same key.
@  Monitoring v Object Locking OFF Object Locking prevents objects from being
Quota OFF deleted. Required to support retention and
A Events legal hold. Can only be enabled at bucket
Create Bucket creation.
E ] Tiering
Quota limits the amount of data in the bucket.
&  Site Replication
Retention imposes rules to prevent object
Configuration . . . I
deletion for a period of time. Versioning must
be enabled in order to set bucket retention
Subnet policies.

License
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3. You search for the existing buckets in the search bucket option as shown below.

Tenants>hclsw-tenant> Management

User Buckets

B Object Browser

&  Access Keys Q  search Buckets

E  Documentation

hclsw-2
Administrator Created: Sat Jun 08 2024 12:19:17 GMT+0530 (India Standard Time) Access: R/W
(8) Buckets
@ Usage @ Objects
(] Policies 7757« 15
S
@ Identity
@  Monitoring
hclsw-3
A Events Created: Sat Jun 08 2024 12:35:52 GMT+0530 (India Standard Time) Access: R/W
& Tiering
O usage @ Objects
) Site Replication 106.0«: 4
. Oxi
Configuration
Subnet hclsw-4
Created: Sat Jun 08 2024 12:38:51 GMT+0530 (India Standard Time) Access: R/W

B License

List of Components for Native VM

This section lists all the required component of Native VM and their deployment types.

¢ 3]
][]

Application/Services Deployment Type
Aerospike Standard

MongoDB Standard

Druid Standard

Mysql Standard

PgSql Docker Compose

NIFI Docker Compose
Redis VM Based Deployment
RabbitMQ VM Based Deployment

Installing Aerospike

This section provides a step-by-step guide to installing Aerospike.

To install the aerospike, follow the steps below:
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1. Download the latest tarball of the server, and unpack it.

wget -0 aerospike.tgz
https://enterprise.aerospike.com/enterprise/download/server/6.3.0/artifact/el8_amd64
tar -xzf aerospike.tgz

2. Install the Aerospike package.

cd aerospike-server-enterprise_6.3.0.17_tools-8.5.1_el8_x86_64/
./asinstall

3. Update the service in the user.conf file.

vi /etc/systemd/system/aerospike.service.d/user.conf
[Service]

User=aerospike

Group=aerospike

4. Update the instance store drive rules and cleanup the drive.

lsblk # check the [dnstance store disck
file -s /dev/nvme3nl

vi /etc/udev/rules.d/99-aerospike.rules
KERNEL=="nvme3nl", OWNER="aerospike"
udevadm control --reload-rules

udevadm trigger

blkdiscard /dev/nvme3nl

blkdiscard -z --length 8MiB /dev/nvme3nl

5. Update cluster host and port details, storage in the conf file.

cd /etc/aerospike/
vi aerospike.conf # Update the Cluster host/port details and storage (Device path of your actual disk
path ex: /dev/nvme3nl) as per below example.

Note: If nvme3n1 disk is available, add the path of actual mounted disk, as /data.

# Aerospike database configuration file for use with systemd.

service {
cluster-name aerospike
proto-fd-max 15000
user aerospike
group aerospike
pidfile /var/run/aerospike/asd.pid
feature-key-file /etc/aerospike/features.conf
run-as-daemon

}
logging {
file /var/log/aerospike/aerospike.log {
context any info
}
file /var/log/aerospike/udf.log {
context udf info
}
}
network {

41



HCL CDP v12.1.10 OpenShift Platform Installation Guide
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service {

address puapsolaaxcdaerdbsl1001.axcd.aws.hclsw.internal

port 13000

heartbeat {
mode mesh
port 13001

address puapsolaaxcdaerdbs1001l.axcd.aws.hclsw.
mesh-seed-address-port puapsolbaxcdaerdbs1002.
mesh-seed-address-port puapsolaaxcdaerdbs1001.

interval 150
timeout 100

}

fabric {
address puapsolaaxcdaerdbs1001l.axcd.aws.hclsw.
port 13002

}

info {
address puapsolaaxcdaerdbs1001.axcd.aws.hclsw.
port 13003

}

namespace cdpstore {

replication-factor 2

memory-size 12G

high-water-disk-pct 50

high-water-memory-pct 75

stop-writes-pct 90

default-ttl 31536000

nsup-period 300

rack-id 1

storage-engine device {
device /dev/nvme3nl
write-block-size 256K

}

6. Update the license details in the features.conf file.

vim features.conf
Sample features.conf file is shown below.

# generated 2023-12-08 18:52:53
feature-key-version 2
serial-number <serial no>
account-name Aerospike
account-ID <account 1id>
valid-until-date 2024-04-26
asdb-change-notification true
asdb-cluster-nodes-limit 8
asdb-compression true
asdb-encryption-at-rest true
asdb-flash-index true
asdb-ldap true

internal
axcd.aws.hclsw.internal 13001
axcd.aws.hclsw.internal 13001

internal

internal
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asdb-pmem true

asdb-rack-aware true

asdb-secrets true

asdb-strong-consistency true

asdb-vault true

asdb-xdr true

database-recovery true

elasticsearch-connector true

graph-service true

mesg-jms-connector true

mesg-kafka-connector true

presto-connector true

pulsar-connector true

spark-connector true

————— SIGNATURE —-—-—=-——————————————
MEYCIQDKNSmT9dIagWuUPrrsUH4m2ON1Qw3G7RoADPFPUhHjZwIhAJB1IXCYHYNt1
sUrMCvIQodb1lH7jRui+tQ8IqVQlcZGsZIA==

————— END OF SIGNATURE ----------—————————— -

7. Perform the following commands to update the configuration.

mkdir -p /var/run/aerospike/

mkdir -p /var/log/aerospike/

chown -R aerospike: /var/run/aerospike/

chown -R aerospike: /var/log/aerospike/

chown -R aerospike: /opt/aerospike/

semanage port -1 | grep 13000

semanage port -a -t http_port_t -p tcp 13000-13003
systemctl status aerospike

systemctl start aerospike

systemctl restart aerospike

tail -F /var/log/aerospike/aerospike.log

asadm -p 13000

asadm -p 13000 -e 'info'

asadm -p 13000 -e 'asinfo -v services'

info

show config

asinfo -v services enable

asinfo -v features

nc -zv puapsolbaxcdaerdbsl1002.axcd.aws.hclsw.internal 13001

Installing Node Exporter

To install the Node exporter, follow the steps below:

1. Download the latest tarball of node exporter and unpack it.

wget
https://github.com/prometheus/node_exporter/releases/download/v1.7.0/node_exporter-1.7.0.linux-amd64.ta
r.gz

tar xfz node_exporter-*.*-amd64.tar.gz

sudo mv node_exporter-x.x-amd64/node_exporter /usr/local/bin/

sudo useradd -rs /bin/false node_exporter

2. Update the node_exporter.services file as shown below.

vi /etc/systemd/system/node_exporter.service
[Unit]
Description=Node Exporter
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After=network.target

[Service]

User=node_exporter

Group=node_exporter

Type=simple
ExecStart=/usr/local/bin/node_exporter
[Install]

WantedBy=multi-user.target

3. Update the mode and service of the node exporter as shown below.

chown -R root: /usr/local/bin/node_exporter
chmod -R 755 /usr/local/bin/node_exporter
restorecon -Rv /usr/local/bin

semanage port -1 | grep 9100

systemctl daemon-reload

systemctl start node_exporter

systemctl status node_exporter

systemctl restart aerospike

systemctl enable node_exporter

/usr/local/bin/node_exporter --help

sudo -H -u node_exporter bash -c "/usr/local/bin/node_exporter"
su -s /bin/bash node_exporter

ps aux | grep node

Installing Aerospike exporter

To install the aerospike exporter, follow the steps below:

1. Download the latest Aerospike exporter, and unpack it.

wget
https://github.com/aerospike/aerospike-prometheus-exporter/releases/download/v1.16.0/aerospike-promethe
us-exporter-1.16.0-1.e18.x86_64.rpm

rpm -Uvh aerospike-prometheus-exporter-1.16.0-1.el8.x86_64.rpm

2. Update the aerospike-prometheus-exporter.service files. Use the following command to open the file in editor.
vim /usr/lib/systemd/system/aerospike-prometheus-exporter.service.

[Unit]

Description=Aerospike Prometheus Exporter Service
Documentation=https://github.com/aerospike/aerospike-prometheus-exporter
Wants=network.target

After=network-online.target

[Service]
ExecStart=/usr/bin/aerospike-prometheus-exporter --config /etc/aerospike-prometheus-exporter/ape.toml

[Install]
WantedBy=multi-user.target

vi /etc/systemd/system/multi-user.target.wants/aerospike-prometheus-exporter.service

[Unit]
Description=Aerospike Prometheus Exporter Service
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Documentation=https://github.com/aerospike/aerospike-prometheus-exporter

Wants=network. target

After=network-online.target

[Service]

ExecStart=/usr/bin/aerospike-prometheus-exporter --config /etc/aerospike-prometheus-exporter/ape.toml
[Install]

WantedBy=multi-user.target

vim /etc/aerospike-prometheus-exporter/ape.toml

The default ape.toml is shown below.

[Agent]
# Metrics Serving modes
PROMETHEUS = true
OPEN_TELEMETRY = false

# labels to add to the prometheus metrics for e.g. labels={zone="asia-southl-a", platform="google
compute engine"}
labels = {latitude="0",longitude="0"}

# mention cloud provider (supported: aws, gcp, azure ) so exporter collects few details like
region, zone etc.,
cloud_provider = ""

# metrics server timeout in seconds
timeout = 10

# support system statistics also
refresh_system_stats = false

# Exporter logging configuration

# Log file path (optional, logs to console by default)

# Level can be info|warning,warn|error,err|debug|trace ('info' by default)
log_file = ""

log_level = ""

# Exporter HTTPS (TLS) configuration
HTTPS between Prometheus and Exporter

ES

# TLS certificates.

# Supports below formats,

# 1. Certificate file path - "file:<file-path>"

# 2. Environment variable containing base64 encoded certificate -
"env-b64:<environment-variable-that-contains-base64-encoded-certificate>"

# 3. Base64 encoded certificate -
"b64:<base64-encoded-certificate>"

# Applicable to 'root_ca', 'cert_file' and 'key_file' configurations.

# Server certificate
cert_file = ""

# Private key associated with server certificate
key_file = ""

# Root CA to validate client certificates (for mutual TLS)
root_ca = ""
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# Passphrase for encrypted key_file. Supports below formats,

# 1. Passphrase directly - "<passphrase>"

# 2. Passphrase via file =
"file:<file-that-contains-passphrase>"

# 3. Passphrase via environment variable -
"env:<environment-variable-that-holds-passphrase>"

# 4. Passphrase via environment variable containing base64 encoded passphrase
"env-b64:<environment-variable-that-contains-base64-encoded-passphrase>"

# 5. Passphrase 1in base64 encoded form -
"b64:<base64-encoded-passphrase>"

key_file_passphrase = ""

# prometheus binding port
bind = ":9145"

# Basic HTTP authentication for '/metrics'.

# Supports below formats,

# 1. Credential directly - "<credential>"

# 2. Credential via file =
"file:<file-that-contains-credential>"

# 3. Credential via environment variable -
"env:<environment-variable-that-contains-credential>"

# 4. Credential via environment variable containing base64 encoded credential -
"env-b64:<environment-variable-that-contains-base64-encoded-credential>"

# 5. Credential in base64 encoded form -
"b64:<base64-encoded-credential>"

basic_auth_username = ""

basic_auth_password = ""

[Agent.OpenTelemetry]
# NOTE: currently supports only gRPC endpoints

# OTel service-name
service_name = "aerospike-server-metrics-service"

# O0Tel Endpoint
endpoint = ""

# OTel SSL/TLS, for HTTPS endpoints
endpoint_tls_enabled = true

# OTel headers
headers = {}

# OTel server-stat fetch interval (default 15, not recommended to to reduce this)
server_stat_fetch_interval = 15

# OTel metric push interval (default 60, not recommended to to reduce this)
push_interval = 60

[Aerospike]
db_host = "localhost"
db_port = 13000

# TLS certificates.
# Supports below formats,
# 1. Certificate file path - "file:<file-path>"
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# 2. Environment variable containing base64 encoded certificate -
"env-b64:<environment-variable-that-contains-base64-encoded-certificate>"

# 3. Base64 encoded certificate -
"b64:<base64-encoded-certificate>"

# Applicable to 'root_ca', 'cert_file' and 'key_file' configurations.

# root certificate file
root_ca = ""

# certificate file
cert_file = ""

# key file
key_file = ""

# Passphrase for encrypted key_file. Supports below formats,

# 1. Passphrase directly - "<passphrase>"

# 2. Passphrase via file -
"file:<file-that-contains-passphrase>"

# 3. Passphrase via environment variable -
"env:<environment-variable-that-holds-passphrase>"

# 4. Passphrase via environment variable containing base64 encoded passphrase -
"env-b64:<environment-variable-that-contains-base64-encoded-passphrase>"

# 5. Passphrase in base64 encoded form -
"b64:<base64-encoded-passphrase>"

key_file_passphrase = ""

# node TLS name for authentication
node_tls_name = ""

# Aerospike cluster security credentials.
# Supports below formats,

# 1. Credential directly - "<credential>"

# 2. Credential via file =
"file:<file-that-contains-credential>"

# 3. Credential via environment variable =
"env:<environment-variable-that-contains-credential>"

# 4. Credential via environment variable containing base64 encoded credential -
"env-b64:<environment-variable-that-contains-base64-encoded-credential>"

# 5. Credential in base64 encoded form -
"b64:<base64-encoded-credential>"

# Applicable to 'user' and 'password' configurations.

# database user
user = ""

# database password
password = ""

# authentication mode: internal (server authentication) [default], external (e.g., LDAP),
auth_mode = ""

# timeout for sending commands to the server node in seconds
timeout = 5

# Number of histogram buckets to export for latency metrics. Bucket thresholds range from
2716 (17 buckets).

pki.

270 to
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#

<=léms.

#

e.g. latency_buckets_count=5 will export first five buckets i.e. <=1ms, <=2ms, <=4ms, <=8ms and

Default: 0 (export all threshold buckets).

latency_buckets_count = 0

#

#

Order of context - namespace, set, latencies, node-stats, xdr, user, jobs, sindex

Metrics Allowlist - If specified, only these metrics will be scraped. An empty list will exclude

all metrics.

#

Commenting out the below allowlist configs will disable metrics filtering (i.e. all metrics will

be scraped).

#

Metrics Blocklist - If specified, these metrics will be NOT be scraped. An empty list will

include all metrics.

#

Commenting out the below blocklist configs will disable metrics filtering (i.e. no metrics will

be blocked/filtered).

# globbing pattern (wildcard) are allowd for allowlist and blocklist

H OH O H +H* ** H O B R +H*

++

for example "batch_index_x_buffers"

Namespace metrics allowlist, to control which Namespace metrics should be collected.
namespace_metrics_allowlist = []
namespace_metrics_blocklist = []

set_metrics_allowlist

(1

set_metrics_blocklist = []

Latencies histogram allowlist, to control which Histogram-name metrics should be collected.
Note: globbing patterns (wildcard) are not supported for this latency metric configuration.
latencies_metrics_allowlist = []

latencies_metrics_blocklist = []

node_metrics_allowlist = []

node_metrics_blocklist = []

Support only from Aerospike versions 5.0 and above
xdr_metrics_allowlist = []
xdr_metrics_blocklist = []

User statistics are available in Aerospike 5.6+

Note globbing patterns (wildcard) are not supported for this User configuration.
user_metrics_users_allowlist = []

user_metrics_users_blocklist = []

sindex_metrics_allowlist = []
sindex_metrics_blocklist = []

namespace_metrics_allowlist=[

"client_

read_[a-z]*",

"stop_writes",
"storage-engine.file.defrag_q",

"client_
""memory_

write_success",
*_bytes",

"objects",

"x_available_pct"

]
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# Set metrics allowlist
set_metrics_allowlist=[
"objects",

"tombstones"

]

# Node metrics allowlist
node_metrics_allowlist=[
"uptime",
"cluster_size",
"batch_index_x",
"xdr_ship_x"

]

# XDR metrics allowlist (only for Aerospike versions 5.0 and above)
xdr_metrics_allowlist=[

"success",

"latency_ms",

"throughput",

"lap_us"

]

# Job (scans/queries) metrics allowlist
job_metrics_allowlist = [

"rps",

"active-threads",

"job-progress",

"run-time",

"recs-throttled",

"recs-succeeded",

"recs-failed",

"net-io-bytes"

]

# Secondary index metrics allowlist
sindex_metrics_allowlist = [
"entries",

"ibtr_memory_used",
"nbtr_memory_used",
"query_basic_complete",
"query_basic_error",
"query_basic_abort",
"query_basic_avg_rec_count"

]

# Metrics Blocklist - If specified, these metrics will be NOT be scraped.

# Namespace metrics blocklist
namespace_metrics_blocklist=[
"memory_used_sindex_bytes",
"client_read_success"

]

# Set metrics blocklist
# set_metrics_blocklist=[]

# Node metrics blocklist
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node_metrics_blocklist=[
"batch_index_x_buffers"

]
3. Start the aerospike-prometheus-exporter services.

systemctl daemon-reaload

systemctl start aerospike-prometheus-exporter
systemctl status aerospike-prometheus-exporter
ps aux | grep expo

journalctl -u aerospike-prometheus-exporter
/usr/bin/aerospike-prometheus-exporter --help
semanage port -1 | grep 9145

systemctl enable aerospike-prometheus-exporter
systemctl status aerospike-prometheus-exporter
curl -kv http://localhost:9145/metrics

Installing MongoDB

This section provides a step-by-step guide to installing MongoDB.

Prerequisites

Make sure the following things are in place, before you start installation:

« Create a mount point on the instance volume (nvme).
- Attach the additional SSD to the newly created mount point, so that the initial nvme volume size can be expanded.

To install the MongoDB, follow the steps below:

1. Edit the /etc/yum.repos.d/mongodb-org-6.0.repo with the following content.

vi /etc/yum.repos.d/mongodb-org-6.0.repo

[mongodb-org-6.0]

name=MongoDB Repository baseurl= https://repo.mongodb.org/yum/redhat/8/mongodb-org/6.0/x86_64/
gpgcheck=1

enabled=1

gpgkey=https://pgp.mongodb.com/server-6.0.asc

2. Install the MongoDB.
yum install -y mongodb-org
3. Update the yum.conf with bind IP address, port number, storage db path.

echo
"exclude=mongodb-org,mongodb-org-database,mongodb-org-server,mongodb-mongosh,mongodb-org-mongos,mongo
db-org-tools" >> /etc/yum.conf
sed -i "s|OPTIONS=-f /etc/mongod.conf|OPTIONS=--replSet cdprsg
-f /etc/mongod.conf" /usr/lib/systemd/system/mongod.service
vi /etc/mongod.conf

Use the following the mongodb.conf file.

# mongod.conf

# for documentation of all options, see:
# http://docs.mongodb.org/manual/reference/configuration-options/
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# where to write logging data.
systemlLog:

destination: file

logAppend: true

path: /var/log/mongodb/mongod.log

# Where and how to store data.
storage:
dbPath: /sdd
journal:
enabled: true
# engine:
# wiredTiger:

# network dinterfaces
net:
port: 51090
bindIp: puapsolahxcdmgodbs1001.hxcd.aws.hclsw.internal

# how the process runs
processManagement:
timeZoneInfo: /usr/share/zoneinfo

security:
authorization: disabled

operationProfiling:
mode: all
slowOpThresholdMs: 200

#replication:
# replSetName: "cdprsg"

#sharding:
## Enterprise-Only Options:
#auditlLog:

#snmp:
4. Now, change the file ownership and reload deamon usng the following commands.

chown -R mongod: /sdd

chcon -R --reference=/var/lib/mongo /sdd
semanage port -a -t mongod_port_t -p tcp 51090
systemctl daemon-reload

systemctl restart mongod

systemctl status mongod

5. Validate the connectivity with other nodes.

nc -zv puapsolbhxcdmgodbs1002.hxcd.aws.hclsw.internal 5190
nc -zv puapsolahxcdmgodbs1003.hxcd.aws.hclsw.internal 5190
nc -zv puapsolbhxcdmgodbs1004.hxcd.aws.hclsw.internal 5190
nc -zv puapsolahxcdmgodbs1005 5190
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6. Connect the MongoDB cluster with the specified hostname.
mongosh --host puapsolahxcdmgodbs1001.axcd.aws.hclsw.internal --port 51090
7. Configure replica set and initiate it.

use admin;

conf={ _id: "cdprsg", members: [ { _id: 0, host: "puapsolahxcdmgodbs1001l.hxcd.aws.hclsw.internal:51090",
tags: {usage: "schedule"} }, { _id: 1, host: "puapsolbhxcdmgodbs1002.hxcd.aws.hclsw.internal:51090",
tags: {usage: "schedule" }}, { _id: 2, host: "puapsolahxcdmgodbsl1003.hxcd.aws.hclsw.internal:51090",
tags: {usage: "segloader" }}, { _id: 3, host: "puapsolbhxcdmgodbs1004.hxcd.aws.hclsw.internal:51090",
tags: {usage: "analytics" }}] }

rs.initiate(conf);

rs.addArb ("puapsolahxcdmgodbs1005:51090") ;

conf = rs.conf()

conf.members[3].hidden = true

rs.status()

8. Create three users in the admin database with specific roles and privileges.

use admin;

db.createUser( { user: "rtsms", pwd: "<password>", roles: [{ role: "readWrite", db: "segmentation" },
{ role: 'dbAdmin', db: 'segmentation' }] });

db.createUser( { user: "segdbconnector", pwd: "<password>", roles: [{ role: "readWrite", db:
"segmentation" }] });

db.createUser( { user: "pmm", pwd: "Vism6lUIkw506BX7fxJIBO9w", roles: [ { role: 'backup', db: 'admin' },
{ role: 'clusterMonitor', db: 'admin' }, { role: 'read', db: 'local' }, { role: 'readWrite', db:
'admin' }, { role: 'restore', db: 'admin' }] });

Installing Node Exporter

To install the node exporter, follow the steps below:

1. Download the latest node exporter package, and extract the package.

wget
https://github.com/prometheus/node_exporter/releases/download/v1.7.0/node_exporter-1.7.0.Llinux-amd64.ta
r.gz

tar xfz node_exporter-*.*-amd64.tar.gz

2. Move the extracted binary from the extracted directory to the local bin location.
sudo mv node_exporter-x.x-amd64/node_exporter /usr/local/bin/
3. Optionally, create a user.

sudo useradd -rs /bin/false node_exporter
4. Update the service file as shown below:

vi /etc/systemd/system/node_exporter.service
[Unit]

Description=Node Exporter
After=network.target

[Service]

User=node_exporter

Group=node_exporter

Type=simple
ExecStart=/usr/local/bin/node_exporter
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[Install]
WantedBy=multi-user.target

5. Reload Daemon to ensure the Node Exporter service is properly configured and running.

restorecon -Rv /usr/local/bin

systemctl daemon-reload

systemctl start node_exporter

systemctl status node_exporter
systemctl enable node_exporter

curl -kv http://localhost:9100/metrics

Installing MongoDB Exporter

To install the MongoDB exporter, follow the steps below:

1. Download the MongoDB exporter, a tool for collecting metrics about your MongoDB cluster.

wget
https://github.com/percona/mongodb_exporter/releases/download/v0.40.0/mongodb_exporter-0.40.0.1inux—
64-bit.rpm

2. Install the MongoDB package.
rpm -Uhv mongodb_exporter-0.40.0.linux-64-bit.rpm
3. Update the MongoDB exporter service file.

vi /etc/systemd/system/mongodb_exporter.service

[Unit]

Description=Prometheus MongoDB Exporter

Documentation= https://github.com/percona/mongodb_exporter

After=network. target

[Service]

Type=simple

User=mongodb_exporter

Group=mongodb_exporter
Environment="0OPTIONS=--mongodb.uri=mongodb://

pmm:Wrtu9veUGaqgohsYePtiMQ==@puapsolahxcdmgodbs1001l.hxcd.aws.hclsw.internal:51090 --compatible-mode"
EnvironmentFile=-/etc/default/mongodb_exporter
ExecStart=/usr/bin/mongodb_exporter $OPTIONS

SyslogIdentifier=mongodb_exporter

Restart=always

[Install]

WantedBy=multi-user.target

4. Reload Daemon to ensure the MongoDB exporter service is properly configured and running.

systemctl daemon-reload

systemctl start mongodb_exporter
systemctl status mongodb_exporter
systemctl enable mongodb_exporter

curl -kv http://localhost:9216/metrics

Installing Druid

This section provides a step-by-step guide to installing Druid.
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Apache Druid, comes with security features disabled, which simplifies the initial deployment experience. However, security
features must be configured in the production deployment. These features include TLS, authentication, and authorization. For
more information, see https://druid.apache.org/docs/25.0.0/operations/security-overview.html.

Pre-requisites

Before installing Druid, make sure the following things are in place:

1. Create directories and place the respective files provided as a release artifact, in the specified locations.
a. create /home/druid/allmetrics directory, and place all_metrics.sh and allmetrics_airflow.json files inside the
folder.
b. create /home/druid/cdpdashboard/cdpleadconv directory, and place cdp_leadconv.sh and cdp_leadconv.json
files inside the folder.
c. create /home/druid/cdpdashboard/cdpuniqueusers directory, and place cdp_uniqueusers.sh and
cdp_uniqueusers.json files inside the folder.
d. create /home/druid/cdpdashboard/events directory, and place events_druid_with_python.sh and
events_v1.json files inside the folder.
e. create /home/druid/daily directory, and place uploadmysglmappingfiles.sh files inside the folder.
2. Install mc client. Follow the steps below to install mc client.
a. Download the mc client, and update the execute permissions using below command.

curl -fsSLhttps://dlL.min.io/client/mc/release/linux-amd64/mc > /usr/bin/mc && chmod
+x /usr/bin/mc

b. Navigate vi /etc/profile, and update the mc path in the system profile file using the below information.
export PATH="/usr/bin/mc:SPATH"
c. Verify the version of the mc client using below command.

mc --version

Setting up MySQL

To set up MySQL, follow the steps below:

1. Install the MySQL server.
yum install mysql-server
2. Start the MySQL server.
systemctl start mysqld
3. On successful starting up of the server, check for the status.

systemctl status mysqld
mysql -u root

4. Create a user for the MySQL server.

CREATE USER 'druid'@'localhost' IDENTIFIED BY 'Oc3f4EagD5cUnZnUy5uMQ==";
CREATE DATABASE druid DEFAULT CHARACTER SET utf8mb4;
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5. Grant comprehensive privileges on the druid database to the user.

GRANT CREATE, ALTER, DROP, INSERT, UPDATE, INDEX, DELETE, SELECT, REFERENCES ON druid.x TO
'druid'@' localhost' WITH GRANT OPTION;FLUSH PRIVILEGES;

Installing Druid and MySQL connector

To install Druid binary and MySQL connector, follow the steps below:

1. Download the latest package of Apache Druid binary.
wget https://archive.apache.org/dist/druid/25.0.0/apache-druid-25.0.0-bin.tar.gz
2. Extract the tar package, and move the directory to the local folder.

tar -xzf apache-druid-28.0.1-bin.tar.gz
mv apache-druid-25.0.0 /sdd/

3. Download the MySQL Connector/J library (version 5.1.49) to the current working directory.
wget https://repol.maven.org/maven2/mysql/mysql-connector-java/5.1.49/mysql-connector-java-5.1.49.jar
4. Copy the jar file to the local directory as shown below.

cp mysql-connector-java-5.1.49.jar /sdd/apache-druid-25.0.0/extensions/mysql-metadata-storage/

Updating Druid Configuration

To update the druid configuration, follow the steps below:

1. Open the common.runtime.properties files in text editor, and update the mysql-metadata-storage and druid-s3-
extensions in the druid.extensions.loadList file along with other extensions section.

vi /sdd/apache-druid-25.0.0/conf/druid/single-server/small/_common/common.runtime.properties
druid.extensions.loadList=["druid-hdfs-storage", "druid-kafka-indexing-service", "druid-datasketches",
"druid-multi-stage-query","mysql-metadata-storage", "druid-s3-extensions"]

2. Comment the Derby configurations, and update the following properties in the common.runtime.properties.

druid.metadata.storage.type=mysql
druid.metadata.storage.connector.connectURI=jdbc:mysql://
<host>/druid?allowPublicKeyRetrieval=true&useSSL=false
druid.metadata.storage.connector.user=druid
druid.metadata.storage.connector.password=<password>

3. Update the following to store segments in S3.

druid.storage.type=s3
druid.storage.bucket=druid-bucket
druid.storage.baseKey=druid/segments

4. Include the druid.storage.disableAcl=true at the end of the file.

nohup ./start-single-server-small &
ps -eaf | grep supervise
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Enabling Druid Https Configuration

Enabling TLS encrypts the traffic between external clients and the Druid cluster and traffic between services within the

cluster. To enable TLS, follow the steps below:

1. Generate the KeyStore with the Java keyt ool command:

$> keytool -genkeypair \
-alias druid \
-keyalg RSA \
-keysize 2048 \
-validity 365 \
-keystore keystore.jks \
-dname "CN=<VM_IP>, OU=CDP, O=HCL, L=PUNE, ST=MH, C=IN" \
—ext "SAN=IP:<VM_IP>"

Note: Update the VM_IP address with your VM IP address.

2. Export a public certificate:

$>keytool -export -alias druid -keystore keystore.jks -rfc
-file public.cert

3. Create the trustStore.

$>keytool -import -file public.cert -alias druid -keystore
truststore.jks

Update Druid TLS configurations

To update TLS configuration, follow the steps below:

1. Edit common.runtime.properties for all Druid services on all nodes. Update the following TLS options.

# Turn on TLS globally
druid.enableTlsPort=true

# Disable non-TLS communications
druid.enablePlaintextPort=true

# For Druid processes acting as a client

# Load simple-client-sslcontext to enable client side TLS

# Add the following to extension load list
druid.extensions.loadList=[....... , "simple-client-sslcontext"]

# Setup client side TLS
druid.client.https.protocol=TLSv1.2
druid.client.https.trustStoreType=jks
druid.client.https.trustStorePath=truststore.jks
# replace with correct trustStore file
druid.client.https.trustStorePassword=secret123
# replace with your own password

# Setup server side TLS
druid.server.https.keyStoreType=jks
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druid.server.https.keyStorePath=my-keystore.jks
# replace with correct keyStore file
druid.server.https.keyStorePassword=secret123

# replace with your own password
druid.server.https.certAlias=druid

2. Restart Druid and MySQL database.

cd /sdd/apache-druid-25.0.0/bin
nohup ./start-single-server-small &
ps -eaf | grep supervise

systemctl restart mysqld

systemctl status mysqld

3. Access Druid console using the following URL: https://<VM_IP>:9088.

Note: Replace <VM_IP> with your VM IP address.

Installing MySQL

This section provides a step-by-step guide to installing MySQL.

To install MySQL and create a database, follow the steps below:

1. Install the MySQL server.
yum install mysql-server

2. Enable the MySQL server.
systemctl enable mysqld

3. Connect a MySQL database server as the root user.
mysql -u root

4. Create a database named vrm in MySQL.

mysql> show databases;

information_schema
mysql

| |
I |
| performance_schema |
| sys |
| |

5 rows in set (0.00 sec)

5. Create three users as admin, cdpapp and cdpapp_ro users along with permissions as shown below.

CREATE USER 'admin'@'%' IDENTIFIED BY '<password>'
GRANT ALL PRIVILEGES ON *.* TO 'admin'@'%' WITH GRANT OPTION;
CREATE USER 'cdpapp_rw'@'%' IDENTIFIED BY '<password>'

GRANT SELECT, INSERT, UPDATE, DELETE, CREATE, RELOAD, REFERENCES, INDEX ON *.* TO ‘cdpapp_rw' @ %"

GRANT OPTION;
CREATE USER 'cdpapp_ro'@'%' IDENTIFIED BY '<password>'

WITH
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GRANT SELECT ON *.* TO "cdpapp_ro @ %  WITH GRANT OPTION;
FLUSH PRIVILEGES;

6. Finally, copy the initial data dump in the database.

# mysql -u <user> -p -P <Port> -D vrm < <path_to_dumpfile> eg. vrm_schema_only_dump.sql
# mysql -u <user> -p -P <Port>-D vrm < <path_to_dumpfile> eg. db_dump.sql

Installing Nifi

This section provides a step-by-step guide to installing Nifi.

To install Nifi, follow the steps below:

1. Mount an external file system disk to a VM at /data.
mount external file system disk to the VM at /data
2. Perform docker installation with below commands.

yum update -y

yum install -y yum-utils

yum-config-manager --add-repo https://download.docker.com/linux/rhel/docker-ce.repo

yum install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin
--allowerasing

wget https://github.com/opencontainers/runc/releases/download/v1.1.12/runc.amd64 -0 /usr/local/sbin/runc
cp /usr/local/sbin/runc /usr/bin/runc

systemctl start docker

curl -L "https://github.com/docker/compose/releases/download/v2.12.2/docker-compose-$(uname -s)-$(uname
-m)" -o /usr/local/bin/docker-compose

mv /usr/local/bin/docker-compose /usr/bin/docker-compose

chmod +x /usr/bin/docker-compose

systemctl status docker

1n -s /data /diskil

mkdir -p /diskl/nifi

mkdir -p /diskl/nifi/data

mkdir -p /diskl/nifi/conf

mkdir -p /diskl/nifi/logs

3. Download the postgresql-42.6.0.jar file and copy into /disk1/nifi. cd /disk1/nifi; wget https://

j dbc. post gresql . or g/ downl oad/ post gresql -42. 6. 0. j ar

Running NiFi in Docker with SSL Enabled

Create Self-Signed Certificate

To create a self-signed certificate using Apache NiFi Toolkit, follow the steps below:

1. Download the latest Apache NiFi Toolkit from the official website, and extract the archived file.
unzip nifi-toolkit-1.24.0-bin.zip

2. Change the terminal directory to the toolkit folder.
cd nifi-toolkit-1.24.0-bin

3. Generate the SSL certificates and the necessary configurations using the following command.
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./bin/tls-toolkit.sh standalone -n <VM_IP> -C 'CN=admin,OU=NiFi' --subjectAlternativeNames
'<VM_IP>,nifi00,<VM_Hostname>,localhost,0.0.0.0'

4. As aresult, the above command generates the certificate, key, keystore, truststore, and the properties file for the NiFi
server deployed in the local host.

— 1<VM_IP>
I— keystore.jks
|— nifi.properties
L truststore.jks
— nifi-cert.pem
—— nifi-key.key
— CN=admin_OU=NiFi.pl2

Note: The Subject Alternative Names have multiple server names. These names will be the hostnames of our
hardcoded Apache NiFi containers. Make sure to add as many hostnames as possible based on your cluster

size.

Create a NiFi Cluster using a docker compose file

1. Create a new folder as "nifi".

mkdir ~/nifi
cd ~/nifi

2. Copy the keystore.jks, truststore.jks, nifi-cert.pem, and nifi-key.key into this folder using the commands.

cp $NIFI_TOOLKIT_HOME/VM_IP/keystore.jks ./
cp SNIFI_TOOLKIT_HOME/VM_IP/truststore.jks ./
cp $NIFI_TOOLKIT_HOME/VM_IP/nifi-cert.pem ./
cp SNIFI_TOOLKIT_HOME/VM_IP/nifi-key.key ./

3. Create a new file as docker-compose.yaml and use the following content for the yaml file.

version: "3"
servi ces:
zookeeper :
host name: zookeeper
cont ai ner _nane: zookeeper
i mage: bitnam /zookeeper:3.9.1
restart: always
envi ronnent :
- ALLOW ANONYMOUS LOG N=yes
net wor ks:
- nifinet

ni fi00:
i mage: apache/nifi:1.24.0
cont ai ner _name: nifi 00
host nane: rmmycl ddl 334821. nonpr od. hcl pnp. com
restart: always
ports:
- 8443: 8443
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depends_on:
- zookeeper

vol unes:
- /diskl/nifi/customprocessors:/opt/nifi/nifi-current/extensions
- /diskl/nifi/postgresql-42.6.0.jar:/opt/nifi/nifi-current/lib/postgresql-42.6.0.jar
- nifi-conf:/opt/nifi/nifi-current/conf
- nifi-logs:/opt/nifi/nifi-current/l| ogs
- ./lkeystore.jks:/opt/certs/keystore.jks
- ./truststore.jks:/opt/certs/truststore.jks

net wor ks:
- nifinet

envi ronnent :
- N FI _WEB_HTTPS_PORT=8443
- SI NGLE_USER_CREDENTI ALS_USERNAME=admi n
- SI NGLE_USER_CREDENTI ALS_PASSWORD=ct sBt RBKHRAX69EqUghvvgEvj nalj FEB
- NI FI _WEB_PROXY_HOST=
- N FI _WEB_HTTPS_HOST=
- N FI _CLUSTER_ADDRESS=
- N FI _REMOTE_I NPUT_HOST=
- AUTH=t | s
- KEYSTORE_PATH=/ opt/ certs/ keystore.jks
- KEYSTORE_TYPE=JKS
- KEYSTORE_PASSWORD=MbZuM xds5wSWEEFKkuOuY!l 7FenY8gn9Cf L8OEq9IYt O8
- TRUSTSTORE_PATH=/ opt/certs/truststore.jks
- TRUSTSTORE_TYPE=JKS
- TRUSTSTORE_PASSWWORD=5DNRwz x4600Lue/ PV9JShPI f / CpHcHcl n4RZC) ZCbp8
- NI FI _SECURI TY_USER AUTHORI ZER=si ngl e- user - aut hori zer
- N FI _SECURI TY_USER LOG N_I DENTI TY_PROVI DER=si ngl e- user - pr ovi der
- NI FI _CLUSTER_NCDE_PROTOCOL_PORT=8082
- NI FI _ZK_CONNECT_STRI NG=zookeeper: 2181
- N FI _ELECTI ON_.MAX_WAI T=1 min
- NI FI _CLUSTER | S _NODE=t r ue
- NI FI _SENSI Tl VE_PROPS_KEY=Dbf 4xSLVSAnt ex/ gt cP5uMTrbCr xaP+895W ELaYXTkk Q=
- JVM_ARGS=- XX: MaxDi r ect MenorySi ze=2GB - Xns1g - Xnx2g

net wor ks:
ni finet:
driver: bridge
vol unes:
ni fi-data:

driver: |ocal

driver_opts:
type: none
o: bind
devi ce: /diskl/nifi/data

nifi-conf:
driver: |ocal
driver_opts:
type: none
o: bind
devi ce: /diskl/nifi/conf
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nifi-logs:
driver: |ocal
driver_opts:
type: none
o: bind
devi ce: /diskl/nifi/logs

Note: The NiFi server is configured with a single username (admin) and password. Running the described
configuration will launch a NiFi container using the keystore and truststore files generated earlier. Make sure
the hostname matches the subj ect Al t er nat i veNanes specified during the setup process and each container

requires a unique hostname.

4. In the above configuration, update the KEYSTORE_PASSWORD and TRUSTSTORE_PASSWORD with the
respective value of ni fi.security. keyst orePasswd and ni fi.security. trust st or ePasswd that are available in the
nifi.properties file generated earlier.

Start NiFi in Docker

To start the NiFi in docker, follow the steps below:

1. In the nifi folder, open the terminal and run the following command.

docker-compose up -d
Note: Make sure that the Docker Compose is installed.

2. Wait till the NiFi to boot up, and then visit https://<VM_Hostname>:8443/nifi from your browser.

3. In the landing page, a warning message is displayed. Accept the risk and visit the page.

4. Enter user credentials defined in the docker-compose.yaml to login.

5. In the hamburger menu, select the "Cluster” option. As a result, the page displays the NiFi containers defined in the

docker-compose.yml as the members of the NiFi cluster.

Installing PostgreSQL

This section provides a step-by-step guide to installing PostgreSQL.

Installing PostgreSQL on Master VM

To install PostgreSQL on master VM, follow the steps below:

1. Mount an external file system disk to a VM at /data.
mount external file system disk to the VM at /data
2. Perform docker installation with below commands.

yum update -y
yum install -y yum-utils
yum-config-manager --add-repo https://download.docker.com/linux/rhel/docker-ce.repo
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yum install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin
--allowerasing

wget https://github.com/opencontainers/runc/releases/download/v1.1.12/runc.amd64 -0 /usr/local/sbin/runc
systemctl start docker

curl -L "https://github.com/docker/compose/releases/download/v2.12.2/docker-compose-$(uname -s)-$(uname
-m)" -o /usr/local/bin/docker-compose

mv /usr/local/bin/docker-compose /usr/bin/docker-compose

chmod +x /usr/bin/docker-compose

systemctl status docker

1n -s /data /diskil

mkdir -p /diskl/postgress

mkdir -p /diskl/postgress/data

3. Create a docker compose file as shown below.
- vi /home/user/postgres/docker-compose.yaml

version: "3"

services:

postgres:

image: postgres:15.3

restart: always

environment:

POSTGRES_USER: cdpadmin

POSTGRES_PASSWORD: ugGShnko83j5rNbsoA245Iw

POSTGRES_DB: analytics

volumes:

- db-data:/var/lib/postgresql/data

ports:

- 5432:5432

shm_size: 1gb

postgres-exporter:

image: prometheuscommunity/postgres-exporter

ports:

- 9187:9187

environment:

DATA_SOURCE_NAME :
"postgresql://cdpadmin:ugGShnko8j5rNbsoA245Iw@10.214.101.138:5432/analytics?sslmode=disable"

links:

- postgres

volumes:

db-data:

driver: local

driver_opts:

type: none

o: bind

device: /diskl/postgress/data

4. Deploy docker containers using a compose file and validate the containers are running.

cd /home/user/postgres

docker-compose up -d

docker ps

on inside postgres container run the below command
psgl -U cdpadmin -W -d analytics -h localhost -p 5432

Installing PostgreSQL on Slave VM

To install PostgreSQL on slave VM, follow the steps below:
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1. Mount an external file system disk to a VM at /data.

mount external file system disk to the VM at /data
2. Perform docker installation with below commands.

yum update -y

yum install -y yum-utils

yum-config-manager --add-repo https://download.docker.com/linux/rhel/docker-ce.repo

yum install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin
--allowerasing

wget https://github.com/opencontainers/runc/releases/download/v1.1.12/runc.amd64 -0 /usr/local/sbin/runc
systemctl start docker

curl -L "https://github.com/docker/compose/releases/download/v2.12.2/docker-compose-$(uname -s)-$(uname
-m)" -o /usr/local/bin/docker-compose

mv /usr/local/bin/docker-compose /usr/bin/docker-compose

chmod +x /usr/bin/docker-compose

systemctl status docker

1n -s /data /diskl

mkdir -p /diskl/postgress

mkdir -p /diskl/postgress/data

3. Create a docker compose file.
- vi /home/user/postgress/docker-compose.yaml

version: "3"

services:

postgres:

image: postgres:15.3

restart: always

environment:

POSTGRES_USER: cdpadmin

POSTGRES_PASSWORD: wOH3S62YxZ7Y3E7PGdQwbA

POSTGRES_DB: analytics

volumes:

- db-data:/var/lib/postgresql/data

ports:

- 5432:5432

shm_size: 58gb

postgres-exporter:

image: prometheuscommunity/postgres-exporter

ports:

- 9187:9187

environment:

DATA_SOURCE_NAME :
"postgresql://cdpadmin:wOH3S62YXxZ7Y3E7PGAQwbA@10.214.103.150:5432/analytics?sslmode=disable"

links:

- postgres

volumes:

db-data:

driver: local

driver_opts:

type: none

o: bind

device: /diskl/postgress/data

4. Deploy docker containers using a compose file and validate the containers are running.

cd /home/user/postgress
docker-compose up -d
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docker ps
on inside postgres container run the below command
psgl -U cdpadmin -W -d analytics -h localhost -p 5432

Whitelisting Ports

White list ports to allow communication between Master and Slave nodes. Once the Postgress installation is completed on
both Master and Slave, you need to white-list the 5432 and 9187 ports from Master and Slave hosts (Inbound and Outbound).

Source: Master and Slave Hosts
Destination : Kubernetes Pods.
Setting up Replication on Master

To perform replication, follow the steps below:

1. Connect to database and create a user with privilege.

psgl -U cdpadmin -W -d analytics -h localhost -p 5432

CREATE USER replication REPLICATION LOGIN CONNECTION LIMIT 1 ENCRYPTED PASSWORD 'replicationpa55word';

\du;
ALTER ROLE replication CONNECTION LIMIT -1;

2. Edit the /disk1/postgress/data/postgresql.conf file, update the below lines and save the file.

max_connections = 1000
wal_level = replica
max_wal_size = 100GB
max_wal_senders = 10
wal_keep_size = 3000

3. Similarly, edit the /disk1/postgress/data/pg_hba.conf file, add the below line and save the file.

host replication replication <Slave Host IP>/0 md5

4. After updating the postgresql.conf and pg_hba.conf, stop and start the postgress container.

cd /home/kgunda/postgress/
systemctl stop docker
systemctl start docker

cd /home/user/postgress
docker-compose down
docker-compose up -d
docker ps

Setting up Replication On Slave

To set up replication on slave VM, follow the steps below:

1. Similarly, perform replication on Slave using the below commands.

psgl -U cdpadmin -W -d analytics -h localhost -p 5432

CREATE USER replication REPLICATION LOGIN CONNECTION LIMIT 1 ENCRYPTED PASSWORD 'replicationpa55word';
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\du;
ALTER ROLE replication CONNECTION LIMIT -1;

2. Edit the /disk1/postgress/data/postgresql.conf file, update the below lines and save the file.

max_connections = 1000
wal_level = replica
max_wal_size = 100GB
max_wal_senders = 10
wal_keep_size = 3000

3. Edit the /disk1/postgress/data/pg_hba.conf file, add the below line and save the file.

host replication replication <Master Host IP>/0 md5
cd /diskl/postgress/data
rm -rfv *

4. For pg_basebackup working, install the postgressql-client on Slave Host.

dnf update -y

dnf install -y
https://download.postgresql.org/pub/repos/yum/reporpms/EL-9-x86_64/pgdg-redhat-repo-latest.noarch.rpm

dnf -qy module disable postgresql

dnf install -y postgresqlis

5. Once postgressql-client installation completed, run the below command from Slave.

pg_basebackup -h <Master Host IP> -U replication -p 5432 -D /var/lib/postgresql/12/main/ -Fp -Xs -P -R

6. After pg_basebackup completed, restart the postgress DB on Slave.

cd /home/user/postgres
systemctl stop docker
systemctl start docker
docker-compose down
docker-compose up -d

Validating replication and Creating table

To validate replication on VMs and create table, index and segments, follow the steps below:

1. Valid the replication on Master VM.

psql -U cdpadmin -W -d analytics -h localhost -p 5432
SELECT * FROM pg_stat_replication;

2. Once replication is successfully validated, create the following tables.

psgl -U cdpadmin -W -d analytics -h localhost -p 5432

CREATE TABLE public.sst_events (
apid character varying(128),
hostname character varying(128),
event_type character varying(64) NOT NULL,
input_event text,
cid character varying(64) NOT NULL,
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ds character varying(64) NOT NULL,
ts bigint NOT NULL,

reason character varying(1024),

he character varying(256),

hm character varying(256),

vizid character varying(256),

wspn character varying(256),

subid character varying(1024),

id character varying(1024),

crmid character varying(256),
ts_div_1000 bigint GENERATED ALWAYS AS (ts / 1000) STORED);

CREATE TABLE public.sst_demo_events (
apid VARCHAR (128) ,
hostname VARCHAR(128),
event_type VARCHAR(64) NOT NULL,
input_event TEXT,

cid VARCHAR(64) NOT NULL,
ds VARCHAR(64) NOT NULL,
ts BIGINT NOT NULL,
reason VARCHAR (1024),

he VARCHAR (256) ,

hm VARCHAR (256) ,

vizid VARCHAR (256) ,

wspn VARCHAR(256) ,

subid VARCHAR (1024) ,

id VARCHAR (1024) ,

crmid VARCHAR (256) ,

ts_div_1000 BIGINT GENERATED ALWAYS AS (ts / 1000) STORED
)3

CREATE TABLE public.source_outbound (
input_event TEXT,

key VARCHAR,

event VARCHAR,

cid VARCHAR,

rid VARCHAR (255) ,

id INTEGER NOT NULL DEFAULT nextval('source_outbound_id_seq'::regclass),
ts BIGINT,

srcid INTEGER,

PRIMARY KEY (id)
)3

CREATE TABLE public.source_failure (
input_event TEXT,

key VARCHAR,
event VARCHAR,
cid VARCHAR,

errorcode VARCHAR,
errordetails TEXT,

rid VARCHAR (255) ,

id INTEGER NOT NULL DEFAULT nextval('source_failure_id_seq'::regclass),
ts BIGINT,

srcid INTEGER,

PRIMARY KEY (id)
)5

CREATE TABLE public.destination_outbound (
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input_event TEXT,

key VARCHAR,

event VARCHAR,

cid VARCHAR,

rid VARCHAR (255) ,

id INTEGER NOT NULL DEFAULT nextval('destination_outbound_id_seq'::regclass),
ts BIGINT,

destinationinstanceid INTEGER,

srcid

INTEGER,

PRIMARY KEY (did)

)5

3. Create the following index.

CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX

CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX

CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX

CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX
CREATE INDEX

sst_events_apid ON public.sst_events (apid);
sst_events_cid ON public.sst_events (cid);
sst_events_crmid ON public.sst_events (crmid);
sst_events_ds ON public.sst_events (ds);
sst_events_event_type ON public.sst_events (event_type);
sst_events_he ON public.sst_events (he);

sst_events_hm ON public.sst_events (hm);

sst_events_id ON public.sst_events (id);
sst_events_subid ON public.sst_events (subid);
sst_events_ts ON public.sst_events (ts);
sst_events_ts_div_1000_temp ON public.sst_events (ts_div_1000 DESC);
sst_events_vizid ON public.sst_events (vizid);
sst_events_wspn ON public.sst_events (wspn);

sst_demo_events_apid ON public.sst_demo_events (apid);
sst_demo_events_cid ON public.sst_demo_events (cid);
sst_demo_events_crmid ON public.sst_demo_events (crmid);
sst_demo_events_ds ON public.sst_demo_events (ds);
sst_demo_events_event_type ON public.sst_demo_events (event_type);
sst_demo_events_he ON public.sst_demo_events (he);
sst_demo_events_hm ON public.sst_demo_events (hm);
sst_demo_events_id ON public.sst_demo_events (id);
sst_demo_events_subid ON public.sst_demo_events (subid);
sst_demo_events_ts ON public.sst_demo_events (ts);
sst_demo_events_ts_div_1000_temp ON public.sst_demo_events (ts_div_1000) DESC;
sst_demo_events_vizid ON public.sst_demo_events (vizid);
sst_demo_events_wspn ON public.sst_demo_events (wspn);

idx_cid ON public.source_outbound (cid);
idx_event ON public.source_outbound (event);
idx_key ON public.source_outbound (key);
idx_rid ON public.source_outbound (rid);
jdx_srcid ON public.source_outbound (srcid);
idx_ts ON public.source_outbound (ts);

idx_cid_source_failure ON public.source_failure (cid);
idx_errorcode_source_failure ON public.source_failure (errorcode);
idx_errordetails ON public.source_failure (errordetails);
idx_errordetails_source_failure ON public.source_failure (errordetails);
jdx_event_source_failure ON public.source_failure (event);
idx_key_source_failure ON public.source_failure (key);
idx_rid_source_failure ON public.source_failure (rid);
idx_srcid_source_failure ON public.source_failure (srcid);
idx_ts_source_failure ON public.source_failure (ts);
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CREATE INDEX +idx_cid_destination_outbound ON public.destination_outbound (cid);

CREATE INDEX +idx_destinationinstanceid_destination_outbound ON public.destination_outbound
(destinationinstanceid);

CREATE INDEX idx_event_destination_outbound ON public.destination_outbound (event);

CREATE INDEX +idx_key_destination_outbound ON public.destination_outbound (key);

CREATE INDEX +idx_rid_destination_outbound ON public.destination_outbound (rid);

CREATE INDEX +dx_srcid_destination_outbound ON public.destination_outbound (srcid);

CREATE INDEX +idx_ts_destination_outbound ON public.destination_outbound (ts);

4. Similarly, create Sequence.

CREATE SEQUENCE source_outbound_id_seq;
CREATE SEQUENCE source_failure_id_seq;
CREATE SEQUENCE destination_outbound_id_seq;

Installing DMP Producer

This section provides a step-by-step guide to installing DMP Producer.

Prerequisites

Make sure the following things are in place, before installing:

» Root access to the VM

- Required software like Java, MySQL, Kafka, must be installed on the VM
To install DMP Producer, follow the steps below:

1. Copy necessary files to the mount points e.g., /data, /hdd, and create symbolic links.

1ln -s /data/ /diskl/
1s -al

2. Link the DMP Producer configuration.
1n -s /data/config/dmp-producer /mnt/sst

3. Update the property files like dmp-producer.properties, msk.properties and piistorage.properties.
o Locate the files at/disk1/config/dmp-producer/dmp-producer.properties, and update the dmp-
producer.properties.

#Kafka producer configurations
KafkaProducerConfig=

# Properties for DB e.g., MySQL
DBConfig=

#SQS config

SQSConfig=

#SES Properties

SESConfig=

#SMTP

SMTPConfig=

o Locate the /disk1/msk/msk.properties, and update msk.properties.

# Properties for DB e.g., MySQL
DBConfig=
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o Locate /disk1/piistorage/config/piistorage.properties, and update piistorage.properties.

# Properties for DB

DBConfig=

# Properties for Aerospike
AerospikeConfig=

# Properties for Cron Expression
CronExpressionConfig=

4. Copy the DMP Producer JAR file to /disk1/config/dmp-producer/.

cp /path/to/dmp-producer.jar /diskl/config/dmp-producer/

5. Create a user for DMP system.

useradd -c "DMP-System User" cdpservice
Update the /etc/passwd file to:
cdpservice:x:1002:1003:DMP-System User:/home/cdpservice:/sbin/nologin

6. Create a service file at /usr/lib/systemd/system/dmp-producer.service.

[Unit]

Description=DMP Producer Service

After=network.target

[Service]

User=cdpservice

Group=cdpservice

ExecStart=/usr/bin/java -jar /diskl/config/dmp-producer/dmp-producer.jar
SuccessExitStatus=143
StandardOutput=/diskl/logs/dmp-producer/dmp-producer-out.log
StandardError=/diskl/logs/dmp-producer/dmp-producer-err.log
Restart=on-failure

[Install]

WantedBy=multi-user.target

7. Set Ownership and Permissions for the user.

chown
touch
touch
touch
chcon
chcon
chcon

-R cdpservice:cdpservice /diskl /mnt
/diskl/logs/dmp-producer/dmp-producer-out. log
/diskl/logs/dmp-producer/dmp-producer-err.log
/diskl/logs/dmp-producer-gc.log

-t user_home_t /diskl/logs/dmp-producer/dmp-producer-out.log
-t user_home_t /diskl/logs/dmp-producer/dmp-producer-err.log
-t user_home_t /diskl/logs/dmp-producer-gc.log

8. Start the DMP Producer Service.

systemctl start dmp-producer
systemctl status dmp-producer

Troubleshooting

If you encounter issues, use the following commands for troubleshooting:

1s -Z /diskl/logs/dmp-producer/dmp-producer-gc.log
ausearch -m avc -ts recent | audit2allow -M dmp_producer
chcon -t init_var_run_t /diskl/logs/dmp-producer/x

chcon -t dinit_var_run_t /diskl/logs/dmp-producer-gc.log
ausearch -m avc -ts recent

semodule -i dmp_producer.pp

systemctl start dmp-producer
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systemctl status dmp-producer

systemctl stop dmp-producer

Installing Redis

This section outlines the process for installing and configuring Redis.

Redis, an in-memory data structure store widely used as a database, cache, and message broker. Redis is essential for high-

performance data management and real-time processing in modern applications. This page explains how to set up Redis,

enable remote access, and customize its configuration.

Prerequisites

Make sure the following things are in place, before installing:

» Root access to the VM

To install and configure Redis, follow the steps below:

1.

10.

Run the following bash command to update all existing system packages:

dnf update

. After updating the packages, install the EPEL repository to access additional packages.

dnf install epel-release

. Install Redis using the following command.

dnf install redis

. Check if Redis is installed and its service status.

systemctl status redis

. Start the Redis service if it is not running.

systemctl start redis

. To configure Redis for Remote Access, navigate to the Redis configuration directory.

cd /etc

. Open the Redis configuration file in a text editor as shown below.

vi redis.conf

. Find the line containing bi nd 127. 0. 0. 1 and comment it out by adding # at the beginning, and add the following line to

allow connections from any IP address..

#bind 127.0.0.1
bind 0.0.0.0

. Stop and restart the Redis service to apply the new configuration.

systemctl stop redis
systemctl start redis

Now, Redis is configured and ready to use with remote access enabled.
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Installing RabbitMq

This section provides a detailed guide on installing and configuring RabbitMQ.

RabbitMQ, a robust message broker facilitates communication between distributed applications. RabbitMQ is critical for
managing asynchronous workflows and ensuring reliable message delivery in a microservices architecture. This page covers
setting up RabbitMQ, enabling necessary plugins, creating users, configuring permissions, and customizing settings for

seamless integration with your deployment environment.

Prerequisites

Make sure the following things are in place, before installing:

» Root access to the VM.
« Redis is installed in the VM.

To install and configure RabbitMQ, follow the steps below:

1. Run the following bash command to Install necessary utilities for RabbitMQ setup.
dnf install socat logrotate -y
2. Download the Erlang package required for RabbitMQ.

curl -LO -C -
https://github.com/rabbitmqg/erlang-rpm/releases/download/v26.2.5/erlang-26.2.5-1.el8.x86_64.rpm

3. Use the following command to install the downloaded Erlang package.
sudo dnf dinstall ./erlang-26.2.5-1.el8.x86_64.rpm
4. Run the following script to set up the RabbitMQ package repository.
curl -s https://packagecloud.io/install/repositories/rabbitmg/rabbitmg-server/script.rpm.sh | sudo bash
5. Install the RabbitMQ using the package manager.
dnf install -y rabbitmg-server
6. Enable the RabbitMQ service to start automatically on boot and then start the service.

sudo systemctl enable rabbitmg-server
sudo systemctl start rabbitmg-server

7. Enable the management plugin to provide a web-based interface for RabbitMQ.
rabbitmg-plugins enable rabbitmg_management

8. Now, RabbitMQ is now installed and configured. You can access the RabbitMQ Management Ul at htt p: // <ser ver -

i p>: 15672 using default credentials (guest / guest ).

Post Configuration for RabbitMQ

After enabling RabbitMQ and the management plugin, to configure the system further follow these additional steps below:
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1. Navigate to the RabbitMQ configuration directory to add configuration files:
cd /etc/rabbitmq/

2. Create the defi ni ti ons. j son file:
vi definitions.json

3. Paste the following content into defi ni ti ons. j son to set up a user, permissions, and virtual host:

{
"users": [
{
"name": "celery",
"password_hash": "fa604aceeeaae520de8742410200d620edc4a6101fb2971cd706b4ccl9141dce"
"hashing_algorithm": "rabbit_password_hashing_sha256",
"tags": "administrator"
}
1,
"vhosts": [
{
llnamell: Il/ll
}
1,
"permissions": [
{
"user": "celery",
"VhOSt": |l/||’
"configure": ".x",
llwr--ite": |l‘*ll,
llreadll: II'*"
}
1,
"queues": [],
"exchanges": [],
"bindings": []
}

4. Save and exit the file. Now, update the r abbi t my. conf file:
vi rabbitmq.conf

5. Add the following line to load the definitions file during RabbitMQ startup.
load_definitions = /etc/rabbitmg/definitions.json

6. Save and exit the file. Now, restart RabbitMQ to apply the changes:

sudo systemctl stop rabbitmg-server
sudo systemctl start rabbitmg-server

7. RabbitMQ is now configured with a predefined user, permissions, and virtual host.



Chapter 2. Deploying HCL CDP Core Components on
OpenShift

This section details the deploying core components required for HCL CDP on the Red Hat OpenShift platform.

Introduction

This section details the installation and configuration of the services and components required by HCL CDP core
components deployment using devtron, on the Red Hat OpenShift platform.

Prerequisites

Micro-services based HCL CDP core components, to be deployed on containerized platform using Devtron CI/CD tool (Red
Hat OpenShift is the choice of the Container orchestration platform).

Micro-services based HCL CDP core components, to be deployed on containerized platform using Devtron CI/CD tool (Red
Hat OpenShift is the choice of the Container orchestration platform).

Before proceeding with the installation of the required components, you have to ensure that Red Hat OpenShift is installed
and properly configured. Refer to the Red Hat OpenShift documentation for installation guidelines.

Also, below tools are expected to present in the deployment to facilitate the installation:

» OpenShift CLI: Ensure the oc command is accessible and functional.

« Kubernetes CLI: Verify the availability of the kubect| command.

« Helm CLI: Ensure the hel mcommand-line tool is installed.

« Devtron Deployment Tool: Confirm that Devtron is set up for managing deployments.

List of CDP Core Components for OpenShift Cluster

List of HCL CDP Core modules components to be deployed and configured. CDP utilizes the functionalities from these
modules to perform the end to end operations.

Application/Services Deployment Type
CDP Admin Ul Helm Chart
CDP Admin Ul Backend Helm Chart
CDP Core API Helm Chart
CDP Dash Backend Helm Chart
CDP Dash Iframe Helm Chart
CDP DMP SST Helm Chart
CDP DMP SST Maps Helm Chart
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Application/Services Deployment Type
CDP DMP SST API Helm Chart

CDP DMP SST Zookeeper Helm Chart

CDP Web App Helm Chart

CDP Live Events Helm Chart

CDP Manager Helm Chart

CDP Pixel Listener Helm Chart

CDP RTS Helm Chart

CDP RTS MS Helm Chart

CDP DI API Helm Chart

CDP Psql API Helm Chart

CDP S3 Sink Connector Helm Chart

CDP MongoDB Sink Connector Helm Chart

CDP KMS Service Helm Chart

DMP Producer Helm Chart

NIFI VM Based Deployment

Installing Devtron

This section provides detailed instructions on how to deploy Devtron to your OpenShift cluster using Helm charts.

To install Devtron, follow these steps:

1. Add the Devtron repository to the helm chart sources.

helm repo add devtron https://helm.devtron.ai
helm repo update devtron

2. Install the Devtron on the OpenShift Cluster.

helm 1install devtron devtron/devtron-operator --create-namespace --namespace devtroncd --set
installer.arch=multi-arch --set 1installer.openshift=true

Note: Before installing the devtron, make sure to allow appropriate permissions in SCC.

3. Get the Devtron login credentials. By default, the username will be admin.

kubectl -n devtroncd get secret devtron-secret -o jsonpath='{.data.ADMIN_PASSWORD}' | base64 -d
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Configuring Devtron
Prerequisites:

Before you start configuring the Devtron, verify the Global Configurations.

@Hepv @

% devtron

Host URL

Host URL is the domain address at which your devtron dashboard can be reached.

Applications

Jobs

Application Groups (Beta
s (=t ) @ Host URL is the domain address at which your devtron dashboard can be reached.

Resource Browser Itis used to reach your devtron dashboard from external sources like configured webhooks, e-mail or slack notifications, grafana

dashboard, etc.
Chart Store

Bulk Edit Host URL*
. http:/

Global Configurations pile
@ Auto-detected from your browser: http://devtron-service-devtroncd.apps.ocp415.manishkr.nonprod.hclpnp.com

Devtron Stack Manager

devtron-service-devtroncd.apps.ocpd15.manishkr.nonprod.hclpnp.com/dashboard/global-co...

To configure the Devtron, follow the steps below:
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1. In the Devtron console, select Global Configurations > Projects. Click Add Projects and enter projects details.

Global Configurations
Host URL Projects

Clusters & Environments
Git Accounts +  Add Project

Container/ OCI Registry

Chart Repositories (3 cdp-dev-app
Custom Charts

Authorization v
[ devtron-demo

External Links
Scoped Variables

Build Infra

Projects Manage your organization's projects. Learn more about projects.

@heby @

2. From the left pane, click Clusters and Environment, and manage your organizations clusters and environments

details.

Global Configurations
HostURL Clusters and Environments

Clusters & Environments
default_cluster
Git Accounts &

Container/ OCI Registry
ENVIRONMENT

Chart Repositories © cdpdev-app [ Prod
Custom Charts

© devtron-demo
Authorization v
External Links
Scoped Variables

Build Infra

3. Click Git Accounts, and manage your organizations git accounts.

76

Projects [Manage your organization'’s clusters and environments. [T ERtIES

https://kubernetes.default.svc

DESCRIPTION

cdp-dev-applications

+ Add Cluster

4 Add Environment

174

@heby @
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Global Configurations @heby @

Git accounts
Host URL

Manage your organization's git accounts. Learn more about git accounts
Projects

Clusters & Environments +  Addgitaccount

Git Accounts:
Container/ OCI Registry

() Edit git account. o ~

Chart Repositories

Name *
Custom Charts
Authorization v Github Public

Git host *
External Links
Scoped Variables Github .
Build Infra UL

github.com

Authentication type *
O user auth @ Anonymous SSH Key

@ Once configured, authentication type cannot be switched from HTTPS (user auth/anonymous) to SSH or vice versa,

@ Applications using ‘anonymous’ git accounts, will be able to access only ‘public repositories’ from the git account.

Coneel

4. Click Container/OCI Registry > Add Registry, and update registry details and push helm charts and docker images to
the configured registry.

Global Configurations @heby @

Host URL Container / OCI Registry @

Projects
Clusters & Environments +  Add Registry
Git Accounts

Container/ OCI Registry Registry provider *

Chart Repositories € ouay v
Custom Charts Registry type @ Private Registry Public Registry
Authorization v
Name * Registry URL *
External Links
cdp-quay quay.io
Scoped Variables
Build Infra Username * Token *
E: Enter password/token
Use repository to *
Push container images
Registry credential access is auto injected to @ Manage

No Cluster

Use as chart repository (Pull helm charts and show in chart store.)

List of repositories *

Enter repository nam

ma (eg. proi s, nginx)
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5. In the registry configuration, update the list of repositories, and verify helm charts are synced to Devrton's chart store

as shown below.

Chart Store 9 source @heby @
Q_ Search charts All Charts
Select chart to deploy. Learn more about deploying charts

VIEW AS

88 Grid 8 List
FILTERS

harbor p-admi p-.. harb p-admin-ui/cdp-al harbor/unica/cdp pi harbor/unica/cdp-dash-backend/cdp-das...

[[) Show deprecated charts 1.0.17-DEPLOY-03089225-8-63 1.0.286-DEPLOY-£6703282-9-64 1.0.607-DEPLOY-84282102-87-537 1.9.250-DEPLOY-6330835d-7-136
CHART SOURCE ~

+ Add chart source
(1) autoscaler
() bitnami
. harbor p-dash. dash-i... harb p-diapi harbor/unica/cdp-dmp-sst-api/cdp-dmp-s... harbor/unica/cdp-dmp-sst/cdp-dmp-

) default-chartmuseum o _ . A

1.0.67-DEPLOY-95689696-11-90 1.0.518-DEPLOY-446b963-17-442 1.0.287-DEPLOY-7268921a-26-129 1.0.317-DEPLOY-7268921a-12-130
() devtron
() elastic
() external-secrets
-0+
[ fluent
harbor
O ietstack harbor/unica/cdp-dmp-sst-maps/cdp-dm... ©arbor/unica/cdp-live-events/cdp-live-ev... harbor/unica/cdp-manager/cdp-manager harbor/unica/cdp-mongo-sink-connector...
etstac

1 1.0.48-DEPLOY-41b1735-13-35 1.0.179-DEPLOY-71246F75-10-165 1.0.81-DEPLOY-9735b58-14-100 1.0.39-DEPLOY-9b451a5¢-22-51

() kedacore

() metrics-server
O nginx-ingress

() prometheus-community

() unidev-cer -

Deploying Core Components

This section provides step-by-step instructions for deploying each service, component, and module required for HCL CDP
Core Components. Follow the guidelines in each subsection to ensure the successful deployment and configuration of the

respective elements.

Deploying CDP Admin Ul

This section provides detailed instructions on how to deploy HCL CDP Admin Ul using the Devtron in the OpenShift.

Prerequisites:

Make sure to create the Ul secret with required data in the HashiCorp vault before deploying the CDP admin UI.



Vault

Dashboard

Secrets Engines

Secrets Sync |Enterprise

Access
Policies

Tools

Monitoring
Client Count

Seal Vault
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crets / ¢ ui
ul

Secret Metadata Paths  Version History

@ JSON Delete  Destroy Copy v Version1 v Create new version +

Version 1 created Jun 26, 2024 11:59 AM

Version data

B,

Reveal values

Vault 1161  Upgrade to Vault Enterprise  Documentation Terms  Privacy  Security  Accessibility ) © 2024 HashiCorp

To create the Ul secret in the HashiCorp Vault, follow the steps below:

1. Create a Ul secret sample key and value in the Ul secret shown below, and update the actual values.

{

"AKAMAI_HOST":
"AKAMAI_KEY":

"AKAMAI_KEY_NAME":
"AKAMAI_PATH":

nn
>

nn
’

nn
>

"AKAMAI_PURGE_AUTH_KEY":

"API_KEY_1":
"API_KEY_2":
"API_KEY_3":
"API_KEY_4":
"API_KEY_5":
"API_KEY_6":
"API_SECRET_1":
"API_SECRET_2":
"API_SECRET_3":
"API_SECRET_4":
"API_SECRET_5":
"API_SECRET_6":
"AUTH_TOKEN":

nn
>
nn
bl
nn
’
nn
>
nn
bl

nn
>

nn

nn
’

"NEXT_PUBLIC_CLIENT_ID":
"NEXT_PUBLIC_CLIENT_SECRET":
"NEXT_PUBLIC_FROALA_SECRET":
"NEXT_PUBLIC_GOOGLE_CLIENT_ID":
"NEXT_PUBLIC_GOOGLE_CLIENT_SECRET":
"NEXT_PUBLIC_RECAPTCHA_KEY":
"REACT_APP_CLIENT_ID":
"REACT_APP_S3_ACCESS_KEY_ID":

nn
>

nn
>

nn
>
nn
>
nn
>
nn
>

bl
nn
>

nn
>
nn
>
nn
>
nn
>
nn
’
nn
>
nn
)

nn
>
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"REACT_APP_S3_SECRET_KEY": "',
"auAuthKey": "",
"auEndpoint": "",
"host": "",
"muAuthKey": "",
"muEndpoint": "",
"password": "",
"sesEmail": "",
"sesPassword": "",
"smtpFrom": "",
"smtpHost": "",
"smtpPassword": "",
"smtpPort": "",
"smtpUser": "",
"usAuthKey": "",
"usEndpoint": "",
"user": ""

}
2. Create a Kubernetes Secret with Vault credentials to fetch the secrets from the vault.

apiVersion: vl
kind: Secret
metadata:
name: vault-creds
namespace: cdp-dev-app
type: Opaque
data:
username: <vault username>
password: <vault password>

3. Create separate service account say cdp-dev-app-sa, with appropriate roles and permissions, and update ConfigMaps

data with actual values.

Deploying CDP Admin Ul

To deploy the CDP admin Ul, follow the steps below:
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1. Navigate to the Devtron Chart Store, and select the cdp-admin-ui chart to deploy.

harbor p-admil backend/cdp-...

Chart Store 9 source
Q_ Search charts All Charts
Select chart to deploy. Learn more about deploying charts
VIEW AS =
88 Grid 8 List
FILTERS

do-admi

hart dp pi

() Show deprecated charts 1.0.17-DEPLOY-03089e25-8-63

CHART SOURCE ~

+ Add chart source

) autoscaler
) bitnami

harbor p-dash dash-i...

p-

1.0.286-DEPLOY-£6703282-9-64

i

) default-chartmuseum
() devtron

1.0.67-DEPLOY-95689696-11-90

) elastic

) external-secrets

) fluent

<

harbor
d . dp-dm...

1.0.518-DEPLOY-446Fb963-17-442

p-diapi

ifcdp-ac
b

1.0.607-DEPLOY-84282102-87-537

har dmp-sst-api/cdp-dmp-s...

@heby @

harbor/unica/cdp-dash-backend/cdp-das...
1.0.250-DEPLOY-6330835d-7-136

1.0.287-DEPLOY-7268921a-26-129

har|

har i p-dmp-sst/cdp-dmp-sst

1.0.317-DEPLOY-7268921a-12-130

har k- tor...

harbor p-dmp ps/cdp.

[} jetstack
1.0.48-DEPLOY-41b173f5-13-35

() kedacore

) metrics-server

() nginx-ingress

) prometheus-community

) unidev-cer -

2. Now, configure and deploy the admin Ul charts.

Discover / unica/cdp-admin-ui/cdp-admin-ui v

About

Description
Home

Read more v

[g README.md
chart version (v1.0.286-DEPLOY-f6703282-9-64)

Deployments

App name App Status Environment

cdp-admin-ui o - cdp-dev-app

1.0.179-DEPLOY-71246F75-10-165

p-

Deployed By

admin

1.0.81-DEPLOY-9735b58e-14-100

Deployed at

15 days ago

3. In the YAML section, update the ConfigMap using below details and deploy the charts.

REACT_APP_ADMIN_UI_BACKEND:
REACT_APP_BYPASS_GOOGLE_OAUTH: "o"
REACT_APP_CAMPAIGN_ID: <VIZVRM6053>
REACT_APP_REST_API: '""!'

<ADMIN_UI_BACKEND_URL>

1.0.39-DEPLOY-9b451a5¢-22-51

@rebv @

harbor
unica/cdp-admin-ui/cdp-admin-ui

Configure & Deploy

Preset Values

81



HCL CDP v12.1.10 OpenShift Platform Installation Guide
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Discover / unica/cd

p-admin-ui/cdp-admin-ui v

& YAML  Manifest output

Helm Apps / cdp-ad

Overview App Details

Application Status @
Healthy

Details

& K8sResources

All (10) ¥ Healthy (7)

¥ Workloads
Deployment
¥ Pod
cdp-admin-ui

ReplicaSet

Networking

Config & Storage

@ cdp-dev-app

< 1 configMaps:
App Name * 2 enabled: true
cdp-admin-ui j
5
Project * .
p—— . 7 REACT_APP_CANPATGN_T
8 REACT_APP_REST_APT:
Deploy to environment * o esosecretpata: {}
10 external: false
[ T . 1 externalType: ™"
12 filepermissiol
© Charts from container registries can be it mountpath:
14 name: admin-ui
deployed via helm only. I Folear: "
Chart Version 16 subPath: false
17 type: environment
1.0.286-DEPLOY-i67032829-64 18 configsecrets:
19 | enabled: false
Chart Values 20 | secrets: []
Defa... (1.0.286-DEPLOY-f6703282-9- 21 Containerfort:
o v 22 - envoyPort: 8799
23| idleTimeout: 180s
24 name: app
25 port: 3000
2% | serviceport: 80
27 supportStreaming: false
28 useHTTP2: false

29 Enwariables: []
30 EnwariablesFromConfigMapKeys:
31 EnvvariablesFromFieldPath: []
32 EnwariablesFromSecretkeys: []
33 GracePeriod: 30
24 livenessProhe:

min-ui

@ Configure Deployment history

¢ Config apply status @ ° Last updated
Deployed 15 Days Ago
The release has been pushed to Kuber... by admin
7Q Log Analyzer
Pod (1)
1 healthy
Name
» cdp-admin-ui- ©  Logs
RUNNING

Deploying CDP Admin Ul Backend

This section provides detailed instructions on how to deploy HCL CDP Admin Ul Backend using the Devtron in the OpenShift.

(1

Chartused @ ol

cdp-admin-ui

Details Version 1.0.286-... ) Notes.txt

Ready

mn

Restarts

b=

& urls

Age

5d 10h

@heby @

Compare values [ README

Deploy Chart

@Hepv @

41 Scale Workloads i
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Make sure to create the Ul secret with required data in the HashiCorp vault before deploying the CDP admin UI.

Vault

Dashboard

Secrets Engines

Secrets Sync |Enterprise

Access
Policies

Tools

Monitoring
Client Count

Seal Vault

crets / ¢ ui
ul

Secret Metadata Paths  Version History

@ JSON Delete  Destroy Copy v Version1 v Create new version +

Version 1 created Jun 26, 2024 11:59 AM

Version data

B,

Reveal values

Vault 1.16.1 Upgrade to Vault Ents Documentation

Terms  Privacy ® © 2024 HashiCorp

To create the Ul secret in the HashiCorp Vault, follow the steps below:

1. Create a Ul secret sample key and value in the Ul secret shown below, and update the actual values.

{

"AKAMAI_HOST":
"AKAMAI_KEY":

nn
>

nn
’

"AKAMAI_KEY_NAME":

"AKAMAI_PATH":
"AKAMAI_PURGE_AUTH_KEY":

"API_KEY_1":
"API_KEY_2":
"API_KEY_3":
"API_KEY_4":
"API_KEY_5":
"API_KEY_6":

nn
>
nn
bl
nn
’
nn
>
nn
bl

nn
>

"API_SECRET_1":
"API_SECRET_2":
"API_SECRET_3":
"API_SECRET_4":
"API_SECRET_5":
"API_SECRET_6":

"AUTH_TOKEN":

"NEXT_PUBLIC_CLIENT_ID":
"NEXT_PUBLIC_CLIENT_SECRET":
"NEXT_PUBLIC_FROALA_SECRET":
"NEXT_PUBLIC_GOOGLE_CLIENT_ID":
"NEXT_PUBLIC_GOOGLE_CLIENT_SECRET":

nn

nn
>

nn
>

nn
>

nn
>

nn
>

nn
>

nn
>

nn

bl

nn
>

’

nn
>
nn
>
nn
>
nn
>

nn
’
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"NEXT_PUBLIC_RECAPTCHA_KEY": "",
"REACT_APP_CLIENT_ID": "",
"REACT_APP_S3_ACCESS_KEY_ID": "",
"REACT_APP_S3_SECRET_KEY": ",
"auAuthKey": "",

"auEndpoint": "",

"host": "",

"muAuthKey": "",

"muEndpoint": "",

"password": "",

"sesEmail": "",

"sesPassword": "",

"smtpFrom": "",

"smtpHost": "",

"smtpPassword": "",

"smtpPort": "",

"smtpUser": "",

"usAuthKey": "",

"usEndpoint": "",

"user": ""

}
2. Create a Kubernetes Secret with Vault credentials to fetch the secrets from the vault.

apiVersion: vl
kind: Secret
metadata:
name: vault-creds
namespace: cdp-dev-app
type: Opaque
data:
username: <vault username>
password: <vault password>

3. Create separate service account say cdp-dev-app-sa, with appropriate roles and permissions, and update ConfigMaps

data with actual values.

Deploying CDP Admin Ul Backend

To deploy the CDP admin Ul backend, follow the steps below:
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1. Navigate to the Devtron Chart Store, and select the cdp-admin-ui-backend chart to deploy.

Chart Store 9 source

Q_ Search charts All Charts
Select chart to deploy. Learn more about deploying charts
VIEW AS -
28 Grid =S List -0+
FILTERS
harbor p-admi p-.. har p-admin-ui/cdp-adi har p pi

(0 Show deprecated charts 1.0.17-DEPLOY-03089225-8-63 1.0.286-DEPLOY-£6703282-9-64

CHART SOURCE ~
+ Add chart source
[7) autoscaler

() bitnami

harbor p-dash dash-i... har p-diapi

1.0.67-DEPLOY-95689696-11-90 1.0.518-DEPLOY-4467b963-17-442

() default-chartmuseum
() devtron
() elastic

() external-secrets

1.0.607-DEPLOY-84282102-87-537

@rebvy @

harbor/unica/cdp-dash-backend/cdp-das...
1.0.250-DEPLOY-6330835d-7-136

har dmp-sst-api/cdp-dmp-s...

1.0.287-DEPLOY-7268921a-26-129

har i p-dmp-sst/cdp-dmp-sst

1.0.317-DEPLOY-7268921a-12-130

() metrics-server

) nginx-ingress

) prometheus-community

) unidev-cer

2. Now, configure and deploy the admin Ul charts.

Discover / unica/cdp-admin-ui-backend/cdp-admin-ui-backend

About
Description

Home

Read more v

@ README.md
chart version (v1.0.17-DEPLOY-0308925-8-63)

Deployments

App name App Status Environment Deployed By

cdp-admin-ui-backend Q- cdp-dev-app admin

Deployed at

15 days ago :

3. In the YAML section, update the ConfigMap using below details and deploy the charts.

REACT_APP_S3_BUCKET_NAME:
'[''hcl.com'',
bypassGoogleAuth: '"false"

allowedDomains:

connectionLimit: "10"
database:< MySQL_DB_Name>
lemniskAppUrl: <WebApp_URL>
port: "<3306>"
smtpRejectUnauthorized: "false"

[ fluent
harbor
. dmp-sst dp-d Ji i K t
) jetstack harbor p-dmp- ps/cdp-dm... har p p har p p har p
1.0.48-DEPLOY-41b173f5-13-35 1.0.179-DEPLOY-71246F75-10-165 1.0.81-DEPLOY-9735b58e-14-100 1.0.39-DEPLOY-9b451a5¢c-22-51
() kedacore

@rebvy @

harbor
unica/cdp-admin-ui-backend/cdp-
admin-ui-backend

Configure & Deploy

Preset Values

''"hcl-software.com'',''hcl.software'','"hclpnp.com'']"
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smtpSecure: "false"
useSmtp: "true"

& YAML Manifest output
App Name *
cdp-admin-ui-backend

Project *

cdp-dev-app v

Deploy to environment *

[ cdp-dev-app v

© Charts from container registries can be

deployed via helm only.
Chart Version
1.0.17-DEPLOY-03089e25-8-63 v

Chart Values

Defa... (1.0.17-DEPLOY-03089€25-8-
63)

Helm Apps / cdp-admin-ui-backend

Overview App Details

@D cdp-devapp

ReplicaSet

Networking

Config & Storage

Deploying CDP Core API

1
2
3
4
5
6
7
8
9

11

Discover / unica/cdp-admin-ui-backend/cdp-admin-ui-backend

ConfigMaps:
enabled: true
maps:
- data:
REACT_APP_S3 BUCKET NAME: ''''""
allowedDomains: *['‘hcl.com'’, ' ‘hcl-software.com’’," ‘hcl.software'']"

bypassGoogleAuth: “"false™
connectionLimit: "10"
database: vrm
lemni skappurl:
port: "3307"
smtpRejectUnauthorized: “false"
smtpsecure: “false”
usesmtp: “true”
esoSecretbata: {}
external: false
externalType:
filePermissi
mountPath:
name: admin-ui-backend
roleARN: "
subPath: false
type: environment
ConfigSecrets:
enabled: false
secrets: []
ContainerPort:
- envoyPort: 8799
idleTimeout: 1800s

name: app
port: 4500

servicePort: 80
supportstreaming: false
1HSEHTTPY: falca

@ Configure Deployment history

Application Status @ ¢ Config apply status @ ° Last updated 9 Chart used @
Healthy Deployed 15 Days Ago cdp-admin-ui-backend
Details The release has been pushed to Kuber. by admin Details Version 1.0.17-D...[) Notes.txt
@ KssResources 7 LogAnalyzer
All(10) ® Healthy (7)
~ Workloads Pod (1)
1 healthy
Deployment
~ Pod Name Ready
cdp-admin-ui-backend » cdp-admin-ui-backend- © | Logs

mn

RUNNING

Restarts

5 Compare values

@heby @

@ README

Deploy Chart

@Hepv @

& urls

Age

4d 8h
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This section provides detailed instructions on how to deploy HCL CDP Core API using the Devtron in the OpenShift.

Prerequisites:

Make sure to create a core-api secret with required data in the HashiCorp vault before deploying the CDP core api.



Vault

Dashboard

Secrets Engines

Secrets Sync |Enterprise
Access
Policies

Tools

Monitoring

Client Count
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secrets / cdp / core-api

core-api

Secret Metadata Paths  Version History

@ JSON Delete  Destroy Copy v Version1 v Create new version +

Version 1 created Jun 27, 2024 09:28 AM

Version data Reveal values ®

KKK T
s

HFA KKK
HAHE KT

TOmRRRREREAN

HRERA KKK
s

KKK KKK

® © 2024 HashiCorp

I
5

port  Terms  Privacy

Vault 1.16.1 Upgrade to Vault Enterprise Documentation N

To create the core api secret in the HashiCorp Vault, follow the steps below:

1. Create a core api secret sample key and value in the core api secret, and update ConfigMaps data with actual values.

{ "X_API_KEY": "\"\"",
"X_API_SECRET": "\"\"",
"akamaiHost": "\"\"",
"akamaiKey'": "\"\"",
"akamaiKeyName": "\"\"",
"akamaiPath": "\"\"",
"akamaiPurgeauthkey": "\'"\"",
"amgpAuthMechanism": "\"\"",
"amgpHost": "\"\"",

"amgpLogin": "\"\"",
"amgpPassword": "\"\"",
"amgpPort": "\"\"",
"dbConnectionLimit": "\"80\"",
"dbDatabase": "\"<dbName>\"",
"dbHost": "\"<dbHost>\"",
"dbPassword": "\"<dbPassword>\"",
"dbPort": "\"<dbPort>\"",
"dbUser": "\"<dbUser>\"",
"lemnisk_mailId": "\"\"",
"lemnisk_mailPassword": "\"\"",
"mailId": "\"\"",
"mailPassword": "\"\"",
"stagingS3AccessKey": "\'"\"",
"stagingSecretAccessKey": "\"\"",
"userIdentifierAuthKey": "\"<userIdentifierAuthKey>\""
}

87



88

HCL CDP v12.1.10 OpenShift Platform Installation Guide

Deploying CDP CORE API

To deploy the CDP core API, follow the steps below:

1. Navigate to the Devtron Chart Store, and select the cdp-core-api chart to deploy.

Chart Store 9 source

@heby @

) metrics-server

() nginx-ingress
) prometheus-community

) unidev-cer

Discover / unica/cdp-core-api v

About
Description

Home

Read more v

B README.md
chart version (v1.0.607-DEPLOY-84282102-87-537)

Deployments

J0

No Deployments
You haven't deployed this chart

3. In the YAML section, update the ConfigMap using below details and deploy the charts.

Q_ Search charts All Charts
Select chart to deploy. Learn more about deploying charts
VIEW AS -
28 Grid = List ~0 +
FILTERS
B harbor p-admi p-.. har p-admin-ui/cdp-ad harl ica/cdp pi harbor/unica/cdp-dash-backend/cdp-das...
(J show deprecated charts 1.0.17-DEPLOY-03089225-8-63 1.0.286-DEPLOY-£6703282-9-64 1.0.607-DEPLOY-84282102-87-537 1.0.250-DEPLOY-6330835d-7-136
CHART SOURCE ~
+ Add chart source
() autoscaler
() bitnami
O) default-chartmuseur harbor/unica/cdp-dash-iframe/cdp-dash-i... harbor/unica/cdp-diapi harbor/unica/cdp-dmp-sst-api/cdp-dmp-s... harbor/unica/cdp-dmp-sst/cdp-dmp-sst
1.0.67-DEPLOY-95689696-11-90 1.0.518-DEPLOY-446b963-17-442 1.0.287-DEPLOY-7268921a-26-129 1.0.317-DEPLOY-7268921a-12-130
() devtron
() elastic
() external-secrets
() fluent
@ harbor
- d . dp-d Ji i K "
O jetstack harbor p-dmp- ps/cdp-dm... har p p harl p p har p
1.0.48-DEPLOY-41b173f5-13-35 1.0.179-DEPLOY-71246£75-10-165 1.0.81-DEPLOY-9735b58e-14-100 1.0.39-DEPLOY-9b451a5c-22-51
() kedacore

@heby @

harbor
unica/cdp-core-api

Configure & Deploy

Preset Values
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CampaignRegionList: '{apsl:[''6525'']}’
DEFAULT_SRC:

FONT_SRC:

IMG_SRC:

SCRIPT_SRC:

STYLE_SRC:

DOMAIN:

cdpDashboardService:
druidURL:

kms_decrypt:

kms_encrypt:

kms_region:
muUserIdentifierDomain:
psql_endpoint:

psql_host:

rts_endpoint:

s3Bucket:
usUserIdentifierDomain:
segmentUserListuploadsBucket:

uploadsBucket
Discover / unica/cdp-core-api v @ Help v o
& YAML | Manifest output S Comparevalues [ README
- 1 ConfigMaps:
App Name * 2 enabled: true
3 maps:
cdp-core-api 4 _ data:
5 APT: Ut
Project * 6 CampaignRegionList: ‘{apsi:[''6525'']}"
e o 7 DEFAULT SRC: '*'h_, . . . . L R . . -1pnp.com:* =
8
Depl * o
eploy to environment 0
[ e . 11 oSz
12 FONT_SRC: '* com:*
13
© Charts from container registries can be e
deployed via helm only 15 L3 L/ AL UUB AT GIALY LALS UM LY /) 1 A5UY Lal St avuU . Bitupa s eivasus wwar c. CLoudi ¥
Chart Version 16 fonts.gstatic.com data: ;' "' — -
17 IMG_SRC: """ n:*
1.0.607-DEPLOY-84282102-87-537 18
19
Chart Values 20 L5 4/ N+ U S GG Ay LAU5 LU e s /iAWt et S AUt o es f eiaus wwar <acauidd i X
Def.. (1.0.607-DEPLOY-84282102 2 s(g?;:si?bf%:” e
87-537) - E— = A B B s
23
2
25 et iy e P
26 ' "'unsafe-eval’
27 STYLE_SRC: ""'lioi.,. coppoeoop ommuns b imep mm mmmione ceimeipe wme o - <OMTF
28 Wttne /1% ¢ ; T Truara ~Tand -
29
30 g er 4 ey iy mmmm e m g eq s i e meammee  sspeeiy e s oo ooOUdE®
31 *"unsafe-inline
32 TPPActivationurl:
33 accessTokenLifeTime: *''86400" ""
2 AdHncCancelonenes 1

< Deploy Chart
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4. On successful deployment, validate the deployment as shown below.

Helm Apps / cdp-core-api

Overview App Details 8 Configure Deployment history

}—@7 cdp-dev-app nﬁu
Application Status @ * Config apply status @ (]
Healthy Deployed
Details

The release has been pushed to Kuber-..

@ K8sResources  "Q Log Analyzer

All(10) @ Healthy (7)
¥ Workloads Pod (1)
1 healthy
Deployment
v Pod Name

cdp-core-api-hbr-cdp-core-
api

ReplicaSet

) cdp-core-api-hbr-cdp-core-:

» Networking

» Config & Storage

Deploying CDP Dash Backend

& urls
Last updated o) Chartused @ &
2Days Ago hbr-cdp-core-api
by admin Details Version 1.0.621-... [ Notes.txt
Ready Restarts Age
@ Logs
pRL n 0 2d

@Hepy @

41 Scale Workloads

This section provides detailed instructions on how to deploy HCL CDP Dash Backend using the Devtron in the OpenShift.

Prerequisites:

Make sure to create the Ul secret with required data in the HashiCorp vault before deploying the CDP Dash Backend.



v

Vault

Dashboard

Secrets Engines

Secrets Sync |Enterprise
Access
Policies

Tools

ing
Client Count

Seal Vault

ecrets / ¢ ui
ul
Secret Metadata  Paths

@ JSON

Version data

Vault 1.16.1

Upgrade to Vault E
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Version History

Delete

e  Documentation

Deploying CDP Dash Backend

To deploy the CDP Dash Backend, follow the steps below:

Destroy Copy v

Version1 v

Create new version +

Version 1 created Jun 26, 2024 11:59 AM

Terms  Privacy,

1. Navigate to the Devtron Chart Store, and select the cdp-dash-backend chart to deploy.

Chart Store 9 source
Search char
VIEW AS
88 Grid 8 List
FILTERS

Show deprecated charts

CHART SOURCE

+ Add chart source
autoscaler
bitnami
default-chartmuseum
devtron
elastic
external-secrets
fluent

harbor
jetstack
kedacore
metrics-server
nginx-ingress
prometheus-community

unidev-cer

All Charts

Select chart to deploy. Learn more

Junicalcdp-admin-ui-backend/cdp-..

1.0.17-DEPLOY-03089225-8-63

Junica/cdp-dash-iframe/cdp-dash-i...

1.0.67-DEPLOY-95689696-11-90

Junica/cdp-dmp-sst-maps/cdp-dm...

1.0.48-DEPLOY-41b173£5-13-35

d

dp-admin-ui/cdp-adh
p- P

1.0.286-DEPLOY-£6703282-9-64

Junica/cdp-diapi
1.0.518-DEPLOY-446fb963-17-442

pi
1.0.607-DEPLOY-84282102-87-537

Junica/cdp-dmp-sst-api/cdp-dmp-s...
1.0.287-DEPLOY-7268921a-26-129

d

dp-li
p-

1.0.179-DEPLOY-71246F75-10-165

2. Now, configure and deploy the CDP Dash Backend charts.

1.0.81-DEPLOY-9735b58e-14-100

al values &

024 HashiCorp

@heby @

Junica/cdp-dash-backend/cdp-das...
1.0.250-DEPLOY-6330835d-7-136

Junicalcdp-dmp-sst/cdp-dmp-sst
1.0.317-DEPLOY-7268921a-12-130

Junica/cdp-mongo-sink-connector...
1.0.39-DEPLOY-9b451a5c-22-51
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About
Description

Home

Read more v
B README.md

Deployments

App name

cdp-dash-backend

chart version (v1.0.250-DEPLOY-6330835d-7-136)

App Status

o -

Discover / unica/cdp-dash-backend/cdp-dash-backend

Environment

cdp-dev-app

Deployed By

admin

Deployed at

15 days ago

@heby @

harbor
unica/cdp-dash-backend/cdp-
dash-backend

Configure & Deploy

Preset Values

3. In the YAML section, update the ConfigMap using below details and deploy the charts.

CORE_API:<http://core_api_url/-/vl/verifyUserAuthentication?access_token=>

CORS:
DEMO_CAMPAIGN_ID:

'[cors_urls]'

LOGGING_MODE: <live>
PORT: "<port>"

REGION: <region>

& YAML | Manifest output

App Name *

cdp-dash-backend

Project *
cdp-dev-app v

Deploy to environment *

[ cdp-dev-app v

© Charts from container registries can be
deployed via helm only.

Chart Version
1.0.250-DEPLOY-6330835d-7-136 v

Chart Values

Defa... (1.0.250-DEPLOY-6330835d-7-
136)

92

'[6525]"
DRUID_HOST: http://<druid_host:port>/druid/v2/sql

1
2
3
4
5
6
7
8
9

11

Discover / unica/cdp-dash-backend/cdp-dash-backend

ConfigMaps:
enabled: true

@rebv @

S Compare values [ README

CORS: " [™vecpossom

mor e —ocloud/app”,

DRUID_HOST: L
LOGGING_MODE: live
PORT: "4398"
REGION: ap-south-1
esoSecretbata: {}
external: false
externalType:
filePermissi
mountPath:
name: cdp-dash-backend
roleARN: "
subPath: false
type: environment

ConfigSecrets:
enabled: false
secrets: []

ContainerPort:

- envoyPort: 8799
idleTimeout: 1800s
name: app
port: 4398
servicePort: 80

supportstreaming: false
useHTTP2: false
Enwariables: []

EnvvariablesFromConfigMapKeys:

EnwariahlasEromEialdpath: 11

P
DEMO_CAMPAIGN ID: '[6525]"

[1

Deploy Chart
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4. On successful deployment, validate the deployment as shown below.

Helm Apps / cdp-dash-backend

Overview App Details 3 Configure Deployment history

L b

I ENV cdp-dev-app 4Cy
Application Status @ *® Config apply status @ °
Healthy Deployed

Details The release has been pushed to Kuber..

@ KssResources 7 LogAnalyzer

All (10) ¥ Healthy (7)

¥ Workloads Pod (1)
1 healthy
Deployment
v Pod Name
cdp-dash-backend » cdp-dash-backend-
ReplicaSet RUNNING
> Networking

» Config & Storage

Deploying CDP Dash IFrame

Last updated o)
15 Days Ago
by admin Details

@ Logs Terminal Events

Chartused @ oy
cdp-dash-backend

Version 1.0.250-... ) Notes.txt

Ready

Manifest
mn

Restarts

0

& urls

Age

15d 6h

@Hepv @

4t Scale Workloads

This section provides detailed instructions on how to deploy HCL CDP Dash IFrame using the Devtron in the OpenShift.

Prerequisites:

Make sure to create the Ul secret with required data in the HashiCorp vault before deploying the CDP Dash IFrame.
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v

Vault

Dashboard

Secrets Engines

Secrets Sync | Enterprise

Access

Policies

Tools

Client Count

Seal Vault

secrets / cdp / ui
ui

Secret Metadata  Paths
@& JSON

Version data

Vault 1.16.1

Upgrade to Vault En

Version History

Delete

Deploying CDP Dash IFrame

To deploy the CDP Dash IFrame, follow the steps below:

Destroy Copy v

Version1 v

Create new version +

Version 1 created Jun 26, 2024 11:59 AM

1. Navigate to the Devtron Chart Store, and select the cdp-dash-iframe chart to deploy.

Chart Store 9 source
Search charts
VIEW AS
88 Grid 8 List
FILTERS

Show deprecated charts

CHART SOURCE

+ Add chart source
autoscaler
bitnami
default-chartmuseum
devtron
elastic
external-secrets
fluent

harbor
jetstack
kedacore
metrics-server
nginx-ingress
prometheus-community

unidev-cer

All Charts

Select chart to deploy. Learn more about deploying charts

Junicalcdp-admin-ui-backend/cdp-..

1.0.17-DEPLOY-03089225-8-63

Junica/cdp-dash-iframe/cdp-dash-i...

1.0.67-DEPLOY-95689696-11-90

Junica/cdp-dmp-sst-maps/cdp-dm...

1.0.48-DEPLOY-41b173£5-13-35

funica/cdp-admin-ui/cdp-admin-ui
1.0.286-DEPLOY-f6703282-9-64

Junica/cdp-diapi
1.0.518-DEPLOY-446fb963-17-442

Junicacdp-core-api
1.0.607-DEPLOY-84282102-87-537

Junica/cdp-dmp-sst-api/cdp-dmp-s...

1.0.287-DEPLOY-7268921a-26-129

d

p- p
1.0.179-DEPLOY-71246F75-10-165

2. Now, configure and deploy the CDP Dash IFrame charts.

1.0.81-DEPLOY-9735b58e-14-100

Reveal values =

@ © 2024 HashiCorp

@heby @

Junica/cdp-dash-backend/cdp-das...
1.0.250-DEPLOY-6330835d-7-136

Junicalcdp-dmp-sst/cdp-dmp-sst
1.0.317-DEPLOY-7268921a-12-130

Junica/cdp-mongo-sink-connector...
1.0.39-DEPLOY-9b451a5c-22-51



Discover / unica/cdp-dash-iframe/cdp-dash-iframe
About
Description
Home

Read more v

@ README.md
chart version (v1.0.67-DEPLOY-95689696-11-90)

Deployments

App name App Status

cdp-dash-iframe Q-

NEXT_PUBLIC_CDN_PATH: '""!'

Chapter 2. Deploying HCL CDP Core Components on OpenShift

Environment Deployed By

cdp-dev-app admin

NEXT_PUBLIC_CORE_API_BASE_URL:<CORE_API_BASE_URL>

NEXT_PUBLIC_DASH_BACKEND_BASE_URL:

NEXT_PUBLIC_LIVE_EVENTS_URL: <LIVE_

NEXT_PUBLIC_NODE_ENV: '""!
NEXT_PUBLIC_THINK_DESIGN_URL: '""'
cdn_path: '""!
core_api:<core_api_url>
dashbackend:<dashbackend_url>
lemui: '""!

live_event_url: <live_event_url>

<DASH_BACKEND_BASE_URL>
EVENTS_URL>

Deployed at

16 days ago

3. In the YAML section, update the ConfigMap using below details and deploy the charts.

@heby @

harbor
unica/cdp-dash-iframe/cdp-dash-
iframe

Configure & Deploy

Preset Values
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& YAML  Manifest output

Helm Apps / cdp-dash-iframe

Overview App Details

Deploying CDP Web App

Discover / unica/cdp-dash-iframe/cdp-dash-iframe

-~ 1 CconfigMaps:
App Name * 2 enabled: true
3 maps:
cdp-dash-iframe 4 _ data:
5 NEXT_PUBLIC_CDN_PATH:
Project * 6 MEXT_PUBLIC_CORE_API_BASE_URL:
S o 7 NEXT_PUBLIC_DASH_BACKEND_BASE_URL:
8 NEXT_PUBLIC_LIVE EVENTS_URL:
9 NEXT_PUBLIC_NODE_ENV:
Deploy to environment * - -
10 NEXT_PUBLIC_THINK DESIGN_URL:
[ cdp-dev-app v 1 cdn_path: """
12 core_api:
© Charts from container registries can be it dashbackend:
14 lemui:
deployed via helm only. 15 Live event url: *
Chart Version 16 esoSecretData: {}
17 external: false
1.0.67-DEPLOY-95689696-11-90 v 18 externalType: "*
19 filePermission: "
Chart Values 20 mountPath:
Defa... (1.0.67-DEPLOY-95689696- 2 name: cdpgdashetfane
v 22 roleARN: "
11-90)
23 subPath: false
24 type: environment
25  ConfigSecrets:
26 enabled: false
27 secrets: []
28  ContainerPort:
29 - envoyPort: 8799
30 idleTimeout: 1800s
31 name: app
32 port: 8084
33 servicePort: 80
2 sunnartstreaming: false

@ Configure Deployment history

o
f—@)— cdp-dev-app Witk
Application Status @ ¢ Config apply status @ ° Last updated 9 Chart used @ &
Healthy Deployed 16 Days Ago cdp-dash-iframe
Details The release has been pushed to Kuber. by admin Details Version 1.0.67-D...[3) Notes.txt
@ KssResources 7 LogAnalyzer
All(9) ¥ Healthy (6)
~ Workloads Pod (1)
1 healthy
Deployment
~ Pod Name Ready
cdp-dash-iframe » cdp-dash-iframe- @  Logs "
ReplicaSet RUNNING
» Networking
» Config & Storage

Restarts

b=

& urls

Age

5d 2h

@heby @

Compare values [ README

Deploy Chart

@Hepv @

41 Scale Workloads i

This section provides detailed instructions on how to deploy HCL CDP Web App using the Devtron in the OpenShift.

Prerequisites:

Make sure to create the Ul secret with required data in HashiCorp vault before deploying the CDP Web App.
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Vault
Secret Metadata Paths  Version History
Dashboard

Secrets Engines

Secrets Sync | Enterprise
Bccess Version data
Policies

Tools

Client Count

Seal Vault

Vault 1.16.1 Upgrade to Vault Enf

Deploying CDP Web App

To deploy the CDP Web App, follow the steps below:

1. Navigate to the Devtron Chart Store, and select the cdp-web-app chart to deploy.

Chart Store 9 source

ts All Charts
Select chart to deploy. Learn more about deploying charts
VIEW AS -
88 Grid S List -0 +
FILTERS
Junica/cdp-admin-ui-backend/cdp-... dp-admin-ui/cdp-ach icalcdp-core-api
Show deprecated charts 1.0.17-DEPLOY-03089e25-8-63 1.0.286-DEPLOY-6703282-9-64 1.0.607-DEPLOY-84282102-87-537

CHART SOURCE

+ Add chart source
autoscaler
bitnami
default-chartmuseum

1.0.67-DEPLOY-95689696-11-90 1.0.518-DEPLOY-446b963-17-442 1.0.287-DEPLOY-7268921a-26-129

devtron
elastic
external-secrets
fluent

harbor

Junica/cdp-dmp-sst-maps/cdp-dm... dp-ly ip-live-ev... icalcd !

jetstack P P P
1.0.48-DEPLOY-41b173f5-13-35 1.0.179-DEPLOY-71246£75-10-165 1.0.81-DEPLOY-9735b58e-14-100

kedacore

metrics-server
nginx-ingress
prometheus-community

unidev-cer

2. Now, configure and deploy the CDP Web App charts.

@ JSON Delete  Destroy Copy v Version1 v

Junica/cdp-dash-iframe/cdp-dash-i... Junica/cdp-diapi Junica/cdp-dmp-sst-api/cdp-dmp-s...

Create new version +

Version 1 created Jun 26, 2024 11:59 AM

Reveal values =

@ © 2024 HashiCorp

@heby @

Junicalcdp-dash-backend/cdp-das...
1.0.250-DEPLOY-6330835d-7-136

Junica/cdp-dmp-sst/cdp-dmp-sst
1.0.317-DEPLOY-7268921a-12-130

Junica/cdp-mongo-sink-connector...
1.0.39-DEPLOY-9b451a5c-22-51
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Discover / unica/cdp-web-app/cdp-web-app @ Help v o

About

Description
harbor
unica/cdp-web-app/cdp-web-app

Configure & Deploy

Preset Values

Home

Read more v

g README.md
chart version (v1.0.619-DEPLOY-9e09e9b1-81-546)

Deployments

App name App Status Environment Deployed By Deployed at

cdp-web-aj @ - cdp-dev-aj admin 3days ago
P- PP P PP ys ag

3. In the YAML section, update the ConfigMap using below details and deploy the charts.

APP_URL: <WebApp_URL>

NEXT_PUBLIC_CDN_PATH: '""!'

NEXT_PUBLIC_CHANNELS_FLOW_CALL_CENTER_API: <dash_iframe_url>/app/#/channels/call-center-api

NEXT_PUBLIC_CHANNELS_FLOW_EMAIL_API: <dash_iframe_url>/app/#/channels/email-api

NEXT_PUBLIC_CHANNELS_FLOW_EXTERNAL_API: <dash_iframe_url>/app/#/channels/external-api

NEXT_PUBLIC_CHANNELS_FLOW_FACEBOOK_EXPORT: <dash_-diframe_url>/app/#/channels/facebook-export

NEXT_PUBLIC_CHANNELS_FLOW_GOOGLE_EXPORT: <dash_iframe_url>/app/#/channels/google-export

NEXT_PUBLIC_CHANNELS_FLOW_NOTBOT: <dash_iframe_url>/app/#/channels/notification-bot

NEXT_PUBLIC_CHANNELS_FLOW_ONSITE: <dash_iframe_url>/app/#/channels/onsite-notification

NEXT_PUBLIC_CHANNELS_FLOW_QUOTE_API: <dash_iframe_url>/app/#/channels/quote-api

NEXT_PUBLIC_CHANNELS_FLOW_SMS_API: <dash_iframe_url>/app/#/channels/sms-api

NEXT_PUBLIC_COOKIE_DOMAIN: <COOKIE_DOMAIN>

NEXT_PUBLIC_CORE_API_BASE_URL: <CORE_API_BASE_URL>

NEXT_PUBLIC_CUSTOMER_PROPERTIES: <dash_iframe_url>/app/#/customerProperties/list

NEXT_PUBLIC_DASH_BACKEND_BASE_URL: <DASH_BACKEND_BASE_URL>

NEXT_PUBLIC_HOME_ROUTE: /app/cdpDashboard

NEXT_PUBLIC_JOURNEY_LIST: <dash_iframe_url>/app/#/journeyList/

NEXT_PUBLIC_LIVE_EVENTS_URL: <LIVE_EVENTS_URL>

NEXT_PUBLIC_MIXPANEL_KEY: <MIXPANEL_KEY>

NEXT_PUBLIC_NODE_ENV: '''prod'"'

NEXT_PUBLIC_OFFLINE_DATASOURCE_LIST: <dash_iframe_url>/app/#/offlineDataSource/list

NEXT_PUBLIC_PROFILE_UPLOAD: <dash_iframe_url>/app/#/profileUpload

NEXT_PUBLIC_SEGMENT_CALL_CENTER_API:
<dash_iframe_url>/app/#/segments/list/view/:segmentId/channels/call-center-api

NEXT_PUBLIC_SEGMENT_EMAIL_API: <dash_iframe_url>/app/#/segments/list/view/:segmentId/channels/email-api

NEXT_PUBLIC_SEGMENT_EXT_API: <dash_iframe_url>/app/#/segments/list/view/:segmentId/channels/external-api

NEXT_PUBLIC_SEGMENT_FB_EXPORT:
<dash_iframe_url>/app/#/segments/list/view/:segmentId/channels/facebook-export

NEXT_PUBLIC_SEGMENT_GOOGGLE_EXPORT:
<dash_iframe_url>/app/#/segments/list/view/:segmentId/channels/google-export

NEXT_PUBLIC_SEGMENT_NOT_BOT:
<dash_iframe_url>/app/#/segments/list/view/:segmentId/channels/notification-bot



Chapter 2. Deploying HCL CDP Core Components on OpenShift

NEXT_PUBLIC_SEGMENT_OSN:
<dash_iframe_url>/app/#/segments/list/view/:segmentId/channels/onsite-notification

NEXT_PUBLIC_SEGMENT_QUOTE_API: <dash_iframe_url>/app/#/segments/list/view/:segmentId/channels/quote-api

NEXT_PUBLIC_SEGMENT_SMS_API: <dash_iframe_url>/app/#/segments/list/view/:segmentId/channels/sms-api

NEXT_PUBLIC_SENTRY_DSN: ''''"!

NEXT_PUBLIC_THINK_DESIGN_URL: '''<dash_iframe_url>'"'

SENTRY_PROJECT: '''us-tkd'"'

SERVER_NAME: <WebApp_server_name>

Discover / unica/cdp-web-app/cdp-web-app v @ Help v o
& YAML  Manifest output & Comparevalues  [@ README
-~ 1 configMaps: B
App Name * 2 enabled: true
3 maps :
cdp-web-app a - data: r
5 APP_URL: http://cdp-web-app-service-cdp-dev-app.apps.ocpa15.manishkr.nonprod.hclpnp.com
Project * 6 MEXT_PUBLIC_CDN_PATH: '"*'
cdp-dev-app o 7 NEXT_PUBLIC_CHANNELS_FLOW_CALL_CENTER_API: http://cdp-dash-iframe-service.cdp-dev-app/app/#/channels/call-center-api
8 NEXT_PUBLIC_CHANNELS_FLOW_EMAIL_API: http://cdp-dash-iframe-service.cdp-dev-app/app/#/channels/email-api
Deploy to environment * 9 NEXT_PUBLIC_CHANNELS_FLOW_EXTERNAL_API: http://cdp-dash-iframe-service.cdp-dev-app/app/#/channels/external-api
10 NEXT_PUBLIC_CHANNELS_FLOW_FACEBOOK_EXPORT: http://cdp-dash-iframe-service.cdp-dev-app/app/#/channels/facebook-export
[ cdp-dev-app - 11 NEXT_PUBLIC_CHANNELS_FLOW_GOOGLE_EXPORT: http://cdp-dash-iframe-service.cdp-dev-app/app/4#/channels/google-export
12 NEXT_PUBLIC_CHANNELS_FLOW_NOTBOT: http://cdp-dash-iframe-service.cdp-dev-app/app/#/channels/notification-bot
13 NEXT_PUBLIC_CHANNELS_FLOW_ONSITE: http://cdp-dash-iframe-service.cdp-dev-app/app/#/channels/onsite-notification
© Charts from container registries can be 5 o -
deployed via helm only 14 NEXT_PUBLIC_CHANNELS_FLOW_QUOTE_API: http://cdp—dasl_v—lframe—servlce.cdpfdev—app/app/#/channels/quotg—apl
15 NEXT_PUBLIC_CHANNELS_FLOW_SMS_APT: http://cdp-dash-iframe-service.cdp-dev-app/app/#/channels/sms-api
Chart Version 16 NEXT_PUBLIC_COOKIE DOMAIN: '".apps.ocpal5.manishkr.nonprod.hclpnp.com™*
17 NEXT_PUBLIC_CORE_APT BASE_URL: ''‘http://cdp-core-api-hbr-cdp-core-api-service.cdp-dev-app'"'*
1.0.619-DEPLOY-9¢09e9b1-81-546 18 NEXT_PUBLIC_CUSTOMER_PROPERTIES: http://cdp-dash-iframe-service.cdp-dev-app/app/#/customerProperties/list
19 NEXT_PUBLIC_DASH_BACKEND_BASE_URL: '’ ‘http://cdp-dash-backend-service.cdp-dev-app'"*
Chart Values 20 NEXT_PUBLIC_HOME_ROUTE: /app/cdpDashboard
Def.. (1.0.619.DEPLOY.9e00e9b1- 21 NEXT_PUBLIC_JOURNEY_LIST: http://cdp-dash-iframe-service.cdp-dev-app/app/#/journeyList/
81.546) v 22 NEXT_PUBLIC_LIVE_EVENTS URL: ‘' ‘https://1s.dev.hxcd.now.hclsoftware.cloud/"""
23 NEXT_PUBLIC_MIXPANEL KEY: '''e361c5a0413b113417b2f9cd576cee0l" "’
2 NEXT_PUBLIC_NODE_ENV: ' ‘prod™**
25 NEXT_PUBLIC_OFFLINE_DATASOUR Follow link (ctrl + click) jash-iframe-service.cdp-dev-app/app/#/offlineDatasource/list
26 NEXT_PUBLIC_PROFILE_UPLOAD: http://cdp-dash-iframe-service.cdp-dev-app/app/#/profileupload
27 NEXT_PUBLIC_SEGMENT_CALL_CENTER API: http://cdp-dash-iframe-service.cdp-dev-app/app/#/segments/1ist/view/:segmentId/channels/call-center-api
28 MNEXT_PUBLIC_SEGMENT_EMAIL_API: http://cdp-dash-iframe-service.cdp-dev-app/app/#/segments/list/view/:segmentId/channels/email-api
29 NEXT_PUBLIC_SEGMENT_EXT_API: http://cdp-dash-iframe-service.cdp-dev-app/app/#/segments/1ist/view/:segmentId/channels/external-api
30 NEXT_PUBLIC_SEGMENT_FB_EXPORT: http://cdp-dash-iframe-service.cdp-dev-app/app/#/segments/list/view/:segmentId/channels/facebook-export
31 NEXT_PUBLIC_SEGMENT_GOOGGLE_EXPORT: http://cdp-dash-iframe-service.cdp-dev-app/app/#/segments/list/view/:segmentId/channels/google-export
32 NEXT_PUBLIC_SEGMENT_NOT_BOT: http://cdp-dash-iframe-service.cdp-dev-app/app/#/segments/list/view/:segmentId/channels/notification-bot
33 NEXT_PUBLIC_SEGMENT_OSN: http://cdp-dash-iframe-service.cdp-dev-app/app/#/segments/list/view/:segmentId/channels/onsite-notification
2 | NEXT PURITC SEGMENT OIOTE APT: httn://cdn-dach-iframe-cervice.cdn-dev-ann/ann/#/<sesments /1ist/view/ : sesmentTd/channals/anate-ani

< Deploy Chart

Helm Apps / cdp-web-app @Hepv @

Overview App Details & Configure Deployment history

} LEny 3 cdp-dev-app "E" & urls 41 Scale Workloads H
Application Status @ ® Config apply status @ o Last updated D Chartused ® &
Healthy Deployed 3Days Ago cdp-web-app
Details The release has been pushed to Kuber... by admin Details Version 1.0.619-... [ Notes.txt

@ K8sResources 7@ LogAnalyzer

All (10) ¥ Healthy (7)

¥ Workloads Pod (1)
1 healthy
Deployment
. o Ready Restarts Age
cdp-web-app ) cdp-web-app- © | Logs . 3 N :
ReplicaSet RUNNING
> Networking
> Config & Storage
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Deploying CDP Manager

This section provides detailed instructions on how to deploy HCL CDP Manager using the Devtron in the OpenShift.

Prerequisites:

Make sure to create the cdp-manager secret with required data in HashiCorp vault before deploying the CDP Manager.

secrets / cdp / cdp-manager

cdp-manager

Vault

Secret Metadata Paths  Version History
Dashboard

@ JSON Delete  Destroy Copy v Version1 v Create new version +

Secrets Engines

Secrets Sync |Enterprise Version 1 created Jun 26, 2024 02:25 PM

Access Version data Reveal values &
Policies

Tools

Monitoring

Client Count

Vault 1161  Upgrade to Vault Enterprise ~ Documentation S ® © 2024 HashiCorp

I
5

port Terms  Privacy  Security

To create the cdp-manager secret in HashiCorp Vault, follow the steps below:

1. Create a cdp-manager secret sample key and value in the Ul secret, and update ConfigMaps data with actual values.

{
"AerospikeHost": "<AerospikeHost>",
"AerospikePort": "<AerospikePort>",
"DbName": "<DbName>",
"DbPassword": "<DbPassword>",
"DbUrl": "<1ip:port>",
"DbUsername'": "<DbUsername>",
"KafkaBrokers": "<KafkaBrokers>",
"KafkaPassword": "<KafkaPassword>",
"KafkaSaslMechanism": "<KafkaSaslMechanism>",
"KafkaSecurityProtocol": "<KafkaSecurityProtocol>",
"KafkaUsername": "<KafkaUsername>"

Deploying CDP Manager

To deploy the CDP Manager, follow the steps below:
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1. Navigate to the Devtron Chart Store, and select the cdp-manager chart to deploy.

FILTERS
harbor/unica/cdp-admin-ui-backend/cdp-...

Show deprecated charts 1.0.17-DEPLOY-03089225-8-63

CHART SOURCE ~
+ Add chart source
[7) autoscaler

() bitnami

harbor p-dash dash-i...

Chart Store 9 source
Q_ Search charts All Charts
Select chart to deploy. Learn more about deploying charts
VIEW AS -
88 Grid S List -0 +

harbor/unica/cdp-admin-ui/cdp-admin-ui
1.0.286-DEPLOY-f6703282-9-64

() default-chartmuseum
1.0.67-DEPLOY-95689696-11-90

() devtron

() elastic

() external-secrets

har diapi
p-diapi

1.0.518-DEPLOY-446Fb963-17-442

harbor/unica/cdp-core-api
1.0.607-DEPLOY-84282102-87-537

harl i p-dl t dp-dh

@heby @

harbor/unica/cdp-dash-backend/cdp-das...
1.0.250-DEPLOY-6330835d-7-136

p
1.0.287-DEPLOY-7268921a-26-129

har|

p-s..

har i p-dmp-sst/cdp-dmp-sst

1.0.317-DEPLOY-7268921a-12-130

har k- tor...

() fluent

harbor

, dmp-sst dp-d

O jetstack harbor p ps/cdp-dm...
1.0.48-DEPLOY-41b173f5-13-35

() kedacore

() metrics-server

nginx-ingress

) prometheus-community

() unidev-cer

Ji I
p- p
1.0.179-DEPLOY-71246F75-10-165

2. Now, configure and deploy the CDP Manager charts.

Discover / unica/cdp-manager/cdp-manager

About

Description
Home

Read more v

[g README.md
chart version (v1.0.81-DEPLOY-9735b58e-14-100)

Deployments

App name App Status Environment

cdp-manager o - cdp-dev-app

Deployed By

admin

1.0.81-DEPLOY-9735b58e-14-100

Deployed at

5 days ago :

3. In the YAML section, update the ConfigMap using below details and deploy the charts.

AerospikeNamespace: <AerospikeNamespace>
AerospikeSetName: <AerospikeSetName>
NifiApiUrl: http://<ip:port>/nifi-api

NifiParentProcessorGroupId: <NifiParentProcessorGroupIld>

NifiRouteonattributeProcessorId:
NifiRouterProcessorld:

<NifiRouteonattributeProcessorId>

<NifiRouterProcessorId>

1.0.39-DEPLOY-9b451a5¢-22-51

@heby @

harbor
unica/cdp-manager/cdp-manager

Configure & Deploy

Preset Values.
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NifiSourceFailureProcessorId:
NifiSourceSuccessProcessorId:

& YAML Manifest output

Discover / unica/cdp-manager/cdp-manager

<NifiSourceFailureProcessorId>
<NifiSourceSuccessProcessorId>

-~ 1 configMaps:
App Name * 2 enabled: true
3 maps :
cdp-manager 4 _ data:
5 AerospikeNamespace: cdpstore
Project * 6 AerospikesetName: cdp_data
ccp-devapp . 7 Apild: sillmfscqe
8 Apistage: prod
9 ClientkafkaSourceld: "999"
Deploy to environment * o
10 Jssdksourceld: "1
[ T . 1 KafkaDestinationTd: 23"
12 KafkaSourceld: "8"
13 KafkaTopicPartition: "2"
© Charts from container registries can be . o o
14 KafkaTopicReplication: "2
deployed via helm only. s NifiApiurl:
Chart Version 16 NifiParentProcessorGroupId: 643aed28-e:
17 NifiRouteonattributeProcessorId: 64470:
1.0.81-DEPLOY-0735b58e-14-100 v 18 NifiRouterProcessorId: 643b8cal-@18d-1¢
19 NifiSourceFailureProcessorId: ed3b3efs
Chart Values 20 NifiSourceSuccessProcessorId: fods34e9
Defa... (1.0.81-DEPLOY-0735b58e-14- 2 Restapisourcerd: "2
100) v 2 S3DestinationId: "7"
23 SourceTransformerConnectionTimeout: 30 sec
24 sftpDestinationId: "24"
25 esoSecretData: {}
26 external: false
27 externalType: ""
28 filePermission: "
29 mountPath: "
30 name: cdp-manager
31 roleARN: "
32 subPath: false
33 type: environment

24 ConfisSecrets:

S Compare values

@heby @

[ README

Deploy Chart

Helm Apps / cdp-manager

Overview App Details

do-d
cdp: PP

Application Status @) Lo
Healthy

Config apply status @
Deployed

Details

@ KssResources 7 LogAnalyzer

All (8) ¥ Healthy (5)

¥ Workloads Pod (1)
1 healthy

Deployment
v Pod Name

cdp-manager

ReplicaSet RUNNING
> Networking
» Config & Storage

Deploying CDP Pixel Listener

The release has been pushed to Kuber..

) cdp-manager- ©  Logs

@ Configure Deployment history

° Last updated
5Days Ago

Chartused @ ol
cdp-manager

by admin Details Version 1.0.81-D... ) Notes.txt

Ready Restarts

”n 41

& Urls

Age

4d 19h

@Hepv @

41 Scale Workloads H

This section provides detailed instructions on how to deploy HCL CDP Pixel Listener using the Devtron in the OpenShift.
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Prerequisites:

Make sure to create the Ul secret with required data in the HashiCorp vault before deploying the CDP Pixel Listener.

crets / c ui

ul
Vault

Secret Metadata Paths Version History

Dashboard
G s & JSON Delete  Destroy Copy v Version1 ~  Create new version +
Secrets Sync |Enterprise Version 1 created Jun 26, 2024 11:59 AM
Access Version data Reveal values E

Policies

Tools

Monitoring

Client Count

Seal Vault

Terms  Privacy  Security  Accessibility ) © 2024 HashiCorp

Vault 1.16.1 Upgrade to Vault Enterprise Documentation Supp

To create the Ul secret in the HashiCorp Vault, follow the steps below:

1. Create a Ul secret sample key and value in the Ul secret, and update ConfigMaps data with actual values.

{
"ADCB_AERO_CLUSTER": "<Aerospike_ip:port>",
"KAFKA_PRODUCER_CONFIG": "<KAFKA_PRODUCER_CONFIG>,
"PII_AERO_APS1_HOST": "<Aerospike_ip>",
"PII_AERO_APS1_PORT": "<Aerospike_port>",
"PII_AERO_HOST": "<Aerospike_ip>",
"PII_AERO_PORT": "<Aerospike_port>",
"PII_AERO_USE1_HOST": "<Aerospike_ip>",
"PII_AERO_USE1_PORT": "<Aerospike_port>",
"TSDB_HOST": "<TSDB_HOST>",
"TSDB_PORT": "<TSDB_PORT>",
"VRM_DB_PASSWORD": "<VRM_DB_PASSWORD>",
"VRM_DB_URL": "jdbc:mariadb://<ip:port>/<dbName>",
"VRM_DB_USER": "<VRM_DB_USER>"

Deploying CDP Pixel Listener

To deploy the CDP Pixel Listener, follow the steps below:
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1. Navigate to the Devtron Chart Store, and select the cdp-pixel-listener chart to deploy.

FILTERS
harbor/unica/cdp-admin-ui-backend/cdp-...

(' Show deprecated charts 1.0.17-DEPLOY-03089225-8-63

CHART SOURCE ~

+ Add chart source

autoscaler

bitnami

Chart Store 9 source
Q_ Search charts All Charts
Select chart to deploy. Learn more about deploying charts
VIEW AS -
83 Grid = List -0 +

harbor/unica/cdp-admin-ui/cdp-admin-ui
1.0.286-DEPLOY-f6703282-9-64

harbor p-dash dash-i...

default-chartmuseum
1.8.67-DEPLOY-95689696-11-98

() devtron
() elastic

() external-secrets

har diapi
p-diapi

1.0.518-DEPLOY-446Fb963-17-442

harbor/unica/cdp-core-api
1.0.607-DEPLOY-84282102-87-537

harl i p-dl t dp-dh

@heby @

harbor/unica/cdp-dash-backend/cdp-das...
1.0.250-DEPLOY-6330835d-7-136

p
1.0.287-DEPLOY-7268921a-26-129

har|

p-s..

har i p-dmp-sst/cdp-dmp-sst

1.0.317-DEPLOY-7268921a-12-130

har k- tor...

() fluent

harbor

- d . dp-d

() jetstack harbor P psfcdp-am...
1.0.48-DEPLOY-41b173f5-13-35

() kedacore

() metrics-server

nginx-ingress

() prometheus-community

() unidev-cer

Ji I
p- p
1.0.179-DEPLOY-71246F75-10-165

2. Now, configure and deploy the CDP Pixel Listener charts.

Discover / unica/cdp-pixel-listener/cdp-pixel-listener

About

Description

Home

Read more v

[g README.md
chart version (v1.0.315-DEPLOY-99277a45-20-327)

Deployments

App name App Status Environment
cdp-pixel-listener Q- cdp-dev-app
d 4.apps.ocp415.manishkr.nonprod-hclpnp. 1/env/2

Deployed By

admin

1.0.81-DEPLOY-9735b58e-14-100

Deployed at

18 days ago :

3. In the YAML section, update the ConfigMap using below details and deploy the charts.

ALLOWED_CAMPAIGNS: all
CDN_DOMAIN: <CDN_DOMAIN>
COOKIE_DOMAIN: <COOKIE_DOMAIN>
DB_DRIVER: org.mariadb.jdbc.Driver
DEFAULT_DOMAIN: <DEFAULT_DOMAIN>

1.0.39-DEPLOY-9b451a5¢-22-51

@heby @

harbor
unica/cdp-pixel-listener/cdp-pixel-
listener

Configure & Deploy

Preset Values
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Discover / unica/cdp-pixel-listener/cdp-pixel-listener v @ Help v o
& YAML Manifest output & Comparevalues [ README
-~ 1 CconfigMaps:
App Name * 2 enabled: true
3 maps:
cdp-pixel-listener . ~ data: L
‘ 5 ADD_MESSAGE_ID_CAMPAIGNS: 6081,6108
Project * 6 AERO_RECORD_TTL: "10"
S o 7 ALLOWED_CAMPAIGNS: all
8 BLACK_LISTED_MOBILE VIZID:
Deploy to environment * o CON_DOMAIN:
10 COOKIE_DOMAIN: .hclsoftware.cloud
[ T . 1 DB_DRIVER: org.mariadb.jdbc.Driver
12 DEFAULT_DOMAIN: dev.hxcd.now.hclsoftware.cloud
13 ENTRY_FILTER_CONFIG: VIZVRM1422|true||||100\nVIZ-VRM-1200||t160] ||100\nVIZVRM285 | |e100]||90\nVIZVRM3128] || ||100\nVIZVRM2963 | |e100|1]1|100\nV
© Charts from container registries can be o
14 EXECUTOR_SERVICE_MAX_THREAD!
deployed via helm only. 15 EXECUTOR_SERVICE_MIN_THREAD!
Chart Version 16 EXECUTOR_SERVICE_QUEUE_SIZE
17 EXECUTOR_SERVICE_THREAD_TTL:
1.0315-DEPLOY-09277a45-20-327 18 FAULTY_COOKIE: viz_551bdS27a93ec
19 FAULTY_COOKIE_LIST: viz_551bds27a93ec\,viz_551bd527a9fff
Chart Values 20 FAULTY_COOKIE_TRANSFORM_THRESHOLD: "10"
Def.. (10315.DEPLOY.99277a45- 21 GET_ANALYZE_CAMPATGN_IDS: VIZVRMG@S1\,VIZVRM6108\,VIZVRME106\,VIZVRM6107\,VIZVRME112\, VIZVRMG142\ , VIZVRM6153\, VIZVRM6154
TOFR) v 22 GET_HASH_ENABLED: "true”
23 GET_KMS_ENCRYPTION_ENABLED: “true”
24 GET_PARAMS_TO_BE_KMS_ENCRYPTED: name,firstname,lastname
25 GET_PARAMS_TO_HASH: fp55:EMAIL,fp56:MOBILE
26 GET_RAW_HASH_PARAMS_MAP: fp4@:fpss,fpal:fpse
27 KAFKA_CONFIG_PROPERTY_KEY_VALUE_SEPARATOR: '::'
28 KAFKA_PRODUCER_EVENT TYPE: "@"
29 KAFKA_PRODUCER_HOSTNAME: pixel-listener-mu
30 KAFKA_PRODUCER_META: "false"
31 KAFKA_PRODUCER_POOL_SIZE: "10"
32 KMS_CAMPAIGN DEFAULT TTL: "21600"
33 KMS_LAZY_LOAD_ENABLED: “"false"
u IREL RV CAORTESNN i 7 551hd5)720FFF

< Deploy Chart

Helm Apps / cdp-pixel-listener @Hepv @

Overview App Details 3 Configure Deployment history

b .
| ENV cdp-dev-app (2 @ urls 41 Scale Workloads H
Application Status @ L] Config apply status @ ° Last updated 0 Chart used @ &
Healthy Deployed 18 Days Ago cdp-pixel-listener
Details The release has been pushed to Kuber... by admin Details Version 1.0.315-... [ Notes.txt

@ KssResources 7 LogAnalyzer

All (9) ¥ Healthy (6)

~ Workloads Pod (1)
1 healthy
Deployment
~ Pod Name Ready Restarts Age
cdp-pixel-listener cdp-pixel-listener- © | L e | | Events Manifest .
P-pI » pf: Q) Logs Terminal Events Manifes " o . :
ReplicaSet RUNNING
» Networking
» Config & Storage

Deploying CDP DI API

This section provides detailed instructions on how to deploy HCL CDP DI API using the Devtron in the OpenShift.

Prerequisites:

Make sure to create the di-api secret with required data in the HashiCorp vault before deploying the CDP DI API.
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Secrets / CDP_Secrets / di-api

di-api

Vault

Secret Metadata Paths Version History
Dashboard

@ JSON Delete  Destroy Copy v Version3 v Create new version +

Secrets Engines

Access Version 3 created Jul 29, 2024 02:04 PM

Policies Version data Reveal values E

Tools

Monitoring

Client Count

Terms  Privacy  Security  Accessibility ) © 2024 HashiCorp

Vault 1.17.2 Upgrade to Vault Enterprise Documentation Supp

To create the di-api secret in the HashiCorp Vault, follow the steps below:

1. Create a di-api secret sample key and value in the Ul secret, and update ConfigMaps data with actual values.

{
"ADV_6022_SECRET": "\"\"",
"ADV_6022_URL": "\"\"",
"ADV_6282_SECRET": "\"\"",
"ADV_6282_URL": "\"\"",
"aerospikeHostapsl": "\'"<aerospikeHostapsi>\"",
"aerospikeHostusel": "\"\"",
"apslKafkaPassword": "\"<apslKafkaPassword>\"",
"apslKafkaUsername": "\'"<apslKafkaUsername>\"",
"dbhost": "\"<dbhost>\"",
"dbpassword": "\"<dbpassword>\"",
"dbusername": "\"<dbusername>\"",
"kafkaconnectionStringapsl": "\"<kafkaconnectionStringapsi>\"",
"kafkaconnectionStringusel": "\"\"",
"kmsUrl": "\"<kmsUril>\"",
"tdsbHost": "'<tdsbHost>'",
"uselKafkaPassword": "\"\"",

"uselKafkaUsername": "\'"\""

Deploying CDP DI API

To deploy the CDP DI API, follow the steps below:
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1. Navigate to the Devtron Chart Store, and select the cdp-di-api chart to deploy.

Chart Store 9 source

Q_ Search charts All Charts
Select chart to deploy. Learn more about deploying charts
VIEW AS -
88 Grid 8 List -0 +
FILTERS

(' Show deprecated charts 1.0.17-DEPLOY-03089225-8-63

CHART SOURCE ~

+ Add chart source

autoscaler

bitnami

harbor p-dash dash-i... har

harbor/unica/cdp-admin-ui-backend/cdp-... harbor/unica/cdp-admin-ui/cdp-admin-ui harbor/unica/cdp-core-api
1.0.286-DEPLOY-f6703282-9-64

default-chartmuseum
1.8.67-DEPLOY-95689696-11-98

() devtron
() elastic

() external-secrets

1.0.518-DEPLOY-446Fb963-17-442

@heby @

harbor/unica/cdp-dash-backend/cdp-das...

1.0.607-DEPLOY-84282102-87-537 1.0.250-DEPLOY-6330835d-7-136

harl i p-dl t-api/cdp-d

1.0.287-DEPLOY-7268921a-26-129

har d t/cdp-d t
p-s... p-dmp p-dmp

1.0.317-DEPLOY-7268921a-12-130

1 har| i har i k- tor...

() fluent

harbor

- dmp-sst dp-d

() jetstack harbor p ps/cdp-dm... har
1.0.48-DEPLOY-41b173f5-13-35

() kedacore

() metrics-server

nginx-ingress

() prometheus-community

() unidev-cer

Discover / unica/cdp-diapi/cdp-diapi

About

Description
A Helm chart for Kubernetes

Home

Read more v

@ README.md
chart version (v1.0.956-DEPLOY-3cb18b5e-97-845)

Deployments

App name App Status Environment

cdp-diapi - openshift

1.0.179-DEPLOY-71246F75-10-165

1.0.81-DEPLOY-9735b58e-14-100 1.0.39-DEPLOY-9b451a5¢-22-51

®He[p v o

harbor-repo
unica/cdp-diapi/cdp-diapi

Configure & Deploy

Preset Values

Deployed at

19 hours ago

3. In the YAML section, update the ConfigMap using below details, and deploy the charts.

aerospikenamespaceapsl: cdpstore
aerospikenamespaceusel: cdpstore
apslKafkaAuthenticationTimeout: "5000"
apslKafkaClientId: DMPDiapiProducer
apslKafkaConnectionTimeout: "3000"
apslKafkaReauthenticationThreshold: "10000"
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apslKafkaSslEnabled: "false"
cdpSenderTopic: cdp_fb_conv_api
database: vrm

dbconnectionLimit: "1"

dbport: "3306"

fromEmail: ""

isEncryptionEnabled: "true"
kafkaProducerEventType: "104"
kafkaRegions: '{"AP_SOUTH_1": "apsl"}'
kafkaSas1Mechanism: SCRAM-SHA-512
kafkasource: dataingestionapi
kafkatopic: dmp_sst_nba_di_api
nodeProcessMemoryLimit: 1500M

toEmail: ""
uselKafkaAuthenticationTimeout: "5000"
uselKafkaClientId: DMPDiapiProducer
uselKafkaConnectionTimeout: "3000
uselKafkaReauthenticationThreshold: "10000
uselKafkaSslEnabled: "false"

Helm Apps / cdp-diapi

Overview App Details ¢ Configure Deployment history

& YAML  Manifest output

- 1 ConfigMaps:
Project 2 enabled: true
cdp-dev-app 174 3 maps:
a - data:
Environment 5 aerospikenamespaceapsi: - cdpstore
openshift 6 aerospikenamespaceusel: - cdpstore
7 apsiKafkaAuthenticationTimeout: - "5000"
Helm Chart Refetch Charts 8 apsiKafkaClientId: DMPDiapiProducer
9 apsiKafkaConnectionTimeout: - "3000"
e Cdpdap] hd 10 apsiKafkaReauthenticationThreshold: - "10000"
11 apsiKafkasslEnabled: - "false"
Sk version 12 cdpSenderTopic: - cdp_fb_conv_api
1.0.956-DEPLOY-3cb18b5e-97-845 13 database: - vrm
14 dbconnectionLimit: - "1"
Chart Values 15 dbport: - "3306"
16 fromEmail: - ""
cdp-d... (1.0.956-DEPLOY-3ch18bSe- 17 isEncryptionEnabled: - “true”
97-845) 18 kafkaProducertventType: - "104"
19 kafkaRegions: - ‘{"AP_SOUTH_1":- "aps1"}"
20 kafkaSaslMechanism: - SCRAM-SHA-512
21 kafkasource: -dataingestionapi
22 kafkatopic: -dmp_sst_nba_di_api
23 nodeProcessMemoryLimit: - 1500M
24 toEmail: - ""
25 uselKafkaAuthenticationTimeout: - "5000"
26 uselKafkaClientId: DMPDiapiProducer
27 uselkafkaConnectionTimeout: - "3000"
28 uselKafkaReauthenticationThreshold: - "10000"
29 uselKafkaSslEnabled: - "false”
30 esoSecretData: {}
o 31 external: false
» 32 externalType: ""

Delete Application

@hepvy @

S Comparevalues [@ README

Update And Deploy
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4. On successful deployment, validate the deployment as shown below.

Helm Apps / cdp-diapi

Overview App Details &3 Configure Deployment history

——@)———— openshift nE;N
Application Status @ ® Config apply status @ ° Last updated D Chartused ® &
Healthy Deployed 19 Hours Ago cdp-diapi
Details The release has been pushed to Kuber... by admin Details Version 1.0.956-... (3 Notes.txt
@ KssResources  7a LogAnalyzer
Al (10) ¥ Healthy (7)
¥ Workloads Pod (1)
1 healthy
Deployment
~ Pod Name Ready Restarts
cdp-diapi cdp-diapi © L
Baclapy >pp O  Logs A o
ReplicaSet It
» Networking

Config & Storage

Cluster: default_cluster | Namespace: cdp-dev-app > @ All resources | B Cluster terminal

Deploying CDP RTS

& urls

Age

18h

@ Help v o

41 Scale Workloads

This section provides detailed instructions on how to deploy HCL CDP RTS using the Devtron in the OpenShift.

Prerequisites:

Make sure to create a rts secret with required data in the HashiCorp Vault before deploying the CDP RTS.
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cre cd rts
rts
Vault
Secret Metadata Paths  Version History
Dashboard
& JSON Delete

Secrets Engines

Secrets Sync |Enterprise

Access

Version data

Policies

Tools

Monitoring

Client Count

Vault 1161  Upgrade to Vault Enterprise ~ Documentation  Support

To create a rts secret in the HashiCorp Vault, follow the steps below:

Terms

Destroy Copy v Version 1 v Create new version <+

Version 1 created Jun 27, 2024 09:51 AM

Reveal values =

® © 2024 HashiCorp

Privacy  Security  Accessibility

1. Create a rts secret sample key and value in the Ul secret, and update ConfigMaps data with actual values.

{
"KafkaConsumerConfig": "<KafkaConsumerConfig>",
"KafkaProducerConfig": "<KafkaProducerConfig>",
"MysqlDb": "<MysqlDb>",
"MysqlHost": "<MysqlHost>",
"MysqglPass": "<MysqlPass>",
"MysqlPort": "<MysqlPort>",
"MysqlUser": "<MysqlUser>",
"bootstrap.servers": "<bootstrap.servers>",
"sasl.mechanism": '"<sasl.mechanism>",

"security.protocol": "<security.protocol>"

Deploying CDP RTS

To deploy the CDP RTS, follow the steps below:
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1. Navigate to the Devtron Chart Store, and select the cdp-rts chart to deploy.

Chart Store 9 source
Q_ Search charts All Charts
Select chart to deploy. Learn more about deploying charts
VIEW AS -
88 Grid S List -0 +

FILTERS
harbor/unica/cdp-admin-ui-backend/cdp-...

([ show deprecated charts 1.0.17-DEPLOY-03089e25-8-63

CHART SOURCE ~
+ Add chart source
[7) autoscaler

() bitnami

harbor p-dash dash-i... har diapi

() default-chartmuseum
1.0.67-DEPLOY-95689696-11-90

() devtron

() elastic

() external-secrets

harbor/unica/cdp-admin-ui/cdp-admin-ui
1.0.286-DEPLOY-f6703282-9-64

1.0.518-DEPLOY-446Fb963-17-442

@heby @

harbor/unica/cdp-core-api
1.0.607-DEPLOY-84282102-87-537

harbor/unica/cdp-dash-backend/cdp-das...
1.0.250-DEPLOY-6330835d-7-136

harl i p-dmp-sst-api/cdp-d

har d t/cdp-d t
p-s... p-dmp p-dmp

1.0.287-DEPLOY-7268921a-26-129 1.0.317-DEPLOY-7268921a-12-130

() metrics-server
() nginx-ingress
() prometheus-community

() unidev-cer

2. Now, configure and deploy the CDP RTS charts.

Discover / unica/cdp-rts/cdp-rts

About

Description
Home

Read more v

[g README.md
chart version (v1.0.410-DEPLOY-5dd0d524-15-348)

Deployments

App name App Status Environment Deployed By

cdperts o - cdp-dev-app admin

[ fluent
harbor
, dmp-sst dp-d Ji i i i K "
O jetstack harbor p ps/cdp-dm... har p p har p p har p
1.0.48-DEPLOY-41b173f5-13-35 1.0.179-DEPLOY-71246F75-10-165 1.0.81-DEPLOY-9735b58e-14-100 1.0.39-DEPLOY-9b451a5¢c-22-51
() kedacore

@rebv @

harbor
unica/cdp-rts/cdp-rts

Configure & Deploy

Preset Values

Deployed at

18 days ago

3. In the YAML section, update the ConfigMap using below details, and deploy the charts.

FROM_EMAIL: <FROM_EMAIL>

KAFKA_CONSUMER_GROUP_ID: <k8s-rts-prod>
KAFKA_PRODUCER_FAILURE_TOPIC: <dmp_rt_failure>
KAFKA_PRODUCER_RAMANUJAN_TOPIC: <dmp_rt_ramanujan>
KAFKA_PRODUCER_TOPIC: <dmp_rt_segments>
KAFKA_SST_TOPIC: <dmp_sst_rt_profile>

111



HCL CDP v12.1.10 OpenShift Platform Installation Guide
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KAFKA_TOPIC_LIST: <dmp_sst_rt_profile>

MODEL_CONFIG_LOCAL_PATH: /diskl/rts/config/predictiveSegmentationModel.ini

MODEL_CONFIG_S3_PATH: s3://<s3_bucket_name>/sst/predictivesegments/rtson/predictiveSegmentationModel.ini

MODEL_CUTOFFS_LOCAL_PATH: /diskl/rts/config/predictiveSegmentationCutoffs.ini

MODEL_CUTOFFS_S3_PATH:
s3://<s3_bucket_name>/sst/predictivesegments/rtson/predictiveSegmentationCutoffs.ini
PMML_MODEL_CONFIG_LOCAL_PATH: /diskl/rts/config/predictivesegments/pmml_model_config/
PMML_MODEL_CONFIG_S3_PATH: s3://<s3_bucket_name>/sst/predictivesegments/pmml_model_config/rtson/
PMML_MODEL_DIRECTORY_LOCAL_PATH: /diskl/rts/config/predictivesegments/pmml_models/
PMML_MODEL_DIRECTORY_S3_PATH: s3://<s3_bucket_name>/sst/predictivesegments/pmml_models/rtson/

TO_EMAIL: <TO_EMAIL>

TSDB_HOST: <TSDB_HOST>

TSDB_PORT: <TSDB_PORT>

Discover / unica/cdp-rts/cdp-rts @ Help v o
& YAML  Manifest output S Comparevalues [ README
1 configMaps:
App Name * 2 enabled: true
3 | maps:
&P 4 - data:
5 APP_INFRA: k8s
Project * 6 APP_REGION: ap-south-1
cdp-dev-app . 7 APP_TYPE: realtime
8 AWS_REGION: ap-south-1
9

EXECUTOR_SERVICE_MAX_THREADS: "32"
Deploy to environment * - A ’

10 EXECUTOR_SERVICE_MIN_THREADS
[ cdp-dev-app © 11 EXECUTOR_SERVICE_QUEUE_SIZ
12 EXECUTOR_SERVICE_THREAD_TTL: "5"
13 FROM_EMAIL: hcl.com
© Charts from container registries can be -
14 KAFKA_CONSUMER_GROUP_ID: k8s-rts-prod
deployed via helm only. 15 KAFKA_POLL_INTERVAL: "200"
Chart Version 16 KAFKA_PRODUCER_FAILURE_TOPIC: dmp_rt_failure
17 KAFKA_PRODUCER_META: "true"
1.0.410-DEPLOY-5dd0d524-15-348 v 18 KAFKA_PRODUCER_POOL_SIZE: "16"
19 KAFKA_PRODUCER_RAMANUJAN_TOPIC: dmp_rt_ramanujan
Chart Values 20 KAFKA_PRODUCER_TOPIC: dmp_rt_segments
Def.. (1.0.410-DEPLOY-5dd0d524- 21 KAFKA_SST_TOPIC: dmp_sst_rt_profile
P v 22 KAFKA_TOPIC_CONSUMER_BATCH SIZE: "100"
23 KAFKA_TOPIC_CONSUMER_DEFAULT_BATCH_TIMEOUT MS: "200"
24 KAFKA_TOPIC_CONSUMER DEFAULT_BATCH_TIMEOUT TRIGGER: "500"
25 KAFKA_TOPIC_CONSUMERS :
26 KAFKA_TOPIC_LIST: dmp_sst_rt_profile
27 LOG_LEVEL_APP: error
28 LOG_LEVEL_METRICS: "off"
29 LOG_LEVEL_ROOT: error
30 LOG_LEVEL_UTILS: "off"
31 MAX_BATCH_EXECUTE_RETRIES: "3"
32 MAX_EVENT BATCH_LAG: "64"
33 MODEL_CONFIG_LOCAL_PATH: /disk1/rts/config/predictivesegmentationtodel.ini
2 MODEI CONFTG S PATH: <2://hclsu-hxcd-hes-nrd-s2-cdn-ann/sst/nredictivesesments/rtsan/nredictivesesmentationmadel . ini

Deploy Chart
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4. On successful deployment, validate the deployment as shown below.

Helm Apps / cdp-rts

@ KssResources 7 LogAnalyzer

All (8) ¥ Healthy (5)

¥ Workloads Pod (1)
1 healthy
Deployment
v Pod Name
cdp-rts. ) cdp-rts-
ReplicaSet RUNNING
> Networking

» Config & Storage

Deploying CDP RTS MD

Overview App Details &8 Configure Deployment history

M
@ cdp-devapp [l
Application Status @ ¢ Config apply status @ ° Last updated
Healthy Deployed 18 Days Ago
Details The release has been pushed to Kuber. by admin

_ @ Logs

Details

Chartused @
cdprts

Version 1.0.410.

oS

-.. D Notes.txt

Ready

n

Restarts

0

& urls

Age

5d 23h

@Hepv @

41 Scale Workloads

This section provides detailed instructions on how to deploy HCL CDP RTS MS using the Devtron in the OpenShift.

Prerequisites:

Make sure to create a rts-ms secret with required data in the HashiCorp Vault before deploying CDP RTS MS.
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rts-ms

Vault

Secret Metadata Paths  Version History
Dashboard

@ JSON Delete  Destroy Copy v Version1 v Create new version +

Secrets Engines

Secrets Sync | Enterprise Version 1 created Jun 27, 2024 09:54 AM

Access Version data Reveal values &
Policies

Tools

Y ring

Client Count

port Terms  Privacy  Security  Accessibility (@) © 2024 HashiCorp

2uppRort

Vault 1.16.1 Upgrade to Vault Enterprise Documentation S

To create the rts-ms secret in the HashiCorp Vault, follow the steps below:

1. Create a rts-ms secret sample key and value in the Ul secret, and update ConfigMaps data with actual values.

{
"MongoDbDatabase": "<MongoDbDatabase>",
"MongoDbUri": "mongodb://<user>:<password>@<ip>:<port>/?directConnection=true",
"TsdbHost": "<TsdbHost>",
"VrmDbPassword": "<TsdbHost>",
"VrmDbUr1": "jdbc:mariadb://<ip>:<port>/<dbName>?autoReconnect=true",
"VrmDbUsername": "<VrmDbUsername>",
"serverPort": "<serverPort>"

Deploying CDP RTS

To deploy the CDP RTS, follow the steps below:
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1. Navigate to the Devtron Chart Store, and select the cdp-rts chart to deploy.

FILTERS

(' Show deprecated charts 1.0.17-DEPLOY-03089225-8-63

CHART SOURCE ~

+ Add chart source

) autoscaler

) bitnami

harbor/unica/cdp-admin-ui-backend/cdp-...

Chart Store 9 source
Q_ Search charts All Charts
Select chart to deploy. Learn more about deploying charts
VIEW AS -
83 Grid = List -0 +

harbor/unica/cdp-admin-ui/cdp-admin-ui
1.0.286-DEPLOY-f6703282-9-64

] default-chartmuseum
1.8.67-DEPLOY-95689696-11-98

) devtron

) elastic

) external-secrets

fluent

<

harbor

harbor

harbor p-dash dash-i...

har diapi
p-diapi

1.0.518-DEPLOY-446Fb963-17-442

harbor/unica/cdp-core-api
1.0.607-DEPLOY-84282102-87-537

@heby @

harbor/unica/cdp-dash-backend/cdp-das...
1.0.250-DEPLOY-6330835d-7-136

harl i p-dmp-sst-api/cdp-d

1.0.287-DEPLOY-7268921a-26-129

har|

p-s..

har i p-dmp-sst/cdp-dmp-sst

1.0.317-DEPLOY-7268921a-12-130

har k- tor...

d t dp-d
p p-dm...

) jetstack P:
1.0.48-DEPLOY-41b173f5-13-35

) kedacore

) metrics-server

) nginx-ingress

) prometheus-community

) unidev-cer

Discover / unica/cdp-rts-ms/cdp-rts-ms v

About

Description
Home

Read more v

[g README.md
chart version (v1.0.47-DEPLOY-e1eef081-18-81)

Deployments

App name App Status Environment

cdprtsms o - cdp-dev-app

Ji I
p- p
1.0.179-DEPLOY-71246F75-10-165

Deployed By

admin

1.0.81-DEPLOY-9735b58e-14-100

Deployed at

18 days ago :

3. In the YAML section, update the ConfigMap using below details, and deploy the charts.

FROM_EMAIL: <FROM_EMAIL>

TO_EMAIL: <TO_EMAIL>

TSDB_HOST: <TSDB_HOST>

TSDB_PORT: <TSDB_PORT>

VrmDbDriver: <org.mariadb.jdbc.Driver>

dialect: <org.hibernate.dialect.MySQL5InnoDBDialect>

1.0.39-DEPLOY-9b451a5¢-22-51

@rebv @

harbor
unica/cdp-rts-ms/cdp-rts-ms

Configure & Deploy

Preset Values
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physicalStrategy: <org.hibernate.boot.model.naming.PhysicalNamingStrategyStandardImpl>

Discover / unica/cdp-rts-ms/cdp-rts-ms v

b=

& YAML | Manifest output
- 1 ConfigMaps:
App Name * 2 enabled: true
3 maps:
cdp-rts-ms 4 _ data:
5 TsdbPort: "8e"
Project * 6 VrmDbDriver: org.mariadb.jdbc.Driver
7 countCollectionsuffix: count
cdp-dev-app v
8 countQueryIdkey: queryId
Deploy to environment * 9 countUpdateThreshold: “"10"
ploy 10 countupdatewaitTimeout: "5000"
[ cdp-dev-app v 11 dbrefreshinterval: "1"
12 dialect: org.hibernate.dialect.MySQLSInnoDBDialect
© Charts from container registries can be i
deployed via helm only. s
Chart Version 0
17 physicalstrategy: org.hibernate.boot.model.naming.PhysicalNamingStrategyStandardImpl
1.0.47-DEPLOY-e1eef081-18-81 v 18 serverPort: "8080"
19 statscollectionsuffix: count
Chart Values 20 statsQueryIdKey: queryId
Defa.. (1.0.47-DEPLOY-e1eef081-18- 2 statsupdatethreshold: "68"
& v 22 statsUpdateWaitTimeout: “10"
23 suggestioncollectionsuffix: suggestion
24 suggestionQueryIdKey: queryId
25 suggestionUpdateThreshold: "1440"
26 suggestionUpdateWaitTimeout: "330"
27 toEmailid: ""
28 esoSecretData: {}
29 external: false
30 externalType: ""
31 filePermissios
32 mountPath: "
33 name: cdp-rts-ms
2 rolearn: "
>
4. On successful deployment, validate the deployment as shown below.
Helm Apps / cdp-rts-ms
Overview App Details &8 Configure Deployment history

Config apply status @
Deployed

Application Status @ C
Progressing

Deploying CDP DMP SST

Chartused @ ol
cdp-rts-ms

° Last updated D

18 Days Ago

Details The release has been pushed to Kuber... by admin Details Version 1.0.47-D...[) Notes.txt
& K8sResources  7a LogAnalyzer
All (8) C Progressing (2) | ¥ Healthy (3)
¥  Workloads Pod (1)
1 healthy
Deployment
~ Pod Name Ready Restarts Age
cdp-rts-ms cdp-rts-ms-—eooooooo. ..o (f | L
& ’ . 'V)\\HNG 0 (Logs ”n 0 565
ReplicaSet .
» Networking
» Config & Storage

Compare values

@heby @

@ README

Deploy Chart

Qrepvy @

11 Scale Workloads H

This section provides detailed instructions on how to deploy HCL CDP DMP SST using the Devtron in the OpenShift.
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Make sure to create a dmp-sst secret with required data in the HashiCorp Vault before deploying CDP DMP SST.

secrets / cdp / dmp-sst
dmp-sst
Vault
Secret Metadata Paths  Version History
Dashboard
Secrets Engines L lse
Secrets Sync |Enterprise
Access Version data

Policies

Tools

Monitoring

Client Count

Vault 1.16.1 Upgrade to Vault Enterprise

Documentation

D
-
7
]
i
2
[

Delete  Destroy Copy v Version2 ~  Create new version +

Version 2 created Jul 02, 2024 10:33 AM

Reveal values &

W © 2024 HashiCorp

To create the dmp-sst secret in the HashiCorp Vault, follow the steps below:

1. Create a dmp-sst secret sample key and value in the Ul secret, and update ConfigMaps data with actual values.

{
"AWSRegion":
"AerospikeNamespace":
"AerospikeServerAddress":
"AerospikeServerPort":
"AerospikeTTL": "15552000",
"AerospikeTimeOut": "10000",
"AlertEmail": "",
"AlertFromEmail": "",
"CookieCacheThreshold": "60",
"DbDriver": "<DbDriver>",
"DbHost": "<DbHost>",
"DbPassword": "<DbPassword>",
"DbPort": "<DbPort>",
"DbUrl": "jdbc:mariadb://<ip:port>/dbName",
"DbUsername'": "<DbUsername>",
"GraphDBEnable": "false",
"GraphDBEndpoint": "<GraphDBEndpoint>",
"GraphDBPort": "<GraphDBPort>",
"HBaseDBEnable": "false",
"HbaseZookeeperClientPort": "",
"HbaseZookeeperQuorum": "",
"KafkaBootstrapServer":

"<AWSRegion>",
"<AerospikeNamespace>",

"<AerospikeServerPort>",

"<AerospikeServerAddress>",

"<KafkaBootstrapServer>",
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"KafkaConsumerGroup": "<dmp-sst-kafka-k8>",

"KafkaPassword": "<KafkaPassword>",

"KafkaProducerHostName": "<KafkaPassword>",

"KafkaProducerTopic": "<dmp_sst_rt_profile>",

"KafkaProfileProducerTopic": "<dmp_sst_profile>",
"KafkaTopicConsumerBatchSize": '"<10,10,10,10>",
"KafkaTopicConsumerDefaultBatchTimeoutMsS": '"<5000,5000,5000,5000>",
"KafkaTopicConsumerDefaultBatchTimeoutTrigger": "<60000,10000,10000,10000>",
"KafkaTopicConsumers": "<6,6,6,6>",

"KafkaTopicList": "<dmp_sst_nba,dmp_sst_nba_di_api,analyze_post,dmp_sst_data>",
"KafkaUsername": "<KafkaUsername>",

"SstApiAuthKeys": "<HdxDeMMHvUyrqlSBHyaCaQGA>",

"TsdbHost": "<TsdbHost>",

"TsdbPort": "<TsdbPort>",

"ZookeeperClients": "<15>",

"ZookeeperlLockAddress": "<cdp-dmp-sst-zookeeper.cdp-dev-app:2181>",
"ZookeeperLockAddressold": "",

"ZookeeperRetrySleepTime'": "<1000>",

"region": "<region>",

"type": "<realtime>"

Deploying CDP DMP SST

To deploy the CDP DMP SST, follow the steps below:

1. Navigate to the Devtron Chart Store, and select the cdp-dmp-sst chart to deploy.

Chart Store 9 source

@heby @

() metrics-server
() nginx-ingress
() prometheus-community

() unidev-cer

2. Now, configure and deploy the CDP DMP SST charts.

Q_ Search charts All Charts
Select chart to deploy. Learn more about deploying charts

VIEW AS
28 Grid = st -0 +

FILTERS

= harbor p-admi p-.. harb p-admin-ui/cdp-al harb: p pi harbor/unica/cdp-dash-backend/cdp-das...
) show deprecated charts 1.0.17-DEPLOY-03089225-8-63 1.0.286-DEPLOY-£6703282-9-64 1.0.607-DEPLOY-84282102-87-537 1.0.250-DEPLOY-6330835d-7-136

CHART SOURCE ~

+ Add chart source

() autoscaler

() bitnami

- dash. dash-i. ark diapi hark i d t-api/cdp-dh hark i d t/cdp-di t
) default-chartmuseum harbor P ¥ narb p-cliap! harb p-dmp-sst-api/cdp-dmp-s... harbor p-dmp p-dmp

1.0.67-DEPLOY-95689696-11-90 1.0.518-DEPLOY-446b963-17-442 1.0.287-DEPLOY-7268921a-26-129 1.0.317-DEPLOY-7268921a-12-130

() devtron

() elastic

() external-secrets

() fluent

harbor

- icalcdp-d . dp-d ark icalcdpli Ji hark 4 I hark icalcd, ink. £
) jetstack harbor p-dmp- ps/cdp-dm... harb b p harb, p b harbor p

1.0.48-DEPLOY-41b1735-13-35 1.0.179-DEPLOY-71246F75-10-165 1.0.81-DEPLOY-9735b58-14-100 1.0.39-DEPLOY-9b451a5¢-22-51
() kedacore
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Discover / unica/cdp-dmp-sst/cdp-dmp-sst v @ Help v o

About

Description
- harbor

unica/cdp-dmp-sst/cdp-dmp-sst

) Configure & Deploy

Read more v
Preset Values

@ README.md
chart version (v1.0.317-DEPLOY-7268921a-12-130)

Deployments

App name App Status Environment Deployed By Deployed at

cdp-dmp-sst Q- cdp-dev-app admin 7 days ago :

3. In the YAML section, update the ConfigMap using below details, and deploy the charts.

ValidValuesConfig: /diskl/config/dmp-sst-maps/valid_values.json

ValidValuesS3Path: s3://<bucket_name>/dmp/config/predictivesegments/validvalues.tsv
ValuesMappingConfig: /diskl/config/dmp-sst-maps/values_mapping.json
ValuesMappingS3Path: s3://<bucket_name>/dmp/config/predictivesegments/mappingvalues.tsv

< Deploy Chart

Discover / unica/cdp-dmp-sst/cdp-dmp-sst v @ Help v o
¢ YAML | Manifest output & Comparevalues  [3) README
-~ 1 configMaps:
App Name * 2 enabled: true
3 maps :
cdp-dmp-sst 4 _ data:
5 CampaignIncludelist: VIZVRMG499\,VIZVRM6529\,VIZVRME525
Project * 6 DBDatadidsCapLimit: "25" =
S o 7 Dbname: vrm
8 DemoCampaignlist: VIZVRME515\,VIZVRM6489
9 EncryptionEnabled: “"true™
Deploy to environment * :
10 ExecutorServiceMaxThreads
[ T . 1 ExecutorserviceMinThreads
12 ExecutorServiceQueueSize: "10000000"
© Charts from container registries can be it ExecutorservicerhreadiiL: 5"
14 GeoISPFile: /diskl/dmp-sst-maps/GeoIPISP.dat
deployed via helm only. et . X .
15 GeoliteCityFile: /diskl/dmp-sst-maps/GeolLite2-City.mmdb
Chart Version 16 Gmondcollectors: "*
17 GmondPort: "8652"
1.0.317-DEPLOY-7268921a-12130 v 18 HostNameOverride: dmpsst
19 KafkaAnalyzePostTopic: analyze_post
Chart Values 20 KafkaappPushCleanupTopic: apppush_cleanup
o QB EEE 21 KafkaDpRtSegnentsRefreshTopic: dnp_rt_segnents_refresh
12.130) v 22 KafkaDmpRtSegmentsTopic: dmp_rt_segments_offline
23 KafkaDmpSegmentsTopic: dmp-segments
2 KafkaDmpSstBidTopic: dmp_sst_bid
25 KafkaDmpSstDataTopic: dmp_sst_data
26 KafkaDmpSstImprTopic: dmp_sst_impr
27 KafkaDmpSstMetricsTopic: dmp_sst_metrics
28 KafkaDmpSstNbaDiApiTopic: dmp_sst_nba_di_api
29 KafkaDmpSsthbaTopic: dmp_sst_nba
30 KafkaDmpSstProfileTopic: dmp_sst_profile
31 KafkaDmpSstProgClicksTopic: dmp_sst_prog_click
32 KafkaDmpSstProgImprTopic: dmp_sst_prog_impr
33 KafkaDmpSstRtProfileTopic: dmp_sst_rt_profile
2 KaflanmnsstsitenatiflicksTonic: onsite notif click
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4. On successful deployment, validate the deployment as shown below.

Helm Apps / cdp-dmp-sst @Hepv @
Overview App Details &8 Configure Deployment history
I ENV cdp-dev-app HEH @ urls 11 Scale Workloads
Application Status @ * Config apply status @ ° Last updated 9 Chart used @ &
Healthy Deployed 7 Days Ago cdp-dmp-sst
Details The release has been pushed to Kuber. by admin Details Version 1.0.317-... [ Notes.txt
@ KssResources 7 LogAnalyzer
All(9) ¥ Healthy (6)
¥  Workloads Pod (1)
1 healthy
Deployment
~ Pod Name Ready Restarts Age
cdp-dmp-sst cdp-dmp-sst ©  Logs
Al ’ N ,‘)*m\;j O (o ”n 0 46m 17s
ReplicaSet e
» Networking

» Config & Storage

Deploying CDP DMP Producer

This section provides detailed instructions on how to deploy HCL CDP DMP Producer using the Devtron in the OpenShift.

Prerequisites:

Make sure to create a cdp-producer secret with required data in the HashiCorp Vault before deploying CDP DMP Producer.
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Secrets / CDP_Secrets / cdp-producer

cdp-producer

Secret Metadata Paths Version History

) JSON Delete Destroy Copy v Version 10 v Create new version +

Version 10 created Mar 12, 2025 07:17 PM

®

Version data Reveal values

Vault1.172  Upgrade to Vault Enterprise  Documentation ® © 2025 HashiCorp

To create the cdp-producer secret in the HashiCorp Vault, follow the steps below:

1. Create a cdp-producer secret sample key and value in the Ul secret, and update ConfigMaps data with actual values.

{
"DbPassword":
"DbUrl":
"DbUsername" :

nn
’

nn
’

"jdbc:mariadb://:3306/vrm?useSSL: false",

"KafkaProducerConfig": "",

"SMTPhost":

nn
>

"SMTPpassword": "",

"SMTPport":
"TsdbHost":
"TsdbPort":
"kmsdbpassword":

nn
>

"kmsdbsername":
"kmsdburl":
"piidbpassword":

1144311,

nn
>

"jdbc:mariadb://:3306/vrm?useSSL

nn
bl

120225",

nn
>

:false",

"piidbsername": "",
"piidburl": "jdbc:mariadb://:3306/vrm?useSSL: false"

}

2. Create a Kubernetes Secret with Vault credentials (username and password) to fetch the secrets from vault as shown

below.

apiVersion: vl
kind: Secret
metadata:

name: vault-creds

namespace: cdp-dev-app

type: Opaque
data:

121



HCL CDP v12.1.10 OpenShift Platform Installation Guide

username: <vault username>
password: <vault password>

3. Create required kafka topics before deployment. Sample Kafka topic configuration is shown below.

’ Ul for Apache Kafka 83b5a60

[ 2, admin v
bashboard Topics | Create

hclsw-sbi-dev... © ~

Brokers Topic Name *

Topics dmp_sst_nba

Consumers Number of Partitions * Cleanup policy
ACL

12 Delete

Min In Sync Replicas

1

Replication Factor

2

Time to retain data (inms) 1d

86400000

12 hours 2days 7days 4 weeks

Max size on diskin GB Maximum message size in bytes

Not Set v

Custom parameters

+ Add Custom Parameter

Cancel Create topic

Deploying CDP DMP Producer

To deploy the CDP DMP Producer, follow the steps below:
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1. Navigate to the Devtron Chart Store, and select the cdp-dmp-producer chart to deploy.

Chart Store 9 source

VIEW AS
98 Grid = st
FILTERS
harbor-repo/unica/cdp-dmp-prod
() Show deprecated charts 1.0.3422-DEPLOY-12.1.9.22
CHART SOURCE ~

+ Add chart source
() autoscaler

() bitnami

() default-chartmuseum
() devtron

() elastic

() external-secrets
() fluent

() harbor-repo

() hashicorp

[ jetstack

() kedacore

() metrics-server
() nginxingress

() prometheus-community

Discover / unica/cdp-dmp-prod

About
Description
AHelm chart for Kubernetes

Home

Read more v

@ README.md
chart version (v1.0.3422-DEPLOY-12.1.9.22)

Deployments

App name App Status Envirenment

cdp-dmp-producer Q- openshift

Select chart to deploy. Learn more about deploying charts

@heoy @

@heoy @

harbor-repo
unica/cdp-dmp-prod

Configure & Deploy

Preset Values

Deployed By Deployed at

8days ago

3. In the YAML section, update the ConfigMap using below details, and deploy the charts.

BucketType: minio
ConfigRefreshInterval: "10"
CronExpr: @ */5 % % x ?
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DMPProducerBatchSize: "1000"
DMPProducerEventType: "100"

DbDriver: org.mariadb.jdbc.Driver
EncryptionEnabled: "true"

EventBatchSize: "1000"

EventQueuelLength: "100000"
EventThreadPoolMax: "96"
EventThreadPoolMin: "96"

EventThreadTTL: "5"
GraphEnabledCampaignIds: dummy
HostNameOverride: dmp-sst-producer-mu
IS_SMTP: "true"
KMS_HASHICORPVAULT_ENDPOINT: ""
KMS_HASHICORPVAULT_ENDPOINT_TOKEN: ""
KMS_IMPLEMENTATION: HashiCorpVault
KafkaExecutorServiceMaxThreads: "32"
KafkaExecutorServiceMinThreads: "32"
KafkaExecutorServiceQueuseSize: "1"
KafkaExecutorServiceThreadTTL: "5"
KafkaProducerEventType: "1111"
KafkaProducerGraphNbaTopicName: dmp_sst_nba_graph
KafkaProducerHostName: dmp-sst-producer-mu
KafkaProducerHostname: dmp-producer-hcl
KafkaProducerMeta: "true"
KafkaProducerNbaTopicName: dmp_sst_nba
KafkaProducerPoolSize: "10"
KafkaProducerTaxonomyTopicName: dmp_sst_taxonomy
LOG_LEVEL_APP: 1info

LOG_LEVEL_ROOT: 1info

MaxEventBatchLag: "16"
MaxS3DownloadRetries: "3"
MaxWaitForConnectionReestablish: "5"
MetricPrefix: dmp-sst-producer-mu
MinioAccessKey: ""

MinioEndPointUrl: ""

MinioSecret: ""

NbaFileBatchSleepInMs: "1000"
RawNBAConfigS3Location: ""/sst/config
RawNbaConfigDownloadDir: /diskl/sst/nba/config
RawNbaDownloadDir: /diskl/sst/nba/data
SMTPhost: ""

SMTPpassword: bDFX6CcajNKEe:tn

SMTPport: "20225"

SMTPusername: smtp_hxcd
SchedulerIntervalInMin: "2"
SegmentNameMacro: SegmentNameMacro
TSDBHostName: dmp-sst-producer-mu
TSDBServerAddress: ""

TSDBServerPort: "443"

TaxonomyDownloadDir: /diskl/sst/taxonomy
alertToEmailld: rallapalli_reddy@hcl-software.com
allowedRegions: apsl

apsl_host: ""

apsl_namespace: cdpstore

apsl_port: "13000"
defaultSegmentNotifyEmail: ingestion-alerts@lemnisk.co
emailType: SMTP

expiry: "-1"
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failureSubject: Ingestion Failed

fromEmailId: hxcd-no-reply@hcl.com

funnelSegmentNameMacro: |
"{ segmentname }": null

funnelWaitTime: "60000"

hashicorpvault.endpoint: ""

hashicorpvault.endpoint.token: ""

host: ""

kms.implementation: HashiCorpVault

namespace: cdpstore

pii_expiry: "-1"

pii_host: ""

pii_namespace: cdpstore

pii_port: "13000"

pii_region: apsl

port: "13000"

queue_names: TEST

queue_provider: activemq

region: apsil

segmentIdMacro: segmentIdentifier

sgs_threads: "12"

sqs_url_prefix: tcp://10.14.108.233:30303

successSubject: Ingestion Completed

supported_regions: apsl

timeout: "3000"

uploadSuccessEmailIds: hxcd-no-reply@hcl.com

userListFailedHTML: /mnt/sst/UserListFailed.html

userListInternalErrorHTML: /mnt/sst/UserListInternalError.html

userUploadErrorFunnelHTML: /mnt/sst/Failed.html

userUploadFailureFunnelHTML: /mnt/sst/Failed.html

userUploadSuccessFunnelHTML: /mnt/sst/success.html

userUploadSuccessHTML: /mnt/sst/UserUploadSuccess.html

Discover / unica/cdp-dmp-prod @Helpv o
& YAML | Manifest output & Comparevalues  [3) README
a 1 configMaps:
App Name * 2 enabled: true
3 maps :
dmp-producer i _ data:
5 BucketType: minio
Project * 6 ConfigRefreshInterval: 10"
el o 7 CronExpr: @ */5 * * * 2
8 DMPProducerBatchsize: *
. 9 DMPProducertventType
Deploy to environment * . . . .
10 DbDriver: org.mariadb.jdbc.Driver
[ ToER . 1 EncryptionEnabled: ™
12 EventBatchsize: "
Chart Version 13 EventQueueLength: "
14 EventThreadPoolMa
1.0.3422-DEPLOY-12.1.9.22 v 15 EventThreadPoolMin:
16 EventThreadTTL: "5"
Chart Values 17 GraphEnabledCampaignTds: dummy
18 HostNameOverride: dmp-sst-producer-mu
Default (1.0.3422-DEPLOY-12.1.9.22) Vv 19 IS SHTP: “true”
20 KMS_HASHICORPVAULT_ENDPOINT:
21 KMS_HASHICORPVAULT_ENDPOINT_TOKEN:
22 KMS_IMPLEMENTATION: HashiCorpvault
23 KafkaExecutorserviceMaxThreads: 32"
24 KafkaExecutorserviceMinThreads: 32"
25 KafkaExecutorserviceQueusesize
26 KafkaExecutorserviceThreadTTL: "'
27 KafkaProducerEventType: "1111"
28 KafkaProducerGraphNbaTopicName: dmp_sst_nba_graph
29 KafkaProducerHostName: dmp-sst-producer-mu
30 KafkaProducerHos tnar mp-producer-hcl
31 KafkaProducerMeta: “true”
32 KafkaProducerNbaTopicName: dmp_sst_nba
v 33 KafkaProducerpoolsize: "10"
» 34 KafkaProducerTaxonomyTopicName: dmp_sst_taxonomy
35 LOG_LEVEL_APP: info
e 'nc 1BVl BANT. infn L

Deploy Chart
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4. On successful deployment, validate the deployment as shown below.

Helm Apps / cdp-dmp-producer

@ueby @ 7

Overview App Details 3 Configure Deployment history
i, o
——@)— openshift ik @ Urls 1T scale Workloads
Application Status @ * Config apply status @ ° Last updated o) Chart used @ &
Healthy Deployed 8 Days Ago cdp-dmp-prod
Details The release has been pushed to Kuber... by admin Details Version 1.0.3416...[3) Notes.txt
@ K8sResources  7q LogAnalyzer
Al (10) ¥ Healthy (7)
~ Workloads Pod (1)
1 healthy
Deployment
~ Pod Name Ready Restarts Age
cdp-dmp-producer cdp-dmp-producer () | Logs
’ s ")\\“sz o & n 0 5d 12h
ReplicaSet o
» Networking
» Config & Storage

Cluster: default_cluster | Namespace: cdp-dev-app > @ All resources | B Cluster terminal

Deploying CDP DMP SST Maps
This section provides detailed instructions on how to deploy HCL CDP DMP SST Maps using the Devtron in the OpenShift.

Prerequisites:

Make sure to create a dmp-sst-maps secret with required data in the HashiCorp Vault before deploying the CDP DMP SST
Maps.
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secrets | cdp /| dmp-sst-maps

dmp-sst-maps

Vault

Secret Metadata Paths  Version History
Dashboard

@ JSON Delete  Destroy Copy v Version1 v Create new version +

Secrets Engines

Secrets Sync | Enterprise Version 1 created Jun 27, 2024 09:40 AM

Access Version data Reveal values &
Policies

Tools

Y ring

Client Count

port Terms  Privacy  Security  Accessibility (@) © 2024 HashiCorp

2uppRort

Vault 1.16.1 Upgrade to Vault Enterprise Documentation S

To create the dmp-sst-maps secret in the HashiCorp Vault, follow the steps below:

1. Create a dmp-sst-maps secret sample key and value in the Ul secret, and update ConfigMaps data with actual values.

{
"AWSRegion": "<AWSRegion>",
"AlertEmail": "",
"AlertFromEmail": "",
"DbDriver": "<com.mysql.cj.jdbc.Driver>",
"DbHost": "<DbHost>",
"DbPassword": "<DbPassword>",
"DbPort": "<DbPort>",
"DbUrl": "jdbc:mysql://ip:port/dbName",
"DbUsername": "<DbUsername>",
"TsdbHost": "<TsdbHost>",
"TsdbPort": "<TsdbPort>",
"region": "<region>",
"type": "<b-aero-7-nodes>"

Deploying CDP DMP Maps

To deploy the CDP DMP Maps, follow the steps below:
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1. Navigate to the Devtron Chart Store, and select the cdp-dmp-sst-maps chart to deploy.

FILTERS
harbor/unica/cdp-admin-ui-backend/cdp-...

(' Show deprecated charts 1.0.17-DEPLOY-03089225-8-63

CHART SOURCE ~

+ Add chart source

autoscaler

bitnami

Chart Store 9 source
Q_ Search charts All Charts
Select chart to deploy. Learn more about deploying charts
VIEW AS -
83 Grid = List -0 +

harbor/unica/cdp-admin-ui/cdp-admin-ui
1.0.286-DEPLOY-f6703282-9-64

harbor p-dash dash-i...

default-chartmuseum
1.8.67-DEPLOY-95689696-11-98

() devtron
() elastic

() external-secrets

har diapi
p-diapi

1.0.518-DEPLOY-446Fb963-17-442

harbor/unica/cdp-core-api
1.0.607-DEPLOY-84282102-87-537

harl i p-dl t dp-dh

@heby @

harbor/unica/cdp-dash-backend/cdp-das...
1.0.250-DEPLOY-6330835d-7-136

har i p-dmp-sst/cdp-d t

p
1.0.287-DEPLOY-7268921a-26-129

har|

p-s..

P
1.0.317-DEPLOY-7268921a-12-130

har k- tor...

() fluent

harbor

- d . dp-d

() jetstack harbor P psfcdp-am...
1.0.48-DEPLOY-41b173f5-13-35

() kedacore

() metrics-server

nginx-ingress

() prometheus-community

() unidev-cer

Ji I
p- p
1.0.179-DEPLOY-71246F75-10-165

2. Now, configure and deploy the CDP DMP SST Maps charts.

Discover / unica/cdp-dmp-sst-maps/cdp-dmp-sst-maps

About

Description
Home

Read more v

[g README.md
chart version (v1.0.48-DEPLOY-41b173f5-13-35)

Deployments

App name App Status Environment

cdp-dmp-sst-maps o - cdp-dev-app

Deployed By

admin

1.0.81-DEPLOY-9735b58e-14-100

Deployed at

20 days ago :

3. In the YAML section, update the ConfigMap using below details, and deploy the charts.

ValidValuesConfig: /diskl/config/dmp-sst-maps/valid_values.json

ValuesMappingConfig: /diskl/config/dmp-sst-maps/values_mapping.json

mapsGenLocation: /diskl/dmp-sst-maps
DbName: <DbName>

1.0.39-DEPLOY-9b451a5¢-22-51

@rebv @

harbor
unica/cdp-dmp-sst-maps/cdp-
dmp-sst-maps

Configure & Deploy

Preset Values



& YAML  Manifest output

App Name *

cdp-dmp-sst-maps

Project *

cdp-dev-app v

Deploy to environment *

[ cdp-dev-app v

© Charts from container registries can be
deployed via helm only.

Chart Version
1.0.48-DEPLOY-41b173f5-13-35 v

Chart Values

Defa... (1.0.48-DEPLOY-41b1735-13- o
35)

Helm Apps / cdp-dmp-sst-maps

Overview App Details

} ENV cdp-d
Application Status @ <
Healthy
Details

@ KssResources 7 LogAnalyzer

All (9) ¥ Healthy (6)

¥ Workloads
Deployment
¥ Pod
cdp-dmp-sst-maps

ReplicaSet

Networking

Config & Storage

pp

Config apply status @
Deployed

The release has been pushed to Kuber..

Pod (1)
1 healthy

Name

) cdp-dmp-sst-maps &

Chapter 2. Deploying HCL CDP Core Components on OpenShift

Discover / unica/cdp-dmp-sst-maps/cdp-dmp-sst-maps

e
- data:
Dbname: vrm
validvaluesConfig: /disk1/config/dmp-sst-maps/valid_values.json
ValuesMappingConfig: /disk1/config/dmp-sst-maps/values_mapping.json
deleteolderBackupIntervalInDays: "2"
mapsCronTime: @ @/1 * * * ?
mapsGenLocation: /disk1/dmp-sst-maps
esoSecretData: {}
external: false
externalType:
filePermission:
mountPath: "
name: cdp-dmp-sst-maps
roleARN: "
subPath: false

type: environment

ConfigSecrets:

enabled: false

secrets: []
ContainerPort:
- envoyPort: 8799

idleTimeout: 1800s

name: app

port: 8080

servicePort: 80

supportstreaming: false

useHTTP2: false
Enwariables:
- name: JAVA_TOOL_OPTIONS

value: -Xmx1800m
EnvvariablesFromConfigMapKeys: []
EnvwariablesFromFieldpath: []
EnvwariablesFromsecretkeys: []

@ Configure Deployment history

Chartused @ 2

cdp-dmp-sst-maps

(V] Last updated D

20 Days Ago

by admin Details Version 1.0.48-D... ) Notes.txt

Ready

Logs
& ”n

RUNNING

Deploying CDP DMP SST API

This section provides detailed instructions on how to deploy HCL CDP DMP SST API using the Devtron in the OpenShift.

Prerequisites:

Restarts

513

@heby @

S Compare values [ README

Deploy Chart

@Hepv @

& urls 11 Scale Workloads H

Age

19d 19h H

Make sure to create a cdp-dmp-sst-api secret with required data in the HashiCorp Vault before deploying CDP DMP SST API.
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secrets / cdp | cdp-dmp-sst-api

cdp-dmp-sst-api

Vault

Secret Metadata Paths Version History
Dashboard

@ JSON Delete  Destroy Copy v Version1 v Create new version +

Secrets Engines

Secrets Sync |Enterprise Version 1 created Jun 27, 2024 09:39 AM

Access Version data Reveal values E
Policies

Tools

"DbH
"DbP
"DbU am
"GraphDBEnt

Monitoring

Client Count

Vault 1161  Upgradeto Vault Enterprise  Documentation ~ Support — JTerms  Privacy — Security — Accessibility @ © 2024 HashiCorp

To create the cdp-dmp-sst-api secret in the HashiCorp Vault, follow the steps below:

1. Create a cdp-dmp-sst-api secret sample key and value in the Ul secret, and update ConfigMaps data with actual

values.

"AerospikeServerAddress'": "<AerospikeServerAddress>",
"DbHost": "<DbHost>",

"DbPassword": "<DbPassword>",

"DbUsername'": "<DbUsername>",

"GraphDBEndpoint": "",

"HbaseZookeeperQuorum": "",

"SstApiAuthKeys": "<SstApiAuthKeys>"

Deploying CDP DMP SST API

To deploy the CDP DMP SST API, follow the steps below:
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1. Navigate to the Devtron Chart Store, and select the cdp-dmp-sst-api chart to deploy.

Chart Store 9 source

(' Show deprecated charts 1.0.17-DEPLOY-03089225-8-63

CHART SOURCE ~
+ Add chart source
) autoscaler

bitnami

Q_ Search charts All Charts
Select chart to deploy. Learn more about deploying charts
VIEW AS -
88 Grid 8 List -0 +
FILTERS

harbor/unica/cdp-admin-ui-backend/cdp-... harbor/unica/cdp-admin-ui/cdp-admin-ui

1.0.286-DEPLOY-£6703282-9-64

@heby @

harbor/unica/cdp-core-api
1.0.607-DEPLOY-84282102-87-537

harbor/unica/cdp-dash-backend/cdp-das...
1.0.250-DEPLOY-6330835d-7-136

default-chartmuseum
1.0.67-DEPLOY-95689696-11-90

() devtron

() elastic

external-secrets

harbor p-dash dash-i... p-diapi har ica/cdp-dmp-sst-api/cdp-di

1.0.518-DEPLOY-446Fb963-17-442

har d t/cdp-d t
p-s... p-dmp p-dmp

1.0.317-DEPLOY-7268921a-12-130

p
1.0.287-DEPLOY-7268921a-26-129

metrics-server

() nginxingress

() prometheus-community

() unidev-cer

Discover / unica/cdp-dmp-sst-api/cdp-dmp-sst-api v
About
Description
Home

Read more v

[g README.md
chart version (v1.0.287-DEPLOY-7268921a-26-129)

Deployments

App name App Status Environment

dmp-sst-api o - cdp-dev-app

) fluent
harbor
; dmp-sst. dp-ch Ji | i : " .
jetstack harbor P ps/edp-dm... p P har P p har p
1.0.48-DEPLOY-41b173f5-13-35 1.0.179-DEPLOY-71246F75-10-165 1.0.81-DEPLOY-9735b58e-14-100 1.0.39-DEPLOY-9b451a5c-22-51
kedacore

@heby @

harbor
unica/cdp-dmp-sst-api/cdp-dmp-
sst-api

Configure & Deploy

Preset Values

Deployed By Deployed at

12 days ago

3. In the YAML section, update the ConfigMap using below details, and deploy the charts.

DbDriver: <DbDriver>
DbPort: <DbPort>

EncryptionEnabled: ""
TsdbHost: <TsdbHost>
TsdbPort: <TsdbPort>
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Discover / unica/cdp-dmp-sst-api/cdp-dmp-sst-api v

& YAML  Manifest output

Helm Apps / dmp-sst-api

Overview App Details 3 Configure Deployment history

I dp-d et
| cdp-devapp 2

Application Status @ L] Config apply status @ ° Last updated
Healthy Deployed 12 Days Ago
Details The release has been pushed to Kuber... by admin

@ KssResources 7 LogAnalyzer

All (9) ¥ Healthy (6)

~ Workloads Pod (1)
1 healthy

Deployment
~ Pod Name

dmp-sst-api-cdp-dmp-sst- » dmp-sst-api-cdp-dmp-sst-api
api RUNNING

ReplicaSet

Networking

Config & Storage

Deploying CDP DMP SST Zookeeper

D

Details

Logs

Chartused @ oy
cdp-dmp-sst-api

Version 1.0.287-... ) Notes.txt

-~ 1 configMaps:
App Name * 2 enabled: true
X 3 maps :
dmp-sst-api 4 _ data
5 AerospikelocksBin: 1
Project * 6 AerospikeLocksset: locks
S o 7 AerospikelocksTTL: 20"
8 AerospikeNamespace: cdpstore
9 AerospikeServerPort: "13000"
Deploy to environment * . . "
10 AerospikeTTL: "15552000
[ cdp-dev-app N 11 AerospikeTimeOut: "1000"
12 CAMPAIGN_DEFAULT_TTL: ""
13 CookieCacheThreshold: "432000"
© Charts from container registries can be . . . .
12 DbDriver: org.mariadb.jdbc.Driver
deployed via helm only. 15 Dbrort: 337"
Chart Version 16 Encryptionnabled: "
17 GmondCollectors: gcol.software.com
1.0.287-DEPLOY-7268921a-26-129 v 18 GmondPort: "10240"
19 GraphDBEnable: "false"
Chart Values 20 GraphDBEndpoint: graphdb.cluster-cmyrkvart23x.us-east-1.neptune. amazonaws .com
Def.. (1.0.287-DEPLOY-7268921a- 2 GraphbBPort: "§182"
26129) v 22 HBaseDBEnable: "false"
23 HbaseZookeepercClientPort: "2181"
24 HostNameOverride: dmpsstapi
25 LAZY_LOAD_ENABLED: ""
26 LockRetryBackoffMs: "2000"
27 MaxLockRetries:
28 MaxWaitForConnectionReestablish: "s"
29 MetricLoggingFrequencyMs: "6000"
30 MetricPrefix: dmp
31 REFRESH_FREQUENCY: ""
32 TSDBHostName: dmpsstapi
33 TsdbHost: cdp-opentsdb-service.cdp-dev-mnt.svc.cluster.local
2 Tadhport: "ga"

Ready Restarts

n 0

b=

@ urls

Age

11d 20h

Compare values

@heby @

(@ README

Deploy Chart

@Hepv @

41 Scale Workloads H

This section provides detailed instructions on how to deploy HCL CDP DMP SST Zookeeper using the Devtron in the

OpensShift.
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To deploy the CDP DMP SST Zookeeper, follow the steps below:

1. Navigate to the Devtron Chart Store, and select the bitnami/zookeeper chart to deploy.

Chart Store 9 source

VIEW AS
88 Grid S st @
FILTERS
bitnami/zookeeper
[} show deprecated charts 13.4.5
CHART SOURCE A

+ Add chart source

(O autoscaler

bitnami

(O default-chartmuseum
() devtron

O elastic

(O external-secrets

O fluent

() harbor

() jetstack

[ kedacore

() metrics-server

() nginx-ingress

) prometheus-community

() unidev-cer =

Discover / zookeeper v

About
Description

Home

https://bitnami.com

Read more v

@ README.md

chart version (v13.4.5)

Deployments

App name App Status

cdp-dmp-sst-zookee per Q@ -

3. In the YAML section, update the configuration, and deploy the charts.

Select chart to deploy. Learn more about deploying charts

Chapter 2. Deploying HCL CDP Core Components on OpenShift

Apache ZooKeeper provides a reliable, centralized register of configuration data and services for distributed applications.

Deployed By

admin

Deployed at

24 days ago

@heby @

@heby @

@

bitnami
zookeeper

Configure & Deploy

Preset Values
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Helm Apps / cdp-dmp-sst-zookeeper

Overview App Details 3 Configure Deployment history

& YAML  Manifest output

Helm Apps / cdp-dmp-sst-zookeeper

Overview App Details &3 Configure Deployment history

L b

I ENV cdp-dev-app e
Application Status @ * Config apply status @ °
Healthy Deployed
Details The release has been pushed to Kuber.

@ KssResources 7 LogAnalyzer

All 21) ¥ Healthy (13)

¥ Workloads Pod (3)
3 healthy
¥ Pod
cdp-dmp-sst-zookeeper Name
StatefulSet » cdp-dmp-sst-zookeeper-0 ()
> Networking RUNNING
» Config & Storage » cdp-dmp-sst-zookeeper-1 gy

RUNNING

v

cdp-dmp-sst-zookeeper-2 @
RUNNING

Deploying CDP Live Events

~ 1 affinity: {}
Project 2 args: []
cdp-dev-app 122 3 auth:
4 client:
Environment 5 clientPassword
cdp-dev-app 6 clientuser: "*
7 enabled: false
Helm Chart Refetch Charts 8 existingSecret
9 serverPassword
bitnami/zookeeper v
10 serverUsers:
11 quorum:
Chart Version 2 enabled: false
12411 & 13 existingsecret:
14 learnerpPasswor
Chart Values 15 learnerUser: "
16 serverPasswords: "
cdp-dmp-sst-zookeeper (12.11.1) v 17 serverUsers: ""
18  automountServiceAccountToken:
19 autopurge:
20 purgeInterval: 1
21 snapRetainCount: 3
22 clusterDomain: cluster.local
23 command:
24 - /scripts/setup.sh
25  common:
26 examplevalue: common-chart
27
28
29
30
31 commonAnnotations: {}
32 commonLabels: {}
Delete Application ]

Last updated
24 Days Ago

by admin

Logs

Logs

Logs | Terminal

false

Events

Details

Manifest

Chartused @ 3
zookeeper
Version 12.11.1 [ Notes.txt

Ready

mn

n

n

Restarts

@Hepv @

S Compare values [@ README

Update And Deploy

@Hepv @

@ urs 1 Scale Workloads H
Age
6d H
23d22h H
6d i

This section provides detailed instructions on how to deploy HCL CDP Live Events using the Devtron in the OpenShift.

Prerequisites:

Make sure to create a live-event secret with required data in the HashiCorp vault before deploying CDP Live Events.
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secrets / cdp / live-events

live-events

Vault

Secret Metadata Paths  Version History
Dashboard

@ JSON Delete  Destroy Copy v Version3 v Create new version +

Secrets Engines

Secrets Sync | Enterprise Version 3 created Jun 27, 2024 10:10 AM

Access Version data Reveal values &
Policies

Tools

Y ring

Client Count

port Terms  Privacy  Security  Accessibility (@) © 2024 HashiCorp

2uppRort

Vault 1.16.1 Upgrade to Vault Enterprise Documentation S

To create the live-events secret in the HashiCorp Vault, follow the steps below:

1. Create a live-events secret sample key and value in the Ul secret, and update ConfigMaps data with actual values.

{
"KAFKA_BROKER_LIST": "<KAFKA_BROKER_LIST>",
"KAFKA_GROUP": "<KAFKA_GROUP>",
"KAFKA_PASSWORD": "<KAFKA_PASSWORD>",
"KAFKA_USERNAME": "<KAFKA_USERNAME>",
"KMS_HOST_STRING": "<KMS_HOST_STRING>",
"MSYQL_DB": '"<MSYQL_DB>",
"MYSQL_HOST": '"<MYSQL_HOST>",
"MYSQL_PASSWORD": "<MYSQL_PASSWORD>",
"MYSQL_PORT": "<MYSQL_PORT>",
"MYSQL_USERNAME": "<MYSQL_USERNAME>"

Deploying CDP Live Events

To deploy the CDP Live Events, follow the steps below:
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1. Navigate to the Devtron Chart Store, and select the bitnami/zookeeper chart to deploy.

ChartStore 9 source @heby @

Q_ Search charts

VIEW AS harbor p-dash dash-i... har p-diapi har i dmp-sst-api/cdp-dmp-s... har p-dmp-sst/cdp-dmp-sst
1.0.67-DEPLOY-95689696-11-90 1.0.518-DEPLOY-446fb963-17-442 1.0.287-DEPLOY-7268921a-26-129 1.0.317-DEPLOY-7268921a-12-130
88 Grid 8 List
FILTERS Add charts to deploy
() Show deprecated charts -0+
CHART SOURCE ~
harbor p-dmp-sst-maps/cdp-dm... har -l p-li har! ica/cdp p har ica/cdp k tor...
+ Add chart source 1.0.48-DEPLOY-41b173f5-13-35 1.0.179-DEPLOY-71246F75-10-165 1.0.650-DEPLOY-88a59d5a-90-575 1..39-DEPLOY-9b451a5¢-22-51
() autoscaler
() bitnami
() default-chartmuseum
devtron
elastic
harbor p-pixel p-pixel... har p-psql-ap harbor/unica/cdp-rts/cdp-rts harbor/unica/cdp-rts-ms/cdp-rts-ms.
external-secrets 1.0.315-DEPLOY-99277a45-20-327 1.0.84-DEPLOY-aceeabf4-25-103 1.0.410-DEPLOY-5dded524-15-348 1.0.47-DEPLOY-eleef081-18-81
) fluent
harbor
() jetstack
) kedacore
metrics-server
harbor p-s3-sink har p-web-app/cdp-web-app harbor/unica/hbr-cdp-core-api harbor/unica/hbr-cdp-web-app
J nginx-ingress 1.0.202-DEPLOY-536af846-23-137 1.0.619-DEPLOY-9e0929b1-81-546 1.0.625-DEPLOY-b4d957d2-92-555 1.8.510-DEPLOY-e19a98ad-81-437
() prometheus-community
() unidev-cer -
2. Now, configure and deploy the CDP Live Events charts.
Discover / unica/cdp-live-events/cdp-live-events @Helpv o
About
Description
harbor
unica/cdp-live-events/cdp-live-
Home

events

Read more v Configure & Deploy

Preset Values

[g README.md
chart version (v1.0.179-DEPLOY-71246f75-10-165)

Deployments

App name App Status Environment Deployed By Deployed at

cdp-live-events ®- cdp-dev-app admin 19 days ago

3. In the YAML section, update the ConfigMap using below details, and deploy the charts.

IS_DEBUG_ENABLED: '"false"

KAFKA_TOPIC_LIST: <cdp_events,analyze_post,dmp_sst_nba_di_api>
LOG_LEVEL: <info>

nodeProcessMemoryLimit: <1800M>
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App Name *

cdp-live-events

Project *

cdp-dev-app v

Deploy to environment *

[ cdp-dev-app v

© Charts from container registries can be
deployed via helm only.

Chart Version
1.0.179-DEPLOY-71246f75-10-165 v

Chart Values

Def...  (1.0.179-DEPLOY-71246f75- o
10-165)

Helm Apps / cdp-live-events

cdp-live-events

ReplicaSet

Networking

Config & Storage

Chapter 2. Deploying HCL CDP Core Components on OpenShift

Discover / unica/cdp-live-events/cdp-live-events

1 configMaps:

2 enabled: true

3 maps :

a4 - data

5 IS_DEBUG_ENABLED: "false”
6 KAFKA_TOPIC_LIST: cdp_events,analyze post,dmp_sst_nba_di_api
7 LOG_LEVEL: info

8 nodeProcessMemoryLimit: 1800M
9 esoSecretData: {}

10 external: false

11 externalType: ""

12 filePermission: ""

13 mountPath: "

14 name: cdp-live-events

15 roleARN: "

16 subPath: false

17 type: environment

18  ConfigSecrets:

19 enabled: false

20 secrets: []

21 ContainerPort:

22 - envoyPort: 8799

23 idleTimeout: 1800s

24 name: app

25 port: 3002

26 servicePort: 80

27 supportstreaming: false

28 useHTTP2: false

29 Enwariables: []
30 EnwariablesFromConfigMapkeys: []
31 EnvwariablesFromFieldPath: []

32 EnwariablesFromSecretkeys: []
33 GracePeriod: 30

24 livenessProhe:

@heby @

&5 Compare values [ README

Deploy Chart

Overview App Details & Configure Deployment history

s
@ cdp-devapp [l
Application Status @ ¢ Config apply status @ ° Last updated 9 Chart used @ &
Healthy Deployed 19 Days Ago cdp-live-events
Details The release has been pushed to Kuber. by admin Details Version 1.0.179-... [ Notes.txt
@ KssResources 7 LogAnalyzer
All(8) ¥ Healthy (5)
¥  Workloads Pod (1)
1 healthy
Deployment
~ Pod Name Ready

) cdp-live-events-59¢6bc659-v42dq @
RUNNING

Logs | Terminal | Events Manifest i

Deploying CDP PostgreSQL API

This section provides detailed instructions on how to deploy HCL CDP PSQL API using the Devtron in the OpenShift.

Prerequisites:

Restarts

@Hepv @

& urs 1 Scale Workloads H

Age

5d2h :

Make sure to create a cdp-psql-api secret with required data in the HashiCorp vault before deploying CDP PSQL API.
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secrets | cdp | cdp-psql-api

cdp-psql-api

Secret Metadata Paths  Version History

Vault

Dashboard

@ JSON Delete  Destroy Copy v Version1 v Create new version +

Secrets Engines

Secrets Sync |Enterprise Version 1 created Jun 27, 2024 09:48 AM

Access Version data Reveal values (&
Policies

Tools

Y ring

Client Count

Vault 1161  Upgrade to Vault Enterprise ~ Documentation ~ Support ~ Jlerms — Privacy  Security — Accessibility @ © 2024 HashiCorp

To create the cdp-psql-api secret in the HashiCorp Vault, follow the steps below:

1. Create a cdp-psql-api secret sample key and value in the Ul secret, and update ConfigMaps data with actual values.

{
"ActivitiesQueryLimit": "20",
"DbName": "<DbName>",
"DbPassword": "<DbPassword>",
"DbUrl": "<dip:port>",
"DbUsername": "<DbUsername>",
"DemoCampaignList": ""

Deploying CDP PSQL API

To deploy the CDP PSQL API, follow the steps below:
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1. Navigate to the Devtron Chart Store, and select the cdp-psql-api chart to deploy.

Chart Store 9 source
Q_ search charts
VIEW AS

88 Grid = st

FILTERS

() Show deprecated charts

+

Add chart source
) autoscaler
bitnami

) default-chartmuseum
devtron

elastic

[} external-secrets
() fluent

harbor

) jetstack
kedacore

metrics-server

nginx-ingress
() prometheus-community

unidev-cer

CHART SOURCE ~

harbor p-dash d

1.0.67-DEPLOY-95689696-11-90

harbor

d t dp-dm...

har di
p-diapi

1.0.518-DEPLOY-446Fb963-17-442

har ica/cdp-dmp-sst-api/cd|

d

@heby @

p-
1.0.287-DEPLOY-7268921a-26-129

p-s..

har i dmp-sst/cdp-dmp-sst

1.0.317-DEPLOY-7268921a-12-130

P ps/cdp:
1.0.48-DEPLOY-41b173£5-13-35

harbor I

p- p
1.0.179-DEPLOY-71246F75-10-165

har p P
1.0.650-DEPLOY-88a59d5a-9@-575

Add charts to deploy

-0

p-pi
1.0.315-DEPLOY-99277a45-20-327

ink:

har I
p-

psql-apl
1.0.84-DEPLOY-aceea64-25-103

harbor

1.0.202-DEPLOY-536a£846-23-137

har b- dp-web.

1.0.619-DEPLOY-9e09e9b1-81-546

PP

2. Now, configure and deploy the CDP PSQL API charts.

Discover / unica/cdp-psql-api v

About

Description

Home

Read more v
[g README.md

Deployments

App name

cdp-psg-api

App Status

chart version (v1.0.84-DEPLOY-aceea6f4-25-103)

Environment

cdp-dev-app

Deployed By

admin

+

harbor/unica/cdp-rts/cdp-rts
1.0.410-DEPLOY-5dd@d524-15-348

harbor/unica/hbr-cdp-core-api
1.0.625-DEPLOY-b4d957d2-92-555

har k- tor...

1.0.39-DEPLOY-9b451a5¢-22-51

harbor/unica/cdp-rts-ms/cdp-rts-ms
1.0.47-DEPLOY-eleef@81-18-81

harbor/unica/hbr-cdp-web-app
1.0.510-DEPLOY-e19a98ad-81-437

@heby @

harbor
unica/cdp-psql-api

Configure & Deploy

Deployed at

20 days ago H

3. In the YAML section, update the ConfigMap using below details, and deploy the charts.

Preset Values.
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Discover / unica/cdp-psql-api v @ Help v o
& YAML | Manifest output & Comparevalues  [3 README
-~ 1 configMaps: F
App Name * 2 enabled: - false
3 maps: []
cdp-psal-api 4 configSecrets:
5 enabled: false
Project * 6 secrets: []
S o 7 ContainerPort:
8 - envoyPort: 8799
9 idleTimeout: 1800s
Deploy to environment *
10 name: app
cdp-dev-app > 11 port: 8080
12 servicePort: 80
© Charts from container registries can be it supportstreaning: false
14 useHTTP2: false
deployed via helm only. 15 Envvarisbles:
Chart Version 16 - name: JAVA OPTS
17 value: -Xmx1900m -Xms80@m -XX:+ExitonoutOfMemoryError -XX:+UseConcMarkSweepGC -XX:+CMSClassUnloadingEnabled
1.0.84-DEPLOY-aceea6fd-25-103 v 18 -XX:+CMSScavengeBeforeRemark -XX:+DisableExplicitGe
19  EnwariablesFromConfigMapKeys: []
Chart Values 20 EnwariablesFromFieldpath: []

21 EnwariablesFromsecretkeys: []

Defa... (1.0.84-DEPLOY-aceea6f4-25- K
v 22 GracePeriod: 30

103) .
23 LivenessProbe:
24 path: ™"
25 command: []
2 | failureThreshold: 3

27 grpc: {}
28 httpHeaders: []

29 initialbelaySeconds: 20
30 periodseconds: 10

31 port: sese

32 scheme: "

33 successThreshold: 1

2 [ten: falea

< Deploy Chart

Helm Apps / cdp-psql-api @Hepv @

Overview App Details &8 Configure Deployment history

b .
} €D cdp-dev-app L2 @ urls  uf ScaleWorkloads
Application Status @ :) Config apply status @ ° Last updated Chart used @ &
Progressing Deployed 20 Days Ago cdp-psql-api
Details The release has been pushed to Kuber... by admin Details Version 1.0.84-D...[) Notes.txt
@ KssResources 7 LogAnalyzer
All(6) O Progressing (2) | ¥ Healthy (2)
¥  Workloads Pod (1)
1 healthy
Deployment
~ Pod Name Ready Restarts Age
cdp-psql-api cdp-psql-api @ | Logs Terminal Events Manifest .
s L . ZZ‘SG s O L% n 1633 6d2h H
ReplicaSet -
» Networking

Deploying CDP S3 Sink Connector

This section provides detailed instructions on how to deploy HCL CDP S3 Sink Connector using the Devtron in the OpenShift.
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Prerequisites:

Make sure to create a s2-sink-connector secret with required data in the HashiCorp vault before deploying the CDP S3 Sink

Connector.

secrets / cdp S3-sink-connector

S3-sink-connector

Vault

Secret Metadata Paths  Version History
Dashboard

@ JSON Delete  Destroy Copy v Version2 v Create new version +

Secrets Engines

Secrets Sync |Enterprise Version 2 created Jul 02, 2024 12:15 PM

Access Version data Reveal values [
Policies

Tools

Monitoring

Client Count

Accessibility ) © 2024 HashiCorp

Vault 1161  Upgrade to Vault Enterprise ~ Documentation  Supp:

©
o
v
nl
5
a
|m

To create the s2-sink-connector secret in the HashiCorp Vault, follow the steps below:

1. Create a s2-sink-connector secret sample key and value in the s2-sink-connector secret, and update ConfigMaps data
with actual values.

"CONNECT_BOOTSTRAP_SERVERS": <CONNECT_BOOTSTRAP_SERVERS>,
"CONNECT_CONSUMER_SASL_JAAS_CONFIG": <CONNECT_CONSUMER_SASL_JAAS_CONFIG>,
"CONNECT_CONSUMER_SASL_MECHANISM": <CONNECT_CONSUMER_SASL_MECHANISM>,
"CONNECT_CONSUMER_SECURITY_PROTOCOL": <CONNECT_CONSUMER_SECURITY_PROTOCOL>,
"CONNECT_PRODUCER_SASL_JAAS_CONFIG": <CONNECT_PRODUCER_SASL_JAAS_CONFIG>,
"CONNECT_PRODUCER_SASL_MECHANISM": <CONNECT_PRODUCER_SASL_MECHANISM>,
"CONNECT_PRODUCER_SECURITY_PROTOCOL": <CONNECT_PRODUCER_SECURITY_PROTOCOL>,
"CONNECT_SASL_JAAS_CONFIG": <CONNECT_SASL_JAAS_CONFIG>,
"CONNECT_SASL_MECHANISM": <CONNECT_SASL_MECHANISM>,
"CONNECT_SECURITY_PROTOCOL": <CONNECT_SECURITY_PROTOCOL>

Deploying CDP S3 Sink Connector

To deploy the CDP S3 Sink Connector, follow the steps below:
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1. Navigate to the Devtron Chart Store, and select the cdp-psql-api chart to deploy.

+

) nginx-ingress

FILTERS

(J show deprecated charts

Chart Store 9 source
Q_ search charts
VIEW AS harbor p-dash dash-i... har p-diapi
1.0.67-DEPLOY-95689696-11-90 1.0.518-DEPLOY-446fb963-17-442
88 Grid 8 List

harl i dmp-sst-api/cdp-dh

@heby @

1.0.287-DEPLOY-7268921a-26-129

har|

p-s..

har i p-dmp-sst/cdp-dmp-sst

1.0.317-DEPLOY-7268921a-12-130

har k- tor...

CHART SOURCE ~
harbor p-dmp-sst-maps/cdp-dm... har
Add chart source 1.0.48-DEPLOY-416173f5-13-35
[7) autoscaler

() bitnami

() default-chartmuseum

p- p

1.0.179-DEPLOY-71246F75-10-165

devtron
elastic
harbor p-pixel p-pixel... har
external-secrets 1.0.315-DEPLOY-99277a45-20-327
fluent
harbor Add charts to deploy
) jetstack Z 0+
) kedacore

) metrics-server

ink:

I
p-psql-api

1.0.84-DEPLOY-aceea64-25-103

b dp-web.

harbor P har

1.0.202-DEPLOY-5362£846-23-137

) prometheus-community

) unidev-cer v

Discover / unica/cdp-s3-sink-connector/cdp-s3-sink-connector v

About

Description
Home

Read more v

[g README.md
chart version (v1.0.202-DEPLOY-536af846-23-137)

Deployments

App name App Status Environment

cdp-s3-sink-connector o- cdp-dev-app

p- pp/cdp: PP

1.0.619-DEPLOY-920929b1-81-546

Deployed By

admin

1.0.650-DEPLOY-88a59d5a-90-575

harbor/unica/cdp-rts/cdp-rts
1.0.410-DEPLOY-5dd@d524-15-348

harbor/unica/hbr-cdp-core-api
1.0.625-DEPLOY-b4d957d2-92-555

Deployed at

20 days ago

3. In the YAML section, update the ConfigMap using below details, and deploy the charts.

CONNECT_CONFIG_STORAGE_REPLICATION_FACTOR:

non

CONNECT_CONFIG_STORAGE_TOPIC: _s3-sink-connect-configs

CONNECT_CONNECTIONS_MAX_IDLE_MS:
CONNECT_GROUP_ID:

Il_l"
s3-sink-connect

CONNECT_KEY_CONVERTER: org.apache.kafka.connect.storage.StringConverter
CONNECT_LISTENERS: http://0.0.0.0:8083

1.0.39-DEPLOY-9b451a5¢-22-51

harbor/unica/cdp-rts-ms/cdp-rts-ms
1.0.47-DEPLOY-eleef@81-18-81

harbor/unica/hbr-cdp-web-app
1.0.510-DEPLOY-219a98ad-81-437

@heby @

harbor
unica/cdp-s3-sink-connector/cdp-
s3-sink-connector

Configure & Deploy

Preset Values
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CONNECT_LOG4J_APPENDER_STDOUT_LAYOUT_CONVERSIONPATTERN: '[%d] %p %X{connector.context}%m
%c:%L)%n"'

CONNECT_LOG4J_LOGGERS: org.apache.kafka.connect.runtime.rest=WARN,org.reflections=ERROR

CONNECT_LOG4J_ROOT_LOGLEVEL: INFO

CONNECT_OFFSET_STORAGE_REPLICATION_FACTOR: "2"

CONNECT_OFFSET_STORAGE_TOPIC: _s3-sink-connect-offsets

CONNECT_PLUGIN_PATH: /usr/share/java,/usr/share/confluent-hub-components

CONNECT_REPLICATION_FACTOR: "2"

CONNECT_REQUEST_TIMEOUT_MS: "20000"

CONNECT_RETRY_BACKOFF_MS: "500"

CONNECT_SSL_ENDPOINT_IDENTIFICATION_ALGORITHM: https

CONNECT_STATUS_STORAGE_REPLICATION_FACTOR: "2"

CONNECT_STATUS_STORAGE_TOPIC: _s3-sink-connect-status

CONNECT_VALUE_CONVERTER: 1do.confluent.connect.avro.AvroConverter

CONNECT_VALUE_CONVERTER_BASIC_AUTH_CREDENTIALS_SOURCE: USER_INFO

CONNECT_VALUE_CONVERTER_SCHEMA_REGISTRY_BASIC_AUTH_USER_INFO: ""

CONNECT_VALUE_CONVERTER_SCHEMA_REGISTRY_URL: https://aws.confluent.cloud

CONNECT_VALUE_CONVERTER_SCHEMAS_ENABLE: "true"

Deploy Chart

Discover / unica/cdp-s3-sink-connector/cdp-s3-sink-connector v @ Help v o
© YAML | Manifest output & Comparevalues  [3) README
1 ConfigMaps:
App Name * 2 enabled: true
3 maps: =
cdp-s3-sink-connector 4 _ data:
5 CONNECT_CONFIG_STORAGE_REPLICATION FACTOR: "2"
Project * 6 CONNECT_CONFIG_STORAGE_TOPIC: _s3-sink-connect-configs
S o 7 CONNECT_CONNECTIONS_MAX_IDLE_MS: "-1"
8 CONNECT_GROUP_ID: s3-sink-connect
9 CONNECT_KEY_CONVERTER: org.apache.kafka.connect.storage.StringConverter
Deploy to environment *
10 CONNECT_LISTENERS: http://0.0.0.0:8083
[ @t © 11 CONNECT_LOG4J_APPENDER_STDOUT_LAYOUT_CONVERSIONPATTERN: '[%d] %p %X{connector.context}%m
12 (%c:%L)%n"
13 CONNECT_LOG4J_LOGGERS: org.apache.kafka.connect.runtime. rest=WARN,org. reflections=ERROR
© Charts from container registries can be
14 CONNECT_LOG4J_ROOT_LOGLEVEL: INFO
deployed via helm only. 15 CONNECT_OFFSET_STORAGE_REPLICATION FACTOR: "2"
Chart Version 16 CONNECT_OFFSET_STORAGE_TOPIC: _s3-sink-connect-offsets
17 CONNECT_PLUGIN_PATH: /usr/share/java,/usr/share/confluent-hub-components
1.0.202-DEPLOY-536af846-23-137 18 CONNECT_REPLICATION_FACTOR: "2"
19 CONNECT_REQUEST_TIMEOUT Ms: "
Chart Values 20 CONNECT_RETRY_BACKOFF_MS: "500"
Def..  (1.0.202.DEPLOY-536af846- 21 CONNECT_SSL_ENDPOINT_IDENTIFICATION ALGORITHM: https
BER) v 2 CONNECT_STATUS_STORAGE_REPLICATION FACTOR: "2"
23 CONNECT_STATUS_STORAGE_TOPIC: _s3-sink-connect-status
24 CONNECT_VALUE_CONVERTER: io.confluent.connect.avro.AvroConverter
25 CONNECT_VALUE_CONVERTER_BASIC_AUTH_CREDENTIALS_SOURCE: USER_INFO
26 CONNECT_VALUE_CONVERTER_SCHEMA REGISTRY_BASIC_AUTH_USER_INFO: "*
27 CONNECT_VALUE_CONVERTER_SCHEMA_REGISTRY_ URL: https://aws.confluent.cloud
28 CONNECT_VALUE_CONVERTER_SCHEMAS_ENABLE: “true”
29 esoSecretData: {}
30 external: false
31 externalType: ™"
32 filePermission: "
33 mountPath: "
2 name: cdn-<2-<ink-connactor
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4. On successful deployment, validate the deployment as shown below.

Helm Apps / cdp-s3-sink-connector @Hepv @
Overview App Details &3 Configure Deployment history
dp-d Wk o t
| ENV cdp pp 2y & urls 11 Scale Workloads
Application Status @ * Config apply status @ ° Last updated 9 Chart used @ &
Healthy Deployed 20 Days Ago cdp-s3-sink-connector
Details The release has been pushed to Kuber. by admin Details Version 1.0.202-... [ Notes.txt
@ KssResources 7 LogAnalyzer
All7) ¥ Healthy (4)
¥  Workloads Pod (1)
1 healthy
Deployment
~ Pod Name Ready Restarts Age
cdp-s3-sink-connector cdp-s3-sink-connector- @ Logs
’ N ")*m\' O (%8 ”n 0 6d 16h
ReplicaSet Jne
» Networking

» Config & Storage

Deploying CDP Mongo Sink Connector

This section provides detailed instructions on how to deploy HCL CDP Mongo Sink Connector using the Devtron in the

OpenShift.

Prerequisites:
Make sure to create the mongo-sink-connector secret with required data in the HashiCorp vault before deploying the CDP

Mongo Sink Connector.
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secrets / cdp / mongo-sink-connector

mongo-sink-connector
Vault

Secret Metadata Paths  Version History
Dashboard

SerEsEETS @ JSON Delete  Destroy Copy v Version1 v Create new version +
Secrets Sync |Enterprise Version 1 created Jun 27, 2024 09:24 AM
Access Version data Reveal values =4

Policies

Tools

Y ring

Client Count

Vault 1161  Upgrade to Vault Enterprise ~ Documentation ~ Support ~ Jlerms — Privacy  Security — Accessibility @ © 2024 HashiCorp

To create the mongo-sink-connector secret in the HashiCorp Vault, follow the steps below:

1. Create a mongo-sink-connector secret sample key and value in the mongo-sink-connector secret, and update
ConfigMaps data with actual values.

{
"CONNECT_BOOTSTRAP_SERVERS": <CONNECT_BOOTSTRAP_SERVERS>,
"CONNECT_CONSUMER_SASL_JAAS_CONFIG": <CONNECT_CONSUMER_SASL_JAAS_CONFIG>,
"CONNECT_CONSUMER_SASL_MECHANISM": <CONNECT_CONSUMER_SASL_MECHANISM>,
""CONNECT_CONSUMER_SECURITY_PROTOCOL": <CONNECT_CONSUMER_SECURITY_PROTOCOL>,
"CONNECT_PRODUCER_SASL_JAAS_CONFIG": <CONNECT_PRODUCER_SASL_JAAS_CONFIG>,
"CONNECT_PRODUCER_SASL_MECHANISM": <CONNECT_PRODUCER_SASL_MECHANISM>,
"CONNECT_PRODUCER_SECURITY_PROTOCOL": <CONNECT_PRODUCER_SECURITY_PROTOCOL>,
"CONNECT_SASL_JAAS_CONFIG": <CONNECT_SASL_JAAS_CONFIG>,
"CONNECT_SASL_MECHANISM": <CONNECT_SASL_MECHANISM>,
"CONNECT_SECURITY_PROTOCOL": <CONNECT_SECURITY_PROTOCOL>

Deploying CDP Mongo Sink Connector

To deploy the CDP Mongo Sink Connector, follow the steps below:

145



146

HCL CDP v12.1.10 OpenShift Platform Installation Guide

FILTERS

(J show deprecated charts

CHART SOURCE ~

harbor

Chart Store 9 source
Q_ Search charts
VIEW AS = harbor p-dash dashi... har diapi
1.0.67-DEPLOY-95689696-11-90 1.0.518-DEPLOY-446fb963-17-442
88 Grid S List

harl i p-dmp-sst-api/cdp-d

1. Navigate to the Devtron Chart Store, and select the cdp-mongo-sink-connector chart to deploy.

@heby @

har

1.0.287-DEPLOY-7268921a-26-129

har|

p-s..

dmp-sst/cdp-dmp-sst
p-dmp p-dmp

1.0.317-DEPLOY-7268921a-12-130

Add charts to deploy

-0+

har k- tor...

d t dp-d
p p-dm...

+ Add chart source 1.0.45-06PLOY-21617375-13-35
[7) autoscaler

() bitnami

() default-chartmuseum

() devtron

() elastic

harbor I l...

Ji I
p- p
1.0.179-DEPLOY-71246F75-10-165

p-pi
1.0.315-DEPLOY-99277a45-20-327

() external-secrets
() fluent
harbor
) jetstack

) kedacore

) metrics-server
ink

har p-psql-ap

1.0.84-DEPLOY-aceea64-25-103

b dp-web.

harbor

) nginx-ingress 1.8.202-DEPLOY-536aF846-23-137

) prometheus-community

) unidev-cer -

About

Description
Home

Read more v

[g README.md
chart version (v1.0.39-DEPLOY-9b451a5¢-22-51)

Deployments

App name App Status

cdp-mongo-sink-connector ® -

CONNECT_CONFIG_STORAGE_REPLICATION_FACTOR:

Environment

har p- pp/cdp- PP

1.0.619-DEPLOY-9e09e9b1-81-546

2. Now, configure and deploy the CDP Mongo Sink Connector.

Discover / unica/cdp-mongo-sink-connector/cdp-mongo-sink-connector

Deployed By

cdp-dev-app admin

non

CONNECT_CONFIG_STORAGE_TOPIC: _kafka-segdb-connect-configs

CONNECT_GROUP_ID: kafka-segdb-connect

1.0.650-DEPLOY-88a59d5a-90-575

harbor/unica/cdp-rts/cdp-rts
1.0.410-DEPLOY-5dd@d524-15-348

harbor/unica/hbr-cdp-core-api
1.0.625-DEPLOY-b4d957d2-92-555

Deployed at

4days ago

3. In the YAML section, update the ConfigMap using below details, and deploy the charts.

CONNECT_KEY_CONVERTER: org.apache.kafka.connect.storage.StringConverter

CONNECT_LISTENERS: http://0.0.0.0:8083

CONNECT_LOG4J_APPENDER_STDOUT_LAYOUT_CONVERSIONPATTERN:

1.0.39-DEPLOY-9b451a5¢-22-51

harbor/unica/cdp-rts-ms/cdp-rts-ms
1.0.47-DEPLOY-eleef@81-18-81

harbor/unica/hbr-cdp-web-app
1.0.510-DEPLOY-e19a98ad-81-437

@rebv @

harbor
unica/cdp-mongo-sink-
connector/cdp-mongo-sink-
connector

Configure & Deploy

Preset Values

'[%d] %p %X{connector.context}%m
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%c:9%L)%n'
CONNECT_LOG4J_LOGGERS: org.apache.kafka.connect.runtime.rest=WARN,org.reflections=ERROR
CONNECT_LOG4J_ROOT_LOGLEVEL: INFO
CONNECT_OFFSET_STORAGE_REPLICATION_FACTOR: "2"
CONNECT_OFFSET_STORAGE_TOPIC: _kafka-segdb-connect-offsets
CONNECT_PLUGIN_PATH: /usr/share/java,/usr/share/confluent-hub-components
CONNECT_REPLICATION_FACTOR: "2"
CONNECT_REQUEST_TIMEOUT_MS: "20000"
CONNECT_RETRY_BACKOFF_MS: "500"
CONNECT_SSL_ENDPOINT_IDENTIFICATION_ALGORITHM: https
CONNECT_STATUS_STORAGE_REPLICATION_FACTOR: "2"
CONNECT_STATUS_STORAGE_TOPIC: _kafka-segdb-connect-status
CONNECT_VALUE_CONVERTER: 1do.confluent.connect.avro.AvroConverter
CONNECT_VALUE_CONVERTER_BASIC_AUTH_CREDENTIALS_SOURCE: USER_INFO
CONNECT_VALUE_CONVERTER_SCHEMA_REGISTRY_BASIC_AUTH_USER_INFO: ""
CONNECT_VALUE_CONVERTER_SCHEMA_REGISTRY_URL: https://aws.confluent.cloud
CONNECT_VALUE_CONVERTER_SCHEMAS_ENABLE: "true"

Deploy Chart

Discover / unica/cdp-mongo-sink-connector/cdp-mongo-sink-connector @ Help v o
& YAML | Manifest output 5 Comparevalues [ README
1 ConfigMaps:
App Name * 2 enabled: true
3 maps: =
cdp-mongo-sink-connector 4 _ data:
5 CONNECT_CONFIG_STORAGE_REPLICATION FACTOR: "2"
Project * 6 CONNECT_CONFIG_STORAGE_TOPIC: _kafka-segdb-connect-configs
7 CONNECT_GROUP_ID: kafka-segdb-connect
cdp-dev-app v
8 CONNECT_KEY_CONVERTER: org.apache.kafka.connect.storage.StringConverter
9 CONNECT_LISTENERS: http://0.0.0.0:8083
Deploy to environment * s , o .
10 CONNECT_LOG4J_APPENDER_STDOUT_LAYOUT_CONVERSIONPATTERN: '[%d] %p %X{connector.context}%m
[ e > 1 (e:%0)%n’
12 CONNECT_LOG4J_LOGGERS: org.apache.kafka.connect.runtime.rest=WARN,org. reflections=ERROR
13 CONNECT_LOG4J_ROOT_LOGLEVEL: INFO
© Charts from container registries can be - by o
14 CONNECT_OFFSET_STORAGE_REPLICATION FACTOR: "2
deployed via helm only. 15 CONNECT_OFFSET_STORAGE_TOPTC: _kafka-segdb-connect-offsets
Chart Version 16 CONNECT_PLUGIN_PATH: /usr/share/java,/usr/share/confluent-hub-components
17 CONNECT_REPLICATION_FACTOR
1.0.39-DEPLOY-9b451a5¢-22-51 v 18 CONNECT_REQUEST_TIMEOUT Ms 000"
19 CONNECT_RETRY_BACKOFF_MS: "500"
Chart Values 20 CONNECT_SSL_ENDPOINT_IDENTIFICATION ALGORITHM: https
Defa... (1.0.39-DEPLOY-9h45 15c.22- 21 CONNECT_STATUS_STORAGE_REPLICATION FACTOR: "2"
. v 22 CONNECT_STATUS_STORAGE_TOPIC: _kafka-segdb-connect-status
23 CONNECT_VALUE_CONVERTER: 1io.confluent.connect.avro.AvroConverter
24 CONNECT_VALUE_CONVERTER_BASIC_AUTH CREDENTIALS SOURCE: USER_INFO
25 CONNECT_VALUE_CONVERTER_SCHEMA REGISTRY_BASIC_AUTH_USER_INFO: "*
26 CONNECT_VALUE_CONVERTER_SCHEMA_REGISTRY_ URL: https://aws.confluent.cloud
27 CONNECT_VALUE_CONVERTER_SCHEMAS_ENABLE: "true”
28 esoSecretData: {}
29 external: false
30 externalType: ""
31 filePermission: "
32 mountPath: "
33 name: cdp-mongo-sink-connector
2 rolearn: "
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4. On successful deployment, validate the deployment as shown below.

Overview App Details

-

Details

& K8sResources

All (7) ¥ Healthy (4)

Workloads

Deployment

¥ Pod
cdp-mongo-sink-connector

ReplicaSet

Networking

Config & Storage

7Q Log Analyzer

Helm Apps / cdp-mongo-sink-connector

@ Configure Deployment history

i do-d Ty
ENV cdp pp it
Application Status @ ¢ Config apply status @ °
Healthy Deployed

The release has been pushed to Kuber..

Pod (1)
1 healthy

Name

) cdp-mongo-sink-connector-

RUNNING

Deploying CDP KMS Service

This section provides detailed instructions on how to deploy HCL CDP KMS Service using the Devtron in the OpenShift.

Prerequisites:

Last updated 2

4Days Ago

by admin Details
© | Logs

Chartused @ ey

cdp-mongo-sink-connect

Version 1.0.39-D... ) Notes.txt

Ready

n

Restarts

0

& urls

Age

4d s5h

@Hepv @

41 Scale Workloads

Make sure to create the cdp-kms-service secret with required data in the HashiCorp vault before deploying the CDP KMS

Service.
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Secrets | CDP_Secrets | cdp-kms-service

cdp-kms-service
Vault

Secret Metadata Paths  Version History
Dashboard
= } -

oS @ JSON Delete  Destroy Copy v Version2 v Create new version +
Access Version 2 created Jul 29, 2024 03:13 PM
Policies Version data Reveal values &

Tools

Monitoring

Client Count

xxn
VAULT_ENDPOINT":

_ NDPOINT_TO
MS_IMPLEMEN x

Vault 1172  Upgradeto Vault Enterprise  Documentation S Terms Privacy  Security  Accessibilty ) © 2024 HashiCorp

[
k<t

To create the cdp-kms-service secret in the HashiCorp Vault, follow the steps below:

1. Create a cdp-kms-service secret sample key and value in the cdp-kms-service secret, and update ConfigMaps data

with actual values.

"CAMPAIGN_DEFAULT_TTL": "21600",

"DbDriver": "<DbDriver>",

"DbPassword": "<DbPassword>",

"DbUrl": "<Dburl>",

"DbUsername'": "<DbUsername>",

"KMS_HASHICORPVAULT_ENDPOINT": "<KMS_HASHICORPVAULT_ENDPOINT>",
""KMS_HASHICORPVAULT_ENDPOINT_TOKEN": "<KMS_HASHICORPVAULT_ENDPOINT_TOKEN>",
"KMS_IMPLEMENTATION": "HashiCorpVault",

"awsRegions": "ap-south-1",

"supportedRegions": "apsl"

Deploying CDP KMS Service

To deploy the CDP KMS Service, follow the steps below:
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1. Navigate to the Devtron Chart Store, and select the cdp-kms-service chart to deploy.

ChartStore 9 source @heby @

Q_ Search charts

VIEW AS harbor p-dash dash-i... har p-dliapi harbor/unica/cdp-dmp-sst-api/cdp-dmp-s.. har

1.0.67-DEPLOY-95689696-11-90 1.0.518-DEPLOY-446Fb963-17-442 1.0.287-DEPLOY-7268921a-26-129 1.0.317-DEPLOY-7268921a-12-130

d t/cdp-d t
P p-dmp

88 Grid S List

FILTERS Add charts to deploy

() Show deprecated charts -0 +

CHART SOURCE ~
dmp-sst. dp-dm... har li live-ev... har i har i k tor...

p- p p p p
1.0.179-DEPLOY-71246F75-10-165 1.0.650-DEPLOY-88a59d5a-90-575 1.0.39-DEPLOY-9b451a5¢-22-51

harbor

P P
Add chart source 1.0.48-DEPLOY-41b173f5-13-35

+

) autoscaler

bitnami

) default-chartmuseum
devtron

elastic

harbor I l...

p-pi har p-psql harbor/unica/cdp-rts/cdp-rts harbor/unica/cdp-rts-ms/cdp-rts-ms

(J external-secrets 1.0.315-DEPLOY-99277a45-20-327 1.0.SA—DEPLUVVac:e:EF:—ZSV103 1.0.410-DEPLOY-5dded524-15-348 1.0.47-DEPLOY-eleefo81-18-81
() fluent

harbor

) jetstack

kedacore

metrics-server

harbor p-s3-sink har p-web-app/cdp-web-app harbor/unica/hbr-cdp-core-api harbor/unica/hbr-cdp-web-app
nginx-ingress 1.0.202-DEPLOY-536a846-23-137 1.0.619-DEPLOY-9¢09e0b1-81-546 1.0.625-DEPLOY-b4d957d2-92-555 1.0.518-DEPLOY-e19a98ad-81-437

() prometheus-community

unidev-cer - -

Discover / unica/cdp-kms-service v @heby @

About

Description
AHelm chart for Kubernetes harbor-repo
unica/cdp-kms-service

Configure & Deploy

Preset Values.

Home

Read more v

[g README.md
chart version (v1.0.962-DEPLOY-3fe4b534-110-851)

Deployments

App name App Status Environment Deployed By Deployed at

cdp-kms-service o - openshift admin 18 hours ago

3. In the YAML section, update the ConfigMap using below details, and deploy the charts.
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Helm Apps / cdp-kms-service

Overview App Details 3 Configure

& YAML  Manifest output

Project

cdp-dev-app &

Environment

openshift
Helm Chart Refetch Charts
harbor-repo/cdp-kms-service v

Chart Version

1.0.962-DEPLOY-3fedb534-110-851 v

Chart Values

(1.0.962-DEPLOY-
3fedb534-110-851)

cdp-kms-..

Delete Application

Helm Apps / cdp-kms-service
Overview App Details 3 Configure

——@)——— openshift

Application Status @) Lo
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Deployment history

configMaps:
enabled: false
maps: []
ConfigSecrets:
enabled: false
secrets: []
ContainerPort:
- envoyPort: 8000
idleTimeout: 1800s
name: app
port: 8080
servicePort: 80
supportstreaming: false
useHTTP2: false
Enwariables:
- name: JAVA OPTS
value: -Xmx1800m -Xms1000m
- name: JAVA_TOOL_OPTIONS
value: -Dlogaj.configuration=file:/diski/kms-service/logaj2.xml
EnvvariablesFromConfigMapKeys: []
EnvwariablesFromFieldpath: []
EnvwariablesFromsecretkeys: []
GracePeriod: 30
LivenessProbe:
Path: ™"
command: []
failureThreshold: 3
grpe: {}
httpHeaders: []
initialbelaySeconds: 20
periodseconds: 10
port: 8080

Deployment history

Config apply status @

Chartused @ el

° Last updated D

Healthy Deployed 18 Hours Ago cdp-kms-service
Details The release has been pushed to Kuber... by admin Details Version 1.0.962-... [ Notes.txt
@ KssResources 7 LogAnalyzer
All (9) ¥ Healthy (7)
~ Workloads Pod (1)
1 healthy
Deployment
~ Pod Name Ready
cdp-kms-service ) cdp-kms-service- ©  Logs "
ReplicaSet RUNNING
» Networking

Cluster: default_cluster | Namespace: cdp-dev-app > & All resources | B Cluster terminal

Deploying CDP Mongo Connector Sink Job

This section provides detailed instructions on how to deploy HCL CDP Mongo Connector Sink Job using the Devtron in the

OpensShift.

S Compare values

& urls
Restarts. Age
0 17h

@Hepvy @

Update And Deploy

@Hepvy @

4t Scale Workloads

@ README
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Creating custom app

1. In the devtron console, select Applications, and click Create > Custom app.

Applications @heby @

= Custom a

Q_ search by app name Projects ~ Environment ~ duser = | T PP
Connect a git repository to deploy
a custom application

Devtron Apps  Helm Apps

% From Chart store

> APPNAME ENVIRONMENT @ CLUSTER NAMESPACE LAST DEPLOYED AT % Deploy apps using third party helm

charts (eg. prometheus, redis etc.)
@  mongo-sink-connector-job cdp-dev-app default_cluster cdp-dev-app 7 hours ago

&l Job
bs all | and aut ted

&  mongo-sink-connector-job-1 cdp-dev-app default_cluster cdp-dev-app Jobs allow manual and automate

execution of developer actions.
@  s3-sink-connector-job cdp-dev-app default_cluster cdp-dev-app 6 hours ago

2. In the Create Application section, enter application name as "mongo-sink-connector-job" and select a Project to store
the application.

Create application X

App Name *
mongo-sink-connector-job-1

© appsare not env to deploy to multiple environments.

Description

mongo-sink-connector-job

@ Create from scratch Clone existing application
Project *

cdp-dev-app

Tags 9 Propagate tags @
+ Add tag
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3. Click Create App to create the application. Now, click App Configuration tab, and update source code repositories for
the application.

Devtron Apps / mongo-sink-connector-job-1 v = 1/1 Environments @ Helpv o

Overview App Details Build & Deploy Build History ~Deployment History Deployment Metrics 3 App Configuration

Git Repository Git Repositories

Build Configuration Manage source code repositories for this application. Learn more

Base Deployment Template

Workflow Editor + Add Git Repository
ConfigMaps
Secrets o .
Edit Git Repository ~

External Links Git Account * Git Repo URL* (use ssh)

iuthub01 it@github01.hclpnp.com:HCL-CDP/event-processor.git
ENVIRONMENT OVERRIDES O« sree one i &
> cdp-dev-app ) Exclude specific file/folder in this repo

Set clone directory @
Eg. If your app needs code from multiple git repositories for CI

/ |

Pull submodules recursively @
Use this to pull submodules recursively while building the code

Delete Application

Building custom app

After successfully creating the custom app, build the custom app with docker image, and configure a workflow for the
custom app.
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1. In the Devtron Apps page, click Build Configurations. In the App Configuration tab, select | have a Dockerfile option

and update the dockerfile path.

Git Repository
Build Configuration

Base Deployment Template
Workflow Editor
ConfigMaps

Secrets

External Links

ENVIRONMENT OVERRIDES

> cdp-dev-app

Delete Application

Devtron Apps / mongo-sink-connector-job-1 v

= 1/1 Environments

Overview App Details Build & Deploy  Build History Deployment History Deployment Metrics ¢ App Configuration

Build Configuration

Store container image at
Container Registry * Container Repository (desired format: repo-name)

cdp-dev cdp-mongo-sink-connector

@Hepvy @

O View documentation

@ Overrides: Container registry & docker file location for build pipelines can be overriden. Take me there

How do you want to build the container image?
+ Create Dockerfile
Select from available templates and
create a Dockerfile.

[® 1have a Dockerfile
Requires a Dockerfile, gives full control
of the build process.

Select repository containing Dockerfile Dockerfile Path (Relative) *

S Build without Dockerfile
Uses buildpack to build container
image

€) event-processor /| Dockerfile|

> Set Build context @

Advanced options
Set target platform for build, Docker build arguments

Save & Next —>

2. Click Save & Next, and in the Base Deployment Template section, update chart type and Mongo Connector Sink URLs

in the base deployment template as shown below.

Deployment Template

ContainerPort:

- envoyPort: 8799
idleTimeout: 1800s
name: app
port: 8080
servicePort: 80
supportStreaming: true
useHTTP2: true

EnvVariables: []
GracePeriod: 30
MaxSurge: 1
MaxUnavailable: 0
MinReadySeconds: 60

Spec:

Affinity:
Key: null
Values: nodes
key: ""

args:

enabled: true

value:

- /bin/sh
= =€
- >

until $(curl --output /dev/null --silent --head --fail
http://cdp-mongo-sink-connector-service.cdp-dev-app.svc.cluster.local:80);
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do
echo "Waiting for Kafka Connect API..."
sleep 5

done

echo "Posting Kafka Connect configuration..."

curl -X POST -H "Content-Type: application/json" --data @/data/${APP_NAME}
http://cdp-mongo-sink-connector-service.cdp-dev-app.svc.cluster.local:80/connectors
command:
enabled: false
value: []
containerSecurityContext:
allowPrivilegeEscalation: false
containers: []
cronjobConfigs:
concurrencyPolicy: Allow
failedJobsHistoryLimit: 1
restartPolicy: OnFailure
schedule: "% * *x x x"
startingDeadlineSeconds: 100
successfulJobsHistoryLimit: 3
suspend: false
ephemeralContainers: []
image:
pullPolicy: IfNotPresent
imagePullSecrets: []
initContainers: []
jobConfigs:
activeDeadlineSeconds: 100
backoffLimit: 5
completions: 1
parallelism: 1
suspend: false
kedaAutoscaling:
envSourceContainerName: ""
failedJobsHistoryLimit: 5
maxReplicaCount: 2
minReplicaCount: 1
pollingInterval: 30
rolloutStrategy: default
scalingStrategy:
customScalingQueuelLengthDeduction: 1
customScalingRunningJobPercentage: "0.5"
multipleScalersCalculation: max
pendingPodConditions:
- Ready
- PodScheduled
- AnyOtherCustomPodCondition
strategy: custom
successfulJobsHistoryLimit: 5
triggerAuthentication:
enabled: false
name: ""
spec: {}
triggers:
- authenticationRef: {}
metadata:
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host: RabbitMgHost
queuelLength: "5"
queueName: hello
type: rabbitmqg
kind: Job

pauseForSecondsBeforeSwitchActive:

podAnnotations: {}
podLabels: {}
podSecurityContext: {}
prometheus:
release: monitoring
rawYaml: []
readinessGates: []
resources:
Timits:
cpu: "0.05"
memory: 50Mi
requests:
cpu: "@.01"
memory: 10Mi
secret:
data: {}
enabled: false
server:
deployment:
image: ""
image_tag: 1-95af053
service:
annotations: {}
enabled: false
type: ClusterIP
servicemonitor:
additionalLabels: {}
setHostnameAsFQDN: false
shareProcessNamespace: false
tolerations: []
topologySpreadConstraints: []
volumeMounts: []
volumes: []

waitForSecondsBeforeScalingDown: 30

30



2/4 Completed

Base Deployment Template
Need help?

Git Repository

Build Configuration

Base Deployment Template

Workflow Editor (5]
ConfigMaps 6]
Secrets (5]

External Links

Delete Application
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Devtron Apps / mongo-sink-connector-job-1 v = 0/0 Environments

Overview App Details Build & Deploy  Build History ~Deployment History Deployment Metrics 3 App Configuration

[ Values 5 Compare Values

Chart type: Job & Cronjob A Chartversion: 1.5.0 v

& Charttyp Deployment | Recommended

22
23
24
25
26
27
28

= Creates a deployment that runs multiple replicas of your
- application and automatically replaces any instances that fail or

- become unresponsive. Learn more sleep 600

comma

€na jop & Cronjob

val
conta This chart deploys Job & Cronjob. A Job s a controller object

411 thatrepresents a finite task and Cronjob is used to schedule

creation of Jobs. Learn more

conta
cronj

con Rollout Deployment
fai This chart deploys an advanced version of deployment that
res supports Blue/Green and Canary deployments. For functioning,
sch it requires a rollout controller to run inside the cluster. Learn

sta more

suc

suspend: talse
ephemeralContainers: []
image:

pullpolicy: IfNotPresent
imagePullsecrets: []
initcontainers: []
jobConfigs:

activeDeadlineSeconds: 10@

backoffLimit: 5

completions: 2

parallelism: 1

suspend: false

@Hepvy @

Save & Next —>

3. Click Save & Next. In the Workflow Editor section, add new workflow, and select the Deploy Image from External

Source option.

4. Configure required parameters, and click Create pipeline at the right bottom corner of the Deploy image from external

source section.

Select an image source
for new workflow

You can switch between image
sources later

%%

BUILD CONTAINER IMAGE

4z Build and Deploy from Source Code
#% Build container image from a Git repo and
deploy to an environment.

Linked Build Pipeline
Use image built by another build pipeline
within Devtron.

RECEIVE CONTAINER IMAGE

Deploy Image from External Service
Receive images from an external service
(eg. jenkins) and deploy to an
environment.

&

CREATE JOB PIPELINE

Create a Job
Create and trigger a job. Such as trigger
Jenkins build trigger
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Deploy image from external source

Deploy to environment
Environment * Namespace
devtron-demo devtron-demo

When do you want the pipeline to execute?

Automatic (® Manual

Deployment Strategy

Configure deployment preferences for this pipeline

ROLLING

@ Connecting to external Cl service: A webhook url and sample JSON will be generated after the pipeline is created

5. In the Workflow Editor, click Edit Workflow, and in the Webhook Details section, click the Auto Generate Token tab,

and copy the token details.
Webhook Details

@ Authentication via API token is required to allow requests from an external service.
Use API token with below permissions in the CURL request

Project Environment Application Role

cdp-dev-app devtron-demo mongo-sink-connector-job-1 Build and deploy
Select APl token  Auto-generate token

Token name

mongo-sink

Generated API token

©

Webhook URL ~ Sample cURL request ~ Try it out

htps://devtron.dev.hxed.now. hclsoftware.cloud/orchestrator/webhook/ext-ci/4 ©
Select metadata to send to Devtron. Sample JSON and cURL request will be generated accordingly.

© Container image tag Commit hash Commit message Author Date & time of commit
Request body
JSON  Schema

@

{

“dockerImage"

6. Now, click Try it out tab below the Auto-generate token section, and update api-token and dockerlmage details.
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7. Click Execute, and on successful execution, check the server response.

Webhook Details

ll:IE==!=ll Clear

Server response

Code

200

Description
OK
Response body
{
"code": 200,

"status™: "OK"
3

Response header

access-control-allow-headers : Accept, Content-Type, Content-Length, Accept-Encoding,

access-control-allow-methods : POST, GET, OPTIONS, PUT, DELETE
access-control-allow-origin : *

content-length : 26

content-type : application/json

date : Mon, 15 Jul 2024 12:39:22 GMT

Configuring and deploying custom app

1. Click Edit deployment pipeline, check the deployment stage of the workflow and click Update Pipeline.

1

Edit deployment pipeline

Pre-Deployment stage Deployment stage  Post-Deployment stage

Pipeline Name *

cd-35-b36r

Deploy to environment

Environment *

Namespace

v cdp-dev-app

When do you want the pipeline to execute?

Automatic

® Manual

Deployment Strategy @

g

Be

Custom image tag pattern
When enabled, generated image will use the custom defined tag pattern

Pull container image with image digest
When enabled, image will be pulled with image digest to ensure uniqueness of image.

Delete Pipeline

X-CSRF-Token, Authorization

+ Add Strategy

Update Pipeline

2. In the ConfigMaps section, under the App Configuration tab, update the app-config as shown below.

159



160

Devtron Apps / mongo-sink-connector-job

Overview App Details Build & Deploy Build History Dey

Git Repository
Build Configuration

Base Deployment Template
Workflow Editor
ConfigMaps

Secrets

External Links

ENVIRONMENT OVERRIDES

cdp-dev-app

"connection.uri":

HCL CDP v12.1.10 OpenShift Platform Installation Guide

= 1/1 Environments

ployment History ~ Deployment Metrics &3 App Configuration

[ app-config
Data type

Kubernetes ConfigMap

How do you want to use this ConfigMap?

(® Environment Variable Data Volume

Data* GUI YAML

@ GUIRecommended for multi-ine data

1 APP_NAME: sst-delete.json
2

@Hepvy @

i)
3. Similarly, update ConfigMaps for sst-connector as shown below.
sst-delete.json: >
{ "name": "del-segdb-connect-sst", "config": {
"connector.class": "com.mongodb.kafka.connect.MongoSinkConnector",
"document.id.strategy.overwrite.existing": "true",
"errors.log.include.messages": "true",
"mongo.errors.log.enable": "true",
"writemodel.strategy":
"com.mongodb.kafka.connect.sink.writemodel.strategy.DeleteOneBusinessKeyStrategy",
"tasks.max": "4",
"topics": "dmp_sst_rt_profile_delete",
"namespace.mapper.value.collection.field": "campaignId",
"collection": "profile",
"namespace.mapper": "com.mongodb.kafka.connect.sink.namespace.mapping.FieldPathNamespaceMapper",
"errors.deadletterqueue.context.headers.enable": "true",
"mongo.errors.tolerance": "all",
"database'": "segmentation",
"document.id.strategy": "com.mongodb.kafka.connect.sink.processor.id.strategy.PartialValueStrategy",
"document.id.strategy.partial.value.projection.list": "key",
"namespace.mapper.error.if.invalid": "false",
"errors.deadletterqueue.topic.name": "mongo_profile_delete_dlq",

"mongodb://segdbconnector:46WNWhr6gqXgm2JRmTdlyA==@puapsolahxcdmgodbs1001.hxcd.aws.hclsw.internal:51090,

"errors.tolerance": "all",

"name": "del-segdb-connect-sst",

"value.converter": "org.apache.kafka.connect.storage.StringConverter",
"document.id.strategy.partial.value.projection.type": "AllowList",
"post.processor.chain": "com.mongodb.kafka.connect.sink.processor.DocumentIdAdder",
"key.converter": "org.apache.kafka.connect.storage.StringConverter",

"transforms": "customTransformer",

puapsolbhxcdmgodbs1002.hxcd.aws.hclsw.internal:51090,puapsolahxcdmgodbs1003.hxcd.aws.hclsw.internal:5109
0, puapsolbhxcdmgodbs1004.hxcd.aws.hclsw.internal:51090/?replicaSet=cdprsg&authSource=admin",
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"transforms.customTransformer.type'":

"co.lemnisk.kafka.connect.transforms.MongoSinkTransformer$value"
}
})
sst-update.json: >

{ "name": "kafka-segdb-connect-sst", "config": {

"connector.class": "com.mongodb.kafka.connect.MongoSinkConnector",

"errors.log.include.messages": "true",

"mongo.errors.log.enable": "true",

"writemodel.strategy":
"com.mongodb.kafka.connect.sink.writemodel.strategy.ReplaceOneBusinessKeyStrategy",

"tasks.max": "12",
"namespace.mapper.value.collection.field": "campaignId",
"transforms": "customTransformer,tsConverter",

"transforms.customTransformer.type":
"co.lemnisk.kafka.connect.transforms.MongoSinkTransformers$value",

"transforms.tsConverter.type": "org.apache.kafka.connect.transforms.TimestampConverter$Value",

"transforms.tsConverter.field": "expts",

"transforms.tsConverter.target.type": "Date",

"transforms.tsConverter.format": "yyyy-MM-dd",

"errors.deadletterqueue.context.headers.enable": "true",

"mongo.errors.tolerance": "all",

"database'": "segmentation",

"document.id.strategy": "com.mongodb.kafka.connect.sink.processor.id.strategy.PartialValueStrategy",

"namespace.mapper.error.if.invalid": "false",

"document.id.strategy.partial.value.projection.type": "AllowList",

"value.converter": "org.apache.kafka.connect.storage.StringConverter",

"key.converter": "org.apache.kafka.connect.storage.StringConverter",

"document.id.strategy.overwrite.existing": "true",

"topics": "dmp_sst_profile",

"collection": "profile",

"namespace.mapper": "com.mongodb.kafka.connect.sink.namespace.mapping.FieldPathNamespaceMapper",

"document.id.strategy.partial.value.projection.list": "key_type,key",

"errors.deadletterqueue.topic.name": "mongo_profile_upsert_dlq",

"connection.uri":

"mongodb://segdbconnector:46WNWhr6gqXgm2JRmTdlyA==@puapsolahxcdmgodbs1001.hxcd.aws.hclsw.internal:51090,

puapsolbhxcdmgodbs1002.hxcd.aws.hclsw.internal:51090,puapsolahxcdmgodbs1003.hxcd.aws.hclsw.internal:5109
0, puapsolbhxcdmgodbs1004.hxcd.aws.hclsw.internal:51090/?replicaSet=cdprsg&authSource=admin",

"name": "kafka-segdb-connect-sst",

"value.converter.schemas.enable": "false",

"errors.tolerance": "all",

"post.processor.chain": "com.mongodb.kafka.connect.sink.processor.DocumentIdAdder"

}
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Devtron Apps / mongo-sink-connector-job v/ = 1/1 Environments @ Helpv o

Overview App Details Build & Deploy  Build History Deployment History Deployment Metrics 3 App Configuration

Git Repository B )

Build Configuration
Data type
Base Deployment Template

Kubernetes ConfigMap
Workflow Editor

ConfigMaps How do you want to use this ConfigMap?

Secrets Environment Variable (® Data Volume
Volume mount path *
External Links
Idata
@ Keys are mounted as files to volume
ENVIRONMENT OVERRIDES
Set SubPath (same as subPath for volume mount)

> cdp-dev-app Keys will be used as filename for subpath

Set File Permission (same as defaultMode for secrets in kubernetes)

Data* GUI YAML

@ GUI Recommended for multi-ine data.

#key: value
1 sst-delete.json: >
2 { "name": "del-segdb-connect-sst”, “config": {

3 “connector.class”: "com.mongodb.kafka. connect.MongoSinkConnector”,
4 "document. id.strategy.overwrite.existing": "true",

5 “errors.log.include.messages”
6

7

8

9

“mongo..errors. log.enable": “true”,
“writemodel.strategy”

“com.mongodb. kafka. connect. sink.uritemodel . strategy.DeleteOneBusinesskeyStrategy”,

"y

dmp_sst_rt_profile_delete”,

Devtron Apps / mongo-sink-connector-job v/ = 1/1 Environments @ Helpv o

Overview App Details Build & Deploy Build History Deployment History ~Deployment Metrics &8 App Configuration

wf-35-3cm
Webhook & Deploy: Rolling )
External source cdp-dev-app P24
@ succeeded / Details
2 Select Image
! »
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Deploy to cdp-dev-app

Select Image

@ Active on cdp-dev-app  Latest
latest. & Mon, 15 Jul 2024, 11:24 AM

Add tags/comment

Deploy: Last saved config v REVIEW

5. On successful deployment, the Pod is in completed status as shown below.

Devtron Apps / mongo-sink-connector-job v/ = 1/1 Environments

Overview App Details Build &Deploy ~Build History Deployment History ~Deployment Metrics &8 App Configuration

s
ENV. cdp-dev-app Hith

Application Status @ @ Deployment status (® z{
Healthy Succeeded
Details 7 hours ago by admin

|2 MONITORING  View metrics like CPU, memory, status codes 2xx, 3xx, 5xx; throughput and latency for this app. Learn more 7

@ K8sResources  7a LogAnalyzer

All (4) ¥ Healthy (2)

¥ Workloads New Pods (1) Old Pods (0)
Job 1 completed 0 running
Pod Name Ready
»  Config &Storage ) mongo-sink-connector-job- © | Logs o
COMPLETED

Deploying CDP S3 Connector Sink Job

& URLs

Restarts

¥ Scale Pods To 0

Age

%7 Deploy

@Hepv @

' Restart Workloads

This section provides detailed instructions on how to deploy HCL CDP S3 Connector Sink Job using the Devtron in the

OpenShift.
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Creating custom app

1. In the devtron console, select Applications, and click Create > Custom app.

Applications
Q Search by app name

Devtron Apps  Helm Apps
» APP NAME ¢

@  mongossink-connector-job

@  s3-sink-connector-job

&  mongo-sink-connector-job-1

ENVIRONMENT @

cdp-dev-app

cdp-dev-app

cdp-dev-app

CLUSTER

default_cluster

default_cluster

default_cluster

Projects ~ Environment ~

NAMESPACE LAST DEPLOYED AT =
cdp-dev-app 7 hours ago
cdp-dev-app

cdp-dev-app 6 hours ago

Cluster ~

0w @

+ Custom app
Connect a git repository to deploy
a custom application

% From Chart store
Deploy apps using third party helm
charts (eg. prometheus, redis etc.)

&l Job
Jobs allow manual and automated
execution of developer actions.

2. In the Create Application section, enter application name as "s3-sink-connector-job" and select a project to store the

application.

Create application

App Name *

s3-sink-connector-job

°
Description

s3-sink-connector-job

@ Create from scratch Clone existing application

Project *

to deploy to multiple environments.

cdp-dev-app

Tags

+ Add tag

9 Propagate tags @
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3. Click Create App to create the application. Now, click App Configuration tab, and update source code repositories for
the application.

Devtron Apps / s3-sink-connector-job1 v = 1/1 Environments @ Help v o

Overview App Details Build & Deploy  Build History ~Deployment History Deployment Metrics 3 App Configuration

Git Repository Git Repositories

Build Configuration Manage source code repositories for this application. Learn more

Base Deployment Template

Workflow Editor + Add Git Repository
ConfigMaps
Secrets o .
Edit Git Repository ~

External Links Git Account * Git Repo URL* (use ssh)

iuthub01 it@github01.hclpnp.com:HCL-CDP/event-processor.git
ENVIRONMENT OVERRIDES O« sree one i &
> cdp-dev-app ) Exclude specific file/folder in this repo

Set clone directory @
Eg. If your app needs code from multiple git repositories for CI

: |

Pull submodules recursively @
Use this to pull submodules recursively while building the code

Delete Application

Building custom app

After successfully creating the custom app, build the custom app with docker image, and configure a workflow for the
custom app.
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1. In the Devtron Apps page, click Build Configurations. In the App Configuration tab, select | have a Dockerfile option

and update the dockerfile path.

Git Repository
Build Configuration

Base Deployment Template
Workflow Editor
ConfigMaps

Secrets

External Links

ENVIRONMENT OVERRIDES

> cdp-dev-app

Delete Application

Devtron Apps / s3-sink-connector-job1 v

= 1/1 Environments

Overview App Details Build & Deploy  Build History Deployment History Deployment Metrics 3 App Configuration

Build Configuration

Store container image at

Container Registry * Container Repository (desired format: repo-name)

@Hepvy @

O View documentation

cdp-dev cdp-s3-sink-connector

@ Overrides: Container registry & docker file location for build pipelines can be overriden. Take me there

How do you want to build the container image?

2

[® 1have a Dockerfile a
Requires a Dockerfile, gives full control
of the build process.

+ Create Dockerfile
Select from available templates and
create a Dockerfile.

Select repository containing Dockerfile Dockerfile Path (Relative) *

€) event-processor ./ Dockerfile

> Set Build context @

Advanced options
Set target platform for build, Docker build arguments

& Build without Dockerfile
Uses buildpack to build container
image

Save & Next —>

2. Click Save & Next, and in the Base Deployment Template section, update chart type and Mongo Connector Sink URLs

in the base deployment template as shown below.

Deployment Template

ContainerPort:

- envoyPort: 8799
idleTimeout: 1800s

name: app
port: 8080

servicePort: 80
supportStreaming:
useHTTP2: true

EnvVariables: []
GracePeriod: 30
MaxSurge: 1
MaxUnavailable: 0

MinReadySeconds: 60

Spec:

Affinity:
Key: null
Values: nodes
key: ""

args:

enabled: true

value:

- /bin/sh
= =@
- >

until $(curl --output /dev/null --silent --head --fail
http://cdp-s3-sink-connector-service.cdp-dev-app.svc.cluster.local:80); do



echo "Waiting for Kafka Connect API..."

sleep 5
done

echo "Posting Kafka Connect configuration..."
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curl -X POST -H "Content-Type: application/json" --data @/data/${APP_NAME}
http://cdp-s3-sink-connector-service.cdp-dev-app.svc.cluster.local:80/connectors

command:
enabled: false
value: []

containerSecurityContext:
allowPrivilegeEscalation: false
containers: []
cronjobConfigs:
concurrencyPolicy: Allow
failedJobsHistoryLimit: 1
restartPolicy: OnFailure
schedule: "x * * % %"
startingDeadlineSeconds: 100
successfulJobsHistoryLimit: 3
suspend: false
ephemeralContainers: []
image:
pullPolicy: IfNotPresent
imagePullSecrets: []
initContainers: []
jobConfigs:
activeDeadlineSeconds: 100
backoffLimit: 5
completions: 1
parallelism: 1
suspend: false
kedaAutoscaling:
envSourceContainerName: ""
failedJobsHistoryLimit: 5
maxReplicaCount: 2
minReplicaCount: 1
pollingInterval: 30
rolloutStrategy: default
scalingStrategy:
customScalingQueuelLengthDeduction: 1
customScalingRunningJobPercentage: "0.5"
multipleScalersCalculation: max
pendingPodConditions:
- Ready
- PodScheduled
- AnyOtherCustomPodCondition
strategy: custom
successfulJobsHistoryLimit: 5
triggerAuthentication:
enabled: false
name: ""
spec: {}
triggers:
- authenticationRef: {}
metadata:
host: RabbitMgHost
queuelLength: "5"
queueName: hello
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type: rabbitmg
kind: Job
pauseForSecondsBeforeSwitchActive: 30
podAnnotations: {}
podLabels: {}
podSecurityContext: {}
prometheus:
release: monitoring
rawYaml: []
readinessGates: []
resources:
Timits:
cpu: "0.05"
memory: 50Mi
requests:
cpu: "0.01"
memory: 1OMi
secret:
data: {}
enabled: false
server:
deployment:
image: ""
image_tag: 1-95af053
service:
annotations: {}
enabled: false
type: ClusterIP
servicemonitor:
additionalLabels: {}
setHostnameAsFQDN: false
shareProcessNamespace: false
tolerations: []
topologySpreadConstraints: []
volumeMounts: []
volumes: []
waitForSecondsBeforeScalingDown: 30

3. Click Save & Next. In the Workflow Editor section, add new workflow, and select the Deploy Image from External

Source option.
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BUILD CONTAINER IMAGE
Select an image source
for new workflow 45 Build and Deploy from Source Code

#% Build container image from a Git repo and
You can switch between image deploy to an environment.

sources later

Linked Build Pipeline

Use image built by another build pipeline
within Devtron.
Q RECEIVE CONTAINER IMAGE

Deploy Image from External Service

& receive images rom an external senice
(eg. jenkins) and deploy to an
environment.

CREATE JOB PIPELINE

Create a Job
Create and trigger a job. Such as trigger
Jenkins build trigger

4. Configure required parameters, and click Create pipeline at the right bottom corner of the Deploy image from external

source section.

Deploy image from external source

Deploy to environment
Environment * Namespace
devtron-demo devtron-demo

When do you want the pipeline to execute?

Automatic (® Manual

Deployment Strategy

Configure deployment preferences for this pipeline

ROLLING

@ Connecting to external Cl service: A webhook url and sample JSON will be generated after the pipeline is created

Create Pipeline

5. In the Workflow Editor, click Edit Workflow, and in the Webhook Details section, click the Auto Generate Token tab,

and copy the token details.
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Webhook Details

@ Authentication via API token is required to allow requests from an external service.
Use API token with below permissions in the CURL request

Project Environment Application
cdp-dev-app devtron-demo mongo-sink-connector-job-1
Select APl token  Auto-generate token

Token name

mongo-sink

Generated API token

Webhook URL ~ Sample cURL request  Try it out

https://devtron.dev.hxcd.now.helsoftware.cloud/orchestrator/webhook/ext-ci/4

Select metadata to send to Devtron. Sample JSON and cURL request will be generated accordingly.
© Container image tag Commit hash Commit message Author Date & time of commit
Request body

JSON  Schema

{

“dockerImage":

Role

Build and deploy

6. Now, click Try it out tab below the Auto-generate token section, and update api-token and dockerlmage details.
7. Click Execute, and on successful execution, check the server response.

Webhook Details

ll:IE==I=Il Clear

Server response
Code Description
200 oK

Response body

Response header

access-control-allow-headers : Accept, Content-Type, Content-Length, Accept-Encoding, X-CSRF-Token, Authorization

access-control-allow-methods : POST, GET, OPTIONS, PUT, DELETE
access-control-allow-origin : *

content-length : 26

content-type : application/json

date : Mon, 15 Jul 2024 12:39:22 GMT



1. Click Edit deployment pipeline, check the deployment stage of the workflow and click Update Pipeline.

gt

Be

Pre-Deployment stage

Automatic
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Configuring and deploying custom app

Edit deployment pipeline

Deployment stage  Post-Deployment stage

Pipeline Name *

cd-35-b36r

Deploy to environment

Environment *

When do you want the pipeline to execute?

® Manual

Deployment Strategy ®

Custom image tag pattern
When enabled, generated image will use the custom defined tag pattern

Pull container image with image digest

Namespace

v cdp-dev-app

When enabled, image will be pulled with image digest to ensure uniqueness of image.

+ Add Strategy

Update Pipeline

2. In the ConfigMaps section, under the App Configuration tab, update the app-config as shown below.

Devtron Apps / s3-sink-connector-job v

Git Repository
Build Configuration

Base Deployment Template
Workflow Editor
ConfigMaps

Secrets

External Links

ENVIRONMENT OVERRIDES

> cdp-dev-app

Delete Application

Overview App Details Build & Deploy  Build History Deployment History Deployment Metrics

= 1/1 Environments

@ App Configuration

[ app-config
Data type

Kubernetes ConfigMap

How do you want to use this ConfigMap?

(® Environment Variable Data Volume

Data* GUI YAML
@ GUIRecommended for multi-ine data

1 APP_NAME: analyze-post.json
2

3. Similarly, update the ConfigMaps for sst-connector as shown below.

sst-connector.json: >

{

"name" :

"s3-sink-connect-sst",

@Hepvy @
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"config": {
"connector.class": "io.confluent.connect.s3.53SinkConnector",
"errors.log.include.messages": "true",
"s3.region": "ap-south-1",
"topics.dir": "",

"partition.field.format.path": "false",

"flush.size": "10000",

"tasks.max": "6",

"s3.part.size": "5242880",

"timezone": "UTC",

"transforms": "GenericTransformer",

"rotate.interval.ms": "-1",

"locale": "us",

"errors.deadletterqueue.context.headers.enable": "true",

"format.class": "dio.confluent.connect.s3.format.bytearray.ByteArrayFormat",

"transforms.GenericTransformer.type":
"co.lemnisk.kafka.connect.transforms.GenericTransformersvalue",

"aws.access.key.id": "",
"errors.deadletterqueue.topic.replication.factor": "2",
"value.converter": "org.apache.kafka.connect.json.JsonConverter",
"errors.log.enable": "true",

"s3.bucket.name": "hclsw-hxcd-hss-prd-s3-cdp-app",
"key.converter": "org.apache.kafka.connect.storage.StringConverter",
"partition.duration.ms": "300000",

"topics":"sst_blacklistProfile,sst_mergeProfile,sst_outboundEvents,sst_inboundEvents,sst_failedEvents,s
st_blacklist,sst_deletedOid,sst_profile","directory.delim":"/" "aws.secret.access.key":"" "transforms.Ge
nericTransformer.meta":"[{\"topic\":\"sst_blacklistProfile\",\"tsCol\":\"ts\",\"dataFormat\":
\"json\"},{\"topic\":\"sst_mergeProfile\",\"tsCol\":\"ts\",\"dataFormat\":\"json\"},{\"topic\":
\"sst_outboundEvents\",\"tsCol\":\"ts\",\"dataFormat\":\"json\"}, {\"topic\":\"sst_inboundEvents\",
\"tsCol\":\"ts\",\"dataFormat\":\"json\"},{\"topic\":\"sst_failedEvents\",\"tsCol\":\"ts\",
\"dataFormat\":\"json\"},{\"topic\":\"sst_blacklist\",\"tsCol\":\"4\",\"dataFormat\":
\"tsv\"},{\"topic\":\"sst_deletedOid\",\"tsCol\":\"5\",\"dataFormat\":\"tsv\"},{\"topic\":
\"sst_profile\",\"tsCol\":\"ts\",\"dataFormat\":\"json\"}]",

"partition.field.name": "p1,p2",

"s3.compression.type": "gzip",

"errors.deadletterqueue.topic.name": "dlq_sst",

"partitioner.class": "co.lemnisk.kafka.connect.partitioner.GenericPartitioner",
"value.converter.schemas.enable": "false",

"name": "s3-sink-connect-sst",

"errors.tolerance": "all",

"storage.class": "jo.confluent.connect.s3.storage.S3Storage",

"rotate.schedule.interval.ms": "900000",
"path.format": "YYYY/MM/dd",
"timestamp.extractor": "Record"

}

}7

diapi-connector.json: >
{

"name": "s3-sink-connect-diapi",

"config": {
"connector.class": "io.confluent.connect.s3.S3SinkConnector",
"errors.log.include.messages": "true",
"s3.region": "ap-south-1",
"topics.dir": "",
"partition.field.format.path": "false",
"flush.size": "10000",
"tasks.max": "e",
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"s3.part.size": "5242880",

"timezone": "UTC",

"transforms": "GenericTransformer",

"rotate.interval.ms": "-1",

"locale": "us",

"errors.deadletterqueue.context.headers.enable": "true",

"format.class": "jo.confluent.connect.s3.format.bytearray.ByteArrayFormat",

"transforms.GenericTransformer.type":
"co.lemnisk.kafka.connect.transforms.GenericTransformer$value",

"aws.access.key.id": "",
"errors.deadletterqueue.topic.replication.factor": "2",
"value.converter": "org.apache.kafka.connect.json.JsonConverter",
"errors.log.enable": "true",

"s3.bucket.name": "hclsw-hxcd-hss-prd-s3-cdp-app",

"key.converter": "org.apache.kafka.connect.storage.StringConverter",
"partition.duration.ms": "300000",

"topics": "diapi_outbound",

"directory.delim": "/",

"aws.secret.access.key": "",

"transforms.GenericTransformer.meta":

"[{\"topic\":\"diapi_outbound\",\"tsFormat\":\"yyyy-MM-dd'T'HH:mm:ss\",\"tsCol\":\"ts\",\"dataFormat\":

\"json\",\"inputTz\":\"UTC\",\"outputTz\":\"Asia/Kolkata\"}]1",

"partition.field.name": "eventType,campaignId",

"s3.compression.type": "gzip",

"errors.deadletterqueue.topic.name": "dlq_diapi",

"partitioner.class": "co.lemnisk.kafka.connect.partitioner.GenericPartitioner",

"value.converter.schemas.enable": "false",

"name": "s3-sink-connect-diapi",

"errors.tolerance": "all",

"storage.class": "jo.confluent.connect.s3.storage.S3Storage",

"rotate.schedule.interval.ms": "900000",

"path.format": "YYYY/MM/dd",

"timestamp.extractor": "Record"

}

}’

analyze-post.json: >
{ "name": "s3-sink-connect-analyze_post", "config": {

"connector.class": "io.confluent.connect.s3.53SinkConnector",
"errors.log.include.messages": "true",
"s3.region": "ap-south-1",

"topics.dir": "",

"partition.field.format.path": "false",

"flush.size": "10000",

"tasks.max": "6",

"s3.part.size": "5242880",

"timezone": "UTC",

"transforms": "GenericTransformer"

"rotate.interval.ms": "-1",

"locale": "us",

"errors.deadletterqueue.context.headers.enable": "true",

"format.class": "jo.confluent.connect.s3.format.bytearray.ByteArrayFormat",

"transforms.GenericTransformer.type":
"co.lemnisk.kafka.connect.transforms.GenericTransformer$value",

"aws.access.key.id": "",
"errors.deadletterqueue.topic.replication.factor": "2",
"value.converter": "org.apache.kafka.connect.storage.StringConverter",
"errors.log.enable": "true",

"s3.bucket.name": "hclsw-hxcd-hss-prd-s3-cdp-app",
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"[{\"topic\":\"analyze_post\",\"tsFormat\":\"yyyy-MM-dd'T'HH:mm:ss\",\"dataFormat\":\"json\",

"key.converter": "org.apache.kafka.connect.storage.StringConverter",

"partition.duration.ms": "300000",

"topics": "analyze_post",
"directory.delim": "/",
"aws.secret.access.key": "",

"transforms.GenericTransformer.meta":

\"inputFormat\":\"tsv\",\"dataCol\":3,\"partitionerKeys\":\"AnalyzePost,{{campaignId}}\",\"tsCol\":
\"receivedAt\",\"inputTz\":\"UTC\",\"outputTz\":\"Asia/Kolkata\"}]",

P31

4. Save the configuration, navigate to the Build & Deploy tab, and run the execution.

Devtron Apps / s3-sink-connector-job v

Overview App Details

Git Repository

ConfigMaps

Secrets

> cdp-dev-app

Delete Application

"s3.compression.type": "gzip",

"errors.deadletterqueue.topic.name":
"partitioner.class": "co.lemnisk.kafka.connect.partitioner.GenericPartitioner",

"dlg_analyze_post",

"value.converter.schemas.enable": "false",

"name": "s3-sink-connect-analyze_post",

"errors.tolerance": "all",

"storage.class": "io.confluent.connect.s3.storage.S3Storage",

"rotate.schedule.interval.ms":
"path.format": "YYYY/MM/dd",
"timestamp.extractor": "Record"

Build Configuration

Data type

Base Deployment Template

= 1/1 Environments

""900000"

SR connecror

Kubernetes ConfigMap

Workflow Editor

Volume mount path *

External Links

/data

@ Keys are mounted as files to volume

ENVIRONMENT OVERRIDES

’

Build & Deploy  Build History Deployment History Deployment Metrics 3 App Configuration

How do you want to use this ConfigMap?

Environment Variable (® Data Volume

Set SubPath (same as subPath for volume mount)
Keys will be used as filename for subpath

) Set File Permission (same as defaultMode for secrets in kubernetes)

Data* GUI YAML

© GUI Recommended for multi-ine data

LON WA WN R

"name

“config": {
“connector.class
“errors.log.incl

sst-connector.json: >

s3-sink-c

“partition.field

onnect-sst”,

“: "io.confluent.connect.s3.S3sinkConnector”,
ude.messages”: "true",
-south-1",

.format.path™: "false”,

@Hepvy @
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Devtron Apps / mongo-sink-connector-job v/ = 1/1 Environments @ Help v o

Overview App Details Build & Deploy Build History Deployment History ~Deployment Metrics &8 App Configuration

wf-35-i3cm
webhook Deploy: Rolling .
External source S cdp-dev-app P24

@ succeeded / Details

ED) Select Image

Deploy to cdp-dev-app X
Select Image @ =
@ Active on cdp-dev-app  Latest °

latest & Mon, 15 Jul 2024, 11:24 AM

Add tags/comment

Deploy: Last saved config v No Config Diff VI %) Deploy
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5. On successful deployment, the Pod is in completed status as shown below.

Devtron Apps / s3-sink-connector-job v = 1/1 Environments

Overview App Details Build &Deploy Build History Deployment History Deployment Metrics &8 App Configuration

b
ENV. i
Application Status @& @ Deployment status (@ Z“/-
Healthy Succeeded
Details 8 hours ago by admin

|2 MONITORING  View metrics like CPU, memory, status codes 2xx, 3xx, 5xx; throughput and latency for this app. Learn more 7

@ K8sResources 7@ LogAnalyzer

All (4) ¥ Healthy (2)

¥ Workloads New Pods (1) Old Pods (0)
Job 1 completed 0 running
Pod Name Ready

) Config &Storage ) s3-sink-connector-job-cdp-dev-app® | Logs

COMPLETED

o1

& URLs

Restarts

v

Scale Pods To 0

Age

@Hepv @

' Restart Workloads




Chapter 3. Deploying HCL CDP Marketing Automation
Component

This section details the deploying Marketing Automation components required for HCL CDP on the Red Hat OpenShift
platform.

Introduction

This document provides a comprehensive guide to installing and configuring the necessary services and components for
deploying HCL CDP Marketing Automation on the Red Hat OpenShift platform using Devtron.

Prerequisites

To deploy the micro-services based HCL CDP Marketing Automation components on a containerized platform using
the Devtron CI/CD tool (with Red Hat OpenShift as the chosen container orchestration platform), ensure the following

prerequisites are met:

1. Red Hat OpenShift Setup:
Verify that Red Hat OpenShift is installed and properly configured. For installation details, refer to the official Red Hat
OpenShift documentation.

2. Required Tools:

The following tools must be available to facilitate the installation process:

- OpenShift CLI: Ensure the oc command is accessible and functional.

> Kubernetes CLI: Verify the availability of the kubect| command.

o Helm CLI: Ensure the hel mcommand-line tool is installed.

> Devtron Deployment Tool: Confirm that Devtron is set up for managing deployments.

List of components for Marketing Automation modules

The following components must be deployed and configured on the OpenShift cluster to support the deployment of HCL CDP
Marketing Automation modules.

These components provide the essential functionalities required for end-to-end operations of the CDP:

Application/Services Deployment Type
CDP Trigger Helm chart
CDP Core Helm chart
CDP Flip Helm chart
CDP SMSEmailSender Helm chart
CDP ExternalAPI Helm chart
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CDP Tryitout Helm chart

Deployment Process

This section provides step-by-step instructions for deploying each service, component, and module required for HCL CDP
Marketing Automation.

Follow the guidelines in each subsection to ensure the successful deployment and configuration of the respective elements.
Deploying CDP Trigger

This section provides detailed instructions on how to deploy HCL CDP Trigger using the Devtron in the OpenShift.
Prerequisites

Make sure to create a cdp-trigger secret in the HashiCorp vault before deploying the CDP Trigger.

' M \ Dev(ron‘ Devtron W Vai X W Vault \gj 10.214. \ (&) ChatGF\ Amazo \ de\rseg‘ Admin“ MmIO(‘ HCLEE‘ [ 10214 \ Minlo v\ &) Newtan\ NiFi F\c‘ 3 Mm\O«‘ = = (] X
< C A Not secure | vault-cluster-ui-vault-server.apps.ocp415.manishkr.nonprod.hclpnp.com/ui/vault/secrets/CDP_Secrets/kv/cdp-trigger/deta... £ A 3 G mh o= ® 0 )

v Secrets / CDP_Secrets / cdp-trigger

cdp-trigger
Vault

Secret Metadata Paths Version History

Dashboard

Secrets Engines @ JsON Delete Destroy Copy v Version2 v Create new version +
Access Version 2 created Sep 09, 2024 02:42 PM
Policies Version data Reveal values =]

Tools

Monitoring

Client Count

Vault 1172  Upgradeto Vault Enterprise ~ Documentation  Support  lerms  Privacy — Security

H R Type here to search

To create a CDP Trigger secret in the HashiCorp vault, follow the steps below:

1. Create a cdp-trigger secret sample key and value, and update the actual values as shown below.

{
"AerospikeCluster": "<AerospikeCluster>",
"AerospikeTimeout": "10000",
"KafkaConsumerConfig": '"<KafkaConsumerConfig>",
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"KafkaProducerConfig": "<KafkaProducerConfig>",
"KafkaProducerConfigapsl": "<KafkaProducerConfigapsi>",
"MY_SQL_HOST": "<MY_SQL_HOST>",

"MysqlDatabase": "<MysqlDatabase>",

"MysqlPassword": "<MysqlPassword>",

"MysqlPort": "<MysqlPort>",

"MysqlUsername": "<MysqlUsername>",
"allowTrafficForSpecificCampaign": "false"

}
2. Create a Kubernetes Secret with Vault credentials to fetch the secrets from the vault.

apiVersion: vl
kind: Secret
metadata:
name: vault-creds
namespace: cdp-dev-app
type: Opaque
data:
username: <vault username>
password: <vault password>

3. Create separate service account cdp-dev-app-sa with appropriate roles and permissions, and update ConfigMaps
data with actual values.

4. Create required Kafka topics before deployment. A sample Kafka topic configuration is shown below.

Dashboard Topics | Create
hclsw-sbi-dev... = ~
Brokers Topic Name *
Topics analyze_post
Consumers Number of Partitions * Cleanup policy
ACL 12 Delete v
Min In Sync Replicas Replication Factor
1 2
Time to retain data (inms) 1d
86400000
12 hours 2days 7days 4 weeks
Max size on disk in GB Maximum message size in bytes
Not Set ~
Custom parameters
+ Add Custom Parameter
Cancel Create topic
Deploy CDP Trigger

To deploy CDP Trigger using Devtron in Openshift platform, follow the steps below:
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1. Navigate to the Devtron Chart Store, and select cdp-trigger chart to deploy.

Chart Store 9 source

VIEW AS

88 Grid 8 List

FILTERS
harbor-repo/unicalcdp-trigger

() Show deprecated charts 1.0.1482-DEPLOY-f02c0576-121-1278

CHART SOURCE ~
+ Add chart source

) autoscaler

() bitnami

() default-chartmuseum

(O devtron

elastic

external-secrets

80

fluent

harbor-repo

jetstack

kedacore

metrics-server

nginx-ingress

() prometheus-community

Discover / unica/cdp-trigger v

About
Description
A Helm chart for Kubernetes

Home

Read more v

@ README.md
chart version (v1.0.1482-DEPLOY-f02¢0576-121-1278)

Deployments

App name App Status Environment

cdp-trigger Q- openshift

3. In the YAML section, update the ConfigMap using the below details and deploy the chart.

APP_INFRA: k8s
APP_REGION: ap-south-1
APP_TYPE: trigger--mu
AWSRegion: us-east-1
AerospikeAppPushBin: ap

Select chart to deploy. Learn more about deploying charts

Deployed By

admin

Deployed at

14 days ago

@heby @

@rebv @

harbor-repo
unica/cdp-trigger

Configure & Deploy

Preset Values



AerospikeBookKeepingBin: bk
AerospikeCacheExpiry: "48"
AerospikeEmailBin: email
AerospikeIcAndBookKeepingSetPrefix: impression_
AerospikeIcAndBookKeepingSetTTL: "8760"
AerospikeImpressionCapBin: -ic
AerospikeNamespace: cdpstore
AerospikePushFallbackBin: appfb
AerospikePushFallbackSet: fallback
AerospikePushFallbackSetTTL: "48"
AerospikeRamanujanBin: tc
AerospikeRamanujanSet: ramanujan
AerospikeRamanujanSetTTL: "48"
AerospikeSegmentSetTTL: "48"
AerospikeSmsBin: sms

AerospikeTimeout: "100000"
AerospikeTriggerApiBin: ""
AerospikeWebPushBin: wp
AerospikeWhatsAppBin: wsap
AppPushDelayedTriggerTopic: dmp_apn_tr
AppPushImmediateTriggerTopic: dmp_apn_tr
CeleryParamIgnore: IGNORE_IF_PRESENT
CeleryParamOverride: OVERRIDE
CeleryParamTrigger: TRIGGER
CeleryTimeThresholdMinutes: "30"
CeleryTriggerTopic: CeleryETALem
EXECUTOR_SERVICE_MAX_THREADS: "4"
EXECUTOR_SERVICE_MIN_THREADS: "2"
EXECUTOR_SERVICE_QUEUE_SIZE: "100"
EXECUTOR_SERVICE_THREAD_TTL: "5"
EmailDelayedTriggerTopic: dmp_email_tr
EmailImmediateTriggerTopic: dmp_email_tr
InboundKafkaTopic: trigger_inbound
KAFKA_CONSUMER_GROUP_ID: -trigger
KAFKA_POLL_INTERVAL: "200"
KAFKA_PRODUCER_EVENT_TYPE: "5656"
KAFKA_PRODUCER_META: "true"
KAFKA_PRODUCER_POOL_SIZE: "10"
KAFKA_TOPIC_CONSUMER_BATCH_SIZE: 10,10,10
KAFKA_TOPIC_CONSUMER_DEFAULT_BATCH_TIMEOUT_MS:
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1000,1000,1000

KAFKA_TOPIC_CONSUMER_DEFAULT_BATCH_TIMEOUT_TRIGGER: 5000,5000,5000

KAFKA_TOPIC_CONSUMERS: 6,6,6

KAFKA_TOPIC_LIST: dmp_rt_segments,ETANotify,dmp_journey_trigger

KafkaCeleryNotify: ETANotify
KafkaJourneyTopic: dmp_journey_trigger
KafkaRTSegment: dmp_rt_segments
KafkaRTSegmentOffline: dmp_rt_segments_offline
LOG_LEVEL_APP: debug
LOG_LEVEL_METRICS: 1info
LOG_LEVEL_ROOT: 1info

LOG_LEVEL_UTILS: 1info
MAX_BATCH_EXECUTE_RETRIES: "3"
MAX_EVENT_BATCH_LAG: "8"
MysqlMapRefreshIntervalMinute: "1"
OPEN_TSDB_HOST: <OPEN_TSDB_HOST>
OPEN_TSDB_HOST_TO_BE_ADDED: "true"
OPEN_TSDB_PORT: "80"
ReportingIntervalInMin: "55"
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RtsSegOfflineRefreshDsName: rtsegofflinerefresh
RtsSegOnlineRefreshDsName: rtsegonlinerefresh
RtsSegRefreshDsName: rtsegrefresh
SmsDelayedTriggerTopic: dmp_sms_tr
SmsImmediateTriggerTopic: dmp_sms_tr
TriggerApiDelayedTriggerTopic: dmp_trapi_tr
TriggerApiImmediateTriggerTopic: dmp_trapi_tr
UserFailureKafkaTopic: trigger_failure
WebPushDelayedTriggerTopic: dmp_wpn_tr
WebPushImmediateTriggerTopic: dmp_wpn_tr
WhatsAppDelayedTriggerTopic: dmp_wsap_tr
WhatsAppImmediateTriggerTopic: dmp_wsap_tr
alertToEmailId: ""

emailType: SMTP

fromEmailId: ""

hostname: trigger-prod-mu

smtpHost: <OPEN_TSDB_HOST>

smtpPort: "<smtpPort>"

Helm Apps / cdp-trigger @Hepvy @

Overview App Details &3 Configure Deployment history

& YAML Manifest output S Comparevalues [ README
4 1 ConfigMaps:
Project 2 enabled: true
cdp-dev-app 174 3 maps:
4 - data
Environment 5 APP_INFRA: k8s
openshift 6 APP_REGION: ap-south-1
7 APP_TYPE: trigger--mu
Helm Chart Refetch Charts 8 AuSRegion: us-east-1
harbor.reporcdp-igger v ° RerospikehppPushBin: ap
10 AerospikeBookKeepingBin: bk
Chart Version 11 AerospikeCacheExpiry: "48”
12 AerospikeEmailBin: email
1.0.1482-DEPLOY-f02¢0576-121- o 13 AerospikeIcAndBookKeepingSetPrefix: impression_
1278 14 AerospikeIcAndBookKeepingSetTTL: "8760"
15 AerospikeImpressionCapBin: ic
Chart Values 16 AerospikeNamespace: cdpstore
cdp-r... (1.0.1482-DEPLOY- o 17 AerospikePushFallbackBin: appfb
0200576-121-1278) 18 AerospikePushFallbackset: fallback
19 AerospikePushFallbacksetTTL: "48"
20 AerospikeRamanujanBin: tc
21 AerospikeRamanujanset: ramanujan
22 AerospikeRamanujansetTTL: "48"
23 AerospikeSegmentSetTTL: 48
24 AerospikesmsBin: sms
25 AerospikeTimeout: "100000"
26 AerospikeTriggerapiBin: ™"
27 AerospikellebPushBin: wp
28 AerospikeWhatsAppBin: wsap
29 AppPushDelayedTriggerTopic: dmp_apn_tr
30 AppPushImmediateTriggerTopic: dmp_apn_tr
.31 CeleryParamIgnore: IGNORE_IF_PRESENT
N 32 CeleryParamOverride: OVERRIDE

Delete Application Update And Deploy
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4. On successful deployment, validate the deployment as shown below.

Helm Apps / cdp-trigger
Overview App Details &3 Configure Deployment history

——@)—— openshift

Application Status @) "; Config apply status @
Deployed

Healthy
The release has been pushed to Kuber. by admin

° Last updated
14 Days Ago

Details
7Q Log Analyzer

& K8sResources

All (10) ¥ Healthy (7)

¥ Workloads Pod (1)
1 healthy
Deployment
v Pod Name
EHIES ) cdp-triggers h @ Logs
ReplicaSet RUNNING
> Networking

Config & Storage

Cluster: default_cluster | Namespace: cdp-dev-app > @ All resources | B Cluster terminal

Deploying HCL CDP Core

D

Details

Chartused @ ol
cdp-trigger

Version 1.0.1482...[2) Notes.txt

Ready

n
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@Hepvy @

41 Scale Workloads

& urls
Restarts Age
0 13d 22h

This section provides detailed instructions on how to deploy HCL CDP Core using the Devtron in the OpenShift.

Prerequisites

« Make sure to create a cdp-core secret in the HashiCorp vault before deploying the HCL CDP Core.
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Secrets / CDP_Secrets / cdp-core

cdp-core

Vault

Secret Metadata Paths  Version History
Dashboard

@ JSON Delete  Destroy Copy v Version 4 v Create new version +

Secrets Engines

Access Version 4 created Sep 03, 2024 07:31 PM

Policies Version data @ Reveal values B

Tools

"1000,1000,1000, 1000, 1000,1600, 1000",
: "5000,5080.5000.5000,5080, 5600, 5000"

Client Count

\DDRESS" : " )

0,10,10,10,10,10,10",
"k8s-trigger-core-prod”,
: "6,6,6,6,6,6,6",

Vault 1172  Upgrade to Vault Enterprise ~ Documentation  Suppor sibility  ® © 2024 Hashicorp

To create a CDP Core secret in the HashiCorp vault, follow the steps below:

1. Create a cdp-core secret sample key and value, and update the actual values as shown below.

{

"APN_LAMBDA_FUNCTIONNAME": "apppush-sender-prod",
"ApnKafkaEnabled": "true",

"ApnKafkaTopic": "app_push_core",

"BATCH_TIMEOUT_MS": "1000,1000,1000,1000,1000,1000,1000",
"BATCH_TIMEOUT_TRIGGER": "5000,5000,5000,5000,5000,5000,5000",
"IC_AEROSPIKE_SERVER_ADDRESS": "10.14.108.31,10.14.108.32",
"KAFKA_BATCH_SIZE": "10,10,10,10,10,10,10",
"KAFKA_CONSUMER_GROUP": "k8s-trigger-core-prod",
"KAFKA_TOPIC_CONSUMERS": "6,6,6,6,6,6,6",

"KAFKA_TOPIC_LIST":
"dmp_sms_tr,dmp_email_tr,dmp_wsap_tr,dmp_wpn_tr,dmp_apn_tr,dmp_email_sch,dmp_trapi_tr",
"KafkaBootstrapServer": "",

"KafkaBootstrapServerAPS1": "<KafkaBootstrapServerAPS1>",
"KafkaBootstrapServerUSE1": "",

"KafkaConsumerConfig": '"<KafkaConsumerConfig>",
"KafkaPassword": "<KafkaPassword>",

"KafkaPasswordAPS1": "<KafkaPassword>",

"KafkaPasswordUSE1": "",

"KafkaProducerConfig": "<KafkaProducerConfig>",
"KafkaProducerConfigapsl": "<KafkaProducerConfigapsi>",
"KafkaProducerHostName": "trigger-core-us",
"KafkaProducerRegion": "",

"KafkaUsername": "<KafkaUsernameAPS1>",

"KafkaUsernameAPS1": "<KafkaUsernameAPS1>",
"KafkaUsernameUSE1": "",
"LIVSPACE_IC_AEROSPIKE_SERVER_ADDRESS": "<LIVSPACE_IC_AEROSPIKE_SERVER_ADDRESS>",
"MAX_EVENT_BATCH_LAG": "32",

184



Chapter 3. Deploying HCL CDP Marketing Automation Component

"MY_SQL_DB": "vrm?autoReconnect=true ",
"MY_SQL_HOST": "<MY_SQL_HOST>",
"MY_SQL_PORT": "<MY_SQL_PORT>",
"NBA_AEROSPIKE_SERVER_ADDRESS": '"<NBA_AEROSPIKE_SERVER_ADDRESS>",
"SesEnabled": "true",

"TSDB_HOST": "<TSDB_HOST>",

"USE_RTS_MS": "false",

"VRM_DB_PASSWORD": "<VRM_DB_PASSWORD>",
"VRM_DB_USERNAME": "<VRM_DB_USERNAME>",
"WPN_LAMBDA_FUNCTIONNAME": "web-push-sender",
"WpnKafkaEnabled": "true",

"WpnKafkaTopic": "web_push_core",
"allowTrafficForSpecificCampaign": "false"

}

2. Update ConfigMaps data with actual values, and create required Kafka topics before deployment.

Deploy CDP Core

1. Navigate to the Devtron Chart Store, and select cdp-core chart to deploy.

Chart Store 9 source

Orebv @
Q_ cdp-core [x) All Charts
Select chart to deploy. Learn more about deploying charts
VIEW AS
8 Grid S List 0+

FILTERS

harbor-repo/unica/cdp-core harbor-repo unica/hbr-cdp-core-api
() show deprecated charts 1.0.1537-DEPLOY-5a6bf3ec-122-1334 1.0.1492-DEPLOY-87£75791-92-1289
CHART SOURCE ~

+ Add chart source
[7) autoscaler

() bitnami

() default-chartmuseum
() devtron

() elastic

(7) external-secrets
() fluent

() harbor-repo

[} jetstack

() kedacore

() metrics-server
O nginx-ingress

(1) prometheus-community

2. Now, configure and deploy the cdp-core charts.
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Discover / unica/cdp-core v

About
Description
A Helm chart for Kubernetes

Home

Read more v

g README.md
chart version (v1.0.1537-DEPLOY-5a6bf3ec-122-1334)

Deployments

App name App Status Environment Deployed By Deployed at

cdp-core Q- openshift admin 5 days ago

@heby @

harbor-repo

unica/cdp-core

Configure & Deploy

Preset Values

3. In the YAML section, update the ConfigMap using the below details and deploy the chart.

ALERT_TO_EMAIL_ID: ""
APN_LAMBDA_REGION: ap-south-1
APN_LAMBDA_RETRY_TOPIC: apppush_retry
APN_LAMBDA_VERSION: SLATEST
APN_LAMBDA_VERSIONING_ENABLED: "true"
APP_INFRA: k8s

APP_PUSH_ISACTIVE: "true"

APP_REGION: us-east-1

APP_TYPE: trigger-core-us

AWSRegion: ap-south-1
AerospikeBulkInsertionInitialDelay: "2"
AerospikeBulkRetryCount: "3"
BLACKLIST_EVENT_LIST: hard_bounce,soft_bounce,reject
BLACKLIST_TTL_DAYS: "30"

BUCKET_TYPE: minio

CHANNEL_PERF_METRIC: 4_ctr,5_openrate,10_ctr
CeleryParamIgnore: IGNORE_IF_PRESENT
CeleryParamSender: CORE

CeleryTopic: CeleryETALem
DB_REFRESH_INTERVAL_MS: "60000"
DBDRIVER: jdbc:mariadb
DMP_APP_PUSH_TOPIC_PREFIX: dmp_apn
DMP_EMAIL_TOPIC_PREFIX: dmp_email
DMP_FEEDBACK_TOPIC: dmp_feedback
DMP_SMS_TOPIC_PREFIX: dmp_sms
DMP_TRIGGER_API_TOPIC_PREFIX: dmp_trapi
DMP_WEB_PUSH_TOPIC_PREFIX: dmp_wpn
DMP_WHATSAPP_TOPIC_PREFIX: dmp_wsap
EMAIL_ISACTIVE: "true"
EMAIL_SENDER_KAFKA_TOPIC: dmp_email_core
ENCRYPTION_ENABLED: "false"
FROM_EMAIL_ID: ""



HTTPS_CONNECTION_COUNT: "8"
IC_AEROSPIKE_NAMESPACE: cdpstore
IC_AEROSPIKE_PROFILE_BIN: fc
IC_AEROSPIKE_SERVER_PORT: "13000"
IC_AEROSPIKE_TIMEOUT: "100000"
IC_AEROSPIKE_TTL: "31536000"
INBOUND_KAFKA_TOPIC: core_inbound
KAFKA_CONSUMER_PREFIX: core
KAFKA_EXECUTOR_SERVICE_MAX_THREADS: "64"
KAFKA_EXECUTOR_SERVICE_MIN_THREADS: "32"
KAFKA_EXECUTOR_SERVICE_QUEUSE_SIZE: "1000"
KAFKA_EXECUTOR_SERVICE_THREAD_TTL: "5"
KAFKA_PRODUCER_META: "true"
KAFKA_PUSH_SENT_TOPIC: webpush_sent_metrics
KAFKA_SENDER: tctrcore
KEEP_ALIVE_SECONDS: "600"
KMS_DECRYPT_TIMEOUT: "100"
LAMBDA_MAX_PAYLOAD_SIZE: "128000"
LAMBDA_RETRY_COUNT: "3"
LAMBDA_RETRY_INTERVAL: "1000"
LOG_LEVEL_APP: debug

LOG_LEVEL_METRICS: "off"

LOG_LEVEL_ROOT: debug

LOG_LEVEL_UTILS: "off"

MAPPING_BIN: mp

MAXIMUM_IDLE_THREADS: "6"
MINIMUM_IDLE_THREADS: "3"
NBA_AEROPIKE_TIMEOUT: "100000"
NBA_AEROSPIKE_BIN: nba
NBA_AEROSPIKE_NAMESPACE: cdpstore
NBA_AEROSPIKE_SERVER_PORT: "13000"
OPEN_TRACKER: <OPEN_TRACKER>/emailOpen?
OUTBOUND_KAFKA_TOPIC: core_outbound
PROCESSING_RETRY_COUNT: "3"
PRODUCER_EVENT_TYPE: "5656"
PRODUCER_POOL_SIZE: "16"

PUSH_ISACTIVE: "true"
PUSH_SERVER_ENDPOINT: ""
ProducerEventType: "5650"
REPORT_SCHEDULER_ISACTIVE: "true"
REPORTING_INTERVAL_IN_MIN: "55"
RTS_MS_ENDPOINT: <RTS_MS_ENDPOINT>/usermacros
S3_ENDPOINT: <S3_ENDPOINT>
S3_MAX_CONNECTIONS: "10"
S3_MAX_ERROR_RETRY: "3"

S3_MAX_RW_RETRY: "3"

S3_PROTOCOL: HTTPS

S3_REGION: ap-south-1
S3_TIMEOUT_CLIENT_EXECUTION: "50000"
S3_TIMEOUT_CONNECTION: "50000"
S3_TIMEOUT_REQUEST: "10000"
S3_TIMEOUT_SOCKET: "10000"
SHORTEN_OPEN_TRACKER : <SHORTEN_OPEN_TRACKER>/eos
SMS_ISACTIVE: "true"
SMS_SENDER_KAFKA_TOPIC: dmp_sms_core
SubscriptionEventInsertionRetry: "3"
SubscriptionEventInsertionTimeout: "3000"
SubscriptionEventTTL: "-1"
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TAXIMAIL_EMAIL_SENDER_KAFKA_TOPIC: dmp_taximail_email_core
TRIGGER_API_ISACTIVE: "true"
TRIGGER_API_SENDER_KAFKA_TOPIC: dmp_trapi_core
URL_SHORTENER_MULTIPLY_FACTOR: "10000"
URL_SHORTNER_AVOID_CONFLICT: "true"
URL_SHORTNER_CONFLICT_MAX_RETRIES: "3"
URL_SHORTNER_S3_BUCKET: lem-email-url-shortener
USER_FAILURE_KAFKA_TOPIC: core_failure
VRM_DB_DRIVER: org.mariadb.jdbc.Driver
WEB_PUSH_ISACTIVE: "true"

WHATSAPP_ISACTIVE: "true"
WHATSAPP_SENDER_KAFKA_TOPIC: dmp_wsap_core
WPN_CUSTOM_LAMBDA_CAMPAIGNLIST: "o"
WPN_LAMBDA_REGION: ap-south-1
WPN_LAMBDA_RETRY_TOPIC: webpush_retry
WPN_LAMBDA_VERSION: SLATEST
WPN_LAMBDA_VERSIONING_ENABLED: "true"
defaultBusinessRegion: apsl

emailType: SMTP

s3AccessKey: <s3AccessKey>

s3AccessSecret: <s3AccessSecret>

smtpHost: <smtpHost>

smtpPort: "20225"

Helm Apps / cdp-core @ Help v o

Overview App Details &3 Configure Deployment history

& YAML Manifest output & Comparevalues [ README
1 ConfigMaps:
Project 2 enabled: true
cdp-dev-app 174 3 maps:
4 - data:
Environment 5 ALERT_TO_EMAIL_ID: ""
openshift 6 APN_LAMBDA REGION: ap-south-1
7 APN_LAMBDA_RETRY_TOPIC: apppush_retry
Helm Chart Refetch Charts 8 APN_LAMBDA_VERSION: $LATEST
9 APN_LAMBDA_VERSIONING ENABLED: “true”
harbor-repo/cdp-core v o PP TNFRA: ks
1 APP_PUSH_TSACTIVE: "true"
Chart Version 12 APP_REGION: us-east-1
1.0.1537-DEPLOY-5a6bf3ec-122- 13 APP_TYPE: trigger-core-us
1334 v 14 AusRegion: ap-south-1
15 AerospikeBulkInsertionInitialbelay: "2"
Chart Values 16 AerospikeBulkRetrycount: "3"
cdp-... (1.0.1537-DEPLOY-5a6bf3ec- 17 BLACKLIST EVENT_LIST: hard_bounce,soft_bounce,reject
122.1334) 18 BLACKLIST TTL_DAYS: "30"
19 BUCKET_TYPE: minio
20 CHANNEL_PERF_METRIC: 4_ctr,5_openrate,10_ctr
21 CeleryParamIgnore: IGNORE_IF_PRESENT
22 CeleryParamsender: CORE
23 CeleryTopic: CeleryETALem
24 DB_REFRESH_INTERVAL MS: "60000"
25 DBDRIVER: jdbc:mariadb
26 DMP_APP_PUSH_TOPIC_PREFIX: dmp_apn
27 DMP_EMAIL_TOPIC_PREFIX: dmp_email
28 DMP_FEEDBACK_TOPIC: dmp_feedback
29 DMP_SMS_TOPIC_PREFIX: dmp_sms
30 DMP_TRIGGER API_TOPIC_PREFIX: dmp_trapi
31 DMP_WEB_PUSH_TOPIC_PREFIX: dmp_wpn
32 DMP_WHATSAPP_TOPIC PREFIX: dmp_wsap

Delete Application Update And Deploy
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4. On successful deployment, validate the deployment as shown below.

Helm Apps / cdp-core

Overview App Details &3 Configure Deployment history

§ o
2
——@)— openshift [ &@ urls
Application Status @) "; Config apply status @ Last updated D Chart used @ &
Healthy Deployed 5Days Ago cdp-core
Details The release has been pushed to Kuber. by admin Details Version 1.0.1537...[3) Notes.txt
@ KssResources 7 LogAnalyzer
All (10) ¥ Healthy (7)
~ Workloads Pod (1)
1 healthy
Deployment
~ Pod Name Ready Restarts Age
cdp-core cdp-core-! ® | Logs
’ N "’W\’ 0 (E " 0 3dsh
ReplicaSet e
» Networking
» Config & Storage

Cluster: default_cluster | Namespace: cdp-dev-app > @ All resources ' B8 Cluster terminal

Deploying CDP Flip

This section provides detailed instructions on how to deploy CDP Flip using the Devtron in the OpenShift.

Prerequisites

Make sure to create a cdp-flip secret in the HashiCorp vault before deploying the CDP Flip.

@Hepvy @

41 Scale Workloads
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Secrets / CDP_Secrets / cdp-flip

cdp-flip

Vault

Secret Metadata Paths  Version History
Dashboard

@ JSON Delete  Destroy Copy v Version1 v Create new version +

Secrets Engines

Access Version 1 created Aug 26, 2024 05:00 PM

Policies Version data @ Reveal values B

Tools

Client Count

lerms  Privacy  Security  Accessibilty @ © 2024 HashiCorp

port  Terms

Vault 1.17.2 Upgrade to Vault Enterprise Documentation Suppor

To create a CDP Flip secret in the HashiCorp vault, follow the steps below:

1. Create a cdp-flip secret sample key and value, and update the actual values as shown below.

{
"CUSTOMIZATION_AERO_CLUSTER": "<CUSTOMIZATION_AERO_CLUSTER>",

"DB_PASSWORD": "<DB_PASSWORD>",

"DB_URL": "<DB_URL>",

"DB_USERNAME": "<DB_USERNAME>",
"KAFKA_CONSUMER_PREFIX": "flip",
"KAFKA_TOPIC_LIST": "dmp_rt_segments",
"KafkaConsumerConfig": "<KafkaConsumerConfig>"

}

2. Create separate service account cdp-dev-app-sa with appropriate roles and permissions, and update ConfigMaps
data with actual values.
3. Create required Kafka topics before deployment.
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Deploy CDP Flip

1. Navigate to the Devtron Chart Store, and select the cdp-flip chart to deploy.

Chart Store 9 source @heby @
Q_flip o All Charts
Select chart to deploy. Learn more about deploying charts
VIEWAS
88 Grid 8 List
FILTERS
harbor-repo/unicalcdp-flip
(1) show deprecated charts 1.0.1406-DEPLOY-d1d55ebd-128-1213
CHART SOURCE ~

+ Add chart source

autoscaler

bitnami

default-chartmuseum

devtron

elastic

external-secrets

8 0

fluent

harbor-repo

Jetstack

kedacore

metrics-server

nginx-ingress

prometheus-community

Discover / unica/cdp-flip @Helpv o

About
Description
AHelm chart for Kubernetes harbor-repo
unica/cdp-flip
Home
Configure & Deploy
Read more v
Preset Values
B README.md
v

chart version (v1.0.1406-DEPLOY-d1d55ebd-128-1213)

Deployments

App name App Status Environment Deployed By Deployed at

cdp-flip Q- openshift admin amonth ago

3. In the YAML section, update the ConfigMap using the below details and deploy the chart.

APP_INFRA: k8s
APP_REGION: ap-south-1
APP_TYPE: trigger--mu
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AWSRegion: us-east-1

AerospikeAppPushBin: ap
AerospikeBookKeepingBin: bk
AerospikeCacheExpiry: '"48"
AerospikeEmailBin: email
AerospikeIcAndBookKeepingSetPrefix: impression_
AerospikeIcAndBookKeepingSetTTL: "8760"
AerospikeImpressionCapBin: fic
AerospikeNamespace: cdpstore
AerospikePushFallbackBin: appfb
AerospikePushFallbackSet: fallback
AerospikePushFallbackSetTTL: "48"
AerospikeRamanujanBin: tc
AerospikeRamanujanSet: ramanujan
AerospikeRamanujanSetTTL: "48"
AerospikeSegmentSetTTL: "48"
AerospikeSmsBin: sms

AerospikeTimeout: "100000"
AerospikeTriggerApiBin: ""
AerospikeWebPushBin: wp
AerospikeWhatsAppBin: wsap
AppPushDelayedTriggerTopic: dmp_apn_tr
AppPushImmediateTriggerTopic: dmp_apn_tr
CeleryParamIgnore: IGNORE_IF_PRESENT
CeleryParamOverride: OVERRIDE
CeleryParamTrigger: TRIGGER
CeleryTimeThresholdMinutes: "30"
CeleryTriggerTopic: CeleryETALem
EXECUTOR_SERVICE_MAX_THREADS: "4"
EXECUTOR_SERVICE_MIN_THREADS: "2"
EXECUTOR_SERVICE_QUEUE_SIZE: "100"
EXECUTOR_SERVICE_THREAD_TTL: "5"
EmailDelayedTriggerTopic: dmp_email_tr
EmailImmediateTriggerTopic: dmp_email_tr
InboundKafkaTopic: trigger_inbound
KAFKA_CONSUMER_GROUP_ID: -trigger
KAFKA_POLL_INTERVAL: "200"
KAFKA_PRODUCER_EVENT_TYPE: "5656"
KAFKA_PRODUCER_META: "true"
KAFKA_PRODUCER_POOL_SIZE: "10"
KAFKA_TOPIC_CONSUMER_BATCH_SIZE: 10,10,10
KAFKA_TOPIC_CONSUMER_DEFAULT_BATCH_TIMEOUT_MS: 1000,1000,1000
KAFKA_TOPIC_CONSUMER_DEFAULT_BATCH_TIMEOUT_TRIGGER: 5000,5000,5000
KAFKA_TOPIC_CONSUMERS: 6,6,6
KAFKA_TOPIC_LIST: dmp_rt_segments,ETANotify,dmp_journey_trigger
KafkaCeleryNotify: ETANotify
KafkaJourneyTopic: dmp_journey_trigger
KafkaRTSegment: dmp_rt_segments
KafkaRTSegmentOffline: dmp_rt_segments_offline
LOG_LEVEL_APP: debug

LOG_LEVEL_METRICS: 1info

LOG_LEVEL_ROOT: 1info

LOG_LEVEL_UTILS: 1info
MAX_BATCH_EXECUTE_RETRIES: "3"
MAX_EVENT_BATCH_LAG: "8"
MysqlMapRefreshIntervalMinute: "1"
OPEN_TSDB_HOST: <OPEN_TSDB_HOST>
OPEN_TSDB_HOST_TO_BE_ADDED: "true"
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OPEN_TSDB_PORT: "80"

ReportingIntervalInMin: "55"
RtsSegOfflineRefreshDsName: rtsegofflinerefresh
RtsSegOnlineRefreshDsName: rtsegonlinerefresh
RtsSegRefreshDsName: rtsegrefresh
SmsDelayedTriggerTopic: dmp_sms_tr
SmsImmediateTriggerTopic: dmp_sms_tr
TriggerApiDelayedTriggerTopic: dmp_trapi_tr
TriggerApiImmediateTriggerTopic: dmp_trapi_tr
UserFailureKafkaTopic: trigger_failure
WebPushDelayedTriggerTopic: dmp_wpn_tr
WebPushImmediateTriggerTopic: dmp_wpn_tr
WhatsAppDelayedTriggerTopic: dmp_wsap_tr
WhatsAppImmediateTriggerTopic: dmp_wsap_tr
alertToEmailId: ""

emailType: SMTP

fromEmailId: ""

hostname: trigger-prod-mu

smtpHost: <OPEN_TSDB_HOST>

smtpPort: "<smtpPort>"

Helm Apps / cdp-flip @Hepvy @
Overview App Details  §3 Configure Deployment history

& YAML  Manifest output S Comparevalues [ README
-~ 1 ConfigMaps:

Project 2 enabled: true

cdp-dev-app 174 3 maps:
a - data

Environment 5 AERO_CUSTOMIZATION NS: cdpstore

openshift 6 AERO_CUSTOMIZATION TIMEOUT: "100"
7 AERO_KEYS_ORDER: vizid,crmid,se__hm,se__he,lemid

Helm Chart Refetch Charts 8 AERO_METADATA_ITEMS: ie
9 AERO_RTS_CACHE_EXPIRY: "8760"

harbor-repo/cdp-fiip v 10 APP_LOG_LEVEL: debug

11 BATCH_TIMEOUT MS: "1000"

Chart Version 12 BATCH_TIMEOUT_TRIGGER: "5000"

1.0.1406-DEPLOY-d1dS5ebd-128- 13 KAFKA_BATCH_SIZE: "1"
1213 14 KAFKA_CONSUMER_EVENT_MAX_BATCH_EXECUTE_RETR 3"

15 KAFKA_CONSUMER_EVENT_MAX_EVENT_BATACH_LAG:

Chart Values 16 KAFKA_CONSUMER_EVENT_SR_MAX_EVENT_BATCH_LAG:

cdp... (101406 DEPLOY-d1dsSebd 17 KAFKA_CONSUMER_GROUP_ID: cdp-flip-prod

1281213) 18 KAFKA_CONSUMER_GROUP_PREFIX: consumer-g-1-stage
19 KAFKA_CONSUMER_TOPIC_CONSUMER BATCH_SIZE: "100"
20 KAFKA_CONSUMER_TOPIC_CONSUMER DEFAULT_BATCH_TIMEOUT MS: "200"
21 KAFKA_CONSUMER_TOPIC_CONSUMER DEFAULT BATCH_TIMEOUT TRIGGER: "1000"
22 KAFKA_CONSUMER_TOPIC_CONSUMERS: “6"
23 KAFKA_CONSUMER_TOPIC_LIST: dmp_rt_segments
24 KAFKA_PRODUCER_COMPRESSION CODEC: gzip
25 KAFKA_PRODUCER_HOSTNAME: FLIP
26 KAFKA_PRODUCER_ID: FLIP
27 KAFKA_PRODUCER_MAX_RETRIES: "5"
28 KAFKA_PRODUCER_METADATA_BROKER_LIST: hclsw-sbi-dev-kafka-kafka-bootstrap.kafka-ns.svc:9092
29 KAFKA_PRODUCER_NC_EVENT_TYPE: "420"
30 KAFKA_PRODUCER_NOTIFTOPIC: nc_dummy
] KAFKA_PRODUCER_POOL_SIZE:
8 32 KAFKA_PRODUCER_REQUIRED_ACKS: "1"

Delete Application Update And Deploy
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4. On successful deployment, validate the deployment as shown below.

Helm Apps / cdp-flip

@Hepvy @

Overview App Details 8 Configure Deployment history

§ o
——@)—— openshift sk @ Urls 1T scale Workloads
Application Status @ * Config apply status @ ° Last updated 9 Chart used @ &
Healthy Deployed AMonth Ago cdp-flip
Details The release has been pushed to Kuber. by admin Details Version 1.0.1406...[3) Notes.txt
@ KssResources 7 LogAnalyzer
All(8) ¥ Healthy (5)
~ Workloads Pod (1)
1 healthy
Deployment
~ Pod Name Ready Restarts Age
cdp-fli cdp-fii © L
A » cdpflip s ”n 0 14d 6h
RUNNING
ReplicaSet UNNING

» Networking

» Config & Storage

Cluster: default_cluster = Namespace: cdp-dev-app > @ All resources ' B8 Cluster terminal

Deploying HCL CDP SMSEmailSender
This section provides detailed instructions on how to deploy HCL CDP SMS Email Sender using the Devtron in the OpenShift.

Prerequisites

Make sure to create a cdp-smsemailsender secret in the HashiCorp vault before deploying the HCL CDP SMSEmailSender.



Dashboard

Secrets Engines

Access

Policies

Tools

Client Count
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Secrets / CDP_Secrets / cdp-smssender

cdp-smssender

Secret Metadata Paths  Version History

@ JSON Delete  Destroy Copy v Version2 v Create new version +

Version 2 created Aug 27, 2024 04:20 PM

Version data @ Reveal values B

Vault 1172  Upgradeto Vault Enterprise ~ Documentation ~ Support — JTerms  Privacy — Security — Accessibility @ © 2024 HashiCorp

To create a CDP SMS Email Sender secret in the HashiCorp vault, follow the steps below:

1. Create a cdp-smsemailsender secret sample key and value, and update the actual values as shown below.

{

"5979_ACL_APP_ID": "test",

"5979_ACL_PASS": "test",

"5979_ACL_SUB_APP_ID": "test",

"5979_ACL_USER_ID": "test",

"ADCB_DEVMAG_CERTIFICATE_PASSWORD": "",
"ADCB_PRODMAG_CERTIFICATE_PASSWORD": "",

"AerospikeCluster": "<AerospikeCluster>",

"AerospikePort": "13000",

"BLOW_FISH_KEY": "test",

"ExcludedCampaigns": "",

"Expiry": "-1",

"IncludedCampaigns": "4658,6035,6238,6037,6184,6349,6450,6455,6525",
"KAFKA_TOPIC_CONSUMERS": "6,6,6,6",

"KAFKA_TOPIC_CONSUMER_BATCHSIZE": "10,10,10,10",
"KAFKA_TOPIC_CONSUMER_DEFAULT_BATCHTIMEOUT_TRIGGER": "5000,5000,5000,5000",
"KAFKA_TOPIC_CONSUMER_DEFAULT_BATCH_TIMEOUT_MS": "1000,1000,1000,1000",

"KAFKA_TOPIC_LIST": "dmp_sms_core_apsl,dmp_email_core_apsl,dmp_wsap_core_apsl,dmp_trapi_core_apsl",

"KENSCIO_CLIENT_END_POINT_URL": "",
"KENSCIO_MESSAGE_ID": ",
"KENSCIO_MESSAGE_ID_KEY": "',

"KENSCIO_PASSWORD": "',

"KENSCIO_SYSTEM_ID": "",

"KENSCIO_SYSTEM_ID_KEY": "",

"KENSCIO_USERNAME": "",

"KafkaBootstrapServer": "<KafkaBootstrapServer>",
"KafkaBootstrapServerus": "",
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"KafkaConsumerConfig": "<KafkaConsumerConfig>",
"KafkaPassword": "<KafkaPassword>",

"KafkaPasswordus": "",

"KafkaProducerConfig": "<KafkaProducerConfig>",
"KafkaProducerConfigapsl": "<KafkaProducerConfigapsi>",
"KafkaProducerHostName": "trigger-sender-mu",
"KafkaProducerRegion": "apsl",

"KafkaUsername": "<KafkaUsername>",

"KafkaUsernameus": "",

"MGAGE_XML_API": "test",
"MUAerospikeCluster": "<MUAerospikeCluster>",
"MUAerospikePort": "13000",

"MUNamespace": "cdpstore",

"MysqlDb": "vrm?autoReconnect=true ",
"MysqlHost": "<MysqlHost>",

"MysqlPort": "3306",

"Namespace": "cdpstore",

"PIILookUpEnabled": "true",
"PII_MAX_IDLE_THREADS": "4",
"PII_MIN_IDLE_THREADS": "2",

"RedisIP": "10.14.108.45",

"RedisPort": "6379",

"SesEnabled": "true",

"SupportedRegion": "aps1i",

"TSDB_HOST": "<TSDB_HOST>",

"Timeout": "3000",

"URL_SHORTENER_S3_BUCKET": "lem-url-shortener",
"URL_SHORTENER_S3_BUCKET_EMAIL": "lem-email-url-shortener",
"USAerospikeCluster": "",

"USAerospikePort": "13000",

"USNamespace": "",

"VrmDbPassword": "<VrmDbPassword>",
"VrmDbUsername": "<VrmDbUsername>",
"allowTrafficForSpecificCampaign": "false",
"s3.accessKeyId": "",

"s3.region": "ap-south-1",

"s3.secretKey": ""

}

2. Update ConfigMaps data with actual values, and create required Kafka topics before deployment.

196



Deploy CDP SMS Email Sender

1. Navigate to the Devtron Chart Store, and select the cdp-smsemailsender chart to deploy.

Chart Store 9 source

Q smdl ) All Charts

VIEW AS

88 Grid S List

FILTERS

CHART SOURCE ~
+ Add chart source

() autoscaler

() bitnami

(1) default-chartmuseum
() devtron

() elastic

() external-secrets

[ fluent

harbor-repo

) jetstack

) kedacore

) metrics-server

) nginx-ingress

() prometheus-community

Discover / unica/cdp-smsemailsender

About
Description
A Helm chart for Kubernetes

Home

Read more v

@ README.md
chart version (v1.0.1536-DEPLOY-5a6bf3ec-124-1333)

Deployments
App name App Status

cdp-smsemailsender @ -

3. In the YAML section, update the ConfigMap using the below details and deploy the chart.

5979_ACL_APP_ID: test
5979_ACL_PASS: test
5979_ACL_SUB_APP_ID: test

Select chart to deploy. Learn more about deploying charts

harbor-repo/unicalcdp-smsemailsender
() Show deprecated charts 1.0.1536-DEPLOY-5a6bf3ec-124-1333

Chapter 3. Deploying HCL CDP Marketing Automation Component

Deployed By

admin

Deployed at

5 days ago

@heby @

@heby @

harbor-repo
unica/cdp-smsemailsender

Configure & Deploy

Preset Values
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5979_ACL_USER_ID: test
ADCB_DEVMAG_CERTIFICATE_PASSWORD: test
ADCB_DEVMAG_TRAPI_CERTIFICATE_FILE_PATH: test
ADCB_DEVMAG_TRAPI_CERTIFICATE_S3_FILE_PATH: test
ADCB_PRODMAG_TRAPI_CERTIFICATE_FILE_PATH: test
ADCB_PRODMAG_TRAPI_CERTIFICATE_S3_FILE_PATH: test
ADCB_STAGE_HTTPS_CONNECT_TIMEOUT_SECONDS: "130"
ADCB_STAGE_HTTPS_CONNECTION_COUNT: "10"
ADCB_STAGE_HTTPS_CONNECTION_KEEP_ALIVE_SECONDS: "600"
ADCB_STAGE_HTTPS_CONNECTION_READ_TIMEOUT_SECONDS: "125"
ADCB_STAGE_HTTPS_CONNECTION_WRITE_TIMEOUT_SECONDS: "120"
ADOBE_HTTPS_CONNECT_TIMEOUT_SECONDS: '"124"
ADOBE_HTTPS_CONNECTION_COUNT: "15"
ADOBE_HTTPS_CONNECTION_KEEP_ALIVE_SECONDS: "120"
ADOBE_HTTPS_CONNECTION_READ_TIMEOUT_SECONDS: "900"
ADOBE_HTTPS_CONNECTION_WRITE_TIMEOUT_SECONDS: "900"
ALERT_TO_EMAIL_ID: test

APP_INFRA: k8s

APP_REGION: ap-south-1

APP_TYPE: trigger-sender-us

AWSRegion: us-east-1

BLOW_FISH_KEY: test

CELERY_PARAM_IGNORE: IGNORE_IF_PRESENT
CELERY_PARAM_SENDER: SENDER_apsl

CELERY_TOPIC: CeleryETA

CLICK_TRACKER: <CLICK_TRACKER>/emailClick?
CLICK_TRACKER_SMS: <CLICK_TRACKER>/smsClick?
COMMON_HTTPS_CONNECTION_COUNT: "100"
COMMON_HTTPS_CONNECTION_KEEP_ALIVE_SECONDS: "60"
COMPONENT_NAME: trigger_sender_us
DB_REFRESH_INTERVAL_MS: "120000"

DBDRIVER: jdbc:mariadb
EMAIL_HTTPS_CONNECTION_COUNT: "10"
EMAIL_HTTPS_CONNECTION_KEEP_ALIVE_SECONDS: "6000"
EMAIL_IMPRESSION_TOPIC: sms_email_events
FROM_EMAIL_ID: test

HTTPS_CONNECTION_COUNT: "10"
HTTPS_CONNECTION_KEEP_ALIVE_SECONDS: "60"
KAFKA_CONSUMER_GROUP: k8s-trigger-sender
KAFKA_EXECUTOR_SERVICE_MAX_THREADS: "64"
KAFKA_EXECUTOR_SERVICE_MIN_THREADS: "32"
KAFKA_EXECUTOR_SERVICE_QUEUES_SIZE: "1000"
KAFKA_EXECUTOR_SERVICE_THREAD_TTL: "5"
KAFKA_PRODUCER_CHANNELS: email,sms,trapi,wasp
KAFKA_PRODUCER_META: "true"
KAFKA_PRODUCER_POOL_SIZE: "10"

KENSCIO_MESSAGE_ID: test

KENSCIO_MESSAGE_ID_KEY: test

KENSCIO_PASSWORD: test

KENSCIO_SYSTEM_ID: test

KENSCIO_SYSTEM_ID_KEY: test

KENSCIO_USERNAME: test

KMS_HASHICORPVAULT_ENDPOINT: <KMS_HASHICORPVAULT_ENDPOINT>
KMS_HASHICORPVAULT_ENDPOINT_TOKEN: <KMS_HASHICORPVAULT_ENDPOINT_TOKEN>
KMS_IMPLEMENTATION: HashiCorpVault
KafkaProducerConfigtawl: test
KafkaProducerConfigusel: test
LIVSPACE_IVR_BPEU_APID: "89"
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LIVSPACE_IVR_LPEU_APID: "99"
LOG_LEVEL_APP: debug

LOG_LEVEL_KMS: debug
LOG_LEVEL_METRICS: debug
LOG_LEVEL_PII_STORAGE: debug
LOG_LEVEL_ROOT: debug
LOG_LEVEL_UTILS: debug
MANDRILL_CLIENT_END_POINT_URL: test
MAX_EVENT_BATCH_LAG: "16"
MAXIMUM_IDLE_THREADS: "6"

METRIC_DUMPER_FILE_PATH: /diskl/config/sms-email-sender/metricDumper.ini

METRIC_FILE_PATH: /diskl/config/sms-email-sender/metrics.ini
MGAGE_XML_API: test

MINIMUM_IDLE_THREADS: "3"

OPEN_TRACKER: <CLICK_TRACKER>/emailOpen?
PASS_THROUGH_SUPPORTED_VENDOR: Phonon
PRODUCER_EVENT_TYPE: '"1234"

REDIS_KEY_TTL_IN_SEC: "7776000"
REDIS_MAX_CONNECTIONS: "20"
REPORTING_INTERVAL_IN_MIN: "55"

S3_ACCESSKEYID: ""

S3_ENDPOINT: s3.amazonaws.com

S3_MAX_CONNECTIONS: "10"

S3_MAX_ERROR_RETRY: "3"

S3_MAX_RW_RETRY: "3"

S3_PROTOCOL: HTTPS

S3_REGION: ap-south-1

S3_REQUEST_METADATA_FOLDER: trapi_req_metadata
S3_SECRETKEY: ""

S3_TIMEOUT_CLIENTEXECUTION: "50000"
S3_TIMEOUT_CONNECTION: "10000"
S3_TIMEOUT_REQUEST: "5000"

S3_TIMEOUT_SOCKET: "5000"

SENDER_FEEDBACK_TOPIC: dmp_sst_nba_di_api
SERVER_PORT: '8085"

SHORTEN_CLICK_TRACKER_EMAIL: <CLICK_TRACKER>/ecs
SMS_HTTPS_CONNECTION_COUNT: "10"
SMS_HTTPS_CONNECTION_KEEP_ALIVE_SECONDS: "6000"
SMS_IMPRESSION_TOPIC: sms_email_events
TRAPI_CERTIFICATE_CAMPAIGN_SUFFIX: test
TRAPI_CERTIFICATE_ENDPOINT: test
TRAPI_CONFIG_REFRESH_INTERVAL: "600000"
TRAPI_FEEDBACK_IMPRESSION_TOPIC: sms_email_events
TRAPI_HTTPS_CONNECT_TIMEOUT_SECONDS: '"124"
TRAPI_HTTPS_CONNECTION_COUNT: '"45"
TRAPI_HTTPS_CONNECTION_KEEP_ALIVE_SECONDS: "4000"
TRAPI_HTTPS_CONNECTION_READ_TIMEOUT_SECONDS: "122"
TRAPI_HTTPS_CONNECTION_WRITE_TIMEOUT_SECONDS: "123"
TRAPI_IMPRESSION_TOPIC: trapi_events
TRAPI_KAFKA_EXECUTOR_SERVICE_MAX_THREADS: "64"
TRAPI_KAFKA_EXECUTOR_SERVICE_MIN_THREADS: "32"
TRAPI_KAFKA_EXECUTOR_SERVICE_QUEUES_SIZE: "1000"
TRAPI_KAFKA_EXECUTOR_SERVICE_THREAD_TTL: "5"
TRAPI_TOPIC_PREFIX: dmp_trapi_core

TSDB_PORT: "80"

URL_SHORTENER_AVOID_CONFLICT: "true"
URL_SHORTENER_CONFLICT_MAX_RETRIES: "3"
URL_SHORTENER_DOMAIN: https://s.cdp.bz
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URL_SHORTENER_DOMAIN_EMAIL: https://<url>/ck/ecs
URL_SHORTENER_MULTIPLY_FACTOR: "10000"
USER_FAILURE_KAFKA_TOPIC: sender_failure
VRM_DRIVER: org.mariadb.jdbc.Driver
WASP_IMPRESSION_TOPIC: whatsapp_events
WHATSAPP_HTTPS_CONNECTION_COUNT: "120"
WHATSAPP_HTTPS_CONNECTION_KEEP_ALIVE_SECONDS: "10"
defaultBusinessRegion: apsl

emailType: SMTP

ergoLeadApi: ""

inboundKafkaTopic: sender_inbound
kMS_DECRYPT_TIMEOUT: "3"

smtpHost: <smtpHost>

smtpPort: "20225"

RPN s msemailsender] @uerv @

Overview App Details &3 Configure Deployment history

& YAML  Manifest output S Comparevalues [ README
-~ 1 ConfigMaps:
Project 2 enabled: true
cdp-dev-app 174 3 maps:
a4 - data:
Environment 5 5979_ACL_APP_ID: test
openshift 6 5979_ACL_PASS: test
7 5979_ACL_SUB_APP_ID: test
Helm Chart Refetch Charts 8 5979_ACL_USER_ID: test
9 ADCB_DEVMAG_CERTIFICATE_PASSWORD: test
[ErrapeponEEnE e 10 ADCB_DEVMAG_TRAPT_CERTIFICATE_FTLE_PATH: test
11 ADCB_DEVMAG_TRAPI_CERTIFICATE_S3_FILE PATH: test
Chart Version 12 ADCB_PRODMAG_TRAPT_CERTIFICATE_FILE_PATH: test
1.01536-DEPLOY-5a6bf3ec-124- 13 ADCB_PRODMAG_TRAPI_CERTIFICATE S3_FILE PATH: test
1333 14 ADCB_STAGE_HTTPS_CONNECT_TIMEOUT SECONDS: "130"
15 ADCB_STAGE_HTTPS_CONNECTION_ COUNT: "10"
Chart Values 16 ADCB_STAGE_HTTPS_CONNECTION_KEEP_ALIVE_SECONDS: 600"
cdp-smse. (101536 DEPLOY- 17 ADCB_STAGE_HTTPS_CONNECTION_ READ_TIMEOUT SECONDS:
5a6bf3ec-124-1333) 18 ADCB_STAGE_HTTPS_CONNECTION WRITE_TIMEOUT SECONDS: "120"
19 ADOBE_HTTPS_CONNECT TIMEOUT SECONDS: "124"
20 ADOBE_HTTPS_CONNECTION COUNT: 15"
21 ADOBE_HTTPS_CONNECTION KEEP_ALIVE_SECONDS
22 ADOBE_HTTPS_CONNECTION_READ_TIMEOUT SECONDS
23 ADOBE_HTTPS_CONNECTION WRITE_TIMEOUT SECOND:
24 ALERT_TO_EMAIL ID: test
25 APP_INFRA: k8s
26 APP_REGION: ap-south-1
27 APP_TYPE: trigger-sender-us
28 AWSRegion: us-east-1
29 BLOW_FISH KEY: test
30 CELERY_PARAM IGNORE: IGNORE_IF_PRESENT
. o3 CELERY_PARAM SENDER: SENDER_apsl
8 32 CELERY_TOPIC: CeleryETA

Delete Application Update And Deploy
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4. On successful deployment, validate the deployment as shown below.

Heim Apps / cap AETERTYRARIP @ @

Overview App Details &3 Configure Deployment history

§ o
——@)—— openshift ke @ Urls 1T scale Workloads
Application Status @ ¢ Config apply status @ ° Last updated 9 Chart used @ &
Healthy Deployed 5Days Ago cdp-smsemailsender
Details The release has been pushed to Kuber. by admin Details Version 1.0.1536...[3) Notes.txt
@ KssResources 7 LogAnalyzer
All (10) ¥ Healthy (7)
~ Workloads Pod (1)
1 healthy
Deployment
~ Pod Name Ready Restarts Age
cdp-smsemailsender cdp-smsemailsender- @ Logs
’ N "’W\’ O (o8 " 0 4d 15h
ReplicaSet e
» Networking
» Config & Storage

Cluster: default_cluster | Namespace: cdp-dev-app > @ All resources | B Cluster terminal

Deploying HCL CDP External API

This section provides detailed instructions on how to deploy HCL CDP External API using the Devtron in the OpenShift.

Prerequisites

Make sure to create a cdp-externalapi secret in the HashiCorp vault before deploying the HCL CDP External API.
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Secrets / CDP_Secrets / cdp-externalapi

cdp-externalapi

Vault

Secret Metadata Paths  Version History
Dashboard

o . .
oS @ JSON Delete  Destroy Copy v Version1 v Create new version +

Access Version 1 created Aug 27, 2024 10:41 AM

Policies Version data @ Reveal values B

Tools

Monitoring

Raft Storage

Client Count

Seal Vault

) © 2024 HashiCorp

Vault 1172  Upgradeto Vault Enterprise ~ Documentation  Support — lerms  Privacy  Security

To create a CDP ExternalAPI secret in the HashiCorp vault, follow the steps below:

1. Create a cdp-externalapi secret sample key and value, and update the actual values as shown below.

{
"DbUrl": "jdbc:mariadb://ip:port/dbName",
"DbUserPassword": "dbPwd",
"DbUsername": "dbUser"

}

2. Update ConfigMaps data with actual values, and create required Kafka topics before deployment.

Deploy HCL CDP External API

To deploy HCL CDP External API using Devtron in Openshift platform, follow the steps below:
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1. Navigate to the Devtron Chart Store, and select the cdp-externalapi chart to deploy.

Chart Store 9 source

VIEW AS

88 Grid S List

FILTERS

() show deprecated charts

CHART SOURCE

+ Add chart source
(7) autoscaler

() bitnami

() default-chartmuseum
() devtron

() elastic

() external-secrets
() fluent
harbor-repo

[} jetstack

() kedacore

() metrics-server
() nginx-ingress

) prometheus-community

About

Description

Home

Read more v
[g README.md

Deployments

App name

cdp-externalapi

3. In the YAML section, update the ConfigMap using the below details and deploy the chart.
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Select chart to deploy. Learn more about deploying charts

harbor-repo/unicalcdp-externalapi
1.0.1955-DEPLOY-74715c87-136-1705

Discover / unica/cdp-externalapi

A Helm chart for Kubernetes

chart version (v1.0.1955-DEPLOY-74715¢87-136-1705)

App Status Environment Deployed By

Q- openshift admin

DbConnectionTimeout: "30000"

DbDriver: org.mariadb.jdbc.Driver

DbSQL: "true"
HibernateDialect:

HibernateNaming: org.hibernate.boot.model.naming.PhysicalNamingStrategyStandardImpl
JpaHibernate: org.

innodb

hibernate.dialect.MySQL5Dialect

Deployed at

16 days ago

@heby @

@heby @

harbor-repo
unica/cdp-externalapi

Configure & Deploy

Preset Values
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LOG_LEVEL_APP: debug

LOG_LEVEL_ROOT: debug

ServerPort: "8080"

Helm Apps / cdp-externalapi

Overview App Details £ Configure

& YAML Manifest output

Project

cdp-dev-app Vi

Environment

openshift
Helm Chart Refetch Charts
harbor-repo/cdp-externalapi v

Chart Version
1.0.1900-DEPLOY-74715¢87-136-
1705
Chart Values

(1.0.1900-DEPLOY-
74715¢87-136-1705)

cdp-exte...

Delete Application

Helm Apps / cdp-externalapi

Overview App Details @ Configure

——@)—— openshift

Deployment history

~ 1 configMaps:
2 enabled: true
3 maps :
a - data:
5 DbConnectionTimeout: "30000"
6 DbDriver: org.mariadb.jdbc.Driver
7 DbsQL: “true”
8 HibernateDialect: innodb
9 HibernateNaming: org.hibernate.boot.model.naming.PhysicalNamingStrategyStandardImpl
10 JpaHibernate: org.hibernate.dialect.MysQLSDialect
11 LOG_LEVEL_APP: debug
12 L0G_LEVEL_ROOT: debug
13 ServerPort: "8080"
14 esoSecretData: {}
15 external: false
16 externalType: "
17 filePermission:
18 mountPath: "
19 name: cdp-externalapi
20 roleARN: "
21 subPath: false
22 type: environment

23 ConfigSecrets:

24 enabled: false
25 secrets: []
26 ContainerPort:
27 - envoyPort: 8799
28 idleTimeout: 1800s
29 name: app
30 port: 8080
L. 31 servicePort: 8080
2 supportstreaming: false

Deploying HCL CDP Tryitout

This section provides detailed instructions on how to deploy HCL CDP Tryitout using the Devtron in the OpenShift.

Deployment history

Application Status @ ® Config apply status @ ° Last updated D Chart used @ &
Healthy Deployed 16 Days Ago cdp-externalapi
Details The release has been pushed to Kuber.. by admin Details Version 1.0.1900...[3) Notes.txt
& K8sResources  ‘a LogAnalyzer
All(10) ¥ Healthy (7)
~ Workloads Pod (1)
1 healthy
Deployment
~ Pod Name Ready
cdp-externalapi ) cdp-externalapi- ©  Logs "
ReplicaSet RUNNING
» Networking
» Config & Storage

Cluster: default_cluster | Namespace: cdp-dev-app > @ All resources | B Cluster terminal

Restarts

& Compare values

& Urls

Age

15d 22h

@repvy Q@

[ README

Update And Deploy

@uepvy @

11 Scale Workloads H
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Prerequisites

Make sure to create a cdp-tryitout secret in the HashiCorp vault before deploying the CDP Tryitout.

Secrets / CDP_Secrets / cdp-tryitout

cdp-tryitout

Vault

Secret Metadata Paths Version History
Dashboard

5 . .
Secrets Engines @ JsON Delete Destroy Copy v Version 1 v Create new version <+

Access Version 1 created Aug 20, 2024 06:38 PM

Policies Version data @ Reveal values E

Tools

dbcUR

Monitoring

Raft Storage

Client Count

Seal Vault

Vault 1172  Upgrade to Vault Enterprise ~ Documentation  Supp: Tems  Privacy  Security  Accessibilty ) © 2024 HashiCorp

To create a CDP Tryitout secret in the HashiCorp vault, follow the steps below:

1. Create a cdp-tryitout secret sample key and value, and update the actual values as shown below.

{
"DbUrl": "jdbc:mariadb://ip:port/dbName",
"DbUserPassword": "dbPwd",
"DbUsername": "dbUser"

}

2. Update ConfigMaps data with actual values, and create required Kafka topics before deployment.

Deploy CDP TryltOut

To deploy CDP TryltOut using Devtron in Openshift platform, follow the steps below:
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1. Navigate to the Devtron Chart Store, and select cdp-tryitout chart to deploy.

Chart Store 9 source

VIEW AS

88 Grid S List

FILTERS
harbor-repo/unicalcdp-tryitout

() Show deprecated charts 1.0.1958-DEPLOY-74715c87-126-1710

CHART SOURCE ~
+ Add chart source

(7) autoscaler

() bitnami

() default-chartmuseum
() devtron

() elastic

() external-secrets

() fluent

() harbor-repo

[} jetstack

() kedacore

() metrics-server

() nginx-ingress

) prometheus-community

Discover / unica/cdp-tryitout

About
Description
A Helm chart for Kubernetes

Home

Read more v

[g README.md
chart version (v1.0.1958-DEPLOY-74715¢87-126-1710)

Deployments

App name App Status Environment

cdp-tryitout ® - openshift

3. In the YAML section, update the ConfigMap using the below details and deploy the chart.

APP_DEBUG: DEBUG
APP_LOG_LEVEL: debug

KMS_HASHICORPVAULT_ENDPOINT: <KMS_HASHICORPVAULT_ENDPOINT>
KMS_HASHICORPVAULT_ENDPOINT_TOKEN: <KMS_HASHICORPVAULT_ENDPOINT_TOKEN>

KMS_IMPLEMENTATION: HashiCorpVault
addRecipientBaseUrl: http://<ip>:<port>

Select chart to deploy. Learn more about deploying charts

Deployed By

admin

Deployed at

18 days ago

@heby @

@rebv @

harbor-repo
unica/cdp-tryitout

Configure & Deploy

Preset Values
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adobeEndpoint: http://<ip>:<port>
connectionTimeOutInMilis: "500000"

dialest: org.hibernate.dialect.MySQL5Dialect
driver: org.mariadb.jdbc.Driver
executorServiceMaxThreads: "80"
executorServiceMinThreads: "80"
executorServiceQueuseSize: "100000"
executorServiceThreadTTL: "5"
hikariIdleTimeOut: "10000"

hikariPoolSize: "5"

hikariTimeOut: "30000"

httpTimeout: "30000"
httpsConnectTimeoutSeconds: "1240"
httpsConnectionCount: "30"
httpsConnectionKeepAliveSeconds: "120"
httpsConnectionReadTimeoutSeconds: "1220"
httpsConnectionWriteTimeoutSeconds: "1230"
lifecycle: 60s

managementEndpoints: health,info,metrics
minimumIdle: "O"

physicalStrategy: org.hibernate.boot.model.naming.PhysicalNamingStrategyStandardImpl
readTimeout: "500000"

responseTimeout: "500000"

serverPort: "8080"

serverShutdown: graceful
smsEmailSenderBaseUrl: <smsEmailSenderBaseUrl>
sqlStatement: "true"

storageEngine: innodb

writeTimeOut: "50000"

Helm Apps / cdp-tryitout @repvy Q@

Overview App Details 3 Configure Deployment history

& YAML Manifest output & Comparevalues  [@ README
- e
Project 4 - data:
do-dev-a o 5 APP_DEBUG: DEBUG
ccp-dev-app 6 APP_LOG_LEVEL: debug
Environment 7 KMS_HASHICORPVAULT_ENDPOINT: _
8 KMS_HASHICORPVAULT_ENDPOINT_TOKEN:
openshift 9 KMS_IMPLEMENTATION: HashiCorpvault
10 addRecipientBaseUrl: http://<ip>:<port>
Helm Chart Refetch Charts 1 adobeEanoint: http://<iz>:<poﬁt> g’
harbor-repo/cdp-tryitout v 12 connectionTimeOutInMilis: "500000"
13 dialest: org.hibernate.dialect.MysQLSDialect
Chart Version 14 driver: org.mariadb.jdbc.Driver
15 executorServiceMaxThreads: "80"
101890 DEPLOY-74715c87-126- 16 executorServiceMinThreads: "80"
210 17 executorserviceQueusesiz:
Chart Values 18 executorServiceThreadTTL:
19 hikariIdleTimeOut: "10000"
cdp-tr. (10.1890-DEPLOY- 20 hikariPoolsize: "5"
74715c87-126-1710) 21 hikariTimeout: “30000"
22 httpTimeout: "30000"
23 httpsConnectTimeoutSeconds: "1240"
24 httpsConnectionCount: "30"
25 httpsConnectionkeepAliveSeconds: 120"
26 httpsConnectionReadTimeoutSeconds: "1220"
27 httpsConnectionWriteTimeoutSeconds: "1230"
28 lifecycle: 6os
2 managementEndpoints: health,info,metrics
30 minimumIdle: “o"
31 physicalstrategy: org.hibernate.boot.model.naming.PhysicalNamingStrategyStandardImpl
32 readTimeout: "500000"
33 responseTimeout: "500000"
34 serverPort: "8080"
35 servershutdown: eraceful

Delete Application Update And Deploy
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4. On successful deployment, validate the deployment as shown below.

Helm Apps / cdp-tryitout

Ouerv O
Overview App Details 3 Configure Deployment history
. b .
@ openshift i @ urls 11 scale Workloads H
Application Status @ * Config apply status @ ° Last updated o) Chart used @ &
Healthy Deployed 18 Days Ago cdp-tryitout
Details The release has been pushed to Kuber... by admin Details Version 1.0.1890...3) Notes.txt
@ K8sResources 7 LogAnalyzer
All(10) % Healthy (7)
~ Workloads Pod (1)
1 healthy
Deployment
~ Pod Name Ready Restarts Age
cdp-tryitout cdp-tryitout- © | Logs .
s ’ RU’:V\H)V,VG O (oE 1" 0 16d 140 :
ReplicaSet !

» Networking

» Config & Storage

Cluster: default_cluster = Namespace: cdp-dev-app > @ All resources E8 Cluster terminal
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This section outlines the minimum hardware requirements to guide OpenShift infrastructure sizing for the deployment of

HCL CDP in support of application deployment.

The objective of this guide is to provide an estimated baseline for the OpenShift infrastructure components—CPU, memory,
storage, and network resources—necessary to achieve expected performance levels and ensure a reliable, efficient

operational environment.

The hardware sizing details include:

« Number of servers per component
« Per-server specifications (vCPU, RAM, and Storage)

« Total resource footprint

These recommendations serve as a starting point for capacity planning and should be adapted based on workload
characteristics, usage patterns, and scaling expectations.

Component-wise Hardware Summary

The following table provides a detailed breakdown of OpenShift infrastructure requirements for each system component.
For every listed component, it outlines the number of servers allocated, the per-server hardware specifications (vCPU, RAM,
and HDD), and the resulting total resource consumption. This granular view helps assess the compute, memory, and storage
needs across the architecture and supports capacity planning, resource optimization, and scaling decisions.

No. of Se vCPU (per .
Component RAM (GiB) HDD (GB) Total vCPU Total RAM Total HDD
rvers server)
Pixel 1 2 4 100 2 4 100
Listeners
SSTHS - 1 2 4 100 2 4 100
Zookeeper
SSTHS - 1 2 8 100 2 8 100
Aerospike
SSTHS - 1 2 4 100 2 4 100
Processor
SSTHS 1 2 4 100 2 4 100
- Offline
Processor
Mongo 2 2 8 100 4 16 200
Mongo 1 2 4 50 2 4 50
Connector
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No. of Se vCPU (per .
Component RAM (GiB) HDD (GB) Total vCPU Total RAM Total HDD
rvers server)
RTS 4 100 1 4 100
RTS - Offline 4 100 1 4 100
Athena - - - -
Druid 64 200 8 64 200
Ul/Core API 4 50 1 4 50
SFTP 4 200 1 4 200
DMP-Produ 4 100 1 4 100
cer
PIl Cache 8 100 2 8 100
MySQL 8 100 2 8 100
Master
MySQL Slave 16 100 4 16 100
Trigger 4 100 1 4 100
Scheduler 4 100 2 4 100
Core
Trigger Core 4 100 1 4 100
Scheduler 4 100 1 4 100
Sender
Trigger 4 100 1 4 100
Sender
Flip 4 100 1 4 100
Flip AS 8 100 1 8 100
DI API 4 100 2 4 100
Prometheus 4 200 2 4 200
Grafana 4 50 1 4 50
Kafka 8 100 4 8 100
Connectors
Kafka 8 100 4 8 100
Zookeeper
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No. of Se vCPU (per .
Component RAM (GiB) HDD (GB) Total vCPU Total RAM Total HDD
rvers server)
Kafka 1 4 8 200 4 8 200
Brokers
Kafka 1 2 4 100 2 4 100
ControlCen
ter
Kafka 1 2 4 100 2 4 100
SchemaRegis
try
Neo4j Graph |1 4 8 100 4 8 100
Offline 1 2 4 100 2 4 100
Segmentat
ion
ES - Master |1 2 8 100 2 8 100
Nodes
ES - Data 1 2 16 100 2 16 100
Nodes
ES - Ingest 1 2 4 100 2 4 100
Nodes
ES - 1 2 8 100 2 8 100
Coordinating
Nodes
ES - Kibana |1 2 8 100 2 8 100
FluentBit 2 2 4 100 4 8 200
S3Log 2 4 8 200 8 16 400
Uploader

Disclaimer - This guide illustrates the minimal hardware sizing requirement, based on various assumptions. This guide does

not replace the need for specific Infrastructure details before the deployment. The mentioned consumptions are based on

a specific scenario and hardware. Proper estimation should be done before buying the hardware. On top of the suggested

hardware, appropriate buffer should be added for any expected peak/future load.

Category-wise Hardware Summary

Category

Servers VCPU RAM (GiB) HDD (GB)

Streaming / Real-time 5 8 24

500
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Category Servers vCPU RAM (GiB) HDD (GB)
Database 11 26 72 950
Ul / API 3 4 12 250
Kafka Stack 5 16 32 600
Workflow / Scheduler 5 6 20 500
Analytics / OLAP 1 8 64 200
Monitoring 2 3 8 250
Graph DB 1 4 8 100
Offline Processing 2 4 8 200
Logging / Observability 8 16 56 900
ETL / Data Movement 4 10 24 650
Security / File Transfer 1 1 4 200
Unclassified 6 9 36 600

Total Infrastructure Summary

To
tal

Resource

Total Servers 54

Total vCPUs 109

Total RAM 368
(GiB)

Total HDD (GB) | 5400
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