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1 Introduction

This document is supplement to BigFix Capacity Planning document available here:
https://bigfix-mark.github.io/Docs/BigFix%20Capacity %20Planning%?20v10.pdf

This document covers extending BigFix deployment with Inventory.

Note: This document supersedes all previous BigFix capacity planning documentation including:
Hardware requirements (hcltechsw.com)

Infrastructure (hcltechsw.com)

Note: This document is considered a work in progress. Capacity planning recommendations will be
refined and updated as new BigFix releases are available.
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https://help.hcltechsw.com/bigfix/10.0/inventory/Inventory/tuning/c_infrastructure.html

BigFix Capacity Planning

2 BigFix Inventory Overview

An overview of BigFix will be provided from the following perspectives:
1. Functional.

2. Architectural.

2.1 Functional Overview

The BigFix Inventory extends BigFix portfolio with Software and Hardware Inventory and Software
License management capabilities using BigFix Platform to interact with managed devices.

2.2 Architectural Overview
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BigFix Inventory extend BigFix deployment with:

e BigFix Inventory Server — processing data collected from the endpoints and providing
reporting and management functions.

o Dedicated BigFix Inventory database that can be collocated with other BigFix databases or
deployed separately.

e Components deployed on managed devices:
o BigFix Scanner

e Components deployed on selected devices to manage/collect additional information:
o BigFix Inventory VM Manager Tool
o BigFix Inventory SAP Tool
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3 Capacity Planning

The capacity planning recommendations will be broken down across the following components.
¢ Impact on the BigFix Platform Server (root server, including the database server)
e Impact on the managed device
e BigFix Inventory Server
e BigFix Inventory Database
Some considerations should be kept in mind for the recommendations.

e Capacity planning recommendations are general purpose for a “typical” workload. We model
the “typical” workload in our performance labs and consolidate field results.

e Capacity planning recommendations are provided in terms of the number of managed
endpoints. This is a simplification to make the recommendations consumable, but there are
many more dimensions that may apply for a specific installation.

¢ Inthe event you are within a range of capacity planning recommendations (e.g. somewhere
between 50,000 and 100,000 managed endpoints for the BigFix root server), you may start at
the low end of the range and grow, assuming your workload and system behavior is well
understood. This applies to the CPU, memory, and storage allocations. The 10O subsystem
and network requirements are universal.

e Monitoring over time is always recommended. This guide includes specific references for
how to monitor at the operating system, application, and database levels.

e Capacity planning is seldom static. Systems grow over time. Entropy increases.
Maintenance operations are typically required, especially at the database level, to manage
this and ensure performance stability. References for this are provided in this guide.

3.1 The Evolution of BigFix Capacity Planning

Historically, BigFix has supported a 250k agent deployment on a single BigFix Inventory Server with
one or more BigFix root servers.

MCM objects are not imported / managed by BigFix Inventory.

3.2 Impact on BigFix Platform components

The following table describes additional resources needed to handle traffic for BigFix Inventory on
each of BigFix Platform Components:

Agent Deployment Component " Additional Additional
Size Additional CPU | - o ory (GB) | Storage (GB)
+1GB
to store Scan
Any Relay N/A N/A Results during
transfer
< 5,000 Root Server N/A N/A 71

! This is calculated based on data from next table with some extra space to store additional data collected.
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Platform
Database N/A N/A 2
Root Server N/A N/A 15
< 50,000
Platform N/A + 4GB 20
Database
Root Server N/A N/A 30
< 150,000
Platiorm +1CPU +8GB 50
Database
Root Server N/A N/A 50
< 250,000 Platform
+2CPU +16 GB 100
Database
Figure 2: BFIl impact on Root Server.
Additional Storage in table above has been calculated to store following data:
Data to store Impact On Addltlo(rgle)Storage Comment
BFI Analysis Results Platform 300 kB per computer
y Database P P
BFI Actions Platform +0.5GB
Database
BFI Scan Results? Platform 100 KB per computer, Add few GB more to store VM
Server Disk 9+ files per computer Manager Data, logs etc.
Platform
BFI Installers Server Disk + 3GB
Platform Additional tools to be deployed.
BFI Downloads for Server Disk +2GB Space needed at the time of

Fixlets

deployment.

Figure 3: BFI elements to store on BigFix Platform — items contributing to the disk storage

requirements.

2 This uses Archiving Client files on the BigFix Server (hcltechsw.com) capability.



https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Config/c_overview.html
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3.2.1 BigFix Agent

Review important information about hardware requirements for the BigFix client and the software and
capacity scans that are embedded in it.

3.2.1.1 Processor and RAM

An BigFix client alone can consume up to 2% of the processing power of one processor core on an
endpoint. However, the client is complemented with software and capacity scans that collect
necessary software and hardware information from your endpoints. Although the capacity scan
reports very low CPU usage, the software scan can consume substantial CPU resources while a scan
is in progress. To decrease the impact of a software scan on production system, it can be scheduled
to run on the weekends or in the evenings. You can also run the software scan with the CPU
threshold option that limits the consumption of your CPU resources.

Component CPU RAM Comment
- For more information, see: Configuring
0, )
BigFix Agent < 2% (default) <20MB Client CPU Utilization (hcltechsw.com)
Initiating software scans
(hcltechsw.com) with CPU threshold.
BFI Software Scan | Single core, <80 MB The software scan runs on demand,
up to 100 % and can be monitored by checking the
following
processes: wscansw, wscanfs.
BFI Capacity Scan The capacity scan runs every 30
<19% <20 MB minutes, and can be monitored by

checking the following
process:. wscanhw.

Figure 4: BFI impact on BigFix Agent — CPU and RAM

10
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3.2.1.2 Disk space

Space

Data stored . Directory Comment
required
e Linux:
/var/opt/BESClient/LMT/
BFI Scan 250 MB | ® Windows:
Results C:\Program Files (x86)\
BigFix Enterprise)\
BES Client\LMT\
e Linux:
/var/opt/BESClient/VMMAN/
BFI VM
Manager
Tool V\?ith 200 MB | o Windows:
Data C:\Program Files (x86)\
BigFix Enterprise\
BES Client\VMMAN\
e Linux:
. /opt/tivoli/cit
oriseamer | pou | 7
e Windows:
C:\Program Files\tivolilcit
. The required disk space
e Linux: o depends on the number of files,
BEl S _ /opt/tivoli/cit/cache_data | girectories, and subdirectories
canner: ~100
Cache MB o Windows: to be scanned. It can be
C:\Program Files\tivoli\ estimated by multiplying the
cit\cache data number of files to be scanned
- by 60 bytes
BFI Scanner: .
Global e Linux: /etc/cit
Configuratio <1MB ; .
. o Windows: $WINDIR%
The required disk space
depends on the scanner options
that are used (for example,
BFI Scanner: | 100 MB | « Linux: /tmp sorting) as well as the number
Temporary on _ of files, directories, and
files average | ® Windows: $TEMPS subdirectories to be scanned. It
can be estimated by multiplying
the number of files to be
scanned by 100 bytes.
e Linux:
/usr/ibm/tivoli/common/CIT | pefaylt configuration is 10 logs,
BFI Scanner: 10 MB+ ; 1 MB each. For debug purposes
' (100 | » Windows: ACh. g purp
Logs MB) C:\Program Files\ there might been needed to
tivoli\ibm\tivoli\ collect more data.
common\CIT\1logs

11




BigFix Capacity Planning

Figure 5: BFl impact on BigFix Agent disk space

3.2.2 BigFix Relay

In BigFix Inventory scenario BigFix Relays need to handle additional load caused by pushing scan
results from endpoint to the Root Server using Archive Manager capability.

There is needed to secure additional 1 GB of disk space for that purpose.

12
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3.3 BigFix Inventory Server

Deployment Size CPU Memory (GB)
< 5,000 4 -er?x3g
< 50,000 4 -Xrlng
< 150,000 8-16 -XrLng
< 250,000 16 -XrlmiBg

Figure 6: BFI Server CPU and Memory requirements

BigFix Inventory Server for small deployments below 5 000 endpoints can be collocated with BigFix
Platform Server. In such case add 2 CPU and 4 GB of RAM to BigFix Platform Server.

3.3.1 BigFix Inventory Server - Disk Space

Directory

Space required

Comments

C:\Program Files
(x86) \BigFix
Enterprise\BES

Compressed installer that is downloaded to

Installers\BFI installer 1GB the selected endpoint from BigFix. It can be
B deleted after extracting.
SHOME/BFI installer
C:\Program Files
(x86) \BigFix
Enterprise\BES
Installers\BFI installer 2 GB Extracted installer
SHOME /<extracted BFI
installer>
Installation directory. The amount includes
C:\Program Files\BigFix space required for future upgrades.
Enterprise\BFI >5GB
/opt/BFI Note: Disconnected Scanners will need
additional disk space.
$TEMP% ) . : .
/tmp 350 MB Temporary files used during the installation
$USERPROFILES 5MB The home directory of the user running the
SHOME installation

13
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/etc (Linux Only) 1 MB Directory that stores scripts that start the
server
/var 1MB Directory that stores the installation registry.

Figure 7: BFI Server disk space requirements

3.4 BigFix Inventory Database

In terms of IOPS, the general DBMS server standard of 5,000 IOPS with < 1ms latency is

recommended.
Deployment | oy, | Memory | SpRge | Sonen | S
(GB) (GB) (GB)
< 5,000 4 8 25 GB 30GB 2.5GB
< 50,000 4 12-24 70 GB 84 GB 25 GB
< 150,000 8-16 32-64 170 GB 204 GB 75 GB
< 250,000 8-16 64 -96 320 GB 384 GB? 125 GB

Figure 8: BFI Server Database disk space requirements

Storage requirements listed in table above highly depend on the number of computers in your
environment and the average size of scan files and analyses. The main contributor to the
requirements is the number of file facts collected per computer. Above requirements should be valid
for computers with about 1000 file facts per computer in average. In case of higher average number
of file facts increase Storage for Data.

BigFix Inventory without computers requires 20GB of data storage on database side. For each
computer there should assumed at least 1 MB of data storage and 0.5 MB of temporary disk space.

There is highly recommended to set following Advanced server settings (hcltechsw.com):

1. maximum_data_lifetime — is enabled and set to desired historical data lifetime

2. raw_data_api_history_keep_days — is set to 7 or lower including 0.
See: Shortening the retention period gradually to avoid problems with growing database size
when set to -1 (disabled).

3. pruning_days_to_keep — is set to 0, unless requested by support.

For more information, see: Tuning performance in medium and large environments.

3 Newer version of BigFix Inventory might require less transaction log space.

14
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Notices

This information was developed for products and services offered in the U.S.A.

HCL may not offer the products, services, or features discussed in this document in other countries. Consult your
local HCL representative for information on the products and services currently available in your area. Any
reference to an HCL product, program, or service is not intended to state or imply that only that HCL product,
program, or service may be used. Any functionally equivalent product, program, or service that does not infringe
any HCL intellectual property right may be used instead. However, it is the user's responsibility to evaluate and
verify the operation of any non-HCL product, program, or service.

HCL may have patents or pending patent applications covering subject matter described in this document. The
furnishing of this document does not grant you any license to these patents. You can send license
inquiries, in writing, to HCL TECHNOLOGIES LIMITED email: products-info@hcl.com

The following paragraph does not apply to the United Kingdom or any other country where such provisions are
inconsistent with local law: HCL TECHNOLOGIES LIMITED PROVIDES THIS PUBLICATION "AS I1S" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE. Some states do not allow disclaimer of express or implied warranties in certain transactions, therefore,
this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made to the
information herein; these changes will be incorporated in new editions of the publication. HCL may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time
without notice.

Any references in this information to non-HCL Web sites are provided for convenience only and do not in any
manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the materials
for this HCL product and use of those Web sites is at your own risk.

HCL may use or distribute any of the information you supply in any way it believes appropriate without incurring
any obligation to you.

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the exchange
of information between independently created programsand other programs (including this one)and
(i) the mutual use of the information which has been exchanged, should contact HCL
TECHNOLOGIES LIMITED email: products-info@hcl.com

Such information may be available, subject to appropriate terms and conditions, including in some cases, payment
of a fee.

The licensed program described in this document and all licensed material available for it are provided by HCL
under terms of the HCL License Agreement or any equivalent agreement between us.

Any performance data contained herein was determined in a controlled environment. Therefore, the results
obtained in other operating environments may vary significantly. Some measurements may have been made on
development-level systems and there is no guarantee that these measurements will be the same on generally
available systems. Furthermore, some measurements may have been estimated through extrapolation. Actual
results may vary. Users of this document should verify the applicable data for their specific environment.

Information concerning non-HCL products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. HCL has not tested those products and cannot confirm the
accuracy of performance, compatibility or any other claims related to non-HCL products. Questions on the
capabilities of non-HCL products should be addressed to the suppliers of those products.

All statements regarding HCL's future direction or intent are subject to change or withdrawal without notice, and
represent goals and objectives only.
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All HCL prices shown are HCL's suggested retail prices, are current and are subject to change without notice.
Dealer prices may vary.

This information is for planning purposes only. The information herein is subject to change before the products
described become available.

This information contains examples of data and reports used in daily business operations. To illustrate them as
completely as possible, the examples include the names of individuals, companies, brands, and products. All of
these names are fictitious and any similarity to the names and addresses used by an actual business enterprise is
entirely coincidental.

If you are viewing this information softcopy, the photographs and color illustrations may not appear.

Trademarks

HCL, and other HCL graphics, logos, and service names including "hcltech.com" are trademarks of HCL. Except
as specifically permitted herein, these Trademarks may not be used without the prior written permission from HCL.
All other trademarks not owned by HCL that appear on this website are the property of their respective owners,
who may or may not be affiliated with, connected to, or sponsored by HCL.

IBM and other IBM graphics, logos, products and services are trademarks or registered trademarks of International
Business Machines Corporation in the United States, other countries, or both. A current list of IBM trademarks is
available on the Web at "Copyright and trademark information" at http://www.ibm.com/legal/copytrade.shtml.
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hello there! | am an Ideapreneur. i believe that sustainable business outcomes are driven by relationships
nurtured through values like trust, transparency and flexibility. i respect the contract, but believe in going beyond
through collaboration, applied innovation and new generation partnership models that put your interest above
everything else. Right now 119,000 ideapreneurs are in a relationship Beyond the Contract™ with 500 customers in
32 countries. how can | help you?
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