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Chapter 1. Introduction
BigFix SaaS is an endpoint management platform that automates patch management and inventory across various operating 
systems and apps. Benefits include cost savings, accessibility, scalability, automatic updates, quick deployment, reliability, high 
compatibility, SaaS security, and reduced hardware requirements.

BigFix SaaS is an endpoint management platform based on Software as a Service (SaaS). It enables IT operations and security 
teams to automate and manage patches to hundreds of thousands of endpoints across multiple operating systems and apps, 
regardless of location, connection type or status as an on-premise, virtual, or cloud endpoint. HCL BigFix automates the 
management, patching and inventory of nearly 120+ operating systems.

BigFix is a cloud-based service that leverages the BigFix team’s decades of experience. The core HCL BigFix platform has the 
following additional components:

• HCL BigFix for Lifecycle Management (includes Patch Management, Remote Control, Software Distribution, and OS 
Deployment)

• HCL BigFix for Patch Management (includes vendor patches for Microsoft, UNIX, Linux, and Macintosh operating 
systems as well as patches for third-party applications by Adobe, Google, and Microsoft)

• HCL BigFix for Security and Compliance (provides common STIG, CIS, and third-party security baselines, network 
self-quarantine, and removable device control)

• HCL BigFix Inventory (gathers information about installed software and hardware in a customer's infrastructure)

• HCL BigFix for Server Automation (provides hypervisor operations to build and manage virtual machines in a datacenter 
environment)

Using BigFix has the following benefits:

• Cost savings

• Accessibility

• Scalability

• Automatic updates

• Quick deployment

• Reliability

• High compatibility

• SaaS security

• Decreased hardware requirements for implementation (SaaS version)



Chapter 2. Getting Started with BigFix SaaS
This guide helps you get started with BigFix SaaS solution for managing your endpoints. BigFix SaaS is designed to simplify and 
streamline the management of users, devices, and deployments within your organization.

Product Overview

BigFix SaaS Endpoint Management Application is a robust platform that enables administrators to efficiently manage user 
accounts, devices, and software deployments. With a user-friendly interface and powerful functionalities, you can ensure 
seamless operations and enhanced security for your organization's IT environment.

Feature Overview

User Management

The User Management module allows administrators to create, manage, and monitor user accounts within the 
organization. Key features include:

• User Creation:  Add new users with customized roles and permissions.
• Role-Based Access Control:  Assign roles to users to control their access to various modules and 

functionalities.

Device Management

The Device Management module provides tools to oversee and maintain all endpoints within the organization. 
Key features include:

• Device Enrollment:  Register new devices manually or through automated processes.
• Device Monitoring:  Monitor the status, performance, and compliance of all registered devices.
• Remote Management:  Perform remote actions such as restarting, locking, or wiping devices to ensure 

security.
• Compliance Policies:  Define and enforce compliance policies for devices to meet organizational 

standards.

Deployment Management

The Deployment Management module enables administrators to deploy software, updates, and configurations 
across endpoints. Key features include:

• Software Deployment:  Distribute software packages to selected devices or groups.
• Update Management:  Schedule and automate software updates to keep devices up-to-date.
• Configuration Management:  Apply configuration settings to devices to ensure uniformity and 

compliance.
• Deployment Reports:  Generate reports on deployment status and success rates for analysis and 

troubleshooting.

Access and security
Learn how to securely log in and out of the application, change your password, and update your profile information. Regularly 
updating your password and keeping your profile information current helps maintain the security and accuracy of your account.

Logging In

To access BigFix SaaS application, follow these steps:
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1. Open the BigFix SaaS application URL:Launch your preferred web browser and navigate to https://login.bigfix.com  to 
access BigFix SaaS application.

2. Enter Your Credentials:  On the login page, enter your user name and password in the respective fields.

Note:  If you are a first time user, check the email you have received from BigFix for the credentials.

3. Click 'Log in':  Once you have entered your credentials click the 'Log in' button.
4. Changing temporary password: First time user receives a welcome email  containing a temporary password. On first 

login, the application prompts you to change the temporary password.
5. Multi-factor Authentication:

◦ If the BigFix SaaS admin enforced Multi-Factor Authentication  (on page 8)  (MFA) for your account, you 
will be redirected to activate Time-Based One-Time Password (TOTP).
◦ If MFA is not enforced, you will be logged in immediately after changing the password.

6. TOTP Activation

a. When prompted, you will be guided to install an authenticator app (Google Authenticator or Microsoft 
Authenticator).

b. A QR code is shown for easy configuration.

c. After scanning the code, you must enter the 6-digit TOTP to complete the set up. On success, you will be logged 
into BigFox SaaS.

Note:  If incorrect TOTP is entered repeatedly, login attempts are temporarily blocked to increase 
friction for attackers.

https://login.bigfix.com
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7. After you log in successfully, you are taken to My Dashboard, the home page of BigFix.

Logging Out

To ensure the security of your account, always log out when you are finished using the application:

1. Access the User Menu:  Click on your profile icon at the top-right corner of the application window.
2. Log out:  Click 'Log out'. This securely logs you out of your account and redirects you to the login page.

Changing Your Password

If you need to change your password for security reasons or periodic updates, follow these steps:

1. Open Profile Settings:  Click on your profile icon at the top-right corner to display your account information.
2. Navigate to Password Settings:  Click on the label 'Password' within your account settings.

3. Enter Current Password:  Enter old password for verification.
4. Enter New Password:  Type your new password in the designated field. Ensure it meets the security requirements 

specified.
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5. Confirm New Password:  Re-enter the new password to confirm.
6. Update Changes:  Click the Save  button to apply the changes. You need to log in again using your new password.

Changing Profile Information

To update your profile information, such as your first name and last name:

1. Access Profile Settings:  Click on your profile icon at the top-right corner and select 'Profile'.

2. Update the Fields:  Modify the information as needed. Ensure the required fields are filled in.
3. Save Changes:  Click the Save  button to save your changes. Your profile information updates immediately.

Related information
Multi-Factor Authentication  (on page 8)
User Management  (on page 103)

Multi-Factor Authentication
Secure user access to BigFix SaaS with MFA using authenticator apps.

Overview

MFA adds a second layer of protection during login by requiring both a password and a time-based code from an authenticator 
app, improving account security. Multi-Factor Authentication (MFA) enhances the security of your BigFix SaaS environment by 
requiring users to verify their identity with a second factor beyond the password. MFA is especially recommended for business 
partners managing multiple tenants, each with critical enterprise data, to protect against unauthorized access.

Note:  With this release, Time-Based One-Time Password (TOTP) authenticator apps—such as Google Authenticator or 
Microsoft Authenticator—are supported.

Key Benefits

• Adds an extra layer of security beyond passwords

• Reduces risk of compromised credentials

• Aligns with industry standards (e.g., Microsoft O365)

• Empowers administrators to enforce security policies across all tenant users
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Enforcing MFA for All Users

The SaaS Admin creates a new user through the User Manager  (on page 103)  app.

SaaS Admins  can enforce Multi-Factor Authentication (MFA) for all users within a customer account by enabling the Require 
multi-factor authentication (MFA) for all users  toggle in the User Manager app.

Once this option is activated, all users will be prompted to configure MFA the next time they log in. To disable enforcement, the 
admin can simply turn off the toggle at any time.

MFA Recovery (Lost Authenticator App)

• If a user loses access to their authenticator app:

1. They must contact their SaaS Admin to reset MFA.

2. The admin resets MFA for the user in User Manager.

3. On next login, the user must reconfigure MFA.

• If the only SaaS Admin loses MFA access:

◦ Open a support ticket with the vendor to reset MFA via the backend (e.g., Cognito).

◦ Admin will be prompted to reconfigure MFA on next login.

Related information
User Management  (on page 103)
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Common Functionalities
Familiarize yourself with the functionalities that are available across modules. These features help you to effectively manage 
users, devices, and deployments and enhance your management capabilities.

The Filter Data Set  feature allows you to refine displayed data by defining filter conditions based on specific properties. Use this 
feature to quickly locate relevant data by applying one or more conditions with logical operators.

Filtering Data

Filtering allows you to view specific subsets of data based on defined criteria.

• Access Filters: Click on the filter icon to define your criteria to filter your data.

• Filter Conditions: A filter condition consists of the following elements:
◦ Property  refers to the attribute of the data set that you want to filter on.
◦ Operator  defines how the selected property is evaluated.
◦ You can filter a data set using a single condition  or multiple conditions.
◦ Conditions are grouped into filter blocks. Each filter block can be combined with other blocks using logical 

operators such as AND  and OR.
◦ You can start with a single condition or create multiple conditions to refine the results. Select Add Condition  to 

add more conditions within the same filter block. When multiple conditions are present, use logical operators  to 
control how the conditions are evaluated.

• Filter Blocks: Filter blocks help you group related conditions and build advanced filter logic. Each filter block is 
evaluated based on the selected logical operator. Select Add Block  to create a new filter block.

• Applying Filters: After defining the required filter data set conditions, select Apply  to apply the filter. The data view is 
updated to display only the results that match the defined conditions.

• Clearing Filters:
◦ Use Remove Block  to delete a specific filter block.
◦ Select Remove All  to remove all filter blocks and conditions and reset the filter configuration.

Sorting Data

Sorting can be applied to individual columns, allowing users to arrange data according to their current focus or needs. This 
feature enhances data readability and ensures users can efficiently work with large sets of information by keeping relevant details 
readily accessible. Sorting organizes your data in ascending or descending order based on a selected column.

• How to Sort Data:  Click on the column header to sort. Clicking again toggles between ascending and descending order.

Manage Reports

The Manage Reports  functionality allows users to save their customized data as a report after applying filtering settings. This 
feature enables users to quickly access the frequently used data.

This functionality is available across all BigFix SaaS applications that support data filtering, including the following:

• CyberFOCUS  (on page 29)
• Device Explorer  (on page 43)
• Fixlet Explorer  (on page 68)
• Fixlet Streams  (on page 79)

Here’s how the Manage Reports functionality typically works:

Create a new report
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1. Apply Filters and Sorting: Filter  (on page 10)  and sort  (on page 10)  data as applicable based on 
desired criteria, adjusting the view to display only the most relevant information.

2. Navigate to an app that supports to manage reports and display the data in a list .
3. On the tool bar, click Manage Reports.
4. Report settings:

a. Provide a unique name and description for the customized report for easy reference.
b. Click Save Report. The newly created report is listed under All views.

Access a saved report

Saved reports are available across sessions, allowing users to load them whenever needed without reapplying the 
same filters and sorting each time.

1. To load a saved view, expand Reporting  and click All reports.

Delete a report

To remove a saved report:

1. From the All Reports  page, select a report you wish to delete, then click the delete icon on the top right 
corner.

2. Confirm the action when prompted.

This permanently removes the selected view from your saved views, and it will no longer be available for future 
use. This action helps keep your saved views organized by removing outdated or unnecessary configurations.

Exporting Data

The Export Data option is available on Deployments, CyberFOCUS, All reports, and list view pages of Devices, Fixlets. Use this 
option to download tabular report information from list view pages for offline analysis or record-keeping.

It enables users to export visible report data—filtered, sorted, or customized to commonly used spreadsheet formats like CSV or 
Excel.

This allows users to review device inventories, fixlet compliance, or deployment summaries outside the BigFix UI environment.

How to Export Data:

1. Click the Export Report icon located in the upper-right corner of the page.

The Export  panel slides out and displayed.
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2. In the Export panel that appears:

◦ Select CSV  to export raw comma-separated data for importing into other tools.
◦ Select Excel  to export data into a formatted spreadsheet (.xlsx) file.

3. Choose Data to Export:  Depending on the module and screen you are in, you have the option to export the entire 
dataset visible on the screen or apply filters to export a specific subset of data.

Note:
◦ If applicable, apply filters or selections within the module to export only the necessary data, reducing 

file size and focusing on relevant information.
◦ Depending on your user role and permissions, access to certain data subsets may be restricted.

4. After selecting the desired format, click Download. The file gets generated and downloaded to your device.

5. (Optional) Click Reset  to clear all selections before downloading again.

Exporting Charts

The Export charts option is available on CyberFOCUS and Overview pages of Devices, Fixlets. Use this feature to capture 
dashboard visualizations from overview pages as image or document files for reporting and presentation purposes. It allows users 
to download graphical widgets such as bar charts, donut charts, or summary tiles that visualize system compliance, device types, 
or OS distribution trends.

Charts can be exported as JPEG, PNG, or PDF files, making it easy to include BigFix data visuals in internal reports or external 
presentations.

How to Export Charts
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1. Click the Export Report icon located in the upper-right corner of the page.

The Export  panel slides out and displayed.

2. In the Export panel, select one or more of the following options:

◦ JPEG – Exports charts as compressed images suitable for quick sharing.
◦ PNG – Exports charts in higher resolution for professional documentation.
◦ PDF – Consolidates all visible charts into a single report document.

3. Choose Data to Export:  Depending on the module and screen you are in, you have the option to export the entire 
dataset visible on the screen or apply filters to export a specific subset of data.

Note:
◦ If applicable, apply filters or selections within the module to export only the necessary data, reducing 

file size and focusing on relevant information.
◦ Depending on your user role and permissions, access to certain data subsets may be restricted.

4. Confirm and Download:  After selecting the desired format click Download. The file gets generated and downloaded to 
your device.

Note:  If you have choosen more than one format to export, the files will be downloaded in a single zip folder.

5. (Optional) Use Reset to deselect all options before making a new export.
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Searching Data

The search feature helps you quickly locate specific records.

• How to Use Search:  Enter keywords or phrases in the search bar. Results update in real-time.
• Advanced Search:  Use advanced options to refine searches by specifying columns or using logical operators (AND, 

OR, NOT).

Prescriptive Guidance
Prescriptive Guidance provides actionable recommendations to users based on best practices, industry standards, and specific 
organizational policies. This feature enhances operational efficiency, reduces manual effort, and strengthens security posture by 
guiding users towards optimal configurations and actions tailored to their environment.

Key benefits

• Standardization of Best Practices:  It helps ensure that all endpoints within an organization adhere to standardized best 
practices for security, configuration, and compliance.

• Efficiency and Consistency:  By providing clear, actionable recommendations, prescriptive guidance enables IT teams 
to efficiently manage a large number of endpoints with consistent policies and configurations.

• Risk Reduction:  It assists in identifying and mitigating security vulnerabilities, reducing the risk of cyber attacks or data 
breaches across the endpoint environment. It helps users mitigate risks by suggesting actions that address vulnerabilities, 
security gaps, or non-compliance issues identified across endpoint devices.

• User Empowerment:  It empowers IT administrators and endpoint users by equipping them with the knowledge 
and tools needed to implement recommended actions effectively. By providing clear, structured recommendations, 
prescriptive guidance empowers users with the knowledge and tools needed to maintain a secure and efficient endpoint 
environment.

• Adaptability to Change:  Prescriptive guidance adapts to evolving threats, regulatory requirements, and technology 
changes, ensuring that endpoint management practices remain current and effective.

• Automation and Scalability:  Guidance often includes automated workflows or scripts that enable automated 
enforcement of policies and configurations, improving scalability and reducing manual effort. The guidance may include 
automated workflows or scripts that users can deploy to streamline routine tasks such as patching, software updates, or 
configuration changes.

• Compliance Assurance:  It supports organizations in meeting regulatory compliance requirements by guiding them 
towards configurations and practices that align with industry standards and regulations.

• Ongoing improvement: It supports ongoing improvement by adapting to new threats, regulatory changes, or operational 
requirements, ensuring that users stay current with best practices in endpoint management.

Scenarios and use cases

• Scenario 1: Vulnerability Management

◦ An IT team uses prescriptive guidance to identify and prioritize critical vulnerabilities across their endpoint 
devices. By following the step-by-step recommendations, they efficiently apply patches and mitigate risks.

• Scenario 2: Regulatory Compliance

◦ A financial institution leverages prescriptive guidance to align their endpoint configurations with industry 
regulations. Automated workflows ensure continuous compliance and reduce the burden of manual checks.

• Scenario 3: Endpoint Standardization

◦ A global enterprise with a diverse set of endpoints utilizes prescriptive guidance to standardize security and 
configuration practices across all devices. This ensures consistency and reduces the risk of security breaches.
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• Scenario 4: Routine Maintenance

◦ An organization deploys automated scripts provided by prescriptive guidance to streamline routine maintenance 
tasks such as software updates and configuration changes, enhancing operational efficiency.

How to access

This feature is integrated with Device Explorer, Fixlet Explorer, and CyberFOCUS apps. When you access these apps, click on 

the  icon to open the Prescriptive Guidance panel on the right.
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The Prescriptive Guidance  feature automatically identifies devices in your environment that are vulnerable and do not have a 
scheduled remediation action. It helps you take timely action by highlighting risks and streamlining the remediation process.

• The recommendations are based on your environment’s current state.

• The guidance helps prioritize high-risk vulnerabilities and streamlines the remediation steps needed to address them.

• The Remediate  button appears when vulnerabilities are detected.

• Clicking the Remediate  button opens the Remediation Workflow, where:

◦ All applicable fixlets and devices are pre-selected automatically  based on the prescriptive guidance.

◦ You can review and modify the selection before proceeding.

Related information
CyberFOCUS remediation flow  (on page 35)
Setting up remediation flow  (on page 48)



Chapter 3. BigFix SaaS User Guide
This guide is for the regular users of BigFix SaaS.

It provides details of the features that are available to a user when they access the SaaS application. For example: accessing 
BigFx SaaS, creating and managing users, using the available apps - the Deployment Manager, Device Explorer, Fixlet , and 
User Management.

My Dashboard
My Dashboard  is the main page where users can add devices to their deployment and access additional functionality through 
icons for notifications and user profiles. The platform allows customization with light or dark mode at the account level, affecting 
all users.

In the top right corner of the Home Page, there are two icons that offer extra features:

• Notification  icon - where important messages are displayed.
• User Profile icon/photo - which takes users to their account management page.

For users with multiple BigFix accounts, each account can choose between light or dark mode.

Note:  The Dark Mode feature applies to the entire account, affecting all users and the application.

Click the User Profile icon to access user account profile. click the  switch to toggle between dark and light 

mode. Click the  icon to view important notifications.

BigFix currently supports the following apps:

• Deployment Manager
• Device Explorer
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• Fixlet Explorer
• User Management

Information about these apps and their features can be found in separate sections. To maximize the benefits of BigFix, it is 
important to add your organization’s devices to your BigFix system. Just click Add device  and follow the instructions on the 
screen.

Adding devices to BigFix

This task explains how to add devices to BigFix for organizational use. Administrators need to be logged into BigFix to add 
devices, and the process involves enrolling devices by installing the BigFix agent, which supports various operating systems. 
BigFix allows managing up to 50,000 devices per deployment and provides tools for device management and removal.

Administrators need to be logged into BigFix platform before adding devices.

Note:  Having at least one device added to your organization's BigFix deployment is essential. Without a device, the 
BigFix apps cannot be utilized.

The more devices you add to BigFix, the more effective it can be in assisting your organization. All devices added to your BigFix 
deployment can be viewed in the Device Manager app.

Follow the steps below to add devices:

1. Navigate to My Dashboard  by clicking the Home  icon on the left side of the page. Then, click on Add device. The Add 
Device  panel will appear on the right side of the page.

2. Enrolling a device in your BigFix deployment involves installing the BigFix agent. The agent is a piece of software that 
runs on the computer and communicates with BigFix server. BigFix SaaS currently supports agents for various operating 
systems, ensuring compatibility with a wide range of devices.

In the Add Device  panel, choose the operating system that matches the device to be enrolled in BigFix. For instance, select 
MacOS for a MacBook or Ubuntu for an Ubuntu server.

3. Once the correct operating system is selected, click the link below the dropdown to download the agent.

BigFix currently supports the following operating systems:

◦ Windows 10 / 2016 (or greater) (i386)
◦ Windows 11 (arm64)
◦ AIX 7.x (ppc64)
◦ VIOS 3.1.3 (ppc64)
◦ CentOS 7, 8 (x86_64)
◦ Debian 10, 11, 12 (x86_64)
◦ Raspbian 10, 11, 12 (armhf)
◦ Mac OS (.pkg) 11, 12, 13, 14, 15, 26 (x86_64, arm64)
◦ Alma Linux 9.5, 9.6, 10 (x86_64)
◦ Amazon Linux 2, 2023 (x86_64)
◦ Amazon Linux 2, 2023 (arm64)
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◦ Rocky Linux 8, 9, 10 (x86_64)
◦ Oracle Enterprise Linux 7, 8, 9 (x86_64)
◦ Red Hat Enterprise Linux 7, 8, 9, 10 (x86_64)
◦ Red Hat Enterprise Linux 7, 8, 9 (ppc64le (little-endian))
◦ Red Hat Enterprise Linux 7, 8, 9 (s390x)
◦ Solaris 11 (i386)
◦ Solaris 11 (sparc)
◦ Solaris (package p5p) 11 (i386)
◦ Solaris (package p5p) 11 (sparc)
◦ SUSE Linux Enterprise 12, 15 (ppc64le (little-endian))
◦ SUSE Linux Enterprise 12, 15 (x86_64)
◦ SUSE Linux Enterprise 12, 15 (s390x)
◦ OpenSUSE Leap 15.4, 15.5, 15.6 (x86_64)
◦ Ubuntu 18, 20, 22, 24 (x86_64)
◦ Ubuntu 18, 20 (ppc64el (little-endian))
◦ ESU - Windows 2012 (i386)Windows 10/2016+ (i386)
◦ MacOS, 11, 12, 13, 14 (x86_64, arm64)
◦ Amazon Linux 2, 2023 (x86_64)
◦ RHEL 7, 8, 9 (x86_64)
◦ Ubuntu 18, 20, 22 (x86_64)

Currently, there is no way to install agents on multiple devices simultaneously; users need to install the agent suitable for 
each device individually.

4. Once downloaded, install the agent following the standard procedures for the device's operating system. Admin/root 
privileges are required for successful installation. Proceed with the installer steps until completion.

After installing the agent on a device, it will automatically connect to the BigFix service and appear in the Device Explorer page. 
BigFix permits managing up to 50,000 devices per deployment. Users can utilize the filter tool to search for devices in their 
deployment. To remove device(s) from a deployment, select the device(s) and click the Delete  button. This action eliminates the 
chosen devices from BigFix. If you wish to re-enroll these devices later, refer back to this section for instructions.



BigFix SaaS User Guide  | 3 - BigFix SaaS User Guide  | 20

Custom Remediation
Remediate devices on demand using your own Bash, PowerShell, or Action Scripts. Ideal for applying quick fixes, registry 
changes, or patching apps not covered by default content.

Overview

The Custom Remediation app in BigFix SaaS gives IT and security teams enhanced flexibility and control to quickly remediate 
security vulnerabilities and configuration issues—even when standard Fixlets or out-of-the-box content are unavailable. This 
feature lets you deploy your own scripts, deploy custom software updates, and apply manual configuration changes. It's ideal for 
addressing uncovered vulnerabilities, third-party application risks, and non-standard system configurations across your endpoints 
with speed and precision.

Key features

Deploy Script  (on page 20) If predefined remediation workflows don’t cover your needs, and you know exactly what commands or scripts are re­
quired to fix an issue, you can use this feature to create and deploy your own custom script. You can deploy BigFix 
Action Script, Bash, or PowerShell script directly to the target devices and resolve issues without waiting for built-in 
Fixlets.

Install Software  (on page 23) Deploy updates or patches for software (that are not included in standard BigFix content) from URL or file directory to 
the target devices. Support any software Remediate vulnerabilities in any application, even if it is not supported out of 
the box.

Update Windows Registry  (on page 25) Make quick changes to system settings, similar to the Windows Registry Wizard. Apply configuration changes easily: 
Quickly edit registry values, apply configuration updates, or push environment changes across many devices without 
waiting for pre-built content

How to access Custom Remediation

To access the Custom Remediation app, from BigFix SaaS Remediate, expand Resolve  and select Custom Remediation.

Deploy Script

Run your own scripts to quickly remediate devices. Currently supports bash script, PowerShell, and BigFix Action Scripts. 
Target specific devices or OS families for fast and flexible deployments.
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The Deploy Script  feature under Custom Remediation  allows advanced users (power users) to directly deploy scripts to 
targeted devices for custom remediation purposes. This tool is intended for users who need more control and flexibility than what 
is available through standard remediation tools.

To open the Deploy Script widget, from the Custom Remediation  app, on the Deploy Script  card, click Deploy.

1. Script:
a. Select a script type from the available options (such as Powershell, bash, BigFix Action Script).
b. Upload File  or Input Script: Upload a script file or enter the script content directly in the provided field.
c. Click Next.

2. Devices: Filter target devices  (on page 49)  and click Next.

3. Sequence: The configured options are processed sequentially from top to bottom, giving you precise control over how 
deployments are delivered, how users are informed, and how failures are handled.

a. Start downloading immediately

When enabled, targeted endpoints begin downloading the required payloads as soon as the remediation action is 
deployed.

b. Before running message

When enabled, the configured message is displayed to the end user before the action starts. This can be used to 
provide context, warnings, or request user confirmation.

c. While running message

When enabled and a message is configured, during execution of the action, the notification message is shown 
to indicate that the remediation is currently in progress. This helps maintain user awareness and reduce support 
inquiries.

d. Reboot/restart devices on completion of deployment

After the remediation completes, targeted devices are automatically rebooted if required by the fixlet. This step 
ensures that changes are properly applied and system integrity is maintained.
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e. On failure: retry x time and wait x hour between attempts

If the action fails, you can configure:

▪ Number of retries: how many times the system should reattempt the action.

▪ Wait time between retries: the number of hours to wait between each retry.

This setting increases the success rate by accounting for temporary issues like device disconnection or network 
latency.

f. Reapply whenever it becomes relevant again

Click Next  to proceed.

4. Schedule: Select a time range for the scheduled activity. This setting defines the window during which the schedule 
remains in effect. After configuring the schedule, click Next  to proceed.

Field Label Description

Start Date Select the calendar date when the remediation deployment should begin.

Start Time Select the time (hh:mm) at which the remediation should start.

Time Zone (Start) Choose the time zone to apply for the start time: - Client: Uses each end­
point's local time. - UTC: Uses Coordinated Universal Time.

End Date Select the calendar date by which the remediation deployment should be 
completed.

End Time Select the time (hh:mm) at which the deployment window ends.

Run During Agent’s Configured Mainte­
nance Window

Enable this option to restrict the deployment to devices that have a main­
tenance window configured. The remediation will only run within those 
windows. ❗⊗ Note:  Devices without a maintenance window will be ex­
cluded from the deployment.

Run on All Devices, Regardless of Their 
Configured Maintenance Window

Enable this option to override maintenance window restrictions. The re­
mediation will run on all targeted devices, whether or not they have a 
maintenance window configured.

Custom constraints
Enable this option to apply custom constraints, allowing the selection of 
a specific date, time, and day of the week.

Reset Click to clear all current scheduling fields and revert the section to its de­
fault state. Use this to start over if needed.

5. Summary: The Summary section provides a consolidated view of all the configuration options selected in the 
remediation flow. It acts as the final checkpoint before deployment, allowing you to review and confirm your settings.

Action name:

◦ Enter a unique and meaningful name  that clearly describes the purpose of the action.

◦ This name will appear in action history, logs, and dashboards, helping you and your team quickly identify and 
differentiate actions.

◦ Use descriptive terms (e.g., "Critical Patch – May 2025 – Windows Devices") to ensure clarity and traceability.

6. Deploy the Script:  After verifying the configured information, click Deploy  to deploy the action.

Related information
Install Software  (on page 23)
Update Windows Registry  (on page 25)
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Install Software

The Install Software feature in the Custom Remediation  app allows you to deploy software to specific devices by simply 
providing a download link and targeting filtered devices. This is a powerful and flexible way to deliver software without needing 
to upload packages manually.

Use this feature when:

• You have a publicly accessible or internal URL for a software installer.

• You want to deploy that software to a subset of devices filtered by OS, name, group, or other criteria.

• You need a lightweight and quick remediation workflow.

To open the Install Software widget, from the Custom Remediation  app, click the Install Software  button.

1. Enter Software Details:

◦ URL: Provide the direct link to the software package hosted online.

Note:  Supported file extensions are .deb, .exe, .msi, .pkg, and .rpm.

◦ SHA-256: Secure hash used to verify the integrity of the downloaded file.
◦ Size in bytes: Exact file size to validate the download.
◦ Installation instructions as Local Administrator: This field is optional. BigFix automatically generates the 

base installation command based on the file type (for example, .msi, .exe) provided in the URL. You only need 
to enter optional arguments such as silent install flags.

Example:  If you're installing an MSI and want a silent install, just enter /qn.

BigFix will generate the full command automatically, e.g., msiexec.exe /i myApp.msi /qn.

If you leave the field blank, BigFix will still send the appropriate base command, such as

msiexec.exe /i
        myApp.msi

.

Example Configuration
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Field Example Value

URL https://example.com/software/app.msi

SHA-256 3a1f34e...  (64-character hash)

Size in Bytes 10485760

Software Command app.msi

Installation Instructions as Local Administrator /qn

Click Next.

2. Devices: Filter target devices  (on page 49)  and click Next.

3. Behavior: The configured options are processed sequentially from top to bottom, giving you precise control over how 
deployments are delivered, how users are informed, and how failures are handled.

a. Start downloading immediately

When enabled, targeted endpoints begin downloading the required payloads as soon as the remediation action is 
deployed.

b. Before running message

When enabled, the configured message is displayed to the end user before the action starts. This can be used to 
provide context, warnings, or request user confirmation.

c. While running message

When enabled and a message is configured, during execution of the action, the notification message is shown 
to indicate that the remediation is currently in progress. This helps maintain user awareness and reduce support 
inquiries.

d. Reboot/restart devices on completion of deployment

After the remediation completes, targeted devices are automatically rebooted if required by the fixlet. This step 
ensures that changes are properly applied and system integrity is maintained.

e. On failure: retry x time and wait x hour between attempts

If the action fails, you can configure:

▪ Number of retries: how many times the system should reattempt the action.

▪ Wait time between retries: the number of hours to wait between each retry.

This setting increases the success rate by accounting for temporary issues like device disconnection or network 
latency.

f. Reapply whenever it becomes relevant again

Click Next  to proceed.

4. Schedule: Select a time range for the scheduled activity. This setting defines the window during which the schedule 
remains in effect. After configuring the schedule, click Next  to proceed.

Field Label Description

Start Date Select the calendar date when the remediation deployment should begin.

Start Time Select the time (hh:mm) at which the remediation should start.
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Field Label Description

Time Zone (Start) Choose the time zone to apply for the start time: - Client: Uses each end­
point's local time. - UTC: Uses Coordinated Universal Time.

End Date Select the calendar date by which the remediation deployment should be 
completed.

End Time Select the time (hh:mm) at which the deployment window ends.

Run During Agent’s Configured Mainte­
nance Window

Enable this option to restrict the deployment to devices that have a main­
tenance window configured. The remediation will only run within those 
windows. ❗⊗ Note:  Devices without a maintenance window will be ex­
cluded from the deployment.

Run on All Devices, Regardless of Their 
Configured Maintenance Window

Enable this option to override maintenance window restrictions. The re­
mediation will run on all targeted devices, whether or not they have a 
maintenance window configured.

Custom constraints
Enable this option to apply custom constraints, allowing the selection of 
a specific date, time, and day of the week.

Reset Click to clear all current scheduling fields and revert the section to its de­
fault state. Use this to start over if needed.

5. Summary: The Summary section provides a consolidated view of all the configuration options selected in the 
remediation flow. It acts as the final checkpoint before deployment, allowing you to review and confirm your settings.

Action name:

◦ Enter a unique and meaningful name  that clearly describes the purpose of the action.

◦ This name will appear in action history, logs, and dashboards, helping you and your team quickly identify and 
differentiate actions.

◦ Use descriptive terms (e.g., "Critical Patch – May 2025 – Windows Devices") to ensure clarity and traceability.

6. Install:  After verifying the configured information, click Install  to install the software.

Related information
Deploy Script  (on page 20)
Update Windows Registry  (on page 25)

Update Windows Registry

Upload and deploy Windows Registry (.reg) files to one or more devices using Custom Remediation. Ideal for applying system 
policies, security settings, or config changes at scale.

The Upload Windows Registry File  feature lets IT admins apply registry changes to one or more Windows devices quickly and 
securely — without creating a Fixlet or waiting for official content updates.

• Import a .reg  file  directly into the Custom Remediation wizard.

• Automatically converts the registry file into a script that runs silently on targeted devices.

• Supports deploying to any number of Windows endpoints that meet targeting criteria.

To open the Windows Registry Configuration widget, from the Custom Remediation  app, on the Windows Registry 
Configuration  card, click Update.
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1. Registry:

◦ You can upload a .reg  file  by:

▪ Dragging and dropping the file into the upload area, or

▪ Clicking Browse Files  to select the file from your system.

◦ If you prefer to specify registry changes directly:

a. Enter Registry Key Path, specify the full path to the registry key you want to modify.

Example:

HKEY_LOCAL_MACHINE\Software\YourCompany\Settings

b. Provide New Registry Key Data

▪ Data Name: The name of the registry value to be created or modified.

Example: EnableFeatureX

▪ Data Type: Choose from supported types:

▪ Data Value: Enter the value associated with the key.

Example: 1  (for enabling a feature)

c. Click Add Registry Key. This adds the key-value pair to the list of changes to be deployed.
d. Add Multiple Registry Keys (Optional)

▪ You can repeat Step 2 to add multiple registry entries  under different or the same paths.

▪ All keys will be written in a single execution sequence on the endpoint.

Example:

Registry Path Name Type Value

HKEY_LOCAL_MACHINE\Software\MyApp AutoStart REG_DWORD 1

HKEY_LOCAL_MACHINE\Software\MyApp\Config ServerURL REG_SZ https://example.com
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2. Devices: Filter target devices  (on page 49)  and click Next.

3. Behavior: The configured options are processed sequentially from top to bottom, giving you precise control over how 
deployments are delivered, how users are informed, and how failures are handled.

a. Start downloading immediately

When enabled, targeted endpoints begin downloading the required payloads as soon as the remediation action is 
deployed.

b. Before running message

When enabled, the configured message is displayed to the end user before the action starts. This can be used to 
provide context, warnings, or request user confirmation.

c. While running message

When enabled and a message is configured, during execution of the action, the notification message is shown 
to indicate that the remediation is currently in progress. This helps maintain user awareness and reduce support 
inquiries.

d. Reboot/restart devices on completion of deployment

After the remediation completes, targeted devices are automatically rebooted if required by the fixlet. This step 
ensures that changes are properly applied and system integrity is maintained.

e. On failure: retry x time and wait x hour between attempts

If the action fails, you can configure:

▪ Number of retries: how many times the system should reattempt the action.

▪ Wait time between retries: the number of hours to wait between each retry.

This setting increases the success rate by accounting for temporary issues like device disconnection or network 
latency.

Click Next  to proceed.

4. Sequence: The configured options are processed sequentially from top to bottom, giving you precise control over how 
deployments are delivered, how users are informed, and how failures are handled.

a. Start downloading immediately

When enabled, targeted endpoints begin downloading the required payloads as soon as the remediation action is 
deployed.

b. Before running message

When enabled, the configured message is displayed to the end user before the action starts. This can be used to 
provide context, warnings, or request user confirmation.

c. While running message

When enabled and a message is configured, during execution of the action, the notification message is shown 
to indicate that the remediation is currently in progress. This helps maintain user awareness and reduce support 
inquiries.

d. Reboot/restart devices on completion of deployment

After the remediation completes, targeted devices are automatically rebooted if required by the fixlet. This step 
ensures that changes are properly applied and system integrity is maintained.

e. On failure: retry x time and wait x hour between attempts
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If the action fails, you can configure:

▪ Number of retries: how many times the system should reattempt the action.

▪ Wait time between retries: the number of hours to wait between each retry.

This setting increases the success rate by accounting for temporary issues like device disconnection or network 
latency.

f. Reapply whenever it becomes relevant again

Click Next  to proceed.

5. Schedule: Select a time range for the scheduled activity. This setting defines the window during which the schedule 
remains in effect. After configuring the schedule, click Next  to proceed.

Field Label Description

Start Date Select the calendar date when the remediation deployment should begin.

Start Time Select the time (hh:mm) at which the remediation should start.

Time Zone (Start) Choose the time zone to apply for the start time: - Client: Uses each end­
point's local time. - UTC: Uses Coordinated Universal Time.

End Date Select the calendar date by which the remediation deployment should be 
completed.

End Time Select the time (hh:mm) at which the deployment window ends.

Run During Agent’s Configured Mainte­
nance Window

Enable this option to restrict the deployment to devices that have a main­
tenance window configured. The remediation will only run within those 
windows. ❗⊗ Note:  Devices without a maintenance window will be ex­
cluded from the deployment.

Run on All Devices, Regardless of Their 
Configured Maintenance Window

Enable this option to override maintenance window restrictions. The re­
mediation will run on all targeted devices, whether or not they have a 
maintenance window configured.

Custom constraints
Enable this option to apply custom constraints, allowing the selection of 
a specific date, time, and day of the week.

Reset Click to clear all current scheduling fields and revert the section to its de­
fault state. Use this to start over if needed.

6. Summary: The Summary section provides a consolidated view of all the configuration options selected in the 
remediation flow. It acts as the final checkpoint before deployment, allowing you to review and confirm your settings.

Action name:

◦ Enter a unique and meaningful name  that clearly describes the purpose of the action.

◦ This name will appear in action history, logs, and dashboards, helping you and your team quickly identify and 
differentiate actions.

◦ Use descriptive terms (e.g., "Critical Patch – May 2025 – Windows Devices") to ensure clarity and traceability.

7. Deploy:  After verifying the configured information, click Deploy  to deploy the action.

Related information
Deploy Script  (on page 20)
Install Software  (on page 23)
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CyberFOCUS
CyberFOCUS is a threat intelligence and remediation feature within BigFix SaaS Remediate that provides visibility into CISA 
KEV (Known Exploited Vulnerabilities) and MITRE ATT&CK reports. It enables users to assess their security posture and take 
proactive remediation actions based on real-world threat intelligence.

CyberFOCUS enhances cybersecurity visibility by integrating CISA KEV and MITRE ATT&CK intelligence into a single 
dashboard, providing interactive filtering, correlation of vulnerabilities with attack tactics, and detailed reporting to help 
organizations prioritize and act on critical threats efficiently. It enables organizations to act swiftly on critical threats, minimizing 
the risk of exploitation. By leveraging CyberFOCUS, security teams can streamline vulnerability management, improve 
compliance with regulatory frameworks, and strengthen their overall security posture through detailed reporting and audit-ready 
insights.

Vulnerability management

• NVD (National Vulnerability Database) and MITRE ATT&CK maintain comprehensive databases of global 
vulnerabilities and attack techniques.

• BigFix SaaS Remediate pulls vulnerabilities from both NVD and MITRE ATT&CK, integrating them into its system for 
comprehensive threat intelligence.

• Each vulnerability is linked to Fixlets, enabling automated remediation of affected devices. Additionally, correlations 
with MITRE ATT&CK tactics help security teams understand exploitation methods and take proactive defense 
measures.

Reports

CyberFOCUS in BigFix SaaS includes two key reports:

• CISA KEV Report  (on page 30)  – A collection of known exploited vulnerabilities. Displays known exploited 
vulnerabilities based on NVD data. CISA Known Exploited Vulnerabilities (KEV) web report utilizes the data provided 
by the Cybersecurity & Infrastructure Security Agency (CISA) KEV Catalog and the associated CISA due dates, 
analyses and compares them with the patch levels of the devices in your BigFix environment, and visualizes the 
vulnerability intelligence as a bubble chart to assess and prioritize the vulnerabilities.

• MITRE APT report  (on page 33)  – Follows a similar structure but is based on the MITRE ATT&CK framework. 
Another framework for tracking vulnerabilities. MITRE Advanced Persistent Threat Groups (MITRE APTs) web report 
obtains data published through the MITRE ATT&CK® Framework, analyses and compares it with the patch levels of 
the devices in your BigFix environment, and visualizes the analysis as a bar chart to help you take informed decision to 
mitigate the security threat.

Note:

• Both CISA KEV and MITRE reports are visualized using tables and charts.
• By default, the dashboard displays the CISA KEV report.

Toolbar Icons

• Export : Exports the current view data or charts.

◦ Use this option to download tabular data as CSV or Excel, or export visualizations as JPEG, PNG, or PDF 
formats.

◦ For detailed steps, see Common Functionality  (on page 10)  > Export Data and Charts.
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• Prescriptive Guidance : Opens the Prescriptive Guidance panel, which identifies configuration gaps or missing 
actions and provides direct remediation options.

◦ From this panel, you can review affected devices and select Remediate to take corrective action.

◦ For more information, see Prescriptive Guidance  (on page 14).

• Filter : Filters the data displayed in the current view based on selected criteria.

◦ You can apply single or multiple conditions to narrow results using properties, operators, and values.

◦ For detailed steps, see Common Functionality  (on page 10)  > Filter Data.

Understanding Fixlets and Exposures

• The system tracks affected devices and Fixlets required for remediation.
• Exposure represents the mapping between relevant Fixlets and affected devices.
• For example, if a device requires three Fixlets, its exposure count is 3; If two devices require three Fixlets each, the 

exposure count is 6. The total exposure is calculated based on relevant Fixlets and affected devices.

Fixlet Creation & Cyber Focus Content Pack

• The BigFix content team creates Fixlets.
• The CISA KEV content pack provides Fixlets for vulnerabilities at no additional cost for those with CyberFOCUS.

Insights Gained from CyberFOCUS

By analyzing the CyberFOCUS dashboard, users can:

• Identify high-risk vulnerabilities currently exploited in the wild.
• Understand the impact on their organization based on affected devices.
• Assess the urgency of patching based on severity and exploitation status.
• Monitor remediation progress over time.
• Correlate threats with MITRE ATT&CK tactics to understand attack techniques used by adversaries.

Actions Users Can Take

CyberFOCUS allows users to take direct remediation actions, including:

• Patching: Remediate  (on page 35)  vulnerable software and devices by deploying relevant Fixlets.

For detailed, step-by-step instructions on executing this action, see Remediate  (on page 35)

Related information
Prescriptive Guidance  (on page 14)
CyberFOCUS remediation flow  (on page 35)

CISA KEV Report

The CISA Known Exploited Vulnerabilities (KEV) Catalog is a curated list maintained by the Cybersecurity and Infrastructure 
Security Agency (CISA). It includes vulnerabilities actively exploited in the wild and requiring immediate remediation. 
Organizations can use this intelligence to prioritize patching efforts and reduce exposure to cyber threats.
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Key Benefits of CISA KEV

• Identifies vulnerabilities with confirmed exploitation in real-world attacks.
• Provides mandated patching deadlines (for U.S. federal agencies).
• Helps organizations prioritize security patches effectively.

Use Cases

• Security Teams: Helps in vulnerability management by focusing on critical threats.
• Compliance: U.S. federal agencies must comply with KEV patching deadlines.
• Threat Intelligence: Organizations can proactively monitor and defend against known exploited vulnerabilities.

Accessing CISA KEV report

To view the CISA KEV report, from BigFix SaaS , expand Resolve  and select CyberFOCUS. By default, the dashboard 
displays the CISA KEV report.

CISA KEV Report Data Representation and Interactions

CyberFOCUS displays CISA KEV data in an interactive table and chart, offering insights into an organization’s exposure to 
known threats and take actions.

CISA KEV Chart Representation

• CyberFOCUS uses a bubble chart  to visualize CISA KEV data:

◦ X-axis:  Due date of the CVE.

◦ Y-axis:  Number of unique affected devices.

◦ Bubble Size:  Exposure count (larger bubbles indicate higher exposure).

◦ Bubble Color:  CVSS3 severity (darker color = higher severity).

◦ Behavior:

▪ Shrinking bubbles indicate that the vulnerabilities are partially remediated.

▪ Fully remediated vulnerabilities disappear from the chart.

CISA KEV Chart Interactions
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• Hover for Details: Hover over a bubble in the graph to view additional details about the associated CVE 
and its impact on the applicable environment below the chart.

• Show Selected Only: Filter the chart to display only the CVEs selected from the table.
• Zoom Controls: Zoom in or out to focus on specific data points, with an option to reset the zoom level.
• Detailed CVE Insights: Click on any bubble in the chart to view specific information, such as CVE 

details, Fixlet details, and other relevant content.

CISA KEV Table Representation

The table provides a structured list of vulnerabilities with key details:

Column Name Description

CVE ID The unique identifier for the vulnerability, sourced from NVD.

CVSS Score The severity rating from NVD, based on the Common Vulnerability Scoring System (CVSS).

Severity The risk level assigned to vulnerability (Critical, High, Medium, Low).

Due Date The deadline by which the vulnerability should be remediated, as per CISA.

Exposure Count The total number of Fixlet-device mappings required to remediate the vulnerability.

Unique Devices Affected The number of unique devices in your environment affected by the CVE.

Applicable Fixlets Fixlets that can be used to patch the affected devices.

Relevant Fixlets The subset of Fixlets that still need to be applied (after some patches have been deployed).

CISA KEV Table Interactions

• Click for More Information: Click on a CVE in the table to access in-depth details, including a 
description, applicable Fixlets, and affected devices. A direct link to the National Vulnerability Database 
(NVD) is available on the details page for further reference.

• Sort Functionality: Sort vulnerabilities by any column in the table to quickly identify and prioritize 
threats.

• Start Remediation: Select one or more CVEs from the table and click the Remediate  button to initiate 
the CyberFOCUS remediation flow  (on page 35).

Prescriptive Guidance for CISA KEV Scanner

Prescriptive Guidance  (on page 14)  on the CyberFOCUS app helps identify and remediate endpoints that are missing the required 
CISA KEV scanner and/or not actively running the KEV scanner.

You will see a device count in each prescriptive guidance. This data is retrieved using the corresponding Site ID  and Fixlet 
ID.Click on the respective Remediate button to:

• Deploy the scanner to devices that do not have it installed.
• Execute the scanner on applicable devices.
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How the Remediation Flow Works

Each remediate action is tied to a specific Site ID  and Fixlet ID.

1. User clicks on the Remediate button to install KEV scanner or run the KEV scanner.

2. The side panel  opens and automatically triggers the remediation flow.

3. The flow deploys the corresponding fixlet using:

◦ Site ID:  Example – 15785
◦ Fixlet ID:  Example – 100

4. The user completes the wizard by providing a deployment name and confirming the deployment.

5. The deployment status can be viewed in the Deployment Manager.

With this, you can easily install  and run  the KEV scanner across your deployment, ensuring continuous vulnerability assessment 
and compliance.

Related information
CyberFOCUS  (on page 29)
MITRE APT report  (on page 33)
CyberFOCUS remediation flow  (on page 35)

MITRE APT report

The MITRE APT Report  in CyberFOCUS helps organizations understand and mitigate vulnerabilities by mapping them to 
adversary tactics and techniques. It provides valuable insights for security teams, enabling proactive defense strategies.

MITRE Advanced Persistent Threat Groups (MITRE APTs) web report obtains data published through the MITRE ATT&CK® 

Framework, analyses and compares it with the patch levels of the devices in your BigFix environment, and visualizes the analysis 
as a bar chart to help you take informed decision to mitigate the security threat.

The MITRE ATT&CK® Framework  documents real-world attack techniques used by Advanced Persistent Threat (APT) 
groups. For more details, visit MITRE ATT&CK.

https://attack.mitre.org/
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Key Benefits of MITRE APT Report

• MITRE APT Report  maps vulnerabilities to the MITRE ATT&CK framework, which tracks adversary tactics and 
techniques.

• The report analyses the data within MITRE ATT&CK and correlates the tactics, techniques, and procedures leveraged by 
APT’s to the BigFix Patch content based on the CVEs.

• It highlights vulnerabilities linked to known adversary techniques.
• It helps security teams understand attack vectors  and prepare defense strategies.

Accessing MITRE APT report

To view the CISA KEV report, from BigFix SaaS , expand Resolve, select CyberFOCUS, and click MITRE APT.

MITRE APT Report Data Representation and Interactions

CyberFOCUS displays MITRE APT data in an interactive table and chart, offering insights into an organization’s exposure to 
known threats.

MITRE APT Chart Representation

The table provides a structured list of vulnerabilities with key details:

• The stacked bars on the chart indicate different CVE’s that have been associated to a given APT group.

• Colour of the bar indicates the unique CVE. The same colour on the different bars indicates that the same 
CVE can be leveraged by different APT groups.
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• X-axis indicates APT group

• Y-axis indicates number of exposures

MITRE APT Chart Interactions

• Hover for Details: Hover over a bars in the graph to view additional details about the associated CVE and 
its impact on the applicable environment below the chart.

• Show Selected Only: Filter the chart to display only the CVEs selected from the table.

MIRTE APT Table Representation

The table provides a structured list of vulnerabilities with key details:

Column Name Description

CVE ID Unique identifier for the vulnerability from the National Vulnerability Database (NVD).

CVE Name Common name for the vulnerability.

APT Groups List of APT groups known to exploit the vulnerability.

# of APT Groups Number of APT groups associated with the CVE.

CVSS Score Severity rating based on the Common Vulnerability Scoring System (CVSS).

Severity Severity rating based on the impact categorized as High, Medium, or Low.

Due Date The deadline by which the vulnerability should be remediated.

# of exposures The total number of Fixlet-device mappings required to remediate the vulnerability.

# of applicable 
Fixlets

Total number of Fixlets that can be used to patch the affected devices.

# of relevant Fixlets The subset of Fixlets that still need to be applied (after some patches have been de­
ployed).

MITRE APT Table Interactions

• Click for More Information: Click on a CVE in the table to access in-depth details, including a 
description, applicable Fixlets, and affected devices. A direct link to the National Vulnerability Database 
(NVD) is available on the details page for further reference.

• Sort Functionality: Sort vulnerabilities by any column in the table to quickly identify and prioritize 
threats.

• Start Remediation: Select one or more CVEs from the table and click the Remediate  button to initiate 
the CyberFOCUS remediation flow  (on page 35).

Related information
CISA KEV Report  (on page 30)
CyberFOCUS  (on page 29)
CyberFOCUS remediation flow  (on page 35)

CyberFOCUS remediation flow

The CyberFOCUS Remediation Flow  streamlines the process of addressing the most urgent security vulnerabilities (CVEs) 
quickly and efficiently.

From the CyberFOCUS dashboard, to initiate a remediation, complete the following steps.
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1. Accessing the Remediate widget from CyberFOCUS dashboard

1. From either the CISA KEV or MITRE APT tabs available in CyberFOCUS, select one or more CVEs. You can select 
CVEs either from the table or from the charts themselves. Once a CVE is selected the Remediate  button becomes active.

2. Click the Remediate  button to open the Remediate widget.

2. Congifure the remediation

To configure a remediation from CyberFOCUS, complete the following steps:

1. Fixlets: The selected CVEs are auto filtered to fetch relevant Fixlets. You can modify the filter further as needed. For 
information on how to modify the filter, refer to Setting up remediation flow  (on page 49).

2. Actions: You can review and update the actions for the set of Fixlets with default action and without default action.

3. Devices: Relevant devices are automatically filtered. You can modify the filtering using a query and enable or disable 
dynamic targeting. Alternatively, you can select devices from the group or list to adjust the filtering.
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4. Behavior: You can configure deployment options for the remediation from here.

◦ Start downloading immediately: Select this option to instruct the targeted BigFix Agents to 
download deployment files immediately regardless of the start time schedule. You can save time when working 
with large files or a tight maintenance window by completing this part of the job first.

◦ Before running message: To display a message on target computers before the deployment runs, select this 
option and enter your message.

◦ While running message: Select this option to display the message on targeted computers while the deployment 
is running.

◦ Reboot/Restart devices on completion of deployment: Select this option to restart the computer after the 
action is run.

◦ On failure, retry: Select this option to configure when to retry deployment on failure.

◦ Reapply: Select this option to reapply the action. By default, whenever it becomes relevant again, you can 
reapply with 1-hour wait between attempts, up to 3 times. You can configure the wait time and the number of 
attempts as needed.
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5. Schedule: Configure start date and end date.

6. Summary: Shows all the configured remediation flow settings. Provide a unique Deployment Name.

Review the configurations and click Deploy  to submit the action.

Result: A remediation deployment is created.

What to do next: Go to Deployment Manager  (on page 38)and you can see the remediate deployment that was created. It 
also displays all the configured deployment settings. It shows the devices on which the deployment is being done, and the Fixlets 
that are deployed.

Related information
CyberFOCUS  (on page 29)
CISA KEV Report  (on page 30)
MITRE APT report  (on page 33)

Deployment Manager
The Deployment Manager in BigFix streamlines the process of executing actions on devices within a deployment. It allows users 
to initiate and monitor deployments, which can range in complexity from quick tasks completed in minutes to more involved 
processes that may take days to finish on all targeted devices.

BigFix allows users to perform actions on devices included in a BigFix deployment. These actions are called Deployments. The 
complexity of a deployment can vary significantly. Some deployments may complete in minutes, while others may take days to 
successfully run on all targeted devices.

The Deployment Manager application allows users to see, manage, and control active and completed deployments. To see 
active or expired Deployments, click Depolyment Manager. This table view allows users to take basic actions on displayed 
deployments, including stopping and deleting the deployment.

Click the deployment name to drill down to the deployment details page which has extensive details about that deployment’s 
configuration and status.

BigFix to showcases critical information to help leaders to support their business. Each application features a row of key 
performance indicators (KPIs) at the top, providing a real-time snapshot of the deployment and its status. We designed these 
KPIs to help users optimize their BigFix experience.
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The Deployment Manager app currently has the following KPIs:

• Count of all deployments
• Count of active deployments
• Count of fixlets associated with active and/or scheduled deployments
• Average number of fixlets per active or pending deployments

The Deployment Manager app displays all deployments associated with your organization — both active and expired — in a 
table.

The deployment data table includes filtering, detail drill down, and deleting deployments.

• Click the Filter  icon to view the filter panel. Using the filter tool  (on page 10)  makes it possible to reduce the number of 
deployments displayed in the data table.

• The data table also supports the sorting  (on page 10)  of each column. To do so, move your cursor near the column header 
name and then click. This will sort the data table using the values in that column. Reverse sorting requires clicking again.

• A count of the total of deployments associated with your account.
• A count of the deployments that the user has selected in the data table. Selecting deployments in the data table is required 

for actions such as stopping or deleting deployments.
• The Stop  button stops the selected active deployments.
• The Delete  button deletes selected deployments from the data table so that they will no longer be displayed. Only 

Expired deployments may be deleted. To delete an Active deployment, it must first be stopped.
• You can save the view  (on page 10)  of the filtered and sorted data and access it back whenever necessary.

Note:  The Stop  and Delete  buttons are disabled by default and become selectable only after at least one deployment 
is chosen in the data table. User permissions, as assigned by administrators, may restrict some users from stopping or 
deleting deployments.

The data table provides a comprehensive view of all your deployments. For detailed information on specific deployments, such as 
relevance code, current status, and other fields, users can access the Deployment Details page. To do this, click on the Name field 
of the desired deployment.

Related information
Protection Level Agreement (PLA)  (on page 89)

Deployment Details page

The Deployment Details page provides detailed information on a deployment, allowing for tracking of status, troubleshooting 
of failures, and performance monitoring. It includes widgets for Status, Composition, Configuration, Device, and Fixlets, 
each providing specific insights such as real-time statuses, device compositions, configuration details, device lists, and fixlet 
information.
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The Deployment Detail page contains various pieces of information displayed in widgets.

Status

The Status widget displays real-time information about the statuses related to devices in the deployment. It includes the 
deployment progress and failure rate. Example statuses are pending restart, complete, and failed.
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Composition

Besides the high-level status of completed or failed, a device can have multiple statuses like pending restart, waiting to download, 
etc. The Composition widget displays a treemap of all statuses for devices in the deployment being viewed. This information is 
particularly helpful for troubleshooting.

Configuration

The Configuration widget summarizes how users set up the initial deployment. At a glance, it shows all customizable parameters 
such as start time, end time, and pre- and post-actions.
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Device

The Device tab displays a subset of all devices in the selected deployment. To see the full list of devices click Show All.

If there is only one device in the deployment, then the device properties are displayed in the widget.

Fixlets

The Fixlet tab lists a subset of all fixlets included in the selected deployment. To view the full list of Fixlets, click Show All.

If there is only one fixlet in the deployment, then the fixlet properties are displayed in the widget.
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Device Explorer
Use the Device Explorer Dashboard in BigFix to explore all connected devices in table and chart formats. Filter, sort, add 
devices, perform remediation, schedule maintenance, and export reports—all from one unified view.

Device Explorer - Overview

The Device Explorer Dashboard  is a unified application within BigFix SaaS Remediate that allows administrators to view, 
manage, and take actions on all devices connected to their account. Whether you're filtering for a subset of devices, exploring 
details of a specific device, or preparing for remediation or reporting, this dashboard provides an interactive, visual-first interface 
to handle it all.

Note:  Devices only appear in this dashboard if the BigFix agent is installed  and reporting.
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BigFix currently supports up to 50,000 linked devices per account, with performance optimized for both large and small 
environments.

The Device Explorer app in BigFix allows to view and explore their linked devices in a table format, displaying important details 
like device name, last connection time, OS information, and device type. To simplify device exploration use filter or device 
search. Click on specific device to access more details.

The Device Explorer app displays all devices linked to your BigFix account. BigFix currently allows adding up to 50,000 
devices.

Add Device

To add new devices

1. Click Add Device.

2. Use the dropdown to choose the target OS (Windows, macOS, Linux, etc.).

3. Download the corresponding agent installer.

4. Follow guided steps to install the agent on the target device.
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Note:  For the devices to appear in the dashboard, you need to install the BigFix agent and the device needs to check in.

Overview - Top-level charts

The dashboard provides quick access to high-level metrics through interactive chart widgets:

• Top 5 by Device Type: Displays the most common device types such as desktops, laptops, or servers.
• Top 5 by OS Family: Breaks down the device count by operating system family—e.g., Windows, macOS, Linux.
• Top 5 by Tags: Shows top organizational or functional tags applied to devices.
• Devices in Maintenance Window: Visualizes the number of devices currently in active maintenance windows.
• Devices Requiring Critical Remediations: Highlights devices missing security-critical patches or updates.
• Devices Requiring At Least One Remediation: Broader view of any device that needs updates or patches.

Note:  Clickable count showing the full inventory. Clicking any section of these charts will automatically update the 
device table with the filtered list.

List - Device table

This is the main area for in-depth device exploration. The table supports sorting, filtering, and quick action on device records.

Displayed Columns

Displayed Columns Include:

• Number: Assigned by BigFix to indicate the order in which the device was added.
• Device Name: Local name of the device (sortable and searchable).
• Last seen: Indicates when the device last checked in with BigFix.
• ID: Unique identifier of the device.
• OS family: High-level OS classification, such as “Red Hat” or “macOS”.
• Operating System: The specific OS version (Example, Windows 10, Ubuntu 22.04).
• Device Type: Such as laptop, desktop, or server.
• IP Address / MAC Address: Captured during the device’s last connection.
• DNS Name: Helpful for network-based tracking.
• Relay: Shows the current relay server.
• Relay Selection / Relay Installed: Indicates if a relay is installed and if it was manually or automatically selected.
• Distance to Relay: Useful for understanding latency and proximity for patch distribution.
• Maintenance Window Definition / In Maintenance Window / Next Maintenance Window: Shows configuration and 

current/next window status.

🔄⊗ The table displays 100 devices without pagination.

The app also showcases these devices in a table and enables in-depth exploration of each device.

The table includes various fields that help to view and investigate all devices associated with the account.

The table presents the following details:

• Device Number - Assigned by BigFix to show the order of device addition to the user’s account.
• Device Name - The local name of the device.
• Date and Time Device Last Seen - The last connection time of the device’s agent to the BigFix service.
• Device ID - A unique device identifier.
• Device OS Family - The operating system running on the device, for example, Mac OS or Red Hat Linux.
• Operating System Installed on the Device - The specific operating system version on the device.
• Device Type - Indicates if the device is a computer or server.
• Device IP Address - The IP address from the device's last connection to the BigFix service.
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Note:  When a device is removed from Device Explorer, it stops sending or receiving data via BigFix. To resume using 
BigFix on that device, reinstall the BigFix agent.

BigFix customers may have thousands of devices linked to their account. To use the filter in the Device Explorer app, click the 
Filter  button at the top left of the device table. The filter panel will slide out from the right side of the screen. Various device 
properties, such as device name, operating system, and IP address, can be used to filter.

The Device Explorer app supports filter  (on page 10), sorting  (on page 10), and saving views  (on page 10)  to refine data and 
narrow down displayed results to only the most relevant items, save them, and access back quickly.

Click on a specific device to be redirected to the Device Details page  (on page 47)  for more information about the selected 
device.

Filtering and Search

• Click the Filter  button to open the filter panel.

• The panel slides in from the right and supports filtering on:

◦ Device Name

◦ Operating System

◦ IP Address

◦ Device Type

◦ Maintenance Status

◦ And more

Filters help you narrow down to only relevant devices, and you can save filtered views  for future use.

Remediate Devices

• Select one or more devices from the list.

• Click the Remediate  button to launch patching or Fixlet deployment.

Devices not in a maintenance window or otherwise restricted will be eligible for action.

Set Maintenance Window

To set maintenance window:

1. Select devices and from the Select action  menu, select Set Maintenance Window.
2. In the Set Maintenance Window widget, do the following:

a. Set the maintenance window frequency - Daily, Weekly, or Monthly.
b. Select time format, set time and duration
c. Click Set maintenance window
d. Define start time, end time, and recurrence.
e. Devices in this window will defer actions until outside the window.
f. This helps prevent disruption during critical business hours.

Related information
Setting up remediation flow  (on page 48)
Setting up device maintenance window  (on page 52)
Protection Level Agreement (PLA)  (on page 89)
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Device Details page

The Device Details page in BigFix provides in-depth information about enrolled devices, aiding in troubleshooting by displaying 
device attributes and location. Users can access this page by selecting a device from the Device Explorer table and view unique 
properties, activity feed, applicable fixlets, device properties, and tags.

The Device Details Page provides detailed information about a device enrolled in a BigFix account. This information is helpful 
for fixing problems on specific devices by displaying the device’s location and attributes.

When you click a Device Name  from the Device Explorer – List View, the Device Details page opens. This page is divided into 
three sections: Overview, Relevant Fixlets, and Deployments. Each section presents different aspects of the selected device’s 
status and activity.

Overview Tab

The Overview  tab summarizes key information about the selected device. It contains the following panels:

• Maintenance window  – Displays the configured maintenance schedule for the device.

You can click Edit  to modify the maintenance window parameters.

• Groups of which this device is a member  – Lists all static and dynamic groups that include this device.
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You can View all groups  or Add to static group  directly from this section.

• Relay installed  – Shows whether the BigFix relay is installed on the device, the relay name, its parent relay, and 
reporting devices.

If the relay is installed, the Service Status and Uninstall Relay options appear.

• Core properties  – The Core Properties panel displays key system information collected from the BigFix to help identify 
and assess device health. This information provides a quick overview of the device’s configuration, performance, and 
connectivity within the BigFix environment.

Relevant Fixlets

The Relevant Fixlets  tab lists all Fixlets that apply to the selected device. It provides visibility into pending actions, patches, 
or configuration changes that the device qualifies for based on its current state. You can use this view to monitor outstanding 
compliance issues and plan remediation actions.

You can scroll the list to locate a specific Fixlet and take relevant actions such as viewing details.

Deployments

The Deployments tab displays details of actions or patches that have been deployed to the selected device. It helps track the 
execution and outcome of tasks initiated from the BigFix environment. This information helps you verify that targeted actions are 
applied successfully and troubleshoot any failed deployments.

Setting up remediation flow

The remediation process in BigFix SaaS is designed to simplify and streamline patch management and vulnerability remediation.

To set up your custom remediation flow and initiate remediation, complete the following steps.
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1. Accessing the Remediate widget

1. Logging in

Log in to BigFix SaaS using your Admin credentials.

2. Go to the Device Explorer Section

a. In the BigFix SaaS application, from the left pane expand Explore  and select Devices.

b. Click the List  button to view the devices in list view.
c. Select the devices that you want to target; the Remediate  button becomes active.
d. Click the Remediate  button to open the Remediate widget.

2. Setting up remediation flow

To configure a custom remediation flow, complete the following steps:

1. Devices: You can modify the target devices selection using a query to apply the remediation or filter target devices from 
the list displayed.

a. Filter Devices

i. Filter by query:
▪ Dynamic or static targeting device: Toggle the option to select static or dynamic targeting 

devices.

▪ Static: This is the default option. Applies the deployment to devices that match the 
defined filters at the time of deployment creation.

▪ This list remains unchanged for the duration of the deployment.

▪ Devices that match the filter after  deployment creation will not be included.

▪ Devices that stop matching the filter will still receive the deployment.

▪ Best for predictable targeting where the scope should not change.
▪ Dynamic:
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▪ Defines matching criteria that is continuously evaluated for the entire duration 
of the deployment.

▪ Devices that match the filter at any time while the deployment is active will 
automatically be included.

▪ Ideal for ongoing remediation where new or reclassified devices need to be 
captured.

▪ Single condition: Enables you to define one condition.
▪ Multiple condition (OR):The device group that meets at least one condition will qualify for 

subscription.
▪ Add Group:  Creates a nested group  of conditions. Useful for combining AND/OR 

logic together.

▪ Example:

▪ Match any:

▪ Group 1 (Match all):

▪ OS = Windows

▪ Device ID contains "abc"

▪ Group 2 (Match all):

▪ OS = macOS

▪ Device ID contains "xyz"

Matches devices that are either Windows with a Device ID 
containing "abc"  or macOS with a Device ID containing 
"xyz".

▪ Multiple condition (AND):  Filters devices that meet every condition specified based on the 
following parameters.

▪ Attribute: Device attributes like OS, RAM, software version.
▪ Condition: Criteria such as equals, greater than, contains.
▪ Value: The specific value for the condition. Example: To subscribe all Windows 

devices, set the attribute to "OS", the condition to "equals", and the value to 
"Windows".

▪ Add Condition: You can Add multiple conditions to ensure that they reflect 
the criteria relevant to your deployment needs. For example, you can add 
conditions based on geography, software version, or device type. Example:

▪ Condition 1: Operating System equals Windows

▪ Condition 2: Device ID contains 1234

Only devices that are Windows and with device ID that contains 1234 
will match.

▪ Filter by Device List: Alternatively, you can also select devices from Filter by device list  to 
select the target devices.

2. Fixlets: Configure conditions to filter and select Fixlets to deploy or select the Fixlets from the displayed Fixlets list.

a. Click the Attribute dropdown to choose an attribute. For each attribute, specify a condition and add a value. 
You can define multiple conditions.

▪ CVE:  Add relevant CVEs by typing them and click Add.

Note:
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▪ To enter multiple CVE entries at once, you can copy paste a list of CVEs separated 
by comma, semicolon or a space. For example: CVE-123-1234,CVE-123-1256, 
CVE-123-1278
▪ View All button is displayed when there are more than eight CVE values. Click the 

View All  button to view the list in detail, review, search, or remove a specific CVE.

▪ Category:  Select categories from the list of categories dynamically displayed based on your system’s 
database and click Add. This displays all the available categories with the ones that you have selected in 
blue. You can also modify your selection from here.
▪ Name:  Select the "contains" or "not contains" condition and for the value, enter your string, and click 

Add. This displays all the strings that you have entered. You can also modify your selection from here, 
inserting or deleting values.
▪ Severity:  Select the "in" or "not in" condition; for the value, choose the level of severity for the Fixlet. 

Modify selection by adding or removing as required.
▪ Source:  Select the "in" or "not in" condition; for the value, select one or more vendors from the 

available option, and click Add. This displays all the available options for vendors with the ones that 
you have selected in blue. You can also modify your selection from here.

Note:

▪ To remove all entries in a section, click .
▪ The Attribute dropdown dynamically displays the attributes available to you.
▪ The Value  text box dynamically fetches data from your database for you to select.

b. Once the conditions are defined, click Next  to proceed.

3. Actions: You can review and update the actions for the set of Fixlets with default action and without default action.

4. Behavior: You can configure the options to deploy the Fixlets from here.

You can control the sequence by selecting which events to run. The system follows the list from top to bottom, running 
only the selected ones.

◦ Start downloading immediately: Select this option to download deployment files immediately regardless of 
the start time schedule. Pre-cache deployment-related files, transferring them from a vendor's server to a BigFix 
server before deployment. You can save time when working with large files or a tight maintenance window by 
completing this part of the job first.

◦ Before running message: To display a message on target computers before the deployment runs, select this 
option and enter your message.



BigFix SaaS User Guide  | 3 - BigFix SaaS User Guide  | 52

◦ While running message: Select this option to display the message on targeted computers while the deployment 
is running.

◦ Reboot/Restart devices on completion of deployment: Select this option to restart the computer after the 
action is run.

◦ On failure, retry: Select this option to configure when to retry deployment on failure.

◦ Reapply: Select this option to reapply the action. By default, whenever it becomes relevant again, you can 
reapply with 1-hour wait between attempts, up to 3 times. You can configure the wait time and the number of 
attempts as needed.

5. Schedule: Configure start date and end date.

Run during agent’s configured maintenance window: Select this option, if you want to deploy the remediation during 
the set maintenance window  (on page 52).

6. Summary: Shows all the configured remediation flow settings. Provide a unique Deployment Name.

Review the configurations and click Deploy  to submit the action.

Result: The remediation flow is created and saved.

What to do next: Go to Deployment Manager  (on page 38)  and you can see that the action is deployed. It also displays all 
the configured remediation flow settings. It shows the devices on which the deployment is being done, and the Fixlets that are 
deployed.

Setting up device maintenance window

The Device Maintenance Window feature enables administrators to schedule specific time frames for executing actions on 
devices, ensuring controlled and predictable deployments, updates, and remediations. It supports daily, weekly, and monthly 
schedules with configurable time zones and execution conditions, minimizing disruptions while allowing flexibility for urgent 
remediations when needed.

Key capabilities

• Scheduled Execution: Define daily, weekly, or monthly  maintenance windows based on client time, UTC, or a 
custom day  to ensure actions run only within designated periods.

• Time-Based Validation: Prevent actions from running outside the window unless explicitly configured, ensure accurate 
execution at the window’s start, and handle invalid time entries.

• Flexible Execution: Allow scheduled actions to bypass the maintenance window when permitted and enable multiple 
actions to run simultaneously outside window constraints.

• End-to-End Workflow Verification: Validate full remediation behavior with and without maintenance windows, 
ensuring correct execution in all scenarios.

• Integration: Ensure proper application of maintenance window settings within Fixlet Explorer, Fixlet Streams , and 
CyberFocus Remediation workflows.

Accessing the maintenance window widget

1. Logging in

Log in to BigFix SaaS using your Admin credentials.

2. Go to the Device Explorer Section
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a. In the BigFix SaaS application, from the left pane expand Explore  and select Device.

b. Click the List  button to view the devices in list view.
c. Select the devices that you want to target, the Set maintenance windows  button becomes active.

d. Click on Set maintenance windows to open the 

widget.

Setting up maintenance window

1. Define a Maintenance Window: Choose frequency (daily, weekly, or monthly) and configure time, duration, and 
interval as necessary.

Tip:  Click  to set time.

2. Click Set Maintenance Window. The maintenance window is successfully created.

3. Execution Handling:

◦ Updates and remediations occur within the scheduled window.

◦ If a failure occurs, it retries in the next available window.

4. Deployment Integration:
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◦ While deploying Fixlet Streams  (on page 79), select "Run during agent’s configured maintenance 
window".

◦ Verify execution status within the Deployment Manager  (on page 38).

5. Monitor and Modify as Needed: Adjust schedules based on system needs.

Note:  Maintenance Windows take effect only after the targeted endpoints receive and run the deployment containing 
the Maintenance Window configuration. Until the endpoint processes the change and reports back, the Maintenance 
Window will not be enforced. This may take several hours depending on the endpoint reporting cycle.

Editing maintenance window

To edit a maintenance window complete these steps:

1. From the list of devices in the Device Explorer, click on the device to which you want to edit the maintenance window.
2. If a maintenance window was previously set, the Maintenance windows section of the device details page displays the 

Edit  button. Click the Edit button and make the necessary changes, and click Set maintenance window.

Integrations

• Fixlet Streams  (on page 79): Configure Fixlet deployments to run only within maintenance windows.

• CyberFOCUS  (on page 29)  Remediation: Align critical security updates within maintenance windows.

• Deployment Manager  (on page 38): Monitor action execution and reschedule if needed.

• Fixlet Explorer  (on page 68)  Identify and schedule Fixlets to run within defined maintenance windows for controlled 
and compliant deployments.
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Next steps

• Monitor and adjust maintenance windows  based on device availability and update requirements.

• Explore integration with deployment workflows  for better automation.

• Refer to the detailed configuration guide  for step-by-step instructions on defining maintenance windows.

Frequently Asked Questions

1. What happens if a device is powered off during a maintenance window?

If the device is offline, the action will retry in the next available maintenance window as long as the action is still 
open.

2. Can I run actions outside the maintenance window?

Yes, if the "Run during agent’s configured maintenance window"  option is not selected, actions will execute 
immediately.

3. Can I configure different maintenance windows for different devices?

Yes, you can apply maintenance windows to individual devices or groups of devices as needed.

4. What happens if an update fails during the maintenance window?

The update will retry in the next scheduled maintenance window, provided the action is still open.

5. How long does it take for a new maintenance window to take effect?

Once set, the maintenance window is applied after the server processes the action, which may take a few minutes.

Create Dynamic Device Group

Device groups help you organize devices and target actions, policies, or maintenance settings. A dynamic device group updates 
automatically as devices start or stop matching the defined conditions.

Use this task to create a dynamic device group by defining filter conditions that automatically include devices matching specific 
criteria.

Procedure

1. From the BigFix SaaS side navigation, expand Explore  and select Devices.
2. Click the Device groups  icon next to the Device Groups (Top 5 by Member Count)  chart.

The Device Groups  page opens.
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3. Select Create device group  on the Device Groups page.

The Create device group  widget opens.
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4. In Group name (required), enter a unique name for the device group.
5. Under Filter the devices below, choose one of the following:

◦ Single condition to define one filter rule.
◦ Multiple condition (AND) to combine multiple filter rules.

6. Define the filter condition:
◦ From Property, select the device property to filter by (for example, Active Directory Path).
◦ From Operator, select the comparison operator (for example, contains).
◦ In Value, enter the value to match.

7. (Optional) Add additional conditions if you selected Multiple condition (AND).
8. Select Apply filter  to preview the targeted devices.
9. Review the Preview of dynamically applicable targeted devices  section.

◦ If devices match the conditions, they are listed in the preview.
◦ If no devices match, the preview displays No Data Available.
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10. Review the message at the bottom of the widget indicating how many devices will be dynamically added to the group.

11. Select Create device group.

The device group is created. Devices that match the defined filter conditions are automatically added to the group and 
updated dynamically over time.

Note:

• To remove all filter conditions and start over, select Remove all.
• Changes in device properties may cause devices to be added to or removed from the group automatically.

Create Static Device Group

Static device groups allow you to manually organize devices by explicitly adding or removing individual devices. Membership in 
a static group does not change automatically and remains exactly as defined by the user.

In BigFix UI, you can create a static device group directly from a device’s details page or add the device to an existing static 
group. This approach is useful when you want precise control over which devices are included for administrative actions, testing, 
or targeted operations.

How Static Device Groups Work

• A static group contains only the devices that you manually add.
• Devices remain members of the group until they are explicitly removed.
• From a device’s details page, you can:

◦ Create a new static group and add the current device to it.
◦ Add the device to one or more existing static groups that it is not already part of.

• All static groups associated with a device are displayed in the Groups of which this device is a member section on the 
device details page.

• Static groups can be managed centrally from the Groups view.

Create a New Static Device Group from a Device

Use this procedure when you want to create a new static group and immediately include the selected device.

1. From the BigFix UI navigation, open Devices.
2. Select a device to open the device details page.
3. In the Groups of which this device is a member section, click Add to static group.
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4. In the Add to static group dialog:

a. Enter a name for the new static group.
b. Click Create group.

The group appears in the static groups  membership list.

Add a Device to an Existing Static Device Group

Use this procedure to add the device to one or more static groups that already exist.

1. Open the device details page from device list.
2. Click Add to static group  from the devices detail page.
3. In the dialog, select one or more static groups from the list.
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Only static groups that the device is not already a member of are available.

4. Click Add to static group.

The device is added to the selected static groups.

The updated group membership is reflected on the device details page.

Remove a Device from a Static Device Group

You can remove a device from a static group without affecting other devices in the same group.

1. Open the device details page.
2. In the Groups of which this device is a member section, locate the static group.
3. Remove the device from the static groups.

The device is no longer a member of the static group.

The static group itself remains available for use.

On-Prem Relay Deployment

Enable BigFix SaaS customers to deploy, configure, and manage on-premises Relays that report to the cloud-based Top-Level 
Relays (TLRs), improving network efficiency and endpoint management in hybrid environments.

Overview

BigFix SaaS supports the deployment of on-prem Relays, allowing customers to create a hybrid Relay infrastructure. These 
Relays report back to the SaaS-hosted Top-Level Relays (TLRs), enabling optimized bandwidth usage, custom Relay selection 
hierarchies, and better support for geographically distributed environments.

BigFix SaaS users with appropriate permissions can:

• Deploy and configure on-prem Relays to report back to SaaS TLRs.
• Define Relay hierarchies, including leaf/child Relays within on-prem infrastructure.
• Configure Relay selection settings for endpoints using Relay Assignment settings.
• Monitor Relay-related properties on endpoints via list view of the Device Explorer:

◦ Relay installed
◦ Relay selection
◦ Distance to Relay
◦ Relay

Relay Deployment Permissions

Action Who Can Perform

Install Relay Admin only

Uninstall Relay Admin only

View Relay Status All users

https://help.hcl-software.com/bigfix/11.0/platform/Platform/Installation/c_assigning_relays.html
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View Relay Hierarchy All users

Installing a Relay

1. Expand Explore  from the side navigation, and then select Devices.
2. Go to Device Explorer – List View. When you click a Device Name  from the table, the Device Details page opens.

3. From the Overview  tab of the selected device, click on the Install relay   icon to open the Install Relay wizard.

Note:  The Install Relay  and Uninstall Relay  buttons are visible only for admin users.
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4. In the Install Relay wizard, provide the required details:

◦ Relay Name: Auto-suggested based on the client's host name (FQDN or IP), customizable by the user.
◦ Install Location:

▪ For Linux, it is set by default.
▪ For Windows, users can configure the path during installation.

◦ Relay Selection:
▪ Choose the Primary Relay  (default is the SaaS Cloud Relay).
▪ Optionally, you can set another device as the Secondary Relay  to act as a fallback if the Primary Relay 

becomes unavailable.
◦ Authentication  (for internet-facing Relays): Enables protection against unauthorized use.

5. Click Install Relay.

The action is listed in the Deployments  tab of the selected device and in the Deployment Manager  after a few minutes.

Manage an Existing Relay

For devices where a Relay is already installed, the device Overview  page displays the following changes:

• The Install Relay  button is hidden.
• A Relay Installed  section is shown, which includes:

◦ Relay name
◦ Relay status
◦ Distance to Parent Relay
◦ Reporting Devices

• Uninstall Relay  button is shown.

Uninstalling a Relay

At any point in time, as an Admin, to uninstall a relay, complete the following.

1. Expand Explore  from the side navigation, and then select Devices.
2. Go to Device Explorer – List View.

3. Click on the device which is a Relay.

4. From the device Overview  tab of the selected device, in the Relay Installed  section, click Uninstall Relay.
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The action is listed in the Deployments  tab of the selected device and in the Deployment Manager  after a few minutes.

Best Practices for Relay Management

• Avoid circular hierarchies: Ensure each Relay has a single, clear parent Relay.

• Monitor Relay load: Balance endpoint connections to prevent performance issues.

• Use Distance to Relay  to identify optimal Relay placement.

• Deploy incrementally: Start with a single layer of child Relays and expand based on bandwidth needs and endpoint 
locations

Client settings management

Configure, modify, or remove BigFix client (Platform) settings for individual or multiple devices using Device Explorer in 
BigFix SaaS.

BigFix SaaS enables you to manage client (Platform) settings  directly from the web-based interface without using the BES 
Console. These settings control client behavior such as CPU usage limits, relay selection, and action execution policies.

This feature allows you to:

• View current settings for a device.
• Add, edit, or delete client settings.
• Configure relay selection (automatic/manual).
• Apply settings across multiple devices using targeting options.
• Search, filter, and validate settings.
• Track pending changes before deployment.
• Prevent invalid or duplicate entries.

Accessing Client Settings

1. From the BigFix SaaS application, expand Explore  and select Devices.
2. Change to list view and select the device you want to configure.
3. Click the# gear icon to open the Client Settings  drawer.
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The Update client settings  opens.

Viewing and editing existing settings

• All existing BigFix Platform client settings of the selected device are listed in collapsible categories (For example, 
Action execution, Action management, Archiving client files and so on).

• Each category includes:
◦ Name  and editable Value  fields of every client setting under the category
◦ Documentation link  that contains specific information of the client setting
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◦ Button to expand or collapse
◦ Delete icon  to remove the client setting (changes to Undo icon when deleted). The input field is disabled when 

the setting is deleted.
◦ Undo icon to revert a delete or edit and restore the original value (changes to Delete icon when restored)

• All edits, additions, and deletions are tracked and displayed as a total count of updates, as well as grouped under each 
affected category.

Search and navigation

• Use the search bar  to find settings by name.
• Matching settings are listed as per the search.
• Use Expand All  or Collapse All  for quick navigation.

Configuring Relay Selection

Under the Relay Selection  section:

• Choose Automatic  or Manual.
• For Manual:

◦ Select a Primary Relay  (Cloud or On-Prem).
◦ Optionally add a Secondary Relay  as fallback.

Note:  Apply relay settings carefully to avoid connectivity issues.

Adding a new setting

A. Defining a new setting

1. Click Add Setting.
2. Enter a key name  and value.

Note:
◦ Avoid overwriting platform-defined settings unless necessary.
◦ Use clear, consistent naming for custom settings.
◦ For structured data (like JSON), validate syntax before saving.

3. Repeat to add more key-value pairs.
4. Duplicate or empty fields are not allowed; errors are shown inline.

Note:  Long values are fully visible via tooltips and support horizontal scrolling for editing. You 
can enter JSON strings, which are accepted as plain text.

B. Submitting Changes

1. Click Update Settings  to deploy changes.
2. A BigFix Action  is generated and visible in the Deployment Manager.

Related information
Device Explorer  (on page 43)
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Fixlet Explorer
Fixlet Explorer enables users to view and manage Fixlets, which are sets of instructions for the BigFix agent to execute on 
devices. Users can filter and deploy Fixlets, access detailed information on CVEs, and navigate through a data table displaying 
relevant Fixlet details.

BigFix data is based upon Fixlets. A Fixlet is a set of instructions that the BigFix agent executes on an enrolled or onboarded 
device. Examples include updating installed software, remediating particular CVEs, or removing malware. These are only a 
very small sample of BigFix’s capabilities. BigFix customers benefit from end-to-end security, protection, monitoring, and 
management delivered through this out-of-the-box content. A Fixlet will also define what those actions are and specify the 
criteria that determine whether those actions are relevant for a specific device.

After installation, BigFix agents continuously evaluate the relevance criteria on the enrolled device. They then determine whether 
a Fixlet is relevant to that device, e.g., whether it is relevant or not.

To access the Fixlet Explorer  app, expand Explore  and select Fixlets .

By default, the data is displayed in chart view. Click  to view the data in a table.
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Note:  Fixlet Explorer shows only the top 100 Fixlets for a filter and does not support pagination or endless scrolling.

There can be thousands of Fixlets relevant to the devices associated with an account. The design focuses on filtering to enable 
customers to explore the Fixlets relevant to their account and specific associated devices.

The Fixlet Explorer data table contains the following fields:

• Title  – Displays the title of the Fixlet.
◦ The Fixlet name is a clickable hyperlink. Selecting it opens the Fixlet Explorer – Detail Page, where you can 

view complete information about that Fixlet, including applicable devices, associated CVEs, and metadata.
• Site ID  –
• ID  – Shows the unique numeric identifier assigned to each Fixlet in the BigFix environment.
• Relevant Devices Count  – Displays the number of devices currently relevant for that Fixlet, helping you quickly gauge 

its impact or applicability within your environment.
• CVE  IDs – Lists any associated Common Vulnerabilities and Exposures (CVE) identifiers linked to the Fixlet.

◦ If any CVE identifiers are linked to the Fixlet, each CVE ID is a clickable hyperlink. Selecting it opens the CVE 
IDs panel, which displays detailed vulnerability references related to that Fixlet.

• Severity  – Indicates the severity level of the Fixlet as classified by the source (for example, Critical, Important, or 
Unspecified).

• Category  – Describes the type or classification of the Fixlet, such as Update, Security Advisory, or Undo Workaround.
• Source Release Date  – Displays the release date of the Fixlet as provided by its source, indicating when it became 

available.
• Source  - Origin or vendor of the Fixlet (for example, Microsoft, Apache).
• Source ID  - Vendor-specific reference number.
• Download Size  - Size of any related patch or update file.

Let's go through the top row of the Fixlet Explorer table, from left to right:

• The Filter   icon brings up the filter  (on page 10)  sidebar. In this sidebar, users can narrow down the displayed 
Fixlets using a variety of parameters.

• The total number of Fixlets relevant to the devices enrolled in your account
• The number of Fixlets that have been selected in the data table. The Deploy  button brings up the deployment menu, 

which enables users to turn Fixlets into deployments that will be run on relevant devices. Users must select Fixlets by 
checking the box next to the Fixlet name in order to access the deployment menu.
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Note:

By default, the Deploy  button is disabled and can only be clicked when at least one Fixlet is selected in the data 
table. For users whose local administrators have not granted deployment rights, the Deploy button may remain 
permanently disabled.

• The Fixlet Explorer data table supports sorting  (on page 10)  by clicking a column header label. Click again to reverse 
sort.

• For more details about filtering, sorting, managing reports, and exporting, see Common Functionalities  (on page 10).

The Fixlet Data table only shows a summary of the Fixlet. Click on the Fixlet name to bring up a more focused Fixlet Explorer 
page with additional details for the Fixlet.



BigFix SaaS User Guide  | 3 - BigFix SaaS User Guide  | 71

To learn more about the CVE(s) associated with a Fixlet, click the blue highlighted CVE number in the CVE column. This will 
cause the CVE panel to slide out from the right side of the screen, providing additional information about the CVE.



BigFix SaaS User Guide  | 3 - BigFix SaaS User Guide  | 72

Related information
Adding devices to BigFix  (on page 18)
Protection Level Agreement (PLA)  (on page 89)

Fixlet Details page

Learn about the various widgets present on the Fixlet Details page. Widgets help you learn more about a deployment, Fixlet, 
specific relevance script, or understanding a Fixlet's origins.

The Fixlet Details page allows to drill down into a Fixlet for its specific information. These details can be especially useful when 
evaluating whether to deploy a particular Fixlet, explore the specific relevance script, or understand more about the Fixlet’s 
origins.

To access the Fixlet Details page, click on the Fixlet name from the data table. Once loaded, the Fixlet Details page has several 
widgets that display properties that are unique to the selected device.
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Overview - Fixlet Properties

The Fixlet Properties widget is located in the center of the page. The Fixlet Properties widget displays properties associated with 
the Fixlet, such as its severity, author, and release date.
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Relevance

Relevance is a scripting language used by BigFix to create Fixlets. While it is not required to learn Relevance, understanding the 
relevance definitions and the criteria that the Fixlet satisfies can be beneficial. Click View All  in the widget’s header to see the 
full Relevance query.

This widget presents the Fixlet relevance code, allowing comprehension of the relevance definitions and criteria fulfilled by the 
Fixlet. Click View All  in this widget to display the entire relevant statement for the selected Fixlet.
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Actions

This widget displays the actions that the selected Fixlet will execute when it is run on targeted, relevant devices. These actions 
are the actual commands that are run on the devices. Some Fixlets include multiple actions. You can view all available actions for 
a Fixlet by selecting the Action  dropdown menu.

Relevant Devices

This tab displays information about the relevant devices, including their names, dates last seen, IDs, OS family, operating 
systems, device types, associated IP addresses, DNS name, and associated MAC addresses.

Deployments

This tab shows a chronological list of every deployment in which this Fixlet has been included.
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Deploying Fixlets

Learn how to deploy Fixlets using the Fixlet Explorer deployment wizard. Get to know about the optional customizations that 
you can configure for each step of the wizard.

A Fixlet comprises instructions executed by the BigFix agent on an enrolled device. At BigFix, the process of executing a Fixlet 
is termed a deployment. BigFix provides numerous customization opportunities for optimizing performance during Fixlet 
deployment.

This topic elaborates on how to deploy a Fixlet from the Fixlet Explorer.

To access the deploy menu, expand Explore  and click Fixlet.

From the Fixlet list view, select at least one Fixlet. The Deploy  button is enabled. Click Deploy  that slides out from the right. 
The wizard will guide you through the steps to create a new deployment.

Note:  By default, the Deploy button is inactive. It becomes active once Fixlets are selected in the data table. Multiple 
Fixlets can be selected and combined into a single deployment.

The Deploy Wizard allows to customize user deployments; however, these customizations are optional.
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1. Fixlets: The selected Fixlets are considered for remediation. You can modify the Fixlet selection in this step.
2. Actions: In this step, confirm the actions you want the Fixlets you have selected to perform. This is important because 

not every Fixlet has a single, default action. It is also possible to remove Fixlets that do not have any actions that can be 
performed on the devices selected in the prior tab.

There are two different types of Fixlets that may require attention before deployment:

◦ Attention required  - requires input from the user to be able to deploy successfully. To aid with visual 
identification, attention required Fixlets are highlighted in red and are marked with a cross icon. Some Fixlets 
require attention because they cannot run without some input from the user, such as a password.
◦ Attention recommended  - requires user input to select the action the Fixlet should perform. To aid with visual 

identification, attention recommended Fixlets are highlighted in orange and are marked with a warning icon. 
Some Fixlets have multiple possible actions and users must select which action they wish for the deployment to 
perform. Users must select at least one action per Fixlet.

Once the necessary information is provided for all Fixlets to run correctly, a green checkmark will appear and the 
highlighting will be removed.

Until you provide the required information for all attention required and attention recommended Fixlets, you cannot 
proceed with their deployment. Once this information is provided, click Next  to proceed to the sequence tab.

3. Devices: This step prompts you to confirm the devices for the deployment. Choose to deploy to all applicable devices 
or utilize various filters to narrow down the deployment size. Since filtering is optional, it is possible to skip this step by 
clicking Next.

To access the filter menu, click the Add Filter  button. BigFix supports three types of filtering: static, dynamic, and 
device list.

◦ Static Filter - a static filter reduces the number of devices using information that is known about a device 
when the deployment is created. In the static filter tab, it is required to first select an attribute to filter devices. 
Examples of attributes include computer type, BIOS, and Agent Version. Then, specify the condition , such as 
"contains", "equals", or "starts with". Finally, input a value in free text that is used for purposes of filtering.

To add additional static filter groups, click Add Group.

◦ Dynamic Filter - While static filtering is a subset of a list of applicable devices at the time when the deployment 
is created, dynamic filtering continuously evaluates whether a device is applicable as long as the deployment is 
active. When using dynamic filtering, the Deploy Wizard displays the number of applicable devices at that time. 
That number, however, may go up if additional devices become eligible for the deployment.
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In the dynamic filter tab, first select an attribute to filter devices. Examples of attributes include computer type, 
BIOS, and Agent Version. Then, specify the condition , such as "contains", "equals", or "starts with". Finally, 
input a value in free text that is used for purposes of filtering.

To add additional dynamic filter groups, click Add Group.

◦ Device List - This option allows to input a fixed list of devices where the deployment will be applied. Devices 
can be identified using their name, DNS, and IP address.

Regardless of how they are identified, each device must be in a separate row. A maximum of 1,000 devices can 
be added in a single device list. If you intend to target more than 1,000 devices using device lists for filtering, 
create separate deployments. Once the appropriate filters have been selected, or if no filter is needed, click Next.

4. Behavior: Some deployments can affect many devices simultaneously. The sequence tab provides you with control over 
deployment timing, display of alerts indicating Fixlet deployment availability for devices, and actions upon deployment 
completion. Note that selecting any of the provided options is not mandatory.

The sequence tab has a number of toggle switches users can turn on or off. They are presented as an order of events from 
top to bottom. The sequence order is as follows:

a. Start download immediately - Some Fixlets can contain large files. This option allows users to control whether 
all applicable devices should begin downloading the Fixlet as soon as the deployment is created.

b. Before running message - As a device may become unresponsive while a Fixlet is being deployed, this gives 
users the option to display a warning for an amount of time before the Fixlet is applied. This may also be useful 
if a restart is required, so end users can save work.

c. While running message - As a device may be unresponsive while a Fixlet is being deployed, this allows users to 
write a message that will be displayed on the screen until the deployment is complete.

d. Reboot/restart device on deployment completion - This determines whether the device will be forced to restart 
after the deployment is complete.

e. On failure retry - Occasionally, deployments fail to complete successfully on a device. Should this occur, this 
allows users to determine if they would like BigFix to automatically try the deployment again. Users may also 
specify the maximum number of retries and the time interval between retry attempts.

f. Reapply whenever it becomes relevant again.

After selecting the desired sequence, click Next  to proceed to the schedule tab.

5. Schedule: Not required. Determining a deployment’s start and end time gives BigFix users a tool to control their 
deployments. Typically, deployments do not happen immediately. Some devices may be powered down, or disconnected 
from the Internet, or otherwise unable to have the Fixlet applied. Scheduling allows to control how long BigFix will 
attempt this particular deployment.

There may be other reasons to control the end time. For example, an organization may wish to ensure that all 
deployments run overnight to minimize business impact.

The schedule tab has two options: Start Time  and End Time. In the first, select the calendar date and the start time 
when BigFix will begin attempting to apply the deployment. You may also select if you want to use client time (e.g., the 
time zone where the device is located) or UTC.

In the second, select the calendar date and the start time when BigFix will stop attempting to apply the deployment. You 
may also select if you want to use client time (e.g., the time zone where the device is located) or UTC.

If no scheduling option is selected, BigFix will begin the deployment immediately.

Run during agent’s configured maintenance window: Select this option, if you want to deploy the Fixlet during the 
set maintenance window  (on page 52).

After selecting the desired schedule, click Next  to proceed to the summary tab.

6. Summary  - This step shows all of the choices made related to the deployment created. This allows to review all of the 
things the deployment will do in one location. It is also required to input a name for the deployment on the summary 
page.

After reviewing your selections, click Deploy.
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Related information
Fixlet Explorer  (on page 68)

Fixlet Streams
Fixlet Streams help to automate the process of remediating endpoint vulnerabilities, such as patch and update deployments, 
while offering flexibility for manual intervention when critical issues arise. The feature ensures routine security and compliance 
tasks are handled efficiently, freeing up IT teams to focus on strategic initiatives. Additionally, it allows for ad-hoc remediation, 
enabling swift responses to urgent issues like zero-day vulnerabilities.

It offers a unique blend of routine automation and emergency flexibility, which is not fully available in existing BigFix features. 
It adds real-time response capabilities, more efficient emergency patch handling, and enhanced time-saving measures, making it a 
powerful tool for modern IT and security teams.

Key Benefits

• Increased Efficiency: Automates routine patch and update deployments, reducing the manual effort required and 
allowing IT teams to focus on higher-priority tasks.

• Faster Response to Emergencies: Provides the flexibility to deploy critical patches and updates immediately in 
response to urgent threats, such as zero-day vulnerabilities.

• Improved Security and Compliance: Ensures endpoints are consistently updated with the latest security patches, 
reducing the risk of vulnerabilities being exploited.

• Strategic Focus: By handling the majority of remediation tasks automatically, IT teams can dedicate more time and 
resources to strategic initiatives that add value to the organization.

• Reduced Risk of Human Error: Automation reduces the likelihood of manual errors in patch deployment, ensuring 
consistency and reliability across the organization’s endpoints.

Setting Up Automated Remediation

The Fixlet Stream  feature allows users to automate patch and update deployments across devices by utilizing pre-built or custom 
(on page 85)  Fixlet streams. The Fixlet steams are displayed as cards  showing the stream’s name, status (Active/Inactive), 
and a brief description.

You need to Subscribe Devices  to a Fixlet Stream. This is done by creating dynamic filters that continuously match devices 
based on defined criteria. You can group devices by specifying conditions based on attributes, such as OS or software version, 
and then applying or resetting these conditions. Once applied, devices are subscribed to the stream, and you can proceed to 
Create automation  for deployment. Throughout the process, you'll also be able to monitor Fixlet compliance  and Deployment 
progress  for the active stream. For step-by-step information, read Setting up Fixlet Streams  (on page 80).

Key Notes:
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• Dynamic Filters: Filters will continuously evaluate device subscriptions, ensuring that newly added devices meeting the 
criteria are included in the deployment automatically.

• Multiple Conditions: You can refine your subscriptions by adding multiple conditions, creating complex filters to target 
specific device groups.

Filtering

The Filtering Capability  in Fixlet Streams enables users to refine their search based on specific criteria, making it easier to 
quickly find relevant updates and patches. This feature includes the following filters, each targeting a key aspect of every Fixlet 
stream:

• Name: Filters Fixlet streams by searching for specific strings within the Fixlet stream's name.
• Description: Filters Fixlet streams by searching for specific strings within each Fixlet stream's description.
• CVE Name: Filters Fixlets based on Common Vulnerabilities and Exposures (CVE) identifiers, aiding in locating 

security patches for particular vulnerabilities.
• Type: Filters Fixlets based on selected types, whether built-in or custom.
• Vendor: Filters Fixlets by vendor, enabling targeted patch management for software from specific providers.
• Category: Allows filtering by category, such as security or updates, within the Fixlet streams.
• Severity: Filters Fixlets by severity level (e.g., critical, high, medium, low), helping prioritize patches that require 

immediate attention.

Saving a view

Fixlet Streams support saving a view  (on page 10)  of the filtered and sorted data and access the saved view quickly when needed.

Monitoring

• Fixlet Compliance: The Fixlet compliance percentage  shows the proportion of devices that have successfully applied 
the patch or update from the Fixlet Stream. Regular monitoring of this metric ensures that devices are keeping up with 
your desired compliance levels. If the compliance percentage is lower than expected, investigate why certain devices are 
not compliant. This could be due to errors in the deployment or devices that didn’t meet the dynamic filter criteria.

• Deployment Progress: The system also provides a deployment progress bar  for the active Fixlet Stream, allowing you 
to track how far along the deployment process is.

◦ Real-Time Updates: Use the progress bar to monitor the deployment status in real time. This can help you spot 
any delays or issues during roll out.
◦ Adjust Deployment Timing: If you see that deployment is not progressing as planned, you can adjust future 

schedules or rerun the deployment for specific device groups.

Best Practices

• Regularly Review Device Subscriptions: Ensure that new devices matching your criteria are automatically subscribed 
and that conditions remain relevant over time.

• Monitor Compliance Metrics: Stay proactive by checking Fixlet compliance and deployment progress to address issues 
early.

• Keep Automation Up to Date: Revisit and refine automation definitions as organizational needs evolve.

Additional Resources

• Common use cases  (on page 87)
• Troubleshooting  (on page 86)

Setting up Fixlet Streams

Setting up Fixlet Streams involves accessing the built-in streams displayed as cards and subscribing devices based on dynamic 
filters. You can create targeted subscriptions by specifying conditions based on attributes, ensuring that the right devices 
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receive necessary updates. Once devices are subscribed, you can create automation for seamless patch deployments and monitor 
compliance and progress in real time.

To set up your Fixlet Stream, complete the following steps.

1. Accessing the Fixlet Stream

1. Loging in

Log in to BigFix SaaS using your Admin credentials.

2. Go to the Fixlet Stream Section

In the BigFix SaaS application, from the left pane expand Resolve  and select Fixlet Stream. This opens the list of 
available streams. All built-in Fixlet Streams are presented as cards. Each card provides:

◦ The name  of the Fixlet Stream.

◦ Its status  (Active/Inactive).

◦ A brief description  of the Fixlet Stream.

◦ Actions to Create subscriptions  or Create automation.

3.

2. Subscribing Devices to a Fixlet Stream

To deploy a Fixlet Stream, you need to subscribe devices using dynamic filters. To do that, complete the following steps:

1. On the desired Fixlet Stream card, click Create subscription.

2. On the Subscribe devices page, define the conditions to filter devices to subscribe.
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◦ You can group devices that match conditions based on the following parameters:
▪ Property: Device attributes like OS, RAM, software version.
▪ Operator: Criteria such as equals, greater than, contains.
▪ Value: The specific value for the condition.

◦ Single condition: Allows you to define parameters for one condition. Example: To subscribe all Windows 
devices, set the attribute to "OS", the condition to "equals", and the value to "Windows".
◦ Multiple condition (AND): Allows you to define multiple conditions and filters devices that match all the 

defined conditions. You can add multiple conditions, to ensure that they reflect the criteria relevant to your 
deployment needs. For example, you can add conditions based on geography, software version, or device type.
◦ Multiple condition (OR):  Allows you to define multiple conditions and filters devices that match at least one 

condition that qualify for subscription.

3. Review the device count. As per the dynamic filters, the system automatically displays the total number of dynamically 
filtered devices  that are eligible for subscription.

4. Click Apply  to subscribe devices to the Fixlet Stream. This triggers a continuous evaluation of matching devices.

“

Note: If an error occurs, you will see the message "Error fetching devices. Please try again."  Review your 
conditions and try again.

Tip:  If you want to modify the conditions or start over, click Edit subscriptions  to clear the current 
filters.

”

Once the devices are subscribed, the Subscription definition  status of the Fixlet Steam changes to "Set", and the Create 
automation  button is enabled to perform the next step.

3. Creating Automation

After subscribing devices, to create an automation definition, complete the following steps:
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1. On the desired Fixlet Stream card, click Create automation.

2. On the Automation Remediation page, configure the settings.

a. Configure automation schedule and click Next.
▪ Device schedule: Select an option as per the requirement.

▪ Run during Agent's configured maintenance window. Only devices with configured 
maintenance window are eligible for the deployment. It also displays how many devices from 
the currently targeted devices do not have a configured maintenance window.
▪ Run on all devices, regardless of their configured maintenance window.
▪ Custom constraints. Specify the constraints for the execution window.

▪ Start Time: Select the time when the automation should begin.
▪ End Time: Define when the automation should conclude.
▪ Time Zone: Select the appropriate option:

▪ Client - start and end time of the maintenance window is based on the local 
time of the BigFix client device. Use this when devices are in different time 
zones and you want them to start maintenance at the same local time.
▪ UTC - The start and end time is based on Coordinated Universal Time (UTC). 

Use this when you want all devices to enter maintenance mode at the same 
exact moment globally, for example, during a worldwide patch rollout.

▪ Day of the Week: Choose which day(s) the automation will run.
▪ Choose how frequently you want the newly updated remediation content to refresh: For example, 

Weekly, Monthly,  or Every 2 Weeks.
b. Define the Sequence  by setting the order of events for the automation and click Next.
c. Specify a future Activation  date for the automation to begin and click Next.
d. Review the Summary  page.
e. Review the applicable Fixlets  and the Dynamically Targeted Devices. These numbers appear as links that you 

can click to see the list of applicable Fixlets and the list of targeted devices.
f. Once everything is configured to your satisfaction, click the Create  button. A message will display: 

"Congratulations! Automation created successfully."  Click OK  to acknowledge the message.

Result: On the selected Fixlet Stream card, the Automation Definition  status changes to Set, and the Fixlet Stream becomes 
active.

What to do next: As deployments occur, data appears dynamically for monitoring. If there are any issues or concerns, click on 
the name of the Fixlet Stream to access the detailed information  (on page 84).
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Fixlet details page

The Fixlet Details Page provides comprehensive information about the status and configuration of your Fixlet Stream.

Here’s what you can find:

• Status: Displays whether the Fixlet Stream is Active  or Inactive. Users can toggle this status as needed.

• Edit Options:

◦ Edit Subscription: Modify the device subscriptions associated with the Fixlet Stream.
◦ Edit Automation: Change the automation settings, including the schedule or conditions.

• Activity Feed:



BigFix SaaS User Guide  | 3 - BigFix SaaS User Guide  | 85

◦ Shows a list of Recent, Scheduled, In Progress, Expired, and Stopped Deployments.
◦ Displays Fixlet Compliance  data, indicating the percentage of compliant devices.
◦ Provides Deployment Progress Data, allowing users to track the success of the current deployment.

• Overview: Displays real-time data to monitor Fixlet Compliance and Deployment Progress.
• Composition: Shows the composition of the results.
• Subscription definition: Shows the dynamic filter conditions that you have defined to subscribe devices to the Fixlet 

Stream.
• Properties: Displays critical information about the Fixlet Stream such as its category, ID, severity.
• Fixlets: Lists all the applicable Fixlets along with some critical information about the Fixlets in a grid.
• Subscribed devices: Lists all the devices that are subscribed to the Fixlet Stream along with their details in a grid.

Related information
Troubleshooting  (on page 86)

Create Fixlet Stream

The Create Fixlet Stream feature enables you to set up custom Fixlet streams to meet specific organizational needs by defining 
conditions and selecting targeted devices for updates.

Steps to Create a Fixlet Stream

1. Open the Create Fixlet Stream Widget

◦ On the Fixlet Streams page, click the Create Fixlet Steam  to open the "Create Fixlet Stream" widget.

2. Properties: Define the name and description for the Fixlet steam and click Next.
3. Fixlets: Select Fixlets for the Fixlet stream by using the conditions.

a. Select the Operating System: Mandatory. Click on the Select Operating Systems dropdown and choose one 
or more operating systems and versions from the available options in the tree view. You can add or remove the 
selected OS choices.

4. Configure Fixlet Conditions

◦ Click the Propertydropdown to choose an attribute and define a condition for the Fixlet stream. For each 
attribute, specify a condition and add values. You can define multiple conditions. The Attribute dropdown 
dynamically displays the attributes available to you.

▪ CVE:  Filters Fixlets based on the associated Common Vulnerabilities and Exposures (CVE) ID. Use 
this property to target specific security vulnerabilities.
▪ Category:  Filters Fixlets by their classification type (for example, Audit, Bug Fix Advisory, Critical 

Update, Configuration, or Definition Update). Select one or more categories to include only those types 
of Fixlets in the stream. Use Select all to include all categories or Reset to clear your selection.
▪ Name:  Select the "contains" or "not contains" condition and for the value, enter your string, and click 

Apply  button. This displays all the strings that you have entered.
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▪ Severity:  Select the "in" or "not in" condition; for the value, choose the level of severity for the Fixlet 
stream. Modify selection by adding or removing as required.
▪ Source:  Filters Fixlets based on the content provider or vendor (for example, 7-Zip, 3CX, 8x8, or other 

supported publishers). Select one or more sources to include only Fixlets published by those vendors in 
the stream. Use Select all to include all sources or Reset to clear your selection.

◦ Select the Operator.
◦ The Value  text box dynamically fetches data from your database for you to select.

▪ CVE:  Add relevant CVEs to the stream by typing them and click Add.

Note:
▪ To enter multiple CVE entries at once, you can copy paste a list of CVEs separated 

by comma, semicolon or a space. For example: CVE-123-1234,CVE-123-1256, 
CVE-123-1278
▪ View All button is displayed when there are more than eight CVE values. Click the 

View All  button to view the list in detail, review, search, or remove a specific CVE.

◦ Click Apply. The system evaluates the criteria and identifies matching Fixlets.
◦ Review the Preview selected Fixlets section to confirm that the expected Fixlets are included.
◦ Once the conditions are defined, click Next  to proceed.

5. Devices

◦ Define device filters  (on page 82)  by selecting attributes, conditions, and values to determine which devices 
need to be included in the Fixlet stream.
◦ Click Next  to continue.

6. Review Summary and Create

◦ The Summary  page displays all the details that you have configured for your Fixlet stream.
◦ Provide a meaningful name for your Fixlet stream, review the summary, and click Create.
◦ Upon creation, the custom Fixlet stream appears at the top of your list with the icon Custom Fixlet Stream  to 

distinguish it from built-in Fixlet streams.

7. Edit Fixlet Stream

◦ To adjust conditions, click on your custom Fixlet stream card to access the Fixlet details page  (on page 84) 
and edit any attribute settings as needed.

Related information
Troubleshooting  (on page 86)
Common use cases  (on page 87)

Troubleshooting

Understand these common issues and their resolutions, so that you can effectively troubleshoot and resolve problems encountered 
while managing and monitoring Fixlet Streams, ensuring smooth and efficient deployment processes.

Error Fetching Devices

Issue: When attempting to apply dynamic filters, you may encounter the error message: "Error fetching devices. Please try 
again."

Causes:

• Incorrectly defined filter conditions.
• Attributes or values that do not exist in the device database.
• Network connectivity issues preventing the system from querying devices.

Resolutions:
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• Validate Conditions: Review the conditions you set for the dynamic filters. Ensure that attributes, conditions, and 
values are correctly specified and applicable to your devices.

• Test with Simplified Filters: Temporarily simplify your conditions to isolate the problematic parameter. Start with 
broad filters and then narrow down to identify the issue.

• Check Network Connectivity: Ensure that the system has access to the necessary network resources to fetch device 
information.

Low Fixlet Compliance Percentage

Issue: The Fixlet compliance percentage is lower than expected after a deployment.

Causes:

• Devices may not meet the dynamic filter criteria.
• There may be compatibility issues preventing devices from applying the Fixlet.
• Some devices may be offline or not connected during deployment.

Resolutions:

• Review Filter Conditions: Check if the dynamic filters are too restrictive. Adjust conditions to include more devices if 
necessary.

• Investigate Compatibility: Ensure that the Fixlet is compatible with the targeted devices (e.g., OS version, hardware 
requirements).

• Check Device Status: Confirm that all intended devices are online and connected. Consider scheduling the deployment 
during a time when devices are most likely to be active.

Deployment Progress Stalled

Issue: The deployment progress bar shows little to no movement over an extended period.

Causes:

• High network traffic or bandwidth limitations.
• Issues with the Fixlet itself, such as improper configuration.
• Large numbers of devices being targeted, causing slow processing.

Resolutions:

• Monitor Network Performance: Check network traffic and performance to ensure it can support the deployment. 
Consider deploying during off-peak hours.

• Verify Fixlet Configuration: Ensure that the Fixlet is configured correctly without any errors that could cause it to stall.
• Segment Deployments: If targeting a large group of devices, consider segmenting the deployment into smaller groups to 

expedite the process.

Related information
Setting up Fixlet Streams  (on page 80)

Common use cases

Fixlet Streams provide a versatile solution for managing patch deployments and updates across a range of device environments. 
Below are some common use cases illustrating how organizations can effectively utilize Fixlet Streams:

Automating Regular Patch Management

Description: Organizations can set up Fixlet Streams to automate the deployment of regular patches and updates for operating 
systems and applications.



BigFix SaaS User Guide  | 3 - BigFix SaaS User Guide  | 88

Description: Organizations can set up Fixlet Streams to automate the deployment of regular patches and updates for operating 
systems and applications.

Scenario:

• A company schedules monthly patch deployments for all Windows devices using a built-in Fixlet Stream.
• Dynamic filters are set to include only devices running specific OS versions to ensure compatibility.
• The automation runs automatically each month, reducing manual effort and ensuring all devices are up-to-date.

Addressing Critical Vulnerabilities

Description: In response to emerging security threats, organizations can quickly deploy Fixlet Streams to address critical 
vulnerabilities (0-day vulnerabilities).

Scenario:

• A cybersecurity team identifies a critical vulnerability affecting a widely used application.
• They create a temporary Fixlet Stream that targets all devices running the vulnerable application and applies the 

necessary patches.
• Dynamic filters can be adjusted to ensure rapid deployment to affected devices, minimizing risk exposure.

Managing Compliance with Regulatory Requirements

Description: Organizations in regulated industries can use Fixlet Streams to ensure that devices comply with necessary security 
standards and regulations.

Scenario:

• A healthcare organization must adhere to HIPAA regulations and maintain compliance on all devices accessing patient 
data.

• They set up a Fixlet Stream that automates the deployment of security updates and compliance patches specifically 
tailored for healthcare applications.

• Regular monitoring of Fixlet compliance percentages helps ensure that all devices remain compliant.

Testing Software Updates Before Full Deployment

Description: Before rolling out updates to all devices, organizations can use Fixlet Streams to test software updates on a small 
group of devices.

Scenario:

• An IT department wants to verify a new version of an internal application.
• They create a Fixlet Stream to target only a limited number of devices for testing purposes.
• After monitoring the test deployment, feedback is gathered, and adjustments are made before a full-scale rollout.

Segmenting Deployments Based on Device Attributes

Description: Organizations can create tailored deployments by segmenting devices based on specific attributes, such as 
department, location, or hardware specifications.

Scenario:

• A global organization has different device types used in various departments (e.g., HR, Finance, and Engineering).
• They set up multiple Fixlet Streams with dynamic filters that match devices based on department-specific software 

requirements.
• This ensures that each department receives the appropriate updates relevant to their operations without unnecessary 

deployments to unrelated devices.
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Regular Maintenance for End-of-Life Devices

Description: For devices that are approaching end-of-life status, organizations can manage their maintenance using Fixlet 
Streams to extend their lifecycle while preparing for replacement.

Scenario:

• An organization has a number of legacy devices still in operation.
• A Fixlet Stream is created specifically for these devices to apply critical updates and patches, ensuring they remain 

secure while planning for replacements.
• Dynamic filters can target these legacy devices, allowing the IT team to manage resources effectively.

Related information
Setting up Fixlet Streams  (on page 80)

Protection Level Agreement (PLA)
Protection Level Agreements are a set of baselines that combine device contexts, and desired patch levels and compliance 
standards for a given set of Fixlets against agreed-to organisational service levels by key stakeholders including IT, Security, and 
the overall organization.

With PLAs, organizations can ensure consistent and enforceable security measures for devices by making informed business 
decisions to reduce risk.

How to access PLA report

To view the PLA report in the BigFix SaaS application, from the left pane expand Resolve  and select Protection Level 
Agreement.

What PLAs show

The 25% quartile (25th percentile), median, and 75% quartile (75th percentile)  of PLAs provide actionable insights into the 
update cadence of devices. By analyzing these metrics, users can prioritize remediation, track progress, set and manage goals, 
and allocate resources effectively.

Median

• This is the middle value of a dataset when all data points are arranged in ascending order.
• It represents the typical or average performance level, splitting the dataset into two equal halves:



BigFix SaaS User Guide  | 3 - BigFix SaaS User Guide  | 90

◦ 50% of the endpoints perform below this value.
◦ 50% of the endpoints perform above this value.

• For example: If the median remediation time is 4 days, it means half of the vulnerabilities are remediated 
in 4 days or fewer, and the other half take longer than 4 days.

25% Quartile (Lower Quartile)

• This is the value below which 25% of the data lies.
• It represents the shorter remediation timelines, showing the endpoints or vulnerabilities remediated 

quickly.
• Example: If the 25% quartile is 3 days, it means that 25% of remediations are completed within 3 days.

75% Quartile (Upper Quartile)

• This is the value below which 75% of the data lies.

• It reflects the majority of remediation timelines, showing the endpoints or vulnerabilities remediated with 
longer timelines.

• Example: If the 75% quartile is 8 days, it means that 75% of the remediations are completed in 8 days or 
fewer, while the remaining 25% take longer than 8 days.

Example in a PLA context

Assume a PLA report analyzes the patch compliance of 1,000 endpoints. The results might look like this:

• 25% Quartile: 3 days (25% of remediations are completed within 3 days)
• Median: 4 days (50% of remediations are completed in 4 days or fewer)
• 75% Quartile (Q3): 8 days (75% of remediations are completed within 8 days)

These statistics provide a comprehensive view of the distribution of remediation timelines, allowing organizations to identify 
trends, outliers, and areas for improvement in the remediation process.

Activating or deactivating a PLA

The Activate/Deactivate PLA (Protection Level Agreement)  feature allows administrators to enable or disable specific security 
and compliance policies within a system or application. This feature provides flexibility in managing protection levels based on 
operational needs while ensuring compliance with security standards.

When to Activate PLA?

Activating PLA enforces security controls to protect sensitive data and maintain compliance. Consider enabling 
PLA in the following situations:

• Protecting sensitive data  – Prevents unauthorized access to critical information.
• Ensuring compliance  – Aligns with legal and regulatory requirements such as GDPR, HIPAA, or ISO 

27001.
• Mitigating security threats  – Strengthens defenses when potential vulnerabilities or attacks are detected.
• Enforcing enterprise-wide security policies  – Standardizes protection measures across the organization.

When to Deactivate PLA?

In certain scenarios, disabling PLA may be necessary to improve performance, enable troubleshooting, or support 
system transitions. Consider deactivating PLA in the following cases:

• Optimizing performance  – Reduces resource consumption in low-risk environments.
• Conducting system maintenance or debugging  – Temporarily removes security restrictions for 

troubleshooting.
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• Supporting non-production environments  – Allows flexible testing and development without strict 
security controls.

• Transitioning to a new security framework  – Simplifies policy adjustments during system upgrades or 
migrations.

How to activate or deactive a PLA

You can activate or deactivate a PLA using either of the following methods:

1. From the PLA List:  Toggle the activation button next to the PLA to enable or disable it directly from the 
list view. or

2. From the PLA Details Page:  Click on a PLA to open its details page, then use the activation toggle to 
enable or disable it.

View all or hide inactive PLAs

This feature enhances visibility and management by allowing users to toggle between viewing all PLAs or filtering out inactive 
ones.

•  – Displays both active and inactive PLAs.

•  – Filters out deactivated PLAs, allowing administrators to focus only on currently 
enforced security and compliance policies.

Custom PLA report

A custom PLA is a user-defined report that helps organizations implement a proactive patching strategy while ensuring 
compliance and security align with their specific needs. For instructions on creating and editing a custom PLA, refer to Custom 
PLA  (on page 92).

Export PLA report

Users can export the PLA report as a CSV or excel file. For more information, refer to Exporting Data  (on page 11).

Insights gained from the PLA report

• Device Vulnerability Distribution:

◦ Spot devices with minimal vulnerabilities, showing those that are remediated relatively quickly (remediations 
completed in 3 days or fewer).
◦ Understand the typical state of devices in the environment, reflecting the average remediation time (remediations 

typically closed in 4 days).
◦ Identify clusters of devices with high vulnerability counts, indicating devices that are not being remediated 

quickly (remediations taking longer than 8 days).

• Vulnerability Trends:

◦ Compare the quartiles over time to see if the security posture is improving or deteriorating, with a focus on 
whether the median and upper quartile remediation times are decreasing, and the lower quartile is showing 
improvement.
◦ Highlight areas needing urgent attention (for example, devices consistently taking longer than 8 days for 

remediation).

• Performance Gaps:

Analyze the disparity between the 25% and 75% quartiles to measure variability in device security.



BigFix SaaS User Guide  | 3 - BigFix SaaS User Guide  | 92

◦ A smaller gap  suggests consistent security across devices, with remediations being resolved in a similar time 
frame.
◦ A larger gap  indicates uneven protection levels, with some devices being addressed quickly, while others take 

longer to remediate.

Decisions a user can make using the PLA report

1. Prioritize Remediation Efforts:

◦ Focus first on the highest risk devices (devices with remediation times longer than 8 days).
◦ Allocate resources effectively by targeting the most vulnerable devices that take the longest to remediate.

2. Set Realistic Security Goals:

◦ Use the median to establish achievable remediation baselines for the organization (for example, 50% of devices 
remediated within 4 days).
◦ Gradually aim to shift more devices towards the 75% quartile  for better overall security (for example, reducing 

the number of devices that take longer than 8 days to remediate).

3. Monitor Progress and Effectiveness:

◦ Track changes in quartile metrics over time to measure the impact of patching, configuration changes, or other 
security measures.
◦ Use the report to validate whether security initiatives are improving the posture of the devices, ensuring 

remediation times are reduced.

4. Segment and Tailor Strategies:

◦ Use the quartiles to segment devices by performance levels and apply different strategies to each group:
▪ Low performers: Intensive remediation and stricter monitoring to quickly address vulnerabilities.
▪ Median performers: Routine updates and maintenance to ensure continued compliance.
▪ High performers: Focus on maintaining compliance and ensuring ongoing protection.

5. Identify Outliers and Exceptions:

◦ Spot devices significantly outside the normal range (for example, remediation times lower than 3 days or above 
8 days) and investigate unusual patterns.
◦ Determine if certain device types, configurations, or departments consistently under perform and require focused 

attention.

6. Justify Resource Allocation and Investments:

◦ Present quartile data to stakeholders to justify funding for tools, staff, or processes that improve endpoint 
security.

Custom PLA

A Custom PLA is a user-defined PLA report that help organizations maintain a proactive patching strategy while ensuring 
compliance and security are tailored to their specific needs.

Custom PLAs provide:

• Flexibility: Allows organizations to define patching policies based on their security and compliance needs.
• Granular Control: Enables selection of patches based on CVE, category, vendor, and severity.
• Targeted Deployment: Ensures patches are applied only to relevant devices by using specific rules.
• Optimized Compliance Management: Custom time frames for patch application ensure alignment with internal 

policies.

Creating custom PLA

To create a new custom PLA, complete these steps:



BigFix SaaS User Guide  | 3 - BigFix SaaS User Guide  | 93

1. On the Protection Level Agreement  page, click Add New PLA  to create a new custom PLA.

2. The Create Custom PLA  wizard appears. Complete the following steps:
a. Enter a name and description for the PLA.
b. Specify the target days.
c. Click Next.

3. Define the Fixlets Criteria:
a. Select an Operating System
b. You can group Fixlets that match conditions based on the following parameters:

▪ Property: Fixlet attributes like CVE, category, Name, Severity, and Source.
▪ Operator: Criteria such as in and not in.
▪ Value: The specific value for the condition.

c. Single condition: Allows you to define parameters for one condition.
d. Multiple condition (AND): Allows you to define multiple conditions and filters Fixlets that match all the 

defined conditions. You can add multiple conditions, to ensure that they reflect the criteria relevant to your 
deployment needs.

e. Multiple condition (OR):  Allows you to define multiple conditions and filters Fixlets that match at least one 
condition that qualify.

f. Preview selected Fixlets to ensure the correct ones are selected.
g. Click Next.

4. Define target devices
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a. Filter target devices using rule-based conditions through Filter by Query  or Filter by device list.
i. Filter by Query:

1. Define device filters  (on page 82)  by selecting attributes, conditions, and values to 
determine which devices need to be included.

2. Review the filtered target devices under Preview of dynamically applicable targeted devices.
ii. Filter by device list:

1. You can manually enter one or more device names, device IDs, FQDNs, or IP addresses to 
select as targets.

2. Click  to review the filtered target devices.
b. Click Next.

5. Review the PLA Name, Description, Fixlet Criteria, Devices Criteria  and modify if needed before finalizing.
6. Click Create  to create the custom PLA.
7. A success message is displayed. Click Done.

The custom PLA will be stored on the server and listed on the Protection Level Agreement  page. Custom PLAs are not 
activated by default. Activate  (on page 90)  the PLA as needed.

Editing Custom PLA

Important:  You can edit only custom PLAs. System-defined PLAs cannot be edited.

1. From the Protection Level Agreement  page, click on a custom PLA that you want to edit.
2. Deactivate custom PLA: If the custom PLA is activate  (on page 90), you must deactivate before making changes.
3. Click Edit.
4. Modify PLA Details: You can update description of the PLA, target days, Fixlet selection, and target device selection as 

needed.

Note:  You cannot rename a custom PLA. To use a different name, create a new custom PLA

5. Review: Carefully review the Summary, then click Update  > Done. The changes will be reflected on the Protection 
Level Agreement page.

6. Reactivate PLA: Once edits are complete, reactivate  (on page 90)  the PLA to enforce the updated PLA.

Deleting Custom PLA

Important:  You can delete only custom PLAs. System-defined PLAs cannot be deleted.

1. From the Protection Level Agreement  page, click on a custom PLA that you want to delete.
2. From the details page on the right side, click Delete.

CAUTION:  The action cannot be undone. All associated data will be permanently deleted.

3. Click Delete  to confirm. The custom PLA will be permanently deleted.

All Reports
The All Reports page provides a central location to view, manage, and organize all reports available in BigFix SaaS. From this 
page, you can apply filters, delete reports, and manage report visibility. You can also mark reports as Favorites.

To access the All reports  page, expand Reporting  from the side navigation, and then select All reports.
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The All Reports table contains the following sections and controls:

• Favorites  – You can toggle the favorite status on or off as needed.

• Report Name  – The title of the report.

• App  – The BigFix SaaS application associated with the report.

• Owner– The user who created the report.

• Visibility  – Indicates whether the report is Private or Shared.

• Last Modified  – Displays the date and time of the last update.

The toolbar above the table includes the following controls:

• Columns  – Show or hide report columns. (This feature currently disabled)

• Density  – Adjust the table view between compact or comfortable. (This feature currently disabled)

• Delete  – Remove selected reports.

Note:  These options are inactive until you select one or more reports.

Filtering Reports

The Filter option allows you to narrow down the reports displayed in the All Reports page. You can apply single or multiple 
conditions using logical operators (AND/OR). Available filter properties include:

• Favorites

• Report Name

• Visibility

This feature helps you quickly locate reports based on specific criteria. For detailed steps, see Filtering Data in Common 
Functionalities  (on page 10).



BigFix SaaS User Guide  | 3 - BigFix SaaS User Guide  | 96

Edit a Saved Report

Follow the steps below to edit an existing report:

1. Go to Reporting  > All Reports.

2. Click on the report you want to edit.

3. Once the report opens, click Manage Report.

4. Make the required changes.

5. Click Save  to apply your updates.

How Edits are Saved Based on Ownership

The system handles report edits differently depending on who owns the report.

If you are the report owner:

• The original report is updated with your changes.

• No duplicate report is created.

If you are not the report owner:

• The original report remains unchanged.

• The system creates a new copy of the report.

• Your changes are saved in the copied report.

This ownership-based behavior ensures that original reports are not accidentally modified by other users.

Migrate
The Agent Migration feature allows you to seamlessly migrate your devices from BigFix on-premises to BigFix SaaS. This 
process utilizes a universal Fixlet for deployment and allows users to track the migration status through the migration dashboard.

Supported Platforms

The migration supports a wide range of operating systems, including:

• Windows
• RHEL
• Ubuntu
• Mac OS
• Debian
• Amazon Linux 2
• Amazon Linux 2023
• CentOS
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Migration Metrics Dashboard

The Migration Metrics Dashboard tracks the transition of your endpoints from on-premises BigFix environments to the BigFix 
SaaS platform. The dashboard provides two views that you switch between with the Migrate / Devices toggle at the top right:

• Migrate view:  Lists every migration action and its overall progress.

• Devices view:  Lists every device across all migrations and the migration task to which each device belongs.

Note:  The system enforces a maximum limit of 15 simultaneous migration uploads per user to ensure system stability.

Core Metrics
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A row of summary KPI cards displays batch-level progress and status totals for all initiated migration tasks. 

• Total migrations  — total number of migration actions.
• Success  — migrations in which the targeted devices completed migration and are reporting.
• In progress  — migrations that are currently running.
• Not started  — migrations that have been created but have not begun reporting activity yet.

The Devices view  and the migration detail view show device-level cards:

• Total devices  — total number of endpoints targeted for migration.
• Success  — devices that completed migration and are actively reporting.
• In progress  — devices that are currently running the migration Fixlet.
• Past due  — devices that did not complete migration before the migration's end date passed. You set this end date 

when you create the migration in the on-premises console; after that date, any device that has not reported a successful 
migration is marked past due. A device is typically past due because it was powered off, went offline, or hit a technical 
error mid-process and did not check back in with the SaaS console. Use this count to find machines to investigate, extend 
deadlines for, or re-trigger.

• Not started  — devices that are targeted but have not yet begun the migration Fixlet.

Migration list (Migrate view)

The Migrate view lists each migration in a sortable table with these columns:

Column Description

Migration ID Unique identifier for the migration. Select it to open the migration detail view.

Name Name of the migration action.

Status Overall status of the migration (for example, Success or Past due).

Progress Completion bar and percentage for the migration.

Devices Number of devices targeted by the migration.

Started Date and time the migration started.

Devices list (Devices view)

The Devices view lists every device across all migrations, with these columns:
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Column Description

Status Migration status of the device.

Device name Name of the endpoint.

Operating Sys­
tem

Operating system and build of the endpoint.

Migration ID Migration the device belongs to. This column is new in the Devices view. Select it to open the migration de­
tail view.

Migration Name of the migration the device belongs to.

Last report Date and time the device last reported to the server.

Migration detail view

From either the Migrate  or Devices  view, select a Migration ID  to open the Migration Details page. This page displays 
summary metrics and a device data table (Status, Device name, Operating System, Last report) filtered specifically for that 
migration.

The breadcrumb link at the top returns you to the list you came from: it reads Migrate when you open the detail view from the 
Migrate view, and Devices when you open it from the Devices view. Both lead to the same migration data.

The detail view supports Key Performance Indicator (KPI) cards, the View all link, column sorting, and the Remove migration 
monitor action. Filters are not available on the detail view.

Note:

• If no data has been imported, the dashboard shows a No Data Available  state and all counters remain at 0.
• Pagination controls appear when the number of records exceeds 100.
• After the migration file is uploaded, the Last report time  field is blank. The field is populated only after the 

device has been successfully migrated and reports to the server.

Migration Dashboard Controls

• Start migration  (on page 100)  – Opens the migration work flow to create a new migration.
• Add Migration Monitor  (on page 101)  – Adds a new migration monitor to the dashboard.
• Filter  – Filters the dashboard view based on the selected criteria.
• Migrate / Devices  toggle – switches between the migration list and the device list.
• View All / View Less  – Expands or collapses the dashboard metrics to show all or a summarized view.

Frequently Asked Questions

• Q: What is the maximum number of devices I can migrate in one action?
◦ A: Each migration action is limited to a maximum of 10,000 devices.

• Q: Will the root server or relays be migrated?
◦ A:  No, the migration Fixlet's relevance criteria are specifically designed to exclude relays and servers from being 

applicable for migration.
• Q: How long does the migration take for my devices to report status?

◦ A: Online devices are expected to report their status approximately 10 minutes after deployment. The total 
process for online devices is expected to take at least 10 minutes.

◦ Device Limit:  Each migration action is limited to a maximum of 10,000 devices.

• Q: Can I delete a migration after it has been created?
◦ A:  Yes. Open the migration detail view (select a Migration ID from the Migrate or Devices view) and select 

Remove migration monitor. This removes the migration and all of its devices from the dashboard, and updates 
the KPI cards: the total migrations count decreases by one, and the total devices count decreases by that 
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migration's device count. You remove one migration at a time; there is no multi-select. The action takes effect 
immediately, with no confirmation prompt, and returns you to the dashboard. For details, see Remove Migration 
Monitor  (on page 102).

Start migration

BigFix on-premises to SaaS migration is performed using the Universal Migration Fixlet, which deploys the migration tool to 
your on-premises endpoints. Click Start Migration  to launch a guided, step-by-step work flow for downloading and deploying 
the Universal Migration Fixlet to your on-premises endpoints.

To initiate device migration, follow these steps:

1. From the BigFix SaaS app, select Administration  > Migrate. Click the Start migration button to open up the wizard.

2. Click the Download universal migration Fixlet  button.

◦ File Name:  Universal Migration Fixlet.bes (about 140 KB)

◦ This universal Fixlet supports all available operating systems.

3. Import the downloaded .bes  file into the on-premises BigFix Console to migrate your existing agents.
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4. Deploy and Target Devices:
◦ Follow the embedded instructions in the Universal Migration Fixlet description to execute the migration.

Add Migration Monitor

Add migration monitor  allows you to track and monitor your device migration progress by importing data directly from your 
on-premises BigFix Console. To track migration progress, select Add migration monitor.

You must export a migration monitor file from BigFix Console and upload it to the BigFix SaaS Migrate app to track real-time 
progress. To export data from BigFix Console:

1. Open on-premises BigFix Console and navigate to the Universal Migration Fixlet.

2. Right-click inside the Fixlet description and select Reload  to refresh the data.

Note:  If the Reload  option is not visible, switch between the different console views (for example, Tasks, 
Computers, or other tree nodes). The Reload  option then becomes available.

3. Select Download migration file  within the description and save the resulting file.

To add migration monitor and track the progress of the migration:

1. From the BigFix SaaS Migrate app, select Add Migration Monitor.

The wizard opens up.
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2. Select Browse from computer  and upload the migration monitor file (must be a .txt  file) downloaded from the BigFix 
Console. You can also drag and drop the file in that space.

3. Select Upload and monitor  to process the data and update your migration dashboard.

Note:
◦ Online devices are expected to report their status within approximately 10 minutes after deployment.
◦ Action Limit: You can perform a maximum of 15 migration actions  per customer. Each migration 

action initiated from the console is displayed as a single migration in the BigFix SaaS UI.

Remove Migration Monitor

Remove migration monitor  lets you stop tracking a migration and delete it from the Migrate  dashboard. Removing a migration 
deletes the migration and its associated devices from the Devices view, and updates the dashboard metrics. You can remove one 
migration at a time.

You must have at least one migration on the Migrate  dashboard. If no data has been imported, the dashboard displays a No Data 
Available  state and there is nothing to remove.

Remove a migration and its device records from the dashboard when you no longer need to track them.
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1. From the Migrate  or Devices  view, select the Migration ID  you want to remove. The migration detail view opens.

2. Select Remove migration monitor.

The migration and all of its devices are removed immediately, with no confirmation prompt, and you return to the dashboard. The 
KPI cards update: the total migrations count decreases by one, and the total devices count decreases by that migration's device 
count. The removed migration no longer appears in either the Migrate  or the Devices  view.

Note:  Removing a migration monitor cannot be undone. Because there is no confirmation prompt, make sure you have 
selected the correct migration before you select Remove migration monitor.

User Management
The User Manager application in BigFix SaaS provides administrators with a robust interface to efficiently manage user 
accounts, roles, permissions, and activities in BigFix SaaS. This guide walks you through the process of creating new users, 
disabling or deleting existing users, setting passwords, managing roles, and more, ensuring you have a smooth and efficient 
experience.

Note:  The User Management app is visible only to administrators. Ensure you are logged in as an administrator to access 
this app.

Key features
User Account Management

• User Creation and Registration: Admins can create and onboard new user accounts.
• Account Status Management: Enable, disable, or unlock user accounts to control access.
• User Activity Insights: Monitor login history, failed attempts, and account status.
• User Deletion: Permanently remove user accounts and revoke all associated access.

Role-Based Application Access

• Role Assignment: Assign predefined roles (example - Admin) or create custom roles to control feature access.

Authentication and Security
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• Authentication Management: Supports multifactor authentication for enhanced security.
• Password Enforcement: Enforce strong password requirements, including complexity and expiration.
• Profile and Credential Management: Allow users to securely update personal information and passwords.

Creating and managing users

• Creating a new user  (on page 105)
• Details: Click on a user to view details such as role, creation date, email, last login, and failed login attempts.
• Disabling/enabling a user: To disable a user, click on the disable option. If needed, re-enable a user by clicking the 

enable option.
• Unlocking a user: Restore access to users locked due to failed login attempts.
• Deleting a user: Permanently remove a user and revoke all access. To delete a user, disable the user first, and then 

proceed with deletion.

Managing user profile

• Updating Username: Users can update their username by clicking on the profile icon in the header and accessing the 
Profile Manager.

• Updating Password: To update the password, navigate to the Profile Manager and follow the prompts to change it.

Manage Reports

The Reporting Feature  within User Management allows administrators and operators to filter, save, and quickly re-apply 
specific views of user data. This functionality is designed to be consistent with reporting features across other BigFix SaaS 
applications.

How to create a report

To create a new report with the current filtered view of the user list:

1. Apply desired criteria to the user list using the Filter  tool.
◦ For example, a filter might be used to:

▪ Narrow down the user list based on a specific string in their name.
▪ Isolate users based on a role, such as "administrator" status.

Identify inactive users by setting a criterion on the Last seen  date (e.g., users not seen in the last 
30 days).

2. Click Manage Reports.
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3. On the Manage Reports page, Save Report  tab, enter a unique name and an optional description and click 
Save.

How to view/access an existing user management report

Saved reports can be accessed as follows:

• Within the User Management app:  Use the Manage Reports  control in the User Management action 
bar, switch to Load Report  tab, and click on an existing report to view.

• Centralized View:  Access All Reports  (on page 94), which is a central hub for managing reports 
across applications. Loading a report automatically re-applies all its saved filters.

Permissions for creating and deleting reports

• Creation: Any user (operator) with access to the User Management application can create and save 
reports.

• Deletion:  Only the Owner  (the user who created the report) can delete their own reports. Non-owners 
cannot delete reports owned by other users. Furthermore, when a user account is removed from the 
system, any reports owned by that user are also automatically removed.

Usage limitations

• Role-Based Reports: There is currently no support for generating reports based on roles.
• Exporting Data: Exporting saved reports is not supported due to the presence of sensitive data within 

User Management.

Creating a new user

Creating a new user in BigFix SaaS user management application involves a series of steps to ensure proper access and security.

The User Management app is visible only to administrators. Ensure you are logged in as an administrator to access this app.

First, an administrator logs into the user management dashboard. From there, the admin selects the option to add a new 
user, which typically prompts a form requiring essential details such as the user's name, email address, and role within the 
organization. Once the information is submitted, BigFix sends a confirmation email to the new user with a link to login, set 
password, and complete the account setup. This process ensures that the new user has access to appropriate features and 
resources while maintaining security protocols.

To create a new user, complete the following steps:
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1. Accessing the User Manager
a. Log in to BigFix SaaS as an administrator.
b. To navigate to the User Manager section, expand Administration  and click User Management.
c. On the User Management page, ensure Users  tab is selected and click Create User  on the toolbar.

2. Entering User Information: In the Create User popup, enter the user's first name, last name, email address, and confirm 
email. Click Next.

3. Assigning Roles: The roles  (on page 107)  determine the BigFix SaaS applications and the devices the user can access. 
Select a role for the user from the available list and click Next.

4. Summary:
◦ Verify user email ID, role, and application access.
◦ Read the information about welcome mail and the password security requirements.
◦ Click Create.

User is successfully created. Upon BigFix SaaS account creation, the user receives a welcome email with the log in link and 
temporary password. When logging in, the user can set up a new password.

1. The user receives credentials through email and can log in to BigFix SaaS application.
2. When the user logs in for the first time, BigFix SaaS prompts the user to change the password. The user can set password 

according to the password rule, confirm new password, and click change password.
3. After the password is changed, the user is redirected to the log in page. Once logged in, the dashboard is displayed.

Editing user profile

You can edit your own profile to keep your information up to date. Here’s how you can easily edit your profile from the BigFix 
SaaS home page.

Only logged-in users can edit their own profiles. Admins do not have the capability to edit user profiles.

1. Log in to BigFix SaaS with your credentials.
2. On the home page, click on the user icon on the top right corner.
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3. Update user's first name and last name and click Save.

Managing roles

Create, edit, and manage user roles with customizable access to applications in the SaaS environment. You can customize each 
role by specifying app-level permissions, ensuring users have secure and appropriate access based on their responsibilities.

Built-in role

A built-in role is predefined role provided by BigFix SaaS to streamline user and access management.

• Administrator: This role comes with default configurations and permissions that address common administrative and 
operational needs. Administrators have access to all available applications. They have the ability to create, delete, and 
edit users.

Important:  The Administrator role is a built-in role that you cannot modify or delete.

Custom roles

Custom roles are user-defined roles in BigFix SaaS that allow administrators to tailor permissions and access based on specific 
organizational requirements. These roles provide flexibility to control which users, devices, and applications are accessible within 
the environment. These roles can be edited, reassigned, or deleted (if no users are assigned).

Create a custom role

Creating a custom role involves defining a user role with specific permissions and access tailored to your 
organization's unique requirements. Unlike built-in roles, which have fixed configurations, custom roles allow 
flexibility in managing devices, applications, and user assignments. For detailed steps, read Creating a new role 
(on page 108).

Note:  Users can create a maximum of 20 custom user roles.

Modify a custom role

1. From the User Manager app, click Roles.
2. Open an existing custom role and modify the following as necessary.

◦ Role name
◦ Assigned apps (excluding default apps which remain fixed)
◦ Assigned users
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◦ Assigned computer groups (e.g., All Computers, Filtered Groups)
◦ Admin status

Example: Update a dynamic filter to refine device selection, such as filtering by Device Properties.
3. Save changes.

Note:  Role updates affect permissions in real time after a user logs in.

Delete a custom role

You can delete a role only if:

• The role is not assigned to any users.

• The role is not marked as an admin role.

To delete a custom role:

1. Unassign all users from the role.
2. Click Delete.

• If no users are assigned to a role, click the Delete  button to remove it.

Default and Non-Removable Applications

Certain applications are marked as default  in the backend and are automatically assigned to every role. These apps cannot be 
unselected  during role creation or editing.

Examples include:

• Deployment Manager (depending on product configuration)

• Device Explorer
• Fixlet Explorer
• My Dashboard (home screen)
• Reports

Assigning a role to users

As an administrator, when creating a new user  (on page 105), you can assign a role to ensure they have the appropriate level 
of access from their first login. You can reassign the roles at any time to adapt to organizational changes, evolving operational 
needs, and updated security policies.

To reassign users roles:

1. In the User Management section, go to the Users  tab.
2. Select one or more users from the grid.
3. Click Reassign  and select a new role from the available options.
4. To verify the action, from the User Manager grid, check the Roles  column to see the associated role displayed next to the 

selected users.

Creating a new role

Create a custom role to define specific permissions and access tailored to your organizational needs. Assign a name, configure 
dynamic filters for device assignments, and specify access levels. Save the role to manage users, devices, and applications 
efficiently.

You must be an Administrator to create a new role.
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1. To navigate to Role Manager, from the User Manager page, click Roles.

2. Create a Role
a. Click Create role  to add a new role. The Create Role widget appears.

b. Devices: Administrators can manage device assignments for roles by setting conditions or selecting devices 
directly:

▪ Dynamic filter: To dynamically filter and assign devices to a role's scope:
i. Select an attribute to filter devices (e.g., OS Family).

ii. Specify the desired value for the attribute (e.g., Windows).
iii. Click Add to add the condition to the filter.

▪ Example: The condition "OS Family Equals Windows"  assigns all Windows devices 
to the role.
▪ Click + Add Condition  to define more conditions and refine the scope further, ensuring 

only the intended devices are included.
▪ If you want to delete a condition that you have defined, click the Delete  icon next to the 

condition.
▪ If you want to delete all the conditions that you have defined, click Clear.
▪ The system automatically displays the total number of devices matching your 

conditions.
▪ # Device tag: Manually choose specific devices by their unique IDs for targeted assignments.
▪ All Devices: Include all available devices in the scope of the role for broader access.

c. Once the scope is set, click Next  to proceed.
d. Applications: Select applications this role should have access to.
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▪ The list includes all available apps.
▪ Hover over each app for a short description.
▪ Some apps (My Dashboard, Reports , Deployment Manager , Device Explorer , Fixlet Explorer) 

are pre-selected and cannot be unselected.
e. On the next step, enter a name for the role.

Note:  Provide a unique name for the role. You cannot edit the role name once it is created.

f. Verify the number of devices and the number of applications to access. Click Create. The role is successfully 
created. Click OK  to exit the widget.

The new role appears on the Role Manager  page. Click the role to view its details, including:

• Overview: Displays key information about the role.
• Application Access: Lists the applications the role can access.
• Associated Devices: Shows details of the devices assigned to the role.
• Configurations: Displays all the conditions that are defined to filter and associate to the role.

Integrated Vulnerability Remediation
Integrated Vulnerability Remediation (IVR) provides a real-time overview of security vulnerabilities categorized by severity, 
using both the Common Vulnerability Scoring System (CVSS) and the Vulnerability Priority Rating (VPR). Use this feature to 
configure data sources, visualize vulnerability data in charts, and manage individual vulnerabilities in a detailed table. You can 
also manually import vulnerability data from external sources using the Universal Vulnerability Ingestion (UVI) feature. You can 
remediate vulnerabilities directly from the dashboard and export the data.

To access the IVR dashboard from BigFix SaaS, go to Resolve  > Integrated Vulnerability Remediation.

Note:  The Integrated Vulnerability Remediation  link appears in the navigation pane only if your user role includes 
permission to access the IVR application. If you do not see this option, contact your BigFix administrator. For more 
details, see User Management  (on page 103).

IVR Dashboard

The Integrated Vulnerability Remediation (IVR)  dashboard provides a centralized, dynamic interface to view, analyze, and 
remediate vulnerabilities within your environment. The dashboard adapts to display data whether it is directly synced from 
external scanners (such as Tenable) or manually uploaded through CSV spreadsheets. This consolidated view supports the 
correlation of external scanner data with BigFix content, enabling you to efficiently process the remediation flow.
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Initial Dashboard Setup and Data Synchronization

When you navigate to the IVR dashboard by expanding Resolve  and selecting Integrated Vulnerability Remediation  on the 
left navigation menu, the system automatically loads the IVR - Scanner import  page.

If you have not yet configured a data source, the dashboard indicates that no data is available. You must establish a connection to 
an external vulnerability scanner (for example, Tenable) to populate the dashboard grids and charts.

You can consolidate your vulnerability data into a single view by integrating multiple scanners. For instructions on configuring 
initial or additional data sources, see Creating New Datasource  (on page 127).

Once a data source is successfully configured and the initial synchronization is complete, the dashboard populates with your 
active vulnerability data.

Note:  The system checks for newly configured data sources every 10 minutes and refreshes data from existing sources 
every 12 hours. To import data immediately, use the manual file import feature.

Dashboard Layout

The IVR dashboard is divided into two primary functional areas: the header section for global controls and the main workspace 
for data analysis and remediation.

Header controls:  The top section of the dashboard contains global tools to manage your overall view. The available buttons and 
features vary depending on whether you have a data source configured:

• When a data source is not configured:

◦ Configure:  Select to set up your initial vulnerability data source.

◦ Scanner import and File Import toggle:  Switch between the automated scanner data view and the manual file 
import view.

• When a data source is configured:
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◦ Vertical Ellipsis icon (three vertical dots):  Select to reveal a menu with the following options:

▪ Export:  Export the vulnerability data. The exported file is in JPEG, PNG, or PDF format for the 
Overview charts, and in CSV or XLSX format for the List View data.

▪ Configure:  Open the configuration settings to add additional data sources.

◦ Filter icon  :  Select to open the Filter data widget, which allows you to set multiple levels of filtering 
conditions based on selected vulnerability properties. You can filter data using the following properties:

▪ Tenable Vulnerability:  Filter by the specific name of the vulnerability.

▪ ID:  Filter by the unique numeric identifier.

▪ CVE(s):  Filter by the Common Vulnerabilities and Exposures identifiers.

▪ VPR:  Filter by the Vulnerability Priority Rating score.
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▪ Published:  Filter by the date the vulnerability was disclosed.

▪ CVSS:  Filter by the Common Vulnerability Scoring System score.
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◦ Manage reports:  Select to open the Manage Reports widget. Use this to save your current dashboard view for 
quick access later, or reload a previously saved report.

▪ Save Report:  Select to save your current grid data (in List view) as a named report.
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▪ Load report:  Select to view a list of all previously saved reports. Selecting a specific report loads it into 
the data grid (in List view).
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◦ Scanner import and File import toggles:  Switch between the automated scanner data view and the manual file 
import view.
◦ Overview and List View toggles:  Switch between the visual analytics summary and the tabular list of 

vulnerabilities.
• Main workspace:  The main area of the dashboard adapts its content based on your selected data context. It serves as the 

primary location to analyze vulnerability metrics and initiate the remediation workflow.
◦ Scanner import view:  When viewing automated scanner data, the workspace displays the content for either the 

List View  tab (a detailed grid of active vulnerabilities) or the Overview  tab (visual analytics and charts).

◦ File import view:  When viewing manual data, the workspace displays the File Import Summary  tab (a grid of 
manually uploaded vulnerabilities) and the Import Log  tab (historical import metrics).

Analyzing and Remediating Vulnerability Lists

The data grids in the main workspace (List View  for scanner imports and File Import Summary  for manual imports) display 
critical identifying information about the vulnerabilities in your environment. You can interact directly with your vulnerability 
data from these grids.

The specific columns available depend on the data view you are currently accessing:



BigFix SaaS User Guide  | 3 - BigFix SaaS User Guide  | 119

• Scanner import:  When you view automated data synced from an integrated vulnerability scanner on the List View  tab, 
the data grid displays the following columns:

Column Name Data Type Description

(Selection Checkbox) Interactive Checkbox A control that allows you to select one 
or multiple rows to perform actions 
(like Remediate). A master checkbox 
at the table header enables bulk selec­
tion.

Tenable Vulnerability Text Link (Hyperlink) The descriptive name of the security 
vulnerability as identified by the vul­
nerability scanner (Tenable). This text 
is hyperlinked, leading to more details 
about the specific vulnerability dis­
played under the following tabs:

◦ Vulnerability Information: 
This includes a brief summa­
ry, a detailed description, and 
a solution for the specific vul­
nerability. You can also fix 
the vulnerability from here by 
clicking Remediate  and fol­
lowing the steps given in the 
IVR Remediate flow page  (on 
page 138).
◦ Contents:  It shows the Fixlets 

that are related to this specif­
ic vulnerability. Select a Con­
tent Name  to open more de­
tails about a specific Fixlet 
on the Fixlet details page  (on 
page 72).
◦ Devices:  It shows the devices 

that the specific Fixlet can be 
applied to. Click on Devices 
to go to Device Details page 
(on page 47).
◦ Deployment:  It shows the de­

ployment data. To learn how 
to deploy the Fixlet, go to De­
ploying Fixlets page  (on page 
76).

ID Numeric A unique numeric identifier assigned 
to the specific vulnerability instance 
within the system for tracking and ref­
erence purposes.

VPR Categorical Text Vulnerability Priority Rating.  A 
dynamic rating (e.g., Low, Medium, 
High) that helps prioritize remediation 
by combining technical severity with 
threat intelligence (specific to Ten­
able's scoring).

CVSS Categorical Text Common Vulnerability Scoring Sys­
tem.  An industry-standard score (e.g., 
Critical, High) that reflects the intrin­
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Column Name Data Type Description

sic severity of the vulnerability based 
on its technical characteristics.

CVE(s) Alphanumeric Link Common Vulnerabilities and Expo­
sures.  A list of standardized identifiers 
(e.g., CVE-2019-7837) that reference 
the vulnerability in the public National 
Vulnerability Database (NVD). These 
are hyperlinked for external reference.

Published Date/Time (Timestamp) The date and time (in ISO 8601 for­
mat) when the vulnerability was pub­
licly disclosed or added to the data­
base.

Tenable Count Numeric Displays the number of vulnerable de­
vices identified by Tenable.

• File import:  When you view manually uploaded data on the File Import Summary  tab, the data grid displays the 
columns mapped during the Universal Vulnerability Ingestion (UVI) process:

Column Name Data Type Description

(Selection Checkbox) Interactive Checkbox A control that allows you to select one 
or multiple rows to perform actions 
(like Remediate). A master checkbox 
at the table header enables bulk selec­
tion.

Vulnerabilities Text Link (Hyperlink) Displays the name or title of the vul­
nerability as mapped from your im­
ported CSV file. This text is hyper­
linked, leading to more details about 
the specific vulnerability displayed un­
der the following tabs:

◦ Vulnerability Information: 
This includes a brief summa­
ry, a detailed description, and 
a solution for the specific vul­
nerability. You can also fix 
the vulnerability from here by 
clicking Remediate  and fol­
lowing the steps given in the 
IVR Remediate flow page  (on 
page 138).
◦ Contents:  It shows the Fixlets 

that are related to this specif­
ic vulnerability. Select a Con­
tent Name  to open more de­
tails about a specific Fixlet 
on the Fixlet details page  (on 
page 72).
◦ Devices:  It shows the devices 

that the specific Fixlet can be 
applied to. Click on Devices 
to go to Device Details page 
(on page 47).
◦ Deployment:  It shows the de­

ployment data. To learn how 
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Column Name Data Type Description

to deploy the Fixlet, go to De­
ploying Fixlets page  (on page 
76).

ID Numeric A unique numeric identifier assigned 
to the specific vulnerability instance 
within the system for tracking and ref­
erence purposes.

Severity String Displays the categorical severity level 
of the vulnerability (for example, Crit­
ical, High, Medium, or Low) based on 
your imported data.

Severity Score Numeric Displays the numerical severity score 
of the vulnerability based on your im­
ported data.

CVSS Categorical Text Common Vulnerability Scoring Sys­
tem.  An industry-standard score (e.g., 
Critical, High) that reflects the intrin­
sic severity of the vulnerability based 
on its technical characteristics.

CVE(s) Alphanumeric Link Common Vulnerabilities and Expo­
sures.  A list of standardized identifiers 
(e.g., CVE-2019-7837) that reference 
the vulnerability in the public National 
Vulnerability Database (NVD). These 
are hyperlinked for external reference.

Published Date/Time (Timestamp) The date and time (in ISO 8601 for­
mat) when the vulnerability was pub­
licly disclosed or added to the data­
base.

Scanner Count Numeric Displays the number of vulnerable de­
vices based on your imported data.

From either of these grid views, you can select one or more specific vulnerabilities using the checkboxes and select Remediate 
to initiate the standard IVR remediation flow and deploy fixlets to your endpoints. For more information, see IVR Remediation 
Flow  (on page 138).

Visualizing data on the Overview tab

In the Scanner Import view, selecting the Overview  toggle changes the interface to visual analytics. These refined charts are 
designed to help you quickly prioritize remediation efforts.
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• Header Section:  The header in the Overview  view displays the following elements:

◦ Vertical Ellipsis icon (three vertical dots):  Select to reveal a menu with the following options:
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▪ Export:  Select Export  to download graphical reports as a JPEG, PNG, or PDF file.

▪ Configure:  Select Configure  to open the Configure Datasource page, where you can manage 
datasource integrations.

◦ Scanner import and File import toggles:  Switch between the automated scanner data view and the manual file 
import view.
◦ Overview and List View toggles:  Switch between the visual analytics summary and the tabular list of 

vulnerabilities.

Note:  The Filter  icon and Manage Reports  button are hidden in this view.

• Workspace:  The workspace presents vulnerability trends using interactive charts:

◦ Critical Severity Exposures by:  This clustered bar chart visualizes vulnerabilities based on their Plugin IDs. 
For each ID, it plots the Severity Score  (Light Blue) and Scanner Count  (Dark Blue) side-by-side, allowing 
you to correlate the risk level with its detection frequency. You can toggle the view to base the analysis on either 
CVSS  or VPR  scoring models.

◦ Breakdown by:  A donut chart that shows the distribution of vulnerabilities by severity level (for example, 
Critical  vs. High). You can toggle the view by CVSS  or VPR.

◦ Top 10 Vulnerabilities:  This timeline bar chart visualizes the most significant security risks in your 
environment. It plots vulnerability counts against publication dates using a bar chart color-coded by severity 
(from Low  to Critical). The timeline focuses exclusively on the dates associated with the ten highest-ranked 
risks (based on severity and frequency). You can toggle the view between CVSS  and Vulnerability  to analyze 
the distribution by severity score or specific threat.

Filtering Vulnerabilities

Apply advanced filters to quickly locate specific security flaws across large datasets by multiple properties simultaneously, 
including Tenable Vulnerability, ID, CVE(s), VPR, Published, and CVSS.

To filter vulnerability data:
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1. Select the Filter  icon  in the header controls to open the Filter data widget.

2. Set your desired filtering conditions based on the available vulnerability properties.

3. Select Apply.

When filters are active, visual indicators appear above the main workspace grid. You can use these indicators to easily identify 
and clear specific filters as needed.

Exporting Dashboard Data

You can export data from the dashboard to share with external stakeholders, generate reports, or conduct offline analysis.

To export vulnerability data:
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1. Select the Ellipsis  icon (three vertical dots) in the header controls.

2. Select Export.

The available file formats depend on your active view:
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• List View:  Download the grid data as a CSV or Excel file.
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• Overview:  Download the data charts as a JPEG, PNG, or PDF file.

Creating New Datasource

This module explains how to add a new data source to the Integrated Vulnerability Remediation (IVR) SaaS application.

Prerequisites

IVR does not scan devices directly. It ingests vulnerability data either from an integrated external scanner (such as Tenable) 
or through manual CSV uploads using the Universal Vulnerability Ingestion (UVI) feature. The following prerequisites apply 
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specifically to configuring a Tenable data source. If you are importing vulnerability data manually, see Manually Importing 
Vulnerabilities  (on page 131).

1. BigFix Management:

◦ Ensure the BigFix Agent  is installed on the target devices. For instructions on enrolling devices in the SaaS 
environment, see Adding devices to BigFix  (on page 18).

◦ Verify that these devices are reporting correctly to your BigFix deployment.

2. Tenable Vulnerability Management:  Ensure the following actions are completed within your Tenable Vulnerability 
Management instance:

◦ Install Scanners:  Ensure Tenable Nessus Scanners or Agents are installed on the target devices.

◦ Create & Launch Scan:  Create a scan profile (e.g., Basic Network Scan) that targets the IP addresses of your 
BigFix-managed devices. Refer to Create a Scan  in the Tenable documentation.

◦ Verify Completion:  Launch the scan and wait for the status to reach Completed. IVR can only import finalized 
scan results.

3. API User Permissions:

◦ The Tenable user account associated with the API keys must have Viewer  or Auditor  permissions at a 
minimum.

◦ Ensure that your user account has the necessary permissions (e.g., Basic User  with "Can View" access to assets, 
or Administrator) to retrieve vulnerability data. Refer to Generate API Keys  in the Tenable documentation.

Procedure

1. Navigate to Create New Datasource page.
a. On the left navigation pane, go to Resolve  > Integrated Vulnerability Remediation  to access the IVR 

application dashboard.
b. Perform one of the following actions based on your current setup:

▪ New Users:  You are automatically directed to the Configure Datasources  page.
▪ Existing Users:  To add an additional source, click Configure. The Configure Datasources  page opens.

c. On the Configure Datasources  page, click Create Datasource.

https://docs.tenable.com/vulnerability-management/Content/Scans/CreateScan.htm
https://docs.tenable.com/vulnerability-management/Content/Settings/GenerateAPIKey.htm
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The Create New Datasource  widget opens on the right side.

2. Fill in required information.
a. Enter the following details:

Field Description

Tenable URL The API endpoint for the Tenable instance (e.g., https://cloud.tenable.com).

Access Key Unique key generated from the user's Tenable account.

Secret Key Secret pair for the access key, also retrieved from Tenable.

Port 443 by default.

Note:  Ensure the access and secret keys are copied accurately and securely stored. These are required 
for authentication and data retrieval.

b. Click Verify credentials. If verification succeeds, a UUID  is generated for the data source. Click Save.

On success:

▪ The data source appears in a datasource table.
▪ The initial status of the datasource is New. The system checks for new datasources every 10 minutes. 

As soon as the scheduler picks up the new datasource, the status changes to Running  and the system 
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starts fetching vulnerabilities from the external scanner. When the import process completes, the status 
updates to Finished.

Note:  Once the automation starts, it cannot be stopped. You cannot edit or delete a data source 
while it is in the Running  status. Additionally, you cannot edit the data source if the resulting 
UUID is different (i.e., you cannot change the data source to a different tenant).

To edit a datasource:

1. Click the Pencil  icon  under the Actions  field to open the Update Datasource  widget.

Note:  It is mandatory to re-enter both Access Key  and Secret Key, even if unchanged.

2. Make the necessary changes and click Save.

To delete a datasource:



BigFix SaaS User Guide  | 3 - BigFix SaaS User Guide  | 131

1. Click the Delete  icon  to remove the data source entry.

Note:  You cannot delete a datasource that is in the Running status.

Manually Importing Vulnerabilities

The Universal Vulnerability Ingestion (UVI) feature allows you to manually upload vulnerability data into the Integrated 
Vulnerability Remediation (IVR) application in the Bigfix SaaS using a CSV file.

Manual imports are useful for integrating vulnerability data from external scanners or custom sources. By default, the Integrated 
Vulnerability Remediation dashboard opens the Scanner Import  view. You can toggle to the File Import  view to manually 
upload your file.

During the import process, you choose whether to merge the new vulnerabilities with your manual data or replace your 
previously imported data entirely. You must map the columns in your CSV file to the mandatory system fields.

Note:  The maximum supported file size is 50 MB for a single CSV file and 250 MB in total for multiple files per tenant. 
Concurrently, tenants can only upload a maximum of 2 files.

Prerequisites

Before you import vulnerability data, ensure that the following conditions are met:

1. Your endpoints are registered to the root server provisioned for you in SaaS. For more information, see Adding devices 
to BigFix  (on page 18).

2. Your devices are scanned by the relevant scanners so that you can download the vulnerability information as a CSV file.

Importing and Mapping Vulnerability Data

Use the following steps to upload your CSV file, choose whether to merge or replace existing data, and map your spreadsheet 
columns to the required system fields using the Import Data  wizard.

1. On the left navigation pane, go to Resolve  > Integrated Vulnerability Remediation  to access the IVR application 
dashboard.

Note:  By default, the dashboard displays the IVR - Scanner Import  view.

2. In the upper-right corner of the dashboard, select File Import  to switch to the IVR - File Import  page.



BigFix SaaS User Guide  | 3 - BigFix SaaS User Guide  | 132

3. Select Import  to launch the Import Data  wizard.

Note:  The Import  button is only available in the File Import  view. Manual imports are not supported in the 
Scanner Import  view.

4. In the Upload File  step, configure the following import settings:
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a. Select Import Mode:  Choose how the system handles the incoming data:
▪ Replace:  Deletes your previously imported data and replaces it entirely with the new file.
▪ Merge:  Appends new vulnerabilities to your existing data.

Note:  You can only select Merge  if the new source of data matches your existing, configured 
data source. If the data sources do not match, you must select Replace.

b. Select the source of data to import:  Choose either Tenable  or General CSV File  depending on your data 
origin.

c. Drag and drop your .csv  file into the upload area, or select Browse from computer  to locate the file. Select 
Next.

5. In the Select Header  step, review the data preview table. Select the checkbox next to the row that contains your column 
headers. This ensures the system does not import your header row as a vulnerability record. Select Next.
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6. In the Map Column Row  step, map the columns from your CSV file to the IVR system fields using the dropdown 
menus. You must map the following required fields marked with an asterisk (*) to proceed:

◦ ID

◦ Vulnerability Name

◦ CVE IDs

Select Next  when mapping is complete.
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7. In the Confirm  step, review the final preview of your mapped data.

Note:  Rows with duplicate IDs may be consolidated, and rows with invalid values will be removed. Only 
column headers mapped to IVR fields are displayed.
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8. Select Import  to finalize the process. An Import Information  toast notification appears stating, "Please wait... Do not 
refresh, switch to other applications, or close the window."

Important:  Do not navigate away from the page while this notification is displayed. Interrupting the session 
may cause the import to fail.

When the import completes successfully, a confirmation toast notification appears.

After the import is complete, the vulnerability data populates the File Import Summary  section on the page. From this 
view, you can select the newly imported vulnerabilities and select Remediate  to initiate the IVR Remediation Flow  (on 
page 138).

Monitoring Import Logs

You can track the processing status and view historical import metrics for all manually uploaded files. The Import Log also 
allows you to cancel an import that is still in progress.
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1. On the IVR - File Import  page, select the Import Log  tab.

2. Review the grid to monitor your imports. The grid provides the following information for each file:

Column Description

File Name The original name of the uploaded CSV spreadsheet.

Processed File Rows The total number of valid vulnerability records successful­
ly parsed and imported from the file.

Date The timestamp indicating when the import was initiated.

Records Skipped The number of duplicate or invalid records that the system 
skipped during the import process.

Initiated By The username or email address of the user who started the 
import.

Status The current state of the import. Values include Inprogress 
(the system is actively processing the data) and Complet­
ed  (the data is fully imported and available in the dash­
board), Failed  (the import could not be completed), and 
Cancelled  (the import was manually stopped before com­
pletion).

Action Displays a cancel icon (�) for each import entry. For im­
ports with a status of Inprogress, the icon is active and al­
lows you to cancel the import. For completed or failed im­
ports, the icon is disabled.

3. To cancel an Inprogress  Import:
a. Locate the import with a status of Inprogress.
b. Select the cancel icon (�) in the Action  column.
c. In the Cancel import  confirmation dialog, select one of the following:
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▪ Cancel:  Cancels the import and stops further processing.
▪ Keep Import:  Dismisses the dialog and allows the import to continue.

IVR Remediation Flow

The remediation workflow in Integrated Vulnerability Remediation (IVR) allows you to address vulnerabilities by deploying 
relevant Fixlets to affected devices. This process is managed through a unified wizard that guides you through selecting 
content, targeting devices, configuring behavior, and scheduling the deployment. You can initiate the remediation process for 
multiple vulnerabilities at once from the List View  or File Import Summary  tab in the main dashboard, or focus on a specific 
vulnerability from its details page.

Initiating the Remediate Wizard

Perform one of the following actions based on your remediation scope:
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• From the IVR Dashboard (Bulk Remediation):

1. Navigate to the IVR Dashboard.
2. Select either the List View  tab (for scanner-imported vulnerabilities) or the File Import Summary  tab (for 

manually imported vulnerabilities).
3. Select the checkbox(es) for the vulnerabilities you want to remediate.
4. Click Remediate  in the upper-right corner.

• From the Vulnerability Details Page (Single Vulnerability):

1. Click the name of a specific vulnerability in the dashboard to open its details page.
2. You can manage the vulnerability using the following tabs:
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▪ Vulnerability Information:  View high-level details (CVEs, severity). Click Remediate  in the page 
header to initiate the wizard for all applicable content and devices.

▪ Contents:  Lists specific Fixlets correlated to this vulnerability. Select the content name to view its 
details on the Fixlet Explorer page. Select specific Fixlets and click Deploy  to launch the wizard.
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▪ Devices:  Lists the specific endpoints affected by this vulnerability. Select the device name to view its 
details on the Device details page. Select target devices and click Remediate  to launch the wizard for 
those endpoints.
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▪ Deployment:  Displays the history of all remediation actions previously taken for this specific 
vulnerability. It lists the Deployment Name, Status  (e.g., Active, Completed, Expired), Start Time, and 
User  who initiated the action. Select a specific deployment to view its details on the Deployment details 
page.

The Remediate  wizard opens, displaying the progression steps: Fixlets, Actions, Devices, Behavior, Schedule, and 
Summary.

Configuring the Remediation Flow

Follow these steps to configure and submit your remediation deployment:

Step 1: Select Fixlets
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The wizard automatically filters the content to show Fixlets relevant to the selected CVEs.

1. Review Content:  Check the Select the Fixlets to remediate  table. This displays the details (such as Name, ID, count of 
Relevant Devices, CVE, and Severity) for each Fixlet.

2. Filter (Optional):  If the list is extensive, use the Filter the Fixlets below  section to refine the view.

◦ Select Single condition  or Multiple condition (OR / AND)  to define complex logic.

◦ Choose a Property  and Operator  to set your criteria, then click Apply.
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3. Ensure the checkboxes are selected for all Fixlets you intend to include in this deployment.

4. Click Next  to proceed.

Step 2: Configure Actions

Review and update the specific actions associated with the selected Fixlets.
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1. View the list of Fixlets. Use the toggle switch next to each Fixlet to include or exclude it from this specific deployment.
2. (Optional) Use the Disable All  or Reset All  buttons to manage the selection in bulk.
3. Click Next.

Step 3: Target Devices

Define which endpoints will receive the remediation. The wizard automatically filters for devices relevant to the selected 
vulnerability and fixlet(s).
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1. Refine Targets:  Use one of the following filter tabs to adjust the scope:

◦ Query:  Apply logical conditions (Single or Multiple) to target devices based on properties.

◦ Device group:  Select pre-defined device groups existing in your BigFix environment.

◦ Device list:  Manually select specific devices from a list.

2. Dynamic Targeting:

◦ Toggle Dynamic targeting device  to On  if you want the deployment to automatically target any new devices 
that meet your criteria in the future (e.g., if a new device scans positive for this vulnerability later).

3. Review the Select the devices to remediate  table to confirm the final list of target endpoints.

4. Click Next  to proceed.

Step 4: Set Behavior
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Configure the user experience and post-deployment actions. You can control the sequence by selecting which events to run. The 
system follows the list from top to bottom, running only the selected ones.

1. Start downloading immediately:  Select this option to download deployment files immediately regardless of the start 
time schedule. Pre-cache deployment-related files, transferring them from a vendor's server to a BigFix server before 
deployment. You can save time when working with large files or a tight maintenance window by completing this part of 
the job first.

2. User Messages:
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◦ Before running message:  Select this option to set a message to display on targeted devices before the 
deployment runs.
◦ While running message:  Select this option to set a message to display on targeted devices while the deployment 

is running.
3. Reboot/Restart devices on completion of deployment:  Select this option if the remediation requires a system restart.
4. On failure, retry:  Select this option to configure automatic retry attempts. Specify the number of retries and the wait 

time between attempts.
5. Reapply whenever it becomes relevant again:  Select this option to reapply the action. By default, whenever it becomes 

relevant again, you can reapply with 1-hour wait between attempts, up to 3 times. You can configure the wait time and 
the number of attempts as needed.

6. Click Next.

Step 5: Schedule Deployment
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Define the timeframe and constraints for the deployment.

1. Time Zone:  Select Client  to use the local time of the device or UTC  to use Coordinated Universal Time for all devices 
simultaneously.

2. Duration:  Use the Start  and End  toggles to set a specific window. Enter the dates and times in the respective fields.
3. Device Schedule:  Select one of the following options:
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◦ Run during Agent's configured maintenance window:  Restricts deployment to the device's defined 
maintenance hours. See Setting up device maintenance window  (on page 52)  for more details.
◦ Run on all devices, regardless of their configured maintenance window:  Overrides local maintenance 

windows to ensure immediate remediation.
◦ Custom constraints:  Select this to define specific Time constraints  (e.g., 10:00 PM - 11:00 PM) or Day 

constraints  (e.g., Saturday only) specifically for this deployment.

4. Click Next.

Step 6: Review and Deploy
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Finalize the configuration.

1. Enter a unique name for the operation in the Add deployment name (mandatory)  field.
2. Review the summary sections (Fixlets, Devices, Behavior) to ensure all settings are correct.
3. Click Deploy.

Result: The remediation action is submitted. You can monitor the status of the action (e.g., Active, Expired) and view details by 
navigating to the Deployment  tab on the Vulnerability Details page.

What to do next: Go to Deployment Manager  (on page 38)  and you can see that the action is deployed. It also displays all 
the configured remediation flow settings. It shows the devices on which the deployment is being done, and the Fixlets that are 
deployed.
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