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Chapter 1. Introduction

BigFix SaaS is an endpoint management platform that automates patch management and inventory across various operating
systems and apps. Benefits include cost savings, accessibility, scalability, automatic updates, quick deployment, reliability, high
compatibility, SaaS security, and reduced hardware requirements.

BigFix SaaSis an endpoint management platform based on Software as a Service (SaaS). It enables | T operations and security
teams to automate and manage patches to hundreds of thousands of endpoints across multiple operating systems and apps,
regardless of location, connection type or status as an on-premise, virtual, or cloud endpoint. HCL BigFix automates the
management, patching and inventory of nearly 120+ operating systems.

BigFix is a cloud-based service that leverages the BigFix team’s decades of experience. The core HCL BigFix platform hasthe
following additional components:

» HCL BigFix for Lifecycle Management (includes Patch Management, Remote Control, Software Distribution, and OS
Deployment)

» HCL BigFix for Patch Management (includes vendor patches for Microsoft, UNIX, Linux, and Macintosh operating
systems as well as patches for third-party applications by Adobe, Google, and Microsoft)

» HCL BigFix for Security and Compliance (provides common STIG, CIS, and third-party security baselines, network
self-quarantine, and removable device control)

« HCL BigFix Inventory (gathers information about installed software and hardware in a customer's infrastructure)

» HCL BigFix for Server Automation (provides hypervisor operations to build and manage virtual machines in a datacenter
environment)

Using BigFix has the following benefits:

« Cost savings

* Accessibility

* Scalability

» Automatic updates

* Quick deployment

* Reliability

 High compatibility

* SaaS security

* Decreased hardware requirements for implementation (SaaS version)



Chapter 2. Getting Started with BigFix SaaS

This guide helps you get started with BigFix SaaS solution for managing your endpoints. BigFix SaaSis designed to simplify and
streamline the management of users, devices, and deployments within your organization.

Product Overview

BigFix SaaS Endpoint Management Application is arobust platform that enables administrators to efficiently manage user
accounts, devices, and software deployments. With a user-friendly interface and powerful functionalities, you can ensure
seamless operations and enhanced security for your organization's T environment.

Feature Overview

User Management

The User Management module allows administrators to create, manage, and monitor user accounts within the
organization. Key featuresinclude:

e User Creation: Add new users with customized roles and permissions.
« Role-Based Access Control: Assign rolesto usersto control their access to various modules and
functiondlities.

Device Management

The Device Management module provides tools to oversee and maintain all endpoints within the organization.
Key features include:

» Device Enrollment: Register new devices manually or through automated processes.

« Device Monitoring: Monitor the status, performance, and compliance of all registered devices.

* Remote M anagement: Perform remote actions such as restarting, locking, or wiping devices to ensure
security.

« Compliance Policies: Define and enforce compliance policies for devices to meet organizational
standards.

Deployment Management

The Deployment Management module enables administrators to deploy software, updates, and configurations
across endpoints. Key features include:

« Softwar e Deployment: Distribute software packages to selected devices or groups.

« Update Management: Schedule and automate software updates to keep devices up-to-date.

« Configuration Management: Apply configuration settings to devices to ensure uniformity and
compliance.

« Deployment Reports: Generate reports on deployment status and success rates for analysis and
troubleshooting.

Access and security

Learn how to securely log in and out of the application, change your password, and update your profile information. Regularly
updating your password and keeping your profile information current helps maintain the security and accuracy of your account.

Logging In

To access BigFix SaaS application, follow these steps:
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1. Open the BigFix SaaS application URL : Launch your preferred web browser and navigate to https://login.bigfix.com to

access BigFix SaaS application.
() BigFix

Log in to your account N

Login Name

rcpentest+9@yopmail.com

Password

Forgot password?

© Copyright HCL Technologies Limited 2025. All Rights Reserved

Don't have an account? Sign up for a free 14-day trial

2. Enter Your Credentials: On the login page, enter your user name and password in the respective fields.
Note: If you are afirst time user, check the email you have received from BigFix for the credentials.

3. Click 'Log in': Once you have entered your credentials click the 'Log in' button.
4. Changing temporary password: First time user receives awelcome email containing atemporary password. On first
login, the application prompts you to change the temporary password.

5. Multi-factor Authentication:

o |f the BigFix SaaS admin enforced Multi-Factor Authentication (on page 8) (MFA) for your account, you

will be redirected to activate Time-Based One-Time Password (TOTP).

o If MFA isnot enforced, you will be logged in immediately after changing the password.

6. TOTP Activation

a. When prompted, you will be guided to install an authenticator app (Google Authenticator or Microsoft
Authenticator).

b. A QR code is shown for easy configuration.

c. After scanning the code, you must enter the 6-digit TOTP to complete the set up. On success, you will be logged
into BigFox SaaS.

" Note: If incorrect TOTP is entered repeatedly, login attempts are temporarily blocked to increase
friction for attackers.


https://login.bigfix.com
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7. After you log in successfully, you are taken to My Dashboard, the home page of BigFix.
Your trial will expire in 329 days

(D HCLBigFix ® ®
| @ Home «
® oo My Dashboard
%7 Resolve v
[0 Reporting v ' -1
5L
& Administration o
R
Add device N ‘—‘ l
Download the Bigfix agent installer for the Operating Systems you use in your
environment, and insall it on the devices you would ke to manage with BigFix
Download BigFix Agent

To ensure the security of your account, always log out when you are finished using the application:

1. Accessthe User Menu: Click on your profileicon at the top-right corner of the application window.
2. Logout: Click 'Log out'. This securely logs you out of your account and redirects you to the login page.

Changing Your Password
If you need to change your password for security reasons or periodic updates, follow these steps:

1. Open Profile Settings: Click on your profile icon at the top-right corner to display your account information.
2. Navigate to Password Settings: Click on the label ‘Password' within your account settings.

Account

Dark mode (@ ) [> Logout

Current Password

Set new password

« Match confirm new password field
« Contain 15 characters or more

« Contain at least 1 lowercase letter

« Contain at least 1 uppercase letter
« Contain at least 1 number

« Contain at least 1 special character: ~I@#$%"&*()

Cancel

3. Enter Current Password: Enter old password for verification.

4. Enter New Password: Type your new password in the designated field. Ensure it meets the security requirements
specified.
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5. Confirm New Password: Re-enter the new password to confirm.
6. Update Changes: Click the Save button to apply the changes. Y ou need to log in again using your new password.

Changing Profile Infor mation

To update your profile information, such as your first name and last name:

1. Access Profile Settings: Click on your profileicon at the top-right corner and select 'Profile.

Your trial will expire in 4 days
() HCLBigFix @

@ Home &
Explore My Dashboard
%7 Resolve ~ .

CyberFOCUS

|==0
o &
——y A

Protection Level Agreement o
(PLA) Add device

Custom Remediation
Download the Bigfix agent installer for the Operating Systems you use in your

Integrated Vuinerability environment, and install it on the devices you would like to manage with BigFix.
Remediation

Reporting v Download BigFix Agent

€3 Administration N

=

User management

2. Updatethe Fields: Modify the information as needed. Ensure the required fields arefilled in.
3. Save Changes: Click the Save button to save your changes. Y our profile information updates immediately.

Related information
Multi-Factor Authentication (on page 8)
User Management (on page 103)

Multi-Factor Authentication

Secure user access to BigFix SaaS with MFA using authenticator apps.
Overview

MFA adds a second layer of protection during login by requiring both a password and a time-based code from an authenticator
app, improving account security. Multi-Factor Authentication (MFA) enhances the security of your BigFix SaaS environment by
requiring users to verify their identity with a second factor beyond the password. MFA is especially recommended for business
partners managing multiple tenants, each with critical enterprise data, to protect against unauthorized access.

) Note: With this release, Time-Based One-Time Password (TOTP) authenticator apps—such as Google Authenticator or
Microsoft Authenticator—are supported.

K ey Benefits
« Adds an extralayer of security beyond passwords
» Reduces risk of compromised credentials
« Aligns with industry standards (e.g., Microsoft O365)

« Empowers administrators to enforce security policies across all tenant users
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Enforcing MFA for All Users
The SaaS Admin creates a new user through the User Manager (on page 103) app.

SaaS Admins can enforce Multi-Factor Authentication (MFA) for all users within a customer account by enabling the Require
multi-factor authentication (MFA) for all userstoggle in the User Manager app.

Your trial will expire in 58 days

() HCLBigFix

) Home &

Explore v User management Reauire MFA (@ ) Users Roles

%7 Resolve v Updated: 23 Dec, 2025 at 04:20

[@ Reporting v

€3 Administration ~
|

%4 Internal ONLY v

DE Fitter

0 of 27 Users selected

(] Fultname Email T, Roles Lastseen T, Status :;n;rl:
1 [ @ abc abc abc@b.com Test_7238554707 No data N Disabled No d:
10 [ @ Nishant Custom_Existing f"u;”[_‘;z;‘"kSzfsaas‘rya"db“y‘w@y"p Custom_Nishant 10 Dec, 2025 at 13:56 2 Enabled No di
n D @ Nishant New_10Dec nks2_saastryandbuytest@yopmail.com  Administrator 10 Dec, 2025 at 13:51 2 Enabled 10 De
12 D Nishant Soni nks_saastryandbuytest@yopmail.com Administrator 16 Dec, 2025 at 16:35 & Enabled No di

Oncethis option is activated, all users will be prompted to configure MFA the next time they log in. To disable enforcement, the
admin can simply turn off the toggle at any time.

MFA Recovery (Lost Authenticator App)

* If auser loses access to their authenticator app:
1. They must contact their SaaS Admin to reset MFA.
2. The admin resets MFA for the user in User Manager.
3. On next login, the user must reconfigure MFA.
* If the only SaaS Admin loses MFA access:
> Open asupport ticket with the vendor to reset MFA viathe backend (e.g., Cognito).
o Admin will be prompted to reconfigure MFA on next login.

Related information
User Management (on page 103)
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Common Functionalities

Familiarize yourself with the functionalities that are available across modules. These features help you to effectively manage
users, devices, and deployments and enhance your management capabilities.

The Filter Data Set feature allows you to refine displayed data by defining filter conditions based on specific properties. Use this
feature to quickly locate relevant data by applying one or more conditions with logical operators.

Filtering Data

Filtering allows you to view specific subsets of data based on defined criteria.

 Access Filters: Click on thefilter icon to define your criteriato filter your data.

I
TI'Ir

« Filter Conditions: A filter condition consists of the following elements:
o Property refersto the attribute of the data set that you want to filter on.
o Operator defines how the selected property is evaluated.
> You can filter adata set using a single condition or multiple conditions.
o Conditions are grouped into filter blocks. Each filter block can be combined with other blocks using logical
operators such as AND and OR.
> You can start with a single condition or create multiple conditions to refine the results. Select Add Condition to
add more conditions within the same filter block. When multiple conditions are present, use logical oper atorsto
control how the conditions are evaluated.
« Filter Blocks: Filter blocks help you group related conditions and build advanced filter logic. Each filter block is
evaluated based on the selected logical operator. Select Add Block to create anew filter block.
» Applying Filters: After defining the required filter data set conditions, select Apply to apply thefilter. The dataview is
updated to display only the results that match the defined conditions.
* Clearing Filters:
o Use Remove Block to delete a specific filter block.
o Select Remove All to remove all filter blocks and conditions and reset the filter configuration.

Sorting Data

Sorting can be applied to individual columns, allowing users to arrange data according to their current focus or needs. This
feature enhances data readability and ensures users can efficiently work with large sets of information by keeping relevant details
readily accessible. Sorting organizes your datain ascending or descending order based on a selected column.

» How to Sort Data: Click on the column header to sort. Clicking again toggles between ascending and descending order.

Manage Reports

The Manage Reports functionality allows users to save their customized data as areport after applying filtering settings. This
feature enables users to quickly access the frequently used data.

This functionality is available across al BigFix SaaS applications that support data filtering, including the following:

» CyberFOCUS (on page 29)

* Device Explorer (on page 43)
* Fixlet Explorer (on page 68)
* Fixlet Streams (on page 79)

Here's how the Manage Reports functionality typically works:
Createanew report
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1. Apply Filtersand Sorting: Filter (on page 10) and sort (on page 10) data as applicable based on
desired criteria, adjusting the view to display only the most relevant information.

2. Navigate to an app that supports to manage reports and display the datain alist .

3. On thetool bar, click Manage Reports.

4. Report settings:
a. Provide a unique name and description for the customized report for easy reference.
b. Click Save Report. The newly created report islisted under All views.

Access a saved report
Saved reports are available across sessions, allowing users to load them whenever needed without reapplying the
same filters and sorting each time.

1. Toload asaved view, expand Reporting and click All reports.

Deleteareport

To remove a saved report:
1. From the All Reports page, select areport you wish to delete, then click the delete icon on the top right

corner.
Your trial will expire in 4 days
() HCLBigFix ® @
Fixlets

All Reports i

Deployments.

%7 Resolve ~
o

Fixlet streams 10f 10 Reports selected

p—
CyberFOCUS -] !::"" %, | ReportName 1 Owner Visibilty T LastModified ‘
Protection Level A t B
ny T eve Agreemen 1 * test PMM BFNOW 7 Pprivate 31Jan, 2026 at 0018
Custom Remediation 2 ] Y CE-MITRE R12 Custom Shweta Public 29 Jan, 2026 at 16:55
Integrated Vulnerability .

e eaton 3 [ Y NileshFSData PMM BENOW 7 Pprivate 29 Jan, 2026 at 15:46

@ Reporting o 40 * DE_Single_Muli Custom Shweta Public 29 Jan, 2026 at 13:30
Allreports  [§2)

More

£83 Administration v

2. Confirm the action when prompted.

This permanently removes the selected view from your saved views, and it will no longer be available for future
use. This action helps keep your saved views organized by removing outdated or unnecessary configurations.

Exporting Data

The Export Data option is available on Deployments, CyberFOCUS, All reports, and list view pages of Devices, Fixlets. Use this
option to download tabular report information from list view pages for offline analysis or record-keeping.

It enables users to export visible report data—filtered, sorted, or customized to commonly used spreadsheet formats like CSV or
Excel.

This allows usersto review device inventories, fixlet compliance, or deployment summaries outside the BigFix Ul environment.
How to Export Data:

1. Click the Export Report icon located in the upper-right corner of the page.

The Export panel dides out and displayed.
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Export

Export data as

D csY
|:| Excel

2. In the Export panel that appears:
o Select CSV to export raw comma-separated data for importing into other tools.
o Select Excel to export data into a formatted spreadsheet (.xIsx) file.

3. Choose Datato Export: Depending on the module and screen you arein, you have the option to export the entire
dataset visible on the screen or apply filters to export a specific subset of data.

Note:

o |f applicable, apply filters or selections within the module to export only the necessary data, reducing
file size and focusing on relevant information.
> Depending on your user role and permissions, access to certain data subsets may be restricted.

4. After selecting the desired format, click Download. The file gets generated and downloaded to your device.
5. (Optional) Click Reset to clear al selections before downloading again.

Exporting Charts

The Export charts option is available on CyberFOCUS and Overview pages of Devices, Fixlets. Use this feature to capture
dashboard visualizations from overview pages as image or document files for reporting and presentation purposes. It allows users
to download graphical widgets such as bar charts, donut charts, or summary tiles that visualize system compliance, device types,
or OS distribution trends.

Charts can be exported as JPEG, PNG, or PDF files, making it easy to include BigFix data visuals in internal reports or external
presentations.

How to Export Charts
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1. Click the Export Report icon located in the upper-right corner of the page.

The Export panel slides out and displayed.

Export

Export charts as

[] JPEG
[] PNG
] PDF

2. Inthe Export panel, select one or more of the following options:

o JPEG — Exports charts as compressed images suitable for quick sharing.
o PNG — Exports chartsin higher resolution for professional documentation.
o PDF — Consolidates all visible charts into a single report document.

3. Choose Datato Export: Depending on the module and screen you arein, you have the option to export the entire
dataset visible on the screen or apply filters to export a specific subset of data.

Note:
o If applicable, apply filters or selections within the module to export only the necessary data, reducing
file size and focusing on relevant information.
> Depending on your user role and permissions, access to certain data subsets may be restricted.

4. Confirm and Download: After selecting the desired format click Download. The file gets generated and downloaded to
your device.

Note: If you have choosen more than one format to export, the files will be downloaded in asingle zip folder.

5. (Optional) Use Reset to deselect all options before making a new export.
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Sear ching Data

The search feature helps you quickly locate specific records.

» How to Use Sear ch: Enter keywords or phrases in the search bar. Results update in real-time.
» Advanced Search: Use advanced options to refine searches by specifying columns or using logical operators (AND,
OR, NOT).

Prescriptive Guidance

Prescriptive Guidance provides actionable recommendations to users based on best practices, industry standards, and specific
organizational policies. This feature enhances operationa efficiency, reduces manual effort, and strengthens security posture by
guiding users towards optimal configurations and actions tailored to their environment.

Key benefits

» Standar dization of Best Practices: It helps ensure that all endpoints within an organization adhere to standardized best
practices for security, configuration, and compliance.

« Efficiency and Consistency: By providing clear, actionable recommendations, prescriptive guidance enables I T teams
to efficiently manage alarge number of endpoints with consistent policies and configurations.

» Risk Reduction: It assistsin identifying and mitigating security vulnerabilities, reducing the risk of cyber attacks or data
breaches across the endpoint environment. It helps users mitigate risks by suggesting actions that address vulnerabilities,
security gaps, or non-compliance issues identified across endpoint devices.

» User Empower ment: It empowers IT administrators and endpoint users by equipping them with the knowledge
and tools needed to implement recommended actions effectively. By providing clear, structured recommendations,
prescriptive guidance empowers users with the knowledge and tools needed to maintain a secure and efficient endpoint
environment.

» Adaptability to Change: Prescriptive guidance adapts to evolving threats, regulatory requirements, and technology
changes, ensuring that endpoint management practices remain current and effective.

» Automation and Scalability: Guidance often includes automated workflows or scripts that enable automated
enforcement of policies and configurations, improving scalability and reducing manual effort. The guidance may include
automated workflows or scripts that users can deploy to streamline routine tasks such as patching, software updates, or
configuration changes.

» Compliance Assurance: It supports organizations in meeting regulatory compliance requirements by guiding them
towards configurations and practices that align with industry standards and regulations.

» Ongoing improvement: It supports ongoing improvement by adapting to new threats, regulatory changes, or operational
reguirements, ensuring that users stay current with best practices in endpoint management.

Scenarios and use cases

» Scenario 1: Vulnerability Management
o An IT team uses prescriptive guidance to identify and prioritize critical vulnerabilities across their endpoint
devices. By following the step-by-step recommendations, they efficiently apply patches and mitigate risks.
» Scenario 2: Regulatory Compliance
o A financial institution leverages prescriptive guidance to align their endpoint configurations with industry
regulations. Automated workflows ensure continuous compliance and reduce the burden of manual checks.
* Scenario 3: Endpoint Standar dization

o A global enterprise with a diverse set of endpoints utilizes prescriptive guidance to standardize security and
configuration practices across all devices. This ensures consistency and reduces the risk of security breaches.
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* Scenario 4: Routine Maintenance
o An organization deploys automated scripts provided by prescriptive guidance to streamline routine maintenance
tasks such as software updates and configuration changes, enhancing operationa efficiency.

How to access

Thisfeature is integrated with Device Explorer, Fixlet Explorer, and CyberFOCUS apps. When you access these apps, click on

the icon to open the Prescriptive Guidance panel on the right.
Your trial will expire in 57 days
() HCLBigFix ® ®

) Home &

Device explorer - Overview . @
Explore ~ p H r._.; E

Updated: Dec 23, 2025 04:56:07

Devices . .
Quick links

View all
Fixlets
24 16 24 0 20 18
Deployments
%7 Resolve v Workstations that Devices that lack
” Devices requiring Devices requiring at haven't reported in Servers that haven't maintenance
Total devices critical remediations least one remediation 30 days reported in 48 hours windows
[ Reporting v
€83 Administration v Charts
Your trial will expire in 330 days [EEEIIERE]
() HCLBigFix
@ Home &
Fixlet Explorer - Overview
Explore ~
Updated: Feb 11, 2026 14:02:18
Devices R .
Quick links View all
Fixlets
25,58 260 167 n 5 25
Deployments
%7 Resolve v Applicable Fixlets Relevant Fixlets Relevant Fixlets
Fixlets applicable to that address at least Applicable High released in the past 7 released in the past
N Total Fixlets one or more devices one Vulnerability... Severity Fixlets days 30 days
@ Reporting v
£83 Administration v CES
Applicable Fixlets by severity (top 4 by count) Total severities: 154 Applicable Fixlet categories (top 5 by count)

Critical 15
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The Prescriptive Guidance feature automatically identifies devicesin your environment that are vulnerable and do not have a
scheduled remediation action. It helps you take timely action by highlighting risks and streamlining the remediation process.

» The recommendations are based on your environment’s current state.

* The guidance helps prioritize high-risk vulnerabilities and streamlines the remediation steps needed to address them.
» The Remediate button appears when vulnerabilities are detected.

« Clicking the Remediate button opens the Remediation Workflow, where:
o All applicable fixlets and devices are pre-selected automatically based on the prescriptive guidance.

> You can review and modify the selection before proceeding.

Related information
CyberFOCUS remediation flow (on page 35)
Setting up remediation flow (on page 48)



Chapter 3. BigFix SaaS User Guide

Thisguideisfor the regular users of BigFix SaaS.

It provides details of the features that are available to a user when they access the SaaS application. For example: accessing
BigFx SaaS, creating and managing users, using the available apps - the Deployment Manager, Device Explorer, Fixlet , and
User Management.

My Dashboard

My Dashboard isthe main page where users can add devices to their deployment and access additional functionality through
icons for notifications and user profiles. The platform allows customization with light or dark mode at the account level, affecting
all users.

In the top right corner of the Home Page, there are two icons that offer extra features:

* Notification icon - where important messages are displayed.
» User Profileicon/photo - which takes users to their account management page.

Your trial will expire in 86 days
(D HCLBigFix ®®

{2 Home K

My Dashboard

Explore

Devices

Fixlets &
| 47

Deployments

27 Resol ~ ) iy
b esolve
4 Add device ! ‘—‘ '

Fixlet streams
Download the Bigfix agent installer for the Operating Systems you use in your

environment, and install it on the devices you would like to manage with BigFix.
CyberFOCUS

Protection Level Agreement
(PLA) Download BigFix Agent

Custom Remediation

DEX

Integrated Vulnerability
Remediation

@ Reporting v
3 Administration v
%7 Internal ONLY v

For users with multiple BigFix accounts, each account can choose between light or dark mode.

Note: The Dark Mode feature applies to the entire account, affecting all users and the application.

Click the User Profile icon to access user account profile. click the Dark . Light switch to toggle between dark and light

mode. Click the ™ icon to view important notifications.
BigFix currently supports the following apps:

* Deployment Manager
* Device Explorer



BigFix SaaS User Guide | 3 - BigFix SaaS User Guide | 18

* Fixlet Explorer
* User Management

Information about these apps and their features can be found in separate sections. To maximize the benefits of BigFix, itis
important to add your organization’s devicesto your BigFix system. Just click Add device and follow the instructions on the
screen.

Adding devices to BigFix

This task explains how to add devicesto BigFix for organizational use. Administrators need to be logged into BigFix to add
devices, and the process involves enrolling devices by installing the BigFix agent, which supports various operating systems.
BigFix allows managing up to 50,000 devices per deployment and provides tools for device management and removal.

Administrators need to be logged into BigFix platform before adding devices.

,'~ Note: Having at least one device added to your organization's BigFix deployment is essential. Without a device, the
BigFix apps cannot be utilized.

The more devices you add to BigFix, the more effective it can be in assisting your organization. All devices added to your BigFix
deployment can be viewed in the Device Manager app.

Follow the steps below to add devices:

1. Navigateto My Dashboard by clicking the Home icon on the left side of the page. Then, click on Add device. The Add
Device panel will appear on the right side of the page.

© BigFix |2 @
X

A Home My D Add Device

y Dashboard
Add devices to organization from here.
D o
The more devices added to a BigFix deployment, the better. BigFix is available for
Add device

t agent installer to downloa -

1. Download the zip file. N

»

Extract the installer.

3. Run the installer file with admin/root
permissions

I

Follow the installer instructions to
complete the installation

2. Enrolling adevice in your BigFix deployment involves installing the BigFix agent. The agent is a piece of software that
runs on the computer and communicates with BigFix server. BigFix SaaS currently supports agents for various operating
systems, ensuring compatibility with awide range of devices.

In the Add Device panel, choose the operating system that matches the device to be enrolled in BigFix. For instance, select
MacOS for aMacBook or Ubuntu for an Ubuntu server.

3. Once the correct operating system is selected, click the link below the dropdown to download the agent.

BigFix currently supports the following operating systems:

o Windows 10/ 2016 (or greater) (i386)
o Windows 11 (arm64)

o AIX 7.x (ppc64)

> V10S 3.1.3 (ppc64)

o CentOS 7, 8 (x86_64)

o Debian 10, 11, 12 (x86_64)

o Raspbian 10, 11, 12 (armhf)

o Mac OS (.pkg) 11, 12, 13, 14, 15, 26 (x86_64, arm64)
o AlmaLinux 9.5, 9.6, 10 (x86_64)

o Amazon Linux 2, 2023 (x86_64)

o Amazon Linux 2, 2023 (arm64)
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o Rocky Linux 8, 9, 10 (x86_64)

o Oracle Enterprise Linux 7, 8, 9 (x86_64)

o Red Hat Enterprise Linux 7, 8, 9, 10 (x86_64)

o Red Hat Enterprise Linux 7, 8, 9 (ppc64le (little-endian))
o Red Hat Enterprise Linux 7, 8, 9 (s390x)

o Solaris 11 (i386)

o Solaris 11 (sparc)

o Solaris (package p5p) 11 (i386)

o Solaris (package p5p) 11 (sparc)

o SUSE Linux Enterprise 12, 15 (ppc64le (little-endian))
o SUSE Linux Enterprise 12, 15 (x86_64)

o SUSE Linux Enterprise 12, 15 (s390x)

> OpenSUSE Leap 15.4, 15.5, 15.6 (x86_64)

o Ubuntu 18, 20, 22, 24 (x86_64)

o Ubuntu 18, 20 (ppc64d (little-endian))

o ESU - Windows 2012 (i386)Windows 10/2016+ (i386)
o MacOS, 11, 12, 13, 14 (x86_64, arm64)

o Amazon Linux 2, 2023 (x86_64)

o RHEL 7, 8, 9 (x86_64)

> Ubuntu 18, 20, 22 (x86_64)

Currently, there is no way to install agents on multiple devices simultaneously; users need to install the agent suitable for
each device individually.

4. Once downloaded, install the agent following the standard procedures for the device's operating system. Admin/root
privileges are required for successful installation. Proceed with the installer steps until completion.

After installing the agent on adevice, it will automatically connect to the BigFix service and appear in the Device Explorer page.
BigFix permits managing up to 50,000 devices per deployment. Users can utilize the filter tool to search for devicesin their
deployment. To remove device(s) from a deployment, select the device(s) and click the Delete button. This action eliminates the
chosen devices from BigFix. If you wish to re-enroll these devices later, refer back to this section for instructions.

Your trial will expire in 329 days  [JEJREEN

() HcuBigFix Q)
@ Home «
Device explorer - Overview ;B8 @ E
@ Explore ~ Updated:Feb 12,2026 181235
Quick links View all
Fixlets
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Deployments
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Totaldevices remediations remeciation in 30 days hours
[ Reporting v
Administation v
@ Charts
Device type by report date 0S family (top 5 by count) Device groups (top 5 by member count) Viewall
Last7 Days
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Devices in maintenance Windows January 2026 February 2026 March 2026
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Custom Remediation

Remediate devices on demand using your own Bash, PowerShell, or Action Scripts. Ideal for applying quick fixes, registry
changes, or patching apps not covered by default content.

Overview

The Custom Remediation app in BigFix SaaS gives I T and security teams enhanced flexibility and control to quickly remediate
security vulnerabilities and configuration issues—even when standard Fixlets or out-of-the-box content are unavailable. This
feature lets you deploy your own scripts, deploy custom software updates, and apply manual configuration changes. It'sideal for
addressing uncovered vulnerabilities, third-party application risks, and non-standard system configurations across your endpoints

with speed and precision.
Key features

Deploy Script (on page 20)

Install Software (on page 23)

Update Windows Registry (on page 25)

How to access Custom Remediation

If predefined remediation workflows don’t cover your needs, and you know exactly what cor
quired to fix an issue, you can use this feature to create and deploy your own custom script.
Action Script, Bash, or PowerShell script directly to the target devices and resolve issues wit
Fixlets.

Deploy updates or patches for software (that are not included in standard BigFix content) fro
the target devices. Support any software Remediate vulnerabilities in any application, even if
the box.

Make quick changes to system settings, similar to the Windows Registry Wizard. Apply con
Quickly edit registry values, apply configuration updates, or push environment changes acro
waiting for pre-built content

To access the Custom Remediation app, from BigFix SaaS Remediate, expand Resolve and select Custom Remediation.

Your trial will expire in 77 days

() HCLBigFix ® ®
@ Home «
Custom Remediation
Explore v Updated: Jan 21, 2026 05:12:30
%4 Resolve ~
[1] Deploy script [X] Install software @ Update Windows Registry
Fixlet streams
Deploy BigFix Action Script, Bash, or Powershell script Install software from URL or file directory to the Change existing Windows Registry Settings.
to targeted devices in your environment. targeted devices in your environment.
CyberFOCUS
Protection Level Agreement Install software
(PLA)
Custom Remediation
DEX
Integrated Vulnerability
Remediation
E Reporting v
63 Administration v
47 Internal ONLY v

Run your own scripts to quickly remediate devices. Currently supports bash script, PowerShell, and BigFix Action Scripts.
Target specific devices or OS families for fast and flexible deployments.
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The Deploy Script feature under Custom Remediation allows advanced users (power users) to directly deploy scriptsto
targeted devices for custom remediation purposes. Thistool isintended for users who need more control and flexibility than what
is available through standard remediation tools.

To open the Deploy Script widget, from the Custom Remediation app, on the Deploy Script card, click Deploy.

Deploy Script

Saript Devices Sequence Schedule Summary
Create custom remediation script
Select the script type you want to use. | Select script

How do you want to create the script?

‘ Upload File Input Seript

ad

Drag and drop file or click to browse
File type supported .ps1,.sh,.as

Browse from computer

Create custom remediation script

Cancel

1. Script:
a. Select a script type from the available options (such as Power shell, bash, BigFix Action Script).
b. Upload File or Input Script: Upload a script file or enter the script content directly in the provided field.
c. Click Next.

2. Devices: Filter target devices (on page 49) and click Next.

3. Sequence: The configured options are processed sequentially from top to bottom, giving you precise control over how
deployments are delivered, how users are informed, and how failures are handled.

a Start downloading immediately

When enabled, targeted endpoints begin downloading the required payloads as soon as the remediation action is
deployed.

b. Beforerunning message

When enabled, the configured message is displayed to the end user before the action starts. This can be used to
provide context, warnings, or request user confirmation.

¢. Whilerunning message

When enabled and a message is configured, during execution of the action, the notification message is shown
toindicate that the remediation is currently in progress. This helps maintain user awareness and reduce support
inquiries.

d. Reboot/restart devices on completion of deployment

After the remediation completes, targeted devices are automatically rebooted if required by the fixlet. This step
ensures that changes are properly applied and system integrity is maintained.
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e. On failure: retry x time and wait x hour between attempts
If the action fails, you can configure:
= Number of retries: how many times the system should reattempt the action.

= Wait time between retries: the number of hours to wait between each retry.

This setting increases the success rate by accounting for temporary issues like device disconnection or network
latency.
f. Reapply whenever it becomesrelevant again

Click Next to proceed.

4. Schedule: Select atime range for the scheduled activity. This setting defines the window during which the schedule
remainsin effect. After configuring the schedule, click Next to proceed.

Field Label Description

Start Date Select the calendar date when the remediation deployment should begin.

Start Time Select the time (hh:mm) at which the remediation should start.

Time Zone (Start) Choose the time zone to apply for the start time: - Client: Uses each end-
point'slocal time. - UTC: Uses Coordinated Universal Time.

End Date Select the calendar date by which the remediation deployment should be
completed.

End Time Select the time (hh:mm) at which the deployment window ends.

Run During Agent’s Configured Mainte- Enable this option to restrict the deployment to devices that have amain-

nance Window tenance window configured. The remediation will only run within those
windows. ! Note: Devices without a maintenance window will be ex-
cluded from the deployment.

Run on All Devices, Regardlessof Their  Enable this option to override maintenance window restrictions. The re-
Configured Maintenance Window mediation will run on all targeted devices, whether or not they have a
maintenance window configured.

Custom constraints
Enable this option to apply custom constraints, allowing the selection of
a specific date, time, and day of the week.

Reset Click to clear all current scheduling fields and revert the section to its de-
fault state. Use thisto start over if needed.

5. Summary: The Summary section provides a consolidated view of all the configuration options selected in the
remediation flow. It acts as the final checkpoint before deployment, allowing you to review and confirm your settings.

Action name:
o Enter a unique and meaningful name that clearly describes the purpose of the action.

> This name will appear in action history, logs, and dashboards, helping you and your team quickly identify and
differentiate actions.

o Use descriptive terms (e.g., "Critical Patch —May 2025 — Windows Devices") to ensure clarity and traceability.

6. Deploy the Script: After verifying the configured information, click Deploy to deploy the action.

Related information
Install Software (on page 23)
Update Windows Registry (on page 25)



BigFix SaaS User Guide | 3 - BigFix SaaS User Guide | 23

Install Software

The Install Softwar e feature in the Custom Remediation app alows you to deploy software to specific devices by simply
providing adownload link and targeting filtered devices. Thisis a powerful and flexible way to deliver software without needing
to upload packages manually.

Use this feature when:

* You have apublicly accessible or internal URL for a software installer.
* You want to deploy that software to a subset of devices filtered by OS, name, group, or other criteria.

* You need alightweight and quick remediation workflow.

To open the Install Software widget, from the Custom Remediation app, click the Install Softwar e button.

Install Software

Software Devices Behavior Schedule Summary

Where is the software package? (Supported formats: exe, deb, msi, pkg, rpm)

URL

SHA-256

Size in bytes

Installation instruction as Local Administrator

Install software package

Cancel

1. Enter Software Details:

o URL: Provide the direct link to the software package hosted online.
Note: Supported file extensions are . deb, . exe, . msi , . pkg, and . r pm

o SHA-256: Secure hash used to verify the integrity of the downloaded file.

o Sizein bytes: Exact file size to validate the download.

o Installation instructions as L ocal Administrator: Thisfield is optional. BigFix automatically generates the
base installation command based on thefile type (for example, . nsi , . exe) provided in the URL. Y ou only need
to enter optional arguments such as silent install flags.

Example: If you'reinstalling an MSI and want asilent install, just enter / gn.

BigFix will generate the full command automatically, e.g., msi exec. exe /i nyApp. nsi /qn.

If you leave the field blank, BigFix will still send the appropriate base command, such as

nsi exec. exe /i
myApp. NBi

Example Configuration
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Field Example Value
URL htt ps: // exanpl e. conf sof t war e/ app. nsi
SHA-256 3alf 34e. .. (64-character hash)
Sizein Bytes 10485760
Software Command app. nsi
Installation Instructions as Local Administrator /gn

Click Next.
2. Devices: Filter target devices (on page 49) and click Next.

3. Behavior: The configured options are processed sequentially from top to bottom, giving you precise control over how
deployments are delivered, how users are informed, and how failures are handled.

a. Start downloading immediately

When enabled, targeted endpoints begin downloading the required payloads as soon as the remediation action is
deployed.

b. Beforerunning message

When enabled, the configured message is displayed to the end user before the action starts. This can be used to
provide context, warnings, or request user confirmation.

¢. Whilerunning message

When enabled and a message is configured, during execution of the action, the notification message is shown
to indicate that the remediation is currently in progress. This helps maintain user awareness and reduce support
inquiries.

d. Reboot/restart devices on completion of deployment

After the remediation completes, targeted devices are automatically rebooted if required by the fixlet. This step
ensures that changes are properly applied and system integrity is maintained.

e. On failure: retry x time and wait x hour between attempts
If the action fails, you can configure:
= Number of retries: how many times the system should reattempt the action.

= Wait time between retries: the number of hours to wait between each retry.

This setting increases the success rate by accounting for temporary issues like device disconnection or network
latency.
f. Reapply whenever it becomesrelevant again

Click Next to proceed.

4. Schedule: Select atime range for the scheduled activity. This setting defines the window during which the schedule
remainsin effect. After configuring the schedule, click Next to proceed.

Field Label Description
Start Date Select the calendar date when the remediation deployment should begin.
Start Time Select the time (hh:mm) at which the remediation should start.
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Field Label Description

Time Zone (Start) Choose the time zone to apply for the start time: - Client: Uses each end-
point'slocal time. - UTC: Uses Coordinated Universal Time.

End Date Select the calendar date by which the remediation deployment should be
completed.

End Time Select the time (hh:mm) at which the deployment window ends.

Run During Agent’s Configured Mainte- Enable this option to restrict the deployment to devices that have a main-

nance Window tenance window configured. The remediation will only run within those
windows. ! Note: Devices without a maintenance window will be ex-
cluded from the deployment.

Run on All Devices, Regardlessof Their  Enable this option to override maintenance window restrictions. The re-
Configured Maintenance Window mediation will run on all targeted devices, whether or not they have a
maintenance window configured.

Custom constraints
Enable this option to apply custom constraints, allowing the selection of

aspecific date, time, and day of the week.

Reset Click to clear all current scheduling fields and revert the section to its de-
fault state. Use thisto start over if needed.

5. Summary: The Summary section provides a consolidated view of al the configuration options selected in the
remediation flow. It acts asthe final checkpoint before deployment, allowing you to review and confirm your settings.

Action name:
o Enter a unique and meaningful name that clearly describes the purpose of the action.

o This name will appear in action history, logs, and dashboards, helping you and your team quickly identify and
differentiate actions.

o Use descriptive terms (e.g., "Critical Patch —May 2025 — Windows Devices") to ensure clarity and traceability.

6. Install: After verifying the configured information, click Install to install the software.

Related information
Deploy Script (on page 20)
Update Windows Registry (on page 25)

Update Windows Registry

Upload and deploy Windows Registry (.reg) files to one or more devices using Custom Remediation. Ideal for applying system
policies, security settings, or config changes at scale.

The Upload Windows Registry File feature lets I'T admins apply registry changes to one or more Windows devices quickly and
securely — without creating a Fixlet or waiting for official content updates.

* Import a. reg file directly into the Custom Remediation wizard.
» Automatically converts the registry fileinto a script that runs silently on targeted devices.

* Supports deploying to any number of Windows endpoints that meet targeting criteria.

To open the Windows Registry Configuration widget, from the Custom Remediation app, on the Windows Registry
Configuration card, click Update.
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Windows Registry Configuration

Registry Devices Behavior Schedule Summary

What do you want to do?

‘ Deploy registry Edit registry ‘

Drag and drop file or click to browse
File type supported .reg

Deploy Registry

Cancel

1. Registry:

o You can upload a. reg file by:
= Dragging and dropping the file into the upload area, or
= Clicking Browse Files to select the file from your system.
o If you prefer to specify registry changes directly:
a. Enter Registry Key Path, specify the full path to the registry key you want to modify.

Example:
HKEY_LOCAL_MACHI NE\ Sof t war e\ Your Conpany\ Set ti ngs

b. Provide New Registry Key Data
= Data Name: The name of the registry value to be created or modified.
Example: Enabl eFeat ur eX
= Data Type: Choose from supported types:
= Data Value: Enter the value associated with the key.

Example: 1 (for enabling afeature)
c. Click Add Registry Key. This adds the key-value pair to the list of changes to be deployed.
d. Add Multiple Registry Keys (Optional)
= You can repeat Step 2 to add multipleregistry entries under different or the same paths.

= All keyswill be written in a single execution sequence on the endpoint.

Example:

Registry Path Name Type Value
HKEY_LOCAL_NACHI NE\ Sof t war e\ MyApp AutoStart REG DWORD 1

HKEY_LOCAL_MACHI NE\ Sof t war e\ MyApp\ Confi g Server URL REG SZ https://exanpl e. com



BigFix SaaS User Guide | 3 - BigFix SaaS User Guide | 27

2. Devices: Filter target devices (on page 49) and click Next.

3. Behavior: The configured options are processed sequentially from top to bottom, giving you precise control over how
deployments are delivered, how users are informed, and how failures are handled.

a. Start downloading immediately

When enabled, targeted endpoints begin downloading the required payloads as soon as the remediation action is
deployed.

b. Beforerunning message

When enabled, the configured message is displayed to the end user before the action starts. This can be used to
provide context, warnings, or request user confirmation.

¢. Whilerunning message

When enabled and a message is configured, during execution of the action, the notification message is shown
to indicate that the remediation is currently in progress. This helps maintain user awareness and reduce support
inquiries.

d. Reboot/restart devices on completion of deployment

After the remediation compl etes, targeted devices are automatically rebooted if required by the fixlet. This step
ensures that changes are properly applied and system integrity is maintained.

e. On failure: retry x time and wait x hour between attempts
If the action fails, you can configure:
= Number of retries: how many times the system should reattempt the action.

= Wait time between retries: the number of hoursto wait between each retry.

This setting increases the success rate by accounting for temporary issues like device disconnection or network
latency.

Click Next to proceed.

4. Sequence: The configured options are processed sequentially from top to bottom, giving you precise control over how
deployments are delivered, how users are informed, and how failures are handled.

a Start downloading immediately

When enabled, targeted endpoints begin downloading the required payloads as soon as the remediation action is
deployed.

b. Beforerunning message

When enabled, the configured message is displayed to the end user before the action starts. This can be used to
provide context, warnings, or request user confirmation.

¢. Whilerunning message

When enabled and a message is configured, during execution of the action, the notification message is shown
to indicate that the remediation is currently in progress. This helps maintain user awareness and reduce support
inquiries.

d. Reboot/restart devices on completion of deployment

After the remediation completes, targeted devices are automatically rebooted if required by the fixlet. This step
ensures that changes are properly applied and system integrity is maintained.

e. On failure: retry x timeand wait x hour between attempts
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If the action fails, you can configure:
= Number of retries: how many times the system should reattempt the action.

= Wait time between retries: the number of hours to wait between each retry.

This setting increases the success rate by accounting for temporary issues like device disconnection or network
latency.
f. Reapply whenever it becomesrelevant again

Click Next to proceed.

5. Schedule: Select atime range for the scheduled activity. This setting defines the window during which the schedule
remainsin effect. After configuring the schedule, click Next to proceed.

Field Label Description

Start Date Select the calendar date when the remediation deployment should begin.

Start Time Select the time (hh:mm) at which the remediation should start.

Time Zone (Start) Choose the time zone to apply for the start time: - Client: Uses each end-
point'slocal time. - UTC: Uses Coordinated Universal Time.

End Date Select the calendar date by which the remediation deployment should be
completed.

End Time Select the time (hh:mm) at which the deployment window ends.

Run During Agent’s Configured Mainte- Enable this option to restrict the deployment to devices that have amain-

nance Window tenance window configured. The remediation will only run within those
windows. ! Note: Devices without a maintenance window will be ex-
cluded from the deployment.

Run on All Devices, Regardlessof Their  Enable this option to override maintenance window restrictions. The re-
Configured Maintenance Window mediation will run on all targeted devices, whether or not they have a
maintenance window configured.

Custom constraints
Enable this option to apply custom constraints, allowing the selection of

a specific date, time, and day of the week.

Reset Click to clear all current scheduling fields and revert the section to its de-
fault state. Use thisto start over if needed.

6. Summary: The Summary section provides a consolidated view of al the configuration options selected in the
remediation flow. It acts as the final checkpoint before deployment, allowing you to review and confirm your settings.

Action name:
o Enter a unique and meaningful name that clearly describes the purpose of the action.

o This name will appear in action history, logs, and dashboards, helping you and your team quickly identify and
differentiate actions.

o Use descriptiveterms (e.g., "Critical Patch —May 2025 — Windows Devices") to ensure clarity and traceability.

7. Deploy: After verifying the configured information, click Deploy to deploy the action.

Related information
Deploy Script (on page 20)
Install Software (on page 23)
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CyberFOCUS

CyberFOCUS is athreat intelligence and remediation feature within BigFix SaaS Remediate that provides visibility into CISA
KEV (Known Exploited Vulnerabilities) and MITRE ATT& CK reports. It enables users to assess their security posture and take
proactive remediation actions based on real-world threat intelligence.

CyberFOCUS enhances cybersecurity visibility by integrating CISA KEV and MITRE ATT&CK intelligenceinto asingle
dashboard, providing interactive filtering, correlation of vulnerabilities with attack tactics, and detailed reporting to help
organizations prioritize and act on critical threats efficiently. It enables organizations to act swiftly on critical threats, minimizing
therisk of exploitation. By leveraging CyberFOCUS, security teams can streamline vulnerability management, improve
compliance with regulatory frameworks, and strengthen their overall security posture through detailed reporting and audit-ready
insights.

Vulnerability management

* NVD (National Vulnerability Database) and MITRE ATT& CK maintain comprehensive databases of global
vulnerabilities and attack techniques.

* BigFix SaaS Remediate pulls vulnerabilities from both NVD and MITRE ATT&CK, integrating them into its system for
comprehensive threat intelligence.

« Each vulnerability islinked to Fixlets, enabling automated remediation of affected devices. Additionally, correlations
with MITRE ATT&CK tactics help security teams understand exploitation methods and take proactive defense
measures.

Reports

CyberFOCUS in BigFix SaaS includes two key reports:

 CISA KEV Report (on page 30) — A collection of known exploited vulnerabilities. Displays known exploited
vulnerabilities based on NVD data. CISA Known Exploited Vulnerabilities (KEV) web report utilizes the data provided
by the Cybersecurity & Infrastructure Security Agency (CISA) KEV Catalog and the associated CISA due dates,
analyses and compares them with the patch levels of the devicesin your BigFix environment, and visualizes the
vulnerability intelligence as a bubble chart to assess and prioritize the vulnerabilities.

* MITRE APT report (on page 33) — Follows asimilar structure but is based on the MITRE ATT&CK framework.
Another framework for tracking vulnerabilities. MITRE Advanced Persistent Threat Groups (MITRE APTs) web report
obtains data published through the MITRE ATT& CK® Framework, analyses and compares it with the patch levels of
the devices in your BigFix environment, and visualizes the analysis as a bar chart to help you take informed decision to
mitigate the security threat.

Note:

» Both CISA KEV and MITRE reports are visualized using tables and charts.
By default, the dashboard displays the CISA KEV report.

Toolbar Icons

;T\

—_
» Export : Exports the current view data or charts.

o Use this option to download tabular data as CSV or Excel, or export visualizations as JPEG, PNG, or PDF
formats.

o For detailed steps, see Common Functionality (on page 10) > Export Data and Charts.
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* Prescriptive Guidance : Opens the Prescriptive Guidance panel, which identifies configuration gaps or missing
actions and provides direct remediation options.

o From this panel, you can review affected devices and select Remediate to take corrective action.

o For more information, see Prescriptive Guidance (on page 14).
=
* Filter : Filters the data displayed in the current view based on selected criteria.

> You can apply single or multiple conditions to narrow results using properties, operators, and values.

o For detailed steps, see Common Functionality (on page 10) > Filter Data.
Under standing Fixlets and Exposures

* The system tracks affected devices and Fixlets required for remediation.

* Exposure represents the mapping between relevant Fixlets and affected devices.

« For example, if adevice requiresthree Fixlets, its exposure count is 3; If two devices require three Fixlets each, the
exposure count is 6. The total exposure is calculated based on relevant Fixlets and affected devices.

Fixlet Creation & Cyber Focus Content Pack

» The BigFix content team creates Fixlets.
» The CISA KEV content pack provides Fixlets for vulnerabilities at no additional cost for those with CyberFOCUS.

Insights Gained from Cyber FOCUS

By analyzing the CyberFOCUS dashboard, users can:

« Identify high-risk vulnerabilities currently exploited in the wild.

» Understand the impact on their organization based on affected devices.

 Assess the urgency of patching based on severity and exploitation status.

« Monitor remediation progress over time.

* Correlate threatswith MITRE ATT& CK tactics to understand attack techniques used by adversaries.

Actions Users Can Take

CyberFOCUS allows users to take direct remediation actions, including:

« Patching: Remediate (on page 35) vulnerable software and devices by deploying relevant Fixlets.

For detailed, step-by-step instructions on executing this action, see Remediate (on page 35)

Related information
Prescriptive Guidance (on page 14)
CyberFOCUS remediation flow (on page 35)

CISA KEV Report

The CISA Known Exploited Vulnerabilities (KEV) Catalog is a curated list maintained by the Cybersecurity and Infrastructure
Security Agency (CISA). It includes vulnerabilities actively exploited in the wild and requiring immediate remediation.
Organizations can use this intelligence to prioritize patching efforts and reduce exposure to cyber threats.
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Key Benefits of CISA KEV
« Identifies vulnerabilities with confirmed exploitation in real-world attacks.

* Provides mandated patching deadlines (for U.S. federa agencies).
* Helps organizations prioritize security patches effectively.

Use Cases

 Security Teams: Helpsin vulnerability management by focusing on critical threats.

» Compliance: U.S. federal agencies must comply with KEV patching deadlines.

* Threat Intelligence: Organizations can proactively monitor and defend against known exploited vulnerabilities.
Accessing CISA KEV report
To view the CISA KEV report, from BigFix SaaS, expand Resolve and select Cyber FOCUS. By defaullt, the dashboard

displaysthe CISA KEV report.
Your trial will expire in 76 days

() HeLBigFix @ ®
@ Home «

CYberFOCUS - QISA KEV a = ‘ CISA KEV ‘ MITRE APT ‘
Explore v

Updated: Jan 21, 2026 12:08:51

|g Resolve ~ |

Fixlet streams

CyberFOCUS 0 of 85 CVE(s) selected

Protection Level Agreement 1 1 N 1 N #of unique 1
(PLA) D CVE name Iy CVSS score i Severity I Due date I #of exposures devices y
Custom Remediation 63 [] CVE-2024-53150 71 HIGH 2025-04-30 1
DEX 64 [] CVE-2025-24201 10 CRITICAL 2025-04-03 1
Integrated Vulnerability 65 [] CVE-2024-53104 78 HIGH 2025-02-26 1
Remediation

E Reporting v

@ Administration v

CISA KEV Report Data Representation and I nteractions

CyberFOCUS displays CISA KEV datain an interactive table and chart, offering insights into an organization’s exposure to
known threats and take actions.

CISA KEV Chart Representation

* CyberFOCUS uses abubble chart to visualize CISA KEV data:
o X-axis: Due date of the CVE.
o Y-axis. Number of unique affected devices.
> Bubble Size: Exposure count (larger bubbles indicate higher exposure).
> Bubble Color: CVSS3 severity (darker color = higher severity).
> Behavior:
= Shrinking bubbles indicate that the vulnerabilities are partially remediated.

= Fully remediated vulnerabilities disappear from the chart.

CISA KEV Chart Interactions
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« Hover for Details: Hover over abubblein the graph to view additional details about the associated CVE
and itsimpact on the applicable environment below the chart.

« Show Selected Only: Filter the chart to display only the CVEs selected from the table.

« Zoom Controls: Zoom in or out to focus on specific data points, with an option to reset the zoom level.

« Detailed CVE Insights: Click on any bubble in the chart to view specific information, such as CVE
details, Fixlet details, and other relevant content.

CISA KEV Table Representation
The table provides a structured list of vulnerabilities with key details:

Column Name Description
CVEID The unique identifier for the vulnerability, sourced from NVD.
CVSS Score The severity rating from NV D, based on the Common Vulnerability Scoring System (CV SS).
Severity Therisk level assigned to vulnerability (Critical, High, Medium, Low).
Due Date The deadline by which the vulnerability should be remediated, as per CISA.
Exposure Count The total number of Fixlet-device mappings required to remediate the vulnerability.
Unique Devices Affected The number of unique devices in your environment affected by the CVE.
Applicable Fixlets Fixlets that can be used to patch the affected devices.
Relevant Fixlets The subset of Fixlets that still need to be applied (after some patches have been deployed).

CISA KEV Table Interactions

« Click for More Information: Click on a CVE in the table to access in-depth details, including a
description, applicable Fixlets, and affected devices. A direct link to the National Vulnerability Database
(NVD) isavailable on the detail s page for further reference.

« Sort Functionality: Sort vulnerabilities by any column in the table to quickly identify and prioritize
threats.

» Start Remediation: Select one or more CVEs from the table and click the Remediate button to initiate
the CyberFOCUS remediation flow (on page 35).

Prescriptive Guidance for CISA KEV Scanner

Prescriptive Guidance (on page 14) on the CyberFOCUS app helps identify and remediate endpoints that are missing the required
CISA KEV scanner and/or not actively running the KEV scanner.

Y ou will see adevice count in each prescriptive guidance. This datais retrieved using the corresponding Site 1D and Fixlet
ID.Click on the respective Remediate button to:

* Deploy the scanner to devices that do not have it installed.
* Execute the scanner on applicable devices.
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Your trial will expire in 330 days
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How the Remediation Flow Works

Each remediate action is tied to a specific Site D and Fixlet ID.

1. User clicks on the Remediate button to install KEV scanner or run the KEV scanner.
2. The side panel opens and automatically triggers the remediation flow.

3. The flow deploys the corresponding fixlet using:

> Site | D: Example—15785
o Fixlet ID: Example—100

4. The user completes the wizard by providing a deployment name and confirming the deployment.

5. The deployment status can be viewed in the Deployment M anager .

With this, you can easily install and run the KEV scanner across your deployment, ensuring continuous vulnerability assessment
and compliance.

Related information

CyberFOCUS (on page 29)

MITRE APT report (on page 33)
CyberFOCUS remediation flow (on page 35)

MITRE APT report

The MITRE APT Report in CyberFOCUS hel ps organizations understand and mitigate vulnerabilities by mapping them to
adversary tactics and techniques. It provides valuable insights for security teams, enabling proactive defense strategies.

MITRE Advanced Persistent Threat Groups (MITRE APTs) web report obtains data published through the MITRE ATT& cK®
Framework, analyses and compares it with the patch levels of the devicesin your BigFix environment, and visualizes the analysis
as abar chart to help you take informed decision to mitigate the security threat.

The MITRE ATT& CK® Framewor k documents real-world attack techniques used by Advanced Persistent Threat (APT)
groups. For more details, visit MITRE ATT& CK.


https://attack.mitre.org/
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Key Benefitsof MITRE APT Report

* MITRE APT Report maps vulnerabilitiesto the MITRE ATT& CK framework, which tracks adversary tactics and
techniques.

* Thereport analyses the datawithin MITRE ATT& CK and correlates the tactics, techniques, and procedures leveraged by
APT’sto the BigFix Patch content based on the CVEs.

* It highlights vulnerabilities linked to known adver sary techniques.

* It helps security teams under stand attack vector s and prepare defense strategies.

Accessing MITRE APT report

To view the CISA KEV report, from BigFix SaaS, expand Resolve, select Cyber FOCUS, and click MITRE APT.

Your trial will expire in 86 days
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MITRE APT Report Data Representation and | nteractions

CyberFOCUS displays MITRE APT datain an interactive table and chart, offering insights into an organization’s exposure to
known threats.

MITRE APT Chart Representation
The table provides a structured list of vulnerabilities with key details:
» The stacked bars on the chart indicate different CVE’ s that have been associated to a given APT group.

« Colour of the bar indicates the unique CVE. The same colour on the different bars indicates that the same
CVE can be leveraged by different APT groups.
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« X-axisindicates APT group
« Y-axisindicates number of exposures
MITRE APT Chart Interactions

« Hover for Details: Hover over abarsin the graph to view additional details about the associated CVE and
itsimpact on the applicable environment below the chart.
« Show Selected Only: Filter the chart to display only the CVESs selected from the table.

MIRTE APT Table Representation
The table provides a structured list of vulnerabilities with key details:

Column Name Description
CVEID Unique identifier for the vulnerability from the National Vulnerability Database (NVD).
CVE Name Common name for the vulnerability.
APT Groups List of APT groups known to exploit the vulnerability.
# of APT Groups Number of APT groups associated with the CVE.
CVSS Score Severity rating based on the Common Vulnerability Scoring System (CV'SS).
Severity Severity rating based on the impact categorized as High, Medium, or Low.
Due Date The deadline by which the vulnerability should be remediated.
# of exposures The total number of Fixlet-device mappings required to remediate the vulnerability.
# ofI applicable Total number of Fixletsthat can be used to patch the affected devices.
Fixlets

#of relevant Fixlets The subset of Fixletsthat still need to be applied (after some patches have been de-
ployed).

MITRE APT TablelInteractions

« Click for More Information: Click on a CVE in the table to access in-depth details, including a
description, applicable Fixlets, and affected devices. A direct link to the National Vulnerability Database
(NVD) isavailable on the detail s page for further reference.

« Sort Functionality: Sort vulnerabilities by any column in the table to quickly identify and prioritize
threats.

« Start Remediation: Select one or more CVEs from the table and click the Remediate button to initiate
the CyberFOCUS remediation flow (on page 35).

Related information

CISA KEV Report (on page 30)
CyberFOCUS (on page 29)

CyberFOCUS remediation flow (on page 35)

CyberFOCUS remediation flow

The Cyber FOCUS Remediation Flow streamlines the process of addressing the most urgent security vulnerabilities (CVES)
quickly and efficiently.

From the CyberFOCUS dashboard, to initiate a remediation, complete the following steps.
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1. Accessing the Remediate widget from Cyber FOCUS dashboard

1. From either the CISA KEV or MITRE APT tabs available in CyberFOCUS, select one or more CVES. Y ou can select
CVEs either from the table or from the charts themselves. Once a CVE is selected the Remediate button becomes active.
Your trial will expire in 330 days
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2. Click the Remediate button to open the Remediate widget.
X
Remediate
Fixlets Actions Devices Behavior Schedule

Summary
Filter the Fixlets below C Reset Filters

© single condition O Multiple condition (OR)

@® Single condition O Multiple condition (AND)

Property Operator Value

CVE v in v > ‘

Selected Values ( CVE-2025-24990 X

Apply

Select the Fixlets to

Selected 4 Fixlets to deploy.
2. Congifuretheremediation

To configure aremediation from CyberFOCUS, complete the following steps:

1. Fixlets: The selected CVESs are auto filtered to fetch relevant Fixlets. Y ou can modify the filter further as needed. For
information on how to modify the filter, refer to Setting up remediation flow (on page 49).

2. Actions: You can review and update the actions for the set of Fixlets with default action and without default action.

3. Devices: Relevant devices are automatically filtered. Y ou can modify the filtering using a query and enable or disable
dynamic targeting. Alternatively, you can select devices from the group or list to adjust the filtering.
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X
Remediate
9Q——0
Fixlets Actions Devices Behavior Schedule

Summary

Filter the devices below

Filter By Query

Device group ‘ Device list

P
() )Dynam\ctargelmgdevlce ® C ResetFilters

@ Single condition O Multiple condition (OR)

@ Single condition O Multiple condition (AND)
Property Operator

Property - &

Deploy 1 Fixlets to 1 applicable Device(s)

4. Behavior: You can configure deployment options for the remediation from here.

Remediate

9 9 9

Fixlets Actions Devices Behavior Schedule

Summary

Order of Events (from top to bottom)
Start downloading immediately

Before running message

000

While running message

2
[}

Reboot/Restart devices on completion of deployment

\

@

On failure, retry time, and wait between attempts

0

Reapply whenever it becomes relevant again

Deploy 1 Fixlets to 1 applicable Device(s)

€ Back

o Start downloading immediately: Select this option to instruct the targeted BigFix Agentsto
download deployment filesimmediately regardless of the start time schedule. Y ou can save time when working
with large files or atight maintenance window by completing this part of the job first.

o Beforerunning message: To display a message on target computers before the deployment runs, select this
option and enter your message.

o While running message: Select this option to display the message on targeted computers while the deployment
isrunning.

o Reboot/Restart devices on completion of deployment: Select this option to restart the computer after the
actionisrun.

o On failure, retry: Select this option to configure when to retry deployment on failure.

o Reapply: Select this option to reapply the action. By default, whenever it becomes relevant again, you can

reapply with 1-hour wait between attempts, up to 3 times. Y ou can configure the wait time and the number of
attempts as needed.
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5. Schedule: Configure start date and end date.
6. Summary: Shows al the configured remediation flow settings. Provide a unique Deployment Name.

Review the configurations and click Deploy to submit the action.

Result: A remediation deployment is created.

What to do next: Go to Deployment Manager (on page 38)and you can see the remediate deployment that was created. It
aso displays all the configured deployment settings. It shows the devices on which the deployment is being done, and the Fixlets
that are deployed.

Related information
CyberFOCUS (on page 29)
CISA KEV Report (on page 30)
MITRE APT report (on page 33)

Deployment Manager
The Deployment Manager in BigFix streamlines the process of executing actions on devices within a deployment. It allows users

to initiate and monitor deployments, which can range in complexity from quick tasks completed in minutes to more involved
processes that may take daysto finish on all targeted devices.

Your trial will expire in 86 days
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More
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BigFix allows users to perform actions on devices included in a BigFix deployment. These actions are called Deployments. The
complexity of a deployment can vary significantly. Some deployments may complete in minutes, while others may take daysto
successfully run on al targeted devices.

The Deployment Manager application allows users to see, manage, and control active and completed deployments. To see
active or expired Deployments, click Depolyment M anager. Thistable view allows usersto take basic actions on displayed
deployments, including stopping and deleting the deployment.

Click the deployment name to drill down to the deployment details page which has extensive details about that deployment’s
configuration and status.

BigFix to showcases critical information to help leaders to support their business. Each application features arow of key
performance indicators (KPIs) at the top, providing areal-time snapshot of the deployment and its status. We designed these
KPIsto help users optimize their BigFix experience.
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The Deployment Manager app currently has the following KPIs:

* Count of all deployments

* Count of active deployments

 Count of fixlets associated with active and/or scheduled deployments
» Average number of fixlets per active or pending deployments

The Deployment Manager app displays all deployments associated with your organization — both active and expired — in a
table.

The deployment data table includes filtering, detail drill down, and deleting deployments.

« Click the Filter icon to view thefilter panel. Using thefilter tool (on page 10) makesit possible to reduce the number of
deployments displayed in the data table.

* The data table also supports the sorting (on page 10) of each column. To do so, move your cursor near the column header
name and then click. Thiswill sort the data table using the values in that column. Reverse sorting requires clicking again.

« A count of the total of deployments associated with your account.

* A count of the deployments that the user has selected in the data table. Selecting deploymentsin the data tableis required
for actions such as stopping or deleting deployments.

» The Stop button stops the selected active deployments.

» The Delete button del etes sel ected deployments from the data table so that they will no longer be displayed. Only
Expired deployments may be deleted. To delete an Active deployment, it must first be stopped.

* You can save the view (on page 10) of the filtered and sorted data and access it back whenever necessary.

) Note: The Stop and Delete buttons are disabled by default and become sel ectable only after at least one deployment
is chosen in the data table. User permissions, as assigned by administrators, may restrict some users from stopping or
deleting deployments.

The data table provides a comprehensive view of al your deployments. For detailed information on specific deployments, such as
relevance code, current status, and other fields, users can access the Deployment Details page. To do this, click on the Name field
of the desired deployment.

Related information
Protection Level Agreement (PLA) (on page 89)

Deployment Details page

The Deployment Details page provides detailed information on a deployment, allowing for tracking of status, troubleshooting
of failures, and performance monitoring. It includes widgets for Status, Composition, Configuration, Device, and Fixlets,
each providing specific insights such as real-time statuses, device compositions, configuration details, device lists, and fixlet
information.



BigFix SaaS User Guide | 3 - BigFix SaaS User Guide | 40

(D) HCLBigFix
{ Home
Explore
Devices
Fixlets
Deployments
%4 Resolve
Fixlet streams

CyberFOCUS

(PLA)

DEX

Remediation

Custom Remediation

Integrated Vulnerability

«

Protection Level Agreement

Your trial will expire in 86 days

Deployment Manager > 2011 - Testing_Issue_BFNOW-9625_Disabling
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Overview Fixlets Devices

Status Composition

Deployments completed 100% B !

(1of 1)

Configuration

Q Issued on 06 Dec 2025 at 17:20:08

@ Start date not set, will begin immediately.

Before Deployment Begins
, Begin download after start
C No retries on failure

@ One-time deployment

Messages

=] No message before running o

B

=] No message while running Action Status

Fixlet sequence 1. Fixed

= As shown in fixlets

After Deployment Ends

(1) Restart: No

(®) 08 Dec 2025 at 11:50 (Client)

The Deployment Detail page contains various pieces of information displayed in widgets.

Status

The Status widget displays real-time information about the statuses related to devices in the deployment. It includes the
deployment progress and failure rate. Example statuses are pending restart, complete, and failed.

Status

Deployments completed ~ 100%

(10f1)
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Composition

Besides the high-level status of completed or failed, a device can have multiple statuses like pending restart, waiting to download,
etc. The Composition widget displays atreemap of al statuses for devicesin the deployment being viewed. Thisinformation is
particularly helpful for troubleshooting.

Configuration

The Configuration widget summarizes how users set up theinitial deployment. At aglance, it shows all customizable parameters
such as start time, end time, and pre- and post-actions.

Configuration

Q@ Issued on Apr 17, 2024 13:14:03

G:) Start date not set, will begin immediately.

Before Deployment Begins

¥ Begin download after start

D No retries on failure

T One-time deployment
Messages

D Before running message identified
D No while running message

Fixlet sequence

= As shown in fixlets

After Deployment Ends

(1) Restart: No

@ End date not set, will continue running until stopped
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Device

The Device tab displays a subset of all devicesin the selected deployment. To see the full list of devices click Show All.

Devices: (3 of 3 shown)

No. | Name
1 VINOYW10EDU1809
2 W2016-BOB2

3 CINZIAWINCLOUD3

Last seen Computer ID Result
16 hours ago 6234322 -
5 weeks ago 1614089656 -
8 weeks ago 553541953 -

Status

Not Relevant

Not Relevant

Not Relevant

If there is only one device in the deployment, then the device properties are displayed in the widget.

Device

All Properties

Name
W2016-BOB2

Operating system
Win2016

DNS name
W2 2

Fixlets

Search property name or value

Last seen Computer ID
5 weeks ago 1614089656
Device type IP address
Server 10.

Completed

Yes

Yes

Yes

0S family
Windows

MAC address
00-¢ -09

The Fixlet tab lists a subset of al fixletsincluded in the selected deployment. To view the full list of Fixlets, click Show All.

Fixlets: (2 of 2 shown)

No. | Name ID
1 BES Client Setting: CPU Usage 1-168
2 BES Client Setting: Download Throttling 1-167

Severity

<Unspecified>

<Unspecified>

If there is only onefixlet in the deployment, then the fixlet properties are displayed in the widget.

Category

BES Client Setting

BES Client Setting
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Fixlet
All Properties Search property name or value Q,
Name D CVE(s) Severity
Createfile 12505-3 Unspecified Important
Category Release date Source Source ID
Security Update Jun 28, 2024 Microsoft KB328131

Download size

[null]

Device Explorer

Use the Device Explorer Dashboard in BigFix to explore al connected devices in table and chart formats. Filter, sort, add
devices, perform remediation, schedule maintenance, and export reports—all from one unified view.

Device Explorer - Overview

The Device Explorer Dashboard is a unified application within BigFix SaaS Remediate that allows administrators to view,
manage, and take actions on all devices connected to their account. Whether you're filtering for a subset of devices, exploring
details of a specific device, or preparing for remediation or reporting, this dashboard provides an interactive, visual-first interface
to handleit all.

Note: Devices only appear in this dashboard if the BigFix agent isinstalled and reporting.
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Your trial will expire in 329 days  [JEJREEN
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BigFix currently supports up to 50,000 linked devices per account, with performance optimized for both large and small
environments.

The Device Explorer app in BigFix allowsto view and explore their linked devices in atable format, displaying important details
like device name, last connection time, OS information, and device type. To simplify device exploration use filter or device
search. Click on specific device to access more details.

The Device Explorer app displays all devices linked to your BigFix account. BigFix currently allows adding up to 50,000
devices.

Add Device

To add new devices

1. Click Add Device.

() HCLBigFix [eNQ)
@ Home «
Device explorer - Overview B} -E ~| @
@ Ewlore Updated: Feb 12,2026 181235
\ Quiklinks st
Fiets
21 20 20 0 20 18

Deployments

Resol v
9 Resale ] Workstations that haven't reported Servers that haven't reported in 48
Total devices in30 days. hours
@ Reporting v
@ Administration
Charts
Device type by report date 0S family (top 5 by count) Device groups (top 5 by member count) Vewat

2. Use the dropdown to choose the target OS (Windows, macOS, Linux, €tc.).
3. Download the corresponding agent installer.

4. Follow guided stepsto install the agent on the target device.
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Note: For the devices to appear in the dashboard, you need to install the BigFix agent and the device needs to check in.

Overview - Top-level charts

The dashboard provides quick accessto high-level metrics through interactive chart widgets:

» Top 5 by Device Type: Displays the most common device types such as desktops, laptops, or servers.

» Top 5 by OS Family: Breaks down the device count by operating system family—e.g., Windows, macOS, Linux.
» Top 5 by Tags: Shows top organizational or functional tags applied to devices.

* Devicesin Maintenance Window: Visualizes the number of devices currently in active maintenance windows.

* Devices Requiring Critical Remediations: Highlights devices missing security-critical patches or updates.
 Devices Requiring At L east One Remediation: Broader view of any device that needs updates or patches.

") Note: Clickable count showing the full inventory. Clicking any section of these charts will automatically update the
device table with the filtered list.

List - Devicetable

Thisisthe main areafor in-depth device exploration. The table supports sorting, filtering, and quick action on device records.

Displayed Columns

Displayed Columns Include:

* Number: Assigned by BigFix to indicate the order in which the device was added.

 Device Name: Local name of the device (sortable and searchable).

« Last seen: Indicates when the device last checked in with BigFix.

« |D: Unique identifier of the device.

» OSfamily: High-level OS classification, such as“Red Hat” or “macOS”.

» Operating System: The specific OS version (Example, Windows 10, Ubuntu 22.04).

* Device Type: Such as laptop, desktop, or server.

* |P Address/ MAC Address: Captured during the device' s last connection.

* DNS Name: Helpful for network-based tracking.

» Relay: Shows the current relay server.

» Relay Selection / Relay Installed: Indicatesif arelay isinstalled and if it was manually or automatically selected.

« Distance to Relay: Useful for understanding latency and proximity for patch distribution.

» Maintenance Window Definition / In Maintenance Window / Next M aintenance Window: Shows configuration and
current/next window status.

§ The table displays 100 devices without pagination.
The app also showcases these devices in atable and enables in-depth exploration of each device.
The table includes various fields that help to view and investigate all devices associated with the account.

The table presents the following details:

« Device Number - Assigned by BigFix to show the order of device addition to the user’ s account.

* Device Name - The local name of the device.

« Date and Time Device Last Seen - The last connection time of the device' s agent to the BigFix service.

* Device D - A unique device identifier.

* Device OS Family - The operating system running on the device, for example, Mac OS or Red Hat Linux.
* Operating System Installed on the Device - The specific operating system version on the device.

* Device Type - Indicatesif the device is a computer or server.

* Device IP Address - The IP address from the device's last connection to the BigFix service.
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" Note: When adevice is removed from Device Explorer, it stops sending or receiving data via BigFix. To resume using
BigFix on that device, reinstall the BigFix agent.

BigFix customers may have thousands of devices linked to their account. To use the filter in the Device Explorer app, click the
Filter button at the top left of the device table. The filter panel will slide out from the right side of the screen. Various device
properties, such as device name, operating system, and | P address, can be used to filter.

The Device Explorer app supportsfilter (on page 10), sorting (on page 10), and saving views (on page 10) to refine data and
narrow down displayed results to only the most relevant items, save them, and access back quickly.

Click on a specific device to be redirected to the Device Details page (on page 47) for more information about the selected
device.

Filtering and Search

« Click the Filter button to open the filter panel.
 The panel dlidesin from the right and supports filtering on:
o Device Name
o QOperating System
o |P Address
> Device Type
o Maintenance Status

o And more
Filters help you narrow down to only relevant devices, and you can save filtered views for future use.
Remediate Devices

* Select one or more devices from the list.

« Click the Remediate button to launch patching or Fixlet deployment.
Devices not in a maintenance window or otherwise restricted will be eligible for action.

Set M aintenance Window

To set maintenance window:

1. Select devices and from the Select action menu, select Set M aintenance Window.
2. In the Set Maintenance Window widget, do the following:

a. Set the maintenance window frequency - Daily, Weekly, or Monthly.

b. Select time format, set time and duration

c. Click Set maintenance window

d. Define start time, end time, and recurrence.

e. Devicesin thiswindow will defer actions until outside the window.

f. This helps prevent disruption during critical business hours.

Related information

Setting up remediation flow (on page 48)

Setting up device maintenance window (on page 52)
Protection Level Agreement (PLA) (on page 89)
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Device Details page

The Device Details page in BigFix provides in-depth information about enrolled devices, aiding in troubleshooting by displaying
device attributes and location. Users can access this page by selecting a device from the Device Explorer table and view unique
properties, activity feed, applicable fixlets, device properties, and tags.

The Device Details Page provides detailed information about a device enrolled in a BigFix account. Thisinformation is helpful
for fixing problems on specific devices by displaying the device' s location and attributes.

When you click a Device Name from the Device Explorer — List View, the Device Details page opens. This pageis divided into
three sections: Overview, Relevant Fixlets, and Deployments. Each section presents different aspects of the selected device's
status and activity.
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Overview Tab

Your trial will expire in 328 days
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The Over view tab summarizes key information about the selected device. It contains the following panels:

» Maintenance window — Displays the configured maintenance schedule for the device.

Y ou can click Edit to modify the maintenance window parameters.

» Groups of which thisdeviceisa member — Lists all static and dynamic groups that include this device.
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You can View all groupsor Add to static group directly from this section.
» Relay installed — Shows whether the BigFix relay isinstalled on the device, the relay name, its parent relay, and
reporting devices.

If therelay isinstalled, the Service Status and Uninstall Relay options appear.

« Core properties— The Core Properties panel displays key system information collected from the BigFix to help identify
and assess device health. Thisinformation provides a quick overview of the device' s configuration, performance, and
connectivity within the BigFix environment.

Relevant Fixlets

The Relevant Fixletstab lists all Fixletsthat apply to the selected device. It provides visibility into pending actions, patches,
or configuration changes that the device qualifies for based on its current state. Y ou can use this view to monitor outstanding
compliance issues and plan remediation actions.
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You can scroll the list to locate a specific Fixlet and take relevant actions such as viewing details.
Deployments

The Deployments tab displays details of actions or patches that have been deployed to the selected device. It helpstrack the
execution and outcome of tasks initiated from the BigFix environment. Thisinformation helps you verify that targeted actions are
applied successfully and troubleshoot any failed deployments.
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Setting up remediation flow
The remediation processin BigFix SaaS s designed to simplify and streamline patch management and vul nerability remediation.

To set up your custom remediation flow and initiate remediation, complete the following steps.
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1. Accessing the Remediate widget
1. Loggingin

Log in to BigFix SaaS using your Admin credentials.

2. Gotothe Device Explorer Section

a Inthe BigFix SaaS application, from the left pane expand Explor e and select Devices.

@

b. Click the

List button to view the devicesin list view.

c. Select the devices that you want to target; the Remediate button becomes active.
d. Click the Remediate button to open the Remediate widget.

Remediate

X

Devices Fixlets Actions Behavior Schedule Summary
Filter the devices below

Filter By Query

Device group

Device list ‘

= )
() )Dynam\ctargelmgdevlce 6} C Resgj Filters

© single condition O Multiple condition (OR)

@ Single condition O Multiple condition (AND)

Property Operator Value
Device ID v in

> |

Selected 1 Devices

2. Setting up remediation flow

To configure a custom remediation flow, complete the following steps:

1. Devices: You can modify the target devices selection using a query to apply the remediation or filter target devices from
the list displayed.
a Filter Devices
i. Filter by query:

= Dynamic or static targeting device: Toggle the option to select static or dynamic targeting
devices.

= Static: Thisisthe default option. Applies the deployment to devices that match the
defined filters at the time of deployment creation.

= Thislist remains unchanged for the duration of the deployment.

= Devices that match thefilter after deployment creation will not be included.

= Devices that stop matching the filter will till receive the deployment.
= Best for predictable targeting where the scope should not change.
= Dynamic:
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= Defines matching criteriathat is continuously evaluated for the entire duration
of the deployment.

= Devices that match thefilter at any time while the deployment is active will
automatically be included.

= |deal for ongoing remediation where new or reclassified devices need to be
captured.

= Single condition: Enables you to define one condition.
= Multiple condition (OR): The device group that meets at least one condition will qualify for
subscription.
= Add Group: Creates anested group of conditions. Useful for combining AND/OR
logic together.

= Example:
= Match any:

= Group 1 (Match all):
= OS = Windows
= Device ID contains "abc"

= Group 2 (Match all):
= OS = macOS
= Device ID contains "xyz"

Matches devices that are either Windows with a Device ID
containing " abc" or macOS with a Device I D containing

xyz".

= Multiple condition (AND): Filters devices that meet every condition specified based on the
following parameters.
= Attribute: Device attributes like OS, RAM, software version.
= Condition: Criteria such as equals, greater than, contains.
= Value: The specific value for the condition. Example: To subscribe all Windows
devices, set the attribute to "OS', the condition to "equals’, and the value to
"Windows".
= Add Condition: You can Add multiple conditions to ensure that they reflect
the criteriarelevant to your deployment needs. For example, you can add
conditions based on geography, software version, or device type. Example:

= Condition 1: Operating System equals Windows
= Condition 2: Device ID contains 1234

Only devicesthat are Windows and with device ID that contains 1234
will match.
= Filter by Device List: Alternatively, you can also select devices from Filter by devicelist to
select the target devices.
2. Fixlets: Configure conditionsto filter and select Fixlets to deploy or select the Fixlets from the displayed Fixlets list.

a. Click the Attribute dropdown to choose an attribute. For each attribute, specify a condition and add a value.
Y ou can define multiple conditions.
= CVE: Add relevant CVEs by typing them and click Add.

” Note:
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Y = To enter multiple CVE entries at once, you can copy paste alist of CVEs separated
by comma, semicolon or a space. For example: CVE-123-1234,CV E-123-1256,
CVE-123-1278

= View All button is displayed when there are more than eight CVE values. Click the
View All button to view the list in detail, review, search, or remove a specific CVE.

= Category: Select categories from the list of categories dynamically displayed based on your system’s
database and click Add. This displays all the available categories with the ones that you have selected in
blue. Y ou can also modify your selection from here.

= Name: Select the "contains' or "not contains’ condition and for the value, enter your string, and click

Add. Thisdisplays all the strings that you have entered. Y ou can also modify your selection from here,
inserting or deleting values.

= Severity: Select the"in" or "not in" condition; for the value, choose the level of severity for the Fixlet.
Modify selection by adding or removing as required.

= Source; Select the"in" or "not in" condition; for the value, select one or more vendors from the
available option, and click Add. Thisdisplays all the available options for vendors with the ones that
you have selected in blue. Y ou can aso modify your selection from here.

Note:
—

= Toremove al entriesin a section, click .

= The Attribute dropdown dynamically displays the attributes available to you.
= The Value text box dynamically fetches data from your database for you to select.

b. Once the conditions are defined, click Next to proceed.

3. Actions: You can review and update the actions for the set of Fixlets with default action and without default action.

4. Behavior: You can configure the options to deploy the Fixlets from here.

Remediate

9 9 9

Devices Fixlets Actions Behavior Schedule

Summary

Order of Events (from top to bottom)
O Start downloading immediately
(J Before running message

(® ) While running message

(® Reboot/Restart devices on completion of deployment

(® ) Onfailure, retry time, and wait between attempts

Reapply whenever it becomes relevant again

1 applicable Device(s

Y ou can control the sequence by selecting which events to run. The system follows the list from top to bottom, running
only the selected ones.

o Start downloading immediately: Select this option to download deployment filesimmediately regardless of
the start time schedule. Pre-cache deployment-related files, transferring them from a vendor's server to a BigFix

server before deployment. Y ou can save time when working with large files or a tight maintenance window by
completing this part of the job first.

o Beforerunning message: To display a message on target computers before the deployment runs, select this
option and enter your message.
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o While running message: Select this option to display the message on targeted computers while the deployment
is running.

o Reboot/Restart devices on completion of deployment: Select this option to restart the computer after the
actionisrun.

o On failure, retry: Select this option to configure when to retry deployment on failure.

o Reapply: Select this option to reapply the action. By default, whenever it becomes relevant again, you can
reapply with 1-hour wait between attempts, up to 3 times. Y ou can configure the wait time and the number of
attempts as needed.

5. Schedule: Configure start date and end date.

Run during agent’s configured maintenance window: Select this option, if you want to deploy the remediation during
the set maintenance window (on page 52).

6. Summary: Shows al the configured remediation flow settings. Provide a unique Deployment Name.

Review the configurations and click Deploy to submit the action.

Result: The remediation flow is created and saved.

What to do next: Go to Deployment Manager (on page 38) and you can see that the action is deployed. It also displays all
the configured remediation flow settings. It shows the devices on which the deployment is being done, and the Fixlets that are
deployed.

Setting up device maintenance window

The Device Maintenance Window feature enables administrators to schedul e specific time frames for executing actions on
devices, ensuring controlled and predictable deployments, updates, and remediations. It supports daily, weekly, and monthly
schedules with configurable time zones and execution conditions, minimizing disruptions while allowing flexibility for urgent
remediations when needed.

Key capabilities

 Scheduled Execution: Define daily, weekly, or monthly maintenance windows based on client time, UTC, or a
custom day to ensure actions run only within designated periods.

» Time-Based Validation: Prevent actions from running outside the window unless explicitly configured, ensure accurate
execution at the window’ s start, and handle invalid time entries.

* Flexible Execution: Allow scheduled actions to bypass the maintenance window when permitted and enable multiple
actions to run simultaneously outside window constraints.

* End-to-End Workflow Verification: Validate full remediation behavior with and without mai ntenance windows,
ensuring correct execution in all scenarios.

* Integration: Ensure proper application of maintenance window settings within Fixlet Explorer, Fixlet Streams, and
Cyber Focus Remediation wor kflows.

Accessing the maintenance window widget

1. Loggingin
Log in to BigFix SaaS using your Admin credentials.

2. Gotothe Device Explorer Section
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a Inthe BigFix SaaS application, from the |eft pane expand Explor e and select Device.

@

b. Click the List button to view the devicesin list view.
c. Select the devices that you want to target, the Set maintenance windows button becomes active.
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widget.

Setting up maintenance window

1. Define a Maintenance Window: Choose frequency (daily, weekly, or monthly) and configure time, duration, and
interval as necessary.

o o

2. Click Set Maintenance Window. The maintenance window is successfully created.

Tip: Click to set time.

3. Execution Handling:

o Updates and remediations occur within the scheduled window.
o |f afailure occurs, it retries in the next available window.

4. Deployment Integration:
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> While deploying Fixlet Streams (on page 79), select " Run during agent’s configured maintenance
window" .

o Verify execution status within the Deployment Manager (on page 38).
5. Monitor and Modify as Needed: Adjust schedules based on system needs.

" Note: Maintenance Windows take effect only after the targeted endpoints receive and run the deployment containing
the Maintenance Window configuration. Until the endpoint processes the change and reports back, the Maintenance
Window will not be enforced. This may take several hours depending on the endpoint reporting cycle.

Editing maintenance window

To edit a maintenance window compl ete these steps:

1. From thelist of devicesin the Device Explorer, click on the device to which you want to edit the maintenance window.
2. If amaintenance window was previously set, the Maintenance windows section of the device details page displays the
Edit button. Click the Edit button and make the necessary changes, and click Set maintenance window.

Your trial will expire in 4 days
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Integrations

* Fixlet Streams (on page 79): Configure Fixlet deployments to run only within maintenance windows.
» CyberFOCUS (on page 29) Remediation: Align critical security updates within maintenance windows.

» Deployment Manager (on page 38): Monitor action execution and reschedule if needed.

* Fixlet Explorer (on page 68) Identify and schedule Fixlets to run within defined maintenance windows for controlled
and compliant deployments.
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Next steps

* Monitor and adjust maintenance windows based on device availability and update requirements.
» Exploreintegration with deployment wor kflows for better automation.

 Refer to the detailed configuration guide for step-by-step instructions on defining maintenance windows.

Frequently Asked Questions
1. What happensif a device is powered off during a maintenance window?

If the deviceis offline, the action will retry in the next available maintenance window aslong as the action is still
open.

2. Can | run actions outside the maintenance window?

Yes, if the" Run during agent’s configur ed maintenance window" option is not selected, actions will execute
immediately.

3. Can | configure different maintenance windows for different devices?

Y es, you can apply maintenance windows to individual devices or groups of devices as needed.
4. What happensif an update fails during the maintenance window?

The update will retry in the next scheduled maintenance window, provided the action is still open.
5. How long does it take for a new maintenance window to take effect?

Once set, the maintenance window is applied after the server processes the action, which may take a few minutes.

Create Dynamic Device Group

Device groups help you organize devices and target actions, policies, or maintenance settings. A dynamic device group updates
automatically as devices start or stop matching the defined conditions.

Use thistask to create a dynamic device group by defining filter conditions that automatically include devices matching specific
criteria.

Procedure

1. From the BigFix SaaS side navigation, expand Explore and select Devices.
2. Click the Device groupsicon next to the Device Groups (Top 5 by Member Count) chart.

The Device Groups page opens.
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3. Select Create device group on the Device Groups page.

The Create device group widget opens.
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Create device group

Group name (reguired)

Filter the devices below

® Single condition O Multiple condition (AND)
Property Operator

Property -

Preview of dynamically applicable targeted devices

I (i) Insert a condition to dynamically add devices.

Dynamically add O devices to group

Cancel

4. In Group name (required), enter a unique name for the device group.
5. Under Filter the devices below, choose one of the following:
o Single condition to define onefilter rule.
o Multiple condition (AND) to combine multiplefilter rules.
6. Define the filter condition:
o From Property, select the device property to filter by (for example, Active Directory Path).
o From Operator, select the comparison operator (for example, contains).
o In Value, enter the value to match.
7. (Optional) Add additional conditions if you selected Multiple condition (AND).
8. Select Apply filter to preview the targeted devices.
9. Review the Preview of dynamically applicable targeted devices section.
o |f devices match the conditions, they arelisted in the preview.
o |f no devices match, the preview displays No Data Available.
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10. Review the message at the bottom of the widget indicating how many devices will be dynamically added to the group.
11. Select Create device group.

The device group is created. Devices that match the defined filter conditions are automatically added to the group and
updated dynamically over time.

Note:

« Toremove al filter conditions and start over, select Remove all.
« Changes in device properties may cause devices to be added to or removed from the group automatically.

Create Static Device Group

Static device groups allow you to manually organize devices by explicitly adding or removing individual devices. Membershipin
a static group does not change automatically and remains exactly as defined by the user.

In BigFix Ul, you can create a static device group directly from a device's details page or add the device to an existing static
group. This approach is useful when you want precise control over which devices are included for administrative actions, testing,
or targeted operations.

How Static Device Groups Work

* A static group contains only the devices that you manually add.
* Devices remain members of the group until they are explicitly removed.
» From adevice' s details page, you can:
o Create a new static group and add the current deviceto it.
o Add the device to one or more existing static groupsthat it is not already part of.
« All static groups associated with a device are displayed in the Groups of which this device is amember section on the
device details page.
« Static groups can be managed centrally from the Groups view.

Create a New Static Device Group from a Device
Use this procedure when you want to create a new static group and immediately include the selected device.
1. From the BigFix Ul navigation, open Devices.

2. Select adevice to open the device detail s page.
3. In the Groups of which this device is amember section, click Add to static group.
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() HCLBigFix o ®
@ Home « Device exglorer > WiNTY
Explore - .
° WINTI f o oe
| Devees
overview Relevant Fixiets  Deployments
Fiets
Deployments Maintenance window Groups of which this device is a member © Viewall groups | 5] Add to static group
9 Resohe -

Determine the best time for this device to undergo remediation, as this wil

Static groups §123-01-2026 static.. X
[ Reporting v minimize disruption and streamiine the automation of the remedation process. gors © @

@ Administration v 6} @m ) @@ D) @

Core properties

Device name Lastseen [ 05 family Operating System Device type.
WINT1 6 minutes ago 548417685 Windows Windows 11 Professional Server

1P addresses Mac addresses DNS name Active Directory Path Type Agent version
1921681106 4de-b2-ed-fa-f5-4c Wini1.d.domain.home CN=WIN11,CN=Computers,DC=d,  Native 1.0.5.204

DC=domain,DC=home
BI0S cPy Computer Type Free Space on System Drive RAM Relay
02152024 3400 MHz Common KVM Virtual 18539 MB of 60716 M8 8160 MB bigfix-relay-top-

processor 0.5Dx0010.play.helsofy.dev:52311

Subnet address
19216810

4. In the Add to static group dialog:

Add to static group

test Create group

a. Enter aname for the new static group.
b. Click Create group.

The group appears in the static groups membership list.

Overview Relevant Fixlets Deployments

Groups of which this device is a member @ View all groups Add to static group

Static groups (O (E123-01-2026 static... X)) (Stest X))

Dynamic groups [6] DeviceGmupTeslin.u) DynamicDevice) (PentestDynamicGro‘..) MndowscroupTesu...)

Add a Deviceto an Existing Static Device Group

Use this procedure to add the device to one or more static groups that already exist.

1. Open the device details page from device list.
2. Click Add to static group from the devices detail page.
3. Inthe diaog, select one or more static groups from the list.
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Add to static group

\ =

Select groups to add

PentestStaticGroupTesting
Sandhyastaticgroup

[ ] Shweta_Static

[ ] ssm_080126

Cancel ‘ Add to static group
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Only static groups that the device is not already a member of are available.
4. Click Add to static group.

The device is added to the selected static groups.
The updated group membership is reflected on the device details page.
Remove a Device from a Static Device Group
Y ou can remove a device from a static group without affecting other devices in the same group.
1. Open the device details page.

2. In the Groups of which this device is amember section, locate the static group.
3. Remove the device from the static groups.

Groups of which this device is a member @ View all groups Add to static group

Static groups @ (E3123-01-2026 statie... X ) (1es!><§|

Dynamic groups @  (E1DeviceGroupTestin...) (EZIDynamicDevice) (GlPentestDynamicGro...) (ElWindowsGroupTesti..)

The device is no longer amember of the static group.

The static group itself remains available for use.

On-Prem Relay Deployment

Enable BigFix SaaS customersto deploy, configure, and manage on-premises Relays that report to the cloud-based Top-Level
Relays (TLRs), improving network efficiency and endpoint management in hybrid environments.

Overview

BigFix SaaS supports the deployment of on-prem Relays, allowing customers to create a hybrid Relay infrastructure. These
Relays report back to the SaaS-hosted Top-Level Relays (TLRs), enabling optimized bandwidth usage, custom Relay selection
hierarchies, and better support for geographically distributed environments.

BigFix SaaS users with appropriate permissions can:

* Deploy and configure on-prem Relays to report back to SaaS TLRs.
* Define Relay hierarchies, including leaf/child Relays within on-prem infrastructure.
 Configure Relay selection settings for endpoints using Relay Assignment settings.
» Monitor Relay-related properties on endpoints vialist view of the Device Explorer:
o Relay installed
o Relay selection
o Distance to Relay
o Relay

Relay Deployment Permissions

Action Who Can Perform
Install Relay Admin only
Uninstall Relay Admin only

View Relay Status All users


https://help.hcl-software.com/bigfix/11.0/platform/Platform/Installation/c_assigning_relays.html
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View Relay Hierarchy All users

Installing a Relay

1. Expand Explore from the side navigation, and then select Devices.
2. Goto Device Explorer —List View. When you click a Device Name from the table, the Device Details page opens.

() HCLBigFix [NQ)
& Home «  Dedcsosoe > wim
® e ~ WIND Llo =
| Deves Instal ey
Overview Relevant Fixiets  Deployments
Fiers
Deployments Maintenance window Groups of which this device is a member ® View all groups (5 Add to static group
% Resolve v
0 Reportng o [ oterminethebest e orsie Sttcgrows © (@ Z50T 20T ste. X
£ Administration v o) @ 5 D) @
Core properties
Device name Lastseen o 0 family Operating System Device type
WINTI 11 minutes ago 548217685 Windows Windows 11 Professional Server
IP addresses. Mac addresses. DNS name Active Directory Path Type Agent version
1921681106 -fé 111.d.d he CN=WIN11,CN=Computers,DC=d, Native 11.05.204

DC=domain,DC=home

Bl cpy Computer Type Free Space on System Drive RAM Relay
02/15/2024 3400 MHz Common KVM Virtual 17811 MB of 60716 MB 8160 MB bigfix-relay-top-
processor 0.5Dx0010.play.hclsofy.dev:52311

Subnet address
19216810

3. From the Overview tab of the selected device, click on the Install relay icon to open the Install Relay wizard.

Note: The Install Relay and Uninstall Relay buttons are visible only for admin users.
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Install Relay

Relay Mame

Tha Ralay name iz what will be used by BigFix Agenis to find and connact 1o the Relay
on tha network. You can ovarride this value to a differant fully qualified domain name
or IP address.

Win1l.d.domain.home ‘

Install location
Pleasea spacify the desired full path for the Relay service.

C:\Program Files\BigFix Enterprise\BES Relay ‘

Relay selection

Primary Relay

Select the desired parent Ralay to which this new Relay will connect (useful 1o dafine
a tiered Relay hiararchy).

Cloud Relay (bigfix-relay-top-0.sbx0010.play.hclsofy.dev) -

Secondary Relay (optional)

Cloud Relay (bigfix-relay-top-0.sbx0010.play.hclsofy.dev) -

Authentication @

Relay authentication is recommended for internet-facing Relays.

Cancel Install Relay
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4. Inthe Install Relay wizard, provide the required details:

o Relay Name: Auto-suggested based on the client's host name (FQDN or IP), customizable by the user.
o Install Location:
= For Linux, it is set by default.
= For Windows, users can configure the path during installation.
o Relay Selection:
= Choose the Primary Relay (default isthe SaaS Cloud Relay).
= Optionally, you can set another device as the Secondary Relay to act asafallback if the Primary Relay
becomes unavailable.
o Authentication (for internet-facing Relays): Enables protection against unauthorized use.
5. Click Install Relay.

The action islisted in the Deployments tab of the selected device and in the Deployment M anager after a few minutes.

Manage an Existing Relay

For devices where a Relay is already installed, the device Overview page displays the following changes:

Your trial will expire in 329 days [NEJEIIEN

() HCLBigFix Q)
@ Home « Device explorer > WINTI
@ e © WIND o e
| Devices
overview Relevant Fixiets  Deployments
Fixets
Deployments VTS e e Groups of which this device is a member ® View allgroups {5 Add to static group
%7 Resolve v
Determine the best tme fortis device to undergo remediaton, s this will
[ Reporting v minimize disruption and strearmiine the automation of the remediation process. static groups @ (E123-01-2026 static... X
€ Administration v Dynamic groups @ (@ D @ D) @ G )
Relay Installed T Uninstall Relay

Nam Service stat

WinT1.d.domainnome Running

Distance to Parent Relay Reporting

6 [

Core properties

Device name Last seen o os famiy Operating System Devicetype
WINTT 6 minutes ago 548417685 Windows Windows 11 Professional Server
IP addresses Mac addresses DNS name Type ‘Agent version
1921681106 4e-b2-ed-f4-f5-4c Win11.d.domain. home ., Native 11.0.5.204
si0s cru Computer Type Free RAM Relay

» Thelnstall Relay button is hidden.
» A Relay Installed section is shown, which includes:
o Relay name
o Relay status
o Distance to Parent Relay
> Reporting Devices
 Uninstall Relay button is shown.

Uninstalling a Relay

At any point in time, as an Admin, to uninstall arelay, complete the following.

1. Expand Explore from the side navigation, and then select Devices.
2. Goto Device Explorer —List View.

3. Click on the device which isa Relay.
4. From the device Overview tab of the selected device, in the Relay I nstalled section, click Uninstall Relay.
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The actionislisted in the Deployments tab of the selected device and in the Deployment Manager after a few minutes.

Best Practicesfor Relay M anagement

* Avoid circular hierarchies: Ensure each Relay has asingle, clear parent Relay.
» Monitor Relay load: Balance endpoint connections to prevent performance issues.

» Use Distance to Relay to identify optimal Relay placement.

« Deploy incrementally: Start with asingle layer of child Relays and expand based on bandwidth needs and endpoint
locations

Client settings management

Configure, modify, or remove BigFix client (Platform) settings for individual or multiple devices using Device Explorer in
BigFix SaaS.

BigFix SaaS enables you to manage client (Platfor m) settings directly from the web-based interface without using the BES
Console. These settings control client behavior such as CPU usage limits, relay selection, and action execution policies.

This feature allows you to:

* View current settings for a device.

» Add, edit, or delete client settings.

« Configure relay selection (automatic/manual).

» Apply settings across multiple devices using targeting options.
* Search, filter, and validate settings.

* Track pending changes before deployment.

* Prevent invalid or duplicate entries.

Accessing Client Settings

1. From the BigFix SaaS application, expand Explore and select Devices.
2. Changeto list view and select the device you want to configure.
3. Click the# gear icon to open the Client Settings drawer.

Your trial will expire in 4 days [EEJELIENS

() HCLBigFix ® ®
{2 Home K Device explorer > WIN-SANDHYK2019
Explore ~ N . "
WIN-SANDHYK2019 TR remediate
Devices
Overview Relevant Fixlets Deployments
Fixlets
Depl 1t . . v fi .
eployments Maintenance window Groups of which this device is a member © View all groups Add to static group
%4 Resolve v
(@ Reporting v Static groups ®
Determine the best time for this device to undergo — - -
3 Administration v remediation, as this will minimize disruption and (B&fsandr xX) @& p11X) & pX)
streamline the automation of the remediation process.
(Fsrivatyemeer) @resconD) @ ) @esgow)
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The Update client settings opens.

Update client settings

Relay selection

@ Auto

O Manual  Select Primary Relay

Mew settings

Existing settings

0 updates

Others

_BESClient_ActionManager_HistoryKeepDays

_BESClient_ArchiveManager_LastArchive

_BESClient_Comm_EnableConnectionTriggers

_BESClient_Comm_FerceHttpsOnRelay

4+ Add setting

Q, Search
Expand all ~ Collapse all A
w
1095 [m]
44495415e18b8685d438da07 251 Beacd 34b0beE9... E

Viewing and editing existing settings

—

« All existing BigFix Platform client settings of the selected device are listed in collapsible categories (For example,
Action execution, Action management, Archiving client files and so on).

* Each category includes:

> Name and editable VValue fields of every client setting under the category
o Documentation link that contains specific information of the client setting
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o Button to expand or collapse

o Delete icon to remove the client setting (changes to Undo icon when deleted). The input field is disabled when
the setting is deleted.

> Undoicon to revert a delete or edit and restore the original value (changes to Delete icon when restored)

« All edits, additions, and deletions are tracked and displayed as atotal count of updates, as well as grouped under each
affected category.

Search and navigation

 Use the sear ch bar to find settings by name.
» Matching settings are listed as per the search.
» Use Expand All or Collapse All for quick navigation.

Configuring Relay Selection

Under the Relay Selection section:

 Choose Automatic or Manual.
* For Manua:
o Select aPrimary Relay (Cloud or On-Prem).
o Optionally add a Secondary Relay as fallback.

Note: Apply relay settings carefully to avoid connectivity issues.

Adding a new setting
A. Defining a new setting

1. Click Add Setting.
2. Enter akey name and value.

Note:
o Avoid overwriting platform-defined settings unless necessary.
o Use clear, consistent naming for custom settings.
o For structured data (like JSON), validate syntax before saving.

3. Repeat to add more key-value pairs.
4. Duplicate or empty fields are not allowed; errors are shown inline.

¥4 Note: Long values are fully visible via tooltips and support horizontal scrolling for editing. You
can enter JSON strings, which are accepted as plain text.

B. Submitting Changes

1. Click Update Settings to deploy changes.
2. A BigFix Action is generated and visible in the Deployment M anager .

Related information
Device Explorer (on page 43)
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Fixlet Explorer

Fixlet Explorer enables users to view and manage Fixlets, which are sets of instructions for the BigFix agent to execute on
devices. Users can filter and deploy Fixlets, access detailed information on CVEs, and navigate through a data table displaying
relevant Fixlet details.

BigFix datais based upon Fixlets. A Fixlet isaset of instructions that the BigFix agent executes on an enrolled or onboarded
device. Examples include updating installed software, remediating particular CVEs, or removing malware. These are only a
very small sample of BigFix’s capabilities. BigFix customers benefit from end-to-end security, protection, monitoring, and
management delivered through this out-of-the-box content. A Fixlet will also define what those actions are and specify the
criteriathat determine whether those actions are relevant for a specific device.

After installation, BigFix agents continuously evaluate the relevance criteria on the enrolled device. They then determine whether
aFixlet isrelevant to that device, e.g., whether it is relevant or not.

To access the Fixlet Explorer app, expand Explore and select Fixlets.

Your trial will expire in 84 days

() HCLBigFix ® ®
{2 Home K
Fixlet Explorer - Overview A E
Exple ~ H
xplore Updated: Jan 29, 2026 15:57:25
Devices R .
Quick links View all
27946 1333 493 106 4 31
Deployments
27 Resolve v Applicable Fixlets Relevant Fixlets Relevant Fixlets
Fixlets applicable to that address at least Applicable High released in the past 7 released in the past
Total Fixlets one or more devices one Vulnerability... Severity Fixlets days 30 days
[@ Reporting v
£83 Administration v RS
%7 Internal ONLY v
Applicable Fixlets by severity (top 4 by count) Total severities: 442 Applicable Fixlet categories (top 5 by count)

Medium 22

High 97 ——_ ‘
__— Moderate 168

Important 155 _/

B BugFix Advisory: 723 I security Advisory: 339
B Overating System: 115 B Update: 26

B security Update: 21

Applicable Fixlets by source (top 5 by count)

1,200 — Total 1306
w 1,000

. Red Hat 1084
i ]
S a0
F [ cL BigFix KEV Content Pack 134
2 600
H I Vicrosoft 75
3 [ ES 25
2 0 134

75 25 8 B cooge 8
. . —
Red Hat HCL BigFix KEV Content Pack Microsoft BigFix Google

in

By default, the datais displayed in chart view. Click to view the datain atable.
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Your trial will expire in 84 days

(9 HCLBigFix (H
{2 Home K

Fixlet Explorer - List view . © _
@ : 5] = Manage reports ~
@ Explore ~ Updated: Jan 29, 2026 16:26:45 -E

Devices

Fixlets

Deployments 0 of 1333 fixlets selected
%4 Resolve v ] Tite SitelD Ty D % Severity T, Category Ty
E Reporting v 92 [] LinuxKernel Use-After-Free Vulner. 15785 30240 High Operating System
I
@ Administration v 93 D List enabled modules to file on clier 15763 501 Unspecified Support
%4 Internal ONLY v 94 D Manage KEV Scanner Settings 15785 120 No data Utility Task

Note: Fixlet Explorer shows only the top 100 Fixlets for afilter and does not support pagination or endless scrolling.

There can be thousands of Fixlets relevant to the devices associated with an account. The design focuses on filtering to enable
customers to explore the Fixlets relevant to their account and specific associated devices.

TheFixlet Explorer datatable containsthe following fields:

« Title— Displays thetitle of the Fixlet.
o The Fixlet nameis a clickable hyperlink. Selecting it opens the Fixlet Explorer — Detail Page, where you can
view complete information about that Fixlet, including applicable devices, associated CVEs, and metadata.
* SitelD —
* | D — Shows the unique numeric identifier assigned to each Fixlet in the BigFix environment.
» Relevant Devices Count — Displays the number of devices currently relevant for that Fixlet, helping you quickly gauge
itsimpact or applicability within your environment.
* CVE IDs- Lists any associated Common Vulnerabilities and Exposures (CVE) identifiers linked to the Fixlet.
o If any CVE identifiers are linked to the Fixlet, each CVE ID isaclickable hyperlink. Selecting it opens the CVE
IDs panel, which displays detailed vulnerability references related to that Fixlet.
* Severity — Indicates the severity level of the Fixlet as classified by the source (for example, Critical, Important, or
Unspecified).
« Category — Describes the type or classification of the Fixlet, such as Update, Security Advisory, or Undo Workaround.
* Sour ce Release Date — Displays the release date of the Fixlet as provided by its source, indicating when it became
available.
« Source - Origin or vendor of the Fixlet (for example, Microsoft, Apache).
» Source ID - Vendor-specific reference number.
» Download Size - Size of any related patch or update file.

Let'sgo through thetop row of the Fixlet Explorer table, from left to right:

—
i
==
» TheFilter icon brings up the filter (on page 10) sidebar. In this sidebar, users can narrow down the displayed

Fixletsusing avariety of parameters.

« The total number of Fixlets relevant to the devices enrolled in your account

» The number of Fixlets that have been selected in the data table. The Deploy button brings up the deployment menu,
which enables users to turn Fixlets into deployments that will be run on relevant devices. Users must select Fixlets by
checking the box next to the Fixlet name in order to access the deployment menu.
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Note:

By default, the Deploy button is disabled and can only be clicked when at |east one Fixlet is selected in the data
table. For users whose local administrators have not granted deployment rights, the Deploy button may remain
permanently disabled.

* The Fixlet Explorer data table supports sorting (on page 10) by clicking a column header label. Click again to reverse
sort.
« For more details about filtering, sorting, managing reports, and exporting, see Common Functionalities (on page 10).

The Fixlet Data table only shows a summary of the Fixlet. Click on the Fixlet name to bring up a more focused Fixlet Explorer
page with additional details for the Fixlet.
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ur trial will expire in 84 days

Relevant Devices

QIO

Fixlet Explorer > 4072699: Set registry value to unblock installation of security updates - Windows 7 / Windows Server 2008 R2 / Windows Server 2012 / Windows 8.1/ Windows Server 2012 R2 / Windows 10...

4(072699: Set reqistry value to unblock installation of security updates - Windows .

Deployments

() HCLBigFix
@ Home «
Explore A
Devices
Overview
Fixlets
Deployments Properties
%4 Resolve v
D CVE(s)
[ Reporting o 2.407269901 N/A
3 Administration v Release Date Source
Jan 04, 2018 Microsoft
% Internal ONLY v

Relevance (3 of 4 shown) View All

Relevance 1

. Wrap long lines |_|:| Copy code

(if( name of operating system starts with ) then platform id

of operating system I= © else ) AND (if exists property
then ( not in proxy agent context ) else )
v Show More
Relevance 2

. Wrap long lines |_|:| Copy code

not ia64 of operating system

v Show More
Relevance 3

. Wrap long lines |_|:| Copy code

((name of it = OR name of it = ) OR name of it =

OR name of it = OR name of it = OR name of

it = OR name of it = OR name of it =

) of operating system

v Show More

Severity Category
Unspecified Setting
Source ID Download Size
KB4072699 0

Actions (1 of 1 shown)

Action1 -

. Wrap long lines |_|:| Copy code

regset "
[HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\Windows\Currentversion\QualityC
“cadcasfe-87d3-4b96-b7fb-a231484277cc"=dword: 0

A Show Less

To learn more about the CVE(s) associated with a Fixlet, click the blue highlighted CVE number in the CVE column. Thiswill
cause the CVE panel to slide out from the right side of the screen, providing additional information about the CVE.
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CVEIDs
Fixlet

CVE-2018-11135

&

CVE-2018-11001

&

CVE-2018-12126

=

CVE-2018-12127

=

CVE-2018-12130

B

CVE-2017-5753

=

CVE-2017-5715

=

CVE-2018-3632

&

CVE-2018-3615

=

CVE-2018-3620

=

CVE-2018-3645

=

Related information

Adding devicesto BigFix (on page 18)
Protection Level Agreement (PLA) (on page 89)

Fixlet Details page

Learn about the various widgets present on the Fixlet Details page. Widgets help you learn more about a deployment, Fixlet,
specific relevance script, or understanding a Fixlet's origins.

The Fixlet Details page allowsto drill down into aFixlet for its specific information. These details can be especially useful when
evaluating whether to deploy a particular Fixlet, explore the specific relevance script, or understand more about the Fixlet's
origins.

To access the Fixlet Details page, click on the Fixlet name from the data table. Once loaded, the Fixlet Details page has severa
widgets that display properties that are unique to the selected device.
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(D HCLBigFix (GNQ]

™ Home K Fixlet Explorer » 2696547: Manage SMBv1 in Windows and Windows Server - Disable Workaround (Remove SMB v1 completely) - Windows 8.1/ Windows 10 / Windows Server 2012 R2 / Windows Server 201...

Erotore ~ 2696547: Manage SMBVI in Windows and Windows Server - Disable Workaround (..

Devices
Overview Relevant Devices Deployments
Fixlets
Deployments Properties
%7 Resolve v
D CVE(s) Severity Category
@ Reporting o 2.269654707 N/A Unspecified Undo Workaround
@ Administration « Release Date Source Source ID Download Size
May 15, 2017 Microsoft KB2696547 [null]
%7 Internal ONLY v
Relevance (3 of 4 shown) View All Actions (1 of 1 shown)
Relevance 1 Action1 v
. Wrap long lines |_|:| Copy code
. Wrap long lines |_|:| Copy code
(if( name of operating system starts with “Win” ) then platform id a
of operating system I= & else ) AND (if exists property “in if {((((name of it = "Wing" AND value "Curr:

proxy a IARE

then ( not in proxy agent context ) else ) "HKEY_LOCAL_MACHINE

of native registry as string is

AND service pack major version of it = 0) or name of it = "
OR (it starts with "Win" AND it does mot start with "Win2e") of
v Show More name of it AND (exists value "Curr: rvel nNumber™ of it AND

value "CurrentMajorVersionNumber” of it as integer = 10) of key
"HKEY. ARE t\Wind NT\Current on"
Relevance 2 = = e
of native registry) of operating system}
@ \Wrap long lines |_|:| Copy code // Disable wowé4 redirection on x64 0Ses

ection {not x64 of operating system}

not ia64 of operating system

__createfile

/] CREATEFILE

until END_OF FILE

Enable-WindowsOptionalFeature -Online -FeatureName SMB1Protocol -

v Show More NoRestart
END_OF FILE
Relevance 3
delete powershell.psl
@ Wrap long lines [0 Copy code move _ createfile powershell.psl

aithidden { pathname of file ((it as string) of value

" of

((((name of it = “ AND value * key
"HKEY. L_MACHINE\SOFTWARE t\Windows N "HKEY_LOCAL_MACHINE ARE t\Powershel1\1\shellIds\micr
+ff ETE TSy S S | ) OR name of it — of native registry) } -Executionpolicy Bypass -File powershell.psi

16" OR name of it starts with

2R2")) or (name of it =

AND (exists value "Cur Number” of it AND

{not x64 of operating system}
v Show More

A~ Show Less

Overview - Fixlet Properties

The Fixlet Properties widget is located in the center of the page. The Fixlet Properties widget displays properties associated with
the Fixlet, such as its severity, author, and release date.
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Your trial will expire in 83 days

(D HCLBigFix ® ®
@ Home &« Eixlet Explorer > 2696547: Manage SMBv1 in Windows and Windows Server - Disable Workaround (Remove SMB v1 completely) - Windows 8.1 / Windows 10 / Windows Server 2012 R2 / Windows Server 201....
Explore ~ L . . . .

2696547: Manage SMBVvI in Windows and Windows Server - Disable Workaround (..
Devices
Overview Relevant Devices Deployments
Fixlets dny
Deployments Properties
%7 Resolve v
D CVE(s) Severity Category
[ Reporting « 2.269654707 N/A Unspecified Undo Workaround
@ Administration « Release Date Source Source ID Download Size
May 15, 2017 Microsoft KB2696547 [null]
%7 Internal ONLY v
Relevance

Relevance is a scripting language used by BigFix to create Fixlets. Whileit is not required to learn Relevance, understanding the
relevance definitions and the criteria that the Fixlet satisfies can be beneficial. Click View All in the widget’s header to see the

full Relevance query.
Your trial will expire in 356 days

(D HeLBigFix @ Q

@ Home &

Relevance (3 of 4 shown) View All Actions (1 of 1 shown)
Explore ~
Relevance 1 Action1 -
Devices
Fixlets Q Wrap long lines |_D Copy code
e Wrap long lines |_|:| Copy code
Deployments (if( name of operating system starts with "win” ) then platform id a
of operating system I= & else ) AND (if exists property “ir if {((((name of it = "Wing" AND value "CurrentV of key
%7 Resolve v . agent context® th i a7 1T CHINE\S icros - v
agent context” then ( not in proxy agent context ) else ) KEY_LOCAL_MACHINE\SO icrosoft\Windows ersi
of native registry as string is "6.3") OR name of it = "Wing
[2) Reporting v AND service pack major version of it = ©) or name of it = "Winie”
OR (it starts with “Win" AND it does not StRrt with "Win2e") of
€3 Administration ~ v Show More name of it AND (exists value "CurrentMajorVersionhumber” of it AND
value "Curr

of it as integer = 10) of key
User management 4 + cio

E\SOF E\Microsoft Currentversion”

Relevance 2 KEY_LOCAL_MACHI!I A E\Wi
of native registry) of operating system}

e Wrap long lines |_|:| Copy code // Disable wowé4 redirection on x64 0Ses

action uses wow64 redirection {not x64 of operating system}

not ia64 of operating system

Thiswidget presents the Fixlet relevance code, allowing comprehension of the relevance definitions and criteria fulfilled by the
Fixlet. Click View All in thiswidget to display the entire relevant statement for the selected Fixlet.
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< Fixlet Explorer: Details Updated: Jun 26, 2024 20:13:13

2.269654707 - 2696547: Manage SMBv1in Windows and Windows Server - Disable Workarou..

Relevance (4 of 4 shown)

Relevance 1
(if( name of operating system starts with ) then platform id of operating system I= & else ) AND (if exists property then ( not in proxy
agent context ) else )

Relevance 2

not ia64 of operating system

Relevance 3
((((name of it = AND value of key of native registry as string is ) OR name of
it = )) or (name of it = OR name of it starts with AND (exists value of it AND value of it
as integer = 10) of key of native registry) or (((name of it = AND value of key
of native registry as string is ) OR name of it = ) AlD service pack major version of it = ©) or
(name of it = OR (it sith AND it does not start with ) of name of it AND (exists value of it AND value
o integer = ) of key of native registry)) of operating system
Relevance 4
not exists key of native registry

This widget displays the actions that the selected Fixlet will execute when it isrun on targeted, relevant devices. These actions
are the actual commands that are run on the devices. Some Fixletsinclude multiple actions. Y ou can view all available actions for
aFixlet by selecting the Action dropdown menu.

Relevant Devices

This tab displays information about the relevant devices, including their names, dates last seen, 1Ds, OS family, operating
systems, device types, associated | P addresses, DNS name, and associated MAC addresses.

Your trial will expire in 83 days

(D HeLBigFix @ Q

@ Home &

Explore ~ Devicename Ty N Lastseen T, D osfamily Ty Operating system T,
Wind St 2019
Devices 14 SAASNILESHWINT 7 weeks ago 1619320885 Windows indows Server
Standard
Wind S 2019
Fixlets 15 SAASNILESHWINT 7 weeks ago 538730224 Windows indows Server
Standard
: Windows Server 2019
Deployments 16 SANDHYAWIN2019 7 weeks ago 16180985 Windows Standard
%4 Resolve v 17 VANJI-WINDOWS 7 weeks ago 538064145 Windows Windows 11 Professional
; Windows Server 2019
@ Reporting v 18 SAASNILESHWINT 7 weeks ago 1078901487 Windows Standard
@ Administration v 19 DESKTOP-84U605I 7 weeks ago 1083309832 Windows Windows 11 Professional
%4 Internal ONLY v 20 DESKTOP-84U605I 7 weeks ago 1623151053 Windows Windows 11 Professional

Deployments

This tab shows a chronological list of every deployment in which this Fixlet has been included.
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Your trial will expire in 83 days

(9 HCLBigFix 5 ® @®

@ Home &

Explore N Name State Issued Ty D T Startdate T, End date T,
Devices 22 SEISEEEZE;Z‘;T;‘QVO\/T%VZE 8 weeks ago 1341 [null] Dec 3, 2025 at 06:55 (Client)
Fixlets 23 Test 8 weeks ago 1237 [null] Dec 1, 2025 at 06:03 (Client)
Deployments 24 Testing_TestCasel 8 weeks ago 1235 [null] Dec 1, 2025 at 05:38 (Client)

g Resolve v 25 123 9 weeks ago 1082 [null] Nov 25, 2025 at 07:24 (Client)

E Reporting v 26 test 2 10 weeks ago 1012 [null] Nov 23, 2025 at 08:50 (Client)

€ Administration o 27 %ﬂzfigﬁggm?gﬁ;ﬁf? 11 weeks ago 907 [null] Nov 16, 2025 at 06:55 (Client)

27 Internal ONLY o 28 g:;zxgéia“ﬂ\?izgz%g; _FT 11 weeks ago 899 [null] Nov 15, 2025 at 06:55 (Client)

Deploying Fixlets

Learn how to deploy Fixlets using the Fixlet Explorer deployment wizard. Get to know about the optional customizations that
you can configure for each step of the wizard.

A Fixlet comprises instructions executed by the BigFix agent on an enrolled device. At BigFix, the process of executing a Fixlet
istermed a deployment. BigFix provides numerous customization opportunities for optimizing performance during Fixlet
deployment.

This topic elaborates on how to deploy a Fixlet from the Fixlet Explorer.
To access the deploy menu, expand Explore and click Fixlet.

From the Fixlet list view, select at least one Fixlet. The Deploy button is enabled. Click Deploy that slides out from the right.
The wizard will guide you through the steps to create a new deployment.

Your trial will expire in 83 days

(9 HoLBigFix ®Q

{2 Home K
Fixlet Explorer - List view ® _ f
5] = Manage reports ~
Explore o Updated: Jan 30, 2026 15:21:37
Devices

N Charts (0 charts set o
Fixlets e

Deployments

e 1y Deploy
%7 Resolve v

10f 1333 fixlets selected

E Reporting v

B Tite SitelD T D % Severity T, Category T,

3 Administration v —
1 1696547: Manage SMBv1in Windo' 2 269654707 Unspecified Undo Workaround

%7 Internal ONLY v

2 D 2696547: Manage SMBv1in Windoy 2 269654705 Unspecified Workaround

3 [] 2960358 Update for Disabling RCZ 2 296035803 Unspecified Security Update

,'* Note: By default, the Deploy button isinactive. It becomes active once Fixlets are selected in the data table. Multiple
Fixlets can be selected and combined into a single deployment.

The Deploy Wizard allows to customize user deployments; however, these customizations are optional.
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Deploy

Fixlets Actions Devices Behavior Schedule Summary

Filter the Fixlets below C Reset Filters

@ Sing\econd{'ﬂj‘on O Multiple condition (OR)

@ Single condition O Multiple condition (AND)
Property Operator

Property v

Select the Fixlets to remediate

Selected 1 Fixlets to deploy.

1. Fixlets: The selected Fixlets are considered for remediation. Y ou can modify the Fixlet selection in this step.

2. Actions: In this step, confirm the actions you want the Fixlets you have selected to perform. This isimportant because
not every Fixlet has asingle, default action. It is also possible to remove Fixlets that do not have any actions that can be
performed on the devices selected in the prior tab.

There are two different types of Fixlets that may require attention before deployment:

o Attention reguired - requires input from the user to be able to deploy successfully. To aid with visua
identification, attention required Fixlets are highlighted in red and are marked with a crossicon. Some Fixlets
require attention because they cannot run without some input from the user, such as a password.

o Attention recommended - requires user input to select the action the Fixlet should perform. To aid with visual
identification, attention recommended Fixlets are highlighted in orange and are marked with awarning icon.
Some Fixlets have multiple possible actions and users must select which action they wish for the deployment to
perform. Users must select at least one action per Fixlet.

Once the necessary information is provided for all Fixletsto run correctly, agreen checkmark will appear and the
highlighting will be removed.

Until you provide the required information for all attention required and attention recommended Fixlets, you cannot
proceed with their deployment. Once thisinformation is provided, click Next to proceed to the sequence tab.

3. Devices: This step prompts you to confirm the devices for the deployment. Choose to deploy to all applicable devices
or utilize various filters to narrow down the deployment size. Since filtering is optional, it is possible to skip this step by
clicking Next.

To access the filter menu, click the Add Filter button. BigFix supports three types of filtering: static, dynamic, and
devicelist.

o Static Filter - a static filter reduces the number of devices using information that is known about a device
when the deployment is created. In the static filter tab, it is required to first select an attribute to filter devices.
Examples of attributes include computer type, BIOS, and Agent Version. Then, specify the condition , such as
"contains', "equals’, or "startswith". Finally, input avaluein free text that is used for purposes of filtering.

To add additional static filter groups, click Add Group.

> Dynamic Filter - While static filtering is a subset of alist of applicable devices at the time when the deployment
is created, dynamic filtering continuously evaluates whether a device is applicable aslong as the deployment is
active. When using dynamic filtering, the Deploy Wizard displays the number of applicable devices at that time.
That number, however, may go up if additional devices become eligible for the deployment.
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In the dynamic filter tab, first select an attribute to filter devices. Examples of attributes include computer type,
BIOS, and Agent Version. Then, specify the condition , such as"contains', "equals’, or "starts with". Finally,
input avaluein free text that is used for purposes of filtering.

To add additional dynamic filter groups, click Add Group.

o Device List - Thisoption allows to input afixed list of devices where the deployment will be applied. Devices
can beidentified using their name, DNS, and | P address.

Regardless of how they are identified, each device must be in a separate row. A maximum of 1,000 devices can
be added in asingle device list. If you intend to target more than 1,000 devices using device lists for filtering,
create separate deployments. Once the appropriate filters have been selected, or if no filter is needed, click Next.
4. Behavior: Some deployments can affect many devices simultaneously. The sequence tab provides you with control over
deployment timing, display of alertsindicating Fixlet deployment availability for devices, and actions upon deployment
completion. Note that selecting any of the provided options is not mandatory.

The sequence tab has a number of toggle switches users can turn on or off. They are presented as an order of events from
top to bottom. The sequence order is as follows:

a. Start download immediately - Some Fixlets can contain large files. This option allows usersto control whether
all applicable devices should begin downloading the Fixlet as soon as the deployment is created.

b. Before running message - As a device may become unresponsive while a Fixlet is being deployed, this gives
users the option to display awarning for an amount of time before the Fixlet is applied. This may also be useful
if arestart isrequired, so end users can save work.

¢. While running message - As adevice may be unresponsive while a Fixlet is being deployed, this allows users to
write a message that will be displayed on the screen until the deployment is complete.

d. Reboot/restart device on deployment completion - This determines whether the device will be forced to restart
after the deployment is complete.

e. Onfailureretry - Occasionaly, deployments fail to complete successfully on adevice. Should this occur, this
allows users to determine if they would like BigFix to automatically try the deployment again. Users may also
specify the maximum number of retries and the time interval between retry attempts.

f. Reapply whenever it becomes relevant again.

After selecting the desired sequence, click Next to proceed to the schedule tab.

5. Schedule: Not required. Determining a deployment’ s start and end time gives BigFix users atool to control their
deployments. Typically, deployments do not happen immediately. Some devices may be powered down, or disconnected
from the Internet, or otherwise unable to have the Fixlet applied. Scheduling allows to control how long BigFix will
attempt this particular deployment.

There may be other reasons to control the end time. For example, an organization may wish to ensure that all
deployments run overnight to minimize businessimpact.

The schedule tab has two options: Start Time and End Time. In thefirst, select the calendar date and the start time
when BigFix will begin attempting to apply the deployment. Y ou may also select if you want to use client time (e.g., the
time zone where the deviceis located) or UTC.

In the second, select the calendar date and the start time when BigFix will stop attempting to apply the deployment. Y ou
may also select if you want to use client time (e.g., the time zone where the deviceis located) or UTC.

If no scheduling option is selected, BigFix will begin the deployment immediately.

Run during agent’s configured maintenance window: Select this option, if you want to deploy the Fixlet during the
set maintenance window (on page 52).
After selecting the desired schedule, click Next to proceed to the summary tab.

6. Summary - This step shows all of the choices made related to the deployment created. This allows to review all of the
things the deployment will do in one location. It is also required to input a name for the deployment on the summary
page.

After reviewing your selections, click Deploy.
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Related information
Fixlet Explorer (on page 68)

Fixlet Streams

Fixlet Streams help to automate the process of remediating endpoint vulnerahilities, such as patch and update deployments,
while offering flexibility for manual intervention when critical issues arise. The feature ensures routine security and compliance
tasks are handled efficiently, freeing up IT teams to focus on strategic initiatives. Additionaly, it allows for ad-hoc remediation,
enabling swift responses to urgent issues like zero-day vulnerabilities.

It offers a unique blend of routine automation and emergency flexibility, which is not fully availablein existing BigFix features.
It adds real-time response capabilities, more efficient emergency patch handling, and enhanced time-saving measures, making it a
powerful tool for modern IT and security teams.

Key Benefits

* Increased Efficiency: Automates routine patch and update deployments, reducing the manual effort required and
allowing IT teams to focus on higher-priority tasks.

« Faster Response to Emer gencies: Provides the flexibility to deploy critical patches and updates immediately in
response to urgent threats, such as zero-day vulnerabilities.

 Improved Security and Compliance: Ensures endpoints are consistently updated with the latest security patches,
reducing therisk of vulnerabilities being exploited.

* Strategic Focus: By handling the majority of remediation tasks automatically, I T teams can dedicate more time and
resources to strategic initiatives that add value to the organization.

* Reduced Risk of Human Error: Automation reduces the likelihood of manual errorsin patch deployment, ensuring
consistency and reliability across the organization’s endpoints.

Setting Up Automated Remediation

The Fixlet Stream feature allows users to automate patch and update deployments across devices by utilizing pre-built or custom
(on page 85) Fixlet streams. The Fixlet steams are displayed as car ds showing the stream’s name, status (Active/l nactive),

and abrief description.
Your trial will expire in 83 days

(9 HCLBigFix ® ®
{2 Home K
Explore ~  Fixlet Streams (76)

= s
Updated: Jan 30, 2026 15:45:47

Devices

Fixlets

11111bbb Fixlets compliance Deployment progress
Deployments
SaaSTryandBuytest test
No description g\?aﬁ;k‘;\]e & Edit subscriptions
5 ~
5 Resolve 100%
CyberFOCUS
11111k Fixlets compliance Deployment progress Edit automation
Protection Level Agreement
(PLA) SaaSTryandBuytest test No data No data J Eait subscrintions
No description available available P

Custom Remediation

DEX

Y ou need to Subscribe Devices to aFixlet Stream. Thisis done by creating dynamic filters that continuously match devices
based on defined criteria. Y ou can group devices by specifying conditions based on attributes, such as OS or software version,
and then applying or resetting these conditions. Once applied, devices are subscribed to the stream, and you can proceed to
Create automation for deployment. Throughout the process, you'll also be able to monitor Fixlet compliance and Deployment
progress for the active stream. For step-by-step information, read Setting up Fixlet Streams (on page 80).

Key Notes:
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» Dynamic Filters: Filterswill continuously evaluate device subscriptions, ensuring that newly added devices meeting the
criteriaareincluded in the deployment automatically.

» Multiple Conditions: Y ou can refine your subscriptions by adding multiple conditions, creating complex filters to target
specific device groups.

Filtering

The Filtering Capability in Fixlet Streams enables usersto refine their search based on specific criteria, making it easier to
quickly find relevant updates and patches. This feature includes the following filters, each targeting a key aspect of every Fixlet
stream:

» Name: Filters Fixlet streams by searching for specific strings within the Fixlet stream's name.

* Description: Filters Fixlet streams by searching for specific strings within each Fixlet stream's description.

» CVE Name: Filters Fixlets based on Common V ulnerabilities and Exposures (CVE) identifiers, aiding in locating
security patches for particular vulnerabilities.

* Type: Filters Fixlets based on selected types, whether built-in or custom.

* Vendor: Filters Fixlets by vendor, enabling targeted patch management for software from specific providers.

« Category: Allowsfiltering by category, such as security or updates, within the Fixlet streams.

* Severity: Filters Fixlets by severity level (e.g., critical, high, medium, low), helping prioritize patches that require
immediate attention.

Saving aview

Fixlet Streams support saving a view (on page 10) of the filtered and sorted data and access the saved view quickly when needed.
Monitoring

« Fixlet Compliance: The Fixlet compliance per centage shows the proportion of devices that have successfully applied
the patch or update from the Fixlet Stream. Regular monitoring of this metric ensures that devices are keeping up with
your desired compliance levels. If the compliance percentage is lower than expected, investigate why certain devices are
not compliant. This could be due to errorsin the deployment or devicesthat didn’t meet the dynamic filter criteria

» Deployment Progress: The system also provides a deployment progress bar for the active Fixlet Stream, allowing you
to track how far along the deployment processis.

o Real-Time Updates. Use the progress bar to monitor the deployment statusin real time. This can help you spot
any delays or issues during roll out.

o Adjust Deployment Timing: If you see that deployment is not progressing as planned, you can adjust future
schedules or rerun the deployment for specific device groups.

Best Practices

* Regularly Review Device Subscriptions: Ensure that new devices matching your criteria are automatically subscribed
and that conditions remain relevant over time.

* Monitor Compliance Metrics: Stay proactive by checking Fixlet compliance and deployment progress to address issues
early.

» Keep Automation Up to Date: Revisit and refine automation definitions as organizational needs evolve.

Additional Resour ces

» Common use cases (on page 87)
* Troubleshooting (on page 86)
Setting up Fixlet Streams

Setting up Fixlet Streams involves accessing the built-in streams displayed as cards and subscribing devices based on dynamic
filters. Y ou can create targeted subscriptions by specifying conditions based on attributes, ensuring that the right devices
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receive necessary updates. Once devices are subscribed, you can create automation for seamless patch deployments and monitor
compliance and progressin real time.

To set up your Fixlet Stream, complete the following steps.

1. Accessing the Fixlet Stream

1. Logingin

Log in to BigFix SaaS using your Admin credentials.

2. GototheFixlet Stream Section

In the BigFix SaaS application, from the left pane expand Resolve and select Fixlet Stream. This opensthe list of
available streams. All built-in Fixlet Streams are presented as car ds. Each card provides:

o The name of the Fixlet Stream.

o Its status (Active/lnactive).

o A brief description of the Fixlet Stream.

o Actionsto Create subscriptions or Create automation.

Your trial will expire in 83 days

(9 HCLBigFix
{@ Home <4
Explore ~
Devices
Fixlets
Deployments
%7 Resolve

Fixlet streams

CyberFOCUS

Protection Level Agreement
(PLA)

Custom Remediation

DEX

3.

Fixlet Streams (76)

Updated: Jan 30, 2026 15:45:47

11111bbb

SaaSTryandBuytest test

No description

111k

SaaSTryandBuytest test
No description

Fixlets compliance

‘ 100% ’

Fixlets compliance

No data
available

=3

Deployment progress

No data
available

Deployment progress

No data
available

2 Manage reports Create Fixlet Stream

(OO

Edit automation

£ Edit subscriptions

Edit automation

/ Edit subscriptions

2. Subscribing Devicesto a Fixlet Stream

To deploy a Fixlet Stream, you need to subscribe devices using dynamic filters. To do that, complete the following steps:

1. On the desired Fixlet Stream card, click Create subscription.

ES_MYDEVICE1

SaaSTryandBuytest test

/\ Inactive

FIXLETS: Adobe Acrobat DC Disable Automatic Software
Updates - Adobe Acrobat DC - Continuous Track

Fixlets compliance

No data
available

Deployment progress

No data
available

& Create subscriptions

2. On the Subscribe devices page, define the conditions to filter devices to subscribe.
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Subscribe devices X
Dynamic filters define the matching criteria for devices to continuously evaluate until the deployment ends. This deployment will be applied to
all devices that match these filters after the deployment has been created.

Define Fixlet stream details

© single condition O Multiple condition (OR)

O Single condition ~® Multiple condition (AND)

Property Operator Value

Agent Type v contains v $sS ‘ -
Property Operator Value

Agent Version - contains - 7 ‘ -

+ Add Condition

Subscribed to 0 Devices

Cancel

> You can group devices that match conditions based on the following parameters:

= Property: Device attributes like OS, RAM, software version.
= Operator: Criteriasuch as equals, greater than, contains.
= Value: The specific value for the condition.

o Single condition: Allows you to define parameters for one condition. Example: To subscribe all Windows
devices, set the attribute to "OS", the condition to "equals’, and the value to "Windows".

o Multiple condition (AND): Allows you to define multiple conditions and filters devices that match all the
defined conditions. Y ou can add multiple conditions, to ensure that they reflect the criteria relevant to your
deployment needs. For example, you can add conditions based on geography, software version, or device type.

o Multiple condition (OR): Allows you to define multiple conditions and filters devices that match at |east one
condition that qualify for subscription.

3. Review the device count. As per the dynamic filters, the system automatically displays the total number of dynamically
filtered devicesthat are eligible for subscription.

4. Click Apply to subscribe devices to the Fixlet Stream. This triggers a continuous evaluation of matching devices.

Note: If an error occurs, you will see the message" Error fetching devices. Pleasetry again." Review your
conditions and try again.

0 Tip: If you want to modify the conditions or start over, click Edit subscriptionsto clear the current
filters.

Once the devices are subscribed, the Subscription definition status of the Fixlet Steam changesto "Set", and the Create
automation button is enabled to perform the next step.

3. Creating Automation

After subscribing devices, to create an automation definition, complete the following steps:
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1. Onthe desired Fixlet Stream card, click Create automation.
N

aaa /\ Inactive Fixlets compliance Deployment progress Create automation

SaaSTryandBuytest test

No data . -
L . Edit subscriptions
No description O available 7 P
100%

2. On the Automation Remediation page, configure the settings.

Create automation

Schedule Sequence Activation Summary
Device schedule

@ Run during Agent's configured maintenance window
ONLY devices with a configured maintenance window are eligible for the deployment

@ 24 currently targeted devices do not have a configured maintenance
window.

O Run on all devices, regardless of their configured maintenance window [N

O Custom constraints

Automate 25 Fixlets to 30 devices

a. Configure automation schedule and click Next.
= Device schedule: Select an option as per the requirement.
= Run during Agent's configured maintenance window. Only devices with configured
maintenance window are eligible for the deployment. It also displays how many devices from
the currently targeted devices do not have a configured maintenance window.
= Run on all devices, regardless of their configured maintenance window.
= Custom constraints. Specify the constraints for the execution window.
= Start Time: Select the time when the automation should begin.
= End Time: Define when the automation should conclude.
= Time Zone: Select the appropriate option:
= Client - start and end time of the maintenance window is based on the local
time of the BigFix client device. Use this when devices are in different time
zones and you want them to start maintenance at the same local time.
= UTC - The start and end time is based on Coordinated Universal Time (UTC).
Use thiswhen you want all devices to enter maintenance mode at the same
exact moment globally, for example, during a worldwide patch rollout.
= Day of the Week: Choose which day(s) the automation will run.
= Choose how frequently you want the newly updated remediation content to refresh: For example,
Weekly, Monthly, or Every 2 Weeks.
b. Define the Sequence by setting the order of events for the automation and click Next.
c. Specify afuture Activation date for the automation to begin and click Next.
d. Review the Summary page.
e. Review the applicable Fixlets and the Dynamically Targeted Devices. These numbers appear as links that you
can click to seethelist of applicable Fixlets and the list of targeted devices.
f. Once everything is configured to your satisfaction, click the Create button. A message will display:
" Congratulations! Automation created successfully." Click OK to acknowledge the message.

Result: On the selected Fixlet Stream card, the Automation Definition status changesto Set, and the Fixlet Stream becomes
active.

What to do next: As deployments occur, data appears dynamically for monitoring. If there are any issues or concerns, click on
the name of the Fixlet Stream to access the detailed information (on page 84).
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Fixlet details page

The Fixlet Details Page provides comprehensive information about the status and configuration of your Fixlet Stream.

Your trial will expire in 83 days

() HCLBigFix
@ Home « Eixlet Stream > 11111bbb
Explore v
MMbbb
g Resolve A Updated: Jan 30, 2026 16:45:17

Fixlet streams

CyberFOCUS Oy

Devices

]E Edit Fixlet Stream

Fixlets Deployments

Protection Level Agreement
(PLA)

Custom Remediation No data available

100%
DEX

Integrated Vulnerability

Remediation Fixlets Compliance Deployment Progress

[@ Reporting v

€3 Administration v Automate remediation schedule

Device schedule

(@© Time range: 10:25 AM - 10:46 AM, client time zone
(© Days of week: Sunday

Auto deploy new/updated content

C Every 2 weeks

Before deployment begins:

A, Begin download after deployment starts

C No retries on failure

(© One time deployment

(1) Reboot/restart: No

(=] Before running message has not been configured
E] While running message has not been configured

Activation

Edit Automation

@ Start date & time: 05 Dec 2025 at 11:53 AM client time zone

Properties

D
221184a9-e547-4a7d-92cb-65ca3812beb3
Stream Source

HCL BigFix

Here' s what you can find:

Stream Name
11111bbb
Content Type

fixlet

Devices Fixlets
Subscription definition
Agent Type contains "sss" and Agent Version contains "7"
Status

No description Q Active

Composition

No deployment data found

Description

[null]

Operating System

Windows 3rd party, Win23H2, Win20H2, Win2022, ...

« Status: Displays whether the Fixlet Stream is Active or I nactive. Users can toggle this status as needed.

« Edit Options:

o Edit Subscription: Modify the device subscriptions associated with the Fixlet Stream.
o Edit Automation: Change the automation settings, including the schedule or conditions.

* Activity Feed:
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o Shows alist of Recent, Scheduled, In Progress, Expired, and Stopped Deployments.
> Displays Fixlet Compliance data, indicating the percentage of compliant devices.
> Provides Deployment Progress Data, allowing users to track the success of the current deployment.
» Overview: Displays real-time data to monitor Fixlet Compliance and Deployment Progress.
» Composition: Shows the composition of the results.
« Subscription definition: Shows the dynamic filter conditions that you have defined to subscribe devices to the Fixlet
Stream.
* Properties: Displays critical information about the Fixlet Stream such asits category, ID, severity.
* Fixlets: Lists all the applicable Fixlets along with some critical information about the Fixletsin agrid.
* Subscribed devices: Lists all the devices that are subscribed to the Fixlet Stream along with their detailsin agrid.

Related information
Troubleshooting (on page 86)

Create Fixlet Stream

The Create Fixlet Stream feature enables you to set up custom Fixlet streams to meet specific organizational needs by defining
conditions and selecting targeted devices for updates.

Stepsto Create a Fixlet Stream

1. Open the Create Fixlet Stream Widget
o On the Fixlet Streams page, click the Create Fixlet Steam to open the "Cresate Fixlet Stream” widget.

Create Fixlet Stream

Properties Fixlets Devices Summar, y

Define Fixlet stream details

Fixlet Stream name (required)

Description

Create custom Fixlet Stream

Cancel

2. Properties: Define the name and description for the Fixlet steam and click Next.
3. Fixlets: Select Fixlets for the Fixlet stream by using the conditions.
a. Select the Operating System: Mandatory. Click on the Select Operating Systems dropdown and choose one
or more operating systems and versions from the available options in the tree view. Y ou can add or remove the
selected OS choices.

4. Configure Fixlet Conditions

o Click the Propertydropdown to choose an attribute and define a condition for the Fixlet stream. For each
attribute, specify a condition and add values. Y ou can define multiple conditions. The Attribute dropdown
dynamically displays the attributes available to you.

= CVE: Filters Fixlets based on the associated Common Vulnerabilities and Exposures (CVE) ID. Use
this property to target specific security vulnerabilities.

= Category: Filters Fixlets by their classification type (for example, Audit, Bug Fix Advisory, Critical
Update, Configuration, or Definition Update). Select one or more categories to include only those types
of Fixletsin the stream. Use Select al to include all categories or Reset to clear your selection.

= Name: Select the "contains' or "not contains' condition and for the value, enter your string, and click
Apply button. This displays all the strings that you have entered.
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= Severity: Select the"in" or "not in" condition; for the value, choose the level of severity for the Fixlet
stream. Modify selection by adding or removing as required.
= Source: Filters Fixlets based on the content provider or vendor (for example, 7-Zip, 3CX, 8x8, or other
supported publishers). Select one or more sources to include only Fixlets published by those vendorsin
the stream. Use Select all to include all sources or Reset to clear your selection.
o Select the Operator.
o The Value text box dynamically fetches data from your database for you to select.
= CVE: Add relevant CVEsto the stream by typing them and click Add.

Note:

= To enter multiple CVE entries at once, you can copy paste alist of CVEs separated
by comma, semicolon or a space. For example: CVE-123-1234,CV E-123-1256,
CVE-123-1278

= View All button is displayed when there are more than eight CVE values. Click the
View All button to view the list in detail, review, search, or remove a specific CVE.

o Click Apply. The system evaluates the criteria and identifies matching Fixlets.
o Review the Preview selected Fixlets section to confirm that the expected Fixlets are included.
> Once the conditions are defined, click Next to proceed.

5. Devices

o Define devicefilters (on page 82) by selecting attributes, conditions, and values to determine which devices
need to be included in the Fixlet stream.
o Click Next to continue.
6. Review Summary and Create

o The Summary page displays al the details that you have configured for your Fixlet stream.

> Provide ameaningful name for your Fixlet stream, review the summary, and click Create.

o Upon creation, the custom Fixlet stream appears at the top of your list with the icon Custom Fixlet Stream to
distinguish it from built-in Fixlet streams.

7. Edit Fixlet Stream

o To adjust conditions, click on your custom Fixlet stream card to access the Fixlet details page (on page 84)
and edit any attribute settings as needed.

Related information
Troubleshooting (on page 86)
Common use cases (on page 87)

Troubleshooting

Understand these common issues and their resolutions, so that you can effectively troubleshoot and resolve problems encountered
while managing and monitoring Fixlet Streams, ensuring smooth and efficient deployment processes.

Error Fetching Devices

Issue: When attempting to apply dynamic filters, you may encounter the error message: " Error fetching devices. Pleasetry
again."

Causes:
* Incorrectly defined filter conditions.
* Attributes or values that do not exist in the device database.
» Network connectivity issues preventing the system from querying devices.

Resolutions:
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« Validate Conditions: Review the conditions you set for the dynamic filters. Ensure that attributes, conditions, and
values are correctly specified and applicable to your devices.

» Test with Simplified Filters: Temporarily simplify your conditions to isolate the problematic parameter. Start with
broad filters and then narrow down to identify the issue.

» Check Network Connectivity: Ensure that the system has access to the necessary network resources to fetch device
information.

L ow Fixlet Compliance Percentage
Issue: The Fixlet compliance percentage is lower than expected after a deployment.

Causes:

* Devices may not meet the dynamic filter criteria
* There may be compatibility issues preventing devices from applying the Fixlet.
» Some devices may be offline or not connected during deployment.

Resolutions:

» Review Filter Conditions: Check if the dynamic filters are too restrictive. Adjust conditions to include more devices if
necessary.

* Investigate Compatibility: Ensure that the Fixlet is compatible with the targeted devices (e.g., OS version, hardware
requirements).

» Check Device Status: Confirm that all intended devices are online and connected. Consider scheduling the deployment
during atime when devices are most likely to be active.

Deployment Progress Stalled
Issue: The deployment progress bar shows little to no movement over an extended period.

Causes:

« High network traffic or bandwidth limitations.
* Issues with the Fixlet itself, such asimproper configuration.
« Large numbers of devices being targeted, causing slow processing.

Resolutions;

» Monitor Network Performance: Check network traffic and performance to ensure it can support the deployment.
Consider deploying during off-peak hours.

 Verify Fixlet Configuration: Ensure that the Fixlet is configured correctly without any errors that could cause it to stall.

» Segment Deployments: If targeting alarge group of devices, consider segmenting the deployment into smaller groups to
expedite the process.

Related information
Setting up Fixlet Streams (on page 80)

Common use cases

Fixlet Streams provide a versatile solution for managing patch deployments and updates across a range of device environments.
Below are some common use cases illustrating how organizations can effectively utilize Fixlet Streams:

Automating Regular Patch M anagement

Description: Organizations can set up Fixlet Streams to automate the deployment of regular patches and updates for operating
systems and applications.
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Description: Organizations can set up Fixlet Streams to automate the deployment of regular patches and updates for operating
systems and applications.

Scenario:

A company schedules monthly patch deployments for all Windows devices using a built-in Fixlet Stream.
» Dynamic filters are set to include only devices running specific OS versions to ensure compatibility.
* The automation runs automatically each month, reducing manual effort and ensuring al devices are up-to-date.

Addressing Critical Vulnerabilities

Description: In response to emerging security threats, organizations can quickly deploy Fixlet Streams to address critical
vulnerabilities (0-day vulnerabilities).

Scenario:

* A cybersecurity team identifies a critical vulnerability affecting awidely used application.

 They create atemporary Fixlet Stream that targets all devices running the vulnerable application and applies the
necessary patches.

» Dynamic filters can be adjusted to ensure rapid deployment to affected devices, minimizing risk exposure.

Managing Compliance with Regulatory Requirements

Description: Organizationsin regulated industries can use Fixlet Streams to ensure that devices comply with necessary security
standards and regulations.

Scenario:

* A healthcare organization must adhere to HIPAA regulations and maintain compliance on all devices accessing patient
data.

* They set up aFixlet Stream that automates the deployment of security updates and compliance patches specifically
tailored for healthcare applications.

» Regular monitoring of Fixlet compliance percentages helps ensure that all devices remain compliant.

Testing Softwar e Updates Before Full Deployment

Description: Before rolling out updates to all devices, organizations can use Fixlet Streams to test software updates on a small
group of devices.

Scenario:

* AnIT department wants to verify a new version of an internal application.
» They create a Fixlet Stream to target only alimited number of devices for testing purposes.
« After monitoring the test deployment, feedback is gathered, and adjustments are made before a full-scale rollout.

Segmenting Deployments Based on Device Attributes

Description: Organizations can create tailored deployments by segmenting devices based on specific attributes, such as
department, location, or hardware specifications.

Scenario:

« A global organization has different device types used in various departments (e.g., HR, Finance, and Engineering).

* They set up multiple Fixlet Streams with dynamic filters that match devices based on department-specific software
reguirements.

* This ensures that each department receives the appropriate updates relevant to their operations without unnecessary
deployments to unrelated devices.
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Regular Maintenance for End-of-Life Devices

Description: For devices that are approaching end-of-life status, organizations can manage their maintenance using Fixlet
Streams to extend their lifecycle while preparing for replacement.

Scenario:

 An organization has a number of legacy devices still in operation.

A Fixlet Stream is created specifically for these devices to apply critical updates and patches, ensuring they remain
secure while planning for replacements.

» Dynamic filters can target these legacy devices, allowing the IT team to manage resources effectively.

Related information
Setting up Fixlet Streams (on page 80)

Protection Level Agreement (PLA)

Protection Level Agreements are a set of baselines that combine device contexts, and desired patch levels and compliance
standards for a given set of Fixlets against agreed-to organisational service levels by key stakeholdersincluding IT, Security, and
the overall organization.

With PLAS, organizations can ensure consistent and enforceable security measures for devices by making informed business
decisions to reduce risk.

How to access PLA report

To view the PLA report in the BigFix SaaS application, from the left pane expand Resolve and select Protection Level
Agreement.

Your trial will expire in 4 days [NEJEIUEES

(9 HCLBigFix . ®®
{2 Home
Protection Level Agreement (14) a
Explore Updated: Jan 30, 2026 22:57:07
%4 Resolve . i —
Remediated exposures by quartile (@ ) Hideinactive PLAs | Q ‘ l
Fixlet streams
Net
CyberFOCUS e
[0 14 Devices
Protection Level Agreement e N
LA := 36 Fixlets
& No results
Custom Remediation
(© 30 Target days (required)
Integrated Vulnerability
Remediation %
4
E Reporting v
No remediation data
3 Administration v

What PLAs show

The 25% quartile (25th percentile), median, and 75% quartile (75th percentile) of PLAS provide actionable insightsinto the
update cadence of devices. By analyzing these metrics, users can prioritize remediation, track progress, set and manage goals,
and allocate resources effectively.

Median

« Thisisthe middle value of adataset when all data points are arranged in ascending order.
« It represents the typical or average performance level, splitting the dataset into two equal halves:
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> 50% of the endpoints perform below this value.
> 50% of the endpoints perform above this value.
 For example: If the median remediation time is 4 days, it means half of the vulnerabilities are remediated
in 4 days or fewer, and the other half take longer than 4 days.

25% Quartile (Lower Quartile)

* Thisisthe value below which 25% of the data lies.

« It represents the shorter remediation timelines, showing the endpoints or vulnerabilities remediated
quickly.

« Example: If the 25% quartile is 3 days, it means that 25% of remediations are completed within 3 days.

75% Quartile (Upper Quartile)
 Thisisthe value below which 75% of the datalies.
« It reflects the mgjority of remediation timelines, showing the endpoints or vulnerabilities remediated with

longer timelines.

« Example: If the 75% quartile is 8 days, it means that 75% of the remediations are completed in 8 days or
fewer, while the remaining 25% take longer than 8 days.

Examplein a PLA context

Assume a PLA report analyzes the patch compliance of 1,000 endpoints. The results might look like this:

* 25% Quartile: 3 days (25% of remediations are completed within 3 days)
» Median: 4 days (50% of remediations are completed in 4 days or fewer)
* 75% Quartile (Q3): 8 days (75% of remediations are completed within 8 days)

These statistics provide a comprehensive view of the distribution of remediation timelines, allowing organizations to identify
trends, outliers, and areas for improvement in the remediation process.

Activating or deactivatinga PLA

The Activate/Deactivate PLA (Protection Level Agreement) feature allows administrators to enable or disable specific security
and compliance policies within a system or application. This feature provides flexibility in managing protection levels based on
operational needs while ensuring compliance with security standards.

When to Activate PLA?

Activating PLA enforces security controls to protect sensitive data and maintain compliance. Consider enabling
PLA in the following situations:

« Protecting sensitive data — Prevents unauthorized access to critical information.

« Ensuring compliance — Aligns with legal and regulatory requirements such as GDPR, HIPAA, or ISO
27001.

« Mitigating security threats — Strengthens defenses when potential vulnerabilities or attacks are detected.

« Enforcing enter prise-wide security policies — Standardizes protection measures across the organization.

When to Deactivate PLA?
In certain scenarios, disabling PLA may be necessary to improve performance, enable troubleshooting, or support

system transitions. Consider deactivating PLA in the following cases:

« Optimizing perfor mance — Reduces resource consumption in low-risk environments.
« Conducting system maintenance or debugging — Temporarily removes security restrictions for
troubleshooting.
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« Supporting non-production environments — Allows flexible testing and development without strict
security controls.

« Transitioning to a new security framewor k — Simplifies policy adjustments during system upgrades or
migrations.

How to activate or deactivea PLA

Y ou can activate or deactivate a PLA using either of the following methods:

1. From the PLA List: Toggle the activation button next to the PLA to enable or disable it directly from the
list view. or

2. From the PLA Details Page: Click on aPLA to open its details page, then use the activation toggle to
enable or disable it.

View all or hideinactive PLAs

This feature enhances visibility and management by allowing users to toggle between viewing all PLAs or filtering out inactive
ones.

s ™
{ @ View all PLAs )

o -~ _ Displays both active and inactive PLAS.
g ™

( & Hide inactive PLAs )
. " _Filters out deactivated PLAs, alowing administrators to focus only on currently
enforced security and compliance policies.

Custom PLA report

A custom PLA isauser-defined report that hel ps organizations implement a proactive patching strategy while ensuring
compliance and security align with their specific needs. For instructions on creating and editing a custom PLA, refer to Custom
PLA (on page 92).

Export PLA report
Users can export the PLA report asa CSV or excel file. For more information, refer to Exporting Data (on page 11).

Insights gained from the PL A report

* Device Vulnerability Distribution:

o Spot devices with minimal vulnerabilities, showing those that are remediated relatively quickly (remediations
completed in 3 days or fewer).

o Understand the typical state of devicesin the environment, reflecting the average remediation time (remediations
typicaly closed in 4 days).

o |dentify clusters of devices with high vulnerability counts, indicating devices that are not being remediated
quickly (remediations taking longer than 8 days).

 Vulnerability Trends:

o Compare the quartiles over time to seeif the security posture isimproving or deteriorating, with afocus on
whether the median and upper quartile remediation times are decreasing, and the lower quartile is showing
improvement.

o Highlight areas needing urgent attention (for example, devices consistently taking longer than 8 days for
remediation).

 Performance Gaps:

Analyze the disparity between the 25% and 75% quartiles to measure variability in device security.
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o A smaller gap suggests consistent security across devices, with remediations being resolved in asimilar time
frame.

o A larger gap indicates uneven protection levels, with some devices being addressed quickly, while others take
longer to remediate.

Decisionsa user can make using the PLA report

1. Prioritize Remediation Efforts:

o Focus first on the highest risk devices (devices with remediation times longer than 8 days).
o Allocate resources effectively by targeting the most vulnerable devices that take the longest to remediate.

2. Set Realistic Security Goals:

> Use the median to establish achievable remediation baselines for the organization (for example, 50% of devices
remediated within 4 days).

o Gradually aim to shift more devices towards the 75% quartile for better overall security (for example, reducing
the number of devices that take longer than 8 days to remediate).

3. Monitor Progressand Effectiveness:

o Track changesin quartile metrics over time to measure the impact of patching, configuration changes, or other
security measures.

o Use the report to validate whether security initiatives are improving the posture of the devices, ensuring
remediation times are reduced.

4. Segment and Tailor Strategies:

o Use the quartiles to segment devices by performance levels and apply different strategies to each group:
= Low performers: Intensive remediation and stricter monitoring to quickly address vulnerabilities.
= Median performers: Routine updates and maintenance to ensure continued compliance.
= High performers: Focus on maintaining compliance and ensuring ongoing protection.

5. Identify Outliersand Exceptions:

> Spot devices significantly outside the normal range (for example, remediation times lower than 3 days or above
8 days) and investigate unusual patterns.

o Determine if certain device types, configurations, or departments consistently under perform and require focused
attention.

6. Justify Resour ce Allocation and | nvestments:

o Present quartile data to stakeholders to justify funding for tools, staff, or processes that improve endpoint
security.
Custom PLA

A Custom PLA is auser-defined PLA report that help organizations maintain a proactive patching strategy while ensuring
compliance and security are tailored to their specific needs.

Custom PLASs provide:

* Flexibility: Allows organizations to define patching policies based on their security and compliance needs.

» Granular Control: Enables selection of patches based on CVE, category, vendor, and severity.

» Targeted Deployment: Ensures patches are applied only to relevant devices by using specific rules.

» Optimized Compliance M anagement: Custom time frames for patch application ensure alignment with internal
policies.

Creating custom PLA

To create a new custom PLA, complete these steps:
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1. Onthe Protection Level Agreement page, click Add New PL A to create a new custom PLA.

Your trial will expire in 4 days

() HCLBigFix ® ®
@ Home «
Protection Level Agreement (14) b
Explore Updated: Jan 30, 2026 23:06:04
% Resolve
Remediated exposures by quartile (@ ) HideinactivePLAs | Q ‘ l
Fixlet streams
Net
CyberFOCUS et ()
6 14 Devices
Protection Level Agreement = n
(PLA) = 36 Fixlets
= No results

Custom Remediation
(© 30 Target days (required)
Integrated Vulnerability

Remediation —%
4
(@) Reporting v
. No remediation data
3 Administration v

2. The Create Custom PL A wizard appears. Complete the following steps:
a. Enter aname and description for the PLA.
b. Specify the target days.
c. Click Next.

Create custom PLA

Target days Fixlets Devices Summary

Define PLA details

PLA Name (mandatory)

Description

Target days (required)

The target time s the agreed-upon deadline by which an IT issue must be resolved. The source
release date begins on the day the patch is released by the vendor
[ —1
Create custom PLA

Cancel

3. Definethe Fixlets Criteria:
a. Select an Operating System
b. Y ou can group Fixlets that match conditions based on the following parameters:
= Property: Fixlet attributes like CVE, category, Name, Severity, and Source.
= Operator: Criteriasuch asin and not in.
= Value: The specific value for the condition.

c. Single condition: Allows you to define parameters for one condition.

d. Multiple condition (AND): Allows you to define multiple conditions and filters Fixlets that match all the
defined conditions. Y ou can add multiple conditions, to ensure that they reflect the criteria relevant to your
deployment needs.

e. Multiple condition (OR): Allows you to define multiple conditions and filters Fixlets that match at least one
condition that qualify.

f. Preview selected Fixlets to ensure the correct ones are selected.

g. Click Next.

4. Define target devices
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a. Filter target devices using rule-based conditions through Filter by Query or Filter by devicelist.
i. Filter by Query:
1. Define devicefilters (on page 82) by selecting attributes, conditions, and values to
determine which devices need to be included.
2. Review thefiltered target devices under Preview of dynamically applicable tar geted devices.
ii. Filter by devicelist:
1. You can manually enter one or more device names, device |IDs, FQDNS, or |P addresses to
select astargets.
- : N
2 Click —% VertyList, o iew thefiltered target devices.
b. Click Next.
5. Review the PLA Name, Description, Fixlet Criteria, Devices Criteria and modify if needed before finalizing.
6. Click Create to create the custom PLA.
7. A success message is displayed. Click Done.

The custom PLA will be stored on the server and listed on the Protection L evel Agreement page. Custom PLAs are not
activated by default. Activate (on page 90) the PLA as needed.

Editing Custom PLA

! Important: You can edit only custom PLAs. System-defined PLAs cannot be edited.

. From the Protection Level Agreement page, click on acustom PLA that you want to edit.

. Deactivate custom PLA: If the custom PLA is activate (on page 90), you must deactivate before making changes.

. Click Edit.

. Modify PLA Details: You can update description of the PLA, target days, Fixlet selection, and target device selection as
needed.

A WDNPEP

Note: You cannot rename a custom PLA. To use adifferent name, create a new custom PLA

5. Review: Carefully review the Summary, then click Update > Done. The changes will be reflected on the Protection
Level Agreement page.
6. Reactivate PL A: Once edits are complete, reactivate (on page 90) the PLA to enforce the updated PLA.

Deleting Custom PLA

! Important: You can delete only custom PLAS. System-defined PLAS cannot be del eted.

1. From the Protection Level Agreement page, click on a custom PLA that you want to delete.
2. From the details page on the right side, click Delete.

@ CAUTION: The action cannot be undone. All associated datawill be permanently deleted.
3. Click Delete to confirm. The custom PLA will be permanently deleted.

All Reports

The All Reports page provides a central location to view, manage, and organize all reports available in BigFix SaaS. From this
page, you can apply filters, delete reports, and manage report visibility. Y ou can also mark reports as Favorites.

To access the All reports page, expand Reporting from the side navigation, and then select All reports.
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Your trial will expire in 75 days

() HeLBigFix @ Q®
@ rone All Reports &
Explore A
Devices
Fixlets 0 of 91 Reports
Deployments (] Favorites 1L ReportName T| App i Owner i Visibility T I’:/
Analyses 1 [ * Test 61721 Fixlet Streams Steve Irwin /" Public 5
% Resolve v 2 [ * Test 67149 Fixlet Streams Steve Irwin /" Private 5
[ Reporting ~ 3 [ g O Test_82928 Unknown app Steve Irwin /" Public 5
4 [ Y Test 97299 Fixlet Streams Steve Irwin /' Public 5
3 Administration e 5 [ o Test 16123 Fixlet Streams Steve Irwin /" Public 5

The All Reports table contains the following sections and controls:

 Favorites— Y ou can toggle the favorite status on or off as needed.

* Report Name — Thetitle of the report.
* App —The BigFix SaaS application associated with the report.

» Owner— The user who created the report.
* Visibility — Indicates whether the report is Private or Shared.

 Last Modified — Displays the date and time of the last update.
The toolbar above the table includes the following controls:

» Columns— Show or hide report columns. (This feature currently disabled)
* Density — Adjust the table view between compact or comfortable. (This feature currently disabled)

» Delete — Remove selected reports.
Note: These options are inactive until you select one or more reports.

Filtering Reports

The Filter option allows you to narrow down the reports displayed in the All Reports page. Y ou can apply single or multiple

conditions using logical operators (AND/OR). Available filter propertiesinclude:

* Favorites
* Report Name
* Visihility

This feature helps you quickly locate reports based on specific criteria. For detailed steps, see Filtering Datain Common
Functionalities (on page 10).
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(D HCLBigFix [oNQ}
@ Home «

All Reports
® Explore v
%7 Resolve v

[ Reporting ~ 20f 10 Reports selected

Alreports B 0| reporthame 4 owner visiilty LastModified

@ Administration v 1 % Niesh_Kev PMM BENOW 7 Private 22 Dec, 2025 at 13:14

Edit a Saved Report

Follow the steps below to edit an existing report:

1. Goto Reporting > All Reports.
2. Click on the report you want to edit.
3. Once the report opens, click Manage Report.
4. Make the required changes.
5. Click Saveto apply your updates.
How Edits are Saved Based on Ownership
The system handles report edits differently depending on who owns the report.

If you arethereport owner:

 The original report is updated with your changes.
 No duplicate report is created.

If you are not thereport owner:

 The original report remains unchanged.
 The system creates a new copy of the report.

* Your changes are saved in the copied report.

This ownership-based behavior ensures that original reports are not accidentally modified by other users.

Migrate

The Agent Migration feature allows you to seamlessly migrate your devices from BigFix on-premises to BigFix SaaS. This
process utilizes a universal Fixlet for deployment and allows users to track the migration status through the migration dashboard.

Supported Platforms

The migration supports a wide range of operating systems, including:

* Windows

* RHEL

« Ubuntu

* Mac OS

e Debian

e Amazon Linux 2

¢ Amazon Linux 2023
* CentOS
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The Migration Metrics Dashboard tracks the transition of your endpoints from on-premises BigFix environments to the BigFix
SaasS platform. The dashboard provides two views that you switch between with the Migrate / Devices toggle at the top right:

» Migrate view: Lists every migration action and its overall progress.

Migrate

o + Y 2 Migrate O Devices
Last updated Jul 02, 2026 14:18:50
View all
1 1 0 0
Total migrations Success In progress Not started
MigrationID Tl Name Tl Status ) Progress Tl Devices Tl Started
1 152326567-100151 BES Client Migration to Saa$ - v1.0 [ R 10 Jun
* Devicesview: Lists every device across all migrations and the migration task to which each device belongs.
DeVICeS & + Y 2  Migrate D  Devices
Last updated Jul 02, 2026 14:59:52
View all
362 362 0 0 0
Total devices Success In progress Past due Not started

2 Success besdply-computer-1621115839

Success besdply-computer-1621267995

4 Success besdply-computer-1621399490

w

5 Success besdply-computer-1621519529

Windows Server 2016 10.0.14393 (1607)

macOS 13.6 (22G120)

mac0Ss 12.7 (21G816)

Windows Server 2016 10.0.14393 (1607)

152325567-100151

152325567-100151

152325567-100151

152325567-100151

Status  TJ Device name Tl Operating System Tl MigrationID Tl Migration Tl
1 besdply-computer-1621082178 Windows Server 2016 10.014393 (1607)  152325567-100151 BES Client Migration to Saa$ - v1.(

BES Client Migration to Saas - v1.(

BES Client Migration to Saa$ - v1.

BES Client Migration to SaaS - v1.(

BES Client Migration to SaaS - v1.

Note: The system enforces a maximum limit of 15 simultaneous migration uploads per user to ensure system stability.

CoreMetrics




BigFix SaaS User Guide | 3 - BigFix SaaS User Guide | 98

A row of summary KPI cards displays batch-level progress and status totals for all initiated migration tasks.

M [o] rate & + ¥ 2 Migrate | @ Devices
Last updated Jul 02, 2026 15:04:14
View all
1 1 0 0
Total migrations Success In progress Not started
 Total migrations— total number of migration actions.
* Success — migrations in which the targeted devices completed migration and are reporting.
* In progress— migrations that are currently running.
» Not started — migrations that have been created but have not begun reporting activity yet.
The Devices view and the migration detail view show device-level cards:
DeVICeS N + ¥ 2 Migrate O Devices
Last updated Jul 02, 2026 15:07:12
View all
362 362 0 0 0
Total devices Success In progress Past due Not started

* Total devices— total number of endpoints targeted for migration.

* Success — devices that completed migration and are actively reporting.

* In progress— devicesthat are currently running the migration Fixlet.

* Past due — devices that did not complete migration before the migration's end date passed. Y ou set this end date
when you create the migration in the on-premises consol e; after that date, any device that has not reported a successful
migration is marked past due. A deviceistypically past due because it was powered off, went offline, or hit atechnical
error mid-process and did not check back in with the SaaS console. Use this count to find machines to investigate, extend
deadlines for, or re-trigger.

* Not started — devicesthat are targeted but have not yet begun the migration Fixlet.

Migration list (Migrate view)

The Migrate view lists each migration in a sortable table with these columns:

Column Description

Migration ID | Unique identifier for the migration. Select it to open the migration detail view.
Name Name of the migration action.

Status Overall status of the migration (for example, Success or Past due).

Progress Completion bar and percentage for the migration.

Devices Number of devices targeted by the migration.

Started Date and time the migration started.

Deviceslist (Devices view)

The Devices view lists every device across al migrations, with these columns:
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Column Description

Status Migration status of the device.

Device name Name of the endpoint.

Operating Sys- | Operating system and build of the endpoint.
tem

Migration ID Migration the device belongs to. This column is new in the Devices view. Select it to open the migration de-

tail view.
Migration Name of the migration the device belongsto.
Last report Date and time the device last reported to the server.

Migration detail view

From either the Migrate or Devices view, select aMigration I D to open the Migration Details page. This page displays
summary metrics and a device data table (Status, Device name, Operating System, Last report) filtered specifically for that
migration.

The breadcrumb link at the top returns you to the list you came from: it reads Migrate when you open the detail view from the
Migrate view, and Devices when you open it from the Devices view. Both lead to the same migration data.

The detail view supports Key Performance Indicator (KPI) cards, the View al link, column sorting, and the Remove migration
monitor action. Filters are not available on the detail view.

Note:

« |f no data has been imported, the dashboard shows aNo Data Available state and all counters remain at 0.

« Pagination controls appear when the number of records exceeds 100.

« After the migration file is uploaded, the Last report timefield is blank. Thefield is populated only after the
device has been successfully migrated and reports to the server.

Migration Dashboard Controls

« Start migration (on page 100) — Opens the migration work flow to create a new migration.

* Add Migration Monitor (on page 101) — Adds a new migration monitor to the dashboard.

« Filter — Filters the dashboard view based on the selected criteria.

* Migrate/ Devices toggle — switches between the migration list and the device list.

* View All / View L ess— Expands or collapses the dashboard metrics to show all or asummarized view.

Frequently Asked Questions

* Q: What isthe maximum number of devices| can migratein one action?
o A: Each migration action is limited to a maximum of 10,000 devices.
* Q: Will theroot server or relaysbe migrated?
> A: No, the migration Fixlet's relevance criteria are specifically designed to exclude relays and servers from being
applicable for migration.
* Q: How long does the migration take for my devicesto report status?
> A: Online devices are expected to report their status approximately 10 minutes after deployment. The total
process for online devicesis expected to take at least 10 minutes.

o Device Limit: Each migration action islimited to a maximum of 10,000 devices.

* Q: Can | deletea migration after it has been created?
o A: Yes. Open the migration detail view (select aMigration ID from the Migrate or Devices view) and select
Remove migration monitor. This removes the migration and al of its devices from the dashboard, and updates
the KPI cards: the total migrations count decreases by one, and the total devices count decreases by that
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migration's device count. Y ou remove one migration at atime; there is no multi-select. The action takes effect

immediately, with no confirmation prompt, and returns you to the dashboard. For details, see Remove Migration
Monitor (on page 102).

Start migration

BigFix on-premises to SaaS migration is performed using the Univer sal Migration Fixlet, which deploys the migration tool to
your on-premises endpoints. Click Start Migration to launch a guided, step-by-step work flow for downloading and deploying
the Universal Migration Fixlet to your on-premises endpoints.

To initiate device migration, follow these steps:

1. From the BigFix SaaS app, select Administration > Migrate. Click the Start migration button to open up the wizard.

Your trial will expire in 354 days

() HCLBigFix ® ®
Start Migration
@ Home «
Migrate L+ V[ 2 vgee
Explore v &
Last updated Jun 22, 2026 17:00:57
%7/ Resolve v View all
[@ Reporting v
0 0 0 0
o] -
Total migrations Success In progress Not started
User management
<% Preview ~ ) %
& .
o
No Data Available
2. Click the Download univer sal migration Fixlet button.
X

Start migration
Download the universal migration Fixlet for all platforms.

Import instructions

Download the Universal Migration Fixlet using the button below.

N

Import the Fixlet into the BigFix Console from where you want to migrate
agents.

(X

Follow the remaining instructions provided in the Fixlet to complete device
migration. For devices that are online and reporting into BigFix, we expect
this process to take at least 10 minutes.

IN

If you would like to track device migration progress, return here and add
the migration monitor.

Migration guide

p-by-step migration process

&, Download universal migration Fixlet

Universal Migration Fixlet.bes + 140 KB/

o FileName: Uni versal M gration Fixl et. bes (about140KB)
o Thisuniversal Fixlet supports all available operating systems.

3. Import the downloaded . bes file into the on-premises BigFix Console to migrate your existing agents.
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4. Deploy and Target Devices:
o Follow the embedded instructions in the Universal Migration Fixlet description to execute the migration.

Add Migration Monitor

Add migration monitor allows you to track and monitor your device migration progress by importing data directly from your
on-premises BigFix Console. To track migration progress, select Add migration monitor.

Y ou must export a migration monitor file from BigFix Console and upload it to the BigFix SaaS Migrate app to track real-time
progress. To export data from BigFix Console:

1. Open on-premises BigFix Console and navigate to the Universal Migration Fix|et.

2. Right-click inside the Fixlet description and select Reload to refresh the data.

,\ Note: If the Reload option is not visible, switch between the different console views (for example, Tasks,
Compurters, or other tree nodes). The Reload option then becomes available.

3. Select Download migration file within the description and save the resulting file.
To add migration monitor and track the progress of the migration:

1. From the BigFix SaaS Migrate app, select Add Migration Monitor.

Your trial will expire in 352 days

(2 HCLBigFix ® ®
{ Home «
Migrate " ‘ v .
& Migrate G Devices
Explore v +] Y < Mg
Last updated Jun 24, 2026 17:23:28
%4 Resolve v X
View all
[@ Reporting v
0 0 0 0
€3 Administration A~
Total migrations Success In progress Not started
Migrate
User management

<% Preview v . %

~

No Data Available

The wizard opens up.
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Add migration monitor
Upload migration monitor file from your on-premises BigFix Console

How to export from BigFix Console

1 Open your on-premises Bigfix Console

N

Navigate to the migration fixlet

w

To refresh the data, right click in the Fixlet description and select reload.
4 Click the 'Download migration file' button from the description

5 Upload the migration file below

Migration monitor documentation

Learn how to export and upload monitor files

Upload migration monitor file

D)

Drag and drop file or click to browse
File type supported .txt

Browse from computer

2. Select Browse from computer and upload the migration monitor file (must be a .txt file) downloaded from the BigFix
Console. You can also drag and drop the file in that space.

3. Select Upload and monitor to process the data and update your migration dashboard.

Note: _ _ _ o _ _
> Online devices are expected to report their status within approximately 10 minutes after deployment.
o Action Limit: Y ou can perform a maximum of 15 migration actions per customer. Each migration
action initiated from the console is displayed as a single migration in the BigFix SaaS Ul.

Remove Migration Monitor
Remove migration monitor lets you stop tracking a migration and delete it from the Migrate dashboard. Removing a migration
deletes the migration and its associated devices from the Devices view, and updates the dashboard metrics. Y ou can remove one

migration at atime.

Y ou must have at least one migration on the Migr ate dashboard. If no data has been imported, the dashboard displays aNo Data
Available state and there is nothing to remove.

Remove a migration and its device records from the dashboard when you no longer need to track them.
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1. From the Migrate or Devices view, select the Migration | D you want to remove. The migration detail view opens.

Migrate > 152325567-10015...

152325567-100151 - BES Client Migration to SaaS - v1.0

Last updated Jul 02, 2026 13:46:30

View all

362 362 0 0 0
Total devices Success In progress Past due Not started
Status T i Device name Tl i Operating System T i Lastreport
1 Success besdply-computer-1621082178 Windows Server 2016 10.0.14393 (1607) 10 Jun 2026 at 13:44:15

2 Success besdply-computer-1621115839 Windows Server 2016 10.0.14393 (1607) 10 Jun 2026 at 13:44:15
Success besdply-computer-1621267995 macOS 13.6 (22G120) 10 Jun 2026 at 13:44:15

4 Success besdply-computer-1621399490 mac0S 12.7 (21G816) 10 Jun 2026 at 13:44:15

w

5 Success besdply-computer-1621519529 Windows Server 2016 10.0.14393 (1607) 10 Jun 2026 at 13:44:15

2. Select Remove migration monitor.

The migration and al of its devices are removed immediately, with no confirmation prompt, and you return to the dashboard. The
KPI cards update: the total migrations count decreases by one, and the total devices count decreases by that migration's device
count. The removed migration no longer appears in either the Migrate or the Devices view.

,3 Note: Removing a migration monitor cannot be undone. Because there is no confirmation prompt, make sure you have
selected the correct migration before you select Remove migration monitor.

User Management

The User Manager application in BigFix SaaS provides administrators with arobust interface to efficiently manage user
accounts, roles, permissions, and activities in BigFix SaaS. This guide walks you through the process of creating new users,
disabling or deleting existing users, setting passwords, managing roles, and more, ensuring you have a smooth and efficient
experience.

,'* Note: The User Management app is visible only to administrators. Ensure you are logged in as an administrator to access
this app.

Key features
User Account Management

 User Creation and Registration: Admins can create and onboard new user accounts.

 Account Status Management: Enable, disable, or unlock user accounts to control access.

 User Activity Insights: Monitor login history, failed attempts, and account status.

 User Deletion: Permanently remove user accounts and revoke all associated access.
Role-Based Application Access

» Role Assignment: Assign predefined roles (example - Admin) or create custom roles to control feature access.

Authentication and Security
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 Authentication Management: Supports multifactor authentication for enhanced security.
* Passwor d Enfor cement: Enforce strong password requirements, including complexity and expiration.
« Profile and Credential Management: Allow users to securely update personal information and passwords.

Creating and managing users

* Creating anew user (on page 105)
* Details: Click on a user to view details such asrole, creation date, email, last login, and failed login attempts.

« Disabling/enabling auser: To disable auser, click on the disable option. If needed, re-enable a user by clicking the
enable option.

 Unlocking a user: Restore access to users locked due to failed login attempts.

* Deleting a user: Permanently remove a user and revoke all access. To delete a user, disable the user first, and then
proceed with deletion.

Managing user profile

 Updating Username: Users can update their username by clicking on the profile icon in the header and accessing the
Profile Manager.

 Updating Password: To update the password, navigate to the Profile Manager and follow the prompts to change it.
Manage Reports

The Reporting Featur e within User Management allows administrators and operators to filter, save, and quickly re-apply
specific views of user data. This functionality is designed to be consistent with reporting features across other BigFix SaaS
applications.

How to create areport

To create a new report with the current filtered view of the user list:

1. Apply desired criteriato the user list using the Filter tool.
o For example, afilter might be used to:
= Narrow down the user list based on a specific string in their name.
= |solate users based on arole, such as"administrator” status.
Identify inactive users by setting a criterion on the L ast seen date (e.g., users not seen in the last
30 days).
2. Click Manage Reports.

S ———

(D HCLBigFix @ ®
@ Home «
@ Explore ~ User management Require MFA (@) Users Roles
Devices Updated: 3 Apr, 2026 at 14:58
&
Fixlets
Deployments 00f 30 Users
%9 Resolve v Fulname Email T i Roles i Lastseen 1 Status 3 Last
login
() Reporting ~ T O @ Aditi Awasthi aditi@yopmail.com IVR with linux device 15 Jan, 2026 at 13:57 & Enabled No di
@ Administration ~ 2 0 @ Apolo Pentest com No data 2 Enabled No di
User management 3 0O @ 007 reports 00 il.com reports 14 Jan, 2026 at 09:31 & Enabled 14 Ja
4 O @ Brian Turner brian.turner+1@hcl-software.com Administrator 27 Jan, 2026 at 06:18 2 Enabled 13Ja
s [ Cinzia Admin-pen om 22 Jan, 2026 at 22:48 & Enabled No d:
6 [ Cinzia Custom-pen com CustomRole_SSM 14 Jan, 2026 at 15:53 & Enabled No d:
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3. On the Manage Reports page, Save Report tab, enter a unique name and an optional description and click
Save.

Manage reports

Report name

Description
(Optional)

App User Manager

How to view/access an existing user management report

Saved reports can be accessed as follows:

« Within the User Management app: Use the M anage Reports control in the User Management action
bar, switch to L oad Report tab, and click on an existing report to view.

« Centralized View: Access All Reports (on page 94), which is a central hub for managing reports
across applications. Loading areport automatically re-applies all its saved filters.

Permissionsfor creating and deleting reports

« Creation: Any user (operator) with access to the User Management application can create and save
reports.

« Deletion: Only the Owner (the user who created the report) can delete their own reports. Non-owners
cannot delete reports owned by other users. Furthermore, when a user account is removed from the
system, any reports owned by that user are also automatically removed.

Usage limitations

« Role-Based Reports: Thereis currently no support for generating reports based on roles.
« Exporting Data: Exporting saved reportsis not supported due to the presence of sensitive data within
User Management.

Creating a new user

Creating anew user in BigFix SaaS user management application involves a series of steps to ensure proper access and security.
The User Management app is visible only to administrators. Ensure you are logged in as an administrator to access this app.

First, an administrator logs into the user management dashboard. From there, the admin selects the option to add a new
user, which typically prompts aform requiring essential details such as the user's name, email address, and role within the
organization. Once the information is submitted, BigFix sends a confirmation email to the new user with alink to login, set
password, and complete the account setup. This process ensures that the new user has access to appropriate features and
resources while maintaining security protocols.

To create a new user, complete the following steps:
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1. Accessing the User M anager
a. Loginto BigFix SaaS as an administrator.
b. To navigate to the User Manager section, expand Administration and click User Management.
¢. On the User Management page, ensure Userstab is selected and click Create User on the toolbar.

Your trial will expire in 357 days

(9 HCLBigFix ® ®
@ Home «
Explore v User management Require MFA (@ ) e Roles
%7 Resolve v Updated: 31 Mar, 2026 at 14:38 o
N
[@ Reporting ~
Allreports 00f 28 Users
€3 Administration . [ Fullname ¥ Email 1, i Roles i Lastseen 1 i Status 3 :‘:;'n
e 1O @ Aditi Awasthi aditi@yopmail.com IVR with linux device 15 Jan, 2026 at 13:57 2 Enabled No d:
2 0O @ Apolo Pentest m No data & Enabled No d:
3 O @ 007 reports i 00 il.com reports 14 Jan, 2026 at 09:31 2 Enabled 14 Jz
4 ‘:‘ @ Brian Turner brian.turner+1@hcl-soft .com 27 Jan, 2026 at 06:18 1 Enabled 13 Ja
5 [ Cinzia Admin-pen om 22 Jan, 2026 at 22:48 2 Enabled No d:

2. Entering User Information: In the Create User popup, enter the user's first name, last name, email address, and confirm
email. Click Next.

3. Assigning Roles: Theroles (on page 107) determine the BigFix SaaS applications and the devices the user can access.
Select arole for the user from the available list and click Next.

4. Summary:
o Verify user email ID, role, and application access.

> Read the information about welcome mail and the password security requirements.
o Click Create.

User is successfully created. Upon BigFix SaaS account creation, the user receives a welcome email with thelog in link and
temporary password. When logging in, the user can set up a new password.

1. The user receives credentials through email and can log in to BigFix SaaS application.

2. When the user logsin for thefirst time, BigFix SaaS prompts the user to change the password. The user can set password
according to the password rule, confirm new password, and click change password.
3. After the password is changed, the user is redirected to the log in page. Once logged in, the dashboard is displayed.

Editing user profile

Y ou can edit your own profile to keep your information up to date. Here's how you can easily edit your profile from the BigFix
SaaS home page.

Only logged-in users can edit their own profiles. Admins do not have the capability to edit user profiles.

1. Log into BigFix SaaS with your credentials.
2. On the home page, click on the user icon on the top right corner.
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Your trial will expire in 4 days
(D HCLBigFix ®

@ Home &«
Explore My Dashboard
%7 Resolve ~

CyberFOCUS

|==O
o &
=y N

Protection Level Agreement ARl
(PLA) Add device

Custom Remediation :
Download the Bigfix agent installer for the Operating Systems you use in your
Integrated Vuinerability environment, and install it on the devices you would like to manage with BigFix.

Remediation

Reporting v Download BigFix Agent

£3 Administration N

=

User management

3. Update user's first name and last name and click Save.

Managing roles

Create, edit, and manage user roles with customizable access to applications in the SaaS environment. Y ou can customize each
role by specifying app-level permissions, ensuring users have secure and appropriate access based on their responsibilities.

Built-in role

A built-in role is predefined role provided by BigFix SaaS to streamline user and access management.

« Administrator: This role comes with default configurations and permissions that address common administrative and
operational needs. Administrators have access to all available applications. They have the ability to create, delete, and
edit users.

! Important: The Administrator roleis a built-in role that you cannot modify or delete.

Custom roles

Custom roles are user-defined roles in BigFix SaaS that allow administrators to tailor permissions and access based on specific
organizational requirements. These roles provide flexibility to control which users, devices, and applications are accessible within
the environment. These roles can be edited, reassigned, or deleted (if no users are assigned).

Createacustom role

Creating a custom role involves defining a user role with specific permissions and access tailored to your
organization's unique requirements. Unlike built-in roles, which have fixed configurations, custom roles allow
flexibility in managing devices, applications, and user assignments. For detailed steps, read Creating anew role
(on page 108).

Note: Users can create a maximum of 20 custom user roles.

Modify a custom role

1. From the User Manager app, click Roles.

2. Open an existing custom role and modify the following as necessary.
° Role name
o Assigned apps (excluding default apps which remain fixed)
o Assigned users
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> Assigned computer groups (e.g., All Computers, Filtered Groups)
o Admin status
Example: Update a dynamic filter to refine device selection, such as filtering by Device Properties.
3. Save changes.

Note: Role updates affect permissionsin real time after a user logsin.

Deletea custom role

You can delete arole only if:

* Theroleisnot assigned to any users.

¢ Theroleisnot marked asan admin role.
To delete acustom role:

1. Unassign al usersfrom therole.
2. Click Delete.

« If no users are assigned to arole, click the Delete button to remove it.

Default and Non-Removable Applications

Certain applications are marked as default in the backend and are automatically assigned to every role. These apps cannot be
unselected during role creation or editing.

Examplesinclude:

 Deployment Manager (depending on product configuration)

* Device Explorer

* Fixlet Explorer

» My Dashboard (home screen)
* Reports

Assigning aroleto users

As an administrator, when creating anew user (on page 105), you can assign arole to ensure they have the appropriate level
of access from their first login. Y ou can reassign the roles at any time to adapt to organizational changes, evolving operational
needs, and updated security policies.

To reassign usersroles:

1. In the User Management section, go to the User s tab.

2. Select one or more users from the grid.

3. Click Reassign and select a new role from the available options.

4. To verify the action, from the User Manager grid, check the Roles column to see the associated role displayed next to the
selected users.

Creating anew role

Create a custom role to define specific permissions and access tailored to your organizational needs. Assign a name, configure
dynamic filters for device assignments, and specify access levels. Save the role to manage users, devices, and applications
efficiently.

Y ou must be an Administrator to create a new role.
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1. To navigate to Role Manager, from the User Manager page, click Roles.

Your trial will expire in 4 days

(9 HCLBigFix OS]

@ Home «

Explore v Role management vsers
d‘

%7 Resolve M

Updated: 30 Jan, 2026 at 23:47

[@ Reporting v

€3 Administration A

0 of 11 Roles selected

User management [] Roles Ty Users T, CustomRole T, Last Updated Ty Date Added T
1 E Administrator 7 No 28 Jan, 2026 at 14:04 28 Jan, 2026 at 1«
2 E Cinzia_role 1 Yes 28 Jan, 2026 at 16:05 28 Jan, 2026 at 1¢
3 E CustomRole_Shweta 1 Yes 29 Jan, 2026 at 13:21 29 Jan, 2026 at 1

2. CreateaRole
a Click Createroleto add anew role. The Create Role widget appears.

Create Role

Devices Applications Summary

Device Administration

Devices by. I

Dynamic filter Device group All devices O Clear

Dynamic filter defines a criteria based on attributes for continous evaluation of devices. This
role will manage all devices that match this filter.

Match All

Attribute ~ equals ‘

Manage 17 dynamically filtered devices

Cancel

b. Devices: Administrators can manage device assignments for roles by setting conditions or selecting devices
directly:
= Dynamic filter: To dynamically filter and assign devices to arol€'s scope:
i. Select an attribute to filter devices (e.g., OS Family).
ii. Specify the desired value for the attribute (e.g., Windows).
iii. Click Add to add the condition to the filter.
= Example: The condition " OS Family Equals Windows" assigns al Windows devices
totherole.
= Click + Add Condition to define more conditions and refine the scope further, ensuring
only the intended devices are included.
= If you want to delete a condition that you have defined, click the Delete icon next to the
condition.
= If you want to delete all the conditions that you have defined, click Clear.
= The system automatically displays the total number of devices matching your
conditions.
= # Device tag: Manually choose specific devices by their unique IDs for targeted assignments.
= All Devices: Include all available devices in the scope of the role for broader access.
¢. Oncethe scopeis set, click Next to proceed.
d. Applications: Select applications this role should have access to.
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= Thelist includes al available apps.
= Hover over each app for a short description.
= Some apps (My Dashboard, Reports, Deployment Manager , Device Explorer , Fixlet Explorer)
are pre-selected and cannot be unsel ected.
€. On the next step, enter aname for therole.

Note: Provide a unique name for therole. Y ou cannot edit the role name once it is created.

f. Verify the number of devices and the number of applications to access. Click Create. Theroleis successfully
created. Click OK to exit the widget.

The new role appears on the Role Manager page. Click the role to view its details, including:

» Overview: Displays key information about the role.

* Application Access: Lists the applications the role can access.

 Associated Devices: Shows details of the devices assigned to therole.

 Configurations: Displays all the conditions that are defined to filter and associate to the role.

Integrated V ulnerability Remediation

Integrated V ulnerability Remediation (1VR) provides areal-time overview of security vulnerabilities categorized by severity,
using both the Common V ulnerability Scoring System (CVSS) and the VVulnerability Priority Rating (VPR). Use this feature to
configure data sources, visualize vulnerability datain charts, and manage individual vulnerabilitiesin adetailed table. Y ou can
also manually import vulnerability data from external sources using the Universal Vulnerability Ingestion (UV1) feature. Y ou can
remediate vulnerabilities directly from the dashboard and export the data.

To access the VR dashboard from BigFix SaaS, go to Resolve > I ntegrated Vulner ability Remediation.

ya Note: The Integrated Vulnerability Remediation link appears in the navigation pane only if your user role includes
permission to access the IVR application. If you do not see this option, contact your BigFix administrator. For more
details, see User Management (on page 103).

(9 HCLBigFix ® @
@ Home « .
IVR - Scanner |mp0rt L& Configure ‘ Scanner import File Import

Explore v Updated: Apr 30, 2026 10:28:52
%7 Resolve ~ | Datasource

Fixlet streams

CyberFOCUS %

Protection Level Agreement ¥ :

(PLA) eI

Custom Remediation

No Data Available

Integrated Vulnerability

Remediation
(3 Reporting v
3 Administration v

The Integrated Vulner ability Remediation (I VR) dashboard provides a centralized, dynamic interface to view, analyze, and
remediate vulnerabilities within your environment. The dashboard adapts to display datawhether it is directly synced from
external scanners (such as Tenable) or manually uploaded through CSV spreadsheets. This consolidated view supports the
correlation of external scanner data with BigFix content, enabling you to efficiently process the remediation flow.
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Initial Dashboard Setup and Data Synchronization

When you navigate to the IVR dashboard by expanding Resolve and selecting I ntegrated Vulnerability Remediation on the
left navigation menu, the system automatically loadsthe VR - Scanner import page.

If you have not yet configured a data source, the dashboard indicates that no datais available. Y ou must establish a connection to
an external vulnerability scanner (for example, Tenable) to populate the dashboard grids and charts.

() HCLBigFix ® ®
@ Home « .
IVR - Scanner import £ Configure Scanner import | Fite Import

Explore v Updated: Apr 30, 2026 10:28:52
%7 Resolve ~ | Datasource

Fixlet streams

CyberFOCUS %

Protection Level Agreement s

PLA) .0

Custom Remediation

No Data Available

Integrated Vulnerability

Remediation
(3 Reporting v
€3 Administration v

Y ou can consolidate your vulnerability datainto asingle view by integrating multiple scanners. For instructions on configuring
initial or additional data sources, see Creating New Datasource (on page 127).

Once a data source is successfully configured and the initial synchronization is complete, the dashboard populates with your
active vulnerability data.

) Note: The system checks for newly configured data sources every 10 minutes and refreshes data from existing sources
every 12 hours. To import dataimmediately, use the manual file import feature.

Dashboard L ayout

The IVR dashboard is divided into two primary functional areas: the header section for global controls and the main workspace
for data analysis and remediation.

Header controls: The top section of the dashboard contains global tools to manage your overall view. The available buttons and
features vary depending on whether you have a data source configured:

» When a data sourceisnot configured:

IVR - Scanner ImpOI’t ‘ Scanner import File Import

Updated: May 08, 2026 11:32:19

Datasource

o Configure: Select to set up your initial vulnerability data source.

o Scanner import and File Import toggle: Switch between the automated scanner data view and the manual file
import view.

* When adata sourceis configured:
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IVR - Scanner import

Updated: May 08, 2026 11:08:17

v Manage reports ‘ Scanner import File Import

Overview List View

> Vertical Ellipsisicon (three vertical dots): Select to reveal a menu with the following options:

Export

Configure

isT

= Export: Export the vulnerability data. The exported fileisin JPEG, PNG, or PDF format for the
Overview charts, and in CSV or XLSX format for the List View data

= Configure: Open the configuration settings to add additional data sources.

o Filter icon

Y%

. Select to open the Filter data widget, which allows you to set multiple levels of filtering

conditions based on selected vulnerability properties. Y ou can filter data using the following properties:

= Tenable Vulnerability: Filter by the specific name of the vulnerability.

= | D: Filter by the unique numeric identifier.

= CVE(9): Filter by the Common V ulnerabilities and Exposures identifiers.

= VPR: Filter by the VVulnerability Priority Rating score.
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= Published: Filter by the date the vulnerability was disclosed.

= CVSS: Filter by the Common Vulnerability Scoring System score.

Filter data

Set conditions on properties

Select top level filter condition

O Single condition @ Multiple condition (Criteria: AND)
Condition 1

Property Operator

Property -

AND
Condition 2

Property Operator

Property -~ ‘ ‘

Tenable Vulnerability + Add Block

ID

CVE(s)

VPR

Published

Cvss

B Removeall
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o Manage reports: Select to open the Manage Reports widget. Use this to save your current dashboard view for
quick access later, or reload a previously saved report.
= Save Report: Select to save your current grid data (in List view) as a named report.



BigFix SaaS User Guide | 3 - BigFix SaaS User Guide | 115

Manage reports

Save Report Load Report

Report name

Description
(Optional)

App Integrated Vulnerability Remediation
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= Load report: Select to view alist of al previously saved reports. Selecting a specific report loads it into
the datagrid (in List view).
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Manage reports

Save Report

Load Report

VPR-critical-12-5SlI

234046_9_FI

18 from FI

65- S

238080_6 - FI

Scanner_lmport_Default_Report11 JUN 20:

Default_File_Import

11 JUN 2026 ¥

11 JUN 2026 Vv

11 JUN 2026 ¥

11 JUN 2026 Vv

11 JUN 2026 Vv

11 JUN 2026 Vv
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o Scanner import and Fileimport toggles: Switch between the automated scanner data view and the manual file
import view.

o Overview and List View toggles: Switch between the visual analytics summary and the tabular list of
vulnerabilities.

» Main workspace: The main area of the dashboard adapts its content based on your selected data context. It serves asthe
primary location to analyze vulnerability metrics and initiate the remediation workflow.

o Scanner import view: When viewing automated scanner data, the workspace displays the content for either the

List View tab (adetailed grid of active vulnerabilities) or the Overview tab (visual analytics and charts).

(D HCLBigFix @ ®
@ Home « :
IVR - Scanner import Y, S ‘ Fieimport |
@ Explore v Updated: May 01, 2026 11:54:49
%7 Resolve ~
Overview List View
Fixlet streams -
Scanner Import Summary
CyberFOCUS
Protection Level Agreement
(PLA)
0 of 365 Vulnerabilities
Custom
Integrated Vulnerabilty [[] Tenable Vulnerability D N VPR Tl cvss M i CVE(s) i Published 1)
Remediation
([J Adobe Flash Player <= 29.0.0.140 (APSB18-16) 109601 Medium Critical CVE-2018-4944 2018-05-08T00:00
[3 Reporting v
[ Adobe Flash Player <= 32.0.0171 (APSB19-26) 125056 Medium High CVE-2019-7837 2019-05-14T00:00
€3 Administration v
E Adobe Flash Player <= 32.0,0.192 (APSB19-30) 125815 High High CVE-2019-7845;CVE-20 2019-06-11T00:00:
[ Adobe Flash Player <= 32.0.0.238 (APSB19-46) 128633 High Critical CVE-2019-8069,CVE-20 2019-09-10T00:00:
[J Adobe Flash Player <= 32.0.0.321 (APSB20-06) 133607 Medium High CVE-2020-3757 2020-02-11T00:00:
E Adobe Flash Player <= 32.0.0.371 (APSB20-30) 137253 Medium Critical CVE-2020-9633 2020-06-09T00:0C
E Adobe Flash Player <= 0.0.433 (APSB20-58) 141494 Medium High CVE-2020-9746 2020-10-16T00:00:

o

Fileimport view: When viewing manual data, the workspace displays the File Import Summary tab (a grid of
manually uploaded vulnerabilities) and the Import L og tab (historical import metrics).

() HCLBigFix ? ®
@ Home « . .
IVR - File import : v e Scanner import I
@ Explore v Updated: Jun 22, 2026 11:00:55
9 Resolve ~
File Import Summary import Log
Fitet streams
File Import Summary
cyberFocus
Protection Level Agreement (PLA)
00f 401 Vulnerabilties
Custom Remedition
Severity cvs Scamner
Vulnerabilities (I # Severit # . i no# CVE(s] H Published 1. #
Integrated Vulnerability ] N LR v Score ‘ s d M Count
Remediation
[ KB5055519: Windows 10 version 1809 / Windows S¢ 234046 4 10 10 CVE-2025-24073,CVE-2 2025-04-08T00:00:002 1
) Reporting v
[ KB5058392: Windows 10 version 1809 / Windows ¢ 235845 4 10 10 CVE-2025-20950,CVE-2 2026-05-13T00:00:00Z 1
@ Administration o
[ KBS060531: Windows 10 version 1809 [ Windows S¢ 238080 a 10 10 CVE-2025-33050.CVEZ 2025-06-10T00:0000Z 1
4 Preview N
[] KBS082557: Windows 10 version 1809 / Windows S 241548 2 68 68 CVE-2025-36350,CVE=; 2025-07-08T00:00:00Z 1
[] KB5063877: Windows 10 version 1809 / Windows S¢ - 249130 a 10 10 CVE-2025-50155,CVE-2  2025-08-12T00:00:00Z 1
[ KB5065428: Windows 10 version 1809 / Windows S« 261799 4 10 10 CVE-2025-54110,CVE-21  2025-09-09T00:00:002 1
[ KB5065420: Windows 10 version 21H2 | Windows 1( 261804 4 10 10 CVE-2025-54000,CVE=; 2025-09-09T00:00:00Z 1
[ Kes066586: Windows 10 version 1609 / Windows S 270378 3 7 7 CVE-202525004CVEZ 2025-10-14T00:0000Z 1
[ KB5086791: Windows 10 version 2112 | Windows 1 270379 3 75 75 CVE-2025-58722,CVE-2  2025-10-14T00:00:00Z 1

Analyzing and Remediating Vulnerability Lists

The data grids in the main workspace (List View for scanner imports and File Import Summary for manual imports) display
critical identifying information about the vulnerabilities in your environment. Y ou can interact directly with your vulnerability
data from these grids.

The specific columns available depend on the data view you are currently accessing:




BigFix SaaS User Guide | 3 - BigFix SaaS User Guide | 119

» Scanner import: When you view automated data synced from an integrated vulnerability scanner on the List View tab,
the data grid displays the following columns:

Column Name Data Type Description

(Selection Checkbox) Interactive Checkbox A control that allows you to select one
or multiple rows to perform actions
(like Remediate). A master checkbox
at the table header enables bulk selec-
tion.

Tenable Vulnerability Text Link (Hyperlink) The descriptive name of the security
vulnerability asidentified by the vul-
nerability scanner (Tenable). This text
is hyperlinked, leading to more details
about the specific vulnerability dis-
played under the following tabs:

o Vulnerability Information:

Thisincludes a brief summa-

ry, adetailed description, and

asolution for the specific vul-
nerability. You can aso fix
the vulnerability from here by
clicking Remediate and fol-
lowing the steps given in the

IVR Remediate flow page (on

page 138).

Contents: It shows the Fixlets

that are related to this specif-

ic vulnerability. Select a Con-
tent Name to open more de-
tails about a specific Fixlet
on the Fixlet details page (on

page 72).

Devices: It shows the devices

that the specific Fixlet can be

applied to. Click on Devices
to go to Device Details page

(on page 47).

Deployment: It shows the de-

ployment data. To learn how

to deploy the Fixlet, go to De-
ploying Fixlets page (on page

76).

ID Numeric A unique numeric identifier assigned
to the specific vulnerability instance
within the system for tracking and ref-
€rence purposes.

o

o

o

VPR Categorical Text Vulnerability Priority Rating. A
dynamic rating (e.g., Low, Medium,
High) that helps prioritize remediation
by combining technical severity with
threat intelligence (specific to Ten-
able's scoring).

CVSS Categorical Text Common Vulnerability Scoring Sys-
tem. An industry-standard score (e.g.,
Critical, High) that reflectsthe intrin-
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Column Name Data Type Description

sic severity of the vulnerability based
on itstechnical characteristics.

CVE(s) Alphanumeric Link Common Vulnerabilities and Expo-
sures. A list of standardized identifiers
(e.g., CVE-2019-7837) that reference
the vulnerability in the public National
Vulnerability Database (NVD). These
are hyperlinked for external reference.

Published Date/Time (Timestamp) The date and time (in 1SO 8601 for-
mat) when the vulnerability was pub-
licly disclosed or added to the data-
base.

Tenable Count Numeric Displays the number of vulnerable de-

vicesidentified by Tenable.

* Fileimport: When you view manually uploaded data on the File Import Summary tab, the data grid displays the
columns mapped during the Universal Vulnerability Ingestion (UV1) process:

Column Name Data Type Description

(Selection Checkbox) Interactive Checkbox A control that allows you to select one
or multiple rows to perform actions
(like Remediate). A master checkbox
at the table header enables bulk selec-
tion.

Vulnerabilities Text Link (Hyperlink) Displays the name or title of the vul-
nerability as mapped from your im-
ported CSV file. Thistext is hyper-
linked, leading to more details about
the specific vulnerability displayed un-
der the following tabs:

o Vulnerability Infor mation:

Thisincludes a brief summa-

ry, adetailed description, and

asolution for the specific vul-
nerability. You can aso fix
the vulnerability from here by
clicking Remediate and fol-
lowing the steps given in the

IVR Remediate flow page (on

page 138).

Contents: It shows the Fixlets

that are related to this specif-

ic vulnerability. Select a Con-
tent Name to open more de-
tails about a specific Fixlet
on the Fixlet details page (on

page 72).

Devices: It showsthe devices

that the specific Fixlet can be

applied to. Click on Devices
to go to Device Details page

(on page 47).

o Deployment: It showsthe de-

ployment data. To learn how

o

o



Column Name

Severity

Severity Score

CVSS

CVE(s)

Published

Scanner Count
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Data Type

Numeric

String

Numeric

Categorical Text

Alphanumeric Link

Date/Time (Timestamp)

Numeric

Description

to deploy the Fixlet, go to De-
ploying Fixlets page (on page
76).

A unique numeric identifier assigned
to the specific vulnerability instance
within the system for tracking and ref-
erence purposes.

Displays the categorical severity level
of the vulnerability (for example, Crit-
ical, High, Medium, or Low) based on
your imported data.

Displays the numerical severity score
of the vulnerability based on your im-
ported data.

Common Vulnerability Scoring Sys-
tem. An industry-standard score (e.g.,
Critical, High) that reflects the intrin-
sic severity of the vulnerability based
on its technical characteristics.

Common Vulnerabilities and Expo-
sures. A list of standardized identifiers
(e.g., CVE-2019-7837) that reference
the vulnerability in the public National
Vulnerability Database (NVD). These
are hyperlinked for external reference.

The date and time (in 1SO 8601 for-
mat) when the vulnerability was pub-
licly disclosed or added to the data-
base.

Displays the number of vulnerable de-
vices based on your imported data.

From either of these grid views, you can select one or more specific vulnerabilities using the checkboxes and select Remediate
to initiate the standard I VR remediation flow and deploy fixlets to your endpoints. For more information, see VR Remediation

Flow (on page 138).

Visualizing data on the Overview tab

In the Scanner Import view, selecting the Overview toggle changes the interface to visual analytics. These refined charts are
designed to help you quickly prioritize remediation efforts.
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IVR - Scanner import

Scanner import File import
Updated: Jun 12, 2026 10:56:46
Overview List View
Charts
Critical Severity Exposures by cvss VPR Breakdown by cvss VPR
98

Medium 8

Low 0 jj‘\/*

Critical 13

319912 314930 314346 306436 301771 298548 283470 277987 274782 271264 High 524’

Plugin IDs

Wcvss M Scanner Count

Top 10 Vulnerabilities CVSS Vulnerability

1
0 | | | I | | | I | |
2 B B 2 < B B
) ) 2. 2. 2 )
% &, 5, 2, S
o 0 2 ) 2,

Q- o, e 2 R
BN S, & L3 2, 2 2, 2, (e o,
% % - % » % % % 7 %

o
@

o
@

o
s

o
[

M tow M Medium [ High M Critical

» Header Section: The header in the Overview view displays the following elements:

o Vertical Ellipsisicon (three vertical dots): Select to reveal a menu with the following options:

e

Export

Configure st
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= Export: Select Export to download graphical reports as a JPEG, PNG, or PDFfile.

= Configure: Select Configur e to open the Configure Datasource page, where you can manage
datasource integrations.

o Scanner import and Fileimport toggles: Switch between the automated scanner data view and the manual file
import view.

o Qverview and List View toggles. Switch between the visual analytics summary and the tabular list of
vulnerabilities.

Note: The Filter icon and M anage Reports button are hidden in this view.

» Workspace: The workspace presents vulnerability trends using interactive charts:

o Critical Severity Exposuresby: This clustered bar chart visualizes vulnerabilities based on their Plugin IDs.
For each ID, it plotsthe Severity Score (Light Blue) and Scanner Count (Dark Blue) side-by-side, allowing
you to correlate the risk level with its detection frequency. Y ou can toggle the view to base the analysis on either
CVSS or VPR scoring models.

o Breakdown by: A donut chart that shows the distribution of vulnerabilities by severity level (for example,
Critical vs. High). Y ou can toggle the view by CVSS or VPR.

o Top 10 Vulnerabilities: Thistimeline bar chart visualizes the most significant security risksin your
environment. It plots vulnerability counts against publication dates using abar chart color-coded by severity
(from Low to Critical). The timeline focuses exclusively on the dates associated with the ten highest-ranked
risks (based on severity and frequency). Y ou can toggle the view between CV SS and Vulner ability to analyze
the distribution by severity score or specific threat.

Filtering Vulnerabilities

Apply advanced filters to quickly locate specific security flaws across large datasets by multiple properties simultaneously,
including Tenable Vulnerability, ID, CVE(s), VPR, Published, and CVSS.

To filter vulnerability data:
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Y%

1. Select the Filter icon in the header controls to open the Filter data widget.

Filter data

Set conditions on properties

Select top level filter condition

O Single condition ~ ® Multiple condition (Criteria: AND)
Condition 1

Property Operator

Property v

AND
Condition 2

Property Operator

Property - ‘ ‘

Tenable Vulnerability + Add Block

ID

CVE(s)

VPR

Published

CVSsSs

B Remove all

2. Set your desired filtering conditions based on the available vulnerability properties.

3. Select Apply.

When filters are active, visual indicators appear above the main workspace grid. Y ou can use these indicators to easily identify
and clear specific filters as needed.

Exporting Dashboard Data

Y ou can export data from the dashboard to share with external stakeholders, generate reports, or conduct offline analysis.

To export vulnerability data:
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1. Select the Ellipsisicon (three vertical dots) in the header controls.

2. Select Export.

Export

Configure

is

The available file formats depend on your active view:
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e List View: Download the grid dataasa CSV or Excd file.

Export

Export data as

Csv
D Excel
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» Overview: Download the data charts as a JPEG, PNG, or PDF file.

Export

Export charts as

[] JPEG
[] PNG
PDF

Reset

Creating New Datasource

This module explains how to add a new data source to the Integrated V ulnerability Remediation (1VR) SaaS application.

Prerequisites

IVR does not scan devices directly. It ingests vulnerability data either from an integrated external scanner (such as Tenable)
or through manual CSV uploads using the Universal Vulnerability Ingestion (UV1) feature. The following prerequisites apply
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specifically to configuring a Tenable data source. If you are importing vulnerability data manually, see Manually Importing
Vulnerabilities (on page 131).

1. BigFix Management:

o Ensure the BigFix Agent isinstalled on the target devices. For instructions on enrolling devices in the SaaS
environment, see Adding devices to BigFix (on page 18).

o Verify that these devices are reporting correctly to your BigFix deployment.

2. Tenable Vulnerability Management: Ensure the following actions are completed within your Tenable Vulnerability
Management instance:

o Install Scanners: Ensure Tenable Nessus Scanners or Agents are installed on the target devices.

o Create & Launch Scan: Create a scan profile (e.g., Basic Network Scan) that targets the 1P addresses of your
BigFix-managed devices. Refer to Create a Scan in the Tenable documentation.

> Verify Completion: Launch the scan and wait for the status to reach Completed. IVR can only import finalized
scan results.

3. APl User Permissions:

> The Tenable user account associated with the APl keys must have Viewer or Auditor permissionsat a
minimum.

o Ensure that your user account has the necessary permissions (e.g., Basic User with "Can View" access to assets,
or Administrator) to retrieve vulnerability data. Refer to Generate API Keys in the Tenable documentation.

Procedure

1. Navigate to Create New Datasource page.
a. On theleft navigation pane, go to Resolve > I ntegrated Vulnerability Remediation to accessthe IVR
application dashboard.
b. Perform one of the following actions based on your current setup:
= New Users: You are automatically directed to the Configur e Datasour ces page.
= Existing Users: To add an additional source, click Configure. The Configure Datasour ces page opens.
¢. On the Configure Datasour ces page, click Create Datasour ce.

Integrated Vulnera... > Configure Dataso...

Integrated Vulnerability Remediation

Updated: Jan 22, 2026 16:24:52

Datasource

Type User Target Port Alias Status Actions

Tenable [0 la-newuser2@yopmail.com  https://cloud.tenable.com 443 £591cc43-28d-4a97-b27d-82a977bbf9e Running

Tenable 10 la-newuser2@yopmail.com  httpsi//cloud.tenable.com 443 €1b3388e-7711-490c-923¢-[d46411376ch  New



https://docs.tenable.com/vulnerability-management/Content/Scans/CreateScan.htm
https://docs.tenable.com/vulnerability-management/Content/Settings/GenerateAPIKey.htm
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The Create New Datasour ce widget opens on the right side.

X
Create New Datasource
Tenable Cloud URL*
https://cloud.tenable.com
Tenable Access Key*
Navigate to your profile and locate the API Keys section
Tenable Secret Key*
Find keys in Tenable Ul's API section
Container UUID
Type Port
Tenable I0 - 443
2. Fill inrequired information.
a. Enter the following details:
Field Description

Tenable URL | The API endpoint for the Tenable instance (e.g., htt ps: // cl oud. t enabl e. com).

AccessKey [ Unique key generated from the user's Tenable account.

Secret Key Secret pair for the access key, aso retrieved from Tenable.
Port 443 by default.

" Note: Ensure the access and secret keys are copied accurately and securely stored. These are required
for authentication and data retrieval.

b. Click Verify credentials. If verification succeeds, a UUID is generated for the data source. Click Save.

On success:

= The data source appears in a datasource table.
= Theinitia status of the datasource is New. The system checks for new datasources every 10 minutes.
As soon as the scheduler picks up the new datasource, the status changes to Running and the system



BigFix SaaS User Guide | 3 - BigFix SaaS User Guide | 130

starts fetching vulnerabilities from the external scanner. When the import process completes, the status
updates to Finished.

A Note: Once the automation starts, it cannot be stopped. Y ou cannot edit or delete a data source
whileit isin the Running status. Additionally, you cannot edit the data source if the resulting
UUID isdifferent (i.e., you cannot change the data source to a different tenant).

Datasource
Type User Target Port Alias Status Actions
Tenable 10 la-newuser2@yopmail.com  https://cloud.tenable.com 443 f591cc43-2f8d-4a97-b27d-8f2a977bbf9e Finished
Tenable 10 la-newuser2@yopmail.com  https://cloud.tenable.com 443 e1b3388e-77f1-490c-923c-fd464f1376ch Finished
To edit a datasour ce:
/7
1. Click the Pencil icon under the Actionsfield to open the Update Datasour ce widget.
X

Update Datasource
Tenable Cloud URL*

https://cloud.tenable.com

Tenable Access Key*
Navigate to your profile and locate the API Keys section

Tenable Secret Key*
Find keys in Tenable Ul's API section

Verify Credentials
Container UUID

Type Port

Tenable 10 v 443

Cancel

Note: It is mandatory to re-enter both Access Key and Secret Key, even if unchanged.

2. Make the necessary changes and click Save.

To delete a datasour ce:
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5]

1. Click the Deleteicon to remove the data source entry.

Note: Y ou cannot delete a datasource that is in the Running status.

Manually Importing Vulnerabilities

The Universal Vulnerability Ingestion (UV1) feature allows you to manually upload vulnerability data into the Integrated
Vulnerability Remediation (IVR) application in the Bigfix SaaSusing aCSV file.

Manual imports are useful for integrating vulnerability data from external scanners or custom sources. By default, the Integrated
Vulnerability Remediation dashboard opens the Scanner Import view. Y ou can toggle to the File Import view to manually
upload your file.

During the import process, you choose whether to merge the new vulnerabilities with your manual data or replace your
previously imported data entirely. Y ou must map the columnsin your CSV file to the mandatory system fields.

,\ Note: The maximum supported file sizeis 50 MB for asingle CSV file and 250 MB in total for multiple files per tenant.
Concurrently, tenants can only upload a maximum of 2 files.

Prerequisites
Before you import vulnerability data, ensure that the following conditions are met:
1. Your endpoints are registered to the root server provisioned for you in SaaS. For more information, see Adding devices

to BigFix (on page 18).
2. Your devices are scanned by the relevant scanners so that you can download the vulnerability information asa CSV file.

Importing and Mapping Vulner ability Data

Use the following steps to upload your CSV file, choose whether to merge or replace existing data, and map your spreadsheset
columns to the required system fields using the Import Data wizard.

1. Onthe left navigation pane, go to Resolve > I ntegrated Vulnerability Remediation to access the IVR application
dashboard.

Note: By default, the dashboard displaysthe IVR - Scanner Import view.

2. In the upper-right corner of the dashboard, select File Import to switch to the IVR - File Import page.
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() HCLBigFix [OHQ)
@ Home « .
VR - Fle mport v -
Explore v Updated: Jun 22, 2026 11:00:55
%7 Resolve ~
File Import Summary Import Log
Fixlet streams,
File Import Summary
CyberFOCUS
Protection Level Agreement (PLA)
0 0f 401 Vuinerabiities
Custom Remediation
. Severity cvs . Scanner
Vulnerabilities 1. D Severity 1 1 T cvE Published 1.
Integrated Vulnerability [ vanerabilties 14 everity. T Score i s i ) ublished 14 Count
Remediation
[J KBS5055519: Windows 10 version 1809 / Windows Se 234046 4 10 10 CVE-2025-24073,CVE-2  2025-04-08T00:00:00Z 1
[@ Reporting v
[} Windows 10 version 1809 / Windows S« 235845 4 10 10 CVE-2025-29959,CVE-Z  2025-05-13T00:00:00Z 1
83 Administration v
[m] Windows 10 version 1809 / Windows S¢ 238080 4 10 10 CVE-2025-33050.CVE-; 2025-06-10T00:00:00Z 1
4 Preview v
a Windows 10 version 1809 / Windows Se 241548 2 68 68 CVE-2025-36350,CVE-z 2025-07-08T00:00:00Z 1
([ KB5063877: Windows 10 version 1809 / Windows S¢ 249130 s 10 10 CVE-2025-50155,CVE-2  2025-08-12T00:00:00Z 1
(=] Windows 10 version 1809 / Windows ¢ 261799 4 10 10 CVE-2025-54T10.CVE-2, 2025-09-09T00:00:00Z 1
a Windows 10 version 21H2 / Windows 1 261804 a 10 10 CVE-2025-54099,CVE-; 2025-09-09T00:00:00Z 1
O Windows 10 version 1809 / Windows S¢ 270378 3 75 75 CVE-2025-25004;CVE-2  2025-10-14T00:00:00Z 1
[0 KB5066791: Windows 10 version 21H2 / Windows 10 270379 3 75 75 CVE-2025-58722,CVE-2  2025-10-14T00:00:00Z 1

3. Select Import to launch the Import Data wizard.

X Note: Thel mport button is only available in the File Import view. Manual imports are not supported in the
Scanner Import view.

@

IVR - File Import . [ e

Updated: May 01, 2026 11:58:58

File Import Summary Import Log

4. In the Upload File step, configure the following import settings:
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Import Data

Upload File Select Header Map Column Row Confirm

Select Import Mode (required)
O Replace O Merge
Select the source of data to import (required)

O Tenable O General CSV File

Upload File (max file size: 250 MB)

Cancel

a. Select Import Mode: Choose how the system handles the incoming data:
= Replace: Deletes your previously imported data and replaces it entirely with the new file.
= Merge: Appends new vulnerabilities to your existing data.

" Note: You can only select Mergeif the new source of data matches your existing, configured
data source. If the data sources do not match, you must select Replace.

b. Select the source of data toimport: Choose either Tenable or General CSV File depending on your data
origin.
c. Drag and drop your . csv fileinto the upload area, or select Browse from computer to locate the file. Select
Next.
5. Inthe Select Header step, review the data preview table. Select the checkbox next to the row that contains your column
headers. This ensures the system does not import your header row as a vulnerability record. Select Next.
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Windows 10 versi...

38203,CVE-2024-...

12T00:00:00Z

Import Data
Upload File Select Header Map Column Row Confirm
Select Header
Column1 Column 2 Column 3 Column 4 Column 5 Column 6 Column7 Column 8 ‘
Name Plugin Id Severity Score Severity CVss CVE IDs Published Scanner Count
Security Updates ~ _ 2023-10-
O for Microsoft Sl 182956 14 Medium Medium CVE-2023-36728  [,o00 o0 1
KB5043050: ) CVE-2024- 2024-09-
L Windows 10 versi., 206898 4 High Critical 21416,CVE-2024-...  10T00:00:00Z !
Security Updates - CVE-2024- 2024-08-
U for Microsoft saL... 207969 74 High Criteal 37341,CVE-2024-..  12T00:00:00Z !
Security Updates CVE-2024- 2024-09-
U for Microsoft saL... 207967 74 High High 26186,CVE-2024-... 12T00:00:00Z !
Security Updates ~ ~ 2024-08-
U formicrosoft saL... 207970 36 Low High CVE-2024-43474 17 100:00:002 !
KB5044277: ) ) CVE-2024- 2024-10-
L Windows 10 versi.. 208285 o6 Critical Critical 20659,CVE-2024-..  08T00:00:00Z !
Security Updates CVE-2024- 2024-10-
L for Microsoft NET... 208757 a4 Medium High 43483,CVE-2024...  11T00:00:00Z !
KB5046615: CVE-2024- 2024-11-
[:I 210860 10 Critical Critical 1

Back Cancel

6. Inthe Map Column Row step, map the columns from your CSV file to the IVR system fields using the dropdown
menus. Y ou must map the following required fields marked with an asterisk (*) to proceed:

°|ID

o Vulnerability Name

° CVE IDs

Select Next when mapping is complete.
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Import Data

]

Upload File Select Header Map Column Row Confirm

Select Header Row

Field Mapping

Plugin Id

Name

CVE IDs

Severity Score v

Severity

Cvss

Select

Published

Back Cancel

7. Inthe Confirm step, review the final preview of your mapped data.

column headers mapped to I VR fields are displayed.

Note: Rows with duplicate IDs may be consolidated, and rows with invalid values will be removed. Only

Import Data

) ]
Upload File Select Header Map Column Row Confirm
4. Confirm

Final data preview

Below is a final preview of your mapped data.

This is only a preview, the data will undergo further processing. Rows with duplicate ids may be consolidated. Rows with invalid values will be removed.
The preview may not exactly reflect the final result. After processing, only vulnerabilities that map to fixlets will be shown.

The column headers from your file are displayed in teal tags below each IVR column header.

Only IVR column headers will be shown in the IVR app.

D Vulnerability Name CVEIDs Severity Score Severity
Security Updates for Microsoft SQL Server - ~

182956 (October 2023) CVE-2023-36728 4.4 Medium

206898 KB5043050: Windows 10 version 1809 / CVE-2024-21416,CVE-2024-30073,CVE- 74 High
Windows Server 2019 Security Update... 2024-38014,CVE-2024-38045,CVE-202... : 9

207065 Securl}y Upda(vevs for Microsoft SQL Server CVE-2024-37341,CVE-2024-37965,CVE- 74 High
Elevation of Privilege (September 2024) 2024-37980

207067 Security Updates for Microsoft SQL Server CVE-2024-26186,CVE-2024-26191,CVE- 2 High
(September 2024) 2024-37335,CVE-2024-37337,CVE-202... ) 9
Security Updates for Microsoft SQL Server - _

207070 (CVE-2024-43474) (September 2024) CVE-2024-43474 36 Low
KB5044277: Windows 10 version 1809 / CVE-2024-20659,CVE-2024-30092,CVE- "

208285 . 986 Critical
Windows Server 2019 Security Update... 2024-37976,CVE-2024-37979,CVE-202...

208757 Security Updates for Microsoft .NET CVE-2024-43483,CVE-2024-43484 4.4 Medium

Framework (October 2024)
KB5046615: Windows 10 version 1809 / CVE-2024-38203,CVE-2024-43449,CVE-

Back Cancel
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8. Select Import to finalize the process. An Import I nformation toast notification appears stating, "Please wait... Do not
refresh, switch to other applications, or close the window."

! Important: Do not navigate away from the page while this notification is displayed. Interrupting the session
may cause the import to fail.

Your trial will expire in 84 days [EIEEE

(@ Import Information
Importing file. Please wait... Do not refresh, switch to other
applications, or close the window.

IVR - File import

Updated: Jun 08, 2026 15:41:16

When the import compl etes successfully, a confirmation toast notification appears.

@ Import Information
File imported successfully

IVR - F||-e Import H \Yé ‘ Scanner import File Import
Updated: May 01, 2026 14:59:36

File Import Summary Import Log

File Import Summary

After theimport is complete, the vulnerability data populates the File Import Summary section on the page. From this
view, you can select the newly imported vulnerabilities and select Remediate to initiate the VR Remediation Flow (on
page 138).

Monitoring Import Logs

Y ou can track the processing status and view historical import metrics for all manually uploaded files. The Import Log also
allows you to cancel an import that is still in progress.
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IVR - File import

Updated: Jun 16, 2026 10:01:56

| Scanner import

File import

12T16:43:45.5753597

File Import Summary Import Log
Import Log
File Name 4 processed 11 Date 11 s M| initatedBy 1 Status 11 Action
tenable 11.csv 1962 fg_?i;%z} 2.6943997 307 gme\aioita\yom@yopmai\.co Completed
g::::gfsr;g\nalj,windows - 1748 12;)?:56—:(;65:529“8812 18 gme\aioita\yom@yopmai\.co Completed
g:::gf;;ginaIJ,Windows - 1748 12101-21667-22-723‘1924932 Jors ?qe\a(oita\yom@yopmai\.co Completed
TenableVM1.csv 27 WZ(?$1627:?27001806632 2 gme\amita\yotﬂ@yopmai\.co Completed
TenableVM1.csv 19 WZ:)'I?WGE;(;gAE.BTBASSZ 10 gme\aicita\yom@yopmai\.cc Completed
TenableVM1.csv 19 12(;)'??2-:%65?00.1556052 10 gme\amita\yom@yopmai\.co Completed
TenableVM1.csv 19 Sg%gg’; 411651457 10 gme\aioita\yOE)?@yopmai\.co Completed
Replace_File_New.csv 0 2026-06- 9 gelatoitaly007@yopmail.co Completed

m

2. Review the grid to monitor your imports. The grid provides the following information for each file:

Column

Description

File Name

The original name of the uploaded CSV spreadsheet.

Processed File Rows

The total number of valid vulnerability records successful-
ly parsed and imported from the file.

Date

The timestamp indicating when the import was initiated.

Records Skipped

The number of duplicate or invalid records that the system
skipped during the import process.

Initiated By

The username or email address of the user who started the
import.

Status

The current state of the import. Valuesinclude I nprogress
(the system is actively processing the data) and Complet-
ed (the datais fully imported and available in the dash-
board), Failed (the import could not be completed), and
Cancelled (the import was manually stopped before com-
pletion).

Action

Displays a cancel icon (®) for each import entry. For im-
ports with a status of | nprogr ess, theicon is active and al-
lows you to cancel the import. For completed or failed im-
ports, theicon is disabled.

3. To cancel an I nprogress Import:

a. Locate the import with a status of Inprogress.
b. Select the cancel icon (®) in the Action column.
c. Inthe Cancel import confirmation dialog, select one of the following:
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® cancel import

Are you sure you want to cancel this import?

= Cancel: Cancels the import and stops further processing.
= Keep Import: Dismisses the dialog and allows the import to continue.

IVR Remediation Flow

The remediation workflow in Integrated Vulnerability Remediation (IVR) allows you to address vulnerabilities by deploying
relevant Fixlets to affected devices. This process is managed through a unified wizard that guides you through selecting
content, targeting devices, configuring behavior, and scheduling the deployment. Y ou can initiate the remediation process for
multiple vulnerabilities at once from the List View or File Import Summary tab in the main dashboard, or focus on a specific
vulnerability from its details page.

Initiating the Remediate Wizard

Perform one of the following actions based on your remediation scope:
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* From the VR Dashboard (Bulk Remediation):

|VR - Scanner |mp0rt Y Seanner import | File import
Updated: Jun 16, 2026 11:05:42
Overview List View

Scanner Import Summary
20f 73 Vulnerabilities

- ) Tenabl¢
B Tenable Vunerabiity D% [WwR T CVSS T, | CVE(s) Published Ty Count
Adobe Flash Player <= 32.0.0171 (APSB19-26] 125056 Medium High CVE-2019-7837 2019-05-14700:00:002 1
Adobe Flash Player <= 32.0.0192 (APSB19-30) 125815 High High CVE-2019-7845,CVE-20  2019-06-11T00:00:00Z 1
D Adabe Flash Player <= 32.0.0.238 (APSB19-46) 128633 High Critical CVE-2019-8069,CVE-20  2019-09-10T00:00:002 1
D Adobe Flash Player <= 32.0.0.321 (APSB20-06) 133607 Medium High CVE-2020-3757 2020-02-11700:00:002 1
D Adabe Flash Player <= 32.0.0.371 (APSB20-30) 137253 Medium Critical CVE-2020-9633 2020-06-09T00:00:00Z 1
D Adobe Flash Player <= 32.0.0.433 (APSB20-58 141494 Medium High CVE-2020-9746 2020-10-16700:00:002 1
D KBA467694: Security update for Adobe Flash Player (Nov 118917 Medium High CVE-2018-15978 2018-11-13700:00:00Z 1

1. Navigate to the IVR Dashboard.

2. Select either the List View tab (for scanner-imported vulnerabilities) or the File Import Summary tab (for
manually imported vulnerabilities).

3. Select the checkbox(es) for the vulnerabilities you want to remediate.

4. Click Remediate in the upper-right corner.

» From the Vulnerability Details Page (Single Vulner ability):

1. Click the name of a specific vulnerability in the dashboard to open its details page.
2. Y ou can manage the vulnerability using the following tabs:
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= Vulnerability Information: View high-level details (CVEs, severity). Click Remediate in the page
header to initiate the wizard for al applicable content and devices.

Inteqrated Vulnera... > Adobe Flash Play...

Adobe Flash Player <= 3200238 (APSBIS-46)

Updated: Feb 02, 2026 11:11:50

Vulnerability Information Contents Devices Deployment

Vulnerability Information

Synopsis Summary
The remote Windows host has a browser plugin installed that is Severtty CPEs
affected by multiple arbitrary code execution vulnerabilites. Critical cpe;/a:adobe:flash_player
L Pluginld Exploit Ease
Description
P 128633
Version Patch Publication Date
The version of Adobe Flash Player installed on the remote Windows 18 2019-09-10T00:00002
host is equal or prior to version 32.00.238, It is therefore affected by
multiple arbitrary code execution vulnerabilities. Plugin Family CVEIDs
See Tenable for more information Windows CVE-2019-8069, CVE-2019-8070
\IPR Score Published

= Contents: Lists specific Fixlets correlated to this vulnerability. Select the content name to view its
details on the Fixlet Explorer page. Select specific Fixlets and click Deploy to launch the wizard.
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Integrated Vulnera... ) KBA4BTE94: Secu...
KB4467694: Security updiate for Adobe Flash Player (November 2018
Updated: Feb 02, 2026 14:27:57

Vulnerabilty Information Contents Devices Deployment

ﬂ Deploy

3 0f 10 Firlets selected
B ContentName 4 D RelevantDevices T, | Site 1, CVE(s)
MS19-SEP: Security Undate for Adobe Flash Player for Wi 2.45'611511 1 Enterprise Security CVE-2019-8069
MS20-OCT: Security Update for Adobe Flash Player for W 2.458032529 0 Enterprise Security CVE-2020-9746
MS20-0CT: Security Undate for Adobe Flash Player for W 2458032503 0 Enterprise Security CVE-2020-9746
D MS20-OCT: Security Update for Adobe Flash Player for W 2458032517 0 Enterprise Security CVE-2020-9746
D MS20-OCT: Security Update for Adobe Flash Player for W ~2.456032535 0 Enterprise Security CVE-2020-9746
D MS20-OCT: Security Update for Adobe Flash Player for W ~2.458032525 0 Enterprise Security CVE-2020-9746
D MS20-OCT: Security Update for Adobe Flash Player for W 2.458032521 0 Enterprise Security CVE-2020-9746

= Devices: Lists the specific endpoints affected by this vulnerability. Select the device nameto view its
details on the Device details page. Select target devices and click Remediate to launch the wizard for
those endpoints.
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Integrated Vulnera... ) KBAAET694: Secu..

KBA467694: Security update for Adobe Flash Player (November 2018

Updated: Feb 02, 2026 20:48:21

Vulnerabity Information Contants Devices Deployment
ﬂ Remediate
Tof 1 Devices selected
Device Name 4 D LastReportTime ', | OS Family Device Typt
DESKTOP-692UF06 1628434367 4 weeks ago Win010.0.15063.1418 (1703) = Sorver

= Deployment: Displays the history of all remediation actions previoudly taken for this specific
vulnerability. It lists the Deployment Name, Status (e.g., Active, Completed, Expired), Sart Time, and
User who initiated the action. Select a specific deployment to view its details on the Deployment details

page.
Integrated Vulnera... > KBA4467694: Secu...
KB4467694: Security update for Adobe Flash Player (November 2018)
Updated: Feb 05, 2026 18:04:19
Vulnerability Information Contents Devices Deployment
Deployment Name State Issued T, D T StartDate T EndDate T,
Backend Regression Deployment 1 3 weeks ago 159 [null] [nuil]
IVR >> Message Testing 4 weeks ago 151 [null] Jan 9, 2026 at 11::
IVR Deploy 4 weeks ago 157 [null] Jan 11, 2026 at 0%
IVR:Testing 4 weeks ago 149 [null] Jan 9, 2026 at 11::

The Remediate wizard opens, displaying the progression steps: Fixlets, Actions, Devices, Behavior, Schedule, and
Summary.

Configuring the Remediation Flow
Follow these steps to configure and submit your remediation deployment:

Step 1: Select Fixlets
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Remediate

Fixlets Actions Devices Behavior Schedule Summary

Filter the Fixlets below G Reset Filters

Select top level filter condition

® Single condition O Multiple condition (Criteria: OR)

Filter block 1: select condition
@ Single condition
O Multiple condition (Criteria: AND)

Condition 1

Property Operator

Property -

Select the Fixlets to remediate

Relevant
Name D -
Devices

Release Date CVE(

MS26-JUN: Cumulative Update for CVE-
v .
. Windows 10 Version 1809 - Windows 10... 2509412300 0 Jun09,2026 2026

MS26-JUN: Cumulative Update for CVE-
L .
B2 \jindows 10 version 1809 - Windows 10, 2509412303 0 Jun0S, 2026 2026

MS26-JUN: Cumulative Update for CVE-
L .
B2 \jindows Server 2019 - Windows Server,. 2509412305 0 Jun0S, 2026 2026

RHBA-2025:20605 - Avahi Bug Fix And

15763.25206051 1 MNov 11,2025
Enhancement Update - Red Hat Enterpri... '

RHBA-2025:20616 - Bubblewrap Bug Fix 15763.25206161 1 Nov 11 2025

And Enhancement Update - Red Hat...

RHBA-2025:20736 - Emacs Bug Fix And
Enhancement Update - Red Hat Enterpri...

RHBA-2026:18596 - Grub2 Bug Fix And

15763.25207361 1 Nov 11,2025

Selected 40 Fixlets to deploy

The wizard automatically filters the content to show Fixlets relevant to the selected CVEs.

1. Review Content: Check the Select the Fixletsto remediate table. This displays the details (such as Name, 1D, count of
Relevant Devices, CVE, and Severity) for each Fixlet.

2. Filter (Optional): If thelist is extensive, use the Filter the Fixlets below section to refine the view.
o Select Single condition or Multiple condition (OR / AND) to define complex logic.

o Choose a Property and Operator to set your criteria, then click Apply.
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3. Ensure the checkboxes are selected for all Fixlets you intend to include in this deployment.

4. Click Next to proceed.

Step 2: Configure Actions

X
Remediate
o———0
Fixlets Actions Devices Behavior Schedule Summary
Click the Fixlet set to review/update @ Disable All ( Reset All
40 total Fixlets, O require attention All Fixlets (40) v

() 2.509412301:MS26-JUN: Cumulative Update for Windows 10 Version 1809 - Windows 10 Version 1809
LTSC - KB5094123

() 2.509412303:MS26-JUN: Cumulative Update for Windows 10 Version 1809 - Windows 10 Version 1809
LTSC - KB5094123 (x64)

() 2.509412305:MS26-JUN: Cumulative Update for Windows Server 2019 - Windows Server 2019 -
KB5094123 (x64)

() 15763.25206051:RHBA-2025:20605 - Avahi Bug Fix And Enhancement Update - Red Hat Enterprise
Linux 9 (x86_64)

() 15763.25206161:RHBA-2025:20616 - Bubblewrap Bug Fix And Enhancement Update - Red Hat
Enterprise Linux 9 (x86_64)

() 15763.25207361:RHBA-2025:20736 - Emacs Bug Fix And Enhancement Update - Red Hat Enterprise
Linux 9 (x86_64)

() 15763.26185961:RHBA-2026:18596 - Grub2 Bug Fix And Enhancement Update - Red Hat Enterprise
Linux 9 (x86_64)

m 15763.26186191:RHBA-2026:18619 - Gee Bug Fix And Enhancement Update - Red Hat Enterprise Linux

Selected 40 Fixlets to deploy
€ Back Cancel ||

Review and update the specific actions associated with the selected Fixlets.
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1. View thelist of Fixlets. Use the toggle switch next to each Fixlet to include or exclude it from this specific deployment.
2. (Optional) Use the Disable All or Reset All buttons to manage the selection in bulk.
3. Click Next.

Step 3: Target Devices

Remediate

) o (3]

Fixlets Actions Devices Behavior Schedule Summary

Filter the devices below

Filter By ‘ Query Device group Device list ‘

@Dynamictargeting device (C Reset Filters

Select top level filter condition

® Single condition O Multiple condition (Criteria: OR)

Filter block 1: select condition
® Single condition
O Multiple condition (Criteria: AND)

Condition 1

Property Operator

Property -

Select the devices to remediate

Device Name ID i DNS Name i} IP Address i LastSeen
localhost.localdomain 1087534649 localhost 10134131971 2 weeks ago

Deploy 40 Fixlets to 1applicable Device(s)
€ Back Cancel

Define which endpoints will receive the remediation. The wizard automatically filters for devices relevant to the selected
vulnerability and fixlet(s).
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1. Refine Targets: Use one of the following filter tabs to adjust the scope:
o Query: Apply logical conditions (Single or Multiple) to target devices based on properties.
> Device group: Select pre-defined device groups existing in your BigFix environment.
o Devicelist: Manually select specific devices from alist.

2. Dynamic Targeting:

o Toggle Dynamic targeting device to On if you want the deployment to automatically target any new devices
that meet your criteriain the future (e.g., if a new device scans positive for this vulnerability later).

3. Review the Select the devicesto remediate table to confirm the final list of target endpoints.

4. Click Next to proceed.

Step 4: Set Behavior
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X
Remediate
o o o (4]
Fixlets Actions Devices Behavior Schedule Summary

Order of Events (from top to bottom)

@ start downloading immediately
@ Before running message

While running message

Enter your message here, that you want to be displayed in front of your users.

@ Reboot/Restart devices on completion of deployment

@ On failure, retry time, and wait ‘ ‘ between attempts

@ Reapply whenever it becomes relevant again

Deploy 40 Fixlets to 1applicable Device(s)

€ Back Cancel

Configure the user experience and post-deployment actions. Y ou can control the sequence by selecting which eventsto run. The
system follows the list from top to bottom, running only the selected ones.

1. Start downloading immediately: Select this option to download deployment filesimmediately regardless of the start
time schedule. Pre-cache deployment-related files, transferring them from a vendor's server to a BigFix server before

deployment. Y ou can save time when working with large files or a tight maintenance window by completing this part of
thejob first.

2. User Messages:
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o Beforerunning message: Select this option to set a message to display on targeted devices before the
deployment runs.

o Whilerunning message: Select this option to set a message to display on targeted devices while the deployment
isrunning.

3. Reboot/Restart devices on completion of deployment: Select this option if the remediation requires a system restart.

4. On failure, retry: Select this option to configure automatic retry attempts. Specify the number of retries and the wait
time between attempts.

5. Reapply whenever it becomesrelevant again: Select this option to reapply theaction. By default, whenever it becomes
relevant again, you can reapply with 1-hour wait between attempts, up to 3 times. Y ou can configure the wait time and
the number of attempts as needed.

6. Click Next.

Step 5: Schedule Deployment
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X
Remediate
© © ) ) (5
Fixlets Actions Devices Behavior Schedule Summary
Schedule O Reset changes
Time zone Q) @® Client O UTC

End date (dd/mm/yyyy) End time

@ -

Device schedule

‘ 25/06/2026 5 ‘ ‘ 12:02 AM ®

ONLY devices with a configured maintenance window are eligible for the deployment

® Run on all devices, regardless of their configured maintenance window

O Custom constraints

Deploy 40 Fixlets to 1 applicable Device(s)

€ Back Cancel ||

Define the timeframe and constraints for the deployment.

1. Time Zone: Select Client to use the local time of the device or UT C to use Coordinated Universal Time for all devices
simultaneously.

2. Duration: Usethe Start and End toggles to set a specific window. Enter the dates and times in the respective fields.
3. Device Schedule: Select one of the following options:
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o Run during Agent's configured maintenance window: Restricts deployment to the device's defined
maintenance hours. See Setting up device maintenance window (on page 52) for more details.
> Run on all devices, regardless of their configured maintenance window: Overrideslocal maintenance

windows to ensure immediate remediation.

o Custom constraints: Select thisto define specific Time constraints (e.g., 10:00 PM - 11:00 PM) or Day

constraints (e.g., Saturday only) specificaly for this deployment.

4. Click Next.

Step 6: Review and Deploy

Remediate
V] V] V] V] V] (6)
Fixlets Actions Devices Behavior Schedule Summary
Summary

Add deployment name (mandatory) | Multiple actions group

@ Mo start time specified

@ End date & time: 25 Jun 2026 at 12:02 AM (Client Time)

€Y 40 fixlets will be included in this deployment

(8 1 statically filtered device will be explicitly targeted

Before deployment begins
A, Begin download immediately
' No retries on failure

(© One time deployment

Behavior
[=] Before running message has not been configured

=] while running message has been configured

Fixlet deployment sequence

= Fixlets will be deployed in the order listed

Time constraints

a Run on all devices, regardless of their configured maintenance window

After deployment completes

(1Y pehnntirestart- Yas

€ Back

Deploy 40 Fixlets to 1applicable Device(s)

Cancel

Deploy
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Finalize the configuration.

1. Enter aunique name for the operation in the Add deployment name (mandatory) field.
2. Review the summary sections (Fixlets, Devices, Behavior) to ensure all settings are correct.
3. Click Deploy.

Result: The remediation action is submitted. Y ou can monitor the status of the action (e.g., Active, Expired) and view details by
navigating to the Deployment tab on the VVulnerability Details page.

What to do next: Go to Deployment Manager (on page 38) and you can see that the action is deployed. It also displays all
the configured remediation flow settings. It shows the devices on which the deployment is being done, and the Fixlets that are
deployed.
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