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Chapter 1. Overview of the BigFix Remote
Control system

The BigFix® Remote Control system includes the following main components:
BigFix Remote Control Tar get

Thetarget isinstalled on every computer that you want to control remotely with
BigFix Remote Control. It listens for connection requests that come from the
controller. Y ou can aso start aremote control session over the internet with atarget,
by using a broker.

Targets that are outside of your intranet can be configured to register their details
with the server. Sessions with these targets are managed by server policies. The
targets must be deployed with the Managed property set to Yes. The Server URL and
BrokerList properties must also be configured. Targets can also be configured so that
they do not send their details to the server. These targets are classed as unregistered
targets. You caninstall the target software and set the M anaged property to No.

The BrokerList property must also be set. Y ou can also use the on-demand target
features to start aremote control session with a computer that does not have any target
software preinstalled. Server policies are used to manage the on-demand sessions.
The target software is deleted at the end of the session. For information about target
regquirements, see Target requirements (on page ).

BigFix Remote Control Controller

The controller can be installed by using the Fixlet, or by using the installer that

is provided for usein peer-to-peer sessions. It can also be launched in context
from the remote control server or the BigFix Remote Control console. In all
instances, the controller can be used to allow the user to control a remote computer
on which the remote control target isinstalled. The controller delivers an interface
to severa actions, available to the controller user, like remote control, guidance,
chat, file transfer, collaboration, and many more. For information about controller
requirements, see Controller requirements (on page )-

BigFix Remote Control Server

A web application that manages all the deployed targets that are configured for
managed mode and to point to the BigFix Remote Control Server 'sURL. You

can deploy it on an existing WebSphere® server, or install it by using the installer
package along with an embedded version of WebSphere. The server listensfor HTTP
or HTTPS connections by default. When it isinstalled with the embedded WebSphere
option, WebSphere it listens on ports 80 and 443. When it is deployed on top of an
existing WebSphere server, the BigFix Remote Control server listens on ports 9080
and 9443. The server requires a database server: embedded Derby, only for proof

of concept deployments; DB2®, SQL Server, and Oracle are the supported options.
Additionally, it can also be configured to synchronize and authenticate user and group
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data from an LDAPv3 server, such as Active Directory or Tivoli Directory Server.
This deployment scenario has the same networking characteristics as peer-to-peer.
Therefore, direct TCP connectivity is required between all the controllers and all the
targets. However, the BigFix Remote Control server provides a method of centralized,
and finer, policy control, where targets can have different policies that are determined
by the user who istrying to start the remote control session. The Server also provides
for centralized audit and storage of full session automatic recordings. In this scenario,
the controller is not a stand-alone application, but is started as a Java™ Web Start
application from the BigFix Remote Control server's web interface to start the remote
control session.

[5) Note: Peer-to-peer and managed are not exclusive modes. Y ou can configure the
BigFix Remote Control target in the following ways:

* To be strictly managed.
» To fail back to peer-to-peer mode when the server is not reachable.
* To accept both peer-to-peer and managed remote control sessions.

The following components can be used only in managed mode:
BigFix Remote Control CLI tools

CLI tools are always installed as part of the target component but you can also install
them separately. The CLI provides command-line tools for the following tasks:

« Script or integrate the launch of managed remote control sessions.
» Run remote commands on computers with the managed target installed.

BigFix Remote Control Gateway

A servicethat isinstalled in computers in secure network boundaries, where thereis
strict control of traffic flows between the secure networks. For example, the firewall
at the boundary allows only traffic between a pair of specific IP address and ports.

In these scenarios, a network of gateways can be deployed. The gateway routes and
tunnels the remote control traffic from the controller, which islocated in a particular
network zone, to the target that isin a different network zone. The gateway isa
native service that can be installed on a computer that has a Windows™ or Linux™
operating system installed. It does not have a default port for listening, although 8881
isausua choice, and can be configured for multiple incoming listening ports and
outgoing connections.

BigFix Remote Control Broker

A servicethat isinstalled in computers typically ina DMZ so that computers outside
the enterprise network, in an Internet cafe or at home, can reach it. The BigFix
Remote Control broker receives inbound connections from the controller and the
target and tunnels the remote control session data between the two components. The
broker is a native service that can be installed on a Windows or a Linux computer. It
does not have a default port for listening, but 443 is a recommended option because
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usually this port is open for outbound connections and has fewer issues with content
filtering than, for example, 80 would have.



Chapter 2. Set a secure environment

Set a secure environment when you are using BigFix Remote Control

By default, BigFix Remote Control is configured for http access and https with a default self-
generated certificate. Learn how to configure more advanced security parameters for your
environment.

Configure the server URL

Configure properties to allow the target to use a secure URL to communicate with the BigFix
Remote Control Server.

Y ou can configure properties to allow the target to use a secure URL to communicate with the
BigFix Remote Control Server. Y ou can aso configure properties to enable secure access to the
server.

HTTPS URL isenabled by default during installation

During anew server installation, the following server propertiesinthetr c. properti es fileare
set to true by default:

enfor ce.secur e.web.access
Forces all access to the web application to use HTTPS.
enfor ce.secur eweblogon
Forces all logons through the web portal to use HTTPS.
[5) Note: Any attempt to access the logon page through HTTP is redirected to
HTTPS, unlessthe HTTP port is disabled.
enfor ce.secure.alllogon

Forces logons through the server services interface to use HTTPS. For example, the
BigFix Remote Control Server CLI options.

To enable HTTP access, the properties can be modified after the installation is complete.

A new option in the server installer, For ce targetsto use https, is selected by default at installation
time but you can clear the check box.

When the For ce tar gets to use https check box is selected, the url property in the
trc. propertiesfileissettouse HTTPS

url=[HTTPS address]
Where [HTTPS address] isthe server IP address that is used for HTTPS access.
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This action forces the targets to always use HTTPS when they contact the server regardliess
of the value of enfor ce.secur e.endpoint.callhome and enfor ce.secur e.endpoint.upload in
trc. properti es.

When you clear the For ce tar gets to use https check box, the following value is set for the url
property:

url=[regular HTTP address].

Where [regular HTTP address] isthe server |P address that is used for HTTP access.

Enabling HTTP access

During a new server installation, the option to use HTTPS in target to server communication is
selected by default. Y ou can also enable HT TP communication.

Touse HTTP, in target to server communication complete one of the following steps.

» When you are using the server installer program, clear the For ce tar gets to use https option.
» When you are installing the server by deploying thet r c. war filein WebSphere Application
Server, the following propertiesinthet r c. properti es filemust be modified after the
installation:
o Set the url property to the HTTP URL.
o Set enfor ce.secur e.endpoint.callhometo false.
o Set enfor ce.secur e.endpoint.upload to false.

Additionally, to enable HTTP logon and access to the web portal, complete the following steps:

1. After the server installation, edit thet r c. properti es file.
a. In the server Ul click Admin > Edit propertiesfile.
b. Selecttrc. properti es.
c. Set enfor ce.secur e.web.access,enfor ce.secur e.weblogon, and enfor ce.secur e.alllogon to
false.
d. Click Submit.

2. Edit the following file, where [INSTALLDIR] isthe BigFix Remote Control server installation
directory.
Windows systems
[  NSTALLDI R\ W p\usr\server\trcserver\cookie. xm
Linux systems
[ | NSTALLDI Rl / W p/ usr/server/trcserver/ cookie. xm

3. Set <httpSession cookieSecure=" false" /> and save thefile.

4. Click Admin > Reset Application.
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Disable the HTTP port

Enforcing HTTPS communication and web access and logon does not disable the HTTP port. If a
user or atarget attempts to access the server on port 80, they are redirected to HTTPS for logon or
callhome. Y ou can disable HTTP completely on the web server. To disable HTTP, set the Server
Port on Webserver field in the installer screens, or the HTTP port field in the BigFix Remote
Control Server Installer Wizard, to O.

If you are deploying thet r c. war filein WebSphere Application Server, to disable the HTTP port,
complete the following steps:

1. In the WebSphere Integrated Solutions console, expand Servers > Server Types.
2. Select Websphere application servers.

3. Select the application server on which BigFix Remote Control isinstalled.

4. On the Configuration tab, expand Web Container Settings.

5
6
7
8
9

10
11
12
13

. Select Web container transport chains.

. Click HttpQueuel nboundDefault on port 80.

. In General Properties, clear the Enabled check box.
. Click Apply.

. Click Cancel.

. Click WCInboundDefault on port 80.

. In General Properties, clear the Enabled check box.
. Click Save directly to master configuration.

. Restart the WebSphere server.

After you disable the HTTP port, if auser or atarget attempts to contact the server on HTTP they are
not redirected to HTTPS and an error is displayed:

In Firefox

Unabl e to connect.

Firefox can't establish a connection to the server at: [IP
address of your server]

The site could be tenporarily unavailable or too busy. Try again
in a few nonents

If you are unable to | oad any pages, check your conputer's

net wor k connecti on

If your conputer or network is protected by a firewall or proxy,
make sure

that Firefox is pernmitted to access the Wb.

In Internet Explorer

I nternet Explorer cannot display the webpage.
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Enforce an HTTPS logon

Y ou can configure properties to force logons from the server Ul to use HTTPS, by editing the
trc. properti es file. Inanew server installation, the following properties are al set to True by

default.

enf or ce. secur e. webl ogon=

Modifiable field

enfor ce.secur e weblogon

Field Description

Make the default log on action from the web Ul use HTTPS. This
property requires secure.url to be set with the full host name.

Possible Values

True or False

Vaue Definition

True

Logons from the BigFix Remote Control Server Ul
use HTTPS. Logons that use HT TP through another
tool or page are not prevented.

HTTPS s not shown in the URL, but the logon
page with USERID/PASSWORD is posted as
HTTPS. The secure.url parameter is used. If this
property is set incorrectly, the logon does not
succeed. Thisvalueisthe default value.

False

Log on by using HTTP or HTTPS, whichever is
entered in the browser URL.

enforce. secure. all | ogon=

Modifiable field

enfor ce.secur e.alllogon

Field Description

Force any logon action to use HTTPS, deny any logon that does
not use HTTPS. This property requires secure.ur!| to be set with
the full host name.

Possible Vaues

True or false

Value Definition

True

Any logon attempt that usesHT TP is rejected
and redirected to the logon page. Thisvalueisthe
default value.

False

Log on by using HTTP or HTTPS, whichever is
entered in the browser URL.

The difference between the parametersis as follows. Use the enfor ce.secur eweblogon parameter
to ensure that the user 1D and password are passed from the logon page and posted over HTTPS
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regardless of the URL. However, you can still log on by using HTTP either through a custom page or
another tool. Use enfor ce.secure.alllogon to prevent all logons that are using HTTP. The logon link
rejects any connection that is not HTTPS, when enfor ce.secure.alllogon is set.

[5) Note: The secure.url property must be set with a proper host name, not local host.

Secure communication configuration

Y ou can use the following propertiesint r ¢c. pr operti es to control, how secure communications

are enforced.

secure. url =

Modifiable field

secure.url

Field Description

Determines the base URL that is used to redirect requests when
secure communications are required.

Possible Values

User-defined - for example HTTPS: // X. X. X. X/ t r ¢, where
X X.X.Xisthe IP address of your BigFix Remote Control server.

[5) Note: This separate URL property is required because
replacing HTTP with HTTPS in the base URL does not work
because the ports for each URL might be different.

Vaue Definition

User-defined. URL and context root of application when you are
using secure connections.

enf or ce. secur e. web. access=

Modifiable field

enfor ce.secur e.web.access

Field Description

An HTTP request that is not a call home, upload, or validation
request is redirected to the secure URL. The value that is set in the
secure.url property is used as a base.

Possible Values

True or False

Vaue Definition

True

The HTTP request is redirected to the secure URL.
Thisvaueisthe default value.

False
The HTTP request is not redirected to the secure
URL.

[5) Note: When you change the value of this property, you must
restart the BigFix Remote Control server service for the new value

to take effect.
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enf or ce. secur e. endpoi nt. cal | hone=

Modifiable field

enfor ce.secur e.endpoint.callhome

Field Description

Determines the URL that atarget usesto contact the BigFix
Remote Control server.

Possible Values

True or False

Vaue Definition

True

If acal homeisreceived by using HTTP, the
reguest is redirected to the secure URL. The secure
URL isaso returned in the response from the
server. Targets are forced to use the secure URL
when they send heartbeats to the BigFix Remote
Control server. Thisvalueisthe default value.

False

Targets are not forced to use the secure URL when
they send heartbeats to the BigFix Remote Control
server.

[5) Note: From BigFix Remote Control V9.1.3,
HTTPS secure communication is enforced by
setting the ur| property inthet r c. properti es
fileto HTTPS when For ce targetsto use httpsis
selected during installation. To ensure HTTP target
communication, confirm that the url property is set
totheHTTPURL inthetrc. properti es file.
If the url property is set to HTTPS, the targets use
HTTPS after they first contact the server.

[5) Note: When you change the value of this property, you must
restart the BigFix Remote Control server service for the new value

to take effect.

enf or ce. secur e. endpoi nt . upl oad=

Modifiable field

enfor ce.secur e.endpoint.upload

Field Description

Determines whether the controller or target uses the secure URL to
upload the recordings and audit information to the server.

Possible Vaues

True or False

Vaue Definition

True

If an upload or avalidation request is received by
using HTTP, the server redirects the request to
an equivalent URL. The equivalent URL is built
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with the value that is defined in secure.url asa
base. It also uses the value of secure.url asabase
to provide the upload and validation URLs to the
controller and target when the session starts. This
valueisthe default value.

False

The server does not redirect to the secure URL if an
upload or a validation request is received by using
HTTP.

[5) Note: From BigFix Remote Control V9.1.3,
HTTPS secure communication is enforced by
setting the url property inthet r c. properti es
fileto HTTPS when For ce targetsto use httpsis
selected during installation. To ensure HTTP target
communication, confirm that the url property is set
totheHTTPURL inthet r c. properti es file.
If the url property is set to HTTPS, the targets use
HTTPS after they first contact the server.

[5) Note: When you change the value of this property, you must
restart the BigFix Remote Control server service for the new value
to take effect.

The following examples consider scenarios that reflect different security requirements that you might
have about communications with the BigFix Remote Control Server:

» Example 1: All endpoint and user communications with the server must be encrypted with SSL.
Configuration
o Set secure.url inthetrc. properti es fileto containthe HTTPS URL.
o Set the three enforce.secure properties to true by editingthet r c. properti es file.
> The Target and CLI do not need to be explicitly configured to use the HTTPS URL, but
doing so avoids the first redirection.

» Example 2: All user communications with the server must be encrypted with SSL. Endpoint
communications that are not callhomes must be encrypted. For example, audit and recording
uploads or validating session requests.

Configuration

> Configure the HTTP URL to be used by the call homesin the urlproperty in the
trc. properti esfile

> Configure the HTTPS URL to be used by the users, endpoint uploads, and the API in the
secure.ur| property.

o enfor ce.secur e.web.access = true.

> enfor ce.secur e.endpoint.callhome = false.

> enfor ce.secur e.endpoint.upload = true.

o Target and CLI tools are configured with the HTTP URL.




BigFix Remote Control Administrator’s Guide | 2 - Set a secure environment | 11

» Example 3: All user communications with the server must be encrypted with SSL. Endpoint
communications do not need to be encrypted.
Configuration
o Configurethe HTTP URL to be used by the endpoints call home and uploads in the URL
property inthetr c. properti es file.
> Configure the HTTPS URL to be used by the users and the API in the secure.ur| property.
o enfor ce.secur e.web.access = true.
o enfor ce.secur e.endpoint.callhome = false.
o enfor ce.secur e.endpoint.upload = false.
o Target and CL1 tools are configured with the HTTP URL.
» Example 4: No need for enforcement other than through the regular configuration options (url
property and Server URL).

Configuration

o url = http://localhost/trc.

o secure.url = https://localhost/trc.

o enfor ce.secur e.web.access = false.

> enfor ce.secur e.endpoint.callhome = false.
> enfor ce.secur e.endpoint.upload = false.

Protocol configuration after a server upgrade

When you upgrade by using the server installer program and select to keep existing properties, you
must configure properties after installation if you change your protocol selection.

[5) Note: From V9.1.3, HTTPSis enabled by default. If you do not keep existing properties during
the upgrade and you clear the For ce targetsto use HT TPS option, you must configure properties
after installation. For more information, see Enabling HT TP access (on page 5).

Changingfrom HTTPStoHTTP

Your previous server installation is configured to use HTTPS and you clear For cetargetsto use
HTTPS during the upgrade. To access and log on to the server Ul by using HTTP, you must also
complete the following steps after the upgrade.

1. Editthetrc. properti es fileand set enfor ce.secure.alllogon to false.
2. Edit the following file, where [INSTALLDIR] isthe BigFix Remote Control server installation

directory.
Windows systems
[ NSTALLDI Rj\ W p\usr\server\trcserver\cookie. xm
Linux systems
[ | NSTALLDI Rl / W p/ usr/server/trcserver/cookie. xm
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3. Set <httpSession cookieSecure=" false" /> and save the file.
4. Restart the server service.

Changingfrom HTTPtoHTTPS

Y our previous server installation is configured to use HTTP and you select the For ce tar getsto use
HTTPS option during the upgrade. To access and log on to the server Ul by using HTTPS, you must
also complete the following steps after the upgrade.

1. Editthetrc. properti es file and set enfor ce.secur e.web.access,
enfor ce.secur e.weblogon, and enfor ce.secure.alllogon to true.

2. Edit the following file, where [INSTALLDIR] is the BigFix Remote Control server installation
directory.

Windows systems
[ NSTALLDI R\ W p\usr\server\trcserver\cookie. xm
Linux systems

[ NSTALLDI R} / W p/ usr/server/trcserver/ cookie. xm
3. Set <httpSession cookieSecure="true" /> and save thefile.
4. Restart the server service.

Signed certificate management

By default, BigFix Remote Control creates a self-signed certificate for the website.

Y ou can change the default certificate by installing your own certificate. For more information about
installing a certificate, see Installing a certificate (on page 13).

The default certificate isin the following directory.
Windows systems

\[installdir]\w p\usr\servers\trcserver\resources
\'security

Linux systems

/[installdir]/w p/usr/servers/trcserver/resources/
security

Where [installdir] is the BigFix Remote Control installation directory.
Thefilenameiskey. j ks and has a default password of TrCWebAS.
The configuration for the certificate fileis stored inthessl . xm filein the following directory.
Windows systems
\[installdir]\w p\usr\servers\trcserver
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Linux systems
[[installdir]/w p/usr/servers/trcserver

Where [installdir] isthe BigFix Remote Control installation directory. Any changesto thessl . xm
file are overwritten by configuration changes when you reinstall or upgrade the BigFix Remote
Control server, or rerun trcsetup.cmd.

Installing a certificate

Toinstall acertificate in BigFix Remote Control, you can either use an existing P12 or JKS keystore
or import an existing certificate into the existing keystore.

Any changes that are made to the certificate configuration are overwritten if you reinstall or upgrade
the BigFix Remote Control server. Choose the appropriate method to install a certificate for BigFix
Remote Control. Y ou can also configure the SSL certificate by using the server installer. For more
information about configuring the SSL certificate during installation, see the BigFix Remote Control
Installation Guide

1. To use an existing keystore, complete the following steps:
a Editthessl . xm file.
b. Locate the <keystor e/> parameter.

Set appropriate values for your certificate keystore.
ID

The default value is defaultK eyStore. Y ou can change the value to an ID of
your choice or keep the default value.

Password

The default valueis TrCWebAS. Replace the password with the password
for the existing certificate store. Y ou can enter the password in plain text,
or encode the password by usingthesecurityUtil ity tool. Usethe
following command to encode your password. For example, on a Windows
systemusesecurityUtility. bat.

[installdir]\wlp\bin\securityUtility encode

Where [installdir] isthe BigFix Remote Control server installation
directory. Enter your password. Use the generated string for the password
parameter.

L ocation

Enter the absolute path to the existing keystore. The value can be the path to
aj ks fileor ap12 file.

Type
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Determines the type of keystorefile. If you areusingapl2 file use
PKCS12. If you areusing aj ks file, you do not need to define atype
value.

c. Savethefile.

d. Restart the BigFix Remote Control server.
2. To generate a signed certificate, complete the following steps:
a. Open acommand line window.
b. Go to the BigFix Remote Control installation directory.
c. Changetothej aval j r e\ bi n subdirectory on aWindows system or thej ava/ j r e/
bi n subdirectory on aLinux system.
d. Run ikeyman.sh on aLinux system or ikeyman.exe on a Windows system.
e. Inthe GUI window, select Key Database File > Open.

a Gotothe\[installdir]\/w p/usr/servers/trcserver/resources/
securi ty directory, where [installdir] is the BigFix Remote Control installation
directory.

b. Select key.jks. Thisfile isthe default keystore.
c. Click open.
d. Enter the password Tr CV\ebAS.

e. Complete the appropriate procedure to install the certificate.
* Create a certificate request
i. Select Create > Create New Certificate Request.
ii. Provide aKey Label name. The name is displayed in the GUI.
iii. Typein any additional information.

iv. Click OK.

v.A certreqg. ar mfileis generated and saved to the location specified. Thisfile
must be sent to the certificate authority to besigned and acer t . ar mfileis
returned.

vi. When you receive the signed certificate, select Receive.
vii. Browseto your cer t . ar msigned file.
viii. Click OK.
« Externally sign the existing certificate
i. Select Recreate Request.

ii. A certreqg. ar mfileis generated and saved to the location specified. Thisfile
must be sent to the certificate authority to be signed and acert . ar mfileis
returned.

iii. When you receive the signed certificate, select Receive.

iv. Browseto your cer t . ar msigned file.

v. Click OK.

3. You can see a second certificate listed. Delete the default certificate.
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4. Save and overwritethekey. j ks file. When you are prompted for the password, type
Tr C\ebAS.
5. Restart the server. The https port is signed with the correct certificate.

Backing up your certificate file

Back up your certificate file if you are upgrading your BigFix Remote Control server and you
previously manually installed a certificate.

The following information applies only when you previously used the server installer to install the
BigFix Remote Control server with an embedded WebSphere Application Server 8.5 Liberty Profile.
If you are using the default keystore and key . j ks file, back up the following file and directory.
Windows systems

\[installdir]\w p\usr\servers\trcserver\resources\security\key.jKks
Linux systems

[[installdir]/w p/usr/servers/trcserver/resources/security/key.jks
Where [installdir] isthe BigFix Remote Control server installation directory.

If the default keystore file is not in the default directory or you changed the default keystore
password, also back up thessl . xm file. Thefileisin the following directory.

Windows systems

\[installdir]\w p\usr\servers\trcserver\ssl.xm
Linux systems

/[[installdir]/w p/usr/servers/trcserver/ssl.xm
Where [installdir] isthe BigFix Remote Control installation directory.

[5) Note: If yourkey. j ks fileisnot in the default keystore directory, but is still within the BigFix
Remote Control server installation directory you must back up thekey. j ks file.

Setting password rules

You can use propertiesinthet r c. properti es fileto create a set of password rules. The rules
can define the type of passwords that can be created, how the passwords must be created, and
whether the passwords must be periodically changed.

passwor d. encrypt =

Modifiable Field [password.encrypt
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Field Description Determines whether passwords are encrypted in the
database.

Possible Values Yesor No

V alue Definition Yes

Passwords are encrypted in the database.
No

Passwords are not encrypted in the database.

passwor d. reuse=

Modifiable Field password.reuse
Field Description Determines whether users can reuse passwords.
Possible Values Yesor No

Vaue Definition

Yes
Users can reuse passwords.
No

Users cannot reuse passwords.

expi re. new. passwor d=

Modifiable Field

expire.new.password

Field Description

Determines whether users are required to set their own
password after they receive the computer-generated

password.
Possible Values True or False
Value Definition True

Users must set their own password after they
receive the computer-generated password.

False

Users do not have to set their own password
after they receive the computer-generated
password.

password. ti meout =

Modifiable Field passwor d.timeout

Field Description Determines whether passwords expire.
Possible Vaues True or False

Vaue Definition True

Passwords expire.

False




BigFix Remote Control Administrator’s Guide | 2 - Set a secure environment | 17

| Passwords do not expire.

password. ti meout . peri od=

Modifiable field passwor d.timeout.period
Field Description Defines after how many days passwords expire.
Possible Values User-defined. The default value is 90.

Vaue Definition

User-defined integer

passwor d. peri od=

Modifiable field password.period
Field Description Maximum number of days before a password can be reused.
Possible Values User-defined

Vaue Definition

User-defined integer

passwor d. check=

Modifiable Field passwor d.check
Field Description Determines whether to enable password rule checking.
Possible Vaues True or False

Vaue Definition

True

Passwords must follow certain rules. This
valueisthe default value.

False

Passwords do not follow rules.

passwor d. nust . have. non. nuneri c=

Modifiable Field

passwor d.must.have.non.numeric

Field Description

Determines whether passwords must contain non-numeric
characters.

Possible Values

True or False

Vaue Definition

True

Passwords must contain non-numeric
characters. Thisvaueisthe default value.

False

Passwords do not need to contain non-
numeric characters.

passwor d. must . have. numeri c=

Modifiable Field

password.must.have.numeric

Field Description

Determines whether passwords must contain numeric
characters.
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Possible Values

True or False

Vaue Definition

True

Passwords must contain numeric characters.
Thisvaueisthe default value.

False

Passwords do not have to contain numeric

characters.

passwor d. nust . have. non. al phanuneri c=

Modifiable Field

passwor d.must.have.non.alphanumeric

Field Description

Determines whether passwords must contain non-
al phanumeric characters.

Possible Vaues

True or False

Vaue Definition

True

Passwords must contain non-al phanumeric
characters. Thisvalueis the default value.

False

Passwords do not have to contain non-

alphanumeric characters.

password. mi n. | engt h=

Modifiable Field password.min.length

Field Description Minimum length of a password.
Possible Vaues User-defined. Default value is eight.
Value Definition User-defined integer

passwor d. max. | engt h=

Modifiable Field passwor d.max.length

Field Description Maximum length of a password.
Possible Vaues User-defined. Default value is fifteen.
Vaue Definition User-defined integer

passwor d. requi res. n xedcase=

Modifiable Field

passwor d.requires.mixedcase

Field Description

The password must contain both lowercase and uppercase
characters.

Possible Values

True or False

Vaue Definition

True




BigFix Remote Control Administrator’s Guide | 2 - Set a secure environment | 19

Passwords must contain both lowercase
and uppercase characters. Thisvalueisthe
default value.

False

Passwords do not need to contain both
lowercase and uppercase characters.

passwor d. max. sequence=

Modifiable Field passwor d.max.sequence

Field Description Maximum length of a sequence of characters. For example,
1234,

Possible Values User-defined. Default valueis three.

Vaue Definition User-defined integer

passwor d. max. mat chi ng. sequenti al . char s=

Modifiablefield passwor d.max.matching.sequential.chars

Field Description Maximum number of sequential password characters that
can match.

Possible Vaues User-defined. The default value is two.

V alue Definition User-defined integer

passwor d. max. previ ous. char s=

Modifiable field passwor d.max.previous.chars

Field Description Maximum number of sequential password characters that
can be reused in a new password.

Possible Vaues User-defined

Vaue Definition User-defined integer

Lock user accounts

Y ou can lock users accounts after a number of unsuccessful logons so that someone cannot guess a
user name and password combination. When an account is locked with a time period enabled, when
the time period expires, auser can log on again with the correct password. However, if an incorrect
password is entered another time, the account is locked again after a single attempt. If the account
islocked and a user attempts to log on during the lockout period, the expiry time starts from the last
attempt. Even when the attempt was made during alocked out phase. Thisisfor security reasons, so
that an administrator can see whether an attempt is being made to hack an account. The failed count
isincreasing and the last time of failure recorded. Y ou can use the following properties to lock user
accounts, set a period for the lock and specify computers that the locked account can be used on.

account . | ockout =
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Modifiable field

account.lockout

Field Description

Lock auser account after a consecutive number of failed logons.
Set to 0 to disable the function. The default valueis 0.

Possible Vaues

User defined.

Vaue Definition

User-defined integer.

account . | ockout . ti meout =

Modifiable field

account.lockout.timeout

Field Description

If user account is locked due to consecutive failed logons,
re-enable the account after thistime. The period can be
MIN,HOUR,DAY ,MONTH.

[5) Note: This property is valid only when account.lockout is
enabled.

Possible Values

User-defined

Vaue Definition

User-defined. MIN,HOUR,DAY ,MONTH. For example, set
to 5SMIN means that the account is locked for 5 minutes. Set to
2DAY, means that the account is locked for 2 days.

[5) Note: If left blank the account is locked until manually set.

account . | ockout . al | oM ogonfronr

Modifiable field

account.lockout.allowlogonfrom

Field Description

Y ou can use this property to alow usersto log on from

this host even if their account is locked due to consecutive
failed logons. If your account is locked, you can log on to
the BigFix Remote Control Server from the computer or
computers whose | P addresses are listed here.For exanpl e :
192.0.2.1;192.0. 2. 2,

@ Note: You must end each host name with a semi-colon.

Possible Values

User-defined

Value Definition

User-defined semi-colon separated list of | P addresses that ends
with a semi-colon.

Examples of usage:
Example 1:

account.lockout = 0.

account.lockout.timeout = X.
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The account is not locked after unsuccessful logon attempts because

account.lockout=0.

Example 2:

account.lockout = 3.

account.lockout.timeout =

After three successive failed logons for an account, the account is locked, and requires
areset. The reset can be made by an administrator account by editing the database or
by using the server UI. Thisreset isamanual reset because account.lockout.timeout

is not assigned a value.

Example 3:

account.lockout = 3.

account.lockout.timeout = 1IHOUR .

After three successive failed logons for an account, the account is locked for a
duration of 1hour. However, it can be reset in the database or the serverUI by using an

administrator account.

Example 4:

account.lockout =3

account.lockout.timeout =

account.lockout.allowlogonfrom=1.1.1.1;

After three successive failed logons for an account, the account is locked,
and requires areset in the database or the server Ul by using an administrator
account. The user can also log on from a computer with the IP address set in
account.lockout.allowlogonfrom and the lockout is ignored.

When a user account is locked, you can unlock the account by using the Unlock locked userid menu
item. For more information, see Unlocking user accounts (on page 37).

When a user uses the forgotten password option on the logon page, a password is emailed to the
registered user for the account. However, if the account islocked, it remains locked as a security
precaution so that an attacker cannot have unlimited attempts to guess a password. Y ou can use
the property account.lockout.reset.onemailpasswor d to automatically unlock an account in this

scenario.

account . | ockout . reset. on. ermai | passwor d=

Modifiable field

account.lockout.reset.on.emailpassword

Field Description

Determines whether alocked account is reset when the user selects
the forgotten password check box on the logon screen.

Possible Values

True/ False

Vaue Definition

True
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The locked account is reset when the password reset
email isreceived from the administrator.

False
The locked account is not reset when the forgotten
password request is received

[5) Note: This property works with the forgotten password
feature, therefore, email must be enabled in the system.

Automatic passphrase encryption

For security purposes, plain text passwords that are contained in the broker, gateway,

target, and CLI component configuration, are now automatically encrypted. Use the
DisableAutomaticPassphraseEncryption property to determine whether the passwords are
automatically encrypted or not.

For the broker and gateway components, plain text passwords can be set within the Passphrase
and DefaultTL SCertificatePassphr ase parameters in the component configuration files. For
the target, CLI and broker, the ProxyURL property value can contain a plain text password

in the userid: password combination in the URL. The broker and gateway passwords and the
userid: password combination are now automatically encrypted.

DisableAutomaticPassphraseEncryption=No
Plain text passwords are automatically encrypted. Thisvalue isthe default value.
DisableAutomaticPassphraseEncryption=Y es

Plain text passwords are not automatically encrypted. For security reasons, it is
recommended that you do not disable the automatic encryption.

Setting the parameter value
Y ou can set the DisableAutomaticPassphraseEncryption property value in the following places:

Broker component
The broker configuration filet r c_br oker . properti es.

Windows operating system. Thefileisin the following directory, depending on the
version of Windows operating system that is installed:

\ Docunents and Settings\All Users\Application Data\l BM
\Ti vol i\ Renote Control\ Broker.

\ ProgranDat a\ | BM Ti vol i \ Renpot e Cont r ol \ Br oker.
Linux operating system: / et c.
Gateway component

The gateway configuration filet r c_gat eway. properti es.
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Windows operating system. Thefileisin the following directory, depending on the
version of Windows operating system that is installed:

\ Docunments and Settings\All Users\Application Data\lBM
\Tivol i\ Renot e Control\ Gat eway.

\ ProgranDat a\ | BM Ti vol i \ Renpt e Control \ Gat eway.
Linux operating system: / et c.

Target component

CL

Windows operating system. In the target registry after the target isinstalled or asa
parameter in a silent installation command.

[5) Note: Thereisno option to disable the auto encryption when you install the target
by using the installer program or the deployment Fixlet in the BigFix console.

Linux operating system: / et ¢/ i bnt rct . conf.
component

Windows operating system. In the target registry after the CLI component isinstalled.

[5) Note: Thereisno option to disable the auto encryption when you install the CLI
component by using the installer program or the deployment Fixlet in the BigFix
console.

Linux operating system: / et ¢/ i bt r ct . conf

[5) Note: The CLI is unable to automatically encrypt the proxy credentials when the
CLI isinstalled stand-alone, without the target and when the CLI isrun by a standard
user. If you use the CLI that isincluded in the target package, the proxy credentials
are automatically encrypted by the target. Y ou must restart the target after you edit the
settings in the registry or configuration file. When you use the stand-alone CL 1 tools,
you must run the CLI once from an Administrator Command Prompt in a Windows
operating system or when logged in asroot in Linux.

The following scenarios provide steps for the correct use of the parameter when you do not want to
automatically encrypt the passwords. However, for security reasons, it is recommended that you do

not disable the automatic encryption.

New deployment scenario

When you install the components for the first time, and you do not want to automatically encrypt

passwords, complete the following steps:

Broker and gateway components

1. After you install the component, edit the relevant propertiesfile.
2. Enter the plain text passwordsin the relevant Passphrase and
DefaultTL SCertificatePassphr ase parameters.
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3. Set DisableAutomaticPassphraseEncryption=Y es.
4. Savethefile.
5. Start the component service.

The passwords are saved as plain text in the properties files.
Target component

Windows oper ating system:

1. Set the following parameter valuesin the silent installation
command:
* Set TRC_PROXY_USER_ID and
TRC_PROXY_PASSWORD with plain text values.
* Set
DISABLEAUTOMATICPASSPHRASEENCRYPTION=Yes.
2. Run the installation command. For more information about
running a silent target installation, see the BigFix Remote Control
Installation Guide.

Linux operating system:

1. Editthe/ etc/i bntrct. conf file

2. Set aplain text userid: password combination in the ProxyURL
property.

3. Set DisableAutomaticPassphraseEncryption=Yes.

4. Savethefile.

5. Start the target service.

The userid: password combination in the proxy URL is saved as plain text.

[5) Note: In the new deployment scenario, you must set the
DisableAutomaticPassphraseEncryption property value to Y es before you start the component for
the first time. Otherwise, the components automatically encrypt the passwords when they start. The
components do not decrypt passwords after they are encrypted.

Upgrade scenario
When you upgrade the components, and you do not want to automatically encrypt existing plain text
passwords, complete the following steps:

Broker and gateway components

1. Edit the current propertiesfile.
2. Set DisableAutomaticPassphraseEncryption=Yes.
3. Upgrade the component.

The passwords are saved as plain text in the propertiesfiles.



BigFix Remote Control Administrator’s Guide | 2 - Set a secure environment | 25

Target and CLI components
Windows oper ating system:

1. Edit the target registry and set
DisableAutomaticPassphraseEncryption=Yes.
2. Upgrade the component.

Linux operating system:

1. Editthe/ et c/i bntrct. conf fileand set
DisableAutomaticPassphraseEncryption=Yes.

2. Savethefile.

3. Upgrade the component.

The userid: password combination in the proxy URL is saved as plain text.

Disable encryption after you start the components

The components do not decrypt passwords after they are encrypted. Therefore, to disable the
automatic encryption and store plain text passwords after you start the components, complete the
following steps. Y ou must have the plain text passwords available for this scenario.

Broker and gateway components

1. Edit the current propertiesfile.

2. Set DisableAutomaticPassphraseEncryption=Yes.

3. Delete the encrypted passwords and replace them with the plain text passwords.
4. Restart the component.

Target and CLI components
Windows oper ating system:

1. Edit the target registry and set
DisableAutomaticPassphraseEncryption=Yes.

2. Modify the ProxyURL property and set the userid: password
combination to a plain text value.

3. Restart the component.

Linux operating system:

1. Editthecurrent/ et ¢/ i bnt rct . conf fileand set
DisableAutomaticPassphraseEncryption=Yes.

2. Modify the ProxyURL property and set the userid: password
combination to a plain text value.

3. Savethefile.

4. Restart the component.
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The userid: password combination in the proxy URL is saved as plain text.

[5) Note: After passwords are encrypted, if you set DisableAutomaticPassphraseEncryption to
Y es and restart the components, the passwords are not affected. The components do not decrypt the
passwords and they can still use the encrypted password to unlock the keystore or access the proxy.

M or e infor mation

» Keywords or commands are not available to decrypt the passphrases after they are encrypted.

* The encryption uses an encryption key that is derived from a value unique to the underlying
system. The encryption key is never stored. The key is derived from the unique system value
every time the component is started. Hence, it is not possible to copy an encrypted passphrase
or aconfiguration file with encrypted passphrases from one system to another system. The
component on the other system is unable to use the encrypted passphrase because it is encrypted
with adifferent key.

* The system-unique value that is used to create the encryption key can be changed. For example,
by reinstalling the operating system. If a component configuration with encrypted passphrasesis
restored from a backup after the operating system is reinstalled, the component is unable to use
the encrypted passphrases to open the keystore because they are encrypted with a different key.
It is recommended that the plain text passphrase is backed up separately. For example, by using
a secure password vault. Do not store the backup passphrase together with the backup keystore.

* Encrypted passphrases are prefixed with the string { aes- 128- gcni . However, the passphrase
that is configured in a gateway inbound and inbound6 connection is encrypted with a different
algorithm. It is prefixed with the string { pbkdf 2- hmac- sha256} .

* The encryption agorithm is AES in GCM mode with a 128-bit encryption key.

* The key derivation algorithm is PBKDF2-HMA C-SHA 256 with a 128-bit salt.

Enforcing strict HTTPS validation of certificates

Y ou can configure BigFix Remote Control to enforce strict HTTPS validation of certificates. All
HTTPS connections from the target, broker, CLI, and controller are verified and the connection fails
if the certificate is not trusted.

To enable strict validation of HTTPS certificates by the BigFix Remote Control components, the
following settings must be enabled:

Controller component in managed mode

1. In the BigFix Remote Control server Ul select Admin > Edit propertiesfile.
2. Select common.properties.

3. Set https.strict validation to true and click Submit.

4. Select Admin > Reset Application.

Target or CLI
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1. Set the HTTPSStrictValidation property to Yesin the following locations.
Windows oper ating system.

Edit the target registry and go to HKEY_LOCAL _MACHI NE
\ SOFTWARE\ | BM Ti vol i \ Renot e Control \ Target.

[5) Note: On a64-bit system, all the 32-bit registry
keys are under the WOW6432Node key. For
example,HKEY_LOCAL_NMACHI NE\ SOFTWARE

\ WOW6432Node\ | BM Ti vol i \ Renot e Cont r ol
\ Tar get

Linux operating system.

Editthe/ etc/i bmtrct. conf file
2. Restart the target service.

Broker component

1. Editthetrc_br oker. properti es file
2. Set HTTPSStrictValidation to Yes.
3. Save thefile and restart the broker service.

After configuration, the components use the system truststore to verify HTTPS connections to the
server. If the server certificate isissued by a certificate authority (CA) trusted by your operating
system, the components work automatically. If the CA that is used by the server is not trusted by the
operating system, it can be added by using the standard operating system certificate management
methods.



Chapter 3. Secure target registration

To prevent unauthorized targets from registering with the BigFix Remote Control server, you can use
tokens to authenticate the target.

Create a secure registration token on the server and distribute it when you install the target. The
token is used to restrict new target registrations, or restrict updates to existing target details when you
reinstall atarget. After the target registers, the server sends an endpoint token to the target to replace
the token that was used when it registered. The target uses the endpoint token to authenticate with the
server each time it contacts the server.

The feature is controlled by the rc.enfor ce.secure.registration property inthet r c. properti es
file. Use the following values to configure the property.

true

Secure target registration is enabled. Secure tokens are used to authenticate a target
when it contacts the server. The default valueistrue.

false
Secure target registration is disabled.

Tokens for secure authentication of targets

Two types of token are used as part of the implementation for secure target registration in BigFix
Remote Control.

The secure target registration property must also be enabled. For more information, see Secure target
registration (on page 28).

The tokens are generated by the BigFix Remote Control server.
Registration token

A token that is used to authenticate atarget when it initially contacts the server. The
token is used for new target registrations and also when you reinstall atarget whose
details are still in the database. Y ou can create atoken in the server Ul and specify a
validity period for the token. For more information about creating a registration token,
see Creating a secure registration token (on page 155).

Endpoint token

A token that is sent to atarget after it registers with the server. The target stores the
token and usesit for all subsequent callhomes to the server. The token is also saved
in the target details in the database. To allow the target details to be updated, the
token in the database must match the token that is stored on the target. The Endpoint
token isvalid until the target entry is deleted from the database. For more information
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about how the tokens are used to authenticate the targets, see How targets securely
authenticate with the server (on page 29).

|;?V| Note:

The target includes the token in its callhome to the server only when it uses a secure connection to
the server. The server URL that it uses to connect to the server must start with HTTPS.

How targets securely authenticate with the server

After you enable the secure authentication property, you can enable targets to securely register or
update their detailsin the BigFix Remote Control database.

New registrations

For anew target or an existing target to contact the server after the secure registration feature is
enabled, use the following process to implement secure authentication:

« Create a secure registration token on the BigFix Remote Control server. Copy the token data
and keep it confidential. For more information about how to create atoken, see Creating a
secure registration token (on page 155).

* Distribute the token when you install the target. For more information, see the BigFix Remote
Control Installation Guide.

The target uses the registration token when it contacts the server. The server verifies that the token
matches an existing token on the server. If the token isvalid, the new target is registered in the server
or the details of the existing target are updated. The response from the server to the target provides an
endpoint token. The target uses the endpoint token in subsequent callhomes to the server.

[5) Note: The registration token in the property Regi st r at i onToken which is contained in the
registry key (Windows) or in the configuration file (UNIX) is deleted as soon as the target registers
to the server and obtains the endpoint token.

Updatesto target entries after they register

When atarget contacts the server after it registers, the following process is used to implement secure
authentication:

» When the target contacts the server, it sends the endpoint token.
« If the target details on the server contain the same endpoint token, the target details are updated
in the database. If the tokens do not match, the target details are not updated.



Chapter 4. Configure SAML 2.0 authentication on
the server

BigFix Remote Control V9.1.3 introduced support for SAML 2.0 authentication on the BigFix
Remote Control server.

Configure the server to support SAML 2.0 authentication by using a SAML 2.0 identity provider
(1dP).

After configuration, SAML 2.0 support enables web-based Single Sign-On (SSO) authentication.
Logged in users are automatically redirected to the web-based components that support SAML 2.0
authentication without having to log in again.

For the SAML SSO to work properly with the BigFix Remote Control server, the users must exist

in the server database. The users can be added manually or by using an LDAP server. For more
information about configuring LDAP, see Configure LDAP (on page 306). The LDAP server can
also be configured by using the LDAP Configuration wizard. For more information, see Configure
LDAP properties by using the LDAP wizard (on page 138). The IdP administrator is responsible

for the configuration of the LDAP identity provider. If LDAP is enabled, the IdP must be configured
to authenticate the users by using the same backend LDAP server as BigFix Remote Control.

Y ou can configure the server for SSO by using the server installer program. This method is the
recommended method. Y ou can also configure for SSO after you install the server.

After you configure SSO and access the remote control server, you are redirected to the SAML
Identity Provider logon page to log on. The remote control server Ul logon page is no longer
displayed. However, the admin user ID must be able to log on to the remote control server without
using SSO. Type the following URL in your browser to log on with the admin user ID when SSO is
enabled. htt ps://[serverurl]/trc/altLogon. do,where[serverurl] isthe URL of your
remote control server.

For more information, see SAML 2.0 Web Browser Single-Sign-On.

Configuring the server for single sign-on during installation

During the installation of the BigFix Remote Control server, you can configure support for SAML
V2.0 authentication.

When you install the BigFix Remote Control server by using the installer program, you can select
options to configure Single-Sign-On (SSO). To enable SSO, complete the following steps:

1. Follow the installation stepsin the I nstalling by using the server installer chapter in the
BigFix Remote Control Installation Guide.
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2. During the installation, select your configuration options on the SSO configuration window.
Enable SSO

Select this option to enable Single-Sign-On (SSO). To continue with the
configuration, you must get the SAML metadata XML file from the Identity
Provider (IdP) and which hash algorithm they are using: SHA-1 or SHA-256.

Metadata XML file

Click Choose and select the SAML metadata XML file that you obtained from
the IdP.

Algorithm used to sign SAML messages

Select the signature algorithm (SHA-1 or SHA-256) to use to sign messagesin
communications between the Identity Provider (IdP) and this Service Provider
(SP) which isthe BigFix Remote Control Server.

Advanced parameter s (optional)

Typein further configuration options, by adding attribute names in a space-
separated list, in the following format: [ keyword] ="[ keyword-value]". Where
[keyword] isthe attribute name and [ keyword-value] is the attribute value. For
more information about further configuration parameters, see SAML Web SSO
2.0 Authentication (samlWebSso020).

Forceregeneration of SAML data. (you must re-register with the 1dP)

Thefirst time that you enable SSO, a new default SAML certificate keystore
is created. For future upgrades, you can select the regeneration option to create
anew default certificate keystore. The current keystore is deleted and the new
one is saved. When you select this option, you must reestablish the connection
between the SP and the | dP after the server restarts.

3. Complete the installation. After you click Install on the Summary window in the installation
program, the I mportant window is displayed. Take note of the URL and information on the
Important window. After the server starts, type the URL in your browser to download the SP
metadata. Y ou must provide the metadata to the IdP to establish federation between them.

Configuring the server for single sign-on after installation

After you install the BigFix Remote Control server, you can configure it to support SAML 2.0
authentication.

Y ou must create a keystore with a single self-signed certificate before you start the configuration.
Select aK ey Size of 2048 and select sha256 for the Signature Algorithm. The keystore file can
bea. pl2or.j ks file. Do not save the file to the server installation directory because that might
conflict with the server self-signed certificate. Set along validity period for the keystore. For more
information about creating a keystore file, see Creating a self signed certificate (on page 289).



http://www.ibm.com/support/knowledgecenter/SSAW57_liberty/com.ibm.websphere.wlp.nd.doc/ae/rwlp_config_samlWebSso20.html
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[5) Note: SSO support in BigFix Remote Control is done through the WebSphere Liberty
samlWebSso20 feature. By default, the Namel D that is returned by the Identity Provider to our
service must contain an email field in the following format.

URI : urn:oasis:nanmes:tc: SAM.: 1. 1: nanei d-f or mat : emai | Addr ess

Y ou can configure a Liberty server asa SAML web browser Single-Sign-On (SSO) service provider
by enabling the saml\Web-2.0 feature in Liberty.

To configure the BigFix Remote Control server, complete the following steps:

1. Createansso. xm filein the following directory:
Windows oper ating system

C\Program Files (x86)\IBMTivoli\TRC server\w p\ usr
\'servers\trcserver

Linux operating system

[opt/IBMTivoli/TRC/ server/w p/ usr/servers/trcserver

2. Add the following content to the sso. xm file:

<server >
<f eat ur eManager >
<f eat ur e>sanl Web- 2. 0</ f eat ur e>
</ f eat ur eManager >
<sam WebSs020 i d="def aul t SP" keySt or eRef =" sam KeySt or e"
htt psRequi red="true"
si gnat ur eMet hodAl gori t hm=" SHA256"
spHost AndPort ="htt ps://[ host nane: port] ">
<keySt ore i d="sam KeyStore" |ocation="[san Key.file]"
passwor d="[ your keyst or epassword] " type="[filetype]"/>
</ server>

[hostname: port]

Defines the host name and SSL port of your remote control server. For example,
https.//example.com:443/.

[samIKey.filg]
Defines the path to your keystore file. For example, c: \ t r c\ saml Key. j ks.
[yourkeystorepassword]

Defines the password for your keystore file. For example,
password="mypassword".

[filetype]

Definesthe file type of your keystorefile. For a. p12 file, set type to PKCS12.
For a. j ks file, set typeto JKS.

The keyStor e id value must match the keyStor eRef value in the <samlWebSso20> element.
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Y ou can add more configuration parameters. For more information, see SAML Web SSO 2.0
Authentication (saml\WebSso20).

In adefault configuration, the following values are used:

AssertionConsumer Service URL
htt ps: // <host name>: <ssl port >/i bm sam 20/ def aul t SP/ acs.

Service Provider (SP) metadata URL

htt ps: // <host nanme>: <ssl port >/i bm sam 20/ def aul t SP/
sanl net adat a

Where <hostname> is the host name of your BigFix Remote Control server and
<sslport>isthe SSL Port value. For example, 443.

3. Edittheappl i cati on. xm fileinthefollowing directory:
Windows oper ating system

C\Program Files (x86)\IBMTivoli\TRC server\w p\ usr
\servers\trcserver

Linux operating system
/opt/1BM Tivoli/TRC server/w p/usr/servers/trcserver

Add the following <application-bnd> statement to thefile.

<server>
<appl i cation context-root="/trc" type="ear" id="trcserver"
| ocati on="TRCAPP. ear" name="trcserver" autoStart="true" >
<appl i cati on- bnd>
<security-rol e nane="any- aut henti cat ed" >
<speci al - subj ect type="ALL_AUTHENTI CATED USERS" />
</security-rol e>
</ appl i cati on-bnd>
</ applicati on>
<appl i cation context-root="/" type="ear" id="trcredir"
| ocati on="REDI R ear" nane="trcredir" autoStart="true" />
<appl i cati onMoni t or updat eTri gger ="di sabl ed" dropi nsEnabl ed="fal se" />
</ server >

4. Get the SAML metadata XML file from the Identity Provider (IdP).
How thisfile is obtained varies, depending on the IdP. Renamethefiletoi dpMet adat a. xmi
and copy it to the following directory on the server:

Windows oper ating system

C.\Program Files (x86)\IBMTivoli\TRC server\w p\ usr
\servers\trcserver\resources\security

Linux operating system


http://www.ibm.com/support/knowledgecenter/SSAW57_liberty/com.ibm.websphere.wlp.nd.doc/ae/rwlp_config_samlWebSso20.html
http://www.ibm.com/support/knowledgecenter/SSAW57_liberty/com.ibm.websphere.wlp.nd.doc/ae/rwlp_config_samlWebSso20.html
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/opt/1BM Tivoli/TRC server/w p/usr/servers/trcserver/
resources/security

5. Edit theconmon. properti es fileand set sso.enabled to True.
Thefileisin the following directory:

Windows systems

[installdir]\w p\usr\servers\trcserver\apps\ TRCAPP. ear
\trc.war\VEB- | NF\ cl asses

Where [installdir] isthe directory in which the BigFix Remote Control server is
installed.

Linux systems

[installdir]/w p/usr/servers/trcserver/apps/
TRCAPP. ear/trc. war/ WEB- | NF/ cl asses

Where [installdir] isthe directory in which the BigFix Remote Control server is
installed.

6. Restart the BigFix Remote Control server.

7. After the server restarts, type the following URL into your browser to download the metadata
for this service provider (SP) which is the BigFix Remote Control Server:
htt ps:// <host nanme>: <ssl port >/i bml sam 20/ def aul t SP/ sam net adat a,
where <hostname> is the host name of your remote control server and <sslport> isthe SSL
port of the server. Provide the metadata to the SAML identity provider to establish federation
between this SP and Identity Provider (IdP).

When you access the BigFix Remote Control server application, and you did not previously log
on, you are redirected to the IdP. If you did previously log on by using the same IdP, you are
automatically logged on to the BigFix Remote Control server application.

[5) Note: After you enable SAML 2.0 authentication, if you reinstall or upgrade your server, the
sso. xm filemust be copied to atemporary directory before you start. Replacethesso. xm file
that isinstalled during the upgrade with the backed-up file. Also, ensure that sso.enabled is set to
Trueintheconmon. properti es file



Chapter 5. Access the BigFix Remote Control
Server web interface

After you install the BigFix Remote Control Server software and the BigFix Remote Control
Target software, you can log on to the server application. For more information about installing and
configuring the server and target software, see the Remote Control Installation Guide

L ogging on to the BigFix Remote Control server

To use the BigFix Remote Control Server, log on to the server user interface.

1. In aweb browser type
http:// SERVERNANVE/ trc.

SERVERNAME: The name of your BigFix Remote Control Server. If you do not have the name,
contact your BigFix Remote Control system administrator.

2. Enter avalid 1D and password.
Invalid or missing IDs and passwords generate an error message.

If you are an Administrator, and it is your first logon, the default Admin ID isadmni n, and
password is passwor d. After you log on for the first time, you must change your password.

Password rulesareset inthet r c. properti es filein the set of variablesthat start with
passwor d.. For more information about password rules, see the BigFix Remote Control
Administrator's Guide.

3. Click L ogon.

The BigFix Remote Control Server Ul is displayed.

Getting atemporary logon password

If you forget your password, you can use the forgotten password option on the server logon screen.

The temporary password is sent to you in an email. This function is available when email is set

up and enabled in the system. Y ou can enable email functions at installation or by editing the

trc. properti es file. For moreinformation, see the BigFix Remote Control Installation Guide
and the BigFix Remote Control Administrator's Guide.

[5) Note: If email and LDAP are enabled, the forgotten password option is not displayed.

To obtain atemporary password, complete the following steps on the logon window:


pdf/Remote_Control_Installation_Guide.pdf
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1. Enter your ID.

2. Click Forgotten password.

3. Click Logon.
A messageisdisplayed: I f the user I D matches an existing user, a new password
will be sent to the user's registered email|l address

4. Log on with your ID and temporary password.
The Edit details screen is displayed where you can change your password.

5. Type and confirm your new password.

6. Click Submit.

Y our new password is saved. When email is enabled, you can contact the system administrator by
using the link on the logon window.

Setting up emall
To use the email function, amail server must be installed and set up. By editing the
trc. properti es file you can enable the email function by editing the following variables:
email.enabled
Set to true to enable email function.
smtp.server
Set to the address of the mail server.
smtp.authentication

Set to true if you want the SMTP server to authenticate with the SMTP ID and
password. Set to false if no authentication is required.

smtp.userid

User ID for the SMTP server.
smtp.password

Password for the SMTP server.

L ogging off from the BigFix Remote Control server

To log off from the BigFix Remote Control server Ul, select Sign Out. The welcome screen is
displayed.



Chapter 6. Unlocking user accounts

When a user account is locked, you can unlock the account by using the Unlock locked userid
feature.

When a user logs on to the BigFix Remote Control server with an incorrect password, their user
account islocked if the number of failed logon attempts exceeds the limit. The value that is assigned
to the account.lockout property inthet r c. properti es file definesthe limit. For more
information about this property, see trc.properties (on page 192).

To unlock the user account for one or more users, complete the following steps:

1. Choose the appropriate method to unlock users.

a. To unlock users by using the search utility.
* Click Users> Search.
« Enter the user information to be used in the search.
* Click Submit.
« Select the user and go to step 2 (on page 37).

b. To unlock users by using the All User s report.
* Click Users> All users.
* Select the users.

2. Choose the appropriate action to unlock the users.
 Click Users> Unlock locked userid.
» Salect Unlock locked userid from the Action list on the | eft.

The user account for the selected usersis unlocked and they are able to make another logon attempt.

If the account.lockout property isenabled inthet r c. pr operti es file, thefollowing extra user
information is also displayed on the Change details window. For more information about editing
user details, see Modifying user details (on page 53).

Last failed logon
Shows the date and time of the last failed logon attempt by this user.

Failed logons

Shows the number of failed logons since the last successful logon or since the user's
account was unlocked by an administrator.

Account locked

Displays Y es or No depending on whether the user's account is locked because
the limit of consecutive failed logonsis reached. The limit is defined by the
account.lockout property inthetrc. properti es file.



Chapter 7. Manage targets and target groups

In the BigFix Remote Control system, targets are endpoints that you install the target component
on. The target component identifies the computers to the BigFix Remote Control Server to receive
connection requests, and pass information to and from the server. For more information about
installing the target component, see the BigFix Remote Control Installation Guide.

The targets periodically report back to the BigFix Remote Control Server to indicate to the server
that they are still active and, in particular, when their state changes. For example, when a user logs
on, when aremote control session istaking place, or when the system powers on or shuts down.

When atarget isfirst installed and made known to the server, it is automatically assigned to the
default target group and given adefault set of policies. Y ou can decide which set of policies and
permissions must be assigned to the target by making it a member of any relevant target groups.
Target groups are created and assigned specific permissions that are combined with user group
permissions to determine what the target users can do during remote control sessions.

[5) Note: Only auser with Administrator authority sees the Target Groups menu.

Manage Targets
The following actions are available for Administrators to use on targets. For more information about
the features that all users can use on targets, see the BigFix Remote Control Console User's Guide
Delete Target
Use this feature to delete one or more targets from the BigFix Remote Control Server.
Manage Group Membership
Use this feature to add a target to atarget group.

Deleting a target

Y ou can remove targets from the BigFix Remote Control Server by using the Delete tar get option.

« If thetarget is still active and the BigFix Remote Control Target serviceisrunning, it can report
back to the server again. Its details are uploaded to the server, to be displayed in the All Tar gets
list.

« If it does report back, any policies or permissions that were set previously are reset and it is no
longer a member of any previously assigned target groups.

If you remove the target Software or stop the BigFix Remote Control - Target service on the target,
prevents it from uploading details again.
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To delete one or more targets compl ete the following steps:

1. Choose the appropriate method to delete targets:

a. To delete atarget by searching for targets, complete the following steps:
i. Click Targets > Search
ii. In the search field, enter information about the target.

For exanple : serial nunber, conputer nanme, nodel nunber, |IP
addr ess

iii. Click Submit.
iv. Select the targets from the list and go to step 2 (on page 39)

b. To delete atarget by using the All Tar gets report, complete the following steps:
i. Click Targets> All targets.
ii. Thelist of al defined targetsis displayed.
iii. Select the targets.

2. Choose the appropriate action to delete the target.
 From the Tar gets menu, select Delete tar get.
 Select Deletetarget from the Actions list on the | eft.

3. On the Confirm deletion window, click Submit.

The targets are deleted. Use the delete.tar get.auth property inthet r c. properti es fileto
change the user authority that is required to use the delete option. For more information about this
property, see Editing the propertiesfiles (on page 191).

Assign targets to target groups

When targets are registered in the server, they can then be assigned to target groups. The policies and
permissions that are set for the groups are used to determine what the target members can or cannot
do during aremote control session.

Y ou can use the M anage group member ship feature to add targets to target groups thus making
them members of the selected groups. This action must be performed after a new target is made
known to the server. For more information about creating target groups, see Creating target groups
(on page 42). For more information about how policies and permissions are granted for remote
control sessions, see How policies are determined for a remote control session (on page 88).

Y ou can also assign targets to target groups by creating target membership rules. The rules can

be used to automatically assign targets to specific groups when they contact the BigFix Remote
Control server. For more information about target membership rules, see Use rules to define target
membership (on page 156).
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Assigning atarget to target groups

After atarget has registered with the BigFix Remote Control Server, you can assign it to one or more
target groups. When the target takes part in aremote control session, the policies and permissions
that are defined for these groups are considered when the final session policies are derived. For more
information about how policies are set for a session, see How policies are determined for aremote
control session (on page 88).

To add atarget to one or more target groups, complete the following steps:

1. Choose the appropriate step to select atarget:

a. Select the target by using the search utility
* Click Targets> Search
* In the search field, type in some specific or non-specific information about the target

for exanple : serial nunber, conputer name, nodel nunber, IP
addr ess

» Click Submit.
* Select the target.

b. Select the target by using the All tar gets report.
i. Click Targets >All tar gets.
ii. Select atarget.

2. Select Manage Group Member ship from the Actions list on the left.

3. From the group list, select the target groups that you want to add the target to.
Any groups with a+ sign can be expanded to select sub groups also.

4. Click Submit.

Thetarget is now a member of the selected target groups.

Assigning multiple targets to target groups
Y ou can assign multiple targets to target groups and also change their current group membership.
For example, targets used by the one department might need to be in the same target group. Y ou can

select all of these targets and assign them to the relevant target group or groups at the same time,
which is more efficient than assigning each target individually.

Assign multiple targets to target groups by using one of the following options that can be used when
you define the group tree hierarchy.

replace



BigFix Remote Control Administrator's Guide | 7 - Manage targets and target groups | 41

The selected targets become members of the group or groups that you select within
manage group membership. Their membership to any other groups is replaced by the
target groups that are selected here.

For example: Targetl and target2 are members of targetgroupl and targetgroup2.
Select these targets from the target list and then select Manage Group M ember ship.
From the list of groups that are displayed, select targetgroup3 and the replace option.
Targetl and target2 are no longer members of targetgroupl or targetgroup2 and are
only members of targetgroup3.

add

The selected targets are now also members of the group or groups that you select
within manage group membership.

For example: In the example that is used in the replace option, if targetgroup3 is
selected with the add option, targetl and target2 are now members of targetgroupl,
targetgroup2, and targetgroup3.

delete

The selected targets are removed from the groups that you select within manage group
membership.

For example: Targetl and target2 are members of targetgroupl and targetgroup?2.
Select these targets from the target list and then select Manage Group M ember ship.
Select targetgroup2 from the group list in manage group membership along with the
delete option. Targetl and target2 are still members of targetgroupl but are no longer
members of targetgroup2.

To assign multiple targets to one or more target groups, complete the following steps:

1. Choose the appropriate method for selecting the targets

a. Select the targets by using the search utility
* Select Targets > Search.
* Typein some relevant information for retrieving the target data.
» Click Submit.
* Select the targets.

b. Select the targets by using the All tar gets report.
* Click Targets> All targets.
* Select the relevant targets from the list.

2. Select Manage Group Member ship from the Actions list on the left.

3. From the group list, select the relevant target groups.
Any groups with a + sign can be expanded to select sub groups also.

4. Select one of the following options:
* replace current group member ship
« add to current group membership



BigFix Remote Control Administrator's Guide | 7 - Manage targets and target groups | 42

« delete from current group member ship

5. Click Submit.

The group membership for the selected targets is defined by the option that is selected in step 4 (on
page 41).

Creating target groups

Use target groupsto assign similar policies and permissions to multiple targets. The policies are
effective during remote control sessions.

For more information about starting remote control sessions, see the BigFix Remote Control
Installation Guide. When anew target is defined in the BigFix Remote Control Server, it
automatically becomes a member of the default target group. However, the Administrator must
assign the target to relevant target groups.

A target can be amember of multiple groups. Policies and permissions are defined for a target
group when it is created. A permissions link must be created between the target group and a user
group. The policies and permissions that are defined in the permission link and any other links that
are defined in the group hierarchy, are used to derive the set of policies for the session. For more
information about deriving session policies, see How policies are determined for a remote control
session (on page 88).

To create target groups, complete the following steps:

1. Click Target Groups> New Target group.
The Edit Target Group window is displayed. Define the target group name and select the
policies and permissions that are relevant for the target group.

2. Typein aname for the target group,
For example, testtargets.

3. Optional: Typein adescription for the target group.

4. For Heartbeat interval, typein the number of minutes that the target members of this group
wait before they contact the BigFix Remote Control Server.

5. Use Lock target on disconnect to determine whether the target computers that belong to this
target group are locked automatically when a remote control session ends.
SettoYes
The target islocked when aremote control session with it ends.
Set to No

The target is not locked when aremote control session with it ends.
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6. Select the value for Automatically reset the console after a Remote Desktop console session:

Value Description
Never Do not apply the workaround.
At session start Reset the Windows session when aremote

control session is started.

[5) Note: The Windows session takes a couple
of minutes to initialize and the controller user
sees a blank desktop until theinitialization is
complete.

After consoleislogged out Reset the Windows session when the Remote
Desktop user logs out.

For more information about this attribute, see Gray screen on a Windows 2003 system (on page

362) .
[5) Note: Theattribute is not set to any value by default.

7. Select the value for Allow Remote Control connectionsto Remote Desktop sessions:

Value Description

No Does not allow the controller to connect to a

running Remote Desktop session in the target.
The default value is no.
Yes The controller follows the active session when
connecting to atarget, even if the active session
is a Remote Desktop session.
Not set Uses the generic value defined in the
fol | ow active. sessi on property located in
thetrc. properti es file. The default valueis
no.

[5) Note: Thisfeature is available in BigFix Remote Control v9.1.2 IFO002 and later versions.

8. Select the permission settings for the target group.
The settings are classed as the standard or normal set for the group. On initial display, the
screen shows the default values for the permissions that you can accept or change to your own
requirements

The Permission settings for the group can be defined in the following ways:

* To accept the given default permission settings, click Submit.
» To assign an already defined set of standard or normal permissions, select the template
name from the pull-down
> The Policy list is populated with the values saved for the selected permission set.
o Click Submit.
» To define a new standard set of permissions complete the following steps
a. Click Edit Settings, the policy values are now available for selection.
b. For each Policy in the list, select the permission or enter avalue
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[5) Note: For more information about server policies, see Server session policies (on

page 67).

Yes

The policy isvalid for members of this target group and therefore its
valueis considered when the permissions are combining in Manage
Permissions.

No

The policy isnot valid for members of this target group but its value
is also considered when the permissions are combined in Manage
Permissions.

Not Set

No valueis set and therefore it is not considered when the permissions
are combined in Manage Permissions because this option is overridden
by all others. For more information about how permissions are
assigned, see How policies are determined for a remote control session
(on page 88).
c. The new permissions set can be saved in the following ways:
o Save existing template

Select this option to save the changes to the template name that is displayed in
the template list.
o Save as new template named

Select this option to save the changes to a new template.
d. Click Submit.

Viewing Target Groups

When target groups are created, you can view alist of all defined groups. To view all target groups
click Target Groups> All target groups.

Thelist of al defined Target Groups is displayed.

Manage Target Groups

After you create target groups, you can use the following features to manage the target groups.

* View the members of atarget group.
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* Delete target groups.

 Change the details for atarget group.

» Remove members from atarget group.

* Set permissions for atarget group.
 Assign target groups to other target groups.
* Search for target groups.

Viewing the members of atarget group

To see which targets are assigned to atarget group, use the List Members function.
To list all members of a selected target group, complete the following steps:

1. Choose the appropriate method for selecting atarget group.

a. Select the target group by using the search utility.
* Click Target Groups > Sear ch.
* Enter relevant information to find the target group and click Submit.
« Select the target group.

b. Select the target group by using the All Target groups report.
* Click Target groups > All target groups.
» Select the target group.
2. Select List membersfrom the Action list on the left.

The list of members for the selected target group is displayed, showing target groups and targets that
are members of the selected group.

Deleting atarget group

Y ou can remove target groups that are no longer required by using the Delete tar get group function.

To delete one or more target groups, complete the following steps:

1. Choose the appropriate method for selecting the groups.

a. Select agroup by using the search utility.
* Click Target Groups > Sear ch.
« Enter relevant information to find the target group and click Submit.
« Select the target group.

b. Select agroup by using the All Target groups report.
» Click Target groups> All Target groups.
* Select the target groups.
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2. SelectDelete Group from the Actions|list on the | eft.
3. On the Confirm deletion screen click Submit .

The target groups are deleted.

Changing the details for atarget group

After you create atarget group, you can change the details or policies and values for the group by
using the Edit Group function.

[5) Note: If the policy values are changed for a group, the new policies are valid for this group

only when any new permissions links, between this target group and a user group, are created in
manage permissions. Any existing links that are already defined for the target group, keep the policy
values that were set for the group when the link was created. For more information about creating
permissions links, see How policies are determined for a remote control session (on page 88).

To edit atarget groups details, complete the following steps:

1. Choose the appropriate method for selecting the group.

a. Select the group by using the search utility.
* Click Target Groups > Sear ch.
* Enter relevant information to find the target group and click Submit.
» Select the target group.

b. Select the group by using the All Target groups report.
» Click Target groups > All target groups.
« Select the target group.
2. Select Edit Group from the Actions list on the | eft.
3. Change the relevant information. For more information about the requirements for target
groups, see Creating target groups (on page 42).
4. Click Submit .

The updated groups details are saved.

Remove members from atarget group

After targets or target groups are assigned to target groups, you can remove them from the group.

Removing members from atarget group can be done in two ways.

» Remove one member from a Target Group.
» Remove all members from a Target group.
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Removing one member from atarget group

To remove one member from atarget group, complete the following steps:

1. Choose the appropriate method for selecting a member:

a. Select the member by using the search utility.
To select atarget member.

* Click Targets> Search
* In the search field, type in some specific or non-specific information about the target

for exanple : serial nunber, conputer nanme, nodel nunber, |P
addr ess
* Click Submit.
* Select the target.
To select atarget group member.
» Click Target Groups > Search.

» Enter relevant information to find the target group and click Submit.
« Select the target group.

b. Select the member by using areport.
To select atarget member.

* Click Targets> All tar gets.
* Select the target.
To select atarget group member.
* Click Target Groups > All Targets Groups.
« Select the target group.
2. Select Manage Group Member ship from the Actions list on the left.

3. Clear the check box of the groups that you want to remove the target or target group from.
4. Click Submit.

Thetarget is no longer a member of the selected target group.

[5) Note: Y ou can confirm the removal by selecting the List Member s option for the selected target
group. For more information, see Viewing the members of atarget group (on page 45).

Removing all members from atarget group
To remove all members from atarget group, complete the following steps:

1. Choose the appropriate method for selecting the target group.

a. Select the group by using the search utility.
* Click Target Groups > Sear ch.
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* Enter relevant information to find the target group and click Submit.
* Select the target group.

b. Select the group by using the All tar get groups report.
* Click Target groups > All target groups.
« Select the target group.
2. Select Remove all member sfrom the Actions list on the left.
3. Click Submit to confirm.

All members are removed from the selected target group.

[5) Note: Y ou can confirm the removal by selecting the List Member s option for the selected target
group. For more information, see Viewing the members of atarget group (on page 45).

Assigning target groups to other target groups.

Use the Manage Group Member ship function to assign target groups to other target groups thus
creating a group hierarchy. Target groups are assigned the permissions and policies of the direct
target groups they are a member of. These permissions are known as their standard or normal set of
permissions. For more information about how policies and permissions are granted by the Policy
Engine, see How policies are determined for a remote control session (on page 88).

To add target groups to target groups, complete the following steps:

1. Choose the appropriate method for displaying the target groups.

a. Select the group by using the search utility.
* Click Target Groups > Sear ch.
» Enter relevant information to find the target group and click Submit.
« Select the target group.

b. Select the group by using the All tar get groups report.
* Click Target groups > All target groups.
* Select the target group.

2. Select Manage Group Member ship from the Actions list on the left.

3. Select the target groups that you want to add the target groups to. Some target groups in the
list might have a plus sign in front of their name which can be expanded to show other target

groups. If you selected multiple target groups in step 1 (on page 48), select one of the
following options.

* replace current group member ship
+ add to current group membership
+ delete from current group member ship
For more information about the options, see Assigning multiple targets to target groups (on page

40).
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4. Click Submit.

The target groups are assigned to the selected target groups.

Set permissions for atarget group

Use the manage permissions option to create a permissions link between a user group and a target
group. Thislink defines the policies and permissions that are granted in a remote control session
between user and target members of these groups. For more information about this function and
how the policies and permissions are determined for a remote control session, see How policies are
determined for a remote control session (on page 88).

Searching for target groups

Y ou can use the Sear ch utility to find specific target groups or find atarget group by using non-
specific information. To search for atarget group, complete the following steps:

1. Click Target Groups > Sear ch.

Enter the target group information in the input field. Y ou can enter all or part of the target group
name, or description that is associated with the target group. For the quickest search, type the
target group name into the Sear ch Target groupsfield. Otherwise, type part of the name or
description.

2. Click Submit.

« If any matching target groups are found, the following information is displayed
o |f the target group name is entered, the details for that target group are displayed.
o If non-specific information is entered, alist of any target groups with thisinformation as
part of their details is displayed.

[5) Note: Theinformation that is entered is not case-sensitive - Test matches with test.
« If no matching target groups are found, a message is displayed and the target group list is blank.

[5) Note: If nothing is entered in the input field and you click Submit. The list of all target groupsis
displayed.



Chapter 8. Manage users and user groups

BigFix Remote Control Server is designed to accommodate three types of user authorities: user,
super user, and administrator. Various BigFix Remote Control Server functions can be carried out by
each user account type. The administrator has the most comprehensive privileges.

User account authorities and the functions available to each
account

Three types of user accounts can be created in the BigFix Remote Control server Ul. The user
accounts are user, super user, and administrator. The administrator account has the most authority.
Administrators can do more advanced tasks. All types of authority can take part in remote control
sessions, taking over and controlling target systems and are known as controller users. A user with
administrator authority can also access server admin functions and is known as a Server Admin User.

The following tableillustrates each user account and highlights the authority that is given to each
account.

User Account Types of functions
User The most limited account. A user with user authority can do the following
actions:

+ Log on to the web application.

* View all targets available for control.

* Create or view lists of favorite targets.

» Start aremote control session.

* View target status or information.

* View their own user and group details.

* View information for
o Sessions that they started. For example, session history, session

details, recording details, audit logs.

o Defined groups.
o Recently accessed targets.

* Search for targets.

Super User Can do the same tasks as a user and aso more advanced functions, such as

(User+) generating specialized reports.

A user with SuperUser authority can do the following extra actions:

« Create and run various reports about users, sessions, targets, and
server.




BigFix Remote Control Administrator's Guide | 8 - Manage users and user groups | 51

User Account Types of functions

However, a SuperUser is limited to viewing their own user details only.
They are also limited to viewing the session details only for sessions that
they started.

Administrator Can do the same tasks as a user and super user and also more advanced
functions. Unlike the user and super user, they are not limited to just
viewing their own details but can view details for al users. Also,
responsible for maintaining and modifying user and target groups and
for managing permissions that are granted to those groups. A user with
administrator authority can do the following extra actions:

(User +, Super User+)

« Edit and delete targets.

* Create, delete, and manage users.

* Create, delete, and manage user groups.

» Create, delete, and manage target groups.

« Create and run various reports on users, sessions, targets, and server.

* Various types of dataimport. For example, from LDAP or by using
import templates

* Property file editing.

» Search for targets and users.

* View the application log and server status.

Creating user accounts
To create anew user, complete the following steps:

1. Click Users> New
The Add User screen isdisplayed.

[5) Note: A warning message is displayed when LDAP synchronization is enabled to indicate
that any changes or additions might be lost at the next synchronization.

2. Typein the relevant information for the new user.
[5) Note: Thefieldsthat are marked with a star are mandatory fields.

User ID

Typeinaunique ID for the user.
Email address

Typein avalid email address for the user.
Forename

Typein agiven name for the user.
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Surname
Typein asurname for the user.
Password

Type in aunique password that conforms to your defined password rules and
then retype the password for confirmation. Password rules are defined in the
trc. properti es file. For more information about the file, see trc.properties

(on page 192).

[5) Note: The password fields are not available when LDAP authentication is
enabled.

3. From the Authority list, select the authority level to assign to the new user. For more
information about user account authorities, see User account authorities and the functions
available to each account (on page 50).

4. Select the groups that the new user is a member of.

5. Click Submit.

The user details are saved.

Viewing user accounts

After user accounts are created, you can view thelist of all users.

Toview all usersclick Users> All Users.

The All User s pane displays the list of users who are defined in the system.

Manage user accounts

After you create users you can use the following features to manage the users.

« Set user account privileges.

* Modify user details.

* Remove users.

 Unlock user accounts.

* View alist of sessions by a user.
* Search for users.
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Setting user account privileges

As an administrator you can set the authority for other user accounts. The privileges that are given to

auser depend on the operations the user needs to accomplish. For information about the types of user
accounts and the functions that are associated with each account, see User account authorities and the
functions available to each account (on page 50).

To set the authority level of a user account, complete the following steps:

1. Choose the appropriate method for displaying the user.

a. To select the user by using the search utility.
i. Click Users> Search.

ii. The Search User screen is displayed

iii. Enter the user information in the input field. For the quickest search, type the users's
email address in the Sear ch Usersfield. You can also type al or part of the name or
any other detail that is known.

iv. Click Submit.

5) Select the user.

b. To select the user by using the All User report.
* Click Users> All users
* Select the user.
2. Select Edit User from the Actionslist on the | eft.
3. From the Authority list, select the authority level to assign to the account.
4. Click Submit.

Modifying user details

After you create a user, you can modify the users details. To change the details, select the user from
the All Users Report or by using the search utility. Use the Edit user option to make the required
changes. If many users are defined in the system, you can search to find a user more quickly.

To modify a users detail, complete the following steps:

1. Choose the appropriate method for displaying the user.

a. To select auser by using the search utility.
i. Click Users> Search.

ii. The Search User screenis displayed

iii. Enter the user information in the input field. For the quickest search, type the users's
email address in the Sear ch Usersfield. Y ou can also type al or part of the name or
any other detail that is known.

iv. Click Submit.

5) Select the user.
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b. To select the user by using the All User report.
* Click Users> All users
* Select the user.

2. Select Edit User from the Actionslist on the left.

[5) Note: A warning message is displayed when LDAP synchronization is enabled to indicate
that any changes or additions might be lost at the next synchronization.

3. Change the relevant information
For more information about the requirements for the Edit Details screen, see Creating user
accounts (on page 51). The following extra user information is also displayed if the
account.lockout property inthet r c. properti es fileisenabled.

Last failed logon
Shows the date and time of the last failed logon attempt by this user.

Failed logons

Shows the number of failed logon attempts made by the user.

[5) Note: If this user account was previously locked due to the number of
allowed failed logon attempts being exceeded, the failed logons number denotes
the number of failed attempts since the account was unlocked.

Account locked

Displays Yesor No. If set to Yes, the users account is locked because the limit of
consecutive failed logonsis reached. The limit is defined by the account.lockout
property inthetr c. properti es file.

[5) Note: The User ID is unique and therefore cannot be changed.

4. Click Submit

The amended user details are saved.

Removing users

After users are created, you can remove them if they are no longer required. Use the Delete user
function to remove them. Use the search utility for a quicker search, if there are many usersin the
database.

To remove one or more users, complete the following steps:

1. Choose the appropriate method for displaying the users.
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a. To remove users by using the search utility.
i. Click Users> Search.

ii. The Search User screen is displayed

iii. Enter the user information in the input field. For the quickest search, type the users's
email addressin the Sear ch Usersfield. You can also type al or part of the name or
any other detail that is known.

iv. Click Submit.

5) Select the users.

b. To select users by using the All User s report.
e Click Users> All users.
* Select the users.
2. Select Delete User from the Actionslist on the left.
3. On the Confirm deletion screen click Submit .

The users are deleted.

Unlocking user accounts

When auser logs on to BigFix Remote Control with an incorrect password, their user account is
locked if the number of failed logon attempts is exceeded. The limit is determined by the value that
is assigned to the account.lockout property inthet r c. pr operti es file. For more information
about the property, see trc.properties (on page 192). After the user account is locked, you can
unlock the account by using the Unlock locked userid function.

To unlock the user account for one or more users, complete the following steps:

1. Choose the appropriate method for selecting the users.

a. To unlock users by using the search utility.
i. Click Users> Search.

ii. The Search User screen is displayed

iii. Enter the user information in the input field. For the quickest search, type the users's
email address in the Sear ch Usersfield. Y ou can also type al or part of the name or
any other detail that is known.

iv. Click Submit.

5) Select the users.

b. To select the user by using the All User report.
 Click Users> All users
* Select the user.
2. Select Unlock locked userid from the Actionslist on the left.

The selected users are unlocked and they are able to log on.
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Viewing alist of previous sessions established by a user

You can view alist of all previous sessions for one or more selected users by using the Session
history function.

To view alist of previously established sessions by specific users, complete the following steps:

1. Choose the appropriate method for displaying the users.
a. To select auser by using the search utility
i. Click Users> Search.
ii. The Search User screen is displayed
iii. Enter the user information in the input field. For the quickest search, type the users's
email addressin the Sear ch Usersfield. You can also type al or part of the name or
any other detail that is known.
iv. Click Submit.
5) Select the user.
b. To select auser or users by using the All User s report.
* Click Users> All users.
* Select the required users.
2. Select Session history from the Actions|list on the | eft.

The Session History screen displays the sessions by the selected users. The most recent sessionis
firstinthelist.

Searching for users

Y ou can use search for users and view a summary list in the search results. To search for a user,
complete the following steps.

1. Click Users> Search.

2. The Search User screen is displayed

3. Enter the user information in the input field. For the quickest search, type the users's email
address in the Sear ch Usersfield. You can also type al or part of the name or any other detail
that is known.

4. Click Submit.

 Any users that match the search criteria are shown. To view the details for any of the users,
click their name in the search results.
o If the email address was entered, the summary details for that user are shown.
o If non-specific information was entered, alist of any users with thisinformation as part
of their detailsis displayed. For example, if you typed Scot, alist of users with Scot
somewhere in their detailsislisted.

Users with Forenane - Scot
Enai | - ascot @xanpl e. com
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[5) Note: Theinformation that is entered is not case-sensitive. Scot can also match with
scot.
« If no matching users are found, a message is displayed and the user list is blank

Creating user groups

Y ou can create groups of usersin BigFix Remote Control Server. User groups are used for grouping
usersto give them the same permissions and access during an BigFix Remote Control, remote
control session.

For more information about remote control sessions, see the BigFix Remote Control Controller
User's Guide. When you create a new user they automatically become a member of the
DefaultGroup. Y ou can also assign the user to other user groups.

[5) Note:

1. A user can be amember of multiple groups.

2. The policies and permissions that you select when you create a user group are not the set of
policies that are applied when a member of the group starts a session. Y ou must also create a
permissions link between the user group and atarget group. For more information about policies
and permissions for a session, see How policies are determined for a remote control session (on

page 88).

To create a user group, complete the following steps:

1. Click User Groups> New User group
2. Typein aname for the user group.
3. Optional: Typein adescription for the user group.

4. Select the permission settings for the user group.
These settings are classed as the standard or normal set for the group. The default values for the
permissions are displayed. Accept or change the permissions to your own requirements.

Y ou can define the permission settings for a group in various ways.

* To accept the given default permission settings click Submit.
» To assign an already defined set of standard or normal permissions, select the template
name from the pull down.
> The policy list is populated with the selected permission set values.
o Click Submit.
» To define a new standard set of permissions:
a. Click Edit Settings.
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b. For each policy in the list, select the relevant permission or enter a value.

[5) Note: For more information about the policy definitions and default and possible
values for the policies, seeServer session policies (on page 67).

Select Yes.

This policy isvalid for members of this user group. Therefore, its
valueis considered when the permissions are combined in Manage
Permissions.

Select No.

This policy isnot valid for members of this user group. However,
its value is also considered when the permissions are combined in
Manage Permissions.

Select Not Set.

No valueis set. Therefore, its value is not considered when the
permissions are combined in M anage Per missions. For more
information about how permissions are assigned, see How policies are
determined for a remote control session (on page 88).
C. You can save the new permissions set in multiple ways.
o Save existing template

Select this option if you want to save the changes to the template name that is
displayed in the template list.
o Save as new template named

Select this option if you want to save the changesto a new template. Enter a
name for the new template.
d. Click Submit.

Assign users to groups

When user groups are created, you can add users to the groups in multiple ways.

* Assign the user to a group when you create the user.
+ Select one or more users and use the Manage Group M ember ship option.

Assigning a user to a group when you create the user

When you create a new user, alist of all user groupsis displayed on the Add user screen. You can
select the groups that the new user must be made a member of. For more information about creating
users, see Creating user accounts (on page 51).
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Ass gning a user to user groups
To add a user to user groups complete the following steps:

1. Choose the appropriate method for displaying the user.

a. Select the user by using the search utility.
i. Click Users> Search.

ii. The Search User screenis displayed

iii. Enter the user information in the input field. For the quickest search, type the users's
email address in the Sear ch Usersfield. Y ou can also type al or part of the name or
any other detail that is known.

iv. Click Submit.

5) Select the user.

b. Select the user by using the All User s report.
* Click Users > All users.
* Select the user.

2. Select Manage Group M ember ship from the Actions list on the | eft.

3. Select the user groups that the user must be assigned to.
Any groups with a+ sign can be expanded to select sub groups also.

4. Click Submit.

The user is amember of the selected groups.

Assigning multiple usersto user groups

Y ou can assign multiple users to user groups. Users who work in the same department can be in the
same user group. Y ou can select all of the users and assign them to the relevant user groups at the
same time, which is more efficient than assigning each user individually. Assign multiple usersto
user groups by using one of the following options when you define the group tree hierarchy.

replace

The selected users become members of the groups you select within manage group
membership. Their membership to any other groupsis replaced by the user groups
that are selected here.

For exanple: userl and user2 are nenbers of usergroupl and
user group2.

Sel ect the users fromthe user list. Select nanage group
menbership Fromthe |ist of groups that are displ ayed,
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sel ect usergroup3 and the replace option. userl and user2 are
no | onger

menbers of usergroupl or usergroup2 and are only nenbers of
user gr oup3.

add

The selected users are now also members of the groups that you select within manage
group membership.

For exanple: in the exanple used in the replace option, if
usergroup3 is selected with the add option, userl and user2
are now

menbers of usergroupl, usergroup2 and usergroup3.

delete

The selected users are removed from the groups that you select within manage group
membership.

For exanpl e:userl and user2 are nenbers of usergroupl and

user group2.

Sel ect these users fromthe user list, then sel ect nmanage group
menber shi p. Sel ect usergroup2 fromthe group list along with the
del ete

option. userl and user2 are still nenbers of usergroupl but are

no
| onger nenbers of usergroup?2.

To assign multiple users to one or more user groups complete the following steps:

1. Choose the appropriate method for selecting multiple users

a. Select by using the search utility.
* Select Users > Sear ch.
» Typein some relevant information for retrieving the user data.
* Click Submit.
» Select the users.

b. Select by using the All user s report.
* Click Users> All users.
* Select the users.

2. Select Manage Group Member ship from the Actions list on the left.

3. Select the user groups.
Any groups with a+ sign can be expanded to select sub groups also.

4. Select one of the following options:
* replace full group member ship
* add to current group membership
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« delete from current group member ship

5. Click Submit.

The group membership for the multiple usersis defined by the option that is selected in step 4 (on
page 60).

Viewing user groups

After you create user groups, you can view alist of al groups.

To view all user groups click User Groups> All User groups.

The All User Groups screen is displayed.

Manage user groups
After you create user groups, you can use the following features to manage the user groups.

* View the members of a user group.

* Delete user groups.

+ Change the details for a user group.

» Remove members from a user group.

* Set permissions for a user group.
 Assign user groups to other user groups.
» Search for user groups.

Viewing the members of auser group

Usethe List Members function to view alist of users and users groups that are members of a
specific user group.

Tolist all members of a selected user group, compl ete the following steps:

1. Choose the appropriate method for displaying the user group

a. Select the user group by using the search utility.
i. Click User Groups > Search.
ii. Enter all or part of the user group name or description that is associated with the user
group. For the quickest search, type the user group name.
iii. Click Submit.
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iv. Select the user group.

b. Select by using the All User Groups report.
i. Click User groups> All User Groups.
ii. Thelist of al defined user groups is displayed.
iii. Select the user group.
2. Select List member s from the Actionslist on the left.

The list of members for the selected user group is displayed. The list includes user groups and users
that are members of the group.

Deleting user groups
To delete one or more user groups, complete the following steps:

1. Choose the appropriate method for displaying the user groups.

a. Select the user group by using the search utility.
i. Click User Groups > Sear ch.
ii. Enter all or part of the user group name or description associated with the user group.
For the quickest search, type the user group name.
iii. Click Submit.
iv. Select the user groups.

b. Select the user group by using the All User groups report.
i. Click User groups> All user groups.
ii. Select the user groups.
2. Select Delete User group from the Actionslist on the left.
3. On the Confirm deletion window, click Submit .

The user groups are del eted.

Changing the details for a user group

Y ou can use the Edit Group function to edit the details or policies and values for the selected user
group.

[5) Note: If the policy values are changed for a group, the new policies are valid for this group
only when any new permissions links, between this user group and atarget group, are created in
manage permissions. Any existing links that are already defined for the user group, keep the policy
values that were set for the group when the link was created. For more information about creating
permissions links, see How policies are determined for a remote control session (on page 88).
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To edit a user groups details, compl ete the following steps:

1. Choose the appropriate method for selecting the user group.

a. Select the user group by using the search utility.
i. Click User Groups > Sear ch.
ii. Enter all or part of the user group name or description that is associated with the user
group. For the quickest search, type the user group name.
iii. Click Submit.
iv. Select the user group.

b. Select by using the All User groups report.
i. Click User groups> All User Groups.
ii. Thelist of al defined user groups is displayed.
iii. Select the user group.

2. SelectEdit Group from the Actions list on the left.
For more information about the requirements for the Edit Group screen, see Creating user
groups (on page 57).

3. Change the relevant information.

4. Click Submit .

The amended user group details are saved.

Remove members from a user group

When users or user groups are assigned to user groups you can also remove them from the group.

Removing members from a user group can be done in multiple ways.

» Remove one member from a user group.
» Remove all members from a user group.

Removing one member from a user group

To remove one member from a user group, complete the following steps:

1. Choose the appropriate method for selecting a user.

a. Select the user by using the search utility.
i. Click Users> Search.
ii. The Search User screen is displayed
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iii. Enter the user information in the input field. For the quickest search, type the users's
email address in the Sear ch Usersfield. You can also type al or part of the name or
any other detail that is known.

iv. Click Submit.

b. Select the user by using the All User sreport.
i. Click Users> All users.
ii. Select the user.
2. Select Manage Group Member ship from the Actions list on the left.
3. Clear the check box of the user group that you want to remove the user from.
4. Click Submit.

The user is no longer a member of the selected user group. Use the List Member s function on the
selected user group to confirm the removal. For more information, see Viewing the members of a
user group (on page 61).

Removing all members from a user group

To remove al members from a user group, complete the following steps:

1. Choose the appropriate method for selecting a user group:

a. Select the user group by using the search utility
i. Click User Groups > Sear ch.
ii. Enter al or part of the user group name or description that is associated with the user
group. For the quickest search, type the user group name.
iii. Click Submit.
iv. Select the user group.

b. Select the user group by using the All User groups report.
i. Click User groups> All User Groups.
ii. Thelist of al defined user groupsis displayed.
iii. Select the user group.
2. Select Remove all member s from the Actions list on the | eft.
3. Press Submit to confirm.

All members are removed from the selected user group.

[5) Note: Usethe List Members function on the selected user group to confirm the removal. For
more information, see Viewing the members of a user group (on page 61).
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Assigning user groups to other user groups

Use the Manage Group M ember ship function to make user groups members of other user groups
to create a group hierarchy. User groups are assigned the permissions and policies of the user groups
they are amember of. These permissions are known as the standard or normal set of permissions. For
more information about how policies and permissions are granted, see How policies are determined
for aremote control session (on page 88).

To add user groups to user groups, compl ete the following steps:

1. Choose the appropriate method for displaying the user group.

a. Select the user group by using the search utility.
i. Click User Groups > Sear ch.
ii. Enter all or part of the user group name or description that is associated with the user
group. For the quickest search, type the user group name.
iii. Click Submit.
iv. Select the user group.

b. Select the user group by using the All User Groups report.
i. Click User groups> All User Groups.
ii. Thelist of al defined user groupsis displayed.
iii. Select the user group.

2. Select Manage Group Member ship from the Actions list on the | eft.

3. Select the user groups that you want to add the selected user groups to. Some user groupsin the
list might have aplus sign in front of their name, which can be expanded to show other target
groups. If you selected multiple target groups, select one of the following options.

* replace current group member ship
« add to current group membership
+ delete from current group member ship
For more information about the options, see Assigning multiple users to user groups (on page

59).
4. Click Submit.

The user group is now a member of the selected user groups.

Setting permissions for a user group

Use the M anage Per missions function to create a permissions link between a user group and a
target group. Thislink is used to define the policies and permissions that are granted in aremote
control session between user and target members of these groups. For more information about this
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function and how the policies and permissions are determined for a remote control session, seeHow
policies are determined for a remote control session (on page 88).

Searching for user groups

Y ou can use the Search utility to find specific user groups or find a user group by using non-specific
information. To search for a user group, complete the following steps:

1. Click User Groups> Search.
The Search User Group screen is displayed.

Enter the user group information to be used in the search. Type all or part of the user group
name or description that is associated with the user group. For the quickest search, type the user
group name into the Search User groupsfield. You can also type all or part of the user group
name or any other detail that is known.

2. Click Submit

« If any matching user groups are found, the following information is displayed
o If the user group nameis entered, the details for that user group are displayed.
o If non-specific information is entered, alist of any user groups with thisinformation as part
of thelr detailsis displayed.

[5) Note: Theinformation that is entered is not case-sensitive - Test matches with test.
« If no matching user groups are found, a message is displayed and the user group list is blank.

[5) Note: If nothing is entered in the input field and you click Submit. The list of all user groupsis
displayed.



Chapter 9. Server session policies

Y ou can configure the following session policies on the BigFix Remote Control Server to determine
what actions and features are available during a remote control session. The policies can be
configured initially when you create a user or target group. However, the permission links set up
between the user and target groups determine what policies and permissions are finally derived for
the session.

For more information about groups and policies, see the following sections.

 Creating user groups (on page 57)
 Creating target groups (on page 42)
» How policies are determined for a remote control session (on page 88)

Policy list definitions
Security policies

Reboot

To send arestart request to the target computer, so that it can be restarted remotely.
Determines whether Reboot is available as a session mode option on the start session
screen. For more information about session types, see the BigFix Remote Control
Controller User's Guide.

Set to Yes.
Reboot is shown as an option on the start session screen.
Set to No.
Reboot is not shown as an option on the start session screen.
Allow multiple Controllers

To enable collaboration so that multiple controllers can join a session. Determines
the availability of the collaboration option on the controller window. For more
information about collaboration sessions that involve multiple participants, see the
BigFix Remote Control Controller User's Guide.

Set to Yes.

The collaboration icon is available for selection in the controller
window.

Set to No.
The collaboration icon is not active in the controller window.
Allow local recording

To make and save alocal recording of the session in the controlling system.
Determines the availability of the record option on the controller window. For more
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information about recording sessions, see the BigFix Remote Control Controller
User's Guide.

SettoYes.
The record option is available for selection in the controller window.
Set to No.
The record option is not active in the controller window.
Set target locked

Determines whether the local input and display islocked for all sessions. Therefore,
the target user cannot use the mouse or keyboard on the target while in aremote
control session.

Set to Yes.

The target screen is blanked out when the session is started, preventing
the target user from interacting with the screen while in the session.
The target desktop is still visible to the controller user in the controller
window.

Set to No.

The target screen is not blanked out when the session is started and the
target user is able to interact with the screen.

Allow input lock

Determines whether the controller user can lock the local input and display of the
target when in aremote control session. Determines the visibility of the Enable
Privacy option on the controller window.

Set to Yes.

The Enable Privacy option is availablein the Perform Action in
target menu in the controller window. For more information about the
controller window functions, see the BigFix Remote Control Controller
User's Guide.

Set to No.

The Enable Privacy option is not available in the Perform Action in
tar get menu in the controller window.

Connect at L ogon
Determines whether a session can be started when no users are logged on at the target.
Set to Yes.
Session is started with the target.
Set to No.
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Session is not started and the following message is displayed. Sessi on
rejected because there is no user logged to confirmthe
sessi on

Use Encryption
Determines whether to encrypt the data that is being transmitted.

Disable Panic Key

Determines whether the Pause Break key can be used by the target user to
automatically end the remote control session.

Set to Yes.

The target user cannot use the Pause Break key to automatically end
the remote control session.

Set to No.

The target user can use the Pause Break key to automatically end the
remote control session.

Enable On-screen Session Notification

Determines whether a semi-transparent overlay is shown on the target computer to
indicate that a remote control session isin progress. Use this policy when privacy isa
concern so that the target user is clearly notified when somebody is remotely viewing
or controlling their computer.

Set to Yes.

The semi-transparent overlay is shown on the target screen with the
text BigFix Remote Control. The type of remote control session
that isin progressis also displayed. The overlay does not intercept
keyboard or mouse actions, therefore the user is till able to interact

with their screen.

Set to No.
The overlay is not shown on the target computer.

[5) Note: This policy isonly supported on targets that have a Windows operating
system installed.

Allow input lock with visible screen

This property works along with Allow input lock and on its own. Use Allow input
lock with visible screen to lock the target users mouse and keyboard during a remote

control session.
Set to Yes.

The lock target input menu item is enabled in the Perform action in
tar get menu, in the controller window. Select lock target input to lock
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the target users mouse and keyboard during a remote control session.
The target screenis still visible to the target user.

Set to No.

The lock target input menu item is not enabled in the Perform action
in target menu in the controller window.

[5) Note: If Enable Privacy is selected, during a session, the remote
user input is automatically locked. It is not possible to enable privacy
without also locking the input.

Display screen on locked tar get

Works along with Set target locked, which you can use to enable privacy mode at
session startup. You can use Display screen on locked tar get to determine whether
the target user can view their screen or not during a remote control session, when
privacy mode is enabled.

Set to Yes.

In privacy mode, the target screen is visible to the target user during
the session, but their mouse and keyboard control is locked.

Set to No.

In privacy mode, the target screen is not visible to the target user and
the privacy bitmap is displayed during the session. The target users
mouse and keyboard input is also disabled.

[5) Note: For Display screen on locked target to take effect set Set target locked
toYes.

Denied Program Execution List

To specify alist of programs that a controller user cannot run on the target during an
active session with the target. These programs must be entered as a comma-separated
list. The following points must be noted.

[5) Note:

1. Thisfeature works only on the following operating systems
» Windows 2000, all editions
» Windows XP, 32-bit editions only
» Windows Server 2003, 32-bit editions only

2. The programs can be entered with or without a path defined.

For exanpl e
c:\not epad. exe or notepad. exe are both acceptable.

3. Any program with a space in its name must be enclosed in double quotation
marks.



BigFix Remote Control Administrator’s Guide | 9 - Server session policies | 71

nmy prog.exe should be entered as "ny prog. exe"

4. If you enter any of the BigFix Remote Control specific programsin thelist, for
exampletrc_dsp,trc_baseortrc_gui,they areignored.

5. If any of the programs that are listed are already running on the target when
the session is started, they continue to run. However, any new instances of the
program are not started.

I nactivity timeout

Number of seconds to wait until the connection ends if there is no session activity. Set
this value to O to disable the timer so that the session does not end automatically. The
minimum timeout value is 60 seconds. For values 1 - 59, the session times out after 60
seconds of inactivity.

[5) Note: Theinactivity timeout value applies to Active session mode only. The
session does not end automatically when other session modes are used.

The default valueis 0.
Auditing

For ce session recording
All sessions are recorded and the session recordings are uploaded and saved to the
server.
Setto Yes.

A recording of the session is saved to the server when the session ends.
A link for playing the recording is also available on the session details
screen.

Set to No.

No recording is stored and therefore no link is available on the session
details screen.

Local Audit

Useto create alog of auditable events that take place during the remote control
session. Thelog is created on both the controller and target computer.

Set to Yes.

Thet r caudi t logfileis created and stored on the controller
computer in the home directory of the currently logged on user.

The log can be viewed on a Windows target computer by using

the event viewer. To access the Application Event Viewer click

Start > Control Panel > Administrative Tools> Event Viewer >
Application. On a Linux target, the events are stored in the messages
filethatisinthe/ var /| og directory.
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Set to No.
No log is created or stored on the controller or target computer.

For ce session audit

A log of auditable events is automatically stored on the server. Determines the
visibility of these events on the session details screen.

SettoYes.
Controller and target events that took place during the session are
displayed on the session details screen.

Set to No.

Controller and target events are not displayed on the session details
screen.

Keep session recording in thetarget system

Determines whether a copy of the session recording that was done on the target and
successfully uploaded to the BigFix Remote Control Server is aso saved on the target
system. The location of the saved recording is determined by the location that isset in

the target property Recor dingDir .

[5) Note: Thispolicy isonly validif Record the session in the tar get system is set
toYes.

Set to Yes.

If Record the session in thetarget system is set to Yes and the
session recording is successfully uploaded to the BigFix Remote
Control Server, acopy of the recording is also saved on the target

system.
Set to No.

If Record the session in thetarget system is set to Yes and the
session is recorded, a copy of the recording is not saved on the target

system.
Record the session in thetarget system

Determines whether the session recording is done on the target system instead of the
controller, when the For ce session recor ding policy isalso set to Yes.

Set toYes.

The session is recorded on the target and uploaded to the BigFix
Remote Control Server.

[5) Note: However, if Force session recording is set to No, the
session is not recorded.

Set to No.
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The session is recorded on the controller and uploaded to the BigFix
Remote Control Server.

Control

Enable high quality colors

Determines whether the target desktop is displayed in high-quality colorsin the
controller window at the start of a session. Used together with Lock color quality.

Set to Yes.

The target desktop is displayed in true color 24-bit mode at the start of
the session. Partial screen updates are also enabled.

Set to No.

The target desktop is displayed in 8-bit color mode at the start of
the session. Partial screen updates are also enabled. Thisvalueisthe
default value.

Allow registry key lookup

Determines the availability of the Enter key item in the Registry keys menu on the
controller window, during a guidance and active session.

Set toYes.

The Enter key option is available in the Registry keys menu. Use the
Enter key option to enter aregistry key and lookup the value that is
defined for it on the target. For more information about the Registry
keys menu, see the BigFix Remote Control Controller User's Guide.

Set to No.

The Enter key option is not available and the controller user cannot
find out the values of the targets registry keys.

View registry key list

Determines the availability of the defined registry keyslist in the Registry keys menu
on the controller window.

Set to Yes.

The list of up to 10 registry keys, which can be defined in the

trc. properti es file isvisblein the Registry keys menu. The
controller user can select one to view the value for it on the target. For
more information about editing the properties files, see Editing the
properties files (on page 191).

[5) Note: If you set this policy to Yes, you must make sure that you
defineregistry keysinthetr c. properti es file. Otherwise, if you
click the menu item, nothing is shown.
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Set to No.

The defined list of registry keysisnot visible in the Registry keys
menul.

Enable user acceptance for system information

Use this policy to display the user acceptance window on the target computer when
the controller user selectsto view the target system information.

Set to Yes.

When the controller user clicks the system information icon in

the controller window, the user acceptance window is displayed.

The target user must accept or refuse the request to view the target
system information. If the target user clicks accept, the target system
information is displayed in a separate window on the controller system.
If they click refuse, a message is displayed on the controller and the
system information is not displayed.

Set to No.

The target system information is displayed automatically when the
controller user clicks the system information icon.

Enable user acceptancefor filetransfers

Use this policy to display the user acceptance window on the target computer when
the controller user wants to transfer a file from the target to the controller system.

Set to Yes.

The acceptance window is displayed in the following two cases. The
target user must accept or refuse the file transfer.

« |f the controller user selects pull file from the file transfer menu
on the controller window.

[5) Note: The target user must select the file that isto be
transferred, after they accept the request.

« If the controller user selects send file to controller from the
Actions menu in the target window

Set to No.

The acceptance window is not displayed and files are transferred
automatically from the target to the controller system when requested.

Enable user acceptance for mode changes

Use this policy to display the user acceptance window on the target computer when
the controller user selects a different session mode.

Set toYes.
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The user acceptance window is displayed each time the controller user
selects a new session mode. The target user must accept or refuse the
request.

Set to No.

The user acceptance window is not displayed and the session modeis
changed automatically.

Enable user acceptance for incoming connections
Use this policy to display the user acceptance window on the target computer when a
remote control session is requested. The target user must accept or refuse the session.

[5) Note: This policy works along with Acceptance Grace Time and Acceptance
timeout action.

Set to Yes.

The acceptance window is displayed and the target user has the number
of seconds defined for Acceptance Grace time to accept or refuse the
session.

@ Note:

1. The target user can also select a different session mode on the
User Acceptance window.

2. The target user can hide any running applications by choosing the
Hide applications option on the acceptance window. For more
information about hiding applications, see the BigFix Remote
Control Controller User's Guide.

3. When set to Yes, the Acceptance Grace time must be > 0 to give
the target user time to accept or refuse the session

Accept
The session is established.
Refuse
The session is not started and a message is displayed.
Set to No.

The session is started automatically and the User Acceptance window
is not displayed on the target.

Run post-session script

Determines whether a user-defined script is run after the remote control session
finishes.

Set to Yes.
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When aremote control session ends, the user-defined script is run.
Complete the following steps to set up the scripts.

The script must be given the following name.

post _script. {ext}

Where {ext} is. cmd on aWindows systemand . sh in UNIX™ or
Linux systems.

The script must be placed in the following directory on the target.
Windows systems.
\ USYSTEMROOT% scri pts

Where SYSTEMROQOT is the relevant Windows
operating system directory.

UNIX or Linux systems.

/etc/scripts

[5) Note: This directory must be owned by root and have the
permissions 700 so that root can read, write, or execute. All other users
must have no permissions. Otherwise, the script does not run and it
fails. The success or failure of the execution of this script islogged in
the audit log by the target.

Set to No.
No script isrun after the session.

Run pre-session script

Determines whether a user-defined script is run before the remote control session
starts. The script isrun just after the session is allowed but before the controller user
has access to the target. This policy is connected to Pre-script fail operation. The
outcome of running the script and the continuation of the session is determined by the
valuethat is set forPre-script fail operation.

Set to Yes.

When a Remote Control Session is requested, the defined script isrun
before the controller user has access to the target.

Defining Pre and Post scripts.

The script development is free from any constraint. Except for the
need to allow them to run unattended and to use exit codes that can be
correctly interpreted by BigFix Remote Control. Pre-scripts and post-
scripts are supported on the following operating systems.

» Windows (XP, 2003, Vista, 7)
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e Linux (SLES, RHLE)
When you devel op scripts, you must adhere to the following rules:

* Define the scripts as batch files on a Windows system (with
extension . cnd) and as shell files on a Linux system (with
extension. sh).

» On Windows systems, the scripts must be named
pre_script.cndandpost _scri pt. cnd. OnLinux
systems, they must be named pre_scri pt. sh and
post _scri pt. sh.

« Copy the scriptsinto adirectory that iscalled scri pt s that is
in the installation directory of the BigFix Remote Control target.
Make sure that they are executable just by root to avoid security
exposuresin Linux.

[5) Note: This directory must be owned by root and have the
permissions 700 so that root can read, write, or execute. All other
users must have no permissions. Otherwise, the script does not run
and it fails. The success or failure of the execution of thisscript is
logged in the audit log by the target.

* The pre-script and post-scripts are run with system privileges and
without validation to protect them from unauthorized access.

[5) Note: Theinstaller creates the script directory with access
just for administrators and local system on a Windows system and
for read/write/execute just for root on a Linux system.

* Ensure that the scripts end within 3 minutes. If they run
for longer, they cannot return avalid execution code. The
administrator at the controller is notified that the timeout el apsed
and an error occurred. The execution code indicates whether the
script did run.

+ Define a non-negative (greater than or equal to 0) exit code for
the script to indicate that the script ran with success. Define a
negative exit code to indicate that it ran with errors. Whenever an
error occurs a message is reported to the controller. The exit code
is shown and session fails to start.

Environment Variables

Y ou can use the following environment variables in the pre-script and
post-script.

RC_TIVOLI_ADMIN_NAME= Tivoli_administrator_name.

Where Tivoli_administrator_name specifies the Tivoli®
administrator name on the controller as provided by the
server.
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RC_TIVOLI_ADMIN_LOGIN = Tivoli_administrator_name.

Where Tivoli_administrator_name specifies the Tivali
administrator name on the controller as provided by the
server.

RC_ACTION=action.

Where action specifies the following actions:

0
No actions.
1
Remote Control (Active, Guidance, or
Monitor)
2
File Transfer.
3
Chat
4
Reboot

RC_GRACE_PERIOD= duration.

Where duration specifies the number of seconds to wait
for the target user to respond before an activity starts or
times out.

RC_PROCEED_IF_TIMEOUT= timeout.

Where timeout determines whether to start asession if
the target user does not respond within the grace period.
Possible values are,

1

Starts the session if the grace period
times out.

Cancels the session if the grace period
times out.

RC_STARTUP STATE = startup_state .

Where startup_state specifiestheinitial state of a
Remote Control action. Possible values are,

0
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The action is started in monitor state
(Monitor or Guidance).

The action is started in active state
(Active).
RC_CHANGE_STATE= change state

Where change_state determines whether the target user
can change the state during a remote control session.
Possible values are,

0
Not enabled.

Enabled (user can change from Active to
Monitor/Guidance or vice versa).

Set to No.
No script is run before the session.
Allow automatic session handover

Determines whether a collaboration session is automatically handed over to another
participant when the master controller loses connection to the broker. The policy
applies only to collaboration sessions that you start through a broker. For more
information about session resilience, see the BigFix Remote Control Controller User's
Guide.

Set to Yes.

If the master controller does not reconnect to the broker within 3
minutes, session control automatically passes to another participant.
However, if user acceptance is enabled, the target user must accept or
refuse the new master controller.

Set to No.

If the master controller does not reconnect to the broker within 10
minutes, the session terminates. This value is the default value.

Allow clipboard transfer

Determines the availability of the clipboard transfer icon in the controller session
window. For more information about this feature, see the BigFix Remote Control
Controller User's Guide.

Set to Yes.

The clipboard transfer icon is available for use in the controller
window. The controller user can transfer the clipboard content between
the controller and the target.
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Set to No.

The clipboard transfer icon is not available for use in the controller
window.

Allow session handover

The master controller in a collaboration session can use this feature to hand over
control of the session to a new controller. Determines the avail ability of the
Handover option on the collaboration control panel. For more information about the
handover function, see the BigFix Remote Control Controller User's Guide.

Set to Yes.

The Handover option is displayed in the Collaboration control
panel.

Set to No.

The Handover option is not displayed in the Collabor ation control
panel.

Enable user acceptance for collaboration requests

Use this policy to display the user acceptance window on the target computer when
another controller requests to join a collaboration session. For more information about
joining a collaboration session, see the BigFix Remote Control Controller User's
Guide.

Set toYes.

The user acceptance window is displayed on the target computer after
the master controller accepts to share the session for collaboration. The
target users response determines whether the additional controller is
allowed to join the session.

Accept
The additional controller joins the collaboration session.
Refuse

A refusal message is displayed on the controller and
the additional controller cannot join the collaboration
session.

Timeout

If the target user does not respond to the user acceptance
within the time that is defined in Acceptance Grace
Time, arefusal message is displayed to the additional
controller. The additional controller does not join the
collaboration session.

Set to No.
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The user acceptance window is not displayed on the target
computer. After the master controller accepts to share the session for
collaboration, the additional controller joins the session.

Stop screen updates when screen saver isactive

Stops the target from sending screen updates when it detects that the screen saver is
active.

Set to Yes.

While the screen saver is active on the target system, the target stops

transmitting screen updates. A simulated screen saver is displayed on
the controller computer so that the controller user knows that a screen
saver is active on the remote screen. The controller user can close the
screen saver by pressing akey or moving the mouse.

Set to No.

No simulated screen saver is displayed in the session window. The
target screen is displayed as normal and the target continues to transmit
screen updates.

Enable user acceptance for local recording

Use this feature to display the user acceptance window when a controller user clicks
the record icon on the controller window. The target user can accept or refuse the
request to make a local recording of the remote control session.

Set to Yes.

When the controller user clicks the record icon on the controller
window, a message dialog is displayed. If the target user clicks Accept,
the controller user can select adirectory to save the recording to. If the
target user clicks Refuse, arecording refused message is displayed to
the controller.

[5) Note: After the target user accepts the request for recording, if
the controller user stops and restarts local recording, the acceptance
window is not displayed.

Set to No.

When the controller user clicks the record icon on the controller
window, the message window is not displayed. The controller user can
select adirectory to save the recording to.

Hide windows

Determines whether the Hide windows check box is displayed on the user acceptance
window when Enable user acceptance for incoming connectionsis aso set to Yes.

Set to Yes.
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The Hide windows check box is displayed on the user acceptance
window.

Set to No.

The Hide windows check box is not displayed on the user acceptance
window.

Remove desktop background

Determines whether a desktop background image can be removed from view during a
remote control session.

Set to Yes.

The desktop background image on the target is not visible during a
remote control session.

Set to No.

The desktop background image on the target is visible during aremote
control session.

L ock color quality

Determines whether the color quality that a remote control session is started with can
be changed during the session. Used together with Enable high quality colors.

Set to Yes.

Theinitial color quality, for the remote control session, islocked and
cannot be changed during the session. The Perfor mance settingsicon
is disabled in the controller window. The controller user cannot change
settings to improve the session performance if their network is slow.

Set to No.

The color quality can be changed during the session. The Performance
settingsicon is enabled in the controller window.

Pre/post - script fail operation

Action to take if the pre-script or post-script execution fails. A positive value or O

is considered a successful run of the pre-script or post-session script. A negative
value, script that is not found or not finished running within 3 minutesis considered a
failure.

Abort

If the pre-script or post-script run is afail, the session does not
continue.

Proceed
If the pre-script or post-script run isafail, the session continues.

Acceptance timeout action
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Action to take if the user acceptance window timeout |apses. The target user did not
click accept or refuse within the number of seconds defined for Acceptance Grace
time.

Abort
Session is not established. This value isthe default value.
Proceed
Session is established.
Acceptance Grace Time

Sets the number of seconds to wait for the target user to respond before a session
starts or times out. Used along with Enable User Acceptance for incoming
connections.

[5) Note: If Enable user acceptance for incoming connectionsisset to Yes,
Acceptance Grace Time must be set to avalue >0 to give the target user time to
respond.

Configuration

File Transfer

Determines whether File Transfer is available as a session mode on the start session
window so that files can be sent or received during the session. For more information
about File Transfer session mode, see the BigFix Remote Control Controller User's
Guide.

Set to Yes.
File Transfer is available as a session mode in the start session window.
Set to No.

File Transfer is not available as a session mode in the start session
window.

Allow chat in session

Determines whether chat functions are available while in aremote control session and
the also the availability of the chat icon in the controller window. For details of the
Chat function, see the BigFix Remote Control Controller User's Guide.

Set to Yes.
Chat icon is available for selection in the controller window.
Set to No.
Chat icon is disabled in the controller window.
Active

Determines whether the target system can take part in active sessions. Also determines
whether Activeis available as a session mode on the start session window. For more
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information about the Active session mode, see the BigFix Remote Control Controller
User's Guide.

Set to Yes.
Activeis available as a session mode in the start session window.

Set to No.
Activeis not available as a session mode in the start session window.

Guidance

Determines whether the target system can take part in guidance sessions. Also
determines whether Guidance is available as a session mode on the start session
window. For more information about the Guidance session mode, see the BigFix

Remote Control Controller User's Guide.

Set toYes.
Guidance is available for selection as a session mode in the start
session window.

Set to No.
Guidance is not available for selection as a session mode in the start
session window.

Monitor

Determines whether the target system can take part in monitor sessions. Also
determines whether Monitor is available as a session mode on the start session
window. For more information about the Monitor session mode, see the BigFix

Remote Control Controller User's Guide.

Set to Yes.
Monitor is available for selection as a session mode in the start session
window.

Set to No.
Monitor is not available for selection as a session mode in the start
session window.

Chat

Determines whether the target system can take part in chat only sessions. Also
determines whether Chat is available as a session mode on the start session window.
For more information about the Chat session mode, see the BigFix Remote Control

Controller User's Guide.
Set to Yes.
Chat is available as a session mode in the start session window.

Set to No.
Chat is not available as a session mode in the start session window.
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File Transfer Actions

Determines the actions that can be carried out on afile during a File Transfer
session. If no valueis set, the file transfer action is determined by the
default.rc_def _ft_actions property inthetr c. properti es file.

Set to Send.
Y ou can transfer files only to the target during a File Transfer session.
Set to Pull.

Y ou can transfer files only from the target during a File Transfer
session.

Set to Both.

Y ou can transfer files to and from the target during a File Transfer
Session.

Allow filetransfer in session

Controls the transfer of fileswhile in an Active session. Its value determines the
availability of the Send file/ Pull file optionsin the File Transfer menu within the
Controller window. For more information about transferring files, see the BigFix
Remote Control Controller User's Guide.

Set to NONE.

The Send file and Pull file options are not available for selection. No
file transfers can be initiated.

Set toBOTH.

The Send file and Pull file options are available. Files can be
transferred to the target and transferred from the target. Thisvalueis
the default value.

SettoPULL.

Only the Pull file option is available. Files can be transferred only from
the target.

Set to SEND.

Only the Send file option is available. Files can be transferred only to
the target.

Policy List Values

Table 1. Policy acceptable and default values.

Default
Policy Possible values. value.
Reboot yes|no yes
Allow multiple controllers yes|no yes

Allow local recording yes|no yes
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Default
Policy Possible values. value.
Set target locked yes|no no
Allow input lock yes|no yes
Connect at logon yes|no yes
Use encryption yes|no yes
Disable Panic Key yes|no no
Enable on-screen session natification yes|no no
Allow input lock with visible screen yes|no no
Display screen on locked target yes|no no
Denied Program Execution List blank blank
Inactivity timeout number of seconds 0
Force session recording yes|no no
Local audit yes|no yes
Force session audit yes | no (live audit on yes
server)
Keep session recording in the target system  yes|no no
Record the session in the target system yes|no yes
Enable high quality colors yes|no no
Allow registry key lookup yes|no no
View registry key list yes|no no
Enable user acceptance for system yes|no no
information
Enable user acceptance for file transfers yes|no no
Enable user acceptance for mode changes  yes|no no
Enable user acceptance for incoming yes|no no
connections
Run post-session script yes|no no
Run pre-session script yes|no no
Allow automatic session handover yes|no no
Allow clipboard transfer yes|no yes
Allow session handover yes|no yes
Enable user acceptance for collaboration yes|no no
requests
Stop screen updates when screen saver is  yes| no no
active
Enable user acceptance for local recording  yes|no no
Hide windows yes|no no
Remove desktop background yes|no no
Lock color quality yes|no no
Pre/ post -script fail operation abort | proceed abort
Acceptance timeout action abort | proceed abort
Acceptance Grace Time number of seconds 45
File transfer yes|no yes
Allow chat in session yes|no yes

Active yes|no yes



Policy
Guidance
Monitor
Chat
File transfer actions
Allow file transfer in session
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Possible values.
yes|no
yes|no
yes|no
pull | send | both
none | pull | send | both

Default
value.
yes
yes
yes
both
both



Chapter 10. How policies are determined for a
remote control session

When aremote control session is requested, a number of factors must be considered when the
permissions and policies are determined for the session. The policies and permissions for the various
entities that are involved in the session are considered. These entities are user, user groups to which
the user belongs, target, and target groups to which the target belongs. The different sets of policies
must be resolved following rules of precedence. The result isasingle set of policies and permissions
for each session.

Users and targets are assigned to groups that have policies and permissions defined. The permissions
that are defined in these groups are known as their standard or normal set of permissions.

Due to the group hierarchy that can be set up, users and targets can be members of groups. User
groups and target groups can also be members of other groups. Therefore, when aremote control
session is requested, the following permissions are considered when the policies are determined for
the session.

* The permission sets that are defined for immediate user to target group relationships.
* The permission sets that are defined for relationships between parent and grandparent groups.

When all required user and target groups are created and their membership is defined, you must
create rel ationshi ps between the user and target groups. The relationships determine the policies and
permissions that are applied during a remote control session. Use the M anage Per missions function
to create these links between the groups.

[5) Note: Itisimportant to set up the groups and relationshipsin away that does not lead to
unexpected policy values.

Set the policies and permissions for aremote control
Session

Creating permissions links between user groups and target groupsis afundamental part of the BigFix
Remote Control application. These links are used to determine which policies and permissions are
applied to aremote control session. When a user group or target group is created, a set of permissions
is defined for the group. The permissions are known as the standard or normal set. Use M anage
Permissionsto create a permissions link to combine the standard set of policies for the user group
and standard set of policiesfor the target group. This standard permissions link has policies set

to priority 0. Y ou can then enable or disable the relevant policies. The standard permissions can
also be overridden by selectingal or 5 priority value to create a new set of permissions. The
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new set isvalid only for the particular user group and target group combination that is selected.
Therefore, avoiding the requirement for setting up a user and target group permissions link for every
relationship needed.

[5) Note: After you create a permissions link between a user group and target group, the only way
to change the policies for a session between members of these two groupsisto edit thislink. Editing
the policies, through the Edit group function, has no effect on the policies and permissions that are
defined in the existing link in M anage Per missions. It affects only the policies that are considered
for the group when any new permissions links are created.

Values assigned for standard or normal permissions

When you select a user group and atarget group to set up a permissions link, the following rules
govern which values are applied automatically in manage permissions.

Policy isset to Yesfor the session.
« Applied when both the user group and target group have a policy value, in their
standard permissions template, set to Yes.

» Applied if one group has a policy valuein their standard permissions template set
to Yesand the other group set to Not Set. Standard Y es overrides Not Set

No
Applied when either group has a No policy value set in their standard permissions.
For exanple : user group UGL
Gui dance policy set to Yes
Monitor policy set to Yes

Reboot policy set to No

Members of UGL can start Guidance and M onitor sessions but are not allowed to restart the target.

For exanple : target group TGl
Gui dance policy set to Yes
Monitor policy set to Not Set
Reboot policy set to Yes

Members of TG1 can accept Guidance and Monitor sessions and are allowed to accept a Reboot
request.

Therefore, the following policy values, are automatically applied to the standard permissions set
when UG1 and TG1 are selected on the M anage Per missions screen.

UGl -TG1
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Table 2. Standard Per missions

UGl TGl M anage Per missions set
Guidance Yes Yes Yes
Monitor Yes Not Set Yes
Reboot No Yes No

Assign ahigher priority value to policies

Use the M anage Per missions function to apply a higher priority to policy permissions, to override
the standard permissions set. Therefore, avoiding the requirement of having to set up a user group
and target group permissions combination for every relationship needed. When the policiesfor a
session are being determined, higher priority permissions override standard permissionsif multiple
permissions sets are found within the group hierarchy. Multiple values that can be assigned to
policies.

0

Thisvaue isthe standard or normal value that is automatically assigned to the
policieswhen alink is created between a user group and atarget group.

This value can be used to override any priority O policies when there are multiple
permissions sets to be considered for a session.

If thereisagroup hierarchy and one of the permissions links has a policy set to
priority O No, the policy is set to No when a session is established. To set the policy
to Yes, for the session, select priority 1 Yesin the permissionslink. A priority 1 Yes
overrides apriority O No.

Thisvalue overrides al other priority values when there are multiple permissions sets
to be considered for a session.

Creating apermission link

After you create user groups and target groups, create alink between them to define a set of policies
to be considered when aremote control session is requested between the user and target members of
these groups.

To create this link, compl ete the following steps:

1. Click Target groups > All Target groups or use the search facility. For more information, see
Searching for target groups (on page 49)

2. Select the target group.
For example, DefaultTargetGroup.
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3. Click Manage Permissions.
The Manage Permissions screen is displayed.

4. Choose the appropriate method for creating the permissions link.
Thefirst time you create alink between two groups, use the Group Browser option. You can
use the Existing profile option to edit an already defined link.

Using the Group Browser option.

» Click the selector button next to user group. Select the user group from the list. For
example, DefaultGroup.

* Click the selector button.

« Click the selector button next to target group. Select the target group from the list. For
example, DefaultTargetGroup.

» Click the selector button.

Using the Existing profile option.

* Select Existing Profile

* Select the user to target group link from the list.

* Click the selector button.
The set of permissionsis displayed. The selected values are derived from the combination of
standard policies that are defined for the selected user and target group.

5. To enable dl of the policies, click the Enabled? check box. To enable specific policies, click
the enabled check box next to each policy.
Clear the check box next to each policy that you do not want.

[5) Note: All required policies must be enabled before you save the permissionslink. Any
policy that is not enabled loses its current value when the permissions link is saved. Y ou must
reassign avalue to the policy if it is enabled, within the permissions link, in the future.

6. Set the priority for each enabled policy.

0
Thisvaueisthe lowest priority and is automatically assigned when you create
the permissions link.

1
This value overrides a priority 0 policy when the policies and permissions are
being determined for a remote control session.

5

Thisvaue isthe highest priority. It overrides any existing 0 and 1 priority policy
when the policies and permissions are being determined for a remote control
session.

7. Set or enter avalue for the enabled properties.
For definitions and values for the policies, see Server session palicies (on page 67).
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SettoYes

The policy isin effect during aremote control session depending on the priority
that is set for it.

Set to No
The policy is not in effect during a remote control session depending on the
priority that is set for it.

8. You can create a schedule to define when the set of policiesisvalid. To create a schedule for the
policies, go to step 9 (on page 92) otherwise click Submit and the policies are now active.

9. From the - Repeat Schedule - list, select the relevant options. Click Submit.

Once Only
Policies are only valid from the start date and start time until the end date and
end time.
a Typein a Start date, in the format yyyy-mm-dd or select the calendar icon to
select the date.

b. Typein a Start timein the format hh: mm:ss.

c. Typein an End date, in the format yyyy-mm-dd or select the calendar icon to
select the date.

d. Typein an End time in the format hh:mm:ss.

Daily
Policies are valid every day between the selected start time and the end time from
the start date until the end date.
a. Typein a Start date, in the format yyyy-mm-dd or select the calendar icon to
select the date.
b. Typein an End date, in the format yyyy-mm-dd or select the calendar icon to
select the date.

c. Typein a Start time in the format hh:mm:ss.
d. Typein an End time in the format hh: mm:ss.

Weekly

Policies are valid every week on the selected days, between the selected start
time and end time from the start date until the end date.
a Typein a Start date, in the format yyyy-mm-dd or select the calendar icon to
select the date.
b. Typein a Start timein the format hh: mm:ss
c. Typein an End date, in the format yyyy-mm-dd or select the calendar icon to
select the date.
d. Typein an End time in the format hh:mm:ss.
e. Select the days.



BigFix Remote Control Administrator’s Guide | 10 - How policies are determined for a remote control session | 93

Deleting a permission link
After you create permissions links, you can delete them by completing the following steps:

1. Click Target groups > All Target groups or use the search function to search for target
groups. For more information about searching for target groups, see Searching for target groups
(on page 49).

2. Select the target group. For example, DefaultTargetGroup.

3. Click Manage Permissions.

4. Click Existing Profile.

5. Select the link from the Existing Profilelist.

6. Click x, to theright of the existing profileslist.

7. On the Confirm deletion screen click Submit.

The selected permissionslink is deleted.

[5) Note: Itisthelink between the user group and target group that is deleted, the policies and
permissions that are set specifically for the user group and target group are not affected when the
permissions link is deleted.

How permissions are derived

When arequest for aremote control session isinitiated, all of the groups to which the user and target
belong to are determined. The following statements can be true for the groups.

 No grandparent group present: Any parent groups that are found for the user and target have
user or target members only.

« Grandparent group present: Due to the group hierarchy that is created through manage group
membership, any parent groups that are found also have user group, and target group members.

The next thing that is determined is, which permissions links are created between any of these
groups. The permissions for the session are derived from using the following set of rules.

Rule 1: No grandparent group. There can be 2 scenarios.
Theuser and target are members of asingle user group and target group only.

The policies for the session are set from the one permissions link that is defined for
their parent user group and target group combination.

User and target are also members of other user and target groups.

The policies for the session are derived from comparing the multiple permissions links
that are defined for any parent user group and target group combinations.

Rule 2: Grandparent group.
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The policies for the session are derived from comparing multiple permissions links. The links that are
defined for any parent user group and target group combinations, and any permissions links that are
defined for any grandparent groups are al considered.

Where multiple permissions links are present within the group hierarchy, the value and priority
that is set for each enabled policy, within each link, is checked. The following rules for the priority
values, determine what is applied to the session policy.

Priority 5No

If apolicy in any of the relevant permissions links has this value set, the session
policy is set to priority 5 No. This value overrides al other values.

Priority 1 No

Thisvaueis set for the session policy if there are no priority 5 values set in any
existing permissions links.

Priority O No

Thisvaueis set for the session policy if there are no priority 1 or 5 values set for any
of the existing permissions links.

Priority 5Yes

Thisvaueis set for the session policy if there are no priority 5 No values set for any
of the existing permissions links. Priority 5 Y es overrides any lower priority No.

Priority 1 Yes

Thisvaueis set for the session policy if there are no priority 5 values, or priority 1 No
values set for any of the existing permissions links.

Priority O Yes

Thisvalueis set for the session policy if there are no higher priority values set or a
priority O No set for any of the existing permissions links.

Set non-binary policies

The non-binary policies work differently from the binary policies. Y ou must enter a value for the
policy.

* Denied Program Execution List
* Inactivity timeout

* Pre Script Fail Operation

* Acceptance Timeout Action

* Acceptance Grace Time

* Allow File Transfer in Session

« If there are multiple permission links that have different values for the non-binary policies, the
final set of policiesinherit one of the values, but it is not defined which one.
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« If anon-binary policy is not enabled in any permissions links in the group hierarchy, the default
valuethat isdefined inthet r c. properti es fileisassigned. For more information about
the propertiesfile, seetrc.properties (on page 192).

[5) Note: If non-binary policies are enabled in the group hierarchy but no values are assigned
to them, the valuesthat are defined int r c. properti es are not assigned. Therefore, if you
enable a non-binary policy you must also assign avalueto it.

Permissions set examples

The following examples show how the permissions are determined for a session that involves the
following entities.

4 user groups U1 —-U4
5target groups T1—-T5
UsersX and Y

Targets A and B

The following steps create the users, targets, user groups, and target groups that are used in the
examples. The examples show how policies and permissions are derived for a session.

1. Createusers X and Y.
a Click Users > New.
b. Enter relevant details for user X and click Submit.
C. Repeat the stepsto create user Y.

2. Create the required user group U1 to U4.
a. Click User groups> New user group.
b. Type in the group name. For example, U1.
c. Click Submit to accept the default template.
d. Repeat the steps to create groups U2, U3, and U4.
3. Assign user or user group members to the user group.
» Make user X amember of group U3.
a. Click Users> Search.
b. Typein the user ID or some other relevant information for user X.
c. Select user X and click Manage Group Member ship.
d. In the user group list, select U3 then click Submit.

[5) Note: Make sure that U3 is the only user group that is selected.

» Make user Y amember of group U4
a Click Users.
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b. Click Search then typein the user ID or some other relevant information for user Y.
c. Select user Y then click Manage Group Member ship.
d. In the user group list, select U4 then click Submit.

[5) Note: Make sure that U4 is the only user group that is selected.

» Make groups U3 and U4 members of U2
a. Click User groups.
b. Click Search then typein U.
c. Click Submit.
d. Select U3 and U4 then click M anage Group M ember ship.
e. In the user group list, select U2.

[5) Note: Make sure that U2 is the only user group that is selected.
f. Select add to current group member ship.
g. Click Submit.

» Make U2 amember of Ul
a. Click User groups.
b. Click Search then typein U2.
c. Click Submit.
d. Select U2 then click Manage Group Member ship.
e. In the user group list, select U1 then click Submit.

4. Create the required target groups T1to T5
a. Click Target groups > New target group.
b. Type in the group name. For example, T1.
c. Click Submit to accept the default template.
d. Repeat the steps to create groups T2,T3,T4, and T5.
5. After the target software isinstalled on target A and target B and the targets contact the server,
assign target or target group membersto target groups.
» Maketarget A amember of group T4
a Click Targets.
b. Click Sear ch then typein the serial number or some other relevant information for
target A.
c. Select target A then click Manage Group Member ship.
d. Inthe target group list, select T4 then click Submit.

[5) Note: Make sure that T4 is the only target group that is selected.

» Maketarget B a member of group T5
a Click Targets.
b. Click Search then typein the serial number or some other relevant information for
target B.
c. Select target B then click M anage Group Member ship.
d. In the target group list, select T5 then click Submit.

[5) Note: Make sure that T5 is the only target group that is selected.
» Make group T4 and T5 members of T2
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a. Click Target groups.

b. Click Search then typeinT.

c. Click Submit.

d. Select T4 and T5 then click Manage Group member ship.
e. In the target group list, select T2.

[5) Note: Make sure that T2 is the only target group that is selected.
f. Select add to current group member ship.
g. Click Submit.

« Make T2 and T3 membersof T1

a. Click Target groups.

b. Click Search thentypeinT.

c. Click Submit.

d. Select T2 and T3 then click Manage Group M ember ship.
e. In the target group list, select T1.

[5) Note: Make sure that T1 isthe only target group that is selected.
f. Select add to current group member ship.
g. Click Submit.

6. Create permissions links between specific user and target groups. Remembering to enable all
relevant policies. Create the linksin the following examples.

The following figure shows the group hierarchy that is created.

Figure 1. Group tree diagram
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Example 1. Standard priority O permissions

When the groups are created, a standard permissions template is defined for U1 and T1. To change

any values for the group, use the Edit group action. In this example, edit the values for user group

Ul. Set Chat to Yes and everything elseto No. In target group T1, Chat and Monitor are set to Yes
and everything elseis set to No.

Edit user group U1

1. Click User groups.

2. Select Search

3. Typein Ulintheinput field.

4. Click Submit.

5. Select U1 and click Edit group.

6. Click Edit Settings.

7. Select Yesfor Chat. Select No for everything else.

8. Select Save as new template named and type in AllowChat for the template name.
9. Click Submit.

Edit target group T1

1. Click Target groups.

2. Select Search.

3. Typein T1lintheinput field.

4. Click Submit.

5. Select T1 and click Edit group.

6. Click Edit Settings.

7. Select Yesfor Chat and Monitor. Select No for everything else.

8. Select Save as new template named and typein AllowChatM onitor for the template name.
9. Click Submit.

Within Manage Per missions when arelationship is created between U1 and T1, all enabled policies
are set to priority 0. The reason for the priority O value is because there are no higher priority
permission values enabled.

Create the Permissions link

1. Click Target groups> All target groups.

2. Select T1.

3. Click Manage Permissions.

4. The Manage Permissions screen is displayed.

5. Click the Group Browser button if not selected.

6. Click the selector button next to user group then select U1
7. Click the selector button.

8. Click the selector button next to target group then T1.
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9. Click the selector button.
10. The set of permissions and their selected values, which are derived from the combination of
standard policies that are defined for Ul and T1, is displayed.
11. Click the Enabled check box to make the policies available.
12. Click Submit

The following figure shows the group hierarchy and permissions links

Figure 2. Standard priority O permissions
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Determine session permissions for example 1

User X isamember of group U3, U2, and Ul

User Y isamember of group U4, U2, and U1

Target A isamember of group T4, T2, and T1

Target B isamember of group T5, T2, and T1

Using Figure 2: Standard priority O permissions (on page 99) and the policy engine process, there
are parent and grandparent groups. However, there is only one permissions link defined in the group
hierarchy between U1 and T1. Therefore, the policies and values within this link are assigned for

aremote control session. The resultant permissions set allows users X and Y to initiate Chat only
sessions with targets A and B.
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[5) Note: Monitor is set to No because the priority O No value that is set for group U1 overrides the
priority O Yesvauethat is set for group T1.

Example 2: Higher priority permissions

When groups U4 and T4 are created, the default template is accepted as the standard set of
permissions. Create arelationship in Manage Per missions between U4 and T4 and select a higher
priority No for Chat and higher priority Yesfor Monitor.

Create the Permissions link

1. Click Target groups> All target groups.
2. Select T4
3. Click Manage Permissions.
4. The Manage Permissions screen is displayed.
5. Click the Group Browser button if not selected.
6. Click the selector button next to user group then select U4. Group list must be expanded.
7. Click the selector button.
8. Click the selector button next to target group then T4. Group list must be expanded.
9. Click the selector button.
10. The set of permissions and their selected values, which are derived from the combination of
standard policiesthat are defined for U4 and T4 is displayed.
11. Click the Enabled check box to make all of the policies available.
12. Set priority 1 for Chat and select No, set priority 1 for Monitor, and select Y es. Set Guidance,
Active, and File transfer to No.
13. Click Submit.

Figure 3. Higher priority permissions
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Determine Permissions for example 2.
User X isamember of group U3, U2, and U1.
User Y isamember of group U4, U2, and U1.
Target A isamember of group T4, T2, and T1.

Target B isamember of group T5, T2, and T1.

Using Figure 3: Higher priority permissions (on page 100) and the policy engine process, there are
parent and grandparent groups and multiple permissions links defined in the group hierarchy. The
following permissions are applied for each example session.

Session with user X and target A

The only permissions link considered for user X and target A isthe one between U1
and T1. User X isnot amember of U4. Therefore, user X can start a Chat session with
target A but not a Monitor session.

Session with user X and target B

Only the link between U1 and T1 is considered as user X is not a member of U4 and
target B isNOT amember of T4. Therefore, user X can start a Chat session with
target A but not a Monitor session.

Session with user Y and target A

There are two permissions links to be considered thistime: U1 to T1 and U4 to T4.
Therefore, user Y can start aMonitor session with target A but not a Chat session. The
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priority 1 value set in the link between U4 to T4 overrides the priority O value set in
the link between U1 and T1.

Priority 1 No overrides priority O Yes.
Priority 1 Yes overrides priority O No.
Session with user Y and target B

The only permissions link that is considered for these two entities is the one between
Uland T1. Target B isnot amember of T4. Therefore, user Y can start a Chat session
with target B but not a Monitor session.

[5) Note: The same explanation appliesif the priority values that are set in the U4#T4 link are set to
5. Priority 5 overrides priority 1. Priority 1 overridesO.

Example 3: Only relationship permissions are inherited

Edit the target group T2 and change the standard permission value for Chat to No.
Edit target group T2

1. Click Target groups> Search.

2. Typein T2 in the input field.

3. Click Submit.

4. Select T2 and click Edit group.

5. Click Edit Settings.

6. Select No for everything, including Chat.

7. Select Save as new template named and type in NoChat for the template name.
8. Click Submit.

In Figure 4: Only relationship permissions inherited (on page 102) there are parent and
grandparent groups, and there are multiple permission links defined in the group hierarchy. The
following permissions are applied for each example session.

Figure 4. Only relationship permissions inherited
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Determine permissions for example 3

User X isamember of group U3, U2, and U1.
User Y isamember of group U4, U2, and U1.
Target A isamember of group T4, T2, and T1.

Target B isamember of group T5, T2, and T1.

Session with user X and target A

The only permissions link that is considered for these two entities is the one between
Ul and T1. User X isnot amember of U4. Therefore, user X can start a Chat session
with target A, but not a Monitor session.

Priority 1 No overrides priority O Yes.
Priority 1 Yesoverrides priority O No.
[5) Note: The standard permissions for group T2 have Chat set to priority O No.
Thisvalue overrides standard Y es. However, because there is no permission link
with T2 and any other group, its values are not considered. It is the policy valuesin
permissions links only that are inherited.

Session with user X and target B

Only the link between U1 and T1 is considered. User X isnot a member of U4 and
target B is not amember of T4. Therefore, user X can start a Chat session with target
B but not a Monitor session. The T2 permissions are not considered in this example.



BigFix Remote Control Administrator’s Guide | 10 - How policies are determined for a remote control session | 104

Session with user Y and target A

There are 2 permissions links to be considered. U1 to T1 and U4 to T4. Therefore,
user Y can start a Monitor session with target A. The priority 1 value in the link
between U4 to T4 overrides the priority 0 value in the link between U1 and T1. Group
T2 policies and permissions are not considered as there are no permissions links set up
between it and any other groups.

Session with user Y and target B

The only permissions link that is considered for these 2 entities is the one between U1
and T1. Target B is not amember of T4. The value of priority O No in the standard set
for T2 would override the Ul to T1 priority O Yesif T2 was linked to another group.
Asitisnot, the value is not considered. Therefore, user Y can start a Chat session
with target B, but not a Monitor session.

Example 4: No overrides Y es when priority values are the same

Create alink in M anage Per missions between groups U2 and T2 with priority O permissions and
Chat set to No.

Create the Permissions link.

1. Click Target groups> All target groups.

2. Select T2.

3. Click Manage Per missions.

4. The Manage Permissions screen is displayed.

. Click the Group Browser button.

. Click the selector button next to user group then select U2. Group list needs to be expanded.

. Click the selector button.

. Click the selector button next to target group then T2.

. Click the selector button.

. The set of permissions and the values, that are derived from the combination of standard

policies for U2 and T2 are displayed.

11. Make the policies available by clicking the Enabled check box.

12. Set thevaluefor Chattopriority 0 No, Monitortopriority 0 Yes and Guidance, Active
and File Transfer to Yes

13. Click Submit

O OVWW~NO Ol

1

Figure 5. No overrides Y es when priority values are the same
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Determine permissions for example 4

User X isamember of group U3, U2, and U1.

User Y isamember of group U4, U2, and U1.

Target A isamember of group T4, T2, and T1.

Target B isamember of group T5, T2, and T1.

Using Figure 5: No overrides Y es when priority values are the same (on page 104) and the policy

engine process, there are parent and grandparent groups, and there are multiple permissions links
defined in the group hierarchy. The following permissions are applied for each example session.

Session with user X and target A

There are 2 permissions links to be considered for these two entities. The link between
U2 and T2 and the link between U1 and T1. Both links have priority O permissions
set. U2 # T2 has Chat set to priority 0 No and U1 # T1 has Chat set to priority O Yes.
Therefore, user X cannot start a Chat session or a Monitor session with target A. The
priority O No for Chat in U2 to T2 overridesthe priority O Yesfor Chat in Ulto T1.

@ Note: Thelink between U4 and T4 is not considered as user X is NOT a member
of group U4.

Session with user X and target B

Only the links between U2 and T2 and U1 and T1 are considered. User X isnot a
member of U4 and target B is not amember of T4. Therefore, user X cannot start a
Chat session or a Monitor session with target B.
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Session with user Y and target A

There are 3 permissions links to be considered. U1to T1, U2to T2, and U4 to T4.
Therefore, user Y can start aMonitor session with target A. The priority 1 value set

in the link between U4 to T4 override the priority O values set in the link between U1
and T1. A Chat session cannot be started because the priority 1 value No, set for Chat
in the U4 to T4 link, overrides the priority 1 No in the U2 to T2 link and the priority O
YesintheUlto T1link.

Session with user Y and target B

There are 2 permission links considered for these two entities. U2 to T2, and U1 to
T1. Therefore, user Y cannot start a Chat session or a Monitor session with target B.
The priority O No value for Chat in the link between U2 to T2 overrides the priority O
Yesvauefor Chat in the link between U1 to T1.

[5) Note: Thelink between U4 and T4 is not considered as target B is not a member
of group T4.

[5) Note: The same explanation appliesif the priority for Yesand Nois both set to 1 or 5. No
overrides Y es when the priority values are the same.

Example 5: Higher priority Y es overrides lower priority No

Edit an existing link in M anage Per missions to change the value of the priority 1 link that is defined
between U4 and T4. Change the value of Chat from No to Yes.

Edit the Permissions link

1. Click Target groups> All target group.

2. Select T4.

3. Click Manage Per missions.

4. The Manage Permissions screen is displayed.

5. Click the Existing Profile button.

6. Select the link between U4 and T4.

7. Click the selector button.

8. Keep the priority 1 option selected for Chat. Select the value Yes.
9. Click Submit.

Figure 6. Higher priority Y es overrides lower priority No
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Determine permissions for example 5

User X isamember of group U3, U2, and U1.

User Y isamember of group U4, U2, and U1.

Target A isamember of group T4, T2, and T1.

Target B isamember of group T5, T2, and T1.

Using Figure 6: Higher priority Y es overrides lower priority No (on page 106) and the policy

engine process, there are parent and grandparent groups, and there are multiple permissions links
defined in the group hierarchy. The following permissions are applied for each example session

Session with user X and target A

There are 2 permissions links to be considered for these two entities. The link between
U2 and T2 and the link between U1 and T1. Both links have priority O permissions
set. U2to T2 has Chat set to No and U1 to T1 has Chat set to Yes. Therefore user X
cannot start a Chat session or a Monitor session with target A. The priority O No for
Chat in U2 to T2 overrides the priority O Yesfor Chat in Ulto T1.

@ Note: Thelink between U4 and T4 is not considered as user X is not a member of
group U4.

Session with user X and target B
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Only the links between U2 and T2 and U1 and T1 are considered. User X isnot a
member of U4 and target B is not amember of T4. Therefore, user X cannot start a
Chat session or a Monitor session with target B.

Session with user Y and target A

There are 3 permissions links to be considered. U1to T1, U2to T2, and U4 to T4.
Therefore, user Y can start both a Monitor session and a Chat session with target A.
The priority 1 valuesthat are set in the link between U4 to T4 override the priority O
values that are set in the link between Ul and T1.

Session with user Y and target B

There are 2 permissions links considered for these two entities. The link between
U2toT2and Ulto T1. Therefore, user Y can start a Chat session with target B but
not a Monitor session. The priority O No value for Chat in the link between U2 to T2
overrides the priority O Yesvalue for Chat in the link between U1 to T1.

[5) Note: Thelink between U4 and T4 is not considered as target B is not a member
of group T4.

[5) Note: The same explanation appliesif the priority valueis set to 5 in the U4 #T4 link. Priority 5
overrides 1. 1 overrides 0.

In summary

* Users and targets must be members of user and target groups to be able to establish remote
control sessions.
 Permissions links must be set up between the relevant user and target groups.
« All required policies must be enabled in the permissions links.
« If thereis only one permissions link defined in the group hierarchy, it is the policies and
permissions that are defined in thislink that are applied to the remote control session.
« If there are multiple permissions links defined in the group hierarchy the final set of session
policiesis derived by using the following rules.
° Priority 5 No overrides al other values.
o Priority 5 Yes overrides priority O No and priority 1 No.
> Priority 1 No overrides priority O Yesand priority 1 Yes.
o Priority 1 Yesoverrides priority O No
o Priority O No overrides priority 0 Yes
« If you change policy values by using the Edit group feature, the new values are only
valid in new permissions link that you create for the group. They are not valid for existing
permissions links. Therefore, to you must change the policy valuesin the links by using
Manage Permissions.



Chapter 11. Starting a managed session by using
an installed controller

When you start a managed session, you can configure the server to use an installed controller rather
than using the Java Web Start method. This feature makes starting a session faster and it removes any
warning message windows that are displayed while the session is starting.

To use this feature, the controller component must be installed on the controller system before you
start a remote control session.

Use the always.use.preinstalled.controller property inthet r c. properti es fileto control this
feature. When the property is set to true and you start a managed session, a. t r ¢cj ws fileis now
created rather than a. j nl p file. This feature removes the dependency on using the system JRE
when you start a managed session.

1. Inthe server Ul click Admin > Edit propertiesfile.

2. Selecttrc. properties.

3. Set always.use.preinstalled.controller to true and click Submit.
4. Click Admin > Reset Application

When you start a managed session the controller that isinstalled is used instead of the Java Web Start
method.

[5) Note: The property has no effect when FIPS or NIST SP800-131A compliance is enabled on the
server. The controller that isinstalled is always used when FIPS or NIST SP800-131A complianceis
enabled.



Chapter 12. Manage permission sets for temporary
access to targets

When a controller user requests temporary access to atarget, you can respond to the request and
define what the controller user is allowed to do during the session. As part of this process you must
enable and set values for the policies for the temporary session. Y ou can define a set of policies and
permissions that can be saved and used to set the temporary permissions. Thus removing the need for
enabling the required policies every time you grant a new request. Use the Per missions Sets option
in theBigFix Remote Control Server to create the permissions. For more information about how to
respond to a temporary access request, see Requests for temporary access to targets (on page 113).

Creating a set of permissions

Y ou can create a set of permissions that can be saved and used to define the policies and permissions
for atemporary access request session.

To create a set of permissions, complete the following steps in the BigFix Remote Control Server:

1. Click Admin > New Permission Set.
The Edit Permission Set screen is displayed.

2. Type in aname for the permissions set in the Set Name field.

3. Choose the appropriate method for enabling the policies
* To enable every policy, click Enabled?.
+ Select the check box next to each policy that you want to enable.

4. Set the priority for each enabled policy.
The default priority value isthe value that is displayed first in the list when the Edit
Permission Set screen isdisplayed and is set by the trc.default.request.priority property in
trc. properti es file. For moreinformation about editing the properties files, see Editing
the propertiesfiles (on page 191).

5

Thisvalueisthe highest priority. This value overrides any existing policies that
might exist between the user and target.

This value overrides any existing priority O policies that might exist between the
user and target.



BigFix Remote Control Administrator’s Guide | 12 - Manage permission sets for temporary access to targets | 111

Thisvalueisthe lowest priority. Any existing policy in effect between the user
and target that is of ahigher priority overridesthis policy.

5. Set or enter avalue for the enabled properties.
For more information about the definitions and values for the policies, see Server session
policies (on page 67).

SettoYes

The policy isin effect during the temporary session. depending on the priority
that is set for it.

Set to No

The policy is not in effect during the temporary session. However, if the priority
issetto O or 1, an existing policy of priority 5 Y es overrides this No value.

6. Click Submit.

The permissions set is created. Y ou can select the set whenever you are granting a temporary access
reguest so that you can enable and set values for specific policies without having to manually select
each one.

Viewing sets of permissions

After you create sets of policies and permissions, you can view the list of sets by using the View
Per missions Sets option.

To view thelist of permissions sets, click Admin > All Permission Sets.

The View Permissions Sets screen is displayed. All defined permissions sets are listed.

Modifying a defined set of permissions
Y ou can edit a set of permissions to change the following information

» The name of the set.

[5) Note: Duplicate names are not allowed.
* Enable or disable policies.
* Set or change priority levels.
* Set or change the policy value.

To edit a set of permissions, complete the following steps:
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1. Click Admin > All Permission Sets.

2. Select the permissions set.
3. Select Edit Permission Set from the Actionslist on the left.

4. Make the changes to the policies.
5. Click Submit.

The changes are saved to the selected set of permissions.

Deleting permission sets

Y ou can remove one or more defined sets of permissionsif they are no longer required by using the
Delete Permission Set action.

To remove sets of permissions, complete the following steps:

1. Click Admin > All Permission Sets.

2. Select the permissions sets.
3. Select Delete Permission Set from the Actions list on the left.
4. On the Confirm Deletion screen, click Submit.

The selected permission sets are del eted.



Chapter 13. Requests for temporary access to
targets

Users can start a remote control session only with the targets that they have permission to access.
The access is defined through their group membership and the relationships that are set up between
the groups. However, a user can request temporary access to one or more targets that they do

not normally have access to. When arequest for temporary accessis received it is known as an
outstanding access request, with a status of pending. These requests are listed in the outstanding
requests list in the BigFix Remote Control Server. When you grant the request it becomes alive
request, with a status of granted and is moved to the live requests list. If you refuse the request, its
status changes to rejected and it is removed from the outstanding list. However, al outstanding, live,
or denied requests are also displayed in the All accessrequestslist. The requests remain there until
they expire or are removed by the cleanup task that runs periodically to delete expired or no longer
required requests. Email functions must be enabled in order for the notification process to take place.
For more information, see Setting up email (on page 36).

Handle arequest for temporary access to targets

When a user creates a request for temporary access to target systems, an email is sent to the
administrator or agroup of administrators to inform them of the request.

Display the Outstanding requests list to view this new request and determine its outcome by using
one of the following actions

* Grant
* Deny
* Delete

When arequest is submitted, the recipient of the email is determined by property valuesin the

trc. properti es file. You can create a user group and assign to it, the specific users with admin
authority who can receive the email. The property trc.ticket.admin must be set to the user group
name that you create. If this property is not assigned avalue, it is the admin user whose email address
is set in the email.admin property that receives the email. For more information about editing the
properties files, see Editing the propertiesfiles (on page 191).

Give users temporary access to target systems

Y ou can allow users to temporarily access targets by granting a request for access. When you grant
areguest you can define what the user is allowed to do during the session. Y ou can set the policies
and permissions that are effective during the temporary access, provide the user with any additional
information that you think might be relevant, and set a date and time period that the accessisvalid
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for. Use the show effective policies option to check whether there are existing policies set for the
user and target that must be considered when you set the policies for the temporary accessto the
target.

Allowing temporary access can be carried out in three ways

1. Grant an outstanding access request.
2. Grant adenied request.
3. Grant an anonymous request.

Granting an outstanding access r equest

When you receive an email that informs you that a request for temporary access is submitted, you
can see the request by looking in the Outstanding Access Requests list.

To grant temporary access, compl ete the following steps:

1. Click Reports> Outstanding Access Requests.
2. Select the request.

3. Select View/Edit Request from the Actionslist on the left.
The Manage Accessto Target paneis displayed. The Requested access requir ements section
displays the things that the user requested.

4. Click the arrow button next to the target name at Request Tar getsto view effective policies and
check whether there are any existing policies set for the user and target.
Any existing policies that are set for the user and target, must be considered when you set the
policies and permissions for the temporary access.

5. Click Cancel to return to the Manage Accessto Target screen.

6. Use the Specify access allowed pane to set the policies and time period for the access.
Setting the per missions effective during the session

Y ou can enable and set the policies and permissions that are effective during
the temporary session by using an already defined permission set or by enabling
individual policies. Choose the appropriate method for setting the policies.
a. Permissions Set - Use an already defined set of permissions.
i. Select adefined set of permissions from the list
ii. Click the arrow button next to Per missions, to show the policies, and
permissions that are set. Y ou can also change any of the values.

For more information about permissions sets, see Creating a set of
permissions that can be applied to a group (on page 154).
b. Permissions - Manually enable each policy.
i. Click the arrow button next to Permissions.
ii. Choose the appropriate method for enabling the policies.
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» To enable every policy, click Enable all. Y ou must select this
option if there are existing policies set.
* To enable some policies, select the check box next to each policy
that you want to enable. It isimportant to enable al policies
that you want, particularly if there are existing permissions set
between the user and the target. Any existing policy that is not
enabled is not in effect in the temporary session.
c. Set the priority for each enabled policy. The default priority
valueisthe valuethat is displayed first in the list and is set by the
trc.default.request.priority property int r c. properti es file. For more
information about editing the properties files, see trc.properties (on page

192).

5
Thisvaueisthe highest priority. This value overrides any
existing priority O and priority 1 policy that might exist
between the user and target.

1
Thisvalue overrides any existing priority 0 policy that might
exist between the user and target.

0

Thisvaueisthe lowest priority. Any existing permission
that isin effect between the user and target that is of a
higher priority, overrides this policy. Therefore, you must
set the policy to ahigher priority value if there are existing
permissions.
d. Set or enter avalue for the enabled properties. For more information about
definitions and values for the policies, see Server session policies (on page

67) .
SettoYes

The policy isin effect during the temporary session if there
are no existing permissions set up between the user and
target. If there are existing permissions, the priority value
determines whether the policy isin effect.

Set to No

The policy is not in effect during the temporary session if
there are no existing permissions set up between the user and
target. If there are existing permissions, the priority value
determines whether the policy isin effect. If the priority is
set to O or 1, an existing policy of priority 5 Y es overrides the
No value and the policy isin effect for the temporary session.

Admin Notes®
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Type in here any relevant additional information. For example, to inform the user
of the time that the session isvalid for if it is different from the requested time.

For exanple : Session is valid today between 12:00: 00 and
14: 30: 00.

Starting on

a. Select from the calendar or type the date, in the format yyyy-mm-dd, on
which you want the access to commence.

b. Typein atimein the format hh:mm:ssthat you want the accessto
commence.

Ending on

a. Select from the calendar or type the date, in the format yyyy-mm-dd, on
which you want the access to end.
b. Typein atimein the format hh:mm:ss, that you want the access to end.

7. Click Grant.

An email is sent to the requesting user to inform them that the request for temporary accessis
granted. The request is saved to the Live access requests list.

Granting an already denied access request

If you deny arequest for temporary access, you can modify the request and change the status of the
reguest to granted. When you change the status of the request, you can aso define what accessis
allowed and when the accessiis allowed.

To grant an already denied request for temporary access, complete the following steps:

1. Click Reports > All Access Requests.

2. Select the request.

3. Select View/Edit request from the Actions|list on the | ft.

4. Go to step 6 (on page 114), to complete the details for the request.

An email is sent to the requesting user to inform them that the request for temporary accessis
granted. The request is saved to the Live access requests list.

Granting an anonymous r equest

An anonymous request is arequest for temporary access that is made by a user who is not registered
in the BigFix Remote Control Server. The user must provide details of the targets that they are
reguesting access to. Y ou must search for these targets to determine whether the temporary access
can be allowed.
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To accept an anonymous request for temporary access, complete the following steps:

1. Click Reports > Outstanding Access Requests.

2. Select the request.

3. Select View/Edit request from the Actions list on the | eft.

4. The Manage Accessto Targets screen is displayed. No targets are selected.

5. Specify the access that is allowed.
Use the justification from the user to determine the targets that are being requested.
Choose the appropriate method to select targets.

Select Targets

a. Click Select Targets.
b. Select one or more targets from the Sear ch targetslist.
c. Click Submit. The target name is displayed.

Select Target Groups

a. Click Select Target Groups.
b. Select one or more target groups from the Search list.
c. Click Submit.

All targets that are members of the selected groups are displayed.

6. Go to step 6 (on page 114), to complete the details for the request.

An email is sent to the user to inform them that their request is granted. The email contains alink to
the BigFix Remote Control application so that they can access the targets.

Revoking requests for temporary access to target systems

After areguest is granted, you can update the request to refuse the access by using the Revoke
option.

To revoke arequest for temporary access to a target, complete the following steps:
1. Click Reports > Live Access Requests.
2. Select the request.

3. Select View/Edit request from the Actionslist on the left.

The Manage Accessto Target screen is displayed but as the status is granted, the policies and
permissions that were set for the temporary access are not displayed.
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4. To change any of the policiesfor the request, click the M anage Per missions link to view the
policies that are set. To change the policies, complete steps 5 (on page 91), to 9 (on page 92).
If you do not need to change the policies, click Revoke. If you click Cancel on the Manage
Per missions screen, any changes that are made to the policies are not saved.

An email is sent to the requesting user to inform them that the request for temporary accessisno
longer allowed. The request is removed from Live accessrequests list.

Denying requests for temporary access to target systems

When arequest for temporary access to targetsis received, you can refuse the request by using the
Deny option.

To deny arequest for temporary access to atarget, complete the following steps:

1. Click Reports > Outstanding Access Requests.

2. Select the request.

3. Select View/Edit request from the Actionslist on the left.

4. Inthe Admin Notes field, type areason for denying the request.
5. Click Deny.

An email is sent to the requesting user to inform them that the request for temporary accessis
rejected. The request is removed from the Outstanding Access Requests list.

Delete requests for temporary access to target systems

Y ou can remove requests for access that are no longer required by using the Delete option. Y ou can
delete requests in multiple ways.

« Select requests from alist of requests.
» When you are viewing or editing a request.

Deleting access requests from arequest list

To remove requests from alist of requests, complete the following steps:

1. Click Reports then one of the following items.
+ Outstanding Access Requests.
* Live Access Requests.
* All Access Requests.

2. Select the requests.
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3. Select Delete Request from the Actions list on the | eft.

4. On the Confirm Deletion pane, click Submit.

The selected requests are removed from the BigFix Remote Control database.

Deleting access requests while editing a request

To remove arequest when you are viewing or editing it, complete the following steps:

1. Click Reports. Click one of the following items.
» Outstanding Access Requests.
* Live Access Requests.
* All Access Requests.

2. Select the requests.
3. Select View/Edit Request from the Actionslist on the | eft.

4. Click Delete on the Manage Accessto Tar get pane.

The request is removed from the BigFix Remote Control database.

View requests for temporary access to target systems

When requests for temporary access to targets are submitted, you can view the lists of the requests
for reporting purposes. There are multiple ways to view the requests.

* View outstanding access requests.
* View live access requests.
* View all access requests.

Viewing outstanding access requests

When requests for temporary access to targets are first received, they are known as outstanding
access requests. The status of these requestsis set to pending.

To view the Outstanding Access Requests list click Reports > Outstanding Access Requests.

Thelist of al outstanding access requests is displayed.
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Viewing live access requests.

When requests for temporary access to targets are granted, they are known as live access requests.
The status of these requestsis set to granted.

To view the Live Access Requestslist click Reports > Live Access Requests.

Thelist of al live access requestsiis displayed.

Viewing all access requests.

Unless arequest for access is deleted, it remainsin the BigFix Remote Control database until the
defined time period for it expires. Up to that point it can be set to three different states. To show all
defined requests for access and their states you can use the All access requests option. The state of
the request is listed as a number and corresponds to the following values

0
The request is pending and must be addressed. It is also displayed in the outstanding
requests list.

1
The request is granted. It is also displayed in the live access requests list.

2

The request is rejected.
To view the All Access Requestslist, click Reports > All Access Requests.

Thelist of all accessrequestsis displayed.



Chapter 14. Generate custom reports

Two types of reports can be generated in the BigFix Remote Control server. Common reports

are reports that are provided with the application. The reports are aimed at generating general
information that you might need on amore regular basis. Y ou can run the reports from the menus
in the BigFix Remote Control Server Ul. Custom reports are reports that you create or modify to
generate information specific to your own environment.

[5) Note: A report manager is used for controlling the output of the reports. The output from the
reportsis cached. Therefore, the application does not need to go back and reload the data from the
database, the next time that the report is run. The cached results are displayed more quickly. There
arethree propertiesinthet r c. properti es filethat you can use to set theinterval for reloading
of the data from the database.

* report.timeout.frequency
* report.manager.frequency
* report.manager .period

For more information about the properties, see trc.properties (on page 192).

The Refresh link on the upper right of the screen can be used to reload the output of areport to show
any changesin the data.

Create a Custom Report

Custom reports are created by a Super User or Administrator and are useful for generating reports
that specifically meet the needs of their environment. To generate a custom report, a customized SQL
guery isrun against the database and its output is displayed on screen.

Custom reports can be created in multiple ways:

* By sorting, filtering, or removing columns from a generated report, to meet your own
reguirements.

* By directly editing the SQL that is used to generate the report. Y ou must understand how to use
SQL to complete this method.

* By creating a new report by using the Edit SQL feature to build a query by adding required
tables and columns. This method can be done in multiple ways:
o Select Reports > New to create a new report.
> Use an existing report as the basis for the new report.
Y ou must understand SQL for this method. For more information about the database tables, see
Database table and column descriptions (on page 330).
* By adding database tables and columns to existing reports.
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Creating areport by sorting and filtering

Y ou can create a custom report by sorting and filtering the columns of an already defined report.
Generate the report that is used as the basis for your new report and then use the sort, or filter option
on the generated report.

To create the custom report, complete the following steps:

1. Generate the report from the menus by completing the following steps:

a. Click the menu that contains the report.
For example, the Targets menu or All Custom Reports.

b. Click the report.
For example, All Targets.

2. Y ou can customize the report by performing any of the following actions:
* Sort, Move or delete a column
a. Click the heading of the column that you want to work on. An icon with four arrows is
displayed at the top of the column.

b. Hover the mouse over the icon to displays the actions.
o Sort up (Ascending) - click the up arrow.
o Sort down (Descending) - click the down arrow.
> Move the column to the | eft - click the left arrow.
> Move the column to the right - click the right arrow.
o Delete the column - click the crossin the center.

[5) Note: If the key column of areport is deleted, some of the actionsin the
menu on the | eft are not available.
c. Thereport isredisplayed in the order you selected.

* Filter a column
o If you click any cell in the report, the column is limited to the value that you select.

For example: If you select IBM® in the Manufacturer column when All Targetsis
displayed, only the targets that are manufactured by IBM are redisplayed.
* Repeat step 2 (on page 122) until you have the report to your requirements

3. To save the new report, complete the following steps:
a. Click Reports > Save As Custom Report.
b. Change the name in the Query name field to one relevant for the new report.
c. Change or delete the description in the Description field.

d. Enter a menu name.
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This nameis displayed in the Custom Reports menu.
e. Select any groups that can have access to this report.

[5) Note: The created report is displayed only in the Custom Reports menu of the
Admin user or Super User who created the report. If groups are selected, the report is also
displayed in the Custom Reports menu of any users who are members of the selected
groups.

f. Click Submit.

The report is displayed and its name is displayed in the Custom Reports menu.

Creating areport by editing the SQL statement

If you know SQL, you can create a custom report by editing the SQL query that is used to generate
an existing report. To edit the SQL, complete the following steps:

1. To generate your base report, perform step 1 (on page 122) . Generate the base Report

2. Click Reports > Save custom query.
3. Inthe SQL data field, make the changes to the SQL.

4. There are 2 options available now.
* To check the output of the report, go to step 5 (on page 123).
* To save the report go to step 7 (on page 123).

5. Click Run Report.

6. If the generated report is what you require, go to step 7 (on page 123), otherwise, complete
the following actions.
» Click Reports> Save As Custom Report.
* Repeat from step 3 (on page 123) until the report meets your requirements.

7. Select Reports > Save custom query.
8. Change the name in the Query name field to one relevant for the new report.
9. Change or delete the description in the Description field.
10. Enter amenu name. This name is displayed as a menu item in the Custom Reports menu.

11. Select any groups that can have access to this report.
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[5) Note: The created report is displayed only in the Custom Reports menu of the Admin user
or Super User who created the report. If groups are selected, the report is also displayed in the
Custom Reports menu of any users who are members of the selected groups.

12. Click Submit.

Y our custom report is created.

Create areport by using the Edit SQL feature

Using the Edit SQL feature, you can create a query, by adding the required tables, columns, and any
specific search conditions to generate your report. For more information about the BigFix Remote
Control database table names and columns, see Database table and column descriptions (on page

330).
Y ou can use the Edit SQL feature in two ways:

* Select Reports > New.
« Edit the SQL of an existing report.

In the set of windows that are used in Edit Report, click Submit only when you finish creating and
adding things to your report. Otherwise, click Back to return to the main Edit Report window to
continue modifying your report.

Selecting the New option in the Reports menu to create a new report

1. Click Reports> New.
2. On the screen that is displayed, on the upper right, click Edit SQL.
3. On the Edit Report window, select Add Table to start building the query for the new report.

4. On the Add Tables window, select the table and click Add.
For example, COMMON.USER_GROUP.

5. Repeat from step 3 (on page 124) to add more tablesif you require.

6. Click Back to return to the Edit Report window.

7. Click Add Column to select the columns to be displayed in the report.
The Modify Report Columnswindow is displayed. The Add Column option is applicable only
if more than one table is selected for the report. If you select one table only, the list is blank and
the next step is not required.
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8. From thelist, select a column and click Add.

9. Repeat from step 8 (on page 125) until all columns are added.

10. Click Back to return to the Edit Report window.

11. To delete a column, complete the following steps:

a. Select Delete Column.

b. On the Delete Report Columns window, select the column and click Delete. Repeat this
step to delete more columns. In this example, click Delete until the first column in the list
isGROUP_KEY.

c. Click Back to return to the Edit Report window.

12. To re arrange the report columns complete the following actions:
a. Select Arrange Columns on the Edit Report window.

b. On the Order Columns screen, select the column from the list and click < or > to move
the columns to the | eft or the right.
In this example, select USER_GROUP.NAME then click the left arrow button until the
column isfirst in the list. Repeat this step to re arrange more columns.

c. Click Back to return to the Edit Report window.

13. To specify a condition in your query, complete the following steps:
« Click M odify conditions on the Edit Report window.
» On the Modify Report Limits window, choose the appropriate method to select a limit.
o Click Quick Limitsto select an already defined limit from the list.
m Click Add to add this condition to your query.
m Click Back to return to the Edit Report window.
> Click Add, to create an AND or OR condition for one of the columnsin your query.

For exanple AND USER GROUP. NAME LI KE Def aul t G oup

m The Modify Reports expanded screen is displayed.

m Select AND or OR from thelist.

m Select the column from the list.

m Select the operator from the list.

m Enter the value for the condition in the field, in the format and type that is
specified on screen.

m Usethe Append column to query option to select whether to display the
condition column in the report. Select Yes or No.

m Click Add to return to the Edit Report window. A message is displayed.

Linmt added: “AND USER _GROUP. NAME LI KE Def aul t G oup
14. To see the full SQL for the query, complete the following steps:

a. Click Edit SQL on the Edit Report window.
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The Edit SQL screen is displayed.
b. Click Update to make changes.
c. Click Back to return to the Edit Report window.
15. To name your new report, complete the following steps:
a. Click Edit Name on the Edit Report window.

b. On the Edit Name window, type in a name for your report and click Update.
Themessage' Report was renamed ' isdisplayed on the screen.

c. Click Back to return to the Edit Report window.

16. Submit
When you click Submit, the query is run and the report that it generatesis displayed with the
name that you defined, in Edit Name.
* To save the new report, compl ete the following steps:

o Click Reports > Save custom query.
> Change the Query nameif required.
o Enter adescription for your report.
> Enter amenu name. This name is displayed in the Custom Reports menu.
o Select the groups that can have access to the report.

[5) Note: The created report is displayed only in the Custom Reports menu of the
Admin user or Super User who created the report. If groups are selected, the report
isaso displayed in the Custom Reports menu of any users who are members of the
selected groups.

o Click Submit.

The new report is created.

Creating a new report by using an existing report

Y ou can create a custom report by using the Edit SQL feature on an existing report.

Generate the base report by selecting the required report from the menu.
For example, to use the All Targets report as the base report, compl ete the following steps:

a. Select Targets > All targets.
b. Click Edit SQL, on the upper right of the screen.
c. Follow from step 3 (on page 124)
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Creating areport by adding tables and columns

Y ou can create a custom report by adding database tables and columns to existing reports. For more
information, see Adding a database table to a query (on page 137). After you add the required
tables and columns, you can save the report.

To save the report, compl ete the following steps:

Click Reports> Save As Custom Report.

a. Change the Query nameif required.
b. Enter a description for your report.

c. Enter amenu name.
This nameis displayed in the Custom Reports menu.

d. Select the groups that can have access to this report.

[5) Note: The created report is displayed only in the Custom Reports menu of the Admin user
or Super User who created the report. If groups are selected, the report is also displayed in the
Custom Reports menu of any users who are members of the selected groups.

e. Click Submit.

Running a custom report

Y ou can run custom reports by using one of the following methods.

* Run them from the Custom reports menu.
* Generate alist of custom reports and select one to run.

Choose the appropriate method for running a custom report

1. Running areport from the Custom reports menu.
a. Click Reports > Custom Reports.
b. Click the Custom Report name.
2. Running a custom report from the Custom Reportslist.

a. Click Reportsthen select All Reports, My Custom Reports, or All Custom Reports.

[5) Note: All Reportsisthe only option available to a Super User.
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b. If you selected All Reports, select User Custom Reports. If you selected My Custom
Reports, or All Custom Reports, select the report from the list.

c. Select Run from the Reports menu, or from the Actions list on the left.

The custom report is generated and its results are displayed on the screen.

Viewing custom reports
Custom reports can be viewed in the following ways.

* By selecting the All Custom reports, or My Custom Reports menu items.

[5) Note: This method is not available to Super Users.
* By running the User Custom Reportsreport from the All Reportslist.

To view the custom reports, complete step 1 or step 2.

1. Viewing custom reports by selecting All Custom Reports, or My Custom Reports.

a. Click Reports.

b. Click All Custom Reportsto display thelist of all custom reports Click My Custom
Reports to display thelist of custom reports that were created by the currently logged on
administrator.

2. Viewing custom reports by running the User Custom Reports, report.

a. Click Reports> All Reports.

b. Select User Custom Reports.

c. Select Run, from the Reports menu or the Actions list on the left.

The User Custom reportslist isdisplayed. Thelist contains all custom reports that were created by
the currently logged on Super User or Administrator.

Manage custom reports

There are a number of actions that you can perform when you select a custom report from the list.
Edit Custom Report and Access

Change details about the custom report and aso change the group access to this report
by selecting or deselecting groupsin thelist.

Remove my access

Remove custom reports from your Custom Reports menu.
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Delete Custom Report
Deletes the selected custom reports.

Editing a custom report by using the Edit Custom Report and Access
feature

Use the Edit Custom report and Access feature to select a custom report and edit its details. You
can change the name, description, and menu name, although its main use would be to add or remove
group access to the report or to edit the reports SQL.

To use Edit Custom Report and Access, compl ete the following steps:
1. Select Reports.

2. To generate alist of Custom reports Click All Reports, My Custom Reportsor All Custom
Reports.

[5) Note: A Super User can generate the All Reportslist only.

3. If you select All Reports, go to step4 (on page 129). If you select My Custom Reports, or
All Custom Reports go to step 6 (on page 129)

4. Select User Custom Reports.
5. Select Run from the Reports menu or the Actions list on the [ eft.
6. Select the required report from the list.
7. Select Edit Custom Report & Access from the Actionslist on the left.
8. Change the Query name, Description, or Menu nameif required.
9. Inthe SQL data field, make any required changes to the SQL.
[5) Note: Y ou must understand SQL for this method.
10. Select the groups that can have access to the report.

[5) Note: The created report is displayed only in the Custom Reports menu of the Admin user
or Super User who created the report. If groups are selected, the report is also displayed in the
Custom Reports menu of any users who are members of the selected groups.

11. Choose one of the following options.
* To save the report and finish, click Submit.
» To check the output of the report, go to step 12 (on page 129).

12. Click Run Report.
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13. If the generated report is what you require click Submit, otherwise, complete the following
steps.
 From the Reports menu, select Save custom query.
* Repeat from step8 (on page 129) until the report meets your requirements.

Removi Ng your acCess toa report
Use the Remove My Access feature to remove a custom report from your Custom Reports menu.

1. Select Reports.

2. To generate alist of custom reports, click All Reports, My Custom Reports, or All Custom
Reports.

[5) Note: A Super User can generate the All Reportslist only.

3. If you select All Reports, select User Custom Reports, then select Run from the Reports
menu or the Actions|list on the left. Select the required reports from the list.

4. 1f you select My Custom Reports, or All Custom Reports, select the required reports from the
list.

5. Select Remove My Access from the Actions list on the left

The currently logged on Super User or Administrator can no longer run the selected custom reports
from their Custom Reports menu.

Y ou can check by clicking the Reports menu.

If the selected custom report is the only custom report that the Super User or Administrator had, the
Custom Reports menu is not displayed in the Repor ts menu.

If the Custom Reports menu item is still available in the Reports menu, click Custom Reports.
The selected custom reports are not displayed in the menu or any sub menus.

[5) Note: An Administrator has access to al custom reports. Therefore, they can till run the
selected custom reports by running them from the All Custom Reports, report.

Deleting custom reports
Use the Delete Custom Report feature to delete custom reports.

1. Select Reports.
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2. To generate alist of custom reports, click All Reports, My Custom Reports, or All Custom
Reports.

[5) Note: A Super User can generate the All Reportslist only.

3. If you select All Reports, go to step4 (on page 131). If you select My Custom Reports, or
All Custom Reports, go to step 6 (on page 131).

4. Select User Custom Reports.
5. From the Reports menu or the Actionslist on the left, select Run.
6. Select the reports from the list.

7. Select Delete Custom Report from the Actions list on the | eft.

Thelist of reportsis refreshed and the selected custom reportsis no longer in the list.



Chapter 15. Manage the home page for a user or
group

When you log on to the BigFix Remote Control Server, the first page that is displayed is the default
home page. Y ou can set your own home page, set the home page for a user, or set the home page
for agroup of users. If you have alist of targets that you access regularly, you can create afavorites
list and set it as your default home page. If you want a group of usersto see alist of specific targets
when they log on, you can create a custom report to display these targets and set it as their default
home page. The page that is displayed when a user logs on to the BigFix Remote Control Server is
determined by the following conditions.

1. Does the user have a default home page set?
Yes
This home page is the page that is displayed when the user logs on.
No

Check the users groups for a home page.
2. Do any of the groups that the user belongs to have default a home page set?

Yes
« If only one group has a default home page set, this home page is displayed
when the user logs on.
« If more than one group has a default home page set, the home page that was
most recently set for the groupsis displayed.
No

Thetrc. properti es fileischecked.
3. If no default home page is set by the user or for any groups that the user belongs to, the value of
the default.nomepage.method property inthet r c. properti es fileisused.

[5) Note: The value of default.nomepage.method is set to report by default, which displays
the report that is defined in the default.query property. Thisreport isthe All tar gets report by
default. If default.homepage.method is set to search, the search targets page is displayed when
the user logs on. For more information, see trc.properties (on page 192).

The default home page that is set by the user, overrides any home page that is set for the groups
that the user belongs to. For example, userl sets a default home page to the favorites list of targets.
Userl isamember of user group testusers. A custom query of al targets that are manufactured by
companyX is created and is set to the default home page for user group testusers. However, when
userllogsonitisthe favoriteslist that is displayed as the home page.
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Create and set a home page

Y ou can set standard reports or custom report to the default page.

Setting a default home page as a user

To set adefault home page, complete the following steps:

« Choose the appropriate method for generating a relevant report.
> Run a standard report from any of the BigFix Remote Control Server menus
> Run a custom report that you have access to from the Custom reports menu.
For information about how to create and save a custom report, see Create a Custom Report (on

page 121).
* Click Options > Set Current Report as Homepage

For example, to make the favorites report your home page:

* Click Targets > Favourites
* Click Options > Set Current Report as Homepage

Y our home page is set and the following message is displayed. Your hone page has been set
to report XXXXXXX, where XXXXXXX is the name of the report that you set. For example, Your
hone page has been set to report Favorites.

When you log on to the server, the Favourites report is the first page that is displayed.

Setting a home page for a group

A default home page for groups can be set by using custom reports. Y ou can set the default home
page for agroup in the following ways:

« Edit the access for a saved custom report.

[5) Note: Only administrators have authority to edit the access for a custom report.
» When you save a custom report.

To set adefault home page for a group, complete the following steps.

1. Choose the appropriate method for setting the home page
a. Edit the access for a saved custom report.
i. Select Reports> My Custom Reports, or Reports > All Custom Reports.
Ii. Select the report.
iii. Select Edit Custom Report & Access. Go to step 2 (on page 134).
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b. When you save a custom report.
i. Generate the custom report. For more information about the various ways that a
custom report can be generated, see Create a Custom Report (on page 121).
Ii. When you generate your report click Reports> Save As Custom Report.

2. Onthe Edit Custom Report and Group Access Rights pane type in a name and menu name
for the report.

3. Select Make Default Homepage for each group that is to have this new report as their default
home page.

4. Click Submit.

The default home page is set for the selected groups. Whenever a user who is a member of the
selected groups logs on to the BigFix Remote Control Server, the saved report is displayed as their
home page.

However, if the user aso has a default home page set, they see their default home page instead.

Viewing the default home page list

After default home pages are set, you can view the default home page list by completing the
following steps:

1. Select Reports > Default homepages.

2. Select one of the following options:
For user groups

The list of defined user groupsis displayed. The name of the report that is set as
the default home page is shown in the Name field.

For Users
The list of users who have a default home page set islisted.

Editing the default home page for a group

Y ou can change the default home page that is set for a group by using the Edit Group Homepage
option. The option is available when you view the Group home pages report.

To edit the default home page, complete the following steps:
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1. Select Reports > Default homepages > For user groups.
2. Select one of the groupsin thelist.

3. From the User groups menu or the Actions list on the left, select Edit Group Homepage.
The Edit group default homepage page is displayed showing the list of custom reports that are
defined.

4. Choose the appropriate method for selecting the home page.
* Select None. The usersin the group no longer have a custom report set as their home page.
» Select one of the listed custom reports. This report is saved as the new home page for the
group members.

5. Click Submit.

When members of the selected group log on to the server, the new default home page is displayed.

Reset the default home page

When a default home page is set for auser or agroup, you can reset the default home page by using
the following options.

* Reset User Homepage
* Reset Group Homepage

Resetting the default home page for a user

If auser has a default home page set, the page is displayed when the user logs on. To change the
home page useReset User Homepage to reset their home page. The next time that the user logs on,
the home page that is set for any groups that they belong to is displayed. If the groups do not have a
home page set, the default home page, asdefinedint r c. properti es, isdisplayed.

To reset a users default home page, complete the following steps:

1. Select Reports > Default homepages > For users.
2. Select the users.
3. From the User s menu or the Action list on the left, select Reset User Homepage.

A message is displayed when the home page is reset.

The next time that the user logs on, the home page that is set for any groups that they belong
to isdisplayed. If the groups do not have a home page set, the default home page, as defined in
trc. properties,isdisplayed.
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Resetting the default home page for a group

To reset agroups default home page, compl ete the following steps:

1. Click Reports > Default homepages > For user groups.
2. Select one of the groupsin the list.

3. From the User groups menu or the Action list on the left, select Edit Group Homepage.
The Edit group default homepage page is displayed showing the list of custom reports that are
defined.

4. Choose the appropriate method for selecting the home page
» Select None. The usersin the group no longer have a custom report set as their home page.
The home page is set to the default home page as defined inthet r c. properti es file
* Select one of the listed custom reports. This report is saved as the new home page for the
group members.

5. Click Submit.

The next time any of the members of the selected group logs on, the new default home pageis
displayed.



Chapter 16. Adding tables and columns to queries

Use the options menu in the BigFix Remote Control Server to perform actions on reports. This
section details the options that are available to super user and administrator users only. For more
information about more options that are available to all users, see the BigFix Remote Control
Controller User's Guide. Add extra data to your reports by adding database tables and columnsto
the query that is run to generate the report data. A knowledge of the database tablesis required for
using this option. For more information about the database tables and columns, see Database table
and column descriptions (on page 330).

[5) Note: On pages that are not in areport format, for example the search page or input panes, the
Options menu is not visible in the menu bar.

Adding a database table to a query

When areport is displayed, you can add more data to it by adding one or more database tables to the
guery that is used to generate the data. After you add atable, you can add one or more columns from
the new table to the report.

To add a database table, complete the following steps:

1. Click Options > Add Tableto Report
2. Select the database table from the list.

A message is displayed showing that the table was successfully added. To add the required database
columns to the report, see Adding a database column to a query (on page 137).

Adding a database column to a query

After you add a database table to your report, you can add columns from the table to the report by
selecting the Add Column to Report option. The report is displayed with the new columns added.

To add a column, complete the following steps:

1. Click Options > Add Column to Report
2. Select the database tabl e then the column from the list.

A message is displayed showing that the column was successfully added and the report is displayed
with the new columns added.



Chapter 17. Configuration and troubleshooting
options in the Admin menu

The Admin menu in the BigFix Remote Control Server provides you with configuration and
troubleshooting information. The following options are available in the menu:

* Edit propertiesfile

* LDAP Configuration Utility

* View Application L og

» Send Application Log

* Import Data

* View Current Server Status

+ All Remote Control Gateways

* New Remote Control Gateway

* Reset Application

+ Configure session dialog

* New Permission Set

* All Permissions Sets

* Create Secure Registration Token
* List Secure Registration Tokens
» Target Member ship Rules

Editing the propertiesfile

Use the Edit Properties Files option to edit the various property files that are present in the system
to configure BigFix Remote Control to your own requirements.

The following properties files are available in BigFix Remote Control

strc.properties

*|l 0og4j . properties

| dap. properties

e commoN. properties

e appversi on. properties
econtrol |l er.properties
e ondemand. properties

For details of the variables and relevant values that are required for these files, see Editing the
propertiesfiles (on page 191).
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Configure LDAP properties by using the LDAP wizard

The LDAP propertiesfileisinitialy installed with default values that can be changed to your
requirements. Y ou can use the LDAP configuration utility to test the connection to your LDAP
server and correctly configure your user and group search parameters. The utility can be used to
change and test LDAP property values to determine the correct configuration for importing the
required user and group information from your LDAP server to the BigFix Remote Control database.

[5) Note: The utility configures the connection, user, and group search properties only. For more
information about enabling LDAP and more LDAP configuration parameters, see the BigFix Remote
Control Installation Guide.

Configure LDAP by using the LDAP configuration utility

The LDAP configuration utility contains 4 sections that you can use to configure and test certain
LDAP properties to determine the correct values for your requirements.

+ Connection
* Group search
* User search
* Other settings

Y ou must complete section 1 in the utility before you can access and use the remaining sections.
To access and run the utility select Admin > LDAP Configuration Utility.

The LDAP configuration utility is displayed.

Testing your LDAP connection

Thefirst step isto test that you can successfully connect to your LDAP server. This section of the
utility must be completed and verified before you can continue. To test your LDAP connection,
complete the following steps:

1. Enter the connection information.
Connection URL
Defines the URL used to connect to your LDAP server.
Connection Name

This must be set to the user ID that is defined for authenticating a read-only
LDAP connection with the LDAP server. The user name must contain all the
necessary rightsto read all the required information from the directory tree.
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Connection Password

This must be set to the password defined for authenticating aread-only LDAP
connection with the LDAP server. You can enter aplain text or an encrypted
password.

If you enter a plain text password, you can encrypt it by clicking Encrypt
Password.

[5) Note: When you click Encrypt Password , Connection Password
Encrypted isautomatically selected.

If you enter an encrypted password, you must also select Connection Passwor d
Encrypted.

Connection Password Encrypted

Determines whether the password is treated as encrypted or not. If you select
Connection Password Encrypted the password is treated as encrypted if you do
not select it, the password is treated as plain text.

@ Note:

a. Thisoption is automatically selected when you click Encrypt Password.

b. If you enter an encrypted password in the Connection Password field and
deselect Connection Password Encrypted, the password is not decrypted.
The password remains encrypted for security reasons.

Alternate URL

Defines a secondary LDAP server name. If the primary LDAP server is down,
you can use the alternative LDAP server for authentication.

Security Authentication
Select the security authentication. Specifies the security level to use. If you are
using SSL, select Simple. If you areusing SASL, select DIGEST-MD5.

2. Click Test Connection.

If asuccessful connection is made to the LDAP server, Connect i on OK isdisplayed. If aconnection
isnot possible, Connecti on Error isdisplayed. Click the question mark for more details of what is
causing the error.

When you have a successful connection to your LDAP server, you can then configure and test group
and user search parameters.
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Configuring LDAP group search parameters

Use the Group Sear ch section to search for groups in the LDAP directory tree. The search is started
at the directory that is defined in the GroupBase field, and uses the search query that is specified in
the Group Sear ch field.

1. Enter the group search information. Y ou can click the question mark next to each field for more
information.

Group Base

Specify the LDAP directory that you want to start the group search from. If
this property is left blank, the search is started from the top-level element in

the directory, for example OU=I ocat i on, DC=domai n, DC=com Y ou can refine
your search by starting the search from within a specific organizational unit
(OU). For example, to start the search from an OU called Test, set the property
value as OU=Test , OU=l ocat i on, DC=donai n, DC=com The search looks for
groups within Test OU that match the GroupSear ch criteria. If GroupSubtree
is selected, any OUs that belong to the Test OU are also searched.

[5) Note: You can use the Browse icon to the right of the field to go through
your directory structure and select a specific starting location.

Group Search

Specify the LDAP filter expression to be used for the group search, for example,
(obj ect O ass=gr oup) . The expression must filter the results so that just the
groups that you want are imported to the BigFix Remote Control database. The
default value is (obj ect C ass=gr oup) , which means, look for usersin any
object that is a group within the specified GroupBase. This value, imports al
Active Directory groups to BigFix Remote Control.

[5) Note: When you use (obj ect O ass=gr oup) , Some environments

can have thousands of groups so it isimportant to create afilter

that imports only the groups that you want. The search can be

further refined by using more complex queries. For example, the

following values G oupBase=( OU=I ocat i on, DC=domai n, DC=comn)

G oupSear ch=( & obj ect O ass=gr oup) (name=Dep*)) return any groups
within the location OU whose name starts with Dep. For example, groups with
names depar t ment 1 or deput y might be returned.

Group Subtree

Select this option if you want to recursively search the subtree of the element
that is specified in the GroupBase attribute for groups. If you do not select this
option, only the top level is searched. Default value is not selected.

Group Name
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The LDAP attribute name that is used for a group search. This property is set to
name by default.

Group Description

The LDAP attribute name that is used to get the description for this group. This
valueis set to description by default.

Group Membership Attribute

The LDAP attribute name that is used to find the members of the groups that are
returned as aresult of the specified search. The default value is member.

2. Click Test Groups Sear ch. A message box is displayed with the total number of groups that are
found as aresult of the search. Click OK.

The resulting groups are displayed in the text box on the right. Thislist of groups are imported from
LDAP when LDAP synchronization is enabled. Y ou can click the icon to the left of each group name
to see alist of the LDAP attributes and values that are defined for the group.

When you have the required group search results, use the User sear ch section of the utility to
configure and test values for your User Search LDAP properties. For more information, see
Configuring LDAP user search parameters (on page 142). Save your current configuration by
following the stepsin Saving your LDAP configuration (on page 146).

Configuring LDAP user search parameters

Use the User Search section to search for usersin the LDAP database. The search starts at the
directory that is defined in the User Base field, and uses the search query that is specified in the User
Sear ch field.

[5) Note: Depending on the type of LDAP server that you install, click Set Defaults to load the
LDAP utility with the default parameter values for your server type.

1. Enter the user search information.
User Base

Specify the LDAP directory that you want to start the user search from. If left
blank, the search is started from the top-level element in the directory. For
example, OU=I ocat i on, DC=domai n, DC=com Y ou can refine your search by
going deeper into the OU structure and select to start the search from within a
specific organizational unit. For example, to start from an OU called Test, set the
User Base value to OU=Test , OU=l ocat i on, DC=domai n, DC=com The search
starts at the Test OU and looks for users that match the User Sear ch criteria. If
User Subtreeis selected, any OU that belongsto Test OU is also searched.
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[5) Note: Usethe Browseicon to the right of the field to navigate through your
directory structure and select a specific starting location.

User Search

Specify the LDAP filter expression to be used for the user search. For exanpl e
(obj ect O ass=user) . The defined expression must filter the results such

that only the users that you want are imported to BigFix Remote Control.

The default valueis (user Pri nci pal Name={ 0} @¥ Conpany. con) . {0} is
substituted with the user ID that is used to log on to BigFix Remote Control, and
MyCompany.com is the host name of your LDAP server. That is, look for users
whose user PrincipleName matches any users that are found within the specified
UserBase.

[5) Note: Some environments have thousands of users. Therefore, it is
important to create afilter that imports only the users that you want. To limit
the users to only those users who are members of groups that are imported
into BigFix Remote Control through the GroupSear ch filter, you must
select User Must bein a Group. If you do not select this property, the users
that do not belong to any of the imported LDAP groups are automatically
assigned to the DefaultGroup user group. The search can be further

refined by using more complex queries. For example, set the following
values. G oupBase=( OU=l ocat i on, DC=domai n, DC=con) User Sear ch=
(&(obj ect d ass=user) (| (menber Of =CN=Depart nent 1, OU=GROUPS,
OU=l ocat i on, DC=domai n, DC=com)

(menber O =CN=Depar t nent 3, OU=GROUPS,

OU=Il ocat i on, DC=domai n, DC=com) ) ( name={ 0})) Define three groups,
Depart ment 1, Depart ment 2, and Depar t ment 3. The query authenticates
and imports any users that have an objectClass value equal to user and that
are members of the groups Depar t nent 1 OR Depar t ment 3. Users from
Depar t ment 2 cannot log on to BigFix Remote Control because they are not
imported. The (& (name={ 0} ) is added to the end to specify that the name
attribute is used for logging in. This value must match whatever attribute was
specified as userid.

User Subtree

Select this option if you want to recursively search the subtree of the element that
is specified in the User Base attribute for users. If you do not select it, only the
top level is searched. The default state is not selected.

User Must bein a Group

Select this option to limit the users that are imported to only those users who are
members of groups that are imported into BigFix Remote Control through the
GroupSear ch filter. The default state is not sel ected.

LDAP attributes
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Type which user-specific LDAP attribute names must be used for importing the
user detailsinto the corresponding BigFix Remote Control user properties.

Userid
The user ID isthe LDAP attribute that contains the user 1D that

is chosen to be mapped to the userid field in BigFix Remote
Control.

SAM AccountName

SAMAaccount must be set to use the user ID only
portion of the logon (without the UPN Suffix).

user PrincipalName

user PrincipalName must be set to force all logons
to use the full User Principal Name.

Set Userid to the user PrincipalName value

to ensure that the user ID that is entered is not
reported as containing invalid characters. For
example, an apostrophe might be reported as an
invalid character.

User Password

The name of the LDAP attribute in the user's directory entry that
contains the users password. In Active Directory, password isthe
default name of the attribute.

User Email
The name of the LDAP attribute in the user's directory entry that
contains the users email address.

[5) Note: User Email must not have anull vaue. If your
Active Directory Tree does not contain email information, a
different attribute must be used. For example, it can be set to
user Pri nci pal Nane.

Employeeid

The name of the LDAP attribute in the user's directory entry that
contains the user's employee ID.

Title

The name of the LDAP attribute in the user's directory entry that
contains the user's title.

Forename

The name of the LDAP attribute in the user's directory entry that
contains the user's name.
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Initials

The name of the LDAP attribute in the user's directory entry that
contains the user'sinitials.

Surname

The name of the LDAP attribute in the user's directory entry that
contains the user's surname.

Department

The name of the LDAP attribute in the user's directory entry that
contains the user's department.

Company

The name of the LDAP attribute in the user's directory entry that
contains the user's company.

L ocation

The name of the LDAP attribute in the user's directory entry that
contains the user's location.

Floor

The name of the LDAP attribute in the user's directory entry that
contains the user's floor.

Address 1

The name of the LDAP attribute in the user's directory entry that
contains the user's address 1 details.

Address 2

The name of the LDAP attribute in the user's directory entry that
contains the user's address 2 details.

Town

The name of the LDAP attribute in the user's directory entry that
contains the user's town.

Country

The name of the LDAP attribute in the user's directory entry that
contains the user's country.

State

The name of the LDAP attribute in the user's directory entry that
contains the user's state.

Telephone

The name of the LDAP attribute in the user's directory entry that
contains the user's tel egphone number.
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M obile

The name of the LDAP attribute in the user's directory entry that
contains the user's mobile number.

2. Click Test User Search
A message box is displayed with the total number of users that are found as aresult of the
search.

3. Click OK
The resulting users are shown in the text box. If LDAP synchronization is enabled, thislist of
users would be imported from LDAP. Y ou can click the icon to the left of each user name to see
alist of the LDAP attributes and values that are defined for the user. Click theicon to the right
of the user name to display the BigFix Remote Control user field values. The user field values
are imported into the BigFix Remote Control database.

When you have the required user search results, you can save your current configuration by
following the stepsin Saving your LDAP configuration (on page 146).

Setting the page size of LDAP search retrievals

Use the Other settings section of the LDAP configuration utility to configure more LDAP
properties.

Page Size

Set this value to the page size of LDAP search retrievals. Do not set this property to
anything greater than the maximum page size for the LDAP server. Default valueis
1000.

Saving your LDAP configuration

When you have your required results from the Group and User search parameters that you entered,
you can save the configuration by clicking Save. Y our values are saved to the LDAP propertiesfile
and are loaded into the utility the next time that you run it.

Viewing the application log

The application log lists all server activity. The most recent activities are appended to the end of the
file. You can usethisfile to look for errorsif a problem occurs.

To view the application log, click Admin > View Application L og.

The application log is displayed, click CTRL + END to go to the end of thefile.
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Saving the application log for exporting

If aproblem occurs, you can save the application log to afile by using the Send Application Log
option. Thisfile can then be sent to support for debugging.

To save the application log, compl ete the following steps:

1. Click Admin > Send Application L og.
2. Click Save to save to a specific location.

Thefileissaved astrc. | 0g.

[5) Note: Click open toopenthetrc. | og filein text mode.

|mport data into the database

Y ou can use the Data Import option to import datainto the BigFix Remote Control database. For
more information about this function, see |mport data from csv files into the BigFix Remote Control
database (on page 323).

Viewing the server status

To view the current server status, click Admin > View Current Server Status.

The View Current Server Status screen is displayed.

Viewing the BigFix Remote Control gateways

When you create BigFix Remote Control gateways, you can view the list of defined gateways. For
more information about installing gateway support and configuring gateway connections, see Access
targets on different networks (on page 171).

To view all defined gateways, click Admin > All Remote Control Gateways.

Thelist of defined gatewaysis displayed.
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Editing an BigFix Remote Control gateway

To edit the detail s of an BigFix Remote Control gateway, complete the following steps:

1. Click Admin > All Remote Control Gateways

2. Select the gateway.
3. From the Admin menu or the Actions list on the left, select Edit Remote Control Gateway.

4. Change the detalls.
5. Click Submit.

Deleting an BigFix Remote Control gateway

To delete BigFix Remote Control gateways, complete the following steps:

1. Click Admin > All Remote Control Gateways.

2. Select one or more gateways.
3. From the Admin menu or the Actions list on the |eft, select Delete Remote Control Gateway.

4. On the Confirm Deletion screen, click Submit.

The gateway details are removed from the BigFix Remote Control database.

Creating an BigFix Remote Control gateway

If you configure your network for gateway support and have controllers that connect to targets by
using a gateway to make the connection, you must provide the server with details of the gateway
system.

To add an BigFix Remote Control gateway to the server, complete the following steps:

1. Click Admin > New Remote Control Gateway.

2. Supply the following information for your gateway.
* Host name
* Description
* |P address
* Port

3. Click Add another 1P addressto enter the |P address and port if the system you are using as
the gateway has multiple |P addresses.

4. Click Submit.



BigFix Remote Control Administrator's Guide | 17 - Configuration and troubleshooting options in the Admin menu | 149

After you create a gateway, you must configure it by using the gateway configuration file. For more
information, see Configure the gateway support (on page 171).

Resetting the Application

When you update the properties files, use Reset Application to force the application to load the new
values from the database.

To reset the application, click Admin > Reset Application.

The current screen is displayed with the following message: Rei niti al i sed al |l application
obj ects

[5) Note: If at any time a system hang occurs, you must stop and restart the BigFix Remote Control
server service.

Configuring the user acceptance window

When user acceptance is enabled for remote control sessions, an acceptance window is displayed

on the target system when the session is requested. The target user can use this window to accept

or refuse the session. Thiswindow is displayed with standard text that isincluded with the product.

Y ou can also configure this text by using the Configur e session dialog feature to change the content
of the user acceptance window to your own requirements. Y ou can display a specific icon, set a
default locale, and create a specific customization for selected locales to change the window title, and
display customized text if required. For each of the locales that are listed in the Configure Tar get
session acceptance dialog utility thereis a set of trandated standard text messages. However, if you
create a customized locale, the text that is displayed is determined by which type of text is defined, as
shown in the following table.

Table 3. Determinethetext that isdisplayed in the user acceptance window

Target locale Default locale
. . Target locale - : -
- customized - customized standard text is defined Resulting Text is.
text isdefined text isdefined
N N N Target locale -
customized text
N N Default locale -
customized text
N Target locale
- standard text
Standard US-English

[5) Note: This processis applied to each of the customizable text options separately, that is the
Title, Paragraph 1 and Paragraph 2. It is possible to display both custom and standard text. For
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example, select alocale to customize, type in customized text forParagraph 1 and Paragraph 2
and leave the window title field blank. The acceptance window, for atarget that is configured for this
locale, displays the standard window title and the customized Paragraph 1 and Paragraph 2 text.

To configure the session dialog, complete the following steps:

1. Select Admin > Configur e session dialog.

2. Onthe Configure Target session acceptance dialog window, enter the required information.
Generd
Select an existing icon

Select an icon to be displayed in the acceptance window. The selected icon is
previewed on the right. Y ou can upload your own icon files by using the File
Import feature. For more information, see Uploading user acceptance window
icons (on page 154).

Hide mode selection

Select this option to hide the session mode buttons on the user acceptance
window. If you do not select this option, the session mode buttons are displayed
on the user acceptance window. Not selected is the default value.

Default locale

Select the required default locale. The default locale indicates which language
is displayed when there are no tranglations avail able for the current locale of the
target system. For example, atarget is configured for France, if a customized
French trandation is not available and English is selected as the default locale,
English text is displayed. If you do not want to set adefault locale, select No
default locale.

Customisations

Shows the number of customized locaes that are created and saved.

L ocale Customisation

Y ou can create multiple customizations. Select alocale, enter the required values
and click Save.

Locale
Select the locale that you want to set customized options for.
L oad customisations

Use the L oad customizations options to populate the fields with aready saved
text or to clear the fields. Select the required option.

Load built-in text

Select this option to populate the fields with the standard text. Y ou can also edit
the text.
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[5) Note: If you populate the fields with standard text and click Save, the text
becomes the customized text for the selected locale.
L oad default customisations

Select this option to popul ate the fields with the customized text that is saved for
the default locale. Y ou can also edit the text.

Clear customisablefields

Select this option to clear the fields.
Title

Enter the customized text that isto be displayed in the acceptance window title.
Paragraph 1

Enter the customized text that isto be displayed in the first paragraph of the
acceptance window.

This paragraph usually contains any legal text that is required.
Paragraph 2

Enter the customized text that isto be displayed in the second paragraph of the
acceptance window.

This paragraph usually contains any additional help text that is required.
3. Click Save. Click Closeto exit from the Configure Target session acceptance dialog window.

5 -l\ll?tgﬁri ng the customization process you select a different locale, you have the following
options:
Save
Click to save the options for the current locale.
Don't Save
Click to clear the text fields and keep the newly selected locale available.
Cancel

Click to return to the Configure Tar get session acceptance dialog window
with the previous locale still selected.
« If you leave the Title, Paragraph 1, or Paragraph 2 fields blank, no customized text is
saved for that option.

After you create and save customized options, if aremote control session with user acceptance
enabled is requested, the user acceptance window is displayed on the target. The window displays the
customized or standard text that is configured and saved for the target computers locale.
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Configure the user acceptance window for a peer to peer session

When you use the Configur e session dialog feature in the BigFix Remote Control Server Ul and
save customized locales, thee values are saved to the database. When a remote control session

is requested, the values are passed to the target computer to be saved in the properties. Y ou can
configure the properties locally on the target if the target takes part in peer to peer sessions only.

[5) Note: If you set valueslocally for the properties and the target takes part in remote control
sessions started from the server, the local values are overwritten with values passed from the server.

CustomConfirmTitle

Use this property to define a customized window title for the user acceptance window.
When there is no trandation available for the locale that the target is configured for,
the default string, that is saved in CustomConfirmTitle, is displayed for the window
title. If you want a customized window title for specific locales, you can create
multiple CustomConfirmTitle.X properties, where X isthe locale. For example,
CustomConfirmTitle.fr.

ConfirmExtraText

Use this property to define a customized Paragraph 1 for the user acceptance
window. When there is no translation available for the locale that the target is
configured for, the default string, that is saved in ConfirmExtraText, is displayed
for Paragraph 1. If you want a customized Par agraphl for specific locales you can
create multiple ConfirmExtraT ext.X properties, where X is the locale. For example,
ConfirmExtraText.es.

CustomConfirmOptions

Use this property to define a customized Par agr aph 2 for the user acceptance
window. When there is no tranglation available for the locale that the target is
configured for, the default string, that is saved in CustomConfirmOptions, is
displayed for Paragraph 2. If you want a customized Par agraph 2 for specific
locales, you can create multiple CustomConfirmOptions.X properties, where X is the
locale. For example, CustomConfirmOptions.zh.

AllowSessionM odeOverride

Use this property to determine whether the session mode buttons that are valid for the
session are displayed on the acceptance window.

Set to Yes.

The session mode buttons that are valid for the remote control session are not
displayed on the user acceptance window.

Set to No.

The session mode buttons that are valid for the remote control session are displayed
on the user acceptance window.
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Configuring the user acceptance window on a windows target

Configure the user acceptance window properties locally on the target if the target takes part in peer
to peer sessions only. For a Windows target, you can edit the target registry to set the properties.

To configure the target properties on a Windows operating system, complete the following steps:

1. Run regedit.exe

2. Navigateto HKEY _LOCAL_MACHI NE\ SOFTWARE\ | BM Ti vol i \ Renot e Cont r ol
\ Tar get
On a 64- bit system all the 32-bit registry keys are under the WOW6432Node key. For
example: HKEY _LOCAL_MACHI NE\ SOFTWARE\ WOW5432Node\ | BM Ti vol i Renot e
Control \ Tar get .

3. Choose the appropriate method for configuring the properties.
» Set a custom default string
a. Right-click the relevant property and select M odify.

[5) Note: For more information about the properties, see Configure the user
acceptance window for a peer to peer session (on page 151).

b. Typein the string and click OK.

« Create alocale-specific property

a. Right-click the right pane and select New > String Value.

b. Type in the name for the property along with the locale and press ENTER. For
example, Cust onConfirnTitle. fr.

c. Right-click the new property and select M odify.

d. Typein the string and click OK.

4. Restart the BigFix Remote Control target service.
To add a custom icon to the acceptance window you can rename your file to
Cust ontConf i r m con. bnp and save the file to the directory defined in the Wor kingDir
target property.

[5) Note: Thefile must be 32 by 32 pixelsin size and in BMP format.

Configuring the user acceptance window in Linux

Y ou can configure the user acceptance window properties locally on the target if the target takes part
in peer to peer sessions only. For aLinux target, you can edit the target configuration file to set the
properties.

To configure the target propertiesin Linux, complete the following steps:

1. Editthe/ et c/i bntrct. conf file

2. Choose the appropriate method for configuring the properties.
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» Set acustom default string

Type in the default string for the relevant property.
+ Create alocale-specific property

Add an entry for the property along with the locale and the custom string. For example,
CustomConfirmTitle.fr = [custom string].

3. Savethefile.

4. Restart the target service.
To add a custom icon to the acceptance window, you can rename your file to
Cust ontConf i r m con. bnp and save thefile to the directory defined in the Wor kingDir
target property.

[5) Note: Thefile must be 32 by 32 pixelsin size and in BMP format.

Uploading user acceptance window icons

Use the Import File function in the BigFix Remote Control Server Ul to upload icon files that you
want to display in the user acceptance window. For more information about what can be configured
in the user acceptance window, see Configuring the user acceptance window (on page 149).

To upload an icon file, complete the following steps:

1. Click Admin > Import Data.
2. Select Import File.

3. Inthe Upload icon for Session Acceptance Dialog section, click Browse and go to your icon
file

[5) Note: Icons must bein BMP format and 32 by 32 pixelsin size.

4. Click Submit.

The uploaded icon files are displayed in the Configur e session dialog window.

Creating a set of permissions that can be applied to a group

Use the create permission set option to create a set of policies that can be used to set temporary
permissions when a user requests temporary access to atarget. Y ou can also choose the permission
set when you create a user or target group. For more information about creating the permissions, see
Creating a set of permissions (on page 110).
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Viewing the permissions sets

After you create sets of policies and permissions you can view the list of these sets by using the All
Per missions Sets action.
To view thelist click Admin > All Permission Sets.

The View Permissions Sets screen is displayed listing all defined permissions sets.

Creating a secure registration token

Y ou can create a secure authentication token for secure target registration.

When the enfor ce.secure.registration property is set to true on the server, the target must have a
secure registration token so that it can register with the server. For more information about secure
registration tokens and how they are used, see Secure target registration (on page 28).

To add a secure registration token to the server, complete the following steps:

1. Click Admin > Create Secure Registration Token.

2. Supply the following information for the token.
The default time period starts from the current date and time until 23:59 on the next day.
» Description for token. Enter adescription for the token.
« Starting on. Click the calendar pull down and select a date that the token is valid from.
Enter a start time or keep the default time.
» Ending on. Click the calendar pull down and select a date that the token is valid to. Enter
an end time or keep the default time.

3. Click Submit.

[5) Note: Before you leave the page, you must copy the registration token. Keep the token secure
and confidential.

Viewing the list of secure registration tokens

After you create secure registration tokens, you can view the list of tokens by using the List Secure
Registration Tokens option.

To view thelist click Admin > List Secure Registration Tokens.
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The description and validity period of the tokens is displayed along with the user who created the
tokens. The token datais not displayed.

For more information about secure registration tokens and how they are used, see Secure target
registration (on page 28).

Deleting secure registration tokens

To cancel asecure registration token, or remove expired tokens, you can use the Delete Secure
Registration Tokens option.

To delete tokens, compl ete the following steps:

1. Click Admin > List Secure Registration Tokens.

2. Select one or more tokens.

3. Select Delete Secur e Registration Tokens from the Actionslist on the left.
4. Click Submit on the Confirm Deletion screen.

The secure registration token details are removed from the BigFix Remote Control database.

Use rules to define target membership

Targets can be manually assigned to target groups by using the Manage Group Member ship
function. However, you can also create rules that automatically assign targets to target groups. The
rules are used to match on the target's computer name, |1P address or both and assign the target to the
target group that is associated with the rule. If the target satisfies more than oneruleit is assigned

to the groups associated with these rules. Rules can be defined by using the Tar get Member ship
Rulesfunction. Y ou can create, view, edit, change the order of, and delete rules. Use propertiesin
thetrc. properti es fileto determine when the rules are applied. Use the rules to assign atarget
to multiple groups by checking the target computer name and IP address against all defined rules.
The target is assigned to the groups associated with all matching rules. Y ou can also limit the check
by setting arule to stop processing any further checking. In this case, the target is assigned only to
the groups associated with this matching rule and any previously processed rules that matched the
target details.

Define when membership rules are applied

If you create rules to determine atarget's group membership, configure the propertiesin the

trc. properti es filebeforeyou alow the targets to register with the server. Do thisto ensure
that the group membership is correctly assigned. Y ou can configure the properties to assign targets to
groups at registration time only, or to completely manage the target membership based on the defined
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rules. The following properties can be configured to determine when the target membership rules are
applied.
rc.tmr.at.registration

Determines whether the target membership rules are applied to any new targets when
they first contact the BigFix Remote Controlserver. Default valueis Yes.

Yes

Whenever atarget first contacts the server its computer name and |P
address is checked against any defined rules. If matches are found, the
target is assigned to the target groups associated with the rules.

No

Whenever anew target first contacts the server its computer name
and | P address are not checked against any defined rules. Y ou can
manually assign atarget to agroup after it registers with the server.

rc.tmr.at.every.callhome

Determines whether the target membership rules are applied every time that a target
contacts the BigFix Remote Control server. Default value is No.

Yes

Each time a target contacts the server its computer name and IP address
are checked against any defined rules. If matches are found, the target
is assigned to the target groups associated with the rules. The target's
group membership is recalculated each time that it contacts the server
to incorporate any changes that were made to the target rules since the
last time it contacted the server.

No

Each time atarget contacts the server its computer name and |P address
are not checked against any defined rules.

rc.tmr.at.trigger ed.callhomes

Determines whether the target membership rules are applied any time that a target
contacts the BigFix Remote Control server due to a change in its computer name or IP
address or if the target comes online. Default valueis Yes.

Yes

Each time atarget contacts the server due to achangein its
configuration, or when it comes online, its computer name and |P
address are checked against any defined rules. If matches are found, the
target is assigned to the target groups associated with the rules.

No

When atarget contacts the server due to a change in its configuration,
or when it comes online, its computer name and | P address are not
checked against any defined rules.
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rc.tmr.at.rules.change

Determines whether the target group membership isimmediately recal culated for

any targets that are affected by an addition, deletion, or changeto arule. When this
property is enabled, any targets whose group membership was assigned by using rules
have their group membership recal culated to incorporate the rule change. Default

vauei

Yes

No

sYes.

Each time that you add, or delete arule, or change arule, the target
group membership, for al targets whose group membership was
assigned by using rules, isrecalculated. The group membership of any
target whose computer name or 1P address matches the changed rule, is
changed to reflect the change in the rule.

For example:

A rulel assigns targets with a computer name that starts with test%
to the target group testtargets. Target test1 contacts the server and
is assigned to target group testtargets. Edit rulel and change the
computer name condition to a name that starts with admin%. The
group membership for target testl is recalculated. It isno longer a
member of testtargets as it does not satisfy the new condition. Its
computer name does not begin with admin.

The addition, deletion, or change to arule does not affect the target
group membership of any targets whose group membership was
assigned by using rules.

[5) Note: The next time one of these targets contacts the server, their
group membership isrecalculated if rc.tmr.at.every.callhome = Yes,
or rc.tmr.at.trigger ed.callhomes =Y es and the following conditions
are satisfied.

* Their computer name or | P address satisfies the new rule
* They are effected by the rule that was deleted
* They do not satisfy the updated rule

[5) Note: The group membership of targets that are manually assigned to target groupsis not
modified by target rules.

For exanp

le :

If an administrator assigns targetl to target group Tl by using

t he Manag
T1 unti
the grou

e Group Menbership function, it remains a nenber of
it is manually renoved fromthe target group or unti
p is del eted.
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Creating rules

Y ou can create rules that assign targets to target groups if their computer name or | P address matches
conditions set in the rules. For example, you can assign targets to one or more target groups when
they first register with the BigFix Remote Control Server or every time they contact the server. For
more information about properties that affect the group assignment, see Define when membership
rules are applied (on page 156).

To create arule, complete the following steps:

1. Click Admin > Target M ember ship Rules.
2. Select Createnew rule.

3. On the New Rule screen, enter the information that is required to create the rule.
Computer name

Enter all or part of the computer name to be checked against the target computer
name. Y ou can use wildcard characters. Use ? to denote one character and use %
to denote multiple characters.

For example:
If you enter test, any targets whose computer nameist est satisfy thisrule.

If you enter admin%, any targets whose computer name starts with admi n satisfy
thisrule.

If you enter admin??, any target whose computer name starts with adni n and
then another 2 characters satisfy thisrule, for example, admi n22, admi nGB.

P start

Enter the IP address that is at the start of the range of 1P addresses that match
with thisrule.

[5) Note: IPv6 is also supported in the IP ranges.

IPend

Enter the IP address that is at the end of the range of |P addresses that match with
thisrule.

Stop processing

Enable this option if you want the group membership assignment to stop when
the target details match this rule. If you define multiple rules, the computer name
and | P address of the target is checked against every rule. However, if you enable
stop processing for arule, and atarget matches the rule, the server does not check
the targets details against any other rules. The target is assigned to the target
groups that are associated with this matching rule and any previously processed
matching rules.
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Comments

Can be used to enter a description for the rule or for some other information.
Optional field.

Priority

Y ou can give therule apriority level that determines when it is checked against
the target. The priority level starts at 1 and increments by one as each new rule
is created. Priority 1 isthe highest priority. Thisruleisthe first to be checked
against the target.

Thefirst rulethat is created is automatically assigned a priority 1 value. When
you create the next rule, you have the option of selecting priority 1 or 2 for this
new rule. Selecting 1 makes the new rule the first rule to be checked. Each time
that you create a new rule, you can select apriority level. Therules are then
rearranged according to their priority level, from 1 to n, where n is the number of
rules that are created.

[5) Note: If you have rules that must be checked, you can make them a higher
priority to ensure that they are checked against the target. Rules with alower
priority, might not be reached if you have arule with Stop processing enabled
near the top of the ruleslist.

4. Select the required groups that you want the target to be assigned to if it matches the conditions
for therule.

5. Click Submit.

Viewing rules

After you create rules for assigning targets to target groups you can view the list of defined rules by
completing the following steps:

1. Click Admin > Target Member ship Rules
2. Select Show rules.

Thelist of defined rulesis displayed. Y ou can select the rulesto edit the rules definition or delete the
rules.

Checking rules

Y ou can enter atarget's |P address or computer name and use the Simulate against rules function to
check whether the target matches with any of the defined rules. The rules are displayed and any rules
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that match are highlighted. Y ou can see from the matched rule what target groups the target would be
assigned to if it contacted the server.

To check the target's details against already defined rules, complete the following steps:

1. Click Admin > Target M ember ship Rules
2. Select Simulate against rules.

3. Typein the target details that you want to search on.
P address
Typein the I P address that you want to check against the rules.
Computername

Type in the computer name that you want to check against the rules.

4. Click Test

TheList of rulesisdisplayed. Any rules that match the | P address or computer name are highlighted
and the word matched is displayed next to it. Y ou can also see from the matched entry which target
groups the target would be assigned to. If no match is found, a message is displayed.

Editing rules

After you create rules for assigning targets to target groups, you can edit arule to change the
conditions that determine the target's group membership by completing the following steps:

1. Click Admin > Target M ember ship Rules
2. Select Show rules.

3. Select therule.

4. Select Edit rule.

5. Change the information and select Submit.

Theruleis changed. The new condition is used the next time atarget's information is checked against
therule.

Deleting rules

After you create rules for assigning targets to target groups, you can delete the rulesif they are no
longer required. There are multiple types of deletion that you can select.

L eave target member ship and target groups unchanged



BigFix Remote Control Administrator's Guide | 17 - Configuration and troubleshooting options in the Admin menu | 162

Y ou can select this option to delete the rule and nothing else. The group membership
for any targets that matched this rule remains the same.

Reset tar get member ship and preserve target groups

Y ou can select this option to delete the rule and reset the target group membership.
The targets that matched this rule are no longer members of the target groups that are
associated with thisrule.

Reset member ship and delete target groups

Y ou can select this option to delete the rule, reset the target group membership, and
delete the target group. The targets that matched this rule are no longer members of
the target groups that are associated with this rule. The target groups are also deleted
from the BigFix Remote Control database.

Delete rules by completing the following steps:

1. Click Admin > Target Member ship Rules.

2. Select Show rules.

3. Select the rules.

4. Select Deleterules.

5. On the Target M ember ship Rules screen, select the type of deletion.
6. Click Submit.

The target membership rule is deleted from the BigFix Remote Control database.



Chapter 18. Ensure targets are registered correctly

When targets contact the server, they send configuration details that are checked against the target
detailsin the BigFix Remote Control database. A check is done to see whether the target already
contacted the server. If no match isfound, anew hardware key is generated and a new target entry
is created in the database. In most cases, the matching process is successful if the details supplied

by the target are unique. However, in cases where targets do not have unique identifying data, or the
target configuration changes, it can be more difficult to ensure the correct registration of the target.
Y ou can configure propertiesinthet r c. properti es file for multiple matching options so that a
new entry is not created for existing targets, or multiple targets are not matched to the same entry.

match.computer name.only

Match on computer name only.
match.guid.only

Match on GUID only.
Perfect or Best Match with change notifications

There is no specific property to set for perfect match, this option is used if the
match.computername.only and match.guid.only properties are set to false.

Best match can be enabled by using the match.allow.data.changes property. This
configuration is the default configuration.

Find a perfect or best match for a target

The perfect match option is enabled by default in BigFix Remote Control. This option is used to find
aperfect match for atarget, where 4 criteria are used to find a match. The criteriaare Virtual Product
Data (VPD), UUID, MAC_ADDRESS, and COMPUTERNAME. A perfect match is defined as
finding atarget in the database where al 4 criteria are matched successfully. However, if any of these
values change for atarget, 2 further properties can be used to find a match.

» match.change.notification - Can be used if any of the criteria values change for the target.
» match allow.data.changes - Can be used if only one of the criteria values change for the target.
This option is defined as a best match.

match.change.notification

True

Thisvaue isthe default value. The target saves its details locally to a
filecaledt gt _i nfo. proprties. Thisfileisin the target working
directory that is defined by the WorkingDir property in the target
registry. When the target contacts the server, it sendsits old details and
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its new details. The old details are used to find a perfect match for the 4
criteria.

0 matches.

If no match isfound, anew hardware key is generated
and anew target entry is created in the database.

1 match.

If amatch is found, the details of the matched database
entry are updated.

> 1 match found.

If more than one match isfound, the first match is used.
This scenario isunlikely to be found.

False

The old target details are not sent to the server and the new changed
details are used to try to find amatch. However, if only one of the 4
criteria has changed and the match.allow.data.changes property is set
to true, a best match islooked for.

match.allow.data.changes
This property is used to try to find a best match for atarget in the database.
True

Thisvalue isthe default value. When set to true, a best match is
successful if al but 1 of the 4 criteria match an already registered
target.

0 matches.

If no match isfound, a new hardware key is generated
and a new target entry is created in the database.

1 match.

If amatch isfound, the details of the matched database
entry are updated.

> 1 match found.

If more than one match are found, create a new
hardware key.

False

If the perfect match process is enabled and no match is found for

all 4 of the target criteria, the best match option is not considered.
Depending on the value of match.change.natifications, if no match is
found then a new target entry is created in the database.
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Match on computer name

Configure this matching option to use the target's computer name to find a match in the database.
Use this method only if you have control over the naming of the targets and your environment uses
targets that always have unique computer names. To use this method, enable the following property
inthetrc. properti es file

match.computer name.only

True

When atarget contacts the server, its computer name is used to try
to find a match in the database. One of the following results can be
achieved.

0 matches.

If no match isfound, a new hardware key is generated
and anew target entry is created in the database.

[5) Note: However, if the target is already registered
and no match is found because its computer name
changed, the match.change.notifications property can
also be used. If match.change.notificationsis set to
true, the target can send the old computer name and the
new computer nameto try to find a match.

1 match.

If amatch is found, the details of the matched database
entry are updated.

> 1 match found.

If more than one match is found, the other criteria

that are used in the perfect match process are checked
against the database. They are checked to see whether a
perfect match or best match can be found. This scenario
might occur if the database was previously used in

an older version of BigFix Remote Control. It can

also occur if the database was previously used with a
different matching algorithm and there were different
computers with the same computer name registered.

False

Thisvalue isthe default value. When atarget contacts the server, its
computer name is not used to try to find a match in the database.
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Match on GUID

Configure this matching option to use the target's Globally Unique Identifier (GUID) to find a match
in the database. The GUID is created by the target software.

[5) Note: When you use this method, you must not clone any computers in your environment after
the target software isinstalled without first deleting the TGT_I NFO. PROPERTI ESfile. Thefileis
in the target's data folder. Failure to delete the file before cloning causes many targets to match with
one database entry.

match.guid.only

True

When atarget contacts the server, its GUID isused to try to find a
match in the database. If a match isfound, the details of the matched
database entry are updated. If no match isfound, anew hardware key is
generated and a new target entry is created in the database.

0 matches.

If no match isfound, a new hardware key is generated
and anew target entry is created in the database.

1 match.

If amatch is found, the details of the matched database
entry are updated.

> 1 match found.

If more than one match isfound, the other 3 criteria
used in the perfect match option are then checked
against the database to see whether a perfect match or
best match can be found. If none can be found, the entry
for the first match that was found is updated.

False

When atarget contacts the server, its GUID isnot used to try to find a
match in the database.



Chapter 19. Record the session on the target

When the For ce session recording policy is set to Y es, aremote control session is automatically
recorded and uploaded to the server at the end of the session. This recording is done on the controller
by default. During a collaboration session, arecording that is performed by a controller might not
contain the full remote control session if session handover takes place. To ensure that afull session
recording can be maintained, server policies can be configured to record the session in the target
instead of the controller. The recording can also be saved to the target system after it is successfully
uploaded to the server. For more information about the handover feature, see the BigFix Remote
Control Controller User's Guide.

Record the session in thetarget system

Determines whether the recording of the session is done on the target system instead
of the controller, when the For ce session recording policy isset to Yes.

Keep session recording in thetarget system

Determines whether a copy of the session recording, that was done on the target and
successfully uploaded to the BigFix Remote Control server, is also saved to the target
system.

For more information about the policies, see Server session policies (on page 67).

[5) Note: When the target cannot contact the server to upload the recording, it keepsit in a queue.
It later tries to contact the server. If it is successful, it sends alist of the session IDs that correspond
to the recordings, to the server. The server checks each 1D against the session history and if it does
not find a session history for aparticular ID it reports this issue to the target. If Keep recordingin
target is set to NO, the target deletes the recording. If the property is set to Y es, the target removes
the recording from the queue but keeps the recording on its own disk. The following scenarios could
cause the server not to find the IDs.

* The BigFix Remote Control Server was restored from a previous backup, or the server was
reinstalled with a clean database and no record of the Session ID exists in the database.

* The target was configured to connect to a different server. For example, it was pointing to
Serverl and now it is redirected to Server2 but this server has no matching Session ID for the
recording.



Chapter 20. Set up for exporting recordings

A remote control session can be recorded and saved to the BigFix Remote Control Server. This
recording can then be exported and saved to alocal system later. For example, to be used for
education or training purposes. To enable the exporting function, you must complete the follow the
setup steps relevant to the operating system you installed the BigFix Remote Control Server on.

Setting up a Windows server for exporting recordings

To enable the recording export function on an BigFix Remote Control Windows server, complete the
following steps

1. Download and run the Java Media Framework (JMF) Performance Pack for Windows installer
from the following site

http://java. sun. conlj avase/t echnol ogi es/ desktop/ medi a/jnf/2.1.1/
downl oad. ht m

2. Download and install the Xvid codec from www. xvi d. or g.
3. Stop the BigFix Remote Control server service.

4. Copy thefilej nf . j ar from the IMF installation directory to the WEB- | NF\ | i b directory
within the BigFix Remote Control Server installation directory

5. Start the BigFix Remote Control server service.

[5) Note: Itisimportant to note that thej nf . j ar  file must be copied again into the WEB- | NF
\'I'i b, directory whenever the BigFix Remote Control Server is updated, otherwise the exporting
function is disabled.

Setting up aLinux server for exporting recordings

To enable the recording export function on an BigFix Remote Control Linux server, complete the
following steps.

1. Download and run the Java Media Framework (JMF) Performance Pack for Linux installer from
the following site

http://java. sun. conij avase/t echnol ogi es/ desktop/ nmedi a/jnf/2.1.1/
downl oad. ht m
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2. Download and install MPlayer with support for the XviD codec.
Depending on the Linux distribution,you are using, you might be able to install this by using the
regular package repositoriesif you are using SuSe Linux. If you are using RedHat Linux, go to
http://www.mplayerhg.hu .

3. Editthevi deo. properti es fileto ensure that the full path to the encode. sh fileis set up
correctly.
Thisfileisinthe WEB- | NF/ r ¢/ encode. sh directory. You must expand the relative path to
an absol ute path where the application was deployed by WebSphere Application Server.

for exanple :
[ opt/ | BM WebSpher e/ AppSer ver 61/ profil es/install edApplications
[trc.ear/trc.war/WEB- I NF/rc/encode. sh.

4. Stop the BigFix Remote Control Server service by using the following command
[etc/init.d/trcserver stop

5. Copy thefilej nf . j ar from the IMF installation directory to the WEB- | NF/ | i b directory
within the BigFix Remote Control Server installation directory

6. Start the BigFix Remote Control Server service by using the following command
[etc/init.d/trcserver start

[5) Note: Itisimportant to note that thej nf . j ar  file must be copied again into the WEB- | NF/
I i b directory, whenever the BigFix Remote Control Server is updated otherwise the exporting
function is disabled.


http://www.mplayerhq.hu

Chapter 21. Audit log distribution

The audit log distribution feature runs atask that regularly creates alog file on the server. This

file contains session information for all sessions that are established. This feature is enabled and
controlled by using the following propertiesinthe tr c. properti es file. For more information
about editing this property file, see trc.properties (on page 192).

task.logdistribution.enabled
Set to true or false.

True
Thelogis created and written to the server.
False
Thelogis not created.
task.logdistibution.path

Defines the location that the log file is written to on the server. This path is created if
it does not exist.

task.logdistribution.file
Defines the start of the log file name, which is then appended with a time stamp.

When the feature is enabled, the task is run and thefile is created on the server with anamein the
following format,

XXXt i mest anp. | og
Where XXX isthe valuethat is set for task.logdistribution.file.
timestamp is the time in milliseconds.

When the log is created each entry identifies the session, target and user, and a message of what
action was carried out.

for exanple : sessionkey=8, target=TIVTEST1, user=Adm n
January 26, 2013 9:15:28 AM GMVI
Sessi on Connection Attenpt by Default Adm nistrator
@92.0.2.0[00: 11: 25: f 7: b2: 1e]

[5) Note: Each time the task runs it includes the log data that was created since the last task
execution.



Chapter 22. Access targets on different networks

If you have targets, controllers, and servers on different networks that cannot directly contact each
other,you can install and configure gateway support. After you install, you can configure your
network to enable connections to be established. For more information about installing the gateway
support, see the BigFix Remote Control Installation Guide..

The BigFix Remote Control gateway supports different types of connections
Inbound connections

Configure these connections for the gateway to accept connections from endpoints,
controllers, and other gateways.

Gateway connections

Configure a gateway to establish a permanent connection with another gateway.
Endpoint connections

Configure the gateway to locate endpoints from which arequest is received.
Tunnel Connections

Used to facilitate TCP connections to the BigFix Remote Control server from the
target.

The gateway administrator defines the connections that are required for gateways, in the
configuration file.

Configure the gateway support

After you install the gateway component isinstalled it can be configured by using the gateway
configuration file, t r c_gat eway. pr oper ti es, whichisin aJavapropertiesfile format. This
fileisin the following directory, depending on the version of Windows operating system that is
installed.

Windows systems

\ Docunents and Settings\All Users\Application Data\lBM
\Ti vol i\ Renot e Control\ Gat eway.

\ ProgranDat a\ | BM Ti vol i \ Renpt e Control \ Gat eway.
Linux systems
letc

Define the connections that are required in the gateway configuration file. The gateway configuration
file has asimilar format to a Java propertiesfile.

* The gateway supports multiple instances of each connection type
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* The configuration directives for each connection have a user-defined prefix.
Depending on the setup of your environment, you can define four types of connections.

* Inbound connections
» Gateway connections
+ Endpoint connections
* Tunnel connections

The following optional parameters can be used to further configure your gateway.
FIPSCompliance

Set the value of this parameter to Yesto use a FIPS certified cryptographic provider
for all cryptographic functions. Default value is No.

SP800131ACompliance

Set the value of this parameter to Y esto enforce NIST SP800-131A compliant
algorithms and key strengths for all cryptographic functions. Default value is No.

Configuring inbound connections

Configure Inbound connections for the gateway to accept connections from endpoints, controllers,
and other gateways. Y ou can configure multiple inbound connections and you must define a prefix
for each connection parameter so that the gateway finds all required settings for each connection.

for exanpl e
I nbound. 1. Connecti onType
fi nance. net wor k. Connecti onType
Connection. for.subnet.192. 0. 2. 0. Connecti onType

@ Note:

1. Donot use#, or ! asaprefix. These characters are reserved for commentsin propertiesfiles.
2. If you want to include spaces in the prefix, you must escape them with \

for exanple : ny connection. ConnectionType
shoul d be defined as my\ connecti on. Connecti onType

Inbound connections are configured by using the following parameters:
ConnectionType

Defines the type of connection. Must be set to | nbound. For example:
inbound.1.ConnectionType=Inbound

PortToListen



BigFix Remote Control Administrator's Guide | 22 - Access targets on different networks | 173

Defines the TCP port that gateways and endpoints must use to connect to this
gateway. The port for listening for inbound connections. This parameter isarequired
parameter.

BindTo

This parameter is optional and can be configured to accept incoming connections on
specific network interfaces. Defines the |P address that is used to create connections
with. For example: inbound.1.BindT0=192.0.2.1 Default is 0.0.0.0. This parameter is
an optional parameter.

AllowGateways

Determines whether other gateways can connect to this connection. This parameter is
optional.

True

Gateways are permitted to connect to this connection. Thisvalueisthe
default value.

False
Gateways are not permitted to connect to this connection.
AllowEndpoints

Determines whether other endpoints can connect to this connection. This parameter is
optional.

True

Endpoints are permitted to connect to this connection. Thisvalueisthe
default value.

False
Endpoints are not permitted to connect to this connection.
RetryDelay

Defines the time in seconds between attempts to establish the control connection. This
parameter is optional. Default is 45 seconds.

Passphrase

If required, the gateway can be configured to request a secret passphrase from the
remote gateway to be used for authentication. This parameter is optional. For security
purposes, the passphrase is automatically encrypted when you start the gateway. For
more information, see Automatic passphrase encryption (on page 22).

Configuring gateway connections

Gateway connections are used to configure a gateway to establish a permanent control connection
with another gateway. Y ou can configure multiple gateway connections and must define a prefix
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for each connection parameter so that the gateway can find all required settings for each connection.
If agateway connection is down or cannot be reached, it tries to get connected as it must have a
permanent connection.

for exanple
Gat eway. 1. Connecti onType
@&. Connecti onType

See the Notes in Configuring inbound connections (on page 172) for rules for defining prefixes.

Gateway connections are configured by using the following parameters:
ConnectionType

Defines the type of connection. Must be set to Gat eway. For example:
gateway.l.ConnectionType=Gateway.

DestinationAddress

Defines the IP address of the remote gateway that the connection is being made to.
The gateway with this address must also be configured to accept inbound connections.
This parameter is required.

DestinationPort

Defines the TCP port that the other gateway is listening on. This parameter is
required.

BindTo

This parameter is optional. Use this parameter to configure the gateway to establish
the outgoing gateway connection from a specific network interface. For example, if
afirewall on the network is configured to alow only 1 of the gateway's interfaces
through. Defines the I P address of the network interface through which the
connections are made. For example: gateway.1.BindT0=192.168.74.1 Default is
0.0.0.0.

Sour cePort

Defines the port that the outgoing gateway connections are using. This parameter is
optional. Default is 0.

RetryDelay

Defines the time in seconds between attempts to establish the control connection. This
parameter is optional. Default is 45 seconds.

KeepAlive

Defines the time in seconds between keepalive requests. This parameter is optional.
Default is 900.

Timeout

Thetime, in seconds, to wait before a connection attempt is considered to be timed
out. Default is 90.



BigFix Remote Control Administrator's Guide | 22 - Access targets on different networks | 175

Passphrase

Defines a secret passphrase if the remote gateway requires it for authentication.
For security purposes, the passphrase is automatically encrypted when you start the
gateway. For more information, see Automatic passphrase encryption (on page 22).

Configuring endpoint connections

Endpoint connections configure the gateway to locate other endpoints from which arequest is
received. These connections are only needed on the gateways where the targets that you want to
connect to are. You must define a prefix for each connection parameter so that the gateway can find
all required settings for each connection.

[5) Note: To stop an unnecessary increase in network traffic, you must not configure an endpoint
connection on intermediate gateways that merely connect two separate gateways.

Endpoint connections are configured by using the following parameters:
ConnectionType

Defines the type of connection. Must be set to Endpoi nt . For example:
endpoint.1.ConnectionType=Endpoint

SubnetAddress

Defines the IP address of a subnet that can be connected to, either directly or
indirectly. Y ou must define an endpoint connection for each required subnet. This
way, the gateway automatically filters out attempts to endpoints that it cannot reach.
This parameter is optional .

[5) Note: The default is0.0.0.0/0.0.0.0, which specifies that the gateway attempts to
connect to any endpoint.

SubnetM ask

Defines the subnet mask of a subnet that can be connected to, either directly or
indirectly. If you do not specify avalue, the gateway tries to connect to any target.
Therefore, by specifying specific values you can define which addressesto ook at so
that it is optimized. This parameter is optional. Default is 0.0.0.0.

BindTo

Defines the IP address of the network interface through which the connection is made.
If required, the gateway can be configured to connect to the endpoints from a specific
port and interface only. This configuration might be required if the endpoints have
adesktop firewall that allows only the gateways to connect to them. For example:
endpoint.1.BindT0=192.168.74.1 This parameter is optional. Default value is 0.0.0.0.

Sour cePort
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Defines the port that outgoing connections are made from. This parameter is optional.
Default isO.

Timeout

The time, in seconds, after which an endpoint connection is considered to be timed
out. This parameter is optional. Default value is 45 seconds.

Configuring tunnel connections

Tunnel connections provide away for targets to connect to the server when there is no other way to
connect to each other. You can define multiple tunnel connections. The gateway supports two types
of connection, one for each end of atunnel. The gateway supports tunnels to multiple destinations.
For example, if you have a single site with multiple instances of BigFix Remote Control to support
multiple customers. Y ou must define a prefix for each connection parameter so that the gateway can
find all required settings for each connection.

Tunnel Connections are configured by using the following parameters:
ConnectionType

Defines the type of connection. For example:
tunnel . 1. Connecti onType=I nboundTunnel

InboundTunnel

An inbound tunnel connection is used to configure a gateway to listen
for incoming connections from endpoints that want to connect to the
server.

OutboundTunnel

An outbound tunnel connection, is used to connect the tunnel to the
destination, for example the BigFix Remote Control server.

The connection types use the following parameters.
Inbound connections.
TunnelD

The TunnelID is used to associate an inbound
connection with the correct outbound connections.

The default value is TRCSERVER. For example:
tunnel . 1. Tunnel | D = TRCSERVER. This parameter is
optional.

PortToListen

Defines the TCP port that the target must use to connect
to the tunnel connection. This parameter is required.

BindTo



BigFix Remote Control Administrator's Guide | 22 - Access targets on different networks | 177

Defines the IP address that is used to create the
connection. This parameter is optional.

RetryDelay

Defines the time in seconds to wait before the gateway
listens for new connections. This parameter is optional.

Outbound connections.
TunndlD

The TunnelID is used to associate an inbound
connection with the correct outbound connections.

The default value is TRCSERVER. For example:
tunnel . 1. Tunnel I D = TRCSERVER. This parameter is
optional.

BindTo

Defines the IP address that is used to create the
connection. This parameter is optional.

Destination Address.

Defines the IP address of the BigFix Remote Control
Server that the tunnel connection is being made to. This
parameter isrequired.

DestinationPort

Defines the TCP port that the BigFix Remote Control
Server islistening on. This parameter is required.

Timeout

Defines the time in seconds to wait before a connection
attempt is considered to be timed out. This parameter is
optional.

Configuring the targets to use tunnel connections
For targets that need to contact an BigFix Remote Control Server on a different network you can

modify the ProxyURL target property so that a connection to the server can be made by using a
tunnel connection.

Configuring a Windows target to use tunnel connections

To modify the ProxyURL property on a Windows target, compl ete the following steps:

1. Run the regedit command at a command prompt window.
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2. In the windows registry, go to
HKEY_LOCAL_MACHI NE\ SOFTWARE\ | BM Ti vol i \ Renot e Contr ol \ Tar get

3. Right-click the ProxyURL entry and click M odify.

4. Typetrcgw // gat ewayaddr ess: port intheValue data field and click OK.
Where gatewayaddress is the host name or | P address and port is the port of the gateway that
the target must connect to so that it can use the tunnel connection.

5. Restart the target service.

Configuring a Linux target to use tunnel connections

To modify the ProxyURL property on aLinux target, complete the following steps:

1. Editthei bnt rct . conf fileand modify the ProxyURL entry by setting it to
trcgw // gat ewayaddr ess: port.
Where gatewayaddress is the I P address or host name of the gateway that the target connects to
so that it can use the tunnel connection. Port is the port that the target must connect to so that it
can use the tunnel connection.

2. Savethefile.

3. Restart the target service.

Configure gatewaysin | Pv6 networks

Configure inbound connections

When an inbound connection is defined in the gateway configuration file, it can listen by default for
incoming connections from any |Pv4 address and would be configured as follows

prefix.ConnectionType=Inbound
prefix.PortToListen=8881

prefix2.ConnectionType=InboundTunnel

prefix2.PortToListen=8882

Previoudly to create an inbound connection for |Pv6, the connection was bound to the IPv6 ANY
address, which is 0:0:0:0:0:0:0:0 or in compressed notation: :.

prefix.ConnectionType = Inbound

prefix.PortToL isten=8881
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prefix.BindTo=\::

[5) Note: Asthe colon can be used as a separator in propertiesfiles, it must be escaped with a
backslash character to indicate that it is part of the value and not the separator.

To configure an inbound connection for incoming connections from IPv6 addresses, you can use
Inbound6 or InboundTunnel 6 instead.

prefix.ConnectionType = Inbound6

prefix.PortToListen = 8881

pr efix2.ConnectionType = InboundTunnel6
prefix2.PortToListen = 8882

[5) Note: For the gateway to listen for both IPv4 and IPv6 incoming connections, you must define
an inbound and an inbound6 connection type entry in the gateway configuration file.

Configure endpoint connections

To specify an | P subnet in I1Pv4, you must specify the subnet address and the subnet mask.
prefix.ConnectionType = Endpoint

prefix.SubnetAddress = 198.51.100.0

prefix.SubnetMask = 255.255.255.0

As |Pv6 addresses are much longer than |Pv4 addresses, the subnet mask notation is not used for

IPv6. Both IPv4 and I1Pv6 support Classless Inter-Domain Routing (CIDR) notation, which specifies
the length of the subnet prefix after the subnet address.

prefix.ConnectionType = Endpoint
prefix.Subnet = 198.51.100.0/24

prefix2.ConnectionType = Endpoint
prefix2.Subnet = 2001:db8:d005: ee:: /64

[5) Note: The gateway does not support IPv6 subnets with the SubnetAddress / SubnetMask
notation.

When an endpoint connection is defined in the gateway, by default it tries to locate all endpoints with
any |Pv4 address.

prefix.ConnectionType = Endpoint

Previously to configure an endpoint connection for |Pv6 the default Subnet had to be overwritten.
prefix.ConnectionType = Endpoint
prefix.Subnet =\::/0
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To configure an endpoint connection that tries to locate all endpoints with 1Pv6 addresses, you can
now use Endpoint6 instead.

prefix.ConnectionType = Endpoint6

Gateway setup example

The following example illustrates a gateway and tunnel connection setup. There are three networks
present, a secure network, a DMZ network and an unsecure network. Firewalls are installed to
control traffic between the secure network and the DMZ and between the DMZ and the unsecure
network. The security policy in force does not alow network connections to be initiated from the
unsecure network to the DMZ or from the DMZ to the secure network. Network connections from
the secure to the DMZ and from the DMZ to the unsecure network are allowed for particular ports.
The BigFix Remote Control Server component isinstalled on a server that is attached to the secure
network and controller computers are also present on the secure network. Applications are run on
serversthat are attached to the unsecure network and these servers are unattended. The BigFix
Remote Control target isinstalled on these systems to provide remote access for maintenance and
support. No connections can be initiated from the unsecure network to the DMZ or from the DMZ
to the secure network, therefore a chain of proxy servers cannot be used. The proxy server on the
unsecure network is unable to connect to the proxy server on the DMZ to forward incoming HTTP
reguests. The solution for this scenario isto install a gateway in each of the networks.

BigFix Remote Control components present

Table 4. BigFix Remote Control components present on networ k
Network name ServerController Target

Secure network Yes Yes No
DMZ No No No
Unsecure networkNo No Yes
Networks

Table5. Networks
Network name Subnet address Netmask

Secure network  10.1.0.0 255.255.255.0
DMZ 10.2.0.0 255.255.255.0
Unsecure network10.3.0.0 255.255.255.0
Machines

Table 6. Machines

Hostname |P address Roles
SERVER 10.1.0.2 Remote control server on port 80
GATEWAY A10.1.0.254 Remote control gateway on port 8881
GATEWAY B10.2.0.254 Remote control gateway on port 8881
GATEWAY C10.3.0.254 Remote control gateway on port 8881
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Hostname [P address Roles
TARGET 10.1.0.3 Remote control target on port 888

Firewall
Table7. Firewall
Sour ce DestinationPort Port Description

10.1.0.254/255.255.255.25510.2.0.254/255.255.255.2558881A low GATEWAY A to connect to
GATEWAYB

10.2.0.254/255.255.255.25510.3.0.254/255.255.255.2558881Allow GATEWAY B to connect to
GATEWAYC

Gateway setup

» Gateway support isinstalled on computer GATEWAY A in the secure network. An BigFix
Remote Control gateway that is named GATEWAY A isaso installed because there are
controllers present on the secure network. The controllers need to connect to the targets on the
unsecure network.

To install the gateway support, see the BigFix Remote Control Installation Guide.
To create the gateway, complete the following steps on the BigFix Remote Control Server:

1. Click Admin > New Remote Control Gateway.

2. Onthe Add Remote Control Gateway screen, enter the required details
> Host name- GATEWAYA
o Description - (optional)
o |P address- 10.1.0.254
° Port - 8881

3. Click Submit.

» Gateway support isinstalled on computer GATEWAY B in the DMZ network.

To install the gateway support see BigFix Remote Control Installation Guide.
» Gateway support isinstalled on computer GATEWAY C in the unsecure network.

To install the gateway support, see the BigFix Remote Control Installation Guide.

* GATEWAYA is configured with a gateway control connection to GATEWAY B.
*« GATEWAYB is configured with a gateway control connection to GATEWAYC.

» Gateway A is configured with an outbound tunnel connection to the BigFix Remote Control
server.

» Gateway C is configured with an inbound tunnel connection on port 8880.

* The targets in the unsecure network are configured to connect through the inbound tunnel
connection on GATEWAYC.

Gateway configuration

GATEWAY A configuration file
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Inbound.1.ConnectionType= Inbound

Inbound.1.PortToListen = 8881

Gateway.A.ConnectionType=Gateway

Gateway.A.DestinationAddress = 10.2.0.254 - GATEWAY A connectsto GATEWAYB

Gateway.A .DestinationPort = 8881

Gateway.A.RetryDelay = 15

Gateway.A.KeepAlive = 900

OutboundTunnel.1.ConnectionType=0utboundTunnel

OutboundTunnel.1.DestinationAddress = 10.1.0.2 - connection to the BigFix Remote Control server
OutboundTunnel .1.DestinationPort = 80

GATEWAYB configuration file

Inbound.1.ConnectionType= Inbound

Inbound.1.PortToListen = 8881

Gateway.B.ConnectionType=Gateway

Gateway.B.DestinationAddress = 10.3.0.254 - GATEWAY B connectsto GATEWAYC
Gateway.B.DestinationPort = 80

Gateway.B.RetryDelay = 15

Gateway.B.KeepAlive = 900

GATEWAY C configuration file

Inbound.1.ConnectionType= Inbound
Inbound.1.PortToListen = 8381
InboundTunnel.1.ConnectionType=InboundTunnel

InboundTunnel.1.PortToListen = 8880. The port that the target must use to connect to the tunnel
connection

Endpoint.1.ConnectionType=Endpoint

Endpoint.1.SubnetAddress= 10.3.0.0 - the network address of the unsecure network that the target is
connected to.

Endpoint.1.SubnetMask= 255.255.255.0

When atarget requires an HTTP or HTTPS connection with the BigFix Remote Control Server, it
first connects to port 8880 on GATEWAY C. GATEWAY C accepts this connection and immediately
creates atunnel to GATEWAYA, through GATEWAYB. GATEWAY A then connects to the BigFix
Remote Control Server and acknowledges the connection to GATEWAY C through GATEWAYB.
When the tunnel is established, gateways C and A start to read any data from their respective



BigFix Remote Control Administrator's Guide | 22 - Access targets on different networks | 183

connections. They forward it to each other through the tunnel and write any traffic that is received
from the tunnel to this connection. The result is that the target and the server can communicate
and are unaware that the traffic is being tunneled. When either party shuts down their end of the
connection, the tunnel istorn down and the other connection is also shut down.

Track connection requests

An area of memory that is known as the Request Pool is used to track requests. The connection
reguests are kept in the pool until the pool isfull and the oldest requests are recycled. Thisis done to
prevent requests from looping around in the gateway network undetected.

The following parameters can be used to configure the request pool:
[5) Note: Configuration of the request pool is optional.

RequestPool.Size

The amount of memory, in KB, to reserve for the request pool. The default is 2048 or
2 megabytes.

RequestPool.MinimumTTL
The minimum time, in minutes, before arequest can be recycled. The default is5
minutes.

[5) Note: Each request requires 32 bytes of memory. The gateway can handle more than 200
reguests per second with the default settings.

L ogging gateway activity
When the gateway support isinstalled, alog fileis created in the following directories:
Windows systems

Docunents and Settings\All Users\ Application Data\lBM
\Tivol i\ Renpot e Control\ Gat eway

Or
\ ProgranDat a\ | BM Ti vol i \ Renot e Contr ol \ Gat eway.

Linux systems
/var/opt/ibmtrc/gateway
The name of the log fileis TRCGATEWAY- host nane- suf fi x. | 0og. hostname denotes the

computer name or host name of the system where the gateway isinstalled. suffix is determined by the
L ogRotation and LogRollover settings.

For example, TRCGATEWAY- nygat eway- 1- THU- 18H. | og
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To configure logging complete the following steps:

1. Configure the following propertieswithinthet r c_gat eway. properti es file.
L ogL evel
Set the required logging level.

The log level determines the types of entries and how much information is added
to thelog file. Default value is 2.

L ogRotation

Controls the period after which an older log file is overwritten. Log rotation can
be disabled. Default value is Weekly.

L ogRollOver

Controls the period after which anew log file is started. This period must be
shorter than the LogRotation period, therefore not al combinations are valid.
LogRollover cannot be disabled. Default valueis Daily.

2. Savethefile.

For more information about the properties, see Properties for configuring logging activity (on page

383)

Configuration file example

When the configuration file is created, it provides examples of the required configuration parameters
that you can use to create a configuration file to satisfy your network regquirements. The following
fileis an example of the filewhen it isinstalled.

# Licensed Materials - Property of IBM

#5725-C43

# US Government Users Restricted Rights - Use, duplication or disclosure

# Copyright International Business Machines Corp. 2008, 2013. All Rights Reserved

# restricted by GSA ADP Schedule Contract with IBM Corp.

# Please refer to the Administrator's Guide for instructions regarding this

# Configuration file for BigFix Remote Control Gateway

# configuration file.

# Logging levels

#

#0no logging

#1 error
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# 2 informational (default)

# 4 debug information (only by request from IBM)
#LogLevel =2

# Log rotation and rollover

LogRotation = Weekly

LogRollover = Daily

# LogRotation Rotate between log files (Daily, Weekly, Monthly, Disabled)
# LogRollover Switch log files (Hourly, Daily)

#

# Defaults

# LogRotation Weekly

# LogRollover Daily

# Use a FIPS certified cryptographic provider for al cryptographic functions
FIPSCompliance = No

# Request Pool

# The gateway stores session requests that it is processing in the request
# pool. The request pool uses a fixed amount of memory.

# Size of the request pool (kilobytes)

# Each request needs 32 bytes

# RequestPool .Size = 2048

# Time before arequest from the pool can be re-used, in minutes
# RequestPool . MinimumTTL =5

# Defaults

#

# RequestPool .Size 2048

# ReguestPool . MinimumTTL 5

# Inbound Connections

# Connections to accept incoming connections from endpoints and gateways
# Inbound.1.ConnectionType = Inbound

# Inbound.1.PortToListen = 8881

# Inbound.PortToListen TCP port that gateways and endpoints should

# use to connect to this gateway (required)
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# Inbound.BindTo Accept incoming connections on the

# specified | P address only (optional)

# Inbound.RetryDelay Time, in seconds, between attempts to

# listen for incoming connections (optional)

# Inbound.Passphrase Secret passphrase that remote gateways are

# required to authenticate with (optional)

# Inbound.1.AllowGateways Allow gateways to connect to this connection
# (yes/no or true/false) (optional)

# Inbound.1.AllowEndpoints Allow endpoints to connect to this connection
# Defaults

# (yes/no or true/false) (optional)

#

# Inbound.BindTo 0.0.0.0

# Inbound.RetryDelay 45

# Inbound.AllowGateways yes

# Inbound.AllowEndpoints yes

# Examples

# Inbound.2.ConnectionType = Inbound

# Inbound.2.PortToListen = 8881

# Inbound.2.BindTo = 192.168.74.254

# Inbound.2.Passphrase = gagumczwOkrbmyaj cj OkehnrryuTvi1zxyevdckcwsrk} bjfi
# Inbound.2.AllowGateways = true

# Inbound.2.AllowEndpoints = false

# Inbound.3.ConnectionType = Inbound
# Inbound.3.PortToListen = 8381
# Inbound.3.BindTo = 192.168.75.254

# Inbound.4.ConnectionType = Inbound
# Inbound.4.PortToListen = 8881

# Inbound.4.BindTo = 192.168.76.254
# Inbound.4.RetryDelay = 30

# Gateway Connections
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# Outgoing control connections to neighbour gateways
# Gateway.1.ConnectionType = Gateway

# Gateway.1.DestinationAddress = 192.168.77.254

# Gateway.1.DestinationPort = 8881

# Gateway.DestinationAddress | P address of the remote gateway
# Gateway.DestinationPort TCP port of the remote gateway
# Gateway.BindTo Force outgoing connections from the

# specified | P address only (optional)

# Gateway.SourcePort Force outgoing connections from the
# specified port only (optional)

# Gateway.RetryDelay Time, in seconds, between attempts to
# connect to the remote gateway (optional)

# Gateway.KeepAlive Time, in seconds, between keepalive
# requests (optional)

# Gateway.Timeout Time, in seconds, before a connection

# attempt is considered to have timed

# out (optional)

# Gateway.Passphrase Secret passphrase if the remote gateway
# requires authentication

# Defaults

#

# Gateway.BindTo 0.0.0.0

# Gateway.SourcePort O

# Gateway.RetryDelay 45

# Gateway.KeepAlive 900

# Gateway.Timeout 90

# Examples

# Gateway.2.ConnectionType = Gateway

# Gateway.2.DestinationAddress = 192.168.78.254

# Gateway.2.DestinationPort = 8881

# Gateway.2.BindTo = 192.168.74.254

# Gateway.2.SourcePort = 8882
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# Gateway.2.RetryDelay = 90
# Gateway.2.KeepAlive = 180
# Gateway.2. Timeout = 30

# Endpoint connections

# Configures the gateways to try to find an endpoint when a session request
#isreceived

# Endpoint.1.ConnectionType = Endpoint

# Endpoint.SubnetAddress The network address for the subnet that
# this connection can reach (optional)

# Endpoint.SubnetMask The network mask for the subnet that this
# connection can reach (optional)

# Endpoint.BindTo Force outgoing connections from the

# specified | P address only (optional)

# Endpoint.SourcePort Force outgoing connections from the

# specified port only (optional)

# Endpoint. Timeout Time, in seconds, before a connection

# attempt is considered to have timed

# out (optional)

# Defaults

#

# Endpoint.SubnetAddress 0.0.0.0

# Endpoint.SubnetMask 0.0.0.0

# Endpoint.BindTo 0.0.0.0

# Endpoint.SourcePort O

# Endpoint. Timeout 45

# Examples

# Endpoint.2.ConnectionType = Endpoint

# Endpoint.2.SubnetAddress = 192.168.79.0

# Endpoint.2.SubnetMask = 255.255.255.0

# Endpoint.3.ConnectionType = Endpoint

# Endpoint.3.SubnetAddress = 192.168.80.0

# Endpoint.3.SubnetMask = 255.255.255.0
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# Endpoint.4.ConnectionType = Endpoint
# Endpoint.4.BindTo = 192.168.74.254
# Endpoint.4.SourcePort = 8882

# Tunnel connections

# Tunnel connections are used to provide connections to the TRC server for the endpoints
# when they cannot reach the server directly or via an http proxy.

# Setting up atunnel requires two types of connections. On the gateways that can reach

# the server, an outbound tunnel connection needs to be configured. On the gateways that
# the endpoints can reach, an inbound tunnel is required. When an endpoint connects to the
# inbound tunnel port, the gateway will locate one of the corresponding outbound tunnels
# through the gateway control network. The outbound tunnel then connectsto the server to
# complete the tunnel. At that point, the gateways will forward all traffic between the

# endpoint and the server through the tunnel.

# Outbound tunnel connection

# OutboundTunnel.1.ConnectionType = OutboundTunnel

# OutboundTunnel.1.DestinationAddress | P address of the server (required)

# OutboundTunnel.1.DestinationPort TCP port of the server (optional)

# OutboundTunnel.1.TunnelID ID to relate inbound and outbound

# tunnels to each other (optional)

# OutboundTunnel.1.BindTo Force outgoing connections from the

# specified | P address (optional)

# OutboundTunnel.1.Timeout Time, in seconds, before a connection

# attempt is considered to have timed

# out (optional).

# Defaults

#

# DestinationPort 80

# TunnelID TRCSERVER

#BindT0 0.0.0.0

# Timeout 90

#

# Examples
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# OutboundTunnel.2.ConnectionType = OutboundTunnel

# OutboundTunnel.2.DestinationAddress = 192.168.81.52

# OutboundTunnel.3.ConnectionType = OutboundTunnel

# OutboundTunnel .3.DestinationAddress = 192.168.81.52

# OutboundTunnel.3.DestinationPort = 443

# Inbound tunnel connection

# InboundTunnel .1.ConnectionType = InboundTunnel

# InboundTunnel.1.PortToListen TCP port that endpoints should use to
# connect to the tunnel (required)

# InboundTunnel.1.TunnelID ID to relate inbound and outbound

# tunnels to each other (optional)

# InboundTunnel.1.BindTo Accept incoming connections on the

# specified |P address only (optional)

# InboundTunnel .1.RetryDelay Time, in seconds, between attempts to
# listen for incoming connections (optional)

# Defaults

#

# TunnelID TRCSERVER

#BindT0 0.0.0.0

# RetryDelay 45



Chapter 23. Editing the propertiesfiles

Y ou can use the properties filesin BigFix Remote Control to customize your environment, configure
LDAP, set debug options, and set controller and on-demand target properties. The files can be edited
in the BigFix Remote Control Server Ul.

The following propertiesfiles are avail able.

strc.properties

*|l 0g4j . properties

| dap. properties

e conmon. properties

e appversion. properties
econtrol |l er.properties
«ondenmand. properties

For more information about modifying thel og4j . pr operti es file, see http://
logging.apache.or g/logdj/docs/

To edit the properties files in the BigFix Remote Control Server Ul, complete the following steps.

1. Click Admin > Edit propertiesfile.
The Edit Properties File panel is displayed.

2. Select the relevant file from the list.
3. Make the changes and click Submit.

4. For the new property values to take effect click Admin > Reset Application.

Asthereisashort delay while the fileis rewritten, you must not make any immediate changes until
the application is reset.

[5) Note: To manually edit the properties files, locate them on the server and edit them. If you edit
the files manually, you must reset the server application by selecting Admin > Reset Application
for the new values to be displayed when you edit the file in the Ul.

The propertiesfiles are in the following directories:
Windows systems

[installdir]\wip\usr\server s\tr cser ver\appsS\T RCAPP.ear\tr c.war\WEB-INF
\classes

where installdir isthe directory that the BigFix Remote Control Server isinstalled.

For exanpl e,
C:\Program Fil es\I BM Ti vol i \ TRC\ server\w p\usr\servers\trcserver
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\ apps\ TRCAPP. ear\trc. war\ VIEB- | NF\ cl asses

Linux systems

[installdir]/wlp/usr/server sltrcser ver /apps/ TRCAPP.ear /tr c.war /WEB-I NF/
classes

whereinstalldir is the directory that the BigFix Remote Control Server isinstalled.

For exanpl e:

[opt/IBMTivoli/TRC server/w p/usr/servers/trcserver/apps/
TRCAPP. ear

[trc.war/VEB-1| NF/ cl asses

Template of field information

A table-style template has been applied to each of the propertiesfilesin the following sections. This
template includes the following items:

« Category Description
» Modifiable Field

* Field Description

* Possible Values

+ Value Definition

Category Description: There are several different categories within the file. Each category focuses
on aparticular function carried out by the BigFix Remote Control program. These categories are the
same as those configured in the installation.

Modifiable Field The field contains one or more parameters used to
accomplish a specific task within the category.

Field Description The field is used to describe precisely what function the
field parameter is performing.

Possible Vaues Thisfield identifies al of the possible values that can be
used within the field parameter.

VValue Definition This field defines how the program will carry out certain
functions depending on what value is associated with the
field parameter.

trc.properties

Definitions of the propertiesinthet r c. pr operti es filethat is packaged with the BigFix Remote
Control Server.
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DO NOT EDIT THE FOLLOWING LINE

rc. enabl ed=

THE FOLLOWING LINES CAN BE EDITED FOR YOUR ENVIRONMENT:

rc. heartbeat tineout=

Modifiable Field

rc.heartbeat_timeout

Field Description

\While an endpoint is active, it periodically reports back to
the server. This value is the number of minutes between
each report back to the server or heartbeat.

Possible Vaues

User Defined

Vaue Definition

rc.create. assets.from cal | home=

Modifiable Field

r c.create.assets.from.callhome

Field Description

If target information sent from the target to the server is not
already in the database, create these targets in the database

Possible Values

True or False

Value Definition

True

Target information is added to the database.
False

Target information is not added to the

database.

rc.create.assets.from brokers=

Modifiable Field

rc.create.assets.from.brokers

Field Description

Use to allow an unregistered target to register with the
server at the start of aremote control session that uses a
broker. The target information is sent to the server when the
target user enters the connection code.

Possible Vaues

True or False

Vaue Definition

True

Unregistered targets are added to the
database.

False
Unregistered targets are not added to the

database.

DO NOT EDIT THE FOLLOWING LINES
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rc.validation.relative.url =
rc.audit.relative.url=
rc.upload. url =

THE FOLLOWING LINES CAN BE EDITED FOR YOUR ENVIRONMENT:

rc.show. control | er. spl ash=

Modifiable Field

rc.show.controller.splash

Field Description

Use this property to determine whether the controller splash
screen is displayed before the remote control session starts.

Possible Vaues

True or False

Vaue Definition

True

The controller splash screen is displayed
before the remote control session starts. True
is the default value.

False

The controller splash screen is not displayed
during the initiation of aremote control
session.

rc.recording.directory=

Modifiable Field

rc.recording.directory

Field Description

Directory that is used for storing session recordings on the
Server.

Possible Vaues

User-defined. For example, r c_r ecor di ngs. Can be
specific or relative.

Vaue Definition

unknown. r ecor di ng. acti on=

Modifiable Field

unknown.recor ding.action

Field Description

Determines what action is returned to the target if atarget
requests to upload a recording for a session that is not
known to the server.

Possible Values 0,12
Vaue Definition 0
The target can upload the recording.
1

The target must keep the recording locally in
itsfile system.
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| The target must delete the recording.

rc. di al og. sessi on. accept.directory=

Modifiable Field

rc.dialog.session.accept.directory

Field Description

Directory that is used for storing bitmap files that are
upl oaded when you configure the session acceptance
window.

Possible Vaues

User-defined. For example, / sad_confi g. Can be
specific or relative.

Vaue Definition

DO NOT EDIT THE FOLLOWING LINE:

schema=

Category Description: Email Settings

emui | . enabl ed=

Modifiable Field email.enabled
Field Description Enable the email function.
Possible Values True or False
Vaue Definition True
Email is enabled.
False

Email is not enabled.

snt p. server =

Modifiable Field smtp.server
Field Description The address of the SMTP server you are using for email.
Possible Vaues User-defined. For example, myser ver. emai | . com

Value Definition

snt p. aut henti cati on=

Modifiable Field smtp.authentication

Field Description The SMTP server must authenticate the SMTP user 1D and
password.

Possible Vaues True or False

Vaue Definition True

SMTP server must authenticate the user ID
and password.

False
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SMTP server does not authenticate the user
ID and password.

snt p. useri d=
Modifiable Field smtp.userid
Field Description The user ID for the SMTP server.
Possible Vaues User-defined string

Vaue Definition

snt p. passwor d=

Modifiable Field smtp.password
Field Description The password for the SMTP server.
Possible Vaues User-defined

Vaue Definition

Y ou can enter the password as plain text. However,
for security purposes the password can be encrypted.
To encrypt the password, enter the plain text and click

Encrypt.

error.adm n. cont act =

Modifiable Field

error .admin.contact

Field Description

Details or relevant message for contacting an administrator
to report a problem.

Possible Vaues

User-defined message. For example, Cont act hel pdesk
on 123456-123-123

Vaue Definition

file.email.nanme =

Modifiable Field

file.email.name

Field Description

Default file name that is used when areport is mailed out.
For example, Selecting Email Report from the Options
menu. The report is exported into aCSV file with thisfile
name and attached to the email.

Possible Values

User-defined. For example, r eport . csv.

Vaue Definition

Must not be blank and must contain only characters that are
valid for afile name.

file.email.m ne.type

Modifiable Field

file.email.mime.type

Field Description

Represents the mime type for the file that is attached to an
email when areport is mailed out.

Possible Vaues

User-defined. For example, appl i cati on/
vnd. ns. excel .




BigFix Remote Control Administrator’s Guide | 23 - Editing the properties files | 197

Vaue Definition User-defined. Default isappl i cati on/
vnd. ms. excel . Must be amime-type that is compatible
only with plain-text or comma-separated value (CSV) files.

file.email.encoding =

Modifiable Field file.email.encoding

Field Description Represents the encoding for the file that is attached to an
email when areport is mailed out.

Possible Vaues UTF-8, UTF-16BE, UTF16LE

VValue Definition Default value is UTF16L E (Windows standard for Excel).

file.email.type =

Modifiable Field file.email.type

Field Description Represents the type for the file that is attached to an email
when areport is mailed out.

Possible Vaues TSV, CSV

\alue Definition User-defined. TSV (Tab Separated Vaue), CSV (comma-
separated value).

Category Description: Email Templates

url =

Modifiable Field url

Field Description The main URL that is used to access the BigFix Remote
Control Server Ul.

Possible Vaues User-defined - for exampleht t p: //192. 0. 2.0/ trc

Vaue Definition User-defined. URL and context root of application.

secure. url =

Modifiable Field secure.url

Field Description Determines the base URL that is used to redirect requests
when secure communications are required.

Possible Vaues User-defined - for examplent t ps: // X. X. X. X/ t r ¢ where
X.X.X.Xisthe IP address of your BigFix Remote Control
Server.

[5) Note: Theurl property must also be configured. Do not
replace HTTP with HTTPS in the ur| property because the
ports for each might be different.

VValue Definition User-defined. URL and context root of application when
yOU uSe secure connections.
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enf or ce. secure. web. access=

Modifiable Field

enfor ce.secur e.web.access

Field Description

AN HTTP request that is not atarget request. The upload,
or validation request is redirected to the same URL but uses
the value that is set in the secure.ur| parameter as a base.

Possible Values

True or False

Value Definition

True

The http request is redirected to the secure
url. Thisvalue is the default value.

False
The http request is not redirected to the
secure url.

[5) Note: When you change the value of this property, you
must restart the BigFix Remote Control Server service for

the new value to take effect.

enf or ce. secur e. endpoi nt. cal | hone=

Modifiable Field

enfor ce.secur e.endpoint.callhome

Field Description

Determines the url that is used by targets when they send
information to the BigFix Remote Control Server.

Possible Vaues

True or False

Vaue Definition

True

If an HTTP request is received from a
target, the request is redirected to the secure
url. The secure url is also returned in the
response form the server. Forces targets to
use the secure url when they contact the
BigFix Remote Control Server. When you
enable this property and you configure a
broker in your environment, you must set
the Server URL parameter in the broker
properties fileto HTTPS. Otherwise, the
broker does not redirect to the secure url and
the target cannot send information to the
server. Thisvaueisthe default value.

False

Targets are not forced to use the secure
url when they contact the BigFix Remote

Control Server. Falseisthe default value.
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[5) Note: When you change the value of this property, you
must restart the BigFix Remote Control Server service for
the new value to take effect.

enf or ce. secur e. endpoi nt . upl oad=

Modifiable Field enfor ce.secure.endpoint.upload

Field Description Determines whether the controller or target must use the
secure url to upload the recordings and audit information to
the server.

Possible Vaues True/ False

Vaue Definition True

If an HTTP upload or a validation request
isreceived, the server redirects the request
to an equivalent URL. The URL is built
with the value that is defined in secure.url
as abase. The server also uses the value of
secure.url as abase to provide the upload
and validation URL s to the controller and
target when the session starts. When you
enable this property and you configure a
broker in your environment, you must set
the Server URL parameter in the broker
propertiesfileto HTTPS. Otherwise, the
broker does not redirect to the secure url and
the target cannot send information to the
server. Thisvalueisthe default value.

False

If an HTTP upload or avalidation request is
received, the server does not redirect to the
secure url.

[5) Note: When you change the value of this property, you
must restart the BigFix Remote Control Server servicein
order for the new value to take effect.

enf or ce. secur e. webl ogon=

Modifiable Field enfor ce.secur e.weblogon

Field Description Forces the default logon from the server Ul to use HTTPS.
This property requires secure.ur| to be set with the full host
name.

Possible Values True/ False

V alue Definition True
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Log on requests from the BigFix Remote
Control Server Ul use HTTPS. HTTPS is
not shown in the url, but the logon page

with USERID/PASSWORD is posted by
using HTTPS. The URL that is defined in the
secure.url parameter isused. If secure.url is
set incorrectly, the logon does not succeed.
Enabling this parameter does not prevent
alogon request that uses HTTP through
another tool or page. Thisvalueisthe default
value.

False

Logon by using HTTP or HTTPS.
Whichever protocol that is used in the URL
that is entered in the browser is used.

enforce. secure. al | | ogon=

Modifiable Field

enfor ce.secur e.alllogon

Field Description

Force any logon action to use HTTPS, deny any non-
HTTPS logon. When you enable this property, you must set
secure.url with the full host name.

Possible Values

True/ False

Vaue Definition

True

Any logon attempt that usesHTTPis
rejected and redirected to the logon page.
Thisvaueisthe default value.

False

Logon by using HTTP or HTTPS.
Whichever protocol that is used in the URL
that is entered in the browser is used.

account . | ockout =

Modifiable Field

account.lockout

Field Description

Lock auser account after a consecutive number failed logon
attempts. Set to O to disable this function.

Possible Values

user defined

Vaue Definition

User-defined. Integer.

account . | ockout . ti neout =

Modifiable Field

account.lockout.timeout




Field Description
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If auser account islocked out due to consecutive failed
logon attempts, re-enable the account after thistime. The
period can be MIN, HOUR, DAY, MONTH.

[5) Note: This property is only valid when
account.lockout is enabled.

Possible Vaues

User-defined

Value Definition

User-defined. MIN, HOUR, DAY, MONTH. For example,
set to 5SMIN means that the account islocked for 5 minutes.
Set to 2DAY means that the account is locked for 2 days.

[5) Note: If left blank, the account is locked until manually
Set.

account . | ockout . al | oM ogonfronr

Modifiable Field

account.lockout.allowlogonfrom

Field Description

Use this property to allow users to log on from this host
even if their account islocked out due to consecutive
failed logon attempts. If your account is locked, you
can log on to the BigFix Remote Control Server from
the computers whose I P address is listed. For example,
192.0.2.1;192.0.2.2;

[5) Note: Itisimportant to end each host name with a
semi-colon.

Possible Vaues

User-defined -

Vaue Definition

User-defined. A list of 1P addresses separated by a semi-
colon. End the list with a semi-colon.

account . | ockout . reset. on. enmai | passwor d=

Modifiable Field

account.lockout.reset.on.emailpassword

Field Description

Determines whether alocked account is reset when the
user selects the forgotten password check box on the logon
Screen.

Possible Values

True/ Fase

Value Definition

True

The locked account is reset when the
password reset email is received from the
administrator.

False

The locked account is not reset when the
forgotten password request is received.
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[5) Note: Asthis property uses the forgotten password
feature, email must be enabled in the system.

al ways. use. preinstal |l ed. control |l er=

Modifiable Field

always.use.preinstalled.controller

Field Description

Determines whether an installed controller is used when you
start a managed session, rather than using Java Web Start.

Possible Values

True or False

Vaue Definition

True

Theinstalled controller is used when you
start a managed remote control session.

False

Theinstalled controller is not used when you
start a managed remote control session. This
value is the default value.

DO NOT EDIT THISLINE

i p. addr ess=

email . fronkE

Modifiable Field

email.from

Field Description

The email address to which users respond when they receive
email requests; in some cases, this email address might be
the same as the administrators email address.

Possible Values

User-defined. For example, t r c@xanpl e. com

Vaue Definition

Email address

emai | . adm n=

Modifiable Field

email.admin

Field Description

The email address of the administrator for reporting
problems to.

Possible Vaues

User-defined. For example, adm n@xanpl e. com

Vaue Definition

Email address

DO NOT EDIT THE FOLLOWING LINES

task. use. ot her.threads. queue.limt =

http =
audit.rel ative. url
upl oad. rel ati ve. url

addasset.rel ative.url =



call.honme.relative.url =
ons.relative.url =
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cal | . home. conmmand. par anet er s=

mat ch. on. assettag =

mat ch. on. conput ernane.if.valid.serial.or.uuid. stored =

THE FOLLOWING LINES CAN BE EDITED FOR YOUR ENVIRONMENT:

queue. processors =

Modifiable Field

QUELE.Processors

Field Description

Number of processors (CPUS) in the system that is running
the BigFix Remote Control Server Used to determine the
number of working threads that can be used by the BigFix
Remote Control Server program.

Possible Values

User-defined

Vaue Definition

User-defined integer

DO NOT EDIT THE FOLLOWING LINES

queue. max. l ength =

seri al i sed. queue. obj ect =

row. sanpl e =
character.width =

max. col utm. char act er. wi dt h
m n. t abl e. charact er.w dth

YOU CAN EDIT THE FOLLOWING FIELD:

use. scrol | abl e. tabl e

Modifiable Field use.scrollabletable
Field Description Determine whether you can scroll the results table.
Possible Values True or False.

Vaue Definition

True
Y ou can scroll the table.
False

Y ou cannot scroll the results table.

DO NOT EDIT THE FOLLOWING LINES

max.retries=
defaul t. query=
def aul t . pager ows=
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query. aut hori sed. queri es=

al | . users. query=

al | . ot her. users. query=

al | . groups. query=

sel ect ed. user. query=

sel ect ed. users. query=

sel ect ed. asset . query=

user. search. query=

asset . search. query=

sel ected. emai | . query=
schedul ed. t ask. query=
task.list.query=

al | . tasks=

report.list.query=
menu. | i nks. query=

menu. acti ons. query=
menu. t asks. query=

menu. static.|inks.query=
menuschedul ed. t ask. | og. query=
attachnents. query=

query. | at est. unprocessed. revi si on=
query. al | . unprocessed. r evi si ons=
guery. asset . count =

query. processed. i ncorrectly=
query. sel ect ed. t ask=

query.all.xm .revisions=

guery. users. asset s=
query. user. queri es=

query. asset. queri es=

query. unknown. pc. seri al =

query. upl oads. i n. peri od. defi ned=
query. aver age. upl oad. ti me=

query. unprocessed. security. assets=
query. new. assets. i n. peri od. defi ned=
guery. aver age. process. ti me=

query. processed. i n. peri od. defi ned=
query. sel ect ed. user. cust om query=
query. al |l .custom query=

query. sel ect ed. users. groups=
query. unprocessabl e. pc. asset s. count =
query. nenu.static.itenms=
search.limt.results =

max. keys =

Category Description: Action Authority Settings

DO NOT EDIT THE FOLLOWING LINES

updat e. passwor d. aut h=
updat e. det ai | s. aut h=
change. asset . owner . aut h=
add. user. aut h=
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al |l . user. aut h=

al | . asset . aut h=
all.customreports. aut h=
query. bui | der. aut h=
sear ch. aut h=
task. aut h=
reprocess. aut h=
group. aut h=

Vi ew. gr oup. aut h=

del et e. user. aut h=
emai |l .report.authority=
edit.printer. auth=
user.skill.aut h=
add. ti cket . aut h=
edit.ticket.auth=
setup.ticket. aut h=
edit.tabl e. auth=

edi t. probeset . aut h=
edi t. po. aut h=
rc.aut h=
asset.revisions =
asset . keep. basel i ne=

THE FOLLOWING LINE CAN BE EDITED FOR YOUR ENVIRONMENT:

del ete.target. aut h=

Modifiable Field delete.target.auth
Field Description Determines what level of accessis required to delete a target
when you use the Delete Target action.
Possible Values U, S A
V alue Definition U
User authority.
S

Super User authority.

Administrator authority. Thisvalueisthe
default value.

[5) Note: If you change the value of this property, you
must restart the server service for the new value to take
effect.

browse. t argets. aut h=
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Modifiable Field

browse.tar gets.auth

Field Description

Determines which levels of user authority see the Browse
option that is displayed in the Tar gets menu.

Possible Values

USA

Vaue Definition

U
User authority. All user authorities see the
Browse option in the Targets menu. This
value is the default value.

S
Super User authority. Only Super Users and
Admin users see the Browse option in the
Targets menu.

A

Administrator authority. Only Admin users
see the Browse option in the Tar gets menu.

[5) Note: If you change the value of this property, you
must restart the server service for the new value to take

effect.

view al |l .targets. aut h=

Modifiable Field view.all.tar gets.auth

Field Description Determines which levels of user authority see the All
tar gets option that is displayed in the Tar gets menu.

Possible Vaues USA

Vaue Definition

U
User authority. All user authorities see the
All targets option in the Targets menu. This
value isthe default value.

S
Super User authority. Only Super Users and
Admin users see the All targets option in the
Targets menu.

A

Administrator authority. Only Admin users
see the All targets option in the Targets
menu.

[5) Note:
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1. If you change the value of this property, you must
restart the server service for the new value to take
effect.

2. If the home page of auser is set to the All tar gets
report, the authority to view the report is determined by
the value of view.all.targets.auth. If they do not have
authority to view All tar gets, the Sear ch tar gets page
is displayed.

3. If you set view.all .tar gets.auth to Sor A, you must
set tar get.sear ch.minimum.nonwildcar ds to greater
than 1. Otherwise, users with user authority can use the
search targets page to display all of the targets.

sear ch. sessi on. hi story. aut h=

Modifiable Field

sear ch.session.history.auth

Field Description

Determines which levels of user authority sees the Search
option that is displayed in the Sessions menu.

Possible Values

USA

Vaue Definition

U

User authority. All user authorities see the
Sear ch option in the Sessions menu. This
value is the default value.

S
Super User authority. Only Super Users and
Admin users see the Sear ch option in the
Sessions menu.

A

Administrator authority. Only Admin users
see the Sear ch option in the Sessions menu.

[5) Note: If you change the value of this property, you
must restart the server service for the new value to take

effect.

Category Description: Schedules

DO NOT EDIT THE FOLLOWING LINES

schedul ed. upl oad=
update.client.fil es=
schedul ed. upl oad. i nterval =
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schedul ed. upl oad. queue. t hr eshol d=
schedul ed. upl oad. queue. | ookup. t hr eshol d=
schedul ed. updat e. denogr aphi cs=

schedul ed. denogr aphi cs. check. i nterval =
get.application.files.relative.url =

changed. sof t war e. upl oad =
changed. har dwar e. upl oad =

schedul ed. | aunch. on. st art up=

YOU CAN EDIT THE FOLLOWING LINES

Category Description - LDAP synchronization task

schedul ed. i nterval =

Modifiable Field

scheduled.interval

Field Description

The frequency in numeric value that the server must check
for scheduled tasks.

Possible Values

User-Defined

Value Definition

User-Defined. Positive Integer

[5) Note: If you change the value of this property, you
must restart the server service for the new value to take
effect.

schedul ed. i nt erval . peri od=

Modifiable Field

scheduled.interval.period

Field Description

The unit of time in which the server must check for
scheduled tasks.

Possible Values

minutes or hours or days

Vaue Definition

Minutes or Hours or Days

schedul ed. t ask. peri od=

Modifiable Field scheduled.task.period
Field Description The interval units to be used when scheduling tasks.
Possible Vaues minutes or hours or days

Vaue Definition

Minutes or Hours or Days

DO NOT EDIT THE FOLLOWING LINES

schedul er . use. queue=

task. process. xm . max. queue. | engt h=
task. process. fil es. max. queue. | engt h=
task. process. fil escan. max. queue. | engt h=
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task. process. software. security. | ength=

YOU CAN EDIT THE FOLLOWING LINES

DBCleaner isalooping utility that is used to clean up older log files that are based on age of entries

(in days). Frequency isin days. To disable cleaning, set the valueto -1.

dbcl eaner. | aunch. on. st art up=

Modifiable Field dbcleaner .launch.on.startup

Field Description Start dbCleaner when the server application starts.
Possible Vaues lor0O

Value Definition 1 to start dbCleaner. 0, do not start dbCleaner.

dbcl eaner . frequency=

Modifiable Field dbcleaner .frequency

Field Description Freguency the DBCleaner runs at in days
Possible Vaues Set to -1 to disable cleaning

Vaue Definition User-Defined - number of days

dbcl eaner. i nterval . peri od=

Modifiable Field dbcleaner .interval.period
Field Description Period the database |ogs are cleaned
Possible Vaues User-Defined. For example, mins, or hours, or days, or

months

Vaue Definition

User-Defined - number of days

server. | og. max. age=

Modifiable Field

server .log.max.age

Field Description

Maximum age of entriesin the server log file before they
are deleted.

Possible Values

User-Defined

Value Definition

User-Defined - number of days

DO NOT EDIT THE FOLLOWING LINE

tx. | og. max. age=

THE FOLLOWING LINES CAN BE EDITED FOR YOUR ENVIRONMENT:

task. | og. nax. age=
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Modifiable Field

task.log.max.age

Field Description

Maximum age of entriesin the task log table before they are
del eted.

Possible Values

User-Defined

Vaue Definition

User-Defined - number of days

transfers. history. max. age=

Modifiable Field

transfers.history.max.age

Field Description

Maximum age of entriesin the transfer table before they are
deleted.

Possible Vaues

User-Defined

Vaue Definition

User-Defined - number of days

user. access. max. age=

Modifiable Field

USEr .acCcess.max.age

Field Description

Maximum age of entriesin the access table before they are
del eted.

Possible Values

User-Defined

Vaue Definition

User-Defined - number of days

DO NOT EDIT THE FOLLOWING LINES:

| ogon. di scl ai mer =

THE FOLLOWING LINES CAN BE EDITED FOR YOUR ENVIRONMENT:

Category Description: Password Settings

password. encrypt =

Modifiable Field passwor d.encrypt

Field Description Determines whether passwords are encrypted in the
database.

Possible Vaues Yesor No

Vaue Definition Yes

Passwords are encrypted in the database.
No

Passwords are not encrypted in the database.

password. reuse=




BigFix Remote Control Administrator’s Guide | 23 - Editing the properties files | 211

Modifiable Field passwor d.reuse
Field Description Determines whether users can reuse passwords.
Possible Vaues Yesor No

Vaue Definition

Yes
Users can reuse passwords.
No

Users cannot reuse passwords.

expi re. new. passwor d=

Modifiable Field

expire.new.password

Field Description

Determines whether users are required to set their own
password after they receive the computer-generated

password.
Possible VValues True or False
Vaue Definition True

Users must set their own password after they
receive the computer-generated password.

False

Users do not have to set their own password
after they receive the computer-generated

password.

password. ti meout =

Modifiable Field passwor d.timeout

Field Description Determines whether passwords expire.
Possible Values True or False

VValue Definition True

Passwords expire.
False

Passwords do not expire.

password. ti meout . peri od=

Modifiable Field passwor d.timeout.period
Field Description Defines after how many days passwords expire.
Possible Values User-defined. The default value is 90.

Vaue Definition

User-defined integer
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passwor d. peri od=

Modifiable Field password.period

Field Description Maximum number of days before a password can be reused.
Possible Values User-defined

Vaue Definition User-defined integer

passwor d. check=

Modifiable Field passwor d.check
Field Description Determines whether to enable password rule checking.
Possible Values True or False

Value Definition

True

Passwords must follow certain rules. This
valueis the default value.

False

Passwords do not follow rules.

passwor d. nust . have. non. nuneri c=

Modifiable Field

passwor d.must.have.non.numeric

Field Description

Determines whether passwords must contain non-numeric
characters.

Possible Values

True or False

Value Definition

True

Passwords must contain non-numeric
characters. Thisvaueisthe default value.

False

Passwords do not need to contain non-
numeric characters.

passwor d. must . have. nuneri c=

Modifiable Field

password.must.have.numeric

Field Description

Determines whether passwords must contain numeric
characters.

Possible Vaues

True or False

Value Definition

True

Passwords must contain numeric characters.

Thisvalueisthe default value.
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False
Passwords do not have to contain numeric
characters.
passwor d. nust . have. non. al phanuneri c=
Modifiable Field passwor d.must.have.non.alphanumeric
Field Description Determines whether passwords must contain non-
al phanumeric characters.
Possible Values True or False
VValue Definition True

Passwords must contain non-al phanumeric
characters. This valueis the default value.

False

Passwords do not have to contain non-
alphanumeric characters.

password. mi n. | engt h=

Modifiable Field password.min.length

Field Description Minimum length of a password.
Possible Vaues User-defined. Default valueis eight.
Vaue Definition User-defined integer

passwor d. max. | engt h=

Modifiable Field password.max.length

Field Description Maximum length of a password.
Possible Values User-defined. Default value is fifteen.
Vaue Definition User-defined integer

passwor d. requi res. ni xedcase=

Modifiable Field passwor d.requires.mixedcase

Field Description The password must contain both lowercase and uppercase
characters.

Possible Vaues True or False

Vaue Definition True
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Passwords must contain both lowercase
and uppercase characters. Thisvalueisthe
default value.

False

Passwords do not need to contain both
lowercase and uppercase characters.

passwor d. max. sequence=

Modifiable Field

passwor d.max.sequence

Field Description

Maximum length of a sequence of characters. For example,
1234.

Possible Values

User-defined. Default value is three.

Vaue Definition

User-defined integer

passwor d. max. mat chi ng. sequenti al . char s=

Modifiable Field

passwor d.max.matching.sequential.chars

Field Description

Maximum number of repeating characters. For example,
111 aaa.

Possible Vaues

User-defined. Default value is two.

Vaue Definition

User-defined integer

passwor d. max. previ ous. char s=

Modifiable Field

passwor d.max.previous.chars

Field Description

Maximum number of sequential password characters that
can be reused in anew password.

Possible Values

User-defined. Default value is three.

Vaue Definition

User-defined integer

password. i terationcount

Modifiable field

passwor d.iterationcount

Field Description

Use to define the number of times that a password is hashed
before it is stored in the database.

Possible Vaues

User defined.

Value Definition

Default is 5000. The property has no maximum value. The
higher the iteration count, the longer it takes for someone to
try to break the password. However, the larger the iteration
count, the slower it isto log on to the server or to change

your password. A higher iteration count slows the system
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down. Therefore you must set it to avalue that is acceptable
to your environment and maintains acceptable performance.

DO NOT EDIT THE FOLLOWING LINE
tabl e. colum. internationalisation =
THE FOLLOWING LINES CAN BE EDITED FOR YOUR ENVIRONMENT:

csv. export.use. byt e. order. mar k=

Modifiable Field csv.export.use.byte.order.mark
Field Description Determines whether a Unicode UTF-8 Byte Order Mark
(BOM) isincluded at the start of the file when you export a
CSV file.
Possible Vaues True or False
Vaue Definition True
Include a Unicode UTF-8 Byte Order Mark
(BOM).
False
Do not include a Unicode UTF-8 Byte Order
Mark (BOM).
tsv. export. use. byt e. order. mark=
Modifiable Field tsv.export.use.byte.order.mark
Field Description Determines whether a Unicode UTF-8 Byte Order Mark
(BOM) isincluded at the start of the file when you export a
TSV file.
Possible Vaues True or False
V alue Definition True
Include a Unicode UTF-8 Byte Order Mark
(BOM).
False
Do not include a Unicode UTF-8 Byte Order
Mark (BOM).
edit.properties.show file.coments =
Modifiable Field edit.properties.show.file.comments
Field Description Determines whether you see the comments in the properties
file when you edit the properties in the server Ul.
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Possible Vaues 1/0
Vaue Definition 1
The comments are displayed when you edit
the properties.
0
The comments are not displayed when you
edit the properties.

edit. properties. show. transl at ed. comment s=

Modifiable Field

edit.properties.show.translated.comments

Field Description

Determines whether you see the available globalized
comments in the properties file when you edit the properties
in the server Ul.

Possible Vaues 1/0
Vaue Definition 1
The comments are displayed when you edit
the properties.
0

The comments are not displayed when you
edit the properties.

date.tinme.format=

Modifiable Field date.time.format

Field Description Defines the way dates and times are input into any date/time
fields

Possible Vaues User-defined

Vaue Definition

User-defined. For example, EEEE, dd MVWM yyyy,
HH mm ss

date.only. format

Modifiable Field date.only.format
Field Description Defines the way dates are input into any date only fields
Possible Vaues User-defined

Vaue Definition

User-defined. For example, EEEE, dd MW yyyy

time.only.format

Modifiable Field

time.only.format

Field Description

Defines the way dates are input into any date only fields




Possible Values
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User-defined

Vaue Definition

User-defined. For example, HH: nm ss

inval i d. macs =

Modifiable Field

invalid.macs

Field Description

List of target Mac addresses that are unacceptable to send to
the server in the target information.

Possible Values

User Defined for example - 000000000001

Value Definition

invalid.assettags =

Modifiable Field

invalid.assettags

Field Description

List of target assettags that are unacceptable to send to the
server in the target information.

Possible Values

User Defined for example, unknown

Vaue Definition

i nval i d. net. addr esses =

Modifiable Field

invalid.net.addr esses

Field Description

List of target network addresses that are unacceptable to
send to the server in the target information.

Possible Values

User Defined for example -0.0.0.0,127.0.0.0/8

Value Definition

report.tineout.frequency

Modifiable Field

report.timeout.frequency

Field Description

\When areport is generated its output is cached,

S0 that it can be reloaded without the application

going back to the database for the data. The property
report.timeout.frequency defines the time value that the
report output is cached for.

Possible Vaues

User Defined

Value Definition

report. manager. f requency

Modifiable Field

report.manager .frequency

Field Description

This property defines the time value for how often the
Report manager loops and re loads the report data from the
database
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Possible Values

User Defined

Vaue Definition

report. nmanager. peri od

Modifiable Field

report.manager.period

Field Description

Defines the time period that is used for
report.timeout.frequency and report.manager.frequency.

Possible Values

User Defined. For example seconds, minutes, hours. Default
is minutes

Vaue Definition

al | ow. t arget . group. overri de

Modifiable Field

allow.tar get.group.override

Field Description

Determines the group that atarget is made a member
of during a silent target installation when the
GROUP_L ABEL parameter is used.

Possible Values

True or False

Vaue Definition

True

The target is assigned to the target group that
the GROUP_L ABEL parameter defines.

False

Thetarget is assigned to the default
target group that is defined for the
default.group.name property.

def aul t. gr oup. nane

Modifiable Field default.group.name
Field Description Defines the name that is given to the default group of users
Possible Vaues User Defined. For example, DefaultGroup

Vaue Definition

Category Description: Default Non-Binary policies values

default.rc_def _inactivity

Modifiable Field

default.rc_def_inactivity

Field Description

Number of seconds to wait before the remote control
Session connection ends automatically after no session
activity.

Possible Values

User Defined - seconds
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Vaue Definition * 0 - disables the timer and the session does not time out.
*» Less than 60 - session times out after 60 seconds.
» Greater than 60 - session times out when the valueis

reached.
default.rc_def grace tinme =
Modifiable Field default.rc_def_grace time
Field Description Sets the number of seconds to wait for the target user to

respond before a session starts or times out, used with
Enable user acceptance for incoming connections.
Possible Vaues User-defined - O - 60 seconds

Vaue Definition If set to O, the session starts without displaying the user
acceptance window on the target. Default is 5

default.rc_def tineout_op =

Modifiable Field default.rc_def timeout_op

Field Description Determines what action is taken if the user acceptance
window timeout lapses. That is, the target user does not
click accept or refuse within the number of seconds defined
for Acceptance Gracetime

Possible Vaues ABORT or PROCEED
\ alue Definition Abort
Session is not started. Default is Abort.
Proceed
Session is started.

DO NOT EDIT THE FOLLOWING LINES

default.rc_def | ocal audit
default.rc_def _pre script =
default.rc_def post _script=

YOU CAN EDIT THE FOLLOWING LINES

default.rc_def script _op =

Modifiable Field default.rc_def_script_op

Field Description Determines what action is taken if the prescript execution
fails. A positive value or O is considered as a successful
run of the pre-session script. A negative value, script that
is not found, or not finished running within 3 minutesis
considered afailure.
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Possible Values

ABORT or PROCEED

Vaue Definition

Abort

If the prescript runis afail, the session does
not start.

Proceed
If the prescript run isafail, the session

continues.

default.rc_def insession ft

Modifiable Field

default.rc_def_insession_ft

Field Description

Controls the transfer of files during an Active session. Its
value determines the availability of the Send file or Pull
file optionsin the File Transfer menu within the controller
window.

Possible Vaues

NONE, BOTH, SEND, PULL

Vaue Definition

Set to NONE

The Send file and Pull file options are not
available for selection. No file transfers can
beinitiated.

Set toBOTH

The Send file and Pull file options are
available for selection. Files can be
transferred to the target and transferred from
the target. BOTH isthe default value.

Set to PULL

Only the Pull file option is available for
selection. Files can be transferred only from
the target.

Set to SEND

Only the Send file option is available for
selection. Files can be transferred only to the

target.

DO NOT EDIT THE FOLLOWING LINES

default.rc_def ft_actions =
default.rc_def _all owed tines
new. password. t enpl at e

access. request.request.tenpl ate
access. request . request. anon. tenpl ate




access.
access.
access.
access.

request.
request.
request.
request.
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reject.tenpl ate
reject.anon.tenpl ate
grant.tenpl ate

grant. anon. tenpl at e

YOU CAN EDIT THE FOLLOWING LINES

trc.feature.renote.install =

Modifiable Field

trc.feature.remote.install

Field Description

Determines the availability of the remote installation
function.

[5) Note: The remote installation feature is deprecated in
BigFix Remote Control VV9.1.3. Therefore, during a server
upgrade, if you select to keep existing properties, the value
of this property is still set to False by default.

Possible Vaues

True or False

Vaue Definition

True

The Remote Install function isavailablein
the Admin menu.

False

The Remote Install function is not available
in the Admin menu. This valueis the default
value.

[5) Note: If you change the value of this
property, you must restart the server service.

trc.feature. deni ed. program execution.list =

Modifiable Field

trc.feature.denied.program.execution.list

Field Description

Determines the availability of the Denied Program
Execution policy when you create groups or permissions

links.
Possible Vaues True/ Fase
Vaue Definition True

The Denied program execution list policy
is displayed on the Edit group screen and
the Manage Permissions screen.

False
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The Denied program execution list policy
is not displayed on the Edit group screen
and the M anage Per missions screen.

[5) Note: This feature works only on the following
operating systems

» Windows XP (32-bit editions only)
» Windows Server 2003 (32-bit editions only)

[5) Note: If you set this property back to true, after it is set
to false, you must restart the server service.

trc.ticket.all ow access =

Modifiable Field trc.ticket.allow.access
Field Description Determines the availability of the Request Access function.
Possible Vaues lorO

Vaue Definition

1
The Request Access option isdisplayed on
the start session screen. This option allows
the controller user to temporarily access a
target that they do not have permission to
access.

0

The Request Access option is not displayed
on the start session screen and the Request
Access menu item is disabled.

trc.ticket.allow all access

Modifiable Field

trc.ticket.allow.allaccess

Field Description

Determines the availability of the Request Access function
when a user who is not registered in BigFix Remote Control
tries to access by using the anonymous URL. For more
information about the anonymous URL and how to request
access to targets when you are not aregistered user in the
BigFix Remote Control Server, see the BigFix Remote
Control Controller User's Guide.

Possible Values

lorO

Vaue Definition

1
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The Request Accessto target screenis
displayed when the user typesin the
anonymous URL.

http://servernane/trc/
request AccessAnon. do

Where servername is the address of your
BigFix Remote Control Server.

0
The logon screen is displayed when the user
types in the anonymous URL.
trc.ticket.admn =
Modifiable Field trc.ticket.admin
Field Description Defines the user group of administrators who receive an
email when an access request is submitted.
Possible Vaues User defined. For example, Adminemail.
[5) Note:

1. The group name must be avalid user group that is
already defined in the server.

2. If thisfield isleft blank, the email addressthat is set
for the property email.admin receives an email when
an access request is submitted.

VValue Definition The group name must be already defined in the database.

trc.ticket.groupprefix =

Modifiable Field trc.ticket.grouppr efix

Field Description Defines the prefix that is assigned to the name of the
temporary user and target groups that are created when an
access request is granted.

Possible Values User-defined. For example. t$t

Vaue Definition The temporary groups names are in the format
PRG
\Where

P =trc.ticket.groupprefix property
* R = the request key value for the access request
» G =the group type U for user group, T for target

group.
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for exanple : t$t 5 U

trc.ticket.priority =

Modifiable Field

trc.ticket.priority

Field Description

Defines the default priority level for access request
permissions.

Possible Values

0,1,0or5

Vaue Definition

The priority value that is used when you set permissions for
an access request. The value overrides any other permission
values.

For example: 5 isthe highest priority. 5 overrides 1 and 1
overrides 0.

trc.default.request.priority

Modifiable Field

trc.default.request.priority

Field Description

Defines the priority value that is displayed first in the
priority list when you set the permissions for an access

request.
Possible Values 0,15
V alue Definition 0
Oisdisplayedfirstinthelist.
1
lisdisplayed first in the list.
5

5isdisplayed firstinthelist.

DO NOT EDIT THE FOLLOWING LINES

trc.ticket.tenp.usergrpupdesc

trc.ticket.tenp.targetgrpupdesc

THE FOLLOWING LINES CAN BE EDITED FOR YOUR ENVIRONMENT:

task. | ogdi stri buti on. enabl ed

‘Modifiable Field

task.logdistribution.enabled




Field Description
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Determines whether the logs that contain session
information are written to the BigFix Remote Control
Server.

Possible Vaues

True or False

Value Definition

True

The logs are written to the
server to the location defined by
t ask. | ogdi stri buti on. pat h.

False

The logs are not written to the server.

task. | ogdi stri bution. path

Modifiable Field

task.logdistribution.path

Field Description

Determines the location that the log file that contains
session information is written to on the server.

Possible Vaues

User defined. For example, c: \ | ogt ask\ | ogs

Value Definition

DO NOT EDIT THE FOLLOWING LINE

task.l ogdistribution.file

YOU CAN EDIT THE FOLLOWING LINES

registry.title. X =

Modifiable Field

registry.title.X

Field Description

Defines the name of the menu item that is displayed in the
registry keys menu. Use the menu to view the value for the
specific registry key that is defined by registry.key.X

Possible Vaues User defined. For example, Services.
V alue Definition X =0-09.

registry. key. X =
Modifiable Field registry.key.X

Field Description

Defines the path to a specific registry key that you can use
to view its value on the target.

Possible Values

User defined. For example, HKEY_LOCAL_MACHI NE
SYSTEM Curr ent Cont r ol Set\ Servi ces

Vaue Definition

X =0-9.
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nat.ip. support =

Modifiable Field nat.ip.support
Field Description Used to define the list of |P addresses that are used by the
server when a connection is made to atarget when NAT
addresses are present.
Possible Values 0,1,234
V alue Definition 0
| P=heartbeatlist.

Server uses the heartbeat list of |P addresses
to make a connection with the target.

IP= heartbeatlist; source

Server usesthe heartbeatlist list of IP
addresses then the source | P address to make
a connection with the target.

IP = source; heartbeatlist

Server uses the source | P address then the
heartbeatlist of |P addresses to make a
connection with the target.

IP = heartbeat; source

Server checksthe | P addresses that are

listed in the nat.exclude.list property to

see whether the source IP isthere. If it is

not, the server uses the heartbeatlist of IP
addresses and then source | P address to make
a connection with the target.

IP = source; heartbeat

Server checksthe IP addresses listed in the
nat.exclude.list property to see whether the
source [P isthere. If it is not, the server uses
the source | P and then the heartbeatlist of
IP addresses to make a connection with the
target.

nat . excl ude. list =
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Modifiable Field

nat.exclude.list

Field Description

Definesalist of NAT addresses that are ignored by the
server.

Possible Values

User defined.

Vaue Definition

mat ch. al | ow. dat a. changes

Modifiable Field

match.allow.data.changes

Field Description

Is used to find amatch for atarget in the database if a
perfect match cannot be found. For more information about
how targets are registered, see Ensure targets are registered
correctly (on page 163).

Possible Vaues

True or False

Vaue Definition

True

Thisvalue isthe default value. When set to
true, abest match is considered if al but 1 of
the 4 perfect match criteria match an already
registered target.

False

If the perfect match processis enabled

and no match isfound for all 4 of the
target criteria, the best match option is not
considered. Depending on the value of
match.change.notifications, if no matchis
found then anew target entry is created in
the database.

mat ch. conmput er name. onl y

Modifiable Field

match.computer name.only

Field Description

Determines whether atargets computer name is used to see
whether it is already registered with the BigFix Remote
Control Server. When atarget contacts the server, its
computer name is compared to the computer names of the
targets that are already registered with the server. If amatch
isfound, the details of the matched target are updated. If

no match is found, a new target entry is created. For more
information about how targets are registered, see Ensure
targets are registered correctly (on page 163).

Possible Values

True or False

Value Definition

True
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When atarget contacts the server, the

targets computer name is checked against

the computer names of already registered
targets. If amatch isfound, the details of the
matched target are updated with the details of
the target that is contacting the server. If no
match isfound, a new target entry is created.

False

When atarget contacts the server, the targets
computer name is not used to see whether the
target is aready registered with the server.

mat ch. gui d. onl 'y

Modifiable Field

match.guid.only

Field Description

Determines whether atargets guid is used to see whether

it is already registered with the BigFix Remote Control
Server. When atarget contacts the server, itsguid is
compared to the guid values of the targets that are already
registered with the server. If amatch isfound, the details
of the matched target are updated. If no match isfound,

a new target entry is created. For more information about
how targets are registered, see Ensure targets are registered
correctly (on page 163).

Possible Values

True or False

Vaue Definition

True

When atarget contacts the server, the targets
guid is checked against the guid values

of already registered targets. If amatch is
found, the details of the matched target are
updated with the details of the target that is
contacting the server. If no match isfound, a
new target entry is created.

False

When atarget contacts the server, the targets
guid is not used to see whether the target is
already registered with the server.

mat ch. change. noti fication

Modifiable Field

match.change.notification

Field Description

Use this property to force atarget to save its configuration
details locally. If any of the target details change, it can




BigFix Remote Control Administrator’s Guide | 23 - Editing the properties files | 229

send the old details and its current details to the server. The
details can be used to try to find a match in the database.
For more information about how targets are registered, see
Ensure targets are registered correctly (on page 163).
Possible Values True or False

Value Definition True

Thisvaueisthe default value. The target
savesits details locally to afile called

tgt _info.proprties.Whenthetarget
contacts the server, it sendsits old details and
its new details. The old details are used to try
to find a perfect match for the target in the
database.

False

The old target details are not sent to the
server and the new changed details are

used to try to find a match. However if

only one of the 4 criteria changes and the
match.allow.data.changes property is set to
true, then a best match islooked for.

rc.tnr.at.registration =

Modifiable Field rc.tmr.at.registration

Field Description Determines whether atarget is assigned to target groups by
using rulesthe first time it registers with the BigFix Remote
Control Server

Possible Vaues True or False

Vaue Definition True

When atarget contacts the server for the
first time, its computer name and | P address
is compared to the computer names and

IP addresses that are defined in the target
membership rules. If amatch isfound, the
target is assigned to the target groups that are
defined in the matching rules.

False

When atarget contacts the server for the
first time, the targets computer name and IP
address are not checked against any defined
rules.

rc.tnr.at.every.call home =
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Modifiable Field

rc.tmr.at.every.callhome

Field Description

Determines whether atarget is assigned to target groups
by using rules every time it contacts the BigFix Remote
Control Server

Possible Vaues

True or False

Vaue Definition

True

Every time that atarget contacts the server its
computer name and | P address are compared
to the computer names and | P addresses that
are defined in the target membership rules.

If amatch isfound, the target is assigned

to the target groups that are defined in the
matching rules. Therefore, the targets group
membership is recalculated every time that it
contacts the server.

False

Every time that atarget contacts the server
its computer name and | P address are not

checked against any defined rules.

rc.tnr.at.triggered. call hones

Modifiable Field

rc.tmr.at.triggered.callhomes

Field Description

Determines whether atarget is assigned to target groups by
using rules any time it contacts the BigFix Remote Control
Server because of achange to its configuration or when it
comes online.

Possible Values

True or False

Value Definition

True

When atarget contacts the server because

of aconfiguration change or when it comes
online, its computer name and IP address

are compared to the computer names and

I P addresses that are defined in the target
membership rules. If amatch isfound, the
target is assigned to the target groups that are
defined in the matching rules.

False

Any time atarget contacts the server because
of a configuration change or when it comes
online, its computer name and |P addressis
not checked against any defined rules.
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rc.tnr.at.rul es. change =

Modifiable Field rc.tmr.at.rules.change

Field Description \When aruleis added, edited, or deleted. Determines
whether the target group membership is altered for targets
that were assigned to target groups by using rules.
Possible Vaues True or False

Vaue Definition True

Applies to targets whose group membership
was assigned by using rules. Their group
membership is recalculated whenever arule
is added, edited, or deleted.

False

Appliesto targets whose group membership
was assigned by using rules. Their group
membership is not recalculated whenever a
ruleis added, edited, or deleted.

DO NOT EDIT THE FOLLOWING LINES

hb. ti meout . | ookup. node
hb. ti meout. att. defn

THE FOLLOWING LINE CAN BE EDITED FOR YOUR ENVIRONMENT:

oracl e.increnent. keys. off =

Modifiable Field or acle.increment.keys.off

Field Description Used as aworkaround for adriver bug in the Oracle JDBC
versions 5 & 6 driversthat are included with Oracle 119

Possible Vaues lorO

V alue Definition 1

Set to 1if you are using the Oracle JIDBC
versions5 & 6 drivers.

Set to 0 if you are using JDBC 4 drivers
(Oracle 10i) or if future versions of the JDBC
driver address the get autogenerated keys
bug.
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def aul t . honepage. net hod=

Modifiable Field default.nomepage.method

Field Description Used to determine whether the default home pageisa
report, or the search targets page. This property is useful if
you have numerous targets in the BigFix Remote Control
database. The default home page that is set by the server is
the All tar gets report. The report can take some time to load
if you have numerous targets. Then you must scroll through
the report to find the relevant target. If you set the search
page as the home page, you can search for specific targets ag
Soon as you log on.
Possible Vaues report or search
Vaue Definition report

The default home page is set to the

report that is defined by the query in the
default.query property. By default it isthe
All targetsreport.

search
The default home page is set to the search
targets page.

[5) Note: This property is overridden if ahome pageis
already defined. For example,

* The user defines their own home page.
» A home page is defined for the user groups that the
user belongsto.

For more information about setting a home page, see
M anage the home page for a user or group (on page 132).

wor kar ound. r dp. consol e. w2k3 =

Modifiable Field wor karound.rdp.consolew2k3

Field Description Used as aworkaround for a Windows 2003 limitation.

A remote control session cannot capture the display if a
remote desktop session has taken place or istaking place on

the target.
Possible Values 0,1or2
Vaue Definition \When a Remote Desktop user uses the /admin or /console

option to start a Remote Desktop session with a Windows
Server 2003 system and an BigFix Remote Control user
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starts a remote control session before, during or after the
Remote Desktop session, remote control is unable to capture
the display. Theresult isthat agray screenisdisplayedin
the controller. Thisissueisalimitation in Windows Server
2003. Therefore, this property provides a workaround that
will reset the Windows session either after each Remote
Desktop session ends, or before an BigFix Remote Control
session starts, depending on the value selected.

0

The workaround is disabled. Thisvalueisthe
default value.

Reset the session automatically when a
remote control session is started.

[5) Note: The Windows sessions take a
couple of minutesto initialize and a blank
desktop is displayed on the controller until
theinitialization is complete. A messageis
displayed to inform the controller user that
the session is being reset and it might take a
few minutes.

Reset the session automatically when the
Remote Desktop user logs out.

@ Note:

1. The value set for this property appliesto all targets that
are registered with the server. Y ou can set an attribute
for atarget group to limit the action to selected targets.
For more information about the attribute, see Creating
target groups (on page 42). If the server property has a
different value to the target group attribute, the target
group value takes precedence for those targets who are
members of the specific target group.

2. If aRemote Desktop session (admin or console) isin
progress when the controller attemptsto connect to a
target, amessage is displayed to the controller. The
message provides details of the Remote Desktop user
and the | P address and computer name that the session
isrunning from.
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foll ow acti ve. sessi on

Modifiable Field follow.active.session

Field Description If set to Y es, the controller connects to the active session in
the target, even if this session is a Remote Desktop session.
Thisfeature is available in BigFix Remote Control v9.1.2
IFO002 and later versions and is supported on the following
Microsoft™ Windows operating system versions:

» Microsoft Windows Vista
» Microsoft Windows 7

» Microsoft Windows 8

» Microsoft Windows 8.1

» Microsoft Windows 10

This feature is not supported on any server edition of
Microsoft Windows.

Possible Vaues Yes, No

Vaue Definition Yes

Support for Remote Desktop sessionsis
enabled.

The BigFix Remote Control controller
connects to the active session in the target,
even if the active session is a Remote
Desktop session.

No

No change in configuration and the controller
connects only to the physical consolein

the target, even if there is an active Remote
Desktop session.

|;?|7| Note:

The value set for this property appliesto all targets that
are registered with the server. Y ou can set an attribute for
atarget group to limit the action to selected targets. For
more information about the attribute, see Creating target
groups (on page 42). If the server property has a different
value to the target group attribute, the target group value
takes precedence for those targets who are members of the
specific target group.

target.search. m ni mum nonw | dcards =
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Modifiable Field tar get.sear ch.minimum.nonwildcards

Field Description Sets the minimum number of non-wildcard characters that
are allowed to be entered when you search for atarget.

Possible Vaues User-defined integer, default is 0.

Vaue Definition Determines the minimum non-wildcard characters that

must be entered in the search targets field on the search
targets page. For example set to 2 means that at least 2
non-wildcard characters must be entered. For example, se
or t e. If you enter |ess than the minimum characters, the
following error is displayed on the screen - The search
string nmust contain at |east X non-wldcard
char acters. Xisthevalue set inthe property.

[5) Note: If you set view.all.targets.auth to S or A, you
must set tar get.sear ch.minimum.nonwildcar ds to greater
than 1. The reason is to prevent users who have user
authority from using the search targets page to display all
targets.

target. search. maxi mum wi | dcards =

Modifiable Field tar get.sear ch.maximum.wildcar ds

Field Description Sets the maximum number of wildcard characters that are
allowed to be entered when you search for atarget. The
wildcard charactersthat are allowed are *, %, * and _.
Possible Vaues User-defined integer, default is 0.

Vaue Definition The value set determines the maximum number of wildcard
characters that you can enter in the search targetsfield, on
the search targets page. For example, set to 1 means that
only 1 wildcard character can be entered. For example, se*
or t e*. If you enter more than the maximum characters the
following error is displayed on the screen - The nunber of
Wi | dcards in the search string cannot exceed X
. X isthe value set in the property.

To reduce the volume of unnecessary heartbeats, the following properties can be
configured.

heartbeat.retry =

Modifiable Field lheartbeat.retry
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Field Description

If atarget cannot contact the BigFix Remote Control Server,
use this property to define the number of minutes that the
target waits before it tries to contact the server again.

Possible Vaues

User-defined, minutes

Value Definition

Default is 10.

heart beat . del ay=

Modifiable Field

heartbeat.delay

Field Description

The maximum delay in minutes that a target waits between
sending heartbeats to the BigFix Remote Control Server.

Possible Values

User-defined: minutes

Vaue Definition

Default is 20 minutes. Prevent multiple heartbeats in quick
succession by delaying the actual heartbeat when a heartbeat

istriggered.

heart beat . on. wake =

Modifiable Field

heartbeat.on.wake

Field Description

Trigger a heartbeat when the target system wakes from
standby or hibernation.

Possible Vaues lorO
Vaue Definition 1
Trigger a heartbeat when the target system
wakes from standby or hibernation.
0

Do not trigger a heartbeat when the target
system wakes from standby or hibernation.
Thisvaueisthe default value.

hear t beat . on. user change

Modifiable Field heartbeat.on.user change
Field Description Trigger a heartbeat when a user logs on or off
Possible Values lorO

Vaue Definition

1

Trigger a heartbeat when a user logs on or
off. Thisvalue is the default value.
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Do not trigger a heartbeat when a user logs

on or off.
heart beat . on. change =
Modifiable Field heartbeat.on.change
Field Description Trigger a heartbeat when any of the valuesincluded in a
heartbeat change.
Possible Vaues lor0O
Vaue Definition 1
Trigger a heartbeat when any of the values
included in a heartbeat change. Thisvalueis
the default value.
0

Do not trigger a heartbeat when any of the
valuesincluded in a heartbeat change. This
valueisthe default value.

heart beat . on. stop =

Modifiable Field heartbeat.on.stop

Field Description Trigger a heartbeat when the target is stopped or the system
is shutting down

Possible Values lorO

Vaue Definition 1

Trigger aheartbeat when the target is
stopped or the system is shutting down.

Do not trigger a heartbeat when thetarget is
stopped or the system is shutting down. This
value is the default value.

[5) Note: HeartBeatOnStop set to 1 is not recommended
unless HeartBeatDelay is set to 0. Otherwise, remote
control sessions cannot be started while the heartbeat is
being delayed.

br oker. code.l ength =

Modifiable Field lbroker .code.length
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Field Description

Determines the number of characters that are required to be
entered for the connection code. Enter the connection code
when you start aremote control session through an internet
connection broker.

Possible Values

User-defined integer.

Vaue Definition

Default is 7. Thereis no limit to the number of characters
that can be set. However, you must use your discretion
when you set the value.

br oker . code. ti nmeout

Modifiable Field

broker.code.timeout

Field Description

Determines the number of seconds the connection code
timer counts down from before anew code is needed. The
timer is displayed on the controller when you start aremote
control session by using a broker.

Possible Values

User defined.

Value Definition

Default is 900.

broker.trusted. certs.required

Modifiable Field broker .trusted.certs.required

Field Description Determines whether strict certificate validation is enabled.
Possible Vaues true or false.

\ alue Definition true

Strict certificate validation is enabled. This
valueis the default value.

false
Strict certificate validation is disabled.

rc.recording. fil enane. f or mat

Modifiable Field

rc.recor ding.filename.for mat

Field Description

Specifies the file name format that is used in the server to
store the recordings

Possible Vaues

User defined. Some formatting variables can be added to the
file name to customize it

Vaue Definition

For example, trcrecordi ng_ %6 %O %l.trc

\Where %S s placeholder for the session ID of the recording

%D is placeholder for the date of the recording
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0T is placeholder for the time stamp of the recording

%%H is placeholder for the host name of the target

rc.enforce.secure.registration =

Modifiable Field

rc.enfor ce.secure.registration

Field Description

Determines whether secure authentication is required when
targets call home to the server.

Possible Values

true or false

Vaue Definition

true

Secure target registration is enabled. Secure
tokens are used to authenticate a target when
it contacts the server. Thisdefault valueis
true.

false
Secure target registration is disabled.

For more information about secure tokens and how they are
used, see Secure target registration (on page 28).

common.properties

index.titl e=

Modifiable Field index.title

Field Description Title of the Application

Possible Vaues User defined. For example, BigFix Remote Control
Vaue Definition

DO NOT EDIT THE FOLLOWING LINES

product =

j ndi . cont ext =

YOU CAN EDIT THE FOLLOWING LINES

dat asour ce. cont ext =

Modifiable Field

datasour ce.context

Field Description

Defines the jndi name for the database.
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Possible Values

User Defined. For example, j dbc/ t r cdb.

Vaue Definition

fips.conpliance=

Modifiable Field

fips.compliance

Field Description

Used as part of the process for enabling FIPS compliance
on the server. For more information about enabling FIPS
compliance, see the BigFix Remote Control Installation
Guide.

Possible Vaues

True or False

Value Definition

True

Used as part of the process for enabling FIPS
compliance on the server. Y ou must also
follow the instructions in the BigFix Remote
Control Installation Guide for enabling FIPS
compliance.

False

FIPS compliance is not enabled.

sp800131a. conpl i ance=

Modifiable Field

5p800131a.compliance

Field Description

Used as part of the process for enabling NIST SP800-131A
compliance on the server. For more information about
enabling NIST SP800-131A compliance, see the BigFix
Remote Control Installation Guide.

Possible Values

True or False

Value Definition

True

NIST SP800-131A complianceis enabled.
Used as part of the process for enabling
NIST SP800-131A compliance on the server.
Y ou must also follow the instructions in the
BigFix Remote Control Installation Guide
for enabling NIST SP800-131A compliance.

False

NIST SP800-131A complianceis not
enabled.

https.strict.validation=

‘Modifiable Field

https.strict.validation
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Field Description To enable strict validation of HTTPS certificates by the
controller component in a managed session.

Possible Values True or False

V alue Definition True

The controller uses the system truststore to
verify HTTPS connections to the server.
The connection failsif the certificate is not
trusted.

False

HTTPS connections are not verified.

aut henti cati on. LDAP=

Modifiable Field authentication.L DAP
Field Description Determines whether LDAP authentication is used
Possible Values True or False
Vaue Definition True
LDAP authentication is used
False
LDAP authentication is not used

aut henti cati on. LDAP. confi g=

Modifiable Field authentication.L DAP.config

Field Description Name of the propertiesfile that contains the LDAP
properties

Possible Vaues User Defined for example - |dap.properties

Vaue Definition

sync. LDAP=
Modifiable Field sync.LDAP
Field Description Use to enable the synchronization of the users and group
from Active Directory with the BigFix Remote Control
database.
Possible Vaues True or False
VValue Definition True

The LDAP server is synchronized with the
BigFix Remote Control database to reflect
any changes that are made in LDAP.

False
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No synchronization takes place.

sso0. enabl ed=

Modifiable Field

sso.enabled

Field Description

Use this option as part of the configuration to enable SAML
2.0 Single Sign-on (SSO). For more information about
configuring SSO, see Configure SAML 2.0 authentication
on the server (on page 30). If you change the value of this
property, you must restart the BigFix Remote Control server
service.

Possible Values

True or False

Vaue Definition

True

SSO is enabled. However, further
configuration is aso needed.

False

SSO isdisabled. Thisvalueisthe default
value.

DO NOT EDIT THE FOLLOWING

application.log.file

appl i cation. resources
defaul t. properties. 0=
defaul t. properties. 1=
defaul t. properties. 2=
defaul t. properties. 3=
generi c. dat abase. creat e=
generi c. dat abase. directory=
generi c. dat abase. popul at e=
db. scripts.use. new. | i ne=

THE FOLLOWING LINE CAN BE EDITED FOR YOUR ENVIRONMENT:

properties. backup. archi ve=

Modifiable Field properties.backup.archive

Field Description Number of copies of the property backups to keep
Possible Vaues User-defined Integer

V alue Definition

DO NOT CHANGE THE FOLLOWING FIELDS
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common. schema

aut o. i ncrenent . keys

aut omati cal | y. adj ust . dat abase
user.table. 1

user.table. 2

THE FOLLOWING LINES CAN BE EDITED FOR YOUR ENVIRONMENT:

users.title.required=

Modifiable Field users.titlerrequired

Field Description \Whether the title field is required to be completed on the
screens where user information is submitted to the database.

Possible Values True or False

Value Definition True

Thetitle field must be completed.

False

Thetitleis not required.

users. forenane. requi red=

Modifiable Field user s.forename.required

Field Description \Whether the forename field is required to be completed
on the screens where user information is submitted to the
database.

Possible Vaues True or False

Vaue Definition True

The forename field must be completed.

False

The given name is not required.

users. surname. requi red=

Modifiable Field user s.surname.requir ed
Field Description \Whether the surnamefield is required to be completed
on the screens where user information is submitted to the
database.
Possible Values True or False
Vaue Definition True
The surname field must be compl eted.
False
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The surname is not required.

users.country.required=

Modifiable Field

users.country.required

Field Description

\Whether the country field is required to be completed
on the screens where user information is submitted to the
database.

Possible Values

True or False

Vaue Definition

True
The country field must be completed.
False

The country is not required.

users. userid. required=

Modifiable Field

users.userid.required

Field Description

\Whether the userid field is required to be completed on the
screens where user information is submitted to the database.

Possible Values

True or False

Vaue Definition

True
The userid field must be completed.
False

The user ID is not required.

users. address_1. required=

Modifiable Field users.address 1.required
Field Description \Whether the addressl field is required to be completed
on the screens where user information is submitted to the
database.
Possible Values True or False
Vaue Definition True
The addressl field must be completed.
False
Information is not required in the addr essl
field.

users. address_2. required=

Modifiable Field

lusers.address 2.required
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Field Description \Whether the address2 field is required to be completed
on the screens where user information is submitted to the
database.
Possible Vaues True or False
Vaue Definition True
The address2 field must be completed.
False
Information is not required in the addr ess2
field.
users. enmail . required=
Modifiable Field users.email.required
Field Description \Whether the email field is required to be completed on the
screens where user information is submitted to the database.
Possible Values True or False
VValue Definition True

The email field must be completed.

False

The user's email address is not required.

users.town. required=

Modifiable Field users.town.required

Field Description \Whether the town field is required to be completed on the
screens where user information is submitted to the database.

Possible Values True or False

VValue Definition True

The town field must be completed.

False

Thetown is not required.

users. post code. requi red=

Modifiable Field user s.postcode.required

Field Description \Whether the postcode field is required to be completed
on the screens where user information is submitted to the
database.

Possible Vaues True or False

Vaue Definition True
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The postcode field must be compl eted.
False

The postcode is not required.

users. ni cknane. requi r ed=

Modifiable Field users.nickname.required

Field Description \Whether the nickname field is required to be completed
on the screens where user information is submitted to the
database.

Possible Vaues True or False

Vaue Definition True

The nickname field must be completed.
False

The nickname is not required.

users.tel _no.required=

Modifiable Field

users.tel_no.required

Field Description

\Whether the tel_no field isrequired to be completed on the
screens where user information is submitted to the database.

Possible Values

True or False

Vaue Definition

True
Thetel_no field must be completed.
False

The telephone number is not required.

users. nob_no. requi r ed=

Modifiable Field

users.mob_no.required

Field Description

\Whether the mob_no field is required to be completed
on the screens where user information is submitted to the
database.

Possible Values True or False
Vaue Definition True
The mob_no field must be compl eted.
False

The mobile number is not required.

users. enpl oyeei d. requi red=
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Modifiable Field

users.employeeid.required

Field Description

\Whether the employeeid field is required to be completed
on the screens where user information is submitted to the
database.

Possible Vaues

True or False

Vaue Definition

True
The employeeid field must be completed.
False

The employee ID is not required.

users. departnent.required=

Modifiable Field

user s.department.required

Field Description

\Whether the department field is required to be completed
on the screens where user information is submitted to the
database.

Possible Values

True or False

Vaue Definition

True
The department field must be completed.

False

The department is not required.

users. | ocation.required=

Modifiable Field

user s.location.required

Field Description

\Whether the location field is required to be completed
on the screens where user information is submitted to the
database.

Possible Values

True or False

Value Definition

True
The location field must be completed.
False

The location is not required.

users. password. requi red=

Modifiable Field

user s.password.required

Field Description

\Whether the password field is required to be completed
on the screens where user information is submitted to the
database.

Possible Values

True or False
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Vaue Definition

True
The password field must be completed.
False

The password is not required.

THE FOLLOWING 9 FIELDSARE USED FOR COLLECTING ADDITIONAL USER

DATA

user _i nfo. cust onX. requi r ed=

Modifiable Field user_info.customX.required

Field Description More User information - X=1-9
Possible Values True or False

V alue Definition True for required False for not required

users. display.left.x=

Modifiable Field user s.display.left.X

Field Description Display on the registration screen left side. X =0ton
Possible Vaues User Defined for example, users.surname

V alue Definition

users. display.right.x=

Modifiable Field users.display.right.X

Field Description Display on the registration screen right side. X =0ton
Possible Vaues User Defined for example, users.surname

V alue Definition

limt.recently.accessed=

Modifiable Field

limit.recently.accessed

Field Description

Max. number of recently accessed targets to display when
the recently accessed action is performed

Possible Values

User-Defined integer

Vaue Definition

User defined

sql . nessages. max| en=

Modifiable Field

s0l.messages.maxlen

Field Description

The maximum number of characters that can be displayed in
report-related messages before the messages are truncated.

Possible Vaues

Any number >= 1
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Vaue Definition

The maximum number of characters are displayed in the
message, followed by "...."

DO NOT EDIT THE FOLLOWING LINES

export.data.directory
file.upload.directory
trc.ticket.expiry
eg2.file.directory

|dap.properties

This section describes the architecture of the Idap.propertiesfile.

Thisisonly used if COMMON.PROPERTIES authentication LDAPconfigis1

| dap. connecti onNane

Modifiable Field

Idap.connectionName

Field Description

The username used to authenticate to aread-only LDAP
connection. If left blank, an anonymous connection is
attempted

Possible Values

User defined for example, administrator@example.com

Value Definition

User defined

| dap. connecti onPasswor d

Modifiable Field

Idap.connectionPassword

Field Description

The password used to establish aread-only LDAP
connection. The password can be entered here in plain text
or it can be encrypted.

Possible Values

User defined

Value Definition

User defined

| dap. connecti onURL

Modifiable Field Idap.connectionURL
Field Description URL of the LDAP server
Possible Vaues User defined for example:ldap://Idap.server.com

Value Definition

| dap. security_aut hentication=
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Modifiable Field

Idap.security _authentication

Field Description

Specifies the security level to use. If this property is
unspecified, the behavior is determined by the service
provider.

Possible Vaues none, simple, strong
Vaue Definition String
| dap. gr oupNane=
Modifiable Field Idap.groupName
Field Description LDAP group name
Possible Vaues User Defined for example:ldapGroup

Vaue Definition

| dap. gr oupNaneTri m=

Modifiable Field Idap.groupNameTrim
Field Description Specifies whether the group name must be trimmed .
Possible Vaues True or False

Vaue Definition

| dap. groupDescri pti on=

Modifiable Field Idap.groupDescription
Field Description Field for group description
Possible Vaues User defined for example : description

Vaue Definition

| dap. gr oupMenber s=

Modifiable Field Idap.groupMembers
Field Description Specifies user membership within a group
Possible Vaues User Defined
Value Definition
| dap. gr oupBase=
Modifiable Field Idap.groupBase

Field Description

Defines the starting location for the search of the LDAP
groups. The Distinguished Name (DN) specified will
indicate the location in the directory structure in which all
groups are contained.

Possible Values

User Defined
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|dap.groupBase=OU=Groups,OU=MyL ocation,
DC=MyCompany,DC=com

Value Definition

| dap. groupSear ch=

Modifiable Field

Idap.groupSearch

Field Description

Definesthe LDAP query that is used to import AD groups
to BigFix Remote Control. The defined query needsto filter
the results such that only those groups that are needed are
imported to BigFix Remote Control.

Possible Values

User Defined for example :

| dap.groupSearch=(objectClass=group) = Imports all
AD groupsto BigFix Remote Control. Be aware some
environment can have thousands of groups.

Value Definition

| dap. gr oupSubt r ee=

Modifiable Field

Idap.groupSubtree

Field Description

If set to true, BigFix Remote Control will search recursively
through the subtree of the element specified in the

Idap.gr oupBase parameter for groups associated with a
user. If left unspecified, the default value of false causes
only the top level to be searched (a nonrecursive search).

Possible Values

True or False

Value Definition

| dap. user Password

Modifiable Field Idap.user Passwor d
Field Description Password field
Possible Vaues User Defined
\ alue Definition
| dap. user Emai | =
Modifiable Field Idap.user Email
Field Description LDAP field for Email
Possible Vaues User Defined for example: userPrincipalName

Value Definition

| dap. useri d=
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Modifiable Field Idap.userid
Field Description LDAP field for userid
Possible Vaues User Defined

Vaue Definition

If the following parameters are defined they is mapped into the local database

| dap. f or enane=

Modifiable Field Idap.forename
Field Description LDAP field for forename
Possible Values User Defined

Vaue Definition

User defined string

| dap. sur nane=

Modifiable Field Idap.surname
Field Description LDAP field for surname
Possible Values User defined

Vaue Definition

User defined string

| dap.title=
Modifiable Field Idap.title
Field Description LDAP field for title
Possible Values User Defined

Vaue Definition

User defined string

| dap.initials=

Modifiable Field Idap.initials
Field Description LDAPfield for initials
Possible Values User Defined

Vaue Definition

User defined string

| dap. conpany=
Modifiable Field Idap.company
Field Description LDAP field for company
Possible Values User Defined

Vaue Definition

User defined string

| dap. depart nment =
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Modifiable Field Idap.department

Field Description LDAP field for department
Possible Values User Defined

Vaue Definition User Defined string

| dap. t el ephone=

Modifiable Field Idap.telephone

Field Description LDAP field for telephone
Possible Vaues User defined

Vaue Definition User defined string

| dap. nobi | e=

Modifiable Field Idap.mobile
Field Description LDAP field for userid
Possible Vaues User defined
Vaue Definition User defined
| dap. st at e=
Modifiable Field Idap.state
Field Description LDAPfield for state
Possible Vaues User defined
Vaue Definition User defined string

| dap. country=

Modifiable Field Idap.country

Field Description LDAP field for country
Possible Vaues User defined

Vaue Definition User defined string

| dap. user Base=

Modifiable Field

Idap.user Base

Field Description

the base of the sub tree containing users. If not specified, the search
base is the top-level context.

Possible Values

User Defined

for exanpl e
| dap. user Base=0U=User s, OU=MyLocat i on, DC=MyConpany, DCH

Vaue Definition

com
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| dap. user Sear ch=

Modifiable Field Idap.user Sear ch
Field Description Pattern to use for searches
Possible Vaues for example

(userPrincipalName={ 0} @ActDirTest.SDC.COM)

Vaue Definition

All users who match the search criteria are imported into the}
BigFix Remote Control database. To limit this further you
can use the ldap.user InGroup parameter.

| dap. user Subtr ee

Modifiable Field Idap.user Subtree

Field Description Search up the subtree

Possible Values True or False

Value Definition True for search the subtree, False do not search

| dap. user | nG oup

Modifiable Field

Idap.user InGroup

Field Description

Determines whether a user who matches the user search
criteria also has to be amember of the groups found in the

group search.
Possible Vaues True or False
Vaue Definition True

only users who match the user search criteria
and are members of the groups found in the
group search are imported.

False

all users who match the user search criteria
regardless of their group membership are
imported.

[5) Note: Users are imported into the DefaultGroup as well

as any other groups that they belong to.

log4j.properties

This section describes the architecture of the Log4j . properti es file Thisfileisusedinthe
setup and configuration of logging output and messages from the application.

For more information, see the following two areas:
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« http://logging.apache.org/log4j/1.2/apidocs/or g/apache/l ogdj/PatternLayout.html
« http://logging.apache.org/log4j/1.2/manual .html

| og4j . root Logger =

Modifiable Field logdj .rootL ogger
Field Description Defines the level of the logger and where it outputs the
logging requests to, that isit's appenders.
Possible Vaues User defined for example - WARN, A1, Rolling
Logger hasalevel of WARN and two appenders Al and
Rolling.
Vaue Definition There are various levels of logger FATAL, ERROR,
WARN, INFO, DEBUG, TRACE, ALL
For more details, see http://logging.apache.org/log4j/1.2/
manual .html
| og4j .| ogger.com i bm =
Modifiable Field log4j .logger .com.ibm
Field Description Definesthe level of logging information to be output.
Possible Vaues * TRACE
* DEBUG
* INFO
* WARN
* ERROR
* FATAL
» OFF
Vaue Definition The above values are displayed in order of how much

information islogged. Whichever valueis set, information
for thislevel and above islogged. For example setting

the value to DEBUG means that information from

debug messages to fatal messagesis logged. For avalue
of WARN, means that warning information to fatal
information is logged.

[5) Note: After changing the value for this property and
clicking Submit to save the file, you should restart the
BigFix Remote Control Server service.

| og4j . appender . Al =

Modifiable Field log4j .appender Al
Field Description Defines the output destination that appender A1 will send
the formatted messagesto .
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Possible Values

User defined, for example
org.apache.logdj.ConsoleA ppender sends the messages to
the console

Vaue Definition

| og4j . appender. Al. | ayout =

Modifiable Field log4j .appender .Al.layout
Field Description Used to specify the output format of the log messages
Possible Vaues User defined for example - org.apache.logdj.PatternL ayout

Vaue Definition

| og4j . appender . Al. encodi ng

Modifiable Field log4j .appender .Al.encoding
Field Description Encoding type to be used for the message output
Possible Vaues User defined - for example UTF8

Vaue Definition

| og4j . appender . Al. | ayout . Conversi onPattern =

Modifiable Field log4j .appender .Al.layout.ConversionPattern

Field Description Defines the pattern to be used for formatting the output of
the log messages

Possible Vaues User defined

Value Definition

See http://logging.apache.org/logdj/1.2/apidocs/org/

apache/logdj/PatternLayout.html

| og4j . appender. Rol ling =

Modifiable Field

log4j .appender .Rolling

Field Description

Defines the output destination that appender Rolling will
send the formatted messages to .

Possible Vaues

User defined, for example
or g.apache.log4j .RollingFileAppender sendsthe
messages to afile

Vaue Definition

| og4j . appender.Rolling.File

Modifiable Field log4j .appender .Rolling.File
Field Description The name of the file that the messages are logged to.
Possible Vaues User defined - for exampletrc. | og

Vaue Definition
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Rol I i ng. encodi ng =

Modifiable Field log4j .appender .Rolling.encoding
Field Description Encoding type to be used for the message output
Possible Values User defined

Value Definition

| og4j . appender .

Rol I i ng. MaxFi | eSi ze =

Modifiable Field log4j .appender .Rolling.M axFileSize
Field Description Maximum size for the log file
Possible Vaues User defined - for example 2MB

Value Definition

| og4j . appender .

Rol | i ng. MaxBackupl ndex =

Modifiable Field log4j .appender .Rolling.M axBackupl ndex
Field Description Defines the number of back up log files to keep
Possible Vaues User defined - for example 4

Vaue Definition integer

| og4j . appender .

Rol I i ng. | ayout

Modifiable Field log4j .appender .Rolling.layout

Field Description Used to specify the output format of the log messages
Possible Vaues User defined, for example: org.apache.log4j.PatternL ayout
Vaue Definition

| og4j . appender .

Rol I i ng. | ayout

. ConversionPattern =

Modifiable Field log4j .appender .Rolling.layout.Conver sionPattern
Field Description Defines the pattern to be used for formatting the output of
the log messages

Possible Values User defined

Vaue Definition

See http://logging.apache.org/logdj/1.2/apidocs/org/
apache/logdj/PatternLayout.html

appversion.properties

This section describes the architecture of the appver si on. properties fil e.whichisusedto
define the version and date of the application
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DO NOT EDIT THE FOLLOWING LINES

version.date =
ver si on. nunber =

controller.properties

Editthecontrol | er. properti es fileto create and configure global properties for the BigFix
Remote Control controller component to use during a remote control session with atarget. The
property values apply to the controller component that is used in sessions that are started from the
server. The values are the same for every user who runs the controller.

For more information about configuring global controller properties for peer-to-peer remote control
sessions, see the BigFix Remote Control Controller User's Guide.

Users can aso configure a set of propertieslocally by using the Configure Controller feature in the
controller Ul. The local property values override the global property values. For more information
about configuring local properties, see the BigFix Remote Control Controller User's Guide.

To enforce the global property value, you can set a property to mandatory so that a user cannot

edit the property in the Configuration Window in the controller Ul. The mandatory global

property overrides the local property. To set amandatory property, you must manually edit the
control |l er. propreti es file. For more information about how to edit the file, see Editing the
properties files (on page 191).

To set amandatory property, complete the following steps:

1. Openthecontrol | er. propreti es file.
2. For the property that you want to make mandatory, copy the property name and add .mandatory
= true to the end.

For example, to make the Enable Address History property mandatory so that it cannot be
edited in the Configuration Window, set the following values:

enable.address.history=false
enable.address.history.mandatory=true
3. Save thefile.
4. Click Admin > Reset Application.

The following options can be configured when you edit thecont r ol | er. propreti es fileinthe
server Ul.

Running tools on the target during a remote control session

Configuration settings to add custom menu items to the controller Ul. The menu items are added to
the Perform Action in Target menu and can be used to run commands on the target during aremote
control session.
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[5) Note: If too many items are added to the Perform Action in Target menu, the last itemsin the
menu might extend beyond the bottom of the screen. In particular on a smaller screen size, with no
support for scrolling menus.

By default, you can configure seven preconfigured tools in the server Ul. Three blank tools are also
available by default. To add more tools, manually edit thecontrol | er. propreti es file.

[5) Note: After you manually edit the file, restart the server service or click Admin > Reset
Application in the server Ul.

Configure the properties by using the following definition formats.

prefi x. Tool Name =

Modifiable field prefix.ToolName

Field Description Display name that is used in the Perform Action in target menu.
Each defined tool name must have a different prefix.

Possible Vaues User Defined. For example,

t ool 01. Tool Nane=Comand Pr onpt

The text, Command Prompt, isdisplayed in the Perform Action
in tar get menu.

Vaue Definition

prefi x. Tool Narme. $| ang$=

Modifiablefield prefix.ToolName.$lang$

Field Description Display name that is used in the Perform Action in target menu.
Trandlation of display name. $lang$ is the | SO language code.

Possible Values User Defined.

V alue Definition

prefi x. Tool Command=

Modifiable Field prefix.ToolCommand
Field Description Command to run the tool, without parameters.
Possible Vaues User Defined. For example,

tool 01.T ool Command=[ SystemFolder]\\control .exe

The tool command can be afully qualified path or just thefile
name. The file must be on the PATH environment variable of
the logged in user. Y ou can specify executable files but also
filesthat are associated with an executable file. Do not use
quotation marks, even with a path or file name that contain
spaces. For example, tool01. Tool Command=cmd.exe and

tool 01.T ool Command=[ SystemFolder]\\cmd.exe are equivalent.
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[5) Note: When you use a backslash in the path, you must enter
two backsl ashes.

Y ou can use the following folder properties when you define
Windows tools parameters. The target substitutes the values with
the actual path on the target system.

[WindowsFolder]

The target uses the following path to run the tool.
[ W ndows Vol une] \ W ndows

[SystemFolder]

The target uses the following path to run the tool.
[ WndowsFol der]\ Syst en82

Folder properties are not relevant for Linux targets.
| nxcontrol . Tool Command = /usr/ bi n/ gnone-control -
cent er

Vaue Definition

prefi x. Tool Par anet ers

Modifiable field

prefix. ToolParameters

Field Description

Optional parameters for the command to run.

Possible Vaues User defined
VValue Definition

prefix. Tool User
Modifiable Field prefix.ToolUser

Field Description

Determines which privileges or credentials the command is run
with.

Possible Vaues

<blank> or admin

Vaue Definition

<blank>
Run the tool as the logged on user.
[5) Note: Might trigger UAC prompts depending

on the version of Windows. Thisvaueisthe default
value.

admin

Run the tool with UAC prompt to elevate
privileges.
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Preconfigured tools
The following list of tools are preconfigured and can be edited by using the Edit propertiesfiles
option.

[5) Note: Although the tools are preconfigured, they are displayed in the Perform action in tar get
menu only if the command to run the tool isinstalled on the target. Therefore, some sessions can
display all of the preconfigured tools and other sessions might display afew preconfigured tools.
Windows tools are displayed only when you are connected to a Windows target. Linux tools are
displayed only when you are connected to a Linux target.

tool01.ToolName = Control Panel
tool01.ToolCommand = [ SystemFolder]\\control.exe
tool01.Tool Parameters =

tool01.ToolUser =

tool02.ToolName = Command Prompt
tool02.ToolCommand = [ SystemFolder]\\cmd.exe
tool02.Tool Parameters =

tool02. ToolUser =

tool03.ToolName = Administrator Command Prompt
tool03.ToolCommand = [ SystemFolder]\\cmd.exe
t0ol03.Tool Parameters =

tool03.ToolUser = admin

tool04.ToolName = Task Manager
t00l04.ToolCommand = [ SystemFolder]\\taskmgr.exe
tool04.T ool Parameters =

tool04.ToolUser =

tool 05.ToolName = Windows Explorer

tool 05.ToolCommand = [WindowsFolder]\\explorer.exe
tool 05.T ool Parameters =

tool05.ToolUser =

tool06.ToolName=Terminal

tool 06.T ool Command=/usr/bin/gnome-terminal
t00l06.T ool Parameters =

tool06.ToolUser =

tool07.ToolName=Control Panel

tool 07.T ool Command=/usr/bin/gnome-control -center
tool07.Tool Parameters =

tool07.ToolUser =
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Sending key sequencesto thetarget during a session

Configuration settings to add custom key sequence shortcuts to the controller to inject on the target
system during a remote control session. For more information about of the supported key codes, see
the BigFix Remote Control Controller User's Guide.

keyX. KeySequenceNanme=

Modifiable field

keyX.KeySequenceName

Field Description

Display name that is used in the Perform Action in target menu.
Each defined key sequence name must have a different prefix.
For more information, see the BigFix Remote Control Controller
User'sGuide. X =01 ton.

Possible Vaues

User Defined. For example,

key0l. KeySequenceNane = I nject F1

Thetext, Inject F1, isdisplayed in the Perform Action in tar get
menu.

Vaue Definition

keyX. KeySequenceNane. | anguage=

Modifiable field

keyX.K eySequenceName.language

Field Description

Trangdlations for the display name. This property isoptiona. X =1
ton

Possible Values

User Defined. For example,

key0l. KeySequenceNane. es = | nyectar F1

Vaue Definition

keyX. KeySequenceVal ue=

Modifiable Field

keyX.KeySequenceValue

Field Description

Macro sequence. The sequences of keysthat are defined here are
sent to the target system. X =1ton

Possible Values

User Defined. For example,

key01l. KeySequenceVal ue = [ F1]

Vaue Definition

End the session if audit messages cannot be uploaded to the server
Configuration setting to automatically end the session if audit messages cannot be uploaded to the

server.

abort.on.audit.fail =
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Modifiablefield abort.on.audit.fail

Field Description During a managed remote control session, when For ce session
audit isenabled, if the controller fails to send an audit message to
the server, the session ends.

Possible Vaues true or false

Vaue Definition true

The session ends automatically when an audit
message cannot be sent to the server.

false

The session does not end when an audit message
cannot be sent to the server.

OnDemand propertiesfile

Edit theondenmand. pr operti es fileto create and configure properties for remote control
sessions with on-demand targets.

Theondenmand. pr operti es fileisused to configure properties that are used during remote
control sessions with on-demand targets. Y ou can edit the file from the server Ul by clicking Admin
> Edit propertiesfile. You can also edit the file manually.

Thefileisin the following directory:
Windows oper ating systems:

[installdir]\wIp\usr\serversitrcserver\apps\TRCA PP.ear\trc.war\WEB-INF\cl asses.
[installdir] isthe BigFix Remote Control server installation directory. For example,
C\Program Fil es\IBM Tivol i\server\w p\usr\servers
\trcserver\ apps\ TRCAPP. ear\trc. war\ VEB- | NF\ cl asses

Linux operating systems:

[installdir] /wlp/usr/serverg/trcserver/apps/ TRCAPP.ear/trc.war/WEB-INF/classes.
[installdir] isthe BigFix Remote Control server installation directory. For example,
/opt/1BM Tivolil/server/w p/usr/servers/trcserver/apps/
TRCAPP. ear/trc. war/ VEB- | NF/ cl asses

After you edit the file, you must click Admin > Reset Application.

The ondemand.url property issettohtt p: / /| ocal host/trc/ ondenmand/ i ndex. j sp?
conncode=% by default. Replace | ocal host with the address of your remote control
server. To use areverse proxy, replacel ocal host/t r ¢/ ondemand with the public fully
qualified domain name of the broker that is configured as areverse proxy. For example, ht t p: / /
br oker . exanpl e. com i ndex. j sp?conncode=%. For more information about
configuring areverse proxy, see On-demand target portal access for internet users (on page

). If you do not replace localhost, the value that is defined for the Server URL property in the
trc_broker. properti es fileisused to create the URL that is displayed to the controller. The
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%c variable is replaced with the session connection code when the URL is displayed in the controller
window. The default page requires the session connection code to be entered.

Y ou can also set the property to a URL for your own customized web page.
Table 8. How the URL isdisplayed to the controller user.

ondemand.url= ServerURL = URL isdisplayed as.
http://1ocal host/trc/ |https:// htt ps:// nyconpany. conftrc/
ondemand/ i ndex. j sp myconpany. coni jondemand/ i ndex. j sp
trc
http://ww. nypage. coml https:// http://ww. nypage. cont
ondemand/ i ndex. j sp myconpany. cont jondenand/ i ndex. j sp
trc
http://ww. nypage. conl https:// htt ps:// nypage. com
i ndex. j sp?conncode=% |mycomnpany. conl |t rc/ ondemand/ i ndex. | sp?
trc conncode=1234567
\When the connection code is 1234567.

ondemand. ur | =

Modifiablefield ondemand.url

Field Description URL for a page that the target user can access to start the process to
download and temporarily install the target software.

Possible Vaues User-defined URL. For example, ht t p: / /| ocal host/trc/
ondemand/ i ndex. j sp

Vaue Definition Default valueisht t p: / /1 ocal host/trc/ ondenmand/
i ndex. j sp?conncode=%

Use the following properties to determine how the on-demand target is downloaded and started.

ondenmand. enabl e. pl ugi ns=

Modifiable field ondemand.enable.plugins

Field Description Determines whether the plug-ins (Firefox plug-in, Internet Explorer active
X, or Java Applet) method is used for downloading and starting the on-
demand target. For more information about the methods that are used to
start the on-demand target, see On-demand target installation methods (on

page )-
Possible Values true or false
Vaue Definition true

Depending on the browser that is being used, the plug-
ins (Firefox plug-in, Internet Explorer active X, or Java
Applet) method is used for downloading and starting the
on-demand target.

false
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The plug-ins (Firefox plug-in, Internet Explorer active X,
or Java Applet) method is not used to download and start
the on-demand target.

ondenmand. enabl e. execut abl e=

Modifiable field

ondemand.enable.executable

Field Description

Determines whether the stand-al one executable file is used for
downloading and starting the on-demand target. Also, determines whether
afailover link to use the executable method is provided if the on-demand
target failsto start. Thisfailover link is provided when the plug-ins
(Firefox plug-in, Internet Explorer active X, or Java Applet) method is
used. For more information about the methods that are used to start the
on-demand target, see On-demand target installation methods (on page

).
Possible Vaues true or false
Vaue Definition true

If the ondemand.enable.plugins property is set to false
the executable fileis used to download and start the on-
demand target.

If the ondemand.enable.plugins property is set to true,
and the plug-ins are not detected or the Java plug-in is not
installed or enabled, the executable method is used.

A failover link to use the executable method is provided if
the on-demand target fails to start when the plug-in method
or Java applet method is used.

false

The executablefileis not used to download and start the
on-demand target. A failover link to use the executable
method is not provided if the on-demand target fails to start

when the plug-in method or Java applet method is used.

ondemand. enabl e. j nl p=

Modifiable field

ondemand.enablejnlp

Field Description

Determines whether the Java Web Start method is provided as an option
for downloading and starting the on-demand target. Also, determines
whether afailover link to use the Java Web Start method is provided if
the on-demand target fails to start when the plug-in method, Java applet
method, or executable method is used. For more information about the
methods that are used to start the on-demand target, see On-demand target
installation methods (on page ).

Possible Vaues

true or false

Vaue Definition

true
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If ondemand.enable.plugins and
ondemand.enable.executable are set to false, the Java
Web Start method is used to download and start the on-
demand target.

If ondemand.enable.plugins or
ondemand.enable.executable are set to true, afailover
link to use the Java Web Start method is provided if the on-
demand target fails to start when the plug-in method, Java
applet method, or executable method is used.

false

A failover link to use the Java Web Start method is not
provided if the on-demand target failsto start.

Properties to add custom fields to the web page that is accessed from the URL that is defined in the
ondemand.url property. Four custom fields are available by default. To add more custom fields,
manually edit theondemand. pr operti es file.

[5) Note: After manually editing the file, restart the server service to display the new tools on the

screen.

ondemand. custom fi el d. x. | abel =

Modifiable field

ondemand.custom.field.x.label

Field Description

Display name that is used for the extrainput fields on the default web
page that is used to start a session with an on-demand target. x =1 - 9.

If you do not set avalue for this property, the field is not displayed. For
example, the following sample configuration would result in defining a
custom Name field. The definitions for index 1 are discarded because no
ondemand.custom.field.1.label is defined:

ondemand.custom.field.0.label=Name
ondemand.custom.field.1.required=true
ondemand.custom.field.1.label .fr=Numéro de téléphone

Possible Values

User Defined. For example,

ondenmand. custom fi el d. 1. | abel =Nane

The text, Name, is displayed on the web page menu.

Vaue Definition

ondemand. cust om fi el d. x. requi red=

Modifiablefield ondemand.custom.field.x.required=
Field Description Determines whether the custom field isarequired field.
Possible Values True, False.

Vaue Definition

True
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The target user must enter datain the field.
False
The target user can optionally enter datain the field.

ondemand. custom fi el d. x. | abel . | ocal e=

Modifiablefield ondemand.custom.field.x.label.locale
Field Description Trand ation for the custom field label name. x=1- 9
Possible Vaues User Defined. For example,

ondenand. custom field. 1.1 abel.fr=Nunéro de tél éphone
Vaue Definition If no trandations are present for the locale of the browser, the value in the
ondemand.custom.field.x.label property is displayed.




Chapter 24. Reduce the volume of target
connections to the server

To reduce the load on the server, you can reduce the number of heartbeats that are sent to the server
from atarget by using propertiesinthet r c. properti es file. Usethe properties to reduce the
volume of unnecessary heartbeats that come from atarget, to prevent multiple heartbeats in quick
succession, by delaying the actual heartbeat when a heartbeat is triggered, and during the delay
merging these into a single heartbeat.

An exception is made for important or urgent heartbeats, for example:

* Reporting anew I1P address

* Reporting the start or end of aremote control session
* Reporting status to the server requested by the user

* Restart requested by the controller

* Target going offline

Y ou can control the delay by using the Hear tBeatDelay property.

Table 9. HeartBeatDelay property
Name Value Default Value
HeartBeatDelayMaximum delay in minutes20
A random factor is also applied to the delay to distribute the heartbeat volume more evenly over
time. The target chooses arandom delay starting from a quarter of the maximum delay time. With the
default setting, the random delay ranges from 5 minutes to 20 minutes.

[5) Note: By default, the very first contact the target makes with the server, after the installation is
not delayed so that the target can be registered in the server immediately.

If you are carrying out a mass deployment of targets this might cause the server to be overloaded
with registrations. To alleviate this you can use the RegistrationDelay target property to randomly
delay the registration and distribute it evenly through the deployment to avoid too many machines
trying to register at the one time.

Table 10. HeartBeatDelay and RegistrationDelay properties
Name Value Default Value

HeartBeatDelay Maximum delay in minutes20

RegistrationDelayMaximum delay in minutesO

Y ou can use the following properties to prevent a heartbeat from being triggered for certain events.

Table 11. Heartbeat propertiesto control heartbeatsfor certain events

Name Value Default value Description
HeartBeatOnWake 1/0 0 Trigger a heartbeat when the
system wakes from standby or

hibernation
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Name Value Default value Description
HeartBeatOnUserChange 1/0 1 Trigger a heartbeat when a user
logs on or off
HeartBeatOnChange 1/0 0 Trigger a heartbeat when any of
the values included in a heartbeat
have changed
HeartBeatOnStop 1/0 0 Trigger a heartbeat when the

target is stopped or the system is
shutting down



Chapter 25. Broker configuration

When you install broker support you can usetheinstalledt r c_br oker. properti es fileto
configure your environment for using the broker function.

When the broker support isinstalled, a configuration file, trc_broker.properties, is created which
provides examples of the configuration parameters you can use to create a broker configuration to
satisfy your network requirements.

In the configuration file you can define default broker setup parameters and also any connections
required for your environment.

* The broker supports multiple instances of each connection type
* The configuration directives for each connection have a user defined prefix.

Configuring the broker properties

You can editthet r c_br oker. properti es fileto configure the parameters and connection
types required for using brokersin your environment.

To configure the broker to your requirements, edit thet r c_br oker . properti es file.

On awindows machine thisfileislocated in the\ Br oker directory within the brokers's working
directory.

For example, \ Docunents and Settings\Al|l Users\Application Data\l BM
\Ti vol i\ Renot e Control \ Broker.

When using Windows 2008 server thefile islocated in \ProgramData\l BM\Tivoli\Remote Control
\Broker\. In Linux thefileislocated inthe/ et ¢  directory.

[5) Note: Any errorsin the configuration file do not stop the broker from starting. Examine the
broker log to verify that the broker is running as expected. For more details about configuring
logging parameters, see Logging broker activity (on page 274).

Setting server connection parameters

Editthet r c_br oker. properti es fileto set the parameters for the server that the broker
authenticates with.

At the start of abroker remote control session, the broker connects to the server to authenticate the
session. Use the following parameters to define the server.
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Server URL

Determines the URL of the server that the broker authenticates the session

with. This parameter must be set to the base URL, for exampleht t ps: //
trcserver. exanpl e. com trc. A trailling / character is alowed. This parameter
isarequired parameter.

[5) Note: The broker requires a connection to the remote control server to
authenticate sessions and connection codes. As the broker istypically located outside
of the intranet while the server isinside of it, this connection requires a proxy

server or achain of gateways. Use HTTPS and not HTTP if the connection from

the broker to the server passes through an unsecure or untrusted network. Also,

use HTTPS if the following properties are enabled inthet r c. properti es file,
enfor ce.secur e.endpoint.callhome, or enfor ce.secur e.endpoint.upload. Otherwise,
the target cannot send audit information or status updates to the server. For more
information about the enfor ce.secur e properties, see trc.properties (on page 192).

ProxyURL

Add the URL of aproxy server or gateway if you are using one. This parameter is
optional. For security purposes, the plain text userid: password combination in the
URL is now automatically encrypted when the broker starts. For more information,
see Automatic passphrase encryption (on page 22).

Configuring the broker certificate

Use the following parameters to define the location of the certificate, and password for the broker.
DefaultTL SCertificateFile

Filename or path to the TL S certificate for this broker. For more details on creating
and managing broker certificates, see Certificate management (on page 288).
Default isserver. pem

Default TL SCertificatePassphrase

Password for the private key that is associated with the TLS certificate. This
parameter is optional. For security purposes, the password is automatically encrypted
when you start the broker. For more information, see Automatic passphrase
encryption (on page 22).
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Allowing endpoints to connect to a broker

To alow the broker to accept connections from controllers and targets you can define and configure
inbound connections using thet r c_br oker . properti es file.

Y ou can configure multiple inbound connections and define a prefix for each connection parameter
to allow the broker to find all required settings for each connection. Configure any inbound
connections when configuring thet r c_br oker . properti es file. For more details about editing
thisfile, see Configuring the broker properties (on page 270).

[5) Note:

1. Do not prefix with # or ! asthese are reserved for comments in properties files.

2. If you want to include spaces in the prefix you have to escape them with \ f or
exanpl e : nmy connection. Connecti onType shoul d be defined as ny
\ connecti on. Connecti onType

To configure inbound connections complete the following steps:

1. Configure the following parameterswithinthet r c_br oker . properti es file
ConnectionType

Defines the type of connection. Should be set to | nbound or
I nbound6 when you are using |Pv6 networks. For exanpl e: ny
\ connecti on. Connecti onType=Il nbound

PortToListen

Defines the TCP port that endpoints should use to connect to this broker. The
port for listening for inbound connections. Required parameter.

AllowEndpoints
Determines whether endpoints can connect to this broker.
Yes

Endpoint connections can be made to this broker. Thisisthe
default value.

No
Endpoint connections cannot be made to this broker.
AllowBrokers

Determines whether other brokers can connect to this broker. Set to No or

<bl ank> means other brokers cannot connect to this broker. If other brokers can
connect to this broker, provide alist of brokers that are allowed to connect. For
example br oker 1. i bm com br oker 2. i bm com br oker 3. i bm com
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[5) Note: The hostnames listed here must match the certificate and the
hostnames used when registering the brokers in the remote control server.

2. Savethefile.

If you are configuring multiple brokersin your environment which will connect to each other to
complete the connection between the controller and target, you should configure broker connections
in the broker propertiesfile. For more details, see Support for multiple brokers (on page 273).

When you have finished creating a broker configuration you can register the brokersin the BigFix
Remote Control Server database to be used for facilitating remote control connections across the
internet. For more details, see Registering a broker on the server (on page 286).

Support for multiple brokers

To allow the broker to accept connections from other brokers you can define and configure broker
connectionsusing thet r c_br oker . properti es file.

When you have multiple brokers defined in your environment you should configure broker control
connections and define a prefix for each connection parameter to allow the broker to find all

required settings for each connection. Broker connections need to be configured between the brokers
that will connect to each other. The brokers use the network of control connections to determine
which broker has the connection from the target. When the target is located, the controller is
reconnected to the same broker as the target. Configure any broker connections when configuring the
trc_broker. propertiesfile

@ Note:

1. Do not prefix with # or ! as these are reserved for comments in propertiesfiles.

2. If you want to include spaces in the prefix you have to escape them with \ f or
exanpl e : my connection. Connecti onType shoul d be defined as ny
\ connecti on. Connecti onType

To configure broker connections complete the following steps.

1. Configure the following parameterswithinthet r c_br oker . properti es file of the broker
that will connect to connect to another broker.

ConnectionType

Defines the type of connection. Should be set to Broker For exanpl e: ny
\ connecti on. Connecti onType=Br oker

DestinationAddr ess
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Defines the hostname of the broker that the connection is being made
to. The broker with this address needs to be configured to accept
inbound connections. This parameter isrequired. For exanpl e: ny
\ connecti on. Desti nati onAddr ess=nybr oker.i bm com

[5) Note: Set the AllowBroker s parameter in the configuration file of the broker
that this connection is being made to. Set this parametersto allow other brokers
to connect to it. For more details, see Allowing endpoints to connect to a broker

(on page 271).

DestinationPort

Defines the TCP port of the broker to connect to. This parameter is required.
PublicBroker URL

Determines the public address and port for the broker you are currently
configuring. When there are multiple brokers configured, if the target connects
to this broker and the controller connects to a different broker, the property

is used to identify this broker so that the controller can connect to it and then
successfully reach the target. This property should be set to hostname: port where
hostname is the hostname of this broker machine and port is the port that this
broker is listening for connections on. Default value is <blank.> .

@ Note: The hostname used here should be the same as the hostname used
when registering the broker on the BigFix Remote Control server.

2. Savethefile.

When you have created a broker configuration you can register the brokers in the BigFix Remote
Control database to be used for facilitating remote control connections across the internet. For more
details, see Registering a broker on the server (on page 286).

Logging broker activity

Broker session activity is saved to the broker log files. These files are named using the following
format.

TRCICB-computer name-suffix.log

where computername is the computer name of the broker and suffix is determined by the LogRotation
and LogRollover settings.

For example, TRCl CB- RCBRCOKER. exanpl e. com Tue. | og

The broker log files are located in the\ Br oker directory within the brokers's working directory.
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For example, \ Docunent s and Settings\All Users\Application Data\l BM

\Tivoli\Renote Control\ Broker.

When using Windows 2008 server the file is located in \ProgramData\l BM\Tivoli\Remote Control
\Broker\. In Linux thefileislocatedinthe /var/opt/ibntrc/ broker directory.

To configure logging complete the following steps:

1. Configure the following propertieswithinthet r c_br oker . properti es file.
For more information about the properties, see Properties for configuring logging activity (on
page 383)
L ogL evel
Set the required logging level.
Thelog level determines the types of entries and how much information is added
tothelog file. Default valueis 2.

L ogRotation
Controls the period after which an older log file is overwritten. Log rotation can
be disabled. Default valueis Weekly.

L ogRollOver

Controls the period after which anew log file is started. This period must be
shorter than the LogRotation period, therefore not al combinations are valid.

LogRollover cannot be disabled. Default valueis Daily.

2. Savethefile.

Configuring optional parameters

The following optional parameters can be used to further configure your broker.

Global parameters

FIPSCompliance

Determines whether a FIPS certified cryptographic provider is used for
all cryptographic functions. Default value is No.

SP800131ACompliance

Determines whether NI ST SP800-131A compliant algorithms and key
strengths are used for all cryptographic functions. Default value is No.

HTTPSStrictValidation

Determines whether the broker uses the system truststore to verify
HTTPS connections to the server. Default value is No.
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Request Pool

An area of memory that is known as the Request Pool is used to track
reguests. The connection requests from other brokers are kept in the
pool until the pool isfull and the oldest requests are recycled. The
following parameters can be used to configure the request pool:

Request Pool.size

The amount of memory, in kilobytes, to reserve for the
request pool. The default is 2048 or 2 megabytes.

Request Pool.MinimumTTL

The minimum time, in minutes, before a request can be
recycled. The default is 5 minutes.

Recor dingDir

Use RecordingDir to define the directory that the session recording is
temporarily stored on the broker if Force Session Recording is set to
Yes.

For example, Recor di ngDi r=c: \ \ t np. When you areusing a
backslash in the path, you must enter two backslashes.

Y ou can also specify relative directories. For example,
Recor di ngDi r =t np. Therecording istemporarily stored in the tmp
directory within the working directory of the broker.

If you do not add Recor di ngDi r to the propertiesfile, the recording
is temporarily stored in the working directory of the broker.

Parametersfor inbound connections
BindTo
Used to accept incoming connections on specific network interfaces.
For example:ny\ connect i on. Bi ndTo=192. 0. 2. 0
Default is 0.0.0.0.
RetryDelay

Defines the time in seconds between attempts to open the configured
port for listening for incoming connections. Default is 45 seconds.

TLSCipherList

List of allowed ciphers. For more information about allowed ciphers,
see Default configuration parameters (on page 277).

Parametersfor broker connections
BindTo

This parameter is optional and can be configured to allow the broker
to establish the outgoing broker connection from a specific network
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interface. For example, if afirewall on the network is configured to
allow only 1 of the broker 'sinterfaces through. Defines the | P address
of the network interface through which the connections are made. For
example: broker.1.BindT0=192.0.2.0 Default is 0.0.0.0.

KeepAlive

Defines the time in seconds between keepalive requests. This
parameter is optional. Default is 45 seconds.

RetryDelay

Defines the time in seconds between attempts to establish or re-
establish the control connection. This parameter is optional. Default is
45 seconds.

Sour cePort

Defines the port that the outgoing broker connection is using. By
default the broker uses an unused port.

TLSCipherList

List of allowed ciphers. For more information about allowed ciphers,
see Default configuration parameters (on page 277).

Parameter for passphrase encryption
DisableAutomaticPassphraseEncryption

Determines whether the automatic encryption of plain text passwords
in the broker configuration file is disabled. The default value for the
property is No. For more information about the use of this property, see
Automatic passphrase encryption (on page 22).

Default configuration parameters

Default parameters

Use the set of default parameters, prefixed with Default to set your configuration, and also configure
multiple connections. The parameters have a set of default values that you can be change. The values
can be applied to the parameters prefixed with Default and also to the connection parameters.

Table 12. Default parameter values

A three column table that provides the default values that all broker connectionsuseif there are
no additional connections defined.

Keyword Default Value
ServerURL <blank>
ProxyURL <blank>
DefaultPortToListen <blank>

DefaultBindTo 0.0.0.0

Required

No
Yes
No
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Keyword Default Value

DefaultBindTo6 i

DefaultRetryDelay 45

Defaultk eepAlive 900

DefaultTL SCertificate server.pem

DefaultTL SCertificatePassphrase <blank>

DefaultTL SCipherList TLSv1+HIGH:!SSLv2:!aNULL:'eNULL
:I3DES:@STRENGTH

DefaultHTTPSCipherList TLSv1:!SSLv2:!aNULL:'eNULL
:I3DES:@STRENGTH

The default values can be used to set values for all connections. However, values that are set for
specific connections override the default value for that connection.

Example 1: Using a default value

Defaultk eepAlive = 300

Inbound.1.ConnectionType = Inbound
Inbound.1.PortToListen = 8887
Broker.1.ConnectionType = Broker
Broker.1.DestinationAddress = brokerl.example.com
Broker.1.DestinationPort = 8887
Broker.2.ConenctionType = Broker
Broker.2.DestinationAddress = broker2.example.com
Broker.2.DestinationPort = 8887
Broker.2.KeepAlive = 100

In this example, the DefaultK eepAlive value of 300 isused for the Inbound.1 connection and the

Broker.1 connection. Setting the default parameter means that you do not need to add the property to

each specific connection. However, the Broker .2 connection uses the KeepAlive vaue of 100 since
the Broker.2.KeepAlive property is set. The specific connection value overrides the default value.

Example 2: Using specific values

Inbound.1.ConnectionType = Inbound
Inbound.1.PortToListen = 8887
Inbound.1.KeepAlive = 300
Broker.1.ConnectionType = Broker
Broker.1.DestinationAddress = brokerl.example.com
Broker1.DestinationPort = 8887

Broker.1.KeepAlive =300

In this example, no DefaultK eepAlive valueis set. A KeepAlive property value is set for each
specific connection.

Required default parameters

Required parameters do not have a built-in default value. These parameters must be set either to the
value given in the file or within the connection configurations. When arequired parameter is set in
the connection parameters, this value overrides any default values set for the same parameter.

Table 13. Required parametersvalues used

Required
No
No
No
No
No
No

No
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A three column table that provides values that are used for required parameters, depending on
where the parameters are set.

Default Connection
parameter set parameter set Value Used
No No Not defined, arequired parameter must be defined in the
configuration.
No Yes Connection parameter is used
Yes No Default parameter is used.
Yes Yes Connection parameter is used.

Optional default parameters

Optional parameters have a built-in default value. If the parameter is not set within the default
parameters or within the connection parameters, the built-in default value is used. If the parameter
is set within the default parameters, but is not set within the connection parameters, the default
parameter value is used by any connections.

Table 14. Optional parameters

A three column table that provides the values that are used for optional parameters, depending on
where the parameters are set.

Default parameter setConnection parameter set Value used

No No Built in default value is used
No Yes Connection parameter is used
Yes No Default parameter is used
Yes Yes Connection parameter is used

Parameter definitions
DefaultPortToListen

Defines the TCP port that endpoints must use to connect to this broker. The port for
listening for inbound connections. Required parameter.

DefaultSour cePort

Defines the port that the outgoing connection is using. This parameter is optional.
Default isO.

DefaultBindTo

This parameter is optional. Defines the | P address that is used to create connections
with.

For example: my\ connect i on. Bi ndTo=192. 0. 2. 0
Default is0. 0. 0. 0. Optional parameter.
DefaultBindT 06

This parameter is optional. Defines the I P address that is used to create connections
with in IPv6 networks. Default is: : . Optional parameter.

DefaultRetryDelay
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inbound connections

Defines the time in seconds between attempts to open the configured
port for listening for incoming connections. Default is 45 seconds.

broker connections

Defines the time in seconds between attempts to establish or re-
establish the control connection. This parameter isoptional. Default is
45 seconds.

DefaultK eepAlive

Defines the time in seconds between keepalive requests. This parameter is optional.
Default is900 seconds.

DefaultTL SCertificateFile

Filename or path to the TLS certificate for this broker. For more information on
creating and managing broker certificates, see Certificate management (on page
288). Default isser ver . pem

DefaultTL SCertificatePassphrase

Password for the private key that is associated with the TL S certificate This parameter
isoptional. For security purposes, the password is automatically encrypted when you
start the broker. For more information, see Automatic passphrase encryption (on page

22).
Default TL SCipherList and DefaultHT TPSCipherList

Use this configuration keyword to override the selection of cipher suitesthat can

be used to secure network connections to or from a broker. A cipher suiteisa
combination of four cryptographic algorithms that are used together to create a
secure communication channel. These algorithms are provided by a cryptographic
modul e included with the broker. This module also includes algorithms for
compatibility with an earlier versions, even if they are now considered to offer little
or no security. By default, the broker selects only cipher suites that offer strong
security. The default selection can be overridden if necessary. Thisis normally

not needed, but can be used, for example, to disable an algorithm against which a
new cryptographic attack is discovered. The documentation for the syntax of the
cipher list can be found on the OpenSSL website. http://www.openssl.org/docs/apps/
ciphershtml#CIPHER_LIST_FORMAT

Default Cipher List
TLSv1+HIGH

Only ciphers from the TLSv1 cipher suite with key lengths larger than
128 bits and some cipher suites with 128-bit keys.

TLSv1
Only ciphers from the TLSv1 cipher suite.
ISSLv2
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Permanently remove all ciphers from the SSLv2 cipher suite.
faNUL L

Permanently remove all ciphers without authentication.
leNULL

Permanently remove all ciphers without encryption.
I3DES

Permanently remove all ciphers that use the triple DES encryption
algorithm.

@STRENGTH
Order the cipher list in order of encryption agorithm key length.
[5) Note: The broker supports only TLSv1. Support for SSLv2 and SSLv3 is disabled

due to known vulnerabilities in those versions of the protocol, even if you include
SSLv2 or SSLv3 in the cipher list.

Types of cryptographic algorithms

Authentication

Verify the identity of the client or server that is using digital
certificates.

Key Exchange

Establish shared secrets to be used as encryption keys and message
authentication keys for the session.

Encryption

Protects the session data from being accessed by unauthorized entities.
M essage authentication

Protects the session data from being tampered with.

With the version of OpenSSL that isincluded with the broker component and the
default cipher list, the following ciphers can be used:

Encryption

» AES key length 256 bits
» AES key length 128 bits

Authentication

* RSA
*DSA
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Key Exchange

* RSA
« Diffie-Hellman

M essage Authentication
SHA-1

Broker setup examples

The following example illustrates a broker and gateway setup.

There are 3 networks present, an intranet, a DMZ network and an internet facing network. A
firewall between the Intranet and the Internet alows outbound connectivity but blocks al inbound
connections. There is also a security policy in force that does not allow connections to beinitiated
from the DMZ to the intranet or from the Internet Facing network to the DMZ.

Hosts in the Internet Facing network do not have public | P addresses. The internet gateway uses
DNAT to map internal 1P addresses to public | P addresses, only for the ports needed for specific
public services. In this example, the public service is the broker.

The broker requires connectivity to the server, but direct connections from the Internet Facing
network to the server are not allowed. A chain of gateways is deployed to allow the broker to connect
to the server.

The following tables provide details of the components and settings present in the example
environment.

Table 15. TRC components
TRC components present on the network

Networ k nameSer ver Broker GatewayController Tar get

Intranet Yes No Yes Yes Yes
DMZ No No Yes No No
Internet facing No  Yes Yes No No
Internet No No No No Yes

Table 16. Networks
Networks and network addresses present in the environment
Networ k nameSubnet AddressSubnet M ask

Intranet 10.1.0.0 255.255.255.0
DMZ 10.2.0.0 255.255.255.0
Internet Facing 10.3.0.0 255.255.255.0

Table 17. Machines
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Machines present in the environment

Host name IP address Roles
SERVER.example.com 10.1.0.2 TRC server on port 443
BROKER1.example.com 10.3.0.10 TRC broker on port 8887
BROKER2.example.com 10.3.0.11 TRC broker on port 8887
GATEWAY l.examplecom  10.1.0.254 TRC gateway
GATEWAY 2.examplecom  10.2.0.254 TRC gateway on port 8881
GATEWAY 3.examplecom  10.3.0.254 TRC gateway on port 8881, inbound tunnel on port 8880
CONTROLLER1.example.comDynamic IPin 10.1.0.0/24 TRC controller
TARGET1.example.com Dynamic IPin different networksTRC target on mobile system

Table 18. Firewall

Firewall settingsin the environment

Source Destination Port Description

10.1.0.254/255.255.255.25510.2.0.254/255.255.255.08881A1low GATEWAY 1 to connect to

GATEWAY?2
10.2.0.254/255.255.255.25510.3.0.254/255.255.255.08881A1low GATEWAY 2 to connect to

GATEWAY3
Table 19. DNAT
DNAT settings in the environment

P
Public DNS Name PublicIP

BROKERL1.example.com 203.0.113.2310
BROKER2.example.com 203.0.113.2410

Broker Configuration

Each broker is configured with

* Inbound connection for endpoints to connect
« Connection to the server via a gateway

Broker 1 is configured with an additional inbound connection for control connections from broker 2.
Broker 2 is configured with a control connection to broker 1.

The following section provides examples of what would be set in the broker and gateway properties
filesfor each of the relevant components.

BROKER1.example.com

PublicBrokerURL = BROKERL1.example.com:8887
ServerURL = https.//SERV ER.example.com/trc/
ProxyURL = trcgw://GATEWAY 3.example.com:8880

DefaultTL SCertificateFile = BROKER1.p12
DefaultTLSCertlflcatePag)hra% — kkkhkkkhhkhkhhkhhhhkhhhhhhxkhk

Inboundl1.ConnectionType = Inbound



BigFix Remote Control Administrator’s Guide | 25 - Broker configuration | 284

Inboundl.PortToListen = 8887

Broker2.ConnectionType = Broker
Broker2.DestinationAddress = BROK ER2.example.com
Broker2.DestinationPort = 8881

BROKER2.example.com

PublicBrokerURL = BROKER2.example.com:8887
ServerURL = https://SERV ER.example.com/trc/
ProxyURL = trcgw://GATEWAY 3.example.com:8380

DefaultTL SCertificateFile = BROKER2.p12
DefaultTLSCertificatePassphrase — kkkkkkkkkkkkkkk Rk hkkkk**

Inboundl1.ConnectionType = Inbound
Inboundl.PortToListen = 8887

Inbound2.ConnectionType = Inbound
Inbound2.PortToListen = 8881
Inbound2.AllowEndpoints = no
Inbound2.AllowBrokers = BROKER1.example.com

Gateway Configuration

GATEWAY1

Gateway 1 is configured with a control connection to gateway 2 and an outbound tunnel connection
to the server.

Gateway2.ConnectionType = Gateway

Gateway2.DestinationAddress = 10.2.0.254

Gateway?2.DestinationPort = 8881

Server.ConnectionType = OutboundTunnel
Server.DestinationAddress = 10.1.0.2
Server.DestinationPort = 443

GATEWAY?2

Gateway 2 is configured with an inbound connection and a control connection to gateway 3.
Inbound.ConnectionType = Inbound

Inbound.PortToListen = 8881
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Gateway3.ConnectionType = Gateway
Gateway3.DestinationAddress = 10.3.0.254
Gateway3.DestinationPort = 8881

GATEWAYS3

Gateway 3 is configured with an inbound connection and an inbound tunnel connection.
Inbound.ConnectionType = Inbound

Inbound.PortToListen = 8881

Server.ConnectionType = InboundTunnel

Server.PortToListen = 8880



Chapter 26. Managing brokers

After installing broker support you can register the broker machines in the BigFix Remote Control
server. When they have been registered you can view the list of brokers, edit the broker details and
delete brokers that are no longer required.

Theregistered broker list is passed from the server to the targets when the targets register, in
response to contact from the target, or at the start of aremote control session. Thelist is stored in the
target property BrokerList.

When atarget user enters a connection code to start aremote control session using a broker, the
target machine tries to connect to each broker in the list until it makes a successful connection to
one of them. Therefore, when making changes to the broker list you should ensure that there is still
one unchanged broker in the list so that the targets can still connect in aremote control session, then
when they are in the session they can contact the server and receive the updated broker list.

Registering a broker on the server

After installing and configuring broker support in your environment you can register a broker in the
BigFix Remote Control server This section will explain how to add a broker to the server.

To register a broker complete the following steps

1. Select Admin > New Remote Control Broker

2. Onthe Add Remote Control Broker screen enter the relevant information
Fully qualified hostname
Enter the fully qualified ( DNS) hostname for the broker.
Port
Enter the port that the broker will be listening for connections on.
Description

Enter a description for the broker. Thisis optional.

3. Click Submit.

The broker is added to the BigFix Remote Control database.
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Viewing alist of registered brokers

After you have registered brokers you can view the list of brokers by displaying the All Remote
Control Brokers report.

To view the registered brokers select Admin > All Remote Control Brokers

Thelist of registered brokersis displayed.

Editing broker details

After registering a broker on the BigFix Remote Control server you can use the edit broker feature to
change any of the saved information for the broker .

To edit broker information complete the following steps

1. Select Admin > All Remote Control Brokers

2. Select the required broker.

3. Select Edit Remote Control Broker.

4. Change the relevant information and click Submit.

The broker information is updated and saved to the database.

Deleting a broker

Y ou can remove BigFix Remote Control brokers from the database if they are no longer required.

To remove a broker from the All Remote Control Broker s page, complete the following steps

1. Select Admin > All Remote Control Brokers
2. Select the required broker.
3. Select Delete Remote Control Broker.

4. Click Confirm on the Confirm deletion screen.

The selected broker is deleted from the BigFix Remote Control database.

[5) Note: Click Cancel on the confirm deletion screen to return to the previously displayed screen
and the broker is not deleted.



Chapter 27. Certificate management

When using BigFix Remote Control to facilitate remote control sessions across the internet, you
can use certificates to address the authentication and verification required for ensuring secure
connections between brokers and endpoints.

A separate certificate is required for each broker that is added to the BigFix Remote Control
infrastructure. This certificate needs to be trusted by the components that can connect to the broker,
that is other brokers, controllers and targets and this is achieved by having signing certificates that
are used to sign the broker certificates. These certificates can be self-signed or part of achain coming
from avalid internal or external Certificate Authority (CA). The signing certificatesare held in a
trust store on the BigFix Remote Control server and are used to verify the broker certificates.

The broker supports two key store formats.
PK CS#12

This key store format is supported by the IBM Key Management tool (ikeyman),
which ships as part of BigFix Remote Control in the embedded Websphere
Application Server (WAS) or standalone WAS.

PEM

PEM files can be generated with the OpenSSL command line tool or other third party
tools. The OpenSSL command-line tool is not shipped with BigFix Remote Control.
The PEM file needs to contain the following items, in the order listed below.

1. Broker's certificate

2. Any intermediate certificates, if required
3. Root certificate

4. Broker's private key

Use atext editor or the UNIX cat command to combine all the itemsin asinglefile.
BigFix Remote Control can use multiple types of Public Key Infrastructure ( PK1)

» A commercia Certificate Authority ( CA)
* Aninternal CA
* Self signed certificates

There is no difference between using acommercial CA or aninternal CA and it is possible to mix the
two kinds. For example, you can run the BigFix Remote Control server with a self-signed certificate
while running all brokers with CA-signed certificates.

BigFix Remote Control providestwo levels of certificate validation, strict certificate validation and
non-strict certification validation.

Non-strict certificate validation
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» Non-strict certificate validation performs the following checks against the
certificate
> The identity of the certificate matches the hostname of the broker that you
aretrying to connect to.
o The certificate iswithin its validity period.
In non-strict mode, the client does not need atrust store to perform the
validation.

[5) Note: Thistype of certificate validation is strongly discouraged for
production usage for remote control sessions over the internet, it is only intended
for demo and test environments.

Strict certificate validation

« Strict certificate validation performs one additional check. This additional check
requires that the client has atrust store that contains all the root certificates
required to validate the certificate chain.

The certificate chains to avalid root CA, whose certificateisin the client's trust store

Creating a self signed certificate

To generate the certificate for a broker you can use the IBM Key Management tool. Thistool is
provided with the BigFix Remote Control application and with IBM WebSphere Application Server.

Y ou can access the IBM Key Management tool if you have the BigFix Remote Control server
installed with embedded components and aso if you have the controller component installed. Itis
also provided by IBM WebSphere Application Server .

[5) Note: If you are using WAS you should make sure that the 7.0.0-WS-WASSDK -*-FP0000021
update or later has been applied, where * is the platform. For example 7.0.0-WS-WASSDK -

WinX32-FP0000021

To create a new keystore compl ete the following steps

1. Open a command prompt window.

2. Navigate to one of the following directories depending on where you will run the key tool from.
For example, on aWindows system, goto C: \ Program Fi |l es (x86)\ 1 BM Ti vol i
\TRC\ server\java\jre\bin

Remote control server installed with embedded components
Navigate to the BigFix Remote Control installation directory.
WASiinstalled
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Navigate to the WAS installation directory.
Controller component installed
Navigatetothe. ..\ Control | er\jre directory . For example,
Windows systems

C\Program Files\IBMtivoli\Renote Control
\Controller\jre

Linux systems
/opt/ibmtrc/controller/jre

3. Changeto the bi n directory.

4. Runthei keyman file relevant to your operating system.
Windows systems
ikeyman.bat
Linux systems
ikeyman.sh
5. Select Key Database File > New
6. Select PKCS12 for Key database type.

7. Click Browse, navigate to the location you want to store the keystore, type afilename for your
fileand click Save.

8. Click OK.
9. Enter and confirm a password to protect the keystore and click OK.
10. Select Create > New Self-Signed Certificate

11. Enter aname for the Key Label.
For example, the hostname of the broker.
Thisisthe name that will be displayed in the Personal Certificates list in the key management
tool GUI.

12. Select X509 V3 for the Version.

13. Select aKey Sizevalue.
Default is 1024. Recommended value is 2048.

14. Select a Signature Algorithm
Thisisacryptographic algorithm for digital signatures and should be left as the default value
SHA256WIithRSA.
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15. TypeaCommon Name.
Set to the DNS host name and domain of your broker.
For examplet r cbr oker . exanpl e. com

16. Enter any additional optional information as required.

17. Enter aValidity Period.
Thisisthe number of days that the certificate will be valid for. Default is 365 days.

18. Click OK.

The .p12 fileis created with the name and selected location chosen in step 7 (on page 290) and is
displayed in the list of personal certificates in the key management tool GUI.

[5) Note: The key store contains the private key for the certificate and this must be kept secure at all
times. It isrecommended that the original copy of the keystore is stored in a secure disk, for example
an encrypted USB storage device or similar. Keeping a secure backup of the original keystoreisaso
recommended.

Y ou should copy the new certificate to the broker machine and configure the broker properties. For
more details, see Configuring the keystore on the broker (on page 291).

Configuring the keystore on the broker

After you have created the keystore which holds the private key and certificate for the broker, it
should be copied to the broker machine and the broker properties configured accordingly.

To configure the keystore on the broker you requirea. p12 file when using self signed certificates,
see Creating a self signed certificate (on page 289) or a. pemfileif using CA certificates, see
Certificate Authority signed certificates (on page 293).

To configure the keystore on the broker complete the following steps

1. Copy the. p12 or . pemfileto the working directory of the broker machine.

2. Editthet rc_br oker . properti es fileand configure the TL SCertificateFile property,
setting it to the name of the. p12 or . pemfile.

[5) Note: Use DefaultTL SCertificateFile to configure the certificate used for al connections
to this broker. Each inbound or broker connection can also be configured to use a different
certificate.

3. Usethe TL SCertificatePassphrase property to define a password for the keystore.

4. Save the propertiesfile.
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5. Restart the broker service.
Windows systems

a. Navigate to Control Panel > Administrativetools > Services
b. Right click BigFix Remote Control-Internet Connection Broker and
select Restart.

Linux systems

Depending on the type of Linux operating system that you are using, you can use
one of the following commands to restart the broker service.

» /shin/service ibmtrcicb restart

» /etc/init.d/ibmtrcicb restart

Using strict verification with self signed certificates

Strict verification can be used with self-signed certificates in BigFix Remote Controll. To do thisyou
should add each broker's certificate to the server trust store.

The BigFix Remote Control controller and target, instructed by the remote control server, uses
strict certificate validation by default and requires atrust store. Normally, atrust store contains the
Certificate Authority's root certificates but when using self-signed certificates, thereisno CA.

When using strict certificate verification, the certificate needs to be exported from the keystore
and uploaded to the BigFix Remote Control. The target downloads and caches the trust store when
registering, during the call home process with the server or during aremote control session. The
controller downloads the trust store at the start of the remote control session.

The use of strict certificate validation is determined by the broker.trusted.certs.required property
inthet rc. properti es fileon the remote control server.

SettoYes
Strict certificate validation is enabled. Thisis the default value.
Set to No
Strict certificate validation is disabled.
[5) Note: Disabling strict verification is not recommended. When strict verification

is disabled, the BigFix Remote Control controller and target will trust all valid
certificates, whether they were generated by you or by a potentially malicious third

party.

Extracting the certificate from the keystore

When using strict certificate verification, the certificate needs to be extracted from the keystore
before being uploaded to the BigFix Remote Control server.
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To extract the certificate compl ete the following steps

10.

11.

12.

13.

14.

15

. Open acommand prompt window.

. Navigate to the BigFix Remote Control installation directory if you have aremote control server
installed with embedded components or the WAS installation directory if you haveinstalled a
stand alone remote control server.

. Changeto the bi n directory.

. Runthei keyman file relevant to your operating system.
Windows systems
ikeyman.bat
Linux systems

ikeyman.sh
. Select Key Database File > Open
. Select PKCS12 for Key database type.
. Click Browse, navigate to and select the required .p12 file.
. Click Open then OK.
. Enter the password for the file and click OK.
For Key database content select Personal Certificates.
Select the required certificate.
Click Extract Certificate.
Use the default Data type Base64-encoded ASCI | data.
Enter afile name and location for saving the certificate file to.

. Click OK.

The certificate file, with extension .arm, will be extracted to the chosen location.

After you have extracted the certificate from the keystore you should add it to the trust store on the

rem

ote control server. For more details, see Adding a certificate to the truststore (on page 295).
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Certificate Authority signed certificates

Y ou can use Certificate Authority (CA) signed certificates to address the authentication and
verification required for ensuring secure connections between brokers and endpoints.

To use a Certificate Authority (CA) signed certificate you should obtain the following items

* A certificate for each broker in your environment.
* Theroot certificate and any intermediate certificates for the CA.

[5) Note: Asdifferent CA’swill operate in different ways you should consult the CA’s
documentation for instructions on how to obtain these.

When you have obtained the relevant certificate files you should copy the certificate to the broker
machine and configure the broker properties, for more details, see Broker configuration (on page
270). Theroot certificate should be added to the BigFix Remote Control server, see Adding a
certificate to the truststore (on page 295).

PEM files can be generated with the OpenSSL command line tool or other third party tools. The
OpenSSL command-line tool is not shipped with BigFix Remote Control. The PEM file needs to
contain the following items, in the order listed below.

1. Broker's certificate

2. Any intermediate certificates, if required
3. Root certificate

4. Broker's private key

Truststore configuration

The BigFix Remote Control server holds the truststore that is used for verifying the broker
certificates.

This truststore is provided to the controller system when aremote control broker session isinitiated.
It is sent also to the target system after the target contacts the server. The certificates that are
contained in the truststore are not generated by the server. They are imported into the truststore by an
administrator.

Y ou can carry out the following actions on the certificates:

» Add acertificate to the truststore
 View the certificates in the truststore
* Edit the certificates

* Delete certificates
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[5) Note: The truststore received in the response from the server is stored on the target in the
directory that isdefined in the TrustStoreDir target property.

Adding a certificate to the truststore

Certificates are used for verifying the remote control connections that are established by using the
Internet Connection Broker. Y ou must add the certificates to the truststore on the remote control
server.

If you are using self-signed certificates, you must extract the certificate from the keystore file. For
more information about extracting the certificate, see Extracting the certificate from the keystore (on
page 292). If you are using a CA certificate, you are required only to add the root certificate to the
server.

Y ou can add a certificate to the truststore by completing the following steps:

1. Log on to the BigFix Remote Control server with avalid admin ID and password.

2. Open the certificate filein atext editor. Select the certificate and copy it to the clipboard.
Select everything, including the BEGIN CERTIFICATE and END CERTIFICATE lines.

3. Select Admin > New Trusted Certificate.
4. Paste the certificate data from the clipboard into the Certificate field.

5. Click Submit.
The certificate details are shown.

6. Verify that the correct certificate is shown and click Submit.

The certificate is added to the server truststore.

[5) Note: After you add certificates to the truststore, all targets must be forced to contact the server
so that they update their local truststore. Otherwise, the target cannot access those brokers for which
it does not have a certificate. If there are any brokers for which the target does have a certificate, it
can still use those brokers. The target automatically updates the truststore during the session and can
use the new certificate in the future.

Viewing certificatesin the truststore

After you have added certificates to the truststore, you can view the list of certificates from the
BigFix Remote Control server Ul.

To view thelist of certificates in the truststore, select Admin > All Trusted Certificates.
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Thelist of certificatesis displayed.

Editing atrusted certificate

After you add certificates to the truststore on the BigFix Remote Control, you can edit the certificate
details.

To edit a certificate, compl ete the following steps:

1. Select Admin > All Trusted Certificates.

2. Select the relevant certificate.

3. Select Edit certificate.

4. Edit the certificate details.

5. Click Submit.

6. Verify that the certificate details are correct and click Submit.

The certificate detail s are changed.

[5) Note: After you edit certificatesin the truststore, all targets must be forced to contact the server
so that they update their local truststore. Y ou must make sure that the certificates on the broker al'so
contain the new details. Otherwise, the target cannot access those brokers whose certificate you
changed. The target will then automatically update the truststore during the session and can use the
new certificate detailsin the future.

Deleting atrusted certificate

Y ou can remove certificates from the truststore on the BigFix Remote Control server when they are
no longer required.

To delete one or more certificates, complete the following steps:

1. Select Admin > All Trusted Certificates.

2. Select the relevant certificate.

3. Click Déelete certificate.

4, Click Submit on the Confirm Deletion screen.

The certificates are deleted from the truststore.



Chapter 28. Migrating to a new certificate

If your existing certificates are due to expire, you can create new certificates. Distribute the new
certificates to the relevant endpoints so that they can continue to successfully establish remote
control sessions through the broker.

Migrating to a new certificate is required when you are using self-signed certificates and you enable
the broker.trusted.certs.required property inthet r c. properti es file. For more information
about signed certificates, see Using strict verification with self signed certificates (on page 292).
When you are using CA signed certificates, only the root certificate must be in the server truststore.
Root certificates typically have along lifespan, with typical current CA certificates not expiring

until after 10 or 20 years at the time of writing. The SSL certificates signed by the CA usually expire
after one year. However, you must update only the SSL certificate on the broker. There is no need to
update the truststore on all of the endpoints if any of the following conditions are true.

» The new SSL certificates for the broker are issued by the same CA.
* Theroot certificate for the CA is aready in the truststore on the server and it has been passed to
all of your endpoints,

Create your self-signed certificate and distribute it to al the endpoints before you install it on the
broker. To migrate to a new certificate, complete the following steps:

1. Generate the new certificate before the old certificate expires.
For more information about creating a certificate, see Creating a self signed certificate (on page
289). When to do thisis determined by how long, you think it takes to update the endpoints
with the new certificate. Leave the broker running with the old certificate until just before the
expiration date.

2. Add the new certificate to the truststore on the server.
For more information about adding a certificate, see Adding a certificate to the truststore (on
page 295).

* Targets that call home from inside the intranet automatically receive the new certificate
from the server and update their truststore.

* Targets that successfully start a session through a broker also automatically update the
truststore. Therefore, the broker must continue running with the old certificate because the
target trusts this certificate. The target does not yet trust the new certificate, and therefore
would be unable to start a session through the broker.

3. Install the new certificate on the broker before the old certificate expires,
For more information about installing a certificate, see Configuring the keystore on the broker

(on page 291).

4. Remove the old certificate from the truststore after it expires.
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When the old certificate expires, al targets that updated their truststore, can establish aremote
control session by using the broker.



Chapter 29. Configuring the session connection
code

Y ou can define the number of characters required and the timeout value, for the connection code
used when starting a remote control session through a broker.

When starting a remote control session involving one or more brokers, a connection code is required
as part of the session authentication to match the correct controller with the correct target. For more
information on starting a remote control session using a broker, see the BigFix Remote Control
Controller User's Guide. Y ou can globally configure properties for this code within the BigFix
Remote Control server Ul. To configure the broker session connection code complete the following

steps
1. Select Admin > Edit propertiesfile
2. Select trc.properties

3. Set the connection code length.
broker.code.length

Determines the number of characters required to be entered for the connection
code, in the connection code window, when starting a remote control session
through an Internet Connection Broker. Default is 7.

@ Note: Thereisno limit to the number of characters that can be set however
you should use your own discretion when setting this value.

4. Set the connection code timeout value

broker.code.timeout

Determines the number of seconds the connection code timer will count down
from, for the connection code options available when you are starting a broker
session as a controller user. Default is 900.

5. Click Submit
Y ou should reset the application in order for the new values to take effect by clicking Admin >
Reset Application.



Chapter 30. Target registration before a remote
control session

When you have targets that are on the internet or third-party networks and cannot register directly
with the BigFix Remote Control server you can configure server properties to allow the target to
register with the server. When the target registers, you can start a remote control session with the
target, by using a broker.

Y ou can aso configure the target properties to assign the target to specific target groups when it
registers with the server.

Server properties

Use the server property rc.create.assets.from.broker sto determine whether targets can register with
the remote control server when the target user enters the connection code at the start of the remote
control session. For details about starting a remote control session by using a broker, see the BigFix
Remote Control Controller User's Guide. Therc.create.assets.from.brokers property is defined in
thetrc. properti es fileand isset to true by default. For detailsof thet r c. properti es file
see, trc.properties (on page 192).

rc.create.assets.from.brokers
true

Targets can register with the server at the start of a broker remote control session.
When they register, they are assigned to the DefaultTar getGroup by default.

false

Targets cannot register with the server.

Target properties
The following target property values must be set to allow the target to register with the server.

* Managed = Yes

» Server URL = the host name or | P address of the server that you want the target to register with.

* BrokerList = thelist of host names or IP addresses of the brokers and their ports, that you want
the target to connect to. In the format hostnamel: port,hostname2: port,hostname3: port.

[5) Note: You must restart the target service when you change target property values so that the new
values take effect.

Assigning targetsto target groupswhen they register
Y ou can assign the target to other target groups when it registers, instead of the
DefaultTargetGroup, in two ways.

Using the target group override option.
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Set the allow.tar get.group.override property to true to assign the target to the groups
listed in the GroupL abel target property, instead of the DefaultTar getGroup.

1. Editthetrc. properti es fileand set allow.target.group.override = true.
2. Savethefile.
3. Edit the target properties and set GroupL abel to alist of target groups.

[5) Note: These groups must aready be defined in the server.

The target is assigned to the target groups listed in GroupL abel, when it registers.
Using target member ship rules.

Using the tar get member ship rules function, create rules that the targets match on to
assign them to specific target groups.
If you define rules and the target group override function is also enabled, the target is assigned to the

target groups that are defined for both of these options when it registers.
There can be cases where the remote control session cannot start for the following reasons.

* The target was not assigned to any groups.

* The group assignment configuration is incorrect.

* Thetarget is assigned to a group that the controller user does not have permissions to access
targets from.

In al cases, no policies can be derived for the session, so even though the target is registered in the
server, the session is rejected.



Chapter 31. Configure target properties

When atarget takes part in a peer to peer remote control session, its properties determine what
functions are available during the session. Target properties can be configured by creating and
running atarget configuration task in the BigFix console. For more information, see the BigFix
Remote Control Console User's Guide. Y ou can also edit the target properties manually. To edit

the target properties, you must have administrator rights. Enter your admin password when you are
prompted.

Editing thetarget properties on a Windows tar get

1. Edit the target registry and go to HKEY_LOCAL _MACHI NE\ SOFTWARE\ | BM Ti vol i
\ Renot e Control\ Tar get

[5) Note: On a64-bit system, al the 32-hit registry keys are under the Wow6432Node key. For
example: HKEY _LOCAL_MACHI NE\ SOFTWARE\ WOW5432Node\ | BM Ti vol i Renot e
Contr ol \ Tar get

2. Right-click the required property and select M odify

3. Set the required value and click OK.

4. Restart the target service.

Editing thetarget propertieson aLinux target

1. Editthei bntrct . conf file.
2. Modify the required properties.
3. Savethefile.

4. Restart the target service.

Editing thetarget properties on an BigFix Remote Control Target for macOS
To edit the target properties, complete the following steps:

1. Openthe Ter m nal . app.
2. To modify a property, enter the following command.

sudo defaults write /Library/Preferences/com.ibm.bigfix.remotecontrol.target.plist K eywor d
Value

Where Keyword is the property name and Value is the value for the property.
For example,

sudo defaults write /Library/Preferences/com.ibm.bigfix.remotecontrol .target.plist LogLevel 4
3. Restart the target.
a. Click Remote Control Target > Quit Remote Control Target.
b. Openthe Renot e Control Target. app.
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After you modify properties, you can type the following command to see alist of current property
values.

defaults read com.ibm.bigfix.remotecontrol .target.plist

Y ou do not need administrator rights to run the read command. Therefore, sudo is not required at the
start of the read command.

Specifying atarget | P address for connecting to the server

When atarget has multiple | P addresses, use the target property, L ocall PInterface, to specify which
I P address should be used by the target for remote control sessions and for reporting to the server.

Specifying an | P address for a windows target

Use the, Locall Plnterface, property to specify the IP address that the Windows target will use for
connecting to the BigFix Remote Control server.

Modify this parameter within the Windows registry by completing the following steps:

1. At acommand prompt typer egedi t .

2. Navigateto \ HKEY_LOCAL_MACHI NE\ SOFTWARE\ | BM Ti vol i \ Renot e Cont r ol
\ Tar get

3. Right-click L ocall PInterface and select M odify.

4. Enter the required IP address in the Value data field and click OK.

5. Restart the target service.

The windows target will use the defined | P address for remote control sessions and for reporting to
the BigFix Remote Control server.

Specifying an | P address for a Linux target

Usethe, Locall PInterface, property to specify the IP address that the Linux target will use for
connecting to the BigFix Remote Control server.

Modify this parameter within the BigFix Remote Control Linux target configuration file by
completing the following steps

1. Editthei bnt rct. conf file
2. Set the value of L ocall Pl nterface to the required |P address and save the file.
3. Restart the target service.
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Joining or Disconnecting a session

Y ou can configure peer to peer targets so that a controller user can join or disconnect the remote
control session that the target is already connected to. For more details of how to use these function
see the BigFix Remote Control Controller User's Guide. Configure the following target properties to
enable these features.

Join the session

» Managed = No
» CheckUserLogin=Yes

[5) Note: Collaboration should also be started for the join feature to be enabled.

Disconnect the session

* Managed = No
» CheckUserLogin=Yes
 AllowForceDisconnect = Yes

AllowFor ceDisconnect
SettoYes

A Disconnect session button is available in the message window that is
displayed when you attempt to connect to the target.

Set to No

No Disconnect session button is available when you attempt to
connect to the target.

CheckUserL ogin must be set to Yes and Managed set to No for
AllowFor ceDisconnect to take effect.

For ceDisconnect Timeout

Number of seconds you must wait for the current controller to respond to the prompt
to disconnect the current session. If they do not respond in the given time, they will
be automatically disconnected from the session . The timer takes effect only when
AllowFor ceDisconnect and CheckUser L ogin are set to Yes. The default value is 45.

L ogging target activity

Use properties to determine how much information and what type of information is written to the
target log.
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Target session activity is saved to the target log files. Use properties to configure the logging level
and how often the target log file is renewed. When you install the target by using the installer, the
properties are configured with default values that produce alog file at Info level. Y ou can configure
the properties when you run a custom installation of the target. For more information, see the BigFix
Remote Control Installation Guide. Y ou can also configure the properties after you install the target.
For more information about how to edit target properties, see Configure target properties (on page

302).

Configure the following properties.

LogL evel

Thelog level determines the types of entries and how much information is added to
thelog file. Default value is 2.

L ogRotation

Controls the period after which an older log file is overwritten. Log rotation can be
disabled. Default value is Weekly.

L ogRollover

Controls the period after which anew log fileis started. This period must be shorter
than the LogRotation period, therefore not all combinations are valid. LogRollover
cannot be disabled. Default value is Daily.

For more information about the properties, see Properties for configuring logging activity (on page

383)




Chapter 32. Importing data from other sources

Aswell as adding user and target data to the database using the server Ul you can aso import this
data into the database either through synchronizing with an LDAP server or by importing atext file.

Configure LDAP

BigFix Remote Control provides Lightweight Directory Access Protocol Version 3 support. Y ou can
use LDAP to enable authentication and integration of users and their associated group membership
into the BigFix Remote Control database.

All configuration information that is required for LDAP authentication isin the
| dap. pr operti es file. Before you configure, some prerequisite information must be obtained.
This information simplifies the configuration process.

* A user name and password to be used by BigFix Remote Control to establish a connection with
the Active Directory server. This user name must have the authority necessary to read all the
required information from the directory tree.

» Thefully qualified server host name or IP address of the Active Directory server to be used with

BigFix Remote Control.
« In an Enterprise scenario, a secondary backup LDAP server would also be configured in BigFix
Remote Control.

Setting up LDAP synchronization

To enable LDAP authentication, synchronization with the LDAP server must also be enabled.
Edit valuesinthecommon. pr operti es fileand thel dap. properti es fileto enable
synchronization.

To perform the basic configuration for LDAP authentication, complete the following steps:

1. Click Admin > Edit propertiesfile.

2. Ensuring that you are editing the conmon. pr operti es file, edit the following properties
authentication.LDAP
To enable or disable LDAP authentication.
True
LDAP user authentication is enabled.
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[5) Note: Each time the synchronization with Active Directory
takes place the users and user groups are deleted from the

BigFix Remote Control database and then imported from Active
Directory. Therefore, if LDAP is enabled, new users and new

user groups must be created in Active Directory and not in BigFix
Remote Control.

False

LDAP user authentication is not enabled. Users are authenticated
against the BigFix Remote Control database.

aut henti cati on. LDAP=t r ue

authentication.L DAP.config
Defines the file that contains the LDAP configuration properties.

aut henti cati on. LDAP. confi g=I dap. properties

sync.ldap

Synchronize the users and groups from Active Directory with the BigFix
Remote Control database. Takes the values true, to synchronize or false, for no
synchronization.

True

The LDAP server is synchronized with the BigFix Remote
Control database to reflect any changes that are madein LDAP.

False

No synchronization takes place. If synchronization is disabled,
you must manually import the usersinto the BigFix Remote
Control database. Otherwise, they cannot log on to the BigFix
Remote Control server. The users must exist in the BigFix Remote
Control database so that they can be associated with the relevant
permissions that are required to establish remote control sessions.

[5) Note: The synchronization is performed by running a scheduled task.

The task pullsthe LDAP information from the LDAP server and updates the
database with any changes that are made to the user or group information. Within
thetrc. properti es file two attributes define the time interval that the
scheduler uses to check for scheduled tasks.

scheduled.interval

The frequency hat the server must check for scheduled tasks. The
number of units of time between each checking period. Default is
60.
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[5) Note: If you change this value, restart the server service for
the new value to take effect.

scheduled.interval.period

The unit of time to be used along with the scheduled interval
to specify how often the server must check for scheduled tasks.
Default is minutes.

The scheduled.interval attribute is set to 60 as default and the
scheduled.interval.period set to minutes, that is, the server checks for and runs
any scheduled tasks every 60 minutes. To accurately reflect any changes to the
users or groups, set the scheduled.interval attribute to alower value so that the
synchronization can occur more frequently.

3. Click Submit.

Verifying connection information

Use parameters to define how BigFix Remote Control connects to the LDAP server. The connection
is used to query the LDAP server for the user and group information that isimported into BigFix
Remote Control.

Any changesto thel dap. pr operti es filedo not take effect until you select Admin,Reset
Application. To avoid multiple restarts or an extended outage use an LDAP browser and the LDAP
Configuration Utility as an aid to the entire configuration process.

To verify the connection information by using an LDAP browser, define an LDAP server profile by
entering the fully qualified host name and credential information. WWhen you open an LDAP browser
for the first time, provide details for anew profile.

The profile can include the following information.
Host
Host name or FQDN of the preferred LDAP Server.
Port

Port that is used to communicate with the directory. Typically, port 389 but if your
environment contains child domains, port 3268 must be used instead. Port 3268 points
to the Global catalog that includes the child domains.

Base DN

The root point to bind to the server. For example,
DC=nydomai n, DC=nyconpany, DC=com

After the information is entered, the LDAP Browser displays attribute names and values available at
the root of the Active Directory tree.
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When a connection is established, use the same information that is used in the LDAP browser to set
the parametersinthel dap. properti es file.

* Click Admin > Edit propertiesfiles
* Select Idap.properties from the list
» When modifications are complete, click Submit

The application must be reset for the changes to take effect. Click Admin > Reset Application or
restart the server service.

The properties file can also be edited manually by locating it on the BigFix Remote Control Server.
Thefileisinthe[instal | di r]wW p\usr\servers\trcserver\ apps\ TRCAPP. ear
\'trc. war\ VEEB- | NF\ cl asses directory, where installdir is the directory that the BigFix
Remote Control Server isinstalled in. For example, C.\ Program Fil es\|I BM Ti vol i \ TRC
\'server\w p\usr\servers\trcserver \apps\ TRCAPP. ear\trc.war\VEB- | NF
\ cl asses

[5) Note: BigFix Remote Control is provided with adefault | dap. pr operti es file and many of
the extended configuration options are commented out. To enable the options, the file must be edited
manually.

[5) Note: The BigFix Remote Control Server is capable of managing one Global catalog only. This
means that domain controllers of different domains cannot be managed by the same BigFix Remote
Control Server.

Users belonging to adomain which is not included in the forest specified in the server configuration
cannot be added to the users of the same BigFix Remote Control Server.

Configuring connection credentials

Use the following properties to set valid credentials for connecting to the LDAP server.

[5) Note: Check that a successful connection to the LDAP browser can be established by using these
credentialsto verify that they are valid.

1. Editthel dap. properti es file.

2. Configure the following properties.
Idap.connectionName

The user name that is used to authenticate to aread-only LDAP connection.
If left not set, an anonymous connection is attempted. For example,
adm ni strat or @ydomai n. nyconpany. com

Idap.connectionPassword
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The password that is used to establish aread-only LDAP connection. The
password can be entered here in plain text or it can be encrypted. Use the LDAP
wizard to encrypt your password. For more information, see Configure LDAP
properties by using the LDAP wizard (on page 138).

Idap.connectionPasswor dEncrypted
True
The LDAP password is encrypted.
False
The LDAP password is not encrypted and entered as plain text.
Idap.connectionURL

The directory URL used to establish an LDAP connection. Typein the URL of
your LDAP server.

| dap: // nyl dapserver. nydomai n. myconpany. com

Setting connection security

The following properties define the level of security to be used on the connection to the LDAP
server. Set the following parameter to si npl e so that the BigFix Remote Control server can
communicate with most Active Directory servers.

Idap.security_authentication

Specifies the security level to use. Vaue can be set to one of the following strings:
none, simple, strong. If this property is unspecified, the behavior is determined by the
service provider.

| dap. security_athentication=sinple

While most LDAP servers support simple plain text login, some Active Directory administrators
reguire a secure connection. BigFix Remote Control supports two types of secure connectionsto an
Active Directory server, SASL (Digest-MD5) or SSL. If you cannot connect to the Active Directory
server and see the following error inthetrc. | 0g:

LDAP Aut henti cati on. excepti on[ LDAP: error code 8 - 00002028: LdapErr:
DSI D- 0C09018A,
comrent: The server requires binds to turn on integrity checking if SSL\TLS
are not
al ready active on the connection, data 0, vece ]

BigFix Remote Control needs to be configured for either SASL or SSL connections.



BigFix Remote Control Administrator’s Guide | 32 - Importing data from other sources | 311

SASL (Simple Authentication and Security Layer)

The following parameters relate to using SASL to secure the connection to the LDAP server. If you
are not using SASL, the parameters must not be edited. Comment out the parameters. The following
values are used to configure BigFix Remote Control to connect to Active Directory that uses SASL
in atest environment. Consult your organizations active directory support team to acquire the correct
values for your company.

Idap.security_authentication

Specifies the security level to use. If this property is unspecified, the behavior is
determined by the service provider. If you are using SSL, the value is set to simple. If
you are using SASL, the value is set to the SASL mechanism DIGEST-MD5.

| dap. security_aut henti cati on= DI GEST- MD5

Idap.connectionRealm
The Realm name where the user 1D and password resides.

| dap. connecti onReal m= nmydonai n. nyconpany. com

Idap.connectionQop
This value can be one of:

+ auth = Authentication only

« auth-int = Authentication and integrity checking by using signatures

« auth-conf = (SASL only) Authentication, integrity and confidentiality checking
by using signatures and encryption.

| dap. connecti onQop= aut h- conf

Idap.connectionM axbuf

Number that indicates the size of the largest buffer the server is able to receive when
you use auth-int or auth-conf. The default is 65536.

| dap. connect i onMaxbuf = 16384

Idap.connectionStrength
Connection strength can be one of: low, medium, high.

| dap. connecti onSt r engt h= hi gh
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SSL (Secure Socket Layer)

The following parameters define the use of SSL to connect to the Active Directory server. To use
SSL, you must install a Root CA public key certificate keystore on the BigFix Remote Control
Server. If SSL is not used, the parameters can be commented out inthe |l dap. properti es file.

Idap.security_protocol

Specifies the security protocol to use. The value is a string that is determined by the
service provider. For example, ssl. If this property is unspecified, the behavior is
determined by the service provider.

| dap. security _protocol =ssl

Idap.sd_keyStore
Enter the location of the keystorefile.

| dap. ssl _keySt or e=Pat hOf KeySt oreFi |l e

Idap.ss_keyStorePassword
Enter the location of the keystore password.

| dap. ssl _keySt or ePasswor d=Keyst or ePasswor d

Setting user authentication properties

Authenticating the user

Use the following properties to define how the user is authenticated when they attempt to log on to
the BigFix Remote Control server. To configure the following sections use the LDAP browser as
described for each parameter, to derive the correct settings.

Idap.digest

Digest algorithm that is used by LDAP. Vaues are SHA, MD2, or MD5 only. The
default is cleartext. If the LDAP serversreturns a password, BigFix Remote Control
uses the Digest algorithm to encrypt the user input password and compare it with
the password it receives from the LDAP server. If no password is returned from

the LDAP server, BigFix Remote Control uses the user name and password that is
provided by the end user to authenticate with LDAP.

| dap. di gest =SHA

Idap.userid

Idap.userid isthe LDAP attribute that contains the user 1D that is mapped to the
userid field in the BigFix Remote Control database. The user Principal Pattern
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property then needs to know whether the @domainname, UPN suffix, is added for
Active Directory authentication.

SAM AccountName

SAMAaccount must be used so that the user ID only portion of the
logon, without the UPN Suffix, is used.

user PrincipalName
userPrincipal Name must be used to force all logons to use the full User
Principal Name.

[5) Note: Itisrecommended to set Idap.userid to this value to
ensures that it does not contain any invalid characters. For example, an
apostrophe.

The ldap.userid relates to other configuration valuesinthel dap. properti es
file

For example, if the dap.userid is set to userPrincipalName, the user must log on to
BigFix Remote Control with their full ID. For example, awi | son@xanpl e. com

* The ldap.user Sear ch variable would be (userPrincipalName={ 0} ).
 Theldap.principalPattern would be { 0} .

If the Idap.userid is set to use SAMAccountName, the user must log on to BigFix
Remote Control with just the user ID part of their ID. For example, awilson. The
following parameters must be set so that the fully qualified name is appended.

For example

* Theldap.user Sear ch variable would be
(userPrincipal Name={ 0} @mydomain.mycompany.com)

For a user awilson@example.com, the Idap.user Sear ch variable would be
(userPrincipalName={ 0} )
» Theldap.principal Patter n would be { 0} @mydomain.mycompany.com.

For a user awilson@example.com, the Idap.principal Patter n would be
{0} @xanpl e. com

Idap.user Password

The name of the LDAP attribute in the user's directory entry that contains the user's
password. In Active Directory, password is the default name of the attribute.

| dap. user Passwor d=passwor d

Idap.user Email
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The name of the LDAP attribute in the user's directory entry that contains the user's
email address.

[5) Note: Theldap.user Email property cannot have anull value. If your Active
Directory Tree does not contain email information, a different attribute must be used.
For example, Idap.user Email might be set to user PrincipalName.

Idap.user Realm

Realm name that is used for user authentication. This setting is optional and can be
commented out, inthel dap. properti es file for most configurations.

| dap. user Real mrusers. conpany. donai n. com

Idap.principal Pattern

Pattern for construction of user principal for using LDAP authentication. Some LDAP
serversrequire email address, for example, user i d@omai n. comand others
require the user 1D only. The string “{0} is substituted by the users user ID entered at
the login screen.

Searching for the users directory entry

The method available for finding the end-users information involves defining a starting point in the
Active Directory tree and allowing BigFix Remote Control to recursively search through the tree
for the userid. For most Active Directory implementations thisis the preferred method as users are
usually spread out in severa locations in an Active Directory tree. This method is especially helpful
if user information is contained under a single branch of the tree but broken up by department or
underneath the branch

[5) Note: It should be noted that when LDAP has been enabled, new users and new user groups
should be created in Active Directory and not in BigFix Remote Control. Thisis because each time
the synchronization with Active Directory takes place the users and user groups are deleted from the
BigFix Remote Control database and then imported again from Active Directory.
To use the recursive search configure the following parameters:

Idap.user Base

The base LDAP directory entry for looking up users that match the search criteria. If
not specified, the search base is the top-level element in the directory context.

for exanpl e OU=nyl ocati on, DC=nyconpany, DC=com

Y ou can refine your search by going deeper into the OU structure and selecting to
search only within a specific organizational unit for example an OU called Users and
therefore you would set the property value as

| dap. user Base=0U=User s, ou=nyl ocat i on, dc=nmydonmai n, dc=nyconpany, dc=com
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Thiswould instruct BigFix Remote Control to look for users matching the
criteria, only within the Users OU (and any OUs that belong to the Users OU if
Idap.groupSubtree is set to true)

Idap.user Sear ch

Definesthe LDAP query that is used to import Active Directory usersto BigFix
Remote Control. The defined query needsto filter the results such that only those
users which match the search criteria are imported to BigFix Remote Control. The
default valueis

(objectClass=user)

which means, ook for usersin any object that is a user object within the userbase.
That isimport all Active Directory usersto BigFix Remote Control.

[5) Note: When using the above it should be noted that some environments can have
thousands of userstherefore it isimportant to create afilter which will only import
the required users. To limit the users that are imported to only those users who match
the search criteria and are members of the groups that were imported into BigFix
Remote Control through the Idap.groupSear ch filter, you should set the property
Idap.user InGroup to true. It should also be noted that as well as being imported

into the relevant groups that are returned in the group search, users are also imported
into the DefaultGroup. Setting ldap.user InGroup to false will import al users who
match the search criteria, regardless of their group membership.

The search can therefore be further refined by using more complex queries. For
exampleif you have the following values set

| dap. gr oupBase=( OU=nyl ocat i on. DC=nyconpany. DC=com)
Ldap. user Search: (&(objectd ass=user) (|

(menmber OF =CN=Depar t mrent 1, OU=GROUPS

OU=nyl ocat i on, DC=nyconpany, DC=com

(menmber OF =CN=Depar t mrent 3, OU=GROUPS

OU=nyl ocat i on, DC=nyconpany, DC=com) ) (nane={0}))

If there were three groups defined, Department1, Department2 and Department3 the
above query would authenticate and import any users that are defined as objectclass
user and are members of the Department1 OR Department3 groups. Users from
Department2 would not be able to logon to BigFix Remote Control.

The (& (name={ 0} ) is added to the end to specify that the name attribute is used for
logging in. This value has to match whatever attribute was specified as |dap.userid.

Idap.user Subtree

Set thisvalue to true if you want to recursively search the sub tree of the element
specified by the userBase attribute for the user's directory entry. The default value of
false causes only the top level to be searched (a nonrecursive search). Thisisignored
if you are using the userPattern expression.

| dap. user Subtree=true
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Importing Active Directory Groups

One of the greatest benefits of integrating with Active Directory is being able to use existing Active
Directory groups. After Active Directory groups are imported, an administrator must define the
permissions for each group and group membership is handled inherently by Active Directory. To
import Active Directory groups, configure the following propertiesin thel dap. pr operti es file.

Idap.groupName
The LDAP attribute name that is used for the group search.

| dap. gr oupNane=cn OR | dap. gr oupNane=nane

Idap.groupDescription

The LDAP attribute name to be used to get the description for the group. It is set to
description by default.

| dap. groupDescri pti on=descri pti on

Idap.groupNameTrim

Set to true or false. Limits the group name that is imported to the BigFix Remote
Control database to 64 characters. The recommended valueis false.

Idap.groupMembers

L DAP attribute name to be used to find the members of the groups that are returned as
aresult of the specified search. The default value is member.

| dapgr oupMenber s=nenber

Idap.groupSubtree

If set to true, BigFix Remote Control searches recursively through the subtree of

the element that is specified in the ldap.groupBase parameter for groups that are

associated with auser. If left unspecified, the default value of false causes only the top

level to be searched, and no recursive search isrun. True or False (default).
Idap.groupBase

The base LDAP directory entry for starting the search for groups to synchronize. If
left unspecified, the default is to use the top-level element in the directory context.

for exanpl e OU=nyl ocati on, DC=nyconpany, DC=com

To refine your search and go deeper into the OU structure, select to start the search
only within a specific organizational unit. For example, an OU called Test. Set the
property to the following value.

OU=Test , OU=nyl ocat i on, DC=nyconpany, DC=com
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Therefore, BigFix Remote Control looks for groups that match the criteria, only
within the Test OU (and any OUs that belong to the Test OU if Idap.groupSubtreeis
set to true).

Idap.groupSear ch

Definesthe LDAP query that is used to import AD groups to BigFix Remote Control.
The defined query needsto filter the results such that only those groups that are
needed are imported to BigFix Remote Control.

| dap. gr oupSear ch=( obj ect O ass=gr oup)

Imports all AD groups found in the OU specified in the
|dap.groupBase property to BigFix Remote Control. Some
environment can have thousands of groups.

| dap. gr oupSear ch=( & obj ect Cl ass=gr oup) (ch=*SV5*))

Imports all groups that contain SMSin the cn attribute. For example,
ViSI0-SMS-USer'S.

| dap. gr oupSear ch=( & obj ect Cl ass=gr oup) (cn=adni ns))
Imports al groups that are named admins.
| dap. gr oupSear ch=( & obj ect Cl ass=gr oup) (cn=adm ns*))
Imports all groups that have the text admins in the name. For example,
administrators, server-administrators.
Idap.groupMembers

L DAP attribute name to be used to find the members of the groups that are returned as
aresult of the specified search. The default value is member.

These queries can be tested by using the LDAP browsers directory search option or the LDAP
configuration utility in the BigFix Remote Control server Ul.

Testing the Connection

When thecommon. properties & | dap. properti es filesare updated, reset the BigFix
Remote Control application by selecting Admin > Reset Application.

When the service restarts, log on to the BigFix Remote Control server by using an Active Directory
user ID and password. If the entries in the LDAP propertiesfile are correct, you are authenticated and
logged on successfully.

BigFix Remote Control Server connects directly to LDAP. Therefore, any password changes within
LDAP areimmediately effective only if the LDAP password change synchronizes to the LDAP
server that is set withinthel dap. properti es file

[5) Note: The default ADMIN user ID within the BigFix Remote Control Server application always
authenticates against the BigFix Remote Control Server regardless of whether LDAP authentication
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isenabled. If there is a connectivity problem between BigFix Remote Control Server and LDAP, the
ADMIN user can always log on.

If thereare any errorsinthel dap. properti es file, you see afailed logon message. The L ogon
screen is displayed with an Invalid user name or wrong password message.

To determine the cause of the failurelook inthet r c. | og file. View the application log by using
the server Ul.

* In the BigFix Remote Control Server Ul, click Admin > View application log
* Click CTRL+END to reach the end of thefile.

The following common errors can be displayed. The errors indicate a problem with creating the
initial connection between BigFix Remote Control Server and Active Directory.

AcceptSecurityContext error, data 525
Returns when user name isinvalid.
AcceptSecurityContext error, data 52e

Returns when user name is valid but password or credentials are invalid. Prevents
most other errors from being displayed as noted.

AcceptSecurityContext error, data 530

Logon failure: account logon time restriction violation. Displays only when presented
with valid user name and password credentials.

AcceptSecurityContext error, data 531

Log on failure: user is not alowed to log on to this computer. Displays only when
presented with valid user name and password credentials.

AcceptSecurityContext error, data 532

Logon failure: the specified account password is expired. Displays only when
presented with valid user name and password credentials.

AcceptSecurityContext error, data 533

Logon failure: account currently disabled. Displays only when presented with valid
user name and password credential.

AcceptSecurityContext error, data 701

The user's account is expired. Displays only when presented with valid user name and
password credential.

AcceptSecurityContext error, data 773

The user's password must be changed before they log on for the first time. Displays
only when presented with valid user name and password credential.

AcceptSecurityContext error, data 775
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The referenced account is locked out and cannot be logged on to. Displays even if
invalid password is presented.

L DAP Authentication.exceptionmyser ver .mydomain.com: 389
Displays when the server name specified by ldap.connectionURL is unreachable.

Verifying that the groups are imported

When authentication is successful and you are logged on to the BigFix Remote Control server,
click User groups> All User Groupsto verify that the correct groups were imported from Active
Directory.

After the groups are imported into BigFix Remote Control, define permissions for the newly
imported groups.

Sample LDAP Configuration File

Thefileisasample configuration file. It uses a simple connection to Active Directory with importing
of Active Directory groups

# Licensed Materials - Property of IBM Corporation

# 5724-N88 5725-C431

# (C) Copyright HCL Technologies Ltd. 2001, 2020

# All Rights Reserved

# US Government Users Restricted Rights - Use, duplication or

# disclosure restricted by GSA ADP Schedule Contract with IBM Corp.
# LDAP Properties

# Server Authentication definition

# The directory URL used to establish an LDAP connection

Idap.connectionURL =Idap://myldapser ver

# define the secondary LDAP server name, if the primary is down we can use an aternative LDAP
server

#-1dap.alternateURL =

# The username used to authenticate a read-only LDAP connection. If left not set, an anonymous
connection is made.
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Idap.connectionName=administrator @mydomain.MyCompany.com

# The password used to establish aread-only LDAP connection.
Idap.connectionPasswor d=myPassword

# Instructs Remote Control to read the value of the password parameter as encrypted ( true) or plain
text ( false). See Admin guide for instructions on generating encrypted password

Idap.connectionPasswor dEncrypted=false

# The fully qualified Java class name of the INDI context factory to be used for
# this connection. If left unset, the default INDI LDAP provider classis used.
# --- -Idap.contextFactor y=com.sun.jndi.ldap.L dapCtxFactory

# HitHAHHAHHHAAHHAH# SASL Definition

# specifying the security level to use. Its value is one of the following strings: "simple" or "DIGEST-
MD5".

# . 1f using SSL, you have to use smple.

Idap.security_authentication=simple

#ldentifies the realm or domain from which the connection name should be chosen
# ---- [dap.connectionRealm=

#Quality of protection

# QOP can be one of: auth, auth-int, auth-conf

# auth -- Authentication only

# auth-int --Authentication and integrity checking by using signatures

# auth-conf -- (SASL only) Authentication, integrity and confidentiality checking
# by using signatures and encryption.

# ----ldap.connectionQop=auth

# Number indicating the size of the largest buffer the server is able to receive when
# using "auth-int" or "auth-conf". The default is 65536.
# ldap.connectionM axbuf=16384

# Strength can be one of: low,medium,high

# ----ldap.connectionStrength=high

# SSL Definition

# specifying the security protocol to use. Its value is a string determined by
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# the service provider (for example: "sdl"). If this property is unspecified, the behaviour
# is determined by the service provider.

# ----ldap.security_protocol=sd

# Access the keystore, thisis where the Root CA public key cert was installed
# No need to specify the keystore password for read operations

# ----ldap.sd_keyStore=PathOfK eyStor eFile

# ----ldap.ssl_keyStor ePasswor d=K eystor ePassword

# specifying how referrals encountered by the service provider are to be processed.
# The value of the property is one of the following strings:

#"follow" -- follow referrals automatically

#"ignore" -- ignore referrals

#"throw" -- throw Referral Exception when areferral is encountered.

# If this property is not specified, the default is determined by the provider.

# ----ldap.referrals=follow

#

define Group search for LDAP

# The base LDAP directory entry for looking up group information. If left unspecified,
# the default is to use the top-level element in the directory context.
Idap.groupBase=OU=Gr oups,OU=mylocation,DC=mydomain,DC=mycompany,
DC=com

#The LDAP filter expression used for performing group searches.

Idap.groupSear ch=(& (obj ectClass=group) (name=TRC*))

# Set to true if you want to recursively search the subtree of the element specified in

# the groupBase attribute for groups associated with auser. If left unspecified, the default
# value of false causes only the top level to be searched (a nonrecursive search).
Idap.groupSubtree=true

#The LDAP attribute that we should use for group names.

Idap.groupName=name

#The LDAP attribute that we should use for group descriptions

Idap.groupDescription=description

# Thisisthe attribute specifying user members within a group
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Idap.groupM ember ssmember

#

#The base of the subtree containing users

User search definition

#If not specified, the search base is the top-level context.

Idap.user Base=OU=User s,0U=mylocation,DC=mydomain,DC=mycompany, DC=com

# The LDAP filter expression to use when searching for auser's directory entry, with {0} marking
# where the actual username isinserted.
Idap.user Sear ch=(& (objectClass=User )(SAM AccountName={0}))

# Set thisvalue to true if you want to recursively search the subtree of the element specified by
# the userBase attribute for the user's directory entry. The default value of false causes only the
# top level to be searched (a nonrecursive search).

Idap.user Subtree=true

#Set thisvalueto true if a user hasto be a member of the groups found in the group search

Idap.user InGroup=true

# Digest algorithm (SHA, MD2, or MD5 only)
# Remote control will use it to encrypt the user input password and

# compare it with password it receives from the LDAP server. If left unspecified, the default valueis
"cleartext".

# ---- [dap.digest=SHA

#LDAP attribute used for userids

Idap.userid=sAM Accountname

# LDAP User password attribute

Idap.user Passwor d=password

# LDAP Attribute containing the Users Email address

Idap.user Email=user PrincipalName

# If the following parameters are defined they are mapped into the local remote control database
Idap.forename=givenName

Idap.surname=sn

Idap.title=title

Idap.initials=initialsg
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|dap.company=company
|dap.department=department
|dap.tel ephone=tel ephoneNumber
[dap.mobile=mobile

|dap.state=st

Idap.country=Co

### Other property definitions
#Set this value to the page size of LDAP search retrieval s (default=500).

# Do not set this to anything greater than the max page size for the LDAP server ( for example, AD
has alimit of 1000)

Idap.page.size=500

Import data from csv filesinto the BigFix Remote Control
database

Use comma-separated text files to import numerous records of information into the BigFix Remote
Control database instead of adding the records individually. Using these files with import templates,
that are used to map the datain your file to the relevant columns in the database tables. Y ou can
import the data into the database in one go. For example, multiple users details can be imported into
the database from a csv file rather than having to be entered individually.

To import data from acsv file, complete the following procedures.

* Create acsv file
* Create an import template
* Import the csv file by using an import template

Creating acsv file

Y ou can create acsv fileto list the details of the various items to be imported. These files can be
created and saved astype CSV or TSV, with or without a header row, which isa set of column
headings corresponding to specific column names within the tables in the database. Each row of the
file should have the information, that is added to each column in the database table, separated by a
commafor aCSV fileor tab for aTSV file.

Below is an example of the content of a CSV file with a header included
FORENAME,SURNAME,EMAIL
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Fred,Bloggs,Fbloggs@example.com
John,Smith,JSmith@example.com
David,Brown,DBrown@example.com
Mary,Smith,M Smith@example.com

Below is an example of the content of a CSV file with no header
Fred,Bloggs,Fbloggs@example.com
John,Smith,JSmith@example.com
David,Brown,DBrown@example.com

Mary,Smith,M Smith@example.com

When you have created your csv file, map this data to the BigFix Remote Control database using a
template that will import the data into the correct tables in the database.

Mapping datain acsv file to the BigFix Remote Control database.

To ensure that the datain your csv file is added to the correct tables in the database, you must map
the columnsin your file to specific columns and tables. Create an import template to import the
data. Use the template to define the correct format to be used for reading your file. Y ou can select
which columns of datain your file are to be added to the database and where the datais added to in
the database. If the data that you are adding does not refer to an item already in the database, you
can create anew item in the database. For example, if you are adding user data and the user datais
not already in the database, select to create a new user with the data. A knowledge of the database
tables and their structure isimportant for creating import templates. For more information about the
database tables, see Database table and column descriptions (on page 330).

[5) Note: When user or target datais being imported, you must supply at least one of the following
columns for import from the csv file

Targets

From the ASSET table, SERIAL_NO, UUID, or COMPUTERNAME.
Users

From the USERS table, USERID, EMAIL, or EMPLOYEEID .

@ Note: USERKEY isnot the same as USERID, it is USERID that must be used.

To create anew Import Template, complete the following steps:

1. Click Admin > Import Data > Create new import template.
The Edit Data Import Template screen is displayed.

2. Type the relevant information.
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Name
Type aname for your template.
File Header

Thisfieldisused if thefile that you are importing has a set of column headings
that correspond to specific database table column names. Type a comma-
separated set of column names. If there is no header in thefile, thisfield is left
blank.

for exanple: USERI D, FORENAME, SURNAMVE

Number of Columns

Type the number of columns of datathat isin your csv file. If you decide to
change this value, click Update to change the numbers that are shown in the
Column Number list.

[5) Note: If you click Update after you select the file encoding, you must check

that the required encoding is still selected. If it is not, select the encoding value.
File Delimiter

Type the character that separates the columnsin thefile.

for exanple: , or

File Encoding

Used to select the file encoding that applies to your CSV file so that it can
be interpreted correctly. Choose the appropriate method for selecting the file
encoding.
» Select the required file encoding from the list.
* Typein al or part of the file encoding name and click Sear ch.
* Leave the field with no selection and the ASCII UTF-8 file encoding is
used.

Date Format

If you require dates to be imported, follow the instructions on screen for
determining the format.

Create Assets?
true

If the data that you are importing applies to atarget that is not
already in the ASSET table, create atarget. The ASSET table
contains the details of aready registered targets.

false
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If the data that you are importing applies to atarget that is not
aready in the ASSET table, do not import the datainto the
database.

Create Users?
true

If the data that you are importing applies to a user that is not
aready in the database, create a user.

false

If the data that you are importing appliesto a user that is not
already in the database, do not import the data into the database.

Column Number / Table/ Column

The list of input fields under the column headings are used to determine where
the datain your import file is placed in the database. Follow the on screen
instructions for the database column types that must be specified for importing
target and user data.

» From the Column Number list, select the number of the column in your file

that contains the data to import.

» Click the ?icon next to the Tablefield.

» Select the relevant table from the tables list.

» Select the relevant column from the column list.

* Click OK

* Repeat these steps for each column in the file that you are importing.

[5) Note: Select only the columns that you want to import the data for, you do
not have to import every column.

For example: If your file contained the following data

USERID, FORENAME,SURNAME,,LOCATION
awilson,Alan,Wilson,Greenock

and you only wanted to import the FORENAME and LOCATION
you would select only 2 and 4 for Column Number.

Test #?2# Browse

Y ou can use this function to check that atest csv file, smilar to the one to be
uploaded, is correctly read and mapped by the import template. The result of the
test shows whether the columns and header are mapped and read correctly and if
the chosen file encoding reads the characters correctly.

To use this function, complete the following steps:

a. Create atest csv file similar in layout to the file to be uploaded, including
the header if your file has one.

b. Click Browse and select the test csv file.

c. Click Test .



BigFix Remote Control Administrator’s Guide | 32 - Importing data from other sources | 327

d. The results of the test are shown in a new window and provide the following
details.
« If you include a header in your file, a message about the header is
shown.
* A table that shows the database columns that are defined for each
column in thefile.
* The data that is mapped from the csv file.
From the results, you can see whether the import template handles the data
correctly. If not, you can change the template before you save it.

Note:
@i. Y ou have not imported any data at this stage. Compl ete step 3 (on page
327) to save the import templ ate.
ii. Check that the required encoding is still selected. If not, select the
encoding before you save the templ ate.

3. On the Edit Data Import Template screen click Submit

The import template is created. Use the template to import a csv file and map the datain the csv file
correctly to the relevant tables in the database. For more information about importing a csv file, see
Importing acsv file (on page 328).

Viewing the list of defined Import Templates

When you have created import templates you can view the list of all templates that have been
defined. To view thelist of defined import templates click Admin > Import Data > All templates.

The Show all import templates screen is displayed.

Changing the details of an Import Template

After you have created an import template you can update or change any of the information defined
for it. For example you may wish to change its name or add another column to be imported. To
change the details for an import template complete the following steps :

1. Click Admin > Import Data > All Templates
2. Select the required email template.

3. From the Admin menu OR from the Action list select Edit selected template
The Edit Data Import Template screen is displayed

4. Make the required changes
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[5) Note: If you click the update button after you have selected the file encoding, you will need
to check that the required encoding is still selected, if not re select the encoding.

5. Click Submit

The details for the selected import template are updated.

Deleting Import Templates

Y ou can delete any import templates that you no longer need.
To delete an import template compl ete the following steps :

1. Click Admin > Import Data > All Templates
2. Select the required email templates
3. From the Admin menu OR from the Action list select Delete Selected templates

The selected import template is removed and is no longer listed in the All Templates report.

Importing acsv file

After you have created a csv file and an import template,you can use the import file function to add
the data from your file into the BigFix Remote Control database. Thisis useful for adding numerous
records of datato the database at once instead of having to add the items individually.

To add the data into the database, complete the following steps :

1. Click Admin > Import Data > Import File.
The Import Existing Data screen is displayed

2. Choose the appropriate method for selecting your csv file.
a. Click Browse to navigate to and select the required csv file.

b. Typein the path and name of the file that you wish to import
for example: c: \ nyfil es\test.csv onWindows systems
/[ nyfiles/test.csv onUNIX-based systems

3. If your file has no header row, select an import template from the list that will be used to map
your data to the relevant database table.

[5) Note: If your file has a header in it, it will match automatically with a defined template and
therefore no selection is required.
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4. Click Submit
ThemessageFi | e has been queued for processing isdisplayed

Y our datais added to the database. Y ou can check this by displaying the relevant report for this data.
For exampleif you have added user data, you can use the All user s report to check that the data has
been added correctly.



Chapter 33. Database table and column
descriptions

The BigFix Remote Control Server program comes with a built-in database. By default, the database
provides several tables that contain a variety of target and user information. Understanding the
information provided with this database can help you perform advanced functions such as creating
acustom report. Although you will primarily need to understand tables with target and user
information, internal system table information is also included here.

The following information is provided to help you understand the overall structure of the built-in
database and to help you understand how information is divided into each table.

[5) Note: Some of the tables described in this section are not used by the current version of BigFix
Remote Control and are considered deprecated. They might be removed in future versions of the
product.

ASSET schematables
Table 20. ACCESSREQUEST table
TYPE

TABLE NAME COLUMN NAME NAME L

ACCESSREQUEST ACCESSREQUESTKEY INTEGER 4

ADMINNOTES VARCHAR 5

ANONYMOUS INTEGER 4

ASSETGROUPKEY INTEGER 4

CREATED TIMESTAMP1

EMAIL VARCHAR 2

EXPIRED INTEGER 4

GRANTEND TIMESTAMP1

GRANTSTART TIMESTAMP1

PASSKEY VARCHAR 1

REQUESTEND TIMESTAMP1

REQUESTNOTES VARCHAR 5

REQUESTSTART TIMESTAMP1

REQUESTTYPE INTEGER 4

STATUS INTEGER 4

USERGROUPKEY INTEGER 4

USERKEY INTEGER 4
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Table21. ACCESSREQUESTTARGETStable

TYPE
TABLE NAME COLUMN NAME NAME L
ACCESSREQUESTTARGETS ACCESSREQUESTKEY INTEGER 4
CREATED TIMESTAMP1
HWKEY INTEGER 4
TARGETGROUPKEY INTEGER 4
Table22. ASSET table- Main Target tablefor storing the majority of the Target information
TABLE NAME COLUMN NAME TYPE NAMEL
ASSET HWKEY INTEGER ¢
MAX_REVISION INTEGER ¢
MAX_PROCESSED_REVISION INTEGER ¢
IS PC_ASSET CHARACTER:
USERKEY INTEGER ¢
UuID VARCHAR ¢
SERIAL_NO VARCHAR ¢
MANUFACTURER VARCHAR ¢
MODEL VARCHAR ¢
COMPUTERNAME VARCHAR ¢
CUR_USER VARCHAR ¢
ENCLOSURE VARCHAR ¢
DOMAIN_NAME VARCHAR ¢
MAC_ADDRESSES VARCHAR !
IP_ADDRESSES VARCHAR ¢
DATE_TIME TIMESTAMP:
FIRST_OWNED_DATE TIMESTAMP:
IS LPAR INTEGER ¢
PARENT_HWKEY INTEGER ¢
TOKENDATA VARCHAR ¢
[5) Note: Thistable may be removed in future releases.
Table23. ASSET_AUTHENTICATION_KEY table
TABLE NAME COLUMN NAME |\T1/1(|\P/|EE LEN
ASSET_AUTHENTICATION_KEY HWKEY INTEGER 4
KEY_TYPE INTEGER 4
UNIQUE_KEY VARCHAR 50
CREATED TIMESTAMP10
Table24. ASSET _INFO table- Tablefor storing additional Asset information. Holdsthe full
demogr aphic information and 9 custom fields
TYPE
TABLE NAME COLUMN NAME NAME L
ASSET_INFO HWKEY INTEGER 4
DESCRIPTION VARCHAR 3
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TYPE

TABLE NAME COLUMN NAME NAME L
COMPANY VARCHAR 4
LOCATION VARCHAR 6
DEPARTMENT VARCHAR 3
FLOOR VARCHAR 4
ROOM VARCHAR 4
ADDRESS 1 VARCHAR 5
ADDRESS 2 VARCHAR 5
TOWN VARCHAR 4
POSTCODE VARCHAR 1
COUNTRY VARCHAR 2
STATE VARCHAR 2
ASSETTAG VARCHAR 3
ASSETTYPE VARCHAR 3
STATUS VARCHAR 3
DESK VARCHAR 8
customMm1 VARCHAR 2
CUSTOM2 VARCHAR 2
CUSTOM3 VARCHAR 2
CUSTOM4 VARCHAR 2
CUSTOM5 VARCHAR 2
CUSTOM6 VARCHAR 2
CUSTOM7 VARCHAR 2
CUSTOMS8 VARCHAR 2
CUSTOM9 VARCHAR 2
INSTALLED_DATE TIMESTAMP1
CATEGORY VARCHAR 6
IBM_OWNED VARCHAR 1
IBM_ASSETTAG VARCHAR 3
USER_VERIFIED VARCHAR 1
STATUS DATE TIMESTAMPL1
LAST_INSPECTION_DATE TIMESTAMP1
[5) Note: Thistable may be removed in future releases.
Table25. ASSET_OWNED table- Tablefor storing Asset purchase information
TYPE
TABLE NAME COLUMN NAME NAME L
ASSET_OWNED HWKEY INTEGER 4
PURCHASE DATE TIMESTAMP1
INITIAL_VALUE DECIMAL 5
DEPRECIATION_PERIOD INTEGER 4
PURCHASER VARCHAR 5
SUPPLIER VARCHAR 5
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TYPE

TABLE NAME COLUMN NAME NAME L
PO_NO VARCHAR 5
WARRANTY _EXPIRY TIMESTAMPL1
[5) Note: Thistable may be removed in future rel eases.
Table26. CALLED_HOME table
TYPE
TABLE NAME COLUMN NAME NAME L
CALLED_HOME HWKEY INTEGER 4
UuID VARCHAR 3
SERIAL_NO VARCHAR 6
MANUFACTURER VARCHAR 6
MODEL VARCHAR 6
COMPUTERNAME VARCHAR 6
IP_ADDRESS VARCHAR 1
MAC_ADDRESS VARCHAR 1
SUBNET VARCHAR 1
FIRST_CALLHOME TIMESTAMPL1
LAST_CALLHOME TIMESTAMPL1
HWCRC VARCHAR 8
SWCRC VARCHAR 8
[5) Note: Thistable may be removed in future releases.
Table27. CHAT_LOG table
TABLE NAME COLUMN NAME TYPE L
NAME
CHAT_LOG CHATKEY BIGINT 8
USERKEY INTEGER 4
MSG_DATA VARCHAR 5
DATE_TIME TIMESTAMPL1
[5) Note: Thistable may be removed in future rel eases.
Table 28. CURRENT_IPADDRESStable
TYPE
TABLE NAME COLUMN NAME NAME L
CURRENT _IPADDRESS HWKEY INTEGER 4
IPADDRESS VARCHAR 1

LAST_UPDATED

TIMESTAMP1
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Table29. EMAIL_TEMPLATE table

TYPE
TABLE NAME COLUMN NAME NAME L
EMAIL_TEMPLATE EMAILKEY VARCHAR 4
LOCALE VARCHAR 5
NAME VARCHAR 1
DESCRIPTION VARCHAR 4
EMAIL_FROM VARCHAR 7
TITLE VARCHAR 2
CONTENT VARCHAR 3
CREATOR VARCHAR 2
CREATED TIMESTAMP1
Table 30. IMPORT_TEMPLATE table
TYPE
TABLE NAME COLUMN NAME name LE
IMPORT_TEMPLATE IMPORTKEY INTEGER 4
NAME VARCHARS55
ENCODING VARCHAR20
HEADER VARCHAR10C
COLS INTEGER 4
DELIMITER VARCHARI0
REVISION_HANDLER INTEGER 4
APPEND_HANDLER INTEGER 4
CREATE_ASSETS INTEGER 4
CREATE_USERS INTEGER 4
Table31. IMPORT_TEMPLATE_COL Stable
TYPE
TABLE NAME COLUMN NAME NamE LE
IMPORT_TEMPLATE_COLS IMPORTKEY INTEGER 4
COL_NO INTEGER 4
TABLE_NAME VARCHAR 20
COL_NAME VARCHAR30
UPDATE_COL SMALLINT2
ASSET_FIELD SMALLINT2
LPAR_FIELD SMALLINT2
Table32. MEMBERSHIP_RULEStable
TYPE
TABLE NAME COLUMN NAME NAME -
MEMBERSHIP_RULES RULEKEY INTEGER 4
PRIORITY INTEGER 1
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TYPE

TABLE NAME COLUMN NAME NAME L
CREATED TIMESTAMP1
CREATED_BY VARCHAR 4
LAST_MODIFIED TIMESTAMP1
LAST_MODIFIED_BY INTEGER 4
STOP_PROCESSING CHAR 1
IP_RANGE_START VARCHAR 3
IP_RANGE_END VARCHAR 3
COMPUTER_NAME VARCHAR 5
COMMENT VARCHAR 1
Table33. MEMBERSHIP_RULES GROUPStable
TABLE NAME COLUMN NAME ,\T]Z;i LENGT
MEMBERSHIP_RULES GROUPS MRGKEY INTEGER4
RULEKEY INTEGER4
[5) Note: Thistable may be removed in future releases.
Table34. NET_ADAPTERStable
TYPE
TABLE NAME COLUMN NAME NAME LE
NET_ADAPTERS HWKEY INTEGER 4
REVISION INTEGER 4
DEVICE_ID VARCHARS0
NAME VARCHAR10C
TYPE VARCHARS0
DESCRIPTION VARCHAR15C
MAC_ADDRESS VARCHAR20
MANUFACTURER VARCHARS0
SERVICENAME VARCHARS0
[5) Note: Thistable may be removed in future releases.
Table35. QUEUE_L OG table
TABLE NAME COLUMN NAME TYPE L
NAME
QUEUE_LOG EVENT_ID INTEGER 4
DESCRIPTION VARCHAR 2
PROCESS_TIME_MS BIGINT 8
HIGH_PRIORITY INTEGER 4
DATE_TIME TIMESTAMP1
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Table36. RC_GATEWAYStable

TYPE
TABLE NAME COLUMN NAME NAME LE
RC_GATEWAYS GATEWAY KEY INTEGER 4
HOSTNAME VARCHAR25€
CONNECTIVITY VARCHAR512
DESCRIPTION VARCHAR25€
Table37. RC_BROKERS table
TYPE
TABLE NAME COLUMN NAME NAME LE
RC BROKERS BROKERKEY INTEGER 4
HOSTNAME VARCHAR25€
PORT INTEGER 4
DESCRIPTION VARCHAR25€
Table38. REGTOKEN table
TABLE NAME COLUMN NAME TYPE L
NAME
REGTOKEN REGTOKENKEY INTEGER 4
USERKEY INTEGER 4
TOKENDATA VARCHAR 2
DESCRIPTION VARCHAR 2
VALIDFROM TIMESTAMP1
VALIDTO TIMESTAMP1
CREATED TIMESTAMP1
Table39. REVISIONStable
TABLE NAME COLUMN NAME TYPE NAMEI
REVISIONS HWKEY INTEGER ¢
REVISION INTEGER ¢
PROCESSED CHARACTER:
DATE TIME TIMESTAMP:
Table40. SERVER_LOG table
TABLE NAME COLUMN NAME TYPE L
NAME
SERVER_LOG EVENT _ID INTEGER 4
DESCRIPTION VARCHAR 1
DATE TIME TIMESTAMP1
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Table4l. TASK table

TYPE

TABLE NAME COLUMN NAME NAME -

TASK TASKKEY INTEGER 4
TYPE VARCHAR 3
NAME VARCHAR 5
DESCRIPTION VARCHAR 2
SCHEDULED INTEGER 4
MENU VARCHAR 5
ACTIVE INTEGER 4
RUNONCE INTEGER 4
START_DATE TIMESTAMPL
END_DATE TIMESTAMPL
PERIOD INTEGER 4
USER_QUERY INTEGER 4
USERLIST VARCHAR 1
QUERY INTEGER 4
QUERY2 INTEGER 4
QUERY3 INTEGER 4
QUERY4 INTEGER 4
CUSTOM_QUERY INTEGER 4
CUSTOM_QUERY2 INTEGER 4
MAIL_TEMPLATE INTEGER 4
SUBREPORT INTEGER 4
NEXT_TASKKEY INTEGER 4
CREATOR VARCHAR 2
CREATED TIMESTAMPL

Table42. TASK_L OG table

TABLE NAME COLUMN NAME TYPE |
NAME

TASK_LOG TASKKEY INTEGER 4
USERKEY INTEGER 4
USER_LIST VARCHAR 2
USER_COMMENT VARCHAR 2
DATE_TIME TIMESTAMPL

Table 43. TASK_SELECTED table

TYPE
TABLE NAME COLUMN NAME Name LE

TASK_SELECTED TASKKEY INTEGER 4
MENU_NAME VARCHARS0
DESCRIPTION VARCHARZ5(
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[5) Note: Thistable may be removed in future releases.

Table44. TRANSFERS table

TABLE NAME COLUMN NAME TYPE NAMEL
TRANSFERS HWKEY INTEGER ¢
IS PC_ASSET CHARACTER:
OLD_USERKEY INTEGER ¢
NEW_USERKEY INTEGER ¢
APPROVED CHARACTER:
USER_COMMENT VARCHAR ¢
REASON VARCHAR ¢
CREATED TIMESTAMP:
PROCESSED TIMESTAMP:
Table45. TX_LOG table
TABLE NAME COLUMN NAME TYPE L
NAME
TX_LOG USERKEY INTEGER 4
HWKEY INTEGER 4
TX_ID INTEGER 4
TX_DATA VARCHAR 5
TABLE_COLUMN VARCHAR 1
OLD_VALUE VARCHAR 1
NEW_VALUE VARCHAR 1
TX_TIME INTEGER 4
DATE_TIME TIMESTAMPL1
[5) Note: Thistable may be removed in future releases.
Table46. XML_LOOKUP table
TABLE NAME COLUMN NAME TYPE NAMEI
XML_LOOKUP SCHEMA_NAME VARCHAR ¢
TABLE_NAME VARCHAR ¢
COLUMN_NAME VARCHAR ¢
TEXT INTEGER ¢
FILETYPE VARCHAR ¢
VERSION VARCHAR
PARENT_XPATH VARCHAR ¢
XPATH VARCHAR
DEFAULT_VALUE VARCHAR ¢
NODETYPE VARCHAR
ISKEY CHARACTER:
PROBE_SET INTEGER ¢
PRIORITY INTEGER ¢
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COMMON schematables

Table47. ACTIONStable

TYPE

TABLE NAME COLUMN NAME Name LENG
ACTIONS ACTIONKEY INTEGER 4
ACTION_GROUP_ID INTEGER 4
ACTION_INTERNAL_NAME VARCHAR100
ACTIONAME VARCHAR100
ACTIONDESC VARCHAR1024
ACTION_LABEL_PROP VARCHAR100
ACTION_TYPE INTEGER 4
Table48. ASSETPERMISSIONSDEFAULT table
TYPE
TABLE NAME COLUMN NAME NAME LE
ASSETPERMISSIONSDEFAULT ASSETPERMDEFKEY INTEGER 4
ACTIONKEY INTEGER 4
ACTIONSTATE INTEGER 4
INT_VALUE INTEGER 4
STR_VALUE VARCHAR25E
Table49. ASSETPERMISSIONSDEFAUL TNAME table
TYPE
TABLE NAME COLUMN NAME NAME LE
ASSETPERMISSIONSDEFAULTNAME ASSETPERMDEFKEY INTEGER 4
DEFDESC VARCHAR102Z
Table50. CACHE_GROUPASSET table
TYPE
TABLE NAME COLUMN NAME NAME L
CACHE_GROUPASSET HWKEY INTEGER 4
GAKEYS VARCHAR 1
EXPIRES TIMESTAMP1
Table51. CACHE_GROUPUSER table
TYPE
TABLE NAME COLUMN NAME NAME L
CACHE_GROUPUSER USERKEY INTEGER 4
GUKEYS VARCHAR 1
EXPIRES TIMESTAMP1
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Table52. CONFIGURATION table

TYPE
TABLE NAME COLUMN NAME name LE
CONFIGURATION NAME VARCHAR128
VALUE VARCHAR256
Table53. CUSTOM_QUERY table
TYPE
TABLE NAME COLUMN NAME NAME -
CUSTOM_QUERY CUSTOM_QUERYKEY INTEGER 4
NAME VARCHAR 5
MENU_NAME VARCHAR 5
DESCRIPTION VARCHAR 1
SQL_DATA CLOB 5
CREATOR INTEGER 4
CREATED TIMESTAMPL
Table54. CUSTOM_QUERY_GROUP_ACCESS table
TYPE
TABLE NAME COLUMN NAME name LEN
CUSTOM_QUERY_GROUP_ACCESS CUSTOM_QUERYKEY INTEGER4
GROUPKEY INTEGER4
Table55. CUSTOM_QUERY USER_ACCESStable
TABLE NAME COLUMN NAME NTZ&EE LEN
CUSTOM_QUERY_USER ACCESS CUSTOM_QUERYKEY INTEGER4
USERKEY INTEGER4
Table 56. FAVOURITES table
TYPE
TABLE NAME COLUMN NAME name LEN
FAVOURITES USERKEY INTEGER4
HWKEY INTEGER4
Table 57. GROUPASSET table
TYPE
TABLE NAME COLUMN NAME NAME -
GROUPASSET GAKEY INTEGER 4
NAME VARCHAR 5
GADESC VARCHAR 1
ASSETPERMDEFKEY INTEGER 4
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TYPE

TABLE NAME COLUMN NAME NAME L
CREATED TIMESTAMP1
Table 58. GROUPASSETGROUPMEMBER table
TYPE
TABLE NAME COLUMN NAME NAME LEN
GROUPASSETGROUPMEMBER GAKEY INTEGER4
GAPARENTKEY INTEGER4
Table59. GROUPASSETMEMBER table
TYPE
TABLE NAME COLUMN NAME NAME LEN
GROUPASSETMEMBER GAKEY INTEGER4
GAPARENTKEY INTEGER4
Table 60. GROUPATTRIBUTEStable
TYPE
TABLE NAME COLUMN NAME NAME LE
GROUPATTRIBUTES ATT_DEFN INTEGER 4
GROUPTY PE INTEGER 4
GROUPKEY INTEGER 4
STR_VALUE VARCHAR25E
INT_VALUE INTEGER 4
Table 61. GROUPATTRIBUTEDEFNStable
TABLE NAME COLUMN NAME JX&'IEE LENGTH
GROUPATTRIBUTEDEFNS ATT_DEFN_KEY INTEGER 4
GROUPTY PE INTEGER 4
ATT_INTERNAL_NAME VARCHAR100
ATT_NAME VARCHAR100
ATT_DESC VARCHAR1024
ATT_LABEL_PROP VARCHAR100
ATT_DATA_TYPE INTEGER 4
ATT RULE INTEGER 4
Table 62. GROUP_HOMEPAGE table
TYPE
TABLE NAME COLUMN NAME NAME LEN
GROUP_HOMEPAGE GHKEY INTEGER 4
GROUPKEY INTEGER 4
CUSTOM_QUERYKEY INTEGER 4
LAST_UPDATED TIMESTAMP10
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Table 63. GROUPUSERGROUPMEMBER table

TYPE
TABLE NAME COLUMN NAME NAME LEN
GROUPUSERGROUPMEMBER GROUPKEY INTEGER4
GUPARENTKEY INTEGER4
Table 64. GROUP_MEMBERS table
TYPE
TABLE NAME COLUMN NAME NAME LEN
GROUP_MEMBERS GROUPKEY INTEGER4
USERKEY INTEGER4
Table 65. LIVEPOINTStable
TABLE NAME COLUMN NAME TYPE LE
NAME
LIVEPOINTS HWKEY INTEGER 4
PORT INTEGER 4
HOSTNAME VARCHARG4
DOMAIN_NAME VARCHARG4
CUSTOM1 VARCHAR128€
CUSTOM?2 VARCHAR12¢
CUSTOM3 VARCHAR128€
IP_ADDRESS VARCHARG4
LOGGED_USER VARCHARA48
USER_LANGUAGE VARCHARA48
OS_NAME VARCHARS0
OS_LANGUAGE VARCHARA48
TIMEZONE VARCHARA48
SCREENSAVER VARCHARSOC
RC_STATE VARCHAR128€
RC_CONTROLLER VARCHAR12¢
CUSTOM_REGKEY VARCHAR128€
INT_MODE VARCHARA48
ENDPOINT_ID VARCHARG4
TARGET_ID VARCHARG4
LAST_UPDATE VARCHARI10
Table66. MENU_ACTIONS table
TABLE NAME COLUMN NAME TYPE NAMEI
MENU_ACTIONS QUERYKEY INTEGER ¢
MENU VARCHAR «
NAME VARCHAR
COL1 VARCHAR ¢
COL2 VARCHAR ¢
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TABLE NAME COLUMN NAME TYPE NAMEL
CoL3 VARCHAR ¢
COL4 VARCHAR ¢
MENU_ACTION VARCHAR
LOGO VARCHAR -
MULTIPLE VARCHAR
CLICK_TYPE CHARACTER:
DESCRIPTION VARCHAR
AUTHORITY CHARACTER:
AUTH_PROPERTY VARCHAR
Table67. MENU_LINK Stable
TABLE NAME COLUMN NAME TYPE g
NAME
MENU_LINKS QUERYKEY INTEGER 4
MENU VARCHARS30
coL1 VARCHARG0
CoL2 VARCHARE0
coL3 VARCHARG0
coL4 VARCHARE0
MULTIPLE VARCHAR15
QUERYKEY?2 INTEGER 4
Table68. MENU_STATIC_ITEMStable
TABLE NAME COLUMN NAME TYPE NAMEL
MENU_STATIC_ITEMS MENUKEY INTEGER ¢
MENU VARCHAR
SUB_MENU VARCHAR
NAME VARCHAR ¢
MENU_URL VARCHAR
LOGO VARCHAR -
DESCRIPTION VARCHAR
PRIORITY INTEGER ¢
AUTHORITY CHARACTER:
AUTH_PROPERTY VARCHAR
CONDITIONS VARCHAR !
CLICK_TYPE CHARACTER:

Table69. MENU_STATIC_LINKED_ITEMStable

TABLE NAME
MENU_STATIC_LINKED_ITEMS

COLUMN NAME
QUERYKEY
MENU
MENU_NAME
NAME
COL1

TYPE NAMELEN
INTEGER 4
VARCHAR 30
VARCHAR 30
VARCHAR 30
VARCHAR 60
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TABLE NAME

COLUMN NAME
CoL2
COoL3
COoL4
DESCRIPTION
AUTHORITY
AUTH_PROPERTY

TYPE NAMELEN

VARCHAR 60
VARCHAR 60
VARCHAR 60

VARCHAR 200

CHARACTER1

VARCHAR 100

[5) Note: Thistable may be removed in future rel eases.

Table 70. ORGANISATION table

TYPE

TABLE NAME COLUMN NAME NAME L
ORGANISATION ORGKEY INTEGER 4
DEPT_ID VARCHAR 5
NAME VARCHAR 1
REAL_DEPT VARCHAR 2
REAL_DEPT_ID VARCHAR 1
PARENT_ORGKEY INTEGER 4
PARENT_DEPT_ID VARCHAR 5
OWNER_USERKEY INTEGER 4
OWNER_EMPLOYEEID VARCHAR 5
"TYPE" VARCHAR 1
ADDRESS 1 VARCHAR 1
ADDRESS 2 VARCHAR 1
CITY VARCHAR 1
STATE VARCHAR 1
POSTCODE VARCHAR 1
COUNTRY VARCHAR 1
CLOSE_STATUS SMALLINT 2
OPEN_DATE TIMESTAMP1
CLOSE_DATE TIMESTAMP1
Table 71. PASSWORDS table
TYPE
TABLE NAME COLUMN NAME NAME L
PASSWORDS USERKEY INTEGER 4
PASSWORD VARCHAR 1
UPDATED TIMESTAMP1
Table 72. PERMISSIONStable
TABLE NAME COLUMN NAME TYPE
NAME
PERMISSIONS PERMISSIONKEY INTEGER 4
DEFAULTEXPLICIT INTEGER 4
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TYPE

TABLE NAME COLUMN NAME NAME -
GROUPKEY INTEGER 4
GAKEY INTEGER 4
ACTIONKEY INTEGER 4
DENYACCEPT INTEGER 4
START DATE TIMESTAMPL
END_DATE TIMESTAMPL
REPEATS INTEGER 4
WEEK_DAYS VARCHAR 4
STR_VALUE VARCHAR 2
INT_VALUE INTEGER 4
LIVE_STATE INTEGER 4
Table 73. PERMISSIONSET table
TYPE
TABLE NAME COLUMN NAME name LE
PERMISSIONSET ACTIONKEY INTEGER 4
ACTIONSTATE INTEGER 4
INT_VALUE INTEGER 4
LIVE_STATE INTEGER 4
PRIORITYLEVEL INTEGER 4
SETNAMEKEY INTEGER 4
STR_VALUE VARCHAR10
Table 74. PERM|SSIONSETNAMES table
TYPE
TABLE NAME COLUMN NAME NAME -
PERMISSIONSETNAMES CREATED TIMESTAMPL
SETNAME VARCHAR 8
SETNAMEKEY INTEGER 4
Table 75. QUERY table
TABLE NAME COLUMN NAME TYPE NAMEL
QUERY QUERYKEY INTEGER
NAME VARCHAR ¢
DESCRIPTION VARCHAR
SQL_DATA CLOB 5
FONTSIZE INTEGER
AUTHORITY CHARACTER:
DISPLAY INTEGER
REFRESH INTEGER
CREATOR VARCHAR :
CREATED TIMESTAMP
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Table 76. QUERY_COL_INFO table

TABLE NAME COLUMN NAME TYPE NAMEI
QUERY_COL_INFO QUERYKEY INTEGER ¢
NAME VARCHAR :
DISPLAYCOL INTEGER ¢
DISPLAYDATA INTEGER ¢
"ALIAS" VARCHAR
ACTION1 VARCHAR
ACTION2 VARCHAR
ACTION3 VARCHAR
ACTION_LOGO VARCHAR
ACTION_LOGO2 VARCHAR :
ACTION_LOGO3 VARCHAR
ACTION_POPUP VARCHAR
ACTION_POPUP2 VARCHAR
ACTION_POPUP3 VARCHAR
COLOUR VARCHAR
ALIGN VARCHAR
SUMMARY VARCHAR
POPUP VARCHAR
DELETEABLE INTEGER ¢
AUTHORITY CHARACTER:
Table 77. QUERY_GROUP table
TYPE
TABLE NAME COLUMN NAME name LE
QUERY_GROUP QUERYKEY INTEGER 4
GROUP NAME VARCHAR50
Table 78. REMOTE_INSTALL table
TYPE
TABLE NAME COLUMN NAME NAME LEN
REMOTE_INSTALL INSTALLKEY INTEGER 4
USERKEY INTEGER 4
INSTALL_TIME TIMESTAMPI10
TARGET VARCHAR 100
TARGET_USER VARCHAR 40
TARGET_PLATFORM CHAR 7
TARGET_GROUP VARCHAR 40
SERVER_URL VARCHAR 200
LISTENING_PORT INTEGER 4
INSTALL_FOLDER VARCHAR 255
TEMP_FOLDER VARCHAR 255
USE_FIPS INTEGER 4
ALLOW_P2P INTEGER 4
ALLOW_P2P _FAILOVER INTEGER 4
PROXY_ADDRESS VARCHAR 200
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TYPE

TABLE NAME COLUMN NAME Name  LEN
PROXY_PORT INTEGER 4
PROXY_USER VARCHAR 40
STATUS VARCHAR 20
ERROR CLOB Unlir
Table 79. SESSIONS table
TABLE NAME COLUMN NAME TYPE L
NAME
SESSIONS SESSIONKEY INTEGER 4
USERKEY INTEGER 4
HWKEY INTEGER 4
REQUEST TIME TIMESTAMP1
START_TIME TIMESTAMP1
END_TIME TIMESTAMP1
DESCRIPTION VARCHAR 5
Table 80. SESSIONS ACTIVE table
TYPE
TABLE NAME COLUMN NAME NAME LE
SESSIONS ACTIVE SESSIONKEY INTEGER 4
SESSION_TOKEN VARCHAR 26
CONTROLLER_NAME VARCHAR 25¢
HWKEY INTEGER 4
STATUS SMALLINT2
COLLAB_IP VARCHAR 25t
COLLAB_PORT INTEGER 4
Table81. SESSION_AUDIT table
TYPE
TABLE NAME COLUMN NAME NAME L
SESSION_AUDIT AUDITEVENTKEY INTEGER 4
SESSIONKEY INTEGER 4
LOCALTIMESTAMP TIMESTAMP1
ORIGINATOR SMALLINT 2
EVENTID VARCHAR 2
ARGUMENTO VARCHAR 2
ARGUMENT1 VARCHAR 2
ARGUMENT?2 VARCHAR 2
ARGUMENT3 VARCHAR 2
ARGUMENT4 VARCHAR 2
ARGUMENTS5 VARCHAR 2
ARGUMENT®6 VARCHAR 2
ARGUMENT?7 VARCHAR 2
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TYPE

TABLE NAME COLUMN NAME NAME
ARGUMENT8 VARCHAR 2
ARGUMENT9 VARCHAR 2
Table 82. SESSION_BROKER table
TYPE
TABLE NAME COLUMN NAME NAME -
SESSION_BROKER SESSIONID VARCHAR 6
REQ_USERID INTEGER 4
REQ_IP VARCHAR 6
TARGET_HWKEY INTEGER 4
REQ_TIME TIMESTAMPL
Table 83. SESSION_POLICIEStable
TYPE
TABLE NAME COLUMN NAME NAME LE
SESSION_POLICIES SESSIONKEY INTEGER 4
POLICY_NAME VARCHAR?25
POLICY_VALUE VARCHAR?25
Table 84. SESSION_RECORDING table
TYPE
TABLE NAME COLUMN NAME NAME LE
SESSION_RECORDING RECORDINGKEY INTEGER 4
SESSIONKEY INTEGER 4
FILENAME VARCHAR25E
Table85. TRANSLATIONStable
TYPE
TABLE NAME COLUMN NAME name LE
TRANSLATIONS NAME VARCHARA48
"LOCALE" VARCHAR16
VALUE VARCHARI12€
Table86. TRUSTED_CERTStable
TYPE
TABLE NAME COLUMN NAME name LE
TRUSTED_CERTS SUBJECT VARCHAR25€
PEM_DATA VARCHAR15C
CERTKEY INTEGER 4
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Table 87. USERPERMISSIONSDEFAULT table

TYPE
TABLE NAME COLUMN NAME name LE
USERPERM | SSIONSDEFAUL T USERPERMDEFKEY INTEGER 4
ACTIONKEY INTEGER 4
ACTIONSTATE INTEGER 4
INT_VALUE INTEGER 4
STR_VALUE VARCHAR255

Table 88. USERPERM | SSIONSDEFAUL TNAME table

TYPE
TABLE NAME COLUMN NAME name LE
USERPERM | SSIONSDEFAUL TNAME USERPERMDEFKEY INTEGER 4
DEFDESC VARCHARI0?
Table 89. USERStable

TABLE NAME COLUMN NAME TYPE NAMEI
USERS USERKEY INTEGER
USERID VARCHAR
EMAIL VARCHAR
TITLE VARCHAR 't
FORENAME VARCHAR !
SURNAME VARCHAR  :
INITIALS VARCHAR !
NICKNAME VARCHAR  :
COMPANY VARCHAR
LOCATION VARCHAR ¢
DEPARTMENT VARCHAR ¢
FLOOR VARCHAR
ROOM VARCHAR
TEAM VARCHAR ¢
ORG VARCHAR ¢
EMPLOYEEID VARCHAR  :
MAILPOINT VARCHAR
ADDRESS 1 VARCHAR
ADDRESS 2 VARCHAR
TOWN VARCHAR
POSTCODE VARCHAR
COUNTRY VARCHAR
STATE VARCHAR
REGION VARCHAR
TEL_NO VARCHAR
MOB_NO VARCHAR
CID VARCHAR ¢
BUILDING VARCHAR ¢
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TABLE NAME COLUMN NAME TYPE NAMEL
CITY VARCHAR ¢
GEO VARCHAR ¢
AUTHORITY CHARACTER:
COST_CENTRE VARCHAR ¢
"LOCALE" VARCHAR ¢
PASSWORD VARCHAR !
EXPIRED CHARACTER:
DEMOGRAPHICS_STALE INTEGER ¢
PASSWORD_CHANGED TIMESTAMP:
LAST_UPDATE TIMESTAMP:
CREATED TIMESTAMP:
ASSIGNMENT_DATE TIMESTAMP:
START_DATE TIMESTAMP:
Table90. USER_ACCESStable
TYPE
TABLE NAME COLUMN NAME NAME L
USER_ACCESS USERKEY INTEGER 4
SUCCESS INTEGER 4
DATE_TIME TIMESTAMPL1
Table91. USER_ACCOUNTStable
TYPE
TABLE NAME COLUMN NAME NAME LE
USER_ACCOUNTS HWKEY INTEGER 4
REVISION INTEGER 4
USERID VARCHAR10C
USERNAME VARCHAR10C
PW_SET VARCHAR7
PW_AGE INTEGER 4
USER_PRIVILEGE VARCHAR10C
DISABLED VARCHAR7
PW_NOT_REQUIRED VARCHARS
CANNOT_CHANGE_PW VARCHARS
LOCKED_OUT VARCHARS
PW_NEVER_EXPIRES VARCHARS
PW_EXPIRED VARCHARS
Table92. USER_AUTHENTICATION_KEY table
TYPE
TABLE NAME COLUMN NAME NAME
USER_AUTHENTICATION_KEY USERKEY INTEGER 4
KEY_TYPE INTEGER 4
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TYPE

TABLE NAME COLUMN NAME NAME L
UNIQUE_KEY VARCHAR 5
CREATED TIMESTAMP1
Table93. USER_AUTHORITY table
TABLE NAME COLUMN NAME TYPE NAMEL
USER_AUTHORITY USERKEY INTEGER ¢
AUTHTYPE VARCHAR
AUTHORITY CHARACTER:
Table 94. USER_GROUP table
TYPE
TABLE NAME COLUMN NAME Name LEN
USER_GROUP GROUPKEY INTEGER 4
NAME VARCHAR 50
DESCRIPTION VARCHAR 128
HASRULE SMALLINT 2
RULE VARCHAR 128
CREATED TIMESTAMP10
USERPERMDEFKEY INTEGER 4
Table 95. USER_INFO table
TABLE NAME COLUMN NAME TYPE LE
NAME
USER_INFO USERKEY INTEGER 4
CUSTOM1 VARCHAR25C
CUSTOM2 VARCHAR25C
CUSTOM3 VARCHAR25C
CUSTOM4 VARCHAR25C
CUSTOMS VARCHAR25C
CUSTOM6 VARCHAR25C
CUSTOM7 VARCHAR25C
CUSTOM8 VARCHAR25C
CUSTOM9 VARCHAR25C
Table 96. USER_PREFERENCE table
TYPE
TABLE NAME COLUMN NAME NAME LE
USER_PREFERENCE USERKEY INTEGER 4
ATTRIBUTE VARCHAR10C
VALUE VARCHAR10C




Chapter 34. Troubleshooting and Help

This section isintended to help you solve problems that might occur when using the BigFix Remote
Control Server program. Error Messages which might occur during a remote control session can be
found in the BigFix Remote Control Console User's Guide

Recovering when the program is not running

If, after typing the BigFix Remote Control URL in your browser, the logon page does not display,
you can check to seeif the BigFix Remote Control-server service is running on the BigFix Remote
Control Server by doing the following :

 Within Control Panel, select Administrative Tools then Services

« Scroll down to the entry for BigFix Remote Control- server and check if its statusis Started
« If not, right-click this entry and select Start

« If the status is Started, right-click, select Stop then restart it again as above

* Type the BigFix Remote Control URL in your browser. The logon page should be displayed.

Login failure

When you cannot logon to the BigFix Remote Control server you can try the following options.

Login failure when thereisno LDAP/AD authentication

« Verify that the database is up and confirm that the application can connect to it.
If thereisaconnection issue, thisislogged inthetr c. | og file

Thisfile can be found in the BigFix Remote Control server installation directory,
specified at installation. For details, see the BigFix Remote Control Installation
Guide.

* Restart the database, then restart the BigFix Remote Control server service

Login failurewhen LDAP /AD authentication is enabled

Verify that the BigFix Remote Control admin account can log on locally . If the admin
user can logon locally then there may be a connectivity problem between BigFix
Remote Control and LDAP. Againthet r c. | og file can be accessed to see what
errors have occurred.
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[5) Note: The default admin userid within the BigFix Remote Control Application
will always authenticate against the BigFix Remote Control database regardless of
whether LDAP authentication is enabled.

L og distribution task of the scheduler

Some details about the log distribution task of the BigFix Remote Control scheduler.

The value "scheduled.interval" contains avalue expressed in "scheduled.interval.period” unit of time
(mins, hours). Thisisthe amount of time that the scheduler spends sleeping. In the log file, thisis
reported by the message " Scheduler: Sleeping for ...". After the sleeping time elapses, the scheduler
wakes up and checksif there is any task that must be run. The amount of time that defines how
frequently atask isrunisdefined in the table ASSET.TASK of the database, more precisely in the
column PERIOD. The value expressed in that column is specified in "scheduled.task.period” (mins,
hours) unit of time. The suggested value for "scheduled.inter val.period" and "scheduled.task.period"
is"mins’.

[5) Note: If the value on the PERIOD column is 0, the task is run every time that the scheduler
wakes up. That isthe amount of time defined in the "scheduled.interval” property. ** .

In order to change the PERIOD for a specific task, you must run the following query:

UPDATE ASSET. TASK
SET PERI OD=X
WHERE TASKKEY=Y,;

The task key associated to the specific task can be retrieved by running the following query:

SELECT TASKKEY, TYPE, NAME, SCHEDULED, ACTI VE, PERI CD
FROM TRCDB. ASSET. TASK

For example:
SYNCLDAP
Is the task related to the LDAP synchronization.
LOGDISTN
Isthe task related to the log distribution.
CLEANACCESSREQUEST
Isthe Access Request Cleanup (Clean expired Access Requests).

[5) Note: Ensure that the value X used in the query is expressed in minutes if
"scheduled.task.period"="mins".
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Using log filesto solve a problem

The BigFix Remote Control components have log files which can provide extra information when
troubleshooting an issue.

Obtaining the server log files

Y ou can use the log file in theBigFix Remote Control Server program to troubleshoot problems you
encounter.

Toview alog of al server and database activities, click Admin > View Application Log. The
content of the Application Log is displayed on the screen. To see the most recent activities, scroll to
the bottom of thefile.

[5) Note: From the Admin menu, select Send Application L og, to open or save the application log
file,trc. | og, for attaching to an email.

L og4j logging
The log4j package is used to provide additional logging information and this can be useful when
trying to debug a problem using the application log file. The level of logging can be controlled by the

property valuesinthel og4j . properti es file. For more details, see Editing the propertiesfiles
(on page 191). The following levels of logging are available:

« ALL

« DEBUG

* INFO . Thisisthe default value
« WARN

* ERROR

* FATAL

* OFF

To obtain more information for debug purposes complete the following steps

1. Click Admin > Edit propertiesfile
2. Select logdj .properties from the list

3. Set log4j .logger .com.ibm=DEBUG,
Set this value to log information from debug messages to fatal messages.

4. Click Submit.
5. Restart the BigFix Remote Control- server service

6. Perform the steps that are causing a problem with the application.
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7. Click Admin > View Application L og to view the log information or select Send Application
L og to savethelog file.

There might be multiple copies of trc log files. All of these log files are hel pful when debugging
aproblem and can be sent to the support team when you have a problem. The value of
log4j .logger .com.ibm must be set back to INFO when finished.

Obtaining the controller log files

For debug purposes, you can create alog file on the controller system in multiple ways.

Choose the method for enabling debug.

Enable debug in thelocal controller configuration

1. Editthetrc. properti es filethat isin your homedirectory. Thefileisin the
following directory.

Windows systems

USERHOVEDI R\ . trc\trc. properti es, where
USERHOMEDIR is the home directory of the logged on user.

Linux or macOS systems

USERHOVEDI R/ . trc/trc. properti es, where
USERHOMEDIR is the home directory of the logged on user.
2. Set debug.trace=true.
3. Save the file and restart the controller.

Enable debug by creating a system variable

Create a system variable on the controller system with the name TRC_TRACE and set
itto Yes.

To create alog file for debug purposes, compl ete the following steps:

1. Start a session with the required target.

2. Complete the steps that produce the problem and end the session.

3. On the controller system, go to the home directory to accessthet r ct race_XXXXX. | og
file. The file name contains the date and time stamp of when the file was created. For example,
trctrace_20170309_124230.1 og
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Obtaining the target log files

Y ou can create debug log files on the target system for debugging a problem by configuring target
properties. To enable the debug log, complete the steps that are relevant to your operating system.
Y ou must have admin authority.

Windows systems

1. Edit the target registry and go to HKEY_LOCAL_MACHI NE\ SOFTWARE\ | BM
\Ti vol i \ Renot e Control\ Tar get

[5) Note: On a64-bit system, all the 32-hit registry keys are under the
WOW6432Node key. For example: HKEY_LOCAL _MACHI NE\ SOFTWARE
\ WOW6432Node\ | BM Ti vol i \ Renpt e Control \ Tar get

. Right-click LogL evel and select M odify

. Set thevalueto 4 and click OK.

. Restart the target service.

. Start a session with the target and run the steps that are required for creating the
problem.

6. End the session.

O~ wdN

Thelog files are found in the location that is defined by the WorkingDir property in
the target registry.

Linux systems

1. Editthe/ etc/i bntrct. conf file

2. Set the value of L ogL evel to 4 and save thefile.

3. Restart the target service.

4. Start a session with the target and run the steps that are required for creating the
problem.

5. End the session.

Thelog files are found in the location that is defined by the WorkingDir property in
thei bntrct. conf file.

macOS systems

1. Click Go > Utilities> Terminal.
2. Enter sudo defaults write /Library/Preferences/
com.ibm.bigfix.remotecontrol .target.plist LogLevel 4.
3. Enter your password if prompted.
4. Restart the target.
a. Click Remote Control Target > Quit Remote Control Target.
b. Openthe Rennt e Control Target. app.
5. Start a session with the target and run the steps that are required for creating the
problem.
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6. End the session.

Thelog fileisfound in the working directory of the target. ~/ Li br ary/
Application Support/comibm bigfix.renotecontrol.target

Thelog files are created with names in the following format:
On Windows and Linux systems:

trc_[comp]_[ SUFFIX].log where [ SUFFIX] is determined by the L ogRollOver and L ogRotation
settings and [ comp] is base, dsp, or gui.

For example, t rc_base_Mon. |l og,trc_gui _Thu. | og
On macOS systems:

trc_target [ SUFFIX].log where [ SUFFIX] is determined by the L ogRollOver and L ogRotation
settings.

For example, trc_t arget _Mon. | og.

[5) Note: When you finish gathering log files, set the value of L ogl evel back to 2. Restart the target
service.

For more information about the logging properties, see Properties for configuring logging activity

(on page 383)

Obtaining the gateway log files

The gateway log file can be used for debug purposes when you have an issue in your environment
and gateways have been configured.

The name of the log fileis TRCGATEWAY- host name- suf f i x. | og where hosthame denotes the
computer name or host name of the system hosting the gateway and suffix denotes the date and time,
depending on which rotation and rollover settings are being used. For more information about the
log, see Logging gateway activity (on page 183).

Thelog fileislocated in the following directories:

Windows systems
On Windows 2000, Windows X P, and Windows 2003 operating systems
Docunents and Settings\All Users\ Application Data\lBM
\Tivol i\ Renot e Control\ Gat eway
On Windows Vista operating system and later
\ ProgranDat a\ | BM Ti vol i \ Renot e Contr ol \ Gat eway

Linux systems

/var/opt/ibmtrc/gateway
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Obtaining the broker log files

The broker log file can be used for debug purposes when you have an issue in your environment and
brokers have been configured.

The name of thelog fileis TRCI CB- host namne- suf f i x. | og where hostname denotes the
computer name or host name of the system hosting the broker and suffix denotes the date and time,
depending on which rotation and rollover settings are being used. For more information about the
log, see Logging broker activity (on page 274).

The broker log files are located in the\ Br oker directory within the broker’ s working directory.

Windows systems
On Windows 2000, Windows XP, and Windows 2003 operating systems
Docunents and Settings\All Users\ Application Data\lBM
\Ti vol i\ Renot e Contr ol \ Broker
On Windows Vista operating system and later
\ ProgranDat a\ | BM Ti vol i \ Renot e Cont r ol \ Br oker

Linux systems
[var/opt/ibmtrc/broker

Obtaining the smart card feature log files

Use the smart card log files for debugging purposes when you use a smart card during a session and
encounter an issue.

Two log files are available at the end of the session: thet r csnt_debug. | og file on the controller
andthetrc_vscr_ctrl [ SUFFI X] . | og file on the target, where [ SUFFIX] is determined by
the values that are set for the L ogRollOver and L ogRotation properties on the target. For example,
trc_vscr_ctrl _Wed. | og. For moreinformation about setting logging parametersin the target,
see Obtaining the target log files (on page 355).

The controller log fileisin the following directory:

\ User s\ user name, where username is the user name of the controller user that was logged on
during the session.

Thetarget log fileisin the following directory:
\ ProgranDat a\ | BM Ti vol i \ Renot e Control .

Use the smart card log files and the controller and target log files to help you debug issuesin a
session where a smart card was used.
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Obtaining the smart card Fixlet log files

When you run the Fixlets to install or remove the device driver for the virtual smart card reader or the
Fixlet to install the certificates, use the following log files for debugging purposes when an error is
reported:

VSCDri verlnstall.log

Created when you run the I nstall BigFix Remote Control Virtual Smart Card
Reader Driver version 9.1.4.0500 and certificates task.

VSCDr i ver Uninstall .l og

Created when you run the Uninstall Virtual Smart Card Reader Driver for BigFix
Remote Control task.

VSCCertslinstall.log

Created when you run the I nstall BigFix Remote Control Certificatesfor the
Virtual Smart Card Reader Driver version 9.1.4.0500 task.

Thelog files are in the target installation directory.

Setting up the Trusted Sites zone

If you encounter problems loading the BigFix Remote Control Web pages while running Windows
XP with Service Pack 2, you may need to add your BigFix Remote Control Server |P addressto your
Trusted Sites list.

To add the BigFix Remote Control program to the Trust Sites zone, perform the following steps:

1. In Internet Explorer, click Tools > Internet Options.

2. Click the Security tab.

3. Click Trusted sites.

4. Click the Sites... button.

5. Clear the check box beside " Require server verification (https:) for all sitesin thiszone".
6. Typethe server addressin the " Add thisWeb siteto the zone:" field.

7. Click Add.

8. Click OK and then load or reload the BigFix Remote Control Server pages.

Targets unable to contact the server successfully and a
session cannot be established with these targets

Symptom
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Targets cannot contact the server successfully and a session cannot be established
with the targets.

Causes

The target may not have the correct web address for the server or the host name part
of the web address, which it uses to contact the server, does not match the common
name in the server's SSL certificate.

Solution

After you install the target software the target tries to contact the server. It uses http or
https, and the server web address that you defined during the installation of the target.
However, there are two important things to note to ensure that the connection between
the server and target is successful.

* The target needs to have the correct web address for the server.
* The host name part of the web address must match the common name in the
server's SSL certificate.

When you install the BigFix Remote Control Server by using the installation program,
you must ensure that you enter the correct valuesin the Web server parameters
window. The upload data to server field takes the computer name from the Windows
operating system settings. The server installer program uses the field value to generate
the server URL and the SSL certificate. The server URL is used to set the url property
valueinthet r c. properti es file. Therefore, you must specify the correct name
during the installation. If you specify an incorrect value the following problem might
occur. When atarget contacts the server for the first time, it uses the Server URL
property from the target registry or configuration file to contact the server. When

the server responds to the target it includes the server address that is assigned to the
url property inthet r c. properti es file. The target uses this address to contact
the server in the future. If the web address that is sent to the target isincorrect, the
symptoms you will see are that the target can register once and then is unable to
contact the server again. After awhile the target is marked as being offline. You are
also unable to start sessions with this target, because the target does not have a correct
working server address with which to authenticate an incoming session.

The common name that isin the server's SSL certificate has to be a host name that
actually resolves to the | P address of the server. If the SSL certificate, for example,
has mytrcserver, but on the target there is no way to trandate 'mytrcserver' to the IP
address of the server, then your environment is not correctly configured. The only
names that are correctly supported for this are fully qualified domain names that are
registered in the DNS, for example, mytrcserver.location.uk.example.com. If you use
only mytrcserver, then that will only work if the server and target are on the same
local network and have WINS configured.

Y ou can check that the DNS server is properly configured by using the nslookup
command to query the full computername and | P address.

For exanple: At a command pronpt type the foll owi ng commuands
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C: \ >nsl ookup

Default Server: gbi bp9phl--3lndcr. wan. exanpl e. com
Address: 192.0.2.21

Type in the hostnanme of your server

> mytrcserver.| ocation. uk. exanpl e. com
Server: gbi bp9phl--31ndcr. wan. exanpl e. com
Address: 192.0.2.21

Nane: mytrcserver. | ocation. uk. exanpl e. com
Address: 192.0.2.25

Type in the ip address of your server

> 192.0.2.25
Server: gbi bp9phl--31indcr. wan. exanpl e. com
Address: 192.0.2.21

Nane: mytrcserver. | ocati on. uk. exanpl e. com
Address: 192.0.2.25

In the example you can see that the server hostname resolves to the correct | P address.

Remotely installed targets cannot contact the server

Symptom
Remotely installed targets cannot contact the server.
Causes

The URL property inthet r c. properti es filedoes not contain the correct web
address for the BigFix Remote Control server.

Solution

It isimportant to make sure that the URL property inthet r c. properti es file
contains the correct web address for the BigFix Remote Control server as this property
is used when targets contact the server and for determining the server to use during a
remote target installation. If the URL property valueis not correct the remote targets
will not be able to contact the server successfully. Editthet r c. properti es file
and make sure that the correct value is set.

[5) Note: If the IP address of the BigFix Remote Control server changes at any time
thisis not reflected in the BigFix Remote Control application, therefore it isimportant
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to make sure that the URL property int r c. properti es isupdated and the server
restarted as the targets will try to contact the old | P addressttill the change to the
property is made.

Extending the time period before you are logged out of the
server due to inactivity

When you are logged on to the BigFix Remote Control Server and there is no activity, you are logged
out after atime period. Y ou can increase thistimeinterval.

A default time period of 30 minutesisset inthe WEB. XML file that isinstalled with the server. You
can increase the timeout value by editing the VEB. XML file.

For aserver that isinstalled by using the server installer, the file isin the following directory,
\[server installation directory]\w p\usr\servers\trcserver\apps
\ TRCAPP. ear\trc. war\ VIEB- | NF.

For a server that isinstalled on a Linux operating system.

/[server installation directory]/w p/usr/servers/trcserver/apps/
TRCAPP. ear/ trc. war / V\EB- | NF.

For a server that isinstalled on WebSphere Application Server version 8.5.
\[server installation directory]\trc_war.ear\trc.war\VWEB-| NF.

To increase the timeout value, complete the following steps.

1. Edit the W\EB. XM file.

2. Edit the following property.
<session-config>
< session-timeout> 30< /sessi on-ti meout>
</session-config>
3. Set the timeout value to the number of minutes.
4. Save thefile.

5. Restart the server service.
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Gray screen on a Windows 2003 system

When a remote desktop user uses the /admin or /console option to start a remote desktop session
with a Windows Server 2003 system and a remote control user starts aremote control session before,
during or after the remote desktop session, the target display cannot be captured. The result is that
agray screen isdisplayed in the controller window. Thisissueis alimitation in Windows Server
2003 operating system. Use the Automatically reset the console after a Remote Desktop console
session attribute as a workaround to reset the Windows session either after each remote desktop
session ends, or before a remote control session starts, depending on the value that is sel ected.

[5) Note: Theattribute is not set to any value by default.

To configure this attribute and for a definition of its values see Creating target groups (on page 42).
[5) Note:

1. The workaround is defined through a target group attribute and not a policy. Therefore, if you
start a session immediately after you change the setting, it might not be updated in the target yet.

2. If atarget belongs to more than one target group with different values for this attribute, the
higher value takes precedence with After consoleislogged out having the highest value.

For example:

A target belongsto groups A and B. The value of the attribute is set to At session start for
group A and After consoleislogged out for group B. Therefore, the final value that is applied
to any sessions with thistarget is After consoleislogged out.

3. If an admin or console remote desktop session isin progress when the controller attempts to
connect to atarget, amessage is displayed on the controller. The message provides details of the
remote desktop user and the | P address or computer name that the session is running from.

4. The workaround can also be configured inthet r c. properti es fileby using aserver
policy. If both the server property and target group attribute is set to different values, the target
group value takes precedence over the server value.

The following messages are displayed depending on the value that selected for the properties and
whether a user islogged at the target computer.

Table 97. Workaround messages

M essage
#1 Message | D M essage text M essage par ameters
1 workaround.w2k3rdp. BigFix Remote Control is unable {0} Remote Desktop
console.unavailable to control this target system Client's user name
because the Windows console {1} Remote Desktop
isin aRemote Desktop session  Client's computer
with user {0} connected from  name{2} Remote
{1} {2}) Desktop Client'sIP
address
2 workaround.w2k3rdp. BigFix Remote Control is

console.reset unable to control this target
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M essage
#1 Message | D M essage text
system because the Windows
console is unavailable while it
is being reset. This might take a
few minutes. Y ou can stop the
Remote Control session at any
time.
3 workaround.w2k3rdp. BigFix Remote Control is unable
disabled to control thistarget system
because the Windows console
is unavailable and the automatic
reset is not enabled.
4 target.capture. BigFix Remote Control isunable
failed.start to control this target system
because the display capture
process failed to start.
The following table details when the message is displayed.

Table 98. When the wor kar ound messages ar e displayed

Session O -
M essage #1 user logged in
The workaround is disabled Message #1

Reset session automatically when aremote control session isMessage #1
started.

Reset session automatically when the remote desktop user Message #1
has logged oui.

Target not running on Windows Server 2003 - workaround Message #4
does not apply #4

Files not visible during a file transfer session

M essage par ameters

Session O -

user logged off
Message #3
Message #2 and
reset session
Message #2 if the
reset was less than
2 minutes ago

Message #4

Some folders or files stored in the C: \ W ndows\ Syst enB2 directory are not visible during afile

transfer session.

This problem is caused by the file system redirector which automatically redirects the accesses
from 9% ndi r % Syst enB2 to 9% ndi r % SysWOWe4 for all 32-bit processes running on a 64-bit
platform. The problem applies to the Controller and the Target because they are both running as a 32-

bit application (the Controller runs on a 32-bit Java Virtual Machine).

This problem is described in the following Microsoft article: https.//docs.microsoft.com/en-us/

windows/desktop/winprog64/file-system-redirector

Both local and remote files during afile transfer session show the path C: \ W ndows\ Syst en82

while the real path used is C: \ W ndows\ SysWOA64.


https://docs.microsoft.com/en-us/windows/desktop/winprog64/file-system-redirector
https://docs.microsoft.com/en-us/windows/desktop/winprog64/file-system-redirector
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Asaworkaround for thisissue, you can access the following hidden folder:
C.\ W ndows\ Sysnati ve

in order to view the same files and folders structure listed in the command line or displayed in the
File Explorer.

Getting control of amac OS target after the screenis
locked

If you encounter the following issue:

1. Open aremote session to amac OS target by using a Controller or aVNC Client, or be in front
of the mac OS target.

2. Lock the screen and ensure that the user name and password prompt is displayed.

3. Close the controller/VNC client if opened on the other computer.

4. Wait for 5-10 minutes and avoid pressing both the physical mouse and the keyboard. Also avoid
opening VNC sessions to the mac OS target.

5. Open the BigFix Remote Control Controller and connect to the mac OS target.

6. The screen is black and you cannot take control of the mac OS target.

To prevent thisissue, perform these steps:

1. On the mac OS target, open the Energy Saver panel.
2. Select the check box named Prevent computer from sleeping automatically when the display
is off.

Getting Help

If you have a problem with the BigFix Remote Control Server program or have questions about a
specific feature, a variety of sources are available to help you including

» Documentation
» Web Pages
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Using the Documentation

Many problems can be solved without contacting IBM for assistance. If you experience a problem
or have a question about the operation or functionality of theBigFix Remote Control program, begin
with the online documentation

To access the online documentation, do the following
* Click Help > Online Documentation

Y ou are taken to the BigFix Remote Control infocenter where you can select the required documents.

Accessing the BigFix Remote Control product documentation

TheBigFix Remote Control documentation site provides the latest technical information and any
downloadable updates that are available.

To access the documentation, use the following web address

Thelist of BigFix Remote Control documents are listed. Explore the relevant document.

Broker troubleshooting and FAQs

This section provides some answers to questions that might arise when you are installing or using the
broker functions.

Why should | install broker support in my environment?

If atarget is situated outside of your enterprise network and it requires support, you
must install broker support so that remote control connections can be made across the
internet to the target.

[5) Note: It should be noted that the targets should be managed by a remote control
Server.

What method can | useto install broker support?

If you have access to the BigFix console you can use the deployment node to
deploy the broker support relevant to your operating system. For more detail s about
deploying from the console, see the BigFix Remote Control Console User's Guide.

Y ou can also use the BigFix Remote Control Console User's Guide installation files
to install broker support. For more details, see the BigFix Remote Control Installation
Guide.

After | install broker support, what do | do next?
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After you install the broker support, you must complete the following steps.

1. Create abroker configuration. For more information about configuring brokers,
see Broker configuration (on page 270).

2. Register your brokersin the BigFix Remote Control server. For more
information about broker registration, see Registering a broker on the server (on
page 286).

3. Obtain the required certificates for your broker. For more information about
certificates, see Certificate Authority signed certificates (on page 293). You
can create self-signed certificates for each broker that you install. For more
information about self-signed certificates, see Using strict verification with self
signed certificates (on page 292).

4. Add the certificates to the broker. For more information about adding the
certificates, see Configuring the keystore on the broker (on page 291)

5. Upload the certificates to the server truststore. For more information about
uploading the certificates, see Truststore configuration (on page 294).

Isonly one broker allowed?

No, you can install multiple brokersin your environment to suit your specific
requirements. For example, a possible motivation would be to provide service failover
so that new sessions can continue to be serviced while one of the brokers goes down.
When you have installed the brokers, you must configure them. Add the relevant
connection parameters that are required to alow connections to be made between
your brokers and controllers and targets. For more information about configuring
endpoint connections, see Allowing endpoints to connect to a broker (on page 271).
For details about connections between a broker and other brokers, see Support for
multiple brokers (on page 273).

How do | select a target and connect to a broker?

When you start broker remote control session, do not select atarget. Y ou must use the
Start a Broker session option in the BigFix Remote Control server GUI to initiate the
session and connect to a broker. Pass the connection code to the target user. The target
user can start a broker remote control session and use the connection code to make

the correct connection. For more information about starting a broker session, see the
BigFix Remote Control Controller User's Guide.

If there are multiple brokersinstalled which broker do | connect to?

Y ou do not connect to a specific broker. When multiple brokers are registered in the
remote control server, the list of brokersis known as the brokerlist. When you start a
broker remote control session, the controller system triesto connect to each broker in
the list until it makes a successful connection to one. The target system also does the
same when it is connecting to a broker. If the controller and target connect to different
brokers, the controller disconnects and connects to the same broker as the target. To
make the connection, the controller uses the host name that is defined in the broker
property PublicBroker URL, on the broker that the target is connected to.
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@ Note: The host name that is defined in PublicBroker URL must match the host
name that is defined in the certificate for the broker. It must also match the host name
that you use to register the broker in the remote control server.

For more information about broker properties, see Configuring the broker properties

(on page 270).

What session modes ar e available for remote control sessionsthat connect through a
broker?

When you start aremote control session through a broker, an Active session is
initiated by default. However, if Active mode is not enabled in the session policies
that are defined for the session, the next available session mode is used. The following
order of precedence applies, Guidance, Monitor, Chat, File transfer. In addition, if
user acceptance is enabled for the session, the target user can select a different session
mode to start from the acceptance window. For more details about starting a broker
session, see the BigFix Remote Control Controller User's Guide.

How do | create a certificate?

If you are using a Certificate Authority (CA) certificate, you must consult their
documentation to see how the root certificate and any relevant intermediate
certificates can be obtained. For self-signed certificates, you can use the key
management tool iKeyman. Thistool isincluded with BigFix Remote Control and
is also available through IBM WebSphere Application Server. For more information
about creating certificates, see Creating a self signed certificate (on page 289).

What do | doif my certificateisabout to expire?

Y ou can add a certificate to the broker and to the truststore on the server. However,

to allow the target to start a session through the broker it must continue to use the old
certificate. The reason for thisisthat the target does not yet trust the new certificate,
therefore it would be unable to start a session. For more information about changing to
anew certificate, see Migrating to a new certificate (on page 297).




Chapter 35. Gateway sample scenarios

This appendix illustrates the gateway installation and configuration in three different network
scenarios to ensure communication between the three BigFix Remote Control components (target,
server and controller) across firewalls and NAT environments.

Overview

There are three types of connections used between the TRC components:

* The target uses HT TP connections to the server for registration and heartbeats.

* The controller uses TRC’s own protocol for remote control sessions to the target. By default, the
target uses port 888.

* The controller uses HTTP connections to launch a session.

Scenario 1 - Severa networks using Network Address
Trandation (NAT)

Figure 7. Several networksusing NAT
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In this scenario, there are multiple networks with targetsin all of the networks and the controllers
all in the Company Head Office. The NAT routersin the branches prevent the controllers from
connecting directly to the targets in the branches and therefore, a gateway must be installed in each
network.

Similarly, Gateway 1 cannot connect directly to the gateways in the branches and therefore, Gateway
2, 3and 4 must connect to it first.

In such ascenario, Gateway 1 must be able to accept the connections from the other gateways and
from controllers trying to initiate remote control sessions against targets located in other networks.

However, Gateways 2, 3, and 4 must establish a connection to Gateway 1, and must be able to locate
targetsin their networks.

Gateway 1roles:

* Accept remote control connections from gateways 2, 3 and 4. The gateways in each of the
branches will connect to gateway 1.

* Accept connection requests from controllersin the head office so that they can be forwarded to
the gateways in the branches to allow them to locate the correct target.

« Therefore the configuration file for, Gateway 1 will contain the following entries:
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I nbound. 1. Connecti onType = | nbound

| nbound. 1. Port ToLi st en 8881

# Opti onal
# | nbound. 1. BindTo = 0.0.0.0

# I nbound. 1. RetryDel ay 45

# | nbound. 1. Passphr ase
| nbound. 1. Al | owGat eways = true
I nbound. 1. Al | owEndpoi nts = true

Nothing elseisrequired for Gateway 1.

The inbound connection, named Inbound.1 in this example, will allow connections from the other
gateways on port 8881. The optional parameters can be configured as required.

AllowGateways set to true, configures the gateway to accept connections from gateways 2, 3 and 4.
While AllowEndpoints determines if the gateway is also going to receive controllers requests and
therefore, should forward these requests to other gateways in order to locate the right target in their
respective networks.

Gateway 2, 3and 4 roles:

« Create control connection to Gateway 1.

+ Locate endpoints in the branch network.

* Therefore the configuration file for, Gateway 2, Gateway 3 and Gateway 4 will contain the
following entries:
Gat eway. 1. Connecti onType = Gat eway
Gat eway. 1. Desti nati onAddress = gatewayl i paddress

Gat eway. 1. Desti nati onPort = 8881

# Optional

# Gateway.1.BindTo = 0.0.0.0
# Gateway. 1. SourcePort =0

# CGateway.l. RetryDelay = 45
# Gateway. 1. KeepAlive = 900
# Gateway. 1. Ti meout = 90

# Gateway. 1. Passphrase =

Endpoi nt. 1. Connecti onType = Endpoi nt
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Opti ona
Endpoi nt. 1. Subnet Address = 0.0.0.0
Endpoi nt . 1. Subnet Mask = 0.0.0.0

Endpoi nt. 1. SourcePort = 0

= OH OH O O H®

1

1
Endpoi nt. 1. BindTo = 0.0.0.0

1

1

Endpoi nt. 1. Ti meout = 90

In this case, there are no inbound connections because there are no controllers or gateways
connecting to Gateways 2, 3 and 4. These gateways are connecting to Gateway1 and thisis defined
by the Gateway.1 connection which has a connection type, gateway. The DestinationAddress of
Gateway.1 is set to the | P address for Gateway1 and DestinationPort must match whatever is defined
in Gateway 1 PortToListen. AllowEndpointsis set to true.

Another type of connection must be defined for these gateways, an endpoint connection (named
Endpoint.1 in this example). This type of connection configures the gateway to search for atarget
that a controller may want to initiate a remote control session with. It is recommended to specify the
subnet address and mask to reduce the amount of network traffic generated by the gateway. With the
default values for the subnet, the gateway will try to connect to every single endpoint for which a
reguest isreceived, even if the endpoint isin aremote network and is unreachable by the gateway.

In the trc server, you would also add Gateway1 by clicking on Admin > New TRC Gateway. The
port number would be the one defined in the Inbound.1.PortToL isten property.

Scenario 2 - Meshed Networks

Figure 8. Meshed networks
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In this scenario the targets and controllers are distributed over severa locations, all of which are
protected by afirewall. The firewalls prevent the controllers from connecting directly to the target
in remote locations, but they do allow the gateways to connect to gateways and gateways only, in
remote locations. The existing HTTP Proxy servers, alow the targets to connect to the server.

In this scenario, al of the gateways have the sameroles:

« Create a control connection to the 3 other gateways.

« Accept control connections from the 3 other gateways.

* Accept requests from the controllersin the local network.
+ Locate endpointsin the local network.

Therefore the configuration file for the gateways will contain the following entries:
I nbound. 1. Connecti onType = | nbound

8881

| nbound. 1. Port ToLi st en
# Optional
# | nbound. 1. BindTo = 0.0.0.0

45

# | nbound. 1. RetryDel ay
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# I nbound. 1. Passphrase =
| nbound. 1. Al | owGat eways = true

| nbound. 1. Al | owEndpoi nts = true

Then for each of the gateways it has to connect to:
Gat eway. X. Connecti onType = Gat eway
Gat eway. X. Desti nati onAddr ess = gat ewayX i paddr ess

Gat eway. X. Desti nati onPort = 8881

# Optional
# Gateway. X. BindTo = 0.0.0.0

0

# Gat eway. X. Sour cePort

# Gateway. X. Ret ryDel ay 45
# Gateway. X. KeepAli ve = 900
# Gateway. X. Ti neout = 90

# Gateway. X. Passphrase =

Endpoi nt. 1. Connecti onType = Endpoi nt

# Opti onal

=Y

# Endpoi nt. 1. Subnet Address = 0.0.0.0

# Endpoi nt. 1. Subnet Mask 0.0.0.0
# Endpoint. 1. BindTo = 0.0.0.0

0

# Endpoi nt. 1. Sour cePort

# Endpoint. 1. Ti meout = 90

In this scenario aso, al of the gateways will be added to the server.
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Scenario 3 - Web hosting

Figure 9. Webb hosting scenario
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In this scenario there are two well defined networks, a secure network where the server isinstalled
and the controllers machines are located and an unsecure network, it could be aweb facing network,
where servers need to be accessed for maintenance and problem resolution.

The two networks are linked by a DMZ network where two gateways, each with a specific purpose,
areinstalled.

Additionally, HTTP proxies are not available in order to enable the targets in the unsecure network
to register in the server in the secure network therefore the gateways need to establish atunnel
connection to alow this communication.

There are two possible scenarios:
Scenario A:

A gateway in the DMZ network is allowed to connect directly to the targetsin the
secured network (this scenario requires Gateway T1, Gateway T2, T3x and Gateway
RC2)
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In this scenario, we would add gateway RC1 to the TRC server.
Scenario B:

No traffic is alowed to the DMZ network and the gateway is NOT allowed to connect
directly to the targets in the secured network (this scenario requires Gateway T1,
Gateway T2, Gateway T3x, Gateway RC1, Gateway RC2 and Gateways RC3x)

In this scenario, we would add gateway RCL1 to the TRC server.
The configuration for each scenario would be as follows:

Configuration common to both scenarios

Gateway T1:

* Create a control connection to Gateway T2 to be used for the tunnel.
« Create connections to the server for tunnel connections.

Gat eway. 3. Connecti onType = Gat eway
Gat eway. 3. Desti nati onAddress = gatewayT2_i paddress

Gat eway. 3. Desti nati onPort = 8881

# Optional:
# Gateway. 3.BindTo = 0.0.0.0

0

# Gat eway. 3. Sour cePort

# Gat eway. 3. RetryDel ay 45

# Gateway. 3. KeepAl i ve = 900

# Gateway. 3. Ti neout = 90

# CGat eway. 3. Passphrase =

Since the targets in the unsecure network cannot connect directly to the server, atunnel connection
must be created that will forward the heartbeats from the targets to the server:

Qut bound. 1. Connecti onType = Qut boundTunnel

Qut bound. 1. Desti nati onAddress = trc_server _i p_address

Qut bound. 1. Desti nati onPort = 80
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# Opti onal

# Qut bound. 1. Tunnel | D = TRCSERVER
# Qut bound. 1. BindTo = 0.0.0.0

# Qut bound. 1. Ti meout = 90

Where the DestinationAddress and DestinationPort are the | P address and port of the TRC server.

Gateway T2:

Therefore the configuration file for Gateway T2 will contain the following entries, regardless of the
type of scenario:

« Create connections to Gateways T3x
* Accept control connections from gateway T2.

A gateway connection must be defined for each T3 gateway, that is GatewayT3a, GatewayT3b and
GatewayT3c.

Gat eway. T3x. Connecti onType = Gat eway

Gat eway. T3x. Dest i nati onAddress = gat ewayT3x_i paddr ess

Gat eway. T3x. Desti nati onPort = 8881

# Optional
# Gateway. T3x. BindTo = 0.0.0.0

0

# Gat eway. T3x. Sour cePort

# CGat eway. T3x. Ret ryDel ay 45
# Gateway. T3x. KeepAl i ve = 900

# Gat eway. T3x. Ti meout = 90

# Gat eway. T3x. Passphrase

| nbound. 1. Connecti onType = | nbound
| nbound. 1. Port ToLi sten = 8881

# Optional
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# | nbound. 1. BindTo = 0.0.0.0

# | nbound. 1. RetryDel ay 45

# | nbound. 1. Passphr ase
| nbound. 1. Al | owGat eways = true

| nbound. 1. Al | onEndpoi nts = fal se

Gateways T 3x:

The configuration file for Gateways T3x will contain the following entries, regardless of the type of
scenario:

* Accept control connections from gateway T2.
* Accept requests from endpoints for tunnel connections to the server.

I nbound. 1. Connecti onType = | nbound

| nbound. 1. Port ToLi st en 8881

# Optional

# | nbound. 1. BindTo = 0.0.0.0

# | nbound. 1. RetryDel ay 45

# | nbound. 1. Passphr ase
| nbound. 1. Al | owGat eways = true

| nbound. 1. Al | onEndpoi nts = fal se

| nboundTunnel . 1. Connecti onType = | nboundTunne

| nboundTunnel . 1. Port ToLi sten = 8880

# Optional
# | nboundTunnel . 1. Tunnel | D = TRCSERVER
# |1 nboundTunnel . 1. BindTo = 0.0.0.0

# I nboundTunnel . 1. RetryDel ay = 45
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Since the targets in the unsecure network cannot connect directly to the server, atunnel connection
must be created that will forward the heartbeats from the targets to the server.

PortToL isten specifies the port that the target should connect to when connecting to the server viaa
tunnel. For the targets to use the tunnel, the target configuration must set the ProxyURL to:

trcGateway. : // <gat eway address>: 8880

Scenario A

Gateway RC2

Gateway RC2 will have the following configuration:

* Accept requests from controllers in the secure network.
« Locate endpoints in the unsecure networks.

| nbound. 1. Connecti onType = | nbound

| nbound. 1. Port ToLi st en 8881

# Optional

# | nbound. 1. BindTo = 0.0.0.0

# | nbound. 1. RetryDel ay 45

# | nbound. 1. Passphr ase
| nbound. 1. Al | owGat eways = fal se

| nbound. 1. Al | owEndpoi nts = true

Endpoi nt. 1. Connecti onType = Endpoi nt

# Optional
# Endpoint. 1. Subnet Address = 0.0.0.0

# Endpoi nt. 1. Subnet Mask 0.0.0.0

# Endpoint.1.BindTo = 0.0.0.0

# Endpoi nt. 1. Sour cePor t 0
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# Endpoint. 1. Ti meout = 90

Scenario B

In this scenario, no traffic other than the gateways traffic is allowed outside the secure network. So
we need a new gateway RCL1 that will accept the requests from the controllers and pass them to RC2.
Similarly, we need a new gateway RC3x in each of the unsecure networks to locate the right target.

Gateway RC1:

Gateway RC1 will have the following configuration:

« Accept requests from controllers in the secure network.
+ Connect to Gateway RC2 to forward the connections requests.

| nbound. 1. Connecti onType = | nbound

| nbound. 1. Port ToLi st en 8881

# Opti onal
# | nbound. 1. BindTo = 0.0.0.0

# I nbound. 1. RetryDel ay = 45

# | nbound. 1. Passphr ase
| nbound. 1. Al | owGat eways = fal se

| nbound. 1. Al | owEndpoi nts = true

Gat eway. RC2. Connecti onType = Gat eway
Gat eway. RC2. Dest i nati onAddr ess = gat ewayRC2_i paddr ess

Gat eway. RC2. Desti nati onPort = 8881

# Optional
# Gateway. RC2. BindTo = 0.0.0.0

# Gat eway. RC2. SourcePort = 0
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# Gateway. RC2. RetryDel ay = 45
# Gateway. RC2. KeepAl i ve = 900
# Gat eway. RC2. Ti neout = 90

# Gateway. RC2. Passphrase =

Gateway RC2

In this scenario Gateway RC2 will have the following configuration:

* Accept control connections from gateway RC1.
+ Connect to Gateways RC3x to forward the connections requests.

| nbound. 1. Connecti onType = | nbound

| nbound. 1. Port ToLi st en 8881

# Optional
# | nbound. 1. BindTo = 0.0.0.0

# | nbound. 1. RetryDel ay

45

# | nbound. 1. Passphr ase
| nbound. 1. Al | owGat eways = true

| nbound. 1. Al | owEndpoi nts = fal se

A gateway connection must be defined for each RC3 gateway (RC3a, RC3b, RC3c) wherex = a, b or
c

Gat eway. RC3x. Connecti onType = Gat eway

Gat eway. RC3x. Desti nat i onAddr ess = gat ewayT3x_i paddr ess

Gat eway. RC3x. Desti nati onPort = 8881

# Opti onal

# Gateway. RC3x. BindTo = 0.0.0.0
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# Gat eway. RC3x. Sour cePor t

0

# Gat eway. RC3x. RetryDel ay 45
# Gat eway. RC3x. KeepAlive = 900
# Gat eway. RC3x. Ti meout = 90

# Gat eway. RC3x. Passphrase =

Gateway RC3x

These gateways are now required to locate the endpoints that before were directly accessible to
Gateway RC2. The configuration file for the gateways will contain the following entries:

| nbound. 1. Connecti onType = | nbound

| nbound. 1. Port ToLi st en 8881

# Opti onal
# | nbound. 1. BindTo = 0.0.0.0

# I nbound. 1. RetryDel ay = 45

# | nbound. 1. Passphr ase
| nbound. 1. Al | owGat eways = true

| nbound. 1. Al | owEndpoi nts = fal se

Endpoi nt. 1. Connecti onType = Endpoi nt

# Optional
# Endpoi nt. 1. Subnet Address = 0.0.0.0

0.0.0.0

# Endpoi nt. 1. Subnet Mask
# Endpoint. 1. BindTo = 0.0.0.0

0

# Endpoi nt. 1. Sour cePor t

# Endpoint. 1. Ti meout = 90



Chapter 36. Properties for configuring logging
activity

Use properties to determine what type of information and how much is written to the broker,
gateway, and target component log files.

L ogL evel

Thelog level determines the types of entries and how much information is added to the log file.
Default valueis 2.

A two-column table that shows the LogL evel parameter values and definitions

Logging level Description
0 Minimal logging.
1 Error
2 Info
4 Debug information

[5) Note: Use LOGLEVEL= 4 only by request from HCL software support.

L ogRotation

Controls the period after which an older log file is overwritten. Log rotation can be disabled. Default
valueis Weekly.

A four-column table that showsthe L ogRotation parameter values and their definitions.

. I Suffix for Suffix for
L ogRotation Description .
hourly rollover daily rollover

Daily Overwrite log files after |0OH to 23H Not valid

1 day
Weekly Overwrite log files after IMon-00H to Sun-23H  [Mon - Sun

1 week.
Monthly Overwrite log files after [01-00H to 31-23H 01-31

1 month.
Disabled LogRotation isdisabled [YYYY-MM-DD-hh YYYY-MM-DD

The suffix is used in the name of the component log file. For example, TRCI CB-
RCBROKER. exanpl e. com Mon- 14H. | og.

L ogRollover

Controls the period after which anew log file is started. This period must be shorter than the
LogRotation period, therefore not all combinations are valid. LogRollover cannot be disabled.
Default valueis Daily.

A three-column table that showsthe LogRollover parameter values and their definitions.
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L ogRollover

Description

Comments

Hourly

Start a new log file on the hour.

Recommended if thelog is
written to frequently or when
you use alog level higher than 2.

Daily

Start anew log file every day.

Default setting.




Chapter 37. Support

For more information about this product, see the following resources:

» Knowledge Center

* BigFix Support Center
* BigFix Support Portal
* BigFix Developer

* BigFix Wiki

* HCL BigFix Forum



https://help.hcltechsw.com/bigfix/9.5/compliance/welcome/BigFix_Compliance_welcome.html
https://support.hcltechsw.com/csm
https://support.hcltechsw.com/csm?id=bigfix_support
https://developer.bigfix.com/
https://bigfix-wiki.hcltechsw.com/wikis/home?lang=en-us#!/wiki/BigFix%20Wiki/page/BigFix%20Compliance
https://forum.bigfix.com

Notices

This information was developed for products and services offered in the US.

HCL may not offer the products, services, or features discussed in this document in other countries.
Consult your local HCL representative for information on the products and services currently
available in your area. Any reference to an HCL product, program, or service is not intended to state
or imply that only that HCL product, program, or service may be used. Any functionally equivalent
product, program, or service that does not infringe any HCL intellectual property right may be used
instead. However, it isthe user's responsibility to evaluate and verify the operation of any non-HCL
product, program, or service.

HCL may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not grant you any license to these patents. Y ou can
send license inquiries, in writing, to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the HCL
Intellectual Property Department in your country or send inquiries, in writing, to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

HCL TECHNOLOGIESLTD. PROVIDES THIS PUBLICATION "ASIS"' WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT

NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do
not allow disclaimer of express or implied warranties in certain transactions, therefore, this statement

may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are
periodically made to the information herein; these changes will be incorporated in new editions of the
publication. HCL may make improvements and/or changes in the product(s) and/or the program(s)
described in this publication at any time without notice.

Any references in thisinformation to non-HCL websites are provided for convenience only and do
not in any manner serve as an endorsement of those websites. The materials at those websites are not
part of the materials for this HCL product and use of those websitesis at your own risk.

HCL may use or distribute any of the information you provide in any way it believes appropriate
without incurring any obligation to you.



Licensees of this program who wish to have information about it for the purpose of enabling: (i) the
exchange of information between independently created programs and other programs (including this
one) and (ii) the mutual use of the information which has been exchanged, should contact:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in some
cases, payment of afee.

The licensed program described in this document and all licensed material available for it are
provided by HCL under terms of the HCL Customer Agreement, HCL International Program License
Agreement or any equivalent agreement between us.

The performance data discussed herein is presented as derived under specific operating conditions.
Actual results may vary.

Information concerning non-HCL products was obtained from the suppliers of those products, their
published announcements or other publicly available sources. HCL has not tested those products and
cannot confirm the accuracy of performance, compatibility or any other claims related to non-HCL
products. Questions on the capabilities of non-HCL products should be addressed to the suppliers of
those products.

Statements regarding HCL 's future direction or intent are subject to change or withdrawal without
notice, and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To
illustrate them as completely as possible, the examples include the names of individuals, companies,
brands, and products. All of these names are fictitious and any similarity to actual people or business
enterprisesis entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate
programming techniques on various operating platforms. Y ou may copy, modify, and distribute
these sample programsin any form without payment to HCL, for the purposes of developing, using,
marketing or distributing application programs conforming to the application programming interface
for the operating platform for which the sample programs are written. These examples have not

been thoroughly tested under all conditions. HCL, therefore, cannot guarantee or imply reliability,
serviceability, or function of these programs. The sample programs are provided "AS1S," without
warranty of any kind. HCL shall not be liable for any damages arising out of your use of the sample
programs.

Each copy or any portion of these sample programs or any derivative work must include a copyright
notice as follows:
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Portions of this code are derived from HCL Ltd. Sample Programs.
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or its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation
in the United States, other countries, or both.

Linux isaregistered trademark of Linus Torvalds in the United States, other countries, or both.
UNIX isaregistered trademark of The Open Group in the United States and other countries.
Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation
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Applicability
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Y ou may reproduce these publications for your personal, noncommercial use provided that all
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Y ou may reproduce, distribute and display these publications solely within your enterprise provided
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PARTICULAR PURPOSE.
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