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4> M—JL#BIC, BigFix & GRiE. FEOEEH A FHLUX YT FUOR S E2YT
R4S ICBENICEY 7y FINET, CNICED. EnNsoyad EH5S
TERICOADT VYD BIMISHENIAA. BIgFIX V5147V hERTLTVEIARTOO
YEaA—2—T. TENSOAVTVORBEEIFEINE T,

UTOFIEZETLT. Ny FEEBYA M EYITXRISA4TLET,

1. XO7A4A>%R2TILo )y LT, BigFix >y —I)LZRT £,

O

LB VG T
Cskzsll=

2. TISAEADBE) v amR—FRZIUvILED,
3. TNy FEE) TUF7FTRZ7O-II - ZOYLFET,



BigFix 7S w b T4 —L&ICI7- Ny FEEBOSFUF 19

File Edit View Go Tools Help
" Back = U Forward = | # Show Hidden Content " Show Non-Relevant Content | & ¥ Refresh Console

&

BigFix Management 4 License Overview

»

o1 Deployment Overview
Deployment Health Checks Check for license update
License Overview

|am|

Site certificate update detected, BESAdmin

y Warnings (&)
» BES Deployment Upgrade (0 Update Statis; must be run to propagate the change.
> —é BES Component Manageme
> £ Maintenance Window Manz
v 3 Manage Wake on;LAN ) v| Patch Management I
@ Baselines (0)
> @ Analyses (7) End User License Agreement:
b @ Actions (1)
. £ Custom Content Cont?tgor this product will not be gathered until the End User License Agreement has been
accepte

5 Custom Filters
> [ Computer Management International Program License Agreement

% Unmanaged Assets (0)
@ Operators (1)
> E Manage Sites (5)

o

Part 1 - General Terms

| BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON
AN "ACCEPT" BUTTCN, OR OCTHERWISE USING THE PROGRAM, LICENSEE
4 | [ | r AGREES TO THE TEEM5 OF THIS AGREEMENT. IF YOU ARE ACCEPTING THESE
""""" TERMS CN BEHALF COF LICENSEE, YOU REPRESENT AND WARRANT THAT YOU
HAVE FULL AUTHORITY TO BIND LICENSEE TO THESE TERMS. IF YOU DO

HOT AGREE TO THESE TERMS,

[

A4 Ny FEEBDOCERZRGZHATREL £

5 TFIATRERY b1 T. TBES Asset Discoverys . [Patches for Windows (3%
B . TRyFHE—=F1 . LU "Windows 7FUT—> a3 > DOEFHI OH#EIC
H3 Mg 200y oL, NyFEBRWeb 1 kA SOAT>YO—K-AVTY

VEBMILET,
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File Edit View Go Tools Help

BigFix Management

< License Overview

“l Back ~ & Forward v | # Show Hidden Content " Show Mon-Relevant Content ;::3' Refresh Console

J Deployment Overview
J Deployment Health Checks
J License Overview
> E| Warnings (6)
@ BES Deployment Upgrade (0
L—T;Iﬁ BES Component Manageme
5] Maintenance Window Manz
s E Manage Wake-on-LAN (4)
@ Baselines (0}
@ Analyses (7)
@ Actions (1)

» B3 Custom Content
I 5 Custom Filters
) Computer Management
E Unmanaged Assets (0)
I & operators (1)
> E Manage Sites (6)

() Ancontent

@' BigFix Management

|;. Patch Management

¥

+ Patch Management

This license contains the following entitlements for Patch Management:

Licensed for: 2 (Client Device)

Expiration Date: 01/01/2037

Enabled Sites

Patches for Windows (English)

Patches for zLinux

Patching Support

Updates for Windows Applications
Available Sites:
[Enable] BES Asset Discovery
[Enable] Linux RPM Patching
[Enable] Patches for AlX
[Enable] Patches for Cent0S 5

Subscribed Computers

1

[

T Ny FEEBYAMDRXAY - NRILD T FEEE] /—RICURMT

nExv,

M+ b 2EE) /—FZzBEVT,
7. Y1 k- H41470OJT,

FPatches for Windows (338); = ®IRL £9,

MyEa—2—0H8 TR0V Toay) 27200y oL
THS TFRTOAYEa—4—) BFIRLFT,




BigFix 7S w b 74 —L&HICI7- Ny FEEBOIF U A 121

File Edit View Go Tools Help

+ Back = Forward = | # Show Hidden Content [ﬁ Show Mon-Relevant Content” & 1 Refresh Console

BigFix Management «  External Site: Patches for Windows (English) o
> k=l Manage Wake-on-LAM (10)

E Baselines (0) "5 55',-1': Changes Discard Changes | Gather Add Files... 3¢ Remove

4 @ Analyses (12) | Details || Computer Subscriptions|| Operator Permissions | Role Permissions
> @ Actions (1)
» B3 Custom Content The following computers will be subscribed to this site:

5 Custom Filters
» [ Computer Management
fZ}, Unmanaged Assets (0) 8
% Operators (1) () Computers which match the condition below
4 ?‘ Manage Sites (6)
>[5 Master Action Site
a LE' External Sites (3)
> 5w/ BES Support
s I'.\ Patches__for Windows (English) I
A

) No computers

Computer Name contains -+

m,

Patches for zLinux
> s Patching Support
> s Updates for Windows Applications
iE' Custom Sites (0)
{_? Operator Sites (0)

() Ancontent

@‘ BigFix Management

.1‘ Patch Management

B INETOCANEHMICEITINZ X THK TSN NNE 27V v o LTERL
e+ A SRRV T YDA O— RZRABTEX,

S . INETOERANET T3, TPatches for Windows (53E)) 7V U —(CHFRI>T
DYUBEDRAENFT,

Windows /X F 0 3iE

UToFEZIDA>Y—ILH5EITLT. Windows /Ny FEEAL £,

1. TPatches for Windows (33:g)) 7V —%EREL. ™WIXo5047Lkay
Ea—4%—1 %270y OLEd. URAF s NRILIS. T—N—+ PXTFLIZATVR
=N ZAT U rZRTIV R —DBRRINET,

2. TRgEJI B Fixlets y 22X 272 BRL T BRLIVSA 7Y MIEETS
Fixlets D X b ERRLE T,



BigFix 7S w b7 A —L&HICI7- Ny FEBOS U F 22

File Edit View Go Tools Help

BigFix Management

» B Maintenance Window Management
> @ Manage Wake-on-LAN (10)
@ Baselines (0}
b @ Analyses (12)
> @ Actions (1)
> [ Custom Content
5 Custom Filters
> £ Computer Management
E Unmanaged Assets (0)
@ Operators (1)
4 E Manage Sites (6)
> s Master Action Site
a LE! External Sites (5)
s/ BES Support
4 |5y Patches for Windows (English
> [ Fixlets and Tasks (8.428)
@ Baselines (0)
@ Analyses (1)
@ Computer Groups (0)
[ Actions (0)
> @ Subscribed Computers (1)
> |3 Patches for zlinux

» =/ Patching Support

[El| Custom Sites (0)
[E}) Operator Sites (0]

+ § All Content
@' BigFix Management

.1. Patch Management

v Updates for Windows Applica

i Back = & Forward = | # Show Hidden Content [ﬁ Show Mon-Relevant Content” g;jl‘ Refresh Console

< Subscribed Computers Search Subscribed Computers P| O

o CompuferNa... 0s CPU Last Report Ti...  Locked BES Relay Sele.. |
FH NCO1281112... Win2008R26.1.. 2400 MHz Xeon  27/03/2014 14:... No Manual E
4| ] | b
Computer: NC9128111234

Edit Settings 3¢ Remove From Database f Send Refresh

|

1 Surnmary I Relevant Fixlets and Tasks (109) Il Relevant Baselines (0) | Baseline Component Applicability | 2 P

> All (103) Name Site Categor;r -
= > Y fidets, Only (65 MS13-082: Vulnerabilities in [MET Framework ... Patches for Win...  Security Hot
i £ E Tosks Only (40) l_MSll-UE: Vulnerability in Microsoft Foundat... Patches for Win...  Security Hotl
M513-052: Vulnerabilities in MET Framework ...  Patches for Win.,  Security Hotl
M513-062: Vulnerability in Remote Procedure...  Patches for Win...  Security Hetl
MS13-093: Vulnerability in Windows Ancillary... Patches for Win...  Security Hotl
M513-095: Vulnerability in Digital Signatures ...  Patches for Win...  Security Hod
M514-009: Vulnerabilities in JMET Framework ... Patches for Win.,  Security Hotli
M513-065: Vulnerability in ICMPvE could allo..  Patches for Win...  Security HUﬂ!E
MS13-076: Vulnerabilities in Kernel-Mode Dri...  Patches for Win...  Security Hot{
M513-077: Vulnerability in Windows Service C... Patches for Win...  Security Hotl!_
M513-101: Vulnerabilities in Windows Kernel-... Patches for Win.,  Security Hotl
2 M514-008: Vulnerabilities in [MET Framework ... Patches for Win...  Security Hotl
MS514-009: Vulnerabilities in [MET Framework ... Patches for Win...  Security Hotl
M514-015: Vulnerabilities in Windows Kernel-... Patches for Win...  Security Hotl
M513-081: Vulnerabilities in Windows Kernel-... Patches for Win...  Security Hotl
M513-081: Vulnerabilities in Windows Kernel-... Patches for Win...  Security Hotl
M513-081: Vulnerabilities in Windows Kernel-... Patches for Win...  Security Hetl
M513-081: Vulnerabilities in Windows Kernel-... Patches for Win...  Security HoH —
» L] |_ I | * |4 s 1 | »

1 item in list, 1 selected.

Fixlet "7 S 7> MMCEEY 203, Fixlet TR

SNEATIVRISAT U

NIV =T BHENRHBHEETT, ATV ZEA VA M—ILTBHEMICD
WTId. Fixlet ICEESNICERERFZHFOLY b 2FEALT. 5172 ETH

FICFHME I N E I,
3.

MFixlety 22 7L 1) v o LT, Fixlet DFEAICT IEILE T,

4. T70oar) RAUT. BRAT7OLRORARZEERLE T,
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o IBM Endpoint Manager Consaole

=)

File Edit View Go Tools Help

BigFix Management

» £ Maintenance Window Management
> @ Manage Wake-on-LAN (10}
@ Baselines (0]
> @ Analyses (12)
> [ Actions (1)
» B3 Custom Content
5 Custom Filters
> [ Computer Management
@ Unmanaged Assets (0)
@ Operators (1)
4 E Manage Sites (8)
> |su| Master Action Site
a E External Sites (5)
> || BES Support
4 || Patches for Windows (English
> [§h Fixlets and Tasks (3.428)
@ Baselines (0)
@ Analyses (1)
@ Computer Groups (0)
[ Actions (0)
> @ Subscribed Computers (1)
s |3 Patches for zlinux
» =/ Patching Support

< Fixlet: M511-025: Vulnerability in Microsoft Foundation Class (MFC) Library Could Allow Remote Code Executio... =

F.

m

fE Custom Sites [(0)]
Operator Sites (0)

@ BigFix Management

.1. Patch Management

> I Updates for Windows Applica

4l Back « i-fj Forward = | # Show Hidden Content [ﬁ Show Mon-Relevant Content” éj“ Refresh Console

J"IakeActionv | # Edit | Copy |= Export | Hide Locally Hideﬁlobally| ¥ Rermove

Description | Details I Applicable Computers (1) | Action History (0]|

Description

Microsoft has released a security update that resolves a publicly disclosed
vulnerability in certain applications built using the Microsoft Foundation Class
(MFC) Library. The vulnerability could allow remote code execution if 3 user
opens a legitimate file associated with such an affected application, and the
file is located in the same network folder as a specially crafted library file. For
an attack to be successful, a user must visit an untrusted remote file system
location or WebDAV share and open a document from this location that is then
loaded by the affected application.

After downloading and installing this update, affected computers will no longer
be susceptible to this vulnerability.

Note: Affected computers may report back as 'Pending Restart’ once the
update has run successfully, but will not report back their final status until the
computer has been restarted.

Important Note: There are known issues associated with the installation of
this update. See the Known Issues section of the security bulletin for more
information.

Note: Microsoft has announced that this update may be included in a future
service pack or update rollup.

Note: This security update is also referenced under KB2538243.

File Size: 4.27 MB

Actions

I ® Click here to initiate the deployment process. I

® Click here to view Microsoft Security Bulletin MS311-025.

»

m

703> DRTI NRILHDEAZTET, CONRILTISAT7> FEZEIRLTH
MoKy #2270y LTERAEZRBLET,

5.
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F - - — 5
&7 Take Action (=[O

Mame: | C++ 2008 5P1 Redistributable Package (v2, re-released 6-14-2011) Create in domain: lBigFix Management v]
Preset: ’Default vl [] Show only persenal presets Delete Preset...
Target | Execution | Users | Messages | Offer | Post-Action | Applicability | Success Criteria | MAction Script|
Target:
@ Select devices
() Dynamically target by property
| |
() Enter device names
L — |l
» [ Applicable Computers (1) Computer Na... 0% CPU Last Report Ti.. Lo :
I r% MC91281112... Win2008R261.. 2400 MHz Xeon 27/03/201414:... N i
I
Ll
|
| |
]
<y n d b

[ ok | | cance |

6. T3> NRIABENICURZAL I FENET, KRR VIC, Fixlet @R D
EHRRADRTINE T, Wiid TRFE »S TFHliF ICEDD. 9514721
DREFFENEBICEBIESNS E MEIEFEH ICEDD 9, RHBEDREIEZ. 72
Yar) o THEM 27 THRESNICERERREOEY bZ2EALT. 754
72 ETEEBNICFHESINE I,
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File Edit VYiew Go Tools Help

@ Back - * Forward = | @ Show Hidden Content @hm Mon-Relevant Content” {3‘ Refresh Console
BigFix Management Act . bility in | St Jati

<« Action: MS11-025; \f'ulnembiﬁl)rin Microsoft Foundation Class (MFC} Liblary Could Allow Remote Code Execut... d

> £ Maintenance Window Management * | [l Stop | Copy E})Export | ¥ Rermove
[ E Manage Wake-on-LAN (10)

@ Baselines (0] Summary | Computers (1) | Target

3 @ Analyses (12)

;@ Actions (2)

I £ Custem Content ] v Status
5 Custom Filters . i

I P — 100,00% Fixed (1 of 1 applicable computers) =
E Unmanaged Assets (0)

Status = Count  Percentage
@ Operators (1)

Manage Sites (6) Fixed 1 100,00%

[5] Master Action Site

7 External Sites (5)

.| BES Support

4 || Patches for Windows (English
» [y Fixlets and Tasks (8.428)

* Downloads

m

(B Baselines (0) File Status Details

qy Anal

% CZ:n):::e(rl(JEroups 0 veredist_x86.exe Complete  Cached on Server
[ Actions (0)

3 @ Subscribed Computers (1)
[50] Patches for zlinux

|5/ Patching Support

* Source

| v/ Updates for Windows Applica| | This action's source is the Fixlet message "MS11-025: Vulnerability in Microsoft
i) Custom Sites (0) Foundation Class (MFC) Library Could Allow Remote Code Execution - Microsoft

! | Operator Sites (0) T Visual C++ 2008 SP1 Redistributable Package (v2. re-released 6-14-2011)" in the
| [T— | 3 "Patches for Windows (English)" site.

(2) Ancontent

w BigFix Management v Behavior

.1. Patch Management Messages

» Mo user interface will be shown before running this action.

[

7. fEssEA BREINRIG. 54T MIED Fixlet zZBEERATIHBIEHD £€
Ao Fixlet ZZEDT A7 MIBEENBVWI—IDMFITFENET,
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