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Chapter 1. Overview and Getting started
This section will help you to quickly cover the essential steps to start automating your software package workflows 

with Updates for Windows Applications Extended.

The main objectives of Updates for Windows Applications Extended are as follows:

• Regularly provide updates for an extensive range of third-party software packages, ensuring they are 

frequently refreshed to include the latest vendor releases.

• Streamline the package updating process to reduce manual intervention, minimize human error, and increase 

update frequency through automation

• Implement consistent tools and workflows for integrating new applications, enabling scalability, and the 

expansion of the software library.

• Ensure new content adheres to standards and includes validated metadata through automated checks.

BigFix Content Sites: Delivering Reliable Third-Party Software Updates

We deliver a set of BigFix  Content Sites that cover patches and upgrades for a wide range of third-party software. 

These sites are updated frequently to ensure they reflect the latest vendor releases, helping customers maintain up-

to-date systems effortlessly. Refer to the List of software updates and releases.

Note:  To manually cache the files, refer to the Manual caching.

https://forum.bigfix.com/t/windows-3rd-party-apps-v350/54307


Chapter 2. Enabling Updates for Windows Applications 
Extended site
Enabling Updates for Windows Applications Extended  site ensures that users receive the latest features, bug fixes, 

and security improvements for their installed apps.

You must have access to Updates for Windows Applications Extended  domain in the BigFix console.

Perform the following steps to enable Updates for Windows Applications Extended  in the BigFix console:

1. From the BigFix Management  domain, click License Overview  dashboard.
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2. Navigate to the site lists and click Updates for Windows Applications Extended  on the License Overview 

dashboard.



Chapter 3. Navigating to Updates for Windows 
Applications Extended in the BigFix console
You can view Fixlets and Tasks that you can take action on.

To view the Fixlets and Tasks, click License Overview  > Sites  > External Sites  > Updates for Windows Applications 

Extended.

Click Fixlets and Tasks.

Fixlets and Tasks page opens, and you can view Fixlets and Tasks that you can take action.



Chapter 4. Supported applications
For an updated list of supported applications and current versions, see Windows third-party Applications.

For details about the Extended third-party Mac Applications, refer to Mac third-party Applications.

For details about the Extended third-party NIX Applications, refer to NIX third-party Applications.

https://forum.bigfix.com/t/windows-3rd-party-apps-v350/54307
https://forum.bigfix.com/t/mac-3rd-party-apps-v95/54308
https://forum.bigfix.com/t/nix-3rd-party-apps-v36/54312


Chapter 5. Windows Drivers Management Dashboard
The Windows Drivers Management Dashboard  is a BigFix Console feature designed to centralize and simplify the 

management of Windows device driver updates across an enterprise infrastructure. It provides a structured way to 

discover, deploy, and monitor driver updates to ensure endpoint consistency and reduce manual workloads.

Overview and Purpose

Dashboard details:

• Dashboard Name: Windows Drivers Management

• Released Site: Updates for Windows Applications Extended

• Site Version: 337

Key Capabilities:

• Centralized driver management

• Reduced manual driver updates

• Improved endpoint consistency

• Controlled deployment options

• Full audit visibility

Benefits:

• Centralized visibility of available driver updates

• Driver selection and deployment from the BigFix Console

• Monitoring of deployment status across endpoints

• Historical tracking of driver deployments.

How to Enable the Dashboard

To make the dashboard available in your BigFix Console, follow these steps:

1. Open the BigFix Console.

2. Navigate to the License Overview  section.

3. Locate the site named Updates for Windows Applications Extended.

4. Gather version 337 or later.

5. Once the site is gathered, the dashboard becomes available in the console. No additional configuration is 

required.

Dashboard Working Mechanism

The dashboard works using the following mechanism:
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1. A Driver Collection Task (ID: 3000) must be manually executed by the operator  on the endpoint to collect 

driver update details. The task does not run automatically.

2. The task collects applicable driver update information and writes the data to a predefined local file on the 

endpoint.

3. A BigFix Analyses (ID: 3003)  reads and processes the collected driver data. The analysis refreshes 

periodically (every 1 hour).

4. Driver information is displayed in the dashboard in a structured format based on the latest available analysis 

data.

5. Driver deployments are executed using Multiple Action Group (MAG). Each deployment action also includes 

re-running the Driver Collection Task to refresh the local file on the endpoint on the Driver update information 

after installation.

6. Installation results are reported back to the console and reflected in the dashboard after the next analysis 

refresh cycle.

7. All deployment and task execution activities are stored in the BigFix Console for tracking, monitoring, and 

audit purposes.

Periodic Driver Discovery: To ensure continuous driver requirement discovery, the Driver Collection Task must be 

executed periodically on endpoints. Running the task periodically ensures the following:

• New driver requirements are automatically discovered

• The dashboard reflects the most up-to-date driver status

Note:  The dashboard interface must be manually refreshed to view the most recent action results and 

updated deployment status.

Note:  The Driver Management Dashboard leverages the Windows Update Agent API (WUA API)  to check 

driver details on each endpoint and identify drivers that require updates. This process is executed through a 

BigFix task, which performs a scan using the WUA API to collect applicable driver update information.This 

functionality requires an active internet connection for WUA API to contact the Microsoft services. 

Additionally, Windows service should not be disabled.
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Figure  1. Windows Driver Management Dashboard

Dashboard Functionality & Tabs

Driver Details

Review all discovered drivers, including their publisher, category, version, release date, hardware id, and 

whether a restart is required.

Last Deployment Action Results

Used for immediate validation, this tab shows the success, failure, detailed execution results, and 

endpoint-level outcome of the most recent deployment action.

Figure  2. Last Deployment Action Results

History of Deployment Action Results

A comprehensive log for auditing and tracking purposes. This records:

• Target computers

• Execution dates and times

• Final deployment status.
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Figure  3. History of Deployment Action Results

Deployment Options

The dashboard offers two primary methods for triggering updates:

• Deploy to Any: Allows deployment of selected drivers to any endpoint, regardless of whether the 

system specifically flagged that driver as applicable.

CAUTION:  Use this cautiously in production environment.

Figure  4. Deploy to Any

• Deploy to Selected: An "applicability-aware" method that only deploys drivers to systems where 

they are relevant, providing a safer deployment path.
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Figure  5. Deploy to Selected Screenshot (A)

Figure  6. Deploy to Selected Screenshot (B)

Operating Procedures of Dashboard

Follow these steps to manage drivers effectively:

1. Data Collection: Make sure that the driver collection task has successfully been executed on endpoints.

2. Review: Open the dashboard to inspect available drivers and identify applicable system.

3. Selection: Choose your deployment method (Deploy Any  and Deploy Selected) based on your requirements.

4. Execution: Select the specific endpoints and confirm the action to trigger the MAG.

5. Monitoring: Check the View Last Deployment Action Results  tab for immediate results and the View 

Deployment Action History  tab for long-term audit tracking.

Known Considerations

• Driver data depends on successful execution of the collection task.

• "Deploy Any" option does not validate driver applicability before deployment.

• Operator permissions must be configured in the BigFix Console to allow driver deployment actions.

• Driver updates should be tested in a controlled environment before large-scale deployment.

The Windows Drivers Management dashboard is available in English only. Make sure that your environment meets 

this language requirement for full dashboard functionality.



Appendix A. Frequently asked questions
Learn the answers to frequently asked questions about the Updates for Windows Applications Extended.

How can I request an application to be added to the List of supported applications?

Please add an idea to our AHA portal  which is evaluated for possible addition to HCL's content stream. 

Make sure to add link to the software description, payload download and other information that you 

think will help the evaluators.

https://bigfix-ideas.hcltechsw.com/?project=CON


Appendix B. Support
For more information about this product, see the following resources:

• BigFix Support Portal

• BigFix Developer

• BigFix Playlist on YouTube

• BigFix Tech Advisors channel on YouTube

• BigFix Forum

https://support.hcl-software.com/csm?id=bigfix_support
https://developer.bigfix.com/
https://www.youtube.com/playlist?list=PL2tETTrnR4wtneQ2IxSIiDFljzQDuZNBQ
https://www.youtube.com/channel/UCtoLTyln5per0JYzw1phGiQ
https://forum.bigfix.com
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Notices
This information was developed for products and services offered in the US.

HCL may not offer the products, services, or features discussed in this document in other countries. Consult your 

local HCL representative for information on the products and services currently available in your area. Any reference 

to an HCL product, program, or service is not intended to state or imply that only that HCL product, program, or 

service may be used. Any functionally equivalent product, program, or service that does not infringe any HCL 

intellectual property right may be used instead. However, it is the user's responsibility to evaluate and verify the 

operation of any non-HCL product, program, or service.

HCL may have patents or pending patent applications covering subject matter described in this document. The 

furnishing of this document does not grant you any license to these patents. You can send license inquiries, in writing, 

to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the HCL Intellectual Property 

Department in your country or send inquiries, in writing, to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

HCL TECHNOLOGIES LTD. PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER 

EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, 

MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of 

express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made 

to the information herein; these changes will be incorporated in new editions of the publication. HCL may make 

improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time 

without notice.

Any references in this information to non-HCL websites are provided for convenience only and do not in any manner 

serve as an endorsement of those websites. The materials at those websites are not part of the materials for this 

HCL product and use of those websites is at your own risk.

HCL may use or distribute any of the information you provide in any way it believes appropriate without incurring any 

obligation to you.



xviii

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the exchange of 

information between independently created programs and other programs (including this one) and (ii) the mutual use 

of the information which has been exchanged, should contact:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in some cases, payment of 

a fee.

The licensed program described in this document and all licensed material available for it are provided by HCL under 

terms of the HCL Customer Agreement, HCL International Program License Agreement or any equivalent agreement 

between us.

The performance data discussed herein is presented as derived under specific operating conditions. Actual results 

may vary.

Information concerning non-HCL products was obtained from the suppliers of those products, their published 

announcements or other publicly available sources. HCL has not tested those products and cannot confirm 

the accuracy of performance, compatibility or any other claims related to non-HCL products. Questions on the 

capabilities of non-HCL products should be addressed to the suppliers of those products.

Statements regarding HCL's future direction or intent are subject to change or withdrawal without notice, and 

represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate them as 

completely as possible, the examples include the names of individuals, companies, brands, and products. All of these 

names are fictitious and any similarity to actual people or business enterprises is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming techniques 

on various operating platforms. You may copy, modify, and distribute these sample programs in any form without 

payment to HCL, for the purposes of developing, using, marketing or distributing application programs conforming to 

the application programming interface for the operating platform for which the sample programs are written. These 

examples have not been thoroughly tested under all conditions. HCL, therefore, cannot guarantee or imply reliability, 

serviceability, or function of these programs. The sample programs are provided "AS IS," without warranty of any kind. 

HCL shall not be liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a copyright notice as 

follows: 

© (your company name) (year). 

Portions of this code are derived from HCL Ltd. Sample Programs. 
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Trademarks
HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or registered trademarks of HCL 

Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe 

Systems Incorporated in the United States, and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United 

States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation
Permissions for the use of these publications are granted subject to the following terms and conditions.

Applicability

These terms and conditions are in addition to any terms of use for the HCL website.

Personal use

You may reproduce these publications for your personal, noncommercial use provided that all proprietary notices 

are preserved. You may not distribute, display or make derivative work of these publications, or any portion thereof, 

without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that all proprietary 

notices are preserved. You may not make derivative works of these publications, or reproduce, distribute or display 

these publications or any portion thereof outside your enterprise, without the express consent of HCL.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either express or 

implied, to the publications or any information, data, software or other intellectual property contained therein.

HCL reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use of the 

publications is detrimental to its interest or, as determined by HCL, the above instructions are not being properly 

followed.
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You may not download, export or re-export this information except in full compliance with all applicable laws and 

regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE PUBLICATIONS ARE PROVIDED 

"AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED 

TO IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR 

PURPOSE.
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