BigFix Integrated Vulnerability Remediation (IVR) v.5
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Chapter 1. Product overview

IVR v.5 connects vulnerability detection to remediation. It retrieves vulnerability findings from your scanner, matches them with
BigFix Fixlets and devices, and lets you deploy the fix from the same screen where you review the finding. You do all of thisin
the BigFix Ul.

Figure 1. IVRNext 5.0 architecture: BigFix Ul and IVRNext 5.0 components and network ports
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All network ports are subject to change and the default ports could differ from your implementation.
During the duration of the setup process, the BES IVR Retriever Service requires inbound access on port 8088 and 9022 (TCP).

How IVR v.5 works

IVR v.5 hastwo layers: the BigFix Ul layer, which you already run, and the IVRNext 5.0 layer, which the Download Task adds.

Component Layer Rolein IVR

BigFix Root Server BigFix Ul Subscribed to the BigFix Insights for
Vulnerability Remediation external site.
It provides the Fixlet content and device
data, and runs the remediation actions.

BES Explorer BigFix Ul Connects the BigFix Ul to the BigFix
Root Server.
BFUI Core BigFix Ul Hosts the Integrated Vulnerability Re-

mediation application, the configura-
tion wizard, and remediation. It com-
municates with the BigFix Root Server

through BES Explorer.

BFUI DB BigFix Ul The SQL Server database of the BigFix
Ul. IVR storesitsdatain an VR schema
in this database.

BES VR Retriever Service IVRNext 5.0 Retrieves vulnerability findings from

Tenable, correlates them with BigFix
Fixlets and devices, and writesthe re-
sultsto the IVR schema.

Tenable Vulnerability Management External The vulnerability scanner that provides
findings and assets.

End-to-end wor kflow
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1. Install. You enable the BigFix Insights for VVulnerability Remediation site and deploy the Download Task. The BESIVR
Retriever Serviceisinstalled and starts automatically. See IVR v.5 Fixlets and Tasks (on page 8).

2. Register. On the BigFix Ul server, you run BFUI . exe --confi gure-ivr to register the VR Retriever with the BigFix UI.
Y ou enter the IVR server address, the basic authentication and mTLS ports (defaults 8088 and 9022), and the I VR user
credentials from the Download Task. See Task 1: Register VR with the BigFix Ul (on page 14).

3. Configure. In Administration > Application Configuration, you enter the BFUI database, application, and Tenable
data source settings. VR createsits schemain the BFUI DB. See Task 2: Configure IVR in Application Configuration
(on page 15).

4. Retrieve and correlate. The IVR Retriever pulls findings from Tenable over port 443 and correlates them with BigFix
content and devices. It stores the results in the BFUI DB over port 1433. This automation runs every 12 hours by default.

5. Review. In Resolve > I ntegrated Vulnerability Remediation, you review vulnerabilities by vulnerability or by device.
See VR v.5 on BFUI (on page 28).

6. Remediate. Y ou deploy the correlated Fixlets from the BigFix Ul. The deployment reaches the BigFix Root Server
through BES Explorer, and the Root Server runs it on the target devices.

IVR v.5 keeps the core capabilities of IVR v.4:

 Vulnerability-to-remediation correlation. VR correlates scanner findings with BigFix content through a rule-based
system. The system uses scanner plugin attributes as well as CVE IDs. The BigFix team maintains a continuously
updated, pre-correlated map from scanner pluginsto BigFix Fixlets.

» Asset correlation. VR matches scanner assets with BigFix devices through unique scanner asset identifiers rather than
IP addresses, MAC addresses, or host names. Correlation therefore stays accurate for virtual machines and devices with
dynamic or multiple network connections.

» Reduced infrastructure. The IVR Retriever service runsindependently of BigFix Insights, so you don't need the
Insights database or ETL configuration.

What'snew in IVR v.5

Area IVRv.4 IVRv.5
User interface BigFix WebUI IVR app, opened from Integrated V ulnerability Remediation in
the Apps menu the BigFix Ul, opened from the left navi-
gation pane under Resolve
Setup i vrNext . exe --setup command and the |BFU . exe --configure-ivr registration
IVR Configuration Manager page command on the BigFix Ul server, fol-

lowed by the configuration wizard in
Administration > Application Config-

uration

Database A dedicated database or schemathat you | An VR schema created in the existing

create during setup BigFix Ul database

Server configuration Entered on the setup page Entered once in the - - conf i gure-i vr
command, and shown read-only in the
BigFix Ul

Starting the service Manual start after setup Starts automatically after installation
with the Download Task

Access control WebUI permissions BigFix Ul rolesin Administration >
Identity and Access

Deviceview WebUI Device Centric view Device view tab, with grid search and
links to Device Explorer

Automation status Log entry "Automation compl eted" Last Automation Run and Next Ex-
pected Automation Run shown on the
dashboard

Configuration reset i vrNext . exe --reset Not applicable. Change the configuration

inthe BigFix Ul.




Chapter 2. System requirements

Learn about the prerequisites, system requirements, network ports, and platform dependencies for the BigFix IVR v.5 Retriever

service.

Softwar e requirements

Category

Details

BigFix component requirements

BigFix Ul (BFUI) installed and running, with accessto its
database. See System Requirements and Installation in the
BigFix Ul Administration Guide.

Prerequisites

Microsoft SQL Server 2025, used by the BigFix Ul database.

Operating system

Microsoft Windows Server 2016, 2019, 2022, or 2025

Supported BigFix versions

Windows-based BigFix Server, version 11.0.7.61 or later.

) Note: The BigFix IVR Retriever service does not
support BigFix Server environments that are not
based on Windows.

BigFix license requirements

BigFix Remediate, BigFix Lifecycle, BigFix Compliance,
BigFix Workspace or Workspace+, or BigFix Enterprise or
Enterprise+

Supported vulnerability management platforms

Tenable Vulnerability Management (formerly Tenable.io), se-
lected as Tenable VM in the BigFix Ul.

,'* Note: VR v.5 supports only Tenable Vulnerability
Management.

," Note: Y ou need an administrator user rolein Tenable
to generate the API keysthat VR uses.

Network requirements

BESIVR Retriever Service (IVR host):

* Inbound from BFUI Core on port 8088 (basic authen-
tication) and port 9022 (mTLYS).

+ Outbound to Tenable Vulnerability Management on
port 443. Y ou can route this connection through an
HTTP or HTTPS proxy server.

* Outbound to the BFUI DB (SQL Server) on port
1433.

« Listensinternally (localhost only) on ports 9012,
9013, 9014, 9015, 9016, and 9876. These ports don't
need firewall rules, but no other application can use
them.

BigFix Ul: BFUI Core communicates with the BigFix Root
Server through BES Explorer. The IVR Retriever doesn't con-
nect to the BigFix Root Server directly.



https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_Setup/c_system_requirements.html
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_Setup/t_install_bfui_exe.html
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_Setup/c_bigfix_ui_guide.html
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Category Details

) Note: All ports are TCP. Ports can change, and your
defaults can differ from this implementation.

System limitations IVR v.5 supports one scanner data source per VR instance.

Hardwar e requirements

Hardware IVR Retriever (Tenable)
CPU Minimum 2 cores (4 cores recommended)
RAM In addition to the host operating system requirements: 2 GB
per 20,000 endpoints
Disk space With default settings: 4 GB per 20,000 endpoints
Execution time The time that data synchronization and processing take de-

pends on CPU speed, the number of findings, the number of
assets, the number of patch sites loaded in your BigFix envi-
ronment, API latency, and other workloads on the IVR com-
puter.

Deployment prerequisites

All IVR deployment prerequisites are documented here. The BigFix Ul documentation summarizes VR and linksto this guide:
see Integrated Vulnerability Remediation in the BigFix Ul User’s Guide.

» Backend: a Windows computer for the BES IVR Retriever Service. It can be the BigFix Ul server or a separate
computer, and it must meet the Hardware requirements (on page 6) and the network requirementsin Software
requirements (on page 5).

» Database: the BigFix Ul database on Microsoft SQL Server 2025, and a database user with permission to create a
schemain it. IVR creates its own schemain this database.

* BigFix: the BigFix Insights for Vulnerability Remediation site and the IVR Vulnerability Scanner Host ID analysis. See
Before you begin (on page 8).

When the prerequisites are in place, Install the BigFix 1VR Retriever (on page 9) and complete the IVR v.5 setup process
(on page 14).

Moving from IVR v.4
! Important: If an earlier version of IVR isinstalled in your environment, uninstall it before you install IVR v.5.

To moveto IVR v.5 from an earlier version, uninstall the earlier version first, and then install and set up IVR v.5 asanew
installation.

CAUTION: Uningtalling the earlier version removesits IVR Retriever folder, service, and configuration. Back up the
installation folder and record your data source settings before you start.

1. In the BigFix Console, open the BigFix I nsightsfor Vulnerability Remediation site, and then go to Fixletsand Tasks.
2. Uninstall the earlier version:


https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/IVR/c_ivr.html
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o VR v.4: Select the Uninstall BigFix | VR Retriever v4 Fixlet, and then follow steps 2-5 of Uninstall the
BigFix IVR Retriever (on page 13).
o IVR v.2 or v.3: Select the Uninstall BigFix Insightsfor Vulnerability Remediation Task, and then click Take
Action. After the serviceis removed, delete the IVR schemafrom SQL Server. For the SQL query, see Uninstall
the BigFix IVR Retriever (on page 13).
3. Confirm the removal as described in the uninstall results. See Uninstall the BigFix | VR Retriever (on page 13).
4. Install IVR v.5. See Install the BigFix I VR Retriever (on page 9).
5. Setup IVR v.5. See IVR v.5 setup process (on page 14).

/7 Note: IVR v.5 storesits datain a new schemain the BigFix Ul database, and you configure it from scratch in the BigFix
Ul. The earlier version's configuration isn't reused.

Where each step runs

Step Runson Account you need
Enable the site, and deploy the Down- Computer that runs the BigFix Console | BigFix operator who can manage exter-
load and Uninstall Tasks nal sites and take actions
BES VR Retriever Service Target computer that you select in the —

Download Task (the IVR host)

BFUI . exe --configure-ivr BigFix Ul server Local Windows administrator, plus the
BigFix Ul instance admin

Grant IVR access, run the configuration | Any browser that can reach the BigFix | BigFix Ul administrator
wizard ul

You can ingtall the IVR Retriever on the BigFix Ul server or on a separate computer. |f you use a separate computer, open the
inbound and outbound ports listed in Network requirements in the firewalls between the computers. In Task 1 (on page 14),
enter the VR host IP address and include it in the IP SANSs.



Chapter 3. IVR v.5 Fixlets and Tasks

Learn about the Fixlets and Tasks that install and uninstall the BigFix 1VR Retriever for IVR v.5.

The BigFix Insightsfor Vulnerability Remediation site provides two Tasks:

» Download BigFix I VR Retriever v5.0.0.0: installs the IVR Retriever service on the target computer.
« Uninstall BigFix VR Retriever v5: removesthe I VR Retriever service and its components from the target computer.

! Important: Before you run either Task, close all Command Prompt windows, files, folders, and applications on the
target computer. Open handles cause file-locking conflicts.

Before you begin

1. Enablethe BigFix Integrated Vulnerability Remediation site.
In the BigFix Console, open the BigFix License Overview dashboard, and then, in the Compliance/L ifecycle panel,
select Enable for the BigFix Integrated Vulner ability Remediation site. See License Overview dashboard.

Figure 2. BigFix License Overview dashboard
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2. Subscribe computers to the site.
We recommend that you subscribe All computers. See Restricting Computers (site Computer Subscriptions tab).

3. Confirm that the site is gathered.
Under Sites > External Sites, check that the site version is greater than 0. Until the version is greater than 0, VR doesn't
appear in the BigFix Ul.

4. Activatethe VR Vulnerability Scanner Host ID analysis globally.
IVR uses this analysis to collect the asset data that correlates scanner assets with BigFix devices. Until you activate it,
IVR can't match Tenable findings to your devices.


https://help.hcl-software.com/bigfix/11.0/platform/Platform/Console/c_license_overview_dashboard.html
https://help.hcl-software.com/bigfix/11.0/platform/Platform/Console/c_restricting_computers.html
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a. Inthe BigFix Console, go to Sites > External Sites > BigFix Insightsfor Vulnerability Remediation >
Analyses.

b. Select IVR Vulnerability Scanner Host ID. Its status shows Not Activated until you activate it.
c. Click Activate, and make surethat it is activated globally.

Figure 3. BigFix Console Analyses list for the BigFix Insights for Vulnerability Remediation
site, with the IVR Vulnerability Scanner Host ID analysis selected, status Not Activated, and the
Activate button highlighted
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5. Confirm that the target computer (the IVR host) runs the BigFix Client, is subscribed to the site, and meets the system
requirements (on page 5).

Install the BigFix IVR Retriever

This task describes how to install the BigFix VR Retriever on the computer that will host VR by using the Download BigFix
IVR Retriever v5.0.0.0 Task.
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1. Inthe BigFix Console, go to BigFix Insightsfor Vulnerability Remediation > Fixlets and Tasks, and then select
Download BigFix VR Retriever v5.0.0.0.

Figure 4. BigFix Console showing the BigFix Insights for VVulnerability Remediation site, Fixlets and
Taskslist, with Download BigFix IVR Retriever v5.0.0.0 selected
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2. On the Description tab, under Deployment Options, set the following fields.

Field Description

Vulnerability Management Platform Select Tenable. IVR v.5 supports Tenable only.

Installation Path for BigFix VR Retriever The folder where the IVR Retriever isinstalled. The de-
faultisC: \ Program Fil es (x86)\Bi gFi x En-
terprise\BESIvrRetriever.

3. Under Configure | VR User Credentials, enter aUser name, a Passwor d, and the same password again in Confirm
Password.

! Important: Record the IVR user credentials in your password vault. Y ou enter them asthe [IVR Admin
Username and I VR Admin Password when you register IVR with the BigFix Ul.
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Figure 5. Download BigFix IVR Retriever v5.0.0.0 Description tab showing Deployment Options and
Configure IVR User Credentials
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Description

0 Download BigFix IVR Retriever

This Filet will download the BigFix IVR Retriever service on the targeted endpoint

Deployment Options

C:\Program Files (x86)\BigFix Enterprise\BESIvRetriever

Actions

® Ciick e to download and setup the BigFix IVR Retriver

4. Click Take Action.

Note: It can take 2-3 minutes for the target computer to appear in the Applicable Computerslist.

5. On the Target tab of the Take Action dialog box, select the computer where you want to install 1VR, and then click OK.
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Figure 6. Take Action dialog box, Target tab, with one applicable computer selected
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6. Wait for the action status to change to Completed.

Action: Download BigFix IVR Retriever v5.0.0.0

» On the action Summary tab, the status shows 100.00% Completed, and the download status shows Complete.

Summary Computers (1) Target

Figure 7. Action Summary tab showing 100.00% Completed and the download file status Complete
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This action's source is the Task "Download Bi

JFix VR Retriever v5.0.0.0" in the "BigFix Insights for Vulnerability Remediation QA" site.
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* The BESI vr Ret ri ever folder existsin theinstallation path that you set.
* The BESIVR Retriever Service appearsin Windows Services with status Running, and starts automatically. Y ou don't
need to start it manually.

Register IVR with the BigFix Ul, and then configureit. See IVR v.5 setup process (on page 14).

Uninstall the BigFix VR Retriever

The Uninstall BigFix I VR Retriever v5 task removes the BigFix IVR Retriever from the target computer. It also removes all of
its configurations and settings.

CAUTION: Uninstallation can't be undone. Back up your BigFix IVR Retriever installation and its configuration before
you start. Without a valid backup, you can't recover the previous installation or configuration.

1. Inthe BigFix Console, go to BigFix Insightsfor Vulnerability Remediation > Fixlets and Tasks, and then select
Uninstall BigFix I VR Retriever v5.

Figure 8. Uninstall BigFix IVR Retriever v5 Descripxtion tab showing the backup warning and the

Actions box
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Description

@ Uninstall BigFix IVR Retriever

Please backup your previous BigFix IVR Retriever and Apache NiFi installation prior to this action. This fixlet will uninstall BigFix VR Retriever, Apache NiFi, IBM
Semeru Runtime Open Edition (JDK) and remove all configurations and settings with regards to this application's installation. The operator will be prompted to
enter 'YES' in order to proceed with this action. The BigFix operator understands and acknowledges that this fixlet will completely uninstall BigFix IVR Retriever
and dependent applications from the targeted endpoint and unless they have a valid backup prior to this action, they will not be able to recover their previous
installation and configuration

Actions

® Click here to uninstall BigFix IVR Retriever

2. Review the Description, and then click Take Action, or click herein the Actions box.
3. Select the computer where IVR isinstalled, and then click OK.

4. When you are prompted, type YES, and then click OK.

5. Wait for the action status to change to Completed.

* TheBESI vr Ret ri ever folder isremoved from the installation path.
* The BESIVR Retriever Serviceisremoved from Windows Services.



Chapter 4. IVR v.5 setup process

This section explains how to set up IVR v.5 after the IVR Retriever isinstalled. Y ou register IVR with the BigFix Ul by running
one command on the BigFix Ul server, and then complete the configuration in the BigFix Ul. Complete the tasksin order.

Before you begin

* The BESIVR Retriever Serviceisinstalled and running. See Install the BigFix VR Retriever (on page 9).

* You know the BigFix Ul instance admin credentials and the I VR user credentials that you set in the Download
Task. Theinstance admin is the application instance credential created during BigFix Ul installation. See Configure
Administrative Credentials.

* You have a BigFix Ul administrator account that is mapped to a BigFix operator under M anage BigFix access. Use this
account, not the instance admin, for Task 2 and Task 3. Administrators can access Application Configuration (on page

) and all BigFix Ul applications. To create one, see Creating a new user. Y ou map the user to a BigFix operator on

the Role step.

* You have the following values ready:

Value Whereit comes from Whereyou useit
BigFix Ul instance admin Created when the BigFix Ul wasin- | Task 1 (on page 14) (--config-
stalled ure-ivr)
IVR user (username and password) You set it in the Download Task Task 1 (on page 14), as VR Ad-
min Username and VR Admin
Password
SQL Server user and password Y our database administrator Task 2 (on page 15), Database

Configuration

BigFix Ul database host, port, and Your BigFix Ul installation (see Con- | Task 2 (on page 15), Database
name figure Database Settings) Configuration

Tenable Cloud URL, accesskey, se- | Your Tenable administrator account, | Task 2 (on page 15), Scanner
cret key API Keys section Datasour ce configuration

,\ Note: Store the database password and Tenable keysin a secure location. Don't paste them into email, tickets, or
documentation.

Task 1. Register IVR with the BigFix Ul

Registering connects the BigFix Ul to the IVR Retriever. Run this command once, after the Download Task completes and
before you configure IVR in Application Configuration.

1. On the BigFix Ul server, open Command Prompt as an administrator.
2. Go to the BigFix Ul command folder.

cd "C\Program Fil es (x86)\BigFix Enterprise\BES Ul \cnu\ bf ui "
3. Run the registration command.

BFU . exe --configure-ivr

4. Enter the values when prompted.

Prompt What to enter
Enter instance admin username / password The BigFix Ul instance admin credentials.
Enter IVR Server IP Address The IP address of the IVR host. Use 127. 0. 0. 1 when the
IVR Retriever runs on the BigFix Ul server.



https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_Setup/t_configure_administrative_credentials.html
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_Setup/t_configure_administrative_credentials.html
unique_11
unique_11
unique_11
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/t_creating_a_new_user.html
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_Setup/t_configure_database_settings.html
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_Setup/t_configure_database_settings.html
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Prompt What to enter
Enter IVR Server Basic Authentication Port The basic authentication port of the IVR Retriever, for ex-
ample, 808s.
Enter IVR Server mTLS Port The mTLS port of the IVR Retriever, for example, 9022.
Enter IVR Admin Username / Password The IVR user credentials that you set in the Download
Task.

Enter comma separated list of IP SANsfor IVR certificate | The addresses that the IVR certificate must cover, for ex-
ample, | ocal host when the IVR Retriever runs on the
BigFix Ul server. For aseparate IVR host, includeits IP
address.

5. Check that the output ends with 1VR configuration completed successfully. For other BFUI.exe options, see
Installation in the BigFix Ul Administration Guide.

)* Note: The command output can include awarning that no recovery bundle exists for the BigFix Ul encryption key. This
warning concerns the BigFix Ul platform, not IVR.

Task 2: Configure IVR in Application Configuration

The IVR configuration wizard collects the database, application, and scanner data source settings. When you click Finish, IVR
starts its background automation.

CAUTION: Thewizard creates anew IVR schemain the existing BigFix Ul database. Back up the BigFix Ul database
before you start.

1. Loginto the BigFix Ul as an administrator. See Access and security.
2. Intheleft navigation pane, select Administration > Application Configuration.

Figure 9. Administration > Application Configuration in the BigFix Ul left navigation pane

() HCLBigFix OIE =
@ Home «

R Application Configuration

[J Reporting N Not Configured &

g Resolve ~

Custom Remediation Integrated
o Vulnerability
Fixlet Streams

L, Remediation
Integrated Vulnerability

Enables organizations to use

BigFix to remediate
vulnerabilities identified by
an external source.

Patch

Workflow Builder
>

£ Administration ~

Application Configuration

Identity and Access

System Configuration

3. Select the Integrated Vulnerability Remediation tile.
The VR Configuration wizard opens with four steps: Database Configuration, Application configuration, Scanner
Datasour ce configuration, and Summary.

4. On the Database Configuration step, enter the BigFix Ul database values. All fields are required.


https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_Setup/t_install_bfui_exe.html
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/c_access_and_security.html#access-and-security__logging-in
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/c_application_config.html
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Figure 10. Database Configuration step of the IVR Configuration wizard

Application > IVR
IVR Configuration
Database Configuration Application configuration Scanner Datasource configuration Summary
Database Configuration
IVR schema setup in BFUI Database
Anew IVR schema will be created in the existing BFUI database. Specify BFUI database configuration values. Make sure the database user has privilege to create a new schema.
All fields are required
Database Type
Microsoft SQL Server
SQL Server SQL Server Port
10.134.137.252 © || 1433 © ‘
saL ser SaL Server port veriiea
Database User Database User Password
w N ‘ .......... N ‘
Dstabsss U Dstabsse User Password vrified
Database Name
BFUI © ‘
Dstabsse Nams verified
Database Schema Name: ivrn_160000381
Verify Connection

ya Note: The VR schema setup in BFUI Database banner reminds you that VR creates a new

schemain the existing BigFix Ul database, so the database user must have permission to create

aschema.
Field Description

Database Type Select Microsoft SQL Server.

SQL Server The host name or | P address of the SQL Server that hosts
the BigFix Ul database.

SQL Server Port The SQL Server port, for example, 1433.

Database User A database user with permission to create a schema.

Database User Password The password of the database user.

Database Name The name of the existing BigFix Ul database. Use the
database that you set when you installed the BigFix UI.
See Configure Database Settings.

Below the fields, the wizard shows the Database Schema Name that IVR generates, for example, i vr n_<nunber >. You

can't changeit.

If you connect with aDSN instead, enter an ADO.NET connection string. Only Microsoft SQL Server DSN strings are
supported, and the database must already exist. For example:



https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_Setup/t_configure_database_settings.html
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server =10. 127. 137. 71; dat abase=<DATABASE>; user =<USER>; passwor d=<PASSWORD>; por t =1433
Server =10. 131. 121. 61; Dat abase=<DATABASE>; | nt egr at ed Security=True; Trust ed_Connecti on=Tr ue

The second example uses Windows Authentication. In that case, the account that runs the service must have the db_owner
user mapping on the database.

Select Verify Connection. A verified message appears under each field, for example, SQL Server verified. When every
field isverified, select Next.

5. On the Application configuration step, enter the application settings. The application fields are required. For a proxy,
only the proxy host and proxy port are required.

Figure 11. Application configuration step of the IVR Configuration wizard, with a proxy set up

Application > VR

IVR Configuration

Database Configuration Application configuration Scanner Datasource configuration Summary
Application configuration
Application fields are required. For proxy setup, only proxy host and proxy port are required.

Web Protocol

HTTPS )

Local Web Ser

Please ensure the selec en and not use by any other application. CORS Allowed Origins
9876 @ ‘ * @ ‘
Lo tverifia COR: 4 Origins verif
c Setup proxy
Proxy Server Host Proxy Server Port
10.134.131.144 ] ‘ 3128 @ ‘
Proxy Server Host verified Proxy Servar Port vrified
Proxy Server Username Proxy Server Password
bigfix @ ‘ """ @ ‘

Verify Connection

Field Description
Web Protocol Select HTTPS.

Local Web Server Port The port that the VR application listens on, for example,
9876. Make sure that the port is open and no other applica-
tion usesit.

CORS Allowed Origins The origins allowed to make cross-origin requests. An as-
terisk (*) alowsal origins. In production, consider limit-
ing thisto your BigFix Ul origin, for example, ht t ps: //
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Field

Description

<BFUI _HosT>. For general CORS guidance in the BigFix
Ul, see CORS allowed origins configuration.

Select Verify Connection below the application fields. A verified message appears under each field.

If your network routes outbound scanner traffic through a proxy, turn on Setup proxy, and then enter the Proxy Server
Host and Proxy Server Port. If the proxy requires authentication, also enter the Proxy Server Username and Proxy
Server Password. Then click the Verify Connection button below the proxy fields. When all fields are verified, click

Next.

Important: If you change any 1VR configuration setting later, such as the application settings, the proxy,

the database configuration, or the data source, restart the BES VR Retriever Service so that the changes
take effect. For the procedure, see To change a configuration (on page 23) section in Managing the IVR

configuration (on page 23).

6. On the Scanner Datasour ce configuration step, create the data source. All fields are required.

Figure 12. Scanner Datasource configuration step of the VR Configuration wizard

Application > VR

IVR Configuration
[

Database Configuration

Scanner Datasource configuration

All fields are required
Create a New datasource

Tenable VM

Tenable VM

Tenable Cloud URL
Example: https://cloud tenable.com

Application configuration

https://cloud.tenable.com

°]

Tenable Cloud URL verified successfuly.

Tenable Access Key

Navigate to your profile and locate the API Keys section

Scanner Datasource configuration Summary

Tenable Secret Key
Find keys in Tenable Ul's API section

Alias: e1b3388e-77f1-490c-923c-fd464f1376cb

& Back

Verify Connection

Field

Description

Create a New datasource

Select Tenable VM (Tenable Vulnerability Management,
the same platform that you selected as Tenablein the
Download Task).

Tenable Cloud URL

Your Tenable URL, for example, https://cloud.tenable-
.com.

Tenable Access Key

The access key from the API K eys section of your Ten-
able profile.

Tenable Secret Key

The secret key from the same section.



https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_Setup/c_cors_allowed_origins.html
https://cloud.tenable.com
https://cloud.tenable.com
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Select Verify Connection. When all fields are verified, VR shows the data source Alias, a generated identifier that you
can't edit. Select Next.

7. On the Summary step, review your settings, and then select Finish. To change avalue, select Back.

Figure 13. Summary step of the IVR Configuration wizard

Application > IVRC
IVR Configuration
Database Configuration Application configuration Scanner Datasource configuration Summary
Summary
Server configuration Application configuration Database Configuration
IVR Server address: 10134.1...  Basic Auth port: 8088 cors: * isProxyEnabled: true dbHost: 10.134.137.252 dbName: BFUI
mTLS port: 9022 SANSs: 10134.137.252 t: 9876 proxyServerHost: 10.134.131. dbPort: 1433 dbType: ms
proxyServerPort: 3128 proxyUsername: bigfix dbUser: sa dsn: Server=10134137.252;
webProtocol: https schemaName: ivrn_160000381
Datasource
Type i Target i Alias
TENABLE VM https://cloud.tenable.com e1b3388e-771-490c-923c-fd464f1376cb
& B

The BigFix Ul returns you to the Application Configuration page and starts the IV R background automation processes,
including BES asset automation and BES Fixlet automation.

* In progress. While the processes run, IVR pages show | VR automation isin progress. Please wait until it completes.
Don't start the wizard again during this time.
« Success: When all processes complete, the IVR tile moves to the Configured section.

Figure 14. Application Configuration page displays IVR as Configured

(O HCLBigFix @l o ®
@ Home &
Application Configuration
Explore
%7 Resolve v ‘ Q
@ Reporting ~ | configured
€3 Administration N

Applcation Configuration Integrated Vulnerability
. Remediation
Identity and Access
Enables organizations to use BigFix
to remediate vulnerabilities identified

by an external source.

System Configuration

« Failure: If aprocessfails, thetile staysin Not Configured, and a message reports that the background process stopped
unexpectedly. Check the BigFix Ul and IVR logs (I VR logs (on page 47)), fix the reported problem, and then open
the wizard again and click Finish.
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Task 3: Grant I VR access to other users (optional)

Figure 15. Create role wizard, application selection step, Turn on Integrated Vulnerability Remediation

Create new role

s——0

Devices Applications Parmissions Sites Summary

What applications should this role access?

@ By default, all new roles will have view access to Analyses, Deployment Manager, Device
Explorer, Fixlet Explorer, My Dashboard, Site Management.

Analyses
@ Custom Remediation @
(® ) cyberFocus (@
Deployment Manager
Device Explorer
@ Dex dashboard (D

Fixlet Explorer ((1)Default app

Fixlet Streams (D

g

Integrated Vulnerability Management (D

My Dashboard ((i)Default app

Patch (D

Protection Level Agreement (PLA) (D

Reports (D

0000

Security Compliance @

Site Management (i) Default app

g

Software Package (1)
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Do thistask after IVR is configured. Otherwise, users with the new role see I VR isnot configured when they open IVR.
Administrators can access al BigFix Ul applications. Other users see I ntegrated Vulnerability Remediation only if their role
includes the IVR application.

1. Log into the BigFix Ul as an administrator, click Administration > Identity and Access, and then select the User &
Role Management card. See User & Role Management.
2. Onthe Rolestab, select Createrole.

The Create new role wizard opens with five steps: Devices, Applications, Permissions, Sites, and Summary.

3. On the Devices step, set the devices for the role, and then select Next.
4. On the Applications step, turn on I ntegrated Vulner ability M anagement. It appearsin the list only when the BigFix
Insights for Vulnerability Remediation site is enabled.
. Complete the Permissions, Sites, and Summary steps to create the role. See Managing Roles.
6. Assign therole to the users who need IVR. These users see IVR under Resolve the next time they log in. See Assigning
roles to users.

(92

Note: Users can’t turn applications on or off for themselves. Accessis controlled by the role.

Verify the setup

1. Onthe VR host, open ser vi ces. nsc and confirm that BESIVR Retriever Serviceis Running with startup type
Automatic.

2. Onthe VR host, confirm that the basic authentication and mTLS ports that you entered in Task 1 are listening.
For example:

netstat -ano | findstr ":8088 :9022"

w

. On Administration > Application Configuration, confirm that the I\VVR tile shows Configured.

4. Click Resolve > Integrated Vulner ability Remediation.
The lVR-Scanner | mport page opens with an Updated time stamp.

5. After the first automation run completes, check that vulnerabilities appear in the Vulner ability view, that devices appear
in the Device view, and that L ast Automation Run shows atime.
If the Device view is empty, check that the IVR Vulnerability Scanner Host 1D analysisis activated globally (see
Before you begin, step 4 (on page 8) in IVR v.5 Fixlets and Tasks (on page 8)) and returns results for your devices.

6. In Explore > Devices, open adevice and confirm that the Vulner abilitestab is present. See Device Details Page.


https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/c_user_role_management.html
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/c_managing_roles.html#c_managing_roles__section_n1c_tfq_t3c
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/c_managing_roles.html#c_managing_roles__section_udp_5s5_mdc
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/c_managing_roles.html#c_managing_roles__section_udp_5s5_mdc
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/c_device_details_page.html

Chapter 5. IVR on-prem Start Process

This section explains how to start the IVR Retriever service.

When you install 1VR with the Download Task, the BES IVR Retriever Serviceisinstalled as a Windows service and starts
automatically. Y ou don't need to start it after installation.

Start the service manually if the computer restarts and the service doesn't start, or if someone stopsit. To restart the service after a
configuration change, see Managing the VR configuration (on page 23). To start the service, use one of these methods:

» Windows Services: Openser vi ces. msc, find BESIVR Retriever Service, and then click Start.

Figure 16. Windows Services window showing BES IVR Retriever Service with Startup Type
Automatic
:C). BES GatherDB Gathers Fixl... Running  Automatic Local Syste...

*ABES |VR Retriever Service Automatic Local Syste...

».C;};BES Root Server Theroot ser... Running  Automatic Local Syste...

» Command line: Open Command Prompt as an administrator, and then run:

cd "C:\Program Files (x86)\BigFix Enterprise\BESIvrRetriever\cnd\ivrNext"
i vr Next.exe --start

X Note: The paths in this guide assume the default installation path. If you changed it in the Download Task, replace C:
\Program Fi |l es (x86)\Bi gFi x Enterprise\BESIvrRetriever withyour path.



Chapter 6. Managing the VR configuration

Learn about updating the VR configuration settings.

After IVR s configured, click the Integrated Vulnerability Remediation tilein Administration > Application Configuration

(on page ) to review or change its settings. The VR Configuration page opens.
Figure 17. The IVR Configuration page
> IVR
IVR Configuration m
Server configuration Application configuration /' Edit  Database Configuration /' Edit
IVR Server address: 101341...  Basic Auth port: 8083 cors: * isProxyEnabled: false dbHost: 10134131122 dbName: BFUI_IVR
mTLS port: 9022 SANs: 10134131122 erPort: 9876 proxyServerHost: - dbPort: 1433 dbType: ms
proxyServerPort: 0 proxyUsername: - dbUser: sa dsn: Server=10.134.131122;D...
webProtocol: https schemaName: ivrn_160013944
Datasource
Type i Target i Alias Action
TENABLE 10 https://cloud.tenable.com f591cca3-2f8d-4a97-b27d-8f2a87 7bbf9e
Area What you can do
Server configuration View the IVR server address, Basic Auth port, mTLS port,
and SANSs. These values are set by the - - conf i gure-i vr com-
mand. You can't edit them here.
Application configuration The web protocol, local web server port, CORS allowed ori-
gins, and proxy settings.
Database Configuration The connection to the BigFix Ul database.
Datasource The Tenable data source, with its Type, Target, and Alias.
Use theiconsin the Action column to edit or delete it.
Push Applies your configuration changesto the IVR service.

To change a configuration

1. On the card or data source that you want to change, click Edit (or the edit icon in the Action column).

2. Change the values in the dialog box, click Verify Connection, and then click Update. The Database Configuration,
Application configuration, and Update datasour ce dialog boxes have the same fields as the matching stepsin Task 2:
Configure IVR in Application Configuration (on page 15).
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unique_11
unique_11
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Figure 18. Edit Database Configuration dialog

Database Configuration

Database Type

Microsoft SQL Server

SQL Server

10.134.131.122

SQL Server Port

1433

Database User

Database User Password

Database Name

BFUI_IVR

Database Schema Name: ivrn_160013944

Cancel
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Figure 19. Edit Application configuration dialog

Application configuration

All fields are required

Web Protocol

HTTPS

Local Web Server Port

0876

CORS Allowed Origins

Verify Connection

Cancel
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Figure 20. Update datasource dialog

Update datasource

All fields are required
Tenable Cloud URL

https://cloud.tenable.com

Tenable Access Key

Tenable Secret Key

Container UUID

Type

Tenable VM

Cancel
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3. Click Push.
4. Restart the IVR service so that the changes take effect: open ser vi ces. nsc, right-click BESIVR Retriever Service,
and then click Restart. A restart is required after any change to the application configuration, the database configuration,

the data source, or the proxy.
W Note: To use different Tenable credentials, edit the existi ng data source. For data source limits, see Known limitations
(on page 50).

\J

Note: If you delete a data source and the BigFix Ul can't update the service status, a message asks you to check the logs.
Re-create the data source, and then click Push to continue using IVR.



Chapter 7. IVR v.5 on BFUI

This section explains how to use IVR in the BigFix Ul: open the application, read the dashboard, work with vulnerability data,
and remediate vulnerabilities. It applies to every user whose role includes IVR, not only administrators.

With IVR in the BigFix Ul, you can:

* View vulnerability trendsin charts on the Overview tab.

» Review vulnerahilitiesin the Vulnerability view and the affected devicesin the Device view.

« Search, filter, and export your vulnerability data.

» Save areport of your current view and load it again later.

» Remediate vulnerabilities by deploying Fixlets to devices, starting from either the vulnerabilities or the devices.

Open IVR

In the left navigation pane, expand Resolve, and then click Integrated Vulnerability Remediation. See Resolve in the BigFix
Ul User's Guide.

The Integrated Vulner ability Remediation option appears only when both of the following are true:

* Your administrator has enabled the BigFix Integrated Vulnerability Remediation site.
« Your roleincludes the IVR application. See Task 3: Grant I VR access to other users (optional) (on page 20).

If you don't see the option, contact your BigFix administrator. Administrators: see Troubleshooting (on page 48).

,'~ Note: If your roleincludes IVR but IVR isn't configured yet, the page shows | VR is not configured with this message:
"Set it up under Administration > Application Configuration > IVR Configuration. If you don't have access, contact your
administrator." Ask your administrator to complete the IVR v.5 setup process (on page 14).

ThelVR dashboard

The IVR dashboard is the | VR-Scanner Import page. It shows an Updated time stamp for the most recent data refresh and has
three tabs: Overview, Vulnerability view, and Device view.

At the top of the Vulnerability view and Device view tabs, two indicators show the status of the IVR automation:

» Last Automation Run shows when the most recent run finished.
» Next Expected Automation Run shows when the next run is expected to start. IVR refreshes scanner data every 12
hours by default.

Header controls
« Ellipsisicon (three vertical dots): opens a menu that includes Export. See Export data (on page 32).

« Filter icon: opensthe Filter data widget. See Filter vulnerabilities (on page 32).
» Manage reports. saves or loads areport. See Save and load reports (on page 32).

" Note: The Filter icon and the M anage reports button are available on the VVulner ability view and Device view tabs.
They are hidden on the Overview tab.

Overview tab


https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/c_resolve.html
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Figure 21. The Overview tab

IVR-Scanner Import

Updated: Sep 21, 2026 12:05:17
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The Overview tab shows charts that help you decide which vulnerabilities to remediate first:

« Severity Exposure: abar chart that plots, for each plugin ID, the vulnerability score and the scanner count side by side.
Click CVSSor VPR to change the scoring model.

» Breakdown by: a donut chart that shows how vulnerabilities are distributed by severity (Critical, High, Medium, and
Low). Click CVSS or VPR to change the scoring model.

» Top 10 Vulnerabilities: atimeline bar chart of the ten highest-ranked risks, plotted against their publication dates and
color-coded by severity from Low to Critical. Click CVSS or Vulner ability to change the view.

Vulnerability view tab
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Figure 22. The Vulnerability view tab

IVR-Scanner Import v

Updated: Sep 21, 2026 11:56:50
Overview Vulnerability view Device view
(@© Last Automation Run: Sep 22, 2026 at 09:55:07 () (9 NextExpected Automation Run Sep 22, 2026 at 21:55:07
£8 Density ‘Q ‘

0 of 20 Vulnerabilities

[] Tenable Vulnerability D N VPR cvss 1L CVE(s) Published 11 zf;:':e'

[ KB5051987: Windows 11 Version 24H2 / Windows Server ; 216132 Critical High CVE-2025-21179,CVE-2(  2025-02-11T00:00:00Z 1

[ KB5053598: Windows 11 Version 24H2 / Windows Server 232616 Critical High CVE-2024-9157,CVE-20;  2025-03-11T00:00:00Z 1

[J KB5055: Windows 11 Version 24H2 / Windows Server 234033 Critical High CVE-2025-21174,CVE-2( 2025-04-08T00:00:00Z 1

[ KB5058411: Windows 11 Version 24H2 / Windows Server ; 235839 Critical High CVE-2025-24063 CVE-2  2025-05-13T00:00:00Z 1

[J KB5060842: Windows 11 Version 24H2 / Windows Server ~ 238090 Critical High CVE-2025-24065,CVE-2  2025-06-10T00:00:00Z 1

[J KB5062553: Windows 11 Version 24H2 / Windows Server 241545 High High CVE-2025-26636,CVE-2 2025-07-08T00:00:00Z 1

[ KB5063878: Windows 11 Version 24H2 | Windows Server 249117 High Critical CVE-2025-49743,CVE-2  2025-08-12T00:00:00Z 1

D KB5065426: Windows 11 Version 24H2 / Windows Server 261801 High High CVE-2025-49734,CVE-2 2025-09-09T00:00:00Z 1

[ keso: Windows 11 Version 24H2 | Windows Server ~ 270371 Critical Critical CVE-2016-9535,CVE-20  2025-10-14T00:00:00Z 1

[ KB5068861: Windows 11 Version 24H2 / Windows Server: 274781 Critical High CVE-2025-59505,CVE-2  2025-11-11T00:00:00Z 1

[J KB5072033: Windows 11 Version 24H2 | Windows Server 277986 Critical High CVE-2025-54100,CVE-2  2025-12-09T00:00:00Z 1

[ KB5075899: Windows Server 2025 Security Update (Febr 298563 Critical High CVE-2026-20846,CVE-2  2026-02-10T00:00:00Z 1

The Vulnerability view tab lists the active vulnerabilitiesin agrid. A counter above the grid shows how many vulnerabilities
are selected (for example, "0 of 20 Vulnerabilities"). Use Density to change the row spacing, click the sort arrows in a column
heading to sort the grid, and type in Sear ch by Tenable Vulnerability to search the vulnerability names.

Column

Description

Selection check box

Select one or more rows to act on them, for example, to reme-
diate. The check box in the heading row selects all rows.

Tenable Vulnerability

The vulnerability name as identified by the scanner. Click it to
open the vulnerability details page, which has the Vulner abil-
ity Information, Contents, Devices, and Deployment tabs.

ID

The unique numeric ID (plugin ID) of the vulnerability.

VPR

The Vulnerability Priority Rating, a dynamic rating (for exam-
ple, Low, Medium, High, or Critical) that helps you prioritize
remediation.

CVSsS

The Common Vulnerability Scoring System severity (for ex-
ample, High or Critical).

CVE(9)

The Common Vulnerabilities and Exposures identifiers. Each
identifier isalink to its public entry.

Published

The date and time when the vulnerability was publicly dis-
closed.

Scanner Count

The number of devices on which the scanner detected the vul-
nerability.
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Note: Scanner Count shows the devices that the scanner detected. The Contents tab of the vulnerability details page
shows the devices that are relevant to each Fixlet. The two numbers can differ.

To fix vulnerabilities, select them and click Remediate. See Remediate vulnerabilities (on page 37).

Device view

Figure 23. The Device view tab

IVR-Scanner Import

Updated: Sep 21, 2026 12:10:19

Overview

Vulnerability view

v

Device view
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Product
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d35ac8873 10134131122 20

[] DESKTOP-ROOT202

Win2025 10.0.26100.2894

2026-09-18T14:21:287 (24H2)

The Device view tab gives you a device-level dashboard. It lists only the devices that are relevant to VR, not every devicein
Explore. Use this tab when you want to start from the devices instead of from the vulnerabilities.

Typein Search by Device Name to search the grid. The grid contains the following columns:

Column Description
Device Name The name of the device. Click the name to open the devicein
Device Explorer.
Scanner Asset ID The ID that the scanner assigned to the device.
Scanner Asset IP The IP address that the scanner recorded for the device.

Vulnerability Count

The number of vulnerabilities found on the device.

Last Seen

The date and time when the scanner last saw the device.

Product Family

The operating system or product family of the device.

View a device'svulnerabilitiesin Device Explorer
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Figure 24. Device Explorer device details page with the Vulnerability tab selected
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Click adevice nameto open it in Device Explorer. The Vulnerabilities tab lists the vulnerabilities that were found on that
device. Use this path when you want to review a single device.

") Note: The Vulnerabilities tab appearsin Device Explorer only when the BigFix Integrated Vulnerability Remediation
siteis enabled. This applies to every device that you open in Device Explorer, including devices that you open from
Explore > Devices.

Work with dashboard data

Filter vulnerabilities
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Figure 25. The Filter data widget

Filter data

Set conditions on properties

Select top level filter condition

@® Single condition O Multiple condition (Criteria: AND)

Condition 1

Property Operator

Property ~

Tenable Vulnerability

Plugin ID

VPR

CVsS

CVEIDs

Published

B Remove all

Usefiltersto find specific vulnerabilitiesin alarge data set.

1. Onthe Vulnerability view tab, click the Filter icon. The Filter data widget opens.
2. Select Single condition or Multiple condition (Criteria: AND).

3. Select aProperty (Tenable Vulnerability, Plugin ID, VPR, CVSS, CVE IDs, or Published), an Operator, and a
value.

4. Click Apply.

While afilter is active, indicators appear above the grid so that you can see which filters are applied and clear them. To clear al
conditions in the widget, click Remove all.

Export data
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Figure 26. The Export panel
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1. Click the Ellipsisicon (three vertical dots) in the header controls.
2. Click Export.

3. Inthe Export panel, select CSV or Excel.

4. Click Download. To clear your selection, click Reset.

Save and load reports
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Figure 27. The Manage reports dialog box
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A report saves your current grid view so that you can load it again later.

1. Click Manage reportsin the dashboard header.
2. On the Save Report tab, enter a Report Name. Optionally, enter a Description.
3. Click Save Report.

To load a saved report, click Manage reports, open the Load Report tab, and then select the report.
Remediate vulner abilities
Remediation deploys Fixlets to the devices that are affected by vulnerabilities. A wizard guides you through choosing the Fixlets,

setting the actions, targeting the devices, setting the deployment behavior, and scheduling the deployment. The steps match the
BigFix Ul deployment wizard; see Deploying Fixlets. Y ou can start the wizard in three ways:

Start from Useit when Wizard steps
Vulnerability view Y ou want to fix specific vulnerabilities. | Fixlets, Actions, Devices, Behavior,
Schedule, Summary
Vulnerability details page Y ou want to fix one vulnerability. Same as the Vulnerability view
Device view Y ou want to fix the vulnerabilities on Devices, Fixlets, Actions, Behavior,
specific devices. Schedule, Summary

CAUTION: Deploying Fixlets changes software on the targeted devices. A deployment can require restarts, use
network bandwidth to download files, and run inside or outside device maintenance windows, depending on your
Schedule settings. Review the Summary step carefully before you click Deploy. Run your first remediation against a
small test device group.

Remediate from the Vulnerability view

1. Start the wizard in one of these ways:
o On the Vulnerability view tab, select the check box for each vulnerability that you want to remediate, and then
click Remediate.
o Click avulnerability name to open its details page, and then click Remediate.
The Remediate wizard opens at the Fixlets step.
2. Step 1: Fixlets. Choose the Fixlets to deploy.


https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/deploying_fixlets.html
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Figure 28. Remediate wizard, Step 1: Fixlets
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Selected 52 Fixlets to deploy
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a. Review the Select the Fixletsto remediate table. It showsthe Name, 1D, Relevant Devices, Release Date, and

CVEs of each Fixlet.

b. Optional: To narrow thelist, use Filter the Fixlets below. Under Select top level filter condition, select Single
condition or Multiple condition (Criteria: OR). Within each filter block, select Single condition or Multiple
conditions (Criteria: AND), choose a Property and an Operator, and then click Apply. To add another filter
block, click Add Block. Conditions inside one block are combined with AND, and separate blocks are combined

with OR. To start over, click Reset Filters.

c. Make sure that the check box is selected for every Fixlet that you want to deploy. The total appears at the bottom

of the wizard, for example, "Selected 52 Fixlets to deploy”.

d. Click Next.

3. Step 2: Actions. Review the action that each Fixlet runs.




c.

4. Step 3:
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Figure 29. Remediate wizard, Step 2: Actions
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Framework 3.5/4.8 - KB5120705 (x64) (Superseded) —

() 2.512164509:MS26-AUG: Cumulative Update for .NET Framework 3.5 and 4.8 for )
Windows 10 Version 1809 - Windows 10 Version 1809 - .NET Framework 3.5/4.8 - ( Non-default actio... v
KB5120703 (Superseded) ) ’

Selected 52 Fixlets to deploy

& Back Cancel

. Usethe toggle next to aFixlet to includeit in or exclude it from the deployment.
. Review the Fixlets that are marked Non-default action. The counter at the top of the page (for example, "52

selected, O require attention) shows how many Fixlets need your attention. Fixlets that require attention aren't
deployed until you resolve them. To resolve one, expand it and select the action to run, as described in the next

step.

. To seethe details of aFixlet, expand it. The expanded view shows the available actions (for example, Actionl

to start the deployment) and the Fixlet attributes: Category, CVE(s), Download size, Release date, Severity,
Source, and Source I D.

. Optional: Click Disable All to exclude all Fixlets, or click Reset All to restore the default selection. Usethe All

Fixletslist to change which Fixlets are shown.
Click Next.
Devices. Choose the devices that receive the remediation. The wizard lists the devices that the selected Fixlets

apply to.
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Figure 30. Remediate wizard, Step 3: Devices
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€& Back Cancel

a. Under Filter By, click Query, Device group, or Devicelist to narrow the targets. For device groups, see Device
Groups. With Query, you build conditions from device properties.

b. Optional: Turn on Dynamic tar geting device to also include devices that meet your criterialater.

c. Inthe Select the devices to remediate table, confirm the final list of devices. The table shows the Device Name,
ID, DNS Name, | P Address, and Last Report Time. The bottom of the wizard summarizes the deployment, for
example, "Deploy 52 Fixletsto 2 applicable Device(s)".

d. Click Next.

5. Step 4: Behavior. Set how the deployment runs. The wizard runs the events that you turn on in the order listed, from top
to bottom. Turn on the events that you need:


https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/c_device_groups.html
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/c_device_groups.html
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Figure 31. Remediate wizard, Step 4: Behavior
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o Offer to user: offers the deployment to the users of the devices.

o Start downloading immediately: on by default. Downloads the deployment files right away, before the
scheduled start.

o Beforerunning message: displays a message on the targeted devices before the deployment runs.

o While running message: displays a message on the targeted devices while the deployment runs.

o Post deployment behavior: sets what happens after the deployment finishes. If you leave it off, the Summary
shows "Do nothing after action completes”.

o On failure, retry: retries afailed deployment. Enter the number of retries and the wait time between attempts.

o Reapply whenever it becomesrelevant again: runsthe action again if a device becomes relevant for the Fixlet
again.

Click Next.
6. Step 5: Schedule. Set when the deployment runs.
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Figure 32. Remediate wizard, Step 5: Schedule
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® Run on all devices respecting the maintenance windows if set

Will run on all targeted devices, but those without a maintenance window will run at deployment start time.
© Run only on devices with a set maintenance window

Only devices with maintenance window set are eligible for deployment.
O Custom

Override maintenance window and run following schedule

Deploy 52 Fixlets to 2 applicable Device(s)

€ Back Cancel

a. For Time zone, select Client to use each device'slocal time, or UTC to use Coordinated Universal Time.
b. Optional: Turn on Start and End, and then enter the date and time for each. If you leave Start off, the
deployment has no specified start time.
c. Under Device schedule, select one option:
= Run on all devicesrespecting the maintenance windowsiif set: the deployment runson all targeted
devices. Devices that have no maintenance window run at the deployment start time.
* Run only on deviceswith a set maintenance window: only devices that have a maintenance window
areeligible.
= Custom: overrides maintenance windows and follows your schedule. Turn on Time constraintsto set a
start and end time, and Day constraints to select the days of the week.
d. Click Next.

For maintenance windows, see Managing Device Maintenance Windows.
7. Step 6: Summary. Name the deployment, review your choices, and deploy.


https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/setting_up_maintenance_window.html
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Figure 33. Remediate wizard, Step 6: Summary
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:= Fixlets will be deployed in the order listed
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After deployment completes
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€ Back Cancel Deploy

a. In Add deployment name (mandatory), enter a unique name for the deployment.

b. Optional: Under Assign tags, type to search for atag, and then click Add.

c. Review the summary: the schedule, the number of Fixlets and devices, the settings that apply before the
deployment begins, the messages that display, the Fixlet deployment sequence, the time constraints, and what
happens after the deployment compl etes.

d. Click Deploy.

Result: I'VR submits the deployment.

Remediate from the Device view
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1. Open the Device view tab.
2. Select the check box for each device that you want to remediate, and then click Remediate. The Remediate wizard

opens at the Devices step.

Figure 34. Remediate wizard from the Device view, Step 1. Devices
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Selected 2 Devices
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3. Devices: This step looks like Step 3 of the Vulnerability view flow, with your selection already applied as afilter
condition (for example, Device I D I n the I Ds of the devices that you selected). To change the targets, use Query, Device
group, or Devicelist, or turn on Dynamic tar geting device. Click Next.

4. Fixlets: select the Fixlets to deploy to the devices, and then click Next.

5. Complete the Actions, Behavior, Schedule, and Summary steps as described in Remediate from the Vulnerability view,
and then click Deploy.

Monitor the deployment

To track the status of a deployment, use either of these:
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» The Deployment tab of the vulnerability details page. It lists each deployment with its name, status (for example, Active,
Completed, or Expired), start time, and the user who started it.
» Deployment Manager, which also shows the targeted devices and deployed Fixlets. See Deployments.


https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/c_deployment_managerr.html

Chapter 8. Configuration settings for IVR on-prem

The following settings in AppConfig.yaml control the IVR v.5 on-prem application. To change a setting, stop the BESIVR
Retriever Service, edit the file, and then start the service.

) Note: Change the web protocol, local web server port, CORS allowed origins, and proxy settings in the BigFix Ul. See
Managing the IVR configuration (on page 23).

AppConfi g. yam

Hours

Setting name Datatype Default value Description
Configs

ByPassCertificateVeri- | Boolean TRUE Specifies whether to bypass certificate verifica-

fication tion. Possible values: TRUE, FALSE.

CorsAllowedOrigins String *! The origins allowed for CORS. Managed from
the BigFix Ul (Application configuration).
Don't edit it here.

LogCompression Boolean TRUE Specifies whether to compress rotated log files.
Compressed logs use the . gz format. Use atool
such as 7-Zip to open them.

LogMaxAgeDays Int 15 The maximum age of log files, in days.

LogMaxBackups Int 100 The maximum number of log backups to keep.

LogMaxSizeMb Int 10 The maximum size of alog file, in megabytes.

Port Int 9011 The port number for the application.

EngConfigs

Port Int 9014 The port number for the EngConfigs service.

WebServer String 127.0.0.1 The server that hosts this service.

Automationlnterval - Int 12 The interval, in hours, between automation runs.




Chapter 9. IVR logs

This section describes the IVR logs.

Thelogsarein C:\ Program Fil es (x86)\Bi gFi x Enterprise\BESIvrRetriever\data\l ogs.
AppConfig. | og

Thislog lists the application configuration and settings that I VR used at runtime during the last run, and is updated
when you modify AppConf i g. yam whilethe application is running.

! Important: 1VR writes this log only when the application runswith the - - pri nt conf i g flag. This
reguirement prevents unintentional disclosure of settings.

ivrn.log

Thisisthe main application log. Debug (verbose) logging is off by default. To turn it on, set LogVer bose tOtrue in
the Settings section of AppConfi g. yan .

When thefile reaches its maximum size (set in AppConf i g. yam ), the log rotates: IVR adds the date and time
tothecurrenti vrn. | og filename and startsanew i vr n. | og.

Note: When the BigFix Ul reports a configuration or automation error, check the BigFix Ul logs as well asthe IVR logs.



Chapter 10. Troubleshooting

Use this section to diagnose and resolve common problems with IVR v.5.

One or more of these symptoms occurs. Each symptom has a likely cause and a recommended action, listed in the following

table.

Various causes, described in the table below.

Symptom

Likely cause

What to do

IVR shows VR isnot configured.

The IVR configuration isn't complete.

Complete the IVR v.5 setup process (on
page 14), or ask your administrator to.

IVR doesn't appear under Resolve.

ThelVR siteisn't enabled, itsversion is
0, or the user's role doesn't include IVR.

See Before you begin (on page 8) for the
site, and Task 3 (on page 20) for therole.

IVR isn't listed when you create arole.

ThelVR siteisn't enabled.

See Before you begin (on page 8), steps
1-3.

BFUI . exe --configure-ivr falsat au-
thentication.

Wrong instance admin or VR admin
credentials.

Run the command again with the Big-
Fix Ul instance admin credentials and
the IVR credentials from the Download
Task.

Verify Connection fails on Database
Configuration.

Wrong SQL Server values, the port
isblocked, or the user can't create a
schema.

Check the values and firewall, and grant
the user permission to create a schema.

Verify Connection fails on Application
configuration.

The local web server port isin use or
blocked, or the proxy settings are wrong.

Choose afree, open port, and check the
proxy host and port.

Verify Connection fails on Scanner
Datasource configuration.

Wrong Tenable URL or API keys, or
outbound access to Tenableis blocked.

Regenerate the API keys with a Tenable
administrator account, and check out-
bound access on port 443 or the proxy.

The VR tile staysin Not Configured af-
ter Finish.

A background automation process failed.

Seethefailureresult in Task 2 (on page
15).

The dashboard shows no data.

The first automation run isn't complete.

Wait until Last Automation Run shows a
time.

The Device view shows no devices.

The IVR Vulnerability Scanner Host ID
analysisisn't activated.

See Before you begin (on page 8), step
4.

Configuration changes, such as a new
proxy, don't take effect.

The IVR service wasn't restarted.

See Managing the I VR configuration (on
page 23), step 4.

The Vulnerabilitiestab is missing in De-
vice Explorer.

ThelVR siteisn't enabled.

See Before you begin (on page 8), steps
1-3.




Chapter 11. Release notes

This section lists the features and updates in each version of BigFix Integrated V ulnerability Remediation v.5.

IVR 5.0.0.0

IVR 5.0.0.0 isthefirst release of VR on the BigFix UI. It includes:

* Integrated Vulnerability Remediation in the BigFix Ul, under Resolve in the |eft navigation pane.

 Setup with BFUI . exe --confi gure-ivr and the configuration wizard in Administration > Application Configuration.
» An VR schemain the BigFix Ul database.

« Access control through BigFix Ul roles.

» The Device view, grid search, and the Last Automation Run and Next Expected Automation Run indicators.

* A Vulnerabilities tab in Device Explorer.



Chapter 12. Known limitations
This section lists the known limitationsin IVR v.5.

* VR supports one scanner data source per instance, and Tenable Vulnerability Management is the only supported
scanner.



Chapter 13. References
Additional resources related to BigFix Integrated Vulnerability Remediation (IVR) v.5.

* Video: Install and configure IVR v.5 with Tenable Vulnerability Management

« BigFix Ul Administration Guide

* BigFix Ul User’'s Guide: Application Configuration

* BigFix Ul User’'s Guide: Identity management

* BigFix Ul User’'s Guide: User & Role Management and Managing Roles

* BigFix Ul User’s Guide: Device Details Page and Deployments

* BigFix Ul User’'s Guide: Integrated V ulnerability Remediation (IVR summary page)


https://www.youtube.com/watch?v=DZY4gP8hN7k
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_Setup/c_bigfix_ui_guide.html
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/c_application_config.html
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/c_identity_management.html
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/c_user_role_management.html
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/c_managing_roles.html
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/c_device_details_page.html
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/c_deployment_managerr.html
https://help.hcl-software.com/bigfix/11.0/platform/Platform/BigFix_UI_User_Guide/IVR/c_ivr.html
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