OKTA INTEGRATION WITH
AWS LDAP SERVER




Please follow below steps for Okta agent installation and LDAP integration:-

1. Login into okta admin console using administrator password. Navigate to
Directory>>Directory Integration section.
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Add a directory to integrate your Active Directory or LDAP
domain with Okta.

Add Active Directory ] l Add LDAP Directory l I Add LDAP Interface

2. Select “Add LDAP Directory” from the options listed.
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No directories added
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@ Help

Directories

Directories allow you to import

people from existing sources.

Importing People

You ean automatically import
people from Active Directory as well

as select apps.

Active Directory

Importing people from Active
Directory gives you the ability to
synchronize changes to Okta and
sign-in using your Windows

network credentials.

© Add AD Domain/Agent

Add a directory to integrate your Active Directory or LDAP domain

with Okta.

Add Active Directory

[ Add LDAP Directory l [ Add LDAP Interface




3. Click on “Set Up LDAP”

okkta Q search. ¢

Dashboard ~
Directory -~ ¥+ Set Up LDAP
Re:
Peapls Install Okta's lightweight agent to integrate with LDAP oL
Groups
Agent architecture
Devicas

Internet Firewall Corperate Netweork

Profile Editor

Directory Integrations
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Profile Sources
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Applications -
Installation requirements

Security ~

Delegated Authentication and Just In Time Provisioning will be enabled for LDAP as part of
WWorkflow o~ this installation.
Reports ~ - Prepare for your integration

To make sure you're ready to integrate your LDAP server with Okta. review LDAP

Settings ~ prer tes. 1T you're new to Okta LDAR integrations, Get start h LDAP integration

provides information to nelp you plan and prepare for your integration

.

Install the right agent
The latest Okta LDAP Agent supports Windows and Linux (Debian and Redhat bassd
distributions). Make sure to choose the appropriats installer packags on the next pags. (The
legacy .NET agent is still available for download on the "Deownloads™ page under Settings but will
soon be deprecated).

Consider the agent a part of your IT infrastructure
The server whare The agent resides must be on at all Times. in SIner words. dont install it on your
|2pTop. The agent NOST Server MUST Nave & CoNtiNUGUS Sonnestion to the Internst so it can
communicats with Okta

Run this setup wizard from the host server

We recommend running this setup wizard in a web browser on the server where you want to
install the agent. Otherwise. you will need to transfer the agent installer to the agent host server.
then run the installer.

Set Up LDAP

4. Set Up LDAP page is rendered on Ul. From the drop down select appropriate package based
on the environment okta agent is planned to be installed.
Note:- This document covers the steps to install on Windows and Centos 7
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Profie Editor

The Gkta LDAP agent is a lightweight, secure connector that allows Okta to integrate with your LDAP domain. The agent enables
Directory Integrations
Okta features such as userimport and delegated authentication.

Profile Sources

- Download Agent

Customiz

Downloag EXE Installer

Applications ~
Download RPM Installer

Security Download DEB Installer

Workfiow “

Reports ~

Settings v




5. Once the installable is downloaded, “Okta Organization URL” is displayed. This URL and
admin credentials will be needed while installing agent later.

Okta features such as user import and delegated authentication.

Download Agent ¥

Downlasd dirscty: ttps://ce R -scrin.cita.com/artifacts/ AV

o Install the Okta LDAP agent on your host machine using these values:

-] =

Your Okta Organization URL

nttps//cev- I okt con

6. Steps to install okta agent on windows OS. Double click the exe to begin the installation. And
installation prompt will be displayed. Click on “Next” to proceed.

o Okta LDAP Agent 05.15.00-9be7308bc052 X |

Okta LDAP Agent
05.15.00 SUTIISUIS S

Publisher: Okta, Inc
Web site: hitps.//www okia com
Email address:  info@okta.com

z InstaliMate will install or upgrade Okta LDAP Agent on your
computer.
Click Next to continue.

@ Copyright © Okta, Inc 2022

This program is protected by copyright law and international
treaties. Unauthorized reproduction or distribution of this
o a program, or any portion of &, is a violation of applicable laws.

About... gack Next > Cancel

7. Click on install to proceed with installation in default location.

O Okta LDAP Agent 05.15.00 [N X |

Installation options |
These options determine how the application will be installed [
Installation folder:

C:\Program Files\Okta\Okta LDAP Agent | Browss..
Required disk space: 148,685 KB
Available disk space: 6,168,524 KB




8. User will be prompted to enter LDAP credentials. Enter LDAP credentials accordingly.

) Okta LDAP Agent 05.15.00- I %
Operation in progress
Please waitwhile Okta LDAP Agentis being processed

Waiting for the uninstallation to finish...

|
< Back Next > Cancel
) Okta LDAP Agent 05.15.00- I X |
LDAP configuration
Enter your LDAP parameters
LDAP Server: ||
[hast:port]

Root DN: | ]
gind DN: | ]

Bind Password:

[Juse 55L connection

< Back Nexd > Cancel
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9. Click Next to continue

O Okta LDAP Agent 05.15.00 N ®

Okta LDAP Agent Proxy Configuration
Specify a proxy server for the Okta LDAP Agentto access Okta

The Okta LDAP Agent will be configured to use this proxy server.

[Juse proxy server (leave this unchecked to use direct connection)

< =

10. Enter the Okta Organizational URL that was displayed while downloading the installable.

O Okta LDAP Agent 05.15.00- NN x

Register Okta LDAP Agent
Enter your Okta user credentials to register this Okta LDAP Agentwith Okta

Okta Org URL: | https://dev-{IN o+ta.com|

Enter your Okta customer domain.
Example: https://mycompany.okta.com E

< Back Next > Cancel




11. User will be promoted to enter Okta admin credentials.

Connecting to @
I

Operation in progress kt
Pless il Okis LDAP Agetis beingprcessed OoKta

Running extemal program

signin

12. Once authenticated using admin credentials, Allow access to okta agent.

Demo Use © sign into Okta with Administrative User Account - O X

demo.user2.mem@okt

(o]

Operation in progress
Please wait while Okta LDAP Agent s being processed.

@ Ok1a LDAP Agent is requesting permission 10}
R\sler & new Okla !-.
manage the properties of an app Instance]

Running external program :

) Teote e properes of o app stonc

=T

Read-only Administrator

Report Administrator

13. Okta agent installation is completed and user will be prompted to the Ul page from where
the exe was download for further configuration.

O Okta LDAP Agent 03.15.00- NN X ‘
Installation completed

Okta LDAP Agent has been successfully installed on your
computer.

o kta Click Finish to close InstaliMate.




Agent Installation

@  LDAPagent started:

14. Click “Next” on the Ul page. The user will be redirected to “Set-up LDAP” page.

Agent Installation

@  LDAP agent started!

15. Choose “AD LDAP” from drop down for LDAP version.

uuuuuuuuu

m—— A #, Set Up LDAP

Select LDAP Version

Wosaan v Configure LDAP

16. As per the LDAP to be connected add appropriate properties.
Enter values as shown below to connect to LDAP.




LDAP Version

Configuration

Objects

Unigue Identifier Attribute

DN Attribute

User

User Search Base

User Object Class

Auxiliary Object Class

User Object Filter

Account Disabled Attribute

Account Disabled Value

Passward EXpiration At

Group Otsect Class.

Group Object Filte

17. Once the values are entered, test the configuration using “Test configuration” button.

ADLDS v

Select an LDAP version to pre-populate the fields below

distinguishednarne

The attribute on all Objects that contains a unigue, immutable
ID

distinguishedname

The attribute on all Objects that contains a Distinguished Name

OU=Users,0U={S D= DC=higfix,DC=com

The container to perform User searches in

organizationalperson

The ObjectClass of a User

inetorgperson

Auxiliary ObjectClasses of a User

(objectclass=organizationalperson)

LDAP search filter to use when searching user objects

msds-useraccountdisabled

The writeable attribute on a User used to indicate their account

is disabled

TRUE

The value that indicates an account is disabled, e.g. "TRUE"

ALSE

Choose email and enter email address of any valid LDAP user.




User Attribute

Leave this fisld blank unless your groupObjsct is posixGroup. Read mors hers

Role
Object Class

The ObjectClass of a Role

Membership Attribute

The attribute on a User that indicates membership ina Role

Validate Configuration

rs to use when logging into the Okta service. Then validate

Bef p. select the username format you would like u

your configuration

you complete

y fetche:

and group memberships

entering a username and confirming that the

from your LDAP in:

Okta username format Email address v

Select the username you would like users te enter to log into the Okta service.

This must be in an email format.

Example username vijeshkumar.payak@demo.bigfix.com

Enter the Okta usermame of a user in your LDAP directory. Use the username

format you have chosen above (&.g. if your username format

Configuration Suffix" enter UID@suffix.com).

__:__> Test Canfiguration

18. Okta agent will query the LDAP server and fetch user details if configuration is successful.
Click “Next” to save the configurations.

Exampie wsemame

[ visaation successrur

imnaie - I - -
‘ A -l

Distinguishes
Nare

19. Click Done button.




¥ Set Up LDAP

Agent started Directory Mappings configured o Dione!

o Done!
LDAP is now integrated with Okta “

You can now sync your LDAP users to Okta and turn on useful authentication features. Read Next

Steps to lgarn more.

e Next Steps

Review and activate imported users Delegate authentication to LDAP

- eate e te Allow your users to sign in to Okta using their LDAP

redentials. This means one less account for your

users to have to remember.

50 to LDAPR Authentication

20. Once user clicks on “Done”, the user will be navigated to “Directory Integration” Page. The
page will have a warning displayed.

« Back to Directory Integrations

ou=I, ou= N, d c =, dc=Il, dc=com

A LDAP
View Logs Monitor Imports

Agents  People  Provisioning  Import

Settings

To App One or more required attributes are not mappsd. To prevent provisioning failures, scroll down to

Ok ou-S o= [ o= oI 6 c=com Acttribute Mappings and set mappings for the &

o Okta

attributes that are marked with a warning icon.
Integration

okta - AL

Provisioning to App

Create Users
Creates or links a user in LDAP when assigning the app to a user in Okta.

Activation email recipient Not set
Enter an email address to which new LDAP account credentials are
sent. The recipient is responsible for dictributing the credential

information to the appropriate user.

RDN attribute name v
Select the attribute type to be used for user Relative Distinguished
Name (The leftmost portion of user Distinguished Name). The
attribute value ean ha customized on the Profile Fditar naoe.




21. Scroll down to attribute mapping section on the same page. “Distinguished Name” will be
shown as not mapped. Map the same as email.

ouJIN, ou=000,dc=I, o c B, d c=com Attribute Mappings

Select afn) ou=Users,ou=demo,dc=deme,dc=bigfix,dc=com attribute to set its value based on values stored in Okta.

[ # Go to Profile Editor

l C Force Sync

Attribute Attribute Value Apply on
Type

Username Personal Configured in To Okta

userName

First Name Personal user firstName Create ,x

firstName

Last Name Personal user lastName Create ;%

lastName

Email Personal user.email Create ;%

email

Distinguished Name ~ Group ,

dn

Title Group usertitle Create ;o ox

title

strestAddress Group user streetAddress Create ;o ox

streetAddress

I Group user.city Create ;o ox

city

state Group userstate Create . <

state

ou=s,ou=Ellb,dc=,dc=JlJll.dc=com - Distinguished

Name l l,

Attribute valus Map from Okta Pr..  +  email | string

Applyon Q Create
Create and update

© Preview | Demo User2

22. Navigate to Security>>Delegated Authentication. Click on “Test Delegated Authentication”
and enter AWS user credentials and test the set-up.
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Test LDAP Credentials

@  LDAP authentication succ

23. Agent logs will be available in the below path on the machine agent is installed.

1 > This PC

ccess

loads

nents

sects
£
nents

loads

> Windows (C) > Program Files > Okta > Okta

agentlog
agentlog.1

commons-daemon.2022-12-19og
commons-daemon.2022-12-200g
commons-daemon.2022-12-21l0g
commons-daemon.2022-12-27.log

LDAP Agent > logs v

fied pe 26

MINGW64:/c/Program Files/Okta/Okta LDAP Agent/logs

24. Okta logs will be available on the admin console under Reports>>System Log

Dashboard
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Customizations

Applications

Security

Workflow

Reports

Reports

System Log

Import Monitoring

Rate Limits

Settings

A Q search..
System Log
From To
12/20/2022 00:00:00 12/27/2022 23:59:59
Search
Count of events over time
nt trends by category
Events: 171
Time Actor Event Info
©  Dec2712:23:24  Demo User2 (User) Start AD agent

success
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00 okta-dev-26517422
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LDAP (Applnstance)







