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Document Revision History

This guide is updated with each release of the product or when necessary.

This table provides the revision history of this Installation Guide.

‘ June, 2023 BigFix Runbook Al v6.3 Installation Guide
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This section provides information about the BigFix Runbook Al Installation Guide and includes the
following topics.

— Intended Audience

About This Guide

Related Documents

Conventions

1.1 Intended Audience

This information is intended for administrators responsible for installing BigFix Runbook Al and
infrastructure administrators responsible for provisioning infrastructure required for installation of

BigFix Runbook Al.

1.2 About this Guide

This guide provides instructions to install BigFix Runbook Al. It includes the pre-installation and the
installation procedures for BigFix Runbook Al.
This guide also provides summary material about additional servers and optional post- installations

and references to the other documents for detailed information.

1.3 Related Documents

The following documents can be referenced in addition to this guide for further information on the
BigFix Runbook Al platform.

— BigFix Runbook Al User Guide

— BigFix Runbook Al Pre-Requisite Guide

— BigFix Runbook Al Troubleshooting Guide

1.4 Conventions

The following typographic conventions are used in this document:
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Table 1 - Conventions

Indicates graphical user interface elements associated with an action, or

Boldface
terms defined in text or the glossary
Underlined Blue Face Indicates cross-reference and links
Italic Indicates document titles, occasional emphasis, or glossary terms

Indicates commands within a paragraph, URLs, code in examples, and
Courier New (Font)

paths including onscreen text and text input from users
Numbered lists Indicates steps in a procedure to be followed in a sequence
Indicates a list of items that is not necessarily meant to be followed in a

Bulleted lists
sequence
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2 BigFix Runbook Al Overview

BigFix Runbook Al is an Intelligent Runbook Automation product which is equipped with Artificial
Intelligence, Machine Learning and Natural Language Processing capabilities for simplifying and
automating the IT Operations issues resolution lifecycle including incidents, service request tasks,
change request tasks and events. It leverages its NLP capabilities for analyzing and understanding
the context of a specific issue, recommends the most relevant solution and even triggers the
execution, thereby enabling Zero Touch Automated Remediation. It also provides Al-driven
Knowledge Recommendation by suggesting relevant knowledge articles from various repositories,
both internal and external, as and when required by human agents.

When no runbook is available for automated remediation, it searches & downloads relevant
executable codes and scripts for subject matter expert to validate, customize, approve and publish

for the future use.
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Figure 1 - BigFix Runbook Al Workflow

Intelligent automation powered by BigFix Runbook Al can make a tremendous impact in an

enterprise adjusting to the New Normal:
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— Reduces Costs
e Achieves up to 30% reduction in service desk related costs
e Quick and High ROI

— Mitigates Risks

e Avoids operational risks and ensures compliance by avoiding critical outages
e Reduces escalations and improves SLA compliance by up to 20%

e Achieves up to 85% reduction in MTTTR
— Drives Efficiency

e Automates redundant tasks and lets employees focus on more creative activities
e Reduces manual effort by 30% to 60%
e Improves customer satisfaction by up to 50% by providing faster incident and service

request resolutions.

— Rapid Time to Value

e Quick implementation in 6 to 8 weeks*

e Leverages 300+ reusable and configurable runbooks out of the box

*Conditions Apply
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3 BigFix Runbook Al Installation

This section describes the detailed BigFix Runbook Al installation procedure and the various stages
involved in this process.

The BigFix Runbook Al installation process comprises the following steps:

1. Plan and Prepare Your Environment
Prior to installing BigFix Runbook Al, the environment, hardware, and networking
components must be prepared and configured. The relevant software dependencies must
be installed. For more information about preparing components for installation, see

Environment Planning.

2. Complete Pre-installation Tasks

Lists tasks the user needs to complete before installing BigFix Runbook Al.

3. Installation
After the environment has been prepared and the relevant databases and servers have

been provisioned, user can install the BigFix Runbook Al product.

4. Complete Post Install Checks
After installing the BigFix Runbook Al product, complete the post installation tasks. These
tasks include specific steps required for BigFix Runbook Al Configuration. For more

information about the post-installation tasks, see Configure BigFix Runbook Al.

A complete installation of BigFix Runbook Al includes databases, a web interface, and a set of services
including iRecommend, iParse, iUnique, iScrape, iKnowledge and others.

This section includes the following topics:

— Environment Planning

— Environment Preparation

— Prerequisites to Run the Installer

— BigFix Runbook Al Installation

— BigFix Runbook Al Upgradation

— Post-Installation Activities
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3.1 Environment Preparation

This section details how to prepare the environment to perform the physical installation and
configuration of BigFix Runbook Al. Before proceeding, users should familiarize themselves with

the different components of BigFix Runbook Al.
3.2 Environment Planning

Before preparing the deployment environment, see the environment categorization table and plan

accordingly. Environments are classified in three categories based on the parameters listed below:

Table 2 - Environment Categorization

Less than

Small Less than 500  Less than 1,000 Less than 5,000 up to 100 6 months
30,000
30,000 to

Medium 500 to 1,000 1,000 to 3,000 5,000 to 10,000 up to 200 6 months
60,000
60,000 to 10,000 to

Large 1,000 to 3,000 3,000 to 5,000 up to 400 6 months
1,50,000 30,000

Data Retention is only applicable for ticket data.
Search Queries and Document Process is only applicable when iKnowledge module is installed.

Concurrent Executions have been arrived at based on the limitation of the RBA tool for runbook
executions and the ITSM tool for pushing tickets into BigFix Runbook Al.

Copyright © 2023 HCL Tech 23|Page
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3.2.1 BigFix Runbook Al Components

BigFix Runbook Al follows a multi-tier architecture and includes the following components:
— Web Components- This includes the user interface that enables the configuration,
management, and quick resolution of tickets.
— Service Components- It is divided into two categories:
e Application Components- This includes essential services that work together to achieve
the core functionality of BigFix Runbook Al.
e Advanced Al Components- This includes features like Solution Creation; Natural

Language Processing (NLP) based assisted services, and so on.

The following table lists the components available on different servers.
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Server Type

Web

Component

Application

Component

Advanced Al

Component

Components

Web Ul

Web API

KRS

iRecommend

iParse

iUnique

Data Collector
Generic

Executor

RBA Executor

Release

Generic

Listener

AD Sync

Email Service

Advanced

Knowledge

iKnowledge

BigFix Runbook Al Installation Guide

Description
Web User Interface for Admin, Configuration, Operations Console, Dashboards and
Knowledge Analysis and Search functionalities
It is an APl in the BigFix Runbook Al web module that can be accessed using the
HTTP protocol.
The Key Rotation Service component which serves the purpose of providing
additional security through rotation of keys on a periodic basis.
It leverages Natural Language Processing and is responsible for recommending the
best-suited runbook for resolving the issue based on the ticket description
It serves the purpose of analyzing the ticket description and summary for extracting
relevant parameters to be passed to configurable runbooks
It helps in clustering the ticket data (incident, service requests, change requests)
into different categories for identification of automation opportunities

It is responsible for collecting ticket information from the ITSM tool

It is used for data processing at the DB layer for enabling backend processes.

It helps in triggering the identified runbook for automatic resolution using an
underlying RBA tool

It is used to release the ticket in case an appropriate runbook is not recommended
OR runbook execution for a ticket fails. In the latter case, the ticket is released and
assigned to a human agent to investigate it.

Ticket passes through multiple stages during the resolution lifecycle using BigFix
Runbook Al. Generic Listener module is responsible for ensuring the ticket is moved
to the next stage based on the outcome. Its job is to identify the status of the
present stage and based on success / failure, move the ticket to the consequent
stage in the lifecycle

It is responsible for fetching LDAP user from LDAP Server.

It is responsible for sending mail based notifications to user.

It returns a list of relevant documents for a query that have been crawled from
different repositories like SNOW KB, Web URL, Satori repository, and internal files
and folders.

It returns a list of relevant results from Google for a query, if no relevant document

exists in the organization’s repository.
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Knowledge It enables users to provide feedback as a rating for the document search

rating corresponding to the ticket summary.

It helps in automated runbook creation for ticket categories for which runbooks

iScrape don’t exist by exploring various internal and external data sources for relevant

executable code snippets and scripts.

Before starting the installation, identify the components that user needs to install based on the
requirement. Also, the user needs to identify the deployment mode from the below list based on

the Environment categorization identified earlier.

3.2.2 Deployment Identification Mode

BigFix Runbook Al can be installed in the following deployment modes using the installer.

3.2.2.1Minimal Deployment Mode

In this mode, the following BigFix Runbook Al servers are deployed:
— Web and Application Server: This server hosts the Web Ul and the application components.
— Advanced Al Server, MongoDB and Solr: This server hosts iScrape, iKnowledge, and
Advanced iKnowledge components along with the Document Storage (MongoDB) and
Indexer (Solr).
— Database Server: This server hosts the SQL Server database, which is the main transactional

database of BigFix Runbook Al.

The following table describes the hardware and software requirements for this installation.

Table 3 - Minimal Deployment

- Web Ul Operating
Web One Virtual
Componen - Web API 4 GB RAM System - 100 GB
Server + Server with
t - KRS Windows
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Applicatio

n Server
Application
Componen
t—
Microsoft
Dot Net
Application
Componen
t - Python
Advanced
Al
Componen

Advanced t - Python

Al Server +

MongoDB

+Solr Document
Storage
Indexer

Database
Database

Server

- Data
Collector

- RBA
Executor

- Generic
Executor

- Release

- Generic
Listener

- ADSync

- Email
Service

- iParse

- iUnique

- iRecommen
d

- iScrape

- iKnowledge

- Advanced

NA

Knowledge

- Knowledge

Rating

MongoDB NA

Solr NA

Microsoft

SQL Server

Transactional

2016 -
Database

Standard

Edition
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2vCPU, 8 GB
RAM

One Virtual
Server with

8 GB RAM
2vCPU, 8 GB

RAM

One Virtual
Server with Not
4vCPU, 8 GB Applicable

RAM

Server 2016,
2019, 64-bit

Operating
System -
Windows
Server 100 GB
2016,2019,

64-bit Mongo

DB + Solr

Operating
System -
Windows 100 GB
Server 2016,

2019, 64-bit
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The installer needs to be run on individual servers that include Web Component, Base Component, and
Advance Al Component server. If Advanced Al components like iKnowledge, Advanced Knowledge and
iScrape are not required, only Web Server, Application Server and Database server will be required.

Alternate Database options:

1. AWS Relational Database Service (RDS)

2. GCP SQL Server 2017 PaaS service

For Document storage, MongoDB as a service can be used from AWS and GCP marketplace

3.2.2.2Small Environment without High Availability (HA)

In this mode, the following BigFix Runbook Al servers are deployed:
— Web and Application Server: This server hosts the Web Ul and the Application components.
— Advanced Al Server: This server hosts iScrape, iKknowledge, and Advanced iKnowledge
components.
— Database Server: This server hosts the SQL Server database, which is the main transactional
database of BigFix Runbook Al.
— MongoDB and Solr: This server hosts the Document Storage (MongoDB) and Indexer (Solr).

The following table describes the hardware and software requirements for this installation.

Table 4 - Small Environment without High Availability (HA)

Componen - Web API
t - KRS Operating
Web One Virtual
- Data System -
Server + Application NA Server with
Collector 4 GB RAM Windows 100 GB
Applicatio Componen 2vCPU, 8 GB
-  RBA Server 2016,
n Server t— RAM
Executor 2019, 64-bit
Microsoft
- Generic
Dot Net
Executor
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Al Server

Database

Server

MongoDB

and Solr

Application
Componen

t - Python

Advanced
Al
Componen

t - Python

Database

Document

Storage

Indexer

- Release
- Generic
Listener
-  ADSync
- Email
Service
- iParse

- iUnique

- iRecommen

d
- iScrape
- iKnowledge
- Advanced
Knowledge
- Knowledge

Rating

Transactional

Database

MongoDB

Solr

NA

Microsoft
SQL Server
2016, 2019
Standard

Edition

NA
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One Virtual
Server with

4 GB RAM
2vCPU, 4 GB

RAM

One Virtual
Server with
4vCPU, 8 GB
RAM

One Virtual

2 GB RAM
Server with
4vCPU, 8 GB

RAM

Operating
System -
Windows
Server 2016,
2019, 64-bit

Operating
System -
Windows
Server 2016,
2019, 64-bit

Operating
System -
Windows
Server 2016,
2019, 64-bit

50 GB

100 GB

100 GB

The installer needs to be run on individual servers that include Web Component, Base Component, and
Advance Al Component server. In case Advanced Al components like iKnowledge, Advanced Knowledge
and iScrape are not required, only Web Server, Application Server and Database server will be required.

- Alternate Database options

1. AWS Relational Database Service (RDS)

2. GCP SQL Server 2017 PaaS service
- For Document storage, MongoDB as a service can be used from AWS and GCP marketplace
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3.2.2.3Medium Environment without High Availability (HA)

In this mode, the following BigFix Runbook Al servers are deployed:
— Web Server: This server hosts the Web User Interface.
— Application Server: This server hosts the Application components.
— Advanced Al Server: This server hosts iScrape, iKnowledge, and Advanced iKnowledge
components.
— Database Server: This server hosts the SQL Server database, which is the main transactional
database of BigFix Runbook Al.

— MongoDB and Solr: This server hosts the Document Storage (MongoDB) and Indexer (Solr).

The following table describes the hardware and software requirements for this installation.

Table 5 - Medium Environment without HA

Operating
One Virtual
Web - Web Ul System -
Web NA Server with
Componen | - Web API 4 GB RAM Windows 50 GB
Server 2vCPU, 8 GB
t - KRS Server 2016,
RAM
2019, 64-bit
- Data
Collector
Application - RBA Operating
One Virtual
Componen Executor System -
Applicatio Server with
t- - Generic NA 4 GB RAM Windows 100 GB
n Server 4vCPU, 8 GB
Microsoft Executor Server 2016,
RAM
Dot Net - Release 2019, 64-bit
- Generic
Listener
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Application

Componen

t - Python

Advanced
Advanced @ Al
Al Server Componen

t - Python
Database

Database
Server

Document
MongoDB | Storage
and Solr

Indexer

- ADSync
- Email

Service
- iParse

- iUnique

- iRecommen

d
- iScrape
- iKnowledge
- Advanced
Knowledge
- Knowledge

Rating

Transactional

Database

MongoDB

Solr

NA

Microsoft
SQL Server
2016, 2019 -
Standard

Edition

NA
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One Virtual
Server with

4 GB RAM
4vCPU, 8 GB

RAM

One Virtual
Server with
4vCPU, 8 GB
RAM

One Virtual
Server with

4 GB RAM
4vCPU, 8 GB

RAM

Operating
System -
Windows
Server 2016,
2019, 64-bit

Operating
System -
Windows
Server 2016,
2019, 64-bit

Operating
System -
Windows
Server 2016,
2019, 64-bit

100 GB

300 GB

100 GB

The installer needs to be run on individual servers that include Web Component, Base Component, and
Advance Al Component server. If Advanced Al components like iKnowledge, Advanced Knowledge and
iScrape are not required, only Web Server, Application Server and Database server will be required.

- Alternate Database options

1. AWS Relational Database Service (RDS)

2. GCP SQL Server 2017 Paas service
- For Document storage, MongoDB as a service can be used from AWS and GCP marketplace
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3.2.2.4Large Environment without High Availability (HA)

In this mode, the following BigFix Runbook Al servers are deployed:

— Web Server: This server hosts the Web User Interface.

— Application Server: This server hosts the Application components.

— Advanced Al Server: This server hosts iScrape, iKnowledge, and Advanced iKnowledge
components.

— Database Server: This server hosts the SQL Server database, which is the main transactional
database of BigFix Runbook Al.

— MongoDB and Solr: This server hosts the Document Storage (MongoDB) and Indexer (Solr).

The following table describes the hardware and software requirements for this installation.

Table 6 - Large Environment without HA

Operating
One Virtual
Web - Web Ul System -
Web NA Server with
Componen - Web API 4 GB RAM Windows 100 GB
Server 4vCPU, 8 GB
t - KRS Server 2016,
RAM
2019, 64-bit
- Data
Collector
-  RBA
Application Operating
Executor One Virtual
Componen System -
Applicatio - Generic Server with
t- NA 8 GB RAM Windows 100 GB
n Server Executor 4vCPU, 16 GB
Microsoft Server 2016,
- Release RAM
Dot Net 2019, 64-bit
- Generic
Listener
- AD Sync
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Application

Componen

t - Python

Advanced
Advanced @ Al
Al Server Componen

t - Python
Database

Database
Server

Document
MongoDB | Storage
and Solr

Indexer

- Email
Service
- iParse

- iUnique

- iRecommen

d
- iScrape
- iKnowledge
- Advanced
Knowledge
- Knowledge

Rating

Transactional

Database

MongoDB

Solr

NA

Microsoft
SQL Server
2016, 2019 -
Standard

Edition

NA
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One Virtual
Server with

8 GB RAM
4vCPU, 16 GB

RAM

One Virtual
Server with

NA
8vCPU, 16 GB

RAM

One Virtual
Server with

8 GB RAM
4vCPU, 16 GB

RAM

Operating
System -
Windows
Server 2016,
2019, 64-bit

Operating
System -
Windows
Server 2016,
2019, 64-bit

Operating
System -
Windows
Server 2016,
2019, 64-bit

100 GB

500 GB

150 GB

The installer needs to be run on individual servers that include Web Component, Base Component, and
Advance Al Component server. If Advanced Al components like iKnowledge, Advanced Knowledge and
iScrape are not required, only Web Server, Application Server and Database server will be required.

Alternate Database options:

1. AWS Relational Database Service (RDS)

2. GCP SQL Server 2017 Paas service
For Document storage, MongoDB as a service can be used from AWS and GCP marketplace

3.2.2.5Small Environment with High Availability (HA)

In this mode, the following BigFix Runbook Al servers are deployed:
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Web and Application Server: This server hosts the Web Ul and the Application components
Advanced Al Server: This server hosts iScrape, iKnowledge, and Advanced iKnowledge
components

Database Server: This server hosts the SQL Server database, which is the main transactional
database of BigFix Runbook Al

MongoDB: This server hosts the Document Storage Database (MongoDB)

Solr: This server hosts the Indexer (Solr)

The following table describes the hardware and software requirements for this installation.

Table 7 - Small Environment with HA

Web
Server

+
Applicatio

n Server

Web
- Web API
Component
- KRS
- Data
Collector 50 GB
- RBA (Addition
Executor al D:
Operating
Application - Generic Two Virtual Drive)
System -
Component — Executor NA Servers with and 50GB
4 GB RAM Windows
Microsoft - Release 2vCPU, 8 GB shared
Server 2016,
Dot Net - Generic RAM storage
2019, 64-bit
Listener (SAN /
Service
Application
- iParse
Component -
- iUnique
Python
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Advanced

Al Server

Database

Server*

MongoDB

k%

Solr***

Advanced Al
Component -

Python

Database

Document

Storage

Indexer

- iRecommen

d

- iScrape

- iKnowledge
- Advanced
Knowledge

- Knowledge

Rating

Transactional

Database

MongoDB

Solr

NA

Microsoft
SQL Server
2016, 2019
- Standard

Edition

NA

NA

Two Virtual
Servers with
2vCPU, 8 GB
RAM

Two Virtual
Servers with
4vCPU, 8 GB
RAM

One Virtual
Server with
2vCPU, 4 GB
RAM

One Virtual
Server with
2vCPU, 8 GB
RAM
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4 GB RAM

Not

Applicable

2 GB RAM

4 GB RAM

Operating
System -
Windows
Server 2016,
2019, 64-bit

Operating
System -
Windows
Server 2016,
2019, 64-bit

Operating
System -
Windows
Server 2016,
2019, 64-bit
Operating
System -
Windows
Server 2016,
2019, 64-bit

50 GB
(Addition
al D:
Drive)
and 50GB
shared
storage
(SAN/
File
Folder)
100 GB
Shared
storage
(SAN/
File
Folder)

50 GB
(Addition
al D:

Drive)

50 GB
(Addition
al D:

Drive)

The installer needs to be run on individual servers that include Web Component, Base Component, and
Advance Al Component server. If Advanced Al components like iKnowledge, Advanced Knowledge and
iScrape are not required, only Web Server, Application Server and Database server will be required.

- Alternate Database options
1. AWS Relational Database Service (RDS)
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2. GCP SQL Server 2017 PaaS service

- For Document Storage, if *MongoDB has to be made available in HA, then 3 servers will have to be
provided as per the best practices. Alternately, MongoDB as a service can be used from AWS and GCP
marketplace

- For Indexer, if Solr has to be made available in HA, then 5 servers will have to be provided as per the
best practices

3.2.2.6Medium Environment with High Availability (HA)

In this mode, the following BigFix Runbook Al servers are deployed:

— Web Server: This server hosts the Web User Interface

— Application Server: This server hosts the Application components

— Advanced Al Server: This server hosts iScrape, iKknowledge, and Advanced iKnowledge
components

— Database Server: This server hosts the SQL Server database, which is the main transactional
database of BigFix Runbook Al

— MongoDB: This server hosts the Document Storage Database (MongoDB).

— Solr: This server hosts the Indexer (Solr)

The following table describes the hardware and software requirements for this installation.

Table 8 - Medium Environment with HA
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Web

Server

Applicatio

n Server

Advanced

Al Server

Web

Component

Application
Component
— Microsoft

Dot Net

Application
Component

- Python

Advanced
Al
Component

- Python

Web Ul
NA
Web API

KRS

Data
Collector
RBA
Executor
Generic
Executor
Release
Generic

NA
Listener
AD Sync
Email
Service
iParse
iUnique
iRecommen
d
iScrape
iKnowledge
Advanced

NA
Knowledge

Knowledge

Rating
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Two Virtual
Servers with

4 GB RAM
2vCPU, 8 GB

RAM

Two Virtual
Servers with

8 GB RAM
4 vCPU, 8 GB

RAM

Two Virtual
Servers with

8 GB RAM
4 vCPU, 8 GB

RAM

Operating
System -
Windows
Server
2016, 2019,
64-bit

Operating
System -
Windows
Server
2016, 2019,
64-bit

Operating
System -
Windows
Server
2016, 2019,
64-bit

50 GB
(Addition
al D:
Drive)
and
50GB
shared
storage
(SAN /
File
Folder)

100 GB
(Addition
al D:
Drive)
and
50GB
shared
storage
(SAN /
File
Folder)

100 GB
(Addition
al D:
Drive)
and

50GB
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shared
storage
(SAN /
File
Folder)
Operating 300 GB
Microsoft
Two Virtual System - shared
SQL Server
Database Transactional Servers with = Not Windows storage
Database 2016, 2019
Server* Database 4vCPU, 16 Applicable  Server (SAN /
- Standard
GB RAM 2016, 2019 | File
Edition
64-bit Folder)
Operating
One Virtual 100 GB
System -
MongoDB  Document Server with (Addition
MongoDB NA 4 GBRAM | Windows
*x Storage 4vyCPU, 8 GB al D:
Server
RAM Drive)
2016, 64-bit
Operating
Indexer Solr One Virtual System - 100 GB
Server with Windows (Addition
Solr¥** NA 8 GB RAM
4vyCPU, 8 GB Server al D:
RAM 2016, 2019 Drive)
64-bit

The installer needs to be run on individual servers that include Web Component, Base Component, and
Advance Al Component server. If Advanced Al components like iKnowledge, Advanced Knowledge and
iScrape are not required, only Web Server, Application Server and Database server will be required.

- Alternate Database options
1. AWS Relational Database Service (RDS)
2. GCP SQL Server 2017 Paas service

- For Document Storage, if *MongoDB has to be made available in HA, then 3 servers will have to be
provided as per the best practices. Alternately, MongoDB as a service can be used from AWS and GCP
marketplace

- For Indexer, if Solr has to be made available in HA, then 5 servers will have to be provided as per the
best practices



0 Big Fix BigFix Runbook Al Installation Guide

3.2.2.7 Large Environment with High Availability (HA)

In this mode, the following BigFix Runbook Al servers are deployed:

Web Server: This server hosts the Web User Interface

Application Server: This server hosts the Application components

Advanced Al Server: This server hosts iScrape, iKnowledge, and Advanced iKnowledge
components

Database Server: This server hosts the SQL Server database, which is the main transactional
database of BigFix Runbook Al

MongoDB: This server hosts the Document Storage Database (MongoDB).

Solr: This server hosts the Indexer (Solr)

The following table describes the hardware and software requirements for this installation.

Table 9 - Large Environment with HA

100 GB
(Additi
onal D:
Operating Drive)
Two Virtual
- Web Ul System - and 50
Web Web NA Servers with
- Web API 4 GB RAM Windows GB
Server Component 4vCPU, 8 GB
- KRS Server 2016, shared
RAM
2019, 64-bit storage
(SAN/
File
Folder)
Applicatio | Application | - Data Two Virtual Operating 100 GB
NA 8 GB RAM
n Server Component Collector Servers with System - (Additi
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— Microsoft - RBA 4vCPU, 16 GB Windows onal D:
Dot Net Executor RAM Server 2016, Drive)
- Generic 2019, 64-bit and 50
Executor GB
- Generic storage
Listener (SAN /
- AD Sync File
- Email Folder)
Service
- iParse
Application
- iUnique
Component
- iRecomm
- Python
end
100 GB
(Additi
- iScrape
onal D:
- iKnowledg
Operating Drive)
e Two Virtual
Advanced Al System - and 50
Advanced - Advanced Servers with
Component NA 8 GB RAM Windows GB
Al Server Knowledg 4vCPU, 16 GB
- Python Server 2016, shared
e RAM
2019, 64-bit storage
- Knowledg
(SAN/
e Ratin
g File
Folder)
500 GB
Microsoft Operating
Two Virtual shared
SQL Server System -
Database Transactional Servers with Not storage
Database 2016, 2019 - Windows
Server* Database 8vCPU, 16 GB = Applicable (SAN /
Standard Server 2016,
RAM File
Edition 2019 64-bit

Folder)
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Operating
One Virtual 150 GB
System -
MongoDB | Document Server with (Additi
MongoDB NA 4 GB RAM Windows
ok Storage 4vCPU, 8 GB onal D:
Server 2016,
RAM Drive)
64-bit
Operating
One Virtual 150 GB
System -
Server with (Additi
Solr¥** Indexer Solr NA 8 GB RAM Windows
4vCPU, 16 GB onal D:
Server 2016,
RAM Drive)
2019 64-bit

The installer needs to be run on individual servers that include Web Component, Base Component, and
Advance Al Component server. If Advanced Al components like iKnowledge, Advanced Knowledge and
iScrape are not required, only Web Server, Application Server and Database server will be required.

- Alternate Database options
1. AWS Relational Database Service (RDS)
2. GCP SQL Server 2017 PaaS service

- For Document Storage, if *MongoDB has to be made available in HA, then 3 servers will have to be
provided as per the best practices. Alternately, MongoDB as a service can be used from AWS and GCP
marketplace

- For Indexer, if Solr has to be made available in HA, then 5 servers will have to be provided as per the
best practices.

3.2.3 Component Installation Prerequisites

Prior to running the installer, complete all procedures as described in Environment Planning and

ensure that all the software prerequisites for the BigFix Runbook Al component installation are

met.

The following table describes the software requirements to install the components.

Table 10 - Component Installation Prerequisites

Server Component Sub-Components Software Requirements
- Web Ul 11IS 10.0 or above
Web Server Web Component - Web API Dot Net Framework 4.8.x

- KRS Microsoft ACE OLEDB 12.0
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- Data Collector

- RBA Executor

- Generic
Executor Dot Net Framework 4.8.x
Application Component —
- Release Python 3.8.10 64-bit
Microsoft Dot Net
Application - Generic NLTK 3.8.1
Server Listener Apache Server 2.4
- ADSync - VC++ 2015 64-bit Redistributable
- Email Service package
- iParse
Application Component -
- iUnique
Python
- iRecommend
Python 3.8.10 64-bit
NLTK 3.8.1
- iScrape
Apache Server 2.4
- iKnowledge
VC++ 2015 64-bit Redistributable package
Advanced Al Advanced Al Component - - Advanced
Oracle Distribution of Java JDK 1.8.x
Server Python Knowledge
(Required only for Solr installation)
- Knowledge )
Anti-Word
Rating
Spacy 3.1.2
- Google Chrome Browser
Transactional MS SQL 2016 (2019) Enterprise / Standard
Database Server = Database
Database edition 64 bit
MongoDB Document Storage MongoDB MongoDB 4.0
Solr Indexer Solr SOLR 8.5.0
Certificates (applicable for all tiers) SSL Certificates

3.3 Prerequisites to Run the Installer

This section provides an overview of the prerequisites to run the installer.
Once the infrastructure is prepared, determine the server where the installer will be run. Prior to

running the installer, ensure all prerequisites are ready on the server.
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Table 11 - Prerequisites to Run the Installer
Applications Version

Microsoft® Windows® Server 2012 Standard Edition or Windows Server 2016 Standard
Windows Version
Edition

.Net Framework .Net Framework 4.8

The requirements mentioned in the following tables indicate the minimum configuration required at the
time of installation:

- Table 3 - Minimal Deployment

- Table 5 - Medium Environment without HA
- Table 6 - Large Environment without HA

- Table 7 - Small Environment with HA

- Table 8 - Medium Environment with HA

- Table 9 - Large Environment with HA

Over a period, based on the use of enterprise managed resources, user might have to upgrade to a higher
configuration.

3.3.1 Installer

The installer includes an installer executable. This executable enables complete installation of

BigFix Runbook Al and checks the prerequisites for all the servers and components.

3.4 BigFix Runbook Al Installation

This section explains how to install BigFix Runbook Al components using the installer on any server
or standalone machine. The installer can be further used for deployment of web server, application
server, advanced Al server and , database server, and the underlying components.

BigFix Runbook Al implementation contains the following menus:

— Run the Installer

— Install BigFix Runbook Al

Before running the installer, ensure that the ‘write’ permission is enabled for the user on the Apache24
folder.
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3.4.1 Run the Installer

Review the prerequisites carefully before proceeding with the installation.
After confirmation that the system meets the prerequisites to run the BigFix Runbook Al installer,
perform the following steps:

1. Copy the zipped installer file to the server where you want to run the BigFix Runbook Al installer.
2. Unzip and extract all the contents to the default folder.

3. Browse the Installer.exe in the folder and click Run as administrator to start installation.
(2 Installer.exe 3/9/20;
% O @& B W

(@] Open Enter

(® Run as administrator

Figure 2 — Run the Installer

3.4.2 Install BigFix Runbook Al

This section lists the steps to install the BigFix Runbook Al components on all hosts. Ensure that

user meets all requirements in the section Environment Preparation and Prerequisites to Run the

Installer before starting the installation procedure.

To install BigFix Runbook Al, perform the following steps:

1. On running the Installer, the following page appears.
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o

Product Installation

Welcome To Installer

Figure 3 - BigFix Runbook Al Implementation

2. Click Start. It will extract required binaries and the following page will appear.

D BigFix Runbook Al Installer (newinstall) Version - 6.3 - X

BigFix Runbook Al Installer Version - 6.3

@ New Installation

O Upgrade

Figure 2 - BigFix Runbook Al Implementation

3. Click Next. The page lists the setup required for installation in the left pane and the details of the
selected setup in the right pane.
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. Database Details
(79 DATARASE DETAILS

Server Name =

{2 COMPONENTSELECTION
Database Instance Name

& CONFIGURE MONGODB AND SOLR Authentication

User Name *
om SERVER CONFIGURATION
Password *

' PRE-REQUISITE CHECKER

Database Name «

.@ CONFIGURE ADMIN DETAILS

@ instawanion
View Installation Guide

(® BigFix =

Enter Server HostName/IP

Enter DB Instance

SQAL Server Authentication

|krler User Name

Enter Password

iAutomateDB

Figure 3 - Database Details
The next step is to create the database.

On Left Menu click on “View Installation Guide” to view installation guide.

3.4.3 Database Setup

User can create a customized database using the following steps.

1. On the Database Details view, type the Server Name, and then the Database Instance Name.

Database Details

Server Name =

Database Instance Name

Authentication

User Name =*

Password *

Database Name =

Figure 4 - Select Authentication

|Enter Server HostName/IP

| Enter DB Instance

| 5QL Server Authentication

||Enter User Name

|Enter Password

iAutomateDB

Check Connection

2. Select the Authentication type. The type of login authentication used to configure the database

determines the resulting username.

3. There are two types of authentications used for database configuration:

Copyright © 2023 HCL Tech
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e Windows Authentication
e SQL Server Authentication

4. Inthe UserName and Password fields, type username and password to access the server.

5. Inthe Database Name field, iAutomateDB is auto filled by default.

6. To check the connectivity to a server using the credentials provided, click Check Connection. This
displays a message for Connection Success or Connection Failure.

7. Successful connection to the database enables the Next button.

Database Details @
Server Name * | ocalhost |
Database Instance Name |En‘ter DB Instance |
Authentication SQAL Server Authentication hd

User Name *

Password * | ......... |

Database Mame = iAutomateDB

Connection Success

Figure 5 - Test Connection
8. Click Next. The Component Setup page appears.

All fields marked with an asterisk (*) are mandatory.

3.4.4 Component Setup

After creating the BigFix Runbook Al database, perform the following steps to set up the Web Ul
components.

1. The Component Selection view lists the components and their corresponding parameters based on
the selected component.
2. The following types of components are deployed in BigFix Runbook Al:
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— Web Component - It includes the user interface that enables the configuration,

management, and resolution of tickets.

— Service Component - This is further divided into two categories:

e Application Component - This includes essential services that work together to achieve

the core functionality of BigFix Runbook Al.

e Advanced Al Component - This includes features like Solution Creation; Natural

Language Processing (NLP) based assisted services, and so on.

B3 pamasase peTAILS

&% CONFIGURE MONGODB AND SOLR
& SERVER CONFIGURATION

' PRE-REQUISITE CHECKER

K& CONFIGURE ADMIN DETAILS

O insTaLLaTION

View Installation Guide

Component Selection

[0 web Component
Web Ul
Web API
KRS
[ Application Component
iRecommend
Entity
iParse
iUnique
Data Collector
Generic Executor
RBA Executor
Release
Generic Listener
AD Sync
Email Service
[ Advanced Al Component
iKnowledge

OsioFix

By WebUl Name HCLAutomateBaseUl | 7o't 80 g
Web APl Name HCLAutomateweBapl | 7o't 8080
KRS Nome HCLiAutomateKRS Port 8085
iRecommend Name HCLiAutomate.iRecomm Port 9000
Entity Name HCLiAutomate.Entitymec| PO't 9003
iParse Name HCLiAutomate.iParse \ Port 8006
iUnique Name HCLiAutomate.iUnique | "ot 8009
Data Collector Name HCLiAutomate.DC | Port 8012
Generic Executor Name HCL.iAutomate.GenericE| Port 8015
RBA Executor Name HCLiAutomate.RBACom, "O't 8018
Release Name HCLiAutomate.Releases| "'t 8021
AD Sync Name HCLiAutomate.ADSyncs| Ot 9022 !
v Email Service Name HCLiAutomate.Emailsen| Port 9025 ¢
v
tAll < >

Figure 6 - Component Setup

The administrator can add or remove components based on their environment as decided during the

planning phase.

The following table lists the components available on different servers.

Table 12 - BigFix Runbook Al Components

Web Ul

Web Component
Web A

Copyright © 2023 HCL Tech

Pl

Web User Interface for Admin, Configuration, Operations Console,
Dashboards and Knowledge Analysis and Search functionalities
Itis an APl in the BigFix Runbook Al web module that can be

accessed using the HTTP protocol.
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Application

Component

Advanced Al

Component

KRS

iRecommend

iParse

iUnique

Data Collector

Generic Executor

RBA Executor

Release

Generic Listener

AD Sync

Email Service

Advanced Knowledge

iKnowledge
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The Key Rotation Service component which serves the purpose of
providing additional security through rotation of keys on a periodic
basis.

It leverages Natural Language Processing and is responsible for
recommending the best suited runbook for resolving the issue based
on the ticket description

It serves the purpose of analyzing the ticket description and summary
for extracting relevant parameters to be passed to configurable
runbooks

It helps in clustering the ticket data (incident, service requests, change
requests) into different categories for identification of automation
opportunities

It is responsible for collecting ticket information from the ITSM tool
It is used for data processing at the DB layer for enabling backend
processes.

It helps in triggering the identified runbook for automatic resolution
using an underlying RBA tool

It is used to release the ticket in case an appropriate runbook is not
recommended OR runbook execution for a ticket fails. In the latter
case, the ticket is released and assigned to a human agent.

Ticket passes through multiple stages during the resolution lifecycle
using BigFix Runbook Al. Generic Listener module is responsible for
ensuring the ticket is moved to the next stage based on the current
outcome. Its job is to identify the status of the present stage and based
on success / failure, move the ticket to the consequent stage in the
lifecycle

It is responsible for fetching LDAP user from LDAP Server.

It is responsible for sending mail notifications to user

It returns a list of relevant documents for a query that have been
crawled from different repositories like SNOW KB, Web URL, Satori
repository, and internal files and folders.

It returns a list of relevant results from Google for a query, if no

relevant documents exist in the organization’s repository.
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It enables users to provide feedback as a rating for the document
Knowledge rating
search corresponding to the ticket summary.

It helps in automated runbook creation for ticket categories for which
iScrape runbooks don’t exist by exploring various internal and external data

sources for relevant executable code snippets and scripts.

3. Select the components as planned for the server configuration.

4. Select the Web Component, Application Component, or Advanced Al Component check boxes to
install all the components listed under the servers simultaneously or select a single component to
install it individually.

5. After component selection, their corresponding details are auto filled and enables user to select the
Port for each component.

6. On selecting Advance Al Components, user must provide the MongoDB and Solr database details
else the setup will display the Server Configuration page.

7. To continue with the installation, click Next.

This enables the Configure MongoDB and Solr tab on the left navigation pane. Type the following
details to set up the MongoDB and Solr databases:

8. On the Configure MongoDB page:

a. Type the MongoDB Server Name (including the port details).

b. Inthe User ID and Password fields, type username and password to access the server.
c. Select the Version Type.
d. Select the HA mode.
e. Based on the selected “Version Type” and HA mode (selected / unselected), please
follow the below steps:
Table 13 - MongoDB Configuration Parameters

Number of Servers

Version Type HA Mode CA File Required PEM File Required
Required*
Community Enabled At least 3 Not Required
Community Disabled 1 Not Required
Enterprise Enabled At least 3 Depends** Required
Enterprise Disabled 1 Depends** Required

* - As per the best practices, number of servers required should be odd in numbers. Provide the list of all
MongoDB instances as comma separated pairs of hostname and port.
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** . CA File is only required if and only if MongoDB installation mandates use of CA file

9. On the Configure Solr page:
a. Type the Solr Server.

b. Inthe User ID and Password fields, type user ID and password to access the server.
c. The default port is auto filled in the PORT field next to each component.

d. Click Next.

ES DatABASE DETAILS Configure MongoDB @

MongoDB Server = “Emter MongoDB Server IP/HostName/URL

IS COMPONENTSELECTION UseriD =

Enter MongoDB User Id

Password *

Enter MongoDB Password

@ CONFIGURE MONGODB AND SOLR

9{53 SERVER CONFIGURATION

Version Type =

Pem File

CA file available

Community v HA [

CAFile
W PRE-REQUISITE CHECKER

Configure Solr

N o EEE s
% CONFIGURE ADMIN DETAILS Solr Server = [Enter Solr Server IP/HostName/URL

UserID = Enter Solr User Id

Password = |Enter Solr Password

(f} INSTALLATION
ZooKeeper Port =

View Installation Guide

(O BigFix

Figure 7 - Configure Mongo DB and Solr

e. User will be prompted to check the connection status. Click Yes to proceed with

checking the connection status or No to continue with the Installation.

Do you want to check connection with
Mongodb and Solr?.

Figure 8 - Check Mongo DB and Solr Connection Status

The Server Configuration page appears.

All fields marked with an asterisk (*) are mandatory.
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3.4.5 Server Configuration

This section describes how to set up and configure a server for BigFix Runbook Al installation.
To configure servers, provide the following details:
1. The IP Address/Host Name, where user wants to install the components.

The installer automatically detects the host name where the installer is running and auto-fills the
information in the text box.

2. Select the Account Type from the available options:
e Local Administrator

e Domain Account

3. Type the Domain Name.

B Server Configuration @
6 DATABASE DETAILS

IP AddressfHostName =+ ‘tmter Server |Paddress/HostName ‘

iZ  COMPONENTSELECTION

Account Type =« Domain Account >

S&  CONFIGURE MONGODB ANDSOLR  pomain » ‘E’Wr[]ﬂ’ - ‘
(el oma

User Name = ‘ ‘
SERVER CONFIGURATION
Password = ‘

‘Emter Password

Check User Validity

7 RE-REQUISITE CHECK
~  PRE-REQUISITE CHECKER Installation Path *

o‘:‘) CONFIGURE ADMIN DETAILS

@ INSTALLATION

View Installation Guide

Figure 9- Server Configuration
In the User Name and Password fields, type the login credentials to access the application server.

Click Check User Validity to validate the user to connect to the server.
Click Browse to specify the appropriate Installation Path to install the server components.

N o vk

On successful connection to the server, a Validation Successful message appears beside the
Password field.
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Server Configuration @

IP Address/HostName = ‘ yst ‘

Account Type « Domain Account v

Domain # ‘ y ‘

User Name = ‘ . ‘

Password = ‘ """"" ‘ Check User Validity
Installation Path = -

Figure 10 - Successful Validation

8. Click Next.
The Pre-Requisite Checker page appears.

All fields marked with an asterisk (*) are mandatory.

3.4.6 Run Pre-Requisite Checker

This section describes the procedure to check if all BigFix Runbook Al installation prerequisites have
been met before the installation. The Prerequisite Checker identifies all the missing pre-requisite
software and utilities. User will have to ensure that the identified prerequisites are installed
manually before proceeding further.

To run the Prerequisite Checker, perform the following steps:

1. Click Run.
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@

~

Pre-Requisite Checker
E3 Datasase pETAILS
‘= COMPONENT SELECTION IP Address/Host Name Component Prerequisite Status
IAUWIAPMY CTOOL Web Ul Checking For Port 80 ‘
sb CONFIGURE MONGODE AND SOLR |ALUWIAPMY CTOOL ‘Web UI 'Checking For Microsoft NET Framework 4 8 \
|AUWIAPMY CTOOL ‘Web UI Checking For Microsoft ACE.OLEDB 12.0 \
IAUWIAPMY CTOOL Web UI Checking For 115 ‘
um SERVER CONFIGURATION | AUWWIAPMY CTODL Web UI Checking For Certificate \
|ALUWIAPMY CTOOL Web Ul Checking For PythonCertificate \
|AUWIAPMY CTOOL Data Collector Checking For Port 8012 \
PRE-RECLIISITE CHECKER | ALWVIAPMY CTOOL Data Collector Checking For Microsoft .NET Framework 4 8 \
| ALWWIAPMY CTOOL Data Collector Checking For Certificate \
.m CONFIGURE ADMIN DETAILS | ALV APAY CTOOL Email Service Checking For Port 9025 \
IALMVIAPMY CTOOL Email Service Checking For Microsoft .NET Framework 4.8
IALMVIAPMY CTOOL Email Service Checking For Certificate
m INSTALLATION IALMVIAPMY CTOOL Generic Executor Checking For Port 8015
AL APMY CTOOL Generic Executor Checking For Microsoft NET Framework 4.8
View Installation Guide G) Failed but not mandatory | X Failed and mandatory | " Success

Figure 11 - Prerequisite Checker

The Pre-requisite Checker always runs as part of the BigFix Runbook Al setup.

2. A progress bar appears while the Pre-Requisite Checker runs.

Pre-Requisite Checker

Total No of Request 74 | Successful 55 | Failed 19

IP Address/Host Name Component Prerequisite Status  *
localhost Web UI Checking For Certificate v
localhost Web UI Checking For PythonCertificate v
localhost Data Collector Checking For Port 8012 X
localhost Data Collector i Checking For Microsoft \NET Framewaork 4.8 v
localhost Data Collector A Checking For Certificate v’
localhost Email Service | ] Checking For Port 9025 X
localhost Ernail Se—nvltg y Checking For Microsoft \NET Framewaork 4.8 Vv
localhost Email Service Checking For Certificate v
localhost Generic Executor Checking For Port 8015 X
localhost Generic Executor Checking For Microsoft \NET Framewaork 4.8 v
localhost Generic Executor Checking For Certificate v’
localhost iKnowledge Checking For Port 8024 )(
localhost iknowledge Checking For Python 3.6.0 v
localhost iKnowledge Checking For Apache 2.4 v’ .

@ Failed but not mandatory | X Failed and mandatory |~/ Success

Figure 12 - Pre-Requisite Checking in Progress

If you encounter a failure status for any of the Ports, either go back Section 3.4.4- Component Setup, to
choose a different port, or make sure all the mentioned ports are available to use

3. In the Status column, each prerequisite is marked a success or a failure.
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() BigFix

Pre-Requisite Checker @
Total No of Request 74 | Successful 55 | Failed 19
IP Address/Host Name Component Prerequisite Status  *
localhost Web Ul Checking For Certificate v
localhost Web Ul Checking For PythonCertificate v
localhost Data Collector Checking For Port 8012 X
localhost Data Collector Checking For Microsoft \NET Framework 4 8 v
localhost Data Collector Checking For Certificate v
lacalhost Ernail Service Checking For Port 9025 X
localhost Ernail Service Checking For Microsoft \NET Framework 4.8 v
localhost Ernail Service Checking For Certificate v
localhost Generic Executor Checking For Port 8015 X
localhost Generic Executor Checking For Microsoft .NET Framewaork 4.8 v
localhost Generic Executor Checking For Certificate v
localhost iKnowledge Checking For Port 8024 )(
localhost iknowledge Checking For Python 3.6.0 v
localhost iKnowledge Checking For Apache 2.4 v .

® Failed but not mandatory | X Failed and mandatory |+ Success

Figure 13 - Pre-Requisite Checker Status

- In case of failure, Re-Run button appears.

- Please ensure that the identified issue is resolved and re-run the pre-requisite
checker.

4. Upon successful validation of all the pre-requisites, Next button is enabled
5. Click Export to export the Pre-Requisite Checker report, if required.

Checking For Port 8007

Pre-Requisite Checker @

Total No of Request 46 | Successful 46 | Failed 0

IP Address/Host Name Component Prerequisite Sstatus  *
localhost ‘Web U| Checking For Microsoft ACE.OLEDB.12.0 A
localhost Web Ul Checking For 11§ v
localhost Web Ul Checking For Certificate v
localhost Web U| Checking For PythonCertificate v
localhost Data Collector Checking For Port 8014 v
localhost Data Collector Checking For Microsoft .NET Framework 4.8 v
localhost Data Collector Checking For Certificate v
localhost Ernail Service Checking For Port 9026 v
localhost Ernail Service Checking For Microsoft \NET Framework 4.8 v 4
localhost Erail Service Checking For Certificate v
localhost Generic Executor Checking For Port 8016 v
localhost Generic Executor Checking For Microsoft \NET Framework 4.8 v
localhost Generic Executor Checking For Certificate a
lacalhost iParse v
P

(I) Failed but not mandatory | X Failed and mandatory |~/ Success

Figure 14 - Prerequisite Checker Report

Use Back to go to the previous page.
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6. Click Next. The Configure Admin Details page appears.

3.4.7 Configure Admin Details

Administrative roles provide controlled decentralization of administrative responsibilities and the
functionality to add or manage more administrators or users, manage settings, and perform

governance actions.

This section describes the steps involved to configure the Super Administrator which is required

after the initial setup of BigFix Runbook Al.

To configure Super Administrator details, perform the following steps:

1. On the Configure Admin Details page, type the new administrator’'s Name, Email and Password.

o) oosmsnie Configure Admin Details
vem Name = lk{mel Name ‘
‘= COMPONENTSELECTION
Email = [Erwel Email ‘
o CONFIGURE MONGODB AND SOLR Password * IEM'EI Password ‘
" Re-enter Password * |Re-enter Password ‘
o() SERVER CONFIGURATION
Password Policy: Password must contain at least 1 capital letter,1 small letter,1 numberand 1 special character and 8-15 characters length.
2 ; AUISITE CHECK . ) .
/' BRE-REQUISITE CHECKER Space notallowed.Only!,@,#$,% Special characters are allowed.
@ CONFIGURE ADMIN DETAILS
{’) INSTALLATION
View Installation Guide
o . .
@ siorix

Figure 15 - Configure Admin Details

If the database provided in the Database Setup already exists at the time of installation, then the
Configure Admin Details page will remain unavailable.

Post installation, the administration console can be accessed by this Super Administrator account
to configure BigFix Runbook Al.
2. Click Next to review the information provided on previous pages.

Click Reset to reset the admin credentials. Click Back to navigate to the previous pages for making any
changes. All fields marked with an asterisk (*) are mandatory.
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3.4.8 Install

This section describes the installation of BigFix Runbook Al after all components and admin
configuration is completed.

1. Before proceeding with the Installation, review the information on the Installation page and, if
required, click Back to make any changes.
2. Click Run to start the installation.

Installation Overall Status : Not yet started @

a DATABASE DETAILS
Server Type : Database

Server Details
COMPONENT SELECTION IP/Hostname Address :localhost

Database
CONFIGURE MONGODB AND SOLR
Database Instance

Database Name: iAutomateDB

B B

SERVER CONFIGURATION

Server Type : Web | Application
Server Details
IP Address :localhost User Name : DryiceUser

W PRE-REQUISITE CHECKER

& CONFIGURE ADMIN DETAILS
WebUl

Component Name: Web Ul
INSTAECATION Site Name: HCLiAutomateBaseUl

Path : C\NewFolder
View Installation Guide

() BigFix

Figure 16 — Installation

The progress bar displays the installation progress.
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Installation OverAll Status In Progress @
Server Type : DataBase 2
Server Details
IP/Hostname Address : localhost
DataBase
(11 1))

DataBase Instance:
Database Name: iAutomateDB

Server Type : Web
Server Details

IP Address : localhost UserName : DrylcelUser

Web Ul
Component Name: Web Ul

Site Name: HCLiAutomateBasell
Path : C:\iAutomateComponent

Figure 17 - Installation Progress

Installation OverAll Status © Fail @

IP/Hostname Address : localhost

DataBase
DataBase Instance: Success

DataBase Name: iAutomateDB

Server Type : Web
Server Details

IP Address : localhost UserName : Drylcelser

Web LI

ComponentName: Web Ul Folderffile is missing at Sourcepath C:\D Drive\|Aul

Site Name: HCLiAutomateBasell

< >
Path : C:\iAutomateComponent
Web API
Component Name: Web AP Success y

>

Roll Back

Figure 18 - Installation Progress (In case of failure)

In case of installation failure, error messages for the corresponding component appear on the screen.
Click Rollback button to uninstall the components and re-run the Installer after resolving the issues. To
perform the cleanup, delete all the folders manually on the server installation path provided earlier.
Contact the product team administrator for further assistance.

3. After successful installation, the Launch Application button appears. Click Exit to exit the installer.
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Repol’t OverAll Status ©  Success @

Server Type : DataBase
Server Details

IP/Hostname Address : localhost

DataBase
DataBase Instance Success

DataBase Name: iAutomateDB

Server Type : Web
Server Details

IP Address : localhost UserName : Drylcellser
Web UI

Component Name: Web Ul Success
Site Name: HCLiAutomateBasell

Path : C:\iAutomateComponent

Launch Application

Figure 19 - Installation Successful

Navigate to the {PythonHome}/Lib/site-packages/pkg_resources/ vendor folder and Delete the below
marked folders.

Data (C:) > Python38 > Lib > site-packages > pkg_resources > _vendor v | ®
[ D Name = Date modified Type Size
_pycache__ 8/2/2022 12:20 AM File folder
importlib_resources 8/2/2022 12:220 AM File folder
jaraco 8/2/2022 12:20 AM File folder
more_itertools 8/2/2022 12:20 AM File folder
packaging 8/2/2022 12:20 AM File folder
pyparsing 8/2/2022 12:20 AM File folder
A _init_ 8/2/2022 12:20 AM Python File 0K8
[# appdirs 8/2/2022 12:20 AM Python File 25K8
# Zipp 8/2/2022 12:20 AM Python File 9KB

Figure 20 - Delete Folders before launch

4. Restart all Apache/ Python component services.
5. Click Launch Application button to start BigFix Runbook Al.
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Welb Ul can take bit more time in launching application as 1S is configuring website for first time. WebSite URL : -
http://localhost:8001

Figure 21 - Message on Launching BigFix Runbook Al

6. Click OK to navigate to the BigFix Runbook Al Login Page.

Contact us | Copyright © 2016, 2023 HCL Technologies Limited | Supported Browsers Google Chrome, Firefox, and Microsoft Edge | Version - 6.3 | Build Version : 5997.1

Figure 22 - BigFix Runbook Al Login Page

3.5 Post Installation Activities

This section describes how to perform certain post installation activities which are strictly

dependent on the organization’s requirements.

It includes the following:

Enable Secure Communication (Changing HTTP to HTTPS)

Configuration Changes — Certificate Name Change (Type — PFX)

Configuration Changes — Certificate Name Change (for PEM/CRT/KEY Certificates)

Load Balancer Configuration

Configuration Changes - Access BigFix Runbook Al without Certificate (Type — PFX)

Configuration Changes - Access BigFix Runbook Al with Certificate (Type — PFX)
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Configuration Changes - Access BigFix Runbook Al without Certificate (Type — PEM)

Configuration Changes — SaaS based Ticket Analysis

Configuration Changes — Run BASEUI and WEBAPI on same port

All the post installation activities listed above are optional.

3.5.1 Enable Secure Communication (Changing HTTP to
HTTPS)

This section describes how to enable the secure communication by changing HTTP to HTTPS. It can

be enabled for both the BigFix Runbook Al website and the deployed components.

3.5.1.1Website Only

This section describes how to enable the secure communication by changing HTTP to HTTPS for the
BigFix Runbook Al website.

Following changes are required in the underlying components to achieve the same.

3.5.1.1.1Key Rotation Service (KRS)

To change the hosting of KRS from HTTP to HTTPS using the existing certificate, for e.g.
'HclTech.iautomate.Web', please follow the below steps:

1. Press Win+R and type inetmgr.
2. Click OK to openl lIS.

4 Run

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: |m

==

Cancel Browse...

Figure 23 - Hosting KRS from HTTP to HTTPS
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3. Expand Sites and click HCLiAutomateKRS.

...... W5 Start Page

2
|2} Application Pools
v (@] Sites
> 0 HCLiAutomateBaseUl
v & HCLiAutomatekRS
"5 .[7] App_Code

-E bin

.| Contents

.| MasterPage

[ scripts
HCLiAutomateWEBAPI

>
>
R
> @

Figure 24 - Hosting KRS from HTTP to HTTPS (cont.)

4. Click on Bindings in the Edit Site section.

i.-[2} Application Pools
v (8] Sites
> & HCLiAutomateBaseUl
v € HCLiAutomatekRS
. 5.7 App_Code
s [ bin
5 . Contents
5> -[7] MasterPage
5 [ scripts
> € HCLiAutomateWEBAPI

ASP.NET

= ‘

2 & @B @ G
NET NET .NET Error NET .NET Profile

Authorizat... Compilation Pages  Globalization

'\7\":/) = é% LI‘-"I

.NET Roles  .NET Trust .NET Users Application Connection
Levels Settings Strings

P E @ L @

Machine Key Pagesand  Providers Session State SMTP E-mail
Controls

Figure 25 - Hosting KRS from HTTP to HTTPS (cont.)
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. Site Bindings ? 4 Actions
0 HCLiAutomate s "
Gy Explore
Filter: .1 Type Hast Mame Part IP Address Binding Infarma... Add... ‘ Edit Perrmissions..,
htt, 8080 * it Si
ASP.NET P Edit. Edit Site
Y ‘ Bindings...
::& \'@/ Rermove Basic Settings..,
NET NET N g Wiews Applications
Authorizat.. Compilation Browse \iew Wirtual Directories
m BS= Manage Website ()
: -
Machine Key  Pagesand P & Restart
Contrals P Start
15 B ctop
@ Browse Website
o= ®1 Browse “2080 thttp)
AP Authentic.. Advanced Settings..,
Y Close Configure
E ﬁt T = _— Lirnits...
Logging  MIME Types  Modules Output Request S5L Settings @ Help
Caching Filtering
Management ~
Configurat...
Editar

5. Click Add New.

6. Select Type as ‘https’. Port information gets populated automatically. Select the SSL Certificate.

7. Click OK.

Figure 26 - Hosting KRS from HTTP to HTTPS (cont.)

Actions

B Explare

Edit Permissians...

Edit Site
Bindings...
Basic Settings...

Wiew Applications

Wieww Virtual Directaries
Manage Wehsite '.:{\:'
‘e Restart
P Start
B ctop

Browse Wehsite
Browse *:8080 (http)
Advanced Settings...

. Site Bindings 7 x
0 HCLiAutomate
Add Site Binding ? * _l
Filter: -9 Type -
ASP.NET http Type: 1P address: Part:
— @ |https v| ‘AH Unassigned v‘ |=143 |
5 e Host name: :
NET MET N
Authorizat.,, Compilation | | e
ﬁ == [] Require Server Name Indication
L
Machine Key  Pages and P
Controls S5L certificate:
s [HCLisutamate v| [ st || vew. |
2 b
ASP Authentic.., | Ok | ‘ Cancel |
P o Close
8@ = L. - -
Logging  MIME Types  Modules Cutput Request 350 Settings
Caching Filtering
Management -
Configurat...
Editor

Figure 27 - Hosting KRS from HTTP to HTTPS (cont.)

8. Right click HCLiAutomateKRS.

9. Click Explore.

10. Find Web.config file and open it in a Notepad.
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¥ Web.config

Figure 28 - Hosting KRS from HTTP to HTTPS (cont.)

11. Within the Web.config file, find the tag <security> and change it to <security mode=
"TransportWithMessageCredential">.

<zecurity mode="TransportWithMesz=zageCredential ">
“message clientCredentialType="Certificate" />
</security>

Figure 29 - Hosting KRS from HTTP to HTTPS (cont.)

12. Save the file for changes to be reflected.
13. Select the service and click Restart to restart the services.

3.5.1.1.2Base User interface

To change the hosting of BaseUl from HTTP to HTTPS using the existing certificate, for e.g.
'HclTech.iautomate.Web', please follow the below steps:

1. Press Win+R and type inetmgr.
2. Click OK to open lIS.

' Run >

= Type the name of a program, folder, document, or Internet
— resource, and Windows will open it for you.

Open: | EEEERE c

Cancel Browse...

Figure 30 - Hosting Base user interface from HTTP to HTTPS
3. Expand Sites and click HCLiAutomateBaseUI.
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[z} &pplication Poals

o] Sites
> & HCLidutomateBasell
v & HCLitutomateWEBAP]
> bin
s [ isutamateWebApilag
> [P KRS
»

A scripts

Figure 31 - Hosting Base user interface from HTTP to HTTPS (cont.)
4. Click on Bindings in the Edit Site section.

File  View Help

[ V HCLiAut teBaseUl H |
=] | 9= | ! 'omateBase lome
e -id2 e 0
& Filter: % Go - Showal : B
o9 ilter: * ¥ Go - (G Show Group by: Area 20
-1 Application Pools ASP.NET -~
vw Sies 2 & — = e P e »
=0 a = N\ =
> € Default ‘. RZ o @ {O= 2 ?) .;E) =) ab
> 49 HCLitutomateBaseUl NET NET  NETEmor  .NET  NETProfile .NETRoles .NETTrust .NETUsers Applicstion Connection
> @ HCLibutorateWEBAPI i Compi Pages Levels Settings Strings

s D Test ﬂ B 'S‘J g,& ;‘H

Machine Key Pagesand  Providers  Session State SMTP E-mail

Controls
s “ & Stog
| 3 =) = -~ BB \ Browse Website
- d o B @ @ <« @ ® o :
AP Authentic... cal Compression  Default Directory  EmorPages  Handler HTTP I1SAPI Filters

Document  Browsing Mappings  Respon...

5 S o o o=

@ = #H = & §

Logging  MIMETypes Modules  Output  Request  SSL Settings
Caching  Filtering

Management -

Configurat...
Editor

Figure 32 - Hosting Base user interface from HTTP to HTTPS (cont.)
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. Site Bindings ? 4 Actions
0 HCLiAutomate s "
Gy Explore
Filter: .1 Type Hast Mame Part IP Address Binding Infarma... Add... ‘ Edit Perrmissions..,
htt, 8080 * it Si
ASP.NET P Edit. Edit Site
Y & Bindings...
::& @ Rermove Basic Settings..,
NET NET N g Wiews Applications
Authorizat.. Compilation Browse \iew Wirtual Directories
m Manage Website ()
y -
Machine Key  Pagesand P & Restart
Contrals P Start
15 B ctop
'y Browse Website
= Fourse it
1 & 8080 (http)
AP Authentic.. Advanced Settings..,
Y Close Configure
E J’Jﬂ Lirnits...
O = =
Logging  MIME Types  Modules Output Request S5L Settings @ Help
Caching Filtering
Management ~
Configurat...
Editar

5. Click Add.

Figure 33 - Hosting Base user interface from HTTP to HTTPS (cont.)

6. Select Type as https. Port information gets populated automatically. Select the SSL Certificate.

7. Click OK.

. Site Bindings ? * Actions
O HCLiAutomate -
2dd Site Binding 7 X 2 Bplore
Eilter: . Type " | Edit Permissions...
ASP.NET http Type: 1P address: Port: Edit Site
—, & https | (Al Unassigned vl Bindings...
::3 @ Mg e Basic Settings...
Host narme!
MET MET M | | Wiew Spplications
Authorizat... Compilation : Wiews Virtual Directories
= O Require Server Name Indication _ —~
E: Manage Website 1£3]
g 2 Restart
Machine Key  Pages and P e Resta
Contrals 5L certificate: b Start
IS HCL idsutomate v| | Select.. | | View.. | B Gop
@ Browse Website
fo =] Brawwse * 8000 (http)
Ok C |
Asp Authentic.., | | ‘ ance | Acbvanced Settings..
7 Y Clase Configure
% = _— - - Lirmits...
Logging  MIME Types  Modules Output Request S5L Settings @ Help
Caching Filtering
Management ~
Configurat...
Editar

Figure 34 - Hosting Base user interface from HTTP to HTTPS (cont.)

8. Right-click HCLiAutomateBaseUI.

9. Click Explore.
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10. Find Web.config file and open it in a Notepad.

¥ Web.config

Figure 35 - Hosting Base user interface from HTTP to HTTPS (cont.)

11. Within the Web.config file, find the key URL and change its value from HTTP to HTTPS.

<add kev="URL" wvalue="https://<ip>:<Port>/EKRS/KeyManagement.sva" />

Figure 36 - Hosting Base user interface from HTTP to HTTPS (cont.)

12. If the certificate is self-signed, find the key IsSelfSigned_KRS and change its value to ‘Y’. Else, the
value will be ‘N’.

<add key="IsSelfSigned KRS" value="N" />

Figure 37 - Hosting Base user interface from HTTP to HTTPS (cont.)

13. Save the file for changes to be reflected.
14. Select the service and click Restart to restart the services.

3.5.1.1.3Web API

To change the hosting of Web API from HTTP to HTTPS using the existing certificate, for e.g.
'HclTech.iautomate.Web', please follow the below steps:

1. Press Win+R and type inetmgr.
2. Click OK to open lIS.

' Run *

=7 Type the name of a program, folder, document, or Internet
== resource, and Windows will open it for you.

Open: | EEEREE -

Cancel Browse..,

Figure 38 - Hosting Web APl from HTTP to HTTPS

3. Expand Sites and right-click HCLiAutomateWEBAPI.
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4. Click Explore.

- @__E] Start Page
- -=.? Application Poals
v .[@] Sites
\ ,@. HCLi&utornateBasell
v @ HCLidutomateWERLP]
+ [ bin
[ ifutamateiebipilog
[P KRS
- [ scripts

Figure 39 - Hosting Web API from HTTP to HTTPS (Cont.)

5. Find Web.config file and open it in a Notepad.

¥ Web.config

Figure 40 - Hosting Web API from HTTP to HTTPS (Cont.)

6. Within the Web.config file, find the key ‘URL’ and change its value from HTTP to HTTPS.

<add keyv="URL" wvalue="https://<ip>:<Port>/KRS/KeyManagement.sva" />

Figure 41 - Hosting Web API from HTTP to HTTPS (Cont.)

7. If the certificate is self-signed, find the key IsSelfSigned_KRS and change its value to ‘Y’. Else, the
value will be ‘N’.

<add key="IsSelfSigned KRS" value="N" />

Figure 42 - Hosting Web API from HTTP to HTTPS (Cont.)

8. Save the file for changes to be reflected.
9. Select the service and click Restart to restart the services.

3.5.1.1.4Listener

To change the configuration of the Listener from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.
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3 Run =

E Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: ‘ SEMVICES.MSC v|

Figure 43 - Hosting Listener from HTTP to HTTPS

2. Click OK to open the Windows Services.

ik Services
File Action View Help

== | [ 1
Q,, Services (Local)
he2.4 ame escription tatus tartu e og On As
Apac M, Descripti 5 5 p Typ Log On A:
i E:‘3},}5scti\rax Installer (AxInstSV) Provides Us... Manual Local System
;t?osfa?fh;:;::ce E:‘.%)fxdol:ie Flash Player Update Service This service ... Manual Local System
@ airtel. QUC Automatic Local System
@AIUU}(H Router Service Routes Alllo... Manual (Trig...  Local Service
Description: unning
Apache/2.4.23 (Wing4) .

@},App Readiness Gets apps re.. Manual Local System
@Application Host Helper Service Provides ad... Running  Autematic Local System
@Application Identity Determines ... Manual (Trig...  Local Service
@Appllcatlon Information Facilitates t... Running  Manual (Trig...  Local System

Open55L/1.0.2h

5.“.';:,@;Ap;:tlicat:icm Layer Gateway Service Provides su... Manual Local Service
5.‘:@:,@;Applicaticm Management Processes in.. Manual Local System
::%Appx Deployment Service (AppXSViC) Provides inf... Manual Local System
E:‘?:,‘,ASP.I‘\II:—I' State Service Provides su... Manual Metwork Service
@AsslgnedAc:essManager Service AssignedAc... Manual Local System
@Auto Time Zone Updater Automatica... Disabled Local Service
5.”.%E»ackground Intelligent Transfer Service Transfers fil... Manual Local System
::% Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
@:&Base Filtering Engine The Base Fil.. Running  Automatic Local Service
@BES Client Facilitates u... Running  Autematic (D... Lecal System
@ BitLocker Drive Encryption Service BDESYC hos... Running  Manual (Trig...  Local System
@B\tLo:kEr Management Client Service BitLocker M... Running  Automatic (D... Local System
5.“.';:,@;E\c»ck Level Backup Engine Service The WBEMG... Manual Local System
::% Blue Coat Unified Agent ProvidesW... Running Automatic Local System
:Ck Bluetooth Handsfree Service Enables wir..  Runnin Manual (Trig... Local Service

Figure 44 - Hosting Listener from HTTP to HTTPS

3. Search for HCL.iAutomate.Listener service and right-click on it.
4. Click Properties.
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 Services

File  Action  Wiew Help
= |FT B o= HE »anp

Q& Services (Local)

Marne

ELHCLiAutomate,DC

€ HELuifwtornate. Entityhd odel
5@},HCL.i.ﬂ\utDmate.GenericExecutor
@HCL.iAutDmate.iParse
@HCL.iAutnmate.iRecommend
@},HCL.iAutnmate.iUnique
HCL.i&utomate.Listener
@HCL.iAutnmate.REACompnnf Start

HCL.iAutomate.Listener

Stop the service
Restart the service

5@},HCL.iAutDmate.ReIeaseSewic- Stop
@Human Interface Device Servit Pause
@H"u" Haost Service

Resume

@Hyper-'\f Data Exchange Servic
@Hyper-\-" Guest Service Interfac
@};Hyper—'\f’ GFuest Shutdown Ser. All Tasks 5
@Hyper-\-" Heartbeat Service

@Hyper-\-" PowerShell Direct Ser
5@}; Hyper-W Rermote Desktop Wirt Properties
@Hyper-\-" Time Synchronization
%Hyper-\-" Wolume Shadow Cop

Restart

Refresh

Help

Figure 45 - Hosting Listener from HTTP to HTTPS (cont.)

5. Copy the value mentioned in Path to executable field as shown in the image below.
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HCL.i&utomate Listener Properties (Local Cormputer) x

General LogOn Recovery  Dependencies

Service name: HCL.isutomate. Listener
Digplay name: HCL.isutomate. Listener
Drezcription:

Fath to executable;

WHOL. idutomate, Listner. Service. Host exe

Startup type: Automatic i

Service statuz: Running
Stark Stop FPauze Fezume

“'ou can specify the start parameters that apply when you start the zervice
fram hiere.

| (] 4 | Cancel Apply

Figure 46 - Hosting Listener from HTTP to HTTPS (cont.)

6. Open File Explorer, then paste the copied path and press Enter to open the desired folder.
7. Search for HCL.iAutomate.Listner.Service.Host config file and open it in a Notepad.

(2 HCL.iAutormate.Listner Service Host.exe 8M11,/2019 2:45 PhA COMFIG File 2KB

Figure 47 - Hosting Listener from HTTP to HTTPS (cont.)
8. Within the HCL.iAutomate.Listner.Service.Host config file, find the key URL and change its value
from HTTP to HTTPS.

<add keyv="URL" wvalus="https://<ip>:<ports" />

Figure 48 - Hosting Listener from HTTP to HTTPS (cont.)

9. If the certificate is self-signed, find the key IsSelfSigned_KRS and change its value to Y’. Else, the
value will be ‘N’.
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<add key="IsSelfSigned KRS" value="N" />

10. Save the file for changes to be reflected.
11. Select the service and click Restart to restart the services.

3.5.1.1.5Configuration Changes via GUI

To change the configuration of Screen from HTTP to HTTPS, please follow the below steps:

1. Login to BigFix Runbook Al using the Super Admin credentials.

2. Roll-over to the Environment and click BigFix Runbook Al Configuration.
3. Select Component Name as Web API.

4. Change the Load Balancer URL from HTTP to HTTPS.

Component Name * Web API M

Load Balancer URL* hitps://<IP=:<Port>

Test Connection Test Connection

Figure 49 - Changing LB IP via GUI from HTTP to HTTPS

5. Click Update to save the changes.

3.5.1.2Components

This section describes how to enable the secure communication by changing HTTP to HTTPS for the
BigFix Runbook Al Components.

As a prerequisite, user needs to have the Thumbprint of the certificate which can be identified
using the below steps:

1. Press Win+R and type mmc.
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= Run

5 Type the name of a program, folder, document, or Internet
= resource, and Windows will cpen it for you.

Open: | mmc

Figure 50 - Identify Thumbprint of the Certificate

2. Click OK to open the Microsoft Management Console.

ﬁ Consolel - [Console Root] — O X
B File Action View Favorites Window Help [- =%
== = H
|| Console Root Narne |m

| ComoleRoot &

There are no items to show in this view.

Figure 51 - Identify Thumbprint of the Certificate (cont.)

3. From the File menu, select Add / Remove Snap-in.
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ﬁ Consolel - [Console Root]

M ew

BRI

Open...

Save

Save As..,

Add/Remove Snap-in..
Options...

1 services.msc

2 certmgr.msc

3 secpol.msc

4 eventywr.msc

Exit

ﬁ File Action View Favorites Window

Ctrl+M
Ctrl+0
Ctrl+5

Ctrl+M

BigFix Runbook Al Installation Guide

Figure 52 - Identify Thumbprint of the Certificate (cont.)

4. From the Available snap-ins list, select Certificates, then click Add.
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£dd or Remowe Snap-ins *

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. Faor
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ins:
Snap-in Vendor " [7l Consale Root Edit Extensions...
¥ - "
L] ActiveX Control Microsoft Cor... Remove
Authorization Manager Microsoft Cor..,
Microsoft Cor...
= Component Services  Microsoft Cor... Move Lp
;fl Computer Managem... Microsoft Cor... . -
ﬁ Device Manager Microsoft Cor... s e
i Disk Management Microsoft and...
Event Viewer Microsoft Cor...
[IFolder Microsoft Cor...
_E,J' Group Policy Object ... Microsoft Cor...
(E@nternet Informatio...  Microsoft Car...
@. [P Security Monitor Microsoft Cor...
.g IP Security Policy M...  Microsoft Cor... o Achrameeton
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or & computer,

Figure 53 - Identify Thumbprint of the Certificate (cont.)

5. Click OK.
6. From the Certificates Snap-In window, select Computer Account and click Next.
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Certificates snap-in

This snap-n will always manage certificates for:
() My user account

() Service account

(®) Computer account
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< Back MNext =

Cancel

Figure 54 - Identify Thumbprint of the Certificate (cont.)

7. Inthe left pane, under Console Root, click Certificates (Local Computer).

8. Click Personal folder to expand it and then click Certificates folder to expand it.

“| Console Root
v _ﬁtl Certificates (Local Comput
v [] Personal
| Certificates

| Trusted Root Certificatii
~| Enterprise Trust
| Intermediate Certificatii
| Trusted Publishers
| Untrusted Certificates
~| Third-Party Root Certifi
| Trusted People
| Client Authentication |s
| Preview Build Roots
~| AAD Token lssuer
~| Other People
| eSIM Certification Auth
| Homegroup Machine C

~

-~

Issued To

] dfe29558-0f27-4733-Gcab-24e5...
] dfe29558-0f27-4733-Gcab-24e5...
] dfe29558-0§27-4733-Gcab-24e5...
] dfe29558-0§27-4733-Gcab-24e5..,
] dfe29558-0§27-4733-Gcab-24e5...
] dfe29358-0f27-4733-9cab-24€5...
] dfe29358-0f27-4733-9cab-24€5...
;] dfe29558-0727-4733-9cab-24€5...
;] dfe29558-0727-4733-9cab-24€5...
;] dfe29558-0727-4733-9cab-24€5...
;] dfe29558-027-4733-9cab-24e5...
;] dfe29558-0F27-4733-9cab-24e5...
] dfe29558-0f27-4733-Gcab-24e5...
] dfe29558-0f27-4733-Gcab-24e5...

q"iEJ HCL.iAutomate

Issued By

M5-Organization-P2P-Access [20..
M5-Organization-P2P-Access [20..
M5-Organization-P2P-Access [20..
M5-Organization-P2P-Access [20..
M5-Organization-P2P-Access [20...
M5-Organization-P2P-Access [20...
M5-Organization-P2P-Access [20...
M5-Organization-P2P-Access [20...
M5-Organization-P2P-Access [20...
MS-Organization-P2P-Access [20..
MS-Organization-P2P-Access [20..
MS-Organization-P2P-Access [20..
M5-Organization-P2P-Access [20..
M5-Organization-P2P-Access [20..

Root Agency

Expiration Date
A/6/2019
3/28/2019
7/11/2019
4/13/2019
3/19/2019
6/3/2019
6/16/2019
/472019
8/2/2019
7/3/2019
472372019
3/19/2019
3/19/2019
8/6/2019
1/1/2040

Intended Pu #
Server Authe
Server Authe
Server Authe
Server Authe
Server Authe
Server Auths
Server Auths
Server Auths
Server Auths
Server Authe
Server Authe
Server Authe
Server Authe
Server Authe
<All>

Figure 55 - Identify Thumbprint of the Certificate (cont.)

9. In the list of certificates, find certificate HclTech.iautomate.Web.

10. Double-click the certificate to open the Certificate dialog box.

11. Scroll through the list of fields and click Thumbprint to display the value.
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[ |

Certificate

Details | Certification Path

Show: [{AH:» vl

Field Value -
[=]subject

=] Public key RSA (2048 Bits)

Subject Key Identifier

Auﬂﬂcrity Key Identifier

Basic Constraints Subject Type=CA, Path Lengt...
Thumbprint algorithm shal

=] Thumbgprint b& 72 70 3b 9d 7 74 ce Ob da...

Edit Properties... | | Copy toFie... |

Learn more about certificate details

Lo ]

Figure 56 - Identify Thumbprint of the Certificate (cont.)

Following changes are required in the underlying components:

3.5.1.2.1Listener

To change the configuration of Listener from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.

Copyright © 2023 HCL Tech 77|Page



0 Big Fix BigFix Runbook Al Installation Guide

= Run x

E\ Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | services.msc v|

Figure 57 - Hosting Listener from HTTP to HTTPS

2. Click OK to open Windows Services.

5 Services
File Action View Help
Ll 4 [p®mmmw
. Services (Local)
Apache2.4 Name - Description Status Startup Type Log On As
@Adlva}(\nstallar (AxInst5V) Provides Us... Manual Local System
;t_:sfatr'r’:fh;:;::veice E:%A.dobe Flash Player Update Service This service ... Manual . Local System
'-:% airtel, QUC Automatic Local System
::(:%AHJO)‘H Router Service Routes Alllo... Manual (Trig..  Local Service
Description: Running matic
g;;:‘l;;{i.:éié\ﬂm&] -QApp Readiness Gets apps re... Manual Local System
@Appllcatlon Haost Helper Service Provides ad... Running  Automatic Local System
5.“.';:,@;Ap;:tlicat:icm Identity Determines ... Manual (Trig..  Local Service
5.‘:@:,@;Applicaticm Information Facilitatest..  Running  Manual (Trig..  Lecal System
::%Application Layer Gateway Service Provides su... Manual Local Service
@Application Management Processes in... Manual Local System
Eg)f\pp)( Deployment Service (AppXSVC) Provides inf... Manual Local System
E:{%A’SP.NI:T State Service Provides su... Manual Network Service
@AssignedAcce;sManager Service AssignedAc.., Manual Local System
5:%Aum Time Zone Updater Autematica.., Disabled Local Service
:Q,Background Intelligent Transfer Service Transfers fil... Manual Local System
E:‘?:,‘,Ban:kgrm.md Tasks Infrastructure Service Windows in... Running  Autematic Local System
EgBase Filtering Engine The Base Fil... Running  Autematic Local Service
@BES Client Facilitates u... Running  Automatic (D... Local System
@ BitLocker Drive Encryption Service BDESVC hos.. Running Manual (Trig..  Lecal System
@B\tLOCkEI’ Management Client Service BitLocker M. Running  Autematic (D.. Lecal System
::%B\ock Level Backup Engine Service The WBEMG... Manual Local System
E:‘?:,‘,B\ue Coat Unified Agent Provides W... Running  Autematic Local System
EQB\ue‘moth Handsfree Service Enables wir... Running Manual (Trig... Lecal Service
E:{%B\ueftooth Support Service The Bluetoo... Running  Manual (Trig...  Local Service
5.“.';:,@;k?»ranch(:ache This service ... Manual Metwork Service
@ Capability Access Manager Service Provides fac... Manual Local System
::%Certificate Propagation Copies user.. Running  Automatic Local System
E:‘?:,‘,Cist:ci AnyConnect Metwork Access Manager Establishes ... Running  Autematic Local System
R e . .. . hem e - - .. .. e

Figure 58 - Hosting Listener from HTTP to HTTPS (cont.)

3. Search for HCL.iAutomate.Listener service and right-click on it.
4. Click Properties.
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Eﬂ Services
File  Action View Help
e | FE 0=z HmE venp

Q& Services (Local) Q
HCL.iAutomate.Listener Marne
CEHCLifutamate,DC
Stop the service A . .
Restart the service -:&HCL.l.ﬂ\utDmate.EntltyMDdeI

5@},HCL.iAutDmate.GenericExecutor
@HCL.iAutomate.iParse
5@HCL.iAutumate.iRecummend
@HCL.i.ﬂ\utDmatE.iUniquE

CLiAutomate.Listener

E:’:'%H(:L.i.ﬂ\l.,ltlznmate.RFj.’lCamr:n:nm Start
5@},HCL.iAutDmate.ReIeaseSewim Stap
@Human Interface Device Servi Pause
E;"ﬂ'%H‘L-" Host Service
; ) Resurme
@'&H}fper-\-" Data Exchange Servic

Restart

E:’:'*‘:%Hj.aper-‘u" Guest Zervice Interfac
E:’,f.:'%Hj.aper-"u" Guest Shutdown Zer, Al Tasks
@};Hyper—'\f’ Heartheat Service

5:""@H}»per—"u" PoverShell Direct Set Refresh
5@ Hyper-Y Rernote Desktop Wirt Properties
@&H}fper-\-" Tirmne Synchronization
E:’:'%Hyper-‘u"\u"alume Shadow Cop Help

Figure 59 - Hosting Listener from HTTP to HTTPS (cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.
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HCL.i&utomate Listener Properties (Local Cormputer) x

General LogOn Recovery  Dependencies

Service name: HCL.isutomate. Listener
Digplay name: HCL.isutomate. Listener
Drezcription:

Fath to executable;

WHOL. idutomate, Listner. Service. Host exe

Startup type: Automatic i

Service statuz: Running
Stark Stop FPauze Fezume

“'ou can specify the start parameters that apply when you start the zervice
fram hiere.

| (] 4 | Cancel Apply

Figure 60 - Hosting Listener from HTTP to HTTPS (cont.)

6. Open File Explorer and paste the copied path and press Enter to open the desired folder.
7. Search for HCL.iAutomate.Listner.Service.Host config file and open it in a Notepad.

(=2 HCL.iAutomate Listher. Sendce Host, exe 841129 245 PRa COMFIG File 2KE

Figure 61 - Hosting Listener from HTTP to HTTPS (cont.)

8. Within the HCL.iAutomate.Listner.Service.Host config file, find the key URL and change its value
from HTTP to HTTPS

<add keyv="URL" wvalus="https://<ip>:<ports>" />

Figure 62 - Hosting Listener from HTTP to HTTPS (cont.)

9. Within the HCL.iAutomate.Listner.Service.Host config file, find the key ‘IsSelfSigned_Service’ and
change its value from N to Y.



0 Big Fix BigFix Runbook Al Installation Guide

<add key="IsSelfSigned Service" value="N"/>

Figure 63 - Hosting Listener from HTTP to HTTPS (cont.)

10. Save the file for changes to be reflected.

11. Open the command prompt as administrator and run the following command.
netsh http add sslcert ipport=<ip>:<port on which service is
running> appid={£fa605232-£580-4d28-895e-3e021ffed82d}

certhash="<Thumbprint of the certificate>"

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

12. Select HCL.iAutomate.Listener service and click Restart to restart the service.

' Services (Local)

HCL.iAutomate.Listener Marne Description Status Startup Type
\:".‘;HCL.lAutnmate.DC Running  Autornatic
stop the service -S.;/_‘;HCL.iAutomate.Ent\tyMode\ Apache/2 ... Running  Autormatic

Bestart the service

{,‘é‘;HCL.iAutomate.GenericExecutor Running  Autormatic
{,‘é‘;HCL.iAutomate.iParse Apachefd4... Running  Autormatic
».','(I“EHCL.iAutUmate.iRchmmend Apache/24... Running  Automatic

»E,:} HCL.ifdutamate.ilnique
E= A HC | idutomate,Listener Running  A&utoratic
‘ELHCLisutamate, REAC amponent Running  A&utormatic
{,‘é‘;HCL.iAutomate.ReIeaseSeMce Running  Autormatic

Apachef2d... Running  Automatic

Figure 64 - Hosting Listener from HTTP to HTTPS (cont.)

3.5.1.2.2Data Collector

To change the configuration of Data Collector from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.
I Run *

— Type the name of a program, folder, document, or Internet
— resource, and Windows will open it for you,

Open: | SEMVICES.MEC -

Cancel Browse...

Figure 65 - Hosting Data Collector from HTTP to HTTPS

2. Click OK to open Windows Services.
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Tk Services
File Action View Help
| FEcE HE >80

Sﬂ Services (Local)

~

Apache2.4 Name Description Status Startup Type Log On As
@Adiva}(\nstallar (AdnstSV) Provides Us... Manual Local System
Stop the service e . k .
Restart the service ::&Adobe Flash Player Update Service This service ... Manual Local System
i\-{% airtel. QUC Automatic Local System
AllJayn Router Service Manual (Trig...  Local Service
Description: \ : ti

Apache/2.4.23 (Wingd)

OpenssL/1.0.2h -::&App Readiness Gets apps re.. Manual Local System

@},Application Host Helper Service Provides ad... Running  Autematic Local System
@Application Identity Determines ... Manual (Trig...  Local Service
@Appllcatlon Information Facilitates t...  Running  Manual (Trig...  Local System
@Appllcatlon Layer Gateway Service Provides su... Manual Local Service
5.“?:,@;Ap;:tlicat:icm Management Processes in.. Manual Local System
5.‘é’:,@;ﬁur.t;:t)( Deployment Service (AppXSVC) Provides inf... Manual Local System
@},ASP.NEI’ State Service Provides su... Manual Metwork Service
@AssignEdAccessManagEr Service AssignedAc... Manual Local System
@Auto Time Zone Updater Automatica... Disabled Local Service
E:‘;‘%Backgmund Intelligent Transfer Service Transfers fil... Manual Local System
E;‘:%E»ackground Tasks Infrastructure Service Windows in... Running  Automatic Lacal System
5.“E%E'ase Filtering Engine The Base Fil.. Running  Automatic Local Service
@}, BES Client Facilitates u.. Running  Autematic (D.. Lecal System
::5% BitLocker Drive Encryption Service BDESYC hos.. Running  Manual (Trig..  Lecal System
@B\tLockEr Management Client Service BitLocker M... Running  Autematic (D... Local System
E:{%B\ock Level Backup Engine Service The WBENG... Manual Local System
E:{%B\ue Coat Unified Agent Provides W... Running  Automatic Local System
5.“?:,@;E»\ue‘cc»c»th Handsfree Service Enables wir.. Running Manual (Trig.. Lecal Service
::%B\uetooth Support Service The Bluetoo.. Running  Manual (Trig..  Lecal Service
@},BranchCache This service ... Manual Metwork Service
i@& Capability Access Manager Service Provides fac... Manual Local System
@Certificate Propagation Copies user ... Running  Autematic Local System
E\-{%Cl;co AnyConnect Metwork Access Manager Establishes ... Running  Automatic Local System

Figure 66 - Hosting Data Collector from HTTP to HTTPS (cont.)

3. Search for HCL.iAutomate.DC service and right-click on it.
4. Click Properties.

| semicesttoca)

HCL.iAutomate.DC MNarne - Description Status Startup Type Log Cn &s
gtf;ta_!ﬂihfgcwﬁce é;‘,HCL.lAutomate.Entit}fModel Apachef24... Running  Autoratic S
. (CEHCLisutomate. GenericExecutor Running  Automatic Stap

@;‘,HCL.iAutomate.iParse Apache/24.. Running  Autormatic Pause
@;‘,HCL.iAutomate.iRecommend Apachef2 4., Running  Autormatic Fesurme
@;‘,HCL.iAutomate.iUnique Apachef24.. Running  Autormatic Restart
@HCL.iAutomate.Listener Running  Autarmatic
ELHCLibutamate RBACompanent Running  Autamatic Al Tasks 4
E;’:'-:.?3H(:L.iAutu:-mate.ReleaseSer\.filme Running  Automatic Refresh
@%Human Interface Device Service Activates an,., tanual (Trig.
@%H‘u” Host Service Provides an .., tanual (Trig. Properties
@%Hyper-\f Data Exchange Service Providesa .. fanual (Trig. Help
j er-i Guest Service Interface Provides an .. T IV E LT P ——

Figure 67 - Hosting Data Collector from HTTP to HTTPS (cont.)

5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.
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HCL.i&utormate DC Properties (Local Computer) x
Gereral LogOn Recovery Dependencies

Semvice name: HCL. isutomate. D C

Dizplay name: HCL. isutomate. D C

Dezcription:

Path to executable:
(e el R e e =Tt el H CL itutomate. D ataCollector Service. Host exe

Startup bupe: Autamatic i

Semvice status:  Running
Start Stop FPauze Resume

ou can specify the start parameters that apply when vou start the service
fram here.

Cancel Apply

Figure 68 - Hosting Data Collector from HTTP to HTTPS (cont.)

Open File Explorer and paste the copied path and press Enter to open the desired folder.
Search for HCL.iAutomate.DataCollector.Service.Host.exe config file and open it in a Notepad.

& HCL.iswtomate DataCollector, Service Host.exe 252019 712:04 P COMFIG File 2EB

Figure 69 - Hosting Data Collector from HTTP to HTTPS (cont.)

Within the HCL.iAutomate.DataCollector.Service.Host.exe config file, find the key
‘ServiceHostURL’ and change its value from HTTP to HTTPS.

<add keyv="ServiceHostURL" walue="https://<ip>:<port>/DataCollector/" />

Figure 70 - Hosting Data Collector from HTTP to HTTPS (cont.)

Within the HCL.iAutomate.DataCollector.Service.Host.exe config file, find the key
‘securityMode_Service’ and change its value from 2 to 3.
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<add key="securityMode Service" value="3"/>

Figure 71 - Hosting Data Collector from HTTP to HTTPS (cont.)

10. Within the HCL.iAutomate.DataCollector.Service.Host.exe config file, find the key
‘IsSelfSigned_Service’ and change its value from Nto Y.

<add key="IsSelfSigned Service" value="N"/>

Figure 72 - Hosting Data Collector from HTTP to HTTPS (cont.)

11. Save the file for changes to be reflected.
12. Open the command prompt as administrator and run the following command.

netsh http add sslcert ipport=<ip>:<port on which service is
running> appid={dcd67c7b-c67a-4956-bi4cc-6545aceld2e9}

certhash="<Thumbprint of the certificate>"

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.DC service and click Restart to restart the service.

~. Services (Local)
HCL.iAutomate.DC MHarme Description Status Startup Type
PHC L iAutamate, 0C Running
EEHCLiAutomate. Entitybdadel Apachef2 .. Running  Automatic
LHCLiAutomate, GenericExecutor Rurnning  Automatic
L HCL.ifwutomate iParse Apachef24... Running  Automatic
LHCLisutomate iRecommend Apachef2d..  Running  Automatic
EHCLifutomate.ilUnique Apachef2 4. Running  Automatic
LHCLiAutomate, Listener Rurnning  Automatic

Autormatic
Stop the service
Restart the service

EHCLifutomate. RBAComponent Running  Automatic

LHCLiAutomate. ReleaseService Rurnning  Automatic

fHurnan Interface Device Service Activates an.. Marnual (Trig...
L HW Host Service Provides an .. Manual (Trig...
b Hyper-Y Data Exchange Service Provides a .. Marnual (Trig...
i Hyper-Y Guest Service Interface Provides an .. Manual (Trig...
b Hyper-Y Guest Shutdown Service Prowides a .. Manual (Trig..
b Hyper-Y Heartbeat Service banitars th.. Manual (Trig...
f Hyper-Y PowerShell Direct Service Prowides a .. Marnual (Trig..
t Hyper-Y Remote Desktop Virualization Service Provides a p.. Manual (Trig...
f Hyper-Y Time Synchranization Service Syhchronize... Manual (Trig...
f Hyper-Y Walume Shadow Copy Requestar Coordinates... Manual (Trig...
LIS Adimin Service Enables this.. Running  Automatic

L IKE and SuthlP IPsec Keying Madules The IKEEXT ...  Bunning  Autormatic (T..

A5 45: 151 45 45 40 45 40 450 40 450 451 46 45 45: 451 45 451 40

Figure 73 - Hosting Data Collector from HTTP to HTTPS (cont.)
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3.5.1.2.3Generic Service

To change the configuration of Generic Service from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.

= Run *

=7 Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: SEMVICES.MEC -

Cancel Browse...

Figure 74 - Hosting Generic Service from HTTP to HTTPS

2. Click OK to open Windows Services.

L Services

File Action View Help

= E Bz HE > 8 uwp

. Services (Local) . Services (Local)
Apache2.4 Name - Description Status Startup Type Log On As
X '-.'::?)Activax Installer (AxInstSV) Provides Us... Manual Local System

%_!;at::hs:;::\:ce :C:‘!,Ad obe Flash Player Update Service This service ... Manual Local System
L airtel, OUC Automatic Local System
E “;A”JO}{H Router Service Manual (Trig...  Local Service

Description: _ y Automnatic

g;;z;’;?jféié\l\’m&) '-.?,App Readiness Gets apps re... Manual Local System
5 Application Host Helper Service Provides ad... Running  Autematic Local System
:C:Q,Appllcatlon Identity Determines ... Manual (Trig...  Local Service
E‘;{,Application Information Facilitatest..  Running  Manual (Trig..  Lecal System
E‘;{,Application Layer Gateway Service Provides su... Manual Local Service
%Application Management Processes in.. Manual Local System
'-.':-:!,Appx Deployment Service (AppXSVC) Provides inf... Manual Local System
'-.'::?)ASP.NEI' State Service Provides su... Manual Metwork Service
@AsslgnEdAcce;sManagEr Service AssignedAc... Manual Local System
k‘:{,Auto Time Zone Updater Autematica... Disabled Local Service
E‘;{,Background Intelligent Transfer Service Transfers fil... Manual Local System
1{:5 Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
'-.':!,Base Filtering Engine The Base Fil... Running  Autematic Local Service
'-.':?JBES Client Facilitates u... Running  Autematic (D... Local System
:C:b BitLocker Drive Encryption Service BDESVC hos... Running  Manual (Trig...  Local System
k‘:‘;{,B\tLockEr Management Client Service BitLocker M... Running  Autematic (D... Lecal System
E‘;{,B\ock Level Backup Engine Service The WBEMG... Manual Local System
1{:5 Blue Ceat Unified Agent Provides W... Running  Autematic Local System
k’:{,B\uetooth Handsfree Service Enables wir.. Running  Manual (Trig..  Lecal Service
'-.'::?)B\uetouth Support Service The Bluetoo... Running  Manual (Trig...  Lecal Service
:C:!,Branch(a:he This service ... Manual Network Service
k‘:{, Capability Access Manager Service Provides fac... Manual Lacal System
1{':{, Certificate Propagation Copies user.. Running  Autematic Local System
1{:} Cisco AnyConnect Network Access Manager Establiches .. Running  Autematic Local System

Figure 75 - Hosting Generic Service from HTTP to HTTPS (Cont.)

3. Search for HCL.iAutomate.GenericExecutor service and right-click on it.
4. Click Properties.
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. Services (Local)
HCL.iAutomate.GenericExecutor Mame - Description Status Startup Type Log On As
b Funning A t ’

Stop the SENiCPT CRHCLisutomate,iParse Apache/24... Running  Automatic Snie

Restart the service :
CEHCLisdutomate iRecommend Apache/24... Running  Automatic Stop
»f,‘é;HCL.iAutomate.iUnique Apache/24... Running  Automatic Pause
-.Q;HCL.iAutomate.Listener Running  Autoratic Resume
-Se;HCL.iAutomate.RBAComponent Running  Automatic Re start
GLHCLisutamate ReleaseService Running  Automatic
Q;Human Interface Device Service Activates an.., Manual (Trig.., All Tasks ¥
-S(‘ Hy Host Service Provides an ., Manual (Trig... Refresh
Gl Hyper-\ Data Exchange Service Provides a .. Manual (Trig...
{.‘2 Hyper-\f Guest Service Interface Provides an .. Manual (Trig.., Properties
-{,‘(‘ Hyper-4 Guest Shutdown Service Provides a ... Manual (Trig... Help
Ch Hyper-\ Heartheat Service Manitars th., Manual (Trg.,
{.‘2 Hyper-f PowerShell Direct Service Provides a .., Manual (Trig,,  Local Syste..
-{,‘(‘ Hyper-¥ Rernote Desktop Virtualization Service Provides a p... Manual (Trig... Local Syste..,
{,‘2 Hyper-f Tirne Synchronization Service Synchronize,. Manual (Trig..  Local Service
-S) Hyper-4 Wolume Shadow Copy Requestor Coordinates... Manual (Trig.,  Local Syste..
»Sé;IIS.t'i‘«dmin Service Enables this.. Running  Automatic Local Syste,.,
3 IKE and AuthlP [Psec Keving Madule The [KEEXT Bunning __Autormatic (7, Local Seste

Figure 76 - Hosting Generic Service from HTTP to HTTPS (Cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.

HCL.i&wtormate GenericExecutar Properties (Local Computer) x

Gereral LogOn Recovery Dependencies

Semvice name: HCL isutomate. GenencE xecutor
Dizplay name: HCL isutomate. GenencE xecutor
Dezcription:

Path to executable:
05 12045

='HCL itutomate. Genenc. Host exe

Startup bpe: Avbornatic bl

Service status: Running
Stark Stop Fauze Fesume

You can specify the start parameters that apply when pou start the zervice
from here.

Cancel oy

Figure 77 - Hosting Generic Service from HTTP to HTTPS (Cont.)



l ’ Big Fix BigFix Runbook Al Installation Guide

6. Open File Explorer and then paste the copied path and press Enter to open the desired folder.
7. Search for HCL.iAutomate.Generic.Host.exe config file and open it in a Notepad.

= HCL.ifutormate Generic.Host.exe 820191204 P COMFIG File ER

Figure 78 - Hosting Generic Service from HTTP to HTTPS (Cont.)
8. Within the HCL.iAutomate.Generic.Host.exe config file, find the key
‘iAutomate.Generic.ServiceHostURL’’ and change its value from HTTP to HTTPS.

<add kev="iAntomate.Generic.ServiceHostURL" wvalue="https://<ipr:<port»/GenericService" />

Figure 79-Hosting Generic Service from HTTP to HTTPS (Cont.)

9. Within the HCL.iAutomate.Generic.Host.exe config file, find the key ‘securityMode_Service’ and
change its value from 2 to 3.

<add key="securityMode Service" value="3"/>

Figure 80 - Hosting Generic Service from HTTP to HTTPS (Cont.)

10. Within the HCL.iAutomate.Generic.Host.exe config file, find the key ‘IsSelfSigned_Service’ and
change its value from Nto V.

<add key="IsSelfSigned Service" value="N"/>

Figure 81 - Hosting Generic Service from HTTP to HTTPS (Cont.)

11. Save the file for changes to be reflected.

12. Open the command prompt as administrator and run the following command.
netsh http add sslcert ipport=<ip>:<port on which service is
running> appid={c60c3690-7b58-4c68-8590-e2fd061ledd23}

certhash="<Thumbprint of the certificate>"

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.GenericExecutor service and click Restart to restart the service.
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HCL.iAutomate.GenericExecutor Mame Description Skatus Startup Type
< " ) @HCL.iAutomate.DC Running  Automatic
top the service il . . . .
Restart the service -@HL.ﬂutomate.ntltyodel Spachefd ... Runnng .ﬂ\utomatc
2 HCL.iAutomate.GenericExecutor Rurning  Automatic
@%HCL.iAutDmate.iParse Spachef24... Running  Autornatic

5:“%HCL.iAutomate.iRecnmmend Spachef2d., Running  Autornatic
@HCL.iAutomate.iUnique Spachef2d... Running  Autornatic
@HCL.i.&.utomate.Listener Running  Automatic
@‘%HCL.iAutDmate.RBACompnnent Running  Automatic
@HCL.iﬁlutomate.ReleaseSewice Rurning  Automatic
@Human Interface Dewvice Service Activates an.., Manual (Trig...

Figure 82 - Hosting Generic Service from HTTP to HTTPS (Cont.)

3.5.1.2.4RBA Component

To change the configuration of RBA Component from HTTP to HTTPS, please follow the below
steps:

1. Press Win+R and type services.msc.
= Run *

E Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | SEMVICES.MEC v|

Figure 83 - Hosting RBA Component from HTTP to HTTPS

2. Click OK to open Windows Services.
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Tk Services
File Action View Help
| F EcE HE >80

Sﬂ Services (Local)

~

Apache2.4 Narne Description Status Startup Type Log On As
i @Adiva}(\nstallar (AxInstSV) Provides Us... Manual Local System
;t_:s‘tiatr't-lfhs:;::\:ce E:‘;‘%Adobe Flash Player Update Service This service ... Manual Local System
5;‘:% airtel. QUC Automatic Lacal System
AllJoyn Router Service Routes Alllo.., Manual (Trig...  Local Service
Description: -
Apache/2.4.23 (Winb4)

-:&App Readiness Gets apps re... Local System
@Application Host Helper Service Provides ad... Running  Autematic Local System
@Appllcatlon Identity Determines ... Manual (Trig...  Local Service
5.“?:,@;Ap;:tlicat:icm Information Facilitatest..  Running  Manual (Trig..  Lecal System
5.‘é’:,@;ﬁup;:tlicaticm Layer Gateway Service Provides su... Manual Local Service
@},Application Management Processes in.. Manual Local System
E:‘.-‘:,‘,)f\pp)( Deployment Service (AppXSVC) Provides inf... Manual Local System
EQF\SP.NL—F State Service Provides su... Manual Metwork Service
@AsslgnEdAc:e;sManagEr Service AssignedAc... Manual Local System
5.”E%Aum Time Zone Updater Autematica.., Disabled Local Service
@},Background Intelligent Transfer Service Transfers fil... Manual Local System
@}, Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
E:‘.%Base Filtering Engine The Base Fil... Running  Autematic Local Service
@BES Client Facilitates u... Running  Automatic (D... Local System
i':{% BitLocker Drive Encryption Service BDESYC hos... Running  Manual (Trig...  Local System
5.“E%E»\tLockEr Management Client Service BitLocker M. Running Autematic (D.. Lecal System
@},B\ock Level Backup Engine Service The WBEMG... Manual Local System
::5% Blue Coat Unified Agent ProvidesW... Running Automatic Local System
E:‘:‘:},B\ue‘mcith Handsfree Service Enables wir.. Running  Manual (Trig... Lecal Service
E:‘;‘%B\ueftooth Support Service The Bluetoo... Running  Manual (Trig...  Local Service
E;‘:%E»raﬂch(:adwe This service ... Manual Metwork Service

OpenS5L/1.0.2h

-'(9}, Capability Access Manager Service Provides fac... Manual Local System
@},Certificate Propagation Copies user.. Running  Automatic Local System
E:‘.-‘:,‘,Cist:t:i AnyConnect Metwork Access Manager Establishes ... Running Autematic Local System
s " - P P L. . . o ., . - . P .- . .

Figure 84 - Hosting RBA Component from HTTP to HTTPS

3. Search for HCL.iAutomate.RBAComponent service and right-click on it.
4. Click Properties.
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1 Services (Local)
HCL.iAutomate.RBAComponent Mame a Description Status
. Q;HCL.iAutDmate.DC Running
%_Eaﬂ;fhs:?grcjce -.‘_‘,:(_5;HCL.iAutnmate.EntityMudel Apache/24... Running
EEHCLiAutomate, GenericExecutar Running
Q;HCL.iAutnmate.iParse Apachef24.... Running
-.,‘.‘;_5;HCL.iAutDmate.iF{ecDmmend Apachef24... Running
. Q;HCL.iAutnmate.iUnique Apache/24... Running
-S} HCLifutomate Listener Rurnirng
CL.isutomate RBAComponent Running
GLHCLiAutomate ReleaseService Start Running
-f_‘é;Human Interface Device Service Stap s an..,
Q;H‘u" Host Service Pause T
-.,’.}5 Hyper-\ Data Exchange Service Besurig -
-.,‘.‘J Hyper-W Guest Service Interface Restart Lan ..,
Eh Hyper-V Guest Shutdown Service -
Q;Hyper—‘u" Heartheat Service Al Tasks ¥ sth.
-.,’.}5 Hyper-V PowerShell Direct Service Refresh -
Gl Hyper-Y Remote Desktop Virtualizati fapa
i Hyper-¥ Time Synchranization Servir Properties nize...
Q;Hyper—‘u"\-‘olume Shadowe Copy Requ Help ates..,

thiz... Running

CL11S Adrnin Service

Figure 85 - Hosting RBA Component from HTTP to HTTPS (Cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.
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HCL.i&wutormate RBAComponent Properties (Local Computer) x
General LogOn Recovery Dependencies

Semvice name: HCL. isutomate. RBAComponent

Dizplay name: HCL. isutomate. RBAComponent

Description:

Path to executable:

R e s o g e P et sy RS H ol R baS ervice. Component. Host exe

Startup bpe: ALtornatic: ~

Service status: Running
Stark Stop Fauze Resume

You can specify the start parameters that apply when pou start the zervice
from here.

Cancel pply

Figure 86 - Hosting RBA Component from HTTP to HTTPS (Cont.)
Open File Explorer and then paste the copied path and press Enter to open the desired folder.

Search for HCL.RbaService.Component.Host.exe config file and open it in a Notepad.

(22 Hel.RbaService. Cormponent,Host.exe a2 01204 PR COMFIG File 4 kR

Figure 87 - Hosting RBA Component from HTTP to HTTPS (Cont.)

Within the HCL.RbaService.Component.Host.exe config file, find the key ‘ServiceHostURL’ and
change its value from HTTP to HTTPS.

<add keyv="ServiceHostURL" wvalue="https://<ip>=:<port>/RbhaComponent/" />

Figure 88 - Hosting RBA Component from HTTP to HTTPS (Cont.)

Within the HCL.RbaService.Component.Host.exe config file, find the key ‘securityMode_Service’
and change its value from 2 to 3.
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<add key="securityMode Service" value="3"/>

Figure 89 - Hosting RBA Component from HTTP to HTTPS (Cont.)

10. Within the HCL.RbaService.Component.Host.exe config file, find the key ‘IsSelfSigned_Service’ and
change its value from N to Y.

<add key="IsSelfSigned Service" value="N"/>

Figure 90 - Hosting RBA Component from HTTP to HTTPS (Cont.)

11. Save the file for changes to be reflected.
12. Open the command prompt as administrator and run the following command.

netsh http add sslcert ipport=<ip>:<port on which service is
running> appid={11£f43d84-3d5c-47cf-b29e-0dd38c0e8£85}

certhash="<Thumbprint of the certificate>"

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.RBAComponent service and click Restart to restart the service.

~. Services (Local)

HCL.iAutomate.RBAComponent Mame Description Status Startup Type

) GhHCLiAutomate DC Running  Automatic
%;faﬁfhs:r;;rsjce -J:‘?‘;HCL.i.ﬂ.utomate.EntityMGdel Apachef2 .. Running .ﬂ.utomatic
CLHCLifutomate GenericExecutar Running  Autornatic
GEHCLiAutomate.iParse Apachef2d... Running  Automatic
‘EEHCLiAutorate iRecommend Apachef24... Running  Automatic
CLHCLifutomate iUnique Apachef24... Running  Automatic
ShHCLiAutomate Listener Running  Autornatic
HCL.ifutormate RBAComponent Running  Autormatic
GLHCLiAutomate Release Service Running  Autornatic

LhHuman Interface Device Service Activates an.., hanual (Trig...

CEHW Hast Service Prowvides an ... hanual (Trig...

Figure 91 - Hosting RBA Component from HTTP to HTTPS (Cont.)

3.5.1.2.5Release Service

To change the configuration of Release Service from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.
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= Run x

== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | services.msc v|

Figure 92 - Hosting Release Service from HTTP to HTTPS

2. Click OK to open Windows Services.

5 Services
File Action View Help
= = | [p @
Qﬂ Services (Local)
Apache2.4 Name Description Status Startup Type Log On As
i E.“E%Acti\ra}( Installer (AxInstSV) Provides Us... Manual Local System
;t_ensfazih;:;::veice 5.“?:,@;Adc»l:le Flash Player Update Service This service ... Manual Local System
@}, airtel, QUC Automatic Local System
QA”JU}‘H Router Service Routes Alllo... Manual (Trig...  Local Service
Description: Running 4
Apachef2.4.23 (Win64)

%App Readiness . Manual Local System
5.“?:,@;Ap;:tlicat:icm Host Helper Service Provides ad... Running  Autematic Local System
@},Application Identity Determines ... Manual (Trig..  Local Service
@Application Information Facilitates t... Running  Manual (Trig...  Lecal System

Open55L/1.0.2h

@Application Layer Gateway Service Provides su... Manual Local Service
@Appllcatlon Management Processes in... Manual Local System
5.“?:,@;Ar.t;:t)( Deployment Service (AppXSVC) Provides inf... Manual Local System
@}ASP.NEI’ State Service Provides su... Manual Metwork Service
:@},AssignadAcce;sManagEr Service AssignedAc.., Manual Local System
@Auto Time Zone Updater Automatica... Disabled Local Service
E:‘;‘%Backgmund Intelligent Transfer Service Transfers fil... Manual Local System
E;‘:%Backgmund Tasks Infrastructure Service Windows in... Running  Automatic Local System
5.“E%E'ase Filtering Engine The Base Fil.. Running  Automatic Local Service
@}, BES Client Facilitates u.. Running  Autematic (D.. Lecal System
i@& BitLocker Drive Encryption Service BDESVC hos... Running  Manual (Trig...  Lecal System
@B\tLockEr Management Client Service BitLocker M... Running  Autematic (D... Local System
E:{%B\ock Level Backup Engine Service The WBEMG... Manual Local System
-'(9}, Blue Coat Unified Agent Provides W... Running Autematic Local System
:@},B\uetooth Handsfree Service Enables wir.. Running Manual (Trig.. Lecal Service
:@},B\uetooth Support Service The Bluetoo.. Running  Manual (Trig..  Lecal Service
E:‘.%Bram:h(:ad']e This service ... Manual Metwork Service
i':{% Capability Access Manager Service Provides fac... Manual Local System

-'(9}, Certificate Propagation Copies user.. Running  Autematic Local System
-'(9}, Cisco AnyConnect Metwork Access Manager Establishes ... Running Autematic Local System

Figure 93 - Hosting Release Service from HTTP to HTTPS (Cont.)

3. Search for HCL.iAutomate.ReleaseService service and right-click on it.
4. Click on Properties.
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' Services (Local)
HCLiAutomate.ReleaseService Mame Description Status

ELHCLifutomate iParse Apackef2.4.23 (Wingd) 0. Runnin
] p 9
£LHCLiAutomate iRecommend Apachef24.23 (Wingd) 0., Runnin
] P 9
'-.’:J.;HCL.iAutomate.iUnique ! Apachef24.23 (Wingd) 0. Running
ELHCLiAutomate.Listener Runnin
i 3
£ HCLiAutomate RBACompanent Runnin
p ]
Lifwtornate, Rele ervice Running
& Human Interface Dewice Service Start ains t.
) HW Hast Service Stop : fort,.,

L’E)_;Hyper—\-" Data Exchange Service Pause o ..

Stop the service
Restart the service

'-.’,.?‘J_;Hyper—\-" Guest Service Interface Resurne = fort..,
'-.’:.‘“:J_; Hyper-w Guest Shutdown Sersice Restart i ko,
&l Hyper-W Heartbeat Service f this ..,
'-.’:J.; Hyper-¥ PowerShell Direct Service Al Tasks 7 imta .
'-Jg)_; Hyper-w Rermote Desktop YWirtualization Service Refresh far co...
Eh Hyper- Time Synchronization Service item t.,
'-.’Q;Hyper—\-"\."olume Shadow Copy Requestor Froperties AU
L’%J_;IKE and AuthlP [Psec Keying Modules Help skt Running
& Interactive Services Detection S | T« 1 I
@;Internet Connection Sharing (1C3) Provides netwark address ...
'-JEJ_;IP Helper Prowvides tunnel connectiv.,  Running
'-.,EEJ_;WSEE Palicy &gent Internet Protocol security .. Running

Figure 94 - Hosting Release Service from HTTP to HTTPS (Cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.
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HCL.ifwtomate ReleaseService Properties (Local Computer) x

General |ogOn Recovery Dependencies

Service name: HCL.idwutomate ReleazeService
Dizplay name: HCL.isutornate. ReleazeSemvice
Description:

Fath to executable:

201908313 164344397 4Rele = HCL idutomate. Release Host exe

Startup type: Automatic i

Service statuz:  Running
Stark Stop Fauze Fezume

“'ou can zpecify the start parameters that apply when vou start the service
fram here.

Cancel Hipply

Figure 95 - Hosting Release Service from HTTP to HTTPS (Cont.)

6. Open File Explorer, then paste the copied path and press Enter to open the desired folder.
7. Search for HCL.iAutomate.Release.Host.exe config file and open it in a Notepad.

mj HCL.iAutomate Release.Host.exe 7/21/202012:08 PM - COMFIG File 2 KB

Figure 96 - Hosting Release Service from HTTP to HTTPS (Cont.)

8. Within the HCL.iAutomate.Release.Host.exe config file, find the key
‘iAutomate.Release.ServiceHostURL’ and change its value from HTTP to HTTPS.

<add kev="iAntomate.Release.ServiceHostURL" wvaluse="https://<ip>:<port>/ReleaseService" />

Figure 97 - Hosting Release Service from HTTP to HTTPS (Cont.)

9. Within the HCL.iAutomate.Release.Host.exe config file, find the key ‘securityMode_Service’ and
change its value from 2 to 3.



o Big Fix BigFix Runbook Al Installation Guide

<add key="securityMode Service" value="3"/>

Figure 98 - Hosting Release Service from HTTP to HTTPS (Cont.)

10. Within the HCL.iAutomate.Release.Host.exe config file, find the key ‘IsSelfSigned_Service’ and
change its value from N to Y.

<add key="IsSelfSigned Service" value="N"/>

Figure 99 - Hosting Release Service from HTTP to HTTPS (Cont.)

11. Save the file for changes to be reflected.
12. Open the command prompt as administrator and run the following command.

netsh http add sslcert ipport=<ip>:<port on which service is
running> appid={d32cb30c-7ela-4549-a2e2-32bf01ald345}

certhash="<Thumbprint of the certificate>"

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.ReleaseService service and click Restart to restart the service.

. Services (Local)

HCL.iAutomate.ReleaseService Marne Description Status Startup Type
. LEHCLifutamate D Running  Autamatic
%;fai‘fh‘;:g:jce L HCL ifutomate. Entitybadel Bpache/24.23 (Win6di 0., Running  Automnatic
T (ELHCLifutomate, GenericExecutor Running  Automatic
(ELHCLifutomate iParse Apache/2.4.23 (Wined) 0. Running  Automatic
(CLHCLifutormate iRecommend Apache/2.4,23 0ingd) 0., Running  Sutomatic
ELHCLifutomate.iUnique Apache2.4.23 (Wined) 0., Running  Automatic
(ELHCLiAutomate.Listener Running  Automatic

SLHCLiAutomate.RBAComponent Running  Automatic

& Runhing  Automatic

EhHuman Interface Device Service Activates and maintains t., Manual (Trig..
L HW Host Service Provides an interface for . Manual (Trig..,
{EhHyper-\ Data Exchange Service Provides a mechanism to .. hanual (Trig..,
L Hyper-V Guest Service Interface Provides an interface fort., Manual (Trig..
EhHyper-W Guest Shutdown Service Provides a mechanisim to . tanual (Trig..
EhHyper- Heartbeat Service Monitors the state of this .. Manual (Trig..,
Eh Hyper-W PowerShell Direct Service Provides a mechanism to .. hanual (Trig..,
€ Hanar i Rarnnta Maslkton Widknalizatinn e Derusidas a nlatfoem for hAzmnual (Trin

Figure 100 - Hosting Release Service from HTTP to HTTPS (Cont.)

3.5.1.2.6 AD Sync

To change the configuration of AD Sync from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.
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= Run x

E\ Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | services.msc v|

Figure 101 - Hosting AD Sync from HTTP to HTTPS

2. Click OK to open Windows Services.

5 Services
File Action View Help
Ll 4 [p®mmmw
. Services (Local)
Apache2.4 Name - Description Status Startup Type Log On As
@Adlva}(\nstallar (AxInst5V) Provides Us... Manual Local System
;t_:sfatr'r’:fh;:;::veice E:%A.dobe Flash Player Update Service This service ... Manual . Local System
'-:% airtel, QUC Automatic Local System
::(:%AHJO)‘H Router Service Routes Alllo... Manual (Trig..  Local Service
Description: Running matic
g;;:‘l;;{i.:éié\ﬂm&] -QApp Readiness Gets apps re... Manual Local System
@Appllcatlon Haost Helper Service Provides ad... Running  Automatic Local System
5.“.';:,@;Ap;:tlicat:icm Identity Determines ... Manual (Trig..  Local Service
5.‘:@:,@;Applicaticm Information Facilitatest..  Running  Manual (Trig..  Lecal System
::%Application Layer Gateway Service Provides su... Manual Local Service
@Application Management Processes in... Manual Local System
Eg)f\pp)( Deployment Service (AppXSVC) Provides inf... Manual Local System
E:{%A’SP.NI:T State Service Provides su... Manual Network Service
@AssignedAcce;sManager Service AssignedAc.., Manual Local System
5:%Aum Time Zone Updater Autematica.., Disabled Local Service
:Q,Background Intelligent Transfer Service Transfers fil... Manual Local System
E:‘?:,‘,Ban:kgrm.md Tasks Infrastructure Service Windows in... Running  Autematic Local System
EgBase Filtering Engine The Base Fil... Running  Autematic Local Service
@BES Client Facilitates u... Running  Automatic (D... Local System
@ BitLocker Drive Encryption Service BDESVC hos.. Running Manual (Trig..  Lecal System
@B\tLOCkEI’ Management Client Service BitLocker M. Running  Autematic (D.. Lecal System
::%B\ock Level Backup Engine Service The WBEMG... Manual Local System
E:‘?:,‘,B\ue Coat Unified Agent Provides W... Running  Autematic Local System
EQB\ue‘moth Handsfree Service Enables wir... Running Manual (Trig... Lecal Service
E:{%B\ueftooth Support Service The Bluetoo... Running  Manual (Trig...  Local Service
5.“.';:,@;k?»ranch(:ache This service ... Manual Metwork Service
@ Capability Access Manager Service Provides fac... Manual Local System
::%Certificate Propagation Copies user.. Running  Automatic Local System
E:‘?:,‘,Cist:ci AnyConnect Metwork Access Manager Establishes ... Running  Autematic Local System
R e . .. . hem e - - .. .. e

Figure 102 - Hosting AD Sync from HTTP to HTTPS (cont.)

3. Search for HCL.iAutomate.ADSyncService and right-click on it.
4. Click Properties.
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HCL.iAutomate. ADSyncService MName - Description Status Startup Type L.

] CL.iAutomate ADSyncService Service for... Running Aufoooat
%ﬁ::ﬁ:g:jce @}, HCL.iAutomate.DC Servicefor... Running Au Start
- G} HCL.iAutomate.EmailService Servicefor E.. Running  Au Stop

5@; HCL.iAutornate. EntityModel Apache/24... Running  Au Pause
Description: iS), HCL.iAutomate. GenericExecutor Servicefor... Running Au Resume
service for ADSync E@;HCL.i;f\u‘comate.ili’arse Apache/24... Running  Au
@}, HCL.iAutomate.iRecommend Apachef24.. Running Au Restart
E@;HCL.i;f\u‘comate.iUnique Apache/24... Running  Au All Tasks >
@}, HCL.iAutomate.Listener Servicefor L.. Running  Au
5@; HCL.iAutorate.RBAComponent Servicefor... Running Au Refresh
@}, HCL.iAutomate.ReleaseService Servicefor... Running Au Properties
5@; Human Interface Device Service Activates an... Mz
@HV Haost Service Provides an ... Mz Hflp

Figure 103 - Hosting AD Sync from HTTP to HTTPS (cont.)
5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.
HCL.iAutomate ADSyncService Properties (Local Computer) >

Gereral  |ogOn  Recovery Dependencies

Service name: HCL iAutomate. ADSync Service

Display name: HCLiAutomate ADSyncService

Description: ’Ser'u'ice for ADSync

Path to executable:

HCLifutomate. Service AD exe”

Startup type: | Automatic i

Service status:  Running
Start Stop Pause Fesume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

Figure 104 - Hosting AD Sync from HTTP to HTTPS (cont.)

6. Open File Explorer and paste the copied path and press Enter to open the desired folder.
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7. Search for HCL.iAutomate.Service.AD.exe config file and open it in a Notepad.

¥ HCL.iAutomate. Service. AD exe.config 2720720201219 P XML Configuratio... 4 KB

Figure 105 - Hosting AD Sync from HTTP to HTTPS (cont.)

8. Within the HCL.iAutomate.Service.AD.exe config file, find the key ‘ServiceHostURL’ and change its
value from HTTP to HTTPS.

<add key="SerwviceHostURL" wvalu=s="https: [ [<IP>:<Port>/ADService" ,-">|

Figure 106 - Hosting AD Sync from HTTP to HTTPS (cont.)

9. Within the HCL.iAutomate.Service.AD.exe config file, find the key ‘securityMode_Service’ and
change its value from 2 to 3.

<add key="securityMode Service" value="3"/>

Figure 107 - Hosting AD Sync from HTTP to HTTPS (cont.)

10. Within the HCL.iAutomate.Service.AD.exe config file, find the key ‘IsSelfSigned_Service’ and
change its value from Nto V.

<add key="IsSelfSigned Service" value="N"/>

Figure 108 - Hosting AD Sync from HTTP to HTTPS (cont.)

11. Save the file for changes to be reflected.
12. Open the command prompt as administrator and run the following command:

netsh http add sslcert ipport=<ip>:<port on which service is
running> appid={8c00e29d-1a3e-439b-a449-7e26b64b9d27}

certhash="<Thumbprint of the certificate>"

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.ADSyncService service and click Restart to restart the service.
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HCLiAutomate. ADSyncService Mame - Description Status Startup Type L.
] HCL.iAutomate ADSyncService . Running  Automatic
?Tosfai-lfhs:rs‘.::jce @HCL.iAutomate.DC Servicefor..  Running  Autormatic
- @ HCL.iAutomate.Email5ervice Service for B, Running  Automatic
@HCL.iAutomate.EntityModel Apache/24... Running  Automatic
Description: &), HCL.iAutomate. GenericExecutor Servicefor.. Running  Automatic
Service for ADSync @HCL.iAutomate.iParse Apache/24... Running  Automatic
5@, HCL.iAutomate.iRecommend Apache/24... Running  Automatic
@ HCL.iAutomnate.iUnique Apache/24.... Running  Automatic
@ HCL.iAutomate, Listener Service for L. Running  Autormatic
@HCL.iAutomate.RBAComponent Servicefor.. Running  Automatic
5:9}; HCL.iAutomate ReleaseService Servicefor..  Running  Autormatic

Figure 109 - Hosting AD Sync from HTTP to HTTPS (cont.)

3.5.1.2.7Email Service

To change the configuration of Email Service from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.
= Run *

E\ Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | services.msc v|

Figure 110 - Hosting Email Service from HTTP to HTTPS

2. Click OK to open Windows Services.
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| FEcE HE >80

Sﬂ Services (Local)

~

Apache2.4 MName
Shom the servi G ActiveX Installer (AxinstSV)
top the senvice

E:‘;‘%Adobe Flash Player Update Service
G airtel. OUC
AllJoyn Router Service

Restart the service

Description:
Apache/2.4.23 (Wingd)

OpenSSL/1.0.2h Gl App Readiness

@Application Host Helper Service

@ Application |dentity

@Appllcatlon Information
5.“?:,@;Ap;:tlicat:icm Layer Gateway Service
@},Application Management

@},App}( Deployment Service (AppXSViC)
i, ASP.NET State Service

@ AssignedAccessManager Service

i':{% Auto Time Zone Updater

-'(9}, Background Intelligent Transfer Service
@}, Background Tasks Infrastructure Service
@}, Base Filtering Engine

i, BES Client

@ BitLocker Drive Encryption Service

i':{% BitLocker Management Client Service
-'(9}, Block Level Backup Engine Service

@}, Blue Coat Unified Agent

@}, Bluetooth Handsfree Service

i@& Bluetooth Support Service

@ BranchCache

i':{% Capability Access Manager Service

-'(9}, Certificate Propagation

::% Cisco AnyConnect Metwork Access Manager

Description
Provides Us...

This service ...

Routes Allla...

Provides ad...
Determines ...
Facilitates t...
Provides su...
Processesin...
Provides inf...
Provides su...
AssignedAc...
Automatica...
Transfers fil...
Windows in...
The Base Fil...
Facilitates u...
BDESVC hos...
BitLocker M...
The WBENG...
Provides W...
Enables wir...
The Bluetoo...
This service ...
Provides fac...
Copies user ..
Establishes ...

Status Startup Type Log On As

Manual Local System

Manual Local System
Automatic
Manual (Trig...

Automatic

Local System
Local Service
Running
Manual Local System
Automnatic
Manual (Trig...
Manual (Trig...
Manual

Running Local System
Local Service
Running Local System
Local Service
Manual Local System
Local System

Network Service

Manual
Manual
Manual
Disabled
Manual

Local System
Local Service
Local System
Local System
Local Service

Running  Automatic

Running  Autematic
Automatic (D...
Manual (Trig...

Automatic (D...

Running Local System

Running Local System
Running Local System
Manual Local System
Local System

Local Service

Automatic
Manual (Trig...
Manual (Trig...
Manual

Running
Running
Local Service

Network Service

Running
Manual Local System
Running  Autematic

Running

Local System

Automatic Local System

Figure 111 - Hosting Email Service from HTTP to HTTPS (cont.)

3. Search for HCL.iAutomate.EmailService and right-click on it.

4. Click Properties.

S Semices(local)

HCL.iAutomate.EmailService Mame
@g’; HCLiAutemate ADSyncService
Stop the service

ELHCLiAutomate.DC

Restart the service

Description:

@}i HCL.iAutomate.GenericExecutor
Service for EmailService

@}; HCL.iAutemate.iParse

@g’; HCLiAutemate.iRecommend
5@'; HCL.iAutemate.inique

@;’5 HCL.iAutemate.Listener

@}i HCL.iAutomate.RBAComponent
@}i HCL.iAutomate.ReleaseService
@};Human Interface Device Service
EC%HV Host Service

@Hyper—‘u" Data Exchange Service
@;’5 Hyper-V Guest Service Interface

Description

Service for ...
Service for ...

Apache/2.4...
Service for ...
Apache/24...
Apache/24...
Apache/2.4...
Service for L...
Service for ..
Service for ...
Activates an...
Provides an ...
Provides a ...

Provides an ...

Status Startup Type L.
Running  Automatic
Running

Automatic

Running  Automa

Running  Automal Start
Running  Autornal Stop
Running  Automal Pause
Running  Automal Resume
Running  Automal
. Restart
Running  Automal
Running  Automal All Tasks ¥
Running  Autornal
Refresh
Manual |
Manual | Properties
Manual i .
Manual | =P

Figure 112 - Hosting Email Service from HTTP to HTTPS (cont.)

5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.
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HCL.iAutomate.Email5ervice Properties (Local Computer) x
General | LogOn  Recovery Dependencies

Service name: HCL iAutomate. Email Service

Display name: HCLifAutomate . Email Service

Description: Service for Email Service

Path to executable:
LB R e s R R HC L iAutomate . Email Service. Service . Host exe”

Startup type: Automatic w

Service status:  Running
Start Stop Pause Resume

You can specify the start parameters that apphy when you star the service
from here.

Cancel Aoy

Figure 113 - Hosting Email Service from HTTP to HTTPS (cont.)

6. Open File Explorer and paste the copied path and press Enter to open the desired folder.
7. Search for HCL.iAutomate.EmailService.Service.Host.exe config file and open it in a Notepad.

¥ HCL.iAutomate.EmailService Service.Host.exe.config 5/5/202011:49 AM XML Configuratio... 3KE

Figure 114 - Hosting Email Service from HTTP to HTTPS (cont.)

8. Within the HCL.iAutomate.EmailService.Service.Host.exe config file, find the key ‘ServiceHostURL’
and change its value from HTTP to HTTPS.

<add key="ServiceHostURL" valus=="https: J/<1p>:<Port>/EmailService/" />
Figure 115 - Hosting Email Service from HTTP to HTTPS (cont.)

9. Within the HCL.iAutomate.EmailService.Service.Host.exe config file, find the key
‘securityMode_Service’ and change its value from 2 to 3.
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<add key="securityMode Service" value="3"/>

Figure 116 - Hosting Email Service from HTTP to HTTPS (cont.)

10. Within the HCL.iAutomate.EmailService.Service.Host.exe config file, find the key
‘IsSelfSigned_Service’ and change its value from N to Y.

<add key="IsSelfSigned Service" value="N"/>

Figure 117 - Hosting Email Service from HTTP to HTTPS (cont.)

11. Save the file for changes to be reflected.

12. Open the command prompt as administrator and run the following command.
netsh http add sslcert ipport=<ip>:<port on which service is
running> appid={21£fa%9088-0c69-479%9e-8fdc-a8leb836e264}

certhash="<Thumbprint of the certificate>"

Replace the < Thumbprint of the certificate> with the GUID identified earlier.

13. Select HCL.iAutomate.EmailService service and click Restart to restart the service.

" Services (Local)

HCL.iAutomate.EmailService Mame Description Status Startup Type
GEHCLiAutomate,DC Servicefor.. Running  Automatic

stop the semvice HCL.iAutomate.Emailservice Service for E.. Running  Automnatic
Restart the service . . . .

ELHCLiAutomate. EntityModel Apache/2.4... Running  Automatic

LR HCLiAutomate. GenericExecutor Servicefor.. Running  Automatic

Eesc_rlp’;mné e ‘ELHCLiAutomate.iParse Apache/24... Running Automatic

ervice tar emailaenvice ‘L HCLiAutomate.Recommend Apache/24... Running  Automatic

Figure 118 — Hosting Email Service from HTTP to HTTPS (cont.)

3.5.1.2.8Configuration Changes via GUI

To change the configuration for various components via GUI from HTTP to HTTPS, please follow
the below steps:

Login to BigFix Runbook Al using the Super Admin credentials.

Roll-over to the Environment and click BigFix Runbook Al Configuration.
Select Component Name as Web API.

Change the Load Balancer URL from HTTP to HTTPS.

P wnNe
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Component Name * Web API

Load Balancer URL*®

hitps://<IP=:<Port>

Test Connection Test Connection
e

Figure 119 - Configuration Changes via GUI from HTTP to HTTPS

5. Click Update to save the changes.
6. Select Component Name as Data Collector.
7. Change the Load Balancer URL from HTTP to HTTPS.

*
Component Name Data Collector M

Load Balancer URL*

hitps://<IP>:<Port>

Test Connection Test Connection
[ | e

Figure 120 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

8. Click Update to save the changes.
9. Select Component Name as ‘Generic Service’.
10. Change the Load Balancer URL from HTTP to HTTPS.

"
Component Name Generic Service v

Load Balancer URL*

nttps:/<IP> <Port>

Test Connection Test Connection

Figure 121 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

11. Click Update to save the changes.
12. Select Component Name as ‘Release Service’.
13. Change the Load Balancer URL from HTTP to HTTPS.
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M
Component Name Release Service M

Load Balancer URL*

https:/i<IP=:<Port>

Test Connection Test Connection

Figure 122 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

14. Click Update to save the changes.
15. Select Component Name as ‘RBA Service’.
16. Change the Load Balancer URL from HTTP to HTTPS.

Compenent Name * RBA Service

Load Balancer URL"

https://<IP=:<Port>

Test Connection Test Connection

Figure 123 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

17. Click Update to save the changes.
18. Select Component Name as ‘Active Directory’.
19. Change the Load Balancer URL from HTTP to HTTPS.

*
Component Name Active Directory M

Load Balancer URL*

https:f/<IP=:<Port>

Test Connection Test Connection
[ | e

Figure 124 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

20. Click Update to save the changes.
21. Select Component Name as ‘Email Service’.
22. Change the Load Balancer URL from HTTP to HTTPS.
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Component Name Email Service M

Load Balancer URL" hitps:f1<IP>-<Port>

Test Connection Test Connection

Figure 125 - Configuration Changes via GUI from HTTP to HTTPS (Cont.)

23. Click Update to save the changes.

3.5.2 Configuration Changes — Certificate Name Change (Type
— PFX)

This section describes how to make the configurational changes if the SSL certificate name (Type -

PFX) is other than ‘HCL.iAutomate’.

Please install the certificate through the Microsoft Management Console in both Personal as well as
Trusted People folder. Refer to the pre-requisites document for the detailed procedure for certificate
installation at required locations.

3.5.2.1Change name of Certificate used to connect KRS

3.5.2.1.1Website

This section describes configuration changes required for the Website in case SSL certificate is
other than HCL.iAutomate.

Following changes are required in the underlying components.

3.5.2.1.1.1Key Rotation Service (KRS)

To make changes for the KRS, please follow the below steps:

1. Press Win+R and type inetmgr.
2. Click OK to openl lIS.
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= Run

—=  Typethe name of a program, felder, document, or Internet
= _ ; :
resource, and Windows will open it for you.

Open: TR

Browse...

Figure 126 - Certificate Name Change — KRS

3. Expand Sites and click HCLiAutomateKRS.

3 Start Page

&
) Application Pools

v &/ Sites
€ HCLiAutomateBaseUl
v &) HCLiAutomatekRS
| App_Code
| bin

» .| Contents
_| MasterPage

| scripts
. &9 HCLiAutomateWEBAP|

Figure 127 - Certificate Name Change — KRS (Cont.)

4. Right click HCLiAutomateKRS.
5. Click Explore.
6. Find Web.config file and open it in a Notepad.

"

Web.config |

Figure 128 - Certificate Name Change — KRS (Cont.)

7. Within the Web.config file, find the tag <serviceCertificate> and change the value of attribute

‘findValue’ with the updated Certificate Name.

<serviceCertificate findValue="HclTech.iautomate.Web"
Figure 129 - Certificate Name Change — KRS (Cont.)

8. If the certificate is self-signed, find the key ‘IsSelfSigned’ and change its value to ‘Y’. Else the value

will be ‘N’.
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<add key="IsSelfsSigned" wvalus="Y"/>

Figure 130 - Certificate Name Change — KRS (Cont.)
9. Save the file for changes to be reflected.
10. Select the service and click Restart to restart the services.
3.5.2.1.1.2Base User interface

1. Press Win+R and type inetmgr.

To make changes for the BaseUl, please follow the below steps:
2. Click OK to open lIS.

Y Run

X
Type the name of a program, felder, document, or Internet
resource, and Windows will open it for you.
Open: |m

Browse...

Figure 131 - Certificate Name Change — BaseUI
3. Expand Sites and click HCLiAutomateBaseUI.

-

Start F'aie
=} Application Poals

v & Sites

\ @' HCLitutomateBasell

v & HCLidutomateWWEBAPI
<71 kin

ifutornateebipilog
¥ KRS

| seripts

4. Right-click HCLiAutomateBaseUIl and click Explore.
5.

Figure 132 - Certificate Name Change — BaseUIl (Cont.)
Find Web.config file and open it in a Notepad.
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¥ Web.config

Figure 133 - Certificate Name Change — BaseUIl (Cont.)

6. Within the Web.config file, find the key ‘Certificate_Name_KRS’ and change its value with the new
Certificate Name.
<add key="CertificateName KRS" value="HclTech.iautomate.Web" />
Figure 134 - Certificate Name Change — BaseUIl (Cont.)
7.

If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the
value will be ‘N’.

<add key="IsSelfSigned KRS" value="N" />

Figure 135 - Certificate Name Change — BaseUIl (Cont.)
Save the file for changes to be reflected.

o ®

Select the service and click Restart to restart the services.
3.5.2.1.1.3Web API

To make changes for the Web API, please follow the below steps:

1. Press Win+R and type inetmgr.
2. Click OK to openl lIS.

4 Run

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: |m

_S—

Browse...

Figure 136 - Certificate Name Change — Web API

3. Expand Sites and right-click HCLiAutomateWEBAPI.
4. Click Explore.
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o} Application Pools
v @ Sites
\ €0 HCLidutormateBasell
v & HCLidutomateWEBAPI
- bin
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D KRS
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Figure 137 - Certificate Name Change — Web API (cont.)

5. Find Web.config file and open it in Notepad.

¥ Web.config

Figure 138 - Certificate Name Change — Web API (cont.)

6. Within the Web.config file, find the key ‘Certificate_Name_KRS’ and change its value with the new

Certificate Name.

<add key="CertificateName KRS" value="HclTech.iautomate.Web" />

Figure 139 - Certificate Name Change — Web API (cont.)

7. If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the

value will be ‘N’.

<add key="IsSelfSigned KRS" value="N" />

Figure 140 - Certificate Name Change — Web API (cont.)

Save the file for changes to be reflected.
9. Select the service and click Restart to restart the services.

3.5.2.1.2Components

This section describes the configuration changes required for the Components in case the SSL

Certificate name is other than HCL.iAutomate.

Following changes are required in the underlying components:
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3.5.2.1.2.1Listener

To make changes for the Listener, please follow the below steps:

1. Press Win+R and type services.msc.

= Run x

=/ Type the name of a program, folder, document, or Internet
=" resource, and Windows will open it for you.

Open: SEMVICES.MSC w

Cancel Browse...

Figure 141 - Certificate Name Change — Listener

2. Click OK to open Windows Services.

54 Services

File Action View Help

=@ B 6= HE > a0
% Services (Local) || o) Seryices (Local)

Apache2.4 Name ” Description Status Startup Type Log On As
:C:!,A:twex Installer (AxInstSV) Provides Us... Manual Local Systermn

;L:sfarih;::g:ce E‘;{,Ad obe Flash Player Update Service This service .. Manual Local System
1{:5 airtel, QUC Automatic Local System
:\Q,AHJO},‘H Router Service Routes Alllo... Manual (Trig... Local Service

Description: pache2.4 unning  Automatic Local System

g’:e:’;:ﬁ":;;(\wmm] :C:P}App Readiness Gets apps re... Manual Local System
5k Application Host Helper Service Provides ad... Running  Automatic Local Systermn
E‘;{,Application Identity Determines ... Manual (Trig... Local Service
%Application Infermation Facilitatest.. Running  Manual (Trig..  Lecal System
%Application Layer Gateway Service Provides su... Manual Local Service
'-.':-:?)Application Management Processes in... Manual Local System
'-.’.:P)App)( Deployment Service (AppXSWC) Provides inf... Manual Local System
:C:!,ASP.NI:T State Service Provides su... Manual Netwaork Service
E‘;{,A;sigﬂedAcces;Manager Service AssignedAc.., Manual Local System
E“;{,Auto Time Zone Updater Autematica.., Disabled Local Service
%Background Intelligent Transfer Service Transfers fil... Manual Local System
'-.'::?)Background Tasks Infrastructure Service Windows in... Running  Automatic Local System
'-.'::?)Base Filtering Engine The Base Fil... Running  Automatic Local Service
:C:!,BES Client Facilitates u... Running  Automatic (D... Local System
1{':{, BitLocker Drive Encryption Service BDESVC hos.. Running  Manual (Trig..  Lecal System
1{':{, BitLocker Management Client Service BitLocker M. Running  Automatic (D... Lecal System
:{:)JBIock Level Backup Engine Service The WBENG... Manual Local System
'-.'::?)Blue Coat Unified Agent Provides W... Running  Automatic Local System
'-.'::?)Bluetuuth Handsfree Service Enables wir.. Running  Manual (Trig... Lecal Service
:C:!,Bluetooth Support Service The Bluetoo... Running  Manual (Trig...  Local Service
i€ BranchCache This service ... Manual MNetwork Service
1{':{, Capability Access Manager Service Provides fac... Manual Local System

Figure 142 - Certificate Name Change — Listener (cont.)

3. Search for HCL.iAutomate.Listener service and right-click on it.
4. Click Properties.
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 Services

File  Action  Wiew Help
= |FT B o= HE »anp

% Services (Local)

Marne

ELHCLiAutomate,DC

€ HELuifwtornate. Entityhd odel
E@HCL.i.ﬁ\utDr'r'uat|=_~.IS|=_~r'||=_~ri|:E>cn=_~|:ut|:|r
E@HCL.i.ﬂ\l.,ltDmate.iParse
E@HCL.i.ﬂ\utDr'r'uate.iRecur‘r‘ur‘mar'u:i
E%HCL.i.ﬁ\utDr'r'uatna*.iUr'uiqu|=_~
HCL.i&utomate.Listener
E@HCL.i.ﬂ\utDr'r'uate.REhﬂ.Cur'n;:u:r'uf Start

HCL.iAutomate.Listener

Stop the service
Restart the service

E@HCL.i."J\utDr'r'uatna*.ReIeaseSemiu:- Stop
@Human Interface Device Servit Pause
@HV Haost Service

Resume

E@;H},{'pﬁzr-"\;" Data Exchange Servic
@Hyper-\-" Guest Service Interfac
E%Hyr:u&*r—"u" GFuest Shutdown Ser. All Tasks 5
E@H},{per-‘u" Heartbeat Service

@Hyper-\-" PowerShell Direct Ser
@ Hyper-W Rermote Desktop Wirt Properties
@Hyper-\-" Time Synchronization
@Hyper-"u’ Wolume Shadow Cop

Restart

Refresh

Help

Figure 143 - Certificate Name Change — Listener (cont.)

5. Copy the value in Path to executable as shown in the image below.

Copyright © 2023 HCL Tech 112 |Page



o Big Fix BigFix Runbook Al Installation Guide

HCL.i&utomate Listener Properties (Local Cormputer) x

General LogOn Recovery  Dependencies

Service name: HCL.isutomate. Listener
Digplay name: HCL.isutomate. Listener
Drezcription:

Fath to executable;

WHOL. idutomate, Listner. Service. Host exe

Startup type: Automatic i

Service statuz: Running
Stark Stop FPauze Fezume

“'ou can specify the start parameters that apply when you start the zervice
fram hiere.

| (] 4 | Cancel Apply

Figure 144 - Certificate Name Change — Listener (cont.)

6. Open File Explorer then paste the copied path and press Enter to open the desired folder.
7. Search for HCL.iAutomate.Listner.Service.Host config file and open it in a Notepad.

= HCL.ifutornate Listner Service Host, exe 8M11,/2019 2:45 PhA COMFIG File 2KB

Figure 145 - Certificate Name Change — Listener (cont.)
8. Within the HCL.iAutomate.Listner.Service.Host config file, find the key ‘CertificateName_KRS’ and

change its value with the new Certificate Name.

<add key="CertificateName KRS" value="HclTech.iautomate.Web" />

Figure 146 - Certificate Name Change — Listener (cont.)

9. If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the
value will be ‘N’.
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<add key="IsSelfSigned KRS" wvalue="N" />

Figure 147- Certificate Name Change — Listener (cont.)
10. Save the file for changes to be reflected.

11. Select the service and click Restart to restart the services.
3.5.2.1.2.2Data Collector

To make changes for the Data Collector, please follow the below steps:

1. Press Win+R and type services.msc.
4 Run

—=  Typethe name of a program, folder, document, or Internet
= i R .
e resource, and Windows will open it for you.

Open: ‘ services.msc

Cancel EFUWSE---

Figure 148 - Certificate Name Change — Data Collector
2. Click OK to open Windows Services.
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Tk Services
File Action View Help
| FEcE HE >80

g‘_& Services (Local)

~

Apache2.4 Name Description Status Startup Type Log On As
@},Activax\nstallar (AxInstSV) Provides Us... Manual Local System
Stop the service e . k .
Restart the service ::&Adobe Flash Player Update Service This service ... Manual Local System
i:‘% airtel. QUC Automatic Local System
AllJayn Router Service Manual (Trig...  Local Service
Description: \ F ti

Apache/2.4.23 (WinGd)

OpenssL/1.0.2h QApp Readiness Gets apps re.. Manual Local System

@},Application Host Helper Service Provides ad... Running  Autematic Local System
@},Application Identity Determines ... Manual (Trig..  Local Service
@Application Information Facilitates t...  Running  Manual (Trig...  Lecal System
@Appllcatlon Layer Gateway Service Provides su... Manual Local Service
@Appllcatlon Management Processes in... Manual Local System
5.“?:,@;Ar.t;:t)( Deployment Service (AppXSVC) Provides inf... Manual Local System
@ASP.NEI’ State Service Provides su... Manual Metwork Service
:@},AssignadAcce;sManagEr Service AssignedAc.., Manual Local System
@Auto Time Zone Updater Autematica.., Disabled Local Service
E:‘:‘:},Ban:kgrm.md Intelligent Transfer Service Transfers fil... Manual Local System
E:‘;‘%Backgmund Tasks Infrastructure Service Windows in... Running  Automatic Local System
E:{%Base Filtering Engine The Base Fil...  Running  Automatic Local Service
-'(9}, BES Client Facilitates u.. Running  Autematic (D.. Lecal System
::% BitLocker Drive Encryption Service BDESYC hos.. Running Manual (Trig..  Lecal System
%B\tLockEr Management Client Service BitLocker M. Running  Autematic (D.. Lecal System
@B\uck Level Backup Engine Service The WBENG... Manual Local System
E:‘:‘:},B\ue Coat Unified Agent Provides W... Running Autematic Local System
E:‘;‘%B\ueftooth Handsfree Service Enableswir.. Running  Manual (Trig... Local Service
E;‘:%B\ueftooth Support Service The Bluetoo... Running  Manual (Trig...  Local Service
5.“?:,@;E»ranch(:ache This service ... Manual Metwork Service
@}, Capability Access Manager Service Provides fac... Manual Local System

Figure 149 - Certificate Name Change — Data Collector (Cont.)

3. Search for HCL.iAutomate.DC service and right-click on it.
4. Click on Properties.

| semicesttoca)

HCL.iAutomate.DC MNarne Description Status Startup Type Log Cn &s

Stop the service ) — ’ Start
Restart the service : HCL.idutormate. Entitybodel Apachef24.. Running  Autormatic .
. {CLHCLisutomate, GenericExecutar Running  Autarmatic top

@;‘,HCL.iAutomate.iParse Apache/24.. Running  Autormatic Pause
@;‘,HCL.iAutomate.iRecommend Apachef2 4., Running  Autormatic Fesurme
@;‘,HCL.iAutomate.iUnique Apachef24.. Running  Autormatic Restart
@HCL.iAutomate.Listener Running  Autarmatic
ELHCLibutamate RBACompanent Running  Autamatic Al Tasks

E;’{;‘}3H(:L.iAutu:-mate.ReleaseSer\.filme Running  Automatic Refresh
@%Human Interface Device Service Activates an,., tanual (Trig.

@%H‘u” Host Service Provides an .., tanual (Trig. Properties
@Hyper-\f Data Exchange Service Providesa .. fanual (Trig.

er-i Guest Service Interface Provides an .. T IV E LT P ——

Figure 150 - Certificate Name Change — Data Collector (Cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.
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HCL.i&utormate DC Properties (Local Computer) x
Gereral LogOn Recovery Dependencies

Semvice name: HCL. isutomate. D C

Dizplay name: HCL. isutomate. D C

Dezcription:

Path to executable:
(e el R e e =Tt el H CL itutomate. D ataCollector Service. Host exe

Startup bupe: Autamatic i

Semvice status:  Running
Start Stop FPauze Resume

ou can specify the start parameters that apply when vou start the service
fram here.

Cancel Apply

Figure 151 - Certificate Name Change — Data Collector (Cont.)
Open File Explorer, then paste the copied path and press Enter to open the desired folder.

Search for HCL.iAutomate.DataCollector.Service.Host.exe config file and open it in a Notepad.

& HCL.iswtomate DataCollector, Service Host.exe 252019 712:04 P COMFIG File 2EB

Figure 152 - Certificate Name Change — Data Collector (Cont.)
Within the HCL.iAutomate.DataCollector.Service.Host.exe config file, find the key

‘CertificateName_KRS’ and change its value with the new Certificate Name.

<add key="CertificateName KRS" value="HclTech.iautomate.Web" />

Figure 153 - Certificate Name Change — Data Collector (Cont.)

If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the
value will be ‘N’..



0 Big Fix BigFix Runbook Al Installation Guide

<add key="IsSelfSigned KRS" wvalue="N" />

Figure 154 - Certificate Name Change — Data Collector (Cont.)

10. Save the file for changes to be reflected.
11. Select HCL.iAutomate.DC service and click Restart to restart the service.

. Services (Local)
HCL.iAutomate.DC - Description Status Startup Type
) 4 iAutamate, DC Rurnning  Automatic
;t_oft::hsemce_ -J:;f';HCL.iAutDmate.Entit}-’Mndel Apachef2 .. BRunning  Automatic
mesan e senice Q?;HCL.iAutnmate.GenericExecutnr Running  Automatic
ﬂ?‘;HCL.iAutnmate.iParse Apachef2 .. Running  Automatic
-{_ﬁ;HCL.iAutnmate.iRecommend Apachef2d.. RBunning  Autornatic
ﬂ?‘;HCL.iAutnmate.iUnique Apachef2 .. Running  Automatic
CLHCLifutomate Listener Rurnning  Automatic
-{."?';HCL.iAutnmate.RBACDmpnnent Rurnning  Automatic
{CLHCLiAutomate, Release Service Rurnning  Automatic
-{.('?';Human Interface Device Service Activates an.. Manual (Trig...
-.,‘:J‘ HW Host Service Prowides an ... Manual (Trig...
-{.(" Hyper- Data Exchange Service Provides a .. Manual (Trig...
-J:t" Hyper-\ Guest Service Interface Prowides an ... Marual (Trig...
-{.(" Hyper-Y Guest Shutdown Service Provides a .. Marnual (Trig...
Q?‘;Hyper—\f Heartbeat Service tonitors th... Manual (Trig...
-.f.(" Hyper-Y Powershell Direct Service Provides a .. Manual (Trig..
-J:t" Hyper-Y Rerote Desktop Virtualization Service Provides a p.. Manual (Trig...
-.f.(" Hyper-¥ Tirme Synchronization Service Synchronize.., Manual (Trig..
-J:;?';Hyper—\f\p"olume Shadow Copy Requestor Coordinates.. Manual (Trig...
Q?’;IIS.&dmin Service Enables this.. Running  Automatic
{.;?;IKE and ButhlP [Psec Keying Modules The [KEEXT ... BRunning  Autormatic (T..

Figure 155 - Certificate Name Change — Data Collector (Cont.)

3.5.2.1.2.3Generic Service

To make changes for the Generic Service, please follow the below steps:

1. Press Win+R and type services.msc.
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=7  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: ‘ SEMVICES.MSC v|

Figure 156 - Certificate Name Change — Generic Service

2. Click OK to open Windows Services.

5&3 Services

File Action View Help

@=|F [
g_& Services (Local)
Apache2.4 Name - Description Status Startup Type Log On As
i @Adiva}(\nstallar (AxInstSV) Provides Us... Manual Local System
%L!;t:fh;:?:rc\:ce @Ad obe Flash Player Update Service This service ... Manual Local System
i':{% airtel. QUC Automatic Local System
@A”JO}(H Router Service Routes Alllo.., Manual (Trig...  Local Service
Description: i Apach Running 4
g:zf]g;’ﬁﬁgiwmm] @},App Readiness Gets apps re.. Manual Local System
@Application Host Helper Service Provides ad... Running  Autematic Local System
@Appllcatlon Identity Determines ... Manual (Trig...  Local Service
@Application Information Facilitates t...  Running  Manual (Trig...  Lecal System
5.“?:,@;Ap;:tlicat:icm Layer Gateway Service Provides su... Manual Local Service
@},Application Management Processes in.. Manual Local System
E:‘.-‘:,‘,)f\pp)( Deployment Service (AppXSVC) Provides inf... Manual Local System
EQF\SP.NL—F State Service Provides su... Manual Metwork Service
@AsslgnEdAc:e;sManagEr Service AssignedAc... Manual Local System
5.”E%Aum Time Zone Updater Autematica.., Disabled Local Service
@},Background Intelligent Transfer Service Transfers fil... Manual Local System
::5% Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
E:‘.%Base Filtering Engine The Base Fil... Running  Autematic Local Service
@BES Client Facilitates u... Running  Automatic (D... Local System
-'(9}, BitLocker Drive Encryption Service BDESYC hos.. Running Manual (Trig..  Lecal System
5.?%E\tLockEr Management Client Service BitLocker M. Running Autematic (D.. Lecal System
@},B\ock Level Backup Engine Service The WBEMG... Manual Local System
E:‘:‘:},B\ue Coat Unified Agent Provides W... Running Autematic Local System
E:‘;‘%B\ueftooth Handsfree Service Enableswir.. Running  Manual (Trig... Local Service
E:‘;‘%B\ueftooth Support Service The Bluetoo... Running  Manual (Trig...  Local Service
5.“?:,@;E»ranch(:ache This service ... Manual Metwork Service
@}, Capability Access Manager Service Provides fac... Manual Local System
@Certificate Propagation Copies user ... Running  Autematic Local System
E:‘.-‘:,‘,Cist:t:i AnyConnect Metwork Access Manager Establishes ... Running Autematic Local System

Figure 157 - Certificate Name Change — Generic Service (cont.)

3. Search for HCL.iAutomate.GenericExecutor service and right-click on it.
4. Click on Properties.
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4 Services (Local)
HCL.iAutomate.GenericExecutor Mame - Description Status Startup Type Log On As
b Funning A t ’

Stop the SENiCPT CRHCLisutomate,iParse Apache/24... Running  Automatic Snie

Restart the service :
CEHCLisdutomate iRecommend Apache/24... Running  Automatic Stop
»Sé;HCL.iAutomate.iUnique Apache/24... Running  Automatic Pause
Q;HCL.iAutomate.Listener Running  Autoratic Resume
-5.?;HCL.iAutomate.RBAComponent Running  Automatic Re start
GLHCLisutamate ReleaseService Running  Automatic
Q;Human Interface Device Service Activates an.., Manual (Trig.., All Tasks ¥
-S) Hy Host Service Provides an ., Manual (Trig... Refresh
Gl Hyper-\ Data Exchange Service Provides a .. Manual (Trig...
Q Hyper-\f Guest Service Interface Provides an .. Manual (Trig.., Properties
-5.“) Hyper-4 Guest Shutdown Service Provides a ... Manual (Trig... Help
Ch Hyper-\ Heartheat Service Manitars th., Manual (Trg.,
Q Hyper-f PowerShell Direct Service Provides a .., Manual (Trig,,  Local Syste..
-5.“) Hyper-¥ Rernote Desktop Virtualization Service Provides a p... Manual (Trig... Local Syste..,
-.Q Hyper-f Tirne Synchronization Service Synchronize,. Manual (Trig..  Local Service
-5.') Hyper-4 Wolume Shadow Copy Requestor Coordinates... Manual (Trig.,  Local Syste..
»Sé;IIS.t'i‘«dmin Service Enables this.. Running  Automatic Local Syste,.,
ChIKE and AuthIP 1Psec Keving Maodule The [KEEXT Bunning __Autormatic (7, Local Seste

Figure 158 - Certificate Name Change — Generic Service (cont.)

5. Copy the value in Path to executable as shown in the image below.
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HCL.i&utomate, GenericExecutar Properties (Local Computer) x

General LogOn Recovery Dependencies

Semnvice name: HCL.iautomate. G enericE secutor
Digplay name: HCL.iautomate. G enericE secutor
Dezcription:

Fath to executable;

I g s g ey s R =T e e = H C L it omate. Genenic. Host. exe

Startup type: Automatic i

Semvice statuz: Running
Stark Stop FPauze Fezume

“'ou can zpecify the start parameters that apply when pou start the service
fram here.

Cancel oy

Figure 159 - Certificate Name Change — Generic Service (cont.)

6. Open File Explorer and paste the copied path and press Enter to open the desired folder.
7. Search for HCL.iAutomate.Generic.Host.exe config file and open it in a Notepad.

(=2 HCL.ifutomate, Generic.Host.exe 2019 12:0d PR COMFIG File KR

Figure 160- Certificate Name Change — Generic Service (cont.)
8. Within the HCL.iAutomate.Generic.Host.exe config file, find the key ‘CertificateName_KRS’ and

change its value with the new Certificate Name.

<add key="CertificateName KRS" value="HclTech.iautomate.Web" />

Figure 161 - Certificate Name Change — Generic Service (cont.)

9. If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the
value will be ‘N’.
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<add key="IsSelfSigned KRS" value="N" />

Figure 162 - Certificate Name Change — Generic Service (cont.)

10. Save the file for changes to be reflected.
11. Select HCL.iAutomate.GenericExecutor service and click Restart to restart the service.

':‘3‘ Services (Local)

HCL.iAutomate.GenericExecutor MName Description Skatus Startup Type
@;HCL.iAutomate.DC Running  Automatic

Spachef24... Running  Autornatic

Stop the service
Restart the service

: ) z Rurning  Automatic
CEHCLiAutomate.iParse &pachef24... Running  Automatic
;,':E:!;HCL.iﬁlutomate.iRecnmmend Spachef2A... Running  Automatic
@;HCL.iAutomate.iUnique Apachef24... Running  Automatic
;,':";:J_‘;HCL.i.ﬂ.utDmate.Listener Running  Automatic
'-\.;kHCL.iAutomate.RBACnmpnnent Rurning  Automatic

GEHCLiAutomate.ReleaseService Rurnning  Automatic
;.'.";:!;Human Interface Device Service Activates an.., Manual (Trig..

Figure 163- Certificate Name Change — Generic Service (cont.)

3.5.2.1.2.4RBA Component

To make changes for the RBA component, please follow the below steps:

1. Press Win+R and type services.msc.

= Run x

=7 Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: ‘ SEMVICES.MSC w

Emct EFU'WSE...

Figure 164 - Certificate Name Change — RBA Component

2. Click OK to open Windows Services.
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Tk Services

File Action View Help

e F Bz H= » 8 uwn

Sﬂ Services (Local) o
Apache2.4 Nare Description Status Startup Type Log On As
i @Adiva}(\nstallar (AxInstSV) Provides Us... Manual Local System
;t_eus‘tiai:hs:;::\::e E:‘;‘%Adobe Flash Player Update Service This service ... Manual Local System
i':{% airtel. QUC Automatic Local System
AllJoyn Router Service Routes Alllo.., Manual (Trig...  Local Service
Description: -
Apache/2.4.23 (Wingd)

OpenssL/1.0.2h -::&App Readiness Gets apps re.. Local System
@Application Host Helper Service Provides ad... Running  Autematic Local System
@Appllcatlon Identity Determines ... Manual (Trig...  Local Service
@Appllcatlon Information Facilitates t... Running  Manual (Trig...  Local System
5.“?:,@;Ap;:tlicat:icm Layer Gateway Service Provides su... Manual Local Service
@},Application Management Processes in.. Manual Local System
@},App}( Deployment Service (AppXSViC) Provides inf... Manual Local System
E:‘:‘:},ASP.I‘\II:—I' State Service Provides su... Manual Metwork Service
@AsslgnEdAc:e;sManagEr Service AssignedAc... Manual Local System
@Auto Time Zone Updater Automatica... Disabled Local Service
5.”E%E»ackground Intelligent Transfer Service Transfers fil... Manual Local System
@}, Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
%Base Filtering Engine The Base Fil.. Running  Automatic Local Service
@BES Client Facilitates u... Running  Autematic (D... Lecal System
i':{% BitLocker Drive Encryption Service BDESYC hos... Running  Manual (Trig...  Local System
@B\tLo:kEr Management Client Service BitLocker M... Running  Automatic (D... Local System
5.“?:,@;E\c»ck Level Backup Engine Service The WBEMG... Manual Local System
@}, Blue Coat Unified Agent ProvidesW... Running Automatic Local System
:@},B\uetooth Handsfree Service Enables wir.. Running Manual (Trig.. Lecal Service
E:‘:‘:},B\ue‘mcith Support Service The Bluetoo... Running  Manual (Trig...  Lecal Service
E:‘;‘%Brand’{adﬂe This service ... Manual Network Service
@ Capability Access Manager Service Provides fac... Manual Local System

-'(9}, Certificate Propagation Copies user.. Running  Autematic Local System

onnect Metw

Figure 165 - Certificate Name Change — RBA Component (cont.)

3. Search for HCL.iAutomate.RBAComponent service and right-click on it.
4. Click Properties.
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5 Services (Local)
HCL.iAutomate.RBAComponent

Stop the service
Restart the service

Mame

CLHCLidutomate.DC
CLHCLisutomate.EntityModel
{2‘;HCL.i.&utDmate.GenericExecutDr
{é;HCL.i.&utDmate.iParse
{é;HCL.i.&utDmate.iRecnmmend
{é;HCL.i.&utDmate.iLlnique

{} HCL.ifwtormate Listener

CLisutormate REAC ormponent

Description

Apachef2d..

Apachef2.4,,.
Apachef2.4,,.
Apachef2.4,,.

Status

Funning
Funning
Funning
Running
Running
Running
Running
Running

EEHCLiAutamate ReleaseService Start Running
Q;Human Interface Dewvice Sepvice Stop 5 ah,
‘..‘_"EEHU Host Service Pause -1
{&;Hyper-v Data Exchange Service Besuie -
ok - 1 i
»..&Hyper W Guest Service Interface Restart an ..
Lk Hyper-W Guest Shutdown Service -
: er-Y Heartheat Servsice asks sth..
Ok Hyper-V Heartbeat S Al Task 3 h
'-HI. X . . L .
-...?r.Hg,-'per W Pouvershell Direct ?ENIC.E . Refresh a
s Hyper-if Rernote Desktop Wirtualizati fap..
£k Hyper-v Rermote Desktop Wirtualizat p
{J‘ Hyper-Y Tirne Synchronization Ser Properties hnize...
wper-i Walurme Shadow Copy Requ ates...
SiH Wil Shadow Copy R Hel
{}eIISAdmin SErvice P this... Running

Figure 166 - Certificate Name Change — RBA Component (cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.
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HCL.i&utomate RBAC ormponent Properties (Local Computer) x
General |LogOn Recovery Dependencies

Service name: HCL.iautomate. RBAComponent

Dizplay name: HCL.isutomate. RBAComponent

Drezcription:

EhHel RbaService.Component. Host. exe

Startup type: Automatic i

Service statuz: Running
Stark Stop FPauze Rezume

“'ou can specify the start parameters that apply when you start the zervice
fram hiere.

Cancel pply

Figure 167 - Certificate Name Change — RBA Component (cont.)

6. Open File Explorer, then paste the copied path and press Enter to open the desired folder.
7. Search for HCL.RbaService.Component.Host.exe config file and open it in a Notepad.

= HclRbaService.Component.Host.exe 852019 12:04 PhA COMFIG File 4 kB

Figure 168 - Certificate Name Change — RBA Component (cont.)
8. Within the HCL.RbaService.Component.Host.exe config file, find the key ‘CertificateName_KRS’

and change its value with the new Certificate Name.

<add key="CertificateNa.me_KRS" value="HelTech.iautomate.Web" />

Figure 169 - Certificate Name Change — RBA Component (cont.)

9. If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the
value will be ‘N’.
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<add key="IsSelfSigned KRS" value="N" />

Figure 170 - Certificate Name Change — RBA Component (cont.)

10. Save the file for changes to be reflected.
11. Select HCL.iAutomate.RBAComponent service and click Restart to restart the service.

' Services (Local)
HCL.iAutomate RBAComponent Marme - Description Status Startup Type
] k’:)_;HCL.iAutnmate.DC Running  Automatic
%;_!ﬁfhs:z‘;;?ce i«,‘?;HCL.iAutomate.Entit}aMDdel Apache/24.. Running .ﬂ\utomatic
ELHCLiAutomate, GenericExecutar Running  Autornatic
l.,’::)_;HCL.i.&utomate.iParse Apachef2 4. Running  Automatic
'-\,'2;HCL.i.ﬂ\utnmate.iRecommend Apache/24... Running  Sutomatic
@;HCL.iAutnmate.iUnique Apache/24.. Running  Automatic
k’::)_;HCL.i.ﬂ\utomate.Listener Running  Sutormatic
YHCL.idutomate.REAComponent Running  &utomatic
ELHCLisutomate ReleaseService Running  Autormatic
k’::)_;Human Interface Device Service Activates an.. Manual (Trig...
-.5:)‘ HW Host Service Prowvides an .. Marual (Trig...

Figure 171 - Certificate Name Change — RBA Component (cont.)

3.5.2.1.2.5Release Service
To make changes for the Release Service, please follow the below steps:

1. Press Win+R and type services.msc.

= Run x

=7 Typethe name of a program, folder, document, or Internet
; resource, and Windows will open it for you,

Open: ‘ SEMVICES.MSC w

Emct EFU'WSE...

Figure 172 - Certificate Name Change — Release Service

2. Click OK to open Windows Services.
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Tk Services
File Action View Help
| F EcE HE >80

. Services (Local)

~

Apache2.4 Name Description Status Startup Type Log On As
i @Adiva}(\nstallar (AxInstSV) Provides Us... Manual Local System
;t_euiﬂ:hs:;::\:ce @Ad obe Flash Player Update Service This service ... Manual Local System
@ airtel. QUC Automatic Local System
AllJoyn Router Service Routes Alllo.., Manual (Trig...  Local Service
Description: unning e -

Apache/2.4.23 (Winbd)

OpenssL/1.0.2h -:},App Readiness Gets apps re.. Manual Local System

@Application Host Helper Service Provides ad... Running  Autematic Local System
@Appllcatlon Identity Determines ... Manual (Trig...  Local Service
@Application Information Facilitates t... Running  Manual (Trig...  Local System
5.“.';:,@;Ap;:tlicat:icm Layer Gateway Service Provides su... Manual Local Service
::%Application Management Processes in.. Manual Local System
::%Appx Deployment Service (AppXSViC) Provides inf... Manual Local System
E:‘?:,‘,ASP.I‘\II:—I' State Service Provides su... Manual Metwork Service
@AsslgnEdAc:e;sManagEr Service AssignedAc... Manual Local System
@Auto Time Zone Updater Automatica... Disabled Local Service
5.”.%E»ackground Intelligent Transfer Service Transfers fil... Manual Local System
::% Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
E:“%’Base Filtering Engine The Base Fil.. Running  Autematic Local Service
@BES Client Facilitates u... Running  Autematic (D... Lecal System
@ BitLocker Drive Encryption Service BDESYC hos... Running  Manual (Trig...  Local System
@B\tLockEr Management Client Service BitLocker M... Running  Autematic (D... Lecal System
5.“.';:,@;E\c»ck Level Backup Engine Service The WBEMG... Manual Local System
::% Blue Coat Unified Agent ProvidesW... Running Automatic Local System
E:‘?},B\ue‘moth Handsfree Service Enables wir... Running  Manual (Trig... Lecal Service
E:‘?:,‘,B\ue‘mcith Support Service The Bluetoo... Running  Manual (Trig...  Lecal Service
E:{%Brand’{adﬂe This service ... Manual Network Service

@ Capability Access Manager Service Provides fac... Manual Local System
@ Certificate Propagation Copies user.. Running  Autematic Local System

Figure 173 - Certificate Name Change — Release Service (cont.)

3. Search for HCL.iAutomate.ReleaseService and right-click on it.
4. Click Properties.
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' Services (Local)
HCLiAutomate.ReleaseService Mame Description Status

ELHCLifutomate iParse Apackef2.4.23 (Wingd) 0. Runnin
] p 9
£LHCLiAutomate iRecommend Apachef24.23 (Wingd) 0., Runnin
] P 9
'-.’:J.;HCL.iAutomate.iUnique ! Apachef24.23 (Wingd) 0. Running
ELHCLiAutomate.Listener Runnin
i 3
£ HCLiAutomate RBACompanent Runnin
p ]
Lifwtornate, Rele ervice Running
& Human Interface Dewice Service Start ains t.
) HW Hast Service Stop : fort,.,

L’E)_;Hyper—\-" Data Exchange Service Pause o ..

Stop the service
Restart the service

'-.’,.?‘J_;Hyper—\-" Guest Service Interface Resurne = fort..,
'-.’:.‘“:J_; Hyper-w Guest Shutdown Sersice Restart i ko,
&l Hyper-W Heartbeat Service f this ..,
'-.’:J.; Hyper-¥ PowerShell Direct Service Al Tasks 7 imta .
'-Jg)_; Hyper-w Rermote Desktop YWirtualization Service Refresh far co...
Eh Hyper- Time Synchronization Service item t.,
'-.’Q;Hyper—\-"\."olume Shadow Copy Requestor Froperties AU
L’%J_;IKE and AuthlP [Psec Keying Modules Help skt Running
& Interactive Services Detection S | T« 1 I
@;Internet Connection Sharing (1C3) Provides netwark address ...
'-JEJ_;IP Helper Prowvides tunnel connectiv.,  Running
'-.,EEJ_;WSEE Palicy &gent Internet Protocol security .. Running

Figure 174 - Certificate Name Change — Release Service (cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.
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HCL.ifwtomate ReleaseService Properties (Local Computer) x

General |ogOn Recovery Dependencies

Service name: HCL.idwutomate ReleazeService
Dizplay name: HCL.isutornate. ReleazeSemvice
Description:

Fath to executable:

201908313 164344397 4Rele = HCL idutomate. Release Host exe

Startup type: Automatic i

Service statuz:  Running
Stark Stop Fauze Fezume

“'ou can zpecify the start parameters that apply when vou start the service
fram here.

Cancel Hipply

Figure 175 - Certificate Name Change — Release Service (cont.)

6. Open File Explorer, then paste the copied path and press Enter to open the desired folder.
7. Search for HCL.iAutomate.Release.Host.exe config file and open it in a Notepad.

mj HCL.iAutomate Release.Host.exe 7/21/202012:08 PM - COMFIG File 2 KB

Figure 176 - Certificate Name Change — Release Service (cont.)
8. Within the HCL.iAutomate.Release.Host.exe config file, find the key ‘CertificateName_KRS’ and

change its value with the new Certificate Name.

<add key="CertificateName KRS" value="HclTech.iautomate.Web" />

Figure 177 - Certificate Name Change — Release Service (cont.)

9. If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the
value will be ‘N’.
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<add key="IsSelfSigned KRS" value="N" />

Figure 178 - Certificate Name Change — Release Service (cont.)

10. Save the file for changes to be reflected.
11. Select HCL.iAutomate.ReleaseService service and click Restart to restart the service.

. Services (Local)

HCL.iAutomate.ReleaseService Marne Description Status Startup Type
) -Eé;HCL.iAutomate.DC Running  Automatic
%;fatrfc‘fhf;":;eice -5.?;HCL.iAutomate.EntityModeI Bpache/24.23 (Win6d) 0., Running  Automatic
{GhHCLiAutomate, GenericExecutor Running  Autormatic
Q;HCL.iAutomate.iParse Apache/24.23 (Wingd) 0., Running  Automatic
ﬁé;HCL.iAutomate.iRecommend Apache24.23 (Wined) 0. Running  Autornatic
-Sé;HCL.iAutomate.iUnique Apachef24.23 (Wined) O..  Running  Automatic
{,‘é;HCL.iAutomate.Listener Running  Autormatic

SIJ-HC Autormnate RBAComponent Running  Automatic
C e Running  Autornatic

h Hurman Interface Device Service Activates and rnaintains ., Manual (Trig...

»,‘.'é;H\u" Host Service Prowvides an interface for t., Manual (Trig..,
-{,‘) Hyper-¥ Data Exchange Service Provides a mechanism to .. tanual (Trig...
Q;Hyper-\f Guest Service Interface Provides an interface faor t.. Manual (Trig..
-E) Hyper-¥ Guest Shutdown Service Provides a mechanism to .. Manual (Trig...
»5.') Hyper-¥ Heartheat Service Maonitors the state of this .. Manual (Trig..,
Q;Hyper-\." Powverhell Direct Service Provides a mechanism to .. tanual (Trig...
Ch Heapod Barmaba Masbbon Widknalizatian San Dirvcidas s wlatfmen for hAzeial (Tein

Figure 179 - Certificate Name Change — Release Service (cont.)

3.5.2.1.2.6AD Sync
To change the configuration of AD Sync from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.
I Run *

= Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

DOpem: ‘ SEMVICES,MEC -

Cancel Browse...

Figure 180 - Certificate Name Change — AD Sync Service

2. Click OK to open Windows Services.
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Tk Services
File Action View Help

EoE HeEl v o nw

~

Apache2.4 Name Description Status Startup Type Log On As
E:‘?:,‘,)fxcti\.'d Installer (AxInstSV) Provides Us... Manual Local System

Stop the service @

Restart the service gAdobe Flash Player Update Service This service ... Manual Local System
i;.% airtel. QUC Automatic Local Systermn
-@,AHJoyn Router Service Manual (Trig... Local Service

Description: Ap Running -

Apache/2.4.23 (Wingd)
OpenS5L/1.0.2h

@},App Readiness Local System
@Application Host Helper Service Provides ad... Running  Automatic Local System
@Application Identity Determines ... Manual (Trig... Local Service
@Appllcatlon Infarmation Facilitatest... Running  Manual (Trig...  Local System

5.“.';:,@;A;:tplicat:icm Layer Gateway Service Provides su... Manual Local Service
5.“.';:,@;A;:tplicat:icm Management Processes in.. Manual Local System
::%Appx Deployment Service (AppXSVC) Provides inf... Manual Local System
@ASP.NEI’ State Service Provides su... Manual Metwork Service
E:‘?:,‘,)fxssigr'WEdAt:cessl\v‘lanager Service AssignedAc... Manual Local System
@Auto Time Zone Updater Automatica... Disabled Local Service
5.”.%E»ackground Intelligent Transfer Service Transfers fil... Manual Local System
@ Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
@:&Base Filtering Engine The Base Fil.. Running  Automatic Local Service
i':‘.% BES Client Facilitates u... Running  Automatic (D... Local System
i':‘.% BitLocker Drive Encrypticn Service BDESVC hos.. Running  Manual (Trig... Lecal System
@ BitLocker Management Client Service BitLocker M... Running  Automatic (D... Local System
E;‘:?‘&E»Iock Level Backup Engine Service The WBENG... Manual Local System
5.“.';:,@;k?»lue Coat Unified Agent Provides W... Running  Automatic Local System
::%Bluetooth Handsfree Service Enables wir.. Running  Manual (Trig.. Lecal Service
::%Bluetooth Support Service The Bluetoo.. Running  Manual (Trig..  Lecal Service
E:‘.%Branch(:adﬂe This service ... Manual Metwork Service
E:{%Capablllty Access Manager Service Provides fac... Manual Local Systermn

)

Figure 181 - Certificate Name Change — AD Sync Service (cont.)

3. Search for HCL.iAutomate.ADSyncService and right-click on it.
4. Click Properties.

HCLiAutomate. ADSyncService Marme - Description Status Startup Type L.
] P HCL.iA nate. Running  Aufgeaati
%s‘tlaﬁ:hs::::jce C} HCLiAutomate.DC Service for... Running  Au Start
5@1 HCL.iAutormate.EmailService Service for E.. Running  Au Stop
@}, HCL.iAutomate.EntityModel Apachef24.. Running Au Pause
Des;ri ption: -@; HCL.iAutomate, GenericExecutor Servicefor...  Running  Au Resume
Service for ADSync 5:‘,’:"},HCL.i;\'-kut::»mate.iP‘arse Apachef24.. Running Au R
5@; HCL.iAutornateiRecommend Apache/24... Running  Au sstart
@}, HCL.iAutomate.iUnique Apachef24.. Running Au All Tasks >
5@1 HCL.iAutormate.Listener Service for L.. Running  Au
@}, HCL.iAutomate.RBEACompenent Servicefor... Running Au Refrech
5@; HCL.iAutomate.ReleaseService Servicefor... Running Au Properties
@ Hurnan Interface Device Service Activates an... Mz
@},HV Host Service Provides an ... Mz HE_Elp

Figure 182 - Certificate Name Change — AD Sync Service (cont.)

5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.
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HCL.iAutomate ADSyncService Properties (Local Computer) >
General logOn FRecovery Dependencies

Service name: HCL iAutomate. ADSync Service
Display name: HCL iAutomate ADSyncService

Diescription: Service for ADSync

Path to executable:
A0 Sync 20200721 1208083 75M\AD Syl MENE (= Rl e S N

Startup type: Automatic i

Service status:  Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Cancel Aoy

Figure 183 - Certificate Name Change — AD Sync Service (cont.)

6. Open File Explorer and paste the copied path and press Enter to open the desired folder.
7. Search for HCL.iAutomate.Service.AD.exe config file and open it in a Notepad.

¢ HCLiAutomate Service AD exe.config 2/20/20201219 PM XML Configuratic.., 4 KB

Figure 184 - Certificate Name Change — AD Sync Service (cont.)
8. Within the HCL.iAutomate.Service.AD.exe config file, find the key ‘CertificateName_KRS’ and

change its value with the new Certificate Name.

<add key="CertificateName KRS" value="HclTech.iautomate.Web" />

Figure 185 - Certificate Name Change — AD Sync Service (cont.)

9. If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the
value will be ‘N’.
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<add key="IsSelfSigned KRS" value="N" />

Figure 186 - Certificate Name Change — AD Sync Service (cont.)

10. Save the file for changes to be reflected.
11. Select HCL.iAutomate.ADSyncService service and click Restart to restart the service.

. Services (Local)

HCLiAutomate. ADSyncService MName Description Status Startup Type L.
) 2 HCL.iAutomate. ADSyncService Servicefor.. Running Automatic
Stop the service {":J; HCL.iAutomate, DC Servicefor..  Running  Autormatic

Festart the service

L*i'; HCL.iAutomate.EmailService Service for E.. Running  Automatic
I*.{i!; HCL.iAutomate.EntityModel Apache/24... Running  Automatic
De;;ription: L‘i!;HCL.iAutomate.GenericExecutor Servicefor.. Running  Autormatic
Service for ADSync i . . . .
ChHCLiAutomate.iParse Apache/24... Running  Automatic
Ei!; HCL.iAutormnate.iRecommend Apache/24... Running  Automatic
L‘%HCL.iAutomate.iUnique Apache/24... Running  Automatic
'f;:& HCL.iAutornate Listener Service for L. Running  Automatic
'».."':".-‘J;HCL.iAutomate.RBAComponent Servicefor.. Running  Automatic

'f‘&HCL.iAutomate.ReIeaseService Service for..  Running  Automatic

Figure 187 - Certificate Name Change — AD Sync Service (cont.)

3.5.2.1.2.7Email Service

To change the configuration of Email Service from HTTP to HTTPS, please follow the below steps:

1. Press Win+R and type services.msc.
= Run =

=7 Type the name of a program, folder, document, or Internet
L resource, and Windows will open it for you.

Open: ‘ SEMVICES.MSC "

Cancel EFUWSE---

Figure 188 - Certificate Name Change — Email Service

2. Click OK to open Windows Services.
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= | FECE HE >80

g_& Services (Local)

~

Apache2.4 Name

&, ActiveX Installer [AxlnstsV)
E:‘.%)fxdcﬂ;ie Flash Player Update Service
G airtel. OUC

-;.%AHJoyn Router Service

Stop the service
Restart the service

Description:
Apache/2.4.23 (Wingd)

OpenSSL/1.0.2h G App Readiness

::%Application Host Helper Service

i':‘.% Application ldentity

@Application Infermation
@Appllcatlon Layer Gateway Service
@Application Management

5.“.%A;:t;:o}( Deployment Service (AppXSVC)
€, ASP.NET State Service

::% AssignedAccessManager Service

i':‘.% Aute Time Zone Updater

5:‘% Background Intelligent Transfer Service
@ Background Tasks Infrastructure Service
@ Base Filtering Engine

€, BES Client

::% BitLocker Drive Encryption Service
::% BitLocker Management Client Service
i':‘.% Block Level Backup Engine Service
@ Blue Coat Unified Agent

@ Bluetooth Handsfree Service

@ Bluetooth Support Service

::% BranchCache

::% Capability Access Manager Service
i':‘.% Certificate Propagation

Description
Provides Us...

This service ...

Routes Alllo.

Provides ad...

Determines ...
Facilitates t...
Provides su...
Processesin...
Provides inf...
Provides su..
AssignedAc..,
Automatica...
Transfers fil...
Windows in...
The BaseFil...
Facilitates u...
BDESVC hos...
BitLocker M...
The WBENG...
Provides W...
Enables wir...
The Bluetoo...
This service ...
Provides fac...

Copies user ...

Status Startup Type Log On As

Manual Local System
Manual Local System
Automatic

Manual (Trig...

Local Systermn
Local Service
Running

Local System
Automatic Local System
Manual (Trig...
Manual (Trig...

Manual

Running
Local Service
Running Local System
Local Service
Manual Local System
Manual Local System

Network Service

Local System

Manual
Manual
Disabled

Manual

Local Service
Local System
Automatic

Running Local Systermn

Automatic Local Service
Automatic (D...
Manual (Trig...
Automatic (D..

Manual

Running
Running
Running
Running

Local System
Local System
Local System
Local System
Automatic
Manual (Trig...
Manual (Trig...
Manual

Running Local Systermn

Running Local Service
Local Service
Network Service

Local System

Running

Manual

Running  Automatic Local System

Figure 189 - Certificate Name Change — Email Service (cont.)

3. Search for HCL.iAutomate.EmailService and right-click on it.

4. Click Properties.

L Semices(local)

HCL.iAutomate.EmailService MName
5@, HCL.iAutormate ADSyncService
Stop the service

£, HCLiAutomate.DC

Restart the service

i€ HC LiAutomate EntityModel
5@1 HCL.iAutomate. GenericExecutor
5@, HCL.iAutornate.iParse

5@, HCL.iAutomate.iRecommend
@HCL.iAutomate.iUnique

@}1 HCL.iAutomate.Listener

@ HCL.iAutomate.RBAComponent
5@1 HCL.iAutomate. ReleaseService
@Human Interface Device Service
@‘;?,HV Huost Service

5@, Hyper-V Data Exchange Service
@}1 Hyper-V Guest Service Interface

Description:
Service for EmailService

Description
Service for ...
Service for ...
ice for E...
Apache/24....
Service for ...
Apache/24....
Apache/24....
Apache/24....
Service for L...
Service for ...
Service for ...
Activates an...
Provides an ...
Provides a ...

Provides an ...

Status Startup Type L.
Running  Automatic
Running

Running

Running  Automat Start
Running  Automat Stop
Running  Automat Pause
Running  Autemat Resume
Running  Automat
. Restart
Running  Automat
Running  Automat All Tasks >
Running  Automat
Refresh
Manual |
Manual | Properties
Manual | 0
Manual | =P

Figure 190 - Certificate Name Change — Email Service (cont.)
5. Copy the value mentioned in ‘Path to executable’ as shown in the image below.
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HCL.iAutomate.Email5ervice Properties (Local Computer) x
General | LogOn  Recovery Dependencies

Service name: HCL iAutomate. Email Service

Display name: HCLifAutomate . Email Service

Description: Service for Email Service

Path to executable:
LB R e s R R HC L iAutomate . Email Service. Service . Host exe”

Startup type: Automatic w

Service status:  Running
Start Stop Pause Resume

You can specify the start parameters that apphy when you star the service
from here.

Cancel Aoy

Figure 191 - Certificate Name Change — Email Service (cont.)

6. Open File Explorer and paste the copied path and press Enter to open the desired folder.
7. Search for HCL.iAutomate.EmailService.Service.Host.exe config file and open it in a Notepad.

¥ HCLiAutomate.EmailService Service Host. exe.config 3/3/2020 11:49 AM XML Configuratio... KB

Figure 192 - Certificate Name Change — Email Service (cont.)
8. Within the HCL.iAutomate.EmailService.Service.Host.exe config file, find the key

‘CertificateName_KRS’ and change its value with the new Certificate Name.

<add key="CertificateName KRS" value="HclTech.iautomate.Web" />

Figure 193 - Certificate Name Change — AD Sync Service (cont.)

9. If the certificate is self-signed, find the key ‘IsSelfSigned_KRS’ and change its value to ‘Y’. Else the
value will be ‘N’.



0 Big Fix BigFix Runbook Al Installation Guide

<add key="IsSelfSigned KRS" value="N" />
= &:

Figure 194 - Certificate Name Change — Email Service (cont.)

10. Save the file for changes to be reflected.
11. Select HCL.iAutomate.EmailService service and click Restart to restart the service.

s

Marme Description Status Startup Type
L HCLiAutomate.DC

HCLiAutomate.EmailService

Automatic

Servicefor..  Running

Stop the servi e =4 HC L 1Automate. EmailService Service for E... Runmning  Automatic

Festart the service ) . . — .
'-@', HCL.iAutomate. EntityModel Apache/24... Running  Automatic
5@; HCL.iAutomate. GenericExecutor Servicefor.. Running  Autornatic

Description: £ HCLiAutomate.iParse fApache/24... Running  Automatic

Service for Emailservice

@S’,HCL.iAutomate.iRecommend Apache/24.. Running  Automatic

Figure 195 — Certificate Name Change — Email Service (cont.)

3.5.2.1.2.8iRecommend

To make changes for iRecommend service, please follow the below steps:

1. Press Win+R and type services.msc.
= Run *

@- Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: ‘ SEMVICES.MSC v|

l 0K ;| Cancel || Browse... |

Figure 196 - Certificate Name Change — iRecommend

2. Click OK to open Windows Services.

Copyright © 2023 HCL Tech 135|Page



0 Big Fix BigFix Runbook Al Installation Guide

Tk Services

File Action View Help

= | FECE HE >80
- Services (Local)
Apache2.4 Narme Description Status Startup Type Log On As
. n E:‘.-‘:,‘,)fxcti\.'d Installer (AxInstSV) Provides Us... Manual Local System
top the service I . . .
Restert the service gAdube Flash Player Update Service This service ... Manual Local System
i\-{% airtel. QUC Automatic Local Systermn
Allloyn Router Service Routes Alllo... Manual (Trig... Local Service
Description: -
Apache/2.4.23 (Wingd)

-@},App Readiness Gets apps re.. Manual Local System
@Application Host Helper Service Provides ad... Running  Automatic Local System
@Application Identity Determines ... Manual (Trig... Local Service
@Appllcatlon Infarmation Facilitatest... Running  Manual (Trig...  Local System

OpenS5L/1.0.2h

@Application Layer Gateway Service Provides su... Manual Local Service
5.“?:,@;A;:tplicat:icm Management Processes in.. Manual Local System
@},App}( Deployment Service (AppXSVC) Provides inf... Manual Local System
@},ASP.NEI’ State Service Provides su... Manual Metwork Service
E:‘.-‘:,‘,)fxssigr'WEdAt:cessl\v‘lanager Service AssignedAc... Manual Local System
@Auto Time Zone Updater Automatica... Disabled Local Service
E:‘;‘%Background Intelligent Transfer Service Transfers fil... Manual Local Systermn
-'(9}, Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
@},Base Filtering Engine The Base Fil.. Running  Automatic Local Service
@}, BES Client Facilitates u.. Running  Automatic (D.. Lecal System
i@& BitLocker Drive Encrypticn Service BDESVC hos.. Running  Manual (Trig... Lecal System
@ BitLocker Management Client Service BitLocker M... Running  Automatic (D... Local System
E:‘;‘%Block Level Backup Engine Service The WBENG... Manual Local Systermn
5.“?:,@;E»Iue Coat Unified Agent Provides W... Running  Automatic Local System
5.‘é’:,g;E»Iue'(cu:»th Handsfree Service Enables wir.. Running  Manual (Trig.. Lecal Service
@},Bluetooth Support Service The Bluetoo.. Running  Manual (Trig..  Lecal Service
E:‘.%Branch(:adﬂe This service ... Manual Metwork Service
Eg(:apability Access Manager Service Provides fac... Manual Local System

i':{% Certificate Propagation Copies user... Running  Automatic Local Systermn

Figure 197 - Certificate Name Change — iRecommend (Cont.)

3. Search for HCL.iAutomate.Listener service and right-click on it.
4. Click on Properties.
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E«g Services
File  Action  Wiew Help
&= | FEcE HE »annp

C‘.,a Services (Local) o
HCL.iAutomate.Listener Marne
st _ ELHCLisutomate.DC
top the service iR . .
Restart the service -:},HCL.lﬂxutDmate.Entlt}fMDdel

@},HCL.iAutDmate.GenericExecutDr
@},HCL.iﬂ«utumate.iParse
@%HCL.irﬂ.utDmate.iRecnmmend
@},HCL.iAutnmate.iUnique
#AHCLifutormate Listener
@},HCL.iAutnmate.REACDmpan start

5:?},HCL.iﬂxutumate.ReleaseSewic- Stop

%Human Interface Device Serei Pause

@},H‘J Haost Service 0
esLFE

@%Hyper—h" Data Exchange Servic
@'},Hyper-v Guest Service Interfac
@},Hyper-h" Guest Shutdown Ser 2l Tasks
@},Hyper-\-" Heartheat Service

Restart

@ Hyper-Y PowerShell Direct Ser Refresh
@}, Hyper-Y Remote Desktop Vir Properties
@},Hyper-v Tirne Synchronization
@},H}fper-\-"h‘blume Shadow Cap Help

Figure 198 - Certificate Name Change — iRecommend (Cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.
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HCL.i&wtomate Listener Properties (Local Computer) x

General |LogOn Recoveny Dependsncies

Service name: HCL.idutomate. Listener
Digplay name: HCL.idutomate. Listener
Drezcription:

Fath to executable:
IR P NN A S E NN Listner_ 207190819 _15948507 255 Listner\HCL idwtomate

Startup type: Automatic i

Service status: Running
Stark Stop FPauze Fezume

“'ou can specify the start parameters that apply when vou start the service
fram hiere.

Figure 199 - Certificate Name Change — iRecommend (Cont.)

6. Open File Explorer and paste the copied path and press Enter to open the desired folder.
7. Go to iRecommend folder. Locate irecommend.config file.
8. Open irecommend.config in a Notepad and search for below line.

Certificate_Name = HclTech.iautomate.Web

Figure 200 - Certificate Name Change — iRecommend (Cont.)

9. Change Certificate_Name and the value from HclTech.iautomate.Web to the new Certificate
name.

10. Save the file to implement the changes.

11. Go to iRecommend - config folder.

12. Locate entity.config file.

13. Open entity.config in a Notepad and search for below line.

Certificate Name = HclTech.iautomate.Web

Figure 201 - Certificate Name Change — iRecommend (Cont.)
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14. Change Certificate_Name and the value from HclTech.iautomate.Web to the new Certificate
name.
15. Save the file for changes to get reflected.

3.5.2.1.2.9iParse

To make changes for iParse service, please follow the below steps:

1. Press Win+R and type services.msc.

= Run x

=7 Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: SEMVICES.MSC w

Browse...

Figure 202 - Certificate Name Change — iParse

2. Click OK to open Windows Services.

% Services
File Action View Help

| FE = HeEl v oo

., Services (Local) :‘J} Services [Local)

Apache2.4 Name - Description Status Startup Type Log On As
'»S:!,Actlvax Installer (AxInst5V) Provides Us... Manual Local System

;Lens_l!;atr'r’:fh;:;::veice I:J;Adobe Flash Player Update Service This service ... Manual Local System
L airtel, OUC Automatic Local System

% Allloyn Router Service Routes Alllo.., Manual (Trig..  Local Service

Description: acheZ 4 Automatic

gz:g?ﬁ':;;swmm] »..:?)App Readiness Gets apps re... Manual Local System
5k Application Host Helper Service Provides ad... Running  Automatic Local System
'-Q,Application Identity Determines ... Manual (Trig..  Local Service
'-E:{,Application Information Facilitatest..  Running  Manual (Trig..  Lecal System
'{:}JApplication Layer Gateway Service Provides su... Manual Local Service
'».':-:?)Application Management Processes in... Manual Local System
'»S:?)Appx Deployment Service (AppXSV) Provides inf... Manual Local System
'»S:!,ASP.NI:T State Service Provides su... Manual Network Service
I‘;{,AssignedAcce;sManager Service AssignedAc.., Manual Local System
'-E:{,Auto Time Zone Updater Autematica.., Disabled Local Service
'{:}JBackground Intelligent Transfer Service Transfers fil... Manual Local System
'».'::?)Background Tasks Infrastructure Service Windows in... Running  Autematic Local System
'»S:?)Base Filtering Engine The Base Fil... Running  Automatic Local Service
'{,:{,BES Client Facilitates u... Running  Automatic (D... Local System
'-E:{, BitLocker Drive Encryption Service BDESYC hos.. Running Manual (Trig..  Lecal System
'-E:{, BitLocker Management Client Service BitLocker M. Running  Autematic (D.. Lecal System
'{:}JB\ock Level Backup Engine Service The WBEMG... Manual Local System
'».'::?)B\ue Coat Unified Agent Provides W... Running Autematic Local System
'».’.:P)B\uetooth Handsfree Service Enables wir.. Running  Manual (Trig... Local Service
'»S:!,B\uetooth Support Service The Bluetoo... Running  Manual (Trig...  Local Service
'-Q,Branch(ache This service .. Manual Metwark Service
'-E:{, Capability Access Manager Service Provides fac... Manual Local System
'{:}J Certificate Propagation Copies user.. Running  Automatic Local System
i€ Cisco AnyConnect Metw stablishe Running___Autemati

Figure 203 - Certificate Name Change — iParse (Cont.)
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3. Search for HCL.iAutomate.Listener service and right-click on it.
4. Click on Properties.

-%Sewices
File &ction  View Help

| F B HE » oo w

Eﬂ Services (Local) {}'
HCLiAutomate.Listener Marme
CLHCLisutomate DG
Stop the service A . .
Restart the service -::};HCL.IAUtDmatE.EntIt}-’MDdEl

5:{:-‘}, HCL.ifutormate. GenericExecutor

% HCL.i&utamate iParse

5:{}}, HCL.i&utarmate. iRecormmend

5:?}, HCLifutormate.ilnique
HCL.i&utomate.Listener

5:%HCL.i.ﬂ.utumate.RE.ﬂ.Cumpunf Start

5@,HCL.iAutumate.ReIeaseSewicn Stop
@},Human Interface Device Servin Pause
%HV Host Service Resurme

@Hyper-v Data Exchange Servic
@},H}fper-\f Guest Service Interfac
@Hyper-\f Guest Shutdown Ser Al Tasks
%Hyper—"-f Heartheat Service

Restart

50 Hyper-¥ PowerShell Direct Ser Refresh
5:% Hyper- Rernote Desktop Vi Properties
%H}fper-\f Tirme Synchronization
E:“::%;H},.-';:ua-r-‘-f‘ufu:ulur'me Shadow Cop Help

Figure 204 - Certificate Name Change — iParse (Cont.)

5. Copy the value mentioned in Path to executable as shown in the image below.
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HCL.i&wtomate Listener Properties (Local Computer) x

General |LogOn Recoveny Dependsncies

Service name: HCL.idutomate. Listener
Digplay name: HCL.idutomate. Listener
Drezcription:

Fath to executable:
IR P NN A S E NN Listner_ 207190819 _15948507 255 Listner\HCL idwtomate

Startup type: Automatic i

Service status: Running
Stark Stop FPauze Fezume

“'ou can specify the start parameters that apply when vou start the service
fram hiere.

Figure 205 - Certificate Name Change — iParse (Cont.)
Open File Explorer and paste the copied path and press Enter to open the desired folder.

Go to \iParse\IParse\iparse\config folder.
Locate parse_config.config file.

w KN

Open parse_config.config in a Notepad and search for below line.

Certificate_Name = HclTech.iautomate.Web

Figure 206 - Certificate Name Change — iParse (Cont.)

10. Change Certificate_Name and the value from HclTech.iautomate.Web to the new Certificate name.
11. Save the file to implement the changes.

3.5.2.1.2.10iScrape

To make changes for iScrape service, please follow the below steps:

Go to the folder where user has installed knowledge components.
Go to \iScript\IScript\iScript\config folder.
Locate iScrape.cfg file.

P wnNe

Open iScrape.cfg in a Notepad and search for below line.
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Certificate_Name =

HclTech.iautomate.Web

Figure 207 - Certificate Name Change — iScrape
5. Change Certificate_Name and value from HclTech.iautomate.Web to the new Certificate name
6. Save the file to implement the changes.

3.5.2.1.2.11iUnique

To make changes for iUnique service, please follow the below steps:

1. Press Win+R and type services.msc.

4 Run X
— Type the name of a program, folder, document, or Internet
e resource, and Windows will open it for you.
Open: ‘ SEMVICES.MSC

Browse...

Figure 208 - Certificate Name Change — iUnique
Click OK to open Windows Services.
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Tk Services

File Action View Help

e F Bz H= » 8 uwn

g‘_& Services (Local) o
Apache2.4 Nare Description Status Startup Type Log On As
i @},Activax\nstallar (AxInstSV) Provides Us... Manual Local System
;t?osfa?fh;:;::ce E:‘.%)fxdol:ie Flash Player Update Service This service ... Manual Local System
@ airtel. QUC Automatic Local System
AllJayn Router Service Routes Alllo... Manual (Trig...  Local Service
Description: -
Apache/2.4.23 (WinG4)

-:%App Readiness Gets apps re.. Local System
@},Application Host Helper Service Provides ad... Running  Autematic Local System
@Application Identity Determines ... Manual (Trig... Local Service
@Application Information Facilitates t...  Running  Manual (Trig...  Lecal System

Open55L/1.0.2h

@Appllcatlon Layer Gateway Service Provides su... Manual Local Service
@Appllcatlon Management Processes in... Manual Local System
5.“?:,@;Ar.t;:t)( Deployment Service (AppXSVC) Provides inf... Manual Local System
@},ASP.NEI’ State Service Provides su... Manual Metwork Service
:@},AssignadAcce;sManagEr Service AssignedAc.., Manual Local System
@Auto Time Zone Updater Automatica... Disabled Local Service
EgBackground Intelligent Transfer Service Transfers fil... Manual Local System
E:‘;‘%Backgmund Tasks Infrastructure Service Windows in... Running  Automatic Local System
E;‘:%E’»ase Filtering Engine The Base Fil... Running  Automatic Local Service
-'(9}, BES Client Facilitates u.. Running  Autematic (D.. Lecal System
@}, BitLocker Drive Encryption Service BDESYC hos.. Running  Manual (Trig..  Lecal System
%B\tLockEr Management Client Service BitLocker M. Running  Autematic (D.. Lecal System
@B\uck Level Backup Engine Service The WBENG... Manual Local System
EQB\ue Coat Unified Agent ProvidesW... Running  Automatic Local System
E:‘;‘%B\ueftooth Handsfree Service Enableswir.. Running  Manual (Trig... Local Service
5.“?:,@;E»\ue‘cc»c»th Support Service The Bluetoo.. Running  Manual (Trig..  Lecal Service
5.“?:,@;E»ranch(:ache This service ... Manual Metwork Service
@}, Capability Access Manager Service Provides fac... Manual Local System
@},Certificate Propagation Copies user.. Running  Automatic Local System
B . o . .

Figure 209 - Certificate Name Change — iUnique

3. Search for HCL.iAutomate.Listener service and right-click on it.
4. Click on Properties.
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i%Sewices
File  Action View Help

= | FE = HE » o np

% Services (Local) al
HCL.iAutomate.Listener Marme
cton thesen ChHCL.ifutormate.DC
top the service r . .
Restart the service %HCL.|AutDmate.Entlt}andel

@ HCL.i&utormate, GenericExecutor

@ HCL.i&utormate,iParse

@ HCL.ifwtormate,iRecommend

@ HCL.ifwtomate.iUnique

E£AHCL. iAutomate. Listener
@HCL.i.ﬁ.utDmatE.F{B.ﬁ.CDmpDnE Start

E@HCL.i.ﬂ«utu:urnatn&*.FhaIeaseSer\.-'iuzn Stop
@Human Interface Device Servi Pause
E%H‘ur Host Service

Resurme

@H}-’per-v Data Exchange Servic
@ Hyper-Y Guest Service Interfac
@H}fper-‘u’ Guest Shutdown Ser, All Tasks
@H}fper-‘u’ Heartbeat Service

Restart

@ Hyper-Y PowerShell Direct Set Refresh
@ Hyper-Y Remote Desktop Wir Properties
EgHzn,.-';:uer-R-" Time Synchronization
@H}-’per-%ﬂ'%ﬁulume Shadow Cop Help

Figure 210 - Certificate Name Change — iUnique

5. Copy the value in ‘Path to executable’ as shown in the image below.

Copyright © 2023 HCL Tech l44|Page



| ’ Big Fix BigFix Runbook Al Installation Guide

HCL.i&wtomate Listener Properties (Local Computer) x

General |LogOn Recoveny Dependsncies

Service name: HCL.idutomate. Listener
Digplay name: HCL.idutomate. Listener
Drezcription:

Fath to executable:
IR P NN A S E NN Listner_ 207190819 _15948507 255 Listner\HCL idwtomate

Startup type: Automatic i

Service status: Running
Stark Stop FPauze Fezume

“'ou can specify the start parameters that apply when vou start the service
fram hiere.

Figure 211 - Certificate Name Change — iUnique
Open File Explorer, then paste the copied path and press Enter to open the desired folder.
Go to \iUnique\lUnigue\iUnique_final\config folder.
Locate iUnique.cfg file.

w KN

Open iUnique.cfg in Notepad and search for below line.

Certificate_Name = HclTech.iautomate.Web

Figure 212 - Certificate Name Change — iUnique

10. Change Certificate_Name and the value from HclTech.iAutomate.Web to the new Certificate
Name.
11. Save the file to implement the changes.

3.5.2.1.2.12Knowledge

To make changes for Knowledge service, please follow the below steps:

1. Go to the folder where user has installed knowledge components.
2. Go to \KnowledgeRating\KnowledgeRating\iKnowledge_Rating folder.
3. Locate rating.cfg file.



| ’ Big Fix BigFix Runbook Al Installation Guide

4.

L oo N o Ww

10.

11.
12.
13.
14.

15.

16.
17.
18.
19.
20.

21.
22.
23.
24.

Open rating.cfg in a Notepad and search for below line.

Certificate Name = HclTech.iautomate.Web

Figure 213 - Certificate Name Change — Knowledge

Change Certificate_Name and the value from HclTech.iautomate.web to the new Certificate name.
Save the file for changes to get reflected.

Go to the folder where user has installed knowledge components.

Go to \ AdvanceKnowledge\Crawler\crawler_v5\config folder. Locate icrawler.cfg file.

Open indexer.cfg in a Notepad and search for below line.

Certificate_Name = HclTech.iautomate.lWeb

Figure 214 - Certificate Name Change — Knowledge (Cont.)

Change Certificate_Name and their value from HclTech.iautomate.web to the new Certificate
name.

Save the file for changes to get reflected.

Go to the folder where user has installed knowledge components.

Go to \ AdvanceKnowledge\iKnowledge_Indexer folder. Locate indexer.cfg file.

Open indexer.cfg in a Notepad and search for below line.

Certificate Name = HclTech.iautomate.Web

Figure 215 - Certificate Name Change — Knowledge (Cont.)

Change Certificate_Name and their value from HclTech.iautomate.Web to the new Certificate
name.

Save the file for changes to get reflected.

Go to the folder where user has installed knowledge components.

Go to AdvanceKnowledge\iKknowledge Screen folder.

Locate iKnowledge_Screen.cfg file.

Open iKnowledge_Screen.cfg in a Notepad and search for below line.

Certificate Name = HclTech.iautomate.Web

Figure 216 - Certificate Name Change — Knowledge (Cont.)

Change Certificate_Name and the value from HclTech.iautomate.Web to the new Certificate name.
Save the file for changes to get reflected.

Go to the folder where user has installed knowledge components.

Go to \AdvanceKnowledge\iKnowledge Search folder.
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25. Locate iKnowledge_Search file.
26. Open iKnowledge_Search in a Notepad and search for below line.

Certificate Name = HclTech.iautomate.Web

Figure 217 - Certificate Name Change — Knowledge (Cont.)

27. Change Certificate_Name and the value from HclTech.iautomate.Web to the new Certificate name.
28. Save the file for changes to get reflected.

29. Go to the folder where user has installed knowledge components.

30. Go to iKnowledge\iKnowledge\knowledge v4 folder.

31. Locate iKnowledge.cfg file.

32. Open iKnowledge.cfg in a Notepad and search for below line.

Certificate Name = HclTech.iautomate.Web

Figure 218 - Certificate Name Change — Knowledge (Cont.)

33. Change Certificate_Name and the value from HclTech.iautomate.Web to the new Certificate name.
34. Save the file to implement the changes.

3.5.2.2CHANGE NAME OF CERTIFICATE USED TO CONNECT SERVICES

This section describes configuration changes required for the components in case ssl certificate is
other than HclTech.iautomate.App.

Follow all steps mentioned in section “change name of certificate used to connect KRS” with below
changes:

Search for key “CertificateName_Service” instead ‘CertificateName_KRS'.

Search for key ‘IsSelfSigned_Service’ instead ‘IsSelfSigned_KRS'.

For below components:

Base User Interface, Listener, Data Collector, Generic Service, RBA Component, Release Service,
Email Service, Ad Sync

For BASEUI and Listener follow below steps:

Search for “<dns value="HclTech.iautomate.App" />” in web.config and change with New

Certificate.
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3.5.3 Configuration Changes — Certificate Name Change for
PEM/CRT/KEY Certificates

If the Certificate that is used for connecting the REST APl hosted by Apache gets changed
(PEM/CRT/KEY), user needs to change some parameters (params) in the httpd.conf file in apache
directory: /Apache24/conf/httpd.conf.

The parameters define the path of the certificates that are used along with certificate names.
For instance, suppose the certificate changes from server.crt to serverl.crt then, by default, they
are set to default location as “C:/Program Files/certificate/server.crt”, which needs to be changed

to new file name of certificates as “C:/Program Files/certificate/serverl.crt”.

- -"

am Files/certificate/server.crt

v
ey

LCextificateFile "C:/Pro

mn "

I

Hnhn

-
SS1LCertificateKeyFile "C:

am Files/cexrtificate/sexve

M MmO

HoQ

IR

CACertificateFile "C:/Program Files/certificate/ca.pem”

A

1.V R AL E - v
VerifyClient reqguire
-

fyDepth 10

Figure 219 - Certificate Name Change (PEM / CRT / Key Certificate)

3.5.4 Load Balancer Configuration

This section describes the steps for making the required configurational changes if, BigFix Runbook

Al is installed in High Availability mode.

To make the configuration changes, please follow the below steps:

1. Press Win+R and type services.msc.
2. Click OK to open lIS.
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4 Run

=7 Typethe name of a program, folder, document, or Internet
== resource, and Windows will open it for you.

[ineimof .

Cancel

Browse...

Figure 220 - Load Balancer Configuration

3. Expand Sites under Connections and click HCLiAutomateBaseUI.

P H:EI Start Page
- < I
o) Application Poals
v 8] Sites
\ ,@. HCLi&utornateBasell
v @0 HCLiAutomateWEBAPI
- bin
-7 idutomateiebApil og
P KRS
] scripts

Figure 221 - Load Balancer Configuration (cont.)

4. Click on Bindings in the Edit Site section.
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0 HCLiAutomateBaseUl Home (e |
o
Filter: « % Go - G ShowAll | Groupby: Ares - - EdR BT si0n
Q Application Pools ASP.NET x Edit Site
v @ Stes AR $ — p = T % e =
i 3 a Iz Z 3 = )

> @ Detaut s £ @ O B © 9 ¢ =

> ° HCLi&utomateBasell JNET JNET NET Error JNET JNET Profile  .NETRoles  .NET Trust  .MET Users Applicabon Connection

> ‘ HCLibutomate WEBAPI hori ¢ ilati Pages lizati Levels Settings Sktings View Virtual Directones

> @ Test m

B & @ e

Machine Key Pagesand  Providers  Session State SMTP E-mail @ Restart
Controls P Start
s i | Stop
o 3| - = B2 Browse Website
- . | =t
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AP Authentic... =] Compression  Default Directory  EmorPages  Handler HTTR ISAPIFilters @ 3 (hitps)
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&
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Figure 222 - Load Balancer Configuration (cont.)
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Filter: . Type Host Marne Paort IP Address Binding Informa,., Add... | Edit Permissions...
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Authorizat.,  Compilation Browse Ve Virbual Directories
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Machine Key  Pages and P e FRestart
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s B Stop
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Figure 223 - Load Balancer Configuration (cont.)

5. Ensure that the value of Port mentioned is same as configured in Load Balancer. If that is not the
case, click Edit to change the Port value.

6. Right-click on HCLiAutomateBaseUl and click Explore.

7. Find Web.config file and open it in a Notepad.
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¥ Web.config

Figure 224 - Load Balancer Configuration (cont.)

8. Within the Web.config file, search for the key ‘URL’ and replace the ‘localhost:portnumber’ with
the Load balancer IP and Web API Port.

<add key="URL" value="http://localhost:8888/KR5/KeyManagement.svc” />

Figure 225 - Load Balancer Configuration (cont.)

9. Save the file to implement the changes.
10. Select the service and click Restart to restart the services.
11. Expand Sites in Connections section and click HCLiAutomateWEBAPI.

&5 Start Page
o} Application Pools
v @ Sites
\ €0 HCLidutormateBasell
v & HCLidutomateWEBAPI
- bin
| idwtomateiiyebipilog
D KRS

| scripts

Figure 226 - Load Balancer Configuration (cont.)
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Figure 227 - Load Balancer Configuration (cont.)

12. Right-click on HCLiAutomateWEBAPI and click Explore.
13. Find Web.config file and open it in a Notepad.

¥ Web.config

Figure 228 - Load Balancer Configuration (cont.)

14. Within the Web.config file, search for the key ‘URL’ and replace the ‘localhost:portnumber’ with
the Load balancer IP and Web API Port.

<add key="URL" wvalue="http://localhost:8888/KR5/KeyManagement.svc"” />

Figure 229 - Load Balancer Configuration (cont.)
15. Save the file to implement the changes.

16. Select the service and click Restart to restart the services.
17. Press Win+R and type services.msc.
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= Run >

E\ Type the name of a program, folder, decument, or Internet
resource, and Windows will open it for you.

Open: | SEMVICES.MSC w |

Figure 230 - Load Balancer Configuration (cont.)

18. Click OK to open Windows Services.

5 Services
File Action View Help
e Ec= HE >80
Sﬂ Services (Local)
Apache2.4 Narme - Description Status Startup Type Log On As
X @Actlva}(\nstallar (AxInst5V) Provides Us... Manual Local System
;t_:s‘tiatr't-lfhs:;::\:ce E:{%Adobe Flash Player Update Service This service ... Manual Local System
@ airtel, QUC Automatic Local System
@A”JO}(H Router Service Routes Alllo. Manual (Trig...  Local Service
Description: _ unning .
g’;ﬂ;’&f;zymm} @App Readiness Gets apps re... Manual Local System
@Appllcatlon Host Helper Service Provides ad... Running  Automatic Local System
@Appllcatlon Identity Determines ... Manual (Trig...  Local Service
5.“.';:,@;Ap;:tlicat:icm Information Facilitatest..  Running  Manual (Trig..  Lecal System
5.‘:@:,@;Applicaticm Layer Gateway Service Provides su... Manual Local Service
::%Application Management Processes in.. Manual Local System
E:‘?:,‘,)f\pp)( Deployment Service (AppXSVC) Provides inf... Manual Local System
EgASP.I'\II:—I' State Service Provides su... Manual Metwork Service
@AsslgnEdAcce;sManagEr Service AssignedAc... Manual Local System
5.”.%Aum Time Zone Updater Autematica.., Disabled Local Service
5.‘:%E»ackground Intelligent Transfer Service Transfers fil... Manual Local System
::% Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
E:‘.%Base Filtering Engine The Base Fil... Running  Autematic Local Service
@BES Client Facilitates u... Running  Autematic (D... Local System
@ BitLocker Drive Encryption Service BDESVC hos... Running  Manual (Trig...  Local System
@B\tLOCkEI’ Management Client Service BitLocker M. Running  Autematic (D.. Lecal System
5.“.';:,@;E\c»ck Level Backup Engine Service The WBEMG... Manual Local System
::% Blue Ceat Unified Agent Provides W... Running  Autematic Local System
E:‘?:,‘,B\ue‘mcith Handsfree Service Enables wir... Running Manual (Trig... Lecal Service
EQB\ue‘moth Support Service The Bluetoo... Running  Manual (Trig...  Lecal Service
E:{%Brand’{adﬂe This service ... Manual Network Service
@ Capability Access Manager Service Provides fac... Manual Local System
5.“.';:,@;Certificat:e Propagation Copies user.. Running  Autematic Local System
::% Cisco AnyConnect Network Access Manager Establiches .. Running  Autematic Local System
R e . .. . hem e - - .. .. e

Figure 231 - Load Balancer Configuration (cont.)

19. Search for HCL.iAutomate.Listener service and right-click on it.
20. Click Properties.
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File  Action  Wiew Help
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HCL.iAutomate.Listener Matne
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Rectart the service -:&HCL.lﬂxutDmate.Entlt}fMDdel

@};HCL.iAutDmate.GenericExecutDr
@HCL.iﬂ«utomate.iParse
@},HCL.i,ﬂ.utDmate.iRecummend
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@};HCL.iAutDmate.F{EACDmpDnE Start
@HCL.iﬂxutomate.ReleaseSewic- Stop
@};Human Interface Device Servi Pause
@HU Haost Sepvice
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@},Hyper—h" Data Exchange Servic
@},Hyper-\-" Guest Service Interfac
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Figure 232 - Load Balancer Configuration (cont.)

21. Copy the value mentioned in Path to executable as shown in the image below.
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HCL.i&utomate Listener Properties (Local Cormputer) x

General LogOn Recovery  Dependencies

Service name: HCL.isutomate. Listener
Digplay name: HCL.isutomate. Listener
Drezcription:

Fath to executable;

WHOL. idutomate, Listner. Service. Host exe

Startup type: Automatic i

Service statuz: Running
Stark Stop FPauze Fezume

“'ou can specify the start parameters that apply when you start the zervice
fram hiere.

| (] 4 | Cancel Apply

Figure 233 - Load Balancer Configuration (cont.)

22. Open File Explorer, then paste the copied path and press Enter to open the desired folder.
23. Search for HCL.iAutomate.Listner.Service.Host config file and open it in a Notepad.

(2 HCL.iAutormate.Listner Service Host.exe 8M11,/2019 2:45 PhA COMFIG File 2KB

Figure 234 - Load Balancer Configuration (cont.)

24. Within the HCL.iAutomate.Listner.Service.Host config file, search for the key ‘URL’ and replace the
‘localhost:portnumber’ with the Load balancer IP and Web API Port.

€add key="URL" value="httn:f!luna]husﬂ:ﬂﬂﬂﬂ" P

Figure 235 - Load Balancer Configuration (cont.)

25. Save the file to implement the changes.
26. Select the service and click Restart to restart the services.

Repeat the steps mentioned above on all the load balanced servers.
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27. Login to BigFix Runbook Al using the Super Admin credentials.
28. Roll-over Environment and click BigFix Runbook Al Configuration.
29. Select Component Name as ‘Web API’. Change the Load Balancer URL to the Load Balancer IP.

Component Configuration
Component Name * Web API v

Load Balancer URL* hitps://<ip><port>|

Figure 236 - Load Balancer Configuration (cont.)

30. Click Update to save the changes.

31. Above step must be repeated for all the components. Additionally, for the Component Name
‘iRecommend’, provide the path of the shared drive location in the ‘iIRecommend Model Location’
field.

Component Configuration

Component Name iRecommend M

Load Balancer URL* https://<ip>:<port=

Test Connection Test Connection

iRecommend Model Location™ D:iAutomates.0iRecommendiodel

Threshold” a5

Figure 237 - Load Balancer Configuration (cont.)

32. Click Update to save the changes.
33. Additionally, for the Component Name Entity Model, provide the path of the shared drive location
in the EntityModel Model Location field.

Component Configuration
Component Name * EntityModel =

Load Balancer URL https:i/<ip>:<port>

Test Connection Test Connection

EntityModel Model Location*®

cicheck

Figure 238 - Load Balancer Configuration (cont.)

34. Click Update to save the changes.



| ’ Big Fix BigFix Runbook Al Installation Guide

35. Additionally, for the Component Name given as Crawler, provide the path of the shared drive
location in the Data Directory Location field.

Component Configuration

Component Name Crawler ¥

Load Balancer URL https://<ip>:<port>

Test Connection Test Connection

Data Directory Location” C-\Apache24\iKnowledge_Default

Figure 239 - Load Balancer Configuration (cont.)

36. Click Update to save the changes.

3.5.5 Configuration Changes — Access BigFix Runbook Al
without Certificate (Type — PFX)

This section describes the steps for making the required configurational changes to enable access
to BigFix Runbook Al when PFX certificate is not available.

To make the configuration changes, please follow the below steps:
3.5.5.1Without Certificate used to connect KRS

3.5.5.1.2WCF Services:

1. When no certificate is present in Personal and Trusted folder, following error will occur while
loading the KRS wsdl ( <IP address:port>/KRS/KeyManagement.svc )
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() BigFix

— C @ localhost8080/KRS/KeyManagement.svc % 6
Server Error in '/KRS' Application.

Cannot find the X.509 certificate using the following search criteria: StoreName 'TrustedPeople’, StoreLocation 'LocalMachine’, FindType
‘FindBySubjectName’, FindValue 'HCL.iAutomate’.
Description: An unhandied exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where it originated in the code.

Details: System InvalidOy

Cannot find the X 509 certificate using the following h criterie: -ople', StoreLocation L . FindType ' FindValue 'HCL iAutomate’

Source Error:
&n whandled exception was generated during the execution of the current web request. Informavion regarding the origin and location of the exception can be identified uring the wxception stack trace below

Stack Trace:

[InvalidOperationException: Cannot find the X.569 certificate using the following search criteria: StoreName ‘TrustedPeople', StoreLocation ‘lLocalMachine', FindType ‘|
System.ServiceModel . Security. Securityltils.GetCertificateFromStoreCore (StoreName storeName, Storelocation storelocation, X5@9FindType findType, Object findValue, Et
System.ServiceModel.Security.SecurityUtils.GetCertificateFromStore(StoreName storeName, Storelocation storelLocatlion, X589FindType findType, Object findValue, Endpo]
System.ServiceModel.Security.X509CertificateRecipientServiceCredential.SetCertificate(Storelocation storelocation, StoreName storeName, XS5@9FindType findType, Objeq
System.ServiceModel.Configuration.X589RecipientCertificateServiceElement.ApplyConfiguration(X5@9CertificateRecipientServiceCredential cert) +276
System.ServiceModel . Configuration.ServiceCredentialsElement . ApplyConfiguration(ServiceCredentials behavior) +362
System.ServiceModel .Configuration.ServiceCredentialsElement.CreateBehavior () +175
System.ServiceModel .Description.Configloader. LoadBehaviors (ServiceModelExtensionCollectionElement” 1 behaviorElement, KeyedByTypeCollection' 1 behaviors, Boolean comr
System.ServiceModel .Description.Configloader.LoadServiceDescription(ServiceHostBase host, ServiceDescription description, SerwviceElement serviceElement, Action’ 1 ad
System.ServiceModel.ServiceHostBase. LoadConfigurationSectionInternal (Configloader configloader, ServiceDescription description, ServiceElement serviceSection) +99
System.ServiceModel.ServiceHostBase.ApplyConfiguration() +205
System.ServiceModel .ServiceHostBase.InitializeDescription(UriSchemeKeyedCollection baseAddresses) +203
System.ServiceModel .ServiceHost. .ctor (Type serviceType, Uri[] baseAddresses) +153
System.ServiceModel . Activation.ServiceHostFactory.CreateServiceHost (Type serviceType, Uri[] baseAddresses) +42
System.ServiceModel .HostingManager.CreateService (String normalizedVirtualPath, EventTraceActivity eventTraceActivity) +1724
System.ServiceModel .HostingManager . ActivateService (ServiceActivationInfo serviceActivationInfo, EventTraceActivity eventTraceActivity) +65
System.ServiceModel.HostingManager.EnsureServiceAvailable (String normalizedVirtualPath, EventTraceActivity eventTraceActivity) +731

Figure 240 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PFX)

2. Go to <BigFix Runbook Al Installer path>.

Name B Date modified Type Size
ADSync 20230410_2123331 A/10/2023 923 PM File folder
Advanceknowledge 20230410 213323 A/10/2023 936 PM File falder
BaselUl_20230410_213308 5/1/2023 10:26 AM File folder
DataCollection_20230410_213316 4/10/2023 932 PM File folder
EmailService_20230410_213333 4/10/2023 932 PM File folder
GenericService_20230410_213319 4/10/2023 .33 PM File folder
iKnowledge_20230410_213310 4/10/2023 932 PM File folder
iParse_20220410 213304 4/10/20232 932 PM File folder
iRecommend_20230410_213304 4/11/2022 2:52 PM File folder
iScript_20230410_213304 A/10/2022 923 PM File folder
iUnique_20230410_213304 A/10/2023 923 PM File folder
KnowledgeRating_20230410 213304 A/10/2023 933 PM File falder
KRS_20230410_213304 A/10/2023 923 PM File folder
Listner 20230410 _21332%9 A4/10/2023 933 PM File folder
Log_Baseui 4/28/2023 3:53 FM File folder
REA_20230410_213325 4/10/2023 932 PM File folder
ReleaseService 20230410 _213328 4/10/2023 .33 PM File folder
WebAFI_20230410_213306 4/13/20232 2.59 PM File folder

Figure 241 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PFX) (cont.)

3. Go to Path <BigFix Runbook Al Installer path>\KRS.
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Open Web.config file.

Change clientCredentialType="None" in <serviceCredentials> tag.

4

5. Add mode=" None” in <security> tag

6

7. Comment the <serviceCertificate> tag in <serviceCredentials>.

31 - </endpoint>
3z E </service>
</services>

1
[Tk

<bindings>
<wsHttpBinding>
<binding name='wsHttpEndpointBinding: >

<security mode="None">

{THTHTHI

<message clientCredentialType="None" />
[ </security>

4 Binding
4 </wsHttpBinding>
- - </bindings>
4 =] <behaviors>
43 g <serviceBehaviors>
5 <behavieor>
<1

To avoid disclosing metadata informati

set the values below to false before deployment

Enabled="true" />

debugging purposes, set the value below to true. Set to false befo
alse" />

<serviceMetadata httpGetEnabled="true" ht

48 i)

To receive exception details in faul

49 <serviceDebug includeExceptionDetsilInFan
5 =) <serviceCredentials>
51 = <clientCertificate>

52 <authentication certificateValidationMode="None" />
3 </clientCertificate>
<l-- <serviceCertificate findValue="HCL.iAutomate"” storelLocation="LofalMachine” storeName="TrustedPeople” xS09Fin{
</serviceCredentials>
ERavior
</serviceBehaviors>
</behaviors>
<protocolMapping>
<add binding="basicHttpsBinding" scheme="https" />
</protocolMapping>

I
=T

<serviceHostingEnviromment aspNetCompatibilityEnabled='"true® multiplefiteBindingsEnabled="true" />

Figure 242 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PFX) (cont.)

8. Go to Path < BigFix Runbook Al Installer path>\ WebAPI
9. Open Web.config file.
10. Set key “enableCertificate_KRS” value to “N”.

<add key="enableCertificate KRS" value="N" />

Figure 243 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PFX) (cont.)

11. Go to Path < BigFix Runbook Al Installer path>\Listener...\Listener

12. Open HCL.iAutomate.Listener.Service.Host.exe config file.
13. Set “enableCertificate_KRS” key to “N”

<add key="enableCertificate KRS" value="N" />

Figure 244 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PFX) (cont.)

14. Go to Path < BigFix Runbook Al Installer path>\BaseUI...\BaseUI

15. Open Web.config file.
16. Set “enableCertificate_KRS” key to “N”.
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<add key="enableCertificate_KRS" value="N" />

Figure 245 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PFX) (cont.)

17. Go to Path < BigFix Runbook Al Installer path>\DataCollection...\DataCollection folder location
18. Open HCL.iAutomate.DataCollector.Service.Host.exe config file.
19. Set “enableCertificate_KRS” key to “N”.

<add ]{ey="enableCertificate_KRS” value="N" />

Figure 246 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PFX) (cont.)

20. Follow the last 3 mentioned steps to make the configurational changes required for AD Sync, Email
Service, Generic Service, RBA service and Release Service

3.5.5.1.2Al Services:

1. Go to Path < BigFix Runbook Al Installer path>\iRecommend...\
2. Open IRECOMMEND.CFG file.
3. Replace value of “enableCertificate” with “N”.

24 RANKING_MODEL_VERSION=1
2 RANKING VOTES TYPE=Average

[PROPERTIES]
: SCORE_BOOSTING_ THRESHOLD=0.5
25 RETRY_COUNT=5
SALT = 560A18CD-6346-4CF0-A2E8-671F9B6B9EAD

32 enableCertificate=N
Certlflcate_Name=HCL.1Automate
Detaillogging=True
PROPERTY_LOCATION=DB
RECOMMENDATION MODEL VERSION=1
ENT ITY_M.ODEL_VERSION=1
ENTITY MODEL_LOCATION=D:/Entity/Location

Figure 247 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PFX)

4. Open entity.cfg file in entity folder in same location and replace value of “enableCertificate” with
llN"
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5 DB_NAME = 1AutomateDB

& CONNECTION_TYPE = Windows
7

8 [MISC]

9 KEY=150

10 loggerState=1

11 SUCCESS_STATUS=0
2 FAIL_ STATUS=1

13 REY_SALT=560A18CD-6346-4CF0-A2E8-671FSB6BSEAYS
14 Certificate_Name=HCL.iAutomate

1S IT=Se]lfRignad=yY

16 | enableCertificate=N
17 IsJobupdateError=Y

Figure 248 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PFX)

5. Go to Path < BigFix Runbook Al Installer path>\iParse...\IParse\iparse\config
6. Open Parse_data.cfg file.
7. Replace value of “enableCertificate” with “N”

5 DB_NAME = 1AutomateDB

© CONNECTION_TYPE = Windows
7

8 [MISC]

3 KEY=150

10 loggerState=1l

11 SUCCESS_STATUS=0

12 FAIL_STATUS=1

13 REY_SALT=560A18CD-6346—-4CF0-AZ2E8-671FSBG6BSEAS

14 Certificate_Name=HCL.iAutomate
15 _IsSelfsSigned=y

16 IenaleCtaificate=N
17 IsJobupdateError=Y

Figure 249 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PFX) (cont.)

8. Go to Path < BigFix Runbook Al Installer path>\iUnique...\lUnique\iUnique_final\config
9. Open iUnique.cfg file.
10. Replace “enableCertificate” with “N”
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21

2Z  [DATA_FROM _DB]
23 VALUE=Truses

Z4

25  [SIMILARITY]
26 S_VALUE=0.70
A

z8  [MIsc)

29 REY=150

30  loggerState=1
31 REY_SALT=560A18CD-6346-4CF0-AZEB-671FSB6BOEAS
32 Certificate_Name=HCL.iAutomate

I e o T S e e ——

34 enableCertificate=N

Figure 250 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PFX) (cont.)

11. Go to < BigFix Runbook Al Installer path>\iScript...\IScript\iScript\config
12. Open iScrape.cfg file.
13. Replace “enableCertificate” with “N”

1 [DATABASE]

Z DB_HOST = 52.62.30.61

3 DB_USER = sa

4 DB_PASSWORD = Welcome@l23

S DB_NAME = iAutomateDB

% DOWNLOAD_ PATH = C:/ApacheZ4/htdocs/Scripts/Scripts
i/

2  [logging]

9 filename = action.log
i0
11 [urls]
12 doesExtensions = .pdf,.doc,.txt, . .xlsx, .xlsn, .docx, .sql
©  scriptExtensions = .psl,.rar,.psnl
14

15  [MISsC]

16 logger3tate=0

17 EKEY_ BALT=560A1BCD-6346-4CF0-AZEB~671FI9B6BI9EAD
18 Certificate Name=HCL.iAutomate

18 i =X
20 I enableCertificate=N

21

Figure 251 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PFX) (cont.)

14. Go to < BigFix Runbook Al Installer path>\AdvanceKnowledge\Crawler\crawler_v5\config
15. Open iCrawler.cfg file.

16. Replace “enableCertificate” with “N”

17. Go to < BigFix Runbook Al Installer path>\ AdvanceKnowledge\ iKnowledge Indexer

18. Open INDEXER.cfg file.
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19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.

Replace “enableCertificate” with “N”

Go to < BigFix Runbook Al Installer path>\ AdvanceKnowledge\ iKknowledge_Screen
Open IKNOWLEDGE_SCREEN.cfg file.

Replace “enableCertificate” with “N”

Go to < BigFix Runbook Al Installer path>\ AdvanceKnowledge\ iKnowledge_Search
Open IKNOWLEDGE_SEARCH.cfg file.

Replace “enableCertificate” with “N”

Go to < BigFix Runbook Al Installer path>\ KnowledgeRating ...\ iknowledge_Rating
Open rating.cfg file.

Replace “enableCertificate” with “N”

Go to < BigFix Runbook Al Installer path>\ iKnowledge \ iKnowledge \ knowledge v4
Open iknowledge.cfg file.

Replace “enableCertificate” with “N”

3.5.5.2Without Certificate used to connect Services

3.5.5.2.1WCF Services:

1.

55

Go to < BigFix Runbook Al Installer path>.

BigFix Runbook Al Installation Guide

ts

ctor

ts

(C2)

ADSync_20200520_110517752
AdvanceKnowledge_20200520_110513027
Basell_20200520_110448718
DataCollection_20200520_110504500
EmailService_20200520_110519902
GenericService_20200520_110507939
iKnowledge_20200520_110455076
Parse_20200520_110248738
IRecommend_20200520_110448714
iScript_20200520_110448722
iUnique_20200520_110448719
KnowledgeRating_20200520_110457176
Listner_20200520_110514802
RBA_20200520_110510063
ReleaseService_20200520_110512452
WebAP|_20200520_110448718

File folder
File folder
e falder

File folder
folder
File folder
File folder
e folder

e folder
folder
folder
File folder
File folder
File folder
File folder

e folder

Figure 252 — Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PFX) (cont.)

2. Go to Path < BigFix Runbook Al Installer path>\BaseUI...\BaseUI
3. Open Web.config file.
4. Replace value of “enableCertificate_Service” key to “N”.
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<add key="enableCertificate Service" value="H" />

—

<gecurity mode="Nona">

<message clientCredentialType="None" establishSecurityContext="false" negotiateServiceCredential="false" />
</security>

Figure 253 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PFX) (cont.)

Change mode="None” and clientCertificateType="None”.

Go to Path < BigFix Runbook Al Installer path>\Listener...\Listener
Open HCL.iAutomate.Listener.Service.Host.exe config file.
Replace value of “enableCertificate_Service” key to “N”.

O N o u

<add key="enableCertificate Service" value="N" />

<gecurity mode="Nonse">
<message clientCredentialType="None" establishSecurityContext="false" negotiateServiceCredential="false" />
</security>

Figure 254 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PFX) (cont.)

9. Change mode="None” and clientCertificateType="None”.

10. Go to Path < BigFix Runbook Al Installer path>\DataCollection...\DataCollection folder location
11. Open HCL.iAutomate.DataCollector.Service.Host.exe config file.

12. Replace value of “enableCertificate_Service” key to “N”.

<add key="enableCertificate Service" value="N" />

Figure 255 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PFX) (cont.)

13. Follow the last 3 mentioned steps to make the configurational changes required for AD Sync, Email
Service, Generic Service, RBA service and Release Service
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3.5.6 Configuration Changes — Access BigFix Runbook Al with
Certificate (Type — PFX)

This section describes the steps for making the required configurational changes to enable access
to BigFix Runbook Al when PFX certificate is available. By default, BigFix Runbook Al will install with
Certificate.

To make the configuration changes, please follow the below steps:

3.5.6.1With Certificate used to connect KRS

3.5.6.1.1WCF Services:

1. Go to < BigFix Runbook Al Installed path>.

o~

MName Date madified Type Size
ADSync 20230410_213331 A4/10/2022 w323 PM File folder
AdvanceKnowledge _20230410_213323 A1 O/2023 236 PR File folder
Basel|_20230410_212208 51 /2023 126 AM File falder
DataCollection_20230410_213316& A4/10/2022 w323 PM File folder
EmailService_202230410_2133332 4/10/2023 w23 PM File folder
GenericService 20220410_21232319 A1 0/2023 222 PR File folder
iKnowledge_20230410_213310 A/10/2023 D33 PM File folder
iParse_20230410_212304 4/10/2023 w23 PM File folder
iRecommend_20220410_2123204 Af11/2023 252 PM File falder
iScript_20230410_213304 A/10/2023 D33 PM File folder
idnique_ 20230410 212304 4/10/2023 w23 PM File folder
KnowledgeRating_20230410_213204 A1 O0F2023 222 PR File folder
KRS_202320410_2132304 A1 0/2023 232 PR File folder
Listner_ 20230410_21332% 4/10/2022 w33 PM File folder
Log_Baseui A2 B/2023 352 PM File folder
REA_20230410_213325 A1 0/2023 232 PR File folder
ReleaseService 20220410 2123328 A/10/2023 323 PR File folder
WebAPI_20220410_212206 AF/12/2022 2.59 PM File falder

Figure 256 - Configuration Changes — Access BigFix Runbook Al with
Certificate (Type — PFX) (cont.)

Go to Path < BigFix Runbook Al Installer path>\KRS.
Open Web.config file.
Add mode=" Message” in <security> tag.

vk wnwN

Change clientCredentialType="Certificate" in <message> tag.
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<binding name="wsHttpEndpointBinding">
<security>
<message clientCredentialType="Certificate" establishSecurityContext="false" negotiateServiceCredential="false"/>
</security>
</binding>

Figure 257 Configuration Changes — Access BigFix Runbook Al with
Certificate (Type — PFX) (cont.)

6. Change certificateValidationMode="PeerTrust" in <serviceCredentials> tag.

<servicelredentials>
<clientCertificate>
<authentication certificateValidationMode="PeexrTrust"/>
</clientCertificate>
<gerviceCertificate findvalue="HCL.iAutomate" storsLocation="LocalMachine" storeName="TrustedPeople" xz509FindType="FindBySubjectName" />
</serviceCredentials>

Figure 258 - Configuration Changes — Access BigFix Runbook Al with
Certificate (Type — PFX) (cont.)

7. Uncomment the <serviceCertificate> tag, if commented.
8. Go to Path < BigFix Runbook Al Installer path>\ WebAPI
9. Open Web.config file.

10. Set key “enableCertificate_KRS” value to “Y”.

<add key="enableCertificate KRS" valus="¥Y" />
'lIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.;;IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII'J

Figure 259 - Configuration Changes — Access BigFix Runbook Al with
Certificate (Type — PFX) (cont.)

11. Go to Path < BigFix Runbook Al Installer path>\Listener...\Listener
12. Open HCL.iAutomate.Listener.Service.Host.exe config file.
13. Set “enableCertificate_KRS” key to “Y”.

<add key="enableCertificate KRS" wvalue="¥" />
'IIIllllllllllllllllllllllllllllllllllllli;illlllIIIIIIIIIIIIIIIIIIIIIII_

Figure 260 - Configuration Changes — Access BigFix Runbook Al with
Certificate (Type — PFX) (cont.)

14. Go to Path < BigFix Runbook Al Installer path>\BaseUI...\BaseUI
15. Open Web.config file.
16. Set “enableCertificate_KRS” key to “Y”.

<add key="enableCertificate KRS" wvalue="Y" />
'lIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.;;IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII'J

Figure 261 - Configuration Changes — Access BigFix Runbook Al with
Certificate (Type — PFX) (cont.)
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17.
18.
19.

20.

Go to Path < BigFix Runbook Al Installer path>\DataCollection...\DataCollection folder location
Open HCL.iAutomate.DataCollector.Service.Host.exe config file.
Replace value of “enableCertificate_KRS” key to “Y”.

<add key="enableCertificate KRS" value="Y" />

Figure 262 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PFX) (cont.)

Follow the last 3 mentioned steps to make the configurational changes required for AD Sync, Email
Service, Generic Service, RBA service and Release Service

3.5.6.1.2Al Services

10.

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

Go to Path < BigFix Runbook Al Installer path>\iRecommend...\
Open IRECOMMEND.CFG file.
Replace value of “enableCertificate” with “Y”.

Open entity.cfg file in entity folder in same location and replace value of “enableCertificate” with
lIY"

Go to Path < BigFix Runbook Al Installer path>\iParse...\IParse\iparse\config
Open Parse_data.cfg file.
Replace value of “enableCertificate” with “Y”

Go to Path < BigFix Runbook Al Installer path>\iUnique...\IUnique\iUnique_final\config
Open iUnique.cfg file.
Replace “enableCertificate” with “Y”

Go to <BigFix Runbook Al Installer path>\iScript...\IScript\iScript\config

Open iScrape.cfg file.

Replace “enableCertificate” with “Y”

Go to <BigFix Runbook Al Installer path>\AdvanceKnowledge\Crawler\crawler_v5\config
Open iCrawler.cfg file.

Replace “enableCertificate” with “Y”

Go to < BigFix Runbook Al Installer path>\ AdvanceKnowledge\ iKnowledge Indexer
Open INDEXER.cfg file.

Replace “enableCertificate” with “Y”

Go to < BigFix Runbook Al Installer path>\ AdvanceKnowledge\ iKknowledge Screen
Open IKNOWLEDGE_SCREEN.cfg file.

Replace “enableCertificate” with “Y”

Go to <BigFix Runbook Al Installer path>\ AdvanceKnowledge\ iKknowledge Search
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24. Open IKNOWLEDGE_SEARCH.cfg file.
25. Replace “enableCertificate” with “Y”

26. Go to <BigFix Runbook Al Installer path>\ KnowledgeRating ...\ iknowledge_Rating

27. Open rating.cfg file.
28. Replace “enableCertificate” with “Y”

29. Go to <BigFix Runbook Al Installer path>\ iKnowledge \ iKknowledge \ knowledge v4

30. Open iknowledge.cfg file.
31. Replace “enableCertificate” with “Y”

3.5.6.2With Certificate used to connect Services

3.5.6.2.1WCF Services:

1. Go to <BigFix Runbook Al Installed path>.

£33

ts

ctor

ts

(C)

Name Date modified Type Size

ADSync_20200520_110517752
AdvanceKnowledge_20200520_110513027
Basell_20200520_110448718
DataCollection_20200520_110504500
EmailService_20200520_110519902
GenericService_20200520_110507939
iKnowledge_20200520_110455076
iParse_20200520_110448738
IRecommend_20200520_110448714
1Script_20200520_110448722
iUnique_20200520_110448719
KnowledgeRating_20200520_110457176
Listner_20200520_110514802
RBA_20200520_110510063
ReleaseService_20200520_110512452
WebAP|_20200520_110445718

2011:05 8M  File folder

Figure 263 - Configuration Changes — Access BigFix Runbook Al with

Certificate (Type — PFX) (cont.)

2. Go to Path <BigFix Runbook Al Installer path>\BaseUI...\BaseUI
3. Open Web.config file.

4. Replace value of “enableCertificate_Service” key to “Y”.




l ’ Big Fix BigFix Runbook Al Installation Guide

<add key="enableCertificate Service" value="Y" />

Figure 264- Configuration Changes — Access BigFix Runbook Al with
Certificate (Type — PFX) (cont.)

5. Go to Path <BigFix Runbook Al Installer path>\Listener...\Listener
6. Open HCL.iAutomate.Listener.Service.Host.exe config file.
7. Replace value of “enableCertificate_Service” key to “Y”.

<add key="enableCertificate Service" value="Y" />

Figure 265 - Configuration Changes — Access BigFix Runbook Al with
Certificate (Type — PFX) (cont.)

8. Go to Path <BigFix Runbook Al Installer path>\DataCollection...\DataCollection folder location
9. Open HCL.iAutomate.DataCollector.Service.Host.exe config file.
10. Replace value of “enableCertificate_Service” key to “Y”.

<add key="enableCertificate Service" value="Y" />

Figure 266 - Configuration Changes — Access BigFix Runbook Al with
Certificate (Type — PFX) (cont.)

11. Follow the last 3 mentioned steps to make the configurational changes required for AD Sync, Email
Service, Generic Service, RBA service and Release Service

3.5.7 Configuration Changes - Access BigFix Runbook Al
without Certificate (Type — PEM)

This section describes the steps for making the required configurational changes to enable access

to BigFix Runbook Al when PEM certificate is not available.

To make the configuration changes, please follow the below steps:

3.5.7.1Al Services:

1. Go to Path <BigFix Runbook Al Installer path>\Listener...\Listener
2. Open HCL.iAutomate.Listener.Service.Host.exe config file.
3. Replace value of “enablePEMCertificate” key with “N”.



o Big Fix BigFix Runbook Al Installation Guide

6 <add key="PythonCertiPath" value="C:\Program Files\Certificate\server.pem" />
7 <!—-Check PFX Certificate required or not——>

7 <add key="enableCertificate" wvalus="N" />

7 <i_—Check Pam (PuthoniCertificat 3 dot,——)

I<add key="enablePEMCertificate” value="N" />
<add key=

"IsSelfSigned” value="N" />
log folder Path-->

N U W N O W

~J

Figure 267 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PEM)

Go to Path <BigFix Runbook Al Installer path>\BaseUI...\BaseUI
Open Web.config file.

Replace value of “enablePEMCertificate” key to “N”.

N o v ks

Got to Path C:/Apache24/conf and open iRecommend.cfg file. Comment the following lines:
a. SSLEngine on

b. SSLCertificateFile "C:/Program Files/certificate/server.crt"

c. SSLCertificateKeyFile "C:/Program Files/certificate/server.key"

d. SSLCACertificateFile "C:/Program Files/certificate/ca.pem"

e. SSLVerifyClient require

f. SSLVerifyDepth 10

g. LoadModule ssl_module modules/mod_ssl.so.
$LoadModule slotmem shm module modules/mod_slotmem shm.so
#LoadModule socache dbm module modules/mod socache dbm.so

#LoadModule socache memcache module modules/mod socache memcache.so
LoadModule socache_shmcb_module modules/mod socache_shmcb.so

LoadModule speling module modules/mod speling.so
I#Loaduodule ssl-module modules/mod-ssl.so I
#LoadMcdule status module modules/mod status.so
$LoadModule substitute module modules/mod substitute.so
70 #LoadModule unigque_id module modules/mod unique_ id.so

171 #LoadModule userdir module modules/mod userdir.so
172 #LoadModule usertrack_module modules/mod usertrack.so

)
W N

[P S Y
oo m
O U

[
o

e
o o
O o

Figure 268 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PEM)
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#SSLEngine on

#ssLCertificateFile "C:/Program Files/certificate/server.crt"
#3SLCertificateReyFile "C:/Program Files/certificate/server.key"
#ssucacertificateFile “C:/Program Files/certificate/ca.pem"

oW oW oW W
(an]

(L0 O I B ¥ B

o

<VirtualHost “>

WSGIScriptAlias /iAutomate C:/iAutomate/iAutomate5.1/iRKnowledge_ 2020

#SSiverifyClient require

#ssLverifyDepth 10

Figure 269 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PEM)

8. To make the changes to the Endpoint URL, go to the BigFix Runbook Al website.

9. Click Advance Configuration = Product Configuration.

{2 Home C% Actions £Z] Configuration [E) Reports [ Advance Configuration 7 My Favorites

Product Configuration

Parameter

IRecommend Rule Configuration

Configure Key Vault

Connectivity

Entity

Actions WorkBench

Knowledge

E» =
Manage SMTP Manage Proxy
Manage SMTP Manage Proxy

Figure 270 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PEM)

10. Select Component Name as ‘iRecommend’.
11. Change the Load Balancer URL from ‘https’ to ‘http’.
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12. Click Update.

Component Configuration

Component Name [ iRecommend l &

Load Balancer URL* I hitps:/#airo0005:9000 | = http://airo0005:9000

Test Connection

Test Connection

iRecommend Madal Location CAAUTOMATEVAUTOMATES  1\iRecommend_20200520_110448714%RecommendiModel

Threshold” 70

Cancel

Figure 271 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PEM)

13. Repeat Steps 7 & 8 for each of the Al components mentioned below —
e Entity

e iKnowledge

e iKnowledgeCrawler
e iKnowledgelndexer
e iKnowledgeScreen
e iKnowledgeSearch
e iParse

e iRecommend

e iScript

e iUnique

e ratingMongo

3.5.7.211S Configuration:

1. Press Win + R and type inetmgr.
2. Click OK to openl lIS.
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I Run

Type the name of a program, felder, document, or Internet
resource, and Windows will open it for you.

Cancel

Browse...

Figure 272 - Configuration Changes — Access BigFix Runbook Al without

Certificate (Type — PEM)
3. Expand Sites.
- H:E] start Page
-« I
-.:.? Application Pools
@ Sites

. J@' HCLifwtomateBaselll
v @ HCLidutomate WEBAP|
.| hin

[ idutomateWebApilog
P KMS

| scripts

Figure 273 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PEM)

4. Go to Application Pools. Click on your specific application pool. Click Recycle or Stop and then click
Start
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8’# Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contain one or more applications, and
provide isolation among different applications.

VErpy Filter: » ¥ Go - GlShowAll | Groupby: No Grouping -
: @ HCLidutomateBaseUl S'LZMS :':"d -::W”‘V-'- :V';msed:iwm ::n:hyﬁ - :Ppliutions
5 @ HCLiAutomateWEBAPI - e . ntegrate plicationPoolld...
> g— 2 NET w45 Classie Started W40 Classic ApplicationPoolld... 0 2 fﬁ"ffvhlhn?w
¢ o ) BaselIs.0 Started 4.0 Integrated ApplicationPoolld... 0 = E\‘“”'—*‘"-"“JM
o cE— Started w40 Integrated ApplicationPoolld... 0 Recycling.

Integrated

Advanced Settings..,

Rerame

XK Remove

Figure 274 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PEM)

5. Go to Sites. Click the site having name BaseUl. Click on Restart.

a HCLiAutomateBaseUl Home

# | B EBplore
P missions..
SySattbige Filter « % Go -G ShowaAll | Groupby: Area -E@- Eje Renrssic 12 B
I Edit Sity
L Application Pools ASP.NET g”:d y;
v -[&) Sites e 4 ~ 4 = 12 - - ings
o ’3 = E’ Q F 2 1\2!/ & A ﬁh\ ﬁ 2] Basic Settings..,
. € HCLidutomateBaseUl NET NET NET Error 1 NETProfile .NETRoles NETTrust .NETUsers Application Connection Machine Key Pages and View Applications
@ noL JEBAPI i Compilati Pages  Globalization Levels Settings Strings Controls ika A il Difsotonis
© @ enmmass—" SR VDI Dl EOes S
@ )
e R & E -
> @ ees——— Providers  Session State SMTP E-mail
s
. " - I Browse Website
B 'y o = "ﬂ F o
& @ L] Z‘E ‘-L! “ ﬁ I <= [8] Browse *:80 (http)
Authentic.. Compression Default  Directory  ErrorPages  Handler ISAPIFilters  Logging  MIME Types  Modules  Output B8] Browse 443 (https)
Document  Browsing Mappings  Respon. Caching
Advanced Settings..
=
£ g .
Request  SSL Settings Limits
Filtering o Install Application From
= Gall
Management Sallery
= @ Help
B O
Configurst..  Web
Editor Platfor...

Figure 275 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PEM)

6. Go to Sites. Click the site having name WEBAPI. Click on Restart.
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- 0 HCLiAutomateWEBAPI Home

W3 StartPage

Filter: « W Go - ShowAll | Group by: Area ~ BB~
2 Application Pools || AsP.NET 7o
v 8] Sites = & - 4 = o P - » 3
Nﬂ = !ﬂ_:hj e r \) =V é% = L) g

HCLifutomateBa NET NET  NETEror NET  NETProfile .NETRoles NETTrust .NETUsers Application Connection Machine Key Pagesand
N Compilati Pages  Globalization Levels Settings Strings Controls
> T >
> @R & & -
> O CE— Providers  Session State SMTP E-mail

@ Stop

ns -~

\ - S 5 e Browse Website
'y | t o) o ..ﬂ S
@ @ ] C“‘] k-l <« & ﬂ = < %' [8] Browse *:8080 (http)
Authentic.. Compression Default  Directory  ErorPages  Handler HTTP  ISAPIFilters  Logging MIMETypes Modules  Output e S o
Document  Browsing Mappings  Respon... Caching X sl Id

Configure
= on
o= Limnits.
Request  SSL Settings a Install Application Fram
Filtering & Gallery
Management - @ Hep
00
Configurat..  Web

Editor Platfar...

Figure 276 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PEM)

3.5.7.3Restart Services

1. Press Win+R and type services.msc.

J Run >

4 Type the narme of a program, folder, docurment, or Internet
resource, and Windows will open it for you.

Open: EEMVICES.MSC e

Figure 277 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PEM)

2. Click OK to open Windows Services.
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Tk Services

File Action View Help

e | F Bz H= » 8 uwn

Sﬂ Services (Local)
Apache2.4 Nare - Description Status Startup Type Log On As
i @Adiva}(\nstallar (AxInstSV) Provides Us... Manual Local System

;%’sfatr"t-lfhs:;::ce Egﬁ\dobe Flash Player Update Service This service ... Manual Local System

- G airtel. OUC Automatic Local System
@A”JO}(H Router Service Routes Alllo... Manual (Trig...  Local Service

Description: -

gﬁ;’;’ﬁﬁgiwms‘n -::&App Readiness Gets apps re.. Manual Local System
@Application Host Helper Service Provides ad... Running  Autematic Local System
@Application Identity Determines ... Manual (Trig... Local Service
@Appllcatlon Information Facilitatest... Running  Manual (Trig...  Local System
5.“?:,@;Ap;:tlicat:icm Layer Gateway Service Provides su... Manual Local Service
5.‘é’:,@;ﬁup;:tlicaticm Management Processes in.. Manual Local System
@},App}( Deployment Service (AppXSViC) Provides inf... Manual Local System
E:‘:‘:},ASP.I‘\II:—I' State Service Provides su... Manual Metwork Service
@AssignEdAccessManagEr Service AssignedAc... Manual Local System
@Auto Time Zone Updater Automatica... Disabled Local Service
5.”E%E»ackground Intelligent Transfer Service Transfers fil... Manual Local System
@ Background Tasks Infrastructure Service Windows in.. Running  Automatic Local System
%Base Filtering Engine The Base Fil.. Running  Automatic Local Service
@BES Client Facilitates u... Running  Autematic (D... Local System
@ BitLocker Drive Encryption Service BDESVC hos... Running  Manual (Trig...  Lecal System
@B\tLo:kEr Management Client Service BitLocker M... Running  Automatic (D... Local System
5.“?:,@;E\c»ck Level Backup Engine Service The WBEMG... Manual Local System
-'(9}, Blue Ceat Unified Agent Provides W... Running  Autematic Local System
:@},B\uetooth Handsfree Service Enables wir.. Running Manual (Trig.. Lecal Service
E:‘:‘:},B\ue‘mcith Support Service The Bluetoo... Running  Manual (Trig...  Lecal Service
EgBram:hCache This service ... Manual Metwork Service
i':{% Capability Access Manager Service Provides fac... Manual Local System
5.“?:,@;Certificat:e Propagation Copies user.. Running  Autematic Local System
-'(9}, Cisco AnyConnect Metwork Access Manager Establishes .. Running Autematic Local System
e . o e . .. . he e e - - .. .. e

Figure 278 - Configuration Changes — Access BigFix Runbook Al without
Certificate (Type — PEM)

3. Search for Services.
4. Restart Apache24 service.
5. Restart all HCL.iAutomate services.
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BEBBOD 7

CxHCLiAutomate. ADSyncService
#AHC L Automate. DC
£hHCLiAutormate.EmailService

£ HCLiAutomate, Entitybodel
@2‘HCL.iAutomate.GenericExecutor
L HCLiAutomate.iCrawler
@HCL.iAutomate.iKnowiedge
'-;‘;‘@;HCL.iAutomate.iKnowiedgelndexer
@_&HCL.iAutomate.iKnowiedgeScreen
':‘})‘HCL.iAutomate.iKnowledgeSearch
@HCL.mtomate.iParse
QHCL.iAutomate.iRecommend

Sk HCL.iAutomate.iScript
(‘}},HCL.iAutomate.iUnique

Gk HCL.iAutomate.Listener
@HCL.iAutomate.RatingMongo
{£hHCL.iAutomate.RBAComponent
’&3},HCL.iAutomate.ReleaseService

Figure 279 - Configuration Changes — Access BigFix Runbook Al without

Certificate (Type — PEM)

3.5.8 Configuration Changes - Run BASEUI and WEBAPI on

Same Port

This section describes the steps for making the required configurational changes to enable BASEUI

and WEBAPI on Same Port.

1. Press Win+R and type intemgr.
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=/ Run

—

=]

Open:

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

‘ inetmar]

oK Cancel

Browse...

Figure 280 - Configuration Changes - Run BASEUI and WEBAPI on Same

Port
. , .
2. IS will be opened. Expand the server’s name and then the sites.
€ Internet Information Services (I1S) Manager — O X
Y se— T @ e
File  View Help
C;! Sites _
e-H %8 @ 2dd Website..
5 Start Page . + % 6o - G Show Al | Group by No Grouping = Set Website Defaults...
&5 ] (DRVICELABS! @ AddFTP site
L Application Pools Marme ] Status Binding Path o
- . Set FTP Site Defaults...
v i8] Sites, @ HClAutomateBasell 2 Started (ht.. 443 (https) Chifutorr
» @ HCLifutomateBasell @ HCLifutomateWEBAP| 1 Started (ht...  *:3080 (http) Chidutorr | | @ Help

> @ HCLidutomateMVEBAPI

<

Features View y_'é Content View

Figure 281 - Configuration Changes - Run BASEUI and WEBAPI on Same

Port

3. Right click on HCLiAutomateBaseUl and click on add application.
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e > [,j“l ] » Sites »

File  View Help

Connections

+ W Go - g% Show All | Group by: No Grouping

oHCLiAutomateBaseUI 2
> o HCliAutomateBaselll o . 1

. & HCLidutomateWEBA 2 Explore
Edit Permissions...

Add Application...

Add Virtual Directony...

1

Edit Bindings...
Manage Website 3
Refresh

X 8

Remove

Add FTP Publishing...

@9 Ssites
@i 2 |8, F
&5 Start Page :
| — R
L Application Pools Mame [in}
v . @ Sites

Status Binding

Started (ht...  *d43 (https)
Started (ht..  *:8080 (http)

— O X
@ h e
Set Website Defaults...
[ Add FTP Site...
Path @ i
Set FTP Site Defaults...
ChiAutorr
CiAutarr 0 Help
>

Rename

Figure 282 - Configuration Changes - Run BASEUI and WEBAPI on Same

Port

4. On the popup opened, enter Alias as ‘WebAPV’, Application pool as ‘iAutomateAppPool’ and enter
the path till WebAPI folder in Physical Path. Click Ok.

Add Application

Application pool:

Site name:  HCLiAutomateBaselll
Path: i/

Alias:

[WebApl

| |iAutomateAppPuol

Example: sales

Physical path:

[C MidutoratetWebAP|_20220801_134522\Weblpi

Pass-through authentication

‘ Connect as...

[] Enable Preload

Test Settings...

Select...

Figure 283 - Configuration Changes - Run BASEUI and WEBAPI on Same

Port

5. The WebAPI application will now appear under HCLiAutomateBaseUI.
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U_ﬁ Internet Information Services (11S) Manager _ O %
p

e DI w— RS M

File  View Help

®

Connections

Q-2 &
v @ Sites A
v @ HCLiAutomateBasell
_ Analysis Name \ ID Status Binding Path
1 bin @ HClidutomate.., 2 Started (ht.. *443 (https) Chifutomates,

1 Content @ HCLitutomate... 1 Started (ht... %8080 (http) Chibutomates, || @ Help
. Contents

_| DBScript

. Download

_ EntityModelPage
_ HelpDoc

| KeyVault

_ Log

| Masters

| RBAC

| Scripts

| TicketAnalysis
| UserControls
P Webap|

WehS / = .

Ready |

Uél Sites

Filter: - Go \J-] Show Al Group by: No Grouping -

A PS

Set FTP Site Defaults...

< >

Figure 284 - Configuration Changes - Run BASEUl and WEBAPI on Same
Port

6. To test whether APl and BaseUl is working on same port, if BaseUl is accessible as
https://localhost:443 then type below URL and see if WebAPI is also accessible with below URL:
WebAPI URL: <BaseUl URL>/<Alias Name of Folder>/iAutomateAPI/Request/Getheartbeat
Eg: https://localhost:443/WebAPI/iAutomateAPl/Request/Getheartbeat
7. Go to web.config file of BaseUl. For that, go to IS, expand server name and sites, and right click on

HCLiAutomateBaseUl and click on explore. Search the web.config file in the opened folder and open
the file.

8. In the web.config file, search for ‘sessionState mode= “SQLServer”’. Comment this line and
uncomment the line with sessionState mode= “InProc” like given below:

<!--<sessiondtate mode="35QL3erver” allowCustomSqlDatabase="true™ partitionResolverType="iAutomateWeb.App_Code.ConnectionStringResolver”
regenerateExpiredSeszionId="true" compreszionEnakbled="true" ugeHostingIdentity="true” timeout="20" />-->
<gessionState mode="InProc" cookieless="false" timeout="3600" />

Figure 285 - Configuration Changes - Run BASEUI and WEBAPI on Same
Port

9. Save the web.config and restart the HCLiAutomateBaseUl in 1IS. Now enter the WEBAPI URL
(mentioned in Step 6) in browser. Now it should successfully give the below output:


https://localhost/
https://localhost/WebAPI/iAutomateAPI/Request/Getheartbeat

() BigFix
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This XML file does not appear to have any style nformation associated with it. The document tree 1s shown below.

<gtring =mlnz="http://schemas.microsoft.com/2003/10/Serialization/">0k</string>

Figure 286 - Configuration Changes - Run BASEUI and WEBAPI on Same

Port

3.5.9 Configuration Changes in Apache —FOR PYTHON

COMPONENTS

1. Go to Run (Windows + R) and type services.msc and search and stop the python services.

Name

LHCLisutomate,DC
HCL.iAutomate.EmailService

s HCL.iAutomate EntityModel
HCL.isutomate,GenericExecutor
HCL.iAutormate.iCrawder
HCL.iAutomate.iKnowledge
HCL.idutomate.iKnowledgelndexer
:HCL.iAutornate.iIKnowledgeScreen
HCL.iAutomate.iKnowledgeSearch
HCL.iAutomate.iParse

BoPLLLLLLHL

{ELHCL.iAutomate.iRecommend
ELHCLisutomate.iScript
(GLHCLiAutomate.iUnique
LLHCLiAutomate Listener

£} HCLiAutomate . RatingMango

Description

Service for ..,
Service for E...
Apache/24..
Service for ..,
Apache/24...
Apache/24...
Apache/24...
Apache/24...
Apache/24..
Apache/24....
Apache/24...
Apache/24....
Apache/24...
Service for L...
Apache/24...

Status

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

Running

Startup Type
Automatic
Automatic
Automatic
Aytomatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic

Automatic

Log On As
spandan_.,
spandan_,.
spandan_.
spandan_...
spandan_,.
spandan_,..
spandan_..
spandan_...
spandan_..
spandan_...
spandan_..
spandan_,..
spandan_..
spandan_...

spandan_.

Figure 445- Apache Upgradation

— Apache2.4

— HCL.iAutomate.Entitymodel

— HCL.iAutomate.iCrawler

— HCL.iAutomate.iknowledge

— HCL.iAutomate.iKknowledgelndexer
— HCL.iAutomate.iKnowledgeScreen
— HCL.iAutomate.iKnowledgeSearch
— HCL.iAutomate.iRecommend

— HCL.iAutomate.iParse
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— HCL.iAutomate.iScript
— HCL.iAutomate.iUnique
— HCL.iAutomate.RatingMongo

2. Open below path in explorer: C:\Apache24\conf
Navigate to the above path mentioned, need to update in .conf file of all python components as
mentioned in the below screenshot

Jisk (C:) » Apache24 > conf

~

[] Name Date modified Type Size
extra 3/3/2023 11:25 AM File folder
original 3/3/2023 11:25 AM File folder
ssl 4/28/2023 5:47 PM File folder
| | charset.conv 8/25/2022 5:06 PM CONV File 2 KB
|| Entity.conf 4/10/2023 9:37 PM CONF File 21KB
[ 7 httpd.conf 9/19/2022 8:11 PM CONF File 21 KB
|| iknowledge.conf 4/10/2023 9:36 PM CONF File 21 KB
| | iknowledgeCrawler.conf 4/10/2023 9:38 PM CONF File 21 KB
|| iknowledgelndexer.conf 4/10/2023 9:36 PM CONF File 21 KB
|| iKnowledgeScreen.conf 4/10/2023 9:36 PM CONF File 21 KB
|| iKnowledgeSearch.conf 4/10/2023 9:36 PM CONF File 21 KB
|| iParse.conf 4/10/2023 9:35 PM CONF File 21 KB
|| iRecommend.conf 4/10/2023 9:35 PM CONF File 21 KB
__| iScript.conf 4/10/2023 9:36 PM CONF File 21 KB
| | iUnique.conf 4/10/2023 9:35 PM CONF File 21KB
|| magic 8/25/2022 5:06 PM File 14 KB
| | mime.types 8/25/2022 5:06 PM TYPES File 62 KB
| | openssl.enf 8/25/2022 5:06 PM CNF File 11 KB
|| ratingMongo.conf 4/10/2023 9:35 PM CONF File 21 KB

Figure 446 - Apache Upgradation (cont.)

4. Open the conf files one by one in notepad++/notepad, locate the word “Define SRVROOT
"/Apache24”.
5. If it is present you can skip this step and proceed with Step 6, if not add the following 3 lines by
searching for the word “ServerRoot "c:/Apache24"
e Replace “ServerRoot "c:/Apache24"” line in the file with below 3 lines

e Define SRVROOT "/Apache24"
e ServerRoot "${SRVROOT}"
o PidFile "${SRVROOT}/httpd.pid"

By Default TLS version, 1.3 has been enabled in this apache configuration. If you want to
enable any other TLS version for a particular windows build you need to follow below
mentioned steps else continue with step 9

6. Then find the line “SSLEngine on” in the same document
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7. Based on the TLS requirement, check the TLS version that needs to enabled and copy the lines

mentioned below for respective TLS version and paste it after “SSLEngine on” line in conf file by

removing/uncomment “#” from the beginning and save the file.

8. If the required TLS line is already uncommented, skip and proceed with Step No 9, if it’s not present

perform below steps.

Table 15 - TLS versions -Apache

#To enable SSL protocol TLS1.1 uncomment the below line

#SSLProtocol -all +TLSv1.1

#To enable SSL protocol TLS1.2 uncomment the below line

#SSLProtocol -all +TLSv1.2

#To enable SSL protocol TLS1.3 uncomment the below line

#SSLProtocol -all +TLSv1.3

#To enable and integrate SSL protocol TLS1.2 and TLS1.3 uncomment the below line
#SSLProtocol -all +TLSv1.2 +TLSv1.3

#To enable SSL protocol till TLS1.2 uncomment the below line

#SSLProtocol +SSLv2 +SSLv3 +TLSv1 +TLSv1.1 +TLSv1.2

For example:
If need to go with TLS version 1.2: Removed “#” in the below screenshot and save the file.

SSLEngine on

# To enable SSL protocol TLS1.l1 uncomment the below line
#5SLProtocol -all +TLSvl.1

# To enable SSL protocol TLS1.2 uncomment the below line
SSLProtocol -all +TLSv1.2

# To enable SSL protocol TL51.3 uncomment the below Iline
#5SLProtocol -all +TLSv1.3

# To enable and integrate SSL protocol TLS1.2 and TLS1.3 uncomment the below line
#SSLProtocol -all +TLSvl.2 +TLSv1l.3

# To enable SSL protocel till TLS1.2 uncomment the below line

#SSLProtocol +SSLv2 +SSLv3 +TLSvl +TLSv1l.1 +TLSv1.2

Figure 447 - Apache Upgradation (cont.)

Changes needs to be done for all Python Components that are selected in figure 446

9. Verify the changes done in all python components.

10. Go to Run (Windows + R) and type services.msc and start the python services, which are in stop state.
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MName - Description Status Startup Type Log On As
’-Q HCL.iAutomate.DC Service for...  Running  Automatic spandan_...
Q HCL.idutomate.EmailService Service for E..  Running  Automatic spandan_..
Q HCL.i&utomate Entityhodel Apachef24... Running Automatic spandan_.,
‘CLHCL.iAutorate.GenericExecutor Service for.. Running  Automatic spandan_..
@ HCL.iAutomate.iCrawler Apachef24... Running  Automatic spandan_,.,
CLHCLifutomate.iKnowledge Apache/2.4.... Running Automatic spandan_...
’-Q HCL.iAutomate.ikKnowledgelndexer Apache/24... Running Automatic spandan_...
% HCL.iAutomate.iKnowledgeScreen Apache/2.4.... Running Automatic spandan_..
’-Q HCL.idutomate.ikKnowledgeSearch Apachef24... Running Automatic spandan_..
é‘% HCL.idutomate.iParse Apache/2.4... Running  Automatic spandan_..
-@. HCL.i&utomate.iRecormmend Apachef24... Running Automatic spandan_.,
G}g HCL.idutomate.iScript &pache/2.4... Running Automatic spandan_..
@ HCL.i&utomate.ilnique Apachef2 4. Running Automatic spandan_,..
\.‘% HCL.idutomate, Listener Service forL.. Running  Automatic spandan_...
@k HCL.i&utormate.RatingMongo Apachef24... Running Automatic spandan_..

Figure 448 - Screenshot of the Apache Python services
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4 Appendix

4.1 List of Abbreviations

Table 14 - List of Abbreviations

AD Active Directory

Al Artificial Intelligence

ITOPS IT Operations

ITSMS IT Service Management System
KEDB Known Error Database

SNOW ServiceNow
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