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Chapter 1. About this Fix Pack

This readme file provides important information about Fix Pack 8 for BigFix Remote Control Version 10.0.0.

What is new in this Fix Pack

A summary of changes, new features, and enhancements included in BigFix Remote Control v10.0.0 Fix Pack 8.
Digital signature of Linux RPM packages

Starting from this release the product RPM packages are digitally signed. In the remote control site
"Fixlets and Tasks" under the Maintenance category, you can find Fixlet 408 I nstal | RPM si gni ng
certificate for BigFix Remote Control for Linux. Itis suggested to deploy this Fixlet before you install
the desired component RPM package. When installing on a Linux configured in FIPS mode, the Fixlet

408 may be a prerequisite depending on how the FIPS is configured.

Adoption of IBMJCEPIusFIPS cryptographic provider

Starting from this release when the server is configured in FIPS mode the IBMJCEPIusFIPS
cryptographic provider is used in place of it's predecessor IBMJCEFIPS. The new provider has similar
functionality to the older equivalentbut offers support for newer algorithms, additional hardware-
accelerated cryptographic capabilities (where supported), and performance enhancements.

Withdrawal of Firefox plugin

The installation of the Firefox plug-in does not complete successfully on Firefox Version 57 or higher as
Mozilla dropped support for legacy add-ons. The support for this installation method was deprecated
in Remote Control starting from Version 9.1.4 IF0003 (Build Number 0309) and it was permanently
removed starting from Version 10.0.0.0818.

Deprecation of ActiveX, Java Applet and Java Web Start plugins

The support for those installation methods is deprecated in Remote Control starting from Version
10.0.0.0818. Those installation methods are either lacking browser support (ActiveX) or may not be
supported in more recent browsers. Relay on the executable file installation method.

Java Web Start Controller Start Method Deprecation

The Java Web Start memthod of the controller was deprecated in Remote Control since version 9.1.2.
The deprecation is renewed at this time. A future Remote Control upate will withdraw the Java Web

Start as a controller invocation method.
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What is new in previous Fix Packs
What's new in Fix Pack 7

A summary of changes, new features, and enhancements included in BigFix Remote Control v10.0.0 Fix Pack 7.
Managed mode support for macOS target
This feature adds the support for macOS targets in Managed mode. With this feature macOS targets

now support the full set of Remote Control session capabilities (managed, peer-to-peer, unattended and

on-demand).

The Remote Control target creates the status icon on the Menu bar at the top of the screen instead of

the icon on the Dock as in previous releases.

For a better user experience when establishing sessions with macOS targets, it is recommended to use

a Remote Control Controller of version 7 or higher.

Apple M1 architecture support for macOS target

This feature provides support for Apple M1 architecture. Both architectures use the same package and

tasks to deploy the Remote Control target.

Enhancements to target group assignments

It is possible to assign targets to target groups by using the GroupLabel target parameter thus letting the

target define the target groups it belongs to.

This assignment can occur during initial target registration or during subsequent target triggered

call homes. To enable the GroupLabel processing during initial target registration set the
allow.target.group.override to Yes. To enable the GroupLabel processing during triggered call homes
set the allow.override.at.triggered.callhomes to Yes. Both properties are in the trc.properties file on the
server. It is not possible to remove Target group assignment using the GroupLabel parameter.

“n

The GroupLabel parameter can include a list of groups separated by “;” like Group1;Group2.

Deployment Status Dashboard Enhancements

A new widget on the Deployment Status Dashboard allows to monitor certificate expirations. By default
the widget shows expiration of Broker certificates loaded in the “Trusted Certificates” of the server.
When using CA signed certificates the widget will show the expiration date of the Broker root certificate.
You can use the Add Certificate button to also add the actual broker certificate or the actual Remote

Control Server certificate to better track the overall environment certificate expiration.

Update of WAS Liberty and IBM Java

IBM WAS Liberty version is 22.0.0.10 and IBM Java SDK 8.0-SR7-FP16 is used in this product update.

Withdrawal of license verification
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Remote Control no longer provides a feature to verify compliant product licensing. To verify product
compliance please refer to the appropriate pages of the BigFix console. The Admin > Licensing page is
no longer available.

What's new in Fix Pack 6

A summary of changes, new features, and enhancements included in BigFix Remote Control v10.0.0 Fix Pack 6.

Adoption of WAS Liberty in place of Open Liberty

IBM WAS Liberty version 21.0.0.12 is used in this product update.

Changes in Java Adoption

« Adoption of the 64-Bits IBM Java SDK on Windows and Linux Remote Control Servers in place of
the 32-Bits.

« Adoption of IBM Semeru Runtime Open Edition JRE on Windows, macOS and Linux Remote
Control Controllers.

« Adoption of a 64-Bits JRE on the Linux Controller.

Adoption of Bouncy Castle JCE FIPS Provider

The Bouncy Castle JCE FIPS Certified provider is used on Windows, macOS and Linux Remote Control
Controllers.
This enhancement enables the Controller on macOS to operate in FIPS compliance.

Adoption of log4j version 2
The log4j has been upgraded to version 2.17.1. The Remote Control Server is the only product
component that uses log4j.

Deployment Status Dashboard Enhancements

A new widget on the Deployment Status Dashboard allows to monitor error conditions on the Remote

Control Server Application.

What's new in Fix Pack 5

A summary of changed or new features and enhancements included in BigFix Remote Control v10.0.0 Fix Pack 5.
Unattended Target Support
The Unattended target support is a product feature that allows you to take remote control sessions of
targets that are connected through a Broker without the need to provide a connection code. In strict

remote control terminology, an Unattended target is a Managed target that performs call home through

a Broker.

New Deployment Status Dashboard
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This new dashboard provides a real time view of the brokers health and activity history. The Dashboard
is activated by default when operating with unattended targets, but can be configured to monitor On
Demand and Broker Sessions history.

What's new in Fix Pack 4

A summary of changed or new features and enhancements included in BigFix Remote Control v10.0.0 Fix Pack 4.

Enhanced LDAP synchronization

By default, an LDAP synchronization is performed at every system startup and at every
scheduled.interval after that. A synchronization is also performed every time a Reset Application is
performed. It is now possible to better control the execution of the LDAP Synchronization task by using
the following properties in the common.properties file.

sync. LDAP. at _reset _appl i cati on=true
Description: Use to enable or disable the LDAP synchronization when the reset application is performed
Values: True/False. Default is True

Definition: When set to False the LDAP synchronization is not performed.

sync. LDAP. t ask_run_days=0

Description: Use to enable a fixed time synchronization. The value indicates the frequency in days of the

synchronization
Values: Number of days. Default is 0

Definition: 0 - fixed time synchronization is disabled, and the synchronization occurs every

scheduled.interval instead

n - Days in interval. 1 for daily

sync. LDAP. t ask_run_t i me=00: 00: 00
Description: Use to indicate the time of the day a fixed time synchronization has to occur
Values: 24 hours notation of the time in HH:MM:SS

Definition: For Example 02:00:00 to perform the synchronization at 2 AM

Note: When using usingsync.LDAP.task_run_time the actual task execution time is affected
by the scheduled.interval setting, as the Idap synchronization occurs within the context of
the task scheduler. The actual execution time can span from sync.LDAP.task_run_time to
sync.LDAP.task_run_time + scheduled.interval
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Note: The server must be restarted to use fixed time synchronization.

TLS Configuration Hardening
Effective from this release the TLS 1.2 protocol is the default protocol used by the product.

Support for TLS 1.2 protocol was added in BigFix Remote Control version 9.1.2 IFO001 (Build number
9.1.2.0113) released 17th March 2016. The TLS 1.2 protocol version was never enforced in Remote
Control up to this release for backward compatibility reasons.

With this release, all components of Remote Control (fresh install or upgrade) communicate using TLS
1.2 protocol. There are no backward compatibility issues assuming you are operating the product at
least at 9.1.2.0113 version or later.

Customers operating at an earlier version than 9.1.2.0113 should plan to upgrade their environment
starting from the Remote Control Server first.

The following exceptions apply:

» Remote Control Server that is not configured to operate in FIPS mode is still configured with
the default ssIProtocol="SSL_TLSv2" after a fresh install or upgrade. The value SSL_TLSv2 in
the ssl.xml enables TLS v1.0, v1.1, and v1.2 protocols. You can manually change this value to
“TLSv1.2". In this case all other components that the Remote Control server communicates
with must be configured to support TLS 1.2 (LDAP Servers, Database Server, Mail Servers).
Please also note that in a follow on release the default configuration value for the server will be
changed to “TLSv1.2" at install or upgrade time. If the server is configured to operate in FIPS
mode the value is set already to “TLSv1.2".

Remote Control Brokers that are configured with one or more of the following

properties Default TLSCipherList, DfaultHTTPSCipherList, <prefix>. TLSCipherList and

<prefix>. HTTPSCipherList where <prefix> is the connection prefix used, comment the properties
in question to activate the new default TLS 1.2 enforcement.

Support for MS/SQL 2019 and DB2 11.x

These databases are now included among the list of Remote Control supported Databases.
Support for MacOS up to 11.3

Version 11.3 of MacOS is now listed among the list of supported MacOS Platforms.

What's new in Fix Pack 3

A summary of changed or new features and enhancements included in BigFix Remote Control v10.0.0 Fix Pack 3.

License verification
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Remote Control introduces a feature to verify licensing, wherein it retrieves license information from
BigFix Server and indicates the user if there is any license non-compliance. In case of non-compliance,
there is no enforcement with this release, and the product operates normally with warning messages
issued on the user interface to take further action as necessary. It also provides the possibility to update

licensing information to avoid noncompliance.
Database cleanup

It is now possible to automatically remove offline targets from the database. As the number of targets
present in the database is a factor to determine license compliance, it is important to clean up the
database periodically. By default, this process runs every 24 hours to perform database cleanup.
Cleanup is hooked to dbcleaner process and controlled by the target.offline.max.age property in
trc.properties. With this, you can configure if you want to perform automatic offline target cleanup or

can also indicate in days for how long an offline target can be kept in the database.
Flash removal from BigFix Dashboards

The Remote Control BigFix Console Content has been updated to remove any dependency on Adobe
Flash. Target Configuration Wizard is enhanced to allow single property selection in the configuration
update task. You can notice the effect of the improved behavior when importing settings from a
previously submitted task. When the task is imported, values that were changed are taken from the task,

while the others appear as enabled for change. Select or de-select the properties as needed.
Mouse Wheel support

With mouse wheel support, you can control the mouse pointer and scroll the views displayed on a
remote computer, when a remote control session is in place.

Adoption of Open Liberty in place of IBM Liberty
IBM Liberty is replaced with Open Liberty. The adoped OpenLiberty version is 20.0.0.10.
Removal of support for RH 5 and Windows 2008

Remote Control stopped supporting RH 5 and Windows 2008 from Fix Pack 3 release.

What's new in Fix Pack 2

A summary of changed or new features and enhancements included in BigFix Remote Control v10.0.0 Fix Pack 2.

Lite Web Portal

With Fix Pack 2, Remote Control provides a solution where you can open a remote session with an On
Demand Target (ODT), without using a VPN, even when the controller and the target are over Internet.
This specifically addresses the VPN overloading challenge with Work Form Home scenario. Fore more
information, see #unique_4.

Improved user experience while starting ODT on macOS Catalina
Before Fix Pack 2, starting from macQS Catalina (10.15), to use the ODT and to start a remote session,

the user had to manually change the execution permission of the downloaded files by executing some
0S level commands. With Fix Pack 2, Remote control provides a new type of ODT package for macOS.
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When enabled, this package allows the user to temporarily install the ODT and execute the session

without manually changing the execution permission.

What's new in Fix Pack 1

A summary of changed or new features and enhancements included in BigFix Remote Control v10.0.0 Fix Pack 1.

Session Mode support for macOS

With Fix Pack 1, Chat Session Mode and Guidance Session Mode are now supported for macOS

Targets. It is also possible to use the Chat function while in session.

Enter Connection Code dialog

A new programmable interface is added to the Remote Control Target to facilitate the operations
surrounding the “Enter Connection Code” target dialog function.

More control over Proxy configuration in Controller

The controller uses the proxy defined at system level by default. In some conditions, this may not be
desirable. Creating a file named “override.proxy” in the controller install folder changes the default

behavior and the system proxy is ignored.

Fixes included in this Fix Pack

Fix Pack 8 of BigFix Remote Control Version 10.0.0 contains the following fixes:

- KB0104815: Failed to automatically re-establish a session with the Target after a reboot if session user
acceptance is enabled

- KB0104506: Relevance of "Remote Control Controller Logs" analysis causing performance issues

« KB0104496: Target crash upon P2P session closure

« KB0103715: View of server log from admin menu no longer works after server upgrade

» KB0103712: Acceptance Dialog Customization not working on MacOS.

- KB0103711: MacOS pull file dialog not properly refreshing

- KB0103501: Installer log does not properly trace properties manipulation

« KB0103500: Target unable to contact Broker after Certificate Update

« KB0103374: Computers cannot start Remote Controls Target service when IP list is very long

- KB0103341: User Acceptance error on Remote Control version 10.0.0-0736.- LogRollover

« KB0103338: Broker Service is unstable with FP7 installed (Broker Crash: NullPointer)

« KB0102880: Remote Control Broker cannot receive any connection when HTTPSStrictValidation is set to "yes"

« KB0099025: Remote Control Broker is randomly down (FP7) / Memory Leak

- KB0103834: Remote Control Web URL configuration steps optimization

- KB0104582: Remote Control truncates IP address on SQL insert and update

« KB0104536: Dashboard on RC server stretches when the Application Error table has a long message

+ KB0102450: Problem with display resolution with Remote control Target on Mac with Hi res screen
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Fixes included in previous Fix Packs
Fixes included in Fix Pack 7

Fix Pack 7 of BigFix Remote Control Version 10.0.0 contains the following fixes:

- KB0100656: Managed mode controller connection fails

» KB0099719: Unable to connect when system proxy is used

- KB0099404: High CPU load of Broker on RHEL 8

« KB0099153: Issues in "Configuring the server for single sign-on after installation” topic
- KB0099081: Connection not secure message on browser

« KB0098999: Incorrect documentation for log4j.logger.com.bigfix

- KB0098983: Missing information in certificate install documentation

» KB0098732: Compressed option for recording export function failing

- KB0098501: Controller messages with Thai Language are not working

- KB0098495: Target crashing because of PAC file processing failure

- KB0098341: Error using untrusted certificate when installing

« KB0089204: Remote Control may fail to retrieve license information from the BigFix License Server

- KB0100548: Target machine cannot rejoin existing broker session

Fixes included in Fix Pack 6

Fix Pack 6 of BigFix Remote Control Version 10.0.0 contains the following fixes:

- KB0096571: Default target group assignment may reset on rules computation

» KB0095998: Page may timeout on large reports

« KB0095702: Server SSO - Update errorPage.jsp

+ KB0094397: Update supported browsers versions from installation manual

- KB0090982: Action on filtered targets or user is applied to ALL items

- KB0084756: Disabling of command menu entries may be lost on session mode change

« KB0097233: Certificate Import (New Trusted Certificate) fails with internal server error 500

Fixes included in Fix Pack 5

Fix Pack 5 of BigFix Remote Control Version 10.0.0 contains the following fixes:
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» KB0090147 - Broker service stopping due too many open sessions
» KB0092788 - Remote Control Server Verion10 FP4 upgrade or Install hangs at 89%
- KB0088343 - BigFix Remote Control search issue

Fixes included in Fix Pack 4

Fix Pack 4 of BigFix Remote Control Version 10.0.0 contains the following fixes:

- KB0086512 - Application Reset may cause a series of unnecessary LDAP Synchronizations
» KB0087383 - Controller Install / Upgrade task may fail

- KB0086742 - Remote Control upgrade installer cannot connect to the SQL database

« KB0088685 - Missing signature for Windows OnDemand target executable

Fixes included in Fix Pack 3

There are no fixes included in Fix Pack 3

Fixes included in Fix Pack 2

Fix Pack 2 of BigFix Remote Control Version 10.0.0 contains the following fixes:

- KB0081758 — “BigFix Remote Control" entry in the right click menu is grayed-out for macOS computers
« KB0081193 — Update browsers versions list in Install Guide
« KB0081018 — The Controller is not associated with .trcjws files on macOS

- KB0081017 — V10 java signed jars lack intermediate certificates

Fixes included in Fix Pack 1

Fix Pack 1 of BigFix Remote Control Version 10.0.0 contains the following fixes:

- KB0078748 — Broker session does not start with user name containing special chars

« KB0079215 - During On Demand remote control session desktop background is permanently removed if set
in policy

« KB0079778 — Controller can not start a Broker connection in presence of a proxy server

« KB0079998 - How to bypass UAC prompt (Doc)

Known problems and limitations

BigFix Remote Known problems and limitations
Control V10.1.0

Make sure that the services window is closed during the installation or upgrade of the Big-
Fix Remote Control Server. On certain windows platforms, an open services window can re-
sult in the installation process hanging or to the absence of the BigFix Remote Control Serv-

er service.
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Fix Pack version
of BigFix Remote
Control V10.0.0

Known problems and limitations

Fix Pack 7

« Export function in compressed form (.avi) does not work if the display resolution
of the target at the time of recording is not a multiple of 4

The screen resultion of the target at capture time must be in sizes of multiples of 4
pixels. This restriction comes from the JMS encoder. To resolve this issue, change
the screen resolution of the target to 1920 x 1080.

macOS Managed Support - Clipboard functions disabled

Security settings on the macOS platform do not allow a process running in the back-
ground to access the clipboard. For this reason, the clipboard functions icon on the
controller is currently disabled.

To transfer text from/to the target, you can use the chat function that shows the text
clearly.

macO0S Managed Support — Open file transfer folder

The in session file transfer folder for macOS target is created under the user folder

/ Users/ <user>/File Transfer.

The function to open this folder from the target GUI, or from the controller file trans-

fer menu icon during an active session does not work on recent macOS versions.

You can access the file transfer folder by opening Finder. You can set Finder > Pref-
erences > Side Bar and add the user home folder to favorites. You can then easily

accessthefileFil e Transfer fol der by simply opening Finder.

macOS Managed Support - File Transfer Session Mode Limitations

During a File Transfer Session, access to some target folders may be limited. For
example, some user-level folders such as Downloads, Documents, and Pictures
are not accessible from the File Transfer Controller interface. This is because the
process responsible for listing those folder content on the target is not allowed to
list the content of those folders.

At the same time, it is possible to transfer files from the controller to those folders
as the file transfer process on the target operates under the user’s authority.

macOS Managed Support — Switch user or Logoff

If the user is logged off during an active session, sometimes (depending on the
processor speed) the target screen capture process fails to capture the login

screen. In this event, the Controller screen will show a still background image.
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Fix Pack version
of BigFix Remote
Control V10.0.0

Known problems and limitations

You can recover from the situation by selecting another session mode from the con-
troller drop-down menu (for example File Transfer) and then switching back to Ac-
tive session mode.

macOS Managed Support — Remote Control Icon on the DOCK after upgrade

The Remote Control target upgrade from the earlier version may leave the Remote
Control target icon on the Dock bar.

The icon is no longer used and the user can remove it by clicking the icon and se-
lecting Options > Remove from Dock.

The new version of the Remote Control target creates the status icon on the Menu
bar at the top of the screen.

macOS Managed Support — Start of target process as user

If there is no Remote Control process running, clicking on the Remote Control Tar-
get application icon on the Launchpad causes the target to start under the user au-
thority instead of the root authority.

To stop this target process, use the kill command or reboot the system.
KB0100656 - Support hostname in Managed Mode trcjws connections

When it is necessary, you can also use the target host name in the . t r cj ws file in-
stead of the IP address. A new property trcjws.use.target.hostname has been added
tothetrc. properti es file on the server to control the . t r cj ws content.

Possible values are:

> 0 (zero) - No host name addition (Default)
> 1- Add the host name to the IP address
o 2 - Host name Only

KB0098501: Chat messages in Thai Language is not working

Under certain circumstances, Thai text is not showing properly in the controller chat
window. This occurs because of a miss configuration of the Thai language in the
Open JDK that was adopted by Remote Control Controllers starting from Fix Pack 6.

To remediate the problem, complete the following steps:
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Fix Pack version
of BigFix Remote
Control V10.0.0

Known problems and limitations

1. Navigate to the | i b folder of the controller JRE located in C: \ Pr ogr am
Files (x86)\Bi gFi x\Renote Control\Controller\jre\lib
2. In the lib folder, there is a file named f ont confi g. properties. src-
. Make a copy of this file and name it as f ont confi g. properti es.
3. Editthe f ont confi g. properti es file:
= Setal | font s. t hai =Tahoma. Tahoma font is better suited to show

Thai characters than Lucida Sans Regular .

You can also use your own Thai font if you so desire, in this case,
create a folder named fonts in the lib folder and copy your . t t f or
. ot f font file, then use the proper font name in the al | f ont . t hai
property.

= Add Thai language by setting sequence. al | f ont s=alphabetic/de-
fault,dingbats,symbol,thai

4. Save thefontconfi g. properties file.

Note: The f ont confi g. properti es file is preserved in case of controller up-
grades.

Fix Pack 6

- KB0095998: Page may timeout on large reports

When running the All Target query with a large row per page, the page load may
timeout because of the amount of data that is loaded. To mitigate the issue a new

query named Al | Targets (Slim autput) has been added.

To use the Slim Output query, as the default homepage you can editthe t r c. pr op-
erti es file and change the default.query property from 251 to 255.

Alternatively, you can define a custom report to tailor the query and then assign the
new query as the default homepage for the user groups of choice. After the log in,
you can return to the default homepage by clicking on the HCL icon on the left of the

menu bar.

Fix Pack 5

None known.
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Fix Pack version
of BigFix Remote
Control V10.0.0

Known problems and limitations

Fix Pack 4

- Browser or Controller connection with the Remote Control server may fail

If the server is configured to operate in FIPS mode with the following exception in
the messages.log filej ava. | ang. Nul | Poi nt er Exception com i bm ws-
.channel . ssl .internal.SSLConnectionLi nk 238, Browser or Controller

connection with the Remote Control server may fail.

This is a side effect of the adoption of IBM Java 8.0.6.26. If the issue persists, do
the following:

1. Stop the Remote Control Server.

2. Openthe. . \TRC\java\jre\lib\security\java.security fileand
add the RSAPSS value as the last entry of the jdk.tls.disabledAlgorithms.

The updated property list should look as follows:

jdk.tls.disabledAlgorithms=SSLv3, RC4, DES, MD5withRSA, DH keySize <
1024, DESede, \ EC keySize < 224, 3DES_EDE_CBC, anon, NULL, DES_CBC,
RSAPSS

3. Start the Remote Control Server.

- The Join Broker Session operation may fail

When the secondary controller connects to the primary controller and the environ-
ment is configured to operate in FIPS mode, the Join Broker Session operation may
fail. The primary controller may show an exception like the foll following exception

in the messages.log file:

SEVERE - The connection was refused with pkt type [260]

This is a side effect of the adoption of IBM Java 8.0.6.26. If the issue persists, do
the following:
1. Openthe. .\ Controller\jre\lib\security\java.security file
and add the RSAPSS value as the last entry of the jdk.tls.disabledAlgorithms-
. The updated property list should look as follows: jdk.tls.disabledAlgorithm-
s=SSLv3, RC4, DES, MD5withRSA, DH keySize < 1024, DESede, \ EC keySize <
224, 3DES_EDE_CBC, anon, NULL, DES_CBC, RSAPSS

- The playback of a session recording via the Server Web Interface may fail to start
with no error message shown if the Server is Configured to operate in FIPS mode
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Fix Pack version
of BigFix Remote
Control V10.0.0

Known problems and limitations

This is a side effect of the adoption of IBM Java 8.0.6.26. If the issue persists, do
the following:

1. Save the TRCPlayer.trcjws file as provided by the server.
2. Edit the File and remove the line <argument>--forcefips</argument>
3. Save the file and execute the TRCPIlayer.trcjws file by clicking on it.

Fix Pack 3

« Unable to initialize SSL connection in messages.log

When using Chrome or Edge chromium and the RC Server has a self-signed certifi-

cate, you may notice error messages in the messages.log

“CWWKOO0801E: Unable to initialize SSL connection. Unauthorized access was de-
nied or security settings have expired. Exception is javax.net.ssl.SSLException: Re-

ceived fatal alert: certificate_unknown”

From the Browser you may experience a certificate validation error of :ERR_CERT_-
AUTHORITY_INVALID or :ERR_CERT_COMMON_NAME_INVALID.

To use a self-signed certificate with those browsers, make sure the self-signed cer-
tificate defines fully qualified host name as Common Name, and specify a valid Sub-
ject Alternate Name. In addition, add the certificate to the Root Trusted Certificates

store of the client machine.

- Issues in visualizing Webreports after upgrading to Fix Pack 3

In FixPack 3, the Remote Control BigFix Console Content has been updated to re-
move any dependency on Adobe Flash. Also, "Tivoli Remote Control" site has been
re-branded to "Remote Control". Therefore, corresponding webreport was renamed
from TRCEvent s. beswr pt to RCEvent s. beswr pt . This can cause a problem in
the webreports, as this cannot find TRCEvent s. beswr pt in the Tivoli Remote Con-

trol directory.

Do the following to address this issue:
> Check if analyses 6, 12 and 20 in Remote Control site are activated and
restart WebReports service.
o If you are using Internet Explorer, set at least Emulation 10 after cleaned up
the browse cache.
o Try with a different browser.

If the issue still persists, do the following:
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Fix Pack version Known problems and limitations
of BigFix Remote
Control V10.0.0

1. Stop the WebReports service.

2. Rename the folder “Tivoli Remote Control” under the SiteData folder (com-
plete path: C: \ Program Fi |l es (x86)\Bi gFi x Enterprise\BES
Server\ BESReport sServer\ wwr oot \ Si t eDat a\ <BES Ser ver
FQDN>\ Si t es\ Ti vol i Renote Control).

3. Start the Web Reports service

Fix Pack 2
* Lite Web Portal with pre-installed Controller Only

For performance and security reasons, it is required to use a pre-installed controller
to start a remote session through Lite Web Portal. This is because, it is not advis-

able to download trc_console.jar at runtime over the internet.
- Single Sign-on (SSO) for Lite Web Portal is not supported in this release

An SSO log on session via SAML2 requires the web browser to see both the TRC
Server and the Identity Provider. This is not possible in the operating condition
where Lite Web Portal operates today. This can be reconsidered in the future releas-

es based on the customers’ requirements.

Customers operating in SSO might have an LDAP configured and the validation of
the credentials might occur via LDAP. If not, a password must be defined in the local
remote-control database at the user level.

- Lite Web Portal does not support upload of registration from Controller
The reason is that there is no advantage as the upload will occur via Broker, and that

is the same upload path that the target will follow. To save session registration, set

policy to register on the target and upload the recording from there.

Fix Pack 1 None known.

For other known issues and limitations, see the Release Notes in the BigFix Remote Control Knowledge Center:

https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Rel_Notes/release_notes_10.html


https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Rel_Notes/release_notes_10.html

Chapter 2. Installation information

Read the following sections before you install BigFix Remote Control Version 10 Fix Pack 2

Prior to installation

Installing the fix pack after installing the version 10 GA level (10.0.0.0029)

If you are installing the fix pack immediately after installing the version 10 GA Level (10.0.0.0029), log on to the GA
Level application after it has installed to ensure that the database initialization has completed before applying the fix
pack.

Note: It is not necessary to install the GA version prior to installing this fix pack.

Back up your properties and recordings files

If you have the server component installed and running you must backup your existing property files before installing

the fix pack and also backup any recordings files that you have.

Back up the following property files:

« common.properties

« |dap.properties

« trc.properties

« controller.properties
« log4j.properties

« ondemand.properties

These files are found in the following path for Windows based systems:

[TRCInstal I Dir]\w p\usr\servers\trcserver\apps\ TRCAPP. ear\trc. war\ ViEEB- | NF\ cl asses\
These files are found in the following path for Unix based systems :

[TRCInstal IDir]/w p/usr/servers/trcserver/apps/ TRCAPP. ear/trc. war/VEB- | NF/ cl asses/
where [ TRaI nstal | Di r] is the BigFix Remote Control Server installation directory.

The video recordings folder is defined in the rc.recording.directory property in the trc.properties file. The default

locations are:

In manual Installations on Windows:

C:\ Program Fi | es\ | BM WebSpher e\ AppSer ver\ profi | es\ AppSrvO1\rc_recordi ngs

In automated Installations:
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e InLinux: [ TRCInstal I Dir]/w p/usr/servers/trcserver/rc_recordings

« In Windows: [ TRCI nstal | Di r]\w p\usr\servers\trcserver\rc_recordi ngs

Back up any certificate files

This step is necessary only if you have previously manually installed a certificate. It applies only to an automated
server installation.

The certificates are stored by default in a keystore file key. j ks in the following paths:

» Windows:
[TRCInstal I Dir]\w p\usr\servers\trcserver\resources\security\key.jks
* Linux:

[[TRCInstal IDir]/w p/usr/servers/trcserver/resources/security/key.jks

If the default keystore file location or keystore password are changed, also back up the file nenory. xni stored in the
following paths:

» Windows:
[TRCInstal IDir]\w p\usr\servers\trcserver\ menory. xn
« Linux:

[TRCInstal IDir]/wW p/usr/servers/trcserver/ menory. xm

Installing

Although it is not required, it is suggested that when you apply a fix pack that you upgrade all of your components to
the latest level.

BigFix Remote Control 10.0.0 Windows Server Installation with a WebSphere Application Server
19.0.0.11 Liberty Profile

1. Decompress BigFix_Rem_Cntrl_V10_Image3.tar and navigatetotrc_server _set up. exe
2.Runtrc_server_setup. exe

3. Follow the instructions displayed on your screen to install the fix pack

4. If more detailed information is required, refer to the BigFix Remote Control Installation Guide and the chapter

that describes installing the server using the server installer:

https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/
rcinst_server_installer.html


https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst_server_installer.html
https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst_server_installer.html
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BigFix Remote Control 10.0.0 Linux Server Installation with a WebSphere Application Server
19.0.0.11 Liberty Profile

1. Untar BigFix_Rem_Cntrl_V10_Image_3.tar and navigatetot r c_server_set up. bin

2. Runtrc_server_setup. exe

3. Follow the instructions displayed on your screen to install the fix pack

4. If more detailed information is required, refer to the BigFix Remote Control Installation Guide and the chapter
that describes installing the server using the server installer:

https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/

rcinst_server_installer.html

Manual Installation
If you are using BigFix_Rem_Cntrl_V10_Ilmage_3.tar to perform a manual installation of this release, note:

A manual installation can only be performed on a system that has the previous release of BigFix for Remote Control
already installed.

The following sections describe the different manual installations.

BigFix Remote Control 10.0.0 WebSphere Application Server (WAS), AlX, Linux, Solaris and
Windows Server Installation

! Important: Back up your video recordings and customized properties files

Untar BigFix_Rem_Cntrl_V10_Image_3.tar and navigate to \Disk1\InstData\[platform]\VM where [platform] is relevant
to your operating system. For example:

\ Di sk1\ I nst Dat a\ wi ndows\ VM

« AIX: Run trc_additional _setup. bin
e Linux: Runtrc_addi tional _setup.bin
« Solaris: Run trc_addi tional _setup. bin

» Windows: Run trc_addi tional _setup. exe
For AlX, Linux, and Solaris:

1. Run trc_addi tional _set up. bin.
2. Follow the instructions in the BigFix Remote Control Installation Guide in the chapter that describes how
to extract the component installation files: https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/

Remote_Control/RC_Install_Guide/rcinst-addiitional_install.html

The new war file will be saved to a place of your choice or the InstallAnywhere default location.


https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst_server_installer.html
https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst_server_installer.html
https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst-addiitional_install.html
https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst-addiitional_install.html
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3. Use the WAS Administrative Console to update the war file.
4. Follow the steps in the Post installation section to perform the necessary tasks after the installation.

Note: After a manual installation of the BigFix Remote Control Server on an AIX system, the default admin id
and password are case sensitive and should be typed as follows :

id = Adnmin password = password

For Windows:

1. Run trc_additional_setup.exe.
2. Follow the instructions in the BigFix Remote Control Installation Guide in the chapter that describes how to
extract the component installation files.

https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst-
addiitional_install.html. The new war file will be saved to a place of your choice or the InstallAnywhere default

location.

3. Use the WAS Administrative Console to update the war file.
4. Follow the steps in the Post installation section to perform the necessary tasks after the installation.

Component Installation

For more information about installing the components, see https://help.hcltechsw.com/bigfix/10.0/lifecycle/

Lifecycle/Remote_Control/RC_Install_Guide/rcinst_comp_install.html

Windows components:

1. Unzip BigFix_Rem_Cntrl_V10_lmage_3.tar
2. Use the relevant installation files to install the components.

* Target:trc_target_setup.exeortrc_target. nsi

» Controller:t rc_control | er_setup.exe ortrc_controller. nsi
» Gateway:trc_gat eway_set up. exe or trc_gateway. nsi

« Broker: trc_broker _setup.exe or trc_broker. nsi

eCLI:trc_cli_setup.exe or trc_cli.nsi
Linux components:

1. Extract the additional setup utility file from BigFix_Rem_Cntrl_V10_Image_3.tar
2. Run the file that is relevant to the operating system that you will run the utility on. See the installation guide for

a description about how to extract the component installation files:

https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst-

addiitional_install.html


https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst-addiitional_install.html
https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst-addiitional_install.html
https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst_comp_install.html
https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst_comp_install.html
https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst-addiitional_install.html
https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst-addiitional_install.html
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3. Use the following files to install the components.
o Target:trc-target-10.0.0.i386.rpmor trc-target-10.0.0.src.rpm
o Controller: trc-controller-10.0.0.noarch.rpmand trc-controller-
jre-10.0.0.i386.rpm
o Gateway:trc- gat eway-10. 0. 0.1 386.rpmor trc-gateway-10.0.0.src.rpm
- Broker: trc- broker-10.i386.rpmor trc-broker-10.src.rpm
oCLI:trc-cli-10.i386.rpmor trc-cli-10.src.rpm
4. Restart the component service for the component that you upgraded. For more information about restarting

the component services, see the BigFix Remote Control Installation Guide:

https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/

rcinst_manage_linux_comps.html

BigFix Console Installation

You can use the BigFix Console to deploy the upgraded version of BigFix Remote Control. The Fixlets are available on

Remote Control site 55.

The Update node in the Remote Control navigation tree provides two sub-nodes which are operating system specific.
These sub-nodes provide the latest levels of the target, controller, CLI and gateway components. If you have an older
version of the BigFix Remote Control components already installed in your environment, you can use the Update node

to upgrade these components to a newer version.

To upgrade the server component you can create and run a new server installation task by using the BigFix Remote

Control Server Installer Wizard.

See the BigFix Remote Control Console Users Guide in the BigFix Remote Control Knowledge Center and the section

that describes creating the server installation tasks.
https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_TEMUser_Guide/

rcusrmanageconfig.html

Post installation tasks
Complete one or more of these tasks after installation completes, depending on your configuration.
Edit the properties files

After completing the update and confirming that 10.0.0.0029 is installed, edit the new trc.properties and
Idap.properties files and update them with the values in your saved files.

Restore your other saved properties files and video recordings.

Note: It is only necessary to update the properties files after a manual upgrade or if the properties files have

not been successfully restored after an automated upgrade.


https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst_manage_linux_comps.html
https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst_manage_linux_comps.html
https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_TEMUser_Guide/rcusrmanageconfig.html
https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_TEMUser_Guide/rcusrmanageconfig.html
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Restore Certificate files

Note: This section should only be carried out if you have previously manually installed a certificate. It also

only applies to an automated BigFix Remote Control server installation.

Restore the saved keystore file key.jks. If using the default keystore, it must be restored to:
Windows
[TRCInstal I Dir]\w p\usr\servers\trcserver\resources \security\key.jks
Linux
[TRCInstal I Dir]/w p/usr/servers/trcserver/resources /securityl/key.jks
If the password or the location of the keystore were changed, modify the file memory.xml and set the parameters of
the element <keyStore> with the same values as the memory.xml file that was backed up as instructed previously.
The nenory. xn file can be found at:
Windows
[TRCInstal IDir]\w p\usr\servers\trcserver
Linux

[TRCinstalIDir]/wW p/usr/servers/trcserver



Chapter 3. Uninstallation information

Read the following sections to uninstall this fix pack.

Uninstallation Steps

To uninstall this fix pack, perform the following steps:

1. Back up and save your properties files. These files are located in the following directories:
> Windows based systems: [ TRCl nstal | Di r]\wl p\usr\servers\trcserver\apps\
TRCAPP. ear\trc. war\ VEB- | NF\ cl asses\
o UNIX based systems.TRCI nstal | Dir]/w p/usr/servers/trcserver/apps/ TRCAPP. ear/
trc..war/WEB-| NF/ cl asses/

where TRCI nst al | Di r is the BigFix Remote Control server installation directory.

2. Back up your database by following the standard procedure as documented by your database provider.
3. Uninstall the BigFix Remote Control Server. To uninstall the Server, complete one of the following steps:
a. Within Add/Remove programs select to Uninstall BigFix Remote Control - Server

b. Run the uninstall application:
Run the Uni nstal | Bi gFi x Renpte Control - Server. exe file which can be found in the BigFix
Remote Control server installation directory.
4. Install the previous version of BigFix Remote Control.
For installation instructions, see the BigFix Remote Control Installation Guide: https://help.hcltechsw.com/
bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst_introduction.html

5. Stop the BigFix Remote Control service.
6. Restore your properties files and database.

7. Start the BigFix Remote Control Service.


https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst_introduction.html
https://help.hcltechsw.com/bigfix/10.0/lifecycle/Lifecycle/Remote_Control/RC_Install_Guide/rcinst_introduction.html

Appendix A. Support

For more information about this product, see the following resources:

« BigFix V10.0 Lifecycle Documentation
» HCL Software Support

« HCL portal for BigFix Support

« BigFix Developer

« BigFix Forum


https://help.hcltechsw.com/bigfix/10.0/lifecycle/welcome/BigFix_Lifecycle_welcome.html
https://support.hcltechsw.com/csm
https://support.hcltechsw.com/csm?id=bigfix_support
https://developer.bigfix.com/
https://forum.bigfix.com

Appendix B. Notices and trademarks

The following section includes important information about this document and its use.

Notices

This information was developed for products and services offered in the US.

HCL may not offer the products, services, or features discussed in this document in other countries. Consult your
local HCL representative for information on the products and services currently available in your area. Any reference
to an HCL product, program, or service is not intended to state or imply that only that HCL product, program, or
service may be used. Any functionally equivalent product, program, or service that does not infringe any HCL
intellectual property right may be used instead. However, it is the user's responsibility to evaluate and verify the

operation of any non-HCL product, program, or service.

HCL may have patents or pending patent applications covering subject matter described in this document. The
furnishing of this document does not grant you any license to these patents. You can send license inquiries, in writing,
to:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the HCL Intellectual Property

Department in your country or send inquiries, in writing, to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

HCL TECHNOLOGIES LTD. PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of

express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. HCL may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time
without notice.
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Any references in this information to non-HCL websites are provided for convenience only and do not in any manner
serve as an endorsement of those websites. The materials at those websites are not part of the materials for this
HCL product and use of those websites is at your own risk.

HCL may use or distribute any of the information you provide in any way it believes appropriate without incurring any
obligation to you.

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the exchange of
information between independently created programs and other programs (including this one) and (ii) the mutual use
of the information which has been exchanged, should contact:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in some cases, payment of

a fee.

The licensed program described in this document and all licensed material available for it are provided by HCL under
terms of the HCL Customer Agreement, HCL International Program License Agreement or any equivalent agreement

between us.

The performance data discussed herein is presented as derived under specific operating conditions. Actual results
may vary.

Information concerning non-HCL products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. HCL has not tested those products and cannot confirm
the accuracy of performance, compatibility or any other claims related to non-HCL products. Questions on the

capabilities of non-HCL products should be addressed to the suppliers of those products.

Statements regarding HCL's future direction or intent are subject to change or withdrawal without notice, and

represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate them as
completely as possible, the examples include the names of individuals, companies, brands, and products. All of these

names are fictitious and any similarity to actual people or business enterprises is entirely coincidental.
COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming techniques
on various operating platforms. You may copy, modify, and distribute these sample programs in any form without
payment to HCL, for the purposes of developing, using, marketing or distributing application programs conforming to
the application programming interface for the operating platform for which the sample programs are written. These
examples have not been thoroughly tested under all conditions. HCL, therefore, cannot guarantee or imply reliability,



BigFix Remote Control Version 10 Fix Pack 8 Readme | 2 - Notices and trademarks | 28

serviceability, or function of these programs. The sample programs are provided "AS IS," without warranty of any kind.

HCL shall not be liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a copyright notice as
follows:

© (your company name) (year).

Portions of this code are derived from HCL Ltd. Sample Programs.

Trademarks

HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or registered trademarks of HCL

Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe
Systems Incorporated in the United States, and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United

States, other countries, or both.
Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
UNIX is a registered trademark of The Open Group in the United States and other countries.

Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and conditions.
Applicability

These terms and conditions are in addition to any terms of use for the HCL website.

Personal use

You may reproduce these publications for your personal, noncommercial use provided that all proprietary notices
are preserved. You may not distribute, display or make derivative work of these publications, or any portion thereof,
without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that all proprietary
notices are preserved. You may not make derivative works of these publications, or reproduce, distribute or display

these publications or any portion thereof outside your enterprise, without the express consent of HCL.
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Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either express or

implied, to the publications or any information, data, software or other intellectual property contained therein.

HCL reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use of the
publications is detrimental to its interest or, as determined by HCL, the above instructions are not being properly

followed.

You may not download, export or re-export this information except in full compliance with all applicable laws and

regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE PUBLICATIONS ARE PROVIDED
"AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED
TO IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR
PURPOSE.
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