BigFix Insights for Vulnerability
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BigFix Root Server
All network ports are subject to change and the default ports could differ from your implementation.
(Y During the duration of the setup process (ivrNext.exe --setup), the BES IVR Retriever Service requires inbound access on port 8099 (TCP).
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Chapter 3. IVR4 Fixlet

BigFix Insights for Vulnerability Remediation v.4.0.0 TEA AJBE%X Fixlet EX AT IZD2VWT OFFMliZE CH#R
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[ BigFix Console = X
file Edt View Go Tools Help Debug
Back ~ ~| 1 Show Hidden Content % Show Non-Relevant Content | &£ Refresh Console
| All Content License Overview
T Fixets and Tasks (26,406 =~
3 WebUI Apps (6) BigFix License Overview ® cCc &
B Baselines (0
R Analyses (46) .
@ Actions (5 " s A
This license contains the following entitiements for Compliance
Licensed for 1(Client)
License Type: Perpetual
Maintenance Expiration Date:  7/31/2026 | @ VALD
Maintenance Window Dashboard
Relay Health Dashboard
Available Sites:
Enabled v Sites Subscribed Computers
1
1
1
1
nts for Vulnerabilty Remediation QA
B Firlets and Tasks (12 BES Asset Discovery
@ Baselines (0)
% Analyses (1 BigFix Client Compliance (IPSec Framework)
 Computer Groups (0 —
@ Actions (0) BigFix Client Compliance Configuration
‘omputers (1) BigFix Insights
ENABLE BigFix Insights for Vulnerability Remediation
Applications
Applications Extended N BigFix Modern Client Management
Appl
ENABLE BigFix ServiceNow Data Flow
ENABLE CIS Checklist for AIX 5.3 and 6.1
E CIS Checklist for AIX 7.1 - RG03
X v ENABLE CIS Checklist for AIX 7.2
(2) Aulcontent ENABLE CIS Checkist for Amazon Linux 2
@ sigFix Management ENABLE IS Checkist for Apache HTTP Server 22 on Linux
CIS Chex Server i
2, Patch Management CIS Checkiist for Apache HTTP Server 2.4 on Linux
CIS Checkiist for Apache Tomcat 10 on Linux ¥

2.0 1—B3—%HA NIHTRIZATLET, IXTOOAVELI—ER—ICHYTRIS47F
_EEBEBHLET,
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Note:

LIEBLTLWERA
-

DIE. VR2OAZAR—ILTOXENCTIHLENHYET, ChIFIVRA A AR—

~

O BigFix Console

Fle Edt View Go Toos Help Debug
@ Back v ~| 8 Show Hidden Content ¥ Show Non-Relevant Content | &* Refresh Console

Al Content <« External Site: BigFix Insights for Vulnerability Remediation
e Tais GAAE ~ || @save cranges Discard Changes | Gatner X Remove

Details Computer Subscriptions Operator Permissions Role Permissions

The following computers will be subscribed to this site:

@® All computers

s O No computers
Synchronization Dashboard

ploy Tool Dashboard
Cloud Plugin Dashboard
Create Bas
Create Bas
Deployment Health Checks
Deployment Overview

Licer

O Computers which match the condition below

contain

Action Site
v [ Extemal Sites (8)
BES Support
BigFix Insights for Vulnerability Remediation
ights for Vulnerability Remediation QA

pplications Extended

pplications Middieware

() AiContent
@ sigFix Management

oy Patch Management

3. BESRetriever 2 X —4%"Y N 7ANA—ICX D O—RLZET,

Non-Relevant Content | &¥ Refresh Console

<« Fixlets and Tasks

A | Name Source Sev...

Deploy BigFix Insights for Vulnerability Remediation
Whitelist Report Download URLs of BigFix Insights for Vulnerability R...
Download BigFix IVR Retriever v4.0

ninstall BiakFix

Insights for Vulnerab

Site

BigFix Insigh...
BigFix Insigh...
BigFix Insigh...

BIgFIX Insign...

Applicable
1/1
1/1
1/1

a. TBigFix Insights for Vulnerability Remediation #\Z+ 4 K ® TBigFix IVR Retriever v4.0

DAV O—R, Fixlet#2 Uy IOLET,
b. "TPO23>0RT, #07VYIL, BEBZATIAVEERLET,
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Task: Download BigFix IVR Retriever v4.0

&” Take Action ~ ‘ 7 Edit ‘ Copy [® Export | Hide Locally Hide Globally | 3 Remove

Click here to download the BigFix IVR Retriever service in the default location.

Click here to be prompted for the path where the BigFix IVR Retriever service will be dow...

Description

Q Download BigFix IVR Retriever

( Note:

77 7 )L N ®FFTIE. C:\Program Files (x86)\BigFix Enterprise\BESIvrRetriever T
EE

N

c. BigFix IVR Retriever ¥ —EAZF 7 # )L NOFBFAUAONAIZA DV O—-RTBICE, 2
EBOATIVEBRUET, UTICRITEKDIIE, RYTTYT D142 RONFNRRE
n, NAZANTEZET,

IVR Retriever vi Action Parameter X

Edit | Copy [3
Please enter the path where you would like to install

Applicable Cq | the BigFix IVR Retriever service (must end with a folder
path of "\BESIvrRetriever"):

C:\Program Files (x86)\BigFix Enterprise\BESIvrRetriever

Ok Cancel

bt will download the BigFix IVR Retriever service on the targeted endpoint.

kecute the command:

bgram Files (x86)\BigFix Enterprise\BESIvrRetriever\cmd\ivrNext\ivr]

d T8—=9Y Kk, 2T TR=TY K FNAARAZBRL, "OKL ZUUYILET,
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U Applicatle Computers (1)

NANSIME  1SOEME 101341370

WIN-PAD. WIn019 1. 2600MHz. SH20ME. No Manua 5. Adminstrat

e.Fixlet DETZHF5FY,

Action: Download BigFix IVR Retriever v4.0
@ Stop | Copy [® Export | ¥ Remove

Summary Computers (1) Target

¥ Status
100.00% Comp d(10of1app computers)
Status Count Percentage
Completed 1 100.00%
v Downloads
File Status Details

app-win-20240906153114.zip  Complete Cached on Server

unzip-6.0 exe Complete  Cached on Server

v Source

This action's source is the Task " 1 0" in the "BigFix Insights for Vulnerability Remediation QA" site

¥ Behavior

Messages
No user interface will be shown before runnina this action

fBRUEATSIVICR>T, NAICBEL. TBigFix IVR Retriever v4.0 250>
O— K. Fixlet DFETAT—RATERENTVD (T IAVHFRITERLEIT D)
BESIvrRetriever 7 # LA —&# R L £ T,
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= | BigFix Enterprise
Home Share view

- v 1 This PC > Local Disk (C:) > Program Files (x86) > BigFix Enterprise

# Quick access
Il Desktop
¥ Downloads

BES Client
BES Console

BES Installers
Documents

BES Server
= Pieures BES WebUl
= This PC BESIvrRetriever

~~ New Volume (E)

W Network

g. BigFix IVR Retriever v4.0 Fixlet DX 7> O— RAET L1255, TBigFix IVR Retriever v4.0
DT A VARM=)1 BKRY TEE: BigFix IVR Retriever v4.0 DR A RT T T, Fixlet
FFTOTATICBYNET,

ts and Tasks (12

LPCOBPPPZZERRER
“r0RP

Task Doweiosd Bigkix VR Retriewr W0 «0

e1cription Detalls Appicabie Computers (8) Action Hisory (3

on the targated endpoit o compiete the gaded nstal process § Achon & 2 was used, please modify 10 the comect e and pat

e 10 WIN-PADKNRINPIC 26 user ‘adim

h. T#&%: BigFix IVR Retriever v4.0 DBHARE T T, Fixlet CBBL T, "T702320
T, 27IYILET,

Fixlet 2fEAL T, HMBHREZRHID NS REREZRTTEXY,
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pn-Relevant Content | &¥ Refresh Console

Fixlets and Tasks [Search Fixlets and Tasks £ 8

|| Name Source Sev... Site Applicable . Open Actio.. Category Download .. Source Source D Source Rele..
Deploy BigFix Insights for Vulnerability Remediation BigFix Insigh...  1/1 0 Deployment HCL BigFix .. 12/1/2021
Whitelist Report Download URLs of BigFix Insights for Vulnerability R.. BigFix Insigh.. 1/1 0 Deployment HCL BigFix ... 4/3/2023
Uninstall BigFix Insights for Vulnerability Remediation BigFix Insigh.. 0/1 0 Deployment HCL BigFix .. 12/1/2021
Manage BigFix Insights for Vulnerability Remediation Service BigFix Insigh. 0/1 0 Deployment HCL BigFix ... 12/1/2021 v
Task: WARNING: BigFix IVR Retriever v4.0 has an incomplete configuration o0

4 Take Action | Edit | Copy B>Export | Hide Locally Hide Globally | % Remove

Description  Details Applicable Computers (0) Action History (0)

Description

igFix IVR Retriever has an incomplete confi

This is an audit fixlet with no action warning BigFix operators that the applicable endpoint has an incomplete configuration of BigFix IVR Retriever. Please run the following
command on the targeted endpoint to complete the configuration process:

"C:\Program Files (x86)\BigFix Enterprise\BESIvrRetriever\cmd\ivrNext\ivrNext.exs" --setup

Actions

® Click here for more information regarding BigFix IVR Retriever.

(4 N
Note:
"BigFix IVR Retriever v4.0 D7 >4 > A K—)L Fixlet ZfEAL T, E£%& IVRv4
EYRNTYTZT AV ARN—ILTEET,
- J

"BigFix IVR Retrieverv4.0 D 7> A4 > AR—)L, ICBEBL., "F7U>3>&RT, 27
Dy 033, UMTORSBRYTTY T D4V RINFRRENET,
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ETZ0L) Remeadiaton BIgriX INsign...
rvad pction Parameter e
[ B

acknowledge that you will completely uninstall Bigkix
le Cq | IVR Retriever from the targeted endpoint. Enter YES
(uppercase) to proceed, otherwise cancel this action. L

NO

Ok Cancel

r previous BigFix IVR Retriever installation prior to this action. This fi
ication's installation. The operator will be prompted to enter "YES' in

i ilminis L III_I--I_ I _

'YES; EABLT, TOKy ZVUYILET, RITNFRETAT —RALBBZETHEX

ER

j. BESI vr Ret ri ever TBigFix IVR Retriever v4.0 Z4 > O— R Fixlet BFICIEEE hiz/\

ANST AN —ZHIRTBIBEN HYET,
k. Service BES IVR Retriever % Services App » SHIBRT 2 HEN HV) £T,
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Services

File Action View Help

@ B 9 Bl rrmumn
Services (Local) . Services (Local)
Select an item to view its description.  Name Description  Status StartupType  Log On As

G ActiveX Installer (AxdnstSV) Provides Use... Disabled Local System
&k Allloyn Router Service Routes Alllo.. Manual (Tigg-  Local Service
0l App Readiness Gets apps re.. Manual Local System
&, Application Identity Determines . Manual (Tigg..  Local Service
&) Application Information Facilitates th. Manual (Trigg.. Local System
&k Application Layer Gateway S..  Provides sup... Manual Local Service
G Application Management Processes in. Manual Local System
i, AppX Deployment Service (A.. Provides infr... Manual Local System
£ Auto Time Zone Updater Automaticall. Disabled Local Service
& AVCTP service This is Audio.. Running  Manual (Trigg.. Local Service
Gl AzureAttestService Running  Automatic Local System
i Background Intelligent Tran...  Transfers file... Manual Local System
£} Background Tasks Infrastruc..  Windows inf.. Running  Automatic Local System

ase Filtering Engine The Base Filt.. Running  Automatic Local Service
5 BES Client Facilitates us.. Running  Automatic (De.. Local System
£, BES FillDB Helps facilita.. Running  Automatic Local System
). BES GatherDB Gathers Fixle.. Running  Automatic Logal System
G BES Root Server The root ser.. Running  Automatic Local System
&1 BES Web Reports Server Web serverf.. Running  Automatic Local System
G} BES WebU| BES WebUIS.. Running  Automatic (De.. Local System
0 Bluetooth Audio Gateway Se.. Service supp.. Manual (Tigg..  Local Service
&) Bluetooth Support Service The Bluetoo... Manual (Trigg..  Local Service
& Capability Access Manager S.. Provides faci... Manual Local System
G CaptureService_605e7a OneCore Ca... Manual Local System
i}, Certificate Propagation Copiesuser.. Running  Manual (Trigg.. Local System
& Client License Service (ClipSV.. Provides infr. Manual (Trigg.. Local System

. ™\
d Note:

¥4 "BigFix IVR Retriever v4.0 DA R T T4 Fixlet ZFERAL T, FHMlE
HzeRMT2 A RENERRTEEXT,
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Ot 3I TR, VRADEY RTYTICODVWTHBLET,

1..exe 77 A4 J)LHF C\Program Fil es (x86)\Bi gFix Enterprise\BESIvrRetriever Qi
FricAo>O—R&Ehics, EBEEELTONV R 7OV NE2BE, RTUET7ALUFD
B27ANE—ICBEBLET, UTOKSICsetup AN REERITLET,

i vr Next . exe --setup

setup ANV RARTENDE, WVRBENZ—ISY¥—OR—DJICTIVEATEDRSICEYE
E

2. TF—BAR—ADEKL 27

IVR Configuration Manager X|

Database Configurations Certificate Configurations Application Configurations Datasources

Database Configurations
Select Database Type

Select a database type v

c F—BAR—ADER: F—ER—ADRATZBIRTDEISICROShET. ATOWTh
NPERITTEEXT,
= Microsoft MS SQL Server ZiZiR T2 A,
= TF—8 V—RABHIFBRICEBRENTVEEERK., "B O DSN ZIEET S, Zi&ER
LET,
- MS SQL Server #3&RL A" S, MSSQL Server DERBEHREFEALTUTNO7 1 —I)LR%E
EHLET,

Y RTYTRBICEELLETF—ER—A I—H—HFH—N—ICHFLLVF—EIR—A %k
KITBDDICHERERZE > TWVWB L E2RABLET,

Y NT7YT Z7OEARCHULVWAF—XZERTEL,. BFEOAF—NZFEATEH
ZERTEERT, BFEOAF—NHNHB3HEEFE, TOAF—Y%Z OnPrem F—ER—AD
EYRTYTICEATEET, AF—IXHNELKRETATHY ., BEVOATLEH
ICEELTVA S ZHAELET,
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IVR Configuration Manager

Database Configuration Certificate Configuration Application Configurations Datasources

Database Configuration

Select Database Type*

Microsoft SQL Server v
SQL Server* Database User
sQL Server Port* Database User Password*
1433
Database Name* @D Create Database (if it does not already exist)
BFlvr
s Data b

cIVRADEY NFYZTHIZ TESDDSN 28ET S, ZiBIRTZHE, DSN (F—X- V—
AB)NZFHEEBELT, PTIVT—23 U0 F—ER—A Y—=N—IlERTED&LSIC
FTRAUENFHYET, UTORIU—2>avy NCYHTIDSNFERERLET,

IVR Configuration Manager

Database Configurations  Certificate Configurations  Application Configurations  Datasources

Database Configurations

Select Database Type

Provide your own DSN v

MS SQL Server @ DSN @45l

server=192. 168. 0. 5; dat abase=mnyDat aBase;

user =nyUser nane; passwor d=nmyPasswor d; port =1433
Windows FR&E (S FREE) & A L 7= MS SQL Server @ DSN @ i

Server=192. 168. 0. 5; Dat abase=nyDat aBase; | nt egr at ed

Security=True; Trust ed_Connecti on=Tr ue

o TS Windows 1—H'—- 7HU KMk, SQL Server T+ 5#ERZFE> TW\WB %
ENHYNET, BEEWICE, ROKSBERIMBETT,
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s A—H—ICE, BEBET—EIR—AERERIBETT,

s T EAR—ADHII) /[BEAAB LV EERN TRETHIBENH)ET,
T—ENR—ADFHMHEANL IS, ERBFRERIALE T,
BEREREWIEL S, "RIFL ZOVYILTTF—ER—ABHEREFELET,

3. TREFAE DAL 57

ROAIY—=>23vy NG, BCERAABOKAILETZIENTY,

IVR Configuration Manager X

Database Configurations  Certificate Configurations ~ Application Configurations Datasources

Certificate Configurations

Certificate Options*

O Use a self-signed certificate
FQDN

R -

ROAO)—=>23y g, 2BBOA723VERLTVET, BMEOEHEEF—ZANL
£T, T, AABECETEBAREPEMEXTEEITIZENHYET,

Certificate Configurations

Certificate Options*
Use a self-signed certificate

O Provide your own certificate and key
FQDN

e.g, server.example.com
Certificate Content (PEM format)* Key Content (PEM format)*
FICATE-—-- ~—-~-BEGIN PRIVATE KEY--——
ND CERTIFICATE-==-- ===-END PRIVATE KEY=--==

Previous @

4. TF7UG—2a B, 27
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IVR Configuration Manager

Database Configurations  Certificate Configurations  Application Configurations  Datasources

Application Configurations
Web Protocol

HTTPS v

Local Web Server Port*

9011

CORS Allowed Origins

Install the application as a Windows Service

CDRT T, exe 77 AN ERTTRIVEOHBR— M EEELET, o, 2ORTICE. 7
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TYTHRTERE, TT7VT—232@3NY0TT V2 RTH—ERELTEFTLET,
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>~ RIZ, BESIVRRetriever H—EZAAN NV ARENTWVWBRRTTT, BEIZISLUT, 2OR—=D
TH—ERXAZMHK,. Tk, FLEBRTEET,

R s SRV ESY W
Tenable API Credentials Configuration & BigFix API Credentials Configuration Z A TE £ ¥,
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5 BEME7AORANEEICETTRE, TOARFTYTIIYRNIRTRSIC, F—RHFTUY RIC

RRENET,
(DBigFix  Devices Apps~  Deployments  Reports 8- O
Insights for Vulnerability Remediation
Tenable
226 Vaersbi PR . P
[] Tenable vulnerability T, o T, VPRScore T, VPR cvss T, CVEIDs Published T, Scanner . T,

XAV ORBEIVAR R=JHS50OEE

T EBEIDIRBUEZRRTEDIRIICBYERLE, BEF IV IRY VRAZRRIDE, TOE
BICRITELSIC "BEL AT IaVHFEMEBY KT,

(DBigFix  Devices Apps~  Deployments  Reports e O
Insights for Vulnerability Remediation [ e |
Tenable

1 e Selected [ View Selected only Remediate (1)

[7] Tenable Vulnerability T o T, VPRScore T, VPR cvss T, CVEIDs Published T, Scanner L

2. TBEL EOVYILT, THRBEMOBEI R—JICUXSILINL, OVTUVEBRLE
R
BUTIERIR=IT, AVTIVYEEBRL, "R, ZVVYIUTERY,
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o BigFix Devices Apps ¥ Deployments Reports

Remediate Vulnerabilities
O select content Select action Select targets Configure
Woontents B View 20 1 - 1 ) MS20-SEP: Security Only Update for NET Frar
1nemSelected [l View Selected only 1 Vulnerability Content
[] contentName T, o T Applica.. T, CVEIDs sie T, Severity T, 5 Security Only Update for
.
B MS20SEP: Security Only Update for NET 457648801 ecunity Moderate e
MS2 EP. Securit; y Update for NET 457648901 Enterpnse Secunty Moderate
O E£P: Security Only Update for NET 457648903 0 Enterprise Security Moderate
[0 wms20-sep: Security Update for NET 457648905 Enterprise Security  Moderate
LJ MS20-SEP: Security Only Update for NET 457649001 Enterprise Security Moderate
MS: SEP. Security y Update for NET 457645005 0 Enterprise Securnity Moderate
N Cumudative Update for NET F 457897101 0 Enterpt mportant
MS$20-OCT: Cumulative Update for NET F 457897103 Enterprise Security mportant -
'
~ ~ s _
7023 EER N ®OUvY BITLET
4. BT 3z L. IR\ Yy oL THITL °
O BigFix Devices Apps ~ Deployments Reports L (U]
Remediate Vulnerabilities ¢
Select content o Select action Select targets Configure
Deployment Name *
1 Vulnerability Content Clear All ()@ MS20-SEP: Security Only Update for NET Fra
#  MS20-SEP: Security Only Update for NET Framework 4.8 - Windows Server 2012 - NET Framework 4 8 - KBA576488 (x64) 1 Vilharabily Content -
MS20-SEP: Security Only L for
Action Description
A security issue has been identified in a Microsoft software product that could affect your system. You can help protect your system by installing
this update from Microsoft. For a complete listing of the issues that are included in this update, see the associated Microsoft Knowledge Base Back Next =
article. After you install this update, you may have 1o restart your system.
Note: Affected computers may report back as Pending Restart’ once the update has run successtully, but will not report back their final status until
the computer has been restarted
Note: To deploy this Fixlet, ensure that Windows Update service is not disabled.
Note: This security update is also referenced under KB4576438
File Size:
Additional information
e the Knowle updale

5 BBEMEBETZZ—TY R IZVEBRL, TR, Z7UYILTHRITLET,
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O BigFix Devices Apps~  Deployments  Reports
Remediate Vulnerabilities
Select content Select action ) selectrarges Configure
Target by device Taeget by groug Target by properties Target by client ¢
7 devices B B View 2 . 1. 10f 1 pages
Computer Name T, Critical Patches Applica.. | Doployments Device Type 0s Groups
< - =
09 Red Hat Enterprise
n O N 4 e
Q N
0@ acle Linux 7 C
B v 0 e Windows Server .
O AACS \ @ 4 ac0S 11 Big Sur

Deployment Summary

Deployment Name *

MS20-SEP: Security Only Update for NET Frar

1 Vulnerability Content
1 Target

WINOIES6G180C0

Back

6. F7OA XY~ AT 1—)LEZBRL.
BRI, BEFT 3V EBRLET,

[

@ BigFix Apps ~ Deployments Reports

TUE WED THU FR SAT SUN

Run Only When

Retry

On failure, retry

Reapply action

[ Reapply action

Download

[C] Download prerequisite files before the deployment starts

Stagger actions

Start time over hours minutes 10 reduce network load

Users

Post-Action

Applicability

Success Criteria

Action Script

Back

FF7’041 KRRV VY IV LTTOCAZHRRT




BigFix Insights for Vulnerability Remediation (IVR) v. 4.0.0 | 5-IVRv.4.00 77U DOty N T v 7|25

7. REOBETRE., F7O/4XN TOCAZERTEEXT,

(O BigFix

Overview

Devices

Device Results

Deployment Status

Apps =

Deployments

Reports

0% Er 11 Sep 2024 16:43

Behavior
F Other Single Deployment

mmedkately

Client Time
Not Required
Restart Required
No

Details
158
Open

09 Sep 2024 16:51

Targeting

Source

RSB, R—2h S5 DEE

THREEVARN R=DTHHBE®EZIVYILET,

O BigFix

Tenable

926 Vuln

Devices  Apps ~

werabilities

| Tenable Vulnerability

Ty

Deployments Reports

Insights for Vulnerability Remediation

View - - of 47 pages
VPR cvss CVE IDs Published T, Scanner.. Ty
- mmvddlyyy.. -
[ Low Sep 11
Medium Medium (1 Ot 1
Low High 24 Dec
Medium High VE Feb
Medium High p 13
Medium Medium et
High High Dec 1
Critical High VEs M
Critica High Apr 09, 2024

2UTOARFTY T3y NIRENTVBBHEMEBERR—JICUAALIRNENET,
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Devices Apps ~ Deployments Reports

Q) BigFix
Security Updates for Microsoft .NET Framework (September 2020)

Vulnerability Information Contents (29 Devices (0

Description

The Microsoft NET Framework installation on the remote host is missing security updates. The security update addresses a potential abuse of ClickOnce to download
applications from untrusted servers using NTLM authentication
Tenable for more informat 9

Summary

Plugin 1D
140501

VPR

Info

cvss

Low

Published
09/11/2020

COR=IT, BRULEBEOIZ TV, FNAA, BREFTOMAX RNERTTER

ER

3 TOARFTYTIIvRNICRTRDIC, TBEL REEIVYOILET,

[ Apps ~ Deployments Reports

O BigFix
Security Updates for Microsoft .NET Framework (September 2020)

Vulnerability Information tents (29 Devices (0 Deployments (1)

Description

The Microsoft NET Framework installation on the remote host is missing secunity updates. The security update addresses a potential abuse of ClickOnce to download
apy s from untrusted servers using NTLM authentication

Summary

Plugin ID
140501

VPR

Info

cvss

Low

Published
09/11/2020

4. TIREMOEE, R=JICUFALIREh, AVTUVEEBRLET,
T, "RNL 20UV ILET,
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0 BigFix Devices Apps ~ Deployments Reports o~ o

Remediate Vulnerabilities «

o Select content Select action Select targets Configure

Deployment Name *

MS20-SEP: Security Only Update for NET Frar

29 contenls &Y View 20 - 1.

1 item Selected B View Selected only 1 Vulnerability Content

SEP: Security Only Update for

v
= urity Only Update for NET 457648801 rise Security  Moderate Lt
MS20-SEP: Security Only Update for NET 457648901 Enterprse Secunty Moderate
O oy Update for NET 457646 Enterprise Security  Moderate
[0 ms20seP: Security Only Update for NET 457648905 Enterprise Security  Moderate
(] Ms20-5€P: Security Only Update for NET 457649001 0 Enterprise Secunity Moderate
MS20-SEP: Security Only Update for NET rise Security  Moderate
MS20-0CT; Cumvdative Update for NET F Enterprise Important
MS20-0CT: Cumulative Update for NET Fr Enterprise Security  Important v
,
5 BYRTUSIVERRL, TRAL EVUYILTRITLET,
(DBigFix  Devices  Apps~  Deployments  Reports - O

Remediate Vulnerabilities «

Select content 0 Select action Select targets Configure

Deployment Name *

1 Vulnerability Content Clear All (1)@ MS20-SEP: Security Only Update for NET Fra
SEP: Security Only Update for NET Framework 4.8 - Windows Server 2012 - NET Framework 4.8 - KBAS76488 (x64) 1 Vulnerability Content )
MS20-SEP: Security Only Upda
Action Description
A security issue has been identified in a Microsoft software product that could affect your system. You can help protect your system by installing
this update from Microsoft. For a complete listing of the issues that are included in this update, see the associated Microsoft Knowledge Base Back Next =

article. After you install this update, you may have 1o restart your system.

Note: Affected computers may report back as Pending Restart’ once the update has run successfully, but will not report back their final status until
the computer has been restarted.

Note: To deploy this Fixlet, ensure that Windows Update service is not disabled.
Note: This security update is also referenced under KB4576488

File Size:

Additional information

6. REMUZBETZIR—T YN IZUEERL, "RANL ZVUYIOLTHEITLET,
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0 BigFix Devices Apps ~ Deployments Reports
Remediate Vulnerabilities
Select content Select action O selectrargers Configure
Target by device Taeget by groug Target by properties Taeget by client rele:
7 devices = & - View -
1 ltern Selected [l View Selected only
Computer Name T, Critical Patches Applica.. | Deployments Device Type 0s
v -
R ] Red Hat Enterprise
9 1 4 - CentOS
(5] N
! no@ erv racle Linux
| v O  ves Vhndows Server
O MACS \ 9 4 erv macOS 11 Big Sur

10f 1 pages

Deployment Summary
Deployment Name *

MS20-SEP: Security Only Update for NET Frar
1 Vulnerability Content

1 Target

Back

7. FTAARY N AT 1)L 8K,
DEC, BEATaVEERLET,

© BigFix

Devices Apps ~ Deployments Reports

Run on selected

TUE WED THU FF SUN

Run Only When

Retry

| On failure, retry

Reapply action

[[] Reapply action

Download

[C] Download prerequisite files before the deployment starts

Stagger actions

Users

Post-Action

Applicability

Success Criteria

Action Script

Back
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8. JREMHEETK., F7O/4XY N T7OCLAOBENF RRENET,

Deployments  Reports

Behavior

Details
158
Open

09 Sep 2024 165

Targeting

RS ARDIVAR—K

MESSMEVARNELIVAR—RNTBICE, BBEBEBR—20 "TIOAR—N REVZTIVYILE
EE

(E) BigFix [ Apps ~ Deployments Reports Q- (0}
Insights for Vulnerability Remediation
Tensbie
926 Vulnerabilities View 20 - 10l 47 pages
(] Tenable Vuinerability T, o T, VPRScore T VPR cvss T, CVEIDs Published T, Scanner +
= - Ay -

O 140501 p
14 LX) X i 1 2020
a 16839¢ L gh 4 Dec
pd; 7 6 Me High T F
ty Upd 181 ’ b f
_ I 1829 44 Mec j oct i
O 18 1 Hig High E De
191 gh A
193091 gh £ o
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[ Reports

Insights for Vulnerability Remediation ﬂ

Report Name
Tenable
926 Vulners View 20 -
Tenable Vulnerability Ty o T VPR Score Ty VPR cvss Ty CVE IDs Publisht (®) All items
= ' mm/dd ["] Name column only
Security Updates for Microsc TFram.. | 140501 0 Info Low sep11,20 H Include column headers

Fram. 141503 44 Medium Medium CVE-2020-16937

Updat

ecurity es for Microsoft NET Fram. 168396 Low High CVE-2021-24111 L Dec 05, 202 ' -
| 171598 67 Medium High 2CVEs Feb 17,2023 1
Security Updates for Microsoft NET Fram 181375 67 Medium High S CVES Sep 13,2023
Security Updates for Microse 182056 44 Medium Medium g O Oct 12,2023
Window ion 1809 186789 7.4 High High 19 CVEs

191938 9.2 Critical High

6896 Windows 10 version 1809 193091 9.6 Critical High 79 CVEs

BMTIE, TVAR—RENIZCSVI7TALDBIZRLET,

A swsee @or) B 9~ S Vunerabiiey Report 09.09_2024_Admin v - - 8 x
File Home Insert Page Layout Formulas Data Review View Automate Help O Comments
0 [; AposNamow  +[11 <A A = =(=|# - £D Wiap Text - E @ :
Paste 4 ! 4 o~ 8 Foematss  Cell Asd-ins
y 8l uU-E-o-A- = s 6 9 W 4 ke~ Sofes~
Clghoard 1y Fent 5 algoment ) Naanber 5 Stytes e Edting Sertuty  Addm v
N19 v i fr
A 8 C D E f G H 1 ) K L M N o P o -
1 Date: September 9, 2024 5:08 PM +0530 (September 9, 2024 11:38 AMUTC Time) ]
2 Name Pugnld  Severity Sc Severity CVSS CVEIDs Publshed Scannes Court
Security Updates for Microsok . NET Framework (September 2020| 140508 0 Info Low 2020-09-1 1
4 SecurityUpdates for Microsoh NET Framework (October 2020) 141503 4.4 Medum  Medum  CVE-2020- 2020-10-1 1
5 for Micrasol . NET Framework (February 2021) 163396 36 Low High CVE-2021-2022-12-0 1
6 for Micrasok . NET Framework (February 2023) 171596 6.7 Medum High CVE-2023- 2023-02-1 1
7 ¢ Microsolt . NET Framework (September 2023) 181373 6.7 Medum High CVE-2023- 2023-09-1 1
8  Security Updases for Microsoh SOL Server (October 2023) 182958 4.4 Medum  Medum  CVE-2023- 2023-10-1 1
9 KBS033371: Windows 10 version 1809 indows Server 2019 Security Update (De 186789 T4 High High CVE-2023- 2023-12-1 1
10 KB5035849: Windows 10 version 180! indows Server 2019 Security Update (Ma 191938 9.2 Crtical  High CVE-2023- 2024-03-1 1
11 KB503689G; Windows 10 version 1809/ Windows Server 2019 Security Update (Ao 193091 9.6 Crmcal  High CVE-2024- 2024-04-0 1
12 KBSOA15TE; Windows 10 version 1809/ Windows Server 2019 Security Update (Ay; 205461 9.4 Criical Crmical  CVE-2022- 2024-08-1 1
13 Security Updates for Microsoh _NET Framework (May 2020) 136564 9 Crical  High CVE-2020- 2020-05-1 1
14 Security Updates for Microsokt _NET Framework (luly 2020) 133464 7.4 High Hgh CVE-2020- 2020-07-1 1
15 Security Updates for Microsoh SQU Server (une 2022) 162393 6.7 Medum  High CVE-2022- 2022-06-1 i
16 Security Updates for Microsoh  NET Framework (November 2022| 167254 4.4 Medum  Medum CVE-2022.2022-11-1 1
17 Security Updates for Microsoh _NET Framework (May 2022) 167885 22 Low Low CVE-2022-2022-11-1 1
18 Security Updates for Micrasolt . NET Framework (April 2022) 163395 3.6 Low High CVE-2022- 2022-12-0 1
|"ISe<ur|rrUDd!'.cvl‘vr Microsoft . NET Framework (Jarmary 2022) 168397 3.6 Low High CVE-2022- 2022-12-0 1 d
20 SecurityUpdates for Micrasoh NET Framework (December 2022) 168745 6.7 Medum  High CVE-2022-2022-12-1 1
21 Security Updates for Micrasoh SQL Server (February 2023) 171604 6.7 Medum High CVE-2023- 2023-02-1 1
22 Security Updates for Microsoht SQL Server (Aped 2023) 175450 4.2 Medum High CVE-2023- 2023-05-1 1
23 Security Updates for Microsoft . NET Framework (lure 2023) 177393 6.7 Medum  Hgh CVE-2023- 2023-06-1 1
24 Security Updates for Microsolt NET Framework (August 2023) 179664 6.7 Medum  High CVE-2023- 2023-08-1 i
25 KBS034768: Windows 10 version 1809 / Windows Server 2019 Security Update (Fel 190482 9.2 Crmical  High CVE-2023- 2024-02-1 1
26 KB5039217: Windows 10 version 1809 / Windows Server 2019 Security Update (Jur 200349 9.2 Crtical  Critical  CVE-2023- 2024-06-1 1
27 Security Updates for Microsolt NET Framework (July 2024) 202304 6.7 Medum Hgh CVE-2024- 2024-07-1 1 -
Vulnerability Report 09 09 2024 - P »
Faade L5 acciibalte Unavulabl B E O 1 + oo
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