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Special notice

Before using this information and the product it supports, read the information in Notices.



Edition notice

This edition applies to BigFix version 11 and to all subsequent releases and modifications until otherwise

indicated in new editions.
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2 2 E. Detailed system requirements

This section provides comprehensive information on the system requirements for Integration Services.

Prior to service deployment, it is necessary for the user to possess the access outlined below.

BigFix Service Account Requirements
+ Admin access (not SOAP role admin access)

To facilitate the import of ServiceNow CMDB data into BigFix, a Master Operator account is required.
Otherwise, the minimum account requirements to send BigFix endpoint data to ServiceNow are the

following:
A non-master operator account with permissions against the in-scope computers.
- Read access to the BigFix ServiceNow Data Flow site.
 The Can use REST API setting set to Yes
- The Can Create Actions setting set to No.
ServiceNow Service Account Requirements

» Read and write access for CMDB_CI_COMPUTERS, SYS_CHOICE and CORE_COMPANY tables

- The ServiceNow Administrator should have a service account that leverages basic authentication

with read and write access to the CMDB tables.

BEE:
While running the BigFix ServiceNow integration from ServiceNow to BigFix, it's crucial to ensure
that user roles align with the table's Access Control List (ACL) for successful attribute extraction.

If there's a mismatch between user roles and the table's ACL, users may encounter instances of

empty data.



% 1. ServiceNow Data Flow

devices

. L . Supported | Supported
L. Operating . BigFix Service L . .
Prerequisites Hardware Configuration BigFix ServiceNow Recommendations
system Account . .
versions | versions
Microsoft VC++ BigFix In larger
Redistributable * Windows - 6-8 * Network * Master Server * Orlando environments, make
package 2012. 2016 Cores Access to Operator | yersion 10 * Madrid sure you deploy the
Install it from » Windows - 32GB BigFix Root account * New York integration solution
Microsoft 2019 RAM Server required * Rome on a dedicated
website. * Network  Access to * Quebec server.
RAM Access to InScope * Paris
Utilization ServiceNow Devices - San Diego
depends REST APIs - No Ability - Tokyo
on number to Create - Utah
of devices, Actions « Vancouver
example: + Access to + Washington
REST API
+ 50k
» Access to
devices .
Any Site
utilize .
Containing
3.5GB
In-Scope
RAM .
Properties
« 300k
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. L . Supported | Supported
L. Operating . BigFix Service L . .
Prerequisites Hardware Configuration BigFix ServiceNow Recommendations
system Account . .

versions | versions
utilize
22GB
RAM*
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*12 hours execution for 300K devices consumes maximum 22 GB

b
>
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1B043473.09- 33000 190000 13000 200000 20:3000 210000 113000 2200:00 223000 230000 233000 000000 003000 010000 013000 020000 023000 0300:00 033000 40000 (43000 050000 05:30:00 DEOC-00GIA0524-08-2021

L1}

L12]

2139000 Average

13628070 Minimum

6470000 Maximum

22057000 Duration

12:2930

Last

| Show Colar Scale Courer Instance Parertt Obyect Comgnater

| Q000001 Working Set DataFlows. Process TWIN- 30K 1530 2V40
3. ! — 0000007 Warking Set DataFlows#] - Process WWIN-3DKTKIOZV0
r 00000001 Working Set DataFlows#. Process TAWIN- 30K 1K302v40
C Q0000001 Working Set DataFlows®. Process WIN- DK 130240
C Q0000007 Working Set DataFlows® Process WWIN-I0K1KIQ2M0
'- Q0000001 Working DataFlows®. Process TWIN-I0K1K3I02VE0
- —— Q0001 Working Set DataFlows#? Process WWIN- DK TKIQZVA0
E Q000001 Working Set DataFiows#3 Process TWIN- 30K 1K3Q2v40



% 2. Qualys Vulnerability Management

the Microsoft
website.

» BigFix Insights

. BigFix . _. | Supported
. Operating . . Supported BigFix Supported BI .
Prerequisites Hardware Configuration | Service . Qualys Recommendations
system versions . tools
Account versions
VMDR

- Microsoft * Microsoft - 4-8 * BigFix Module - Power B

VC++ Windows Cores Server Desktop/

Redistributable 2016 - 4-8 version Server,

package 2012. * Microsoft GB 10 with 2019 +

Install it from Windows RAM Insights * Tableau

the Microsoft 2019 * BigFix Desktop/

website. Lifecycle Server,
* Microsoft® or BigFix 2019.2 +

ODBC Driver Compliance

17 for SQL * Microsoft

Server®. SQL Server

Install it from 2017

L1 | stuswalinbal waisAs psjeled-z| V(Z2E


https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://help.hcltechsw.com/bigfix/10.0/insights/Insights/Getting_Started/Insights_gs_guide.html
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displayname="Transfers A Data from Bigfix to ServiceNow" datatype="asset" schedule="@ */6 * * *'

displayname=" =r" adapterclass="bigfix" datasourcename="BigFixRestAPI"

" propertynam

displayname="ServiceNow Adapter” adapterclass="servicenow" datasourcename="ServiceNowAPI"

F—2- JO—ATEBREINDEXMIEEETIIVXLR, COISIBHMBIVE T ERTLE
T, HFF—X- 70—k, YO—/NILFEREICH S MinimumConfidenceLevel 7’O0/N7 1 —%& AL T
BRENET, cO7ONT1A—R&F., " BOBRETZTANDENTEDS, HaEbEht—HB0OE
HEERZELET, —HI27ONT 1 —0DHIEDETNLEEHAN COLEVEZEADE, LI—RHN
—HERBEN, F—HFIVEITEThTEBOEHFONT7 A XA MELET, ChiZkY), R
BOBEARBZNICER T EOOREMN B LELET,

fl: Bigfix #* 5 ServiceNow \NDTF—% - JO—ZBELET., |JIIOTF—X- 7JO—EITTE. Bigfix D
FRXTOT—2 N ServiceNow IZFEAAENE T, UBORTTR., Y V0HEBFfrEESKEZREL
F£ 9, minimumconfidence L XJLA 60 ICERES N TH Y, ROV > OFEHA Bigfix & ServiceNow 0
MAEICHREETNTVWRERELE T, KORTEICIE, Bigfix D IP 7 RL AAH" ServiceNow & Hb&Z h
7,

N2 (IPTRLA(Ek=30)[MAC7 RLA (EHk =30)| FRANE (Edk =30)

1 19.45.67.2 2345.567.222 Machine1l

IPF7RLAN—HBTRE, BHEELARILGEIOIPTZRLADEHK) IZEWYET, RIC. ZATAICK?
T Bigfix & ServiceNow ® mac 7 RL AN tk&E h, FHEEHN 60(p 7 RLADEH + mac 7 KL AD
Bh)ILEDELSICBEENET., T, FEEELAXILAH miniumconfidencelevel ICZEL L\ 60 &7
ele®h, LO—REEFHE NS D ServiceNow ICRIFENET,

ROBTE, YO mac 7 RLAEFRARNBHAZBEEAETH, PFRLAFREEhET,
T, EREBUARATY FIZ#ES &, minimumconfidencelevel ICEEL B WVWE®H, SATARZEFhEFHFLL
LO—R&ERAL T ServiceNow IZEBEAL £ T,

1

N2V |IPTRLA(Ek=30)|MAC 7 RL A (EH =30) | KA KNE (EH =30)

1 19.45.67.2 2345.567.2234 Machine2
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COMBEONT ANV AL ERE ZHRELTEET, F74ILNOBRTR., FYTRNY T ¥—
N—. BERY>OF—SABESRTHHOF—5 JO—FEHEENES, BREG, BF. 9
TZRYN, FNAR BAT, ARL—TF 42T DATLRBE, FEOBOELZZDEBETONT 1 —
TF—% JO-EEAMTEET,

Z7ONT 1 —Zi
TONT 1 —ZTREFERTD L, TONT A —OEZBRETEET, chidx, XFFA 142K

IRHEBZEDFHET A —IILREVBBETEIVLONDIFIATRIEET, 7ONT 1 —ZHE
Python SR TEEENTVET,

<property displaynane= "Sanpl e Property"
sour cecol utmnane= " Sanpl ePr op”

dat at ype= "I nteger">

<transfornationl ogi c>

<! [ CDATA[ t hi s_val ue+1] ] >

</ transformationl ogi c>

</ property>

TAILEZ—BRa

EEEZ, 7ML E—Raz2HAL, V—A JATLALSHHEAET—RZT74ILEZIVILT,
F—%- 7JO0—OAD—T2#IRTEEXT,

<sour ceadapt er di spl aynane ="M first source adapter"
adapt ercl ass = "bigfixrest"
dat asour cename = " MDat aSour ce" >

<filterquery>
<! [ CDATA[
relay hostnane of it is "Relayl"
11>
</filterquery>
<properties></properties>

</ sour ceadapt er >

F—E2OTLE1—



EEHA R |3- BRI 17

BigFix ServiceNow *—%&- 70—k, 2—7'Y - SATLZEHITIRDYIC, BEEEZT I AKR—

RIBDRSICEBHETEERT, COBBEICKY), BEEEQE, YJ1—>230TER—TYN YATLEE
WMIdeB<, F—& JO-—BRETANTEET, COBEBZENICITZICE, 87 T7MLO
PreviewOnly :REZ True ICRRET DX EN BN ET, COREFBVCL>TVRER. 2—TY b
TETE—, STEENLEEEZA AN =L NARDCSV 77 AIIICEEIARET, TR, 1
VAR=IL- NAWE C\Program Fil es (x86)\Bi gFi x Enterprise\Datafl owlZ/&V)ET,

CSV77A4I)INna&RA:

« Bigfix #* 5 ServiceNow A\ ® ServiceNow 7*— &+ 7 0 —: Preview-[0]-[servicernow]-
YYYYMMDDHHMMSS.csv.

f5: Preview-[0]-[servicernow]-20220511140308.csv
« ServiceNow A 5 Bigfix A\ ® ServiceNow 7— &+ 7 O—: Preview-[1]-[bigfix]-

YYYYMMDDHHMMSS.csv

fl: Preview-[1]-[bigfix]-202205118004051.csv
EHAOY NS

EHAOY NV TZERATRE, EBER, -7V F—& V-ALLEXEZEABRLVK
S, H—EAONTA—XVAZRABTEERT, Chid. BR77MILAOETETZ—ICHL
T. QueueRefreshinterval & & ' UpdateBatchSize,

QueueRefreshinterval Tl&, IEEENLETHATEZ—HNE2—T YN F—& V—RAIEEFEEhDLEZE
BRETPHEEEEELE T, 74NN TR, 1200FLE 1 KREHLVUH 0 BOBENSERICERE
EThTWET, UpdateBatchSize Tld, BE—NEH TCLETEZ L I—ROBZEELET. T7 7
NElX 0T,

QueueRefreshinterval & 120 #(Z&E & i, UpdateBatchSize /¥ 50 ICEREE N TWB T FUFA TR, V
Di—>3a>E 1 KE&HEY) 1,500 BOEH. £k 1 BH kY 36000 BOEFHICFHBRENET,
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BHLEY,

Fixlet 27704 $28IC. ROBRFHFEEEL TEEL,

« ServiceNow ® CMDB_CI_COMPUTERS 7—7JL. SYS_CHOICE 7—7 )L, CORE_COMPANY

T—7ILDOHRIE)BRTFEERAKTIER

1. ATV YA RhZ2BMILET,

ServiceNow DEEET VA (SOAP O—/)LDEBET VEATRAEV)

MBigFix ZA 2> AOBE, AV 1R—RIBELET, "AVTSATURIZATHAD
JLo NZRILT, TBigFix ServiceNow 7—#% - JO—ZBMICT S, Fixlet 20 UvOLT, HE

BOAVTVZRELERT,

O BigFix Console
File Edit View Go Tools Help Debug

Back v ® Forward | ) Show Hidden Content # Show Non-Relevant Content | &¥Refresh Console
BigFix Management License Overview

| Deployment Overview
| Deployment Health Checks

(=0 = = BigFix License Overview

= Warnings (4)

% Potential Issues (1) For questions about he producislsted on your lcense or e o BigEix Support Partal o submit a icensing
% BES Deployment Upgrade (1,760) Support and speakwilh a Customer Assistance represeniative. You can also manage your license al the BigFix License Key Cenier.

% BES Component Management (107)

(5 Maintenance Window Management ~ BES Platform
;!x z;:;“;’vzsvz;ke"’"""\'\‘ 10 Serial Number: 152278616
v & Analyses (28) License Update Date: 912212021 4:55:57 AM
:‘ :z ;‘l‘“s Gather URL: hitp:/AWIN-3DK1K3Q2VA0:52311/cgi-bin/bigather exe/actionsite

9 By Activated By

3 Actions (3)

{9 Custom Content

6 Custom Filters

(9 Computer Management
Z Unmanaged Assets (0)
& Operators (1)

%) Manage Sites (1)

Check for license update

~ Al Sites

This license contains the following entitlements for All Sites:

Licensed for: 1 (Client Device)

Expiration Date:  Perpetual

Enabled Sites Subscribed Computers

[Enable]  BES Asset Discovery

[Enable]  BES Inventory and License

() All Content [Enable]  BigFix Client Compliance (IPSec Framework)

(Fnahie]  RinFix Client Comliance Confinratinn

2.NABL A RNEERELET,

icensing Support Team. Ifyou have addiional questions, you can callinto HCL Software

THAZR L AR CBEBL., RYTANEZERLE T, BEIZ "ServiceNow CMDB B, (C
BREL, "OAvE1I—Z—0YTROVT72ar, TIgXTOIVE1—2—, ZERLE

ER
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&4 Back ~ ® Forward ~ || #) Show Hidden Content | #2 Show Non-Relevant Content | &¥ Refresh Console

All Content Custom Site: ServiceNow CMDB Attributes
@ Fixlets and Tasks (2,319) Save Changes Discard Changes | Gather Add Files.. 3§ Remove
5 WebUI Apps (12)
@ Baselines (0) Details Computer Subscriptions  Operator Permissions Role Permissions
@ Analyses (104)
# Actions (2) The following computers will be subscribed to this site:
£ Dashboards
& Wizards @ All computers
E9 Custom Content (O No computers

£ Custom Filters
Computers (1)

Computer Groups (0) (O Computers which match the condition below
Unmanaged Assets (0)

(O Computers subscribed via ad-hoc custom site subscription actions.

BED

2 Operators (1) Computer Name | | contains ~
v B Sites (12)

=/ Master Action Site
) External Sites (10)
v [ Custom Sites (1)

v 2/ ServiceNow CMDB Attributes
[ Fixlets and Tasks (0)
@ Baselines (0)
& Analyses (0)
@ Computer Groups (0)
@ Actions (0)
@ Subscribed Computers (1)

3YV1—=23VEEZ—FY N H—=N—CF7O4LET,

ServiceNow N\—2 3> 1.4 277043521k, "BigFix ServiceNow #*—#&- 70— H—E
ADT7OA L Fixlet DATY TZ#RTLET,

S

DT ORTERBIBEIIC, N—RIVITOWMET VT AT ILTRIRENFHYET,

4. ServiceNow N—2 3211 2F7O4F 3L, ROATYTERTLET,
FBigFix ServiceNow *—%& - 7O—#A#HHY A~y T'F—&2- JO—-OAAKR=I)J 2R
ZERL, "TUIAVOERTIEIVYILET, TFTAFILNTR, A AN—IBRE C
\ Program Fi | es(x86)\Bi gFi x Enterprise\Datafl owTd, F7FI MDA A=)
BRBEELBVTSEZL,

Sourcesev._ste o
Bofisenic. 1

5 F—&- JO—BRK77A4NEEYRNTYTLET,
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a. A>ABM—JLZPT C \Program Fi | es (x86)\Bi gFi x Enterprise\Datafl ow(Z#
BL. =% JO-BRIVTAINZRELXT,
b. Bigfix & & T ServiceNow DIEHRAN YV T ZEFHLET,

[ DatafiowsConfig xmi 3 |

1 E<exml version="1.0" 2><dataflowconfig xmins:xsi="http://www.w3.org/2001/X0ML tance" xsi:schemalocation=" 1 xsar>
2 <datasources>

3 datasourcename= in : 52311 verifycer: 1se" username= pas
4 datasour: = 4| connectionstring= ://dev16458 -now. com//api/now/table"| verifyc false" username= 1
5 </datasources>

6 <dataflows>

7 <dataflow displayname="Endpoint data from Bigfix To ServiceNow" datatype="asset" schedule="+/30 * * * *v>

9 <dataflowdescription/>

10 <sourceadapter displayname="Bigfix Adapter" adapterclass="bigfix" datasourcename="BigFixRestAPI">

11 <device_properties>

12 Ssourcekey displaynane="BigFix Computer ID* propertyname="eighix Data FL Attributes-1" datatype='string"/>
13 disp ="Servi sts_1p : - i custom - int"/>
14 <property displ. = Name" propertyname="Big i ing"/>

5 <property displayname="Discovery Source" proper BigFix ServiceNow Data Flow-Hardware Attributes-3' et string"/>

16 <property displaynane="last Digcoversd" propertynam eNow Data ype="string"/>

7 is Type" propertyname= Dpata i d ing"/>

8 1 p ="BigFix Attributes-6" datatype="boolean"/>

19 propert = Dpata 7" datatype= g />

20 Model number" propertynam: Dpata d g" />

21 proper ="BigFix Attributes-9" datatype="string"/>

22 0S Version" propertyname="BigFix Data datatype= g"/>

23 05 Domain" proper = i Dpata 11" datatype=! g" />

24 prop ServiceNow Data 2" i

5 CBU Name" propertyname: Dpata Attribut

26 Dpata

27 Dpata g

26 gFix ServiceNow Data i 6" pe="string"/>

29 pror Data Fl Attributes-17" dataty:)s:"st:xnv”b

30 "Disk space" gFix dataty, i

31 i ityproperty displ "Bigrix cerviceNow Data Flow-Hardware Attributes-15t datatyp

32 <identityproperty displayname="MAC Address" propertyl g Dpata Fl: Attri dat ring
33 | </device_properties>

34 </sourceadapter>

35

36 B displayname= Adapter" adapterclass= datasourcename="

37 o <device_properties>

38 urcekey disp =n sYs_1p" prop ys_id" ing"/>

39 <targetkey displayname="BigFix Comutez " pr yname= lation_id" pe=" g" />

40

a1 <property displ = property ing" weight="20"/>

42 <property dis, Discovery Source" prope: discovery source" datatype="string"/>

43 property display ast Di propertyname="sys_updated on" datatype="string"/>

6. AT1—S5—%EYRNTFYTLET,

ServiceNow 7*—2& - 70—k, BHICISUTAT D 1—I)LTEEXT,

5 DatafiowsConfigxm! £ | [

1 B<2xnl version="1.0" 2><dataflowconfig xmins:xsi=" : -3 " ¥si:schemalocation="DataflowsConfig.xsd">
2 <datasources>

3 datasourcename="BigFixRestAPI" connectionstring="https://WIN-3DKIK3Q2V40:52311/api" verifycert="false" user 1RGUGTe pa:
4 <datasource datasourcename="ServiceNowAPI" comnectionstring="https://dev76458. service-now.con//api/now/table" verifycert="false" username="0CLT Inl 0
5} </datasources>

6 <dataflows>

7 <dataflow displayname="Endpoint data from Bigfix To ServiceNow" datatype="asset] schedule="+/30 * * * *u>

8

9 <dataflowdescription/>

10 <sourceadapter displayname="Bigfix Adapter" adapterclass="bigfix" datasourcename="BigFixRestAPI">

11 <device_properties>

12 <sourcekey displayname="Big ID" proper ="BigFix iceNow Data Attributes-1" datatype="string"/>

13 SYS_ID" propertyname="ServiceNow CMDB Attributes-ServiceNow Custom Properties-2" datatype="int"/>

14 <property Computer Name" propertyname="B: Data F: Attributes-2" datatyp

15 <property Discovery Source" propertyname="BigFi i Data Attributes-3" datatyp

16 <property displayname="Last Discovered" propertyname="BigFix ServiceNow Data Fl i " datatype="string"/>

17 <property displayname="Chassis Type' propertyname="BigFix ServiceNow Data Fl i " datatype="string"/>

18 <property displayname="Virtual" propertyname="Bigl Data Fl Attributes-6" datatype="boolean"/>

19 <property displayname= propertyname="BigFix iceNow Data Fl i 7" datatype="string"/>

20 <property displayname="Model number" prope ="BigFix iceNow Data Fl i " datatype="string"/>

21 <property 0S" propertyname="BigFix ServiceNow Data Fl Attributes-9" datatype="string"/>

22 <property ="os Ve:sxon” propert = Data F1 Attributes- datacype:”stz:.nq”/>

23 <property main" propertyname= qFLx Sexvice"ow Data F1 11" datatype= g"/>

24 <property proper igFi. Data Fl Attributes-12" datatyp string"/>

25 <property CBU Name" propertyname="BigFix SarviceNow Data Flow-Hardware Attributas-13" datatype="string"/>

26 <property CPU Speed" propertyname="BigFix ServiceNow Data Fl Attributes-14" datatype="string"/>

i <property CPU Count" propertyname='BigFix ServiceNow Data Flow-Hardware Attributes-15' datatype string"/>

28 <property CPU Core Count" propertyname="BigFix ServiceNow Data Fl tes-16" datatype="string"/>

29 <property RAM" propertyname='"BigFix ServiceNow Data Flow-Hardware Attributes- 17" dacatype "string"/>

30 <property Disk space" propert ="Big| Data F1 Attributes-18" datatype="string"/>

31 "IP Address" propertyname="BigFix ServiceNow Data Flow-Hardware Attributes-19" datatype="string" weight="20"/>
32 'MAC Address" propertyname="BigFix iceNow Data Attri " datatype="string" weight="20"/>
33 </device_properties>

34 </sourceadapter>

AT21—=F—C2VTHLLE, V2 723RLTSEEW,
7.7—=% JO—ZRBLET,
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a. THAEH 1 K1 @ TBigfix ServiceNow 7F—2& - 70— I[CBH
L. TFixet&&RRY, 2E&RLEY. "F—270—Z2FHHK
TB, BAVEERL, "TUa OERTIEIVYILE

O BigFix Console - o X
File Edit View Go Tools Help

@ Back v W Forward ~ | ®)Show Hidden Content | #1] Show Non-Relevant Content | £¥Refresh Console
All Content

Description  Details  Applicable Computers (0)  Action History (0)

% Firets and Tasks (20,502) Sour
B WebUIApps (12)

W Baselines

=

4

=]

=]

= <

=] Task: Start Dataflows oL
=

] §?Take Action | | Edit | Copy [B Export | Hide Locally Hide Globally | 3¢ Remove

&

2

<

Description ‘

This Fixlet starts the SenviceNow DataFlows service

5 cov
&) BES Support
& BigFix Client Compliance Configuration

Actions
&/ BigFix Insights for Vulnerability Remediation
3 jow

* Click here to deploy this action.

5.SQL Server
5.5QL Server 2019
t for RHELS

ED

b. TPO23a>nORTI FAA4T7AT RYIAD "{K, T 'FINAADER, %=
BIRL, "HAWELZIVE1I—2— 29230 THELAOVE1—2— %R
L. TOK,L Z22VUYOLET, F—&- 70—F Windows Y —EATETZHKL E
T U—EANRITENTVRHESHZHRITHICE. "Windowsy - "7 7ML B ZE
EL TETL - Tservices.mscy ICBELET,

8. BigFix & ServiceNow D EREHREHREL £,

a. BigFix & & U ServiceNow F*—ZX—ADERFHREMBLE T,

b. 42AN=I- FALOIKNI—=ICEEHL. \Datafl ows. exe --Provi deCredential s
O REERITLET,

c. BEEMERICH>T, NAD—R/Z—JLY N F—ZAHLET,

ELLKEEENDE, ANV R 7OV 7 MCX Y £—2 The credentials provided are
encrypted successfully!' ¥ RRENET,
9. AF—XZHLLET,
aAVAN=)L- FALORNU—=ICBEL, \Datafl ows. exe --initializeschemas 1
NV RZEITLET,
EULLEEEENBDE, ONV R 7OV 7 MIX Y £—2 'Schema Initialized
Successfully!" &R RENET, AF—NZHNHLTDICRE, RORTYTZRITLET,
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- ServiceNow & Bigfix DB D EHEERL E T,

- Bigfix 0 0S & i X —H— D F## % ServiceNow (sys_choice T—7 )L &
core_company T—7 /L) ICBMLET, Chik, BRI 1I—HY—IC&>TELDH
ENBHBIEHIZERITLET,

= f5]: 0S Windows M54, win2012, w2012, windows 2012R2 H—/N\—DO &S I(ZH
BN EBRDHBENHYET,

- TN—=ROIT7EM DM, Bigfix ServiceNow F—2- 7O—AFH A ROTIZ
ERENET,

- TServiceNow AR L ZONT 14—, 9k, HARL- H4 N TServiceNow
CMDB B, ICHERENET,

10. B ZHRBLET,
BH: COFIETE. SIOFIETHEEL -EBRERIELE T,

aAVAN=)" FALIRNI—ICBEL, \Datafl ows. exe -—
Val i dat eConfiguration ANV RZERTLET,
EULLKEREEND &, OXY R 7O 7 M XY £—2 'Configuration verified
successfully! &k R"EhET,

ServiceNow AN ZERILEEH Y ICHEL ZVBEEF., KON REFALT
RIEZUEY NTEXT, \Dataf | ows. exe --Reset,




2 5 . ServiceNow Fixlet £« X A7

ServiceNow TR ABEX Fixlet EX AT ICD
BigFix ServiceNow 7— 24 -
BigFix ServiceNow 7*— 2 -
BigFix ServiceNow 7— 24 -
BigFix ServiceNow *—2&- 70—
BigFix ServiceNow 7— 24 -

BigFix ServiceNow 7*— 2 -

WTOHEECRE< T,
70— $—EZROF70OA
70— H—EADVIANOTYTIL—R
70— $—ERAOTYAYAR—I

- H—EANERE

TO—DF—%- Y—ADZE

70-07—%- 7O0-0OEE

BigFix ServiceNow #*—2& -+ 7 - H—EADRENER

BigFix ServiceNow ¥ —2#&- 7O—- ¥—EAOF7O4
1. BigFix ServiceNow 7*—%& - 7O—%& % 4 K » 5 TBigFix ServiceNow 7*—%- 7O—- ¥ —E
ADOT 7O 4 Fixlet 2 BRLE T,
ot ;::tuv:itmbmmm Y ey ot
EE, -\I:;'H. . hhh] Py B :;.m- :T;...,. :t.-a.-.. r..u,,-.. Demmicad :;:' Son IO :q:;u:.
o Deploy BigFix ServiceNow DataFlow Service
0 s 10 A Rkl st o B e b e 07 Y Pl ] B ety D Bt o S, B e, BB

o0, k] P CACHR b P 3 [ whis

ik b W S [ L oM et T B 0 W F - s e e F 1 i

Dagucrymant psorns

[ T e .
© Priggam Fie ool pBgF i £ et Distariom

3I:

BRZFBRFIROERYTY Fixlet FChsZzBBNICT7OMLES ERAKET),
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- Microsoft Visual Studio C++ 2012 BB AJ8E/\N Y 7 —2: https://
www.microsoft.com/en-in/download/details.aspx?id=30679

> Microsoft ODBC Driver 17 for SQL Server: https://www.microsoft.com/en-
us/download/details.aspx?id=56567

2. REBRINTOFMEEELXRT,

cTFTOAMXY N OATS A

s AVARN=IL WNA-F72)KMTRE. /VAWR C:\Program Files (x86)\BigFix
Enterprise\Dataflow T9, KRE/NAZEETEEXT,

s AF—X O -F7AILRTFIVY I—IHFRFVTVET,

- H—EADOREB-T7AILRTFIVY X—IHFRVTVWET, BT E, 1
VAR =IILRBRICH—EANFBBNICHEBENET,

o T—& JO—DHEK

= 77 # )L M@ BigFix ' 5 ServiceNow 7—#& - JO—%Z8BMICTD-FIv o X—
V%411 % &, Bigfix #* 5 ServiceNow N F—& - JO—ABMCKYET,

= 77 # )L M@ ServiceNow #' 5 BigFix #—%&+ 7O—ZBMZTBH-FIv Y. ¥I—
U EF T3 &, ServiceNow A S BigFix NDF—%- JO—HFEMCEYET,

- 7LE1— E—REBMCITZD-FT7AIILRNTFIVY I—IFFVTVET,
TLEI-RBEN true CREEThET, JLE1I— E—REZBMCTRE, 22—
TYR DATLATEEZTSOTREL, 774 J)LAO BigFix % =& ServiceNow
LU TITONEEEEZ T LEI—BLURITEET,

Deployment Options Configure DataFlows

Enabla Delssdi BigFox i Sereceblow DiataFlow

v ntiakZ o SChink Enable Detaslt Sardcetiow 1o BigFoc DataFlow

Start Serices Enabla Preview Mada

° BigFix *—& - V—ADEH

- it A N> - BigFix RestAPI @ URI, #i: https://win-Ifj8dd2ilij:52311/api
- TAYIY N -Bighx AV Y —ILAOOY AV ICEHAEnND 1—H—F
- NAD—R-Bigfix AV Y—ILAOOT A U ICEREND/SAT—R


https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-us/download/details.aspx?id=56567
https://www.microsoft.com/en-us/download/details.aspx?id=56567
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- ServiceNow 7—2& - YV —ADEHK
- BEBRARNUZ Y -ServiceNow 1 VARV AURL E. ROFEXTIEETIHEN BV
£, fl: https://dev114254.service-now.com/api/now/table
= PHI K -ServiceNow 1 VARV AANOOT A VICERAEhBDI1—H—F
« NAD— R -ServiceNow 1 VARV ANOOT A VIZERE B /NAT—KR

Configure BigFix Datasource Configurs SsrviceNow Datasource

- BigFixServiceNow ETL DR

BMICE2>TVWERF—%- 7O0-CIEUT, ThEFROETLICFI VY- X—I0F&E
£9, ETL (& Unixcron ERTHRETIHEN BV ET, ATZ1—F—0OFHMI-DODWVWT
., V0SB LTLSEE,

Configure Bigfix ServiceNow ETL

Impon Bighix Data Inte Sendcellow
Imipan Seracelow Data Into Bighs

= =~

° FHARRE
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TOFD—OFMEREETRICE,. "HMEREL 209UV ILET, COATIIVRELH
ATRHYEXEA,

Proxy Settings for Bigfix Datasource Proxy Settings for SenviceMow

3. TP02a20RTL 27V IL, Y—ERZAVAR=ILTBR—=TY N FINAAZER
L. TOKis 22 Y2 L%T, BigFix SeviceNow ¥—% - 7O—I&, Dataflow E WS ERID T #
LA —TEEENDBMICAARN—ILENET,

% Taieuned Comgmtens

AVARN=LETATY FFinstalllog ICRRFEEh, F—X- 70— 7Ot AW Dataflow 7 #
LE—RHDlogs 7 NA—ICRBBEENET, F7AILRNDT 7 A DK, C:\Program Files
(x86)\BigFix Enterprise\Dataflow\install.log T ¥,
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BigFix ServiceNow 7—%+ 7O—: ¥—EAOVvI4ANOTYTIL—R

S
O Fixlet 2 FATE 20O E. LLTD/N—2 3 > O BigFix ServiceNow 7#—#& - 70— #—E
ANBRICAVAR=ILENTVRZEEDATT,

1. BEZ @ BigFix ServiceNow 7#—& - 7O—Z&H/N—23 L7y 7IL—RTBICIE. BigFix
ServiceNow 7#—2& - 7O0—0OAEYHY 14 KNH S BigFix ServiceNow 7*—%- 70— H—EA®
VIAANDT Y7 TL—R, Fixlet Z@RULE T,

] Task: Upgrade BigFix ServiceNow Data Flow Service to v1.4 - a X

?Take Action ‘ # Edit ‘ Copy E} Export ‘ Hide Locally Hide Globally ‘ % Remove

Description Details Applicable Computers (3) Action History (0)

Description

0 Upgrade BigFix ServiceNow Data Flow Service

This Fixlet will upgrade the BigFix ServiceNow Data Flow Service to v1.4

Provide Bigfix Credentials Provide ServiceNow Credentials
Pl Bigf Ple r i N
P d Pas: d
Please provide Bighix Passwor Please provide the password for ServiceNow

Actions
® Click here to deploy the SenicelNow DataFlow Senices.

2. "FO2a 0T, BBRL, Y—ERETYTIL—RITBE—TY N FNARAEZBRL
FI. "OKL ZIUYILET,
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BigFix ServiceNow *—% - 70O—- ¥Y—EADT7 VA2 AN=)

1. BE## @ BigFix ServiceNow ¥*—%& - 7O—%&F7 >4 ARN—)LF%I(C(&. BigFix ServiceNow 7—
X 70—0ONEY A4 MHS TBigFix ServiceNow F—% - 70— H—ERADTFT AV ARM—
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() uninstall BigFix ServiceNow Data Flow Service
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- KB0103977: ServiceNow AN AR A+ 7ONT 4 —HTHEDN "TFREEATVWAVL, Z7ONT1—

- KB0104046: HHRXFNRETA—IIRY VAN T -2 12 MCEBFE AV

- KB0104627: T— I ROX—)LRY VABBA HEE

+ KB0104950: ServiceNow IC&k 2 THEz O E1—X—DF—H

tFIUT 1 —RBEHOER:
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- CVE-2023-37518: BigFix ServiceNow IC¥ &2 525 1— K- /1221023 OBHEENEIE
Th, DATAOEF1IVTF A —FRBREEAELE,

V1.2

BigFix ServiceNow F*—2&- 7O0—0O/N—23> 1200 )—RE2HH5EBLET. COFEAICKY, A
#\ ServiceNow® CMDB % HEIW IZ381L I B 7= (2 BigFix Ik 2 TRIBATREIC KD, EEVUTILEA
LDORKEODIY RRAV KN F—REFATEET, I, BigFix [& ServiceNow® CMDB TEZE %
IVRERAUN ABF—BBLPEDRA- AVTHFANOTIVEA%EBigFix ICRHLET. Ch
LKV, UTZTSCENTEET,

ServiceNow® T AL BigFix T RARA U~ F—RZFEAL T, BEEZWRNICKRE. B, B
A )

ServiceNow® DI RRA >~ (EBF, HAF. REA L) DED XA O FF AN % BigFix R E#E
BOolEll&2T, BBEEZARICEEL., BRIBEMNMNGTL, BETZ. chsOBHEENRELETY
2AVETFTOA4TREETEET,

COV)—ADEBHERIRDESYNTT,

- Fixlet Z A L /= ServiceNow F—%& - 7O—OF7O/4 X N, BR. EEOEHEL

- B— Fixlet Z£H L T ServiceNow #—%&+ 7O—%F 704 L V). ServiceNow 7—
X 70—&BELEY LT, &YEREA OBFRICEHREBREICTDIENTEDLRSIC
BYELE, HULLKE, XEHO T77O0/4/ X MNEERL 0232 2SBLTLKESE
W,

c F—RRMBATT 1), BERER, Y—ERXRELKE, ServiceNow F—Z- 70—0
Ty7IL—R, —BHNBEEE, REZBRLTILEHD, BMOXRAVEFERATESE
T FHUL<<E., ZEB®O "Fixlet e2A0 4 €923 28BLTLKEEW

-AFTInAE
BREHKDEELSE:

« KB0096631: X—J)LARY VAN FRLEEB Y ICRREREThEV
< KB0098267: I E1—X— ID AZEE N-HB S ServiceNow F—2& - 7O—#aEL xV
- KB0098476: ServiceNow F—4& - 7JO—OF—3

REBFHRTA N N—232:5

BRI


https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Quick_Start/t_depl_solution.html
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_SN_Fixlets.html
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FL<E, EBZZRLTSEZL,

BigFix ServiceNow *—2& - 7O0—0O/N—23 > 110V )—RAE2BHSELLET, cOFEAICKY, 8
#ilx ServiceNow® CMDB % BEIf (3810 T 1= I BigFix IC X > TRIATREIC KD, BEVTILZA

LDODREDIVRRA VN F—RZFHTEET, FIZ. BigFix I& ServiceNow® CMDB TEZHE %
IVRERAUN ABF—BBLPEDZRA- AVTFANOT IV EA%ZBigFix ICRHLET, Ch
LKV, UTZTSENTEEXT,

+ ServiceNow® TERA AL BigFix T RRA >~ F—REFEAL T, BEEEMENICKRE, B
o, BRI

- ServiceNow® M I RRA >~ (M, J/AF, RELE) OED XA OV TF AN %Z BigFix RIC
EEFOCEICKI2T, BEZREICKHEL, BRIBEULNTL, BEITZ. ChosOEMZXR
ELETO>a>EF7O/4TBEETEERT,

COV)—ADEBHERIRDESNTY,

s AT—ZEUF/1—0OEL
- BigFix ServiceNow 7—#& - 70O—I&. &KX 300,000 8O F/NA AZHR—RNTDKSICH
WELLE,
CARTTA1—-VTOYR—rDOEL
- BigFix ServiceNow *—#& - 7O—QOFEHMlBEAT 2 1—I)LE2ERXL T, F—2%2GEH- LB
TRRAZI TR BEUICHE BEETEDLSICAYELL,
< 7’O%F>—- HR—K
- BigFix ServiceNow 7*—#& - JO—ASO@EEFEZ7OF> —%2RBHET LD LN TED LS
CB212f, EF21UTF1—HFamLELELL,
cFTDMDT A F—IRBEETLRE N DIELE

BigFix ServiceNow *—2& - 7O—I&¥ . BigFix 10 Patch, Lifecycle, Compliance. Inventory T
TEEY,

BRI

2L <k, Thttps://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/
integrations_imp_guide.htmly 288 L T &L\,


https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Install_Config/integrations_imp_guide.html
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/integrations_imp_guide.html
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/integrations_imp_guide.html

& A. HR—b

COHRRBIIODVWTHLLE, ATOVY—-RZZRLTKEEZ L,

* BigFix 7 R— k- R—%)L

* BigFix Developer

+ YouTube @ BigFix Z’L 1 ) A M

+ YouTube @ BigFix Tech Advisors F ¥ X /L
* BigFix 7#—Z A


https://support.hcltechsw.com/csm?id=bigfix_support
https://developer.bigfix.com/
https://www.youtube.com/playlist?list=PL2tETTrnR4wtneQ2IxSIiDFljzQDuZNBQ
https://www.youtube.com/channel/UCtoLTyln5per0JYzw1phGiQ
https://forum.bigfix.com

f18% B. AFE&E

CORAZEER. BigFix DERFNDIVSA T REBY JRNIVITHLUOCEROARBREEREZRHLTVE
R

CORBETRROMESRAERAEATVERT,

C TESRL . HEAATEOSARELATEE. EREOBAFERLTVEVERERTEO
<7,
- TEBR . BETAATEELENLE NI ABERLET,

ABCDEFGLMNOPRSTUVW

A

7 <3 (action)

1. TFixlets 228,
2. BERRAIVRBEERAZRAY NYFOAARN=I, FNAADVT =R E) 2R
770> 3r AUk ARV ROEY K,
To>ar- AY1)7 K~ (Action Script)
IVRRAVRNTT OOV ZETIRDLEHICERTHERE.
I—>1I2 b (agent)
TBigFix T—= T > N (BigFix agent)s 3 H,
HVWEWVWEY T NI T (ambiguous software)

BIOERITART TFANELLKPULEERTARTI AN HBDYTIRNIIT, £hixhx0Y
AOBBOBHRICEETSDYIRNVIT (AZ R7OVEREE L TO Microsoft Word &
Microsoft Office (Z/\> R)L& 1= Microsoft Word A" EHE T 2585 L),

E-&/\ Y F (audit patch)
BETHETHEBEORIZETIREZREITZDOICEAEThINY F, BEE/NY
FIC@ETooarvreEnd, BEENVFEF7TOCMTHERETERY,

BEI>E1—2—- ¥ )L—7 (automatic computer group)
BEETNEFNAROTONTA—ZTN—7" XON=29FICREE N EEEL R
TRIEILRY, BETRICXN=2YTIHFRERAVELI—2— TI—7, BBV
L=TTHAOFNAADEY NEBHNTHD. chid, TOTIN—THFENLXTB AN D
it FEERBIIENTR L EZEKTD, OE1—45— JI—71 8K,
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N—AZ 4 2 (baseline)
—BICTFTOAMENDTIAVDEE, R—ATAVE, BE, 7O/ X N eEH
g2, FLEET7O232owy NFEREIDIEFZHE TR LOICERAENS,
FF7'04 X k- J)L—7 (deployment group)s &S 8,

BigFix T—=° I >/ | (BigFix agent)
BigFix IC KB BEBEEZXV I EAHEICT DI RARA > N E® BigFix 1— K,
BigFix 7 Z 4 7 > b (BigFix client)
MBigFix T—< T > K~ (BigFix agent)s #38,
BigFix 1>/ —)JL (BigFix console)
774 —BigFix BBAVE—T7I—R, <AV, TE£BHeEEY %
BigFix EEEICRMH#T S,
BYOD

MWEOT/INA AZFEIAT (BYOD) & i&. HEENBARBOT/NA AZERL THRBZ Y
RO—DICERL., XBEESATLARBENCERRCBERET -RICTIEAIBC
EZELET,

C

2Z4T > b (client)
H—N—DS5OY—ERZERIZDVYINIIT 7O77LFKEIVEL—
R—, H—/)\— (server) £S5 8,

224 T > NEERE (client time)
BigFix V247>~ FNAALOO—HILERE.

I7IR
AV TFHF—FEREEAYI VTRTENDAVEI—R—BRTFANL =D 1 VARY
AFERT—EADEY b,

Common Vulnerabilities and Exposures & 5% (CVE ID) (Common Vulnerabilities and Exposures
Identification Number (CVE ID))

National Vulnerability Database D4 ENLI> K —ZHEITH2ES, KFZ—O/)N\NYF
XEICIFE., BE. CVEID &% N3 (CVEID N EATEEAIEE). "National Vulnerability
Database; €&,
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Common Vulnerabilities and Exposures (CVE) = A7 /s (Common Vulnerabilities and Exposures
system (CVE))

KEEFHER- FMF (NIST) A4R=F 9 % National Vulnerabilities Database (NVD) O —Z T
HBDLRICHSNERY ND—VBEHEOSE,

2 R—%> N (component)
BREROTO>avEECTF7TAM X NAOBLYOT O3>, "F7O4A N J
JL—7" (deployment group), £& 8,

ad>E1—2—- J)L—7 (computer group)
HEIZIE1—52—0JI)\—7, EEEFEOA E1—&%— JI—T=ZERKLT, &
ATLEZEROSHZDATIV—ICHRL, EHOIE1—2—A0>7TYOF7O
AAXAVNZEBBICTESD, "BEF I E1—5F— JII—T,, TFHIEI—52—
TI—7 1 88,

console (0>YV—)L)
MBigFix >V —I)L, 258,

272 (content)

TF—=2, )=, VI)— BE FTOHOETREELTIORILBEENLET 7ML,
ZYRND=O2ETOFTOAANBIINYT—2{LEhTWS, BigFix T— T b
FATYROBREEZ (Relevance AT — M XU N BRTT O 3IVER(To>3
Ve RUVTR AF—=RMXU N ZEALT, BHEEEBRELEYZY ND—0- KU
—ZBITLIEY TS,

27> OBEE (content relevance)
NYFEEGYTRIDITHF12ULEOFNAAANOTTOCMXY NMIBELTVRRES
POHE, "FNAADEEE, €58,

1% % ttt 5285 (UTC) (Coordinated Universal Time (UTC))
AP TRFEICE O TRES h 2 EREER,

BN % /\Y F (corrupt patch)

BONY FTADLMEBENBRERLBRBALENEZTECARL —F—ICEETD/NNY
Fo CORRE., BIOTF—ER NV IKERGTTITr—232FLUHFLVWI7AIL%E
LEEL, NVTFHBRENLETTAUARITI7TAINTRELSBEOLEBRICRETSH
M HD, BEOHBINYTFICK2>T, CORBICTZINITSND, chefFAL
T, FUHFLOWNY F2BBERIDENTED,

NAZ L 272 (custom content)
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I1—Y—HFREORY ND—UTEATILEHICERL £ BigFix A—R (BAZR L NYF
RHARL: R—ATARBE),

CVE
FCommon Vulnerabilities and Exposures > A7 AL, %58,
CVEID

TCommon Vulnerabilities and Exposures & BI1& S 4 #38,

D

T—2X- A K —L (data stream)
NYT—2 F=RZOY—RELTHETIBEROANI Y,

T7#I) K- T 32 (default action)
Fixlet DF 7’04 BFICETEND RS ILIBEENLET O3>, F7FI)IN Tooarh
EBENTVWEWES, ARL—F—CR&. W<D2ADOTI>3IUhsSERTEH, BE—
TO2avETHIBERICEI<SKEBREZTOILSICROGZZ7OVT M EHEINET,

BE/\Y o — (definitive package)
AE1—Z2—ELtOVT7RNIVITOFEEZRBANTDLOOEBFTEELDZT—RXODARN
>,

EH (deploy)
V7IRITITOAVAR=IIRNY FOEFHHEDEMNT, RITICKVBRERZRVER
TEREHICT1OREOI VY RRANIOAVT IOV ETFAANYFITRE,

F7'04 X2 N (deployment)
12BEDI Y RRAVBNIFAANYFENLEOAVTUOVICETIER (T4 ANY F&
NEOTUOVOREDA VARV A).

F7'04 X k- ¥ )L—7" (deployment group)
ARL—=B2—NFF7OACMX NRICEBOT V23> 28 RULBE, FLEER—ATA
UAFTOMENEBEIERENET V>3 0EE, "R—AT4 0y, TOVER—
ZVbha, TFTOAMXN D4R, TBBOTOI3Y TI—T1 EBR,

7704 X2 NREE (deployment state)
IVRRAVNETRITITZTF7TOM4 X NOBEEM, REIZE, ARL—F—IC&2T
BREE /NS X—2— ( TStartat 1AM, end at 3AM, R E) AEE N B,

T 7' 04 X MR (deployment status)
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TRXTORKTFNA ADRBEOHKER. F7OMX Y NOEBION—tE>T—IJELTKRTR
Thad,

704X~ XA 7 (deployment type)
FTOAMRXRNIEENDTO2IAUN 1 IV EBDNERTED,
F7'04 X NHiR (deployment window)

TF7AAXYNOT O AVHFRTICEBRTHRHB. HIXE. FixletZ3 BEOF7OA
X NEBEFHY ., 77540 OBET/INA AN Z 0 3 BOHEAIC BigFix IZBFEL 235
a. TOFNA A Fixlet ZBBLET. <O 3 HEOHRAYINLERICT/NA AN T
SAVICR2 EBE., TOTFNA A Fixlet ZBBLERA, "F7O4XA K TIL—
7" (deployment group)s £38,

7/N 4 A (device)

BigFix " BB L TVWBZ YT KNY T, FRUKNY T, —N— REIZUBEODIVR
RAV Mo BigFix T— T R E2ETLTVWAR IV REKRAU B,

TINA ADFE%E (device holder)
BigFix EEBEXMKR AV E1—X—%2FAT2EA
F N4 A+ 7'0/NF 4 — (device property)

BigFix 2 & > TUREEE 1= 7 /X 1 LT K (F/NA ZADN—KITF, ARL—F 1
Y- YATL, XY NT—ORR. BE. BigFix 75TV NCETHHMERT). 7
AL FONTFA—EFNAACBYLTHIEETE D,

TIN1 ADOBEEE (device relevance)

BigFix A>TV O —WMETNAAZEBRATEIA (NYF2BATS, YVINIITZEA>
AR=LTB, R—ATAVEZETITHIRE)OHE, "OVTVOEEE) £E5R.

TINA AD#ER (device result)
BEOIYRRAMOF7O4 XY NORE (BRZED).

KEXWEY —/N\— 7—=FF U F ¥ — (Disaster Server Architecture, DSA)
BENfrRELLBECMATEEBARMEERRIDLOICEROT—N—2Z) 20T
T—F*TU0Fv—,

DSA

FgEREY—/N— P—FT7UF v— (DSA)1 238,

B9 (IZ W RIEE (dynamically targeted)

aAobE1—82— JI—TZ2FERALTF7TOMX RN EZRRIZTDCEICEET B,
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E
T2 R7RA >~ (endpoint)
BigFix T— IV NERTTBRYRNT—Y FNM Ao

F

7 1)L Z— (filter)
BHEOUAMEZ, BEODEHOEBICKRD &,
Fixlet

BEFLEEIEZRAIERITIDLHIC—EIC/NY RILE iz Relevance AT— R XU RS
KOTO>aY RVVTR AT—MX2U NEEU BigFix A7 Y O —EB, Fixlet &
BigFix A>T VY OERNBEILT 42T 7OV I THD, Fixetld, XY ND—UER
To2aveLR—K~ O VERTIDEDICBgFix IT—2 T M RERET
2,

7 FARUVBEEL
HEOUANZ, BEOBMNOEBICKRD Z &,

G
JI—7"- 704 X N (group deployment)
BEOT702arsF1 2BEOFNARICTFT7OMENLETFTAMAXNORAT,

H
NATIY R OFIR
DZIOR H—EADEBLZEY N (@BEEINTVY Y UFIRETZAR—K OFD
Ry ZHBICHAEDETERATD &,

L
A 2% (locked)

FNAAOOY INBBRENDETBIgGFix DT I AV OAREFLHNRITTEBRVIY RAR
14> N DIREE,
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M

MAG
remroar- JI—71 88,
EEHEMR (management rights)
BEEEALODEI—2—0INL—7A0OV V=) ARL—Z—0O%IR, Y1 NEE
BEXRLERNARZ— ARL—F—OHKNEBEREZZ)HETHENTES,
XZai7J)- AE1—2—- 7 )L—7 (manual computer group)
ARL =B —=IC&BDBRICK>TAUN=2Y T REZAEI—Z— TIL—T,
RZAT7L TFL—TRHOFNAADHEKEDBEBNT, #>TEELLEVL, O
Ei—%— JII—71 88K,

NAZ—- #FRL—2X— (master operator)
EEERZHE DOV I ARXL—8—, YAZ— AXRL—5—l., YA NEEBEL
FERBEDOEERITTEDRN, ARL—ZX—ZEHTDIERFTELRL,

N ARAY R (masthead)

BigFix 77O+ A (Fixlet A>T Y AD URLBE) DNTX—R—2ETLT7A1ILDE
fo BigFix T— T2 KNE, YT RAUVZA4TENTVBYAMY RCETVWTOYTY
Y ESERICEYIAD,

MCM & BigFix Mobile

Z v 7 NY 7 (Windows, macOS) Z&# 9 % Modern Client Management &, E/NA LT
/N4 A (Android, iOS. iPadOS) % & ¥ % BigFix Mobile M 77 (C )& 3 % BigFix DAL
ZET.

X7 —- 1 —/\— (mirror server)

BETEEOWeb PO EARFALTVEVA, KDYIZNAT—R: LX) OFRIEZE 2
BL9370F%— Y—N—2HAIIHEICLES BigFix ¥ —/V\—,

Y IIWF 2 Z 7 R (Multicloud)

AEOIZOKR Y—EA- Y NE2FERATR L, BE, BERVA—DSEMHE,
BEOTTIVT—23 BREE—DUVTIR A VARV AILREE NS,

BT V3> J)L—7 (MAG) (multiple action group (MAG))
R=AFGAVBETEBOT IV NF—EBICT7O/4E iz & & ICHERE B BigFix 7
72TV, 120 MAG ICRHEEROD Fixlet £ RRAINEEND, "FTOM A
4 )L—7" (deployment group). &38R,
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N

National Vulnerability Database (NVD)

KEEBER: KRME NIST) AMRFIDILACHSIEBEREFIVT 1 —OMEMES &

CIVAR=D+—0AHROY, Common Vulnerabilities and Exposures #51&E 5, €5
R

NVD

TNational Vulnerability Database #Z 8.,

O
77 7 — (offer)

TINAADREEN, BigFix 7O 3V ICAETRAREBELAVC E, BRTERTEICM
SHADOHBETSCEZTRICTBDTFTOMX I NOFT a3, flzlE. FINA4AME
BN, VIO FT7IVT—232BA2ARN=NLTRINAARN=ILLEVS, A
VAN =L ERBICEITIBDHNBERBICEITITZINZRETED,

J|EROFT7'O4 X N (open-ended deployment)

RTBEAMBRESVTTOMXD b MENICETEN, XY NT—2LOOY
E1-—2—AERLTVEIHNZRETZIENDRE,

ZF N L — & — (operator)
BigFix WebUl & fz & BigFix >V =IO —HE2FERATHEA,

P
J\NY F (patch)
BEZEETDLEHIC,. 220D —AOBICI—HY—ICR#HEhZHEOY ) 1—-3
JELTRYE— YT RNITITICEBMENS - ROMA,
XY F- A7 1) — (patch category)
NTEERH—ER NV IRE, NYTFOEATHERCERED—MBREZO
INY FDOEKE (patch severity)

1
5
o

XYRND—VDBHELRBBREICL2>TELSENDVAIDOLARIL, BRZEHNICEH
BLTZEONY F2ERIZIEERE,
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R

1) L — (relay)

BHREY—N— YTRIVITERTLTVRIZATU R, UL—R. ¥—N—&U7Z
AT7NOBOEES D O— REFPMRICHWE, PTYTARN)—L- F—R2EMRITS
CERY, Y—N—ERYRD—DVDAREZERT S,

BiEE (Relevance)

BEDIY RRARADOIV TV OEATEEMEZHEIT S -0 ICEAE N5 BigFix 7
IV—55F. BEETRE "BV, FE& TLWOEL O0EBfMTHOh, TOBERITMEE h
%, BEEOIIV—ORBRIZKY, PUO3a>VZBRATEDD, £LBT70232 %28
AI2BENBINNIREEND, BEER Fixlet D7 723> ATOVTRERIIE
W3,

S

SCAP
FSecurity Content Automation Protocoly &8,
SCAP F I ¥ 7 (SCAP check)

Security Content Automation Protocol (SCAP) F T Y V) ARADKBENEBRF I Y U,
FIv UEB K XCCOF TRRENTHY ., SCAP T 7L —RNICHE>T SCAP FZ &
SCAPYYEV T ZEARACREN HB,

SCAP FI v 1) AN (SCAP checklist)

B 55 S 58 (XCCDF) TReidE Nz F T v U 1) A M, Security Content Automation
Protocol (SCAP) ¥ ¥ 2 1J A N&. NIST National Checklist Program (2 & tv, &R
nTWa, Chs5id, SCAPRRSIVFY—ERAENDERMEZRIRT DS, SCAP T~
TL—RCEERLTVS,

SCAP 127 >"J (SCAP Content)

BBt XMLERXTREhcEFI1UT— FIVIUAR F—&, REUSITRRA
BZEEDIE, HRVIHBONYES T TEBRENIZVRI NI —,

SCAP %I/ (SCAP enumeration)

IXRTHEAOEF1 )T 4 —BEEY 7 NIITXRKE (CVE), BHOY 7 ND I 7HEAREE
(CCE), BRUEBEERVA—FZHBLUEMA (CPE) D) AN,

SCAP Y ¥ E>/ % (SCAP mapping)
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VI7RIVITRES LFCBRABEICH L TRER-AOZEOAEZRHT I IFENHEE
A&,

Security Content Automation Protocol (SCAP)

KEEBER: HTE NIST) CXB@B/UES KAV TZA T AOEEL, AE, B
ICERAEh?EE0EY N,
H—/\— (server)
OV 7RI T TOZALFERIAVEI -2 —ERZRHTZVY TNV
T 7O0Z4LFEEIAVELI—2—, "UTA4T b1 25K,
EE/VAD— R (signing password)
F7OAAANAOT V2 A VICEBETDEHICOY =) ARL—2—HFFEATBIN
AT—R,
B—37'04 X N (single deployment)
B—oF7023rsf 2UEOFNAALCTF7AMENLETTOAMX NORAT,
T4k (site)
BigFix A>T Y D&EE. M M, BEOIAVTUVE—HICTLEDHD,
H 4 NEEE (site administrator)
BigFix D4 VA KR—=)L, FHRIV V=)L ARL—RX—OERBEERICHIZDEEE
V7K1 TF- )NV T—2 (software package)

FNAAZVTINVITHRREAAN=IL TS Fixlet DEE, Y7V IT7- Nvi—
T, BAEOEDICARL—Z—ICK2TBigFix IC7Y 7O—R&hd, BigFix V7 k
DIT NYT—=JIE, AVARN=IL 7740, 774N EBEAARN=ILTBDLEHD
Fixlet, B8 KRUENYT—DICHETRIREHR (X XT—R) FEEND,

SQL Server
Microsoft IRt T2 LB T—ER—A TP, BBUTBIgFix VAT AICA VA
R=ILFBE, BERPEBLAR-—MERET—R ANL—DZBRAD-_—AERHATE
%,

BETF7'O4 X N (standard deployment)
B—OBERXAVERF DTV IN—THBIRELEICERENS Bighix 077’04 X
o IRXTDUTAT N AVEI—R—NFE—OHAY—N—ICEETIVEATESD
BREZEHELTVS,

B I RIEE (statistically targeted)
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FNARELEEOATOYO—BIIRUTFTOMX Y N ERNRIEET I EHICHEATS
FRICEHETD, BHICHREEENLETNA AR, ARL—E—IC&L>TFHTERSE
nT\a,

BE#Z S hiz/\VY F (superseded patch)

BREION=2320NY FHEVFLWN—D3 VIR 2>TEERASKTVWRBEICH
RL—B—ICBATAINYTFORAT HLLONYFAUGTONYFERBUTITAILEE
MLUIEBEIRETD, BERASKLENYTFE, KUMLVNY FTEEAREKMESEY
720 %UT%, BEBMASNENYFRTF7OCMTER,

2 AT LDOERIREE (system power state)

SATLDEHEHNBEENFEHAENDER. BigFix EREBANT Y XTI TB2EHERRE
&, "POF471., "FARILL, TARUNA L £ TRKIERRE, . TERA 7.
ND4DTY,

T
X (target)
T7O4 X NAQOOAY TV ZBRTD D, ATV EZTMBT/INA AZBIRTS
cElLRY, ATV EFTOAMX Y NAOTINAAREIVF I TR &,
X RIETE (targeting)
T7OMXYNADOIY RRAV N ZIEETDEHICEATEH AN,
2 A7 (task)

METORFRAVERTIRORE, BEAOLHICRIE M Fixlet DRAT,

U

uTC

T % it 56§ (Coordinated Universal Time)1 Z38,

Vv

R¥ETZ 4 RK—K- XY NDJ—7% (VPN) (virtual private network (VPN))
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Notices

This information was developed for products and services offered in the US.

HCL may not offer the products, services, or features discussed in this document in other countries.
Consult your local HCL representative for information on the products and services currently available

in your area. Any reference to an HCL product, program, or service is not intended to state or imply that
only that HCL product, program, or service may be used. Any functionally equivalent product, program, or
service that does not infringe any HCL intellectual property right may be used instead. However, it is the

user's responsibility to evaluate and verify the operation of any non-HCL product, program, or service.

HCL may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not grant you any license to these patents. You can send

license inquiries, in writing, to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the HCL Intellectual
Property Department in your country or send inquiries, in writing, to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

HCL TECHNOLOGIES LTD. PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-
INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do
not allow disclaimer of express or implied warranties in certain transactions, therefore, this statement
may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically
made to the information herein; these changes will be incorporated in new editions of the publication.
HCL may make improvements and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.



Ixix

Any references in this information to non-HCL websites are provided for convenience only and do not in
any manner serve as an endorsement of those websites. The materials at those websites are not part of
the materials for this HCL product and use of those websites is at your own risk.

HCL may use or distribute any of the information you provide in any way it believes appropriate without

incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the
exchange of information between independently created programs and other programs (including this
one) and (ii) the mutual use of the information which has been exchanged, should contact:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in some cases,
payment of a fee.

The licensed program described in this document and all licensed material available for it are provided by
HCL under terms of the HCL Customer Agreement, HCL International Program License Agreement or any

equivalent agreement between us.

The performance data discussed herein is presented as derived under specific operating conditions.

Actual results may vary.

Information concerning non-HCL products was obtained from the suppliers of those products, their
published announcements or other publicly available sources. HCL has not tested those products and
cannot confirm the accuracy of performance, compatibility or any other claims related to non-HCL
products. Questions on the capabilities of non-HCL products should be addressed to the suppliers of

those products.

Statements regarding HCLs future direction or intent are subject to change or withdrawal without notice,
and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate
them as completely as possible, the examples include the names of individuals, companies, brands, and
products. All of these names are fictitious and any similarity to actual people or business enterprises is
entirely coincidental.

COPYRIGHT LICENSE:



Ixx

This information contains sample application programs in source language, which illustrate programming
techniques on various operating platforms. You may copy, modify, and distribute these sample programs
in any form without payment to HCL, for the purposes of developing, using, marketing or distributing
application programs conforming to the application programming interface for the operating platform

for which the sample programs are written. These examples have not been thoroughly tested under

all conditions. HCL, therefore, cannot guarantee or imply reliability, serviceability, or function of these
programs. The sample programs are provided "AS IS," without warranty of any kind. HCL shall not be liable

for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a copyright
notice as follows:
© (your company name) (year).

Portions of this code are derived from HCL Ltd. Sample Programs.

Trademarks

HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or registered

trademarks of HCL Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks

of Adobe Systems Incorporated in the United States, and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or
its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the

United States, other countries, or both.
Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
UNIX is a registered trademark of The Open Group in the United States and other countries.

Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and conditions.
Applicability

These terms and conditions are in addition to any terms of use for the HCL website.
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Personal use

You may reproduce these publications for your personal, noncommercial use provided that all proprietary
notices are preserved. You may not distribute, display or make derivative work of these publications, or

any portion thereof, without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that all
proprietary notices are preserved. You may not make derivative works of these publications, or reproduce,
distribute or display these publications or any portion thereof outside your enterprise, without the express

consent of HCL.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either
express or implied, to the publications or any information, data, software or other intellectual property

contained therein.

HCL reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use
of the publications is detrimental to its interest or, as determined by HCL, the above instructions are not

being properly followed.

You may not download, export or re-export this information except in full compliance with all applicable

laws and regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE PUBLICATIONS
ARE PROVIDED "AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT,
AND FITNESS FOR A PARTICULAR PURPOSE.
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