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Special notice

Before using this information and the product it supports, read the information in Notices.



Edition notice

This edition applies to BigFix version 11 and to all subsequent releases and modifications until otherwise

indicated in new editions.
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88 2 E. System requirements

Learn more about the prerequisites and system requirements for BigFix Insights for Vulnerability

Remediation (IVR) service.

F= 1. Prerequisites and system requirements for IVR service

Hardware requirements

CPU

minimum 2 cores (recommended 4)

RAM

On top of host OS requirements:

+ < 1M Findings from Vulnerability
Management Product = 16GB

* < 2M Findings from Vulnerability
Management Product = 32GB

< 3M Findings from Vulnerability
Management Product = 48GB

< 4M Findings from Vulnerability
Management Product = 64GB

Disc space

< 1M Findings from Vulnerability
Management Product = 4GB - 8GB preferred
* < 2M Findings from Vulnerability
Management Product = 8GB - 12GB
preferred

< 3M Findings from Vulnerability
Management Product = 12GB - 16GB
preferred

* < 4M Findings from Vulnerability
Management Product = 16GB - 20GB
preferred

Execution Time

The overall run time of data synchronization and
processing depends on:

» CPU Speed
* Number of findings
* Number of assets in insights
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% 1. Prerequisites and system requirements for IVR service (#:<)

« Number of patch sites loaded within the
BFE environment

* API latency

« Conflicting workloads on IVR machine

Software requirements

BigFix Component Requirements

« BigFix Insights WebUI App (v6) (minimum)

Prerequisites

« Microsoft VC++ Redistributable package
2012

https://www.microsoft.com/en-
in/download/details.aspx?id=30679

» Microsoft® ODBC Driver 17 for SQL Server®

https://www.microsoft.com/en-
us/download/details.aspx?id=56567

5I:

The Fixlet will attempt to deploy the

pre-requisites automatically.

Operating system

» Microsoft Windows 2016
« Microsoft Windows 2019



https://help.hcltechsw.com/bigfix/10.0/insights/index.html
https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-us/download/details.aspx?id=56567
https://www.microsoft.com/en-us/download/details.aspx?id=56567
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% 1. Prerequisites and system requirements for IVR service (#:<)

Supported BigFix versions

- Windows - based BigFix Server, Version 10

o ™\
S
BigFix Insights for Vulnerability
Remediation does not currently

support non-Windows-based BigFix

Server environments.
- /

BigFix License Requirements

- BigFix Lifecycle
* BigFix Compliance
- BigFix Remediate

Supported Vulnerability Management Platforms

* Qualys VMDR v2 REST API:
https://www.qualys.com/docs/qualys-api-
vmpc-user-guide.pdf

- Tenable.SC versions from 5.17 up to 6.4
* Tenable.lO

o ™
S
It is required to use Administrator
user role within Tenable to enable
the generation of API keys that
are used by IVR to maintain the

interface with Tenable.



https://www.qualys.com/docs/qualys-api-vmpc-user-guide.pdf
https://www.qualys.com/docs/qualys-api-vmpc-user-guide.pdf
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% 1. Prerequisites and system requirements for IVR service (#:<)

Bl tool

- Power Bl Desktop/Server, 2021 + (Rec. May
2021)

o ™\
E:
Microsoft offers two distinct
products called Power Bl desktop.
Use the one that is optimized
for Power Bl Report Server:
https://www.microsoft.com/
en-us/download/details.aspx?

id=56723
- J

* Tableau Desktop/Server, 2020.4 +

Network requirements

« Connectivity to Vulnerability Management
API Server URL (port 443 by default)

- Connectivity to BigFix Insights SQL
database (port 1433 by default)

- ™
S
IVR now supports proxy-based
connectivity. Refer to the link for

more information.
N J

- By default WebUI IVR app listens on
port 52318. It can be changed in the
WebUI application configuration file with
_\W\ebUI AppEnv_I NSI GHT_BROKER _PORT

setting.



https://www.microsoft.com/en-us/download/details.aspx?id=56723
https://www.microsoft.com/en-us/download/details.aspx?id=56723
https://www.microsoft.com/en-us/download/details.aspx?id=56723
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% 1. Prerequisites and system requirements for IVR service (#:<)

System limitations

« Only one source of vulnerability data for
automatic ingestion is supported for a given
BigFix Insights instance

A single BigFix WebUI instance can manage
only one BigFix Insights database.

Tenable.io ® APl E

IVR & Tenable A SEELBRBEUET—XZBETERLSICTIICE. ATOERZR/IE-IHEN B E
ER

«Tenable AIOEEEZEI—H— O— )Lz >1—H—
s TFEXRTOT7EY by & TRRARE, ICRELET, LKL, Tenable DIEREZSBL TS
Wo

I—Y—OAPIF—ZERTDICE. ATOFIEZERTLET,



https://docs.tenable.com/tenableio/Content/Platform/Settings/AccessControl/Permissions.htm
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1. TenableioWeb 1—%'—+ A X —T7I—AT, AYEZ—DODHELBILHZIRERZVUYILZE
9,

() Quick Actions

Microsoft's May 2021 Patch Tuesday

Addresses 55 CVEs (CVE-2021-31166)
By Security Response Team on May 11th 2021

08 Dashboards ‘ ‘ Export -

2. "™Myaccounty RE>ZOVYOLET, 1—H— PHIOVE XZT1—HNFRERENET,
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22

(* Quick Actions @

mmers Steal :

What's New Documentation

S8 pashboards | ‘ Export -

BEMOFEST—>32h S TAPIKeyss ZBIRLET,
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1:} tenable.io Settings > My Account

My Account

Update Account APl Keys

API Keys API Keys are used to authen!
"X-ApiKeys" HTTP header. Fc

MNOTICE: APl Keys are only p
retrieved later and will need

4. TSOF—DATICHD "Generates REEIDVYILET,

5 RYTTFYT RY AT "Continues 29U vOLT, BEEERLET,
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10
tenableio | Settings My Account Quick Actions

Generate API Keys
WARNING: This wil replace
ns ¢

unauthorize all appications
API Keys

them. Are you sure yr

Update Account

AP Keys API Keys are used (o authenticate with the Tenable.io REST API (version 6.4 or greaten) and passed with requests using the
“X-ApiKeys™ HTTP header. For more details, see the AP| documentation.

NOTICE: AP! Keys are only presented upon initial generation. Please store them In a safe location as they can not be
retrieved later and will need 1o be regenerated If lost

Generate

6. Tenableio IC&k 2T, HILWFZIEAR F—&2—IUL YK F—HEREIhET, EHEhi-
220F—%2IE—L, VREBER—JICBYFEF, A VX—T7I—RZBMCLET, F—E 1
BULARTENABZEVESD, POVA F—E—OL Y M F—RJZREHGFRICOE—-LTHV
TLIEEW, 72U EEIC, APIF—% Tenableio " SEBTAEFETEEE A,

Update Account API Keys

API Keys AP| Keys are used to authenticate with the Tenable.io REST API {version 6.4 or greater) and passed with requests using the
"X-ApiKeys" HTTP header. For more details, see the APl documentation.

NOTICE: AP| Keys are only presented upon initial generation. Please store them in a safe location as they can not be
retrieved later and will need to be regenerated if lost.

Custom APl Keys
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APl F—AERENZS, T7OMAV N TJOLALCEBZENTESR
¥, DeploymentFixlet T, 7V tA- F—WEREEETIHLEN B E
Task: Deploy BigFix Insights for Vulnerability Remediation

&7 Take Action | / Edit | Copy [3 Export  Hide Locally Hide Globally 3 Remove

Description Details Applicable Computers (5) Action History (1)

Import Vulnerability Data Into Insights |
TenablelO

¥l Import BigFix Asset Data Into Tenable 10

ER

dA—%— O—-JEERIIOVTHLLSE, ROR—JZSEL TEE WV, https/

docs.tenable.com/tenableio/Content/Settings/UserRoles.htm

APl F—HEREndE, RO curl DN REFAL TAPI ERERERITEET,
a.VunIZAR—BMUUID ZEIBLET,

curl --request POST --url https://cloud.tenabl e.com vul ns/export --header "Accept:
application/json" --header "Content-Type: application/json" --header "X- Api Keys

accessKey=r edact edaccesskey; secretKey=redact edsecr et key"

b. iEENEZUUD O Vun TV AR—RDIRAZEREBLET .

curl --request GET --url https://cloud.tenabl e.con vul ns/ export/21a70c98- 8e8d- 4b64-
b7e0-4c57a245126f/ st atus --header "Accept: application/json" --header "Content-
Type: application/json" --header "X-Api Keys: accessKey=redact edaccesskey;

secr et Key=r edact edsecr et key"

CEEESNZUUID®O vunF—R2OFv¥>20 1 2HEBLET,

curl --request GET --url https://cloud.tenabl e.conl vul ns/ export/21a70c98-8e8d- 4b64-
b7e0-4c57a245126f / chunks/ 1 --header "Accept: application/octet-streant --header "X-

Api Keys: accessKey=r edact edaccesskey; secretKey=redact edsecr et key"


https://docs.tenable.com/tenableio/Content/Settings/UserRoles.htm
https://docs.tenable.com/tenableio/Content/Settings/UserRoles.htm
https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcloud.tenable.com%2Fvulns%2Fexport&data=04%7C01%7Caram.eblighatian%40hcl.com%7Cf576dd9809544c69dc9108da05e6df06%7C189de737c93a4f5a8b686f4ca9941912%7C0%7C0%7C637828786411649218%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=hUCs5d8atcC%2BzqJV3vw2KAbqM8Jn65XvpBfpOF2d5CM%3D&reserved=0
https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcloud.tenable.com%2Fvulns%2Fexport%2F21a70c98-8e8d-4b64-b7e0-4c57a245126f%2Fstatus&data=04%7C01%7Caram.eblighatian%40hcl.com%7Cf576dd9809544c69dc9108da05e6df06%7C189de737c93a4f5a8b686f4ca9941912%7C0%7C0%7C637828786411649218%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=YnxvALfCUOCtj2%2BC7%2BC5j2oDwWo9h%2Fn37qqQnPkBOQI%3D&reserved=0
https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcloud.tenable.com%2Fvulns%2Fexport%2F21a70c98-8e8d-4b64-b7e0-4c57a245126f%2Fstatus&data=04%7C01%7Caram.eblighatian%40hcl.com%7Cf576dd9809544c69dc9108da05e6df06%7C189de737c93a4f5a8b686f4ca9941912%7C0%7C0%7C637828786411649218%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=YnxvALfCUOCtj2%2BC7%2BC5j2oDwWo9h%2Fn37qqQnPkBOQI%3D&reserved=0
https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcloud.tenable.com%2Fvulns%2Fexport%2F21a70c98-8e8d-4b64-b7e0-4c57a245126f%2Fchunks%2F1&data=04%7C01%7Caram.eblighatian%40hcl.com%7Cf576dd9809544c69dc9108da05e6df06%7C189de737c93a4f5a8b686f4ca9941912%7C0%7C0%7C637828786411649218%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=r%2FbdTPvoMzghwoKzgqM4LBt8oB93zlVWmXR2KEsq2Pc%3D&reserved=0
https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcloud.tenable.com%2Fvulns%2Fexport%2F21a70c98-8e8d-4b64-b7e0-4c57a245126f%2Fchunks%2F1&data=04%7C01%7Caram.eblighatian%40hcl.com%7Cf576dd9809544c69dc9108da05e6df06%7C189de737c93a4f5a8b686f4ca9941912%7C0%7C0%7C637828786411649218%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=r%2FbdTPvoMzghwoKzgqM4LBt8oB93zlVWmXR2KEsq2Pc%3D&reserved=0
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EOFNZFhOHITIE, Tredactedaccesskeys & Mredactedsecretkeys %, #HAICER
TENBENERU API F—/ERBRICBEMAE T, T, APIFTFEHL2E3IEDVT
l&. E3R URL @2 7°)L UUID (21a70c98-8e8d-4b64-b7e0-4c57a245126f) & API EUFH L
1ASRENLZUUDEICEERZAET,

Tenable.sc ® APl E44

IVR H#—/N—IZ & Tenable 1—%'—+ 7HO 2 MNHIHETT, Tenablesc VR 7A 7 Z—ICERAEND
dA—H—IlCFk, RENOEBREOHZIII AV ETT,

Tenable ICERAEND IVRT AV NI, F7AILROTI: POERA JI—TLEEEOO—)LIE
RABVHTSNTVRBENHYVET, ChIlKY, F—& JO—ZZRTIRLEOICHLERTHY

DRTOEAFRBENET, T8I, DARL TOERAFAZFEALTI—HY—ZERTD L. IVR
LR I2THEENDTEY NOARATO—T7Z2HIRTEET, Tenable AN T I —7"1F. RRAREBZKRANE
DRZKN)—OWEETHRTEERT, —RIC, EEEOO-IILERMAL T, HMERORAICHS BE

AHYVET, VRTF—Z- JO—TR, THIV N IZEITRLEHOXRTREN FTEEATVRHEICO
k. BWMOIBMBENET,

Rig, FRI-H—HFEREhZEED, "I —0OEEL R=20 "XN=2vT, 2923
DEFERLTVET,
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Membership

Group Permissions

Tenable DELEICEATHIAT—KXU K~

IVR (&, pytenable 54 75 1)— (Tenable IC& > THXK) ZEHALE I, IVRIE, F7FILKONY F-
HA4X 1000 2FALET, chlE, ChETORYFILES2EENDTHY), Tenable IC& > THESE
NTVET, F7FIINNRELEFERATHHEE. Tenablesc PR 7 X —DRITEIZ IVR —/N—ICHEE
BEENHBEVLSICTIVLEN HYET,

Qualys ® APl E4#

Qualys APl D E4

Qualys APl &, 7RV VT2 aVREICEIVT, BENTSENTES APIFUH LU ICHIRZE
ALET, #IRE. "kvy2ar, V2API(EY> 3>y OJ4 /AT T T K) ZBR< TXTO Qualys
APIOERICERAENE T, 72 M0 AP HIERER., H—ERALCL>TRHEENET, 50
HER. Qualys U R—RNCK2THT ROV TSIV ZEILHARERIARENDBEN HYET,

FHEICOVWTR., XUV IESRBLTLSEEV, hitps://www.qualys.com/docs/qualys-api-
limits.pdf,


https://www.qualys.com/docs/qualys-api-limits.pdf
https://www.qualys.com/docs/qualys-api-limits.pdf

@ Qualys. cio
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APIFUHELOHBEZRBEDICE. XoXEFALET,

Total nunber of APl calls = (nunber of devices / batch size ) + (nunber of unique vulnerabilities / 350)
T,

*batch size- E— D APIFOH LU THEBTEDTF NI ANDRABZLRTHEBHALE/NTA—2—
* nunber of devices- AF Y ENERY ND—UTHEAARELET/NAADEK

* nunber of unique vulnerabilities- AF ¥ ENERY ND—UTREETNEBEBOMREMEOEK
+350 - B — API FEUF i L T Qualys HIFAR—A API ICEIE TE 2 ESHHO R A

Qualys APl 1—H—E#

HE), O1—Y— O ZERAIZELZHEBOLET, 1Y — THIOUHRZRETSIC
&, THREBMERE, XY 1R—Kko T1—%—, 2728RLEY., "OT 121 CHh—VI%EE
&, "R&EL Z2OVYILET,

id Platform

Vulnerability Management v | [:jT

Help v | James Glass (hc3ag) v | Logout

Dashboard  Vulnerabilites Scans Reports Remediation  Assets KnowledgeBase

B LU Users Business Units Distribution Groups Activity Log Setup

" Adons (1) v | New ~ | | Search | | Fiters ~ 1-5015 v

O Name « Login Title Role Business Unit VvIP Phone Disk Space Status Last Login Modified
0 API Reader API Reader Unassigned L 212-555-1212 0 Pending Activation 03/30/2021
O . Qum  SrArchitect Manager Unassigned Bl 415-420-8519 3MB Active 06/21/2021 06/04/2021
@] . hafmanm Associate General Manager  Manager Unassigned B 267-239-1191 0 Active 04/06/2021 11/10/2020
O T architect IManager Unassigned ~ [l 5719267899 0 Active 03/04/2021 03/04/2021
Reader Account |}ccaum Reader Unassigned ~[Q 7053767572 0 Active 06/21/2021 111102020 «
| Info !

Reader Account [ Edt ‘

ID:

Name: Reader Account

Role: Reader

Business Unit: Unassigned

GUI Access No

APl Access Yes

Company: HCL

Title: Reader Account

E-mail Address: o

Fax:

Phone:

Address: 623 5th Ave

City: Mew York

L TR I Initar Qtatac nf Amariera T

Fr1—%— O—J)Ly 27T, 1—%— O—J)LIZ "5x&, 21BRL. "TAPINOT7 UV EAZHA, &
BIRLET,



Edit User
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LaunchHelp  [&

0 Information: Users must be employees or contractors of your company who are bound to confidentiality obligations as protective as those contained in the Qualys®

Service Agreement.

General Information

Locale
User Role >
Asset Groups

Permissions

Options

Account Activity

Security

User Status

Cancel

User Role

User Role: * Reader v
Allow access to: O cul API

Business Unit: * Unassigned v

New Business Unit
User configurations to transfer:

We recommend you allow the user to keep their configurations when they move to their new
business unit. Otherwise user data is removed permanently from your account and it can't be
recovered. Learn more

D Transfer personal configurations
Includes option profiles, report templates, scheduled tasks, distribution groups and search lists.

[] Transfer Asset Groups
If not selected, configurations may become inactive (e.g. report templates, schedules) and you'll
need to manually update them.

7y JUN—T1 27T, PORREZEMTEDT Y ~ JIL—T2BRTELT,
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Edit User Launch Help x

General Information
Asset Groups

Locale Use the selections below to designate which asset groups this user will have access to within this business unit.
User Role Add asset groups: | Search... v Add All | Remove Al
Asset Groups >
R

Permissions Al emove

My Windows Server VM Group View | Remove
Options

TestAssetGroup View | Remove
Account Activity
Security
User Status

cane

Ty b TIN=TZ21—H—CEYVHTRFECODVWTHLLE, V2IZSRLTEEL,

TR, 27T, "VWEZ1-I)IOBE, ZBIRLET,


https://qualysguard.qualys.eu/qwebhelp/fo_portal/user_accounts/manage_users.htm#asset_groups

EHEH 4 R |2- System requirements | 23

Edit User Launch Help [@ X

General Information L.
Extended Permissions

Locale Allow this user to perform the following actions:
Manage VM module
User Role D Purge host information/history

[C] Manage SCA module

Asset Groups
Options
Account Activity
Security

User Status

coct

d—%— O—LEEROEIIOVTE, UV I7ESRLTLIEE L,


https://qualysguard.qualys.com/qwebhelp/fo_portal/user_accounts/user_roles_comparison_vm.htm

B3R FTOMAYDNERK

CMEZ 1—)LIk, BigFix Insights for Vulnerability Remediation Y ) 21— 3> # LU TICF7O4 L THE
KITBDEODATY T EZHBALET,
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- RBEMEAR—b~ AT 1) -EEMT R CHBEBRETLAT 1)
ZEELET. BELET—XOETLATZ1—)LTE., cron BRAKNUYT
ERAFrEAENET, AT21—F—0FEIC VTR, VU %ZSBLT
<EzEL,
-REMERT R V—AZBK
VM 7'V N7 #—LZIEE
CERARNUDY -REMEBRTSY KT 4 —L0 URL
cTAIUN -BEEETSY N T A—LOI—H—F
s NATD—R-ETHEELEI—HY—FBO/NAT—R
Task: Deploy BigFix Insights for Vulnerability Remediation
&° Take Action | # Edit | Copy [% Export | Hide Locally Hide Globally | 3 Remove

Description Details Applicable Computers (1) Action History (2)

Deployment Options Configure Insights Datasou rce

¥ Intsize Schema

[ Start Senices

Configure VR ETL Configure Vulnerability Management Datasource

[ impont Vilrerstiity Dets Inio Insights

enableSC
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TOF—OFMERETDICE. "HMERE, 2 TOUYY, LET, COFTTIY

BHBETREBY)EEA,

Advanced Settings

Proxy Settings forinsights Datasource Proxy SettingsforVim

(g
S
LTOEREZHICEELTSEEL,
- Microsoft Visual Studio C++ 2012 BEMm AIRE/\ Y o —:https:/
www.microsoft.com/en-in/download/details.aspx?id=30679

> Microsoft ODBC Driver 17 for SQL Server: https://www.microsoft.com/en-
us/download/details.aspx?id=56567
= https://www.microsoft.com/en-us/download/details.aspx?id=56567

Fixlet RBIRZHEOTF 7O/ ZBBNICHEAETT,

_
1 B4
BigFix Insights for Vulnerability Remediation H—E Ak 1 8ZBA 32X ICF7O/4L
BT EEL,
1 B4

WVRY—ERZELL12ZBART—& 7O—ZHALBZVTIEZL,

5 8=TY e FINAAZERL, "OK, 20V)YILET,


https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-us/download/details.aspx?id=56567
https://www.microsoft.com/en-us/download/details.aspx?id=56567
https://www.microsoft.com/en-us/download/details.aspx?id=56567
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FTOAMXR R RETITHDETCHELTLSEEV, RRICIE100% ETERRENET,

* Staliis

100.00% Completed (1 of 1 applicable computers)

Status Lount Fercentage

Completed 1 100.00%

6. THBAL NRILT TH—ERAOBH, 72 a2 FBIRENTVWSIES, BigFix Insights for
Vulnerability Remediation H —E AW TH—ER, ICRFREh, REEF "RTH £BYVET,
BIRL TV LVBA ., BigFix Insights for Vulnerability Remediation %+ —E A% FE) THHA T
BPRENFHYET, chid, FTOMX M ETEXRTHDIEERLET, F7OC/XUN
&, OY- 774 )installlog TFIY I TEET,

D IVR ZAVDEMICOWVWTIR, XDU U ESBLTLIEEL,

Qualys EITOF7O4 X N EBRK

ZMEZ 1—)LTIF. BigFix Insights for Vulnerability Remediation YJ 1 —> 3> & 7704 & K THEK
TEEHODATYTEZRLET,

BigFix Insights for Vulnerability Remediation H—EAZ A4 AN =)L TERTBICE. UTORATY T
ZEITLET,
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=

N\

EE

BHOV)—A- ELRZFEAITDICE. dWN—232ETVAARN—ILIIHBENBYEK

~

J

IVRZBATBHC, Qualys PATZRTAPI T I EANFAENTVWS L ZHRELET,
FLU<E., "QualysAPIOKRZ TN 1—F 12T, ZBRLTLEZ L,

~

1.7V Y4 Z2BMIILET,

BigFix 7/ AOBME,, XY 1R—RICBBLES., "AVTSATURZA7H40

JLy NZILT, TBigFix Insights for Vulnerability Remediation Z 5% 9%, FixletZ "o v

71 LT, BEBOAVT OV ZPRELERT,

&) BigFix Console - ]
File Edit View Go Tools Help
4 Back v W Forward ~ | &) Show Hidden Content #5) Show Non-Relevant Content | &¥ Refresh Console
BigFix Management License Overview
1| Deplayment Overview . X
1| Deployment Health Checks BigFix License Overview Last Update: 2022-08-27 11:37:50 AM | (D) | €
| License Overview
5] Warnings (36) o I o ~ I .
BES Deployment Upgrade (121) € LIANCE BM SOFTWARE NVENTOR LIFECYCLE PCI DSS SECURITY AND COMPLIANCE PATCH
[} BES Component Management (53)
(5 Meintenance Window Management T — 0
EE] Manage Wake-on-LAN (6) -
[ Baselines (3) Patches for Windows 19
[y Analyses (22)
@ Actions 21) Patching Support 21
5 Custom Content
[} Custom Filters Power Management 20
5 Computer Management
[, Unmanaged Assets (30) Remote Control 21
{3 Operators (15)
[ Manage Sites (111) Server Automation 65
Software Distribution 21
Updates for Mac Applications 0
Updates for Windows Applications 19
Updates for Windows. lications E: ded 19
Virtual Endpoint Manager 21
""""" Vulnerability Reporting 0
() Ancontent
Windows Point of Sale ]
@ BigFix Management
ENABLE BigFix Insights for Vulnerability Remediation
W Endpoint Protection
ENABLE Client Manager for Application Virtualization
oha Patch Management
ENABLE Client Manager for TPMfOSD
42} Security Configuration
ENABLE MaaS360 Mobile Device Management
*U* Server Automation
) ENABLE 0S Deployment
@B systems Lifecydle
ENABLE Patches for CentOS 5 Native Tools (Deprecated)
/2 BigFix Labs
ENABLE Patches for CentOS 6 Plugin R2
€ custom Patch
ENABLE Patches for CentOS 7 Plugin R2
@ AVP Domain
ENABLE Patches for Cent0S 8
»
\J N
;i :
r= ~ w3 R = > :
FAEAOBME IV AR—RIEODVWTHLE, UDIESRBLTSEZL,

-



https://success.qualys.com/discussions/s/article/000005870
https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html
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2.0 1—B3—BH A NIYTRIZAT LET, IXTOOAVELI—R—ICHYTRITA4TF

DLLEBBOLET,

TSRLTLSLEEL,

file Edit View Go Tools Help Debug

@ Back v ™ Forward v \ ) Show Hidden Content ¥ Show Non-Relevant Content | & Refresh Console

Al Content

External Site: BigFix Insights for Vulnerability Remediation

MaYE1—2—0H7RAOVT>ar, F7T0FMICOVTR, U

& Fixlets and Tasks (70,419)

5 WebUI Apps (12)

@ Baselines (89)

@ Analyses (4,101)

@ Actions (1,015)

3 Dashboards

&8 Wizards

£ Custom Content

3 Custom Filters.

& Computers (6)

@ Computer Groups (0)

A Unmanaged Assets (0)

@ Operators (1)

Sites (58)

5 Master Action Site

External Sites (54)

Advanced Patching

BES Asset Discovery

BES Inventory and License

BES Support

BigFix Insights for Vulnerability Remediatior
B Fidets and Tasks (12)

@ Baselines (0)

& Analyses (0)

(@ Computer Groups (0)

& Actions (0)

E@ Subscribed Computers (6)

& Dashboards

BigFix Insights for Vulnerability Remediatior
BigFix Insights for Vulnerability Remediatior
BigFix Inventory v10

BigFix Labs

BigFix ServiceNow Data Flow

€IS Checklist for Apache 2.2 on Linux v
< >

(2) Al Content

@ BigFix Management

>

g

B

e

oLe Patch Management

84z

{5 Save Changes Discard Changes | Gather Add Files.. 9§ Remove
Details Computer Subscriptions  Operator Permissions Role Permissions
The following computers will be subscribed to this site:

@ All computers
O No computers

O Computers which match the condition below

Computer Name | | contains =

3.0 ETIOTATICLET,

(D BigFix Console

File Edit View Go Tools Help Debug

@ Back v W Forward v \ ) Show Hidden Content ¥ Show Non-Relevant Content | & Refresh Console

Al Content

@ Fixlets and Tasks (69,881)
5 WebUI Apps (12)

@ Baselines (89)
> @ Analyses (4099)

@ Actions (881)

9 Dashboards
> @ Wizards

@ Custom Content

@ Custom Filters

@ Computers (6)

@ Computer Groups (0)

A Unmanaged Assets (0)

3 Operators (1)
v [ Sites (59)
Master Action Site
v E Extemal Sites (54)
Advanced Patching
BES Asset Discovery
BES Inventory and License
BES Support
BigFix Insights for Vulnerability

Z

PP

BigFix Insights for Vulnerability Remediation
> B Fixlets and Tasks (6)

Analyses (1)
ups (0)

& Actions (0)

[ Subscribed Computers (3)

> (@ Dashboards

BigFix Inventory v10

BigFix Labs

BigFix ServiceNow Data Flow

CIS Checkiist for Apache 22 on Linux

CIS Checkist for Apache Server 2_4 on Linux

k
0 All Content

& sigFix Management

DEDD D

oLe Patch Management

DHMORRE. "2ETTIOT A TUEH (CBDIBEN

Analyses

A || status Name Site Applicable Computer Count

Not Activated IVR Service Properties BigFix Insights for Vulnerability Reme.. 0

Analysis: IVR Service Properties

@ Activate [ Deactivate | / Edit éﬁxpon\ Hide Locally Hide G\unany\ % Remove

Description Details  Applicable Computers (0)

Activated By Time Activated

» 8

v Details

D 110
Site BigFix Insights for Vuinerabilty Remediation QA

BigFix Insights for Vulnerability Remediation BETA Status  Deactivated at 5/13/2022 5:46:35 PM by Administrator

 Properties

Service Status
Period Every Report

state of service "BFIVR"

DataFlows Configuration
Period Every Report

else "The specified service does not exist"

~ Relevance

Relevance 1

8a <

if exists service "BFIVR" then (substrings (0, length of it / 2) of it ; substrings (length of
(it mod 2) of length of it) of it) of lines of file ((folder of service "BFIVR" as string) & "

HYFET,

ataFlowsConfig.xml")

it / 2, length of it / 2 +



https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/Dialogs/computer_subscriptions_tab.html
https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/Dialogs/computer_subscriptions_tab.html
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O BigFix Console

File Edit View Go Tools Help Debug

& Back v # Forward ~ | 8 Show Hidden Content | £ Show Non-Relevant Content | & Refresh Console
All Content Analyses
% Fixlets and Tasks (69,881) A | Status Name Site

WebUI Apps (12)
Baselines (89)
Analyses (4,099)
Actions (881)
Dashboards

Wizards

Custom Content
Custom Filters
Computers (6)
Computer Groups (0)
Unmanaged Assets (0)
Operators (1) a
Sites (59)

31 Master Action Site

Analysis: IVR Service Properties

IGEGEDDDD YSE @

Activate Q3 Deactivate | /' Edit

<

IVR Service Properties

BigFix Insights for Vulnerability Reme...

b Export | Hide Locally Hide Globally | 3¢ Remove

> Description Details Results  Applicable Computers (0)

<

T External Sites (54)

Applicable Computer Count

0

Activated By
Administrator

oo A8

Time Activated
5/13/2022 9:42:03 ..

o0

&1 Advanced Patching

BES Asset Discovery

BES Inventory and License
D 110

51 BES Support

5 BigFix Insights for Vulnerability site

v Details

BigFix Insights for Vulnerabilty Remediation QA

&) BigFix Insights for Vulnerability Remediation BETA Status  Activated at 5/13/2022 9:42:03 AM by Administrator

& BigFix Insights for Vulnerability Remediation
B Fixlets and Tasks (6)

@ Baselines (0)
& Analyses (1)
@ Computer Groups (0)
Actions (0)
@ Subscribed Computers (3)
(& Dashboards
5 BigFix Inventory vi0
BigFix Labs
BigFix ServiceNow Data Flow
CIS Checklist for Apache 2.2 on Linux
CIS Checklist for Apache Server 2.4 on Linux

~ Properties

service Status
Period Every Report

»
state of service "BFIVR"

DataFlows Configuration
Period Every Report

»
if exists service "BFIVR" then (substrings (0, length of it / 2) of it ;

......... (it mod 2) of length of it) of it) of lines of file ((folder of service "BFIVR" as string) & "
specified service does not exist"

else "

(2) A content

substrings (length of it / 2, length of it / 2 +

DataFlowsConfig.xml")

&/ sigFix Management
¥ Relevance

Patch Management
- < Relevance 1

8a <

*E:

FAE1I—32—0HTRAOUT>3a>2, 2TOFEMICODVWTERE, V>

L,

VEZRLUTLE

4.Y)1—=23auZ=Y N H—=—N—-ICF

704 L%,

a. "BigFix Insights for Vulnerability Remediation ZA\Z+ 4 K ® Tlinsights for Vulnerability

Remediation #7704 4 Fixlet&® T2y o, LET,

b. HANKIILOZERIIKEZEREADL.,

1LET,

DTZEELTLSEEL,

s F7OA4 X OFTS I

s AVARN=)L- NA
= Insights F— 2R — A &K

J—

r7o<3a>nET, CIVRY—ERAEZF70O

s F—BR—ANDKRARNSR -Insights F—EX—ANDKRARNZ, DNSH, IPT

kLR
CF—AR—R-F—

BNR—REZ

= 7AD 2 K~ -BigFix Insights ¥ — XX —ZAN 11— —%&
s NAD—R-ETEELEI-HY—FBO/NAD—R

- IVRETL Z##5


https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/Dialogs/computer_subscriptions_tab.html
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- EEHEOAR—~ AT 21— -EETF—RXOETLATZ1—)T
&, cron BAARND DV ITEANFERAENET, AT 1—F—0FMICOV
T, V0sRLTLSEZL,
-REMERET R V—RAEBA:
VM 7' ZY N7 A —LZEE
ERANIYY -REUEETSY N7+ — L0 URL
s THIUN-EEHEERTTY N7 —LD1—H—F
s NAD—R-ETHEELEI—HY—FBO/NAT—R
Task Deploy BigFix Insights for Vulnerability Remediation
&° Take Action | / Edit | Copy [® Export | Hide Locally Hide Globally | 3 Remove

Description Details Applicable Computers (1) Action History (2)

Deployment Options Configu e Insights Datasou ree

¥ Inta lzs Schems

[ Start Sanices

Configure VR ETL Configure Vuinerability Management Datasource

[ impont Vidrersbiity Data nto irsights
I QualysAET
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TOF—OFMERETDICE. "HMERE, 2 TOUYY, LET, COFTTIY

BHBETREBY)EEA,

Advanced Settings

Proxy Settings forinsights Datasource Proxy SettingsforVim

(g
B =
LTOEREZHICEELTSEEL,
- Microsoft Visual Studio C++ 2012 BEMm AIRE/\ Y o —:https:/
www.microsoft.com/en-in/download/details.aspx?id=30679

> Microsoft ODBC Driver 17 for SQL Server: https://www.microsoft.com/en-
us/download/details.aspx?id=56567
= https://www.microsoft.com/en-us/download/details.aspx?id=56567

Fixlet RBIRZHEOTF 7O/ ZBBNICHEAETT,

B
BigFix Insights for Vulnerability Remediation H—E Ak 1 8ZBA 32X ICF7O/4L
BOTEEL,

B
WVRHY—EARZEILT12ZBAZT—X 7JO0—%2FEALBEVWTIEEL,


https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-in/download/details.aspx?id=30679
https://www.microsoft.com/en-us/download/details.aspx?id=56567
https://www.microsoft.com/en-us/download/details.aspx?id=56567
https://www.microsoft.com/en-us/download/details.aspx?id=56567
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5 82=7Y K~ FNAAZERL.
FELTEZWV,

&
tame: [0
"

TOK, & "OUY Y, LET, FTTOMXRFRETITRET

cnages Offr st Action Applcabiy Succes Crtea ActionSerpt

Lot ReponTin_Locked

RRICE 100% BT ERTENET,

* Stalus

100.00% Completed (1 of 1 applicable computers)

Status Count Percentage

Completed 1 100.00%

6. T#EAL NZRILT TH—ERAORBL 77> 3> FBIRENTVSEE, BigFix Insights for
Vulnerability Remediation # —E AN T —ER, ICRREh, REGF "RTH, £BYVET,
EIRL TV VIBA K, BigFix Insights for Vulnerability Remediation Y —E A Z FE) THK T
BPRENHYVET, chld, FTOAMNXVRIRETERTHDEEZRLET, F7OMXUB
&, A7 774 )linstalllog TFIY U TEEXRT,

LD IVR RAVOFMIZOVWTIE, ROV I ZSBLTSEEL,



o -~y (-]
BAEZE IVRTF7)r—>3a>o0tvyNTvY7T
COED21—=)ILEFEHL, WebUIIVRFTZVT—23a> %A AN=ILTEYNTYTLET,

WebUIIVR 77U —> 3> R ICBEEE BB ICIE., ROTRTOT I IVHFETEATVWSRBZ E
ERIBELET,

1. WebUl 277’0414 L %7,

BigFixWebUl D EXZSRBL TS EEV, COERICIE. BigFix WebUl ® 1 > A—)L, RF.
FERAOEENBRENTVET,

2. Insights 277’014 L& T,

BigFix Insights D ERZSRBL TS EEV, ZOERICIE. BigFix Insights DY N7 v 7 HEN
EREEThTVWET,

3.IVRHY—ERZF7O/4LTHERLET,

T TS ELMBEEER S O BigFix Insights for Vulnerability Remediation Y 1—> 3> %77
O/ BRTEBRTDICE. VROERZESBLTSESL,

4 ETLZE{TLET,

a. Insights ETL ® 24T - Insights ETL ®ETAEIC DWW TIF, Insights ETL DERZSRL T
<EEL,
b.IVRF—%&- 7O—MRIT-IVRETL DERTHFEICDVWTE, VRTF—%- JO—DERZ
SRLTLSEE,
5 WebUIIWVRT7 UV EAZBRLET,

WebUI IVR DR ICIE, XD 2 DDFENHYET,
cTTARV— F—& Y—RELT

BigFix Insights ®#1#it Y N7 Y IHA"ERITE hXE, WebUl FES —> 3> - N—0 RE
TAA> &#92UY oL, Tnsightsy Z&RL TF—XR—AICEHEL, "WVRF—RILT
DR, BTE#IVYILET,


https://help.hcl-software.com/bigfix/10.0/webui/index.html
https://help.hcl-software.com/bigfix/10.0/insights/index.html
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(DBiGFIx  Devices  Appsv  Deployments  Reports

Keep track of which data sources have access to IVR data

To give other data sources access to IVR data, you must
1. 0n the IVR access column, toggle to Grant access to the selected data source

2. An access code Is automatically generated and available untl ts expiry date. Mouse-over 10 view and copy the unique access code

3. Deliver the access code and the access URL 10 the data source's operator, and instruct them to select ‘Access IVR Data’ from the Webu! settings menu (gear icon

at the top right corner of WebUI), then input the supplied access URL and code.

Access URL: https://10.190.70.33:52318 &

Data Source IVR Access Code used Access code expiry Used by Hostname/IP
® oot B in7 days
@) Deny

BRUET—R Y—AANOTI7EAD "R, SOV EXERT,

Pt
& ZBOUYOFTRE, VRAIBBWICERENET, TTTDE. VRILY

Grant @
g hute-configuration succeeded L: QE é h i 3‘ o

cwHAVH)— F—&R JY—RELT

tHA)— F=8 V—RELTT IV ERAZBRTBICE. "WRTIER, BT T

RODATY T %#EZTLET,
- "VR72tAR1 5T, BRUETF—RY—AANDOTIEAD "0, ICYYEX

£Y,
- TOtA O—REBBNICERE N, BMBERIINZETEAFTEICEYE

Fo XVA A—YLEE<E. BEDT VLA I— RERFHLPIL—TE

oo o= o oo

Data Source Linked ftems Settings IVR Access

Keep track of which data sources have access to IVR data

To give other data sources access to IVR data, you must

1.0 the IVR access column, toggle to Grant access to the selected data source
matic i

tomatically generated and avai view and copy the unique access co

useoverto de
truct them to select Access IVR Datal ffom the WebUI settings menu (gear icon

URLand code.

Access URL https://10.190.70.33:5231

Used by Hostname/1P

Data Source IVR Access Code used Access code expiry

Grnt

@ ey

TR O—REFIVEAURLEZF—Z: Y—ADARL—F—IEE
L. WebUI FZEX 21— (WebUl DE LRBEET7AI)HS TIVRF—RIZT Y

ax
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A1 ZEBRL, RETWETIEAUVRLBIVPID—READTEIRSICHERLE

Access IVR Data

To view vulnerability data, enter the IVR access code (case-sensitive) recieved from your Insights Administrator.
Access URL*

hitps:/10.134.146.110:52318

IVR Access Code*

3552116482cd

@ Accesh granted. IVR will be available from the Apps menu upon page refresh. Go to VR How |

T ORANRBAEhDE, WRTF7VT—232h TWebUl 77U —23> 5 R
Ay 748D XZT1—ICRRENET,

o BIGFIX Devices Apps - Deployments Reports
Overview -

Custom

Insights

abc

MCM

Patch

Patch Policies
Profile

Query

Software

6. VR77Uor—>3a>- 1—%—X- H4 R


https://help.hcl-software.com/bigfix/10.0/webui/WebUI/Users_Guide/c_get_started_with_IVR.html

BS5E IVRETLOARTZ1—)

M, B, FEHiAA (ETL) 7OEATR., F—& V—ANSTF—RZHEL T, VROF—EZXR—
ACRTFELET, ETL7OCARKEE )Y —AZKRIBICHETDEH, DAIINAALERT 21—
ITETLULTEEZH/IRICHAZHEN HYET, IVRTE, ETLOEH. BB, BAOARTD1—

ILZERETEET,
IWVRTETLZATZ1—I)TBICE, ROARATYTEZ#EZITLET,

1. BFO VRETLORT 21—V JR1, F7O/4M X MNRICITDIET. VRY—EROT7O
ABEEETLOBRABEICODVWTR, VU ESRBLTLKEE,

@ BigFix Console -
fie Edit View Go Tools Hep Debug
FBack v - | Show Hidden Content 3 Show Non-Relevant Content | &£ Refresh Console
Al Content Fixets and Tasks [Search Fixiets and Tasis
% Fiets and Tasks (70.590) Ao Source Sev.. Site Applicable Compute.. Unlocked C.. OpenActio.. Category  Download... Souce  SourcelD  Source Rele.
3 weol ops (12 150 Deploy Bighix nsights for Vunerabilty Remediation sighi nsightsfor V.. 2/3 23 2 Deployment HeL Bigfix.- 121172021
R Analyses (410) 155 P 2 BigFix Insights for V. 1/3 173 0 Deployment HCL BigFix 2712021
 Actons (1,044 153 Manage Bigfix Insightsfor Vuinerabilty Remediation Datasources BigFix Insights for V. 1/3 173 0 Deployment HCL BigFix 12172021
& Dasnboards 154 Manage BigFix nsights for BigFix nsights for V. 1/3 173 0 Deployment HCL BigFix 272020
& Wizards 152 Manage BigFix nsig BigFix Insights for V. 1/3 173 0 Deployment HCL BigFix 27172021
8 Cutom Coters 151 Uninstll BigFixInsights for Vuinerabiity Remediation BigFix Insights for V. 1/3 173 2 Deployment HCL BigFix 2712021
& Custom itters
B Computers (6)
@ Computer Groups (0)
% Unmanaged Assets (0
B Operators (1)
v [ sites 57
Master Acton Site
© B Extemal Sites (53)
“acvanced Patching Task:Deploy BigFix Insights for Vulnerability Remediation
BES Asset Discovery N a Joball
SeS s o e & Take Action | / Eait | Copy By Export | Hide Locally Hide Globally | %
BES Support Description Details_ Applicable Computers 2) Action History 9)
v [ TG TRGNE Tor VaTRerabifty Remediation
% Frlets and Tasks (6)
p— Configure IVR ETL Configure Vulnerability Management Datasource
nalyses (
@ Computer Groups (0)
@ Actions (0)
% Subscribed Computers (3) impon Vunsrabiey Data o nsights
v & Dashboards fenablesc _____________________[
Create Baseline from Fiet List
BigFix Insights for Vulnerability Remediation BETA
BigFix Inventory v10
BigFix Labs
BigFix ServiceNow Data Flow
CIS Checkist for Apache 22 on Linux
IS Checkis for Apache Server 2.4 on Linux
CIS Checkist for CentOS Linux 6
€IS Checkist for CentOS Linux 7
IS Checkis for CentOS Linux 8
IS Checkis for DB on Linux
CIS Checkis for Oracle Linux 6
IS Checkis for Oracle Linux 7
IS Checklis for RHEL S
CIS Checkis for RHEL 6
IS Checklis for RHEL 7
CIS Checkis for RHEL 8
DISA STIG Checkist for Oracle Database 12¢ on Windows
DISA STIG Checkiit for RHEL 3
DISA STIG Checlit for RHEL 5 - RGO3
DISA STIG Chaict for RHE) 7, o
1) ancontent
@ BigFix Management
Patch Managem i
A, paten 3 Advanced Settings *
88|«

2. IVRHY—EADQMBBRA T LS, BigFix Insights for Vulnerability Remediation ETL D&
#, Fixlet Z26EA LU TIVRETL 28K TE X7,
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CHOBRAVERITIBICE, VRY—ERZFLEIZIBEN VLT, Y—ERZEFL

IR,

H—EADELED "702 32 0RIT1 ZHALET,

© Bigkin Console

fle Edt View Go Tools Help Debug

& Back ~ # Forward ~
Al Content Fxtets and Tasks
Ao Name
150 Deploy BigFixInsights for Vulnerabilty Remediation
155
153 Manage BigFix Insightsfor Vulnerabilty Remediation Datasources
154
152

B xteral Sites 53)
‘Advanced Patching
5 BES Asset Discovery
5 BES Inventory and License
5 BES Support

ets and Tasks (6)

@ Analyses (1)
@ Computer Groups (0

bty Remediation

Create Baseline from Fixlt List

BigFix Insights or Vulnerabilty Remediation BETA

BigFix Inventory v10
Bigfix Labs.

BigFix ServiceNow Data Flow

5 CIS Checkist for Apache 22 on Linux

5 CIS Checkist for Apache Server 2.4 on Linux
S CIS Checkistfor CentOS Linux 6

) CIS Checklist for CentOS Linux 7

S CIS Checkistfor RHEL 8

) DISA STIG Checkit for Oracle Database 12c on Windows

S DISASTIG Checiofor LS
DISASTIG Chekitfor RHEL 5 - RG03

(O At comtent

@ sigFix Management

&, Patch Management

Source Sev.

site
Bighix Insights or V.

Reports

£1

BigFix Insights or .

& Take Action =/

Copy [ Export
Click here To start the IVR Service.

ym

Hide Locally Hide Giobaly | X femo

Applicable Compute.

Unlocked C

13
173
13
173
173

Open Actio.

Category

Deployment
Deployment
Deployment
Deployment
Deployment
Deployment

Download

Source
HCL BigFix
HCL Bigfix
HCL BigFix
HCL BigFix
HCL BigFix .
HCL BigFix

Search Filets and Tasks

Source ID

FBigFix Insights for Vulnerability Remediation Service ® B ; Fixlet &, IVR

Source Rele.
127172021
127172021
127172021
12/172021
127172021
127172021

Click here To stop the IVR Service.

Click here To restat the VR Service.
ciia validate the IVR Service

Running

Actions

® Cick 15 To sta the VR Senvce

® Ciek e To stop the VR Senvce

 Cick 15 Torestart the IVR Senice.

® Clek e To vadat the IVR Senice confguration.

F—

- JO-NFEBICETLECEZBEBTSRICE.

execute LogLevel s. | NFO Dat aFl ow Executi on Conpl et ed

2022-06-10 13
2022-96-10 13

140:32.188547
140:33.266659

22552
22552

perform_aggregations
perform_aggregations

logs 7 # )LX—ICBEL. ThETHhO
dataflow_*log 77 A I EZREE T, 77AINICROAY =N BDHESHERIELET,

2022-06-10 13
2022-06-10 13

1410:33.266659
140:33.297909

22552

execute LoglLevel
execute_ivrmetrics_sql_command

.671877|

LoglLevels.INFO Executing Stored Procedure: ivr.PerformAggregates_VulnerabilityDiscrepan
LoglLevels.INFO Aggregations Performed In: @:00:04.421870
NFO DataFlow Execution Completed In: ©:00:57
LogLevels.INFO IVR_Metrics table inserted with execution details




% 6 Z. VR Fixlet EX R

BigFix Insights for Vulnerability Remediation TEAAIEE/ Fixlet EX AV IZDVWTOFMZE SRS EE
W,

Insights for Vulnerability Remediation ® 7 7' 4

BigFix Insights for Vulnerability Remediation L R—k®OAX D> O— R

BigFix Insights for Vulnerability Remediation ¥—% - VY —ANE®E

BigFix Insights for Vulnerability Remediation ETL O &

BigFix Insights for Vulnerability Remediation % —E A D &

BigFix Insights for Vulnerability Remediation 7> 4 > A K—JL

BigFix Insights for Vulnerability Remediation ® 7 v 7’5 L — R

BigFix Insights for Vulnerability Remediation @7 K74 KU A K- LAR—ROA T O— K URL
Insights for Vulnerability Remediation ® 77" 0 4

Tenable.io

Tenable.sc

Qualys

BigFix Insights for Vulnerability Remediation L /R—hOAX D> O0— KR
CORAVEMERAL T, PowerBl £zl Tableau 7’2 Y R 7 #—LADOLAR—KEF7O/4LET,

BigFix Insights for Vulnerability Remediation Tlk, XD 3 2OEXEBLI—A T—AIIRL TR IzHDOE
DRAAVTIVDIVA LR—MNZFHATEET,

- fESSME (BEF AT8EZ Fixlet V) - EEICEATE S, —B 9 B BigFix Fixlet ZFDEFHHED U R
Ro LAR—RNICIE, BBHICEETDHRHO Fixlet &, BHBHEICEERFSNhiZCVEIV N
D—HFI)ARNENET,

- ffE351% (EF AT AEZ Fixlet 75 L) - (6B ICEAATBE Fixlet AZ VARSEMHED U A K

HEF/UEOR—H-AF v DATLANBEZREL 25, BigFix CRERAREZEENrRDO2H
TLAEVIEEEDU AN,
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LR— NER Fixlet RBNA D> O—RZFEALET, LR—MEXDO—RITBICE. BED URL
A" DownloadWhitelist.txt ICEBMENTWBD & R LET,

* Tenable.io
o http://software.bigfix.com/download/ivr/1.4/Dashboards_PowerBl_Tenableio.tmp
o http://software.bigfix.com/download/ivr/1.4/Dashboards_Tableau_Tenableio.tmp
- Tenable.sc
o http://software.bigfix.com/download/ivr/1.4/Dashboards_PowerBl_Tenable.tmp
o http://software.bigfix.com/download/ivr/1.4/Dashboards_Tableau_Tenable.tmp
* Qualys
o http://software.bigfix.com/download/ivr/1.4/Dashboards_PowerBI_Qualys.tmp
o http://software.bigfix.com/download/ivr/1.4/Dashboards_Tableau_Qualys.tmp

BigFix T —/N—LDO 7 7 AL DFFRE. ROKSICBYNET,
C.\Program Fil es (x86)\Bi gFix Enterprise\BES Server\Mrror Server\Config

774U EELBEWVERRE, ABUBRIOT77ALEHRICERLET. 770K, ATOLS %
774X EERET,

http://127.0.0.1:52311/.*
http://software\.bigfix\.com/.*

BNAIO-ROKRITANIARNOFRICIOVTRE, ATOUI7ZSRBLTLSEZ L,

B =
CORRIEFATHIE, CORBLFTOMEAENRF—% 70— $—EADA YR
B AN 1 DR FRETT,


http://software.bigfix.com/download/ivr/1.4/Dashboards_PowerBI_Tenableio.tmp
http://software.bigfix.com/download/ivr/1.4/Dashboards_Tableau_Tenableio.tmp
http://software.bigfix.com/download/ivr/1.4/Dashboards_PowerBI_Tenable.tmp
http://software.bigfix.com/download/ivr/1.4/Dashboards_Tableau_Tenable.tmp
http://software.bigfix.com/download/ivr/1.4/Dashboards_PowerBI_Qualys.tmp
http://software.bigfix.com/download/ivr/1.4/Dashboards_Tableau_Qualys.tmp
https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Config/c_dynamic_download_white_lists.html
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. Taskc Download BigFix Insights for Vuinerability Remediation Reports
&° Take Action | / Edit | Copy [ Export | Hide Locally Hide Glabally | 3 Remave

Description Details  Applicable Computers (1) Action History (1)

Description

0 Download BigFix Insights for Vulnerability Remediation Reports

BigFix Insights for Vulnerability Remediation provides business intelligence reports to address three main use cases:

& Vulnerabilities With Available Fixlets - A list of that BigFix Fixlets “The report will list the most recent Fixlet related to each wuinerability, and the CVE entries that are associated to the vulnerability.
-Alist of that do not have an available Fixiet for remediation.
- Alist of where the scanning system identifies the issue, but BigFix does not see an applicable remediation

Use this task to deploy the reports for the Bl platform of interest

For reference, please see fifps /help hcltechsw combigfi10 O/integrations/Ecosyste

Select Reporting Platform

C:\Program Files (x86)\BigFix Enterprise\BFIVR\reports

[PowerBi

® Click hete To deploy the Bi Repors for VR

- J

BigFix Insights for Vulnerability Remediation 7— % - YV —ANERE

CORAVEZFEALT, BEEhET—R Y—RZEHMLLEY, VRY—EABKZRIAL LY TE

T, CORAVICKE, EF—ZF- V—AOTOF S —REBRZEETDEOOATIAVERAES
hTWLWET,

CORAVEFERATDICEK., COREBICTFIOMENEIVRT—Z 70— H—EADA A
BROAN 1 DEGHBETT,
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Task: Manage BigFix Insights for ility iation Dx ces
-
/ &” Take Action = |/ Edit | Copy (% Export | Hide Locally Hide Globally | 3 Remove
Click here To update the specified datasource y@

Click here To validate the IVR Service configuration.

Description

@ Manage BigFix Insights for Vulnerability Remediation Datasources

Use this Task to configure/re-configure the BigFix Insights for Vulnerability Remediation Datasources

Select Datasource

|<Create New Datasource>

Datasource Settings Proxy Settings

[BigfixINSIGHT &2

o J

BigFix Insights for Vulnerability Remediation ETL O &

CDARAY%EMERAL T, BigFix Insights for Vulnerability Remediation ETL Z#R/BERXAL T, <D
Fixlet ZE AL T IVRY—ERAZBEHITD_EETEET,

B =
CORAVERATACE, CORELFTOMENE VRF—%- 70— $—EZXDAR
B AK 1 L GBETT,
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Task Manage BigFix Insights for Vulnerability Remediation ETLs
\J
4 @7 Take Action | / Edit | Copy [% Export | Hide Locally Hide Globally | 3¢ Remove

Description Details Applicable Computers (1) Action History (1)

Description

@ Manage BigFix Insights for Vulnerability Remediation ETLs

Use this Task to configure/re-configure the BigFix Insights for Vulnerability Remediation ETLs

[ Import Vulnerability Data Into Insights

[ Restart IVR Senice to apply changes

Actions

® Click here To re-configure the VR ETLs.

- J

BigFix Insights for Vulnerability Remediation 1t —E AN EE

CDRATIZ&KY), BigFix Insights for Vulnerability Remediation ¥ —E AN BB EEICAY) £T, <
DRAVZFERALT, VRY—EADERZMHK. FL. BEE, RIITEXT,

- ™
B =
F—&. Y—RELR ETLFixlet EBEIC 7701 %% DY —ERCEHT BRI Y —E AEBL

LTHS, Y —ERAZBEBLIRHNEEZEAITDCLEZHEBHLET,
- J

o N
B =
CORAVERATACE, CORELFTOMENE VRF—%- 70— $—EZXDAR
B AK 1 L GBETT,
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5 Task: Manage BigFix Insights for Vulnerability Remediation Service
\J
, f'Take Action = |  Edit | Copy [2 Export | Hide Locally Hide Globally | 3 Remove
Description Details Applicable Computers (1) Action History (5)
Description
Q Manage BigFix Insights for Vulnerability Remediation Service
This task will facilitate the management of the BigFix Insights for Vulnerability Remediation Service
Stopped
Actions
® Click here To start the IVR Senvice.
® Click here To stop the IVR Senice
® Click here To restart the IVR Senice.
® Click here To validate the IVR Senice configuration
& J

BigFix Insights for Vulnerability Remediation D7 > 1 > A ~K—)L

— O Fixlet I&, BigFix Insights for Vulnerability Remediation % —EAZ 7> A4 AKR=IL L& T,
Task: Uninstall BigFix Insights for Vulnerability Remediation
& Take Action | » Edit | Copy [ Export | Hide Locally Hide Globally | 3 Remove

Description Details Applicable Computers (1) Action History (23)

Description

0 Uninstall BigFix Insights for Vulnerability Remediation Services

This Fixlet will uninstall the BigFix Insights for Vulnerability Remediation service

Actions

® Click here To uninstall BigFix Insights for Vulnerability Remediation

CO7OtARICKY, VRY—EANBIBRENET,

S
IVR 7 A NEA—HFBAVTWVWARTREIXNTEHALUTLKEZV, ChickY), P4V ARN=I- 7
OEARICT FI)IA—HEIBRE B WET,
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IVRHY—ERAZHIBRLES, XOUVIT)—%ETL T, SQLServer ® IVR AF¥—X (FETZEHESE) £Hl
BRUE T,

DECLARE @bql VARCHAR(MAX), @chema var char (20)

SET @chema = 'ivr' --put your schena nane between these quotes
SELECT @ql = COALESCE(@ql,'') + 'DROP TABLE %SCHEMA% ' + QUOTENAME( TABLE NAME) + ';°
+ CHAR(13)

FROM | NFORVATI ON_SCHENMA. TABLES WHERE TABLE_SCHEMA = @chema AND TABLE_TYPE = ' BASE

TABLE'
ORDER BY TABLE_NAME SELECT @ql = COALESCE(@ql,'') + ' DROP PROCEDURE %SCHEMAY% ' -+
QUOTENAVE( ROUTI NE_NANME) + ';' + CHAR(13)

FROM | NFORMATI ON_SCHEMA. ROUTI NES WHERE ROUTI NE_SCHEVA = @cherma AND ROUTI NE_TYPE =

" PROCEDURE'
ORDER BY ROUTI NE_NAME SELECT @ql = COALESCE(@5ql,'') + ' DROP FUNCTI ON YSCHEMA% ' +
QUOTENAME( ROUTI NE_NAME) + ';' + CHAR(13)

FROM | NFORMATI ON_SCHEMA. ROUTI NES WHERE ROUTI NE_SCHEMA = @chema AND ROUTI NE_TYPE =
' FUNCTI ON

ORDER BY ROUTI NE_NAME SELECT @ql = COALESCE( REPLACE( @q| , ' %SCHEMA% , @chema), '')
exec (@ql);

drop schenma ivr;

DROP TABLE | F EXI STS [ivr].[vul nerability_fixlet_nexus] DROP TABLE | F EXI STS
[ivr].[findings]

DROP TABLE | F EXI STS [ivr].[vul nerabilities] DROP TABLE | F EXI STS

[ivr].[gl obal _conputer_val ues]

DROP TABLE | F EXI STS [ivr].[schema] DROP TABLE | F EXI STS [ivr].[anal ysis_cal endar]

DROP FUNCTION I F EXISTS [ivr].[rtrimnon_ascii]DROP schenma |F EXISTS [ivr]

S

VRT—7UIABEENTVIEET —ZR—AZBRL T LTV,

BigFix Insights for Vulnerability Remediation 7 ¥ 7Y L — K

Fixlet &, BigFix Insights for Vulnerability Remediation Y —E A Z&HF/N—23a LT Y 79 L —RLZE
¥, PY7YJL—RERHETSICIE, BigFixInsights 1—H—EHRERERBUTET—%- Y—RE
BEREANTIHENHYET,
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e Upgrade BigFix Insights for Vulnerability Remediation

This Fixlet will Upgrade the BigFix Insights for Vulnerability Remediation service.

Provide ity Manag ement D

e Credentials Provide Insights Credential

S

Fixlet 24 > ARN—ILF BT,

TRIE%E, 27 CBEL., 7O
a2 RAVV7ROIXRTOTHFEEICETLE L) ZBRUE

&7 Take Action

Name: ‘ Upgrade BigFix Insights for Vulnerability Remediation

- o X
Preset: Default

Create in domain: |All Content
~ [JShow only personal presets Delete Preset.
Target Execution Users Messages Offer Post-Action Applicability Success Criteria Action Script
Consider this action successful when..
O ..the applicability relevance evaluates to false.

@ ..all lines of the action script have completed successfully.

O .the following relevance clause evaluates to false:
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BigFix Insights for Vulnerability Remediation 7R A4 N A K- LAR—kOA D> O—
R URL

— O Fixlet I&, BigFix Insights for Vulnerability Remediation —E AD &R >
A—ICEEOBNA V> O0—KR: LR—RNOURLZRTA NJANIEELE

Task: Whitelist Report Download URLs of BigFix Insights for Vulnerability Remediation
7 Take Action = | /" Edit | Copy [ Export | Hide Locally Hide Globally | 3¢ Remove

Description  Details Applicable Computers (0) Action History (0)

Description

0 Whitelist Report Download URLs of BigFix Insights for Vulnerability Remediation

This Fixlet whitelists the dynamic download report URLs specific to each vendor of BigFix Insights for Vulnerability Remediation service.

Actions
® Click here to whitelist Qualys report URLs

® Click here to whitelist TenableSC report URLS.

® Click here to whitelist TenablelO report URLs.




ETE. IVREK7 7 A4 I DOE & REE

VREBREZEFHSICRIEITDENTEET,

(4 N
.
BR77AI)\N2EETDE, BEOTF—X- 7O0-BK(/\Y>10ERR) ICEERITSIT
WBINTOIVRTF—ENEIBREhET, =5IC, BBIFOTF—X- JO—BRICEENSITSNT
WEBEWIXTOF—XHHIBRENE T, L <&, PurgeFindingsOnExecutionOfDataflow 5% E

EBRLTEEL,
o /
BR7 714 OEFH

1. 2=y~ H=—N—=12OJ12LFET,

2RBRBAVARN I FALORNI—IZBBLET,

3. 7FAN IF14Z—"TDataFlowsConfig.xml 774 EREET,
4 BREEFHLET. FHFUL<E., BEREEZZSRLTSEZ,

BT 74 O

1.CLI(ON>Y RITA >R —7 T —R) ZBE., BFIVR exe --ValidateConfiguration 1N¥ > RZREITL
£7,

2. BigFix Insights for Vulnerability Remediation Z B8 L T, HILVWEHZA >V R—MLET, EF
IC5E T 95 &, TConfiguration verified successfullyy EWS XY E—IHARRENET,




E8E IVRODEIRBHROEH

IVR DERBREEHTEET,

1. AR RITA4 >R —7 T —RA (CLI) ZB & . BFIVR.exe --ProvideCredentials ¥ > RZRTL &

ER
2 BEOERCE 2T, A—Y—B/TIVtAR F—ENAT—RZ—=JL YN F—ZAHLE
EE

378 Y—RALTI7LEARATBRICR., BEFEhLI—Y—RB/ITIOEAR F—ENAT—R/Z—7
LYK~ F—0EREHBZADLET,

FEHNARTIRDE, LTOXYE—I N RRENET: The entered credentials are encrypted

successful ly.
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COto>a EFERAL T, PowerBl LAR—K& Tableau LAR—RNIZDVWTHEBL TS EE L,

IVR (BigFix Insights for Vulnerability Remediation) ¥ 1) 1 —> 3> 0O L R— MNMER#BEEEF. 77 U7 —
>32O320EBRI—A T—ALHIELET,

- iE551 (FEFA A BE/ Fixlet HV)) - IEEICERATE S, —B T S BigFix Fixlet Z3FDIfE5EHEN U A
Re LAR—NICIK, BRFECEETDHRHO Fixlet &, MEHHEICEEF TSI CVEI N
D—HFI)ARNEIZFET,

- ffE351% (FEF AT AE7 Fixlet /5 L) - (6B (CE A ATBE Fixlet AR VAEEEHED U A K

HEEIMUEOR—H-AF v DATLANBEZREL 5. BigFix CREEOHRFIEETEh TV
PMBUEDVARN, ChiFE, ELAF Y T7ORAODRAZIVIOEVNRERTRELET,

L 7R— K&, Power Bl (Desktop., 2020 % 5 A(C Bl Server A IC&iE{t) & Tableau /N\—= 3> 2020.4 LA
BOWE TERENET,

Power Bl L7/R—~

Tableau L 7R— ~

Power Bl L7R— b

COEYVIIVERUETPowerBI LIR—NDEBEZRDDCENTEEXT,
Power Bl L 7R— M X &:

¢ Qualys
* Tenable.io

» Tenable.sc
LR—KI&. PowerBI (FFAY Khv 7, BlServer AIC&iE L. 2020 &£ 5 A) THEREhET,

cLAR—KNDEV: LAR—ND#EEE, PowerBl & Tableau TEIEEL T, Oty
>arTlE, LR—MOHEEBRICOVTHULLSHBALET,

cFESF—2aV ERBUBI VI IR—KR R=JIZRFRETIET, EDRA- 7
AtAICEAE A BVREXE, BEICRUTHIBRTEEY,

cQualys EEE

EEEQOER, BEECEEIZIEMNEEFIVT A —LOVAVZRAETSD I
O, Qualys ICE > TRMENET, COREICEBEFNZIERFIROEHYTT,



EREAARI9-EVZR AZFUTIIVR LE—K |61

cEXOSNBDER

c EME

CBEOFRHTTIVATOA N Thh2EE
cRYRND—=D- OQT—23>
cTRYN—HNBEETDHER
cHBEZTRDVTIRNIITOERE

- RAOBREBEOFHE

IVR F*—ZAXR—ATIF. 18§#H& vulnerabilities.severity FIICEE hET, LAKR—bH
K577, BEAOT7E, LTFTOXNIY VRICHBETHE (ZETIEE)
OEEEERLET,

*® 2.
EXEE L XILiE
1 &/
2 H
3 BEX
4 BEX
5 E2

RIZ—=IZXDZOREY VOFMIIOVTIE, ESBLTLKEEV, hitps:/

qualysguard.qualys.com/qwebhelp/fo_portal/knowledgebase/severity_levels.htm
- Tenable EXE

fEe55 1@ IR O FFME (VPR) fE:. MRS ICEETIHRNBEEFIVT —LO
DAOBERBETDLEHIC Tenable IC& > TRMHENET, COBEICEFENIER
FrROEHY) T,

- fEEEME D F R R

- CVSSv3 MEE AT

cBAO—-ROEXE

- B mETEH

cBEHOY—RA

- BROEE

- BROZRFME


https://qualysguard.qualys.com/qwebhelp/fo_portal/knowledgebase/severity_levels.htm
https://qualysguard.qualys.com/qwebhelp/fo_portal/knowledgebase/severity_levels.htm
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IVR F—RAR—A Tk, 1B IE vulnerabilities.vendor_rating JIZ#B#E hEF, L
R—RNEFHT—T7ILR., BEAOTE, UTOIRNI Y IRAICHBETRE (EETS

ZR)DEEERLET,
* 3.
VPR f& LXILE
9.0 ~ 10.0 BX
7.0 ~ 8.9 =
40 ~ 6.9 H
0.1 ~39 .

RIBA—ICEKBZORNEY VOFM-DVWTIE.

#SBLTLEE, https:/

docs.tenable.com/tenablesc/Content/RiskMetrics.htm

Qualys A Power BI L 7/R— ~

OtV AVEFELIET, Qualys Al PowerBI LIR—NDEEZRHD ENTEET,

F ¥ — N O

cHEEERA ML -REERA ML

- FESSME ID - I ICEY HTShi-—BE0REF

- QID - Qualys ID, Qualys fEs5ET—ZRXR—ADIBHEHEICEI) Y Tshi—E0OREF
+ CVSS2 - Common Vulnerability Scoring System, /N\—>3> 2
*Qualys EXE - S5 ICBEEN TS hIZUAIDLARIL,

*Qualys EXEAD7 -MHHICEY) HTSshBE, TORBUEICEEFTHFShEZUVAIDOLA
LNeRLET, EXERAO7E. 1 ~50sEHEOHET, 5HARESVEREZRLET
c BEX&fFIFENIATT - cvss_base*applicable_computers [CE T W T,

Ti ELTHEHEMI(E

- 2B -REECEITIBERIZNICHATRICE>LLEN

cREBE-RBESRDICKREE W ERRM

CBUTBFNAA-BBEOTEBEZTBF/N (A

FrE&FHEhizAd


https://docs.tenable.com/tenablesc/Content/RiskMetrics.htm
https://docs.tenable.com/tenablesc/Content/RiskMetrics.htm
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BrHENIREM (BR WX Fixlet 1))

@ BIGEIX Qualys - Detected Vulnerable Devices with Applicable Fixlets - Detail T
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BEE -5 (EA WEEA Fixlet 75 L)

0 BIGFIX Qualys - Detected Vulnerable Devices without Applicable Fixlets - Overview
Based on Qualys Data
Crestedon  Dec 11,2025 () Help Center
CVss Qualys Severity
' Top 5 Vulnerable by Device @ % B2+ | Breakdown by Qualys Severity @
DESKTOP-99268DV H
OWIN-3DK1K3Q2v40 | | &
Medium .
@WIN-IEFHFOIMTHB
Minimal ‘
0 500 1,000
Number of vulnerabilities with Fixlets

Date

w0 00 I Detected CVSS I Detected Severity I Published CVSS IPuhIisMed Severity

Vulnerabilities with Fixlets by Date First Detected - CVSS @

CVSS @ (Blank) @High ®Medium @Low
2,000

1,500

1,000

500

Vulnerabilities with Fixlet

2020/6

Vulnerability Detected Date
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@ @ BIGFIX Qualys - Detected Vulnerable Devices without Applicable Fixlets - Detail
Right.click on Vulnerability 1D to drill down *Wofndata

Vulnerability Title Vulnerability ID QD Vs Cvss3 Weighted Score  Qualys Severity Qualys Severity Score  Published Date Detected Date  DevicelD Solution Ay
&quotsudeepBiquot CGI Vulnerability  CVE-1999-0070 10015 Medium 5 Urgent 1 11199 6/16/2020 16272591 You should remove th
Sendmail 8.8.0/8.8.1 MIME Buffer CVE-1999-0206 74121 High 10 Urgent 5 8/6/2002 17172025 16228941621 Workaround:&itBR&
Overflow Vulnerability The fetc/sendmailct | |
Cent0S Security Update for Squid CVE-1999-0710 17917 High 7 Medium 2 4116/2010 6/16/2020 16272591 To resolve this issue,
(CESA-2005:415) ab4BIt /ARGt &ItA.
ISC BIND SIG Record Denial of Service  CVE-1999-0835 15023 High 10 Urgent 5 7292002 6/16/2020 16228941621 The ISC (Internet Soft
(sig bug) Vulnerability
MeAfee VirusScan 4.0.3 Alert File CVE-2000-0502 38313 Low 2 Serious 3 92512004 11172025 1627259-1 There are no solution
Vulnerability
YaBB Arbitrary File Read Vulnerability ~ CVE-2000-0853 10107 Medium 5 Critical 4 111/1993 6/16/2020 1622894162-1 Upgrade to the latest
Lotus Domino SMTP Server ENVID CVE-2000-1047 74054 High 10 Urgent 5 11/8/2000 6/16/2020 16228941621 S.AF.ER recommend
Buffer Overflow and Denial of Service 10.lotus.com/1dd/r5fi
Vulnerability
Lotus Domino Mail Server CVE-2001-0260 50027  High 7 Urgent 5 2/20/2001 1172025 144563611 Lotus has addressed
&u#2TPolicyB®e2T; Buffer Overflow
Vulnerability
Datawizards FtpXQ Directory Traversal ~ CVE-2001-0293 27102 Medium 5 Serious 3 3f28/2001 6/16/2020 14456361-1 There are no vendor
Vulnerability TARGET=&quot:_blar
1BM WebSphere/Net.Commerce CVE-2001-0389 10976 Medium § Medium 2 12/31/2002  6/16/2020 14456361-1 Upgrads to the laste:
Installation Directory Revealing sitedilt/ABugt: for theV

< >
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@ 0 BIGFIX Qualys - Detected Vulnerable Devices without Applicable Fixlets - Device Detail

* BigFix data
Valnerabilty Title: | | Sasotsudeepbouct 06 Vulnerailty CVE: | CVE-1999-000
. | tooos oss: | Blank
Published Date: | 11195 Cualys Soverity: | Gritcal
Qualys Severity Score: I

Right-click on Device ID to drill down

Date Detected BigFix Computer D Computer Name 0§ P Address Devica Type  Last Report Time

6/16/2020 16272591 DESKTOP-932680V Win10100.19041804  10.134746207  Senver 211/ 82641 AM
(2004)

11205 16272591 DESKTOP-93268DV Win10 100.19041804  10.134746207  Senver 2/11/2021 82641 AM
(2004)

/162000 MR WINDKIKQVO W01 00ATIBRI0T  10MMMEIBE  Sener 2152021 40518PM
(1809)

111208 16228841621 WIN-3DKIK3QVAQ Win2019 10017763007 1013416184 Server N16/201 40518 PM
(1808)

b/16/2020 144563611 WIN-SEFHFOIMTHE Win2016 100143931884  10.134146136  Senver 2162001 41107 PM
(1607)

11202 144563611 WIN-SEFHFOIMTHB Win2016100.14393.1884  10.134146136  Senver 2162021 41107 PM

{t60)
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. . . . . .
0 BIGFIX Qualys -Detected Vulnerable Devices without Applicable Fixlets - Device Detail
* BigFix data

+ Device Name: | DESKTOP-992480V

* Bighix Computer | 1463611

* IP Address: | 10134146138

*08: | Win10 10.0.19041.804 2004

*Type: | Server

* Last Report Time: | 21172021 82641 AM
Vulnerability Title ap CVE Cvss2 Qualys Severity Qualys Severity Score  Detected Date
BquotsudeepBiquot CGI Vulnerability 10015 CVE-1999-0070 Medium Urgent 5 6/16/2020
Sendmail 88.0/88.1 MIME Buffer Overflow Vulnerability mn CVE-1999-0206 High Urgent 5 1172025
CentOS Security Update for Squid (CESA-2005:415) nm7 (CVE-1999-0710 High Medium 2 6/16/2020
ISC BIND SIG Record Denial of Service (sig bug) Vulnerability 15023 CVE-1999-0835 High Urgent 5 6/16/2020
MeAfee VirusScan 40.3 Alert File Vulnerability 38313 CVE-2000-0502 Low Serious 3 11172025
YaBB Arbitrary File Read Vulnerability 10107 (CVE-2000-0853 Medium Critical 4 6/16/2020
Lotus Domino SMTP Server ENVID Buffer Overflow and Denial of Service Vulnerability 74054 CVE-2000-1047 High Urgent 5 6/16/2020
Lotus Domino Mail Server 8u#x27:PolicyBu27: Buffer Overflow Vulnerability 50027 (CVE-2001-0260 High Urgent 5 1172025
Datawizards FtpXQ Directory Traversal Vulnerability 27102 (CVE-2001-0293 Medium Serious 3 6/16/2020
1BM WebSpk C ion Directory Revealing il 10976 CVE-2001-0389 Medium Medium 2 6/16/2020
Multiple Oracle 8i Listener Vulnerabilities 19055 CVE-2001-0498 High Critical 4 6/16/2020
Multiple Oracle Bi Listener Vulnerabilities 19055 CVE-2001-0499 High Critical 4 6/16/2020
Cisco 108 HTTP Configuration Arbitrary Administrative Access Vulnerability 43005 (CVE-2001-0537 High Critical 4 6/16/2020
Drummon Miles A1Stats Directory Traversal Vulnerability 10340 CVE-2001-0561 High Serious 3 6/16/2020
iPlanet Calendar Server Plaintext Admin Password Vulnerability 86154 (CVE-2001-0620 Low Urgent 5 1/1/2025
Dream Catchers Post-Itl CGI Remote Arbitrary Command Execution Vulnerability 10431 (CVE-2001-0844 High Urgent 5 1/1/2025
Hassan Consulting Shopping Cart Arbitrary Command Execution Vulnerability 23013 (CVE-2001-0585 High Urgent 5 1172025
Red Hat PHP SafeMode Arbitrary File Execution Vulnerabilty 115006 CVE-2001-1246 High Urgent 5 6/16/2020
Ipswitch IMail Server Path Disclosure Vulnerability 74094 (VE-2001-1262 Medium Serious 3 6/16/2020
Horde IMP Cross Site Scripting Vulnerability 11014 CVE-2002-0181 High Serious 3 1112025
(SSearch Remote Command Execution Vulnerability 10850 CVE-2002-0495 High Urgent 5 112025
Hosting Controller Default Account Vulnerability 10674 (CVE-2002-0774 High Serious 3 6/16/2020
W3C Jigsaw Device Name Path Disclosure Vulnerability 86370 (CVE-2002-1052 Medium Medium 2 6/16/2020
Microsoft Data Access Components RDS Enabled 86432 CVE-2002-1142 High Minimal 1 6/16/2020
Apache 2 WebDAV CGI POST Request Information Disclosure Vulnerability 86512 (CVE-2002-1156 Medium Critical 4 1/1/2025



ERAMRII-EDPRRA 42TV

AESSE DT —H

Ui

IVA- LAR—K|69

0 BIGFIX Qualys - Detected Vulnerability Discrepancies - Overview

Createdon  Dec 11,2025

taseq on Qualys Data

@ Help Center

Top 5 Vulnerable by Device ()

DESKTOP-992680V
@®WIN-3DK1K3Q2v40
@ WIN-OEFHFOJMTHE

Severity

Breakdown by Qualys Severity ()

Urgent I
Crih “ ‘ _
Seriou : _

0 100 200 300 400
Number of vulnerabilities with Fixlets

Date

2016 2020

Detectad CVSS || Detected Seventyl Published CV55 IPubhshed Sevemyl

Vulnerabilities with Fixlets by Date First Detected - CVSS ®

CVSS @High © Medium @Low
400

300
200

100

wulnerabilities with Fixlet

2020/6

Vulnerability Detected Date
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@ () sicFix

Right-click on Vulnerability 1D to drill down

Vulnerabilty Title

SUSE Security Update for FlashPlayer
[SUSE-5A:2009:041)

SUSE Security Update for FlashPlayer
{SUSE-SA:2009:041)

SUSE Security Update for FlashPlayer
[SUSE-5A12009:041)

SUSE Security Update for FlashPlayer
{SUSE-SA:2009:041)

SUSE Security Update for FlashPlayer
[SUSE-5A12009:041)

SUSE Security Update for FlashPlayer
(SUSE-5A:2009:041)

SUSE Security Updat:
[SUSE-SA:

for FlashPlayer

041)

te for FlashPlayer

SUSE Security Update for FlashPlayer
[SUSE-SA'2009:041)
<

EYZRR AVF

Vulnerability 1D
N

CVE-2009-0901

CVE-2009-0901

CVE-2009-0901

CVE-2009-0901

CVE-2009-0901

(CVE-2009-0901

CVE-2009-0901

CVE-2009-0901

CVE-2009-0901

QD

165158

165158

165158

165158

165158

165158

165158

165158

165158

\I
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Qualys - Detected Vulnerability Discrepancies - Detail

Cvss

High

High

High

High

High

* BigFix data

CV3s3 Weighted Score

Qualys Severity

Serious

Serious

Serious

Serious

Serious

Serious

Serious

Serious

Serious

Qualys Severity Score  Published Date Applicable
Devices
3 8/25/2010
3 §/252010
3 8/25/2010
3 8/25/2010
3 8/25/2010
E) 8/25/2010
3 8/25/2010
3 §/252010
3 #25/2010

Product/Family

Developer Tools, Runtimes, and Reg

Developer Tools, Runtimes, and Red

Developer Tools, Runtimes, and Reg

Developer Tools, Runtimes, and Red

Developer Tools, Runtimes, and Reg

Developer Tools, Runtimes, and Red

Developer Tools, Runtimes, and Re

Windows

Windaws
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0 BIGFIX Qualys - Detected Vulnerability Discrepancies - Device Detail

*BigFiy data
Vulnerability Tie Cent05 Security Update for openss! ICESA- 201414531 E CVE-2008-0901 * Firlet Title: 3009008 Security Advisoy: Vulnerabiity in 55L 3.0 Could AL
a: Iiiég ss: Hih *Fnet I o
Published Date: S1Brza0g Quals Seveiy: Criicel * Filet Site: Patches for Windaws
Qualys Severity Score: ] *Figlet Source ID: K213k
* Fixlet Category: Critical Updates

* Source Release Date; | D020

Right-click on Device ID to drill down

Date Detected BigFix Computer D Computer Name 05 P Address Type Last Report Time

162020 16272581 DESKTOP-3926B0V Winf0 10019041804 034MEAT  Senver 21112021 B:2641 AW
{2004)

1112025 16272591 DESKTOP-926B0V Win0 10019041804 103406207 Server 2112021 82641 AM
2004)

B/16/2020 16225941621 WIN-3DKTK302V40 WinZ019 10017763107 1034046184 Senver 2161202140518 PM
(1809)

1172025 16228041621 WIN-3DK1K302V40 Win2019 10017763107 1034146184 Server 21612021 40518 PM
(1809)

1672020 144363611 WIN-9EFHFOIMTHS Win2016 100143931884 10134046136 Server 21612021 41007 P
(1607)

1112025 144363611 WIN-GEFHFOIMTHB Win2016 100.14393,1684 10134146136 Server 216/2021 41107 PM

(1607)
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Qualys -Detected Vulnerability Discrepancies - Device Detail

* BigFix data
* Device Name: DESKTOP-9926BDV
* BigFix Computer 144543611
*IP Address: 10136146136
0s: Win 1011001904 1.804 (20041
*Typer Sarver
* Last Report Time: 2011/2021 82641 AM
Wulnerability Title Qo CVE CVES2  CVSS3  Qualys Severity Qualys Severity Score Weighted Score  DevicelD * Fixlet Title *FixletlD  * Fixlet Site * Fixlet *Fixlet ,,
Source ID
N
Cent0S Security Update for 122778 CVE-2014-3566 Medium Low  Serious 3 0 144563611 3009008: Security Advisory: 300900813 Patches for Windows KB300900 UndoV
openss| (CESA-2014:1633) Vulnerability in 55L 3.0 Could ]
Allow Information Disclosure -
Disable Workaround for Client
Software (Disable SSL3.0in
Windows)
CentOS Security Update for 122778 CVE-2014-3566 Medium Low  Serious 3 0 144563611 3009008: Security Advisory: 300900805 Patches for Windews KB300900 UndoV
openss| [CESA-2014:1653) Vulnerability in 55L 3.0 Could 8
Allow Information Disclosure -
Disable Workaround for IE
Settings (Disable S5L 3.0 and
enable TLS 1.0, TLS 1.1, and TLS
1.2 in Internet Explorer)
CentOS Security Update for 122778 CVE-2014-3366 Medium Low Serious 3 0 144563611 3009008: Security Advisory: 300900817 Patches for Windews KB300900 UndoV
cpenss| [CESA-2014:1653) Vulnerability in 55L 3.0 Could 8
Allow Information Disclosure -
Disable Workaround for [E
Settings {Disable S5L 3.0 in
CentOS Security Update for 122778 CVE-2014-3566 Medium Low  Serious 3 0 144563611 300900609 Patches for Windows KB300900 UndoV
openss| (CESA-2014:1653) Vulnerabilty in 5L 3.0 Could 8
Allow Information Disclosure -
Disable Workaround for Server
Seftware (Disable SSL3.0in
Windows)
CentOS Security Update for 122778 CVE-2014-3366 Medum Low  Serious 3 0 144363811 300800811

openss| [CESA-2014:1653)

<

3009008: Security Advisory:

rability in 55L 3.0 Could
Allow Information Disclosure -

Patches for Windews  KB300300  Securit
3

v

>

Tenable.io | Power BI L7 R— &
NV IAVEZRLE T, Tenable.iio Al PowerBl LIR—NOEBEEROBENTEET,

BigFix Insights for Vulnerability Remediation T, Tenable.io ®EFHEMET— X ZF|IFATEEF, Tenable
154, BigFix Insights for Vulnerability Remediation (&, X 0 & E D& LB 1F

Lumin A" E A ATAE
F—R2EFNBALE

ED

- BEODEREOFE (ACR): FNA AR+ ZAT . FNAADEN, 412 Z—XY MADORY NJ—
- AT =Y aVERECEISEEOHENNSEEEZRT 1~10 OFFHE.

- BEBEHATT (AES): ACR 8 XU VPR (M5B kIEMN D

BN EEHERIXNIY T,

FLEF. ROV OFEZSRLUTLKEEY, Lumin XKUY D

M) 21 DORITICHEELTEED

& 512, Tenable.io MIFEIZ D&, BigFix & T RRA > NEET—X % Tenable.io ICEEL T, BE
NRADAIREEN HBDEEZRTRTEDLSICLET,


https://docs.tenable.com/tenableio/vulnerabilitymanagement/Content/Analysis/LuminMetrics.htm

b}
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e
i

F ¥ — N OFA:

<SR A N -REBEMHER A ML

* PluginID - fES8 DR EICEIV TS h-—ED#BIF

cEYTFNAA-Tenable L& 2 TARAF Y& h, BBENSBESNETNARA

*CVEUARKN-CVEDURARK

+ CVSS2 - (Common Vulnerability Scoring System /A\—> 32 2), %151 —OEFEHEOERE
ERENGEREETIMMIZLOICERAET D AT VT AT A,

+ CVSS3 - (Common Vulnerability Scoring System /A\—> 3> 3), AOAF7 VT AT LADOERH
N—>3a>r

* VPR - fiE 55 1448 St JE 2 O 54

*VPRAZI7 -0~ 10 0HEOKIE. 100N KEGVEXEEZRLET

cBRERB-MHEUEAFRAICKREES QB

«NBAB -MEEHECETAIEHRI FACHAATEICE > 1AM

*ACR-BENEREOTME: N4 R ZA47, FNAADBEN, 12— Y AADOIXY NT—
- AT—2 3V EEEICED<KEEOHENNAEEEEZRT 1~10 OFHE,

*AES-EEZBHAOT:ACRB KXY VPR (MEFHEEBEIELOFE) 21 DOAIT7ICHELTEED
HRNEEHZRIANIY D,

BT h eSS (BAATRE% Fixlet & 1))

o BIGFIX Tenable-Detected Vulnerable Devices with Applicable Fixlets - Overview
Based o Tenable Data
Createdon  Apr 02,2031 (D) Hew center
[oaes o wer | | ovss [ v
Top 5 Vulnerable by Device - AES Breakdown by CV$52()
VIN-R T 52
m
i H VEr- -3
MU . .
0
bality 1D
Date Det
ams 2023

Vulnerabilities with Fixlets by Date First Detected - CVSS @
CUSS @High @ Medium @Low




1

EEHARII-EZRR A VFUIIVA LR—K |74

BIGFIX Tenable-Detected Vulnerable Devices with Applicable Fixlets - Detail

G)

Eiigihi-click om Velnsrability 10 be drill damn = BigFis dala Husmiber of Records: 1nz

Vulenoiity The CVE LSt CWiE WFR VPR icore  Published | e Ia

- -

A5 KBZDOS00E: Wulneralni ity in S50 3.0 Could Allow Information Siscasure (FOOD!

CVE.2D04.3566 Mesium Medium

300500
vunal
Irdgrm=ay
Workan
[Ciyakia
Wrieine SRR
Vuineral
Infermy
Veoriat
[Crsatie
23/1002015 MEIE-Q
Prztal
Alkoww I
Winzow
[LEEERY
Wnzems ME1 50
Cantral
Bvatia
kR
iy i3 MEI5D
Couln &
Windenm
KB3DE1!
8112005 ME15.0
Paramat
Indgr=y
Sener 2
1,/10/2005 M55
e Agdn
Winciow
L2 Lavi]
11,/10/2015 ME154
Schanne
Wincow
KEIDEL
WAE MEEAL

oanpc
E

u

S KHSD0R00E: viginera 15y n 351 3.0 Coud Allg Information Disogsure (POODLE sl CvE a3 i66 Mecium egtham

=

lmerazlny ' Winoows Frote Decoder Component Coud Allow Information Disdosare (2085128 81742 1

Mesium Medium

-

MST5:055 Wulnerai| By 0 Senvice Contnol Meneger Coud iicw Bevation of Priviege (5055642) A555% CVE. 2050702 Mesium Madim

=

S T5.G6%: Wulnaran| Tes In Windows Could &low Remobe Tode Eoecution

Th T CVE.2005.2368 Mezium Migh

515068 Unsafe Command LUne Farameter Passing Could Aliow Information Dischosure (J0E2458) 85334

"

CVE-2015.2423 Medium Medium

515123 Security Update for B3ec to Address Derial of Service [3102934] 86330 1

us

Mesiumr Low

ME15-121: Security Update for Schasnel (e Address Spasding (3081320) 86827 CVE-20iE-6112 Masius Mediom

WG 16-22 12 Security Upsate for MBS BADVUS Sareer 39 Asdvens Dens of Sanvige (3133823 35853 1 ONE-JNE-50 Mesu=  Lew
«

BIGFIX Tenable-Detected Vulnerable Devices with Applicable Fixlets - Vulnerability Detai

®

* BigFix data

Vulnerability Title MG 5- 083, Wulio H0 e i Wirrdaos Conld) Mo Beval s S Enbiaion 120726011 * Finlet Tithe: ME1 S84 Nuinarabdfins in Winow Could Allaw Rercte
Plugin 1D: L ovss: Hugar * Fifet 1D —
Pubslishid Date: P VPR High * Finliet Sities Fatcses fzr Windown
PR Soone * Fifeet Source (0 [LETLH
* Fimlet Catbegory: Fecurity Upéace
* Source Release Date: s

Right-click on Device 1D to- drill down Number of Records: 1

et D Com puerame o5 IR Andvess Device Ty AR AES Lagt Rzt Tiree

IOTEEIMITZ WAN-RLEBSTVTISZ WenZO1ZRZEAI6N 1213414646 Sarver EE w8 2031 90E51 PM
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@ o BIGFEIX Tenable-Detected Vulnerable Devices with Applicable Fixlets - Device Detail
* tigh data

* Device Name: W -ALAISTY TS AR 738

* BigFix Computer 10z TETEIRT-2 = ars: [

* I Addre: WIIL TSRS

- e mndbiak 8 4404

- Type Sarar

* Last Repont Time: 13071 90251 Pu

Mumber of Records! £

FlaginiD  Vunerabiity Tide CVE List WIS WRR WP Score  Dace Detectes  * Fialel The

TELT ME KBI00500%: Vulnerzbiity In S50 340 Couwid ey Information Dischosure [PODTLE] CWE- 014 B50E Medym  Radum 5 0nINENE FUCH00E: Secu
Nulreranilgy in
A infgmmis
Eraie Workar
Saftaene [Disd
"Windows)

TEAST WS KBGO0 Vumersbiity in S50 3.0 Cous Algw Indormation Dactosane (POOIUE SR 201450 Magum  Madym 3 ORENHE 5M000E Secw
“eulre IRy in
Ao Informas
Erabie Workzr
Saftmars (Diga
Windows)

aras3 o Wik Sdutily Usdite for Intense) Bxplaner (3116180) CVE-2M5-E161 High High L E F125EGE: Valni
Expiorer coui
Eymas - Enptk
Exception Hare
Fearare

MEZS  KEJDSSETS: Windows &1 2nd Windaws Server 20112 %2 March 2018 Secury Updzte (Melid owniSpecine) CVE.2017-5715 High  High 3 03ZN2021  407ZESE Enzb
hep probect s
ERELULON si0e-
ednaras
(Spectee Variar
A0NT5TEA M

<

>
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B E NI (A AREA Fixlet & L)

0 BIGFIX Tenable-Detected Vulnerable Devices Without Available Fixlets - Overview
Easad on Tenable Daty
Comated 6n Apr (2. 2021 (L) elp Ceter
s ] v | o | v |
Top 5 Vulnerable by Device - AES Breakdown by CVS52 6]

Andrew-RHELServar-2
®W10-BOBCLIENTS

"
i
#2016-B0E2 ? Law .

WVWIN-ALABETYT 252

My
WOWIN-LITRABLTIMLIG
7 50 L]
Vilnarabiity s

[ate Det

Year/Manth W

Al 4 | Datected C‘I.I'SSI Diatected VPR Ir'..;'q-:u c'\-ssl Published VPR
Vulnerabilities by Date First Detected - CVSS 6]

CVES dHigh @hiedium @Low BHf

Vulrarabidities

202403

Wlnerabilty Debected [abe
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@ 0 BIGFIX Tenable-Detected Vulnerable Devices Without Available Fixlets - Detail
Right-click on Plugin ID to drill down Number of records: 78
Y B
Vulnerability Title ﬁug'n ID CVE List Ccvss2 CVSS3 VPR VPR Score  Applicable Devices Detected Date ]
Adobe Flash Player <= 27.0.0.139 Type Confusion Vulnerability (APSB17-32) 103922 CVE-2017-11292 Medium High High 9 1 03/20/2021
KB4049179: Security update for Adobe Fiash Player (October 2017) 103924  CVE-2017-11292 Medium High High 9 1 03/20/2021
TLS Version 1.0 Protocol Detection 104743 Medium Medium N/A 0 5 03/08/2021
TLS Version 1.0 Protocol Detection 104743 Medium Medium  N/A 0 5 03/16/2021
TLS Version 1.0 Protocol Detection 104743 Medium Medium N/A 0 5 03/20/2021
TLS Version 1.0 Protocol Detection 104743 Medium Medium  N/A 0 5 03/22/2021
TLS Version 1.0 Protocol Detection 104743 Medium Medium  N/A 0 5 03/z4/2021
Adobe Flash Player <= 27.0.0.187 (APSB17-42) 105175 CVE-2017-11305 Medium High Low 4 1 03/20/2021
KB4053577: Security update for Adobe Flash Player {December 2017) 105178 CVE-2017-11305 Medium High Low 4 1 03/20/2021
Adobe Flash Player <= 26.0.0.126 (APSB18-01) 105691  CVE-2015-4571 Medium High Low 4 1 03/20/2021
KB405688T: Security update for Adobe Flash Player {January 2018) 105693  CVE-2018-48T1 Medium High Low 4 1 03/20/2021
Adobe Flash Player <= 30.0.0.113 (APSB18-24) 110979 CVE-2018-5007; CVE-2018-5008 Medium High Medium 6 2 03/20/2021
Adobe Flash Player <= 30.0.0.113 [APSE18-24) 110978 CVE-2018-5007; CVE-2018-3008 Medium High Medium 6 2 032372021
KB4338632: Security update for Adobe Flash Player {July 2018) 110986  CVE-2018-5007; CVE-2018-5008 Medium High Medium 6 2 03/20/2021
KB4338832: Security update for Adobe Fliash Player (July 2018) 110988  CVE-2018-5007; CVE-2018-3008 Medium High Medium [ 2 03/23/2021
Adobe Flash Player <= 30.0.0.134 (APSB18-31) 117410 CVE-2018-15867 Medium High Low 4 2 03/20/2021
Adobe Flash Player <= 30.0.0.134 (APSE18-31) 117410 CVE-2018-15867 Medium High Low 4 2 032372021
KB4457146: Security update for Adobe Flash Player (September 2018) 117419 CVE-2018-15%67 Medium High Low 4 2 03/20/2021
KB4457146: Security update for Adobe Fiash Player {September 2018) 117419 CVE-2018-15967 Medium High Low 4 2 03/23/2021
Adobe Flash Player <= 31.0.0.122 (APSB18-39) 118908  CVE-2018-15878 Medium High Medium 7 3 03/08/2021
Adobe Flash Player <= 31.0.0.122 (APSB18-39) 118908  CVE-2015-15878 Medium High Medium 7 3 03/20/2021
Adobe Flash Player <= 31.0.0.122 (APSB18-39) 118909  CVE-2018-15878 Medium High Medium 7 3 03/23/2021
KB446T694: Security update for Adobe Flash Player (November 2018) 118917 CVE-2018-15978 Medium High Medium 7 3 03/08/2021
KB4467694: Security update for Adobe Flash Player (November 2018) 118917 CVE-2018-15878 Medium High Medium 7 3 03/20/2021
KB446T694: Security update for Adobe Flash Player (November 2018) 118917 CVE-2018-15978 Medium High Medium 7 3 03/23/2021
Adobe Flash Player <= 32.0.0.114 (APSB19-06) 122117 CVE-2019-7050 Medium Medium Low 4 3 03/08/2021
Adobe Flash Player <= 32.0.0.114 (APSE19-06) 122117 CVE-2019-7080 Medium Medium  Low 4 3 03/20/2021
Adobe Flash Player <= 32.0.0.114 (APSB19-06) 122117 CVE-2019-7050 Medium Medium Low 4 3 0372372021
KB4487038: Security update for Adobe Flash Player {February 2019) 122130 CVE-2019-7080 Medium Medium Low 4 3 03/08/2021
KB4487038: Security update for Adobe Flash Player (February 2019) 122130 CVE-2019-70%0 Medium Medium Low 4 3 03/20/2021
KB4487038: Security update for Adobe Fiash Player {February 2019) 122130 CVE-2019-7080 Medium Medium Low 4 3 03/23/2021
Security Updates for Microsoft SQL Server (May 2019) 125070  CVE-2019-0819 Medium Medium Low 4 1 03/20/2021
Microsoft Windows Remote Desktop Protocol Server Man-in-the-Middle Weakness 18405 CVE-2005-17%4 Medium Medium 4 1 03/20/2021 N
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@ 0 BIGFIX Tenable-Detected Vulnerable Devices Without Available Fixlets - Vulnerability Detail
Vulnerability Title: Adobe Flash Player <= 30.0.0.154 (APSBIB-31)
Plugin ID: 17410 CVss: Medium
Published Date: LA VPR: Low
VPR Score: 4

Number of records:

Right-dlick on Device ID to drill down

Detected Date  BigFix ComputerID  Computer Name 0s 1P Address Device Type  ACR AES  Last Report Time

03/2

03/23/2021 1076613427-2 WIN-RL465TV7252 Win2012R2 6.3.8600 10.134.146.46 Server 735 860 4/1/2021%:03:51PM
03/23/2021 545314002-1 W10-BOBCLIENTS Win10 10.0.17134.1304 (1803) 10.134.146.97 Leptop 657 604 4/1/20219%:0823 PM
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AESSE DT —H

0 BIGFIX Tenable-Detected Vulnerability Discrepancies - Overview
Based on Tenable Data
Createdon  Apr 02,2021 () Help Center
[T ] v | cvss (| VR
Top 5 Vulnerable by Device - AES Breakdown by VPR (D)
WIN-RL485TVT252 % Medium
ewin-urmasurnu | |
Low -
0 2 4 5 H
Vulnerability IDs
Date Pub
Year/Month v
Al v

I Detected CVSS I Detected VPR I Published CV55 I Published VPR

Vulnerabilities with Fixlets by Date First Detected - CVSS @
CVSS @High ®Medium

=

Vulnerabilities

o

2021/03

Vulnerability Detected Date
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Tenable-Detected Vulnerability Discrepancies - Detail

@ GBIGFIX

Right-click on Vulnerability ID to drill down * BigFix data Number of records: 12
Vulnerability Title Plugin ID  CVE List cvss2 VPR WPR Score  Applicable Devices  Published * Fixlet Title Fixlet ID *Fixlet Site  *Fixlet Source ID *Fi,
Date Cat
a

Windows 8.1 and Windows Server 2012 100057 CVE-2017-0248 High High 9 1 05/09/2017 MS17-MAY: Security Only Quality 401458003 Patchesfor  KB4019111 Sec
R2 May 2017 Security Updates Update - Security Only - Windows Windows

Server 2012 R2 - NET Framework

4E/4RT - KBAD1A580 (x64)
KB408887% Windows 8.1 and Windows 108291 CVE-2017-5715 High High & 1 03/13/2018 4072698: Enable mitigations fo help 407265605 Pafchesfor  KB40T2695 Sec
Server 2012 R2 March 2018 Security protect against CVE 2018-3639, CVE- Windows Ady
Update (Meltdown)(Specire) 2017-5715, CVE-2017-5754, CVE-2018-

11091, CVE-2018-12126, CVE-2018-

12127, CVE-2018-12130 - Windows

Server 2008 / 2008 R2 / 2012 / 2012R2/

Windows 2016
Windows 8.1 and Windows Server 2012 103131 CVE-2017-8758 High High 9 1 09122017 MS17-SEP: Security Only Quality Update 404109201 Patchesfor  KB4041092 Sec
R2 September 2017 Security Updates - Security Only - Windows Server 2012 Windows

R2 - .NET Framework 4.6/4.6.1/4.6.2/4.7

- KB4040936 [xed)
KB4103715: Windows 8.1 and Windows 109607  CVE-2018-0765; CVE-2018- High High 10 1 05/08/2018  MS18-MAY: Security Only Quality 409623603 Patchesfor  KB4099639 Sec
Server 2012 R2 May 2018 Security Update 1039 Update - Security Only - Windows Windows

Server 2012 R2 - NET Framework

4.6/4.61/462/4.7/41.1 - KBAD96236

(x64)
KB4499165: Windows 8.1 and Windows 125061  CVE-2018-12126 High High 9 1 05/142019  4072698: Enable mitigations to help 407269805 Patchesfor  KB40T2658 Sec
Server 2012 R2 May 2019 Security Update protect against CVE 2018-3639, CVE- Windows Adi
{MDSUM/RIDL) 2017-5715, CVE-2017-5754 , CVE-2018-
[MFBDS/RIDL/ZombieLoad) (MLPDS/RIDL) 11097, CVE-2018-12126, CVE-2018-
{M3BDS/Fallout) 12127, CVE-2018-12130 - Windows

Server 2008 / 2008 R2 / 2012 / 2012R2/

Windows 2016
KB43385824: Windows 8.1 and Windows 110981  CVE-2018-8202; CVE-2018- High High 9 1 07/10/2018 MS18-JUL: Security Only Quality Update 433860503 Pafchesfor  KE4340006 Sec
Server 2012 R2 July 2018 Security Update 8260; CVE-2018-8284; CVE- - Security Only - Windows Server 2012 Windows

2018-8356 R2 - .NET Framework

4.6/46.1/46.2/47/47.1 - KB4338605

(x64)
KB4480964: Windows 8.1 and Windows 121014 CVE-2019-0345 High High 10 1 01/082019  MS19-JAN: Security Only Quality Update 448007103 Patchesfor  KB4430071 Sec
Server 2012 R2 January 2019 Security - Security Only - Windows Server 2012 Windows
Update R2 - .NET Framework

4.6/4.61/46.2/4.7/471/472 - |

KB4480071 (x64)
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@ o BIGFIX Tenable-Detected Vulnerability Discrepancies - Vulnerability Detail

* BigFix data
Vulnerability Title: KB&103715: Windows 8.1 and Windows Server 2012 R2 May 2018 Security * Fixlet Title: MS18-MAY. Security Only Quality Update - Security Oy -
Plugin ID: 10507 cvss: Figh *Fixlet ID: P
Published Date: DBE/z01E VPR: High * Fixlet Site: Patches for Windows
VPR Score: 10 * Fixlet Source ID: KBLD99639
* Fixlet Category: Security Update
* Source Release Date: 05/08/2018
Right-click on Device D to drill down Number of records: 1
Date Detect: * BigFix Computer ID * Computer Name  *0S |P Address Device Type  ACR AES Last Report Time

03/20/2021 10766134272 WIN-RL485TVT252 Win2012R2 63,9600 10.134.14646 Server 733 860 4/1/2021 9:03:51 PM
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@ 0 BIGFIX Tenable-Detected Vulnerability Discrepancies - Device Detail
* BigFix data
* Device Name: WIK-RLAGSTVT252 ACR: 738
* Computer ID: 0766134072 AES: B40
* 1P Address: 0136146 45
£ 08: Win2012R2 63,9800
*Type: Server
* Last Report Time: 4172021 50351 PM Number of records: 1
Device Name Vulnerability Title Plugin ID CWE List E‘;’SS VPR VPR Score Date Detected
WIN-RL483TV7252  KB4103715: Windows 8.1 and Windows Server 2012 R2 May 2018 109607  CVE-2018-0765; CVE-2018-1039 High High 0 03/20720:
Security Update

Tenable.sc A Power Bl L7R— K~
DU IEZRLET, Tenable.sc Al PowerBl LAR—NDE@EERODENTEET,

F v — N OFM:

cHESMERA N -REEMHER A N

* PluginID - fESSME DR EICEIV TS h-—ED#AIF

cEYETFNAA-Tenable C&2TARAF Y& h, BBENSBEENETNARA

*CVEUWARKN-CVEDURARK

+ CVSS2 - (Common Vulnerability Scoring System /A\—> 32 2), %151 —OEFHHEOERE
ERENGREETIMMIZLOICERAET D AT VT AT A,

+ CVSS3 - (Common Vulnerability Scoring System /N\—> 3> 3), RAOAF VYT AT LADEH
N—>3a>r

* VPR - i 55 14 48 S5 JE 4L O 54

*VPRAI7 -0~ 10 0HHEDOKIE. 100N KEGVEXEEZRLET

cRERB-MHEUEASFRIICKRES B

cNBAB -MEHHEICETAIERI KACHAATEICE > 1AM
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Tenable-Detected Vulnerable Devices with Applicable Fixlets - Overview
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Tenable-Detected Vulnerable Devices with Applicable Flalets - Vulnerakility Detail
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Tenable-Detected Vulnerable Devices Without Available Fixlets - Detail
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@ L) migrix Tenable-Detected Vulnerable Devices Withouwt Available Fixlets - Device Detail
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® Owmenx Tenable-Detected Vulnerability Discrapancies - Device Ditail
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@ -C} BIGFIX Tenable-Detected Yulnerability Discrepancies - Datail

P Tepe—
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COEVIIAVEROUET, Tableau LR—NDOEBEERODENTEET,
Tableau M L /R— M X &:

* Qualys
 Tenable.io

» Tenable.sc
L7R— NIE Tableau /N—2 32 20204 AR CTERE hE T,

« LR—MDELV: LR—~ OBEERE. PowerBl & Tableau TRIEFFLUTY, cOtEYZ 3> TR,
LAR— N ORI OVTHLBHBALET,
cFES—T AV ERBURBA YD IR— K R—TVERTFENES, EVRA TOLRICER
ENBVERE, BBECSUTHRTEST

- Qualys EEE

EEEQER. REEICHETIEINNEEFIVTA —LOURIZRAETSHIC. Qualys
L > TRHEIET, CORBICEENZIERFRAODEHBYTTY,
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BrHENIREM (BR WX Fixlet 1))
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“JBIGFIX
Device Detail Summary N——
* Device Name DevicelD *IP Address 05 *Type *Latt Repart Time
WIN-SEFHFOUM7HE 14456351-1 100 134.146.136 WimZ0L5 10 0.14353 1884 (1607) Server Z/16/20214 1107 PW
Vulnerability Detail
Visinerability Title Vulmerabilit.. (V552 Severity
Actiweiterl UTF-8 Denisl of Service ¥ulnersbility 116504 Medium Serious [
Adobe Flash Player SWF File Unspecified Remote Code Exscution Valnerability 115811 High Critical I
Adobe Resder and Acrobat Multiple Wulnerabilsties (APSBLE-26) Imoes High Critical
Amazon Limun Security Advisory for dbus ALAS-2019-1246 IEIE2E L Critical

Amaran Lirux Security Advisory for oo ALAS-2013-245
Amazon Lins Security Advisory for golang, docker ALAS-2015-588
Amazon Linux Security Advisory for mod_secursty ALAS-2014-335

Madium Serigu
High GarioLe EF182020
Madium Seriout B/16/ 2020

Amazon Linus Security Advisory for perk YAML-LIBYAML-ALZ012-2015-056 Megium Serious

dimazon Lirux Security Bdvisory for ruby2 0 ALAS-2015-547 Medium Serious

Apple QuickTima Prior ta 7.7.5 Multapia Vulnerabiities (APPLE-SA-2014-02-25-3) Hign Crrtical

Atinssann JIRA Multiple Security Vulnersbility (JRASERVER-657 84 _IRASERVER-G . Meaium Serious

Ardassian Jira Server and Data Center Improper Authorization Valnerabilicy(JRASE.. 12232 Magium Madum

Cent(5 Security Update for Firefox ((ESA-2012-1210) 1XETR High Crrtical

Cont05 Security Update for firefon (CESA-2017:0558) 256178 High Urger:

Cent(S Security Update for firefox Security Update (CESA-2018-2633) 256482 High Crrtical

Cent5 Security Update for flatpak (CESA-2019-0375) 56573 Medium Critical

CentDS Security Update for Ghestscrigh (CESA-2012-0036) 120033 Mecium Medum

Cent05 Security Undate for HelixPlayer (CESA-2010-0094) 116308 High Serious -
{allllu Vulnarabiliny Devies Summary gt D
B Vs (el meeRa VB feeen cPeenfes “Resmdl -Fewrias s o T
P 17T ClmEA 20 - Crima WLAOCT ewarty iyt far ek S P B ARICITLGL  Bwirs b Wedn GRAICIT. mnrdy Upbe G2 IETHT

[T R e - Vulnersbility Deviea Datail

¢ Pecd s - Ll
L ] e
L Ty Lmiig
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Qualys-Detected Vulnorable Devices Withaut Applicable Fixlets - Overview
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D misrix Vulnerability Device Summary

Vulnesability Tithe Visinerability 10

Cant05 Securty Update for Wbwvirt (CESA-200.2-1202) 120574

Right-click an Device 1D to drill down

Detected Date DewicelD * Device Name
B16/2020 144563611 WIN-SEFHFOIMTHE

—
¢

Vulnerability Device Detail

oS * 1P Address
Win2016 10.0 14393 18684 . 10 134 146 136

JIVA LAR—K194

Lomap

T

e

it
L
Bl
B

LT

Year of Pub.. (V552 SEverity

232

*Type
Server

Madiem

Z16/2021 41107 PM

= gl in il

* BugFix data
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- Branx Device Detail Summary
* Device Nama DevicalD * IP Address ] * Type * Ladt Repart Tims:
WIN-SEFHFOUM7HE 14456351-1 10134.146 136 WinZOL5 10 0.14393 1554 (1607 Sarver I/16/2021 4 1107 P
Vulnerability Detail
Vulnerability Title Vulmerabilit.. (VE52 Severity Detected Date
Actiweiterl UTF-8 Denisl of Service ¥ulnersbility Medium Serious [
Adobe Flash Player SWF File Unspecified Remote Code Exsrution Valrer sbility High Critical .
Adobe Resder and Acrobat Multiple Vulnerabilties (APSELE 26) High Critical |
Amazon Limun Security Advisory for dbus ALAS-2019-1246 L Critical
AmaRon Linux Security Rdvisory for g ALAS-2013-245 Madium Séridut
Amazon Linus Security Advisory for golang, docker ALAS-2015-588 High GarioLe
Amazon Linus Securrty Adwisory for mod_secursty 8LAS-2014-335 Medium Serious
Amazon Linus Security Advisory for perk YAML-LIBYAML-ALZ012-2015-056 Megium Serious
dimazon Lirux Security Bdvisory for ruby2 0 ALAS-2015-547 Medium Serious
Appla DuickTima Prior to 7.7.5 Multiple Vulnarabibties (APPLE-SA-2004-02-25-3) Hign Crvtical
Atinssisn JiRA Multiple Security Vulnersbility (JRASERVER-69784_IRASERVER-69 Medium Serious
Ardassian Jira Server and Data Center Improper Authorization Valnerabilicy(JRASE.. 12232 Magium Madum
CentD5 Security Update for Firefox ((ESA-2012-1210) 170578 High Crrtical
Cont3 Security Update for firefos ((ESA-20170558) 256178 High Urger:
Cent(S Security Update for firefox Security Update (CESA-2018-2633) 256482 High Crrtical
Cent5 Security Update for flatpak (CESA-2019-0375) 256573 Medium Critical
CentD3 Security Update for Ghostscrigh (CESA-20012 0036) 120033 Medium Medum
Cent05 Security Update for HelixPlayer (CESA-2010-:0054) 116508 High Serious -

JIVA- LAR—K]95
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Oualys-Detected Vulnerability Discrepancies - Overview
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Wulnarability Dets

D Ll Chaalyy-Datected Vulngrability Qiscrepanios - Bavicg Summary

Gusalys-Datacted Vilnarability Disorepansies - Doavics Dotail

Tenable.io A Tableau L 7R— b
DLV AVERLET, Tenable.io A Tableau LR—NDEBBERDDENTEEXT,
BigFix Insights for Vulnerability Remediation T, Tenable.io DEFHEETFT—RXEFIATED XSICHEYEFL

f=o Tenable Lumin A B W &E/R B 4. BigFix Insights for Vulnerability Remediation &, XN EENDE L
B GTF—REFALET,

- BEOEREOFME (ACR): FINA R 24T, FNAADBEW, 1V F—XY RADORY NTJ—
- Q7= 3aVEEECEI<KEEOHENNEEEEERT 1~10 O,

- BEZEHADT (AES): ACRB LT VPR (MRBMHEEIEMLOFME) 2 1 DOAITICHELTEED
HEENBEEHZERIANIY D,

FLSE. ROV IOFZSRLUTLKEEY, Lumin XKUY D

& 512, Tenable.io MIFEIZD &, BigFix ld T RKRA > NEET—X%Z Tenable.io ICEFEL T, BE
HNRAOAREEN HIEELERTTEDLIICLET,

F v — N OFM:


https://docs.tenable.com/tenableio/vulnerabilitymanagement/Content/Analysis/LuminMetrics.htm

EEHARII-EZRR AVFTUPITVA- LR—H |98

cHREMERA ML -RESHEER AN

* PluginID - IS5 DR EIZEY) TS hi-—EOREEIF

cEZETINA A -Tenable IC&>TAF vy h, BEXENIrFEEIALETNAR

*cCVEUAKN-CVEDUAK

« CVSS2 - (Common Vulnerability Scoring System /N\—2 3> 2), ¥1UFT /41 —DBEHENEXRE
ERENBREZTMMIZ LOICEATNDROAT VT AT Ao

« CVSS3 - (Common Vulnerability Scoring System /N\—2 3> 3), AOAF7 UV Y - AT LOERH
N—=>3r

* VPR - {2 55148 S5 I O 54

*VPRAOT7 -0 ~ 10 NEEOEKIE, 10NN mEBVEBEEEZRLET

B -EESRMICKREE LA

- NFB-RHEEICETIERIFVNCFATECE AR

- ACR-EBEDOEXREOFE: FNA R ZA47, FNAAOBEH., AVZ—FY hADOIY NT—
- AT =23 VEEEICEI<KEEOHENNEEEEEZRT 1~10 O,

-AES-BEEBZEHAO7:ACRE LT VPR (A5 EEIBNVOFE) 2 1 DOAATICHEEL TEED
HRHEEHERTIANIY D,
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Tenable-Detected Vulnerable Devices with Applicable Fixlets - Overview
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@ Help Center

Top 5 by Device - VPR Top 5 by Device - AES

Breakdown by VPR

100

2021/03

150 Critical
14,360
125,85
v
L1268 138,480 0 20 40 100 120 140
Breakdown by CVSS
v W hoen s e |
[ Andrew-RHELServer-2 Andrew-RHELServer-2
I WIN-RLASSTUT252 I WiN-RL4g5TVT 252 Low
W WIN-UTMABUTINUS . WIN-UTMABU7INUS
0oL 40 50 80 120 140 160 180 200
apeas . . IcVss2
Vulnerabilities with Fixlets by Date Detected - CVSS Wrich
Medium
Low
300 Wion
Date
200 2015 2025
G D

2021/04
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() BicFix

Right-click on Plugin ID to drill down

Vulnerability List - 139 Rows

*BigFix data
Vulnerability Title Pulgin ID Applicable Devices  CVE List cvss2 % Cvss3 VPR VPR Score  Total VPRS.. DetectedD.. PublishedD.. Product/|
M5 KB3003008: Vulnerability in S5L3.0 Could 78447 1 CVE-2014-3566 Medium Medium 43 5 3/20/2021  10/14/2014 Windows A
Allow Information Disclosure (POODLE)
MS15-006: Vulnerability in Windows Error Rep.. 04395 1 CVE-2015-0001 Low Medium 42 4 021 0y Windows|
MS15-014: Vulnerability in Group Policy Could .. 81267 1 CVE-2015-0009 Low Medium a4 4 021 Windows|
M515-029: Vulnerability in Windows Photo De.. 81743 1 CVE-2015-0076 Medium Medium 57 6 021 Windows
M515-050: Vulnerability in Service Control Ma.. 83355 1 CVE-2015-1702 Medium Medium 53 6 Nindows;
MS15-060: Vulnerability in Microsoft Common .. 84056 1 CVE-2015-1756 High Medium 67 7 Windows|
MS15-082: Vulnerability in RDP Could Allow Re.. 85332 1 CVE-2015-2472 High Medium 55 & Windows
M515-088: Unsafe Command Line Parameter P_ 85334 1 CVE-2015-2423 Medium Medium 4z 4 Windows
M515-089: Vulnerability in WebDAV Could Allo.. 85323 1 CVE-2015-2476 Low Medium 44 4 Windows
MS15-119: Security Update for Winsock to Ad.. 86826 1 CVE-2015-2478 High Medium 59 & Windows
MS15-121: Security Update for Schannel to Ad.. 86827 1 CVE-2015-6112 Medium Medium 55 & Windows
MS15-133: Security Update for Windows PGM .. 87262 1 CVE-2015-6126 High Medium 53 6 Windows
MS16-013: Security Update for Windows Jour.. 88545 1 CVE-2016-0038 High High Medium 67 7 Windows
MS16-027: Security Update for Windows Media £5750 1 CVE-2016-0058 High High Medium 67 7 Nindows
to Address Remote Code Execution (3143146) CVE-2016-0101 High High Medium 67 7 Windows
MS516-033: Security Update for Windows USB.. 85772 1 CVE-2016-0133 High Medium Medium 67 7 Windows
MS16-047: Security Update for SAM and LSAD .. 50510 1 CVE-2016- Medium Medium Medium -] 6 Windows
M516-067: Security Update for Volume Manag.. 31016 1 Low Medium Medium 44 4 Windows
MS16-072: Security Update for Group Policy (3.. 31500 1 CVE-2016-3223 High High Medium 67 7 Nindows
M516-076: Security Update for Netlogon (316.. 51604 1 CVE-2016- High High Medium 67 7 Windows
1516-087: Security Update for Windows Print .. 32018 1 CVE-2016-32 High High Medium 6.7 7 Windows
MS16-124: Security Update for Windows Regis.. 34013 1 CVE-2016-0070; CVE-2016-0073.. Medium Medium Medium EE 7 Windows
M516-134: Security Update for Common LogFi.. 94535 1 High High Medium 53 6 Windows
MS16-137: Security Update for Windows Auth.. 34533 1 High High Medium 59 & Windows
MS16-149: Security Update for Microsoft Win.. 35813 1 CVE-2016-7215; CVE-2016-7292  High High Medium 55 & Windows
RHEL 7 : avahi (RHSA-2020:1176) 135048 1 CVE-2017-6519 Medium Critical Medium 52 5 Null
RHEL 7 : bash (RHSA-2020:1113) 135062 1 CVE-2015-9524 High High Medium 67 7 Null
RHEL 7 - bind (RHSA-2020:2344) 137082 1 CVE-2020-8616; CVE-2020-8617  Medium High Medium [ 6 ) Null
DHEI 7 - rin (BHEA.2020-2008) 1A1NCE 1 FVE.2010.1ARGE Madinm Uink Madiim £7 1 LAl v

< »
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GHIGFIX

Voerbiit. PulginiD ~ CVELst (V%2 CUS§3 VR

Vulnerability Device Summary bl

VPRScore  Total RS Detected 0., Published D. Product/Fa. *Fvlet Tile

Fidetld *Fik
MSIS050:.. 83355 CVE-2015-L. Nedium Medim 59 b Y0020 05122015 Windows  MSIS050: Vulneratilicyin Senvice Contral Manager . 1505015 Patch
{ }
Kt dckonDvie Dt drldon Vulnerability Device Detail- 1Rows
Detected Date  DevicelD * Device Name Detail 08 *|P Adaress e AR AES * ast Report Time
g e NRTITRE S nime DEME e TE B 49BN
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GBIGFIX

*Device Name Det.. * IP Address

DevicelD
1076613427-2

Vulnerability Title

KB4088879: Wind..
KB4093115: Wind..
KB4103715: Wind..
KB4338824: Wind..
KB4457143: Wind..
KB4462541: Wind..
KB4467703: Wind..

KB4471322:

Windows 8.1and
KB4480964: Wind..

KB4487028:

WIN-RL4B5TV7252 10.134.146.45

Pulgin ID
108291
108985
109607
110981
117412
118002
118918
119583

121014
122120

Windows 8.1and ..

KB4485833: Wind..
KB4493467: Wind..
KB4499165: Wind..
KB4503250: Wind..

KBA507457:

<

122784
123940
125061
125818
126570

EYZRR- 4V

CVE List
CVE-2017-5.

CVE-2018-0..
CVE-2018-0.
CVE-2018-8..

CVE-2018-8
CVE-2018-8

CVE-2018-8..
CVE-2018-8.
CVE-2018-8..
CVE-2015-0..
CVE-2015-0.
CVE-2015-0..
CVE-2015-0..
CVE-2015-0.
CVE-2015-0..
CVE-2015-0..
CVE-2013-0.

CvVss2

High
High

. High

High
High
High
High

. High

High
High

. High

High
High

. High

High
High

. High

7

Device Detail Summary

*0S

Win2012R2 6.3.9600

(V553
High
High
High
High
Critical
High
Critical
Critical
Critical
High
High
High
High
High
High
High
High

VPR
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High
High

*Type
Server

ACR
7.35

LR—bK 102

AES *Last Report Time
860

Vulnerability Detail - 161 Rows

VPR Score

4

8.
8.

.o |io o

w w o w oo wo
o i

Total VPRS.. Detected Date Published D..

8

W W e | w
o S

2w w | w

[
IS

Product/Fa..

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

*BigFix data

*Fixlet Title

4072698 Enable mitigations to helppr.
MS18-APR: Security Only Quality Updat
MS18-MAY: Security Only Quality Upda
IMS18-JUL: Security Only Quality Updat.
MS18-SEP- Security Only Quality Updat
IMS18-0CT: Security Only Quality Updat.
MS18-NOV: Security Only Quality Upda.

IMS18-DEC: Security Only Quality Updat.

3
3

MS18-DEC: Security Only Quality Updat.
MS19-JAN: Security Only Quality Updat.
MS19-FEB: Security Only Quality Updat..
MS520-0CT: Security and Quality Rellup ..
M515-MAR: Security Only Quality Upda..

MS19-APR: Security Only Quality Updat
MS19-MAY: Security Only Quality Upda
M518-JUN: Security Only Quality Updat
IMS19-JUL: Security Only Quality Updat.

*Fixlet ID

407265801
408311501
410371501
433882403
445714303
446294101
445770303
447132201
447045503
448036401
448702801
457896201
448588301
448346701
445916503
450325003
450745701

*F
PatA
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B E NI (A AREA Fixlet & L)
OBIGle

Top 5 by Device - VPR Top 5 by Device - AES

Tenable-Detected Vulnerable Devices Without Applicable Fixlets - Overview

@ Help Center

Breakdown by VPR

* Device Name VPR *Device Name AES
evice Name
B W10-BOBCLIENTS W Andrew-RHELServer-2
V104
B WINRLABSTV7252 I W10-BOBCLIENTS
; W2016-2082
B WIN-UTMASUTINUS mw

B WIN-RLABSTVT252
[ WIN-UTMAGUTINUS

0 60 o 80 50 100 10
T . . lcvss2
Vulnerabilities with Fixlets by Date Detected - CVSS I
200 High

150

Date
2015 2023
a D
100

2021/03
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OBIGFIX

o
Right-click on Plugin ID to drill down BigFix data
Vulnerability List - 107 Rows
Vulnerability Title Plugin ID Applicable Devices CVE List CVs52 CVss3 VPR VPR
Adabe Flash Player <= 23.0.0.207 Multiple Vulnerabilities (APSB16-33) 95762 1 CVE-2016-7867; CVE-2016-7868; CV E-2016-7870; C.. High Critical High 89 ~
Adobe Flash Player <= 24.0.0.186 Multiple Vulnerabilities (APSB17-02) 56388 1 E-2017-2528; C.. High Critical High 8.5
Adabe Flash Player <= 24.0.0.194 Multiple Vulnerabilities (APSB17-04) 57142 1 CVE-2017-2982; C 7-2985; CVE-2017-2586; C.. High Critical High 8%
Adabe Flash Player <= 25.0.0.127 Multiple Vulnerabilities (APSB17-10) 99283 1 CVE-2017-3058; ¢ 2 017-3060; CVE-2017-3061; C.. High Critical High T4
Adobe Flash Player <= 25.0.0.148 Multiple Vulnerabilities (APSB17-15) 100052 1 v B 1 017-3070; CVE-2017-3071; C.. High Critical High 8.5
Adabe Flash Player <= 25.0.0.171 Multiple Vulnerabilities (APSB17-17) 100756 1 High Critical High 8.5
Adabe Flash Player <= 26.0.0.131 Multiple Vulnerabilities (APSB17-21) 101362 1 High Critical High 85
Adobe Flash Player <= 26.0.0.137 Multiple Vulnerabilities (APSB17-23) 102262 1 High High Medium 6.7
Adobe Flash Player <= 26.0.0.151 Multiple Vulnerabilities (APSB17-28) 103124 1 High Critical High 8.5
Adobe Flash Player <= 27.0.0.183 (APSB17-33) 104544 1 VE-2017-11213; CVE-2017-11215; CVE-2017-11225; CVE-2017-311. High Critical Medium 6.7
Adobe Flash Player <= 28.0.0.137 Use-after-free Remote Code Execution (A.. 108506 1 CVE-2018-4877; ( 018-4878 High Critical High 96
Adobe Flash Player <= 28.0.0.161 (APSB18-05) 108281 1 CVE 18-452 High Critical Medium 6.7
Adobe Flash Player <= 29.0.0.113 (APSB18-08) 108558 1 High Critical High 8.9
Adobe Flash Player <= 29.0.0.171 (APSB18-19) 110397 1 High Critical High 9.2
Adabe Flash Player <= 30.0.0.134 (APSB18-25) 111683 2 V High Critical Medium 6.7
CVE-2018-12827; CVE-201
Adobe Flash Player <=31.0.0.148 (APSB18-44) 115094 3 CVE-2018-15%81 High Critical Medium 59
Adobe Flash Player <=31.0.0.153 (APSB18-42) 119462 3 CVE-2018-15982; CVE-2018-15383 High Critical High 9.7
Adobe Flash Player <=32.0.0.156 (APSB19-19) 123938 3 CVE-2019-7096; ( High Critical Medium 59
Adabe Flash Player Unsupported Version Detection 559196 3 Null High MN/A 0
KBAD18483: Security update for Adobe Flash Player (April 2017) 95290 1 CVE-2017-3058; CV! 2017-3060; CVE-2017-3061; C.. High Critical High 74
WRANINA- Carurity undsta far Adaha Flach Dlauar (Mau 201174 NNNE? 1 [V[E.2017-20AR: MV/E.201 72068 (UE.2017.2070- (VE.2017.20T1- £ Hink Fritiral Uink aa ¥
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OEIGFIX

Vulnerability Device Summary

*BigFis data
Yulnerabilty Title Pluginl ~ CVEList (52 (5% VR UPRScore  Published D. Solution
Adobe Flsh Player <= 26.0.0.151 Multiple Vulnerablties (APSB17-28) 103124 CVE2017-11281; (VE-2017-11287 Hign (rtial ~~ High 83 03/L2/2017 Ungrade to Adobe la
{ }
Right-cick on Device 0 to drill down Vulnerablllty DEVIC@ DEta" - 1Rous

*DeviceNameDetall  DevicelD — *08

*[P Address e AR AES *ast Report Time
WINALISTVIZR? 076130272 Win0LZRZ6.3%600

JUNE R frer 13 B 4105350
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() i1GFIX : :
Device Detail Summary R—
* Device Name Detail Device ID *IP Address *0s *Type ACR AES *Last Report Time
WIN-RLAB5TVT252 10766134272  10.134.146.46 Win2012R26.3.3600 Server 735 860 4/1/20219:03:51 PM
Vulnerability Detail - 178 Rows
Vulnerability Title PluginlD  CVEList Cvss2 CVss3 VPR VPRScore  Publi
Adobe Flash Player <= 23.0.0.207 Multiple Vulnerabilities (APSB16-39) 95762 CVE-2016-7. 016-7868; CVE-2016-786 016-7.. High Critical High 89 12/1:4
Adabe Flash Player <= 24.0.0.186 Multiple Vulnerabilities (APSB17-02) 56388 2.. High Critical High 83 01/1(
Adabe Flash Player <= 24.0.0.194 Multiple Vulnerabilities (APSB17-04) 57142 High Critical High 8.3 02/1+
Adobe Flash Player <= 25.0.0.127 Multiple Vulnerabilities (APSB17-10) 59283 High Critical High 74
Adobe Flash Player <= 25.0.0.148 Multiple Vulnerabilities (APSB17-15) 100052 High Critical High 83
Adabe Flash Player <= 25.0.0.171 Multiple Vulnerabilities (APSB17-17) 100756 . High Critical High 83
Adabe Flash Player <= 26.0.0.131 Multiple Vulnerabilities (APSB17-21) 101362 017-3099; CVE-2017-3100 High Critical High 89
Adobe Flash Player <= 26.0.0.137 Multiple Vulnerabilities (APSB17-23) 102262 017-3106 High High Medium 6.7
Adobe Flash Player <= 26.0.0.151 Multiple Vulnerabilities (APSB17-28) 103124 High Critical High 83
Adobe Flash Player <= 27.0.0.159 Type Confusion Vulnerability (APSB17-32) 103922 Medium High High 83
Adobe Flash Player <= 27.0.0.183 (APSB17-33) 104544 .. High Critical Medium 6.7
Adabe Flash Player <= 27.0.0.187 (APSB17-42) 105175 Medium High Low 36
Adobe Flash Player <= 28.0.0.126 (APSB18-01) 105691 Medium High Low 36
Adobe Flash Player <= 28.0.0.137 Use-after-free Remote Code Execution (APSAL8-01).. 106606 High Critical High 9.
Adobe Flash Player <= 28.0.0.161 (APSB18-05) 108281 High Critical Medium 67
Adaobe Flash Player <= 29.0.0.113 (APSB18-08) 108958 v 018-4933; CVE-2018-4334, . High Critical High 89
Adabe Flash Player <= 29.0.0.171 (APSB18-19) 110397 CVE-2 8-5000; CVE-2018-5001 5.. High Critical High 5.2

< >
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Tenable-Detected Vulnerability Discrepancies - Overview

Top 5 by Device - VPR

57

* Device Name VPR
[3 WiN-RLASSTVT252
W WIN-UTMASU7INUS

Top 5 by Device - AES Breakdown by VPR

1760

Breakdown by CVSS
10,320
- |
*Device Name AES Medium

@ win-RL485TV7252
W WIN-UTMAGUZINUS

=
-

15

Count of Plugin 1D

Vulnerabilities with Fixlets by Date Detected - CVSS

Year
2015 2025
G D

2021/03
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GEIGFIX
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‘I BIGFIX d A : :

0 \ulnerability Discrepancies Device Summary ‘Bt
Yulnarability Title S v PluginiD  Applicable. (VEList (s (S8 Ve UPRSeore  Detected D Published D, ProducFa.. *Fiset itk

RBAR3TTES: Seaurityupdetefor - 133813 1 (VE-20203757 figh — High  Nedom 53 YL 02142020 Windows  MS2O-OCT: ecurity Uncate:
Acobe s PaerFebruary 2170 A QLR Widows WSO SewityUndee
{ }
Ntk onevice e todil o \lulnarability Discrapancies Device Detail - 2ows

DetectedDate  DevicelD * Device Name Detail  *08 * [P Adaress e AR AES *Last Report Time

oo NOGENRN vrvsvomemEy Mol e 84 B0 4UAEHNN
PR IGEBE WINUETTS  WiIAZEISH0 DBGE e I5 80 YL0naEsa
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BIGFIX _— o .
0 Tenable-Detected Vulnerability Discrapancies - Device Summary it
DevicelD ~ * Device Name Detail P Address *0§ Tye AR AES *| st Report Time

103731011 WIN-UTMBGUTINUS 117181 Win201310.0.17763.107 1809 Serve

Tenable-Detected Vulnerability Discrepancies - Vulnerability Detail - 2 Rows

VulnerabilityTitle PluginD ~ Applicable.. CVEList (V852 (V853 VAR UPRScore  DetectedDate Published D. Product/Fa.. * Fiset Ttle
Adobe Flesh Playe. 37253 L (VE-20209. High (ritical ~ Medum 58 WL 06052020 Wingows  MS20-CT: Security Undatefor Ado.. 458032515 Patches for
HB453775% Secur. 133618 L (VE-2020-3. Hign High Medum 53 30021 02112020 Windows  MS20-0CT: Security Update for Ado.. 458032515  Patches for
{ )

Tenable.sc A Tableau L 7R—
DU IAVERLET, Tenable.sc Al Tableau LIR— NDBREZRODENTEEXT,

F v — N OFM:

cHESMERA N -REEMHER A N

* PluginID - fESSME DR EICEIV TS h-—ED#AIF

cEYETFNAA-Tenable C&2TARAF Y& h, BBENSBEENETNARA

*CVEUWARKN-CVEDURARK

+ CVSS2 - (Common Vulnerability Scoring System /A\—> 32 2), %151 —OEFHHEOERE
ERENGREETIMMIZLOICERAET D AT VT AT A,

+ CVSS3 - (Common Vulnerability Scoring System /N\—> 3> 3), RAAT7 VT AT LADERH
N—>3a>r

* VPR - i 55 14 48 S5 JE 4L O 54

*VPRAI7 -0~ 10 0HHEDOKIE. 100N KEGVEXEEZRLET

cRERB-MHEUEASFRIICKRES B

cNBAB -MEHHEICETAIERI KACHAATEICE > 1AM
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Vulnerabilities with Fixlets by Date Detected - VPR @
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2020/€

Il Low
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Vulnerabilities with Fixlets by Date Published - CVSS @

(omtniﬂm (1]

o w =]
& ) .

20181

D) sicrix

Reght-click on Plugin I to dnll down
Vulnerability List

Vulmerability Tithe PluginiD  £VSS2
Amazon Linua Security Advisory for dbus: ALAS-2019-1246 351628
AmaEon Linua Secunity Sdviory for guagga ALAS-2012-070

Atlassian Fisheye and Crucible Cross-Site Saripting Vulnerab ity (CRUAC-8381 FE. 7163 CRUC-8380,FE. .
Cemt05 Security Updete for Bbwirt (CESA-2012:1202)

Cemt¥5 Security Update for Bbwirt test ((ESA-2011-0478)

Comt05 Security Upeate for OpenSSH (CES8-2007.0257)

Cent 05 Security Update for PAM (CESA-2007-0465)

CantS Security Updats for gamu-kvin (CESA-2017 1B56)

Cemt¥5 Securtty Update for wtil -lirux-ng ((ESA-2013-0517)

Debinn Security Update for mailman (D54 4246-1)

Drupal core File Mod ube Cross Site Soripting Vidnerability (SA-C0RE-2019-004)

Fadora Security Update for libunwind (FEDOQA-2015-11465)

Fedora Security Update for gemu (FEDORA-2016-1b260abdad )

Fadora Secwrity Update for shapi-nis (FEDORA-2014-1842)

Fedora Security Update for sude (FEDORA-201% 2247)

Fedaora Security Update for xen [FEDORA- 2016-dabib1d?2 77h)

IPlaret Calender Server Rlaintest Sdmin Pessword Yulner sbility

Mchtan WirusScan 4 0.3 Alert File Vilnarabil ity

OpenSuSE Security Update For libvirt {openSUSE-5U- 2014-0000-1)

OpenSuSE Security Uipdate for Ilvm (openSUSE-SU-2015:0245-1)

OpenSuSE Securrty Update for ¥Wayland {openSUSE-SU-2015 1095-1)

Oracle Enterprine Linux Security Update for libgerypt [ELSA-2013-1457)

Oracle Enterprise Linus Security Update for geme-km (EL5A-20013-1650)
Pacthuke Croes Site Scripting Vulnerabdity

Red Hat Update for OpenSheft Container Platform 4.5.4 jenking-2-plugina (AHSA-2020-3207)

Siype Techmalogies Skype URI Handlng Remote File Downlosd Vulre rability

SUSE Erterprive Linux Secursty Update for dbus-1 {SUSE-5U-20140846-1)

SUSE Enterprise Limus Security Update for libapr] (SUSE-50U-2018:1322-1) |
SUSE Entarperie Linux Sacurty Updats for Wireshark (SUSE-SU-2012 0732-1) 165433 L
SUSE S-mnl-p u.m{u- libgtdl {openSUSE- SU-2013-0404. 1) 1sE870 Law

* BigFin dutn
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Deicrix ) :
Device Detail Summary * BigFis data
* Device Mams: Devicel D * IP Address Q5 * Type * Last Report Time
WIN-SEFHFOJMTHB 142563611 10134 145 135 Win201610.0 14393 188 Server 2/16/2021411.0TPM
Vulnerability Detail

Vulrerability Tithe Cvss2 Severity

ActivePer] UTF-8 Denial of Service Vulrerabil iy Mledium Low Ll
Adote Flssh Player SWF File Unspesified Remote Code Exccution Vulnerabily High Medium [ |
Adobe Reader and Acrobat Multiple Walnerabil ties (APSB1E-26) High Medwm
Aemaczon Linx Security Advisary for dbusALAS- 20191246 Low Megium
Aemagon Linux Security Advisory for poALAS-2013-245 Fledium Low 1
denaszon Linex Securrty Advisary for polang, docker-ALAS-2015-588 High Low B 16/2020
Aenagon Limex Security Advivary for mod _security ALAS 2014335 Medium  Low 6/16/2020
dnazon Linux Security Advisory for per-YAME-Lib AL 81201 2-2015-056 Fledium Low B182020
demazon Linux: Security Advisary for ruby20- ALAS-2015-547 Medium Low By 1E/2020
Apple QuickTime Prise to 7.7 5 Multiple Vulnerabilities (APPLE-SA-2014-02-25-3) High Modium  6/16/2020
Atlassian JIRA Multiple Security Vulnersbility (JRASERVER-G5TEA, IRASEAVER-G9TER JRASERYER-EITHZ, JRASERVER-. Mledium Low
Atlassian Jira Server and Data Center Improper Autharization Vulnersbility ASERVER- TO526) Mledium Low
Cent0S Security Update for Firefos (CESA-2012:1210) High Medivim
CentS Security Update for Airefox (CESA-2017:0558) High Medium
Cont05 Security Update for firefos Security Update (CE5A-2018 2633) High Meium
Cent(S Security Update for Aatpsk (CESA-2019-0375) Medium Medium
CamtDS Security Update for Ghosteeript [[ESA-2012:0096) Meadiun Law
ContOS Security Lipdate for HelixPlayer (CESA-2010.0094) High Low v
0 ®iaFix Vulnerability Device Summary * BigFin duta
Vulnerability Title Plugen DV Yearof Pub_ CV552 Severity
Amazon Linus Security Advisory for dbus: ALAS-2019-1286 3E1eze 2019 Low Meium
Right-click on Drevice 10 to drill down Vulnerability Device Detail
Detected Date Device ID * Device Name 05 * P Address * Type: * Last Report Time Plugin_ID

6/l6/2020 14458361-1 WIN-9EFHFOUMTHE  Win2016 10.0.14393 1884 . 10.134 145 136 Server 2/16/2021 41107 PM 31628
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Tenable-Detected Vulnerability Discrepancies - Overview
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Count of Plugin ID

202001 e e 2007 C20/08 2009 020/10 02011 M2102 2

Vulnarabilities with Fixlets by Date Detected - VPR @ 5:':“'“
M High
W e
5 -
% ML rari
H e —"
]
Vulnerabilities with Fixlets by Date Published - CVSS @ =l
Year Month1l
Dats
2008 2025
e, S
i
H
§
020,09 2 10 2020y11 20 12 0201 F- Q2
Vulnerabilitias with Fixlets by Date Publishad - VPR @
¥ear Monthl

OBIﬂFIl

Right-click on Plugin ID ta drill down Tenable-Detected Vulnerability Discrepancies - Detail * Bigix data
Vulnerabilit  Plugn 1D CVE_List CVss2 Severity of Pub * Finlet Title * Frelet ID * Fivlet Sou . * Fisdet Site * Fixlet Category * Saurce Rel
NBASBETIY 147693 High o 50008 KBE Patchies for Windows
KBASBERED. 142650 High L] i HBEH0 Patches for Windows
High nfo 1 KB500/ Patches for Windows
High nfo 1

odate for Winda

KBS000E22  Patches for Windows
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DevicelD " Device Name
10373101-1  WIN-UTMASUTINUGS

Tenable-Detected Vulnerability Discrepancies - Device Summary

* P Address

2171281

05
Win2019 10.0.17763.107 (1809)

* Last Report Time
3252021 4:5T:12 PM

* Tyne
Server

Tenable-Detected Vulnerability Discrepancies - Vulnerability Detail

*BigFix data

Vulnerability Tele PluginID  CVE_List vss2 Severity  DetectedDate * Fixlet Title FidetID  *Findet Site * Finlet Sou.* Findet Categary *Source Rele:
KBAS3IB4EL Wind., 134368 CVE-2020-0645, CVE Hagh High MS5Z1-WAR Cumulstrve Update for . 500082201 Patches for Windows KESQ00B2Z Securrty Updete 03/08/2021
HBASA994%: Wind, 135463 CVE-2020-064 Hagh High MS5Z1-MAR: Cumulative Upcate for . 500082201 Patches for Windows  KBSO000BZZ  Secwrry Updene 03/09/2021
HBA551853: Wind.. 136501 CVE-Z020-0645; Hagih High M5Z1-MAR: Cumulstive Update for . 500082201  Patches for Windows  KBS000822  Security Updete 03/05/2021
WBASSEYIE: Wind . 138453 Hagh Hign MS21-VAR- Cumulstive Update for  SO0082201 KBS000822 Securty Updete 03/09/2021
WBASE1608: Wind, 137266  CVE-2020-0B45, Hegh Hign MS21-VIAR: Cumulative Update for  SO0082201 WBSOODB22 Security Updete 03/09/2021
HBASES3AT: Wind | 1354584 CVE-2020-0645; ¢ Critical 201 MEZ1-MAR Cumulstive Update for | SO00E2201  Patches for Windows KESO00GIZ  Secwrity Updete
HBASTOIZI: Wind, 140414 CVE-2020-0845, High 3872021 MSZ1-WAR Cumulstive Update for . 500082201  Patches for Win KBS000B22 Security Update
HBASTTGEE: Wind . 141433 CVE-2020-0645, Hign 3872021 MSZ1-MAR Cumulative Update for . SD0082201 KBS000822 Security Updete
KBASSETS3: Wind. 142633 CVE-2020-0645, Infa 3/8/2021 MEZ1VAR Cumulstive Upcate for  S00082Z01  Pmtches for Windows  WESO00BZZ  Securty Update
HBASS2440. Wind.. 143561 CVE-2020-0845, High 3872021 MS21-MAR Cumulstive Update for . SO0082201  Patches for Windows KBSOO0B22 Security Update
HBAS98230; Wind, 144287 CVE-20200845, High VR0 MSZ1-MAR: Cumulative Update for . 500082201 Patches for Windows  KBSOO0G22  Security Update 03/08/2021
KBAGOL345: Wind.. 146337 CVE-2020-0845, € High 3/8/2021 MS21-MIAR: Cumulative Upgate for . 500082201 Patchesfor Windows  KBSO000B22 Security Update 03/05/2021
KBSO00822: Wind.. 147223 CVE-2020-0645, C\ info 3122021 MSZ1-MAR Cumulative Update for . SO0082201  Patches for Windows KB5S000B22 Security Update 03/0%/2021
(Deicrix - ; )
Tenable-Detected Vulnerability Discrepancies - Device Summary *BigF Dota

Vulmerabilit. Plugin ID CVE_List Yewar of Pub..  (VS52 Severdty * Fixlet Title * Faxlet ID * Finlet Site *Fadet Sou.. * Fixlet Category * Source Rele .

KBASSETSY 142693 v High info ME21-MAR- Cumulstive Updete for Windows. . SDO0BZ201  Patches for Windows  KBSOO0E22 Zecwrity Update 03082021
Rightclick enDawice ID o arlldown  Tenable-Detected Vulnerability Discrepancies - Device Detail

Detected Date Devicell * Device Mame “0s *IP Address *Type * Last Report Time

AR2021 10373101-1 WIN-UTMASL 7INUS Win2019 10017763 107 (1808) 172171281 Server 1252021 A57:12 P
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F10E. SR

RTOREY VTR, BR7VTALBLVRE, NV T ICRED CLI OBREFECODVWTHALE
T oo RSTMN2a1—F42TJEWTOY: 774N 2ERATRHECODVTERALET,

BR774)

F—&- 70— B—E A, Datafl owsConfig. xml BE7Z7AINEFRALET. COT 7M.
FT7AILRNDAARN=)L NAICH ') E T, C:\Program Files (x86)\BigFix Enterprise\Dataflow, 7 7
AN, =& V=R, F—&- 70—, JREOI20EI>aVHFHVET. 774ILROERT
EEMER., IXNTIXFLTRIBENHYNET., BHRICEBH 7/ TAINERIATHLHICEATESD
Dat aFl owsConfig. xsd 774N EHVVET,

<datasources>

CMD<datasources>SBRZTZ7AIDORTE, YD) 1—2a30FRWMETILSICEBERES TV
BDEFETERT—X V—ANEELEXRLET, BRZEMCTDICEK, 2<<EE 2D
DF—R V—ANPBETT, CD<datasourcename>BHREFBEETHRIThIERY EEA,

CN<F—5- Y—2>32TE, BERFIXAD ND<datasources>ZIDF/—RTHY), B
—NTF—32 J—ADERERERLET,

®6. BT 7AIDOEMEDFH
B 77 # ) NME WA

EHI:I

B

datasourcename ZEBL »H) COEME., T—

2 V—AE—E

MICEBI TR
FREhET, O
EMZEATRE.
F—R V—RAEH
F—&- 7O0—AD
BEOTHT2—IC
IYEITESE

T,

5I:

datasourcename
EBHnE
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R6.BEBHR77MIIOBHOFMA K<)

OXRV RZFEALT
EEENET, T—

BHE F7 A4 NE WA BL:]
,'. &, Tenable
nHBER
MTenableSC |
T
MTenablelO
TN
F&E
TA. Bl
<datasource
datasourcename="Tenablel0" .../
>
N J
connectionstring ZEHBL »Hh) Th¥Ehn7F—2X-
V—A® URL,
Bil:https: //
[ Qual ysAPI URL], hitps://
[ Tenabl eAPI _URL] {443
o ™
S
Tenable.io
Tk, R—
hNESE
BEH)
TtA,
f5l: https:/
cloud.tenable.dom
N J
username ZEBL SATLER COEM
I&. ProvideCredentials

k. BE7 74
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R6.BH77AIINOEMEDFHME (<)

EiE F7 ) NME P/Y | FiEA
ICREBFENDETICHS
BltEnEd,
password ZYsL SATLER COEM

& . ProvideCredentia
ONY REFEALT

EEEIhET, TF—

RE. BT TAI)

ICRBEFENDEICHE

SltEhxrd,

(%)

verifycert True ZL COREME. C0
F—%. Y—RTO
SSL AIBA ERAL =2 H
MELEEBILE
I

Tenable.sc:
verifycert 2" true (2
BEENTW\SE
&, EEEAHEES (CA) O
AAEICUTOED
FEFEhTWR L
ZHIALET,

«JL—NEERE
- PERIAE

Tenable.sc D77 #
JL MBI False T

proxy_host ZEL H' COEME., 7OF
S— H— )N~
RANER—KE
5 (X HTTP./
FzlE HTTPS:/
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R6.BH77AIINOEMEDFHME (<)

BiA T7 ) NE oy | LA
proxy_host:proxy_port
ZRMHELET,
proxy_username ZEBL *F7ar COREME.
configureproxy Y

VREFERALTE
BEhEzd, F—2X
&, BR774I)IC

RETINDHICES

ftEh®xzd,
proxy_password ZEsL *F7ar COREME.

configureproxy 1<

VRZEFEALTE
HEhFxrd, X
&, B 7712
FREETNZHICHES
ftEhxd,

S
Z'OF 2 —T verifycert A" True ICEREES N TWR B, 7O0F>— X VHAHAEN YD
DZATRNIEMENRTVAS L ZHEAELET,

<dataflows>
CM<datafl ows>SBRZZAINDERTIE, VI3 0N RTITDEDICEREhTWVWDS
TETERETF X JO—DEEERLET,

FdataflowR Tk, BBV ATLASHNDIATALANOT—R- JO—DA VARV A%
# L. SourceAdapter X4 & TargetAdapter XU TERE NE T,

RT.BET7 7ML OEMEDFEM,
BE# WA A

displayname ) COEME. B207—
- 7O0—%BRTB1zH
ICERAEhET,
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RT.BEIV7AINOBRMEOFHM. (#<)
BiER WA 2L

datatype Hh) asset (Asset Exchange D%
BDHK)/BRERER (ZTOMT
NTOTF—2: 70—0%

B)

schedule* BHY) AT 2A—)LOEMIC DO
Tk, 255%788BLTL
EEV,

Schedule*

cron BRI ANV TER: cron BRARNY > TERE, cron IC& > THEERICEREND 500
74— RTEBRENET, RiZcronFZOBEREEEALT, F—& JO—%2AT21—)T2HEE
ERELET, 527L—AETIE., 9. ¥, BOBA., A, BHEEThThEELE T,

XF R F HFBRENDE

1 o 0~59, FlF > BFENEX
L)

2 i 0~23, FiF* (EEDOE)E
AEO—A) $—N—0OKZ
T9,

3 H 1~31, FhF > BENES
L)

4 A 1~12, FLE ¥ (BEOMEE
L)

5 BEH 0~7(0&7FEE55€HER%Z
£9), FL@F > BEOEKL)

dA—RAT—ADHI:

- BEE, ERY)SEBEOIBNBELRIC, F—& JO—%2RTT 3,
-BEAEROO—AL H—N—BHOBEOEZICTF—X- 7O—2RTT 5,
5P ELT—R JO—2ETTD,

CQ2RBCEICERICTF—R JO—Z2ETT5,



E2HEHAR|10-38 124

Bl1:0 10 15 * * D cron FRARNDU > Tk, 815 B0O0—AH) H—N—BZOFH 10:00 (20X
VREEITLET,

f512:10/30 10 * * * Dcron RRARNI T E, BEH 10100 ZTNE 30D EICTIN REERTL

£9,
- ™
S
F—&- JO— Y—EFERAORBERILT—X- JO—%2RTI23MENHDERE. AT
T1—-F—EZEBRERZIN 1 2R ICEBRIDISENFHYET, flZE, BERZHN 11:3530 0
BE. AT21—5—%3611*** [CERLET,
. J
s ™

N

BEEZBAICTANTZEEILR, ATV21—5—T "$9<, 2FHTE, F—%- 70—0
ETEFETTANTEERT, BRNEELLES, BEICEHETATD 21— 2B LET,
51: schedule = "now",

<sourceadapter>

Z M<sourceadapter>ZJlE, F—ROMETOY—R- YATLAEBRLET, Ph<E
E1207ONT A —AFBEMRTONT 14— DLV IV EZBORIBENHIET,

REBH77TAIINOREMEDOFH

BHR U7y B
displayname »HY COEMR. COTHTS
Z—BRELRTDLHIC
FEREIET,
adapterclass H) qualys . tenable, insight
(Asset Exchange D54 M
%)

CHOEMRE. F—& Y—
ANST—R MY D
ICERENBTRTR—%
RELET,

datasourcename H) COEMER, F—X-
V—X- L9232 TE
HFEhTWsF—&2- VY—
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R8EBR77AIINOBEMEOFHM (<)

BHR B =54 B
ADBHE—BTRDHEN
HYVET, chik, 7T

-ICERBEHRERHATS
EHICEAEThET,

<targetadapter>

CD<targetadapter>2 T &, F—ENFO—RENZEZ—Y N SATLEHBRILET,
PBLEET1D2OTONTA—FEHRTONT 14— OLIZIVEEHIHRENHY)
S

RILBHE7Z7AMIOEMDEA

BHR WA B
displayname »H' COEMR., COTHTS
S—BRERRTHLEHIC
FEREIET,
adapterclass HY) insight, tenable

COEMR., T—&% V—
ADSTF—REZHET IR
ICEREhBDTHTR2—%
RELFET,

datasourcename »HY) COBEMER, T—&-
V—A- AL Y>3V TE
BEhTLVWBTF—X VY—
ADBZBHE—HTHDHEN
HYVET, chid, 747
2—CEHEEREZRMTS
EHIZFERAEIET,

<device_properties>
Z M<device properties>AJ &, BEOTATZ—AO7AONTA—0AL UV a>vak
LET. cOOAL Y2 a>AOZ7TONT 1 —&., WETDE—5Y K PRTEZ—FL
FEY—A PEA7EZ—AOOAL IV 3aVAONEBICL > TIVYE Y TENET, 3—TY
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Ne PRETZ— FNAAREVY—AR- TRETZ—- F)N14 Ak, <identityproperty> X' ®
weight BETIYYEYJEh&ET,

<dataflows>
<dataflow displayname="Endpoint data from Qualys To Bigfix Insights" datatype="finding" schedule="0 */2 * * #v>
<dataflowdescription/>
<sourceadapter displayname="Qualys Adapter" adapterclass="qualys" datasourcename="QualysAPI">
<device properties>
<identityproperty displayname="IP Address" propertyname="IP" datatype:"string"lwe ght: 20”/>|
<property displayname="Computer Name' properiyname="DNS" datatype="string"/>|
<property displayname="Operating System" properiyname="0S" datatype="string"/>
/device properties>
</soprceadapter>

<tarpetadapter displayname="BigFix Insight Adapter" adapterclass="insight" datasourcename="BigfixINSIGHT">

device properties>
weight="20"/>

<identityproperty displayname="IP Address" propertyname="IP Address" datatype="string"
<property displayname="Computer Name" propertyname="Computer Name" datatype="string"
<pLOperty Olsplaylare="Operating system' prOpeliylame= 0Us" OataLype=' sString />
</device_properties>
</targetadapter>|
</dataflow>
</dataflows>

e )

Vl E:
F7 A4 )L NTE, Tenable.io [Cl&, Tenable.io 7—%&- 7O—& Asset Exchange 7—% -
70-02207F—%- 7O0—H"HVET, Asset Exchange *—X- 7O—ZEIMICT B
&, AET—&- JO—ZECXMLI77AI)ILOPSZHIRLET,. EE: F—X- 70—k, O
XVNMETBDOTEHELS, XML77AUDSHIBRTDRBENHYET,

[<2xml version="1.0" z>cdataflowconfig xmins:xsi="http://www.w3.org/2001/XMLSchema-instance” xsi:schemalocation="DataflowsConfig.xsd'>
<datasources>
<datasource datasourcename="BigfixINSIGHT" connectionstring="DRIVER=[ODBC Driver 17 for $0L Server}:SERVER=;DATAEASE=BFInsights” ver
<datasource datasourcename="TenableI0" connectionstring="https://cloud.tenable.com” verifycert="false" accesskey="" secretkey="" pagesize="5000"/>
</datascurces>
<datailows>
<dataflow displayname="Endpoint data from Tenable.io To BigFix Insights" datatypes"finding" schedule="#/60 % * & #">
<dataflowdescription/>
<sourceadapter displayname="Tenable Adapter" adapterclass="tenable" datasourcenare="TenableID">
<device propertiss>
<identityproperty displayname="IP Address" propertyname='asset_ips" datat string” weight="20"/>
<property displayname='"DNS Name" propertyname="asset dns names’ datatype="string"/>
<property displayname="NetBIDS Name" propertynare='asset_netbios names" datatype='string"/>
</device_properties>
</scurceadapter>
<targetadapter displayname="BigFix Insights Adapter" adapterclass="insight" datascurcenam
<device_properties>
<identityproperty displayname="IP Address" rtynane="IP Address" datatyp
<property displayname="DNS Name" propertyname="DNS Name" dataty tring” />
<property displayname="NetBIDS Name" propertynare="BIOS' dataty tring”/>
<fdevice_properties>
</targetadapter>
</dataflows
<dataflow displayname="Asset Exchange from BigFix Insights To Tenable.io" datatype="asset" schedul
<dataflowdescription/>
<sourceadapter displayname="BigFix Insights Adapter" adapterclass="insight" datasourcenam
<device propertiss>
<property displayname="IP Address’ pr
<property displayname="MAC Address” p
<property displayname
<property displayname
<property displayname='Remote ID" propertynam
</device_properties>
</scurceadapter>
<targetadapter displayname="Tenable Adapter" adapterclass="tenable" datasourcename="TenableIO">
<device_properties>
<property displayname="IP Address" pr
<property displayname="MAC Address” mac_address” datatyp
<property displayname="DNS Name" p "fgdn" datatype="list"/>
<property displayname="Netbios Name" propertyname="netbios_name" datatype="string"/>
<property displayname="Remote ID" propertyname="bigfix remote id" datatype='string"/>
<fdevice_properties>
</targetadapter>
</dataslow>
</dataflows>
<settings>
<setting key="MinimmConfidencelevel” valus="20"/>
<getring key="NumberOfConcurrentDataflows" valus="1"/>
<setting key="Loglevel" valu
<setting key="CacheRefreshLimit" value="10"/>
<setting key="rest_api_response timeout" 1207/>
<setting key="rest _api read timeout" valus="300"/>
</settings>
|</dataflowconfig>

cert="false" username="" password=""/>

'BigfixINSIGHT">

"string" weight="20"/>

R

BigfixINSIGHT">

string"/>
string"/>
tring” />

Name" datatype="string"/>
"string"/>

ID" datatyp

list"/>

list"/>

FO" />

alue:
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»H'

COEMR, BRENDT
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ICERAEIhET,

propertyname
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COEMR, ETHT2—
ICEBNXRREZEFEAL T,
ST 25 %EHRBNTHED
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BAT ANV
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COEME. 7ONT1—
ICEXZBVVETET.
hFE, LO—ROEAKST
BHEEO—HIIFEATILE
o XA 7 Int.

<settings>

CM<settings>RA Tk, YUa1—23a>o
FIVRYU1—-23>DER

ANCDOWVWTI,

R1.BRT 7 1) OBEEOF

FEOIAL V>3 ERLET,
1 ZBRLTLSEEZ,

= 1

AxX AE

EHR WA e
key »H) COEME. BRPORE
DBETY,
value H) COBEME. BHPORE

DIETT,
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AX JE

BR77AIINTEETERREATEZREND) AN,

REDFMEE
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LogLevel
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DEBUG
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>4 LRILE
BELET,

Ivr_insight.workerlithreads

ERFICRITT
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7OtRA (1HE)
DHEREL T
ED

Logger.Retentior|ihays

RETZHO70
HEZERLE
£

NumberOfConcu

rhehtDataflows

BEICETT
EBRTF—% 7
AO—- 7Oty
H—OBERE
LET,

DataFlow.Queue

Riefreshinterval
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F—&. 70—
HEHFENDH
AR,

MinimumConfide

yhiceLevel
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LO—RA—F
ITHDEHOHFRN
HE

CacheRefreshLin

nit
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SHI:I

RER T—2H 77 # )L MME B EEWREE AR

y EE/E
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eT—
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FTEE
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7= IVR
T—7
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T—3)
)=
B HIRR
&
ShE
I
—

rest_api_read_timedut TF7A)RT | F—=NN—~0# |l TF7AILRD
. WFho |[HEHAELIEIhD TCPNNT Y K
RALTIOKN | E£TBFIVRA |<setting BEEV1 R
ERETNE | ST DM, |key="rest_api_readstmpdts o1
Wiz s, KRR value="5"/> Wi DPLKE

CEUTEE [gevra9— |41 WS A LT
BRIDZE |y migpma VNERETD
FERTT. | HTTP Bk | <setting cEEBBHL
FREEEND key="rest_api_res;[%ﬁée_timeout"
&, ZDOBRA L |value="5"/>
TORNE, ¥—
N=HTF—&IC
BETDN%E

rest_api_respongédnt
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true ICEREL 1=

Ba:

* Qualys
NEE:
qualys_re
774N
e E
nxy

- tenableSQ
NIFa:
tenableSc
7740
e E
nEy

* tenablelo
NIE4E:
tenablelo]
7740
e E
nEY

sponse

L response

response

RER F—RH F7 A NE A EETREE ER
d—9—HEH8
TEIRHTY,
ResponseFile |7 —JL{& FALSE TRUE, FALSE

AN RITAEZ—T7 1 —A

BigFix Insights for Vulnerability Remediation H—E A 217 Al &
S R—TI—Z(CL) FED>THY, YU1—33>20hy NPy TEEFLEETI V< 2 DRE
PHEEERTTERT, ChICR, XAT17 PATL H—ERELTOYVI—23 VDIV A

N=I., P42V ARN=). BB, BENEENET, ZhlZkV, BigFix console * 5 H—E R &R

IBRENC, T—F V—AOERFEREZRZEICRERHUL. BRERIATEEXT,

7 4 )L (BFIVR.exe) ICl&. X RITA
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BigFix Insights for Vulnerability Remediation 1< >/ R 5| %k

BFI VR exe RITARETZ 7AIIE., TF7AILNOFTOMXY K TANE—CHYET, YR—KhEh
TWBRIXNTOIONY ROVARNERTTSRICE, ONV R TOYT R T-Help &lE-hZABDLE
EED

- \BFIVR.exe
usage: BFIVR.exe [-h] [--Install | --Uninstall | --Start | --Stop | —--Run | —--ProvideCredentials [PROVIDECREDENTIALS] | --ValidateConfiguration | —-InitializeSchemas]
[--ConfigFilePath <FilePath>] [--UserName <UserName>] [--Password <Password>]

Integration Services Command-Line Help

optional arguments:
-h elp show this help message and exit
1 This command will install this application as a system servivce.
—-Uninstall This command will uninstall this application as a system service.
--Start This command will start the system service.
--Stop This command will stop the system service.
—-Run This command will execute the application as a Console application
—-ProvideCredentials [PROVIDECREDENTIALS]
This command will securely ask for credentials for all configured datasources
—-ValidateConfiguration
This command will attempt to validate the Integration Services XML Configuration file
—-InitializeSchemas This command will attempt to initialize the datasources configured within a dataflow.
--ConfigFilePath <FilePath>
Use this argument to provide the path to the Configuration File to store Encrypted Credentials
—-UserName <UserName>
Use this argument to provide the username for the system service to authenticate with, during installation.
--Password <Password>

Use this argument to provide the password for the system service to authenticate with, during installation.

£12. O RITEIHDOU AR
XU R B B NTE R

—-ProvideCredentials B—F—%- Y—ADOEK
<DataSourceName> BHRELLICHBTS

—provideCredentials IXTOTF—Z JV—AD
EREHREZRLICHETS

-ValidateConfiguration B ERILTS

—InitializeSchemas AF¥F—I =HHLs 3

—configureproxy 7O0F > — NSAXA—Z—
ZEBHT

AR RIFNFGA—B—BTRAXFENXFAXBEIET,

a7J

A7 7740, 4A2AR=I- NAD logs 7FIEF—RICHYNET, OV RFBREFHFENET,
BREORNS TN 1—TFT 4059 %T588%KRE, INFOZOY - LARJLELTYD I3 EEBRL
F£7,
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Connections.[date].log

DEBUG #EMICT &, coOdy: Z77A4)NICE. H—KR- N—F1— F—&- Y—2
ANDAEIEGICEE T AFMAOF > ITBRIBRENET,

DataFlow.[date].log

DEBUG ZEMICT &, coOY: 774N, EF—270—0OETICEET S A
BOFXFVIBHRIRBBRENET, ETL(HE, ., O—R)ICEETIHEOT/NY JIC
FRENDER( R —TI—ATT,

Main.[date]log

DEBUG ZEMICT D&, coOd: 774A4)NICK., EX7OCAICEET2FMAxOFX>
TJEHRHNSREBRENET, U—ERAOHRBREBRICHEETIBAEN RRENET,

VROKNZTIIN21—FT427T
O BMEY 2 TI&, IVR (BigFix Insights for Vulnerability Remediation) H —E A THRE T D E ETETEEH
BONZTIN21—F42TICO2VTHALET,



Z W FIE:

" Services
File ~Action

T

View Help

ER<NEIN ? Mo

o H—E ZIREED Windows H—E A -

BENH)ET,

P BRI
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RE—Vr—ERBLET. YL ARRTRORETHD

~s

£ Services (Local)

' Services (Local)

BigFix Insights for Vulnerability Name Description Status Startup Type Log On As
Remediation {2 ActiveX Installer (AxinstSV) Provides Use... Manual Local System
Start the service Q Agent Activation Runtime_b.. Runtime for . Manual Local System
&k AllJoyn Router Service Routes AllJo... Manual (Trigg.. Local Service
{;’;App Readiness Gets apps re.. Manual Local System
-f.? Application Identity Determines ... Manual (Trigg.. Local Service
C;) pplication Information Facilitates th.. Running ~ Manual (Trigg.. Local System
Q; Application Layer Gateway S.. Provides sup... Manual Local Service
€} Application Management Processes in.. Manual Local System
- AppX Deployment Service (A Provides infr.. Running  Manual (Trigg.. Local System
\S;’; AssignedAccessManager Ser..  AssignedAcc... Manual (Trigg.. Local System
.‘:2 Auto Time Zone Updater Automaticall... Disabled Local Service
Qz AVCTP service This is Audio.. Running  Manual (Trigg..  Local Service
1. Background Intelligent Tran... Transfers file.. Running  Automatic (De.. Local System
J:Background Tasks Infrastruc.. Windows inf.. Running  Automatic Local System
£l Base Filtering Engine The BaseFilt.. Running  Automatic Local Service
Q BigFix Insights for Vulnerabi... Manual Local System
S} BitLocker Drive Encryption S..  BDESVC hos... Manual (Trigg.. Local System
Q lock Level Backup Engine S..  The WBENGI... Manual Local System
J: Bluetooth Audio Gateway Se.. Service supp.. Manual (Trigg.  Local Service
€. Bluetooth Support Service  The Bluetoo.. Manual (Trigg..  Local Service
luetooth User Support Serv.. The Bluetoo... Manual (Trigg.. Local System
Q; BranchCache This service ... Manual Network Se...
Q; rave Update Service (brave)  Keeps your .. Automatic (De.. Local System
Q; Brave Update Service (brave.. Keeps you Manual Local System
(G} Capability Access Manager S.. Provides faci.. Manual Local System
1€}, CaptureService_bad89 Enables opti... Manual Local System
Q; Cellular Time This service ... Manual (Trigg.. Local Service
Q;Cemflcate Propagation Copiesuser.. Running  Manual (Trigg.. Local System
€} Client License Service (ClipSV.. Provides infr.. Running  Manual (Trigg.. Local System
&;)5 Clipboard User Service_bad89 This userser.. Running  Manual Local System
1€).CNG Key Isolation The CNGke.. Running  Manual (Trigg.. Local System
{€).COM+ Event System Supports Sy..  Running  Automatic Local Service
{€}.COM+ System Application ~ Manages th. Manual Local System
-S;), onnected Devices Platform .. This servicei.. Running  Automatic (De.. Local Service

ch dn. Dl Th Duinni i Loeal Cuet,

25 2021-03-20
30 2021-03-20
31 2021-03-20
32 2021-03-20
33 2021-03-20
i4 2021-03-20
35 2021=-03=-20
3 2021-03-20

Extended / Standard /

cOJTIT—ERALARY T &

[DatetimeOfExecution] [ProcessID] [Method] [Message]

23:13:27.730510
23:13:27.730510
23:13:27.730510
23:13:27.746534
23:13:27.746534
23:13:27.746534
23:13:27.746534
23:13:27.762156

#LEFT, ATk logsTFALIRNI—IZHYVET,

Io Bigfix Insights

38596 DaraFlowRunner LogLevels.DEBUG Executing DataFlow Task : Endpoint dacta from Qualys
3896 GerDataSource Loglevels .DEBUG Read Single Datasource decails: QualysAPI

38%6 GetDataSource LogLevela.DEBUG Read Single Datasource decails: BigfixINSIGHT

38596 __dmit Loglevels.DEBUG DataFlow Inicialized

3896 execute LogLlevels,INFO Stcarcing DacaFlow: Endpoint daca from Qualys To Bigfix Insights
3396 wvalidate configuration LogLevels.DEBUG Validating Configuration

3356 validacte_configuration LogLevels.DEBUG Source Adapter Validation: qualys

38596 Exécut&RESTCommand LogLevels.INFO Exscuting REST Command

7% 13. DataFlow 002 M 5¥4A

Xyt—

SL;

Qualys to BigFix Insights

Executing DataFlow Task: Endpoint data from

TF—%- 7O0—ORBERLET,
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Xy t—

S

Loading Qualys Data

Qualys —ZOO—RZRLET,

Loading Insights Data

Insights —2OO—RZRLET,

RecordCaches Loaded In

Insights 8KV —R- 7H 7 X— (Qualys £
fz|i& Tenable) A 5 TF*— X2 ZEB TS DICEL
EREBERLET,

Processing Changes From Source Adapter

CORRT, EEZHEL. VRT—TILOE
HEERBELET, YV—R TETEZ—H50E
ENREBEnIEENSrZEEE N, VRT—7I
TEHENET,

Done Processing Devices

TINAAHBEATET LIECEZRLET,

Updates Performed In

WVRTF—TINICTF—REAT AV IEEDDIC
ELEBEZERLET,

Saving RecordCaches

Ld—K:- F+ Y21 GEENIBREDAR
Tv7

DataFlowExecution Completed In

TF—&- JO0—0OKTZERLET,

Starting Dataflow: Endpoint data from
Tenable.io to Bigfix Insights

T—2- JO0-0ORHKZERLET,

Connected to Tenable.io Server VERSION 6.9.1

Tenable *—ZOO— RAHEBENELSEL T
WadoEeaERLET,

F RREORE -

FL<E, VI Z3RLTLSEZ,

CURLON > RZEFAL /= Qualys IC&B IVRD KZ )L
>aA—TFT4>7
COREY DT, cCURLONY REFEALEQualys DRSS TN 1—F 4 FIERERERICHBAL

£9,

BIRSZM

* cURL [&, Windows N VICA VAR —ILTRIUENHYET, cURLEZZTVO—RTBICE,
RTOYARNITIEALTLKEEY, cURLZADVO—RT2



https://curl.se/windows/
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Windows N® cURL DA A KR—)L

1.8 O0—RLEZIP 774N EIS VOREEOBFAICERALE T,

2. AT L INAIZ cURL ZEML E T,

a. "PCL FlEk "N/ E1—%,2H0)voL7T, "7O0NT11 2BRLET,

b. BRAID "EEBRIATLRE, EVVYILET,

c. "ATLOTANT A1 VA RTD TRHEERES 7T, "REZH, REVED
JyILET,

d "2ATLREBZEH, T, "Pathy EHER DT TERL., "wEL 22UV ILET,

e. TR, EZOUYOUL, cURL ZMEBLENAZEMLT, TOKy Z9UYOLET,

f.IXTODIA42RIDTTOK, 20Uy OLT, EEZRFLET,

3.OXYR- 7OV 7R ZRVT, UTFTOIONY REZANDL, cURLON—2 32 ZHBBLET,

curl --version
NZTN>a—FT142TDFIE
1. 7Y homE o

TEY hOHMEZHFETSICE. UWTFO CURLINY RZRITLET,

curl --location --request GET
"https://qual ysapi.qg3. apps. qual ys. conl api / 2. 0/ f o/ asset/ host/vni det ecti on/ ?acti on=l i st& runcation_limt=1"

--header "X-Requested-Wth: Qual ysUM' -u "usernane: password"

S

c ANV RHNOBEET SN —NURLEZEBERZET (fl:https://
qual ysapi . qg3. apps. qual ys. com)
- Tusername, &, EBED Qualys DI1—HF—FENAT—RICBEH®RRAET
cCOOXVREF, TANADEH 1 20T Y MOAEHETDEICHPRENT
WET,
- J
R
c ARV KA TF—R2ZRLUIZIGE, QualysAPIFELLK F—RZREBLTVET,
cOANY RAELLKEFTEhELLELPDST, VROTICF—RHFRTRENBWVEES
E. VRYR—BNIEHBLTEZL,
2. HES5 1 0 i s D FERE
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a. RO cURL ON Y RZRITLET,

curl --location --request GET
"https://qual ysapi.qg3. apps. qual ys. conl api / 2. 0/ f o/ know edge_base/ vul n/ ?acti on=list" --header

"X-Requested-Wth: | VR QUALYS- ADAPTER' -u "usernane: password" -o output.txt

S

s AN RADBEETDIL—NURLZEEBMAET

- Tusername. (&, EEE® Qualys D1 —H—BENAT—RICBEEBRZIET

s HAK, BEOEXZTALINI—IZHD output.txt EVDBHDT 7 A
NMCRTFEIET

coutput.txt (CIBESMOFHMAEENTVSEES, Qualys APIFELLF—XZEBL TV
£

c ARV RAELLKEfFEEICEAPDST, VROTILTF—EHFRTENBVEE
. VRUHR—RNICEHZLTSEEY,

ZTOMOIEEE

cQualys PTHIURTAPIT O EANFAEhTVWSR L ZHRRLET,
CURLOANROTL—AKRIA—%, Qualys 7THIV RBRUTREBICEBNDRBOEICEEZ R
AFEY,

CNSOFIEICHRE> T, Qualys APl DBEEZTERRL ., T—XBBICHEII2BEZZHTEE T, BEN
BRLULBVBEEF., ChSsOTANDEREZ VRYR—RNCHBBAVWEDLBVWELELKZET, 5453
R—RNEZTBDENTEET,

B0 o i PR

BigFix Insights for Vulnerability Remediation ®#IRIZDOWVW Tk, XROVARESRL TS EEV,

1 =
:

=9.
BigFix Insights for Vulnerability Remediation ¥ —EAZ &IC 1 2 EDF—%- 7O—ZFEHAL
BVTLSEEV,
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BigFix Insights for Vulnerability Remediation H—E Al 1 8Z@BAB X VICF7O/4/LEBEVT
<EEL,

. IVR( BigFix Insights for Vulnerability Remediation)1.1 &3, 1 D® BigFix ¥—X+ YV —AD &%

¥ BigFix Insights 1 > ARZ 2V AZERICHR—KMLTVET,

.IVRTenable.sc: Y2 a > EBOHFTZEMNCTIHLENHYET, 5L <. Tenable.sc Mig

HREZZRLTEEL,

BE, BUF—&% V=R BLTTH2TE, NILFAVARAEVA F—&- 70— ¥—FE

ARHR—REhTLWERA,

. PowerBl L/ R— KN & Tableau L R—KN:CSV 77 ANICTOAR—NTEZLO— ROBEKE.

> Tableau Tl& 50,000 &4 L J1— R
- PowerBl Tl 30,000 54 L 01— R

.PowerB: AHRRRRTEAEZY — K T2 L, FATRHERBRILLZBENIHUET,

cBIZTDY—KNENFRAREBIEFICEE > TRRENETHN, T—FOHEBICERE
LEEA,

. IVR Tenable.io: Tenable.io T7 ¥ MAHIBRE 1 /= IVRfindings T—7 )L OB HFERIE, BHE

RMESEE BN Tenableio TEHME NBDETHIREhEL A,

. Asset Exchange & Tenable.io 25179 % &, Asset Exchange *—#&- 70— & Tenable.io 7—

- JO0—OETH—ERAZFELLTBEBHIZDIBENHYVET,

.Tenable.io:IP 7 RLADZEE-BEOTFNAAR/TEY hO7ONT 4 —#ERtEY NMIEHD

IPv4 7 RLAFBEATVREE, COFNAA/TEY NIHBEhERBA, REYR—KrEh
TLXREA,

. IVR Insights: HIBR& hu iz H AR A Fixlet I, IVR.vulnerability_fixlet_nexus 7—7 JLIZF&Y) £T,
ARHBARBOBRENLICHTD THE AV 21KR—RO TIREEVAN AORVIJILA)L—-

7ALE—HFELKEELBEVEENHY) ET,


https://docs.tenable.com/tenablesc/Content/ConfigurationSettings.htm#Mail-Settings
https://docs.tenable.com/tenablesc/Content/ConfigurationSettings.htm#Mail-Settings
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E1MEVJ—A- /—h
D)—A- /—KTk, BFOT77VT—>3a > E#HE L., BigFix Insights for Vulnerability Remediation
DEN—TIAVICEENDHEE. BEFH. NYFIEOVWTHHALTLET,

IVR2.0.3 U U—A1E%R

BigFix Insights for Vulnerability Remediation 7 7°1) 7 —2/ 3 2 (BigFix Lifecycle & & U Compliance H 4
RCEEND)ON—232 2030V )—R2BHSELET, COTTVTr—23 > zERTRE,
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COV)—ADEBHERFIRDESYTT,
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« NTBIE
 Tenable.sc D 1—#'—- IT—J 12 hOHYR—K
COU)—AICET2EMER:
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Ay 17R— KA S, BigFix Insights for Vulnerability Remediation Fixlet 4 4 R Z B2 (7 T £
=L,

B4 MNOBEMLIZOVWTEEL <K, hitps:/help.hcltechsw.com/bigfix/10.0/platform/Platform/
Console/c_license_overview_dashboard.htm| 228B L T &V,

cBNFFEHRY A~ N—232:13
BRI

« N Z 1T JL: https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/

c_welcome.html

* Insights for Vulnerability Remediation @ A — ¥ : https://help.hcl-software.com/bigfix/10.0/

integrations/Ecosystem/Schema/c_IVR_schema.html

CFELLIE, BRmAR—2 https://www.hcltechsw.com/bigfix/ivi-home 2B L T & L\,


https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html1
https://help.hcltechsw.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html1
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_welcome.html4
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_welcome.html4
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Schema/c_IVR_schema.html1
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Schema/c_IVR_schema.html1
https://www.hcltechsw.com/bigfix/ivr-home1
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COVU—RICET R EMER:
c "SATHAOINL O3 VERG TAVTZATAI O30 "4 AOBE,
Ay 18— KA S, BigFix Insights for Vulnerability Remediation Fixlet 4 N Z B D (7 T £

=L

HA4MOBMLIZDOVWTEEL <&, https://help.hcl-software.com/bigfix/10.0/platform/Platform/
Console/c_license_overview_dashboard.html ZZB L T & L\,
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ERED>D

« Y= 17T JL: https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/
c_welcome.html

« Insights for Vulnerability Remediation ® AF— Y https://help.hcl-software.com/bigfix/10.0/
integrations/Ecosystem/Schema/c_IVR_schema.html

<EEL <. ®BRAR— https://www.hcltechsw.com/bigfix/ivi-home ZZB L T EE L\,

IVR1.3 U —R1E#H


https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_deploy_IVR.html
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_deploy_IVR.html
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_IVR_Tasks.html
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_IVR_Tasks.html
https://help.hcl-software.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html1
https://help.hcl-software.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html1
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_welcome.html4
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_welcome.html4
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Schema/c_IVR_schema.html1
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Schema/c_IVR_schema.html1
https://www.hcltechsw.com/bigfix/ivr-home1
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BigFix Insights for Vulnerability Remediation 7 7°1) - —2, 3 2 (BigFix Lifecycle & & U Compliance A
A—RNIEFEND)ON—232 130V I—RZ2BHSEBLET, COTFTVIT—>3a>zEHTS
&, BREEThEMRBEAN B SEECHEBNCEER TSN, BERXCETITZ-OOEEIEMLM T
T—EARMEEND =S, TEFI1UT— FoLAEERF—LRIZRL—32 2k HRERNIC
IS52ENTEET,

COV)—ADEBHERIRDESNTY,
- Tenable.sc /N—2 32 520x DHR—RHAEAEhELIZ
DU —AICET2EMER:
c TSATHAONL €02 VEERG TAVTTATURAL 922320 "S42AOHE,
Ay 17R— KA S, BigFix Insights for Vulnerability Remediation Fixlet 4 1 R Z B2 (7 T &
L,

B4 MNOBEMLICOVWTEEL <&, https:/help.hcl-software.com/bigfix/10.0/platform/Platform/
Console/c_license_overview_dashboard.htm| 2B L T &L\,

cRNFRFEHRYA KN N—=232:9
Rz

« XZ 17 JL: https://help.hcltechsw.com/bigfix/10.0/integrations/Ecosystem/Install_Config/
c_welcome.html

* Insights for Vulnerability Remediation @ A — ¥ https://help.hcl-software.com/bigfix/10.0/
integrations/Ecosystem/Schema/c_IVR_schema.html

CFELL I, BRAR— https://www.hcltechsw.com/bigfix/ivi-home 2B L T & L\,
IVR1.2 U —1E#

BigFix Insights for Vulnerability Remediation 7 7" - —2, 3 > (BigFix Lifecycle & & T* Compliance A
A—KIEBENZ)ON—23 2120V ) —RAZ28HSELET, COTFTVT—>3 0 2ERATS
& REHENERBUEFBUSEECABNCEES TS, BEREXRCERITD-OOBEIEMLFM T
T—ENRMEND S, TEFIUTA— FoLAEERF—LARIAZRL—3 2RV RRNIC
T52ENTEERT,

COV)—ADEBHERFRRDER) T,


https://help.hcl-software.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html1
https://help.hcl-software.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html1
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_welcome.html4
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_welcome.html4
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Schema/c_IVR_schema.html1
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Schema/c_IVR_schema.html1
https://www.hcltechsw.com/bigfix/ivr-home1
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cATT1-VUYI0HR—h0OELE
- BigFix Insights for Vulnerability Remediation D F##i& AT 1—)L2E&EL T, F—2 %[
B WBIRIRAIT2RYBEYCHE EETEDRSICRYELLE,
«70F>— HR—b
- BigFix Insights for Vulnerability Remediation /' S g S§ EEBR B\ OELHZ 7 OF > —&H
THRETEDELDIIB 222, EF1UTF1—HmaLtEhEL
cFTDMON A F—IBHEEHRE/NT DBE

OV —RIZETBEMER:

s T'SATHAON, €02 AVFEEGE TOAVT AT VAL 22320 "SA4AE2AOBE,
A v < 1 78— R A 5 BigFix Insights for Vulnerability Remediation Fixlet 4 F ZIRL T &
W,

B4 MNOBEMLICDOVWTEEL <&, https:/help.hcl-software.com/bigfix/10.0/platform/Platform/
Console/c_license_overview_dashboard.htm| 2B L T &V,

BRI

« ¥ 17T JL: https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/
c_welcome.html

« Insights for Vulnerability Remediation ® AF —: https://help.hcl-software.com/bigfix/10.0/

integrations/Ecosystem/Schema/c_IVR_schema.html

L, BRAR— hitps://www.hcltechsw.com/bigfix/ivi-home 2B L T &V,


https://help.hcl-software.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html27
https://help.hcl-software.com/bigfix/10.0/platform/Platform/Console/c_license_overview_dashboard.html27
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_welcome.html
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Install_Config/c_welcome.html
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Schema/c_IVR_schema.html20
https://help.hcl-software.com/bigfix/10.0/integrations/Ecosystem/Schema/c_IVR_schema.html20
https://www.hcltechsw.com/bigfix/ivr-home

18 A. AEE&E

CORAZEER. BigFix DERFNDIVSA T REBY JRNIVITHLUOCEROARBREEREZRHLTVE
R

CORBETRROMESRAERAEATVERT,

C TESRL . HEAATEOSARELATEE. EREOBAFERLTVEVERERTEO
<7,
- TEBR . BETAATEELENLE NI ABERLET,

ABCDEFGLMNOPRSTUVW

A

7 <3 (action)

1. TFixlets 228,
2. BERRAIVRBEERAZRAY NYFOAARN=I, FNAADVT =R E) 2R
770> 3r AUk ARV ROEY K,
To>ar- AY1)7 K~ (Action Script)
IVRRAVRNTT OOV ZETIRDLEHICERTHERE.
I—>1I2 b (agent)
TBigFix T—= T > N (BigFix agent)s 3 H,
HVWEWVWEY T NI T (ambiguous software)

BIOERITART TFANELLKPULEERTARTI AN HBDYTIRNIIT, £hixhx0Y
AOBBOBHRICEETSDYIRNVIT (AZ R7OVEREE L TO Microsoft Word &
Microsoft Office (Z/\> R)L& 1= Microsoft Word A" EHE T 2585 L),

E-&/\ Y F (audit patch)
BETHETHEBEORIZETIREZREITZDOICEAEThINY F, BEE/NY
FIC@ETooarvreEnd, BEENVFEF7TOCMTHERETERY,

BEI>E1—2—- ¥ )L—7 (automatic computer group)
BEETNEFNAROTONTA—ZTN—7" XON=29FICREE N EEEL R
TRIEILRY, BETRICXN=2YTIHFRERAVELI—2— TI—7, BBV
L=TTHAOFNAADEY NEBHNTHD. chid, TOTIN—THFENLXTB AN D
it FEERBIIENTR L EZEKTD, OE1—45— JI—71 8K,
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N—AZ 4 2 (baseline)
—BICTFTOAMENDTIAVDEE, R—ATAVE, BE, 7O/ X N eEH
g2, FLEET7O232owy NFEREIDIEFZHE TR LOICERAENS,
FF7'04 X k- J)L—7 (deployment group)s &S 8,

BigFix T—=° I >/ | (BigFix agent)
BigFix IC KB BEBEEZXV I EAHEICT DI RARA > N E® BigFix 1— K,
BigFix 7 Z 4 7 > b (BigFix client)
MBigFix T—< T > K~ (BigFix agent)s #38,
BigFix 1>/ —)JL (BigFix console)
774 —BigFix BBAVE—T7I—R, <AV, TE£BHeEEY %
BigFix EEEICRMH#T S,
BYOD

MWEOT/INA AZFEIAT (BYOD) & i&. HEENBARBOT/NA AZERL THRBZ Y
RO—DICERL., XBEESATLARBENCERRCBERET -RICTIEAIBC
EZELET,

C

2Z4T > b (client)
H—N—DS5OY—ERZERIZDVYINIIT 7O77LFKEIVEL—
R—, H—/)\— (server) £S5 8,

224 T > NEERE (client time)
BigFix V247>~ FNAALOO—HILERE.

I7IR
AV TFHF—FEREEAYI VTRTENDAVEI—R—BRTFANL =D 1 VARY
AFERT—EADEY b,

Common Vulnerabilities and Exposures & 5% (CVE ID) (Common Vulnerabilities and Exposures
Identification Number (CVE ID))

National Vulnerability Database D4 ENLI> K —ZHEITH2ES, KFZ—O/)N\NYF
XEICIFE., BE. CVEID &% N3 (CVEID N EATEEAIEE). "National Vulnerability
Database; €&,
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Common Vulnerabilities and Exposures (CVE) = A7 /s (Common Vulnerabilities and Exposures
system (CVE))

KEEFHER- FMF (NIST) A4R=F 9 % National Vulnerabilities Database (NVD) O —Z T
HBDLRICHSNERY ND—VBEHEOSE,

2 R—%> N (component)
BREROTO>avEECTF7TAM X NAOBLYOT O3>, "F7O4A N J
JL—7" (deployment group), £& 8,

ad>E1—2—- J)L—7 (computer group)
HEIZIE1—52—0JI)\—7, EEEFEOA E1—&%— JI—T=ZERKLT, &
ATLEZEROSHZDATIV—ICHRL, EHOIE1—2—A0>7TYOF7O
AAXAVNZEBBICTESD, "BEF I E1—5F— JII—T,, TFHIEI—52—
TI—7 1 88,

console (0>YV—)L)
MBigFix >V —I)L, 258,

272 (content)

TF—=2, )=, VI)— BE FTOHOETREELTIORILBEENLET 7ML,
ZYRND=O2ETOFTOAANBIINYT—2{LEhTWS, BigFix T— T b
FATYROBREEZ (Relevance AT — M XU N BRTT O 3IVER(To>3
Ve RUVTR AF—=RMXU N ZEALT, BHEEEBRELEYZY ND—0- KU
—ZBITLIEY TS,

27> OBEE (content relevance)
NYFEEGYTRIDITHF12ULEOFNAAANOTTOCMXY NMIBELTVRRES
POHE, "FNAADEEE, €58,

1% % ttt 5285 (UTC) (Coordinated Universal Time (UTC))
AP TRFEICE O TRES h 2 EREER,

BN % /\Y F (corrupt patch)

BONY FTADLMEBENBRERLBRBALENEZTECARL —F—ICEETD/NNY
Fo CORRE., BIOTF—ER NV IKERGTTITr—232FLUHFLVWI7AIL%E
LEEL, NVTFHBRENLETTAUARITI7TAINTRELSBEOLEBRICRETSH
M HD, BEOHBINYTFICK2>T, CORBICTZINITSND, chefFAL
T, FUHFLOWNY F2BBERIDENTED,

NAZ L 272 (custom content)
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I1—Y—HFREORY ND—UTEATILEHICERL £ BigFix A—R (BAZR L NYF
RHARL: R—ATARBE),

CVE
FCommon Vulnerabilities and Exposures > A7 AL, %58,
CVEID

TCommon Vulnerabilities and Exposures & BI1& S 4 #38,

D

T—2X- A K —L (data stream)
NYT—2 F=RZOY—RELTHETIBEROANI Y,

T7#I) K- T 32 (default action)
Fixlet DF 7’04 BFICETEND RS ILIBEENLET O3>, F7FI)IN Tooarh
EBENTVWEWES, ARL—F—CR&. W<D2ADOTI>3IUhsSERTEH, BE—
TO2avETHIBERICEI<SKEBREZTOILSICROGZZ7OVT M EHEINET,

BE/\Y o — (definitive package)
AE1—Z2—ELtOVT7RNIVITOFEEZRBANTDLOOEBFTEELDZT—RXODARN
>,

EH (deploy)
V7IRITITOAVAR=IIRNY FOEFHHEDEMNT, RITICKVBRERZRVER
TEREHICT1OREOI VY RRANIOAVT IOV ETFAANYFITRE,

F7'04 X2 N (deployment)
12BEDI Y RRAVBNIFAANYFENLEOAVTUOVICETIER (T4 ANY F&
NEOTUOVOREDA VARV A).

F7'04 X k- ¥ )L—7" (deployment group)
ARL—=B2—NFF7OACMX NRICEBOT V23> 28 RULBE, FLEER—ATA
UAFTOMENEBEIERENET V>3 0EE, "R—AT4 0y, TOVER—
ZVbha, TFTOAMXN D4R, TBBOTOI3Y TI—T1 EBR,

7704 X2 NREE (deployment state)
IVRRAVNETRITITZTF7TOM4 X NOBEEM, REIZE, ARL—F—IC&2T
BREE /NS X—2— ( TStartat 1AM, end at 3AM, R E) AEE N B,

T 7' 04 X MR (deployment status)
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TRXTORKTFNA ADRBEOHKER. F7OMX Y NOEBION—tE>T—IJELTKRTR
Thad,

704X~ XA 7 (deployment type)
FTOAMRXRNIEENDTO2IAUN 1 IV EBDNERTED,
F7'04 X NHiR (deployment window)

TF7AAXYNOT O AVHFRTICEBRTHRHB. HIXE. FixletZ3 BEOF7OA
X NEBEFHY ., 77540 OBET/INA AN Z 0 3 BOHEAIC BigFix IZBFEL 235
a. TOFNA A Fixlet ZBBLET. <O 3 HEOHRAYINLERICT/NA AN T
SAVICR2 EBE., TOTFNA A Fixlet ZBBLERA, "F7O4XA K TIL—
7" (deployment group)s £38,

7/N 4 A (device)

BigFix " BB L TVWBZ YT KNY T, FRUKNY T, —N— REIZUBEODIVR
RAV Mo BigFix T— T R E2ETLTVWAR IV REKRAU B,

TINA ADFE%E (device holder)
BigFix EEBEXMKR AV E1—X—%2FAT2EA
F N4 A+ 7'0/NF 4 — (device property)

BigFix 2 & > TUREEE 1= 7 /X 1 LT K (F/NA ZADN—KITF, ARL—F 1
Y- YATL, XY NT—ORR. BE. BigFix 75TV NCETHHMERT). 7
AL FONTFA—EFNAACBYLTHIEETE D,

TIN1 ADOBEEE (device relevance)

BigFix A>TV O —WMETNAAZEBRATEIA (NYF2BATS, YVINIITZEA>
AR=LTB, R—ATAVEZETITHIRE)OHE, "OVTVOEEE) £E5R.

TINA AD#ER (device result)
BEOIYRRAMOF7O4 XY NORE (BRZED).

KEXWEY —/N\— 7—=FF U F ¥ — (Disaster Server Architecture, DSA)
BENfrRELLBECMATEEBARMEERRIDLOICEROT—N—2Z) 20T
T—F*TU0Fv—,

DSA

FgEREY—/N— P—FT7UF v— (DSA)1 238,

B9 (IZ W RIEE (dynamically targeted)

aAobE1—82— JI—TZ2FERALTF7TOMX RN EZRRIZTDCEICEET B,
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E
T2 R7RA >~ (endpoint)
BigFix T— IV NERTTBRYRNT—Y FNM Ao

F

7 1)L Z— (filter)
BHEOUAMEZ, BEODEHOEBICKRD &,
Fixlet

BEFLEEIEZRAIERITIDLHIC—EIC/NY RILE iz Relevance AT— R XU RS
KOTO>aY RVVTR AT—MX2U NEEU BigFix A7 Y O —EB, Fixlet &
BigFix A>T VY OERNBEILT 42T 7OV I THD, Fixetld, XY ND—UER
To2aveLR—K~ O VERTIDEDICBgFix IT—2 T M RERET
2,

7 FARUVBEEL
HEOUANZ, BEOBMNOEBICKRD Z &,

G
JI—7"- 704 X N (group deployment)
BEOT702arsF1 2BEOFNARICTFT7OMENLETFTAMAXNORAT,

H
NATIY R OFIR
DZIOR H—EADEBLZEY N (@BEEINTVY Y UFIRETZAR—K OFD
Ry ZHBICHAEDETERATD &,

L
A 2% (locked)

FNAAOOY INBBRENDETBIgGFix DT I AV OAREFLHNRITTEBRVIY RAR
14> N DIREE,
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M

MAG
remroar- JI—71 88,
EEHEMR (management rights)
BEEEALODEI—2—0INL—7A0OV V=) ARL—Z—0O%IR, Y1 NEE
BEXRLERNARZ— ARL—F—OHKNEBEREZZ)HETHENTES,
XZai7J)- AE1—2—- 7 )L—7 (manual computer group)
ARL =B —=IC&BDBRICK>TAUN=2Y T REZAEI—Z— TIL—T,
RZAT7L TFL—TRHOFNAADHEKEDBEBNT, #>TEELLEVL, O
Ei—%— JII—71 88K,

NAZ—- #FRL—2X— (master operator)
EEERZHE DOV I ARXL—8—, YAZ— AXRL—5—l., YA NEEBEL
FERBEDOEERITTEDRN, ARL—ZX—ZEHTDIERFTELRL,

N ARAY R (masthead)

BigFix 77O+ A (Fixlet A>T Y AD URLBE) DNTX—R—2ETLT7A1ILDE
fo BigFix T— T2 KNE, YT RAUVZA4TENTVBYAMY RCETVWTOYTY
Y ESERICEYIAD,

MCM & BigFix Mobile

Z v 7 NY 7 (Windows, macOS) Z&# 9 % Modern Client Management &, E/NA LT
/N4 A (Android, iOS. iPadOS) % & ¥ % BigFix Mobile M 77 (C )& 3 % BigFix DAL
ZET.

X7 —- 1 —/\— (mirror server)

BETEEOWeb PO EARFALTVEVA, KDYIZNAT—R: LX) OFRIEZE 2
BL9370F%— Y—N—2HAIIHEICLES BigFix ¥ —/V\—,

Y IIWF 2 Z 7 R (Multicloud)

AEOIZOKR Y—EA- Y NE2FERATR L, BE, BERVA—DSEMHE,
BEOTTIVT—23 BREE—DUVTIR A VARV AILREE NS,

BT V3> J)L—7 (MAG) (multiple action group (MAG))
R=AFGAVBETEBOT IV NF—EBICT7O/4E iz & & ICHERE B BigFix 7
72TV, 120 MAG ICRHEEROD Fixlet £ RRAINEEND, "FTOM A
4 )L—7" (deployment group). &38R,
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N

National Vulnerability Database (NVD)

KEEBER: KRME NIST) AMRFIDILACHSIEBEREFIVT 1 —OMEMES &

CIVAR=D+—0AHROY, Common Vulnerabilities and Exposures #51&E 5, €5
R

NVD

TNational Vulnerability Database #Z 8.,

O
77 7 — (offer)

TINAADREEN, BigFix 7O 3V ICAETRAREBELAVC E, BRTERTEICM
SHADOHBETSCEZTRICTBDTFTOMX I NOFT a3, flzlE. FINA4AME
BN, VIO FT7IVT—232BA2ARN=NLTRINAARN=ILLEVS, A
VAN =L ERBICEITIBDHNBERBICEITITZINZRETED,

J|EROFT7'O4 X N (open-ended deployment)

RTBEAMBRESVTTOMXD b MENICETEN, XY NT—2LOOY
E1-—2—AERLTVEIHNZRETZIENDRE,

ZF N L — & — (operator)
BigFix WebUl & fz & BigFix >V =IO —HE2FERATHEA,

P
J\NY F (patch)
BEZEETDLEHIC,. 220D —AOBICI—HY—ICR#HEhZHEOY ) 1—-3
JELTRYE— YT RNITITICEBMENS - ROMA,
XY F- A7 1) — (patch category)
NTEERH—ER NV IRE, NYTFOEATHERCERED—MBREZO
INY FDOEKE (patch severity)

1
5
o

XYRND—VDBHELRBBREICL2>TELSENDVAIDOLARIL, BRZEHNICEH
BLTZEONY F2ERIZIEERE,
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R

1) L — (relay)

BHREY—N— YTRIVITERTLTVRIZATU R, UL—R. ¥—N—&U7Z
AT7NOBOEES D O— REFPMRICHWE, PTYTARN)—L- F—R2EMRITS
CERY, Y—N—ERYRD—DVDAREZERT S,

BiEE (Relevance)

BEDIY RRARADOIV TV OEATEEMEZHEIT S -0 ICEAE N5 BigFix 7
IV—55F. BEETRE "BV, FE& TLWOEL O0EBfMTHOh, TOBERITMEE h
%, BEEOIIV—ORBRIZKY, PUO3a>VZBRATEDD, £LBT70232 %28
AI2BENBINNIREEND, BEER Fixlet D7 723> ATOVTRERIIE
W3,

S

SCAP
FSecurity Content Automation Protocoly &8,
SCAP F I ¥ 7 (SCAP check)

Security Content Automation Protocol (SCAP) F T Y V) ARADKBENEBRF I Y U,
FIv UEB K XCCOF TRRENTHY ., SCAP T 7L —RNICHE>T SCAP FZ &
SCAPYYEV T ZEARACREN HB,

SCAP FI v 1) AN (SCAP checklist)

B 55 S 58 (XCCDF) TReidE Nz F T v U 1) A M, Security Content Automation
Protocol (SCAP) ¥ ¥ 2 1J A N&. NIST National Checklist Program (2 & tv, &R
nTWa, Chs5id, SCAPRRSIVFY—ERAENDERMEZRIRT DS, SCAP T~
TL—RCEERLTVS,

SCAP 127 >"J (SCAP Content)

BBt XMLERXTREhcEFI1UT— FIVIUAR F—&, REUSITRRA
BZEEDIE, HRVIHBONYES T TEBRENIZVRI NI —,

SCAP %I/ (SCAP enumeration)

IXRTHEAOEF1 )T 4 —BEEY 7 NIITXRKE (CVE), BHOY 7 ND I 7HEAREE
(CCE), BRUEBEERVA—FZHBLUEMA (CPE) D) AN,

SCAP Y ¥ E>/ % (SCAP mapping)



ERAAR|1-HFEE 153

VI7RIVITRES LFCBRABEICH L TRER-AOZEOAEZRHT I IFENHEE
A&,

Security Content Automation Protocol (SCAP)

KEEBER: HTE NIST) CXB@B/UES KAV TZA T AOEEL, AE, B
ICERAEh?EE0EY N,
H—/\— (server)
OV 7RI T TOZALFERIAVEI -2 —ERZRHTZVY TNV
T 7O0Z4LFEEIAVELI—2—, "UTA4T b1 25K,
EE/VAD— R (signing password)
F7OAAANAOT V2 A VICEBETDEHICOY =) ARL—2—HFFEATBIN
AT—R,
B—37'04 X N (single deployment)
B—oF7023rsf 2UEOFNAALCTF7AMENLETTOAMX NORAT,
T4k (site)
BigFix A>T Y D&EE. M M, BEOIAVTUVE—HICTLEDHD,
H 4 NEEE (site administrator)
BigFix D4 VA KR—=)L, FHRIV V=)L ARL—RX—OERBEERICHIZDEEE
V7K1 TF- )NV T—2 (software package)

FNAAZVTINVITHRREAAN=IL TS Fixlet DEE, Y7V IT7- Nvi—
T, BAEOEDICARL—Z—ICK2TBigFix IC7Y 7O—R&hd, BigFix V7 k
DIT NYT—=JIE, AVARN=IL 7740, 774N EBEAARN=ILTBDLEHD
Fixlet, B8 KRUENYT—DICHETRIREHR (X XT—R) FEEND,

SQL Server
Microsoft IRt T2 LB T—ER—A TP, BBUTBIgFix VAT AICA VA
R=ILFBE, BERPEBLAR-—MERET—R ANL—DZBRAD-_—AERHATE
%,

BETF7'O4 X N (standard deployment)
B—OBERXAVERF DTV IN—THBIRELEICERENS Bighix 077’04 X
o IRXTDUTAT N AVEI—R—NFE—OHAY—N—ICEETIVEATESD
BREZEHELTVS,

B I RIEE (statistically targeted)
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FNARELEEOATOYO—BIIRUTFTOMX Y N ERNRIEET I EHICHEATS
FRICEHETD, BHICHREEENLETNA AR, ARL—E—IC&L>TFHTERSE
nT\a,

BE#Z S hiz/\VY F (superseded patch)

BREION=2320NY FHEVFLWN—D3 VIR 2>TEERASKTVWRBEICH
RL—B—ICBATAINYTFORAT HLLONYFAUGTONYFERBUTITAILEE
MLUIEBEIRETD, BERASKLENYTFE, KUMLVNY FTEEAREKMESEY
720 %UT%, BEBMASNENYFRTF7OCMTER,

2 AT LDOERIREE (system power state)

SATLDEHEHNBEENFEHAENDER. BigFix EREBANT Y XTI TB2EHERRE
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Notices

This information was developed for products and services offered in the US.

HCL may not offer the products, services, or features discussed in this document in other countries.
Consult your local HCL representative for information on the products and services currently available

in your area. Any reference to an HCL product, program, or service is not intended to state or imply that
only that HCL product, program, or service may be used. Any functionally equivalent product, program, or
service that does not infringe any HCL intellectual property right may be used instead. However, it is the

user's responsibility to evaluate and verify the operation of any non-HCL product, program, or service.

HCL may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not grant you any license to these patents. You can send

license inquiries, in writing, to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the HCL Intellectual
Property Department in your country or send inquiries, in writing, to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

HCL TECHNOLOGIES LTD. PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-
INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do
not allow disclaimer of express or implied warranties in certain transactions, therefore, this statement
may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically
made to the information herein; these changes will be incorporated in new editions of the publication.
HCL may make improvements and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.
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Any references in this information to non-HCL websites are provided for convenience only and do not in
any manner serve as an endorsement of those websites. The materials at those websites are not part of
the materials for this HCL product and use of those websites is at your own risk.

HCL may use or distribute any of the information you provide in any way it believes appropriate without

incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the
exchange of information between independently created programs and other programs (including this
one) and (ii) the mutual use of the information which has been exchanged, should contact:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in some cases,
payment of a fee.

The licensed program described in this document and all licensed material available for it are provided by
HCL under terms of the HCL Customer Agreement, HCL International Program License Agreement or any

equivalent agreement between us.

The performance data discussed herein is presented as derived under specific operating conditions.

Actual results may vary.

Information concerning non-HCL products was obtained from the suppliers of those products, their
published announcements or other publicly available sources. HCL has not tested those products and
cannot confirm the accuracy of performance, compatibility or any other claims related to non-HCL
products. Questions on the capabilities of non-HCL products should be addressed to the suppliers of

those products.

Statements regarding HCLs future direction or intent are subject to change or withdrawal without notice,
and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate
them as completely as possible, the examples include the names of individuals, companies, brands, and
products. All of these names are fictitious and any similarity to actual people or business enterprises is
entirely coincidental.

COPYRIGHT LICENSE:
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This information contains sample application programs in source language, which illustrate programming
techniques on various operating platforms. You may copy, modify, and distribute these sample programs
in any form without payment to HCL, for the purposes of developing, using, marketing or distributing
application programs conforming to the application programming interface for the operating platform

for which the sample programs are written. These examples have not been thoroughly tested under

all conditions. HCL, therefore, cannot guarantee or imply reliability, serviceability, or function of these
programs. The sample programs are provided "AS IS," without warranty of any kind. HCL shall not be liable

for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a copyright
notice as follows:
© (your company name) (year).

Portions of this code are derived from HCL Ltd. Sample Programs.

Trademarks

HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or registered

trademarks of HCL Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks
of Adobe Systems Incorporated in the United States, and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or
its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the

United States, other countries, or both.
Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
UNIX is a registered trademark of The Open Group in the United States and other countries.

Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and conditions.
Applicability

These terms and conditions are in addition to any terms of use for the HCL website.
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Personal use

You may reproduce these publications for your personal, noncommercial use provided that all proprietary
notices are preserved. You may not distribute, display or make derivative work of these publications, or

any portion thereof, without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that all
proprietary notices are preserved. You may not make derivative works of these publications, or reproduce,
distribute or display these publications or any portion thereof outside your enterprise, without the express

consent of HCL.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either
express or implied, to the publications or any information, data, software or other intellectual property

contained therein.

HCL reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use
of the publications is detrimental to its interest or, as determined by HCL, the above instructions are not

being properly followed.

You may not download, export or re-export this information except in full compliance with all applicable

laws and regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE PUBLICATIONS
ARE PROVIDED "AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT,
AND FITNESS FOR A PARTICULAR PURPOSE.



	実装ガイド
	目次
	第 1 章. BigFix Insights for Vulnerability Remediation
	第 2 章. System requirements
	Tenable.io の API 要件
	Tenable.sc の API 要件
	Qualys の API 要件
	Qualys API の要件
	Qualys API ユーザー要件


	第 3 章. デプロイメントと構成
	Tenable.io 向けのデプロイメントと構成
	Tenable.sc 向けのデプロイメントと構成
	Qualys 向けのデプロイメントと構成

	第 4 章. IVR アプリケーションのセットアップ
	第 5 章. IVR ETL のスケジュール
	第 6 章. IVR Fixlet とタスク
	Insights for Vulnerability Remediation のデプロイ
	BigFix Insights for Vulnerability Remediation レポートのダウンロード
	BigFix Insights for Vulnerability Remediation データ・ソースの管理
	BigFix Insights for Vulnerability Remediation ETL の管理
	BigFix Insights for Vulnerability Remediation サービスの管理
	BigFix Insights for Vulnerability Remediation のアンインストール
	BigFix Insights for Vulnerability Remediation のアップグレード
	BigFix Insights for Vulnerability Remediation のホワイトリスト・レポートのダウンロード URL

	第 7 章. IVR 構成ファイルの更新と検証
	構成ファイルの更新
	構成ファイルの検証

	第 8 章. IVR の資格情報の更新
	第 9 章. ビジネス・インテリジェンス・レポート
	Power BI レポート
	Qualys 用 Power BI レポート
	検出された脆弱性 (適用可能な Fixlet あり)
	検出された脆弱性 (使用可能な Fixlet なし)
	脆弱性の不一致

	Tenable.io 用 Power BI レポート
	検出された脆弱性 (適用可能な Fixlet あり)
	検出された脆弱性 (使用可能な Fixlet なし)
	脆弱性の不一致

	Tenable.sc 用 Power BI レポート
	検出された脆弱性 (適用可能な Fixlet あり)
	検出された脆弱性 (使用可能な Fixlet なし)
	脆弱性の不一致


	Tableau レポート
	Qualys 用 Tableau レポート
	検出された脆弱性 (適用可能な Fixlet あり)
	検出された脆弱性 (使用可能な Fixlet なし)
	脆弱性の不一致

	Tenable.io 用 Tableau レポート
	検出された脆弱性 (適用可能な Fixlet あり)
	検出された脆弱性 (使用可能な Fixlet なし)
	脆弱性の不一致

	Tenable.sc 用 Tableau レポート
	検出された脆弱性 (適用可能な Fixlet あり)
	検出された脆弱性 (使用可能な Fixlet なし)
	脆弱性の不一致



	第 10 章. 参照
	構成ファイル
	IVR ソリューションの構成設定
	コマンド行インターフェース
	BigFix Insights for Vulnerability Remediation コマンド引数

	ログ
	IVR のトラブルシューティング
	診断手順:

	cURL コマンドを使用した Qualys による IVR のトラブルシューティング
	その他の注意事項

	既知の制限

	第 11 章. リリース・ノート
	付録 A. 用語集
	A
	B
	C
	D
	E
	F
	G
	H
	L
	M
	N
	O
	P
	R
	S
	T
	U
	V
	W

	Notices
	Trademarks
	Terms and conditions for product documentation
	Applicability
	Personal use
	Commercial use
	Rights



