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Before using this information and the product it supports, read the information in Notices
(on page 22).



Edition notice

This edition applies to BigFix version 11 and to all subsequent releases and modifications

until otherwise indicated in new editions.
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Description

Deploy this Fixlet on a device to install the BigFix Explorer.
This Fixlet will:

« Install the BigFix Explorer on the target endpoint

e Establish a secure connection with the BigFix Server

e Configure a service (Windows) or background process (Linux) to run the BigFix Explorer
e Start the BigFix Explorer server

Deployment configuration

Specify Hostname or IP of Target Endpmnt:[ ]

Specify Explorer HTTPS port: ‘9383 ‘

[[] use unprivileged user
Specify non-root username:

Specify non-root password:

Deployment notes

Important Note: BigFix Server version 11.0.2 is required to execute this Fixlet. Additionally, only BigFix Client version 11.0.2 or later endpoints will be relevant for this Fixlet.
Important Note: This Fixlet will become relevant on Endpoints running Windows Server 2016 64-bit or better and Red Hat Enterprise Linux 8 or 9.

Note: You may install more than one BigFix Explorer per deployment.

Important Note: On Windows systems, the unprivileged user must be provided in the format DOMAIN\username or username@domain.

Note: On Windows systems, the installation log is named BesExplorerinstall.log and saved in the BigFix Client folder.

Important Note: On Linux systems, the unixODBC RPM package is required. You may use the Fixlet 'Install and configure unixODBC' to install it. Additionally, only the
endpoints with the unixODBC RPM package installed will be relevant for this Fixlet.

File Size: 31.54 MB
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Fixlet: Updated Explorer - BigFix version 11.0.3 Now Available!
&7 Take Action | /' Edit | Copy [2>Export | Hide Locally Hide Globally | 3¢ Remove

Description Details Applicable Computers (0) Action History (0)

Description
Version 11.0.3 of BigFix is now available!
The latest version of the BigFix Explorer provides several enhancements and fixes. This Fixlet can upgrade Explorer services on all targeted computers.

Note: BigFix Server version 11.0.3 is required to execute this Fixlet. Additionally, only BigFix Client version 11.0.2 or later endpoints will be relevant for this
Fixlet.

Note: This Fixlet will become relevant on Endpoints running Windows Server 2016 64-bit or better and Red Hat Enterprise Linux 8 or 9.

Note: On Windows systems, the installation log is named BesExplorerUpgrade.log and saved in the BigFix Explorer installation folder.
File Size: 30.12MB

Actions

® Click here to deploy the BigFix Explorer 11.0.3 upgrade.




28 4 . BigFix Explorer O

T—RANT IV V%EFEAT 3 T, BigFix Explorer &, NESNhTcT—4%1 Y
aVEEEZFERAL TRRT AL SICHI TN RESTAPI 1 V2 —J 1 —X&RMHLF
Y, Ffe. —ED API ZFHL T, Explorer 1 Y X2V R EERELUVEERTIT XY,

BigFix Explorer REST API

o >

BigFix Operator fapi/status Datastore engine

BigFix Explorer

v a VEERE % 5Eili 3 5 7- 8 D BigFix Explorer REST API (/api/relevance)
BES Explorer Bt 935 D APl 3. ANSNnlcty P a VEEEZFHEL 9,
ERTIE. DA T3y - T4—ILRZEHRATETE,

*—
Tty a EEEEZFEL. RINZNED 71 —ILFROEZFIEEBHEEE
LEY,

filters

vy a BEEEEZTMEL. IBELARGZR/IITIETIEL BigFix A7
STV BATZTANRI VT LET, COF T3 >id BigFix N—
2ar11.03 D SEMATREICHD F LT
CODAPI DFERAEICOVTHLCIRE, By a VEEEZBRLTIESIWL,
BES Explorer f > X4 > ADIRED XA T— 4% A& T I % BigFix Explorer REST API (/api/
status)

BES Explorer |C &k - TR I3 2D APl (&, BES Explorer 1 Y X2 > ADIRED AT —
RAEBRLET, TDAPIDFERAAZEICODVWTEFLLIE, AT7—2A2B8BLTLLES
LYo


https://developer.bigfix.com/other/explorer-api/session_relevance.html
https://developer.bigfix.com/other/explorer-api/status.html

Explorer 77 K | 4 - BigFix Explorer O£ | 13

BigFix 1 —/\— REST API
v 3 VEEED API (/api/query)

BigFix JL— k « % —/\—® REST API T#% % /api/query i&. ANty a3 VEEE
E3Kk % BigFix Explorer ¥ Y X2 >V RICERXTE £ 9 ((F1ES 3B S). Explorer 1> X2 >
AHEFELABWBE. BigFix L— bk « H—/N—IEER%Z Web L R— bk + 1> XE > RITES
ELFT.

s
. POST /api/query
i
I

BigFix Operator
BigFix Server instance Datastore engine
l BigFix Explorer
—
Database instance
BFEnterprise

a—H—(k. BE7E®D REST APl T % /api/query/ % {8 L T BigFix Explorer |ZXt L TR
ZFRITTTEYT, BESTHBEINTLS api/query 1. v 3 VEEEZFET 370D
FLOWANNTA—RZ—%HFR—rL. IREOHAKRE OEEMZHIFL X,

BigFix JL— bk « H—/N\—l3. BEEHLEDEVFIFERIEEZ BigFix Explorer NDELX % &)
ICEAE T, TDER. TOBEEICIGCTEET S Web L R— b « H—/N—IIX L TERix
zHITLED

FLWIS X—2—|Z& D, Japi/query I /api/relevance D#BEZFIFA L T. JSON R T
BREZFEL. DREITA I INTAEEIL JSON 72 o b & L T BigFix Explorer H5
T—AZREBTIET, #FLIE BezB8RLTEIL,

BigFix Explorer - > X2 > R, BHERES LU BigFix JL— b « H—/N—ADHIEHEF R
ICK2TE—=Fy MIRESNE T, BEEIZ. BHEEFICBigFix JL— bk « H—/N—|l&»o
TEDHETENET, I —IFAPIZFERAL TV AF VY ADODEBHREZEZETIT X7,
B D Explorer 1 > X2 > AN E CLEBFRE TERARELSE. BigFix L—k « —/N—
ERANCEBRINTcA VAFZVRCERELE T, YRE— « ARL—FZ— I RZ—4
DFARL—FZ—O@AEN. D RESTAPIHIIERZRETTIT X I, IGEOARIF. RIEIC


https://developer.bigfix.com/rest-api/api/query.html
https://developer.bigfix.com/rest-api/api/query.html

Explorer 771 ¥ | 4 - BigFix Explorer OfEH | 14

BEFTZ2ARL—FZ—DAHEICEDVWTWVWET, BigFix DY XX —UADARL —HF—I(C
I&. TREST API Z{ERAHE] FENNETT,

BES Explorer f > X2 > ANz 1S L EIR I 578D L L) BigFix Server REST API

BigFix L— bk « H—N—IC&>TRHESTNBZ D RESTAPI DT IL—TFIF. 2—H—H

BigFix JL— b « H—/N\—IZBER I 7= BES Explorer 1 > X2 > XT3 T — 2 2 ES

L. EN5DA Y REVR%ZRELTEA YV REVADBREEZHRET D ZHEEICL
9,

CDAPI TIL—FDERAZEICDOWVWTEEL < IE. Explorer zB2B LTIV,


https://developer.bigfix.com/rest-api/api/explorer.html

28 5 E. BigFix Explorer D E1E

CDt U3 TlE. BigFix Explorer AV R—% Y FDRESFUAICOWVWTEHAEL
ER

HTTPS SEEAZE DFERE
BigFix Explorer (& 1> X b—JLEHCT 7 # )L N THTTPS ZERA T3 L D ICEREIN

TED. IMEDIEEXERR L £ 9, BigFix Explorer THTTPS Z A X4V 1 X9 3%E
I&. BigFix Explorer TD HTTPS DA RXZIA X ( (R—) )ZBRL T,

ERREREBAE DEDE L
BigFix Explorer 1 > X2 > XD+ > X k—JL#&. BigFix JL— bt « T—N\—DFREEICHER
BigFix Explorer f > X4 > X DFAAEDBMMENEETHWVWCHIIT NS IFE. iAEZ
BMOHETENTEET,

FEEAZZEYD B9 &, BigFix Explorer IS8 TE 2 \BEICR L TERAESINA& <R D, BigFix
Explorer MEERAE (X BigFix JL— bk - H—N\—C DBEICEATI LR AED XY,

BigFix Explorer ®ZFFAE Z XD E I ICIX. BigFix BI Y —JL - AU K

revokeexplorercredentials ZfEA L &9, Windows 1 >~ X b —JLDHZFEIF
l'revokeexplorercredentials ( (R—30) )1 ZBBRL TSIV, Linux1>X b—

JLDIZEIL Trevokeexplorercredentials ( (R—2) )] ZBRLTLETL,

BigFix Explorer SEFAE DO —F—> 3 > 175 ICId. BigFix Y —JL - OV

> I rotateexplorercredentials Z{ERFH L £ 9, Windows 1 > X b —JLDIFEIF
lrotateexplorercredentials ( (R—2) ) ZBRBRL TSIV, Linux1>X =)L

DiZEIE Trotateexplorercredentials ( (R—2) )1 ZBERLTLIEEL,

RALGEAEFr—>oO0—7—>3>

1 DL ED BigFix Explorer ¥ > X2 > X% A > X b—JLL7-#T. BigFix JL— bk « #—
N—OFEECHEBERIEAZOAMEDNERTIIBVW I 35513, EOIAEEZE
DHL T BigFixJL— b « —N—HpMEAT 3AE/ZzO—7T—> 3 > L TREPELELHA
EEEHRTIET,


unique_12
unique_12
unique_12
unique_13_Connect_42_revokeExplorer
unique_13_Connect_42_revokeExplorer
unique_13_Connect_42_revokeExplorer
unique_14_Connect_42_revokeExplorer
unique_14_Connect_42_revokeExplorer
unique_14_Connect_42_revokeExplorer
unique_13_Connect_42_rotateExplorer
unique_13_Connect_42_rotateExplorer
unique_13_Connect_42_rotateExplorer
unique_14_Connect_42_rotateExplorer
unique_14_Connect_42_rotateExplorer
unique_14_Connect_42_rotateExplorer

Explorer 771 K | 5 - BigFix Explorer DEIE | 16

BigFix Explorer DFRGEAIABE DRI/ O—T—> 3> L. BEORIIBEEZO—T—

2 a>dBIcid. BigFix EEY—)JL - O< > K rotateexplorercredentials Z{E/H L £

9o Windows 1 > X b—=JLDIFEIF lrotateexplorercredentials ( (R—20) )z

SR LTIV, Linux 7> X F=JLDHZEIE Trotateexplorercredentials ( (R—2)
)1 ZERBLTLETL,

MOR—+ESZRETS

_BESExpl or er _HTTPSer ver _Port Number 5% Z {8 L T. BigFix Explorer DRDHR— k%
BRETAECHNTEERT,

BigFix Explorer TERAINS T 7 # )L bDAR— FFES1L 9383 T,

BigFix A2V —/I®D TV a1—2—REDKE XZa—N5. CORERDEZIEE
ISSEER

R 1. REE

77 #)L ME 9383

BEXATS #er
HEEZITRAVR—> b IJR7O—F—

REFE ¢ LT, BigFix Explorer D7/R— ~ZZE 9 5IC1F. TExplorer REST API R— b+
DEHE] Fixlet zRTIBHTITE,

Fixlet @ [EBA1 /-1 > T. BigFix Explorer TERT 3% L LWKR— MEZEXRTET £9, 18
ERREREDEFIL 1 H'5 65534 £FTTI,

Fixlet |ICTZ1E9 % actionscript (3. ETEFIC BigFix T—> x>V FEN LT ERINT
R—=bDRIY UV TREATHZCZFTVvILET, R— AT TICERINTLSIE
&+ Fixlet I3 L £75


unique_13_Connect_42_rotateExplorer
unique_13_Connect_42_rotateExplorer
unique_13_Connect_42_rotateExplorer
unique_14_Connect_42_rotateExplorer
unique_14_Connect_42_rotateExplorer
unique_14_Connect_42_rotateExplorer

Explorer 771 K | 5 - BigFix Explorer D& | 17

Task: Change Explorer REST API port = O
&7 Take Action | / Edit | Copy [B>Export | Hide Locally Hide Globally | € Remove

Description Details Applicable Computers (0) Action History (0)

Description

Deploy this Fixlet on a device to change BigFix Explorer's REST API port.
Specify the new Explorer HTTPS port: (9383

Deployment notes

Note: This fixlet will only become relevant on devices where BigFix Explorer is installed.

Actions

® Click here to change Explorer's REST API port
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Fixlet: Enable Explorer verbose log

&? Take Action | ./ Edit | Copy [BoExport | Hide Locally Hide Globally
Description

lExplorer 3¥#i0 7 DB 1L Fixlet %=
TExplorer ¥4 MB MLl Fixlet [&. _BESExpl orer _Loggi ng_Enabl edLogs :REZ T
NTOOJZBMCTBELSIC

Details Applicable Computers (0) Action History (0)
Description

Explorer verbose logging is disabled, take the action to enable it

Actions

= 0
® Click

to enable verbose logging for Explorer.
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Fixlet: WARNING: Explorer verbose log is enabled
&7 Take Action | ./ Edit | Copy [BExport | Hide Locally Hide Globally | 3¢ Remove

Description Details Applicable Computers (0) Action History (0)
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Description

Explorer verbose log is enabled, take the action to disable it

Explorer verbose logging could fill up your hard disk and cause a needless performance hit

Actions

® Click here to disable verbose logging for Explorer
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The default value is 5 minutes.
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Description
Deploy this Fixlet on a device to uninstall the BigFix Explorer.
This Fixlet will remove:

« BigFix Explorer
« BigFix Explorer Client settings on the Endpoint
« The entire BigFix Explorer installation and storage folders

Important Note: Ensure there are no other files in the BigFix Explorer installation and storage folders as they will be removed by this Fixlet.

Actions

® Click here to uninstall the BigFix Explorer.
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https://support.hcltechsw.com/csm?id=bigfix_support
https://developer.bigfix.com/
https://www.youtube.com/playlist?list=PL2tETTrnR4wtneQ2IxSIiDFljzQDuZNBQ
https://www.youtube.com/channel/UCtoLTyln5per0JYzw1phGiQ
https://forum.bigfix.com

Notices

This information was developed for products and services offered in the US.

HCL may not offer the products, services, or features discussed in this document in other
countries. Consult your local HCL representative for information on the products and
services currently available in your area. Any reference to an HCL product, program, or
service is not intended to state or imply that only that HCL product, program, or service may
be used. Any functionally equivalent product, program, or service that does not infringe any
HCL intellectual property right may be used instead. However, it is the user's responsibility

to evaluate and verify the operation of any non-HCL product, program, or service.

HCL may have patents or pending patent applications covering subject matter described
in this document. The furnishing of this document does not grant you any license to these

patents. You can send license inquiries, in writing, to:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the

HCL Intellectual Property Department in your country or send inquiries, in writing, to:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

HCL TECHNOLOGIES LTD. PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY
OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of express or implied
warranties in certain transactions, therefore, this statement may not apply to you.



This information could include technical inaccuracies or typographical errors. Changes
are periodically made to the information herein; these changes will be incorporated in new
editions of the publication. HCL may make improvements and/or changes in the product(s)

and/or the program(s) described in this publication at any time without notice.

Any references in this information to non-HCL websites are provided for convenience only
and do not in any manner serve as an endorsement of those websites. The materials at
those websites are not part of the materials for this HCL product and use of those websites

is at your own risk.

HCL may use or distribute any of the information you provide in any way it believes

appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of
enabling: (i) the exchange of information between independently created programs and
other programs (including this one) and (ii) the mutual use of the information which has
been exchanged, should contact:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in
some cases, payment of a fee.

The licensed program described in this document and all licensed material available for
it are provided by HCL under terms of the HCL Customer Agreement, HCL International

Program License Agreement or any equivalent agreement between us.

The performance data discussed herein is presented as derived under specific operating
conditions. Actual results may vary.

Information concerning non-HCL products was obtained from the suppliers of those
products, their published announcements or other publicly available sources. HCL has not

tested those products and cannot confirm the accuracy of performance, compatibility or



any other claims related to non-HCL products. Questions on the capabilities of non-HCL

products should be addressed to the suppliers of those products.

Statements regarding HCLs future direction or intent are subject to change or withdrawal

without notice, and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations.
To illustrate them as completely as possible, the examples include the names of individuals,
companies, brands, and products. All of these names are fictitious and any similarity to

actual people or business enterprises is entirely coincidental.
COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate
programming techniques on various operating platforms. You may copy, modify, and
distribute these sample programs in any form without payment to HCL, for the purposes

of developing, using, marketing or distributing application programs conforming to the
application programming interface for the operating platform for which the sample
programs are written. These examples have not been thoroughly tested under all conditions.
HCL, therefore, cannot guarantee or imply reliability, serviceability, or function of these
programs. The sample programs are provided "AS IS," without warranty of any kind. HCL

shall not be liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a
copyright notice as follows:

© (your company name) (year).

Portions of this code are derived from HCL Ltd. Sample Programs.

Trademarks

HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or

registered trademarks of HCL Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks

or trademarks of Adobe Systems Incorporated in the United States, and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of

Oracle and/or its affiliates.



Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft

Corporation in the United States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or
both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and

conditions.

Applicability

These terms and conditions are in addition to any terms of use for the HCL website.

Personal use

You may reproduce these publications for your personal, noncommercial use provided that
all proprietary notices are preserved. You may not distribute, display or make derivative work

of these publications, or any portion thereof, without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise
provided that all proprietary notices are preserved. You may not make derivative works of
these publications, or reproduce, distribute or display these publications or any portion

thereof outside your enterprise, without the express consent of HCL.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are
granted, either express or implied, to the publications or any information, data, software or

other intellectual property contained therein.



HCL reserves the right to withdraw the permissions granted herein whenever, in its
discretion, the use of the publications is detrimental to its interest or, as determined by HCL,

the above instructions are not being properly followed.

You may not download, export or re-export this information except in full compliance with

all applicable laws and regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE
PUBLICATIONS ARE PROVIDED "AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF
MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR PURPOSE.
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