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Special notice

Before using this information and the product it supports, read the information in Notices (on page xxv).



Edition notice

This edition applies to BigFix version 11 and to all subsequent releases and modifications until otherwise indicated in

new editions.
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HR—bINZIN—2a3 088UV Ty b T7+x—4A

Ubuntu @IF/Ny F « 0 L Tld. Ubuntu /N\—2 3> 14.04, 16.04. 18.04 LTS (Long Term Support) htFR— k&
NTUWET, ChoIFBE. XFERBRICERTINS V) —XTT,

Ubuntu Fixlet B3 /8w F « B E TR UTON=23 YLV TSY hTA— LY R—FENTVET,

R 1. Ubuntu Fixlet @3 /Ny F « B FTHR—-FINBIN-J 3BTy M T4—L4
T3 hT74—L(P—N—-8

N—=>3> SUTRI by TEYER—}) Fixlet 1 b &
Ubuntu 10.04 LTS* x86 and AMD64 Ubuntu 1004 mIF /Ny F
Ubuntu 12.04 LTS* x86 and AMD64 Ubuntu 1204 @1/%y F
Ubuntu 14.04 LTS* x86 and AMD64 Ubuntu 1404 @1 /%y F
Ubuntu 16.04 LTS* x86 and AMD64 Ubuntu 1604 @iF/%y F
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Ubuntu TiE. TLTS1 &iE TLong Term Supporty Z#F&R L %9, ChIFBE. ARRELERICERAINZ V) —XT
ER

3¥: *Ubuntu 10.04 LTS, 12.04 LTS. 14.04 LTS. 16.04 LTS . 7 R—FE&THZZBLTHED,. X2V
TA—BFELUX T F U RBEFREOEFEZTR— L TWEF A —A. BigFix I. B R—M&TH
ISELEEBICHLTIE. A>TV LUTR—FOREEITO TULEE A,

BEICE>TIE, Ubuntuhl\ BEETBERBLTNY T —IZ U —XFB3EDRHBDET, 2DLSB/N\vT—
Did. Fixlet Z40 MILIC TREEI] ERTNTVET, TNSDNYT—JF X120 AZN—R, HRHGSE. &
LUORVNFN-RDEF VY XIAD T2Fa)Fr—) URIFI—=ZUU—-ITNET,

E:CVE ICIE. Ubuntu Ny FOEREATIU— ME1 . T . TEl BRI TULET, BigFix Fixlet
& Ubuntu DU =X I3\ —S0BHREBRLEY, Ubuntu 7HF I XTIAVTVYDEKREDL R
HINBWIEE. Fixlet FEXRERZA T LT IXEE] 2R-LET

YA DY TR T gy
YA held, A—H— HCL. F£EIEIRVA—|ICLXDREBBIICIER SN S Fixlet X v E—C DES T,

EREREBENOY AT LICNYFZERATBHIC. A MIFTRISATLTFRixlet Xy E—JIC7 72L&
ED

YA DY TRV T avEBMTRICIE. RUA—FIFHCLABSYAMAYR - J71ILEBAFTEH. £
351> R ZAy aR—REFERLEY, Fixlet b1 bOHF T XIS TICDWVWTEEL L IE.  TIBM BigFix 1
YAR=ILAAR] ZBRLTIETWL,

A MMZDOWTEELLIE. TIBMBighix > —IL « ARL—4— « A R ZBRLTETL,

Ubuntu Fixlets &7 70 3 381IC. BigFix H—N\—%&/NwF « HR—b « A MIHTRISA1TTIRERHD
F9, YA rZIRELTE. 770X MIBDVWTUTORRI%Z&ERL, ETLE T,
2% 1D: 65 Ubuntu DA >O—F - KF7A4 FUX Dty k7Y 7 (Windows H—/\—)
DA A Y13 Windows B —/N—ICEBARTEET T,
K22 1D: 66 Ubuntu DA >O—K « K741 U X DY k7w 7 (Linux H—/1—)
C DA RTF Linux H—/N—ICEHARIEET 9,

CDERVZRITIBRBENHDET, £5LB0WE. ERINURLIZ. COBADEYYO—F - KT b
DZMSEELTVWERA. 1 EWSIS—DRETBAEMDHD £,

Ubuntu IE/N\Nw 7 —COED H LHRICBIMNA T O0—RZFERALET, EFaU70—DOFER LT H—/N—Id3F
TARJRL - T7AINDONZ—2IZ—8T 3 URL £ DEINA TV O— RERMUANDERZEITARTIOY I LE
Fo TVRRAYMEIBUZL T, BigFix UL — « H—N—DHY T RIS TEATHBDEEBBLTLEIL,
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Ubuntu a7+ — - 7v 77— A® Ubuntu Fixlet [@F 5+ ~Zi&. BigFix A>Y—ILHh 670X LET,

Patch Management for Ubuntu @ Fixlet #EHEd2 2 IC& D, Ubuntu B 5RITINZtEFalTa—-- 7y
TT7—rEBEBIZECHTIET, TIN50 Fixlet IF. Ubuntu Fixlet AIF /N F « 1 FTAFTETX T,
DY ~ZlE. Endpoint Manager A>Y —ILhS5 71X L £ 9, Fixlet iCH L TERAINDS TBEEHEX
(superseded)) & W5 HFEEIE. BigFix & Launchpad @ Web -1 k (Ubuntu ZETC BBV 7 T x7%ZRA T3
Web 1 k) TIZERBZBKRTHERAINE T,

Fixlet ZfERA L 7c/Ny F

aAVV—ILh5. BRYTZHEDHZBYR Fixlet ICRNTB7072a>zEBRLET, 7723 VIGBRARR2MAIC
I N, Fixlet ERIFE 7023 0RIT) 44 7A0 T REICE VW TNy FHERAINE T,

Ubuntu Fixlet (& BigFix >V —IILHh'5BATIT X9,

TNy FEIB] RXAYT, FEF—>3> Y- TOSARYA—] #H1)wo LT, [Canonicaly 27U w
JLFY,

FETF—2ar - VU-DERINE T, BEYHR/N—3 >0 Ubuntu [T /Ny F2#IRL £,

1. 8% /N— 3 > Ubuntu @ /5y FDER

Patch Managemenk “®
—J Patch Owerview Dashboard

] Recent Content

E a 03 Vendors

E._—_E Canonical (595)

E Recent Content (4243

{5 Patches for Ubunbu 10,04 (286)

[y Patches For Ubuntu 8,04 (138)

{4 Superseded (174)

] All Patch Management

BRICHB IR - XRILT, BRI B Fixlet 22 TINLIV VI LET,
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2. Rk« NRILHD B D Fixlet D3ER

BRI T Fixlet B’ E £ 9, FIRL 7 Fixlet DFEZHER T BICIE. UV Y FUDQLERICHBZE2T 2oV vILF
ER

7023y Ry ZARDOV>0%0 )y LT, BREZRAKLE Y, Ubuntu @ Web 1 bHBE. Ny ir—
DB, 77N EATYO—-RTBHODOU T IBRRTINET,

3. Fixlet DB LV (70> a3 Ry I XARNTERZRBET S >0

6.,"‘;

Take Action | o Edit | Copy =oExport | Hide Locally Hide Globally | 3 Remoye

| Description |Deta||s I Applicable Computers (03 I Action Histaory (00 | I
i

Description

A security update for ffmpeg vulnerakilities is now available.

Target packages:

s libavcodecs2_0.5.1-1ubuntul.2 amdad
o libavformatS2_0.5.1-1ubuntul.3_amd&4

MNote:This Fizlet is relevant only if a previous version of any of the targeted packages exists on the targeted system
See the patch page for more detailed information.

Actions

® Click here to view the patch page.

Tovay-Ax>y

Toay -OF VT RBE. TEIELVRATL - AVR—XV MELRBI-F—ICEL>TEITINLT IS 3
VEREIBZITOEITY,
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1 &= LinuxRPM /Sy F - 91 FABLEIN TV B T8, COREYIDRTy FEBRAINER Ao L
<&, https://forum.bigfix.com/t/ibm-bigfix-patch-to-deprecate-and-end-support-for-linux-rpm-patching-site-
on-september-29-2017/22405 # 8B L T 2T L

TOavHRPALLEDESHEIY RRA>b0OY « T7 M IIVEHARTHERI BICIE. TTY FRA Y bO®E
R - ERER oMEFERLET. Ny FOEAFICT A MEITEEAT 2 T, AFEERIBRAINLLES
WEARBIEDHTETED,

7O arhHEHLIEE. BRIEZIVRRAMEOOT - 77 1IILICEZTRAENET, 772 a > 0iER
3. TZVRERA Y bOKFRR - BRER) IMETIT1TICTBERTTERT,

DRETIT2TICTBICIE. TNYFEEBRXIV] #UvoLFEd, +EY—2ay - v)—h5, TFRT
DNy FER > T9th1 20U v I LET,

4. FES—=> 3> V) —=h50 T3 OER
Patch Management “«

: J Patch Management Domain
-5 05 Vendors
= S All Patch Management
) E Fidets and Tasks (3,380)
: :_E Baselines (3)
=] By Status
-E5] By Site
#-E By Activated By
Fl @r Actions (101)
- f7j Dashboards
) Wizards
-] Custom Content
[ Custom Filters
| ._—TE Computers (16)
@ Computer Groups {0)
) Sites (8)

i

[ e |

+ § All Content

@' BigFix Management

‘I' Patch Management

BRICHD TOM) URE - KRILHDS TZY RRA Y COKERR - BRER 20V o LES. 7o707
b1 200w 093D, 70232 RyIRAANTHONET VT4 TICTB V020V ILET,


https://forum.bigfix.com/t/ibm-bigfix-patch-to-deprecate-and-end-support-for-linux-rpm-patching-site-on-september-29-2017/22405
https://forum.bigfix.com/t/ibm-bigfix-patch-to-deprecate-and-end-support-for-linux-rpm-patching-site-on-september-29-2017/22405
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5. TTY RRAY hOEEFMRR - BRER) 207071 71t

Analyses | ,D| =
Status Name Site [
MotActvated int D Resolution - nt Results | Linux RPM Patching L
Activated Globally Endpoint Dependency Resolution - Preference Lists Linux RPM Patching L
Mot Activated Installed RPM Package List - CentO5 Linux Linux RPM Patching
A;tivated Globally Installed RFM Package List - Red Hat Enterprise Linux Linux RPM Patching al
£, Il (2]
' B
Q5 Activate |93 i Z:Export | Hide Locally Hide Globally |~ 3¢

Description | Details | Applicable Computers (18)

B

Description
This analysis contains information about recently deployed fixlets that use |
endpoint dependency resolution. |
% Click here to activate this analysis. :'
el

DT O T4 TLTBERTEIND 9 VY RFUT. TR 27200y oLES

IVRRAbOTOANT —EHRITDEEICIE. ZOVRTLEDERICEHAT 2EFHIBERERTCIEI, 0D
F—RAERTTBICIE. TTRTOAVYTFIYV] RXAiCBHL, MO a—4%—) /—REBRLET, AN
20 Ea2—2—%EEFTERL. NEAOKER) toarviETtrxoO—-ILE4 I LET,

Ubuntu /X F Fixlet 281793 L EICIE. Ny FZBERAIBRICTAMNETZERATZCHTETEY, NEAROD
BRI aeRT LT KEREDPBRINLDESH. BLVA VI F—ILBRHLIEAE SHZHIBITETET,

TTY RRA Y b ORFRR - BRBERODMOBEGH CHEINZZRIVZRITIB LT, HHOHH%E
FRTEET, COFRVICTIRRTRICIE. FEF—> a3y - vU—h5 TFRTONYFER (All Patch
Management)s > T93#h1 22w o L. Ubuntu b7/ —R%E2 OO LET, 774/ ODROREHE
[, 100> FJ—T9,

F: TR AR LTE. COToS avid HEEEA CRELET,

Ubuntu Fixlet @7 /Ny F « 1

UbuntuZFaFqs— 7y F7—KMdE. X—=JL - URX I, RSS 7« — K. Ubuntu ® Web 4 b, KT
Launchpad (Ubuntu ZREDF7 TV —> 3> KRAMTZ Web HR—b - 4 M) BhBAFTEFEXT,

Ubuntu Fixlet @IF /Ny F » B0 MZIE Ubuntu X2 70—« 7y 77— bEOD. ®IET 3 Fixlet A>7>UH
BESTNTWED, Ubuntuld. a7 —BHREXA—=IL - UALBELUVRSS 74— RICK->TEHELEY,
VAR=IL e Nyr—=SrtFxal) T —EROFMAD. Ubuntu & Launchpad ® Web - FZEL T U —X T
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NEFY, Ubuntu D Web 1 b Tid. EF a7 —BROT—H1 THMFREINTULE T, Launchpad ® Web
1 bTldE. Ubuntu 280, IETERY I LTI TD Web ¥+ AR FTo T INTUVET,

B Iz 53 Fixlet

BigFix Tl&. TMBI#:X (supersedence)l LIIEHD/Ny T —J%ZRMT S Fixlet D FONTr —ZiBL £
Yo, Launchpad (Ubuntu REDTF7 FUr—2 3> DERA  Web 1 ~) Tld. TEE#Z (supersedence)l & IF&
Nyr—=S07aNT1—%2ELET,

BIMZ 5NB Fixlet £ld. AWNYT—UHEFENT Fixlet DT E T, Fixlet PEZTHRZ 5B . FiLLN—
avoONyT—IDEENTTR Fixlet BETETBLSICHD FT, FFR Fixlet D ID I&. BEFHER SNt Fixlet D
HEACHEE TSI £ 9,

6. $T#R Fixlet ® ID Z'R9. BEFHLZ SN Fixlet DELEH
- _ —— -

Expart | Hide Locally  Hide Globally | M Remove

47 Take action |~ Edlt | copy

Description |Deta||s l Applicable Computers (0} I Action History (0} |

Description
Mote: Fizlet 112010100 supersedes this update.
A security update for linux-lts-backport-natty vulnerabilities is now available.
Target packages:
e linux-image-2.6.38-13-generic_2.6.38-13.52~lucid1_i326
e linux-image-2.6.38-13-generic-pas_2.6.38-13.52~lucid1_i386
e linux-image-2.6.38-13-virtual_2.6.38-13.52~lucid1_i386

MNote:This Fizlet is relevant only if a previous version of any of the targeted packages exists on the targeted system.

See the patch page for more detailed information.

Actions

® Click here to view the patch page.

BigFix & & Uf Launchpad IC& % TBZ# X (supersedence)) DER

BigFix for Patch Management & Launchpad Tld. TEZ#:X (supersedence)] £ WS REDERAENELRD &
T, Launchpad @ Web %1 TRy T —JDRXT—42 XN TEZFIX (superseded)] &> TWBIBE. Tl
BigFix T Fixlet i’ TEZIZX ] ERARINTVWBRFELIFEGRNERD £,

Launchpad OFFETIE. TET#X (supersedence)l L ZENYTr—207ONT+ —%38L £, BigFix
for Patch Tld. TEBZ#X (supersedence)l CIFEED/Nvr—2 %R Y 3 Fixlet 0 7ONT —%ELF
T, Fixlet FEZFMRASNTVWR WS ZZE. ALy T—20ty FzHED0 LD0FLL. ORI N
Fixlet ’"EEL TWVWA 2 BKL £,
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S HZEM-BETHX

BigFix T® Ubuntu /N FERBICEITZBEIBIICBL TLI<KHIBRL ZNICHTEIEZZUTICRLETD,
BIBRLEBATITDH?

Supersedence is all about replacing an outdated Fixlet with the latest Fixlet.

BigFix /N FEATESIRAIBEDESICHEEL FTH?

Supersedence helps you update BigFix application Fixlets to their latest version by using newly released Fixlets. The
superseded Fixlet replaces the outdated Fixlet containing the following details for backtracking.

7E: Fixlet @ x- Fi x| et - Superseded 71 —JL RiZ. ILWLWN—=S 3 0B SHERLEDS

7. BT ZIBR
. e

4 Taka Action | E0° | Copy | ‘oExport | Hae Localy Hde Globaly | 3k

Drescription | Detads | Applcable Computers () | Action History (0} |

Description
Mote: Fidet 113010100 supersedeas this update
A security update for linux-ts-backpart-natty vulnerabilties is now available.
Target packages:

¢ linux-smage-2.6,38-13-gananc_2.6.38-13.52~uad1_i306
e lins-image-2.6,.28-12-genenc-pae_2.6.38-13.52~ucdl_j286
s linux-image-2.6.38-13-virtual_2.6.38-13.52~ducid1_jZ86

Mote:This Fixlet is relevant only if 2 previous version of any of the targeted packages exists on the targeted system.

See the patch page for more detailed information.

Actions

® Click hore to view the paich page

BEBREN—Vay (HLOUN—U3Y) 1E Ubuntu Fixlet OB Y FILDX T —>o 3y MMSRTESIC T
BE1 2 7ICRRINET,

EEMATLRATIHI?

Superseder is the latest Fixlet that replaces or updates the outdated version.

BEFMATERATITH?

Supersedee is an outdated Fixlet that is replaced by the latest Fixlet.

TIVTr=2a 0RMON—2a yHMERRETHIBATH, BFHRASNS Fixlet ZEAL T, €EDRALTY
Vr—2are77a1TEETH



Patch for Ubuntu - 2—%'—X « -7 K | 2 - Patch for Ubuntu ®OfEMA | 13

Yes. You can update the application to the latest version. You can also still use the superseded Fixlet to deploy the
application. The Fixlet description mentions that there is an update available for the application.
BFHASNS Fixlet ZERATIHWVINCREDE S HBHDTTH?
Applications like Google Chrome allows you to download only the latest version available.
cAYYO—-FARBN—23Y. CO&SBTIIVr—2 3> TlE. BFRZ 513 Fixlet ($ERAATREL R
MN—CavoszETIOTLET,

SR AUvO—FR - UYTiE. BEDFixlet THIDEBEIHRZ B5NSB Fixlet THHHIEFRAEL. TRTOD
Fixlet —C_A:E—G—a-o

NIT=SDT7—FTOFv—ld. BFRIATRIAZRLLTWVWETH?

Yes. For example, the amd64 architecture Fixlet can be superseded only by another amd64 architecture Fixlet and not
by any other architecture Fixlet.

Ubuntu TEFRZXIFLEDESICHEEEL FIH?

Superseding Fixlets in Ubuntu work based on the package name and version number.

A—FILFixlet £IFED & S5HHD T, Ubuntu 1—FJL Fixlet TIIESBADEDL S ICHEEL £3H?

Kernel Fixlets are the fixlets that have the package names preceeded by Linux-image, for example - I i nux-i mage-

<versi on>- <f | avour >.

H—2JL Fixlet COB I Z:

e N—=23 2 XY.ZW DA—F)L Fixlet DIFE. XY IZRAF—  N=Ja>yreHEhEd, BIBIHHEE
B1DICIF. RAF— - N=U 3 H—HITBCHFHREAD £T, DED. Ubuntu —=JL Fixlet 121
HWE (N—R Iz 78ML) S>FVAHBRETHZ . BERIEADIAF— - N=J 3 VHEBEIRITO
NYT—J8—HT2HELRHBD X,

B ZIE. linux-image-4.4x MBI #HH 2 e N TIFZDILFD linux-image-4.4x DHTH D, linux-
image-4.8.x NEZF#H 23 Z e N TEFZDIEHD linux-image-4.8.x DHT T,

cBIMIDRETIOE. ENHPECFATICBTIHEEDAHTT, DFED. linux-image</\— 3 >>-
generic "B #H 3 Z L N TEZDIEHD linux-image-</N\—0 3 >>-generic DHTT, ik, HFIIC
exta 7L—N— « 24 F2HFOHDICEATNE T,

B Z L. linux-image-extra-4.4.0-101-generic I&. linux-image-extra-4.4.0-103-generic ICEIH D £7
H. linux-image-4.4.0-103-generic ICEZI#H 2 ZCIFTIT £ A,

USN Fixlet K U'RIEED Fixlet DE I I L BIBRITDNY 7= « N—2 3 2D Ubuntu TELILTWS
. ES5HEDETH?

All the Fixlets without any USN ID are grouped as Unspecified Fixlets in Ubuntu.
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* USN Fixlet & T'RIEED Fixlet DB SRS S VB IBRITONY T —2 - N=U 3 VHEBILTVWS
&3, USN Fixlet ICBHAEN H D £3, DFED. USN Fixlet BRIEFE D Fixlet ICEZ#DHD £7,

« WA®D Fixlet TXwT— « N—=T 3 UHFELL TLWBIHEEIC. KIEED Fixlet A USN Fixlet ICB I b3
ckiFhbFEFtEA.

Ubuntu THRIBE D Fixlet ' USN Fixlet IcBE I DB 3T £ H?

Yes. Unspecified Fixlet can supersede a USN Fixlet in Ubuntu only when the unspecified Fixlet's package version is
higher than the USN Fixlet's package version.

FL Fixlet H* 2 B EBE DB 3HD £9H?

No, when a Fixlet is superseded by the latest version, the Fixlet is marked as superseded:True in the seenfi | e of the

corresponding OS code to avoid superseding the Fixlet again.

EBEFHZ 5N Fixlet TREEEDOEELHD £TH?

Yes, additional relevance checks are equired for superseded Fixlet as shown below.
<Rel evance>(val ue of setting "_BESd i ent_Ubunt u_Enabl eSuper sededEval " of client as integer = 1) | false</

Rel evance>

NYFDOT7UAVA =)L
Ubuntu TSy FETZ Y1 YR b=V BICIEEE. /Sy FO—BE LTI YR b— LI/ Sy r— S MRS 5
KENBDEF,

1 &= LinuxRPM /Sy F - 91 FABLEIN TV B T8, COREYIDRTy FIEBRAINER Ao L
<&, https://forum.bigfix.com/t/ibm-bigfix-patch-to-deprecate-and-end-support-for-linux-rpm-patching-site-
on-september-29-2017/22405 # 8B L T &L

l'Ubuntu .deb /N —J D7 > > X k—JL (Uninstall Ubuntu .deb packages)] 2 X% H{REL T D/Nw i —
TN T BEFEFRE R\ Ubuntu Debian Ny 7 =27 A VXA b=ILLEY, PYA YR b= TU< 3
>TlE. Ubuntu .deb Ny —JIFHIBREINETH. FUA VA =L INBZNYT—COBR T 71 IILIGHIBRI N
FHA. 7023y Ry IRADN= - 7023y - V20N LTHER 7 7T IILBEIBRTIZ e TESE
ER

TUbuntu .deb /N —2 D7 > > X k—JL (Uninstall Ubuntu .deb packages)) # X Zf#ERE L T. Ubuntu
Debian N\ —S% TP U4V X M—=)LTEFET,

#F: TUbuntu .deb /Xy —S D7 > > X k=)L (Uninstall Ubuntu .deb packages)] % X2 Tl&. HIBRY
BNV T —OHMUD Ny T —DICR T BEFEREFICBWVBRICOH. Ny T —OH 7oAV —=)LE
nxd,


https://forum.bigfix.com/t/ibm-bigfix-patch-to-deprecate-and-end-support-for-linux-rpm-patching-site-on-september-29-2017/22405
https://forum.bigfix.com/t/ibm-bigfix-patch-to-deprecate-and-end-support-for-linux-rpm-patching-site-on-september-29-2017/22405

NYFeT7oA VA=Y
RTONYFER) > Yo
ED
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3iIClE. TRNyFEBRALV 20Uy I LEYS, XY=y -Y)—7T, I'§
b1 > THAERY A b1 > TLinuxRPM /Ny F1 > TFixlet & 291 #0UwoLE

8.FES—>3> - VU—N50 TFixlet 271 DOFER

Eatdﬁﬁmagemen:t

g
<

5] OS Vendors

: @ Baselines (3)
- [ Actions (101)
# [ Dashboards
- ) Wizards
& @ Computers {1

=[5 sites (7)
= F‘ External Si
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- [ Fixlets and Tasks (7,300)

I+ @ Analyses (11)

(-] Custom Content
- [i5) Custom Filters

: @ Computer Groups (0)

- A Patch Management Domain [1|

&)

tes ()

! I-;-__I v BES Support
=5y Linux RPM Patching

[ [Findets and Tasks (36)]

M- 1L

[ Baselines (0)
] @ Analyses (3) |I]

+ N All Content

@j BigFix Management

’I. Patch Management

GRICHB ) X~ - XRILT,
Packages)) ZZEIRL 7,

l'Ubuntu .deb /X7 —S D7 >+ >~ X k—JL (Uninstall Ubuntu .deb

9. 741 >R L—JL 93 Ubuntu.deb /N — DFER

i Mame Site Applicable Computer C-:uunt_
[Oninstall Ubunt .deb Packages | Uins BFM Batehing 1713
<] | B

'7023a>] RYIZARNTT VA VA=« To2a>zlmsd )00 ) v LET,
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10. Ubuntu .deb Ny 7r—S% T VA VX =)L 3 >0 DER

Actions

® Click here ta uninstall an Ubuntu . deb package.

® Click here to purge an Ubuntu  deb package.

® Click here for mare information about dpkg.

70232« NFA=8—1 D4V RUDESTET, NvT—I%ZAAL. TOKI 22Uy I LET, &%
RiFIZI2Ea—2—F NYyFOTUAYA =)+ BRIV DETHEREZT T T3ERB LTHRELET, T
Y RRA Y OERERR - BRER) 97070 7ICLT OY - T7MILADT V2 a > OfERERTT S
CLHTEEY, TYRRAY SOEREFFER - BRER) ONOERICOVWTEHLLIE 7oY 3> - OF 7
(((R=2) 8=EBRLTIITLY,

M. N T—=SZDANEELY TOK) DIUwo

Action Parameter E3

Please enter the package name for the Ubuntu .deb 4|
package you wish to remove (example: pidgin)
£

pidginl

i

YAV M=) 723> T Ubuntu.deb Ny —JIRHIBRETNE T 7oAV —ILEhBE Ny T—
OB 7T AIVIBEIRRShER A, N—2 - 723> - Uy ITRE. BRI 7IILBEIRINE
ER

7oar) Ry IRATREDT V3 >veRT95 L. Tdpkgs (Ubuntu Debian /Sy 7 —2 « YR —S v —)
DFEBICOVTOBERZRT I VI EEE T,

12.dpkg Ny 7= « IR—=J v —ICDWVWTOBEREZTRT ) U D&EIR

Actions
® Click here to uninstall an Ubuntu deb package.

® Click here to purge an Ubantu  deb package.

® Click here far more information abaut dpkg.




Patch for Ubuntu - 2—%'—X « -7 K | 2 - Patch for Ubuntu OfEMA | 17

RS~ —DENM
Ubuntu AR L+ UKD b1 —EHBL v S 2R~ REBRALT, UES FU—&BMTS T,

UTFDE2R0ZBRALT. Ny F - HYR—b1 YA MIBEIDHET VT4 THLTIRENHD T,

o D VRS U —#8E - Ubuntu
C BRU:HARL - VKRY R — « HR— DB - Ubuntu

1. T9RTOAYToY) RXA2hE. T by > TABY A1 > TRy F - BR—F) > T8y>a
A—F1 > TUbuntu Hh X2 L « VR k1) —FEE (Ubuntu Custom Repository Management)1 IZ8B&1L
£,

2. TWRS M=y 2705 B 20Uy LES,

Ubuntu Custom Repository Management
@ *
) =
Ubuntu Custom Repository Management
Register Ubuntu endpaints to custom repositories and manage custorn repositories in your deployment.
” Endpoints ” Repositories |
| Ubuntu Repositories |
Add Irmport

[~ Repositary Name Repository URL Repository Distribution  Repository Cormponents Computers
[T Ubuntu http:#flocalhosty precise rmain o
[T =GLab-precise http:#fsg.ibrm.com, precise main o
[ sGLab-precise-lucid http:#/sg.ibm.com, lucid main o

3. TEHRVUARS b —DiENN (Add a New Repository)l T > RUT, UMTDO T+ —ILRICEEEZEADLF
ER

o

DRI U —%

)R k1) — URL

)RS 1 —DEEME (Repository Distribution)

DRI k) — - J2R—2> bk (Repository Components)

o

o

o
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&dd a New Repository =

Repository Mame
ILIhuntu 2

Repository URL
Ihttp:.-",-’sg.il::m.u:u:um
Repository Distribution
Iprecise

Repository Components
Iuniverse

Save Cancel

ch

4. MRTF1I 2OV v I LET,

Ubuntu Custom Repaository Management
@ +*
. =i
Ubuntu Custom Repository Management
Reqgister Ubuntu endpaints to custom repositories and manage custorn repositaries in your deployrnent,
U Endpoints ” Repositories ‘
| Ubuntu Repositaries |
Add Import I
I~ Repository Name Repository URL Repository Distribution  Repository Components Computers
[T Ubuntu http:/flocalhost’ precise main
[T  sGLab-precise http:/fsg.ibm.com/ precise main a
[T sGLab-precise-lucid http://sg.ibm.com/ lucid main o
[T Ubuntu 2z http:/fsg.ibrm.com precise universe o

ChTURS MU —DEMENE LT,

RS B —DA1 VR— b
Ubuntu HRZ L+ UKD b —EBY v aR— REBALT, URS FU—&1 K- hTEET,

TNy F « FR—=b1 U1 MIHDB T VRS B —#K - Ubuntu) 2797+« LI BBEDNHBD £,

1. TFRTOOAYTIYV] RXAUD5. THaL b1 > TAEBY k1 > TNyF - HE—-F) > Fy>na
A—=F1 > TUbuntu ARXZ L « YRS F1J—ELR (Ubuntu Custom Repository Management)1 IZ#EHL
£7,

2. TURSKMU—1 2THhB (VR =—k1 U wILET,

3. TEFHRURS R =D+ >R —F (Import a New Repository)y 7« > RUT, VRIS r)—ZEANDLE
ER
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| Import Existing Repositories

Name

URL

= IUbuntu 3|

http: Afextras ubuntu . com/ubuntu

=l

http:/4security .ubuntu.com/ubunty

o

http:#¢sg.archive .ubuntu.comfubuntuf

4. MRTF1 2#0V) v I LET

Ubuntu Custom Repository Management

Distribution
precise
precise-security

precise

CNTURS R —BE s aR—Ric1 vF— hahE L

R B —=ADIY RRA > ~DEER

Ubuntu B XEZ L« URD MU —BEL Y2 aR—RFZ2ERALT. TURRAVMIVRI M) —Z2FFL TEEL

9,

*
= =)
Ubuntu Custom Repository Management
Register Ubuntu endpoints to custamn repositories and manage custorn repositories in your deployment.
” Endpoints “ Repositories |
| Ubuntu Repositories |
Add Import
[ Repository Mame Repository URL Repository Distribution  Repository Components  Computers
[T ubuntu http:/flocalhosty precise main
[T =GLab-precise http:sfsg.ibm. comy precise main o
[T scGlab-precise-lucid http://sg.ibm.comy lucid main o
[T ubuntu 2-precise http:/fsg.ibm.com precise universe a
[T ubuntu 3 http:/fextras ubuntu.c... precise rmain 1

UTFDE2Z20ZBRALT. Ny F - HBR—b1 YA MCBEIDHET VT4 T TIRENDHD T,

o D RS U —4#8E - Ubuntu
C RRU:HARL » VRY R — « HR— DB - Ubuntu

1. TIRTOOAYTUYV RXAUH 5,

Mo by > THEBY L by > TRy F - HR—=by > T4yda

HR—F1 > TUbuntu HhXZ L « VRS k1) —ELE (Ubuntu Custom Repository Management)1 Z#&1L

9,

2. TZYRERA2V b 27T VRS M) —ZBRIBITVRRAV FZBIRLET,
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Ubuntu Customn Reposit anagement

Ubuntu Custom Repository Management

Register Ubuntu endpoints to custom repositories and manage custorn repositories in your deployment.,

U Endpaoints || Repositaries

| Ubuntu Endpoints |

Register a new repository Unregister a repository I
v Computer Name 0S Version IP Address Subnet Address Repaositaries
[V  ubuntulz-desktop-x64 Linux Ubuntu 12.04 .4 L., 10.1.222.242,172.1742.1 10.1.0.0,172.17.0.0 3

I:Hz‘l:l Showing all 1 rows

| Repositories |

MName URL Repositary Distribution Repositary Cormponents
<lInspecified> http:/fextras ubuntu.comfubunty  precise main

<Unspecified> http:/fsecurity wbuntu,comydubu.., precise-security rmain,restricted
<Unspecified> http://sg.archive. .ubuntu.com/u... precise main,restricted

3. THRVUES ) —DFEE (Register anew repository)s 7y I LET, BRLAEIVRERIV LD
DRI RU=D, DV RIDOTFEICVURAINET, URI MU—IZKIEEL L TREIDTITENZIEE
[F. TURSEU—] URKMIVRFINBEVWIEEZERLET,

4. TERVURS B —D %R (Register a New Repository)y T« >V RUT. URISFU—%5FRL T MR
Al Z7)y I LFETD,

Register a Mew Repository ®
Mame URL
. Jbuntu http:#flocalhost/
8 SiGLab-precise http:#fsa.ibrm.com/
SGLab-precise-lucid http:#fsa.ibrm.com/
Jbuntu 2-precise http:#fsa.ibrm.com

Mext Cancel
} i

5. 8BIDVr Y EUIC. BRI BZVRI M) —D%HFI. URL. BLVEGBHERTINET, VR KJ—- 1O
VIR—R 2 bEANDLET, EROIVR-—Y b ZRYBICIEZZAR—RZ2FEALE Y, 7+ —ILRFZEM
IBRILDHTEEY,



Registar a Mew Repository

Repository Name
Ubuntu 2

Rapository URL

http:f fsg.ibm.com
Repository Distribution
precise

Rapository Components
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|universe
Additional Fields

6. MRFEI 20Uy I LET,

Back

7. T7023>Y0RTI V4 FIT, AVEa—42—%FRL.

£

RS k) —DHIER

Save

|
.|

Cancs]

oKy 22V w o LTT7o>aveRTL

Ubuntu AR H L s YRS ) —BEBA v aR—REFEALT. VRIS FJ—ZHIBRTEET,

1. TFRTOOAYTIY) RXAUD5. THaL b1 > TAEBY o b1 > TNyF - HEH—-F) > Fy>na
HR—F1 > TUbuntu HhXAZ L « VR 1) —EE (Ubuntu Custom Repository Management)1 (Z#&1L

E3EP

Lbunty Custom

Ubuntu Custom Repository Management

Register Ubuntu endpoints to custom repositories and rmanage custorn repasitories in your deployrent.

” Endpoints ” Repositories

| Ubuntu Repositories

Add Delete Import I
[~ Repositary Name Repository URL Repository Distribution  Repository Components  Computers
[T Ubuntu http:#flocalhost/ precise rmain o
[T  sGLab-precise http:/f=g.ibrm.comy precise rmain a
[T  sGLab-precise-lucid http:/fsg.ibm.coms lucid main o
[T Ubuntu 2-precise http:/¢sg.ibm.com precise universe o
V¥  Ubuntu 3 http:/fextras.ubuntu.c... precise main i)

2. TWRIS M=) 27T, BRI B VRIS MU —ZZRLT THIBRY 22U v o LED,
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3. TRWwW 22Uy o LT URS M) —ZHIBRL £,

! Are yvou sure that you want to delete the selected repository?

P ves | Mo

:n-t ) /—J—;’\‘/“ I\ 1) —b{ﬁu[‘%éhi LTCO

KL< HBEM

SOOI avOBEREEEICELD. Ubuntu DNy FICOWTED LKEBRTZCENTEED,

IVRRADVMIAVA =L ENTWVBRITRTONY T—PORFN—3VEA VA= TRESFICFERTE
BY%7KR— b Fixlet 3¥NTIH?

You can use the “Run “dist-upgrade’ to install and intelligently handle dependencies of new packages” support fixlet for
installing the latest versions of all the packages installed on a system/endpoint. The “apt-get dist-upgrade” command
installs the newest versions of all packages that are currently installed on the system from the sources that are
defined for “apt’. The command also attempts to intelligently handle changing dependencies.

EDYH— b Fixlet #EATIUE, AVF— -« UET P —DSAFARBTRTOLF2Y T+ —EFiE VX
F=LTEETH?

You can use the “Install all available updates from the vendor security repository (amd64)” support fixlet to install all
the security updates from your vendor repository. This fixlet gets a list of all the available updates from the vendor
security package repository and installs them on the system/endpoint.

AHT VA= TEBRWVWED., BHOA—RILZEALTVIDNESHERTZLSEETS X vE—IHEDR
AJICRTIN. Fixlet D1 VX b—IHERBLELT, COBEORUEEEZHRITIIEIL,

This message appears only in case of Fixlets that deploy kernel packages. A kernel Fixlet becomes relevant if the
endpoint does not have the target kernel package installed or if the endpoint's active kernel is at a lower version than
the target kernel package. An endpoint is still considered subject to kernel vulnerabilities even if it has the latest

kernel installed but not using it actively.
To remediate the issue, restart the endpoint and ensure it is using the latest kernel available.
KIEED Fixlet L IIMATTH ? HEENDDBURETTH ?

Unspecified Fixlets are for the packages found in Ubuntu's security repositories and that do not have a security
notice (USN) associated with them. Not all security packages released by Ubuntu have a USN associated with them -

Unspecified Fixlets covers such packages.

USN Fixlet THR—FINB3D—RIL - N T—SDELTRBENTITH?

Bigfix Patch supports the following USN Kernel type packages:
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« linux-image-<version>-generic

« linux-image-<version>-lowlatency
« linux-image-<version>-oracle

* linux-image-<version>-kvm

* linux-image-<version>-oem

« linux-image-<version>-gcp

« linux-image-<version>-azure

S BigFix /Xy FIRTHE. RD USN =)L - Ny 7 — D=4 H— R LTOEHA;
aws. flo. gke. goldfish. hammerhead. hwe. Ipae. mako. nexus4. powerpc. powerpc64. raspi2. snapdragon. virt
CNSDONYT—JIIEBINB IR H O £,



98k A. HR— bk

COHEBICDVWTHELLIF UTOVY—RZBRBLTLREEL,

* BigFix 7 R— bk - R—%JL

« BigFix Developer

* YouTube @ BigFix 7L -11) X ~

* YouTube @ BigFix Tech Advisors v = JL
« BigFix 7 #—3 Ly


https://support.hcltechsw.com/csm?id=bigfix_support
https://developer.bigfix.com/
https://www.youtube.com/playlist?list=PL2tETTrnR4wtneQ2IxSIiDFljzQDuZNBQ
https://www.youtube.com/channel/UCtoLTyln5per0JYzw1phGiQ
https://forum.bigfix.com
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Notices
This information was developed for products and services offered in the US.

HCL may not offer the products, services, or features discussed in this document in other countries. Consult your
local HCL representative for information on the products and services currently available in your area. Any reference
to an HCL product, program, or service is not intended to state or imply that only that HCL product, program, or
service may be used. Any functionally equivalent product, program, or service that does not infringe any HCL
intellectual property right may be used instead. However, it is the user's responsibility to evaluate and verify the

operation of any non-HCL product, program, or service.

HCL may have patents or pending patent applications covering subject matter described in this document. The
furnishing of this document does not grant you any license to these patents. You can send license inquiries, in writing,
to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the HCL Intellectual Property

Department in your country or send inquiries, in writing, to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

HCL TECHNOLOGIES LTD. PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of
express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. HCL may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time

without notice.

Any references in this information to non-HCL websites are provided for convenience only and do not in any manner
serve as an endorsement of those websites. The materials at those websites are not part of the materials for this
HCL product and use of those websites is at your own risk.

HCL may use or distribute any of the information you provide in any way it believes appropriate without incurring any
obligation to you.
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Licensees of this program who wish to have information about it for the purpose of enabling: (i) the exchange of
information between independently created programs and other programs (including this one) and (ii) the mutual use
of the information which has been exchanged, should contact:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in some cases, payment of

a fee.

The licensed program described in this document and all licensed material available for it are provided by HCL under
terms of the HCL Customer Agreement, HCL International Program License Agreement or any equivalent agreement

between us.

The performance data discussed herein is presented as derived under specific operating conditions. Actual results

may vary.

Information concerning non-HCL products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. HCL has not tested those products and cannot confirm
the accuracy of performance, compatibility or any other claims related to non-HCL products. Questions on the
capabilities of non-HCL products should be addressed to the suppliers of those products.

Statements regarding HCLs future direction or intent are subject to change or withdrawal without notice, and
represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate them as
completely as possible, the examples include the names of individuals, companies, brands, and products. All of these

names are fictitious and any similarity to actual people or business enterprises is entirely coincidental.
COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming techniques
on various operating platforms. You may copy, modify, and distribute these sample programs in any form without
payment to HCL, for the purposes of developing, using, marketing or distributing application programs conforming to
the application programming interface for the operating platform for which the sample programs are written. These
examples have not been thoroughly tested under all conditions. HCL, therefore, cannot guarantee or imply reliability,
serviceability, or function of these programs. The sample programs are provided "AS IS," without warranty of any kind.

HCL shall not be liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a copyright notice as
follows:
© (your company name) (year).

Portions of this code are derived from HCL Ltd. Sample Programs.
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Trademarks

HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or registered trademarks of HCL
Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe
Systems Incorporated in the United States, and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United
States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
UNIX is a registered trademark of The Open Group in the United States and other countries.

Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and conditions.
Applicability

These terms and conditions are in addition to any terms of use for the HCL website.

Personal use

You may reproduce these publications for your personal, noncommercial use provided that all proprietary notices
are preserved. You may not distribute, display or make derivative work of these publications, or any portion thereof,
without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that all proprietary
notices are preserved. You may not make derivative works of these publications, or reproduce, distribute or display
these publications or any portion thereof outside your enterprise, without the express consent of HCL.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either express or

implied, to the publications or any information, data, software or other intellectual property contained therein.

HCL reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use of the
publications is detrimental to its interest or, as determined by HCL, the above instructions are not being properly
followed.
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You may not download, export or re-export this information except in full compliance with all applicable laws and
regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE PUBLICATIONS ARE PROVIDED
"AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED
TO IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR
PURPOSE.
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