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Special notice

Before using this information and the product it supports, read the information in Notices (on page xiv).



Edition notice

This edition applies to BigFix version 11 and to all subsequent releases and modifications until otherwise indicated in

new editions.
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| BigFix Console - 74

File Edit View Go Tools

All Content

% Fixlets and Tasks (20572)
@ Baselines (0)
@ Analyses (52)
3 Actions (9)
€ Dashboards
@ Wizards
& Custom Content
& Custom Filters
@ Computers (5)
@ Computer Groups (0)
7 Unmanaged Assets (0)
2 Operators (1)
v B sites (9)
3/ Master Action Site
v B Extemal Sites (8)
&1 BES Support

B Baselines (0)
@ Analyses (0)

@ Actions (0)

51 Patches for Solaris
5 Patches for Solaris 11
&l Patching Support

& Custom Sites (0)
) Operator Sites (0)

T LDAP Directories (0)

@ Roles (0)

(2) Al Content

5 Patches for CentOS7 Plugin R2
5 Patches for Oracle Linux 7
5 Patches for Oracle Linux 8

~ 5 Patches for Raspbian 10

@ Computer Groups (0)

@ Subscribed Computers (1)

Help  Debug

4= Back v ® Forward ~| ) Show Hidden Content 3 Show Non-Relevant Content | & Refresh Console

External Site: Patches for Raspbian 10

@save Changes Discard Changes | Gather Add Files

Details Computer Subscriptions Operator Permissions Role Permissions

Publisher BigFix, Inc.

 Details.
Type Extemal Content Site
c jon 17
Gather URL hitp://sync.bigfix.com/cgi-bin/bigather/patchesforraspbian10

~ Subscription

External Subscription Constraints

@@L

bscribed to this site.

Al lients that satisfy the extemally dsfined criteria are subscribet

Site Level Relevance | ( (name of it starts with "Lir
% Fixlets and Tasks (4,659) property

"in proxy agent cont

3 ersion of it = 10) of operating system AND (if exists
(not in proxy agent context) else true))

Connected to EC2AMAZ-PF2T91T as user ‘bigfix'
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4. BRICHBUR b - NRILT, BRAY S Fixlet 22 TILI Uy I LET,

Fixlets and Tasks Search Fixlets and Tasks el Nm|
Name Source Sev.. Site Applicable .. Open Actio.. Category Download .. Source Source ID Source Rele ~
Unspecified - Dpkg - Raspbian 10 (armhf) <Unspecifi.. PatchesforR.. 0/1 0 required 2.04 MB Raspbian Unspecified  5/25/2022
Unspecified - Htcondor - Raspbian 10 (armhf) Patches forR.. 0/1 0 extra B Raspbian Unspecified 5,

Unspecified - Htcondor-Dbg - Raspbian 10 (armhf) Patches for R. Al 0 extra Raspbian Unspecified

Unspecified - Htcondor-I Raspbian 10 (armhf) Patches for R. /) 0 extra Raspbian Unspecified

Unspecified - Htcondor-Doc - Raspbian 10 (all) Patches fo 1 0 extra Raspbian Unspecified

Unspecified - Libclassad-Dev - Raspbian 10 (armhf) Patches fo | 0 extra Raspbian Unspecified

Unspecified - Libclassad8 - Raspbian 10 (@rmhf) Patches fo 14 0 extra Raspbian Unspecified

Unspecified - Ecdsautils - Raspbian 10 (armhf) Patches fo 1 0 extra Raspbian Unspecified

Unspecified easel - Raspbian 10 (all) Patches fo 1 0 extra Raspbian Unspecified

Unspecified - Iceweasel-L10n-Ach - Raspbian 10 (all) Patches fo 1 0 extra Raspbian Unspecified v
< >

{EZ£IH T Fixlet BBIE £ 9, FEIRL 7 Fixlet DEFMERER T 3I1CI1F. ThEhDOE2 T2y I LET,
5 7ooary JL—70)>0%01)yo LT, BREERWBLET, Raspbian @ Web -1 ~HBHE.
Nr—JBRET 7N ELTVO—RTBZHD) VIRRRINET,

Fixlet: Unspecified - Dpkg - Raspbian 10 (armhf) [~ ]
7 Take Action = | /' Edit | Copy [ Export | Hide Locally Hide Globally | 3¢ Remove

Description Details Applicable Computers (0) Action History (0)

Description

An update
Note: This Fixlet is marked as "Unspecified”. This is because there is no erratz ID associated with the content as it is not part of an announced Raspbian package.

Note: A target package will only install if a previous version of that package exists on the targeted system. Any dependency packages that are required to install that target package will also be installed. The
number of files, download size, and file size reflect the targets only.

Note: The test action determines whether the actual installation will be successful. The “apt-get -s* command is used to check for errors during the installation process however packages are not installed on
the endpoint.

Target .deb files:
o dpkq_1.19.8_armhf.deb
Number of Files: 1

Total File Size: 2.1 MB
CVE:

Actions

® Click here to start the deployment process.

® Click here to test the deployment process

Raspbian Fixlet T /Ny F « 1 ~

Raspbian M E#rid Raspberry Pi Web 1 kS AFTEEX T,

Raspbian Fixlet @7 /¥ F « ¥ ;ICIE. Raspbian BHFADMIEY 3 Fixlet 1> 7V YHRABINTULE D,
AVAb=)L - Nyr—2etFal) 7o —BAOFMEE. Raspbian ® Web - hZziBLTUU—anF
¥, Raspbian ® Web #f b TlE. £F a2 )71 —BHOT7—AC THERIFINATVET,

B3Iz 53 Fixlet

BXZ B5N3 Fixlet 13, Wy —IMNEFENT-Fixlet DT E T, Fixlet PEZFEZBENBZ . FILLWAN—
S DNy T—IHEENTFIR Fixlet MFEET B K SICHD 9, #38 Fixlet @ ID 1%, B I X 5N/ Fixlet D
SREACHESE T £ 9,

BigFix Tl&. MBI X (supersedence)l LIIEHD/Ny T —J%ZRMT 2 Fixlet D FONTr—ZiBL £
9, Launchpad (Raspbian BEDT7 PV r—> 3> DRA L Web 1 ) Tid. TBZ#X (supersedence)] ki
ENvTr—=ooOaONTs—%ZELET,
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1. #i#R Fixlet @ ID 2R, BEI X SN Fixlet DERPA

Fixlet: Unspecified - Iceweasel - Raspbian 10 (all) (Superseded) =& 0
¥ Take Action - |~ Edit | Copy [B Bxport | Hide Locally Hide Globally | 3¢ Remove
Description Details Applicable Computers (0) Action History (0)
N
Description
NotesFixlet 22050501 supersedes this errata.
An update
Note: This Fixlet is marked as "Unspecified”. This is because there is no errata ID associated with the content as it is not part of an announced Raspbian package.
Notes A target package will only installif a previous version of that package exists on the targeted system. Any dependency packages that are required to install that target package will also be installed.
The number of files, download size, and file size reflect the targets only.
Note: The test action determines whether the actual installation will be successful. The "apt-get -s” command is used to check for errors during the installation process however packages are not installed
on the endpoint.
Target .deb files:
® iceweasel_91.8.0esr-1~deb10ul+pil_all.deb
Number of Files: 1
Total File Size: 121.3 KB
CvE: v
434 items in list, 1 selected. Connected to 'EC2ZAMAZ-PF2T91T" as user ‘bigfix’

BigFix & & U Launchpad IC& % TEE#:X (supersedence)) DEH

BigFix for Patch Management £ Launchpad Tl&. T&Z#:X (supersedence)] & WS BHEOFERAENELRD £
9, Launchpad @ Web 1 F TNy T —JDRXT—R2 XN TEZFMX (superseded)] &> TWBRIBE. i
BigFix T Fixlet o' TESE X1 ERTINTULBIFELIEKRNELD £,

Launchpad ®FETIE. TEBZ#Z (supersedence)l XIEENwr—207ONT+—%3EL £9, BigFix
for Patch Tlk. T&EZ#X (supersedence)] CIFEBHDNYTr—J%iRMT 3 Fixlet 0 FONT —%ELF
T, Fixlet "EZISNTVWBR WS ZLiE. BNy T—20ty EHFD. KDF L. ORI
Fixlet B'$% 2 Z ZEBHKL £95

S HZHEE-BETHEX

BigFix T® Raspbian /Ny FHERBICHITZBIHMRICEAL TLLK HHIBEMLENIIHNTEIEZEUTICRLET,
BEEFBRRLIIEATTH?

Supersedence is all about replacing an outdated Fixlet with the latest Fixlet.

BigFix /Ny FERATEIRZIZEDL S ICHEEL FTH?

Supersedence helps you update BigFix application Fixlets to their latest version by using newly released Fixlets. The
superseded Fixlet replaces the outdated Fixlet containing the following details for backtracking.

7E: Fixlet @ x- Fi x| et - Superseded 71 —JL RiZ. ILWN—= 3 0B SHERLEDS
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X 2. EEFHZIFR

Fidet: Unspecified - Apache? - Raspbian 10 (armhi) (Superseded) .}
o Take Action = | # Edit | Copy ByExport| Hide Locally Hide Globally | 3§ Remove

.3€S('-310'| Details Applicable Computers (0)  Action History (0)

Description

Note:Fodet 22010601 supen

An update
Neote: This Fixlet is marked as "Unspecified”, This i betause there is no emata 10 assodated with the content as it is not part of an anncunced Rasphian padeage.

Nate: A target package will only install ¥ a previous version of that padkage exists on the targeted system. Any dependency packages that are required to instal that target package wil also be instaled. The
number of files, download e, and file size reflect the targets only.

Nete: The best action determines whether the actual instaliation will be sucressfill The “apt-get -5 comenand is used to check for emors during the installation process however packages are not instalied on the
endpoint.

Target .deb files:

® apached_2.4.38-3+deb10u6_armh.deb

Mumber of Files: 1
Total File Size: 251.8KE
OVE:

Actions

® Cick to start the daploymant process

® Ciick to test the deployment process

BI|RAEN—ay (HLWAN—T3 ) IE Raspbian Fixlet 0> FILD RO U= g3y b H D TEREA)
FTICRRINET,
BIMRkLIIATITH?

Superseder is the latest Fixlet that replaces or updates the outdated version.

BFBITLIIATTH?

Supersedee is an outdated Fixlet that is replaced by the latest Fixlet.

FIVr—23 > ORMON—- a3 HMERFIETHIIBETH, BIFHI 5N B Fixlet AL T, €DRALTS

Vir—2aveEr7O1TcEEshv

Yes. You can update the application to the latest version. You can also still use the superseded Fixlet to deploy the

application. The Fixlet description mentions that there is an update available for the application.

BRSNS Fixlet ZEFATEIHVWINCREDE S HBHDTTH?

Applications like Google Chrome allows you to download only the latest version available.
cAYOO—-RARBN=S3 V. COLSAETTUTr—> 3> TiE. BEWR 5N 3 Fixlet (ZERAATREAR

wN—CaroszETFFOCLET,

<R Ao O—R - U2 iE BEOD Fixlet THINEZIHRZ 5N Fixlet THHIDICEBRHRL. IRTD
Fixlet T—ET95

NYT—SD7—FTI0Fv—3, BESRIATHRIZRLELTVLETH?
Yes. For example, the amd64 architecture Fixlet can be superseded only by another amd64 architecture Fixlet and not

by any other architecture Fixlet.
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Raspbian TEF B R IFED & S ICHEEL £ H7?

Superseding Fixlets in Raspbian work based on the package name and version number.

H—=JL Fixlet £I3E¥ D& 54HDT. Raspbian H—=JL Fixlet TIZEIRIHFEDELSICHEEL FTH?

Kernel Fixlets are the fixlets that have the package names preceeded by Linux-image, for example - I i nux- i nage-

<ver si on>-<fl avour >.

H—2JL Fixlet TOEBE I X

e N—=2 32 XYZ-W DA—F)L Fixlet DIFE. XY IFIAF— - N=Sa>eMdh£d, BI BRI HHEEE
BIDITIE. RAF— - N=J 3> H—HT 2 eHFiREAED £9, DED. Raspbian 7—=JL Fixlet I
[EHWE (N—=RDzT7EMNL) >FVAHRETHZ 0. BESBIEDOIAF— - N—=C 3 VHEZEIT
DN T—J—HTIBELNHD £,

B Z &, linux-image-4.4x BB 2 Z N TI 3DIEHD linux-image-4.4x DHTH D, linux-
image-4.8x NBI 23 Z e N TE 3 DIFRID linux-image-4.8x DA T,

s BIMADRETIDE. TNHELCEATICBTRHEEDHTT,. 2D, linux-image</N\—2 3 >>-
generic NEZ#H B3 M TIT3DIEBID linux-image-</N— 3 >>-generic D& TY, ZHid. &BIIC
extra 7L—/N\—« A 2R OHLDICEAINE T,

B Z 1L, linux-image-extra-4.4.0-101-generic |Z. linux-image-extra-4.4.0-103-generic ICBEIH D £¢
. linux-image-4.4.0-103-generic ICEZHH 2 ZCIETETEE A

L Fixlet B 2 EA LESHDOZ BB £3H?

No, when a Fixlet is superseded by the latest version, the Fixlet is marked as superseded:True in the seenfi | e of the

corresponding OS code to avoid superseding the Fixlet again.

EEX 5N Fixlet TIIREEDEENHD £9H?

Yes, additional relevance checks are equired for superseded Fixlet as shown below.
<Rel evance>(val ue of setting "_BESC ient_Raspbi an_Enabl eSuper sededEval " of client as integer = 1) | false</

Rel evance>

BENT—2 « R=XATAVDA VA=)
BigFix Patch ICId. R—XSAVICEFNZI3EHN YT —COEHFOA VA M—ILEB—DARIIFEET Y
Ja—Ya hBAEINTED. R—XS5AY A YA M= ILORTERMZEHBRTIET,

R—RSA>%FERTIE. EROD Fixlet = IL—FICFeHT. FREOHEAEGHDEDZ—S vy k- A1 —%—
ICTQICBEAT 2 CEHARICARD EFT, R—XAFAVIERY M IT—O2FICFEDT Iy - JI—T%2EAT
BMBMBHETT, BENYT—CDR—=XASAVDA VA=) VY ) a—>a EFERT 3. KEEROMR
RE Fixlet CCIBRICITHONZ N YT =S DA VA M=JLICHES N T =TV ADETFICHLTEE Y,

BENYT—SOR—SAVDA VA M= )LtezERT . BROBEBNY T—C% 8T Fixlet ZR—X 51
UHHEEATDETIC. BREEZEBETI £,



Patch for Raspbian - Z1—4'—X « /J- K | 2 - Patch for Raspbian 2R L7ctF a2 71 —BHFHOEE |12

1. R=XZ4>%1ERRL £ 7
Fixlet 4 - b @ Fixlet Z38HARTL T, XZa—h5 TFHLWLWAR=XSLVICEIM E8RLEFT, TV—
I XZa—h5 IR=XS5AVDHRER 2BINTZHTIE T, R—RSAUVICHREZ L%
IFTenxd,

~ Baseline: RaspBaseline1 - BigFix Comsole = 0 b4
PTake,'ar.im J Edit| Copy |=Export | Hide Lacally Hide Globally & Remove

Description Details Components Applicable Computers (6) Compaonent Applicability Action History (1)

Compoment Growp 1

v Unspecified - Distro4nfo-Data - Raspbian 10 (all)
source inavaitable

v Unspecified - File - Raspbian 10 (armhf)
sourcs unavailzble

Unspecified - Groff-Base - Raspbian 10 (armhf)
5008 unavaitatle

Unspecified - [proute - Raspbian 10 (armhf)

2. BHID /Ny F Fixlet ER— XS54 VICEMLE T,
ITARTDFixlet ICDWT, TCOOYR—Y A EEYTZEAFEARIVE2—F—ETIE. R—X 3540
VHEELET) AT a VvNBRENTWVWE I 2R LE T,

EE— Sy I —SDBERBN— 3 VICHET B Fixlet EA— 251 VISBMT B L. 1>
A=)l BRTIFEVWN="3 00Ny 5—2%2 A%y L BRIN—2a3a>ONyT—SDOHA
\/Z l‘—}bbi?o

BEE RIS VERTITZHIC. UTOEFZHBILTEHAELRHD FY,

o TV RRAYFTEHBRINTVBIURI MU —IZ. WRNYT—JERBERTRTORKTE
Ny —=IHEMENTVWBIHRENRHD £,

cB—IYRARAYFMIFLT, B—HA DS EROR—RZA > ERITLABRVWTLES
(A

o ROFEMMBRICHEBEINIR—ZFTA VDRI + F5IF04 R
IZHE > TLE T W, https://hclpnpsupport.service-now.com/csm?
id=kb_article&sys_id=d288c2021b098c9477761fc58d4bcbdf

L < H3EM

COEITa OB EZIE. Patch for Raspbian ICDW T K DECERT 35 A TRICIIBE £ T,

EDR OJICRD A v tE—IbRERIN, Fixlet D1V X F=JLICKRBLEBAES THIEEWVWTTH? cogasosn
FEEBMATIESY,


https://hclpnpsupport.service-now.com/csm?id=kb_article&sys_id=d288c2021b098c9477761fc58d4bcbdf
https://hclpnpsupport.service-now.com/csm?id=kb_article&sys_id=d288c2021b098c9477761fc58d4bcbdf
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This message is logged only with Fixlets that deploy kernel packages. A kernel Fixlet becomes irrelevant if the
endpoint does not have the target kernel package installed or if the endpoint's active kernel is at a lower version than
the target kernel package. An endpoint is still considered subject to kernel vulnerabilities even if it has the latest
kernel installed but not using it actively.

To remediate the issue, restart the endpoint and ensure it is using the latest kernel available.
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Notices
This information was developed for products and services offered in the US.

HCL may not offer the products, services, or features discussed in this document in other countries. Consult your
local HCL representative for information on the products and services currently available in your area. Any reference
to an HCL product, program, or service is not intended to state or imply that only that HCL product, program, or
service may be used. Any functionally equivalent product, program, or service that does not infringe any HCL
intellectual property right may be used instead. However, it is the user's responsibility to evaluate and verify the

operation of any non-HCL product, program, or service.

HCL may have patents or pending patent applications covering subject matter described in this document. The
furnishing of this document does not grant you any license to these patents. You can send license inquiries, in writing,
to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the HCL Intellectual Property

Department in your country or send inquiries, in writing, to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

HCL TECHNOLOGIES LTD. PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of
express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. HCL may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time

without notice.

Any references in this information to non-HCL websites are provided for convenience only and do not in any manner
serve as an endorsement of those websites. The materials at those websites are not part of the materials for this
HCL product and use of those websites is at your own risk.

HCL may use or distribute any of the information you provide in any way it believes appropriate without incurring any
obligation to you.
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Licensees of this program who wish to have information about it for the purpose of enabling: (i) the exchange of
information between independently created programs and other programs (including this one) and (ii) the mutual use
of the information which has been exchanged, should contact:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in some cases, payment of

a fee.

The licensed program described in this document and all licensed material available for it are provided by HCL under
terms of the HCL Customer Agreement, HCL International Program License Agreement or any equivalent agreement

between us.

The performance data discussed herein is presented as derived under specific operating conditions. Actual results

may vary.

Information concerning non-HCL products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. HCL has not tested those products and cannot confirm
the accuracy of performance, compatibility or any other claims related to non-HCL products. Questions on the
capabilities of non-HCL products should be addressed to the suppliers of those products.

Statements regarding HCLs future direction or intent are subject to change or withdrawal without notice, and
represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate them as
completely as possible, the examples include the names of individuals, companies, brands, and products. All of these

names are fictitious and any similarity to actual people or business enterprises is entirely coincidental.
COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming techniques
on various operating platforms. You may copy, modify, and distribute these sample programs in any form without
payment to HCL, for the purposes of developing, using, marketing or distributing application programs conforming to
the application programming interface for the operating platform for which the sample programs are written. These
examples have not been thoroughly tested under all conditions. HCL, therefore, cannot guarantee or imply reliability,
serviceability, or function of these programs. The sample programs are provided "AS IS," without warranty of any kind.

HCL shall not be liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a copyright notice as
follows:
© (your company name) (year).

Portions of this code are derived from HCL Ltd. Sample Programs.
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Trademarks

HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or registered trademarks of HCL
Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe
Systems Incorporated in the United States, and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United
States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
UNIX is a registered trademark of The Open Group in the United States and other countries.

Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and conditions.
Applicability

These terms and conditions are in addition to any terms of use for the HCL website.

Personal use

You may reproduce these publications for your personal, noncommercial use provided that all proprietary notices
are preserved. You may not distribute, display or make derivative work of these publications, or any portion thereof,
without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that all proprietary
notices are preserved. You may not make derivative works of these publications, or reproduce, distribute or display
these publications or any portion thereof outside your enterprise, without the express consent of HCL.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either express or

implied, to the publications or any information, data, software or other intellectual property contained therein.

HCL reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use of the
publications is detrimental to its interest or, as determined by HCL, the above instructions are not being properly
followed.
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You may not download, export or re-export this information except in full compliance with all applicable laws and
regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE PUBLICATIONS ARE PROVIDED
"AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED
TO IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR
PURPOSE.
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