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Special notice

Before using this information and the product it supports, read the information in Notices.



Edition notice

This edition applies to version 10.0 of BigFix and to all subsequent releases and modifications until otherwise

indicated in new editions.



=P/

E2E fBELER—F - 1 FOBEIE
% 3 ZE. CISA KEV (BOD 22-01) CVE J X
FAE BETS Fixlet DFTvT - Ky

BB B BT ..t ettt e bbbt ee 5
................................................................................................................ 6
B ettt bbbttt 9
D Rreeesisisas st anenes 10
TRY D Rt s 1

FE55 BEFZIBNS Fixlet DFTvY



£1E HBE

BigFix CVE iREH w > a7R— R ¥ Web LAR— MK D, ZRL—Z—|L CVEIDICE DV TEBROMRIEZ IR T
TET, ARL—E2—IdF. CVECEIZUATDOLR— b ZERTET X7,

+ %% 9 % CVE ICX9 3 BigFix Fixlet D&iH

« NS DFixlet EZELITARTDY A FAD BigFix H—N—DH TRV T gy
« CVE C & O Fixlet DFREL

 MHINTMEIERA VX2 RO/ BIID CVE X2 T —4 (ZET 3188)

Ay aR—RICIE. BIRL 7 CVE £/l Fixlet DY Tty FDBER—IS 1 V%2 ER Y 2 EBMEENEETN
TWVWET,



FE2F5. MHEIELR—F - U1 OB

Bk JXMT, vulnreport (£7ciE THESSMLR—b1 ) WS EFIOHY A b2 ROIFET, Y1 bz o Uw oL
TIREL X,

ML R—b - 1 b Z2RDOIFTIRET BICIE. UTOFIEZRITLET,

1. BigFix A~V —JL® TBigFix B RXA YT, ISAEAOBEF v ar—F) ICBELFT,

2. TBESTSybT4—L1 £0>a>hyo FMIRAEOEHZBA TN SHZREL F3, BALAL
BRI TSI 20EHEER 27 v I LET,

Q BigFix Console — ]

File Edit View Go Tools Help Debug
4 Back v W Forward ~ | ) Show Hidden Content ) Show Non-Relevant Content | &£¥ Refresh Console

BigFix Management License Overview

1| Deployment Overview
1| Deployment Health Checks BigFix License Overview
1| License Overview

Warnings (37)

BES Deployment Upgrade (1,862)
T4 BES Component Management (104
E5 Maintenance Window Manageme R A

D6 BIGFIX EXTENDED PATCH FOR RHEL BIGFIX INSIGHTS

A OVERVIEW BIGFIX DETECT BIGFIX EXTENDED PATCI

Manage Wake-on-LAN (10) BES Platform
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License overview

Entitlement Quantity Type Expiration Date State

Trend Micro Data Protection 1000 (Client) Perpetual 1112037 \ @ vaup \
< > e —

""""" Protection 1000 (Client) Perpatual 1172037 | @ vauo

() Ancontent
@ FigFix Management Lifecycle 1000 (Client) Perpetual 1112037 [ @ vaun |
D Mobile Device Management Inventory 1000 (Client) Perpetual 1/1/2037 [ @ vauo |
.1. Patch Maragement; Compliance 1000 (Client) Perpetual 11172037 { @ vaup
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ite Admin Private Ke) >

In order to run IBM BigFix Administration Tool, you need to specify the location of the site level
signing key for the database you would like to administer.

Site Signing Key (license.pvk)

Site Admin Private Key Password X |license.pvk Browse

Site Admin Private Key Password
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/ Re-issuing managerent rights actions

+ Cueueing propagation

/ Yalidating new license

/ Importing new license

/ Stopping server services

/ Updating masthead

. Restarting stopped services
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Information

The masthead and license have been updated.
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This license contains the following entilements for Lifecycle

Licensed for: (Cliant)
License Typa: Parpetual
Expiration Date: 1172037 | & vauo
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CVE Search

Search CVE Results Fixlet Results

Add Vulnerabilities List: CISA KEV (BOD 22-01)

Additional CVEs:

CVE Search List:

CVE-2002-0367 CVE-2008-2992

CVE-2004-0210 CVE-2007-3010
CVE-2009-0927 CVE-2009-2055
CVE-2010-0188 CVE-2010-2861
CVE-2010-4344 CVE-2010-5326

Z D) X MZIE. CISA & & U National Vulnerability Database (NVD) h¥@ft 923 CVE DX ZTF—H2HEFEENTUVE
ED

CVE-2008-3431 CVE-2009-3129

CVE-2009-3960 CVE-2010-3035

CVE-2010-3333 CVE-2010-5330

Exploitable CVEs: 4

[ 0CVEs Selected [ show Relevant Only [ include Superseded Fixlets Search...
CVEs per Page: 80 + 81-1600f634 CVEs < 2> > 2of8pages
] cvE 1L CVSSw3 Score 1L Fixlets Available 1L Vendor Project I Product 1L Name 1L DueDate 1L Fixlet Count |  Instances Found L

"SigRed" - Microsoft
Windows Domain Name
D CVE-2020-1350 10 (critical) Partial Coverage Microsoft Windows System (DNS) Server 2020-07-24 4 0
Remote Code Execution
Vulnerability

Microsoft Internet
D CVE-2017-0059 4.3 (medium) Partial Coverage Microsoft Internet Explorer Explorer Information 2022-04-18 4 0
Disclosure Vulnerability

Client-Server Run-  Microsoft Windows
D CVE-2016-0151 7.8 (high) Partial Coverage Microsoft time Subsystem CSR5S Security Feature 2022-04-18 4 0
(CSRSS) Bypass Vulnerability

Microsoft Windows

Media Center Remote

D CVE-2016-0185 7.8 (high) Partial Coverage Microsoft Windows 2022-05-03 4 0

Code Execution
vulnerability

BOD 22-01 MEHAIC DWW TIE. CISA DU = T4 b (https://www.cisa.gov/binding-operational-directive-22-01) %%
BLTLIETWL,


https://www.cisa.gov/binding-operational-directive-22-01
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CVE Search

Search CVE Results Fixlet Results

<< Modify CVEs Summary

CVEs in Search: 634
CVEs with Fixlets: 283
Exploitable CVEs: 4
[ 0 CvEs Selected Show Relevant Only 1 include Superseded Fixlets Search...
CVEs perPage: 10 ¥ 1-40f4ACVEs 1 Tof1pages
(| CvE T CVSSv3 Score b Fixlets Available 1} Vendor Project b Product 1 Name L Due Date 1L  Fixlet Count 1l Instances Found b

Microsoft WinVerifyTrust

D CVE-2013-3900 (none) Partial Coverage Microsoft }’l\ﬂ'yl\tlizr:]fy-rru“ function Remote Cede 2022-07-10 20 1
Execution

[ CVE-2020-15999 6.5 (medium)  Partial Coverage Google Chrome mﬁgﬁy‘gﬁmgtm@wpg 20211117 8 2

[ CVE-2021-3156 7.8 (high) Partial Coverage Sudo Sudo Sudo Heap-Based Buffer 5055 g4 57 4 o

Overflow Vulnerability

Microsoft Windows CLFS
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CVE Search

Search CVE Results

<< Modify CVEs

[J 0 CVEs Selected

CVEs per Page: 10 *

O cve t

[] CVE-2002-0367
O CVE-2004-0210
[l CVE-2005-2773
O CVE-2006-1547

Fixlet Results

[ Show Relevant Only

1-100f634CVEs

CVSSv3 Score b

(none)

(none)

(none)

(none)

1 >

Fixlets Available L

Partial Coverage

Subscription
Needed

No

Vendor Proiect 1L

Microsoft

Microsoft

Hewlett Packard
(HP)

Apache

Summary

CVEs in Search:

CVEs with Fixlets:

Exploitable CVEs:

Include Superseded Fixlets

Product 1L Name b

Microsoft Windows
Windows Privilege Escalation
Vulnerability

Microsoft Windows
Windows Privilege Escalation
Vulnerability

HP OpenView Network

OpenView
Network Node E‘Iggs g:guaﬁs; Remote
Manager

Vulnerability

Apache Struts 1
Struts 1 ActionForm Denial-of-
Service Vulnerability

634

283

Search...

10f6d pages

Due Date 1l Fixlet Count b Instances Found b

2022-03-24 6 0
2022-03-24 0 0
2022-04-15 0 0
2022-07-21 0 0


https://help.hcltechsw.com/bigfix/10.0/patch/Patch/Patch_Windows/c_patch_supersededfixlets.html
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Notices
This information was developed for products and services offered in the US.

HCL may not offer the products, services, or features discussed in this document in other countries. Consult your
local HCL representative for information on the products and services currently available in your area. Any reference
to an HCL product, program, or service is not intended to state or imply that only that HCL product, program, or
service may be used. Any functionally equivalent product, program, or service that does not infringe any HCL
intellectual property right may be used instead. However, it is the user's responsibility to evaluate and verify the

operation of any non-HCL product, program, or service.

HCL may have patents or pending patent applications covering subject matter described in this document. The
furnishing of this document does not grant you any license to these patents. You can send license inquiries, in writing,
to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the HCL Intellectual Property

Department in your country or send inquiries, in writing, to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

HCL TECHNOLOGIES LTD. PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of
express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. HCL may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time

without notice.

Any references in this information to non-HCL websites are provided for convenience only and do not in any manner
serve as an endorsement of those websites. The materials at those websites are not part of the materials for this
HCL product and use of those websites is at your own risk.

HCL may use or distribute any of the information you provide in any way it believes appropriate without incurring any
obligation to you.
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Licensees of this program who wish to have information about it for the purpose of enabling: (i) the exchange of
information between independently created programs and other programs (including this one) and (ii) the mutual use
of the information which has been exchanged, should contact:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in some cases, payment of

a fee.

The licensed program described in this document and all licensed material available for it are provided by HCL under
terms of the HCL Customer Agreement, HCL International Program License Agreement or any equivalent agreement

between us.

The performance data discussed herein is presented as derived under specific operating conditions. Actual results

may vary.

Information concerning non-HCL products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. HCL has not tested those products and cannot confirm
the accuracy of performance, compatibility or any other claims related to non-HCL products. Questions on the
capabilities of non-HCL products should be addressed to the suppliers of those products.

Statements regarding HCLs future direction or intent are subject to change or withdrawal without notice, and
represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate them as
completely as possible, the examples include the names of individuals, companies, brands, and products. All of these

names are fictitious and any similarity to actual people or business enterprises is entirely coincidental.
COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming techniques
on various operating platforms. You may copy, modify, and distribute these sample programs in any form without
payment to HCL, for the purposes of developing, using, marketing or distributing application programs conforming to
the application programming interface for the operating platform for which the sample programs are written. These
examples have not been thoroughly tested under all conditions. HCL, therefore, cannot guarantee or imply reliability,
serviceability, or function of these programs. The sample programs are provided "AS IS," without warranty of any kind.

HCL shall not be liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a copyright notice as
follows:
© (your company name) (year).

Portions of this code are derived from HCL Ltd. Sample Programs.
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Trademarks

HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or registered trademarks of HCL
Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe
Systems Incorporated in the United States, and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United
States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
UNIX is a registered trademark of The Open Group in the United States and other countries.

Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and conditions.
Applicability

These terms and conditions are in addition to any terms of use for the HCL website.

Personal use

You may reproduce these publications for your personal, noncommercial use provided that all proprietary notices
are preserved. You may not distribute, display or make derivative work of these publications, or any portion thereof,
without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that all proprietary
notices are preserved. You may not make derivative works of these publications, or reproduce, distribute or display
these publications or any portion thereof outside your enterprise, without the express consent of HCL.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either express or

implied, to the publications or any information, data, software or other intellectual property contained therein.

HCL reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use of the
publications is detrimental to its interest or, as determined by HCL, the above instructions are not being properly
followed.



Xv

You may not download, export or re-export this information except in full compliance with all applicable laws and
regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE PUBLICATIONS ARE PROVIDED
"AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED
TO IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR
PURPOSE.
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