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Special notice

Before using this information and the product it supports, read the information in Notices.



Edition notice

This edition applies to BigFix version 11 and to all subsequent releases and modifications until otherwise indicated in

new editions.
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Chapter 1. Overview

Learn what the Security Compliance landing page shows and how its key capabilities help you monitor and act on

compliance posture.

From a single landing page, you can see how many Checklists, Checks, Devices, and Device Groups are in scope,

apply and save filters, drill into an individual Checklist to review compliance charts and Check-level results, and start

remediation for non-compliant Checks without leaving the console.

Key capabilities

Capability

What you can do

Environment-wide landing page

See KPI counts for Checklists, Checks, Devices, and De-
vice Groups, plus a grid of every deployed Checklist.

Global filter

Scope everything on the page by Checks, Checklists, De-
vices, or Device Groups using Property, Operator, Value
conditions.

Saved and favorite filters

Save a filter combination under a name, reload it in one
click, and mark favorites for quick access.

Checklist detail page

Review the compliance charts and Checks grid scoped
to one Checklist.

Chart table view

Open any chart as a table, copy the values, or export

them.

Deploy from the checks grid

Select one or more Checks and launch the standard Big-

Fix Deploy flow.

Export

Download grid data as CSV or Excel and charts as JPEG,
PNG, or PDF.

Process offline

Send a slow-loading report to the background and get a

notification when it is ready.




Chapter 2. Before you begin

Security Compliance reports only on Checklists that are already enabled in your environment. Complete the following

prerequisites before you start:

+ SCM sites enabled: Enable the Security Configuration Management (SCM) Checklist sites you need from
the BigFix Console (for example, CIS Checklist for Windows 11 or DISA STIG Checklist for RHEL 9). Custom
Checklists that you create from SCM content also appear in Security Compliance, provided your devices are
subscribed to them.

- Subscribed devices: Subscribe the relevant computers to those Checklist sites so that Check results are
reported.

» Permissions: Sign in with an operator account that has the compliance reporting permission. You will only see
Checklists and Devices within your operator scope.

- Supported browsers: Use a current version of Chrome, Firefox, Edge, or Safari.

o Tip: A Checklist is a BigFix site. If a Checklist you expect to see is missing from the landing page, confirm that

the site is enabled and gathered in the BigFix Console and that no global filter is active.



Chapter 3. The landing page

The landing page is the default entry point. It displays the timestamp of when data was last updated, four KPI cards,

and the Checklists grid. The Export and Filter icons are located in the top-right corner.

Figure 1. Security Compliance landing page with KPI cards and the Checklists grid

(D HCLBigFix @ )
@ Home «
@ expore v Security Compliance LV
[ Reporting ™ Updated: Sep 18, 2026 13:31:09
9 Resote P 1106 @ 2 @ 3 @
pateh Shecks > > [Devics Growp >
oot
@ Administration v 08 cotumn Q
Namé T 1) Policy T1 Check Count  T1 Computer Count 11
KPI cards
Card Shows On click
Checklists Number of Checklists in scope. No navigation. The Checklists are al-
ready listed in the grid below.
Checks Total number of Checks (Fixlets) Opens the Fixlet Explorer list view
across all Checklists in scope. scoped to those Checks.
Devices Devices subscribed to at least one Opens the Devices list scoped to
Checklist in scope. those devices.
Device Groups Device groups that contain at least Opens the Device Groups list scoped
one device subscribed to a Checklist |to those groups.
in scope.

Checklists grid

One row per deployed Checklist, with the following columns:

Column

Description

Name

Checklist name. Click it to open the Checklist detail

page. If no devices are subscribed to the Checklist (Com-
puter Count is 0), the name is not clickable and is dis-

played as plain text instead of a link.
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Column

Description

() HeLBigFix ® | o g

@ Home « a

% Resolve ~ Name 14 Policy 14 CheckCount 1L Computer C

BigFix site ID of the Checklist.

Policy

Predefined report that groups compliance results across
Checklists. Every Checklist belongs to SCM Checklists
by default; this is the universal policy and includes all
Checklists automatically, including out-of-the-box PCI
DSS Checklists. If the PCI Add-on is licensed and the PCI
DSS Reporting site is enabled, PCI DSS Checklists can al-
so feed three additional policies: PCI DSS Requirements
View, PCI DSS Milestones View, and PCI DSS Checklists
(custom PCI DSS Checklists only). Policies are not user-
configurable; you cannot create a custom policy. See PCI

DSS policies for what each policy includes.

Check Count

Number of Checks in the Checklist.

Computer Count

Number of computers subscribed to the Checklist.

« Use the search box to find a Checklist by name, and click a column header to sort.

« Click Column to choose which columns are displayed.
« The grid shows 10 rows by default. Click More at the bottom-right to load the rest.


https://help.hcl-software.com/bigfix/add-ons/Add-Ons/PCI_Users_Guide/c_pcidss_policies.html
https://help.hcl-software.com/bigfix/add-ons/Add-Ons/PCI_Users_Guide/c_pcidss_policies.html
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D HCLeigFix

= 08 coumn

Wt Poley Tl Check Count T4 Computes Count 11

« If no Checklists are deployed, the grid shows “No checklists found. Deploy a checklist to get started.” If a filter

excludes everything, it shows “No checklists match the active filter. Adjust your filter to see results.”

The checks workflow in Fixlet Explorer

Open Security Compliance, narrow its scoped list of checks to the ones you care about, and start a deployment.

Security Compliance checks are Fixlets. Security Compliance gives you a compliance-scoped view of those Fixlets;
when you need full Check properties, relevant devices, or deployment history for a single Check, click the Check to
open its Fixlet detail page. That page is part of Explore > Fixlets, but you do not need to work in Fixlet Explorer directly

to complete the steps below.

1. Log in to the HCL BigFix Ul.

2. Go to Resolve > Security Compliance in the left navigation.
The landing page opens, showing the KPI cards and the Checklists grid.

A w0

Paten
Checkists Checks

(D HCLBigFix @l o ®
@ Home «
@ explore v Security Compliance R
(@ Reporting Y Updated: Sep 29, 2026 11:08:24
@ 91832 @ 1 )

3. Click the Checks KPI card.
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Fixlet Explorer opens in List View with a Custom filters chip applied above the grid, showing that the list
is scoped to Security Compliance checks. To see all Fixlets, click the X on the chip to remove the Security
Compliance scope.

Figure 2. List View scoped to Security Compliance checks

() HCLBigFix ® | o ®
@ Home «
SOOI Lt R
Updated: Sep 23, 2026 16:16:02
Devices
e )
Charts (0 charts set) .
Fixlets ~ -
Deployments
08 column €3 Density Select action v Q
Analyses
0 of 226 Fixlets View selected only  ((Custom filters X')
sites
[ Name 1 D toE site T siteType 1L i Relevant Devices
[@ Reporting v Count
g Resolve A 1 D Applicability - HKU 8589943341.9174 2299807302 custom 100
Custom Remediation 2 [ Applicabilty - Microsoft Windows S 8589943341.9176 2299807302 custom 100
Fixlet Streams 3 [J Applicability - Windows Domain Co  8589943341.9178 2299807302 custom 100
Patch
4 D Applicability - Windows Domain Me 8589943341.9177 2299807302 custom 100
Security Compliance
5 [ Aplicabilty - Windows Domain Me  8589943341.9175 2299807302 custom 100
Workflow Builder

4. Click Column and add the columns you want, such as Severity, Category, or Relevant Devices Count, then click
a column header to sort.
5. Narrow the list further with the Filter icon. For example, to show only Checks with a severity of High:
The conditions you add are combined with the scope that Security Compliance already applied.
a. Click the Filter icon to open the filter panel.
b. Set Property to severi ty, Operator to I s, and Value to Hi gh.
c. Click Apply Filter.

6. Click Manage reports, open the Save Report tab, enter a name, and save.

Figure 3. Manage reports drawer

X
Manage reports

Save Report Load Report

Report name

Description (optional)

App Fixlet Explorer

(e ]




Security Compliance on BigFix Ul User's Guide | 3 - The landing page | 11

The filter, columns, and charts are stored. Open Manage reports and use Load Report to return to the same
view later, without going through Security Compliance.

7. Click a Check name to review its Overview (properties, relevance, actions), Relevant Devices, and
Deployments tabs.

Figure 4. Fixlet detail page with Overview, Relevant Devices, and Deployments tabs

() HeLBigFix @l o ®
@ Home « Eixlet explorer > Applicability - Windows Domain Controller
@ Explore A . oA . .
@ Applicability - Windows Domain Controller o o I
Devices
| Overview Relevant Devices Deployments
Fixlets
Deployments Properties Tags + Assign tags
Analyses
) CVE(s) Severity Category No assigned tags
sites 2299807302.9  [null] [empty ] [empty ]
178
[@ Reporting v
Release Date Source Source ID Download Size
%7 Resolve ~ [null] CPE xcedf_mil.disa.  [null]
) stig_platform_
Custom Remediation Windows_Do
Fixlet Streams .
Relevance (2 of 2 shown) View All Actions
Patch
Relevance 1
Security Compliance This fixlet has no Action Script.
Workflow Buider @O virap ong ines D) Copy code

8. Select one or more Checks in the grid and click Deploy, or click Deploy on the detail page, then follow the

Fixlets, Actions, Devices, Behavior, Schedule, and Summary steps.

Deploying from Fixlet Explorer and from the Security Compliance Checks grid uses the same Deploy drawer. The
difference is scope: Security Compliance groups Checks by Checklist and adds compliance columns such as
Compliant Devices, Non-Compliant Devices, and Compliance %; Fixlet Explorer shows all Fixlets with standard Fixlet

columns. See The checks grid (on page 20) for details on those compliance columns.

Next steps

« The landing page (on page 7) for the global filter, charts, and exports.
« The checks grid (on page 20) for compliance counts per check.
« See Deployments for action behavior and scheduling options.

Filtering the view

Use the global filter to scope the KPI cards and the Checklists grid by Checks, Checklists, Devices, or Device Groups.

The global filter has four blocks that are combined with AND. Each block holds one or more conditions in the form
Property, Operator, Value. Properties are the same ones available on the corresponding Explore listing pages.

1. On the landing page, click the Filter icon in the top-right corner.

The Filter panel opens with the Current filter view selected.
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Figure 5. Export and Filter icons in the top-right corner of the landing page

() HCLBigFix @l o O
Export Filter
Sites. . .
Security Compliance
(@ Reporting ~ Updated: Sep 18, 2026 13:02:24
All Reports 2 1106 @ 2 @ 3 (@)

Scheduled Reports

Report Builder

Scripted Reports

Checklists Checks > Devices > Device Groups >
%7 Resolve ~
Checklists
Custom Remediation
Fixlet Streams 08 column Q
patch 4ltems
. Name 14 D 1 Policy 1L Check Count 1L Computer Count 14
Security Compliance
Workflow Builder DISA STIG Checklist for Windows 2025 50031 SCM ChecKists 214 1
@8 Administration ~ CIS Checklist for Windows 2025 MS 50037 SCM Checkists 423 1

2. Use the toggle on each block to turn it ON or OFF.
Turn off any block you do not want to filter on. A block that is ON must have all of its fields completed before
you can apply or save.
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Figure 6. Global filter panel with the Checks and Checklists blocks enabled

Filter ‘ Current filter e ‘ X

Create new filter @ [i] Remave All ‘ Apply Filter

Toggle ON - block enabled

M
Insert the conditions below to filter the checks.
Condition 1
Property Jperatar Value
Title ~ ‘ | Contains ~ ‘ configure -
OR AND
Condition 2
Property Opsrator Walus
Type w ‘ | Does not equal w ‘ Task “ -
~+ Add Condition
AND
@D checkisis ~
Inzert the conditions below to filter the checkiists.
Condition 1
Property Jperator Valus
name R ‘ contains w ‘ cis *
+ Add Condition
AND Toggle OFF - block disabled
|@| Devices b
AND
(® ) Device Groups w

3. In a block, choose a Property, an Operator (for example, cont ai ns), and enter or select a Value.
Multi-select values appear as removable chips.

4. To add another condition to the same block, click Add Condition. To remove a condition, click the minus icon
next to it.

5. Click Apply Filter.
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The KPI cards and grid refresh, and the Filter icon shows an indicator while a filter is active.

0 Tip: To clear the filter, open the Filter panel and click Remove All.

Note: The Filter icon is not present on the Checklist detail page. The page is scoped to the filter
that was active when you opened the checklist. To change it, return to the landing page using the

breadcrumb.
D HeLsigFix o Q@
G Homa “« Secuny Comolance ) OIS Chechast for ..
@ Exptore . CIS Checklist for Google Chrome &
£7 Resoive ~ 127 [ i) 3 liw)

Paich

Floét Streams

Security Compliance

Chacks > Devices H Device Groups E
Custom Remadistion

wiorkilow Builder Compliance Compliance by quartile [devices) a Devices below compliance threshold

- v
) Resarting Throshokd % [ 08 2 X

& Admirisiration - -
» & .
i
. = -0

Saving and reusing a filter

Save a filter combination under a name so that you can reload it in one click, and mark filters as favorites for quick

access.

1. Set up the blocks and conditions that you want to keep, as described in Filtering the view (on page 11).
2. Click Save filter in the filter panel.
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Figure 7. Save filter

Filter { Current filter ~ l X
Create new filter '@' Remove All i Apply Filter

D Checks ~

Insert the conditions below to filter the checks.

Condition 1
Property Operator Value
Site v l Contains v } Cls X -
()
Condition 2
Property Operator Value
Source v Equals ~ site X -

+ Add Condition

3. The Save filter dialog box opens. In the Filter name (required), enter a name of your filter, then click Save
filter.

Figure 8. Save filter-filter name

@ Save filter

This filter will be saved as a new one and added to the list of saved
filters.

Filter name (required)

|c|s| x |

S

4. To reuse a saved filter, click the Filter icon and switch to Saved filters.
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Figure 9. Switch to Saved filters

Filter

Saved filters

E8 Density

0 of 1 Saved filters

Saved filters

Filter name Author 1)

Sharing Mode

[ 9 ClStest filter NfA

NfA

Current filter

Saved filters

Favorite filters

CIS test filter

T

24 Sept 2028

The list shows Filter name, Last modified, and an Actions column for renaming or deleting the filter.

Figure 10. Confirm filter selection dialog when applying a saved filter

Confirm filter selection
Do you want to use fiter 'CIS?

Unsaved changes to the “Current flter” will be lost.

[ e srow g

A, Use This fiter

5. Click a filter name to apply it.

6. Click the star icon next to a filter to mark it as a favorite.
Use the Actions menu to rename the filter, update it with the current filter, or delete it.

7. Favorite filters are listed under Favorite filters and up to three of them are shown directly in the dropdown for

one-click access.
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Figure 11. Favorite filters shown in the filter dropdown

Filter

| Saved filters ~ l X

Saved filters Current filter

Saved filters
E8 Density Q
0 of 1 Saved filters Favorite filters

Filter name T Last modified T i Actions ! ‘

Device explorer only filter 18 Sept 2026 0|

Note: Saved filters are private to the user who created them and cannot be shared with other
operators.

Exporting landing page data

Download the Checklists grid as a CSV or Excel file.

1. Click the Export icon in the top-right corner of the landing page.
2. Under Export data as, select CSV or Excel.
3. Click Download.

Figure 12. Export panel showing a completed download

Export

Export data as

Exce

The file contains the Checklists grid data and reflects the active global filter.



Chapter 4. The checklist detail page

The checklist detail page opens when you click a checklist name on the landing page. It displays a breadcrumb, three
KPI cards, and the compliance charts, all scoped to that checklist and to the global filter that was active when you
opened it.

The breadcrumb reads Security Compliance > <Checklist Name>.

Figure 13. Checklist detail page header with KPI cards

(D HeLsigrix @ o @
iy Homa I3 G L
@ Expire . CIS Checklist for Google Chrome &
7 Paschs TS w2 “ 3 o)

Froket Streams

Secunty Compliance

Custom Remadiation

worktiow Bulder Complianee Compiiance by quartile (devices) Devices below compliance threshold =

- v

i Agmiréstration v -
LY : ’
i
. - -m

KPI cards

Three cards show the number of Checks, Devices, and Device Groups for this Checklist. Click a card to open the
corresponding listing page (Fixlet Explorer, Devices, or Device Groups) scoped to the Checklist.

Compliance charts

Figure 14. Compliance charts on the checklist detail page
D HCLBigFix @ 0 G

o Compliance Compiiance by quartile (devices) =} Davices beiow compliance threshoid

|ods x

B Agministration N Check Rasults 5 Compliance distribution by dawcss (%)

e
O

Compliance Fercentage
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Chart What it shows

Compliance Donut chart showing the overall compliance percentage
for the checklist.

Compliance by quartile (devices) Bar chart of device counts in each compliance band: 0-
24%, 25-49%, 50-74%, 75-99%, and 100%. The header

shows the percentage of fully compliant devices.

Devices below compliance threshold Donut chart of devices grouped by operating system. En-
ter a value in Threshold % to show only devices whose
compliance is below that value. The default threshold is
80%. The chart resets to its default when you clear the
field or reload the page.

O Housiex >0 @
o e «

Check Results Donut chart showing the number of applicable checks,

non-applicable checks, compliant results, and non-com-

pliant results. Segments with a zero value are not drawn.

Compliance distribution by devices (%) Line chart with compliance percentage on the X axis and

number of devices on the Y axis.

Checks grid

Below the charts, the checklist detail page also includes the checks grid, listing every Check in the Checklist with its
current compliance data. See The checks grid (on page 20) for its columns and controls.

Viewing chart data as a table

Open the underlying values of any chart, then copy or export them.

1. Click the table icon in the top-right corner of a chart.
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Figure 15. Table icon in the top-right corner of a chart

@ Explore o Checks. > Devices. > Device Groups >
- .
2 Fesate N Compliance Compliance by quartle (devices) Devices below compliance threshold
P ‘
g
-
3
i
‘ crvre
.
A drawer opens with the same data in table form.
Check Results
EEEEEEs

Checks category  T|

Checkscount  TL

N° of applicable checks

N° of non applicable checks

Compliant

Nen compliant

216

0

216

]

2. Click Copy to copy the values, or use Export as to download them.
Click More if the table has more rows than are shown.
3. Close the drawer to return to the chart.

The checks grid

Below the charts, the Checks grid lists every Check in the Checklist with its current compliance data.

The toolbar contains Filter, Column, Deploy, and a search box. The count label shows how many Checks are selected

out of the total.
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Figure 16. The checks grid

[> Home «  Security Checks

B expiore v

| B \

Total Subscribed Non-Compliant 1, Non-Applicable
Devices U Complant Devices 11 o N Dovicos

[0 Reporting v

) 00f 543 tems
Resolve ~

O 0O o

O 0o o o o

[m]

Default columns

The Compliant Devices, Non-Compliant Devices, Non-Applicable Devices, and Compliance % columns are specific to
this grid; they are not available on the standard Fixlet Explorer List View, which shows the same Checks with standard

Fixlet columns instead.

Column Description

Check Name Name of the Check. Click it to open the Check (Fixlet) de-
tail page.

Category Check category, for example Password Policy or DNS
Client. For DISA STIG Checklists this shows the STIG rule
reference.

Severity Color-coded badge from the Check definition. Chip val-
ues can include Critical, Medium, Low, Level 1, and Level
2.

Total Subscribed Devices Devices subscribed to the Checklist to which this Check
applies.

Compliant Devices Devices reporting Compliant for this Check.

Non-Compliant Devices Devices reporting Non-Compliant for this Check.

Non-Applicable Devices Devices for which the Check is not applicable.

Compliance % Percentage of applicable devices that are compliant.

Status Overall status badge for the Check.
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Finding and organizing checks

« Search: type in the search box to filter the grid by Check Name as you type.

« Sort: click a column header to sort ascending; click again for descending.

« Filter: click Filter to open the inline filter panel and add Property, Operator, Value conditions, for example
Status Is Compliant. Click Remove All to clear.

e Column: click Column to open the Configure View panel and add or remove columns. Columns are grouped
into Check (static metadata such as ID, Description, Desired Values, Source, and DISA/XCCDF fields) and
Scoped Compliance (live counts). DISA and XCCDF columns are empty for Checklists that are not based on
DISA STIGs.

« More: the grid loads 100 Checks at a time; click More to load the rest.

Figure 17. Find and organize checks

¥ Fiter I8 Column = Q
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Check details

Click a Check Name to open the Fixlet detail page in Fixlet Explorer.
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Figure 18. Opening a Check's Fixlet detail page from the checks grid

(D HCLBigFix I INeRNC

@ Home .
Security Checks
Explore v
@ Reporting v
 Filter Dﬂgcolumn Q ‘
% Resolve ~ 00f 219 Items
Custom Remediation . Total Subscribed " . Non-Compliant
[J checkName 1 Category 1 Severity 1l Devices T4 Compliant Devices 1L o 0
Fixlet Streams —
[J windows Server 2022 Compati 'Windows Server (@low) 200 100 100
2022 Application... L
Patch

Windows Server

[ windows Server 2022 must be configured o0 5 0 (/A medium) 200 100 100
Security Compliance
[ Windows Server 2022 must be configured ;‘g;‘;"ws Siwe' (/s medium) 200 100 100
Workflow Builder must be... E—
[ Windows Server 2022 must ot have the T n9OWS SErVer e dium ) 200 100 100
€83 Administration v 2022 must not ha...
Windows Server
[ Windows Server 2022 create globalobiect popy i el (/A medium) 200 100 100
Windows Server
[J Windows Server 2022 permissions for the (A medium ) 200 100 100
2022 permissions...
[ Windows Server 2022 maximum password NGO SEVer Ao dium ) 200 100 100
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The Overview tab shows properties, tags, relevance, and actions; the Relevant Devices and Deployments tabs show
where the Check applies and its deployment history. You can also deploy a single Check from this page.

Figure 19. Check detail page
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Relevance 2

Deploying remediation for selected Checks

Select several Checks from one Checklist and start a single deployment using the standard BigFix Deploy flow.
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Figure 20. Checks selected and the Deploy button enabled
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For step-by-step instructions on configuring and starting the deployment (Fixlets, Actions, Devices, Behavior,

Schedule, and Summary steps), see Deploying Fixlets.

Exporting a checklist report

Download the checks grid as data and the compliance charts as images or a PDF report.

1. On the checklist detail page, click the Export icon in the top-right corner.

Figure 21. Exported PDF report
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2. Under Export data as, choose CSV or Excel to export the checks grid.

3. Under Export chart as, choose JPEG, PNG, or PDF to export the charts.

The PDF is a formatted report with the checklist name, data timestamp, and all charts.

4. Click Download.
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Figure 22. Export panel on the checklist detail page
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A progress bar shows Download Complete when the file is ready. Click Reset to clear your selections.

Handling reports that take a long time to load

Opening a checklist detail page with many Checks or Devices can take time. If it takes more than 15 seconds to load,
Security Compliance offers to generate the report in the background so you can keep working.

1. When the message “<checklist> is taking a while to load” appears, click Process offline.
Click Cancel to keep waiting instead.

Figure 23. Process offline prompt

@ SCM CIS Windows 10 is taking a while to
load.

If you click on "Process offline", the report will be generated in the
background and you will get a notification when it is ready. Click
cancel if you want to keep waiting

A toast briefly confirms that report generation is in progress, and you can navigate anywhere in the console
while it runs.

2. When the report is ready, open the Notification Center (bell icon) and click the Checklist report is ready entry,
or click View report in the toast if it is still visible.
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Figure 24. Processed report ready in the Notification Center
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The processed report remains available for 15 minutes after it is ready. If you do not open it within that time,
the report expires and you must start the process again.



Appendix A. Limitations in this release

This release of Security Compliance reports on the current compliance state of your endpoints. Review the following
limitations that are present in the current version.

- Compliance data: Reports show current-state results. Historical trends are not included.

 Checklist management: Create, manage, edit, and delete Checklists in the BigFix Console. You can see the live
results in Security Compliance.

- Filtering: Profile and category filters, such as CIS Level 1/Level 2 or DISA Cat I/I1I/1ll, are not available.

- Saved filters: Each saved filter is private to the user who creates it.

« Checklist detail pages: Detail pages show one Checklist at a time.

 Report delivery: Scheduled and emailed reports are not available.

We are working to extend Security Compliance in upcoming releases. To request a capability or share feedback, use
any of our feedback channels.
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