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Before using this information and the product it supports, read the information in Notices (on page 79).
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new editions.
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Chapter 1. Configuring RBI Compliance Report

Learn how to set up and configure the RBI Compliance Report to customize report filters, define compliance
parameters, and manage data synchronization. This Reports also helps in monitoring and reporting device
compliance.

Enable SCM Reporting site

Discover how to enable the SCM Reporting site in BigFix Console to make compliance content available for RBI
reporting.

To enable the Security Compliance Manager (SCM) Reporting site:

1. Open the BigFix Console and navigate to the License Overview Dashboard.

2. Locate the SCM Reporting site under the External Sites.

3. The RBI Fixlets are available under the SCM Reporting site. Make sure that the SCM Reporting site is enabled
in your environment to view and access the RBI Fixlets.

4. Click Gather to fetch the latest compliance content details.

Figure 1. Gather Data
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5. Select All computers and click Save Changes to subscribe to the site.
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Figure 2. Computers Subscription
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6. Ensure that the relevant computers are subscribed to the site.

Note: Enabling the SCM Reporting site allows the WebUI to access compliance content required for RBI
Compliance reporting.

Access the RBI Compliance Report

Learn how to open the RBI Compliance Report in BigFix Web Reports to view and monitor compliance data.

Once SCM Reporting is enabled, follow these steps to access the RBI Compliance Report:

1. Login to the BigFix Web Reports.
2. Click on the Report List.

3. Search for RBI Compliance in the list of available reports.
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Figure 3. RBI compliance Report List
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4. Click the report name to open the RBI Compliance Report.
5. Wait for the initial data synchronization to complete.

Figure 4. Report List
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After synchronization, the dashboard displays RBI Compliance Report.



Chapter 2. Accessing the Report Home Page

Learn how to access the Report Home Page in the RBI Compliance Report to view and apply filters for customized

compliance reporting.

On the Report Home Page, you can define and apply filters to view compliance data based on your specific

requirements.

Follow the steps to view data in this report:

1. Navigate to the RBI Compliance Report section.
2. Apply filters from the Filter Section to refine data.

Figure 5. Report List
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relevant information
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3. Select the desired filter set to display relevant information.

Figure 6. Desired Filter

Filter X Filter .
Saved Filter | Filter Management Saved Filter  Filter Managameant
Sarved Filtars Eavved Fillers
SavedFllters 1 SavedFiters
Select Filer w Sekect Filtar “

Lesd Fetch Time | 25 May 202% & 1700:00 Las Fetes Tiema © 25 My 2008 a2 17:00:00

Configuraiion ConTiguration
Fitar Mamo * Flitar Mamae *
Description Y Dascription
Repart Type® Report Type*
Salect Report Type W Sglact Report Type w

Target of Compliance Targel of Compliance

o ]
Content Content
Fixlet Release Date ® Fixlet Belease Date *
Selact Date @ Salect Date @
Sitas Glees
Zelact Siles @ Select Sites E
Severity Saverity
Add Severities d fudd Severities e
Dowicrs Devices
Computer groups * . Compuler groups *
Select Comp Growp ] Select Comp Group [
Oparating System Operaning Sysiam
Add 05 A e

Refresh

Apply Filter

Add 05

I Delew




Chapter 3. Filter Section Overview

Discover how the Filter Section allows users to narrow down the compliance data based on saved configurations or

create custom filters.

There are two tabs in Filter Section:

1. Saved Filters
o Displays default and user-saved filters.
> Data is fetched from the saved filter cache, not directly from the database.
o Cached data is auto-updated at scheduled intervals.
> Use the Refresh button to fetch the latest data directly from the database.

Note: Refreshing may take longer if multiple endpoints are involved.
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Figure 7. Saved Filter
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2. Filter Management
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- Create, update, or delete custom filters.
> Schedule periodic data fetches at defined intervals.

> Save filters for reuse across reporting sessions.

Figure 8. Filter Management
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Chapter 4. Filter Fields

Discover how the Filter Field allows user to filter and view compliance data based on selected parameters, it helps

quickly in locating the relevant RBI compliance records.

There are two tabs in Filter Section:

1. Configuration Fields

Table 1. Configuration Fields

Field Description
Filter Name A unique identifier for the filter.
Filter Description Short description of its purpose
Report Type Defines the scope of the compliance type
(e.g., Server-Windows, Middlewares).
Target of Compliance Specifies compliance threshold (Default value 30).

2. Content Fields
Includes Fixlet Release Date, Sites, and Severity filters to narrow the report data.

3. Device Fields
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Use Computer Groups and Operating System filters to focus on specific device sets.

Figure 9. Filter Field
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Chapter 5. Report Overview

After applying filters, the Report Overview presents compliance insights through charts, summary tiles, and detailed

data views.

After applying a filter, the report displays three main sections: a Chart, Summary Tiles, and a DataGrid.

1. Chart section

The Chart Section provides a visual summary of the overall compliance status. The chart represents the

percentage distribution of three key properties:

o Compliant: Devices that meet all compliance requirements.

> Non-Compliant: Devices that fail one or more compliance checks.

o At-Risk: Devices that are partially compliant or nearing non-compliance.

2. Summary Tiles

The page displays five interactive tiles that show aggregated and quantifiable compliance data:

Table 2. Summary Tiles

Tile

Metric

Total Exposures

The total number of identified com-

pliance exposures across all devices.

Open Exposures

Exposures that are still active or unresolved.

Closed Exposures

Exposures that have been successfully remediated.

Total Fixlets

The total count of fixlets considered in the report.

Total Devices

The total number of devices in-

cluded in the compliance report.

Figure 10. Summary Tiles
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3. DataGrid View

The DataGrid presents the detailed report data and can be toggled between two views using the tabs in the

top-right corner:
a. Fixlet Tab:
= Lists Fixlet-level compliance data.

= Click any Fixlet to view associated devices.
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Figure 11. Fixlets Tab
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b. Device Tab:

= Lists device-level compliance data.

= Click any Device to see its associated Fixlets.

Figure 12. Device Tab
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4. DataGrid Controls

The DataGrid also provides several controls located above the table for enhanced analysis:

Table 3. DataGrid (After Applying Filters)

Control

Function

Columns

Allows you to show or hide specific da-
ta columns for customized visibility.

Filters

Enables the application of individual col-
umn-based filters to refine the displayed data.
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Control Function
Density Adjusts the row height (Compact, Standard,
or Comfortable) for viewing preference.
Quick Search A search input to quickly locate spe-
cific records within the displayed data.
Export Provides an Export to CSV option to download
the current DataGrid data for offline analysis.

Figure 13. DataGrid Controls
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5. Detailed View

You can click on any Fixlet or Device name within the DataGrid to view individual details:

a. When a Fixlet is opened:

A popup window displays all associated devices relevant to that specific Fixlet.

b. When a Device is opened:

A popup window shows all Fixlets linked to that specific device.



Chapter 6. Support

For more information about this product, see the following resources:

« BigFix Support Portal

« BigFix Developer

« BigFix Playlist on YouTube

* BigFix Tech Advisors channel on YouTube

* BigFix Forum


https://support.hcl-software.com/csm?id=bigfix_support
https://developer.bigfix.com/
https://www.youtube.com/playlist?list=PL2tETTrnR4wtneQ2IxSIiDFljzQDuZNBQ
https://www.youtube.com/channel/UCtoLTyln5per0JYzw1phGiQ
https://forum.bigfix.com

Chapter 7. Notices
This information was developed for products and services offered in the US.

HCL may not offer the products, services, or features discussed in this document in other countries. Consult your
local HCL representative for information on the products and services currently available in your area. Any reference
to an HCL product, program, or service is not intended to state or imply that only that HCL product, program, or
service may be used. Any functionally equivalent product, program, or service that does not infringe any HCL
intellectual property right may be used instead. However, it is the user's responsibility to evaluate and verify the

operation of any non-HCL product, program, or service.

HCL may have patents or pending patent applications covering subject matter described in this document. The
furnishing of this document does not grant you any license to these patents. You can send license inquiries, in writing,
to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the HCL Intellectual Property

Department in your country or send inquiries, in writing, to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

HCL TECHNOLOGIES LTD. PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of
express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. HCL may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time

without notice.

Any references in this information to non-HCL websites are provided for convenience only and do not in any manner
serve as an endorsement of those websites. The materials at those websites are not part of the materials for this
HCL product and use of those websites is at your own risk.

HCL may use or distribute any of the information you provide in any way it believes appropriate without incurring any
obligation to you.
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Licensees of this program who wish to have information about it for the purpose of enabling: (i) the exchange of
information between independently created programs and other programs (including this one) and (ii) the mutual use
of the information which has been exchanged, should contact:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in some cases, payment of

a fee.

The licensed program described in this document and all licensed material available for it are provided by HCL under
terms of the HCL Customer Agreement, HCL International Program License Agreement or any equivalent agreement

between us.

The performance data discussed herein is presented as derived under specific operating conditions. Actual results

may vary.

Information concerning non-HCL products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. HCL has not tested those products and cannot confirm
the accuracy of performance, compatibility or any other claims related to non-HCL products. Questions on the
capabilities of non-HCL products should be addressed to the suppliers of those products.

Statements regarding HCLs future direction or intent are subject to change or withdrawal without notice, and
represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate them as
completely as possible, the examples include the names of individuals, companies, brands, and products. All of these

names are fictitious and any similarity to actual people or business enterprises is entirely coincidental.
COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming techniques
on various operating platforms. You may copy, modify, and distribute these sample programs in any form without
payment to HCL, for the purposes of developing, using, marketing or distributing application programs conforming to
the application programming interface for the operating platform for which the sample programs are written. These
examples have not been thoroughly tested under all conditions. HCL, therefore, cannot guarantee or imply reliability,
serviceability, or function of these programs. The sample programs are provided "AS IS," without warranty of any kind.

HCL shall not be liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a copyright notice as
follows:
© (your company name) (year).

Portions of this code are derived from HCL Ltd. Sample Programs.
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Trademarks

HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or registered trademarks of HCL
Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe
Systems Incorporated in the United States, and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United
States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
UNIX is a registered trademark of The Open Group in the United States and other countries.

Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and conditions.
Applicability

These terms and conditions are in addition to any terms of use for the HCL website.

Personal use

You may reproduce these publications for your personal, noncommercial use provided that all proprietary notices
are preserved. You may not distribute, display or make derivative work of these publications, or any portion thereof,
without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that all proprietary
notices are preserved. You may not make derivative works of these publications, or reproduce, distribute or display
these publications or any portion thereof outside your enterprise, without the express consent of HCL.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either express or

implied, to the publications or any information, data, software or other intellectual property contained therein.

HCL reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use of the
publications is detrimental to its interest or, as determined by HCL, the above instructions are not being properly
followed.
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You may not download, export or re-export this information except in full compliance with all applicable laws and

regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE PUBLICATIONS ARE PROVIDED
"AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED
TO IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR
PURPOSE.
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Notices
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Licensees of this program who wish to have information about it for the purpose of enabling: (i) the exchange of
information between independently created programs and other programs (including this one) and (ii) the mutual use
of the information which has been exchanged, should contact:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in some cases, payment of

a fee.

The licensed program described in this document and all licensed material available for it are provided by HCL under
terms of the HCL Customer Agreement, HCL International Program License Agreement or any equivalent agreement

between us.

The performance data discussed herein is presented as derived under specific operating conditions. Actual results

may vary.

Information concerning non-HCL products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. HCL has not tested those products and cannot confirm
the accuracy of performance, compatibility or any other claims related to non-HCL products. Questions on the
capabilities of non-HCL products should be addressed to the suppliers of those products.

Statements regarding HCLs future direction or intent are subject to change or withdrawal without notice, and
represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate them as
completely as possible, the examples include the names of individuals, companies, brands, and products. All of these

names are fictitious and any similarity to actual people or business enterprises is entirely coincidental.
COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming techniques
on various operating platforms. You may copy, modify, and distribute these sample programs in any form without
payment to HCL, for the purposes of developing, using, marketing or distributing application programs conforming to
the application programming interface for the operating platform for which the sample programs are written. These
examples have not been thoroughly tested under all conditions. HCL, therefore, cannot guarantee or imply reliability,
serviceability, or function of these programs. The sample programs are provided "AS IS," without warranty of any kind.

HCL shall not be liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a copyright notice as
follows:
© (your company name) (year).

Portions of this code are derived from HCL Ltd. Sample Programs.
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Trademarks

HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or registered trademarks of HCL
Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe
Systems Incorporated in the United States, and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United
States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
UNIX is a registered trademark of The Open Group in the United States and other countries.

Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and conditions.
Applicability

These terms and conditions are in addition to any terms of use for the HCL website.

Personal use

You may reproduce these publications for your personal, noncommercial use provided that all proprietary notices
are preserved. You may not distribute, display or make derivative work of these publications, or any portion thereof,
without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that all proprietary
notices are preserved. You may not make derivative works of these publications, or reproduce, distribute or display
these publications or any portion thereof outside your enterprise, without the express consent of HCL.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either express or

implied, to the publications or any information, data, software or other intellectual property contained therein.

HCL reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use of the
publications is detrimental to its interest or, as determined by HCL, the above instructions are not being properly
followed.
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You may not download, export or re-export this information except in full compliance with all applicable laws and
regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE PUBLICATIONS ARE PROVIDED
"AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED
TO IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR
PURPOSE.
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