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Special notice

Before using this information and the product it supports, read the information in Notices
(on page 347).



Edition notice

This edition applies to BigFix version 10 and to all subsequent releases and modifications

until otherwise indicated in new editions.



Chapter 1. Accessing the console

The console is the visible face of BigFix, used by the operator to monitor and repair

networked computers running the BigFix client.

To begin using the console, you must be authorized. There are two kinds of console user:

- Operators, who manage the day-to-day operation of the program, including Fixlet
management and action deployment, subject to the management rights assigned by a
site administrator or master operator.

 Master Operators, who are operators with the added authority to assign management
rights to other console operators. Master operators can also:

> Create new computer settings, which allow clients to be labeled for various
groupings.

o Create or edit retrieved properties, which are used to filter and sort computers.

> Change the BigFix client heartbeat, to optimize the program's performance.

o Subscribe or unsubscribe from sites.

o Create custom actions (if that option was selected for this deployment).

When you have your credentials, you are ready to operate the console:

1. Start the console by double-clicking its desktop icon or select it from the Programs
menu: Start / Programs / BigFix / BigFix Console.
2. Log in to the console using one of the following notations for the username:

username
username@domain
domain\user

3. After you initialize the action site, the console opens and begins to import Fixlet. After
it finishes, it forwards the Fixlets to the installed clients, which evaluate them and

return the results. This process can take a few minutes.
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Console authentication using Windows session
credentials

You can log in to the BigFix console using your Windows Active Directory user credentials if

the following conditions are met:

* You integrated BigFix with the Active Directory domain as explained in Integrating the
BigFix Windows server with Active Directory.
 The system where the BigFix console is installed belongs to the Active Directory

domain.
* Your user ID is defined as:
o BigFix operator with the necessary authorizations to use the console.

o Active Directory domain user on the system where the console is installed.

If these conditions are satisfied, when you access the console, the login window is
automatically populated with your domain credentials and you can click Login to enter the

console.
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) Login to BigFix

Server:

MyLab.tem.test.com|

User name:

TEM.TEST.COM\bigfixan

Password:

(V] Use Windows session credentials
[ ] Use SAML authentication

Login

Quit

Note: This authentication method is valid only for BigFix servers running on

Windows operating systems.

Introducing the BigFix console user interface

The Main Console window for BigFix has a panel on the left containing buttons and

navigation trees called the Domain Panel.

It is designed to group content into collections pertaining to specific operator domains,
such as software patching, malware protection, power management, and so on. After a
domain has been chosen and topics are selected from the navigation tree, a list of related
content is shown on the right. From this list, specific items can be selected for a more
detailed view in the Work Area beneath the list. Here is a simplified breakdown of some of

the features you might encounter in a typical session:

Domain Panel
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This vertical panel on the left provides a high-level view of the extensive
content, allowing you to quickly subdivide the information by major IT
functions. Within each domain, this panel presents navigation trees that make
it easy to zoom in on Fixlet, reports, analyses, and other content. This panel
might be subdivided into sections, depending on the style of the domain.

Some of these sections might include:
Content Filters

If it exists, this section is at the top and provides various content
filters and reports that are a part of the selected domain. Click
the disclosure icon to the left (either a triangle or a plus sign) to

produce a navigation tree to refine your choices.
General Content

This section lets you navigate all the content in the domain.
The content might include Fixlet, tasks, actions, analyses, and
computers, all collected from various sites. Click the disclosure
icon to the left (either a triangle or a plus sign) to open up the
tree.

Domain Buttons

At the bottom of the Domain Panel, these buttons represent the set of
domains that are currently available to you. When you subscribe to a site, it is
automatically entered into the correct domain. If a new domain is required, a
button for it is added to this group. At the bottom of the buttons is a control
that allows you to adjust the number of buttons to display.

Console Toolbar

This toolbar allows you to navigate back and forth through the items you
have selected from the Domain navigation tree. These Back and Forward
buttons act like their counterparts in a browser, and are an important method
for navigating through your content. In addition there are buttons that allow
you to display items you might have hidden and items that are not currently

relevant to any of your clients (this allows you to view all the available content
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for research or cloning purposes). There is also a refresh button that reloads

content from the database for the console display.
List Panel

This is a listing of the items specified by the content filters and the navigation
trees in the Domain Panel. You can sort this list by clicking the column
headers and you can rearrange the headers by dragging them left or right. In
addition, you can right-click the headers to see a pop-up menu containing a list

of all the possible fields. Check those you want to use as headers.
Context Menu

This is the menu that opens when you right-click any item in a list. Different

lists have different context menus.
Work Area Toolbar

This bar contains context-sensitive buttons that can run various actions based
on the content of the current work area. It also contains two icons, upper right,
that let you maximize or detach a specific document. Detaching allows you to

examine more than one document at a time.

Work Area

Below the List Panel and the Work Area Toolbar is the Work Area. When you
click an item from the List Panel, the console opens a detailed document in

this window. The following list describes, for example, the elements of a Fixlet:
Document tabs

Each type of document has a unique set of tabs to go along
with it. For a Fixlet, the tabs include items such as Description,

Details, Applicable Computers, and Action History.
Fixlet

When a Fixlet is opened from the list, the default Description tab
is selected and the Fixlet document explains the issue in plain
English.

Action Button
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A Fixlet document typically contains at least one Action,
represented by a link in the Work Area (also available from the
Take Action button in the Work Area Toolbar). Click it to deploy
the Action across your network.

Below is a screen shot from a typical session. A subset of Fixlets and Tasks have been
selected from the Domain navigation tree, and the user is viewing the description of a Task

opened from the list panel:

Domain Panel Console Toolbar List Panel Context Menu

Go Tools Help
ol O
E5 Fidets and Tasks (L977) | | Name = Source Severity g Applicable Co..| Open Actio =
‘ E% g'gz?) o M509-026: Vulnerability in RPC Coul... Important Patches for Win... 172 'U [l
z é rj:;‘;) ety e 3. Valnerabities in Microsm - Criea Patehes for UE i i
L—T;E <Unspeciﬁed> M509-041: Vulnerability in Workstati.. Moderate Patches for Open
FTE N/ (67) | | MS09-044: Vulnerabilities in Remote... Critical Patches for Copy Text
Unspecified (1 M509-048: Vulnerabilities in Windo...  Critical Patches for Copy Text with Headers
% —‘E Low (57) M3508-051: Vulnerabilities in Windo...  Critical Patches for Select All
y —T;E Moderate (156 MS09-056: Yulnerabilities in Windo.,  Important Patches for
—' | M509-053: Yulnerability in Local Sec... Important Patches for Globally Hide
Irnportant (196 ty p
. [ Critical (50) T s i i Globally Unhide
> By Site " e : . 3 Locally Hide
. y
Fixlet: M509-037: Vulnerabilities in Microsoft Active Template Library (AT
> B3 By Category : — = Locally Unhide
> [ By Source /7 Take Action~ | ~ Edit | Copy |=::Export | Hide Locally Hide Gl
I E2) By Source Release — Take Default Action...
y % Fixlets Only (1.884) Description 2 | Applicable Computers (1) I Action History (0)| Add Comment...
> [y Tasks Only (33) )
s T s = Edit...
s - Descnptlo_ Remove
+J) All Content | Microsoftfhas released a security upd that resolve Create Custom Copy...
g reported pulnerabilities in Microsoft Ac@%e Template L ot
@ BigFix Management vulnerabifities could allow remote codd execution if a P
; crafted cgmponent or control hosted ofp a malicious w :
Patch Management accountsfare configured to have fewernfuser rights on Add To New Baseline...
nag
i less impdeted than users who operatgfwith administr Add To Existing Baseline... b
@J Systems IMecyde After downloading and installing this update, affected Create New Eodete.
= longer bd susceptible to these vulnerapilities.
~f ! Create New Task...
i-_Q?? itemns in list, 1 selected. | Connected to 'nc926068.ron Create New Baseline...

Domain Buttons Work Area Toolbar Work Area
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In general, your workflow proceeds first from the Domain Panel to the List Panel. After
selecting an item from that list, you follow the instructions in the Work Area to complete the
task.

How you proceed depends on the content type. Fixlet describe problems that have been
discovered on one or more clients. Analyses present you with information collected from
the clients on your network. The computer branch of the tree allows you to examine specific

clients under your control.

For example, if you select Fixlets from the Domain Panel, a list of the relevant Fixlets is
shown in the List Panel. Select one from the list and it is shown in the Work Area below. The
Fixlet document presents you with a short, clear explanation of a problem that is currently
affecting your clients. If you want, you can inspect the underlying code used in the relevance
expression and the proposed actions by clicking the Details tab. When you have decided to
deploy the action to the affected computers, click the action (represented by a button in the
Work Area Toolbar or a hyperlink in the Work Area) and follow the prompts. After deploying
the action, the affected clients are remediated and no longer report the problem. At that

point, the Fixlet is removed from the relevant Fixlet list.

You can set preferences that govern how responsive and secure you want your network to

be. To adjust the default values, select Preferences from the File menu.

A sample console operator's workflow

BigFix is a powerful and feature-packed program that might seem overwhelming to a
new user. However, when you understand the typical workflow, the operation becomes

straightforward and intuitive.

Let's run through a sample session:

1. Start up the BigFix Console.

2. From the Domain Panel on the left, click the button labeled All Content, which lets
us view all subscribed sites. Then click the Fixlets and Tasks item at the top of the
Domain panel. This then displays a list of the Fixlet and Tasks that are currently

applicable to your network in the List Panel to the right.
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File Edit View Go Tools Help
b Forward ~ | " Show Hidden Content " Show Mon-Relevant Content | & ¥ Refresh Console
@ Al [Search Al o O
i | Name 2 Source Severity  Site Applicable Co...  Open Actio
M3509-026: Vulnerability in RPC Coul... Important Patches for Win... 1/2 0 I
. | MS509-037: Vulnerabilities in Micrese... Critical Patches for Win... 1/2 0
) L—HEE gl M509—041:Vulnerab?l?t_?,r|n.Workstat|... I'\-"I.o.derate Patchesfurw?n... 1/2 0
) % N/A (67) £ || MS09-044: Vulnerabilities in Remote...  Critical Patches for Win... 1/2 0
L—Tél U;"lspecified w PS09-048: Vulnerabilities in Windo...  Critical Patches for Win... 1/2 0
Y PAS0S-051: Vulnerabilities in Windo...  Critical Patches for Win... 1/2 0
G ?ﬁ Moderate (156’ M3509-056: Vulnerabilities in Windo...  Important Patches for Win... 1/2 0
y _"'é Important (196 — M509-059: Vulnerability in Local Sec...  Important Patches for Win... 1/2 0 =
7 % Critical (50) ;.i.“ I L kel e S i .
b (5 By Site : LT : :
Fixlet: M509-037: Vulnerabilities in Microsoft Active Template Library (ATL) Could Allow Remote Code Exe.., = 0
> [ By Category B ? i . 2 , .
» E2 By Seurce é‘-’TakeActionv | # Edit | Copy -~.::>Export| Hide Locally Hide Globallyl K Remove
> £ By Source Release —
S L—T:E Fixlets Only (1.884) Description | Details | Applicable Computers (1) | Action History (U]l
> [l Tasks Only (93) o -
4 I=| i | + EE i
R el Description ‘;
+J All Content Microsoft has released a security update that resolves several privately |__
R 2 reported vulnerabilities in Microsoft Active Template Library (ATL). The
@ BigFix Management ~ vulnerabilities could allow remote code execution if a user loaded a specially
— [Tl crafted component or control hosted on a malicious website. Users whose
.1. Patch Management Ws are configured to have fewer user rights on the system could be
: less imMpacted than users who operate with administrative user rights.
_@3 Sy=tems Litecyde After downloading and installing this update, affected computers will no
= longer be susceptible to these vulnerabilities. =

3. From the List Panel, click a Fixlet of interest. The corresponding document opens
in the Work Area below the list. This is the text of the Fixlet, which gives you the

information you need to decide on deployment, along with the specific actions to take.
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Description | Details | Apphcable Computers (1) | Action History (0)

Description

(KB272363) 15 installed.

this updats.
File Size: 214.90 KB

restart without displaying a warning massage if Office
applications are open when this update is run. To prevent this
from happening, shut down all Office applications prior to applying

This update resolves a problem that can cause programs that use
the Outook View Control with Forms 2.0, such as Microsoft Office
Cutook with Business Contact Manager, to stop functioning as
expected after Security Update for Microsoft Office Outlook 2007

Note: Affected computers may report back as 'Pending Restart
once the update has run successfully, but will not report back
their final status untl the computer has been restarted.

Note: Some Office updates will force the affected computer to

"

ik

Actions

® Click hers tp initiate the deployment process

® Click here to

® Click here for informahy

Microsoft Security Bulletin MS09-060.

on troubleshooting Office patches

4. At the bottom of the message you find one or more links that initiate actions to fix

the affected computers. Click the action that seems most appropriate. A Take Action

dialog box opens.

ll'l

¢ Take Action [E=3 Bl ==
[P 74 554 Security Update for Microsoft Office 2003 Create im domain: IA.II Content: '|
Preset: [nmun "'||__'Shwu'n|)rp-m¢m|prti:h Save Preset.. || Delete Preset.
Target |Execution | Users | Messages | Offer | Post-Action | Applicability | Success Criteria | Action Seript |
Target:

@ Speofic computers selected in the list below
All computers with the property values selected in the tree below

I} The computers specified in the list of names below (one per ling)
+ [ Applicable Computers (L) | Computer Na.. | 0% CPU Last Report Ti..  Locked

FINAMCE WinXP Medi... 3400 MHz Pen... 13172010104, RNo

Cancal
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5. Use the Target tab to select any subset of affected computers you want to target with

the action. There are several techniques for deploying actions:
Specific computers selected in the list below

The first targeting button lets you select the computers you want from
the panel below right, which lists all those computers for which the
Fixlet is currently relevant. The right-click menu allows you to select all
the computers in the list. This technique limits the Fixlet action to the

specified list.
All computers with the property values selected in the tree below

Choose the second button to take actions on computers with a set of
specified properties. Until the expiration of the action period, whenever a
computer satisfies the given properties it is targeted. As with all actions,

only the affected computers actually receive the action.
The computers specified in the list of names below

Choose the third button to specify a list of computers.

6. Use the rest of the tabs to prepare your action, including execution schedules, client
messages, extra scripting and more, then click the OK button. For more information,
see the article on the Take Action dialog.

7. When you supply your password, the Fixlet action is deployed throughout your
network, and is applied specifically to each computer that needs it, subject to any

filters you put in place.

This is the process that you use for typical computer maintenance and remediation. As you
explore the interface, you will discover that it can also help you remediate security issues,
inventory your computers, manage your users, and maintain a detailed audit trail of every
patch and upgrade. As varied as these tasks are, they are all accomplished with a similar

workflow. You should experiment to learn more about the power of this interface.



Chapter 2. Fixlets and Tasks

Introducing Fixlets and Tasks

Fixlets and Tasks are central to BigFix.

Using Relevance statements, they target specific computers, remediating only those BigFix
Clients affected by an issue. They are both packaged with an Action script that can resolve

the issue with a simple mouse-click.

Fixlets and Tasks differ mainly in how they get resolved.

« A Fixlet is triggered by a Relevance clause that detects a vulnerability. When an Action
is invoked to remediate the vulnerability, the Fixlet automatically loses relevance
and is thus no longer applicable on that specific BigFix Client. As a Fixlet Action
propagates through your network, you can track its progress with the Console, Web
Reports. When every BigFix Client in your network has been remediated, the Fixlet
is no longer relevant and it is removed from the list. If the issue returns, the Fixlet is
shown again in the list, ready to address the issue again.

» A Task comes with one or more Action scripts that help you adjust settings or run
maintenance tasks. It generally stays relevant after its Action script has been run.

Tasks are designed for reapplication and as a consequence, they are often persistent.

Both Fixlets and Tasks might have a Default Action, allowing you to simply click from

the list to deploy it. They can both be grouped into Baselines, allowing higher levels of
automation. If you create a Baseline of Fixlets or Tasks which all contain default Actions,
you can turn the tedious chores of maintaining a corporate policy or common operating
environment into a single-click operation. In typical operation, Fixlet relevance contributes
to the overall baseline relevance; Task relevance does not. Similarly, Actions created from a
Baseline can be composed of both Fixlet and Task Actions, and typically only the relevance
of the Fixlet Actions contributes to the decision to run the group. These are defining

features of Fixlets and Tasks. The following table summarizes the differences:

Fixlet message Task
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Relevance interpretation: Machine is in remedia- Action is available to run in

ble state this context

To establish success of reme- Relevance becomes Action runs to completion

diation: false

Contributes to Baseline Rele- Yes No
vance?

Contributes to Group Action  Yes No
execution?

At any time, you can open a Fixlet or Task to inspect the underlying Relevance expressions
that are used to target the Clients, as well as the Action scripts that are designed to address
the issue. The language is human-readable to give you a high degree of confidence in both
the applicability of the trigger and efficacy of the remedial Action. You can also see exactly
which computers in your network are affected by each Fixlet or Task. When propagated, you
can then view the progress and ultimate history of each Action taken on a Client-by-Client

basis.

Differences between Fixlets and tasks

If you look at the details in the Fixlet and task definition on the BigFix console, you see the
same entries. What makes the difference between the two are the scope and the default

behavior.

For what concerns the scope:

« Fixlets are used for fixing lack of compliance to enforced rules, in a few words, a Fixlet
takes a known "broken" condition and fixes it.
« Tasks are configuration items to run, in other words, a task takes a "not-necessarily

broken condition" and changes it to something else that is "not-necessarily fixed".

For example:
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* A Fixlet would be Updat e Anti Virus definition.

» A task would be Run Anti virus scan.
For what concerns the default behaviour:

« When a Fixlet finishes it's action script, it checks the relevance to make sure it has
gone from true, the Fixlet is relevant, to false, whatever was broken is now fixed, and
reports back Fixed when it is done.

» When a task finishes its action script, it does not check the relevance again. If all the
lines in the action script completed then the client considers that action successful
and reports back Complete. For this reason, as a best practice, you are suggested to

set success criteria for the action run by the task to ensure that the task run and that it

was successful.
Viewing Fixlets and Tasks
How to display a Fixlet or a Task.

1. From the navigation tree in the Domain Panel, click the icon labeled Fixlets and Tasks.

2. From the resulting List Panel on the right, click an item to open it.

The body of the Fixlet message is shown in the Work Area (click the Description tab if not

already selected).
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Fidet: Version of Dbmslpen.dil May Cause Handle Leak on BES Client/Server Components  off £
4:"'Take Action= | # Edit | Copy | Export | Hide Locally Hide Globally | 3 Femove

Description | Details | Applicable Computers (1) | Action History ()

Description

The listed cemputers have a version of dbmslpen.dil that
may cause the BES Client, FillDB, and/or GatherDB Services
to leak handles. To resolve this issue, use the action below
to set a registry key value and disable the "Shared Memory
Met-Library' for SQL Server client.

Important Mote: There have been reports of issues caused

by disabling the 'Shared Memory Net-Library' setting. In

particular, the firewall service may no longer start on =
computers running ISA Server 2004. Please take extra

caution to qualify this setting change in 3 test environment

prior to use in @ production envircnment.

Actions
® Click here to disable the "Shared Memory Net-Library'

® Click here for more information from Microsoft on how to configure
SOL Server Client Met-Libranes manually

When selected, each Fixlet or Task has a window of its own.

Each Fixlet or Task comes with four tabs in the Work Area:

« Description: This is a page providing a descriptive explanation of the problem and
one or more Actions to fix it. The Actions are represented by links at the bottom of the
description page. Click an Action to open the Take Action dialog, which allows you
to further target or schedule the Action. If you accidentally click an Action hyperlink,
before the actual deployment, you always get a chance to modify (or cancel) the
Action.

- Details: This dialog contains the Fixlet/Task properties such as category, security ID,
download size, source, severity, and date. It also lists the code behind the Relevance
expressions and the Actions. At the bottom of this dialog there is a text box for you to

enter a comment that remains attached to this item.
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« Applicable Computers: This is a filter/list of all the computers targeted by the
selected Fixlet or Task. You can filter the list by selecting items from the folders on the
left, and sort the list by clicking the column headers.

« Action History: This is a filter/list of any Actions that have been deployed from this
Fixlet or Task. If the item is new, there are no Actions in the list. Like the other filter/
lists in the Console, you can filter the Actions using the left panel, and sort them by

clicking the column headers above the right-hand list.

Monitoring Fixlets and Tasks

When a Fixlet or Task becomes relevant somewhere in your network, BigFix adds it to the

list available under the Fixlets and Tasks icon in the Domain Panel navigation tree.

You can filter this list by opening the icon and clicking the subcategories underneath. Each
icon represents data groupings that you can use to narrow down the items in the List Panel
on the right. Then, in the listing area itself, you can sort the items by clicking a column
heading.

The list headers include the following information:

« Name: The name assigned to the Fixlet message by the author.

« ID: A numerical ID assigned to the Fixlet message by the author.

- Source Severity: A measure of how serious a Fixlet message is, assigned by the Fixlet
author. Typical values are Critical, Important, Moderate, or Low.

- Site: The name of the site that is generating the relevant Fixlet message.

« Applicable Computer Count: The number of BigFix Clients in the network currently
affected by the Fixlet message.

« Open Action Count: Number of distinct actions open for the given Fixlet message.

- Category: The type of Fixlet message, such as a security patch or update.

* Unlocked Computer Count: The number of unlocked computers affected by the Fixlet.

» Download Size: The size of the remedial file or patch that the action downloads.

« Source: The name of the source company that provided the Fixlet information.

« Source ID: An identification number assigned to the Fixlet to relate it back to its
source.

« Source Release Date: The date this Fixlet message was released.
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For example, you might filter the Fixlet list by opening the Source Severity folder and

selecting Important to filter out less urgent Fixlet messages.

File Edit View Go Tools Help
# Back ~ Forward « | # Show Hidden Content #" Show Mon-Relevant Content | ¥ Refresh Console
Al =

All Content Al

=

L Fixlets and Tasks (1.977) -, | P [ Source sty
4 [ AlQLOTT) (4

Applicable Co... OpenAction C... G =

& Bys i Adobe Flash Player Required - BES Conscle  Important 1/7 0 Su—
2 :é r:tf[;) EER BES Clients using Main BES Server instead ..  Important 177 0 Su
l:f_ : 2 BES Clients using Main BES Server instead ...  Important 1/7 0 Su
3 [_EE <Unspecified> (1.4 e _
4 L—'—B N/A (67) |z | Missing Office Web Compaonents - BES Co...  Important 3/7 0 Su
; U-nspecified ) [ MS08-047: Vulnerability in IPsec Policy Pre..  Important 152 0 Se
: MS508-049: Vulnerabilities in Event System .. Important 1/2 0 Se
MS08-052: Vulnerabilities in GDI+ Could All... Important 12 0 Se
| | MS08-087: Vulnerability in Server Service C...  Important 12 0 Se
o] ; 'ET-"-‘!'!--T-‘:_"...‘..’. . el L .‘[F['.' L — — S — v —— — "P
> 2 By Category - .
y Bl By Sowsee Fixlet: Adobe Flash Player Required - BES Console . = O
» El By Source Release Date lgﬁ“-’Take;f\ctir:Jn- | & Edit | Copy :::)Exportl Hide Locally Hide Globally | o€ Remove
» [y Fixlets Only (1.884) [
+ [y Tasks Only (93) Description | Details ! Applicable Computers (1) | Acticn History (ljl
ﬁ Baselines (0} o -
i 1 . TR
......... Description | &
*) Al Content ]

Adobe Flash Player 9 or greater needs to be installed for Internet
@ BigFix Management Explorer to use many dashboards and wizards in the BES Console.

‘1. Patch Management
Note: Starting with Internet Explorer 10, Adobe Flash Player is a

ﬁ_ Systems Lifecycle built-in add-on.

iy
1

Then you could sort the Fixlet messages by Applicable Computer Count (which shows the
number of affected computers) to find which Fixlet messages are relevant to the greatest
number of computers. If you do not see one of the columns listed above, right-click in the

Fixlet header and select it from the pop-up menu.

Commenting on Fixlets and Tasks

You can attach a comment to a Fixlet or Task that other operators can read.

Perform these steps:
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1. From the Domain Panel, select Fixlets and Tasks from the navigation tree.
2. Select a Fixlet or Task from the List Panel on the right by clicking it.

3. From the document panel below, select the Details tab and scroll to the bottom.

Fixdet: MSO8-051: Vulnerabilities in Microzaft Powerboint Could Allow Rema... = L]
47 Take Action = | Edit | Copy |3 Export | Hide Locally Hide Globally 5

-

Descriptinn. Details | Applicable Computers (1) | Action History (0)

* Comimeants

Comment Console Operator  Time Entered

Me
comments.

Add Comment ]

4. Type your comment into the text box and click the Add Comment Button.

Your comment is name- and time-stamped for other operators to view it. In addition to

Fixlets and Tasks, you can attach comments to Actions, Computers, and Analyses.

Creating or Customizing Fixlets and Tasks

How to create your own custom Fixlet or Task message from scratch.

Perform these steps:
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1. Select Tools > Create New Fixlet or Task. This opens a creation dialog with blank
fields for you to fill in.

| Create Fidet |-
Marme: Casterrs Fixlet) Create in site: | Master Action Site - |
I T— - Create in domain: [»‘J.II Content "]
Descnption _.!v.e,t.qn.; [ Relevance [ Pr&p:rtn:s_

Description

<enter a description of the problem and the comective action here>

Actions

® Click E_"ilm deploy this action.

OK Cancel

Note: To remove incorrect characters from the dialog, right-click the window,
select Encoding and select the appropriate language. Close and reopen the
window.

Note: The maximum length for Fixlet or Task names is 255 characters.

You might also want to customize a Fixlet or Task. You can do this by cloning and
modifying an existing one. To do this, first select the desired Fixlet or Task from the
List Panel, then select Edit > Create Custom Copy (or right-click the item and select
Create Custom Copy from the context menu). The appropriate creation dialog opens,
but this time it is filled with the original content.
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1 Create Fiddet |- E)- e
MName: Create in site: | Master Action Site - |
Create in domain: | All Content ']

Description | Actions | Relevance | Properties |

Description

The listed computers have a pending operation scheduled in the registry under the
HKEY_LOCAL_MACHINE\SOF TWAREWMicrosoftiWindows\CurrentVersion\RunOnce key. This
pending oparation is scheduled to be run the next tima an administrative user lags inte the oparating
system

Usually, the pending operations are required to complete anynﬂallation that requires a restart. A user
should log on to these computers as soon as possible in order to ensure that all patches and
applications install completely

Note: Installations and patches that require a user to login usually require that the user have
adrinistrative privleges to complete the installation. If a user does not have administrative privileges,
they may recene a warning when they lag in that they have insufficient pmaleges ta finish the
installation

0K Cancel

Either way, the Create dialog provides the same options. Enter the name of your
customized message in the top left text box. This serves as the title when the Fixlet
or Task is displayed. You can use the name for sorting and filtering, so create a
consistent naming convention to make your content more manageable.

2. Choose the Site and Domain to host it from the drop-down menus, upper right.

Next, click through each of the tabs to further define your Fixlet or Task.

3. Description: Enter your descriptive text in this box. You can use the text manipulation
toolbar at the top of the dialog to enhance the formatting.

4. Actions: Define your action in this dialog. Use the buttons at the right to add, delete, or
change the position of the action. Below that is an area to customize the properties of
the action. Choose the Script Type from the drop-down menu. Below that is a text box

where you can enter a new action script or modify the original.
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| Create Fidet =/ [l
MNarne: Customn Filet Create in site: | Master Action Site > |
Create in domain: | All Content "]

Description | Actions | Relevance | Properties |

Content ID Script Type Default Action Customn Settings Custom Succe Add
betionl BigFix Action Script - Delete

i n ¥

Action Properties

Action Mame:  Actionl /| This action is the default action

Scrpt Type: BigFix Action Script - || Include action settings locks

Include custom success criteria

I

Action Script:

OK Cancel

There are three check boxes you can use to modify the action:

- This action is the default action. Click this box to create a default action.

« Include action settings locks. Click Edit to the right of this check box to
customize the action setting locks, including start time, end time, day
exclusions, and more. This panel also includes failure and reapplication
behaviors.

« Include custom success criteria, which allows you to specify the conditions that
define the success of the action.

5. Relevance: Leave the default of applying to All computers, or click a different button
and enter a condition or a relevance statement in the dialog below. This is how you
target your Fixlet or Task to relevant computers. For more information about the

relevance language, see the Inspector Libraries.
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' Create Fidet =SiEoN ===
Mame: Custern Fidet Create in site: | Master Action Site - |
A ; 1 - Craste in domain: | AlGanten: v]
Description ] Actions | Relevance | Properties | -

This Fidlet wall be relevant on the fulbwing :urnpulqﬁ.:
@ All computers
Computers which match the condition below

Computers which match all of the relevance clauses below

OK Cancel

6. Properties: Set the properties of your Fixlet or Task, including the category, download
size, date, severity, and more. You can also include the SANS (SysAdmin, Audit,

Network, Security) or CVE (Common Vulnerabilities and Exposures) ID numbers.

] Create Fidet =[]
Mame: Custom Fixlet Create in site: | Master Action Site - |
Create in domain; IAII Content 'J

Description ] Actions [ Relevance | Froperties |

Category:

Download Size:

Source: Internal
Source ID:

Source Release Date: 12/2/2010
Source Severity:

CVE ID:

SAMS ID:

Ok Cancel

7. When you are satisfied with your definitions, click OK. Because your Fixlet or Task
must be propagated, you are prompted for your private key password. When you enter
it and click OK, it is sent to all the Clients, which evaluate it for relevance and report
back their status. You can then follow the deployment of your new content in real-time
from the Console.
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Hiding Fixlets and Tasks

You can hide a Fixlet or Task.

Use the following procedure:

1. From any Fixlet or Task List Panel, select the messages you want to hide.

2. Right-click the desired item and select Globally or Locally Hide from the pop-up menu

(or select Edit > Hiding > Globally/Locally Hide).

& Optional (1)

» [y Product Enhancerr|
> [y Rollup (3)

> [y Security Advisory (
> [y Security Hotfix (11¢
» [y Security Update (7)

1/2

|| Block Automatic Delivery of IE9 - Window... 1/2
Block Automatic Delivery of [E9 - Window.., 1/2
477

477

]

Task: Windows Update Service - Start up o..
Task: Windows Update Service - Stop the s...

Copy Text with Headers
Select All

Globally Hide
Globally Unhide

File Edit View Go Tools Help
~ Back = Forward + | # Show Hidden Content " Show Non-Relevant Content ;-3‘ Refresh Console
All Content <« AN Search All =
e Dt ) -
[ Feature Packs (3) ° | Name Applicable Co..  Open Action C... Category Dowr
> [y Hotfix (9) ¢ Block Autornatic Delivery of IE 10 - Windo.,. 31 /2 0 Setting <no g
- [ Maintenance Wind | Blgc TTommtieBelvany-stE-H==tTFdo... 1/2 Open '
[ Microsoft Unsuppc | Block Automatic Delivery of IE 8 - Window... 1/ Copy Text
ry By

. [y Service Pack (3) [ I

Locally Hide

Setting (7) Task: Block Automatic Delivery of IE 10 - Windows 7 5P1/2008 R2 §

4% Take Action = | & Eclitl Copy :::)Expr}rt| Hide Locally Hi:;

Description | Details I Applicable Computers (1) I Action Histor

Description

To help our customers become more secure ang
distribute Windows Internet Explorer 10 as an |
Automatic Updates for Windows 7 SP1 and high
Windows Server 2008 R2 SP1 and higher for xg|
This Blocker Toolkit is made available to those v
automatic delivery of Internet Explorer 10 to mg
where Automatic Updates is enabled. The Blockl

@ BigFix Management
‘1. Patch Management

ﬁ"_ Systems Lifecycle

= Note:

Connected to 'ncd26068.ra

7 items in list, 1 selected.

Locally Unhide

Take Default Action...
Add Comment...
Edit...

Remave

Create Custom Copy...

Export

Add To Mew Baseline...

Add Te Existing Baseline...

Create Mew Fixlet...
Create New Task...

Create Mew Baseline...

The selected Fixlet or Task is no longer displayed in the list. If you chose to hide the item

locally, it is still visible to other Console users. If you are a master operator, you can hide a

Fixlet or Task globally to hide it also from all non-master users.

Fixlet or Tasks that are hidden are still available and you can restore or "unhide" them at any

time. Here is how:
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1. Click the Show Hidden Content button in the Console Toolbar. All content, including
hidden content, is listed if this button is selected.

W T e e e g ——
File Edit View Go Tools Help 3
G Back ~ B Forward [E Show Hidden Content | [ Show Non-Relevant Content | & ¥ Refresh Consall

2. A single Fixlet or Task can be unhidden by clicking it from a list. In the resultant Work

Area you see an Unhide button. Click it to return the item to its normal state.

File Edit View Go Tools Help

4l Back ~ ®p Forward = |[ﬁ Show Hidden Content | ¥ Show Mon-Relevant Content | & ¥ Refresh Console

All Content « Al Search Al =
5 % Feartu:e]n;cks @ | Name E T Applicable Co..  Open Action C... Category Dowr
b B Hotfix@®  €Block Automatic Delivery of IE 10 - W 1/2 0 Setting <noc
o —'E Maintenance Wind Block Automan - Windo.. 1/2 0 Setting <no g

L_HEE Microsoft Unsuppc | Block Automatic Delivery of IE8 - Window... 1/2 0 Setting <no ¢
LT‘EE Optional (1) Block Automatic Delivery of IE9 - Window... 1/2 0 Setting <noc
4 —:EE Broduict Enhanicers _ || Block Automatic Delivery of IES - Window... 1/2 0 Setting “no g
. —_'E ROHUF @ ) 7| | Task: Windows Update Service - Startup e.. 4/7 0 Setting “no g
e __EE Secur?tyAd\rl.sor_',r . Task: Windows Update Service - Stop thes.. 4/7 0 Setting <no g
5 —[5 Security Hotfie (118
[ —“[5 Security Update (7)
> By Service Pack (3) [ il gl b
» [ Setting (7) Task: Block Automatic Delivery of IE 10 - Windows 7 5P1/2008 R2 SP1 (x64) = O

o —T;E Setup (3) - - . . o .o ..
E} Software Distributic | J’TakeAction- | rd Eclitl Copy ::&)Exportl Hide Locally Hide Globally | & Remove
[ Standby Behavior ( T "

) % Suppor{(lﬁ) | This task has been locally hidden.

s B Tools (2) - —
< [, [ | 3 Description | Details I Applicable Computers (1) | Action History (0]|

il

Description

@ BigFix Management
— To help our customers become more secure and up-to-date, Microsoft will
.1. Patch Management distribute Windows Internet Explorer 10 as an important update through
sl | Automatic Updates for Windows 7 SP1 and higher for x64 and x86 and

o 5 Windows Server 2008 R2 SP1 and higher for x&64.
_@h’ gl tifeonde | This Blocker Toolkit is made available to those who would like to block
automatic delivery of Internet Explorer 10 to machines in environments

e || wihara fMidamabie Hind=tac e anshlad Tha Blackar Toaallat weill nok awnira

3. Multiple Fixlets or Tasks can be unhidden by selecting them, right-clicking the group,
and choosing Unhide from the context menu, or select multiple items and select Edit >
Hiding > Globally/Locally Unhide.
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File Edit View Go Tools Help
= Back ~ Forward HE Show Hidden Content| ¥*) Show MNon-Relevant Content | 5 ¥ Refresh Console
All Content <« Al Search All p| -
T =
[k Feature Packs (3) ° | Name Applicable Co... Open Action C... Category Dowr
Hotfix (9) T 0 Setting <no
Maintenance Wind ¢ Block Automatic Delivery of IE 11 - Windo... 1 /2 0 e :
Microsoft Unsuppt | glock Amrormetie-Bativer-stiea=tTdow.. 1/2 g | 9pen
Opticnal (1) Block Automatic Delivery of IEQ - Window.. 1/2 0l Copy Text
Product Enhancem| || giock Automatic Delivery of IE - Window... 1/2 0 CopyTertwith Headers
EDHUF Gi\d ) 7| | Task: Windows Update Service - Startup o...  4/7 0 Select All
ecurfty \."I.SDI')"(. Task: Windows Update Service - Stop thes.. 4/7 0
Security Hotfix (114 Globally Hide
SecL!rlty Update (7) . Globally Unhide
Service Pack (3) 1 1L e
G | oca e
Setting (7] Task: Block Automatic Delivery of IE11 - Windows 7 5P1/2008 R2 5P . -
Setup (3 L Lecally Unhide I
Software Distributin | & Take Action= | »# Edit | Copy [ Export | Hide Locally Hide
Standby Behavior [ e Take Default Action...
an Enavior - -
Suppor::(lﬁ] Description | Details ! Applicable Computers (1) i Action History Add Comment...
> [y Tools (2) T Edit...
4 1 » PR
......... Description Rereaie
s 5 Coutent To help our customers become more secure and Create Custom Copy...
g ) distribute Windows Internet Explorer 11 as an in Export
fég BigFix Management Automatic Updates for Windows 7 SP1 and highe
wWindows Server 2008 R2 SP1 and higher for x64 :
‘,t. Patch Management This Blocker Toolkit is made available to those wi fddabiew Haorlines;
automatic delivery of Internet Explorer 11 to mag Add To Existing Baseline... 3
g Systems Lifecycle where Automatic Updates is enabled. The Blocke)
i Create Mew Fidet...
- Note:
o | Create New Task...
7 items in list, 2 selected.  Connected to 'ncd26068.r0f ~ Create New Baseline...

Generally speaking, it is not necessary to hide Fixlets or Tasks, because you can simply
ignore them. One important reason to hide them is if you have your own policy that must
take precedence. For example, a Fixlet message might suggest that it is a good idea to
install a particular security update, but you might be aware of reasons why it must not be
applied to your network. In this case, hiding the Fixlet removes it from the user interface,
so you can focus on other content. A master operator can also hide Fixlets and Tasks that

must not be applied by ordinary operators.

Viewing Relevance Expressions

When a Fixlet message becomes relevant to some computer in your network, you might

want to know exactly what triggered it, and what action is suggested.

This is easy to investigate, because these items are written in the Relevance Language,

which is a human-readable language for probing and acting on computers.
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To view Relevance Expressions:

1. Click a Fixlet message from any Fixlet List Panel to open a detailed Fixlet document in
the Work Area below.

2. Select the Details tab.

This opens a page listing various Properties and below that, the Relevance clauses and
Action scripts:

Fidet: Accounts: Rename adrministrator account

o B
&7 Teke Action= | o Edit | Copy [ Export | Hide Locally Hide Globally | 3¢ Rem

Descriptinn. Details | Applicable Computers (1) | Action History (1)

* Relevance

Relavance 1

*72
name of cperating system = “WinXpP" .

Relevance 2

3
(name of operating saystem = "WinXPF") and not
{{{({({name of cperating system as string) starta

with "Win") AND (exists (values "C Version™ of
LOCAL MACHINE\SO REYMicrosofc\Windows
on" of regiscries as string)whose
(it a=m atring as lowercase=("5.1"}}}) AND not

[existas local user "Administrator™)))

1]}

This window shows you how the computer is interrogated and why it has been triggered

as relevant. Typically there are multiple Relevance clauses that are all ANDed together to
determine if a given BigFix Client is affected.

Scroll down to view the Action script.

Introducing Relevance

To quickly and non-invasively inspect various aspects of a computer, the Relevance
Language was created.
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This human-readable language is at the heart of the program and allows Fixlet authors
to target actions to just those computers that need the fix - and no others. You can be

confident that only broken machines are being fixed.

The Relevance Language can query an exhaustive set of computer properties, and do it
quickly. Most Console operators rely on other users to write Fixlet messages, and so their
exposure to the Relevance Language is not critical to operating the Console. However, as
a power user, you can customize the Console with short lines of code from the Relevance
Language (called Relevance Expressions) which grant you an unprecedented amount of

control over the BigFix Client computers on the network.
A typical Relevance Expression might be:
vendor name of processor

This expression returns the name of the manufacturer of the CPU (Intel or AMD, for

example), which can then be used to determine relevance.

You can use Relevance Expressions to create retrieved properties, which you can then
use to organize and filter the Clients in the network. For example, here are some possible

properties that might be useful to know about your BigFix Client computers:

Table 1. Properties of the BigFix Client computers

Prop-
erty Relevance Expression Result

name

Pen-  family name of main processor True if the processor is a Pentium.

tium contains "Pentium"

Small Total space of drive "c:" < True if the drive is smaller than 2GB.
drive 2000000000

Bad absolute value (now - apparent True if the clock is off by more than one

clock registration server time) > 1 hour  hour.

IE Ver- file version of application "iex- Version number of Internet Explorer on a

sion plore.exe" of the registry Windows computer.
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Table 1. Properties of the BigFix Client computers (continued)

Prop-
erty Relevance Expression Result
name
Mailto application of key "HKEY_- On a Windows computer, the name of the

App CLASSES_ROOT\mailto" of the app that handles mailto requests from a

registry browser.

Run-  exists running application whose  True if Word is running on a Windows Big-
ning  (name of it as lowercase is "win-  Fix Client computer.

Word  word.exe")

Bios  date of Bios BIOS date on a Windows computer, if it
date exists.

Proces- number of processors The total number of processors in the
sors BigFix Client computer.

Use the Manage Properties dialog to see how these custom properties work. Click the Add

New button, supply the property name, and type in the Relevance Expression in the text box.

There are thousands of useful Retrieved Properties - far too many to list here. For a more
extensive list of retrieved properties, check the Support Website. For an in-depth discussion

of Relevance, see the Relevance Language Reference.



Chapter 3. Actions

Actions are scripts that run on selected targets. They are used to fix policy violation and
security exposures and to run configuration steps. Fixlet, tasks, and baselines depend on

actions to run their remediation mission.

Actions are triggered by a console operator using a take action command. They can be run

independently or as part of Fixlets, tasks, or baselines.

An action is described using a proprietary language, the action language. For more

information about the action language, see the BigFix Developer site.

Actions can be used in synergy with relevance expressions to customize a specific solution
for specific BigFix Clients.

There are two types of actions:
Default actions

They are optionally included in Fixlet and tasks at authoring stage. They run
automatically on relevant targets when the Fixlet or the task is deployed.
You can view the information about the default action, if any defined, in the

Details tab of the Fixlet message or task.
Fidet: Version of Dbmslpen.dil May Cause Handle Leak on BES Client/Server Components =0
&7 Take Aetion = | Edit | Copy [ Export | Hide Locally Hide Globally | 3 Remove

Descript':nn. Details | Applicable Computers {1) | Acticn Histery [0)

* Actions

Action1
Script Type BigFix Action Script

regset "[HEEY LOCAL MACHIMNE\SOFIWARE\Microsoft\MS5Q
LServer\Clienc] ™ "SharedMemsrypOn™=dword: 00000000

Success Criteria

This action will be considered successful when the applicability relevance
evaluates to false.

Link2

Script Type UBL

htop://medn.mi cromsoftc.com/library/defaultc.asp?
url=/libraryfen-us/adminaqlfad 1 client Twv0l3.asp



https://developer.bigfix.com/action-script/
https://developer.bigfix.com/action-script/
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You must run the Take Action command to deploy the related Fixlet or task.
You can still customize on the fly the action when you run the Take Action
command. Depending on the number of Fixlets or tasks that you want to

submit concurrently, one or more than one, you can:

« Taking a default action as part of the deployment of a Fixlet or a task
(on page 33)

» Taking multiple actions (on page 35)

Custom actions

They are used to fix problems or to address issues that are not covered by
the default action or to customize the action for your specific environment.
Custom actions override default actions. To create and submit a custom

action you must run the Taking a custom action (on page 37) command.

Warning: Actions cannot be automatically undone. If you need this capability you

must code it in the action itself.

These are the activities that you can run against actions from the BigFix console:

» Taking actions (on page 32)

« Monitoring an action taken (on page 38)

« Viewing the details of an action run (on page 42)

« Running commands on actions (on page 44)

» Adding a comment (on page 46)

« Making an offer using a custom action (on page 47)

Taking actions

At the heart of the BigFix is the ability to take actions to apply policy or fix one or many

computers. This topic describes how to do it.

These are the different ways to deploy an action:
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« Taking a default action as part of the deployment of a Fixlet or a task (on page 33)
 Take multiple actions (on page 330)

 Taking a custom action (on page 37)

Whatever type of take action you choose, this is what happens after you clicked OK to take
the action:

1. The console sends the request to the server.

2. The server stores the action to the op site folder associated with the console operator
who issued it, or the actionsite folder, if the action was issued by the master operator.

3. The server propagates the action to the computers selected in the Target tab of the
action or to all computers managed by the operator who issued the action.

4. On the computers the applicability of the action is evaluated. If the relevance
expression described in the action is evaluated true then the action is applicable.

5. If the action is applicable to that computer, the action is pulled from the server folder

down to the computer and it is run.

The computer is added to the Computers tab and the status of the action running on

the computer is updated up to completion.

Taking a default action as part of the deployment of a Fixlet or a
task

You deploy a Fixlet or a task by taking the action that it contains. Follow the instructions

provided in this topic to see how to do it.
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1. Click on a relevant Fixlet or task, the content of the selected object is displayed in the
Work area below.

File Edit View Go Tools Help

= Back ~ H # show Hidden Content ¥ Show Mon-Relevant Content | & 7 Refresh Console
« [ £l a8
Fixlets and Tasks (43| Name Source Seve... | Site Applicable C... | Open Action ...| Categor|#|
All (43) Enable Wake-from-Standby by Magic Packet - Wi... N/A BES Support i 0 Wake-or
Fixlets Only (2) Force BES Clients to Run Manual Relay Selection  Lows BES Support 2/2 ] Support
Tasks Only (41 Hide BES Clients from the Add/Remove Program... <Unspecified> BES Support 1}2 0 Support
aselines (0) Install BES Client Helper Service <Unspecified=  BES Support 12 1] Support
Analyses (7) Install BES Server Plugin Service <Unspecified> BES Support 112 0 Support
Actions (6) Install Tivoli Endpoint Manager Relay (Version 8.... <Unspecified= BES Support 142 a Upgrade
5] Dashboards Install Tivali Endpoint Manager Relay on Linux an... <Unspecified= BES Support 1/2 0 Upgrade
£ Wizards Restart Service Low BES Support T 0 Commor
& E5 Custom Content Start Ser\f.ice Low BES Support 12 0 Commor| =
B Custom Filters Stop Service Low BES Support 142 0 Commor|
Computers (2) TROUBLESHOOTING: Disable Mini Dumps <Unspecified=  BES Support 1f2 0 Support
3 TROUBLESHOOTING: Enable BES Client Usage Pr... <Unspecified> BES Support 2/2 i Troubleg/,, |
EomperGronps ol = B e e e e ; TR : Ly A 2 |
Unmanaged Assets (1] £ | | |2
Operators (1) = 0
Sites (9)
* LDAP Directories (4) 47 Take Action |~ Copy |#Export | Hide Locally Hide Globally €
&) Roles (0) ‘Description | Details | Appiicable Computers (1) | Action History (2)
Description
Your BES Server does not currently have the BES Server Plugin Service installed.
The BES Server Plugin Service is required by several BigFix Applications to facilitate automation of processes
that require communication with the BES Server and Webreports.
Important Note: This action will create three registry keys. Once the action completes, the values for these
keys must be set for correct functioning of BES Server plugins. To configure the BES Server Plug-in Service,
use Configure SOAP API credentials for BES Server Plugin Service.
< >

2. You can run the action associated to the Fixlet or to the task in one of these ways:
* Right-click a relevant Fixlet or a task and choose Take Default Action from the
pop-up menu.
« Click a relevant Fixlet or task and select Take Default Action in the Work Area
toolbar.
« Click a relevant Fixlet or task and select the Description tab. Scroll down to see

the suggested actions. Click the link related to the action that you want to run.

Note: These options are available only if the selected Fixlet or task contains a
default action.

The Take action dialog opens.
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?’ Take Action

MName:

Install BES Server Plugin Service

Create in domain: EAII Content

Preset: Default

,:l [I5how only personal presets

Constraints
[ starts on

Ends an

[] run between
[ run only on
1 run only when

Behavior
] on failure, retry

[ reapply this action

|:| Stagger action start times over

[ start dient downloads befare constraints are satisfied

I idient local time

3|

dient local time

and | 53, 1 |

dient local time

sat | dientlocal ime

times

m

minutes to reduce network load

oK ] l Cancel

3. In that dialog you can review and, if needed, update the action values. For more

information about the values that you can set in its input fields and tabs, see Take

action (on page 327).

4. When you finish editing, click OK to deploy the action.

5. Enter your authentication password and click OK.

Taking multiple actions

How to deploy a set of Fixlets or tasks in a single grouping using the Take multiple actions

command.

As a requirement, each Fixlet or task involved in the group must have associated a default

action.
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These is how you can accomplish this task:

1. Right-click a selected group of tasks or Fixlets containing default actions.
2. Select Take Default Action. The Take Multiple Actions dialog opens.

¢” Take Multiple Actions M=%
Mame: | Multiple Action Group Create in domain: EAII Content i w !
Preset: | [Custom] Default ,q [ 15how only personal presets Save Preset... ]

Target |Execution || Users || Messages Offer Post—Acton Pre-ExEtuton Action Scnpt Post-Exen:uton Action Script | Applicability |

Target:
{(®) Select devices
) Dynamically target by property
{1 Enter device names

= [ Selected Computers (1) lA} Compu... = as CPU L!
=L By Retrieved Properties | | B8 nco26028.r... Linux Red Ha... 1900 MHz Xe... 0f
®-£5] By Computer Name
=& By 05
% Linux Red Hat Enterprise Servel
@5 By CPU
#-E5 By Last Report Time
-2 By Locked =
#-F] By BES Relay Selection Method
®-E5 By Relay
®-f2] By User Name
= 5 BY RAM
[ 3840 MB (1)

1-£-] By Free Space on System Drive
+-f2] By Total Size of System Drive
ﬁ By Subnet Address [v]

_<__i!_ | (3 1 I——

[ [+

|"_'l

B

OK ] ’ Cancel ]

3. In this dialog, specify how the selected actions must be deployed to the computers in
your network. The input fields contained in the dialog are the same as those contained

in the Take action (on page 327) display with the exception of the following
additional fields:

Run all members actions of action group regardless of errors
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This field belongs to the Execution tab and specifies whether the action
run should stop if an error occurs for one or more object of the group or

not.
Pre-Execution Action Script tab

Lets you specify an Action Script to run before the group of Actions is

deployed.
Post-Execution Action Script

Lets you specify an Action Script to run after the group of Actions is
deployed.
4. When you finish editing, click OK to deploy the action.
5. Enter your authentication password and click OK. A progress dialog opens to keep you

informed about the stage of the deployment.

Note: The difference between grouping Fixlets or tasks and creating a baseline
containing the same set of object is that the objects contained in the baseline are

bound in sequence.

Taking a custom action

How to create and take a custom action in one shot using the Take custom action

command.

These is how you can accomplish this task:

1. Log on to the Console as an Operator with Custom Content permissions.

2. Either select Tools in the main toolbar and then choose Take Custom Action or right-
click with the mouse on an item in the action List panel and select Take Custom
Action. The Take Action dialog opens.
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& Take Action Q@]@

Mame: | Custom Action Create in domain; iAll Content .:"V

Preset: Default | | []Show only personal presets

Target :Exev:ution_. Users | Messages Offer || Post-Action A_pplicabilitgf_ Success Criteria | Action Seript |

Target:
(3 Select devices
() Dynamically target by property
{7 Enter device names

-5 All Computers (1) | Compu... 05 CPU
%ncgzsuzs.r... Linux Red Ha... 1900 MHz Xe... 0f

oK l [ Cancel

3.

4. Fill in the input fields as it is described in Take action (on page 327).
5. When you finish editing, click OK to deploy the action.

6. Enter your authentication password and click OK.

Monitoring an action taken

How you can keep track of the progression of the deployment of an action taken.

After actions have been scheduled, the BigFix server attempts to signal individual
computers that there are actions waiting for them. Ideally, the BigFix client gathers the
action information from the action site and runs it immediately. More typically however,

some computers are powered off and others are mobile and undocked at the time of the
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deployment. As soon as these computers are powered on or docked to the network, the

remedial actions are applied to them as well.
At any time you can see the status of the actions taken from the BigFix console. You can:
Monitor the overall state of the action

You can see it in the State column of the Actions List panel.

| £l B
Time Issued State % Complete Name Site
08/07/2013 13.11.28 Open 100,00% (1/1) TROUBLESHOOTING: Run BES Client Diagnostics (Linw/UND{/... BES Support
04/07/2013 14.19.10 Expired RHBA-2011:1114 - Seekwatcher Bug Fix Update - Red Hat Ent... Patches for RHEL ¢
04/07/2013 14.18.30 Expired RHSA-2013:0245 - Java-1.6.0-Openjdk Security Update - Red ... Patches for RHEL €
04/07/2013 12.59.51 Expired TROUBLESHOOTING: Run BES Client Diagnostics (Linux/UNI{/... BES Support

The state can be:
Open

The action is active on one or more computers. It remains open
until its expiration date elapses, or an operator stops it. You

cannot remove an action that is open.
Stopped

The action was stopped by an operator. It remains stopped until

its expiration date elapses or it is removed.
Expired

The action has passed its expiration date. When an action
expires, the targets stop evaluating. Hence, for the expired
actions, the target status is a snapshot of last status reported by

clients at the expiration time.
Monitor the status of the action on selected computers

You can see it in the Computers tab of the selected action .
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@ Stop | Copy |=5 Export | 3

Summary | Computers (1) | Target ]

=[5 Computers (1) Status Compu...
i completed  nco26028.r0...

To access this dialog:

DS
Linux Red Ha...

1. Click the Action icon in the navigation tree.

CPU
1900 MHz Xe...

|

Last Report ... | Locke

08/07/2013 ... No

2. Select an action in the Actions List Panel. Information about the action

is displayed in the Work Area.

3. Select the Computers tab in the Work Area.

For information about the different statuses, see Action: Computers (on page

170).

Monitor the action progression on a computer

You can see the result of each step of the action run on a specific computer.

This is shown in the View Action Info dialog.
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TROUBLESHOOTING: Run BES Client Diagnostics {Linux/UNIXMac)

i
T

» Summary

The action executed successiully B
This actien has been applied 1time and will not be apphied again

Statis Completed

Btar Tima: QRQT2013 13113
End Teme BTR3NS
Exit-Code - 0

= Action Sciipl Execution Detail

Completed -/ Remove previoos runs clisnt disgnostics if: foond

delete " preceding text of last "/ of elient folder of
Completed :current site as stzingh) & "/ClientDisgnostics " &
computer name & M. tar.gz™i"

delete *{ ipreceding text of lastc "/BESClient® of {client
Completed - folder of current site as string)) & "/ClientDiagnostica ™
& compruter name & ".tar.gz"in

delete "iipreceding text of last /" of delient folder of
current site as stringhd &
m
S Tl alobalfAxchive/Laat/client O ClisntDiacnostics ™ & j
comouter name & ".taz.oz"i? e

To access this dialog:

1. Click the Action icon in the navigation tree.

2. Select an action in the Actions List Panel.

3. Select the Computers tab in the Work Area.

4. Right-click any computer in the list.

5. Either select Show Action Info from the context menu or select Show
Action Info from the Edit menu.

For information about the values in this panel, see View action info (on page
339).
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Viewing the details of an action run

Follow the indications provided in this topic to see the details about an action that is being

deployed.

To view this information do the following:

1. Click on the Actions icon in the Domain Panel navigation tree.
2. Click an action in the List Panel. The details about the action run are displayed in the

Work Area beneath.

File Edit View Go Tools Help

4= Back ~ W

“©

HE Fixlets and Tasks (810)
T All (810)
[y Fixlets Only (556)
{5 Tasks Only (254)
Baselines (0)
& Analyses (87)
Actions (6)
-5 Dashboards
-F5 Wizards
-5 Customn Content

5 Custom Filters
T Computers (2)
¥ Computer Groups (1)

| Time Issued State
24/07/2013 17.21.56 Open
24/07/2013 17.21.25 Open
24/07/2013 17.21.05 Open
24/07/2013 17.20.31 Open
24/07/2013 17.20.13 Open
24/07/2013 16.17.08 Open

100,00%

% Complete
100,00% (1/1
100,00% (1/1
100,00% (1/1
100,00% (1/1

100,00% (1/1

#) Show Hidden Content {_fj Show Non-Relevant Content | & “Refresh Console

£l B

Name

Accept License for Software Use Analysis
Accept License for Server Automation
Accept License for Security and Compliance
Accept License for Power Management
Accept License for Patch Management
Accept License for Lifecycle Management

Site

Master Operator Site
Master Operator Site
Master Operator Site
Master Operator Site
Master Operator Site
Master Operator Site

£y, Unmanaged Assets (0) J&d =
74 Operators (1) e |
\ Sites (9) =
LDAP Directories (4) | B Stop | Capy = Export | €+
2] Roles (0) Summary | Reported Computers (1) || Target|
x|
v Status
100,00% Completed (1 of 1 applicable computers)
Status Count = Percentage
Completed 1 100.00%
v Behavior
0 """"" Messages
AR conteat Mo user interface will be shown before running this action.
@ BigFix Management No message will be shown while running this action.
[+]|

Users

Sa3

There are three tabs in an action document. They are:

Summary
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This tab summarizes the action, with sections on the status of the
action and the progress of the download. It displays information about
the behavior of the Action, including:

« Progress of the download

* Action ID

* Users

* Run options

» Post actions

* Relevance clause

« Text of the action script

* Success criteria
At the bottom of this dialog there is a text box where you can insert a
comment that can be viewed by other operators accessing the same

content site.

For more information about the content of this tab see Action: Summary
(on page 183).
Computers

It shows the computers affected by the specified action and the states

of the action on each of them.

The deployed action progresses through a series of well-defined stages

ona given computer.

For information about the values displayed in this tab and the status
of the action on a computer across the different stages, see Action:

Computers (on page 170).
Target

It shows the targeting method and the subset of computers that was
originally targeted by the action. The content of this tab is read-only and

it can be static or dynamic depending on the targeting method specified
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when the action was taken, explicitly from a list or indirectly by retrieved

property.

For more information about targeting methods and their results, see

Action: Target (on page 187).

Running commands on actions

The commands you can run on actions and how to run them.

Do the following to get to the available commands:

1. Click the Actions icon in the Domain Panel navigation tree.

2. Click the action in the List Panel. At the top of the Work Area there is a toolbar with

four icons:

Go Tools Help
# Show Hidden Content :E‘SHO\:‘;NUH-I@&\'BM Content| &¥Refresh Console

File Edit View

@=Back -~ W
3 «

Al o

Name
Accept License for Software Use Analysis

: Fixlets and Tasks (810) || Time Issued State % Complete

All (810)
I3 Fixlets Only (556)
15 Tasks Only (254)
Baselines (0)
& Analyses (87)
Actions (@)
£ Dashboards
w5 Wizards
-5 Custom Content

5 Custom Filters
- Computers (2)
-f Computer Groups (0)
£y Unmanaged Assets (0)
74 Operators (1)
5 Sites (9)
LDAP Directories (4)
X Roles (0)

() Al content

@ BigFix Management

b -

24/07/2013 17.21.56 Open
24/07/2013 17.21.25 Open
24/07/2013 17.21.05 Open
24{07/2013 17.20.31 Open
24/07/2013 17.20.13 Open
24/07/2013 16.17.08 Open

100,00% (1/1)
100,00% (1/1)
100,00% (1/1)
100,00% (1/1)
100,00% (1/1)
100,00% (1/1)

Accept License for Server Automation
Accept License for Security and Compliance
Accept License for Power Management
Accept License for Patch Management
Accept License for Lifecycle Management

Site

Master Operator Site
Master Operator Site
Master Operator Site
Master Operator Site
Master Operator Site
Master Operator Site

Users

l«] )
m|
B Stop | Copy [ Export | X F )
Summary | Reported Computers (1) | Target| o
[ ]|
* Status I
100,00% Completed (1 of 1 applicable computers)
Status Count = Percentage
Completed 1 100.00%
* Behavior
Messages
Mo user interface will be shown before running this action.
Mo message will be shown while running this action.
[l
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Stop

Click this button to halt the deployment of an action that has already

been triggered but has not expired yet.

This command completes the run on the computers where the action
has already started and prevents the action from running on the
computers where the action has not yet started to run, for example
because of computer unavailability, lack of network connectivity or

gather frequency.

As an alternative, you can stop an action by right-clicking the action and
choosing Stop Action from the pull-down menu or by selecting Stop

Action from the Edit menu.

Note: A non-master operator (NMO) can stop the actions
submitted by other non-master operators. For more details, see

Stop Other Operator's Actions feature.

Copy

Click this button to create on the fly a copy of the action to deploy. A
Take Action panel is opened to allow you to customize the copy and

trigger it.

Note: There is no way to modify the targeting or scheduling of
an action after the deployment is initiated. If you want to modify
an action that has been deployed but has not finished running,
you must first stop the action as it is described here and then

start a new action with the desired characteristics.

Export

Click this button to save a copy of this action. Later on you can import

the edited action as a custom action and run it.
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Remove

Click this button to delete this action from the database. You can

remove an action only when it is stopped.

The commands that cannot be run on an action in its current state are greyed out.

Adding a comment

BigFix Console operators can make comments on most of the BigFix objects. This topic

describes how to add a comment to an action.

Run these steps to create a comment for an action:

1. Click the Actions icon in the Domain Panel navigation tree.
2. Right-click an action and select Add Comment.

3. Type your comment into the dialog box that opens.

Similarly, you can attach comments to tasks, Fixlet, computers, and analyses. These
comments can include keywords or operating notes. This is a freeform field, so you can

make up your own rules for commenting.

To view an aggregated list of all comments, select View Recent Comments from the Tools

menu.
Recent Comments =
Object Comment Console Operator Time Entered
Refer to new Admin Policy joe 111672011 3:02:48 PM
Made part of Client package joe 11672011 3.01:56 PM
Run on all Tokye systems - 1/115/11 joe 11672011 3:00:22 PM

This dialog lists all the comments created to date, sorted by timestamp, with the most
recent comments at the top. The name of the console operator responsible for the

comment is listed next to the description. Each comment contains a link that opens the
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original object in the main window, allowing you to view the description and other aspects of

the object.

Making an offer using a custom action

Follow the instructions provided in this topic if you want to offer to users a set of downloads
that they can select at their own discretion. This capability is also referred to as self-

provisioning.

These offerings are delivered as a type of custom action, so they include all the targeting
and scheduling capabilities that you would expect from a typical action, and they are
available only for Windows and macOS operating systems.

! Important: These actions run with elevated permissions, so this can be used to
allow non-privileged users the ability to trigger specifically-approved actions that run

with higher permissions.

To advertise such an offer, follow these steps:

1. In the main toolbar select Tools.
2. Select Take Custom Action. The Take Action dialog opens.
3. Click the Offer tab.
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=

& Take Action g@ﬁ

Mame: | Custom Action Create in domain: |.-5.II Content [v]

Preset: | [Custom] Default i » l []show only personal presets ’ Save Preset... ]

| Target I. Execution . Users '. Messages | Offer | Post-Action ' Applicability .I Success Criteria .I Action Scripti

An action that is made into an 'Offer’ becomes available in the list of offers in the dient UL on applicable machines. Users can browse
through the list of available offers and apply those that they are interested in. Offers will only be visible to users selected an the
'Users' tab and on machines where the dient Offer UI is enabled.

Make this action an offer

[ Motify users of offer availability

Title: : Custom Action

Category:

| v|[ ¥l A B £ U =

11
b
i
T
[
lilih
g
%

=]

Custom Action

Description

® Click here to accept this offer.

oK ] [ Cancel

For more information about the values that you can set in its input fields and tabs, see
Offer tab (on page 294).

4. Click the other tabs in the Take Action dialog to further customize the action that will
advertise your offering.

5. When you are ready to deploy your offering, click OK.

6. Your action offer is distributed to all the computers that have been specifically
targeted. This select group of users is then presented with your offer and prompted to
accept it on their own schedule.
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Note: This tab is available also when taking a default action as it is described in
Taking a default action as part of the deployment of a Fixlet or a task (on page
33).



Chapter 4. Sites

Introducing Sites

Sites are collections of Fixlet messages that are created internally by you, by HCL, or by
other vendors. You subscribe to a Site and agree on a schedule for downloading the latest

batch of Fixlet messages.

You can view and manage your collection of Sites by navigating to them and opening them
in the Domain Panel. You can add a new Site subscription by acquiring a Masthead file
from a vendor or from HCL. Sites are generally devoted to a single topic, such as security
or the maintenance of a particular piece of software or hardware. However, several sites
might share characteristics and are then grouped into Domains, which are designed to be
in accordance with the typical job duties of your various Console managers. For example,
the person in charge of patching and maintaining a common operating environment finds
Support sites and Patching sites for various operating systems all bundled in the Patch

Management Domain.

You can set up your own custom Site and populate it with Fixlets that you have developed
specifically for your own network. You and other operators can then send and receive
the latest in-house patches and quickly deploy them to the appropriate locations and

departments.

Selecting Sites

Upon installation, the program is automatically set up to subscribe to certain management

and maintenance sites.

Depending on the terms of your license, you might have subscriptions to other sites as well.
This means that content from those Sites automatically flows into your enterprise and is
evaluated for relevance on all computers running the BigFix Client. These sites, in turn are
automatically registered with an appropriate Domain, providing a simple way to divide the

content into functional sections.

Subscribing to Sites from the License Overview dialog
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1. Select the License Overview node from the BigFix Management domain. The License
Overview dialog appears, listing available sites.

2. Click the enable button associated with the site to which you want to subscribe.

3. Enter your password to subscribe to the site. The new site will now be listed in the
Manage Sites node of the domain panel.

4. Open the Manage Sites node and select your newly subscribed site.

5. From the site dialog, click the Computer Subscriptions tab to assign the site to the
appropriate computers.

6. From the Operator Permissions tab, select the operators you want to associate with
this site and their level of permission.

7. Click Save Changes when you are done.

Note: If you change your license, you will need to resubscribe to your Fixlet sites. Although
your new license is associated with your old one, only the Support site will be automatically

renewed.

Subscribing with a Masthead

To subscribe to a site using a masthead file, follow these steps.

1. First, find an appropriate Site masthead file, which has an extension of . ef xm There
are several ways to do this:
« Fixlet Sites: HCL might post links list to new Sites as they become available.
« Fixlet Subscriptions: Sometimes a Fixlet message might offer a subscription.
Just click the Fixlet action to initiate the subscription.
» Download Mastheads: You can also subscribe to a Site by downloading a
masthead file from a vendor's website.
2. When the masthead is saved to your computer, you can activate it in one of two ways.
+ Double-click the masthead, or
« Select Add External Site Masthead from the Tools menu, browse to the folder
containing the masthead, and click Open.

3. You are prompted for your private key password. Type it in and click OK.
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The masthead is propagated to all Clients, which immediately begin to evaluate the Fixlet

messages from the new site.

Subscribing with the Licensing Dashboard

You can also subscribe to a Fixlet Site by using the Licensing Dashboard in BigFix

Management.

You can find it in the Domain Panel:

1. Open the BigFix Management domain and scroll to the top to view the associated
dashboards.

2. From the Licensing Dashboard, select the sites you want to subscribe to.

Viewing Site Properties
After initiating a subscription, you can inspect its properties and signing authorities.

This can be useful when tracking down the origin of a particular Fixlet message or action.

Here is how:
« Click the site from the Domain Panel on the left.

The Site Properties are shown in the Work Area, detailing information about the site
publisher and the URL from which the content has been gathered.
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Depending on its type, a site might have other properties as well. You can assign a site to
a specific set of computers. A custom site allows you to assign operator permissions for
owning, writing, and reading a Site. External sites (except essential support sites) can have
restrictions placed on both computers and operators, allowing a Master Operator to fine-
tune the domain of a Site.

You can also assign roles to any site, allowing you to select pre-created directory access
roles and grant them read privileges to the site. To access these extra properties, click the
Role Permissions tab.
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.} External Site: BES Support =2 ]
E] Save Changes Discard Chamdes | Gather &dd Eiles.. ) Bemove
Details | Computer Subscriptions | Ciperator Permissions | Role Permissions
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Permission:
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windows ] 2 b Mone
patch 2 0 1] Mone
deskpatch 3 1 I Mone

Click a role from the list, and use the buttons to assign or deny reader permissions.

Restricting Computers

There might be occasions where a BigFix Client or a group of Clients is storing redundant

Fixlet messages, typically due to an overlap in site content.

In addition, some BigFix Clients might collect superfluous Fixlet messages, as when a Linux
machine retrieves Windows Fixlets. This poses no problem to the operation of the program,
which knows to ignore irrelevant or redundant Fixlet messages, but it might consume

Client disk space. The Site Subscription dialog lets you narrow down the number of clients
subscribed to the selected external Site. Here is how:

1. Select the desired site from the Domain Panel.
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2. Select the Computer Subscriptions tab. You have several choices for selecting
computers.

« All computers. Click this button to automatically subscribe all Clients to this
site. This is the default action.

* No computers. Click here to unsubscribe all Clients.

« Computers subscribed via ad-hoc custom site subscription actions. If you
choose a custom site, this option is also available to flexibly assign computers
on ad-hoc basis by creating an Action to subscribe relevant computers to the
site.

« Computers which match the condition below. Click here and then create a
condition that must evaluate to TRUE for the BigFix Client to be subscribed to
the site. The default is to parse computer names, but the pull-down list contains
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several properties that you can use as useful subscription criteria. Press the
plus sign to add more criteria. You can combine conditions by ANDing or ORing

them.

3. When you are satisfied with how your computers subscribe to this site, click Save

Changes from the Work Area Toolbar. Enter your private password to propagate the

subscription request to your network.

Restricting Readers

Restrictions can be placed on Sites to limit access.

As with operator permissions on Custom Sites, you can restrict both the operators and

computers of most external Sites.

Not all operators need to know about all sites, and some sites might be most easily

managed by a single operator, such as an appointed Anti-Virus Czar or the Finance IT

Manager. If you have Master Operator privileges, you can limit how many Non-Master

Operators are able to view any specified Site. Here is how:

1. Select the desired site from the Domain Panel.

File
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2. The site properties are shown in the Work Area. Click Operator Permissions.
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3. You can click the box to Grant read permission globally. Otherwise, clear the box and
set permissions on a user-by-user basis.

4. When you are satisfied with your selections, click OK.

Creating Custom Sites

You can create a Custom Site to host your own Fixlet messages that are pertinent to your
network.

Perform these steps:

1. Select Tools > Create Custom Site.
2. You are prompted for a name for your custom site. Enter a name and click OK.

3. From the Domain panel, find your site under Sites > Custom and click it to describe
your site.

Customn Site: MyCorp Policies =

[ Save Changes Discard Changes | Gather Add Files.. 3§ Remove

Detsils | Computer Subscriptions | Cperator F'Etmissiansl

* Details
Type Custom Site
Creator Evaluationl)ser
Created 12/172010 5:09:50 PM
The MyCorp Policy sice is a -
collection af Fixlets and
Llescnplion Tasks to establish corporate
policies acrosa the network. =
lomaimn Al Content -

* Subscription

Mo clients are subscribed to this site, but Tvoli Endpoint Manager
will continue to maintain an up-to-date version of the site in the
database
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From the Details tab, enter a description of your site. From the Domain pull-down
menu, select a Domain to house your site.
4. From the Computer Subscriptions tab, indicate which subset of your BigFix Client

computers you want to subscribe to this site.

Custom Site: MyCarp Policies =

H Save Changes Discard Changes | Gather Add Files.. M Remove

Details | Computer Subscriptions | Operator F'Etmussiansl

The following computers will be subscribed to this sites

Me computers

Computers sub s-:riL@:l wia ad-hoc custom site subscription actions
Computers which match the condition below

Computer Name contains

There are several choices:

« All Computers. Click this button to automatically subscribe all Clients to this
site.

* No Computers. Click this button if you are not yet ready to subscribe any
computers.

« Computers subscribed via ad-hoc custom site subscription actions. This
choice requires you to create an Action to subscribe relevant computers to the
site.

« Computers which match the condition below. This choice allows you to
describe a set of criteria that must all evaluate to TRUE before a BigFix Client is
subscribed. From the pull-down menu, you can select from dozens of properties
to test for inclusion.

5. From the Operator Permissions tab, you can grant specific access permissions to

specific operators.
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Custom Site: MyCorp Pohicies (g

H Save Changes Discard Changes | Gather Add Files... 3 Rermnove

Operator Permissions

Details | Computer Subscriptions

Custormn site owners are allowed to grant other operators read or write permission. Writers are allowed to create new
content in the site. Readers are allowed to view and apply content in a custom site.

Permission: O be Reade g
Last Login Tirme Permission
Mone
Mone
Mone

Mone

There are several options:

- Grant read permission globally. Click this button to provide read permission to
all operators.
« Or click specific Operators from the list and assign them specific rights, such as
Owner, Writer, Reader, or None.
6. Click the Save Changes button above the work area to complete the description of

your site. You must enter your password to propagate your new custom site.

Canceling a Subscription

You can try out different Site subscriptions for your organization, because no actions are

ever taken without your approval.

Nevertheless, if you find that a subscription is not useful, you can cancel it by removing the

site from the domain in which it is located, as follows:

1. In the Domain Panel, expand the icon containing Sites. From the External or Custom
icon, select the site you want to delete.

2. Open the site and from the Work Area Tool bar, click the Remove button.

3. Click Yes on the confirmation dialog, and enter your password to complete the site

removal.
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Note: You cannot unsubscribe from the BigFix Support site because it is needed to

upgrade and manage licensing issues in the Console program.

Adding Files to Sites

You can add files to a Site. These can be as simple as text and utility files or as powerful as
Dashboards and Domains.

Files can be added to the master action site, custom sites, and operator sites, but you must
have write permissions for the site. This means that only master operators can add files

to the master action site, custom-site writers can only add files to custom sites and non-
master operators can only add files to their own operator site. There are several useful
things you can accomplish using this feature:

« Place utility files on all clients subscribed to a site
« Share custom dashboards with multiple console users

« Share custom domains with multiple console users
Here is how to add files to a site:

1. Select Tools > Add Files to Site. You can also navigate to the domain tree node for the
site you want, right-click the Files subnode, and choose Add Files from the context

menu. The Add Files dialog opens.

Add Files to Site [l
Add to sibe: Master Action Site -
Files to add: Browse... 5end to clients
MName i Size

Choose files to add to the site.

Add files Cancel
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2. If you get to this dialog through the domain tree, your site is already selected.
Otherwise, select the site you want from the Add to site pull-down.

3. Click the Browse button and then select all the files you want to add from the file-
picker dialog. You can select multiple files and you can click the Browse button
multiple times to add more files.

4. Check the Send to clients box if you want to deploy this file to all the clients that
subscribe to the selected site.

5. When you are satisfied with the set of files you have selected, click Add files to finish.

There are a few restrictions on which files can be added:

« All file names in the site must be unique. In case of conflict, you are asked if you want
to overwrite the existing file.

« Files with a .fxf extension cannot be added, because the client treats those files as
Fixlet documents. Attempts to add files of this type cause an error.

» Files starting with "__" (double underline) cannot be added, because they are reserved
for special site metadata. Attempts to add files of this type cause an error.

« If you attempt to add a large file (over 100 KB) and Send to clients is checked, a
warning dialog opens. This is to notify you of a possible spike in network traffic if you

proceed.
Some files are interpreted differently, according to their file extension:

- 0jo: A site file with the extension .ojo is loaded as a dashboard and is visible to all
readers of the site. The dashboard is also visible in the Dashboards subnode of the
site node in the domain tree.

» BESDomain: A site file with the extension .BESDomain is loaded as a domain visible to
all readers of the site and is shown in the list of domains in the domain bar.

- bfa: A site file with the extension .bfa is treated as a BigFix archive file created by the

bfarchive tool. The archive is unpacked, and all files are added.
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Viewing and Deleting Site Files

After adding files to a site as described in Adding Files to Sites, you can view or delete

these files.

The site files you created can be selected directly from the Domain tree:

1. Open the site of interest in the domain tree.

2. Click the Files node. The List Panel displays the files of interest. Click one to display it

in the work area below.

File Edit View Go Tools Help

Back = Forward = | # Show Hidden Content " Show Mon-Relevant Content | & I Refresh Console

All Content << Files
| Fabio “1 | Mame =
4 |2 Legacy Patches MyCorp Policy.tt

Ef Fixlets and Tasks (0
T@ Baselines (0)
(& Analyses (0) 2 Remove from site

Filez MyCorp Policy. bt

ol B

Date imported Clien...
14/09/2014 22:... Mo
= B

m »

?_33 Computer Groups

@ Actions (0) (=

bscribed Compu « Details

AT he Name MyCarp Palicy txt
4 il , ! Size 52 KB
(2) A Content Date imported  14/09/2014 22:47:20
@ Mkt Mscsrioriciit Client file No
‘f‘ Patch Management
e * Preview

3. The column headers in this list include:
« Name: The name of your site file

« Size: The size of the file

- Date imported: The date that the file was imported to the site

« Client file: Whether the file is downloaded by clients subscribed to the site

4. Click any file in this list to display informational details and a preview.

5. Click Remove from site if you want to delete this file from the site. Alternatively, you

can select Edit > Remove. The same permissions used to add files are required to

delete them.



Chapter 5. Domains

Introducing Domains

Domains represent the major organizing principle in the BigFix Console.

Domains contain a set of related sites, such as Patch Management for various operating
systems. Domains are reflect the tasks of specific Console Operators, such as Patch

Management, AntiVirus Management, Power Management, and so on.

Domains are located on the leftmost panel of the Console.

File Edit  View Go Tools Help
& Back * 05 Forward = | %) Show Hidden Content ¢ Show hon-Relevant Content | &% Refresh Console

Patch Management « hE:szmaI Site: BES Support (o
:!-J Computers (3) * Yl Seve Changes Discard Changes | Gather Add Files. 3 Remove
¢ Computer Groups () g T e R
a [ Sites (B) Detsils | Computer Subscriptions | Operator Permissions
+ E Baenal ) il AL s o -
BES Support .
Linwe RPRA Patchin | = Details
o Patches for Mac O |
Patches for RHEL 5 Tvpe External Content Site
% Patches for Solaris | [ E.u.'fl"’t Version 721
Patches for Windo: | .
S Updates far Winda Gathar URL hitp://sync. bighix com/cgi-
F Custom (1) £ | bin/bfgather/bessuppon o
1 — ' Publisher BigFix, Inc

@' BigFix Management » Subscription

.i. Fatch Management i | Al clients are subscribed to this site.

Select the Domain you want from the buttons at the bottom of the panel. The contents of
the domain are then displayed. Some Domains have extra structure, such as Content Filters
that allow you to narrow down the viewable content by Vendor.

Generally there is a Domain Overview, to help you understand the extent of the content.
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File Edit Wiew Go Tools Help
4 Back * B Forward = | % Show Hidden Content ¥ Show Mon-Relevant Content | i\f Refresh Console
< Patch Management Domain =
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d, Patch Management Dnnm.n

Pl Application Vendors
« 5] 05 Vendors
& £ Al Patch Management
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Patch Management Domain
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i.] Analyses {8 Content released or modified in the last 30 days:
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£ Dashboards
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=] Wizards Ef?m;d:? P:t: - Fodet Polches  Modifi Thu02 o ¥ |
Eil Custom Content W0F - SHP A0S forSolars ed  Dec 2010 -
£5) Custom Fiters i Dutdated Packages
I f 115783-15: SunS 5.10: Ficst Palches Modifi . Thu, 02 0
bind patch (Superseded) ; for Solaris  ed Dec 2010
« ) All Content 143593-06: Sun0S
[O) v sun _ Patches  Modifi Thu, 02
S r— 5.10_x85; pf pfs ippoot Fizt A Dee 2010 &
I $ BigFix Management patch (Superseded)
T Patch Management 143318-02: GNOME
26085 Ingtant Foget | POIChEs  Modifi Thu 02 o
ryogy e Messaging paich 2 for Solaris ed Dec 2010 |-L
e T

This particular overview shows you at a glance what new Fixlets, Analyses, Tasks, and so
on. have recently been added to the Domain.

In the General Content section, the information available can be further broken down by
opening the various topics, content types and folders. For most topics here, a single click
causes the contents to be shown in the List Panel, top right. On items with a disclosure icon
(plus/minus or triangle icon), you can click it to open up filtering options. Drill down through
any folders to reach a leaf node that represents a subset of the original topic. Now, in the
List Panel, only the specified subset is displayed.
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Patch Management “

.| Patch Management Domain 2
-ﬂ Apphcation Vendors
5 05 Vendors
2 = All Patch Management
a F4 Findets and Tasks (79)
4 & By Source Severity =
G <Unspecified> (33)
:‘a Moderate (3)
PO

B Critical (23)

. '
[l By Category

B3 By Source
[5] By Source Release Date

T Baselines (1)
QY Analyses (8) r

() Ancontent
@ BigFix Management

’I. Patch Management

Here the Fixlets and Tasks have been opened to disclose the Source Severity folder. Within
that folder, only the Critical Fixlets have been selected, making the resulting List Panel

shorter and easier to deal with.

In general, there is a Sites section that you can open to examine the sites individually should

you need. Different domains have different structures, so explore them.

Domain Sites

Domains are composed of related sites, grouped together for convenience and because

they share a similar structure.

You can easily examine the Sites that comprise a Domain.
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Patch Management &

i Patch Management Domain =
B2 Application Vendaors
+ B 05Vendors
a & AllPatch Management
1+ B4 Findets and Tasks (79)
i Baselines (0)
b By Analyses (8)
e ﬁ Actions (0]
i+ B Dashboards
(5 Wizards
i (5} Custem Content
5 Custom Filters
© G Computers (5)
:i Computer Groups {0)
4 I sites (3)
4 (5 External (T)
» [l BES Support
o [ Linux RPM Patching
5 5 Patches for Mac 05 )
o ) Patches for RHELS -

Find the Sites heading and click the disclosure icon, opening the navigation tree to External
and Custom sites. Click the disclosure icon next to External to view the various Sites. Each

site is clickable so you can examine its top-level properties.

| Fllt Edit ‘i'iew Gn Tool: Hdp
Bk~ anr& -§ g sm-. Had:lm Cantent ¥ Show Non-Relevant Content | & ¥ Refresh Consale
Patch Ma-nagunent i « B

» E@ Computers (3) i HSm{hangu Diseard Changes | Gather Add Files. M Remove
57 Cl:rmpu‘tﬁ Groups () e ;
« B sit Detsils | Computer Subscriptions | Operator Permissions |
.  Details
[+ 5 ParchEs for Mac G!‘il-"|
b ;ii Patches for RHEL si Type External Content Site
b S Patches for Solaris |2 ; ;
» 5 Patches for Windo! Curent Version 721 i
= Updamfanmdd Gather URL MIP-HEW !:ngﬁx cumh:gl- i
» B Custom {1 ; T binibigatherbessupport :
T, T— ; Pubisher  BigFdne.
™ Cantteng e | — e
ﬁ BigFix Management = Subscription
L, Patch Management All clients are subscribed to this site. L
b= %t i




Console Operator’s Guide | 5 - Domains | 67

Click the disclosure icon next to the site icon to examine subsets of the data. You can
continue to drill down until you reach a leaf node, allowing you to examine specific subsets

of each site. When you reach the subset you want, the content is displayed in the List Panel.

File = Edit View Go Tools Help

i Back = B0 Forwerd = | % Show Hidden Content ¢ Show Mon-Felevant Content ' 1'% Refresh Console
Patch banagement < Fodets and Tasks IL':CJ.' ch Fixdets a ,C‘| |
4 (5 Sites ) * | Name ' Applicable Co..  Ope.. Category ‘
4 5 .E_xtemal 7 Administrative Login Meeded 1/5 1] Computer Sup... -
41 _E-ESE"’IP“‘““ i Tadke (t) | Adobe Flash Player - BES Console  1/5 ] Support
4 J:a é Egz ;:mc:;_s ) e A e T e
= = ] Windows Firewall is Blocking BES Tr... - 1/5 0 Suppeort -
By <Unspecified: = i = :
Bl MA )
E Low (8) Fixlet: Version of Dbmslpcn.dil May Cause Handle Leak on BES Client/Server Co.. of! B

By Moderate
E Impurtaﬁt 41
B Critical )

i Take Action = | » Edit | Copy (% Export | Hide Locally Hide Globally &

=] %
i 3 B .
i Description =
« 3 All Content I
- i The listed computers have a version of dbmslpen.dil
@ BigFix Management i that may cause the BES Client, FillDB, and/or
= i GatherDB Ser\rice&_ to leak handles. To resolve this
ooy Patch Management | issue, use tf:e action below to set a registry by
| walue and disable the 'Shared Memory Net-Library'
o | for SOL Server client. B

Selecting Domains

You typically have several Domains available to you, each covering a group of related tasks

that fall into the purview of a specified Console Operator.

As you add sites to your Console, they find their way into the appropriate Domains, and
create new Domains when needed. The Domain Panel is on the left side of the Console, and

buttons corresponding to the Domains are shown at the bottom of that panel.
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File Edit View Go Tools Help
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Depending on the Domain you click, an overview is typically displayed in the Work Area. It

shows a list of the most recent additions to the content for a quick appraisal.

At the bottom of the button list is a pull-out menu that lets you adjust the number of buttons
you want to display.

Navigating Domains

Domains are a logical collection of sites that all have similar purposes and structure.

As a consequence, each Domain reflects a unique structure and displays its contents
appropriately. Nevertheless, all sites have certain similarities in how they manage content,
and a simple domain is sufficient to explore most of their options and how to navigate
amongst them. The example used here is Patch Management.
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File Edit View Go Took Help
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Click the Domain button to view it in the Domain Panel. For this example, there are two

folders, Application Vendors and OS Vendors that act as domain content filters. Not all
domains have such filters, but they are fairly common when there is a benefit to grouping
the information into logical partitions. Here, there is a way to group the content based
either on the software vendor (such as Adobe, Mozilla, and so on.) or the OS vendor (Mac,

Windows, Linux, and so on.). You can click the disclosure icon (either a plus-minus icon or

a rotating triangle icon, depending on your operating system) or double-click the tree node

itself to open it up and explore its subheaders.
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Patch Management %
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Below any domain filters, you find a more generic presentation of the domain content.

Patch Management “
.1 Patch Management Domain -
. ﬁ Application Vendeors
i+ E5 05 Vendors

a =] All Patch Management
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(5 By Source Severity
- B5) By Site
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. % Actions (0)
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ni

Notice the icon labeled All Patch Management. This icon represents the main content of
this domain, and is composed of a union of Fixlets and Tasks combined from all the sites
that make up this domain. You can open this category and drill down by sources or severity.

Under the Source Severity folder is a breakdown of the content that allows you to select
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only critical, important, or other categories of Fixlet severity to concentrate on. Click these
icons once to view all the content that fits this criteria in the List Panel to the right.
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Double-click to open the icon for further filtering of the content. For example, under Source

Severity > Critical you can filter the resulting set of critical Fixlets by Site. Finally, at the leaf

node, you can click an icon to produce a list of the severity- and site-filtered content in the

List Panel. As you drill down, you are ANDing the various filters, producing a smaller and

more targeted set at each level.

All of these navigation icons work in the same way. A single click highlights the particular

category and a double click opens it for further refinement. In general, each icon can be a

destination or the head of a new tree to examine. When you click it, the particular subset
of data implied by that icon opens in the List Panel to the right. The drill-down ends at an

ultimate leaf node, where all the possible fields have been exhaustively ANDed together.

Note that there are many ways to achieve the same subset of leaf items. because the field

criteria are simply ANDed together, it does not matter which order you choose.
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Note that Fixlets, Tasks, Analyses, Actions, Baselines, Computers, and Computer Groups
main navigation tree of any given Domain. Other

are almost always represented in the

content, such as filters, custom content, and custom sites are often represented as well. As
the Operator responsible for a Domain, you should find it easy to see the overall structure at

a glance. You soon become familiar with drilling down to filter and narrow your selections.

Minimizing the Domai

If you need more panel space, you ca
icon at the upper right of the panel.

n Panel

n minimize the Domain Panel by clicking the minimize
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This reduces the panel to a small stub at the left of the Console window. To restore the

Domain Panel, click the stub.
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Deleting Domains

A domain can be deleted when all of its constituent sites have been deleted.

In the Domain Panel, find the icon for the collection of sites.
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Open the site icon, and navigate to External sites. Double-click each site in turn and use the
Remove button at the top of the Work Area to delete all of the sites that exist there. Do the

same for any Internal sites. The domain is no longer visible.



Chapter 6. Roles

Introducing Roles

Roles provide a powerful tool to help you organize and grant complex permissions.

Like groups, roles can have various members defined, but each role includes implicit

permissions.

You may have already assigned permissions to your console operators, so when you also
assign a role to that user you will effectively expand their permissions. When permissions

conflict, the highest level will be selected.

To view the available roles, select All Content from the domain panel and select the node
labeled Roles. From the list that appears, select the computers, operators, groups and sites

that you want to associate with the role.

In a BigFix Distributed Server Architecture (DSA) environment, where multiple servers are
installed, you can perform actions related to roles only on primary servers. When on a
secondary server, you cannot create, modify, or delete roles. Any attempt to perform these

actions is prevented and you get the following error message:

Thi s operation requires a role change that can be perforned only on the

mai n server.

Creating Roles

You can create roles to define a set of permissions that can be shared by various operators.

Roles allow you to create a generic category of permissions. You can then associate

individual operators, computers, groups and sites to the role.

To create a role, perform the following steps:

1. Click Tools > Create Role or right click in the Roles work area and select Create Role.
The Create Role dialog appears and prompts you for a name.

2. Enter a descriptive name for your role. The role panel opens.
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3. Optionally, enter a short description of the role. Set the permission levels associated
to the role, the restart and shutdown ability, and the permissions to access the BigFix
user interfaces. The fields listed in this tab correspond to the fields listed in the
Operator's Details tab and documented in Adding Local Operators.

4. Set the computer assignments, operators, LDAP groups, sites, and WebUI
Applications to associate to the role by clicking the various tabs.

5. Make sure to click Save Changes when you're done.

Assigning Roles

Once you have created a role and set its permissions, you can assign console operators,

client computers, LDAP groups and Fixlet sites to that role.

To accomplish this task, perform the following steps:

1. Click All Content in the domain panel and then select the node labelled Roles. The list
of currently defined roles is displayed.
2. Click the role to which you want to associate objects. The Role dialog opens.
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2 items in list, 1 selected.

Client Manager for Endpoint Protection gather completed.

3. Click on the tabs to assign specific objects to the role. Each tab contains a button to

add or assign objects to the role.

4. Click the Add or Assign button to bring up a dialog that lets you select one or more

items to associate to the specified role. In the case where permissions conflict, the

least restrictive permissions have priority.

5. Make sure to click Save Changes when you're done.



Chapter 7. Client Computers

Introducing Client Computers

Client Computers represent those computers in your network running the BigFix Client.

When the client software is installed, you have a high level of control over these machines,
allowing you to maintain common operating environments, roll out the latest patches, detect

spyware, view and summarize properties, create reports, and much more.

Client computers can have settings applied to handle a multiplicity of features, including the
ability to define and organize corporate departments. Client computers can be automatically
grouped according to these settings or other computer properties, allowing you to target
specialized remediation to distinct domains. Settings are used to define Relays, bandwidth,

idle time, buffers, and much more.

The Computers icon in the Domain Panel navigation tree in the main interface lets you
quickly see your network, with the ability to filter and sort large numbers of computers by

dozens of properties.

The Visualization Tool allows you to quickly monitor large, globally distributed networks,
and follow remediation deployments and compliance, corporate-wide. Web Reports allow
operators with access to a browser to view audit trails and generate listings and graphical

reports with just a few mouse-clicks.

Running actions on the computers
You can perform the following actions on the computers.
Send Refresh

If you right-click any computer and select Send Refresh, the computer

information displayed is refreshed.
Send Wake on LAN Request

If you right-click any computer and select Send Wake on LAN Request, the

computer is powered on.
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If the subnet the computer belongs to does not have an active Wake-on-LAN

packet forwarder, BigFix will not be able to power on the computer.

Send Client Alert Request

If you right-click any computer and select Send Client Alert Request, the
computer that is sleeping in deep mode is woken up and performs a full cycle
to go through all the content before going back to sleep again if nothing has

changed.

Monitoring Computer Status

BigFix can be used to analyze the computers in your network.

Using the Relevance Language, you can query any BigFix Client and get a real-time
response. This can be invaluable for analyzing trends and potential problem areas on your
network. To view the computers in your network, sorted and filtered by various properties,

follow these steps:

1. Select the Computers icon in the Domain Panel navigation tree. Your networked Client
computers are shown in the List Panel, ready to be sorted and filtered by various

properties.
2. Click By Retrieved Properties (in the navigation tree under the Computers icon) and

open folders to filter the list.
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Click the desired column headers in the resulting List Panel to sort the list. Click again

to reverse the sort order.

The folder names and column headers represent important, continuously updated
properties of your networked computers, called retrieved properties. To view the Relevance

Expressions that define the column headers:

1. Select Manage Properties from the Tools menu. A dialog opens, initially listing the
default properties that come predefined by BigFix, such as 0S, CPU, Computer Name,
and so on.

2. Click a retrieved property. In the text box underneath, you can view the Relevance

Expressions that are used to define this column.
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For example, the column heading CPU is generated by the following Relevance

Expression:

(significant digits 2 of (speed of main processor / mhz)) as string & "Mhz" & family

name of main processor...

That is, CPU is a concatenation of relevance expressions and strings that produces an

output like:

2800 Mhz Pentium 4

3. Each property has an evaluation period. The shorter the period, the more often the
client evaluates it. This makes the Console more up-to-date, but it might impact client
performance. Make sure long periods are allocated to time-consuming or slowly

changing Relevance evaluations.

You can quickly select which properties to display by right-clicking the column headers of
any Computer List Panel. A pop-up menu is displayed that allows you to check or uncheck
the properties you want to display. Notice that when you delete a property from the headers,

it is also removed from the navigation tree under the Computers tab.
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Column Picker n

| Jo

Available Columns

[ _test01 (a1) ~
[ ] Active Directory Path

[ ] Agent Type

[ ] Agent Version

BES Relay Selection Method

[ BES Relay Service Installed

[ BES Root Server

(lsios

[] Client Administrators

[ ] Client Settings

Computer Name

L] Computer Type

CPU v

Current Columns

Computer Name

0s

CPU

Last Repert Time

Locked

BES Relay Selection Method
Relay

User Mame

RAM

Free Space on System Drive
Total Size of System Drive
Subnet Address

Manage properties

Starting from BigFix Version 10.0.12:

« The column picker shows the first 1000 properties only.

» The complete list is available in the Manage Properties dialog only.

 To add/remove a property among those visualized through the column picker, you
need to search for it.

* The * character can be used to indicate the beginning of a property name.
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+ The S character can be used to indicate the end of a property name.
« If the name of a property starts with a * or ends with a S, these characters need to be
‘duplicated'.

Some examples of property searches are:

Li cense

AConput er

os$

"Bl OS$

propert yW t hADol | ar At TheEnd$$
AnpropertyThat Start sWt hACar et

Grouping Computers

The BigFix Console allows you to group your computers to target them more efficiently.

You might want to group your development computers, for example, to make sure you
do not interfere with certain legacy software projects. There are several ways to group
computers, but the two most common techniques are Manual Grouping and Automatic
Grouping. Manual groups are static, but automatic groups can change dynamically,

depending on the current values of the inclusion properties.

When grouped, you have provided yourself with a simple way to filter and separate your
networked computers. Open the Computers icon in the Domain Panel navigation tree and
select the folder named By Group. Then you can select the group or groups you want to list.
Alternatively, you can click the Computer Groups icon and select groups under that icon as
well.

Whenever a list of computers is presented, you should find the By Group folder. For
example, when you click an Action button in a Fixlet or Task, you see the Relevant
Computers icon, listing just those computers that are affected by the selected Fixlet. Open

the By Group folder to narrow down the list of computers to just the selected groups.

Note: A computer can belong to more than one group.
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Commenting on Computers

You can attach a comment to a BigFix Client Computer, which other operators can read.

Perform these steps:

1. Select the Computers icon in the Domain Panel navigation tree and open it if you want
to choose one of the Computer subcategories to narrow down your list.

2. Select a computer from the List Panel on the right by clicking it.

3. From the document panel below, select the Summary tab.

4. Scroll to the bottom of the page, type your comment into the text box, and click the
Add Comment Button.

Your comment is name- and time-stamped for other operators to view it. As well as

Computers, you can attach comments to Fixlets, Tasks, Actions, and Analyses.

Creating Retrieved Properties

You can collect information from BigFix Clients by defining various retrieved properties.

A large range of computer attributes can be monitored as retrieved properties. There are
several reasons why you might want to create some custom retrieved properties of your

own:

» When you create a retrieved property it can be used as a filter in all subsequent
computer listings, allowing you to control data sets that might otherwise be difficult to
visualize.

* Your newly-created properties are added to the column headers of computer listings,
allowing you to sort on their values.

- Retrieved properties can be used to fine-tune the targeting of Fixlet actions.

« Retrieved properties can also be used and charted in Web Reports.

BigFix includes a predefined set of retrieved properties, which are sufficient to group
computers by many frequently requested criteria. There are times, however, when you might

want even more control over how your Clients are grouped and sorted.
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To create a custom retrieved property, follow these steps:

1. Choose Tools > Manage Properties. The Manage Properties dialog is displayed.

- Manage Properties P R — foe L =CRCT
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You can filter the properties by using the left filter panel to select a subset of the

properties to view on the right.

2. If you cannot find what you want in this list, create a new property: click Add New,

type in the name of your new retrieved property and create a Relevance Expression to

evaluate. This can access hardware characteristics, registry entries, and even data in

specific files on the client computers. After you define the new property, the Clients

automatically compute the value of the corresponding relevance expression and

return it to the Database.
3. Click the OK button.
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Note: Some of these properties are aimed at specific operating systems and return
a blank string for other operating systems. If more than one result is retrieved for a

property, the entire list is retrieved.

Creating Client Dashboards

You can create custom BigFix Client Dashboards, similar to those in the Console.

Dashboards are HTML files with embedded Relevance clauses that can analyze the local
computer and print out the current results. Clients with a dashboard have an extra tab to

display the resulting report.

To create a Client Dashboard, you must create a new folder named __UISupport (note the
two leading underscores) in the __BESData folder. This is a subfolder of the BES Client
folder, so the final path name looks like:

Program Files/BigFix Enterprise/BES Client/__BESData/__UISupport

Place the Dashboard file (named _dashboard.html) and any accompanying graphics
files into this folder. The next time the Client starts up, it incorporates these files into its
interface, adding a tab labeled Dashboard. When the user clicks this tab, the Dashboard

calculates the latest values of each Relevance clause and displays them.

The Relevance statements are embedded in the HTML inside special tags with the form:
<?rel evance statement ?>
For example, to find and print the time, use the following:

<?r el evance now ?>

When the Client displays the page containing this statement, it evaluates the Relevance
clause "now" and substitutes the value for the tag. The following sample HTML prints out

the word "Date:" and then the current date and time:

<ht m >
<body>

Dat e: <?rel evance now ?>
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</ body>
</htm >

To allow the user to refresh the Relevance evaluation, add this line to the file:

<htm >

<body>
Dat e: <7?rel evance now ?>
<A href="cid: | oad?page=_dashboar d. ht m " >Ref r esh</ A>
</ body>

</htm >

This link, labeled Refresh, causes the page to reload. When it does, it reevaluates the
relevance clauses. It is easy to see how you would add other Relevance expressions to this

page. For example, to print out the OS and the computer name, add these two lines:

<htm >
<body>
Dat e: <7?rel evance now ?>
Operating System <?rel evance nane of operating system ?>
Conput er Nane: <?r el evance computer name ?>
<A href="ci d:| oad?page=_dashboard. html "> Refresh </ A>
</ body>
</htm >

You can use style sheets to format the output. You can even use the default style-sheet,
offer.css for some preset formatting. Here is an example of a Dashboard with a title, a

header, a refresh link, and a section of retrieved property values:

<htm >
<head>
<link type="text/css" rel ="styl esheet" ref="offer.css"></link>
<title> Dashboard Example</title>
</ head>

<body>
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<di v cl ass="header">
<di v class="headerTitle">
<font size="6"><?rel evance conputer nane ?></font></div>
<di v cl ass="header Cat egory" >
<font size="1">(Last updated: <?rel evance now ?>)</font ><BR>
<di v>
<font size="1"><a
href ="ci d: | oad?page=_dashboar d. ht m " >Ref r esh</ a></ f ont >
</ di v>
</ div>
</ div>
<di v cl ass="section">
<di v cl ass="secti onHeader">Conput er | nformation</div>
<di v cl ass="subsection">
<t abl e>
<tr><td valign="top"> OS. </td>
<t d><?rel evance operati ng system ?></td></tr>
<tr><td valign="top"> RAM </td>
<t d><?rel evance (size of ran)/1048576 ?> MB</td></tr>
<tr><td valign="top"> DNS Nane: </td>
<t d><?rel evance dns nane ?></td></tr>
</t abl e>
</ div>
</ div>
</ body>
</htm >

To learn more about Relevance expressions, see the Relevance Language Reference.

Locking Computers

You can change the locked status of any BigFix Client in the network.
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This lets you exclude specific computers or groups of computers from the effects of Fixlet
actions. This could be useful, for example, if you want to exclude certain development
computers from any changes or updates. It also provides a powerful technique for testing
new Fixlet actions on a limited set of unlocked computers, while keeping the rest of the
network locked down. Client computers can be locked forever (until explicitly unlocked) or

for a defined period of time.

Changes are made to the locked status of a Client by sending an action. As a consequence,
the Console operator must supply correct authentication to lock or unlock any computer.
Even though a Client is locked, there is still a subset of actions that can be accepted by the
client. These include clock changes and unlock actions as well as actions from the BES
Support site.

To lock or unlock a computer, follow these steps:

1. Click the Computers icon in the Domain Panel navigation tree to open the List Panel
of networked BigFix Client computers.

2. Select the computers that you want to lock.

3. Right-click and select Edit Computer Settings from the menu, or select Edit Computer
Settings from the Edit menu. The Edit Settings dialog opens.
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4. Click the checkbox to either lock or unlock the computer.

Although the Console does not provide an explicit interface for setting an expiration date

on the lock, you can create a custom Action to do so. For more information, see the BigFix

Developer site.

Removing Computers

This feature allows you to remove computers that are no longer reporting in, such as

decommissioned computers.

When you remove a computer from the database, you do not need to uninstall or
unsubscribe the client. If the client gets reactivated and reports back to the Console, the
computer is included in the database with its old information intact. Until then, the client is

not listed in the Console.

To remove a computer from the database, follow this procedure:


https://developer.bigfix.com/action-script/
https://developer.bigfix.com/action-script/
https://developer.bigfix.com/action-script/
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1. Click the Computers icon in the Domain Panel navigation tree to see a list of Clients in
the List Panel.

2. Right-click a Computer in the list and select Remove from Database from the context
menu (or select Remove from the Edit menu).

3. Confirm the removal in the subsequent dialog.

This computer is no longer visible in the Console unless reactivated by the BigFix Client

itself.



Chapter 8. Computer Groups

Introducing Computer Groups

Grouping your BigFix Client computers can simplify the maintenance of large networks.

There are many ways to group computers, from simple manual selection to more flexible

automatic grouping based on properties.

A simple grouping technique is to manually select members of a group from the listing in
the Computers List Panel. For a quick look at a manual selection, click View as Group from
the right-click context menu. This opens an Ad-Hoc Computer Group document in the Work
Area where you can quickly analyze various properties of the group. Ad-hoc groups are
temporary, but you can create persistent groups by choosing Add to Manual Group from the
same context menu. These techniques are simple, but in a network with many thousands of

computers, they can be tedious.
For more details, see Creating Manual Computer Groups (on page 95).

A more powerful technique is to define criteria for Automatic Grouping. From the Tools

menu, select Create New Automatic Computer Group.

Create Automatic Computer Group @
Group narme:
Create in site: | Master Action Site * | Create in domain: All Content -

Include computers with the fellowing property:
Computer Name = | | containg | Acct +

Create Cancel

Here you can define membership in a group based on the values of specific computer
properties. You could, for example, group computers by IP address ranges, operating
systems, applications, and thousands of other criteria using Relevance expressions. Groups

created this way have the benefit of automatic enrollment and expulsion, so that a computer
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that is repurposed to a different task or department automatically switches groups without

operator intervention.
For more details, see Creating Automatic Computer Groups (on page 95).

With the introduction of the Correlated devices, you might need to define a group based on
properties coming from different representations of a correlated device or simply use the
computer properties coming from one specific representation to include in the group the

whole correlated device with all its representations.

For this purpose you can use a Server Based Computer group; Server Based Computer
groups are evaluated by the BigFix Server based on the value of the properties reported by

the devices and refreshed periodically.

Create Server Based Computer Group -
Group name; |
Create in site: ‘Master Action Site V‘
Refresh every ‘Default Refresh V‘
Mote

Server Based computer groups are avaluated on the Server based on properties reported and present in
the database and refreshed periodically. Correlation devices are considered as a whole.

Include computers with the following property:

Active Directory Path V| ‘contains A4 : E

Create Cancel

For more details, see Creating Server Based Computer Groups (on page 96).

The following table summarizes the main differences among the 3 groups:

GROUP WHENTOUSEIT HOWDOESIT EXAM- COMMENTS
TYPE WORK PLES
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MANUAL
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GROUP
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and avoid network
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cycle time

Membership eval-
uation is static
based on the Com-

puter Names

Composing logical
statements with
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bership is calcu-
lated at the agent
through the client

relevance

Membership is cal-
culated with APIs

to the server DB

QA-
GROUP:

com-
puter1,
com-
puter2,
comput-

er3..

DESIGN-

In case of correlated
devices, you should
list all representations

manually

If your criteria include

ERS-GROURN-native properties,

depart-
ment
equals

design
AND

0S
equals

macos

EU-
AWS-
REGION-
GROUP:

cloud
region
con-
tains eu-

central

the BigFix agent repre-
sentation might not be-

long to the group

Devices with represen-
tations evaluating true
the specified property
will belong to the group
along with all their cor-

related representations
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Creating Manual Computer Groups

How to manually create a computer group.

Follow this procedure:

1. Click the Computers icon in the Domain Panel navigation tree and in the resulting List
Panel, shift- and ctrl-click to select the computers you want to group together.

2. Right-click the computers you choose and select Add to Manual Group from the
menu.

3. From the Select Manual Computer Group dialog, you can choose to add your selected
computers to an existing group or create a new group for them.

Select Manual Computer Graup
Add the sefected computers to the manual group selected below:

Group Mame Computers

@ Add the selected computers to a new manual group named:

e Grous

Select an existing group or name a new one and click OK.

This computer group is added under the Computer Group icon in the Domain Panel
navigation tree and helps you to subdivide your networked computers down into more
reasonably sized chunks.

Groups use a global scope grouping mechanism that allows any operator with management
rights on the device to edit membership. While manual groups are shared by operators with
rights over the machine, dynamic groups have their own scope.

Creating Automatic Computer Groups

How to create a group that automatically enlists computers.



Console Operator’s Guide | 8 - Computer Groups | 96

Follow this procedure:

1. Click Tools > Create New

2. From the Create New Automatic Computer Group dialog, enter the name of your

group and select the site and domain you want it to be located in.

Automatic Group.

Create Automatic Computer Graup
Group name:  Tokyo Accounting

Create in site: | Master Action Site

Include computers with | all

Location

Computer Name

= | Create in domain: All Content

= | of the following properties

* | | contains -

- | | contains w

Tekyo

acct-

Create
{3y

Cancel

3. Enter a property, a relation, and a value into the three boxes at the bottom of the

dialog. For example, to create a group that automatically enlists Windows computers,

select OS contains Win. Click the + button to add new properties that you can AND

(include all properties) or OR (include any properties) together to identify group

membership.

4. When you are finished, click Create to propagate the group settings.

You now have a new Automatic Computer Group that is listed under the Computer Groups
icon in the Domain Panel navigation tree and can be used to subdivide your network into

more workable chunks. Unlike Manual Groups, which are statically defined, Automatic

Groups change their population depending on the evaluation of the group properties.

Creating Server Based Computer Groups

BigFix Platform 10.0.4 introduces the Server Based Computer Group, a new type of Group

thought to deal better with correlated devices and all their representations. This section

provides some more details on the scenario where this Group can be used and how it

works.




Console Operator’s Guide | 8 - Computer Groups | 97

Introduction
With versions earlier than BigFix Platform 10.0.4, BigFix makes available two type of

Groups: Manual and Automatic Groups.

» Manual Groups: These Groups are static and Group membership is assigned
manually.

» Automatic Groups: These are dynamic Groups where the membership can change
dynamically, depending on the current values of the inclusion properties evaluated by
the BigFix Agent.

The Server Based Computer Groups are different compared to the previous two types of

Groups because:

« Membership is evaluated on the Server Side on a regular basis, with a refresh time
that can be configured.
« Membership takes into consideration devices as a whole, therefore all the

representations of a device will belong to the Group.

See Introducing Computer Groups (on page 92) for a summary table listing the

differences and scenarios associated to the three types of Groups.

A Server Based Computer Group includes the correlated object and all its instances if the
property clause, that is defined in the Group membership definition, is evaluated to true
regardless from which instance the property belongs to. This ensures that the Group is
aware of the correlation and treats the device as a single entity target for any regular BigFix

operation.

For example, as a BigFix Operator you might want to create a Group that contains all the
devices that have a specific AWS tag, and you decide to use this Group as a target for
deploying a Patch Management Fixlet. This means that the membership will be calculated
based on the retrieved, non-agent, property "Cloud tag" but you can use the BigFix Agent to
patch all the AWS machines that an AWS Operator tagged for patching.

Clearly the Server Based Computer Group was created to handle correlated devices,

nevertheless it can also be used when the correlation is not involved. In fact, you can use
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any property as a criterion for membership, not necessarily the reserved properties created

on purpose to leverage data included in the non-agent representations (as explained below).

The real advantage in using this new type of Groups is that, for the Server Based Computer
Group, the membership is periodically evaluated on the Server. The evaluation is based on

the data stored in the database from the last report received from the Client.

As said, membership is dynamically re-evaluated at a fixed configurable interval. See the

Procedure section for more details on how to set the refresh interval.

Given the above, there might be a slight discrepancy with the live agent status, anyway,
using this approach you can save network traffic or agent evaluation cycles for large Groups

of computers when you can rely on database information.

Along with the introduction of Server Based Computer Groups, BigFix Platform 10.0.4
makes available a new inspector whose details can be found here and a new property for

Session relevance object whose details can be found here.

Server Based Computer Groups can be created in one of the two following ways:

» With the Console, see below for more details.
» With REST API, see here for more details.

Procedure

To create a Server Based Computer Group, follow this procedure:

1. Click Tools > Create New Server Based Group.

2. From the Create Server Based Computer Group dialog, enter the name of your Group.


https://developer.bigfix.com/relevance/reference/server-based-group.html
https://developer.bigfix.com/relevance/reference/bes-computer-group.html#server-based-flag-of-bes-computer-group-boolean
https://developer.bigfix.com/rest-api/api/computergroup.html
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Create Server Based Computer Group ot
Group name: Agents on AWS us-west”
Create in site: Master Action Site v
Refresh every 30 minutes ks
Mote

Server Based computer groups are avaluated on the Server based on properties reported and present in
the database and refreshed periodically. Correlation devices are considered as a whole.

e

Include computers with all of the fallowing properties:

AWS Region ~  contains ~ | us-west +

Agent Type ~  equals < native Sk

l Create | Cancel

. Select the refresh interval for this specific Server Based Computer Group. The default
value for this parameter is 15 minutes but you might want to change it depending on
your specific use case. For example, in a Cloud scenario where you are using the AWS
plugin configured with the default 2 hours refresh time, you can set your Server Based
Group refresh interval to 1 hour instead of 15 minutes.

. Select the site where the new Server Based Computer Group must be created, the
default is the Master Action Site.

. Enter a property, a relation, and a value into the three boxes at the bottom of the
dialog.

. Take into account that the Create Server Based Computer Group dialog lists only
reserved properties. To add reserved properties, such as AWS Region used in this
example, you can follow the steps described here (on page 84).

. Select the desired property, and the Group membership condition, for example AWS
Region contains us-west-.

. Click the + button to add a new Group membership property, for example Agent Type
equals native.

. Select the desired mode condition, in the example Include computers with all of the
following properties is selected.
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10. When you are finished, click Create to propagate the Group settings. You now have
a new Server Based Computer Group that is listed under the Computer Groups icon
in the navigation tree and can be used to subdivide your network into more workable

chunks.

Refreshing the Server Based Computer Group

On an existing Server Based Computer Group, you can request an immediate refresh.

« Just right-click the Group and select Refresh or use the Refresh button in the Group
details bar from the Console.
* Use the proper APl in the available REST APIs for Computer Groups.

Procedure to create a Server Based Group via REST API

For more details, see Computer Group.

Settings

Use the BESRel ay_Ser ver BasedG oup_Ref r eshM nut es configuration setting to modify the
default refresh value with which the BigFix Server refreshes the Server Based Computer

Groups defined with the default value.

Use the BESRel ay_Ser ver BasedG oup_| gnor eAgent sNot Repor ti ngAft er Hour s
configuration setting to specify the amount of hours after which the not reporting devices
should not be taken into account by the BigFix Server for a membership in a Server Based

Computer Group.

For more details on these settings, see the Miscellaneous section of the List of settings and

detailed descriptions page.
Caveats

« Only global properties can be used in Server Based Computer Groups.

n o« n o«

« Only the four “contains”, “does not contain”, “equals” and “does not equal” operators

are available to define a rule.


https://developer.bigfix.com/rest-api/api/computergroup.html
https://developer.bigfix.com/rest-api/api/computergroup.html
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« The search text is always case insensitive (Unicode is of course supported so ‘¢’
matches ‘E’) for consistency with Automatic Groups.

« Only devices subscribed to the site where the Group is defined will be members of the
Group.

* Unlike an Automatic Group, a Server Based Computer Group always uses the last
version of the global property. So, when a property is deleted, the Group will behave as

if the property had no available results.
Known Limitations

« In a DSA environment only the primary BES Root Server will fully manage the
Server Based Computer Groups, that is, send actions to clients to update the Group
membership and expose all the functionalities to create, edit and refresh the Groups.
« Non-primary BES Root Server(s) will run in restricted mode. So:
o |t is not possible to create, edit, remove or refresh Server Based Computer
Groups.
> The BigFix Server will not send subscription actions to clients to update the
membership.
> The membership table in the Database is not filled by the DSA replication
process but by the local BigFix Server.

 The Group name must contain alphanumeric characters only.

BigFix New Server Based Computer Groups and BigFix Applications

The Inventory and Compliance Analytics applications must be upgraded to take advantage

of the Server Based Computer Groups feature.

* BigFix Inventory will support BigFix Server Based Computer Groups starting from
10.0.5 release (July, 2021).
» For Compliance Analytics, a new version that will support the new BigFix Server Based

Computer Groups will be delivered in the near future.

Application versions without official support for the new Server Based Computer Groups will

report them as empty.
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You will need to follow application specific instructions on how to upgrade and synchronize

Computer Group definitions when support is announced.

Commenting on Computer Groups

You can attach a comment to a Computer Group, which other operators can read.

Perform these steps:

1. Open the Computer Groups icon in the Domain Panel navigation tree and choose one
of the categories under the icon to narrow down your list.

2. Select a computer group from the resulting List Panel on the right by clicking it.

3. From the document panel below, select the Description tab.

4. Scroll to the bottom of the page, type your comment into the text box and click the
Add Comment Button.
—— =)

Add the following comment Bo all currently selected iterns:

QK Cancel

Your comment is name- and time-stamped for other operators to view it. As well as

Computer Groups, you can attach comments to Fixlets, Tasks, Actions, and Analyses.

Removing Computer Groups

How to remove a computer from the BigFix administration.

Follow this procedure:

1. Click the Computer Groups icon in the Domain Panel navigation tree.
2. Right-click a Computer Group from the resultant List Panel and select Remove from

the context menu (or select Remove Computer Group from the Edit menu).
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This computer group is deleted from the list.



Chapter 9. Analyses

Introducing Analyses

An Analysis is a collection of property expressions that allow an Operator to view and

summarize various properties of BigFix Client computers across a network.

The collection is grouped together to be labeled, edited, and activated against groups of
computers to allow the results to be displayed together. For example, suppose you have a
custom application deployed in your network, and you want to create an analysis to give you
important information about the state of your machines relative to that custom application.

You might build an analysis with several properties, such as:

* Is the custom application installed?
» What is the version of the custom application?

« |s the application currently running?

With an analysis composed of these properties, operators can activate the analysis against
groups of machines to get visibility into the state of the network as it pertains to the custom

application.

There are several pre-made Analyses that examine important aspects of your networked

computers, including their hardware, applications, and Server/Relay/Client relationships.

Studying these default Analyses can be instructive when you want to make your own or
customize existing ones. Custom Analyses can help you monitor aspects of your network

that are vital to your company's operation.

The Retrieved Properties that underlie each Analysis are created using Relevance
expressions. For example, to make sure you have fully deployed the most recent BigFix
Client software, you might use an expression such as version of client. This simple
expression is evaluated on every computer where the analysis is targeted, allowing you to
see explicitly which version of the BigFix Client is running on each computer, or to view a

summary of how many machines are running each version.
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Analyses are targeted with yet another Relevance statement, which might be as simple as
TRUE, which would include all connected Clients. Generally, you want to narrow the scope
with a Relevance statement such as name of operating system as lowercase starts with

"win", which would limit the Analysis to Windows computers only.
Viewing Analyses
How to display an Analysis.

1. Click the Analyses icon in the Domain Panel navigation tree.

2. Click an entry in the resulting Analysis List Panel.

The body of the Analysis is shown in the Work Area below the list (click the Description tab

if not already selected).

Analysis: BES Relay Status = O
Q7 Activate G Deactivate | # Edit |5 BExport | Hide Locally Hide Globally | 3€ Remove

Description | Details [ Applicable Computers (5)

Description

This analysis contains information about the health of the
BES Relay deployment. This information will be useful

In assessing where the BES Relays are set up properly and
whether the BES Clients are correctly reporting to them.

After activating this analysis, you will see the following
properties:

BES Relay Installed Status
BES Client's Parent Relay
BES Relay's Parent Relay
Manual Selection Status

® Click here o activate this analysis

® Click here to read more information about BES Relays

The Analysis display region has several tabs:
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« Description: This is an HTML page providing a description of the analysis.

- Details: This panel provides a property-by-property listing of the chosen analysis, as
well as the Relevance statement that is being used to target the chosen computers. At
the bottom is a text box for entering a comment that to be attached to this analysis.

« Results: This dialog lists the actual results of the analysis, which can be filtered and
sorted by the pre-assigned properties (this tab is only available if the Analysis is
activated).

« Applicable Computers: This is a filter/list of all the computers where the selected
analysis is applicable. You can filter the list by selecting items from the folders on the

left, and sort the list by clicking the column headers.

Monitoring Analyses

When an analysis is activated, BigFix adds it to the list displayed by the Analyses icon in the

Domain Panel navigation tree.

The Analysis List Panel contains entries that can be sorted by the following column

headers:

- Name: The name assigned to the Analysis by the author.

« Status: The activation state of the Analysis.

- Site: The name of the site that is generating the relevant Analysis.

« Applicable Computer Count: The number of BigFix Clients in the network currently
being analyzed.

« Activated By: The name of the Console operator who activated this analysis.

 Time Activated: The date and time the analysis was activated.

As with all the icons in the Domain Panel navigation tree, you can filter this list by opening
the Analyses icon and selecting any of the icons beneath it. Each icon you click narrows
down the list of Analyses on the right. Then, in the listing area itself, you can sort the

Analyses by clicking a column heading.

For example, you might filter the list by opening the Activated Analyses sub-icon, then
opening the Activated By folder and selecting a specific Operator to see the subset of

analyses that have been activated by that Operator.



Console Operator’s Guide | 9 - Analyses | 107

Commenting on Analyses

You can attach a comment to an Analysis that other operators can read.

Perform these steps:

1. Select the Analyses icon in the Domain Panel navigation tree and choose one of the
subcategories underneath it to narrow down your list.

2. Select an Analysis from the resultant List Panel on the right by clicking it.

3. In the Work Area below, select the Details tab. Scroll to the bottom of this dialog to the
comments text box.

4. Type your comment into the text box and click the Add Comment button.

Your comment is name- and time-stamped for other operators to view it. As well as

Analyses, you can attach comments to Fixlets, Tasks, Actions, and Computers.

Creating Analyses

Analyses allow you to create and track specified properties of your managed BigFix Clients.

These properties can be extracted from any subset of your network, which simplifies the
process of managing inventory, licensing, security, and policies. Using Web Reports, you can

view a history of each analysis.

Analyses are also the only way for Non-Master Operators to create retrieved properties,

because they do not have access to the Manage Properties Dialog.

To create your own custom Analysis, follow these steps:

1. Select Tools > Create New Analysis
2. This opens the Create Analysis dialog with a text box for entering the name of your

new Analysis.
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(} Create Analysis =[]

L R C ustom Anabysis Create in site: | Master Action Site -

Create in domain: | All Content -

Description | Properties | Relevance

Description

<enter a description of the analysis here>

® Click here to activale this analysis

| Automatically activate this analysis after it is created.
QK - Cancel

Because you can use the name for sorting and filtering, create a consistent naming
convention to make your Analyses more accessible. Enter the name and then select
the host site and domain for the Analysis from the drop-down menus at the right. The
dialog contains three tabs. Click through each tab to define your Analysis:

« Description: In this dialog, you can enter the text that describes your Analysis.
You can choose from the text editing tools at the top of the text box to create
your custom content.

* Properties: Add the retrieved properties that form the core of your Analysis
by clicking the Add Property button, then providing a name and a Relevance
expression that is evaluated to create the returned property value.

« Relevance: Enter another Relevance expression that determines which
computers are selected for this Analysis.

3. Check the box at the bottom of the dialog if you want to automatically activate the
Analysis. When you are satisfied with your Analysis definitions, click OK.

4. Your Analysis must be propagated, so you are prompted for your private key
password. When you enter it and click OK, your Analysis is sent to all the Clients,
which evaluate it for relevance and report back their status. You can now monitor

specific properties of your networked Clients from the Console.
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Editing Analyses
How to edit an Analysis.

Follow these steps:

1. Open the Analyses icon in the Domain Panel navigation tree, and select My Analyses
as a filter. In the resultant List Panel, select the Analysis you want to edit. Note that
not all Analyses are editable.

2. Select Edit > Edit Custom Analysis (or right-click the Analysis and select Edit from the
pop-up menu).

3. This opens the Edit Analysis dialog.

) Edit Analysis = EE
MName: Local Time Zone Create in site:
F i - Al *
Description | Properties | Relevance Create in domain | Content |
Description
Retumns the local ime zone as a number from -12 to 12
® Click here to activate this analysis
| Automatically activate this analysis after it is created.
[ QK Cancel .

Edit the Name of the Analysis and then select the hosting site and domain from
the pull-down menus. Below this, there are three tabs. Click through each tab to

customize your Analysis:

« Description: Edit the description of the Analysis, explaining the properties that
are being analyzed.
* Properties: This is the core part of the Analysis.
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3 Edit Analysis EelieE=s|
Mame: Lacal Time Zone Create in sites | Master Action Site

Create in domain: [All Content -

[ Description Properties Relevance |

Local Time Zone

current time I} |-m—%'
Mame: Local Time Zone
Relevance: {{local time zone as string) as integer) /100 =

Evaluate every |E\"H}" Report |

| Automatically activate this analysis after it is created.

Click Add Property or choose an existing property and the relevance box
becomes editable. If you are adding a new property, enter its name and
relevance to define it. Otherwise, edit the existing text. The Relevance clause is
evaluated to provide the retrieved property value. You can add more properties,
or click the Remove Property button to delete the highlighted one.

« Relevance: Here is where you define a Relevance statement to target specific

computers for your Analysis.

3 Edit Analysis [E=5 Hol =57

Name: Local Time Zone Creabe in sites | Master Action Site

' Description ] Properties [ Relevance Createin domain: IM Content el
This analysis will be relevant on the following computers:

All computers

Computers which match the condition below

@ Comnputers which match all of the relevance clauses below

1. wversion of client > "5.0.0.0" [7| T]

W Automatically activate this analysic after it is created,

oK | Cancel
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Select All computers or enter an expression that targets a subset of your
networked Clients. Otherwise, you can set specific conditions or relevance
clauses to limit the application of the Analysis.
4. When you are satisfied with your edits, click OK.
5. Your Analysis must be propagated, so you are prompted for your private key
password. When you enter it and click OK, your edited Analysis is sent to all the
Clients.

Hiding Analyses
You can hide an Analysis.

Use the following procedure:

1. From any Analysis List Panel, select the Analysis you want to hide.
2. Right-click the Analysis and select either Globally Hide Analysis or Locally Hide

Analysis from the context menu (or select these same choices from the Edit menu).

The selected Analysis is no longer displayed in the Analysis list. If you chose to hide the
Analysis locally, it is still visible to other Console users. If you are a master operator, you can

hide an Analysis globally, to have it also hidden from all non-master users.

Items that are hidden are still available and you can restore or unhide them at any time. Here
is how:

1. Click the Show Hidden Content icon in the Console toolbar.
2. Right-click the Analysis you want to restore and select the appropriate action from the

pop-up menu. You can unhide or switch the hiding scope between global and local.



Chapter 10. Baselines

Introducing Baselines

Baselines are collections of Fixlet messages and Tasks.

They provide a powerful way to deploy a group of Actions across an entire network with a

single command.

Baselines provide a way to maintain a common operating environment, making sure that all
users in any given domain have the same software, patches, and drivers. Baselines are easy
to set up, by selecting the Fixlet messages, Tasks, and other Baselines that you want to be

a part of the group. To limit the scope of a Baseline, a Relevance expression can be used to
target any subset of your network, using IP addresses, computer names, operating systems,

and many other qualifiers.

For example, you might make a Baseline named "All critical hotfixes," and populate it with
all the current critical hotfixes available in the Fixlet list. Or you might create one named
"Finance department baseline," to keep that particular group of computers updated with the

latest financial programs, financial tables, updates, and patches.

Viewing Baselines

Baselines allow you to group Fixlet messages and Tasks into a group for simple, one-click

deployment.

To display an existing Baseline, click the Baselines icon in the Domain Panel navigation
tree. From the resulting List Panel, click an item. The body of the is shown in the Work Area

below.
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File Edit View Go Tools Help
o Back v # Forward = | % Show Hidden Content 1 Show Mon-Relevant Content | & ¥ Refresh Console
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Baseline: MyCorp Accounting

Description | Details iﬁempuents I Applicable Computers (4) : Component Ag, !

Description

This content i1s onented toward MyCorp's Accounting
departments

Actions

. Endpoint Protection

The Baseline display region has several tabs:

« Description: This is typically an HTML page providing a descriptive explanation of the
problem and an action to fix it.

« Details: This tab lists the Baseline Properties, a section detailing the code behind the
Relevance expressions and the Baseline actions, along with other Baseline properties.
Scroll to the bottom to enter a comment as a note for yourself or other Console
operators.

- Components: This tab lists the components, namely the Fixlet messages, Tasks, and
other Baselines that are grouped into this Baseline. Because Baselines make a copy
of the components, it is possible for one of these copies to get out of sync with the
underlying Fixlet or Task that spawned it. If this happens, a message is displayed
saying that the source differs from the copy and allowing you to synchronize with the
current source.

« Applicable Computers: This is a filter/list of all the computers targeted by the
selected Baseline. You can filter the list by selecting items from the folders on the left,

and sort the list by clicking the column headers.
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« Component Applicability: This is a filter/list of the various components of the
Baseline. It displays the number of computers where the Baseline is currently
applicable and, after a slash, the number where it is not. Double-click an item in the list
to display it for inspection.

« Action History: This is a filter/list of any Actions that have been deployed from this
Baseline. If the Baseline is new, there are no Actions in the list. Like the other filter/
lists in the Console, you can filter the actions using the left panel, and sort them by

clicking the column headers.

Monitoring Baselines

When Baselines become relevant somewhere in your network, the BigFix Console adds
them to the list of Baselines to be displayed under the Baselines icon in the Domain Panel

navigation tree.

You can filter this list by opening the icon and selecting one of the subsets. In the resulting
List Panel on the right, you can sort the Baselines by clicking one of the column headings,

which might include the following fields:

- Name: The name assigned to the Baseline by the author.

« ID: A numerical ID assigned to the Baseline by the author.

- Site: The name of the site that is generating the relevant Baseline.

« Applicable Computer Count: The number of BigFix Clients in the network currently
targeted by the Baseline.

« Open Action Count: The number of actions open for the given Baseline.

If you do not see one of the columns listed above, right-click in the Baseline header and

select it from the pop-up menu.

Note: If the relevance of a component of a baseline changes, the baseline goes out
of synchronization and the message "Source Fixlet differs" is displayed close to the
component in the BigFix Console. When it happens, the Applicable Computer Count
tab of the baseline is overwritten to 0/0 (<baseline relevant computers number>

unknown).
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Commenting on Baselines

You can attach a comment to a Baseline, which other operators can read.

Perform these steps:

1. Select the Baselines icon in the Domain Panel navigation tree and open it if you want
to choose one of the Baseline subcategories to narrow down your list.

2. Select a Baseline from the List Panel on the right by clicking it.

3. From the document panel below, select the Details tab and scroll to the bottom of the
page.

4. Type your comment into the text box and click the Add Comment Button.

Your comment is name- and time-stamped for other operators to view it. As well as

Baselines, you can attach comments to Fixlets, Actions, Computers, and Analyses.

Creating or Customizing Baselines

Baselines allow you to gather multiple Fixlets and Tasks into groups that can be applied

immediately to any set of target computers.

The name Baseline was chosen to suggest a minimal set of conditions that could be
applied across your network to ensure compliance with corporate guidelines. To create your

own custom Baseline from scratch, follow these steps:

« In a Fixlet or Task list, highlight one or more items and select Add To New Baseline
from the context menu. You can also select Create New Baseline from the Tools

menu.
To clone off a Baseline and customize it, first select the Baseline in any list, then:

« Select Edit > Create Custom Baseline Copy (or right-click the Baseline and select

Create Custom Copy from the pop-up menu).

Either way, this opens a dialog with four tabs.
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| Create Baseline =B | [de]
YR - <tom Baseline] Creste insite: | Master Action Site -
T 1 T T - Create in domain: :All Content ']
Description | Cempenents | Relevance | Properties <
AlB ruliz: = iE o |
Description
<enter a description of the baseline here>
Actions
. Clickn deploy this action group.
0K Cancel

At the top of the dialog, you can specify the name of your custom Baseline as well as the
Site and Domain that will host the Baseline. Click through each of the tabs below to define

your Baseline:

« Description: This dialog lets you describe your custom Baseline as an HTML page.
Edit the text, using the text toolbar at the top of the window.

« Components: You can add or customize the components of a Baseline. To add a new
component, click the add components to group link. From the resulting dialog, you
can select new Fixlet messages, Tasks, and other Baselines to add to the existing

Baseline group.
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In the example above, the two added components have been expanded to show their
relevance. The check box Baseline will be relevant on applicable computers where
this component is relevant is used to tell whether the related component (Task or
Fixlet) makes the baseline relevant on those computers where that component is
relevant. The default value is unchecked for Tasks and checked for Fixlets.

Note: If the associated Action Group is relevant and is scheduled to start at a

later time, it starts even if it becomes no-relevant afterwards.

- Relevance: Enter your relevance statement here, or modify the existing relevance
statement. This allows you to further constrain your Baseline to specific computers.
By default, this Relevance statement is TRUE, which leaves the job of targeting to the
individual Fixlets and Tasks that make up the Baseline. For more information about
the relevance language, see the Inspector Libraries.
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« Properties: Customize the properties of your Baseline, or accept the original
properties. Because you have customized the Baseline, update the source fields to
reflect the new authorship. There are fields here that specify the category, download

size, source information, and the CVE/SANS ID codes.

When you are satisfied with your Baseline modifications, click OK. Because your customized
Baseline must be propagated, you are prompted for your private key password. When you
enter it and click OK, your Baseline is sent to all networked Clients, which evaluate it for
relevance and report back their status. You can now follow the deployment of your own

custom Baselines from the Console.

Hiding Baselines

You can hide a Baseline.

Use the following procedure:

1. From any Baseline List Panel, select the Baseline you want to hide.
2. Right-click the Baseline and select Globally or Locally Hide Baseline from the pop-up
menu (or from the Edit menu).

The selected Baselines are no longer displayed in the Baseline list. If you chose to hide the
Baseline locally, it is still visible to other Console users. If you are a Master Operator, you can

hide a Baseline globally, to hide it also from all non-master users.

Items that are hidden are still available and you can restore or unhide them at any time. Here
is how:

1. Click the Show Hidden Content button in the Console toolbar.

2. Click the Baselines icon in the Domain Panel navigation tree, which now shows all the
hidden content.

3. From the List Panel, choose a Baseline and choose Edit > Hiding > Locally/Globally
Unhide or right-click and choose the same option from the context menu. You can

also open the hidden Baseline and click the Unhide button in the Work Area below.
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Generally it is not necessary to hide Baselines, because you can simply ignore them. The
main reason for hiding a Baseline is if you think that the message is not relevant to your

network and you want to avoid viewing the Baseline every time you launch the Console.



Chapter 11. Relays and Servers

Understanding Relays

Relays are optional network components that can significantly improve the performance of

your installation.

Downloads and patches, which are often large files, represent by far the greatest fraction of
the program bandwidth. Relays are designed to take over the bulk of the download burden
from the BigFix Server. Rather than downloading patches directly from a Server, Clients
can instead be instructed to download from designated Relays, significantly reducing
both server load and client/server network traffic. Relays help in the upstream direction
as well, compiling and compressing data received from the Clients before passing it on to
the Server. Any Windows 200x, Windows 7, Vista, or XP-based client can serve as a Relay.
Several other operating systems can support relays as well, such as Solaris, and some

variants of Linux. See the support site for the latest information.

A Relay simultaneously resolves two bottlenecks:

* Relieves the Load on BigFix Servers. This Server has many duties, among them the
difficult job of distributing patches and other files. A Relay can be set up to ease this
burden, so that the Server does not need to distribute the same files to every Client.
Instead, the file is sent once to the Relay, which in turn distributes it to several Clients.
The overhead on the Server is reduced, on average, by the ratio of relays to clients.

 Reduces Congestion on Low-Bandwidth Connections. If you have a BigFix Server
communicating with a dozen computers in a remote office over a slow VPN, designate
one of those computers as a Relay. Then, instead of sending patches over the VPN
to every BigFix Client independently, the BigFix Server only sends a single copy to
the Relay. That Relay, in turn, distributes the file to the other computers in the remote
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office over its own fast LAN. This effectively removes the VPN bottleneck for remote

groups on your network.

Note: Relays also work well to reduce total network usage when used on
subnets connected through switches on your LAN. Ask HCL Software Support
for more details.

Assigning Relays is simple, and Clients can be configured to automatically discover and link
to them. The program enables the Clients to discover their nearest relays, or they can be

configured manually.

Relay requirements

A Relay takes over most of the download tasks of the BigFix Server.

If several Clients simultaneously request files from a Relay, a significant amount of the
computer's resources might be used to serve those files. Other than that, the duties of the
Relay are not too demanding. The requirements for a Relay computer vary widely depending
on three main factors:

« The number of connected Clients that are downloading files.
« The size of each download.

« The period of time allotted for the downloads.

The Relay system requirements are similar to those for a workgroup file server. A computer
with 1 GHZ CPU, 256 MB RAM, and 5 GB of free space on the hard drive can actas a

Relay for as many as one thousand computers, if the Console operator distributes the file
downloads over an appropriate length of time. Here are some further requirements and

recommendations:
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 The Relay can only be installed on computers running under Windows 200x, 7, Vista,
or XP as well as Red Hat Enterprise Linux 4/5/6/7, and Solaris 10.

« The Relay can be installed on an ordinary workstation, but if several Clients
simultaneously download files, it might slow the computer down.

» Workgroup file servers and other server-quality computers that are always turned on

are good candidates for installing a Relay.

Setting up relays
To set up a Relay, you must designate a client computer to take over some server duties.

When a Relay has been set up, computers in the network can automatically find them and

connect to them (or you can manually assign BigFix Clients to point to specified relays).

This significantly reduces the client/server communication necessary for patch application
and management. Clients start to download from these designated relays, minimizing

the load on thin connections to the BigFix Server. The Clients also upload their status
information to the Relay, which compiles and compresses it before passing it on up to the

server.

To configure a client computer as a Relay, follow these steps:

1. Open Fixlets and Tasks from the Domain Panel and select Tasks Only.

2. Double-click the task labeled Install BigFix Relay. A task window opens below. Make
sure the Description tab is selected. There are three choices for where to place the
Relay installation folder:

« Install to a given path. This option allows you to specify a path for the Relay
installation folder.

« Install on the drive with most free space. This action lets you automatically
choose the most capacious drive for the installation folder.

« Install to the default location. This is the recommend action. It automatically
finds the optimal location for the installation folder.

3. Configure the internet-facing relays or internal relays (where access protection is
desired) in your BigFix deployment as authenticating relays. For instructions on how

to configure relays as authenticating, see Authenticating relays.
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After the relays have been created, Clients can be made to automatically discover and

connect to them, always seeking the Relay that is the fewest hops away.

If you need to manually configure your Clients, you must notify each computer to use a
specific relay to point to, as described in Using Relays (on page 123).

Using Relays

When you have set up a Relay you must direct BigFix Clients on your network to gather from
that relay, instead of from your Server.

BigFix can automatically assign your relays for you. This is not without risks (see the
Administrator's Guide or visit the support site for more information), but it can be a good
idea for two reasons:

« Clients can determine which relays are the fewest number of hops away, so your
topology is optimized.

« Your network configuration is constantly shifting as laptops dock and undock, as
computers start up or shut down, or as new hardware is added or removed. Clients
can dynamically assess your configuration to maintain the most efficient connections

as your network changes.

Note: On relay systems, do not assign as primary relay the relay that is local to the
endpoint.

Automatic Relays

How to ensure that your BigFix Client computers are automatically signing up to the nearest
relays.

Perform these steps:
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1. Click the Computers icon in the Domain Panel to display a filter/list of BigFix Client
computers.

2. Select the set of computers that you want to automatically connect to the optimal
Relay.

3. Right-click the highlighted computers and select Edit Computer Settings from the
pop-up menu.

4. Check the box labeled Relay Selection Method.

5. Select the button labeled Automatically Locate Best Relay.

6. Click the OK button.

Manually Assigning Multiple Clients

You can select all the computers (or any given subset) of the local network to gather from a

specified relay.

The procedure is different for setting a single computer or multiple computers. Here is how

to set multiple computers to point to a relay:

1. Click the Computers icon in the Domain Panel to display a list of BigFix Client
computers.

2. Select the set of computers that you want to connect to the BigFix Relay. You can use
the filter panel on the left to narrow down the computer list.

3. Right-click the highlighted computers and select Edit Computer Settings from the
pop-up menu.

4. Check the box labeled Primary Relay.

5. Select the name of a Relay from the pull-down menu.

6. Click the OK button.

Manually Assigning Single Clients

how to set a single computer to point to a relay.

Perform these steps:
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1. Click the Computers icon in the Domain Panel to display a filter/list of BigFix Client
computers.

. Right-click the single computer that you want to connect to the BigFix Relay.

. Select Edit Computer Settings from the pop-up menu.

. Check the box labeled Assign Relays Manually.

. From the Primary Relay pull-down menu, select a Relay.

. Click the OK button.

o g~ WN

Adjusting the BigFix Server and Relays

To get the best performance from BigFix, you might need to adjust the server and the relays.

There are two important ways of adjusting the flow of data throughout your network,
throttling and caching:

Throttling Outgoing Download Traffic

Throttling allows you to set the maximum data rate for the BigFix Server. Here
is how to change the data rate:

1. Open Fixlets and Tasks icon in the Domain Panel navigation tree and
then click Tasks Only.

2. In the find window above the Tasks List, type "throttle" to search for the
appropriate Task.

3. From the resulting list, click the task labeled Server Setting: Throttle
Outgoing Download Traffic. A task window opens below. Make sure the

Description tab is selected. There are three choices:
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« Set the limit on total outgoing download traffic. This choice
allows you to directly set the maximum number of kilobytes per
second you want to grant to the server.

- Disable the setting. This option lets you open the download traffic
on the BigFix Server to full throttle.

 Get more information. This option opens a browser window with
more detailed information about bandwidth throttling.

4. If you select a throttle limit, then from the subsequent Take Action
dialog you can select a set of computers to throttle. Click OK to
propagate the task.

Download Cache Size

BigFix Servers and Relays maintain a cache of the downloads most recently

requested by Clients, helping to minimize bandwidth requirements.

1. Open Fixlets and Tasks icon in the Domain Panel navigation tree and
then click Tasks Only.

2. In the find window above the Tasks List, type "cache" to search for the
appropriate Task.

3. From the resulting list, click the task labeled Relay / Server Setting:
Download Cache Size. A task window opens below. Make sure the
Description tab is selected. Select the link to change the download
cache size on the listed computers. This list might include Relays as
well as the BigFix Server.

4. Enter the number of megabytes to cache. The default is 1024 MB, or one
gigabyte.

5. From the subsequent Take Action dialog, select a set of computers and
click OK.



Chapter 12. Activating the license counting
process

How to activate the license counting process.

Currently, the association of the clients to one or more products is manually performed by
the BigFix Inventory (*) user.

To enable the BigFix Inventory scanner to automatically provide this association, the

administrator can activate the following license counting process by:

« Optionally categorizing the metric of the clients, as described in Categorizing the
clients (on page 129).

« Distributing the licensed products information to the clients, as described in
Distributing the site mapping file (on page 132).

« Generating the correct license tags on each client, as described in Generating the

license tags (on page 133).

After performing all these actions, it is required to run a software scan, then import the

software data to see the results displayed in BigFix Inventory.

Note: (*) The concepts and procedures described in the following sections apply to
both BigFix Inventory and IBM License Metric Tool (ILMT).

The following diagram shows the license counting process.
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Figure 1. License counting process
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Prerequisites

Before activating the license counting process, ensure that you meet the following

requirements:

« Ensure that your BigFix server version is 9.0 or later.
« Ensure that the agent version of your subscribed computers is 8.2 or later.
« Enable the ActiveX option of Internet Explorer on the computer where the console is
installed as follows:
1. Go to Tools > Internet Options > Security tab
2. Select the Internet zone.

3. Click Custom Level.
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4. Locate Initialize and script ActiveX controls not marked as safe for scripting.
5. Set it to Prompt.

This local Internet Explorer setting enables you to run the Distribute site mapping file

fixlet.

Categorizing the clients

How to categorize the clients.

When you categorize the clients, you assign to the clients non-default metrics for each

selected product, from the licensed ones.

The result of this operation is the value of the following client setting:

_BESClient_LicenseType_productname

Based on the client operating system, the default metric for the products is rigidly

determined.

The following table displays this mapping:

Table 2. Mapping between the client platform and the product default metric

0S type

Supported
UNIX

Supported Lin-

ux

Supported Mi-
crosoft Win-

dows Server

0OS name

example

Solaris, HP- RVU
UX, AIX

SLES, RHEL, RVU
Debian, Ubun-
tu, Centos

Windows RVU
2008, Win-
dows 2012

Default metric
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Table 2. Mapping between the client platform and the product default metric

(continued)

0OS name

0S type example Default metric

Supported Mi-  Windows 7,  ClientDevice
crosoft Win- Windows 8,
dows non-Serv- Windows 10

er

Supported Mac Leopard, Li- ClientDevice, unless the operating system name al-
0S X on, Yosemite lows to clearly distinguish if it is a MAC server. In this

case, the default metric is RVU.

For example, if the client is a Red Hat Enterprise Linux (RHEL), the default metric for all its

products is RVU.
The administrator can override the default metric for one or more products.
The possible values for all of the metric are: RVU, MVS, ClientDevice.

To set the metric to RVU, MVS, or ClientDevice, the administrator runs the Fixlet Categorize

RVU Clients, Categorize MVS Clients, or Categorize ClientDevice Clients.

To categorize the clients, you must complete these steps from the BigFix console:

1. Go to Sites > External Sites > BES Support.
2. Select Fixlets and Tasks.
3. Depending on your needs, select in the Fixlets and Tasks pane:
- Categorize ClientDevice clients to override the default license type of selected
products to ClientDevice.
- Categorize MVS clients to override the default license type of selected products
to MVS.
- Categorize RVU clients to override the default license type of selected products
to RVU.

Example, to override to MVS the license type used by the products:
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» Compliance_Payment_Card_Industry_Add-on
« Patch

See the following panel.

Figure 2. Categorize MVS clients

Fixlet: Categorize MVS clients

| £°Take Action | » Edit | Copy [*Export | Hide Locally Hide Globally | 3 Remove

Description ‘Details |App|icable Computers (3) | Action History {1}!

Description

This task is used to override default license type to MVS of selected products

Select the products

[Lifecycle

Compliance Payment Card Industry Add-on
[¥]Patch

[l compliance

[CJinventory

Actions

® Click here to classify license type to MVS

Displaying the current license metrics

An analysis is a collection of property expressions that a console operator uses to view and

summarize properties of client computers.

In this case, the License Overrides analysis displays the following information for each

client computer:
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« Its license default metric.

« The lists of products for every overridden metric, distinguished by metric.

* The License Override Status Boolean flag.

Figure 3. License Overrides analysis
Analysis; License Overrides
@ Activate QDeactivate ‘ / Edit = Export | Hide Locally Hide Glabally | ¥ Remove

e

} Descriptionui Details \ Results j-;ﬁ\pplicable Computers (3)?

View as list

> % Applicabl Compute..  DefaultMetric  ClientDevice Overrides  RVU Overrides MVS Overrides

Hnc0300.. RVU Patch,Compliance Protection,Lifecycle Inventory
BINC050.. ClientDevice CompliancePatch ~ InventaryLifecycle Protection
ENCOSD.. RVU Compliance Patch Inventary,Lifecycle Pratection

Distributing the site mapping file

How to distribute the site mapping file.

License Override Status
True
True
True

The Distribute site mapping file Fixlet is responsible for updating the licensed products and

their related sites on the clients.

The site mapping file must be available on the clients before generating the license tags.

To distribute this file, you must complete the following steps:

1. Go to Sites > External Sites > BES Support.
2. Select Fixlets and Tasks.

3. Select Distribute site mapping file in the Fixlets and Tasks pane. This action

immediately distributes a mapping file, which maps sites and products, to the

subscribed computers. Repeat this action when you install new products.
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Figure 4. Distribute site mapping file fixlet
Fixlet: Distribute site mapping file

# Take Action | # Edit| Copy :==>Expor“[i Hide Locally Hide Globally| ¥ Remave

Description i-DetaiIs | Applicable Computers (1) | Action History ([})!

Description

This task distributes to clients the map of sites and products.

| Distribute

Generating the license tags

How to generate the license tags.
* Run the Distribute site mapping file Fixlet before generating the license tags.

The Generate BigFix license tags Fixlet is responsible for updating the license tag of the

product for each site to which the clients are subscribed.
If the client has no site subscription, then it will store tags for all licensed products.

Each tag reflects the product name, the metric (default or overridden by the user) and the
agent version. It is located in the appropriate directory. The previously installed client tags,
related to the platform agent, are kept hidden when the Fixlet completes successfully and

are no longer displayed by the BigFix Inventory console.

To generate the license tags, you must complete the following steps:

1. Go to Sites > External Sites > BES Support.
2. Select Fixlets and Tasks.
3. Select Generate BigFix license tags in the Fixlets and Tasks pane. This action creates

the license tags on the subscribed computers.
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Note: The Fixlet Generate BigFix license tags must be run manually the first time;

then it is scheduled to run daily.

Figure 5. Generate BigFix license tags Fixlet
Fixlet: Generate BigFix license tags

£*Take Action | # Edit | Copy |2 Export | Hide Locally Hide Globally | # Remove

Description ‘Details |App|icab|e Computers (12) iACtiDn History (4)|

Description

It creates or updates license tag files daily

Actions

® Click here to deploy this action.

Troubleshooting

A BigFix Inventory troubleshooting scenario.

If BigFix Inventory misinterprets the license tags that were specified on the BigFix client
computer, the endpoint is not correctly classified and the manual classification is required in

BigFix Inventory.

When the license counting process cannot generate all the tags, it ends by hiding the ones

of the BigFix Platform agent.

Limitations

The LCP tool known limitations.

If running a BigFix server version 9.2 or earlier versions, the product names displayed by the

License Overview dashboard are different from the names displayed by the LCP tool.

This mismatch does not occur on a BigFix server version 9.5.
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The names used by the LCP tool are those used by the BigFix Inventory and comply with the

rebranding initiative.

Refer to the right column of the following table for the names displayed by the LCP tool.

Table 3. Names displayed if running a BigFix server version 9.2 or earlier

Name in the License

Overview dashboard Name in the LCP tool
Patch_Management Patch
Lifecycle_Management Lifecycle
Power_Management Lifecycle
Server_Automation Lifecycle
Tivoli_Remote_Control Lifecycle
Software_Use_Analysis Inventory
Security_and_Compliance Compliance
PCI_DSS_Security_and_Compliance Compliance_Payment_Card_Industry_-

Add-on

Core_Protection_Module_(Trend) Protection
Trend_Micro_Data_Protection Protection_DLP_Add-on

Starter_Kit_for_Lifecycle_Management  Starter_Kit_for_Lifecycle

The products not mentioned in the table will be ignored.



Chapter 13. Displays and Reports

Web Reports

The Web Reports program can monitor, print, or archive the status of the local database.

It allows you to get an overview of your relevant Fixlet messages and any subsequent
remediation efforts. You can create charts summarizing the number of administered
computers in your network and your overall vulnerability status. In addition, you find
comprehensive statistics and a list of the most common issues detected. You can drill
down into these commonly relevant Fixlet messages at any time to see them in greater
detail.

Web Reports also has the ability to read the databases of other BigFix Servers and
aggregate the data. This offers you a top-level view of a large or far-flung enterprise with
multiple database servers. Aggregation servers allow you to view information from multiple

networks with hundreds of thousands of computers.

You can view the data in the database from several different points of view and save or
print the output. You might also export the output to Excel for further manipulation. These
features are provided by the BigFix Web Reports program, which can be run at any time from

the desktop by selecting Tools > Launch Web Reports. You must supply your credentials to

log in. When you do, you are shown the introductory panel:

WEb Repﬂ'rts Jog [ gh i Preferences :: Logout
| Explore Data | ReportList | Administration

Choose a category to view reports: .
Starred

My Favorite reports

My Authored
Reports that ['ve created
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There are three main links at the top of the panel.

« Explore Data: Click this link to look at a group of predefined reports and charts that
you can easily filter and customize. This section provides you with an instant overview
of the most basic data managed by BigFix, including Computers, Actions, Operators,
and more.

« Report List: Click this link to get a look at basic reports organized around your
Fixlet content. Create and customize reports with a simple, intuitive interface. Some
commonly-requested reports are built-in, such as Operating System Distribution and
Vulnerability Trends. Select them for display by clicking their titles in the list. You can
create your own custom reports and save them as either public or private (viewable
only by you). Your public reports are added to the reports list; your private reports are
only available when you log in with a correct password.

« Administration: Click this link to gain access to various administrative functions,
including scheduling activities, managing filters, operators, database settings, and

users.
In addition, there are two report categories to get you started.

- Starred: This link takes you directly to favorite reports that you have flagged as
starred.

« My Authored: This link takes you to a list of those reports you personally created.

Depending on your configuration, there might be more categories available from this startup
panel.

Here is a snippet of a typical report, summarizing the computers in your network by their
properties. To produce this report, simply click Report List then select Computer Properties
List.
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= Web Reports :
= :: Preferences :: Logout
1S CIEIEES Report List | Administration
Computers | Content | Actions | Operators | Unmanaged Assets | Custom |
Computer Properties List Export to CSV :: Printable Version :: | Save Report | | Save Report As
El Filter Sawe Filter - Load Filter - Cles

Results match all conditions.

Computer ~  Search Properies - | |

I} Apply Filter | |
|@ Chans Add Cha
[=] Computers
[ Edit Columns = Sort ~ |

| Computer Mame fA BIOS CPU Free Space on System Drive 0s
BEA 03/30/07 2400 MHz Core 2 146848 MB WinVista 6.0.6001
BIGDOG 02/24/09 3000 MHz Core 2 Duo 138311 MB Win7 5.1.7600
BLAKE 11/05/07 2200 MHz Core 2 Duo 43309 MB WinVista 6.0.6002
FINANCE 10/11/04 3400 MHz Pentium 4 81571 MB WinXP Medi Center E
TESTING 12/089/06 1000 MHz AMD Athlon{tm} 64 X2 Dual Core Processor 5000+ 11315 MB Win? 6.1.7600

Showing items 1- 5 of 5

Web Reports can be viewed at any time from the Console under Tools > Launch Web

Reports.

Any Web Report server can be set up to aggregate data from the other BigFix Servers.
Talk to your Site Administrator about setting up an aggregation server. Refer them to the

Administrator's Guide for further information.

The Web Reports interface is very rich and its complete documentation is beyond the scope

of this guide. For more in-depth information, see the Web Reports Guide.

Viewing Dashboards

Dashboards are list of reports that update in real time and provide you with high-level views

of your BigFix network.

Click the All Content domain to see all dashboards that are available in your environment

in the Domain Panel navigation tree under Dashboards. If you select a specific content site,
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you see only the dashboards available with that content site. These reports access the

database to provide you with timely and compact views of your network.

To run a dashboard, select it from the Dashboards icon in the Domain Panel navigation tree.

The dashboard is shown in the Work Area on the right.

When you install the BigFix Console, you get the following set of dashboards:

» Baseline Synchronization Dashboard (on page 139)

« Deployment Health Checks Dashboard and Deployment Overview Dashboard (on
page 142)

* License Overview dashboard (on page 145)

» Maintenance Windows Dashboard (on page 154)

* Relay Health Dashboard (on page 156)

Baseline Synchronization Dashboard

Use the Baseline Synchronization dashboard to make sure that your baselines, source
Fixlets, and actions are in sync. Ensuring that your baseline components are in sync with the

source Fixlets prevents issues when you deploy actions across an entire network.

This sample scenario shows how strategic the use of this dashboard can be. Assume,

for example, that you created and tested a new set of baselines when a vendor reports

that there was an error with some of their patches. For this reason new Fixlets, replacing
those containing the patches in error, are released by BigFix. It can be time consuming

to check which of your baselines were affected. By using the Baseline Synchronization
Dashboard, you can, with just a few clicks, view which of your baselines are out-of-sync and

automatically update their content if necessary.

Note: This dashboard also displays all the actions that are from an out-of-sync
baseline, giving you the option to close them and issue them again.

Run the following steps to access the Baseline Synchronization Dashboard:

1. Click the All Content domain in the Domain Panel.

2. Select the Dashboards icon in the Domain Panel navigation tree.
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3. Select BES Support.
4. Click Baseline Synchronization Dashboard. The dashboard opens.

Baseline Synchronization Dashboard g

Baseline Synchronization Dashboard o

Last Update:09:29:10 Tue, 17 Nov 2020

All Baselines

FILTER BASELINES Q >earcn
ie] Baseline Name Site Name ‘Open Actions Components Sync Status
338 Windows Patches - 2012 August - English - Office/Apps Local Windows Patches o 1 o In-sync
D 339 Remove Old Shockwave 11.3x and Install New version ActionSite 1 5 Q out-of-syne
340 Windows Patches - 2009 March, May - English - 08 Local Windows Patches 0 s 0 In-sync
341 Custom Baseline - M513-051 ActionSite o 1 o m-sync
342 Test Baseline Local Windows Patches 0 12 & insync
343 Windows Patches - 2012 May - English - 0S Local Windows Patches 0 4 [] NG
Rows per page 10> 1-6 of 6 1 -

The dashboard shows the following information for each baseline:

«ID

« Baseline name

+ Site name

« Number of open actions

* Number of baseline components

« Synchronization status

The exclamation mark icon in the components column highlights that the baseline, even
though in sync, might have a misconfiguration within its members. Such misconfiguration
might cause problems if not corrected. Hovering over the icon you see the detail of the

misconfiguration. For example, these might be causes of misconfiguration:
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« Some component relevance is out-of-sync.

« Some components do not have source Fixlets.

» Some component actions do not have any source actions.
* No components exist in the baseline.

« This baseline contains components that have no action selected.

From this dashboard you can:
Search for a specific baseline

You can search for a specific baseline by specifying its ID, name, or site name
in the Search field.

Filter baselines to limit the out-of-sync baselines in the dashboard

You can filter the baselines that you want to display in the dashboard by

clicking Filter Baselines. You can select any of the following conditions:

* Relevance is out-of-sync.
« Action out-of-sync.

» Source Fixlet ID or name.

The baselines can match either any or all of the conditions that you selected.

After selecting the conditions, click Apply.
Reset the out-of-synch baseline filter

You can view all the baselines, without any filtering, by clicking Reset Filter.
View the synchronization status of the baseline components

To know which Fixlets have parts that are out-of-sync with respect to the
source Fixlet, click Sync Status beside each out-of-sync baseline.
The Baseline Components List dialog displays the sync status of each

component in detail.



Console Operator’s Guide | 13 - Displays and Reports | 142

nd Inskall K ian

é‘-’ Take Action | # Edit | Copy =oExport | Hide Locally  Hide Globally | 9 Remave

.Description I Details Components |Applicable Computers (2) I Component Applicability | Action History {13 I

- l\_. likely to fail.

Warning: This baseline contains components that have no action selected. Action groups taken from this baseline are

Component Group 1

b Restart Needed
go to source

» BES Server Does Not Meet Recommended Requirements
gqo to source

»  Updated Windows Client - Tivoli Endpoint Manager version 8.2.1310.0 Now
Available!

go to source

»  Custom Fixlet1

source fixlet differs [go to source

» Install Filesets for NIM Master

go to source

IActi0n1 =
IND Action Selected  |x

Action? (Default) 52

IND Action Selected | =

Synchronize baselines

A baseline is out-of-sync when the baseline component's relevance or action

is different from that of the source Fixlet. To synchronize a baseline means to

update the baseline components to match the relevance of the source Fixlets.

In the Baseline Synchronization Dashboard, select the out-of-sync baselines

and click Sync Baselines.

Deployment Health Checks Dashboard and Deployment Overview

Dashboard

Use the Deployment Health Checks Dashboard and the Deployment Overview Dashboard to

manage and monitor the health of your BigFix environment.

The dashboards track important health indicators for Relay Health, Console Health, Server

Health, Client Health, and Deployment Optimization. For each of these checks you see:

« A description
« Specific deployment details
« Severity of High, Medium, or Low
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- Status of Passed, Warning, or Failed

« Remediation steps

BigFix Console administrators should regularly review this dashboard and remediate any
failure as described in the check.

Run the following steps to access the Deployment Health Checks Dashboard:

1. Click the All Content domain in the Domain Panel.
2. Select the Dashboards icon in the Domain Panel navigation tree.
3. Select BES Support.

4. Click Deployment Health Checks Dashboard. The dashboard opens.
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Deployment Health Checks =

BigFix Deployment Health Checks &M

Last Update: Wad, Jul 24 2013 at 10:57:17 PM

Please activate the BES Health Checks Analysis in the BES Support site to enable additional health
checks.

B8 Deployment Information

Use the buttons below to copy the deployment information to your clipboard. Press the 'Collect
Deployment Information' button first to gather and view your deployment information and enable
the 'Copy to Clipboard' button Next, press the 'Copy to Clipboard' button to copy the information to
your clipboard.

Collect Deployment Information Copy to Clipboard

BES Relay Health

BES Console Health

BES Server Health

BES Client Health

Deployment Optimization

Wake-on-LAN

&

Run the following steps to access the Deployment Overview Dashboard:

1. Click the All Content domain in the Domain Panel.

2. Select the Dashboards icon in the Domain Panel navigation tree.
3. Select BES Support.

4. Click Deployment Overview Dashboard. The dashboard opens.
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BigFix Deployment Overview

Last Update: Wed, Jul 24 2013 at 10:59:47 PM

=8 Deployment Information S BES Relay Statistics

BES BES Relays Reported in 0 (0%)
Agents 2 the Last Day: 2
Deployed:
i Average Number of BES 0
BES Clients per Relay:
Rel 0
D::palzied: Average Distance to BES 0
Relay:
BES
Consoles Analysis Activation Required
Installed:
BES BES Relay Selection
Agents Method
Reported 2 (100%) =
in the
Last Day: B Automatic (0)
Wake-on. W Manual (2)
LAN Enabled (Disable)
Status:
Use the License Ovenview dashboard for
license information.
Operator Information Distance To BES Relays
25
BES Usage Statistics w 2
g 2
3
o
BES Content g 1,54
O L
G
—_ 1_
D
o
E
3 0,5+
z
o 00000 000
U_Dlrlmlmlvlmlglglélg |-Z-|

License Overview dashboard

Use the License Overview dashboard to enable the external sites and to get visibility of your

license status compliance.
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When you enable external sites, content automatically flows from these sites into your
environment and is evaluated for relevance on all subscribed computers running the BigFix
Client.

The list of available external sites that you see in this dashboard is strictly related to the
BigFix license that you purchased. When you buy BigFix, you receive a license serial number
that defines which products in the BigFix suite you purchased. This information is used

by the product to populate, at installation time, the License Overview dashboard with the

references to only the products in the suite that you purchased.

Note: License Overview dashboard went through significant changes in the aim of
deep diving the license compliance status, starting from product version 10.0.4.
Information available only in 10.0.4 and later are highlighted throughout this
section.

The main changes regard the dashboard layout: the previous single view is replaced by a
multiple-tab structure.

In particular:

« Overview tab: reports a summary of your BES Platform license status as well as a
“License overview”, a “Device subscription by product” and a “Sites” tables.
 <Product Name> tabs: report details about the entitlements associated to a specific

product.
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) Bigfix Consale

File Edit View Go Tocls Help

A1l Content

33 Fidets and Tasks (2,393)
B Basefines (0)
G Analyses (91)
B Actions (7}
v & Dashboards
[ES) BES Inventory and License
~ & BES Support
i Baseline Synchrenization |
s, Client Deploy Tool Dashby
- Cloud Plugin Dashboard
.. Deployment Health Checl
& Deployment Overview

e = ow Diag

= TmEer, L=
.= Relay Health Dashboard

5] Client Manager for Applicatia
S} Chient Manager for Endpoint |
[5) AN Dashboards

(5 Wizards

5 Custom Content

5] Customn Filters

W Computers (1,266)

@ Computer Groups (0)

BigFix License Overview

# OvERVIEW

@ Back ~ W Forward = | B Show Hidden Content ¥ Show Non-Relevant Content | ¥ Refrash Consale
License Overview

BES Platform

Serial Number:
License Update Date:
Gather URL:

25/06:2021 18:51:00
hietp I 2 5 1 1/cgi-bin/bigather axe/actionsite

License overview

&) Unmariaged Assets (0) Entitlement Quantity Type Expiration Date State

2 Operators (1)

j Shes () Client Manager for Endpoint Protection 650 (Client) Term 01/02/2023 & vauo

%' LDAP Directesies (0)

ik Rotes 01 Lifecycle 1000 (Clont)  Perpetual 011012022 (Maintenance) @ vauo
Paich 500 (MVS) Perpetual 2510672022 (Maintenanca) @ vauo
Patch 1500 (Client) Perpetual 25/06/2022 (Maintenance) & vauo
SmanCloud Patch Management 250 (Chent) Perpetual 291062021 (Maintenanca) EXPIRING
Starter Kit for Lifacycls 500 (MVS) Term 011062020 0 orren
Stanter Kit for Lifecycle 1600 (Client) Term 01/0672021 IN GRACE

Device subscription by product A
Overview Tab

The Overview tab is organized in four sections, reporting the following summaries:

» Your BES Platform license information

» Your License overview status

* Your Device subscription by product information

* Your Sites subscriptions information

BES Platform

The BES Platform section, available in both the old and new version of the dashboard,

provides information about your BES Platform license. Here you can find the serial number,

the update date and the reference URL for the gather.

It also allows you to check for any license updates.
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Licemse Crveniew o)

BigFix License Overview ®lc &
B .'- oo

BES Platfommn

Serial Number:
Licemse Update Dave: 2057021 11:35:05

Gather URL: hitp: fogl-bin'bigather sxalactionsite

Device subscription by product

Shes

License Overview

Available only if you are running Platform 10.0.4 or later, this section provides you with
the status of each entitlement of each product included in the license. The status of each

entitlement can be:

 VALID: The entitlement is valid for the product.

« EXPIRING: The entitlement is about to expire and there are less than 21 days left to
the expiration date.

* IN GRACE: The entitlement has expired, but a temporary grace period is being granted
to allow you to renew your license. No enforcement is applied during the grace period.

« EXPIRED: The entitlement has expired; enforcement actions are applied, where

applicable.

Note:

« For a Perpetual entitlement, the expiration corresponds to the expiration date
of the most future Maintenance contract for the specific BigFix product.

« For a Term entitlement, the expiration corresponds to its expiration date.
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After entitlement expiration, a grace period may be granted for customers who are actively

working with HCL for renewal. During the grace period, no enforcement action is applied.

Also note that for an evaluation license the grace period is 30 days starting from the
expiration date of the “Try and Buy” entitlement.

Starting from version 10.0.4 and for each entitlement state, the BigFix Platform will adopt a
specific behaviour based on the entitlement type of a product.

1. EXPIRING or IN GRACE period:
- Term entitlements: no enforcement is applied. The BigFix Console displays
license warnings.
« Perpetual entitlements: no enforcement is applied. The BigFix Console displays
license warnings.
2. EXPIRED period:
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» Term entitlements: the BigFix Server stops gathering external site updates,
except BES Support. The BigFix Console hides the contents of the external sites
(except BES Support). The BigFix Console displays license warnings.

- Perpetual entitlements: the BigFix Server stops gathering updates, except BES

Support. The BigFix Console displays license warnings.

Device subscription by product

Available only if you are running Platform 10.0.4 or later, this section shows the number of
subscriptions by product. A used license corresponds to a device subscribed to the external

sites belonging to a product of the license.

Note: This section is only aimed to provide visibility info about the deployment. No

enforcements are applied based on these data.

Licerse Choprire e

BigFix License Overview o ¢ 8

Actual
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For the counts, the following applies:

« BigFix installed on a server device consumes a Server license.

* BigFix installed on a non-server device consumes a Client license.

« A mobile device that is proxies consumes a Mobile license.

« All other proxy devices (including the Cloud type) are excluded from the count.

* The type of license consumed by each device is returned by the global reserved
property named License Type.

* The count is made on the single product.

- If an external site belongs to several products, each new subscription is associated
with the product according to the following priority list: Patch > Inventory > Starter Kit
for Lifecycle > Lifecycle > Compliance > Mobile

« All products not belonging to the priority list have lower priority than all.

« When the number of subscriptions reaches the maximum authorized endpoints of a
product, each new subscription is associated with the product with the lowest priority.

« In Available rows we have the maximum authorized endpoints:

o For Perpetual entitlements, the count is the sum of all the Perpetual items of the
same type.

o For Term entitlements, the count is the sum of all VALID and EXPIRING Term
items of the same type. Therefore, IN GRACE and EXPIRED Term items DO NOT
contribute to the license count.

« In Actual rows, we count the endpoints who reported in the last 30 days.

Server endpoints can be licensed either via MVS or RVU. The numbers in the Actual rows

are therefore associated with both these types of licenses.

For more information about how these numbers are calculated, and on BigFix license
compliance, please refer to the online document (HCL Software Customer Support)

referenced in the table itself.
Sites

Available only if you are running Platform 10.0.4 or later, this section shows the number of

subscriptions by external site.


https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0091656
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The table lists all the subscribed external sites, the referenced products and the number of
subscribed Client, Server and Mobile devices. There is also an Other column which collects

the number of subscriptions of devices that do not belong to any of the previous categories.

This table is very similar to the one in the previous version of the dashboard, but instead of
showing the sites of a single product it shows all the sites that have been enabled. For the

table of external sites by product see below in Product Name tabs.

Lierae Chontiatm L

BigFix License Overview & o« &8

Lifgeyeh
Starta K2 for Lifweychd

Product Name tabs

These tabs provide information about the status of each product. The information reported
in each product tab is the same as reported within the old version of the License Overview

dashboard, still available to customers running Platform 10.0.3 or earlier.
Each tab is made up of two sections.

The first section lists all the entitlements for the product. For each entitlement, it indicates:

» The maximum number of devices authorized to subscribe to the external sites.
* The type of the entitlement.
* The expiration date and the status of the entitlement.
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The second section consists of a table with all available external sites for the product. The

number of subscribed devices is shown for each site.

Except for the BES Support external site, to which all computers are automatically
subscribed at installation time, you must use the License Overview dashboard to manually

enable any external sites covered by your license.

To do this, you can use the dedicated Enable button next to each site.

Lierae Croprve e

BigFix License Overview ® ¢ &

L, ]
Thiz licenss contsins e following entitlerments los Starter Ki for Lifecycl

Licanisad boi: SO0 (NS
Licenss Type:
Explrwthon Clabs: 102 D =

Licwnsad bor: i
Licenss Type: Tarm

Expiiation Data: 0E2021

Awailables Siivs

For example, even though your license may include the Patch product, you would still need
to access the License Overview dashboard to enable any available external sites for the

Patch product, when you want to start using it.

Run the following steps to access the License Overview dashboard:

1. Click the BigFix Management domain in the Domain Panel of the BigFix Console
2. Click on the License Overview dashboard. The dashboard opens.
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3. Select the desired product by clicking the corresponding tab or the name in the
“License overview” table.
4. Scroll down the dashboard to review the external sites that you have already enabled

and those that are available but not yet enabled.

1. For more information about how to use the License Overview dashboard and the

information it contains, see Post-installation steps in the Installation Guide.

Maintenance Windows Dashboard

Use the Maintenance Window dashboard to define time periods during which BigFix can run

actions; mainly maintenance activities.

Client locking allows computers or groups of computers to be excluded from running
actions. Client locking can be useful, for example, if specific development computers must
be excluded from changes or updates. It also provides a technique for testing new actions

on a limited set of unlocked computers, while keeping the network locked down.

With the Maintenance Window dashboard, you can set and enforce maintenance windows
for BigFix Clients. You can use the Maintenance Window dashboard and tasks to change or
remove the maintenance window. You can use the Maintenance Window Analysis also to

see the current maintenance window for your computers.

Run the following steps to enforce a maintenance window on a computer or on a group of

computers:

1. Click the All Content domain in the Domain Panel.
2. Select the Dashboards icon in the Domain Panel navigation tree.
3. Select BES Support.

4. Click Maintenance Windows Dashboard. The dashboard opens.
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Maintenance Window Dashboard =

Maintenance Window Dashboard i c

This wizard creates and manages Maintenance Window Tasks. Run as a palicy action, these tasks will unlock selected
computers during the specified maintenance windows. The computers will be locked during all other times,

Use the "Maintenance Window Analysis” to view additional maintenance window information.

By default, the Maintenance Window is informational and is not enforced within Bigfix. Use the "Enforce Maintenance
Window with Client Locking” task to tie a computer's maintenance window to its locked state, Please read KB Article
#1736 to fully understand all implications of client locking.

Maintenance Tasks

CREATE NEW MAINTENANCE WINDOW Q Search

Computer(s) with Window

Window

Rows per page: 0 * 0-0of 0 -

5. Click Create New Maintenance Window to set a new Maintenance Window. After you

create a maintenance window, you can see it under Maintenance Tasks.

Create New Maintenance Window

Mame: Mew |
Window Size: g 60 Minute(s)
30 705 1440
Start Time: 10:23.02 Client Local Time ‘
Schedule Task: Once -
Run on: 1211172020 n
CANCEL CREATE TASK
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Note: If you create a weekly maintenance window with a retroactive starting
date (a date that is earlier than the current date), then the Maintenance
Window Analysis will return wrong values for the Next Maintenance Window

property until the first run. Select current or future dates.

6. Use the "Enforce Maintenance Window with Client Locking" task to set a maintenance
window on a computer. The computer is unlocked when it is in the maintenance
window and locked for the remainder of the time. Each computer can have only one
active maintenance window at any time. The "Enforce Maintenance Window with
Client Locking" task updates the state and the date of the lock of the client, therefore
any locking or unlocking action taken before this date is ineffective. Similarly, this task
becomes ineffective if any locking or unlocking actions are taken later on. In this case,

you must run this task again.

Note: Alternatively you can lock or unlock a computer, by running the following
steps:
a. Right-clicking on the computer.
b. Selecting Edit Computer Settings
c. Clicking the check mark to lock or unlock the computer.

7. Click the maintenance tasks to apply the maintenance window to computers.
8. After a maintenance window is set on a computer, it returns true or false in the

"Maintenance Window" property.

Relay Health Dashboard

Use the Relay Health dashboard to monitor the status of your relays across the entire

network.
From the BigFix console, click Dashboards > BES Support > Relay Health Dashboard.

The Relay Health Dashboard shows you specific details about the relays of your BigFix

environment.
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Note: As a prerequisite, activate the analysis named 3346 - Collect BES Relay
Health Dashboard Cache Metric before viewing the data displayed by the Relay
Health Dashboard.

When you access the Relay Health Dashboard, you are in the Overview tab.

Click the Settings icon of the Overview tab to specify which tables should be displayed by

the Overview tab.
The Overview tab displays specific information in different tables.

Click the Settings icon of each single table to:

« Specify the number of lines displayed by the table.

« Specify the number of tables displayed in a row.

« Set the value which should be considered as a Critical Threshold or a Warning
Threshold for the table data. According to these thresholds, the item name in the table
is highlighted in yellow if the item is approaching the maximum limit configured, and it

is highlighted in red if the item is above the maximum limit configured.

There might also be specific table-related settings which vary from table to table.
Endpoints per Relay

Displays the number of client computers for each relay. The "average value"

row shows you how imbalanced the deployment is.
Hierarchy

Displays the relay hierarchy in an histogram. Where 1 means the top-level

relay, 2 means the secondary relay, and so on.

Note: This table helps you also identifying any relay loops, if present.

Note: If you have defined a last fallback Relay in your environment
and in case the "BES Root Server" property is not returning the real
BigFix server name but the FQDN of the last fallback Relay, in order to
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display correctly the hierarchy panel, use the BESAdni n command to
set for the advanced option named RHDSer ver Host name the FQDN of

the BigFix server as its value.

Inactive

Displays the relay inactivity period, which means the period since the last
report sent by the relay was received. It also displays the Service Status. If the

service status is stopped, the relay name is highlighted in red.
Relay Cache

Alerts you when the relay cache of a specific endpoint is above a preset
threshold, which can be defined in the settings. When clicking the relay name,
you open the computer properties. In this panel, you can check the download
cache limit configured for that relay to understand why the relay is currently

deleting cache files.
Relay Sites Version

Displays which relay might need attention because the sites it is gathering

are not up-to-date. A site not up-to-date is not necessarily a symptom of an
issue, it could be due to the fact that the clients in the relay chain are no longer
subscribed to the site. In the column Version difference, it is displayed how
many versions behind the root server a specific site version, gathered by the

relay, is.
Click the Relay tab.

The Relay tab displays:

* The relay name.

« The number of client computers attached to the specific relay.

« The maximum distance between the relay and its client computers. The table column
Max Hops displays 0 when the relay and its client computers are within the same
subnet. While it displays not applicable when no client computer is attached to that
relay. It displays not applicable even if not all distances are known.

« The relay hierarchy (top-level).
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Note: Enter the relay name in the search bar, at the top right of the tab, to easily
locate a relay.



Chapter 14. Menus

File Menu

The File Menu offers the following commands.

Import Import .bes files, which can be default Tasks, Actions, Baselines, or other

content that you might have created or customized.

Export Export a Task, Action, Fixlet, Baseline, and so on. that you or another Console
user can subsequently import. Exporting provides a useful mechanism for
creating customized content. Simply export the content, edit it with any text

editor, and then import the customized version.

Prefer- Set refresh, BigFix Client heartbeat, colorizing, caching, and other persistent

ences... Console preferences.

Change Change the sign-in password for the currently connected user.
Data-

base

Pass-

word...

Exit Quit the program.

Edit Menu

The Edit Menu offers the following commands.

Table 4. Edit menu
Command Description
Cut Cut text and put in clipboard. This com-

mand is for use in the various text boxes

that the Console uses for data input.
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Table 4. Edit menu (continued)

Command Description
Copy Text Copy text and put it in the clipboard.
Copy Text with Headers Copy text, including any associated head-

ers, and put it in the clipboard.

Paste Insert the contents of the clipboard. This
option is only activated when there is an

editable text box on the panel.

Select All Select all items in the current window. De-
pending on the window, this can be text
from the Work Area or items in the List

Panel.

Hiding > Remove the selected objects, Fixlets,
Tasks, Baselines, or Analyses, from the
List Panel. The object itself is not actual-
ly deleted, and can be retrieved by click-
ing Show Hidden Content in the Con-
sole Toolbar. These options only become
available when you click objects in the
List Panel. Alternatively, you can right-
click the objects and select hiding options
from the context menu. There are four op-

tions

Globally Hide: This hides the object

across all Consoles.

Globally Unhide: Relist the selected ob-
jects (either Fixlets, Tasks, Baselines, or
Analyses). To find the object, click the
Show Hidden Content button.
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Table 4. Edit menu (continued)

Command

Create Custom Object Copy...

Remove...

Edit Custom Object...

Description

Locally Hide: Hide the object on the cur-
rent Console only; other Consoles still dis-
play the object. The object itself is not
actually deleted, and can be retrieved by
clicking the Show Hidden Content button

and selecting it from the navigation tree.

Locally Unhide: After clicking the Show
Hidden Content button, you can choose
to unhide locally hidden content with this

command.

Create a customized clone of the current-
ly selected object (Fixlet, Task, Baseline,
Computer Group, or Analysis). For each
copy, you can create a header name and
compose a message to describe the as-
sociated actions. You can also customize
or add relevance expressions to refine the

targeting of the Fixlet or Task.

Remove a customized object (including
a Fixlet, Task, Baseline, Computer Group,
Analysis or Site File) from its list. Con-
firming this choice permanently removes

the customized object from the list.

Edit the Message, Action, Relevance, and
Properties of a customized object (Fixlet,
Task, Baseline, Computer Group, or Analy-

sis).
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Table 4. Edit menu (continued)

Command Description

Groups > Manage groups of computers. This item

expands to include:

View as Group: Create an ad-hoc group
from a selected set of computers. You
can then view the Fixlets, Tasks, Base-
lines, Actions, and Analyses that pertain

to this particular group.

Add to Manual Group...: Add the select-
ed computers to a named group. You can
either attach the computer to an existing
group or create a new named group. You
must supply a password to propagate the

new group name to the selected clients.

Remove From Manual Group: Remove a
computer from the specified group. First,
select the group from the navigation tree
on the left, then select a computer from
the list. You must supply a password to

propagate the change.
Stop Action Stop the selected actions.

Assign User Management Rights... Opens a display that lets you grant and
revoke management rights on a comput-

er-by-computer basis.

Find... Opens a dialog that prompts you for a
search field and search string. You can
search for fields that either contain or do
not contain the search string. In addition,

for objects that can be hidden, such as
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Table 4. Edit menu (continued)

View

Command Description

Fixlets, Tasks, Baselines, or Analyses, you

can search based on visibility.

Menu

The View Menu offers the following commands.

Show
Hid-
den
Con-

tent

Show
Non-
Rel-
e-
vant
Con-

tent

Show
Sta-
tus

Bar

fresh

Allow hidden content, including Fixlet messages, Tasks, Analyses, and so on.
to be viewed. Content can be hidden locally (on this Console only) or globally
(on all Consoles). To view this content, select this item or click the button in the
Console Toolbar with the same name. From the navigation tree, all content be-

comes visible and you can select hidden items to unhide them if you choose.

Allow non-relevant content, such as Fixlet messages and Tasks, to be viewed.
Typically the BigFix operates by displaying only those items that are relevant to
your network. Thus, out of the thousands of available Fixlets, for example, on-
ly a few are brought to your attention for remediation. When an item has been
remediated across your entire network, it is no longer relevant and is no longer
shown. This menu item allows you to examine these items, which can be useful

if you want to clone or repurpose one for your own uses.

Display the number of relevant messages and the connected database in the
status bar at the bottom of the Console window. Select this menu item to tog-

gle its state.

Fetch the latest information from the BigFix database. Typically, your informa-
tion is updated automatically based on a schedule determined by your adminis-
trator (and by your choice in the Preferences dialog). Because refreshing caus-

es a database access, use it with restraint.
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Go Menu

The Go Menu allows you to quickly select Domains and to change the focus area of the

Console.

It offers the following commands:

All Con- Open the top-level Domain that contains a combination of all Domains.
tent
Other Open the specified Domain. The next few entries in this menu include the
Domain various Domains you created, depending on the specific Fixlet sites you are
Names subscribed to.
Current Move the focus of the Console to the List Panel at the top right of the Con-
List sole.
Current Move the focus of the Console to the current document in the Work Area at
Docu- the bottom right of the Console.
ment

Tools Menu

The Tools Menu offers the following commands.

Take

Custom

Action...

Create
New
Fixlet...

Create
New
Task...

Run a custom command, targeted to any subset of BigFix Client comput-

ers.

Create a custom Fixlet message, complete with targeting and actions.

Create a custom Task, similar to a Fixlet message, but used by the Console
operator to install software, update settings, or establish other local poli-

cies.



Console Operator’s Guide | 14 - Menus | 166

Create
New
Base-

line...

Create
New
Analy-

sis...

Create
New Au-
tomat-
ic Com-
puter
Group...

Create
New
Manu-
al Com-
puter

Group...
Add

Exter-
nal Site
Mast-
head...

Add
Files to
Site...

Create a custom Baseline, allowing you to establish a grouping of Tasks,
Fixlet messages, and other Baselines that can be applied with a single click

to any grouping of computers.

Create a custom analysis, based on the specified properties of the BigFix

Client computers.

Create an automatically defined grouping of computers, based on various

client properties, such as name, CPU, IP Address, and so on.

Manually create a computer group which you can populate from any com-

puter list.

Start a new Subscription to a Fixlet site. This command opens a browser
window for you to select a masthead file, typically with an extension of .e-

fxm.

Add text, utility, domain, or dashboard files to the sites you author.



Console Operator’s Guide | 14 - Menus | 167

Add Add an existing Lightweight Directory Access Protocol (LDAP) or Active Di-
LDAP Di- rectory (AD) domain to the Console.
rectory...

Create Create a custom site containing your own content. You can create custom
Custom Fixlets, Tasks, Analyses, and so on.
Site...

Create Create alocal operator with password protection.
Opera-
tor...

Add Add a Console operator from the list of users on your existing LDAP Server.
LDAP

Opera-

tor...

Create  Create a Role with associated permissions over computers and sites. Roles
Role... can also include LDAP Groups, allowing you to add multiple potential users

at once.

Create  Create a named filter that allows you to find specific custom content,
Custom based on various properties. The objects available to filter include Fixlet

Filter... messages, Tasks, Analyses, Computers, and more.

Manage Create and manage properties to retrieve from your Clients, using Rele-

Proper- vance clauses. These properties are included in the column headers on

ties... client listings. There is a default set of properties, but you can add or delete
them. Properties are used to filter or select subsets of Clients for Fixlet ac-

tion deployment.

View View the list of comments made by the Console operators, sorted from
Recent  most recent to oldest. This list includes all comments, regardless of the un-
Com- derlying object.

ments
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Launch
Web Re-

ports...

Launch
Visual-
ization

Tool...

Provide access to data reports, which are collected from various BigFix
Servers and aggregated into a set of HTML reports summarizing the histo-
ry and status of Fixlet messages and actions across extended networks of

computers.

Run a tool to visualize the hierarchy of your installation, from the servers

down through the relays to the client computers.

Help Menu

The Help Menu offers the following commands.

Contents

Visit sup-
port.big-

fix.com

Console
Improve-
ment Pro-

gram
About
BigFix
Console...

Provide integrated help.

Launch a browser to view the support site.

Participate in the Console Improvement Program to enhance the BigFix
Console. This program allows us to automatically collect anonymous us-

age metrics and statistics during your Console working session.

Display the version number of the program, along with a URL for support.
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About the BigFix Console

The About dialog displays the version of the BigFix Console.

It also includes a URL for technical support.

BigFix

Console version 10.0.0.20

Licensed Materials - Property of HCL. & Copyright HCL Technologies
Limited 2001, 2020. All Rights Reserved. HCL, the HCL logo, and BigFix
are trademarks or registered trademarks of HCL Technologies in the United
States, other countries, or both. This software includes code written by third
parties, and in some cases modified by HCL. Additional details regarding
such third party code, including medifications made by HCL, availability of
source code, and the applicable copyright, legal and licensing notices, are
available in the NOTICES file(s) for this software.

For support, visit: http://support.bigfix.com

OK

About BigFix Console @
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This dialog is available by selecting:

* Help > About BigFix Console

Action: Computers

The Computers tab of the Action document shows the number of computers affected by

the specified action along with the current status of each.

= B
8 Stop | Copy |=%Export | €

Summary | Computers (1) | Target

* TQ Computers (1) Status Comp... 0s CPU Last Report ... | Locke
ff completed  nc926028.r0... Linux Red Ha... 1900 MHz Xe... 08/07/2013 .. MNo

To view this information for a specific action:

1. Click the Action icon in the navigation tree.

2. Select that specific action in the List Panel. Information about the action is displayed
in the Work Area.

3. Select the Computers tab in the Work Area.

In the Computers tab there is a navigation tree on the left where you see the number of
computers affected by the specified action and you can filter list by narrowing down for
easier analysis. A filtered list shows the computers targeted by the action, along with the

current status of each. The list can be sorted by clicking the appropriate header. You can
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view more detailed information about a targeted computer by double-clicking the computer
in the list.

The Targets tab shows the set of computers that was originally targeted by the action, the

Computers tab, instead, shows:

« The status of the action on each of the selected targets, regardless of whether they
responded or not, if the action was originally targeted to specific computers.

* The status of the action on the target that actually responded, if the action was
originally targeted by properties.

Note: The Computers tab is renamed Reported Computers tab if the targeting
method selected in the Target tab of the Take Action dialog was set to Dynamically
targeted by properties.

The deployed action progresses through a series of well-defined stages on a given

computer. These are the statuses of the action on a computers across the various stages:
Cancelled
The user has canceled the action.
Constrained

The action has been constrained by a Relevance statement set in the

Execution tab of the Take Action dialog.
Download Failed

The action failed to complete the download.
Error

The action has resulted in an error.
Evaluating

The action is still evaluating its relevance.
Failed

The action has failed to run correctly.
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Fixed
The action has completed, resolving the issue.
Invalid Signature
The action cannot run due to an invalid signature.
Locked
The computer is locked and cannot run the action.
Not Relevant
The action is not relevant on this client.
Not Reported
The action has not reported its success or failure.
Offers Disabled
Offers cannot be presented on the specified client, so the action will never run.
Pending Downloads
The action is waiting for downloads.
Pending Login
The action is waiting for the user to log in for a user-assisted action.
Pending Message
The action is waiting for the user to accept the action message.
Pending Offer Acceptance
The action is waiting for the user to accept the offer.
Pending Restart
The action is waiting for a client computer restart.
Postponed
The action has been postponed by the client.

Running
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The action is currently running.
Waiting

The action is waiting for a user response.

Action History Tab

The Action History tab lists the deployment history of the actions associated with the
selected Fixlet, Task, or Baseline document.

Fixlet: Missing Office Web Cormponents - BES Console - OWC 2003 e O
£ Take Action - | # Edit Copy |25 Export | Hide Locally Hide Globally | &% Remove

| Description | Details | Applicable Computers (1) Action History (1) |

35 Action History (1)) | Time Issued State % Complete
5/6,/2010 9:50:20 AM Open 0.00% (0/1)
4 I I

To see something in this dialog, you must have issued an Action. The Action History list
can be sorted by clicking the headers, which include the ID, Time Issued, State, % Complete

(based on the number of Clients reporting success), Name, Site, Issued By, and Type.

This dialog is available by selecting a Fixlet, Task, or Baseline icon from the Domain Panel
navigation tree, clicking an item from the List Panel, and clicking the Action History tab in
the Work Area below the list.

Action List and Document

This is the main panel about actions. It displays in the List Panel all the actions that were
deployed in the content site and shows in the Work Area the Action document containing
the details of the action highlighted in the list.
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File Edit View Go Tools

&= Back ~ B
; «

Fixlets and Tasks (810)
All (810)
Fixlets Only (556)
Tasks Only (254)
Baselines (0)
5 Analyses (87)
v Actions (6)
£S5 Dashboards
£ Wizards
5 Custom Content
5 Custom Filters
i@ computers (2)
! Computer Groups (0)
£y Unmanaged Assets (0)
4 Operators (1)
@t Sites (9)
7 LDAP Directories (4)
% Roles (0)

[

#

@ All Content

@? BigFix Management

boL - s

Help

Time Issued

. 24/07/2013 17.21.56

24/07/2013 17.21.25
24/07/2013 17.21.05
24/07/2013 17.20.31
24/07/2013 17.20.13
24/07/2013 16.17.08

State
Open
Open
Open
Open
Open
Open

®) Show Hidden Content |¥% Show Non-Relevant Content| & ¥Refresh Console

% Complete

100,00% (1/1)
100,00% (1/1)
100,00% (1/1)
100,00% (1/1)
100,00% (1/1)
100,00% (1/1)

Ll 8

Name

Accept License for Software Use Analysis
Accept License for Server Automation
Accept License for Security and Compliance
Accept License for Power Management
Accept License for Patch Management
Accept License for Lifecycle Management

Site

Master Operator Site
Master Operator Site
Master Operator Site
Master Operator Site
Master Operator Site
Master Operator Site

Users

| (2]
= O
@ Stop | Copy |2 Export | 3 |
Summary | Reported Computers (1) || Target |
.A.'
 Status :
100,00% Completed (1 of 1 applicable computers)
Status Count = Percentage
Completed 1 100,00%
* Behavior
Messages
Mo user interface will be shown before running this action.
Mo message will be shown while running this action.
(]|

At the top of the Action document you find a description of the action. Below that is a
toolbar presenting you with options to Stop, Copy, Export, or Remove the action. For more

information about these commands, see Running commands on actions (on page 44).

There are three tabs in an Action document. They are:

- Summary: An HTML display of various action attributes, including Status, Behavior
(Message, Users, Execution, Post-Action), Relevance, Success Criteria, and Action

Script. At the bottom of the page is a text box for entering a comment. For more
information about this tab and its content, see Action: Summary (on page 183).

« Computers: It shows the number and the list of relevant computers affected by the
specified action along with the current status of the action on each of them. A filter

in the left panel allows you to narrow down the list of computers in the right panel.
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For more information about this tab and its content, see Action: Computers (on page
170).
- Target: Shows what subset of computers was originally targeted by the action. For

more information about this tab and its content, see Action: Target (on page 187).

Action Parameter

This dialog box makes a request for extra information required by certain Actions or group

of Actions before execution.

Typically there is a prompt with a text box for you to supply a parameter.

Action Parameter @
Please enter the service you would like to restart: -
<Enter Service Name>

[ OK l I Cancel

Click OK to continue the Action deployment. This typically opens the Take Action dialog,

where you can further specify deployment options.

An Action Parameter dialog is opened only when you click an Action link in a Fixlet that

requires extra information before final targeting.

Action Progress Report

This dialog box shows the progress of an action as it is applied across the Fixlet network.
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Sending to Clients @

Status:  Exporting action site for operator 'Bob'...

Cancel

First, it shows the progress of any downloads (patches, updates, and so on.). If there are
files to download, it displays the name of the downloaded file, the total number of bytes, the

current amount downloaded, the transfer rate, and the estimated time to completion.

The Actions can go through several states as they are collected, evaluated, and run by the

clients. These states include:

* Running: The Action is currently running.

- Evaluating: The Action is still evaluating its relevance.

« Failed: The Action has failed to run correctly.

+ Cancelled: The user has canceled the Action.

« Download Failed: The Action failed to complete the download.

* Locked: The computer is locked and cannot run the action.

- Offers Disabled: Offers cannot be presented on the specified client, so the Action will
never run.

 Waiting: The Action is waiting for a user response.

 Pending Downloads: The Action is waiting for downloads.

 Pending Restart: The Action is waiting for a restart from the Client computer.

» Pending Message: The Action is waiting for the user to accept the Action message.

 Pending Login: The Action is waiting for the user to log in for a user-assisted Action.

« Pending Offer Acceptance: The Action is waiting for the user to accept the offer.

- Constrained: The Action has been constrained by a Relevance statement set in the
Execution tab of the Take Action Dialog.

« Postponed: The Action has been postponed by the Client.

« Invalid Signature: The Action cannot run due to an invalid signature.

» Not Relevant: The Action is not relevant on this Client.
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 Not Reported: The Action has not reported its success or failure.
« Error: The Action has resulted in an error.

« Fixed: The Action has completed, resolving the issue.

Action Script Tab

In general you are recommended to use the action script provided with the Fixlet or task,
however, sometime it might be useful to align the action script to your environment and

business needs. The Action Script tab of the Take Action dialog allows you to modify the
action script.
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& Take Action - o
Marme: | BES Relay/Server Setting: Enable/Disable Dynamic Throttling | Create in domain: | All Content
Preset Default ~ [} Show only personal presets Delete Preset_

Target Execution Users Messages Offer  Post-Action Applicability Success Criteria AcCtion Script

(@) Use the action script from the origﬁ Fixlet or Task Message. |

() Use the following action script:
Action Script Type: BigFix Action Script

Action Script

setting “_E!SH:Lay_ﬁTTPSc:?e:_D;:Ln;c!hrcttl&!nabl:d'-";" on "{parameter "action issue date™ of A
ARTTLIORG "_55SGa:her_Dcunloaa_Dyna=; ThrotcleEnabled™"1" on "{parametcer "action lasus dace™ of &

r Ssrver

‘f Restart the Relay
Af (mame of SpErat &l SCARCS Wwith "Win")
Af fexisca relay asezvicel
dos net stop BESRelay
dos net start BESRelay
elaeilf (&xXists main gather Service}
dos met stop BESRooOTServer
dos net stazt BESRootServer
endif
elaeif [fame of cperating aystem STATTLS with "RAIX™)
1f [exisca relay EIVice}
wait fetc/rc.d/rc2.d/HBESRelayd atop
wait fetofre.d/rc2.d/SRESRelayd 5ta::_:kipclientr=:tazb
endif
elyeif (it scarcs with "Su
iAf (existy relay sezvicel
wait feto/init.d/besrelay stop
wait fecc/init.d/besrelay HB!IE_SEiﬁGliEh:IéHﬂ&IE
elseif [exists main gather ssrvice]
wait Sfetc/init.d/besserves ITop
wailt fetc/init.d/besserver 5tart_:t1pc11entresta:t
endif
elae
continae 1f {false et

o ik d

o = T R R T R

o SN oA

ith "Linux") of name of operating ayscem)

Bl B B2 B Rk R R e e e e
L I T =

L BF 0 0 )
b

To access this tab:

1. Select a Fixlet message or a task from any list.
2. Click an action button.

3. In the Take Action dialog, select the Action Script tab.

There are two buttons in this dialog:

Use the action script from the original Fixlet or task message
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This is the default for most Fixlet actions, and is the recommended option.
Use the following action script

You can select one of the following options and either modify the existing
script or enter a new script in the text area. Select the type of action script that

you want to use for this script:
BigFix Action Script

This is the BigFix standard scripting language for actions.
For more information about the action language, see
https://developer.bigfix.com/action-script/the Action Script
Language section in the BigFix Developer web site (https://

developer.bigfix.com).
AppleScript

This is Apple's scripting language for controlling computer

resources.
sh

The action is a shell script to be run by a Linux or a UNIX or a bsd
shell.

PowerShell

Starting from version 10.0.4, BigFix gives you the possibility to
run PowerShell scripts too.

You can run on a selected Windows Client the script that

you write in the Action Script text box. The script runs on the
PowerShell installed by default by your Windows operating
system in the C. \ W ndows\ Syst en82\ W ndows Power Shel |
\ v1. O directory, if available, orin C: \ W ndows

\ Sys\WWOW64\ W ndows Power Shel [\ v1. 0.

The script is executed by default using the -ExecutionPolicy
Bypass option. To avoid using this option, you can use the

_BESCl i ent _Power Shel | _Di sabl eExecPol i cyBypass client


https://developer.bigfix.com/action-script/
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setting described in the Miscellaneous section of the List of

settings and detailed descriptions page.

Since they are executed in hidden mode, PowerShell scripts
requiring user interaction or showing pop-up windows or dialog
boxes are not supported and might cause the action to remain in

running status or the script to display an error in the log file.

Note: By default, actions cannot be undone. Make sure to test your action on a

small scale before you deploy it in your entire network.

Action Settings

The Action Settings dialog lets you apply lockable Action Settings to a new or customized

Fixlet message, Task, or Baseline.
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7 % ] o =) e |
Mame: Actionl
Preset: rD!fal.It = | | Show only personal presets Save Preset.. Delete Preset..,
Execution  Users | Messages | Offer | Post-Action |
Constraints
r_ Starts on 5 652010 at 1.2:08:52 PR chent local bme - E
i [¥ Ends on 5/ &S00 o= st 1.2:08-52 PhA —. chent local time S
it
i [~ Fumn between 1:00:00 AM and  2:53:00 AM client local time Is
[ Fum only on pion | Tue | Wed Fr @ client local tirme 5
[~ Run only when Active Directory Path matches E
i Behavior
[ Onfailure, retry times I.‘.;
i & Wat |1 hour &
: Wit until computer has rebooted ﬁ
[~ Reapply this action
0 whenever t becomes nelevant again 5
] " whil e relevant, wa ting 15 minutes
[¥ Limit to <]
f [T start client dewnloads before constraints are satisfied E
| [ Stagger action start times ower 5 minutes to reduce network load 5

Using the lock icons to the right of the screen, you can lock the individual items under each

of the tabs of this dialog to force the action to be run with the selected constraints.

« At the top of this dialog is the Name of the Action. Depending on the context it might

be editable, if you want to rename it or add extra information to it.

Below the Name box are some buttons that allow you to save or re-use your Action values:
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* Preset: This is a pull-down menu with the names of your existing presets, if any. Click
one to automatically fill out your Action settings.

» Show only personal presets: Check this box to limit the presets to your own personal
presets.

- Save Preset: After creating custom settings for an Action, you can save them for later
re-use.

« Delete Preset: Select a preset and then click this button to delete it.
This body of the dialog contains several tabs, including:

« Execution: This tab allows you to set constraints on the Action, including starting and
ending dates and run windows. You can also set up retry counts (in case the Action
fails or reverts) and allow the deployment to be distributed over a period of time to
minimize the network load.

« Users: Allows you to specify whether or not you require a logged-on user (or specified
group of users) to be present before running the Action.

» Messages: Specify informative messages to be displayed on the targeted Clients,
along with options for user interaction.

- Offer: This tab allows you to convert this Action into an Offer, which triggers the
display of an HTML user interface on select Clients. The user has the option to select
these Offers from a list.

« Post-Action: Specify a follow-up behavior for the Action, such as a restart or

shutdown, including appropriate warning messages.

To lock or unlock any of the items under these tabs, simply click the lock icons to the right.

When you have finished specifying your Action settings, click OK. Before the Console can
issue the Action, you must enter your password . When you do, a progress dialog opens to

keep you informed about the deployment.

This dialog is available when you create or customize a Fixlet message, Task, or Baseline.
For Tasks and Fixlet messages, select the Actions tab, check the box next to Include action

settings locks, and click the Edit button to see this dialog. When creating or customizing a
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Baseline, click the Components tab, check the box next to Use custom action settings, and

click the set action settings link.

Action Site Signing Key

This dialog allows you to manage the location of your private key (.pvk), or to change the

password for your Action signing key.

Action Site Signing Key R - H

In order to sign messages sent to BigFix Enterprise Clients, the BigFix Enterprise Console needs to
know the location of your signing key. You will be prompted for your private key password in

erder to verify this signing key.
Private key (publisher.pvi)
Chllsers\ Scott\ Credentials\ hicense. pvic Browie

Change F'.as.':wum... 0K Cance.l

The Console operator must obtain a private key (publisher.pvk or license.pvk) from the Site
Administrator, who must first create it using the BigFix Administrator Tool. When these keys
have been created, the Site Administrator gives them to authorized personnel, who can then
propagate Actions. To sign an action, the authorized Console operator must browse to the
appropriate private key (typically stored on a removable disk or memory stick) and provide a

password.

You can see this dialog by selecting Tools > Manage Signing Key.

Action: Summary

The Summary tab of the Action document shows various attributes of the selected action.

These settings were created when the action was initially specified.
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B stop | Copy [2Export | 3 Remove

Summary | Computers (Jj.i: Target |

w Status

100,00% Completed (1 of 1 applicable computers)

Status Count = Percentage
Completed 1 100,00%

+ Source

This action's source is the Task "TROUBLESHOOTING: Run BES Client Diagnostics (Linux/UNIX/Mac)" in the "BES
Support” site.

w Behavior

Messages
Mo user interface will be shown before running this action.
Mo message will be shown while running this action.

Users
This action will run independently of user presence.
User interface will be shown to all users.

Execution

This action ends 10/07/2013 13.13.00 client local time.

It will run at any time of day, on any day of the week.

If the action becomes relevant after it has successfully executed, the action will not be reapplied.
If the action fails, it will not be retried.

Post-Action
Mo operations will occur after the action completes.

To view this information for a specific action:

1. Click the Action icon in the navigation tree.

2. Select that specific action from the List Panel. Information about the action is
displayed in the Work Area.

3. In the Work Area, click the Summary tab.

In the Summary tab you see the following information:

Status
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It shows the number of applicable targets grouped by completion status of
the action. This status can be not reported, or are Waiting, or Running, or
Completed.

Source

If this action was originated by a Fixlet, this section contains a link to the Fixlet

and the name of the content site involved.
Behavior
It displays action settings including:
Messages

Describes any messages to be displayed either before or during

the execution of the specified action.
Users

Lists the requirements for user intervention in the action. Allows

a user interface to be presented to select user groups.
Execution

Contains information about the execution of the action, including

ending time, reapplication, and what happens if the action fails.
Post-Action

Provides information about what happens, including restarting or

shutting down after the application of the action.
Details

This section displays information about the action run and the relevance

expressions and the action scripts it used:
ID

The ID of the action. This is the unique identifier for that action

run.

Domain
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The name of the domain hosting this action.
Type

Either single or multiple action, depending on how the action

was issued. For more details, see Taking actions (on page 32).

State

The overall state of the action as it deploys. An action opened

cannot be removed unless it is stopped or expires.These are the
possible states:

open
The action is active on one or more computers. It
remains open until its expiration date elapses, or

an operator stops it. You cannot remove an action
that is open.

stopped

The action was stopped by an operator. It remains
stopped until its expiration date elapses or it is
removed.

expired
The action has passed its expiration date. When
an action expires, the targets stop evaluating.
Hence, for the expired actions, the target status is

a snapshot of last status reported by clients at the

expiration time.
Issued

The date of issuance and the operator who issued the action.

Relevance

This is a full listing of the relevance statement that determines

the targeting of this action. For information about the Relevance
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language, see https://developer.bigfix.com/relevance/the
Relevance Language section in the BigFix Developer web site
(https://developer.bigfix.com).

Action Script

This is a listing of the script that is run if this action is relevant to
the client computer. For information about the action language,
see https://developer.bigfix.com/action-script/the Action Script
Language section in the BigFix Developer web site (https://

developer.bigfix.com).
Success Criteria

The criteria used to determine the successful conclusion of the

action.
Comments

This is a text box that allows you to view or attach a comment to the action.
This messages can be seen by all operators having access to the content site

that the action belongs to.

Action: Target

The Target tab of the Action document presents a read-only display of the computers

targeted by the specified action.


https://developer.bigfix.com/relevance/
https://developer.bigfix.com/action-script/
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= O
] Copy |=2Export | 3€ Remove
Summary | Computers (1) Target
Target:
22 T_Q Selected Computers (1) Compu... 05 CFU Last Report ... | Locked
%nc926028.r... Linux Red Ha... 1900 MHz Xe... 08/07/2013 ... HNo
L >

To view this information for a specific action:

1. Click the Action icon in the navigation tree.

2. Select that specific action in the List Panel. Information about the action is displayed
in the Work Area.

3. Select the Targets tab in the Work Area.

The dialog shows which computers are currently targeted by the Action. The original
targeting was set when the action was deployed in the Target tab of the Take action (on
page 327) dialog. Depending on the targeting method, indicated by three read-only radio
buttons at the top of this dialog, the this list of computers can be static or dynamic.

Note: You must select at least one target computer (by name or property) in the
Select devices view, and at least one property in the Dynamically target by property

view.

Selected devices
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If this option was specified, the computers in the list are those relevant to the
action, those that satisfied the relevance expression set in the Applicability
tab of the Take action (on page 327) dialog. This is the default behavior.

Dynamically targeted by properties

If this option was specified, the action selects any BigFix Client computer with
the retrieved property specified, for example any computer with Linux Red Hat

Enterprise Server 6.1 installed.

4" Take Action Q@]@

Mame: | BES Client Setting: Enable Debug Logging Create in domain: ;AII Content w

Preset: Default. + | []5how only personal presets

Target | Exuiion Lissss ] Mesages | Offer L Epsiohction; L ppiiatsig | Success Critecia,Lction St
Target:
() select devices
() Dynamically target by property
() Enter device names

=-iZ3 All Computers (1) |~
=[] By Retrieved Properties [
®-F2] By Computer Name
= E‘]TBY 0s This action will be targeted at all computers
i3:Linux Red Hat Enterprise Server 6.1 with the retrieved property values selected on
= e left. There are curren computers wi
&l By CPU the left. Th tly 1 computers with
[ 1900 MHz Xeon (1) the selected property values.
#-E By Last Report Time
# 55 By Locked Any computers that change to match the
-5 By BES Relay Selection Method selecte;l property values while the action is
Sz open will be targeted as well.
®-F] By Relay
] l:] By User Name This action will end 10/07/2013 15.12.20,
#- By RAM client local time. See the Execution tab for
#-f] By Free Space on System Drive | | more details.
#-f] By Total Size of System Drive
#-F5] By Subnet Address ~
<] I | >

OK l [ Cancel

This search runs when the Take action is triggered, then it is evaluated again
on timely basis until the action expires. The action expiration time was set
in the Execution tab when the Take action was triggered. If new computers
satisfying the property are found, they are added to the list of targets and
the action is run on them too. when this targeting method is selected, The

Computers tab is renamed Reported Computers.
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Enter device names

Use this option to specify a list of target computers for this action. Enter a list

of computers, where each computer name should be separated by a new line.

Add Comment

The Add Comment dialog lets you attach an explanatory comment to Fixlet messages,

Tasks, Baselines, Actions, Computers, Computer Groups, and Analyses.

I Add Comment ﬁ ]

Add the fclluwmg comment ta all currently selected tems:

QK Cancel

The comment you enter here is displayed in the Description or Summary tab when you open

one of the associated items in the workspace.

This dialog is available by right-clicking an item from the List Panel and selecting Add
Comment from the context menu.

Add Custom Setting

This dialog box lets you create a custom Name/Value setting that applies to the selected

computer.
Add Custom Setting .
Setting Name: Location -

Setting Value: Ttaly

OK ‘ l Cancel
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Type a name for the variable in the first input box, and type the value of the variable in the
second box. This can be useful for naming or otherwise attaching text or numeric values to

a computer or set of computers.

Note: Setting names on BigFix V9.5 UNIX and linux agents cannot contain any of
these three characters:

"]" (right square bracket), "\" (backslash), "=" (equals)

If you use any of these characters in a setting name, the Add Setting will appear
to succeed but the setting will be either missing or corrupt. It is also possible that

neighboring settings might be affected adversely.

If settings containing these characters exist on a BigFix V9.2 agent, they will be

missing or corrupt when upgrading to a BigFix V9.5 agent.

This dialog is available from the Edit Computer Settings dialog. Right-click a computer from
any listing, select Edit Computer Settings from the pop-up menu, and then click the Add
button.

Add Files to Site

This dialog lets you add files to any site that you can author.

These can be anything from simple text files to functional dashboards.
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Add Files to Site (25w
Add to site: [Master Action Site "I
Files to add: [ Send to clients (7]
L -
Mame Size

Choose files to add to the site.

| Addfiles | [ Cancel |

Select a site from the Add to site pulldown, Browse for the files to add, and then click Add

files.
To distribute the files to every client, click the Send to clients box.
For more information, see Adding Files to Sites.

This dialog is available by selecting Tools > Add Files to Site...

Add LDAP User

You can add LDAP users through the Console.
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r B
Add LDAP User [
Search LDAP ol Search
@ Contains Starts with
MName Distinguished ...  LDAP Server 2
JutaaMMO cn=JutaaMMO.,, My LDAP Server
lucal en=lucal,eu=... My LDAP Server
lucal en=luca, ou=... My LDAP Server
luca3 cn=lucad, ou=... My LDAP Server E
fraGenericl cn=fraGenenc.. My LDAP Server
fraGenenic2 cn=fraGenerc.. My LDAP Server
damyl cn=danyl,ou.. My LDAP Server L
dany? cn=dany2,ou,.. My LDAP Senver
E Fabio (fabio) cn=Fabio,ou=... My LDAP Server ;
Francesca (fran... cn=Francy,ou.. My LDAP Server
Lorenzo (lory) cn=Lory,ou=t.. My LDAP Server =
Add | Cancel
L%

Select or search for the user's name. Click Add.

This dialog is presented when you select Tools > Add LDAP Operator.

Add User

Local users can be added through the Console with password protection.

Add User
Username: James Baud
Paﬁwgrd; I
Verify password: T
[ oK ] I Cancel

Enter the user's name and password plus verification. Click OK.
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This dialog is presented when you select Tools > Create Operator.

Analysis List and Document

A list of Analyses is displayed when you click Analyses, or any of its child nodes, from the

Domain Panel navigation tree.

File Edit WView Go Tools Help
4= Back ~ B Forward ~ | %" Show Hidden Content ¢ Show Mon-Relevant Content eﬁefresh Cr‘

All Content #« Analyses Search Analyses ’
» Lo Qups (4) L] | Status Mame f

- ' ot Activate omponent Versions |
. A”E'Y‘E‘ » Not A d BES Comp v
. g Activated Globally BES Relay Status +»

>[5 Sites (14)

, g} Wezards :ntictfvatej A:ﬂaﬂaﬁ:—r:entlﬁlgh:s
ot Activate andwidt rotthng Status
"EJ‘P*“HE@E‘__..‘ S et 3

N,#‘m-mq r—-.._,_‘ -

An Analysis document is displayed in the Work Area of the Console when you click an item

from this list.
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Analysis: BES Component Versions o B
S Activate s Deactivate | # Edit |25 Export | Hide | 3 Remove

Description | Details | Applicable Computers (5)

Description

This analysis contains information about the different BES
component versions. This information 1s particularly useful after
performing BES upgrades.

After activating this analysis, you will see the following properties:

BES Cliant Version

BES Relay Version

BES Console Version

BES Server Version

BES API Version

BES Web Reports WVersion

& @ & & & &

® Click | to activate this analysis.

At the top of the Analysis document is the name of the analysis. There is a toolbar at the top

of the window, with the following choices:

« Activate: Start the specified Analysis. This option is only available if the Analysis is
currently deactivated.

« Deactivate: Stop the specified Analysis. This option is only available if the Analysis is
currently activated.

« Edit: Make changes to this Analysis. This option is only available if this is a custom
Analysis.

« Export: Save a copy of this Analysis to import it into a different Console or
deployment or to edit it in an external editor.

« Hide Globally: Hide this Analysis from all Consoles.

« Hide Locally: Hide this Analysis from the local Console only.

« Remove: Delete the Analysis. This option is only available for custom Analyses.

There are several tabs in an Analysis document. They include:
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« Description: An HTML page describing the Analysis, along with a link to activate or
deactivate the Analysis.

« Details: An HTML page listing the various Analysis attributes, including Properties and
Relevance. At the bottom of the page is a text box for entering a Comment attached to
the Analysis.

* Results: A dialog displaying the results of the Analysis. This tab is only visible for an
activated Analysis.

« Applicable Computers: A list of the Clients where this Analysis is applicable. This is a
typical filter/list panel for computers; click a filter in the left panel to narrow down the

list of computers in the right panel.

To display an Analysis list, click the Analyses icon (or any of its child nodes) in the Domain

Panel navigation tree.

An Analysis document is opened whenever you open an item in an Analysis list.

Applicable Computers Tab

The Applicable Computers tab displays all the networked computers that are affected by

the currently selected Fixlet, Task, Analysis, or Baseline object.

Fixlet: BES Quick Reference - Production = O

d:f—‘TakeActiunv | # Edit Copy :::)Expcrrt| Hide Locally Hide Gluball}r| X Remove

-

| Description | Details | Applicable Computers (1) | Action History (0) |

4 T_Q Applicable Computers (1] » CnmpaterN... 05 CPU

4 [ By Retrieved Propertie || rerpye Win7 61.76.. 1000 MHz AM...
> £ By Computer Nan

> il By 05

> f By CPU

» [ By Last Report Tin
> 2l By Locked

> Eal By BES Relay Selec
> i By Relay

» E By User Narme At

4 ] 3 4 1 I

n
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This is a /list view with a filter panel on the left, allowing you to narrow down the displayed
list of computers. To do this, open a retrieved property or group from the left panel and
select a value to filter the list.

Like other lists in the Console, you can sort it by clicking the column headers. You can add

or remove header properties by right-clicking in the header row.

This dialog is available by opening a Fixlet, Task, Analysis, or Baseline from the List Panel

and clicking the Applicable Computers tab in the Work Area below.

Applicability tab

In the Applicability tab you can specify the criteria to use to judge the relevance of a Fixlet
action.
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(.
¢ Take Action
Mame: | BES Relay/Server Setting: Enable/Disable Dynamic Throttling Create in domain: ;AII Content ' v.-
Preset: [Custom] Default 'v ' []shew only personal presets Save Preset. .. ]

| Target | Exeaution | Users | Messages || Offer | Post-Action | Applicability | Success Criteria | Action Script |

Run this action on computers for wham, ..
{#) ..the relevance dause from the original Fixlet or Task Message evaluates to true.

() ...the following relevance dause evaluates to true.

(exist=s relay service OR exists main gather service) AND (version of client
>= rl—l.'.'_'|r|:|

O l [ Cancel

This tab is available from several different dialogs:

» Take action (on page 327)
» Take multiple actions (on page 330)

» Edit Computer Settings (on page 259)

It is strongly recommended that you use the original Relevance expression, but you might

want to customize it to better suit your needs. Select:
...the relevance clause from the original Fixlet or Task Message evaluates to true.

To confirm the relevance expression set in the default action.
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...the following relevance clause evaluates to true.

To modify the existing relevance expression or to specify a new relevance

expression to suite your needs.

Assign User Management Rights

The Computer Assignments dialog lets you choose which computers an operator can

manage.

=l|Save Changes Discard Changes | Reset Password M Remave

Details | administered Computers (0) | Issued Actions (0} | Assigned Roles (0) | Sites (1) Computer Assignments

add Remoyve I

This user has management rights on all computers
that hawe the retrieved property values shown on
the left, This user does NOT have management
rights on any computers that do MOT have the
retrieved properky values shown on the left,

This user will automatically be granted
management rights on {or will have management
rights removed on) any computers that change to
match {or ko nok makch) the retrieved property
values shown on the [eft,
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This dialog displays the current set of computers that can be managed by the selected
Console operator and lets you add or delete computers from that set. It is available by
selecting NMO Operators from the Domain Panel navigation tree, selecting Computer
Assignments, and clicking Add or Remove to open the Management Rights dialog. You
must have logged in with Administrator rights to view this tab. There are two buttons in this

dialog:

« Add: Add new computers to the set of computers that the operator can manage. This
opens a standard filter/list box of the computers on your network. Use the values of
the retrieved properties to filter down the group of computers for this operator. The
use of retrieved properties, including custom properties, makes it simple to group
computers. For example, you might want to group computers by their operating
system or cpu type. Or you might create a special computer setting, like department
or location, and use that to group management rights to the selected operator. Or
there might be computers using particular applications that you want to assign to
specialists in your organization.

« Delete: This button lets you remove computers from the set of computers that the
operator can manage. It opens a dialog that lets you choose which retrieved property
filters you want to delete. (If a single filter was defining the rights, when you select

Delete, it does so without opening this dialog.)

After clicking Add or Delete, you open the Management Rights dialog.
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Add Management Rights

Assign the role management rights on all of the computers whose retrieved properties match those selected below:

This role has management rights on all computers that have
the retrieved property values shown on the eft, This role
does MOT have management rights on any computers that do
MOT have the retrieved property walues shown on the left,

This rale will aukomaticall be granted management rights on
(or will have management rights removed ond any compukers
that change to makch {or to nok match) the retrieved
property walues shown on the [eft,

o I Cancel

A

In this dialog you can assign or revoke to the role, management rights on all of the
computers whose properties match the selected ones. Click OK to accept, or Cancel to
refuse.

Baseline Component Applicability Tab

The Baseline Component Applicability tab of the Computer document displays a list of

Baseline Components that are applicable to the selected computer.
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Computer TESTING |

Edit Settings 3 Remowve From Database & Send Refresh
Summary Helevant Fidlet Messages (Z) | Applicable Tasks (30) | Relevant Baselines (1) | Baseline Companent Applicability | ¢

Select a Relevant Baseline

Aecaunting Baseline -
- — — ;
&l All Baseline Components (2] Mumber  Component Mame oF || R jup [
¥  Component Name l |
b |
v Component Group |
¥ Apphcability :
i
|
|

The components are listed by their number as defined in the Baseline, the name of the
component, the group it is associated with, and whether or not it is relevant to the specified

computer. Right-click the header to see what fields are available to display and sort by.

This dialog is available by selecting Computers from the Domain Panel navigation tree,
clicking a computer from the List Panel, and clicking the Baseline Component Applicability
tab.

Note: If the relevance of a component of a baseline changes, the baseline goes
out of synchronization and the message "Source Fixlet differs" is displayed close
to the component in the BigFix Console. When it happens, the Applicability of
the component of the baseline is unknown. The Applicability of a component is
also unknown when the component belongs to a site to which the computer is not

subscribed.

Baseline List and Document

A list of Baselines is displayed when you click Baselines, or any of its child nodes, from the

Domain Panel navigation tree.
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File Edit View Go Tools Help
8l Back ~ B Forward ~ |!ﬁ5huw Hidden Content| ¥ Show Mon-Relevant Content | & ¥ Refresh Cuni}
All Content < RBaselines |SEar|:h Bazelines ,D| J

@Nnn-hﬂasterﬂperatnrlix Marne Site Applicable Co...
ot er Operator !

3 @ Basel

BigCorp Accounting Base...  Master Action Site 3/3

ines (1)

A Baseline document is displayed in the Work Area of the Console when you click an item

from this list.

Baseline: MyCorp Accounting of B

& Take Action | . Edit | Copy “:Export | HideLocally Hide Globally | 3¢ Remove

Description .Details | Components Applicable Computers (3) | Component Applicability | Action History (D)

Description

This content is onented toward MyCorp's Accounting depart ments

Actions

® Click here to deploy this action group

At the top of the Baseline document you find the Baseline name and a toolbar containing

several tools:

« Take Action: Click this button to run the default Actions in this Baseline Group.

« Edit: Open the Edit Baseline dialog to make changes to this Baseline.

« Copy: Open the Create Baseline dialog to make and edit a copy of this Baseline.

« Export: Save this Baseline to import into another Console or deployment or to edit it in
an external editor.

« Hide Locally: Hide this Baseline from the Local Console.
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- Hide Globally: Hide this Baseline from all Consoles. It can be retrieved later by clicking
the Show Hidden Content button on the Console toolbar.

« Remove: Delete this Baseline from the database.
There are several tabs in a Baseline document. They include:

« Description: An HTML page describing the Baseline and a set of Actions
(implemented as links) that are designed to address the problem described.

« Details: An HTML page describing the Properties and Relevance clauses behind the
Baseline. At the bottom of the page is a text box to enter a comment to attach to the
Baseline.

« Components: Lists the Fixlet messages and Tasks that have been grouped into this
Baseline.

- Applicable Computers: Shows which subset of computer components this Baseline
targets. This tab also indicates the current count of Applicable Computers for instant
viewing.

« Component Applicability: Lists the numbered components of the Baseline. In the
Applicable Computer column, displays the number of computers where the Baseline
component is applicable and following the slash, the total number of computers
where the Baseline is applicable.

« Action History: Shows the history of any Actions that have been invoked by this
Baseline. This tab also indicates the current count of executed Actions for easy

viewing.
To display a Baseline list, click the Baseline icon (or any of its child nodes) in the Domain

Panel navigation tree.

A Baseline document opens whenever you click an item in a Baseline list.

Change Password

The BigFix Console allows you to change the password if you have the correct

authorization. Enter the current password, then enter and validate the new password.

Note: This dialog is not available if you are using NT Authentication.
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This dialog is available when you select File > Change Password.

Comments

BigFix Console Operators can make comments on most of the BigFix objects, including

Fixlets, Tasks, Actions, Computers, and so on.

These comments can be created whenever an object like a Fixlet is selected and displayed

in the main window. Here is how to create a comment for a Fixlet message:

1. Click the Fixlets and Tasks icon in the Domain Panel navigation tree.
2. Right-click a Fixlet and select Add Comment.

File Edit View Go Tools Help
wl Back v By Forward = | ) Show Hidden Content ¥ Show Non-Relevant Content | ¢ ¥ Refresh Console
All Content 4 Fixlets and Tasks Search Fixlets and Tasks p| m}
- G FiX|Et_5 and Tasks (1.977 * | Name g Applicable Co..  Open Action C... Category Download . *
S | £ 971029; Update for Windows Autorun Func., 1[ o =y Advis.. TI6ME |
Al 33) B Open  aNEe  SemRNRa
4 %;'] A:;::SS(QGJ 976749: Update for Intemet Explorer7 - Wi.. 1] pen 2,41 MB
g ﬁ Dot Eoant || | Adobe Flash Player - Disable Flash Player U... 3 | Copy Text uration <no downl
, &5 Wizards | || Adobe Flash Player Required - BES Console 1 Copy Text with Headers it <no downl
X ﬁ Custom Content Adobe Reader 11.0.08 Available - AdobeRe... 1 Select All y Update 231 MB
. || Adobe Shockwave Player 12.1.2.153 Availa... 1] 11,56 MB
5 Custom Filters :
1 Automatically Restart Stopped BES Clients .. 4] Slobalvithce t <no downh
> [ Computers (7) Y PP 1
Computer Groups (3) BES Client Setting: BESClientUl Enable Mode 4| Globally Unhide ent Sett.. <nodownh |
» iy Unmanaged Assets (20) BES Client Setting: Client Ul Balloon Mode ... 4 Locally Hide ent Sett..  <no downh
4 -33 Operators (8) BES Client Setting: Client UI Enable/Disable.. 4 Locally Unhide ent Sett...  <no downh
- B3 By Operator Type BES Client Setting: Client UI Minimum Anal... 7] ) ent Sett..  <no downl —
- E5 By LDAP Server HIP . = = Take Default Action... 5
» By Master O t | Add Comment...
g Bicj;::ﬂ g::t;:: Fixlet: 971029: Update for Windows Autorun Fundl = 0O
e — J* Take Action ~ | S Edit | Copy =% Export | | ek
......... ; Remove
=} All Content Description | Details I Applicable Computers (1 Create Custom Copy..
@ BigFix Management Export :
010 Patch Management Resesiation e TR bl
Microsoft has released an update Add To Existing Baseline... F § AutoPlay
@E; Systems Lifecycle from working with USB media.
Create New Fixlet...
» AutoRun entries were Dooulatedﬁ Gicate Blew Tk o and had a e
1977 items in list, 1 selected. Create New Baseline... T' as user 'Gabriella’

3. Type your comment into the dialog box that opens.
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Add Comment 'ﬂ ]

Add the fellowing comment to all currently selected iterms:

QK Cancel

4. Alternatively, you can double-click a Fixlet message, select the Details tab, and enter
your comment at the bottom of the page.

Similarly, you can attach comments to Tasks, Actions, Computers, and Analyses. These
comments can include keywords or operating notes. You might want to have special
information about certain computers, or usage pointers for special Tasks. This is a free-

form field, so you can make up your own rules for commenting.

To view an aggregated list of all comments, select View Recent Comments from the Tools

menu.
Recent Comments ]
Object Comment Console Operator Time Entered
Refer to new Admin Policy joe 111672011 3:02:48 PM
Made part of Client package joe 11672011 3.01:56 PM
Run on all Tokyo systems - 1/15/11 joe 1162011 3:00:22 PM

This dialog lists all the comments created to date, sorted by time-stamp, with the most
recent comments at the top. The name of the Console Operator responsible for the
comment is listed next to the description. Each comment contains a link that opens the
original object in the main window, allowing you to view the description and other aspects of
the object.
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Component Applicability Tab

The Component Applicability tab of the Baseline document displays a list of how many

computers have been targeted by the specific component.

Computer TESTING o O

Edit Settings 3 Remowve From Database o Send Refresh
Surmmary | Relevant Fixet Messages (2) | Applicable Tasks (30) | Relevant Baselines (1) | Baseline Component Applicability | +

Select a Relevant Baseline:

heccounting Baseline -

& All Baseline Components (2] Wumber Component Name up

Number
Component Name

Component Group

LR N S

Apphcability

The components are numbered, corresponding to their order under the Components tab.

Following the number is the name of the component and then the Applicable Computer
Count. This column is composed of multiple numbers in a form like '35/50 (4 unknown)'.
The first number is the count of computers where the component is applicable, the second

is the total number of computers targeted by the Baseline.

This dialog is available by choosing the Baseline icon in the Domain Panel navigation tree,

opening an item from the resulting List Panel, and clicking the Component Applicability tab.

Components Tab

The Components tab of the Baseline document displays a list of all the component Fixlet

messages and Tasks that have been grouped into this particular Baseline.
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Baseline: Default Client Baseline B‘
¢ Take Action | # Edit | Copy “5Export | Hide Locally Hide Globally | 3 Remove

Description | Details | Components .Applir_ahle Cermputers (0] i Component Applicahulit}'i Al

Component Group 1

+ BES Client Setting: Enable Auto
Relay Selection Action1 (Defauli)

+  BES Client Setting: Lock
Computer

» BES Cliant Setting: Enable
Command Polling Action3 (Defaul))

Find... 3 components in baseline

Click the links beneath each component to view the source Fixlet or Task, or to see the

actual code behind the Relevance statements and Action scripts.

The components of a Baseline are copies of the original Fixlet or Task, not pointers. As
such, if the underlying Fixlet or Task changes, the Baseline might become out of sync with
the original. If this happens, the message Source Fixlet differs is shown in the component
listing.

This dialog is available by choosing the Baseline icon in the Domain Panel navigation tree,

opening an item from the resulting List Panel, and clicking the Components tab.

Computer: Action History

The Action History tab provides a listing of all the actions that have been deployed on the

specified computer.
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Computer TESTING o O

Edit Settings )€ Rermove From Databace o~ Send Refrech

Summary ' Felevant Fodet Messages () i Applicable Tasks (30) | Relevant Baselines (1) | Baseline Component Applicabality Action History (2) | 4

a 3’ Action Histnrg.-' (2) Time lsgued . Shate CaEbiig Mame
?_I :?r: :‘"“ 5/6/2010 1:14:43 PM Open Completed Change Multiple Settings
'r: E:' S:tus 5/6/2010 8:50:20 AM Open Waiting Missing Office Web Components - BES Console -
4 N By ane

@ BES Support (1)

? Mlaster l:'_'I|:|v4:-rah:| Site (1)
5 By sued By
ES By Type

Note that unlike the general action list for all computers available from the main Actions

Tab, this list contains only actions targeted to the selected computer.
The Action History list has options similar to any Action List Panel.

To view more information about a particular action, double-click it. This opens the

corresponding Action document in the Work Area.

This dialog is available by choosing the Computers icon from the Domain Panel navigation
tree and then clicking a computer from the list. Then click the Action History tab in the

Computer document window.

Computer: Applicable Tasks

The Applicable Tasks tab of the Computer document lists all the Tasks that are relevant to

the selected computer.
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Computer TESTING o O

Edit Settings 3 Remove From Database o Send Refrech

Summary ' Relevant Fixlet Messages (2) | Applicable Tasks (300 | Relevant Baselines (1) | Baseline Component Applicablity i A2

- -._ Applicable Tasks (30 *  Mame Categany Site
ifl Sy Catagony Start Service Common Tasks  BES Support
<. ?F - b Restart Service Comrmon Tasks  BES Support
41 EE5 Sppont 8 Switeh BES Client Action Site Masthead - BES 7 Suppert BES Support
Ld By 'i_ZatEg e Force BES Clients to Run Relay Autoselection Support BES Support
4 & By Source Sevent: y

5 cUnspecified: TROUBLESHOOTING: Restart the BES Client Service Troubleshooti..  BES Support

i Low (5)

5l By Source
ESl By Source Release _

&) nr 3 £l m L}

This filter list is updated in real-time, refreshing its display as Tasks are reevaluated. You can
filter the list by clicking items in the left pane, and sort the tasks by clicking the appropriate

headers.
This dialog has the same options as any Task List Panel.

This dialog is available by clicking the Computers icon in the Domain Panel navigation tree
and then clicking a computer from the resulting List Panel. Then click the Applicable Tasks

tab in the Computer document window.

Computer Group: Action History

The Action History tab of the Computer Group document provides a historical listing of all

the actions that target any member of the specified computer group.
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Computer Group: Finance test group

7 Edit Copy “nExport | 3¢ Remove

Relevant Fixlet Messages (4] | Applicable Tasks (39) | Relevant Baselines (3)

o8

Action History (6] | Applicable Anabyse *

] 3‘»‘ Action History (6)
F ] 'El B:,.' Srate
4|3 Open4)
5] By Site
E5l By Issued By
B By Type
&> Expired (2)
Ea By Site
{5 By lssued By
5 By Type

Time Issued

1/16/2011 2:08:08 PM
1/16/2011 240738 PM
1/16,/2011 2406:51 PM
1/16/2011 1:31:53 PM

State
Cpen
Open
Open
Open

% Complete Mame L

Windows Firewall 1s |
Windows Firewall is |
100.00% [1/1) Windows Firewall is |
100.00% (1/1) BES Relay / BES Serve

This dialog has the same options as any Action History List Panel, but contains only those

Actions that are targeted to the selected Computer Group.

To view more information about a particular Action, double-click it. This opens the

corresponding Action document in the bottom panel.

This dialog is available by clicking the Computer Groups icon in the Domain Panel

navigation tree and clicking a Computer Group from the resulting List Panel. Then click the

Action History tab in the Computer Group Work Area.

Computer Group: Applicable Analyses

The Applicable Analyses tab of the Computer Group document provides a listing of all the

Analyses applicable to this group and allows you to filter them.
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Computer Group: Finance test group l:}
# Edit Copy SnEsport | 3§ Remove

Applicable Tasks (39) | Relevant Baselines (3} | Action History (6) | Applicable Analyses (7)

[

o E Applicable Anatyses (7) Status Mame

4 &5 By Status
= —— Mot Actrvated Bandwidth Throtthng Status
;" N.; tl:? :d s T:I [dﬁ_:r *| Not Activated BES Component Versions
Mot Acmtee®) | Mot Activabed BES Health Checks Analysis

A Ry S Not Activated BES M t Right
&L BES Support (6] Nn ; va E:l et Tna?:en:zn] rlg 5 .
’i. Master Action Site [ ot Actniate lelay Cache Information

£5) By Activated By Mot Activated BES Relay Status

& um 13 Ll 2])

Site

BES Support
BES Support
BES Support
BES Support
BES Support
BES Support

This dialog has the same options as any Analyses List Panel.

To view more information about a particular Analysis, click it. This opens the corresponding

Applicable Analyses document in the bottom panel.

This dialog is available by clicking the Computer Groups icon in the Domain Panel

navigation tree and clicking a Computer Group from the resulting List Panel. Then click the

Applicable Analyses tab in the Computer Group document window.

Computer Group: Relevant Baselines

The Relevant Baselines tab of the Computer Group document provides a listing of all the

Baselines that have been deployed on the specified Computer Group.

Computer Group: Finance test group = B
# Edit Copy ZnEsport | 3 Remove
Applicable Tasks (39) | Relevant Baselines (3] | Action History (8) | Applicable Analyses (7) g '
| « __l_] Relevant Baselines (3) Mame Sike
=
4% '£}E;EM&3 WyCorp Accounting Master £
[ Meastac chion S £5) Client Baseline Master 2
Default Client Baseline Master £
& m L3




Console Operator’s Guide | 15 - The Dialogs | 213

This dialog has the same options as any Baseline List Panel, but contains only Baselines
targeted to the selected Computer Group.

To view more information about a particular Baseline, double-click it. This opens the

corresponding Relevant Baseline document in the Work Area.

This dialog is available by clicking the Computer Groups icon in the Domain Panel
navigation tree and clicking a Computer Group from the List Panel. Then click the Relevant

Baselines tab in the Computer Group Work Area.

Computer Group: Computers

The Computers tab of the Computer Group document provides a listing of all the computers

that have been manually selected to be a part of the specified Computer Group.

Computer Group: Finance test group = 0

# Edit C | t | 3 Remowve

Description | Computers (2) | Relevant Fixlet Messages () Applicable Tasks (39) | Relevant Baselines *

# @ Computers (2) Computer Ma... OS CPU Last Report
i TESTING Win? 617600 1000 MHz AM...  1/17/2011 ¢
# 5 By Group T YD hflar s ALt P :
W Bucket Group (0
g-i"* Finance test group (2)] [ﬁ\1

‘-";., Legacy Group (1)
& Tokyo Accounting (1)

:\-",. Win 7 Grnup |_1 ] o 4] ]

This dialog is displayed only for Manual Computer Groups. It has options similar to other
Computer lists, but contains only computers belonging to the selected Manual Computer
Group. Note that the number of reporting computers is available in the tab itself, for viewing

at a glance.

To view more information about a particular Computer, double-click it. This opens the

corresponding Computer document in the bottom panel.

This dialog is available by clicking the Computer Groups icon in the Domain Panel
navigation tree and clicking a Manual Computer Group from the List Panel. Then click the
Computers tab in the Computer Group Work Area.
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Computer Group: Description

The Description tab of the Computer Group document provides information about a

selected Computer Group. Below is the dialog for an Automatic Computer Group.

Computer Group: Tokyo Accounting =0
# Edit Copy ‘:Export | 3 Remove

Description .Repnrting Computers (0] I Relevant Fixet Messages (D) | Applicable Tasks (0] J Relevant Baselines (0) | Action *

* Details

Type Automatic
Group 1D 00-53

Sila astar Action Site

This group includes computers with all of the fallowing properies:
Location contains "Tokyo™

Computar Name  contains "“acct-"

Relevance

*=

[veraion of client >= "£.0.0.0") AMD ((existcs trus whosze (if trues then
[exiate (((local time zome as string) as integer) /100 4+ 12) whose (it
as string as lowercase containas "Iokyo™ as lowercase)) elae falae))

AND (exists true whose (if true then (exists (computer name) whose (it
82 string as lowercase contains "scct-" a3 lowercase)) s=lss false)))

* Comiments

Console Operator  Time Entered B

It contains different information depending on whether the group is Automatic or Manual:

Automatic Computer Groups contain several sections:

« Group Definition: This is a listing of the properties that specify the inclusion of a
computer into the group. Each is a clause of the form <property> <relationship>
<value>. For example, OS contains "win", creates an Automatic Computer Group
consisting of Windows machines.
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- Targeting Relevance: This is the full Relevance expression that implements the
property evaluation described above. Click show indented relevance to see a
formatted version of the expression.

- Comments: This is a text box to enter a comment that is attached to the Computer

Group for other operators to view.

Manual Computer Groups only contain a Comment box. The information you enter here is
attached to this Computer Group and become available to other Console operators.

This dialog is available by clicking the Computer Groups icon in the Domain Panel
navigation tree and clicking a Computer Group from the List Panel. Then click the

Description tab in the Computer Group document window.

Computer Group: Relevant Fixlet Messages

The Relevant Fixlets tab of the Computer Group document provides a listing of all the Fixlet

messages that have been targeted to the specified Computer Group.

Computer Group: Finance test group =0

# Edit C - Euport | 36 Remove

Description | Computers ()  Relevant Fidet Messages (4] i Applicable Tasks (39) | Relevant Baselines (3) | Action History * °

4 Ok Relevant Messages (4) Mame Applicable Co.. Ope.. Category
Fi By ?EU'EE Severity BES Quick Reference - Evaluation 1/2 o Support
. .'_4; E} - - Evaluation in Restricted Mode 272 o Licensing
' élf:iirppcrt-l.] OFFICE: Office 2003 Deployment Control -- Init... 172 o Setting
= By Lategory Version of Dbmslpen.dll May Cause Handle Lea... 1/2 0 Suppaort

&5 By Source

L}T‘ By Source Release Dat

This dialog has the same options as any Fixlet List Panel, but contains only those Fixlet

messages targeted to the selected Computer Group.

To view more information about a particular Fixlet message, double-click it. This opens the

corresponding Relevant Fixlet message document in the Work Area.
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This dialog is available by clicking the Computer Groups icon in the Domain Panel
navigation tree and clicking a Computer Group from the List Panel. Then click the Relevant
Fixlets tab in the Computer Group Work Area.

Computer Group List and Document

A list of Computer Groups is displayed when you click Computer Groups, or any of its child

nodes, from the Domain Panel navigation tree.

File Edit View Go Tools Help
o Back = Forward v| % Show Hidden Content +" Show Mon-Relevant Content , Refresh Consﬁ

All Content « Computer Groups  [Search Computer Groups
",
. @ Baselines (1) - |- — Site l
- [g» Actions (5) r
external group Manual :
= __ | Win group ; _Automatic Master A:(
. - _ lEE M group Automatic Master Actigg
|| Ggrou Automatic Master A
.k sole 0 ) L= ! gronp : f
M',- = ."--\-.r‘ ‘-L*-‘."-r“*'--*-_.‘_' .‘#\_‘ ,\_r‘.\-._h#"

A Computer Group document is displayed in the Work Area of the Console when you click

any item from this list.
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Computer Group: Tokyo Accounting =B

55 Copr Dy | X emers >

Description Reporting Cnmpul‘..u!. 0 | Relevant Fixdet Messages (0] | Applicable Tasks (0) | Relevant Baselines (0) | Action *

* Details

Type Automatic

Group ID  D0-53

Site Master Action Site [
Definition

This group includes computers with all of the following properties

Location contains “Taokyo™

Computer Name  comtains “acct-"
Relevance
*=
[version of client >= "6€.0.0.0") AND ((exiscs crue whose (if true chen
[exiata [I:I.'LCC:'I.'_ Time ZONEe ag ATring) as l:lEEF:TE"_"]_"'_.:' + 12) whoae (1T
as string as lowercase containa "Iockyo™ as lowercasae)) elaes falae))

AND (exists true whose (if true then (exists (computer name) whose (it
Bz scring as lowercase containsg "accr-" as lowercase)) elss false)))

At the top of the Computer Group document is the name of the group. Under that is the
Computer Group toolbar. It includes:

« Edit: Open up a dialog that allows you to edit the criteria for this group.
« Copy: Create a copy of this group and edit it.

« Export: Save this group for editing by an external editor.

« Remove: Delete this group from the list.

There are several tabs in a Computer Group document, and they might differ according to
the group type. They include:

« Description: For an Automatic group, this tab displays the Group Definition (as a list
of property-associated Relevance expressions), the Targeting Relevance clause that
implements the group definition, and a comment box. For a Manual group, this tab
displays a comment box only.
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« Reporting Computers: Only displayed for Automatic groups, this tab is a list of the
computers that are currently considered members of the group, based on properties
and Relevance. This is a filter/list panel, allowing you to narrow down the list by
selecting from the filtering folders on the left side.

« Computers: Only displayed for Manual groups, this tab is a list of the computers that
have been manually selected to be members of the group. This is a filter/list panel,
allowing you to narrow down the list by selecting from the filtering folders on the left
side.

« Relevant Fixlet Messages: Lists all the Fixlet messages that apply to this Computer
Group.

« Applicable Tasks: Lists all the Tasks that apply to this Computer Group.

« Relevant Baselines: Lists all the Baselines that apply to this Computer Group.

« Action History: Lists all the Actions that target any member of this computer group.

- Applicable Analyses: Lists all the Analyses and allows you to filter them by Computer
Group.

To display a Computer Group list, click the Computer Groups icon (or any of its child nodes)
in the Domain Panel navigation tree.

A Computer Group document is opened whenever you click an item in a Computer Group
list.

Computer Group: Reporting Computers

The Reporting Computers tab of the Computer Group document provides a listing of all
the computers that have been automatically chosen to be a part of the specified Computer

Group because of their property values.
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Computer Group: Bucket Group u" D
# Edit Copy “uExport | 3 Remove

Description | Reporting Computers (1) | Relevant Fidet Messages (2) | Applicable Tasks (33) | Relevant Baselines (3] | Action History [0)

# [ By Retrieved Properties * ComputerMa.. 0§ b’CF'L.' Last Report Ti..  Locked
& By Computer Name BIGDOG Win7 617600 3000 MMz Cor...  1/17/2011535... Mo

-
4 & By 05
@ Win7 6.1.7600 (1)
By CPU
By Last Report Time
By Locked
By BES Relay Selection Methed
By Relay
By User Mame

DD

OO

This dialog is displayed only for Automatic Computer Groups. It has the same options as
any Computer List Panel, but contains only computers reporting to the selected Computer
Group.

To view more information about a particular Reporting Computer, double-click it. This opens

the corresponding Computer document in the Work Area.

This dialog is available by clicking the Computer Groups icon in the Domain Panel
navigation tree and clicking an Automatic Computer Group from the List Panel. Then click
the Reporting Computers tab in the Computer Group Work Area.

Computer Group: Applicable Tasks

The Applicable Tasks tab of the Computer Group document provides a listing of all the

Tasks that are applicable to one or more computers in the specified Computer Group.



Console Operator’s Guide | 15 - The Dialogs | 220

Computer Group: Bucket Group B
/# Edit Copy ' Export | 3 Remove

Relevant Fixdet Messages (2) | Applicsble Tasks (33) | Relevant Baselines (3) | Action History (0) | Applicable Analyses (5 *

4 ._”_l'_‘-, Applicable Tasks (33) ~  Mame Category Site *
4 & ByCategory BES Client Setting: Relsy Salection Controls BES Client Sett... BES _
%i EES et Setting £ BES Client Setting: Enable Debug Logging BES Client Sett... BES 1

_ﬁ E:;::r[';““ @) |3l Bes Client Setting: Communication Method BES Client Sett...  BES

g : BES Client Setting: Download Throttling BES Client Sett.. BES

iy Troubleshooting () : ) i 4

B Upgrade (1) BES Client Setting: CPU Usage BES Client Sett.. EBES

;:l By Site BES Client Setting: Client Ul Balloon Mode Selection BES Clisnt Sett.., BES

5] By Source Severity Enable BigFix Client Interacting with Desktop BES Client Sett..  BES
- . o T RES Client Sething: Frcrented Rennrts BES Client Sett.  RES 7

El m ¥ 4 m 3

This dialog has the same options as any Task list. Click any header to sort the list.

To view more information about a particular Task, double-click it. This opens the
corresponding Task document in the Work Area.

This dialog is available by clicking the Computer Groups icon in the Domain Panel
navigation tree and clicking a Computer Group from the List Panel. Then click the
Applicable Tasks tab in the Computer Group Work Area.

Computer List and Document

A list of Computers is displayed when you click Computers, or any of its child nodes, from
the Domain Panel navigation tree.

File Edit View Go Tools Help
g Back ~ By Forward = | % Show Hidden Content #" Show Mon-Relevant Content eﬂefresh Conso

All Content ¢ Computers Search Computers ful i
4 (T3 Computers (3) || ComputerN... 0S CPU Last Report Ti..’
roperiie s B Win7 61.76.. 2400 MHz AM...  5/22/2010 4:10... &

4 @ By Group MOMMA WinXP Med... 3400 MHz Pen..  5/21/2010 8:40..%,

ﬁ_ external group (2)
% G group (2)

R - Lt PP ST S SN ¥ N

BIGDOG inVista6.... 3000 MHz Cor...  5/22/20104:12...
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A Computer document is displayed in the bottom window of the Console when you click any

item from this list. Click the Summary tab to see essential information about this computer.

Computer: TESTING o £
Edit Settings € Remove From Database & Send Refresh

Summary | Relevant Fxlet Messages (2) | Applicable Tasks (33) | Relevant Baselines (3) | Baseline Component Applicability | L2

-

* Computer Properties -
Core Properties

15 Win7 &.1.7600
CPU 1000 MHz AMD Athlon{tm) 64 X2 Dual Core Processor 5000+

DNS Namea Testing
P Address 192 168 1.5
Pvia Address 2002-ae64-1468:0:9917 - 2bal: debd: Becf

2002-3e64:1468:0:54c8 68T ebf 2eel
Te80:0:0:0:9917-2bal-de59-Becf
Last Reported 11772011 7:37:23 PM

LOCKEd Ma

BIOS 12/09/06
Free Space on System Drive 8292 MB

Here you find the name, information about the processor, and operating system. Scroll down
to see more information, including how many Fixlet messages are relevant to this computer

and how many actions are open.

There are several tabs in a Computer document. They include:

- Summary: Displays a list of properties that are being retrieved from this computer,
as well as the Client Relay Status, Group Memberships, Custom Sites, Settings, and
Comments.

« Relevant Fixlet Messages: A list of the Fixlet messages that are currently relevant on

this computer. These can be narrowed down using the filter tree in the left panel, then
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sorted by clicking the column headers. The current number of relevant messages is
indicated in the tab itself, so you can see it at a glance.

« Applicable Tasks: Lists the Tasks that apply to this computer. The current number of
tasks is indicated in the tab.

« Relevant Baselines: Lists the Baseline items (Fixlets and Tasks) that have been
assigned to this computer. The current number of baselines is indicated in the tab.

- Baseline Component Applicability: Shows which components of specified Baselines
are applicable to this computer.

« Action History: Shows which Actions have been applied to this computer. The current
number of Actions is indicated in the tab.

- Management Rights: Displays the names of the authorized operators for this

computer. The current number of operators is indicated in the tab.

A computer list is displayed when you click the Computers icon (or any of its child nodes) in

the Domain Panel navigation tree.

A Computer document is opened whenever you click an item in any list of Computers.

Computer: Management Rights

The Management Rights tab of the Computer dialog lists the operators who are currently

granted management rights to apply actions to the specified computer.

Computer BIGDOG = O

Edit Settings 3¢ Remove From Database & " Send Refresh

Baseline Component Applicability | Action History (0) | Management Rights (3] o 2
4 ?} Users Granted Ma| Name Master Operator Last Login Time -
« & ? "‘:I“ter 0P| 1oe Ves 1/16/2011 2:34:15 PM
f vD I:I?;l]] Kat Yes 12/1/2010 9:26:56 PM E
S Sue Ves 12/1/2010 9:36:20 PM
4 I [ 2 4 I F
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You can filter this list by using the filter tree in the left panel. The list has three headers that

you can use to sort the list:

« Name: The name of the Console operator who has been granted rights.
 Master Operator: A Yes or No flag that indicates if the rights manager is also a Master
Operator.

« Last Login Time: The last time this operator logged in to the BigFix System

This dialog is available by clicking the Computers icon in the Domain Panel navigation tree
and then clicking a computer in the resulting List Panel. Then click the Management Rights
tab in the Work Area below.

Computer: Relevant Baselines

The Relevant Baselines tab of the Computer document lists all the Baselines that are

applicable to the selected computer.

Computer: MOMMA = O

Edit Settings 3 Remove From Database & Send Refresh

[ Summar}r.f Relevant Fixlet_Mess_ages_{l] | Ap_plicahle_Tas_ks {33]; Relevant Baselines (1) 4 ,.-

?E]RelevantBaselinesﬁl] Mame Site Applicaiﬂle
BigCorp Accounting Base... Master Action Site 3 /3

This filter/list is updated in real-time, refreshing its display as Baselines are reevaluated. The
number of Baselines that are currently relevant is listed in the tab itself for easy viewing.
Because Baselines contain content such as Fixlets that are targeted to computers based

on relevance, different Baselines might apply to different computers, depending on current
applicability.



Console Operator’s Guide | 15 - The Dialogs | 224

This dialog has the same options as any Baseline List Panel, and can be sorted by the same

headers. You can open and view individual Baselines by double-clicking them from this list.

This dialog is available by clicking an item in any Computer list. Then click the Relevant
Baselines tab in the Computer Work Area.

Computer: Relevant Fixlet Messages

The Relevant Fixlet Messages tab of the Computer document lists all the Fixlet messages
that are relevant to the selected computer.

Camputer BIGDOG o 0

Edit Settings )€ Remove From Database & Send Refresh

Summary Relevant Fixlet Messages (4) | Apphicable Tasks (32) | Relevant Baselines (1) | Baseline Component Applicabilty |, *

« 35 Relevant Messages (4] * | Mame Source Severity | Site
':' E" icuru Severity Adminestrative Login Needed Important BES Support
2o b ET:SS SR Windows: Firewall is Blecking BES Traffic - Win... Important BES Support
4 iR augpm J 5 e Restart Meeded Moderate BES Support
5l By Source Sever
-l ¥ : Restart Meeded - Not Triggered by a BES Action  Moderate BES Support

Bl By Category
4 &l By Source
Ay BigFix (4)

e By Source Relesse Date ™ 1

This filter list is updated in real-time, refreshing its display as Fixlet messages are
reevaluated. The number of Baselines that are currently relevant is listed in the tab itself for

easy viewing.

This dialog has the same options as any Fixlet List Panel and can be sorted by the same
headers.

This dialog is available by clicking the Computers icon in the Domain Panel navigation tree
and clicking a computer from the List Panel. Then click the Relevant Fixlet Messages tab in
the Computer Work Area.

Computer Subscriptions Tab

The Computer Subscriptions tab of the Sites document lets you establish criteria for
subscribing Clients to the specified site.
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External Site: BES Asset Discovery = O

ﬂﬂave Changes Discard Changesl Gather 3¢ Remove

| Details | Computer Subscriptions | Operator Permissions|

The following computers will be subscribed to this site:
71 All computers

71 Mo computers

i@ Computers which match | any ¥ | of the conditions below

IGS vl ’ccrntains vl Win D E]
’Lucatinn v] ’cnntains vl Ttaly D

There are three buttons available for external sites.

« All computers. Subscribe all available clients to the specified site.

» No computers. Do not subscribe any clients to the site.

« Computers which match... Set criteria for subscription based on client properties.
This is a flexible technique to subscribe only those computers that satisfy the
properties you specify in a property / operator / value trio. You can select any or all
from the pull-down menu to OR or AND the criteria together. Use the plus button to

add another criterion and the minus button to delete one.
For custom sites, there is another button.

- Computers subscribed via ad-hoc custom site subscription actions. With this
option all computers start out unsubscribed. To subsequently subscribe a computer,
you must display the list of computers (click Computers from the Domain Panel
navigation tree) and then right-click the set of computers you want. From the context
menu, select Modify Custom Site Subscriptions.
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File Edit View Go Tools Help

s Back ~ By Forward = | % Show Hidden Content #" Show Mon-Relevant Content

All Content « Computers

Search Computers

F‘ll

Last Report Ti.. LJ

b % Fixets and Tasks I:: CDmleter M. 05 CPL
s Basrallnes 1) CTECTING = bN.;.
’ . - = . MOMMA it ?
il omputers
el || BIGDOG v e 5.

- 4 | I Copy Text with Headers

s ﬁ B}r GFDLIFI 2 |- i—
> E Computer Groups Computer TESTIN Select All H

» Eb Analyses (12)
[> @ Console Operator
4 [E Sites (14)

> (B Custom () =

Edit Settings ¢ F

Summary | Rele

~ > [ External (12)
Tt gl ate

Edit Computer Settings...

Modify Custom Site Subscriptions...

Add Comment...

Remove From Database...

». r—hum.m‘ HJ* ‘r‘-x"w-\."\l

g

From the resulting dialog, select sites to subscribe or unsubscribe.

-

Modify Custom Site Subscriptions

e |

(@ Subscribe selected computers to site:

’ BigCorp Dev Site

() Unsubscribe selected computers from site:

BigClorp Dev Site

I ok | |

Cancel

Only those sites where the ad-hoc option has been set are available for subscription in

the pull-down menu. Note that this dialog also allows you to unsubscribe computers

from an ad-hoc grouping.

This dialog is available by clicking the Sites icon in the Domain Panel navigation tree,

clicking an item from the resulting List Panel, and then clicking the Computer Subscriptions

tab.
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Computer: Summary

The Computer Summary tab lists several items of interest, including Properties, Relay

status, Grouping, Custom Sites, Settings, and more.

Computer: TESTING .l

Edit Settings ) Remove From Database & Send Refresh

Surnmary . Relevant Frlet Messages (2] | Applcable Tasks (33) | Relevant Baselines (3) | Baseline Component &

* Computer Properties

Core Properties =

Actwve Dectory Path

035 WinT 6.1.7T600

CPU 1000 MHz AMD Athlonitm) 84 X2 Dual Core Processor 5000+

DMS Name Testng

P Address 192 166.1.5

Pl Address 2002:ae64:1468.0:9917 2bal: de55: Becf
20023064 1468:0:54c8 6adT ebf 2eal
fed0:0:0:0:9917-2ba0-deb9 fecf

Last Reparted 172011 T:52-30 PM

Locked Mo

Custom Properties

BIOS 12/09/06
Free Space on System Drve E28T MB
Location [

RAM 2048 MB
Subnet Address 152.168.1.0
Total Size of System Drve 142250 MB

Scott

~ Client Relay Status

The Properties section of the Summary lists various properties of the given computer,
derived from Relevance Expressions. These properties help you define subsets, sorting
fields, reports, and grouping criteria for the various client computers under your

administration.
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Note: The BigFix Console summary displays no more than 1000 lines for multi line

properties.

The default properties include, but are not limited to:

Core Properties

« Active Directory Path: The position of the BigFix Client within the Active Directory
hierarchy.

« 0S: The operating system of the given computer.

« CPU: The speed and type of CPU.

« DNS Name: The name of the computer.

« IP Address: The current IP Address of the computer.

« IPv6 Address: The version 6 IP Addresses of the computer

- Last Reported: The time that the computer last reported.

* Locked: The locked status (Yes or No) of each computer.
Custom Properties

« BIOS: The version and date of the Basic Input/Output System.

« Free Space on System Drive: How much space is available on drive C of the given
computer.

« RAM: The amount of RAM in the given computer.

« Subnet Address: The subnet IP Address of the given computer.

- Total Size of System Drive: The total size of the drive containing the operating system
on the given computer.

« User Name: The name of the BigFix Client user.

You can find out more about these predefined properties in the sections on computer

properties and Relevance Expressions.

Scroll down to see the other sections of the Computer Summary.
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Edit Settings 3 Remove From Database » " Send Refresh

Summary | Relevant Fidet Messages (2) | Applicable Tasks (35) | Relevant Baselines (3) | *

Computer: TESTING o B

* Client Relay Status

This computer is a Trvoli Endpoint Manager root senver

* Computer Group Memberships
Manuzl Group  Finance test group

Manual Group  Win T Group

+ Subscribed 5ites

BES Asset Discovery
BES Inventory and License

|« i ¥

- Client Relay Status identifies the status of the chosen computer as a Server, Relay, or

Client.

« Computer Group Membership lists any groups, automatic or manual, that this

computer is a member of.

- Subscribed Sites lists any Sites that this computer is subscribed to, including external

sites, operator sites, and custom sites.

The following sections contain a list of Settings for this computer, including Client, Relay,

Server, Gather, and WebReport settings and the versions of the BigFix software running on

this computer.
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Computer: TESTING =B

Edit Settings 3 Remove From Database « " Send Refresh

Summary  Relevant Fidlet Messages (2) | Applicable Tasks (35) | Relevant Baselines (3) | Baseline Companent Applicability | Action Histor *

* Client Settings

_BESChent_LastShutdown_Reason Service manager shutdown request

C:\Program Files (x86)\BigFix Enterprise'\BES
Client\_ BESData' Global\Upload

_BESChent_UploadManager_BufferDirectory

BESGather Comm_UseDownloadSenvice 1 i
_BESGather_ Comm_UseUrdMoniker 1
_BESGather Download CachelimitMB 1024
_BESGather_Download_CheckinternetFlag 1
_BESGather_Download_CheckParentFlag 0 |
] (] 3

At the bottom of the page is a text box where you can enter comments that to be attached

to this computer for future reference.

This dialog is available by clicking the Computers icon in the Domain Panel navigation tree
and clicking a computer from the right-hand List Panel. Then click the Summary tab in the
Computer Work Area.

Connect to Database

The Connect to Database dialog opens when you start the BigFix Console.

Database: | bfenterprise w4

Username:  joe

Password: MT Authentication

Ok l ’ Cancel
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It lets you select which Database you want to manage.
Database: Select a database from the pull-down menu.

Username: Enter the user name that allows you to access the database. The set of allowed
users is maintained by the BigFix Site Administrator using the BigFix Administration Tool.

Password: Enter the password that corresponds to the user name above. In some cases, NT

will authenticate for the user. If this is the case, the password box is grayed out.

This dialog is available when launching the BigFix Console.

Console Operator: Assigned Roles Tab

The Assigned Roles tab of the Operators window allows you to associate roles with the
specified Console operator.

File Edit View Go Toels Help
= Back = Forward = | ) Show Hidden Content " Show Non-Relevant Content | 5 ¥ Refresh Console
All Content 4 Operators Search Operators ,Ol ||
g vrreurus
- ] Custom Content “ | Name Last Login Time Operator Type =
£ Custom Filters [EMAdmin 08,/09/2014 17:02:48 Local
; 'F':@ Computers (7) Fabig 26/08/2014 15:44:59 Local
i@ Computer Groups (3) p (Winpatch) 19/08/2014 15:48:09 Local -
= u-a-mj“' s \ i b
ZE: Console Operator: Winpatch = 0

; By-Sperator Type
> E5] By LDAP Server

- £ By Master Operator
» £ By Custom Content
> B2 By Computers

» ] By Sites

Ralee (11
1

@ BigFix Management
.I‘ Patch Management

@E Systems Lifecycle

B | | Details | Administered Comnputers (4) i Issued Actions (0) | Assigned Roles (2) | Sites (3) | Computer Assignments|

| BSa\re Changes Discard Changes | Reset Password 3¢ Remove

Assign Role Remove Role

jiLs [ By Login Permission > % Assigned Roles (2) | Name Master... Unmanaged.. Custom.. Sites Computers Operator
» [ Sites (22
LDAP(Di::'ectories ) TestRole  Ne Show None Yes 0 0 1
- TestRole2 Mo Show None Yes 0 0 0
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Click Assign Role to bring up a dialog with your currently unassigned roles listed for
selection. You can also delete roles from this operator by selecting them from the list and

clicking Remove Role.
Make sure to click Save Changes before you dismiss this window.

This dialog is presented when you select someone from the Operator list or when you create
an operator from scratch with one of the Operator creation commands available in the Tools

menu.

Console Operator: Details Tab

The Details tab of the Operators window lets you define the permissions for each operator.

Select an operator from a list and then click the Details tab.

Permissions
| Explicit Permissions | Effective Permissions
Master Operator Mo
Show Other Operators’ Actions Mo w Mo
Stop Other Operators’ Actions Mo
Can Create Actions Mo
Can Lock Mo W Mo
Can Send Refresh to Multiple Computers Mo
Can Submit Queries No W Mo
Custom Content Mo W Mo
Unmanaged Assets | Show Mone V| Show Mone

You also decide to influence the ability of the operator to trigger restart and shutdown as

Post-Action or to include them in BigFix Action Scripts.
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Restart and Shutdown [ ? ]

| Explicit Permissions | Effective Permissions
Post-Action Behavior IAIIDw Restart and Shutdﬂwn Allow Restart and Shutdown
Action Scrpt Commands |Allow Restart and Shutdu:rwnEl Allow Restart and Shutdown

Depending on the configuration that you set for a specific operator for shutdown and
restart, the radio button in the Take action panel might be disabled for that operator. This
configuration has no effect on actions with type other than BigFix Action Script.

You can also set permissions to access the BigFix user interfaces.

Interface Login Privileges

| Explicit Permissions | Effective Permissions
Can use Console IEE Yes
Can use WebUl Yes
Canuse RESTAPI | [Yes[V] Yes

Make sure to click Save Changes before you dismiss this window.

This dialog is presented when you select someone from the Operator list or when you create

an operator from scratch with one of the Operator creation commands available in the Tools

menu.

Create Role

This dialog allow you to add Roles to the Console that can then be shared by other

Operators.

To start specifying a role, select Tools > Create Role and enter a name for the role.
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Create Role @

Please enter the name of the role:

Finance Group|

| QK ‘ | Cancel

The rest of the definition happens through a tabbed document interface.

ol Patchies -

i Save Changes Discard Changes 3 Remave

Set the basic permissions for the role through the Details tab. Decide which computers will
be associated with this role using the Computer Assignments tab. You can select specific

users who will assume this role through the Operators tab. You can also add entire groups

of users with the LDAP Groups tab. Finally, you can assign specific sites to be the purview

of this role with the Sites tab.

This dialog is presented when you select Tools > Create Role.

Help for the BigFix Console

Show the help files for the BigFix Console.
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These online files provide a tutorial, a description of the program, and a full-text search

capacity.

This dialog is available by selecting:

* Help > Contents

Console Operator: Administered Computers

The Administered Computers tab of the Console Operator document displays a filter/list of

all the computers administered by the selected operator.

Console Operator: foe Blouwgh = B
||:”E e Charnges Discard Changes | Reset Password 3 Remove

Details | Administered Computers 3) | lssued Actions (0] | Assigned Roles (3) | Sites {17)

B it T |eomonaerbiced 08 oy
B AMDERSSC Win7 6.1.7601 1600 MHz Caor...
‘K BIGDOG Win? 6.1.7601 2000 MHz Cor...
‘B TESTING Win? 6.1.7601 2600 MHz AthL...

Note that the number of computers is displayed in the tab itself for viewing at a glance.

As with any Computer List Panel, you can filter and sort it by retrieved properties and
groups. This means you can use your own custom-created properties or groupings to parcel
out administrative rights. You might use a retrieved property, for example, to match up
specific applications to experts in your organization. Or you could connect departmental IT

managers to their own domains, automatically.

This list is similar to other computer lists in the Console, but it is specific to the selected

operator, letting you focus on one person at a time.

This dialog is available by clicking an operator from any Console Operator list and selecting
the Administered Computers tab.
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Console Operator: Issued Actions

The Issued Actions tab of the Console Operator document displays a filter/list of all the

Actions that have been deployed by the selected operator.

Console Operator: EvaluationUser =
||j:r e Charnges Discard Chenges | Reset Password 3 Rer

Details | Administered Computers (3) Issued Actions (3] | Assigned Rales (1) | Sites (17)

F lssued Actions (3) Time lssued State % Complete Marne
10/11/2011 11:54:12 AM Open 0.00% (0/1) Mozilla Fi
10/11/2011 11:53:09 AM Cpen 0003 [0/1) MSDE-041
10/11 /2011 11:52:39 AM Cpen 0.00% 0/1) Adobe Re

il | 3

At the top of the dialog is the name of the operator. As with any Action list, you can filter and
sort it by various properties, including State (open, expired) and Site. The current number of

issued actions for this operator is displayed in the tab itself for easy viewing.

This list is similar to other Action lists in the Console, but it is specific to the selected
operator, letting you focus on one person at a time. This interface also allows you to stop an
action if it hasn't completed. Right-click the action you want to stop and select Stop Action

from the pop-up menu.

This dialog is available by clicking an operator from any Console Operator list and selecting

the Issued Actions tab.

Console Operator List and Document

A list of Operators is displayed when you click Console Operators, or any of its child nodes,

from the Domain Panel navigation tree.
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File Edit Wiew Go Tools Helpi

e Back ~ W Forward « | #" Show Hidden Content ") Show Mon-Relevant Content
All E-E"M-_—'_"""\ “

pr{Search Console Operators

LY Ty U4

4 @ Console Operators (3) Mame Master Operator  Last Login Time
Mol By Macter O don No 5/18/2010 9:45:04 PM
b Ié 3‘;*—‘5 fj‘” joe Ves 5/19/2010 6:55:49 PM
. 'Z:: :_ SR ken 5/9/2010 3:10:03 PM
' ATI-VITUs IRITICE
. 3:11:4 PM
'»...nlgi i ,}9 Mﬂﬁﬂ

A Console Operator document is displayed in the Work Area of the Console when you click
any item from this list.

HE“" Changes Diccard Changes | Reset Password 9 Remove
e

| Administered Computers (3) | leswed Actions i) | Assigned Rales (1) | Sites (1) | Computer Assagnments

| Overviaw
Hams usefMOT
Usar Typa Lecal Console Operaior
Lasi Logn Time Hersar

) Abwaya allow this uses 16 log in
Access Restiction () Only sllew (his user to beg in when they s o meember of ot loast ome rola
) Dismdda this user's login

Pormissdons
| Exphen Pasvussions | Effsctins Padmupanag
Master Oparator Mo IE‘ Mo
Showw Oilver Opsralors” Aclions Mo IE‘ Yas
Can Crame Asticns Yos [:"] au
Can Lock Yes Yes
Can Send Relash 1o Malige Compatess b E Yas i
Cuidoen Cortent Ma I:] Wk
Unmanaged Assots Shiow None Bhavey Mone
| Restart and Shutdown | 2 ]

Explicit Parmissions | Effactios Paimninsions

Post-Action Behavior Allow Restart and SI‘IEI.IIIDWHE Allow Restar and Shutdewn

Action Seript Commands | | Allow Restart and Shuldown [w] | Allew Restan and Shutdown

[ istertace Login Privileges

Euplicit Parmissions Effecine Fermissions
Can uke Conacle YME Wid

Gan use REST AP Yﬂﬁ Yen
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At the top of the Console Operator document is the name of the operator. The tabs
underneath display at a glance how many computers are being administered by this

operator and how many actions this operator has issued.

The tabs in a Console Operator document include:

« Details: A window outlining the permissions for this operator, including master
operator, showing other operator actions, permissions to create action, to lock
computers, to send refreshes to computers, to manage custom content and list

unmanaged assets.

You also decide to influence the ability of the operator to trigger restart and shutdown
as Post-Action or to include them in BigFix Action Scripts. Depending on the
configuration that you set for a specific operator for shutdown and restart, the radio
button in the Take action panel might be disabled for that operator. This configuration

has no effect on actions with type other than BigFix Action Script.

You can also set permissions to access the BigFix Console and REST API.

« Administered Computers: A typical filter/list window containing all the computers
under this operator's administration.

« Issued Actions: Shows what Fixlet actions have been applied by this Console
Operator.

- Assigned Roles: Lists those roles associated with this operator.

- Sites: Lists those sites that can be administered by this operator.

To display this Console Operator list, click the Console Operators icon (or any of its child
nodes) in the Domain Panel navigation tree, then select an operator to view. After making

any changes, make sure to click the Save Changes button.

Create Analysis

The Create Analysis dialog lets you deploy your own custom Analyses to monitor and audit
properties across your managed network.
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You can create an Analysis from scratch or you can edit an existing custom Analysis by
selecting it from the list and choosing Edit > Edit Custom Analysis.

To create an original Analysis, choose Tools > Create New Analysis. The Create Analysis
dialog opens.

[ Create Analysis |sos (== @

T LT C st o Anakysis] Create in site | Master Action Site -

Description | Properties [ Relevance Create in domain: | All Content -

Description

<gnter a description of the analysis here>

® Click here to activate this analysis

J| Automatically activate this analysis after it is created.

oK ._ Cancel

There are three items at the top to help you identify your Analysis:

« Name: Enter the name of your custom Analysis.

« Create in site: From the pull-down menu, select a site (typically the Master Action
Site) to host the Analysis.

* Create in domain: From the pull-down menu, select the Domain you want to house the
Analysis.

Beneath these data fields, there are three tabs:
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« Description: Create a user-readable title and message to accompany the Analysis you
want to run. This is an HTML page, and you can use the text editing tools at the top to
adjust the look of your Analysis.

* Properties: Specify retrieved client properties for your Analysis. Click the Add
Property button, enter a name and a relevance clause. You can also specify an
evaluation period for this property.

« Relevance: Specify the target client computers for your custom Analysis using a
Relevance clause. The Analysis is applied to all computers where the Relevance

clause evaluates to TRUE.
At the bottom of this dialog is a check box:

« Automatically activate this analysis after it is created: Check this box if you want to
immediately propagate this Analysis when clicking the OK button. Leaving this blank

lets you describe your Analysis without actually activating it.

You can create a new Analysis by selecting Tools > Create New Analysis, or by right-clicking

in the Analysis window and selecting Create New Analysis from the context menu.

You can edit your existing custom Analyses by right-clicking on them and selecting Edit
from the pop-up menu.

Create Analysis Description Tab

The Description tab of the Create Analysis dialog lets you define the html page for your

custom Analysis.
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[ Create Analysis =] & ]

T LT C st o Anakysis] Create in site | Master Action Site -

Description | Properties | Relevance Create in domain: | All Content -

Description
<gnter a description of the analysis here>
® Click here to activate this analysis
J| Automatically activate this analysis after it is created.
OK . Cancel

Enter the description of your custom Analysis in the first box. You can customize the second

box as well, but the existing text is quite standard.

You can create a new Analysis by selecting Tools > Create New Analysis, or you can edit
a custom Analysis by right-clicking it and selecting Edit Custom Analysis from the context
menu. To clone and edit an existing Analysis, first right-click it, select Export from the

context menu to save it, then select File > Import to bring it back in for editing.

Create Analysis Properties Tab

The Properties tab of the Create Analysis dialog lets you define the properties you want to

analyze.
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:_1 Edit Analysis )
Marme Custom An ﬂl:,.'s 15 Create in site: blaster tion Site
- Create in domain: | All Content - |
Description | Froperties | Relevance
Name | Add Property
IntelCPU
Remove Property
HName IntelCPL
Relevance: exists cpo whose manufactourer of it contains "Intel™
Evaluate every Ewery Report -
| Automatically actrvate this anabysis after it is created.
i QK Cancel

This is the customized heart of the Analysis, and is not the same as the Properties tab of
the Fixlet, Task, or Baseline dialogs.

There are two buttons in the Property tab:

» Add Property. Click this button to add a new property to the Analysis. When you do,
the text areas below becomes editable and you can define the property.

« Remove Property. Highlight a retrieved property from this list to the left and click
Remove Property to delete this item from the Analysis.

After clicking the Add Property button, you must enter a Name for the property and a
Relevance statement to retrieve the information. For example, you might want to retrieve the
names of the administrators for each client. You might name the property "Client Admins"

and use a Relevance expression like "names of administrators of client".

You can also set the schedule for the analysis from the Evaluate every pull-down menu. The
default is to update the property value whenever a report is requested. But you can also set
it to any regular period between 5 minutes and 30 days.
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You can create a new Analysis by selecting Tools > Create New Analysis, or you can edit
a custom Analysis by right-clicking it and selecting Edit Custom Analysis from the pop-up

menu or from the Edit menu.

Note: If the result of the property used in your analysis exceeds 1024 characters, the
client considers it an error, and the BES Console will display "..." for that property on

the summary page for the computer.

Computers
Customn_Property

Computer Mame
< error>

s
[}

£

Computer:
Edit Settings x Bemove From Database t’:.,l Send Refresh

Summary  Relevant Fixlets and Tasks (157) Relevant Baselines (0) Ba

* Custom_Analysis

Custom_Property

Create Analysis Relevance Tab

The Relevance tab of the Create Analysis dialog lets you define a relevance clause to

determine the applicability of your custom Analysis to specific computers.
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Mame EigFix Cam ponernts Create in site
T Create in domain: | All Content b
E-E,;nptmn | Prnpcrﬂﬁ Relevance J
This analysis will be relevant on the following computers:
All computers
Computers which match the condition below
@ Computers which match all of the relevance clauses below
1. version of cliemt »= "L QW =] =
|
| & txue
|
I
J| Autormatically actrvate this analysis after it is ereated.
]

| QK | Cancel

You can choose from three relevance options:

« All computers: This is the default choice and analyzes the properties you specify on
all of the BigFix Clients in your network.

« Computers which match the condition below: When you select this choice, you can
select from several pre-defined properties to identify a subset of Clients for analysis.

« Computers with match all of the relevance clauses below: This choice lets you
specify a computer with a custom relevance statement. This is the most powerful of

the available choices, and lets you easily narrow down the computers to analyze.

You can create a new Analysis by selecting Tools > Create New Analysis, or you can edit
a custom Analysis by right-clicking it and selecting Edit Custom Analysis from the context
menu. To clone and edit an existing Analysis, first right-click it, select Export from the

context menu to save it, then select File > Import to bring it back in for editing.

Create Automatic Computer Group

This dialog allows you to create rules that automatically enlist specific computers in a

group.
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Create Automatic Computer Group lﬁ

Group name:  Tokyo Accounting
Create in site: | Master Action Site = | Createin domain: | Al Content -
Include computers with all = | of the following properties:
| Location = :cnrrtains . Tokyo ke m
I r 3 f 9
Computer Name + | | contains »| acc P

[ Create . Cancel

It has the following parts:

« Computer Group Name: This is a text box to enter the name of your group. This is
listed in the name column of any computer group listing.

* Create in site: This is a pull-down menu listing the site you want to host the computer
group.

« Create in domain: This is a pull-down menu listing the domain you want to host the
computer group.

» Include computers with [any/all of] the following property: This option lets you
specify a condition that must evaluate to true before the computer becomes a
member of the group. If there is more than one condition, this option includes a pull-
down menu allowing you to use any or all of the conditions listed. Three fields are
used to define a condition:

> The retrieved property: select a property from the pull-down list containing
dozens of pre-defined retrieved properties. Note that there are two other options
at the top of this list.
= Select Relevance Expression from the top of the list, select is true or is
false from the relationship pulldown and then click the Edit Relevance
button to define a custom relevance expression to base your group on.
= Select Group Membership from the property list, select the desired
membership option, and then select a manual group from the pull-down
list to the right.



Console Operator’s Guide | 15 - The Dialogs | 246

> The relationship: Select from the four available comparison operators: contains,
equals, does not contain, and does not equal. Depending on the particular
retrieved property, there might be other relationships available.

> The value: Enter a value to be compared to the value of the retrieved property.
If the comparison is true, the Baseline becomes relevant on the specified
computer. For example, to create a group that automatically enlists Windows

computers, enter OS contains Win.

There are two buttons used to edit the list of conditions:

o Plus (+): Click this button to add a new condition to the list. When there are two
or more conditions, notice that the radio button above includes a pull-down
menu allowing you to trigger on any or all of the conditions in the list.

> Minus (-): Click this button to delete the condition associated with it.

Click OK and enter your password to propagate the new Automatic Computer Group to be

listed in the Computer Groups tab.

This dialog is available by clicking Create New Automatic Group from right-click context

menu in the Computer Groups tab or select Tools > Create New Automatic Group.

Create Custom Site

This dialog lets you name your own Custom Site.

i !
Create Custom Site Li_E—J

Please choose a name for the new Custom Site. Custom
Site narmes cannot be changed after they have been
created.

BigCorp Policy Site

Ok ] | Cancel
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Enter the name of your site and click OK. This opens the Custom Site dialog, where you can

finish defining your site.

To create a custom site, select Tools > Create Custom Site.

Create Fixlet or Task

The Create Fixlet and Create Task dialogs are similar and allow you to create or customize

a Fixlet or Task.

] Create Fidet =5 EoR ==
Mame: [Custom Fidet Creste in site: | Master Action Site 1'|
Create in domain: ’AIJ Content "]

Description _ﬂ..:tiqn.;| Relevan.:el Properties |

Description

<enter @ description of the problem and the comective action here>

Actions

® cn.:kib,mhu deploy this action,

0K Cancel

There are several tabs to help you define or edit your Fixlet or Task.

« Description: Enter your descriptive text in this box. You can use the text manipulation
toolbar at the top of the dialog to enhance the formatting.

« Actions: Define your action in this dialog. Use the buttons at the right to add, delete, or
change the position of the action. Below that is an area to customize the properties of

the action. Choose the Script Type from the drop-down menu. Below that is a text box
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where you can enter a new action script or modify the original. There are three check
boxes you can use to modify the action:
> This action is the default action. Click this box to create a default action.
> Include action settings locks. Click the Edit box to the right of this check
box to customize the action setting locks, including start time, end time,
day exclusions, and more. This panel also includes failure and reapplication
behaviors.
> Include custom success criteria, which allows you to specify the conditions that
define the success of the action.

« Relevance: Leave the default of applying to All computers, or click a different button
and enter a condition or a relevance statement in the dialog below. This is how you
target your Fixlet or Task to relevant computers. For more information about the
relevance language, see the Inspector Libraries.

* Properties: Set the properties of your Fixlet or Task, including the category, download
size, date, severity, and more. You can also include the SANS (SysAdmin, Audit,

Network, Security) or CVE (Common Vulnerabilities and Exposures) ID numbers.

You can create a custom Fixlet or Task by selecting Tools > Create New Fixlet or Task,
or you can edit an existing Fixlet or Task by right-clicking it from the List Panel and then

selecting Create Custom Copy from the context menu.

Description Tab

The Description tab provides an English-language description of the selected Fixlet, Task,

Analysis, or Baseline.
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Analysis: BES Component Versions o B
S Activate s Deactivate | # Edit |25 Export | Hide | 3 Remove

Description | Details | Applicable Computers (5)

Description

This analysis contains information about the different BES
component versions. This information 1s particularly useful after
performing BES upgrades.

After activating this analysis, you will see the following properties:

BES Cliant Version

BES Relay Version

BES Console Version

BES Server Version

BES API Version

BES Web Reports WVersion

& @ & & & &

® Click | to activate this analysis.

It typically provides one or more actions (in the form of links) that can be run to install a

patch, change a registry, update an application, run an analysis, and so on.

Click the link to deploy the action or analysis across your network. For Fixlet messages,
when an Action completes, the initiating Fixlet usually disappears because the problem
no longer pertains. Tasks, Baselines, and Analyses, on the other hand, continue to stay

activated until you terminate them.

This dialog is available by clicking a Fixlet, Task, Analysis, or Baseline icon in the Domain

Panel navigation tree, selecting an item from the List Panel, and clicking the Description tab.

Details Tab

The Details tab shows you the mechanics behind the selected Fixlet, Task, Analysis, or

Baseline object.
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Task: Restart Senvice H' D
& Toke Action = | 7 Edit | Copy % Export | Hide Locally Hide Globally | 3 Rernove

Descriptinn. Dretails Applicable Computers [5) | Action History (0}

* Properties .
(0] 447

Site BES Support

Category Common Tasks

Download Size <no download=

Source BigFix

Source ID <linspacified>

Source Severity Low

It includes several sections describing various aspects of the Fixlet message:

« Properties: As seen above, this section lists various properties of the Fixlet, Task, or
Baseline, including Category, Download Size, Severity, and more. These properties are
defined manually when the object is created.

« Relevance: This section displays the Relevance expressions that are used to

determine the relevance of an individual Fixlet message or Task.

Description Details | Applicable Computers (6) Action History (0}

* Relevance

Relevance 1

= =
version of client »>= "5,

Relevance 2

+=
name of operating system does not

in%" AND name of operating aystem !

Relevance 3

e
name of operating system as lowercase starts

i E Mppf e
WiTH
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This example has multiple statements that must all be true for the item to be
considered Relevant to any particular BigFix Client. For a Baseline, this is an ‘envelope'
expression that determines the overall relevance of the group. Only if the group is
applicable is the relevance of the constituent Tasks and Fixlets analyzed. This is
the core information for an Analysis, which evaluates the Relevance expression and
retrieves that value.

« Actions: This section displays the code to be run if an action is deployed from either a
Fixlet or a Task.

Descrption Details | Applicable Computers (5) Action History (0}

+ Actions

Action

Scri Type BigFix Action Script

action paramecter guery "ServiceName® with
description "Flease enter the service you would
like to restart:™ With default "<Enter Service
Hame>"

cantinue if {exists service who=ze (service name
of it as lowercase = (parameter "ServiceHams"
of action as lowercase) OR display name of it
a3 lowercase = (parametcer "ServicelName™ of
action as lowercase))}

delete appendfile
delete netgquiet.bat

waithidden "{pachname of clisnc folder of

sice "BESSupporc™ & "\BunQuiet.sxe"}"
netquiet.bat stop "{parameter "ServiceName" of
action}®

delete netqguiet.bat

Success Criteria

This action will be considered successful when all lines of the action
scrpt have completed successfully -

« Comment: This section lets you attach comments to the Fixlet, Task, or Baseline.
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Description | Details | Applicable Computers (6) | Action History (0)

* Comments
Comment Console Operator  Time Entered

Mo comments

| AddComment

This dialog is available by clicking a Fixlet, Task, Analysis, or Baseline icon in the Domain
Panel navigation tree, selecting an item from the resulting List Panel, and clicking the
Details tab.

Edit Actions Tab

The Actions tab of the Creation/Edit dialogs lets you create Actions for your new or

customized Fixlet or Task object.
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1 Create Task = a *
Mame: | BES Server Setting: Throttle Outgoing Download Traffic Create in site: | Master Action Site v
Create in domain: | All Content w
Description  AClOnS Relevance Properties
Content ID Script Type Default Action Custom Settings  Custom Success .. Add
Action] BigFix Action Scr—
o SRS : Delete
Action2 BigFix Action Scr—
Link3 URL Move Up
Maove Down
Action Properties
Action Action [[] This action is the default action
Script Type: BigFix Action Script b [JInclude action settings locks Edit
[ includie custom success criteria Edit.
Action Script:
1l action parameter query = _BESRelay HTTFServer ThrottleBFS"™ with description "Flease enter the limit on a
lug 13 moT Betwesn 1 and max LnTeges
4| econcinae Lf (paramecer ® BESRelay HITPServer ThrottleKBPS®
€ secting "_BESRelay MITPServer ThrottleXBES=="{paramecer " _BESRelay MITPServer ThrottleMBFS™ of action
8 if (mame of operatis "Wy
dos net avop BESRootServer
dos net start BESRootServer
11| elseif {na=me of operating system starts with "Linux™
2 wait Sfeccfinit.dfbesserver ITop
wait femcfinit.d/bespesver STAIT_skipclisntIestat
14 &lae
15 continue ir
1€ endif
17| paramecer "waitTime" = ®(appazent regiscraci SEIvEr TiEme}" W
£ »

The Actions you create here become the clickable links in the finished Task or Fixlet, and
they are deployed on the appropriate computers of your network. The Actions are listed in
their display order at the top of the dialog. To the right of the list is a set of buttons:

« Add: Click this button to create a new Action. It creates a new numbered entry in the
top list and opens a blank text box for you to write your Action script.
« Delete: Select an item from the list and click this button to Delete it.
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» Move Up: Moves the selected Action up in the list, meaning that it is displayed earlier.
« Move Down: Moves the selected Action down in the list, meaning that it is displayed
later.

For each Action, you can edit the type, certain settings, and the script itself.

Action Properties

Action Mame:  Action3 [¥] This action is the default action

Script Type: BigFix Action Script = [#]Include action settings locks

BigFix Action Script
AppleScript

L sh
_ [ f entglURL

[]Include custem success criteria Edit..

Action Script:

Select an Action Script Type from the pull-down menu. Among the choices are:

« BigFix Action Script: This is a cross-platform scripting language, and is the default
scripting type.

- AppleScript: This is the scripting language of choice for managing Macintosh
computers.

« sh: This is shell script as used by a UNIX system.

« URL: This is a URL pointing to an appropriate script or informational web page. When
an Action is created as a URL, it is listed as a numbered Link.

« PowerShell: Starting from version 10.0.4, BigFix gives you the possibility to run
PowerShell scripts too.

You can run on a selected Windows Client the script that you write in the Action Script
text box. The script runs on the PowerShell installed by default by your Windows
operating system in the C. \ W ndows\ Syst en82\ W ndowsPower Shel [\ v1. 0
directory, if available, or in C: \ W ndows\ Sys\WOW64\ W ndows Power Shel |\ v1. 0.

The script is executed by default using the -ExecutionPolicy

Bypass option. To avoid using this option, you can use the
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_BESC i ent _Power Shel | _Di sabl eExecPol i cyBypass client setting described in the
Miscellaneous section of the List of settings and detailed descriptions page.

Since they are executed in hidden mode, PowerShell scripts requiring user interaction
or showing pop-up windows or dialog boxes are not supported and might cause the

action to remain in running status or the script to display an error in the log file.

There are some more properties you can use to modify any Action.

Action Properties

Action Mame:  Action3 [¥] This action is the default action
Script Type: BigFix Action Script - [#]Include action settings locks Edit...
BigFix Action Script I W \ o =
: | "] Include custom success criteria E
Action Script: AppleScript |
: s

Check one or more of the following boxes to customize each action:

« This Action is the default Action: Check this box to make the selected Action the
default for this group of Actions. Default Actions must be failsafe and simple,
making it reasonable to launch them unattended or to group them for simultaneous
deployment.

* Include Action Settings Locks: Check this box to use custom settings and locks,
including display messages, users, execution behavior, and post-actions. Click the Edit
button to open the Action Settings dialog with a lock next to each item. Click the locks
to keep these values from being changed.

* Include Custom Success Criteria: Typically a Fixlet is designed so that completing an
Action makes it fail the initial Relevance test. Because this test is typically triggered by
a vulnerability, its failure indicates successful remediation, therefore causing the Fixlet
to disappear from the Console. However, you can select other criteria to establish
success by checking this box. Click the Edit button to open the Action Success

Criteria dialog and key in your alternative criteria.



Console Operator’s Guide | 15 - The Dialogs | 256

In the bottom text box, enter the actual text of the Action Script. The style varies depending
on the script type you chose in the previous section. Because they can be potentially
distributed to hundreds of thousands of computers, it is always advisable to test and test

again.

This dialog is available by clicking the Fixlet, Task, or Baseline icon in the Domain Panel
navigation tree. Right-click an item in the resulting List Panel and select Create Custom

Copy from the context menu.

Alternatively, select the Create item you want from the Tools menu.

Edit Baseline

The Edit Baseline dialog.

Baselines are groups of Fixlet messages, Tasks, and other Baselines that you want to run

with a single mouse-click.

| Edit Baseline el

RN Corp Accounting Createinsite: [ Master Action Site

[ I = Create in domain: | All Content -
Description | Compenents | Relevance | Properties .

Description

This content is onented toward MyCorp's Accounting depatments ‘

Actions

® Ciir_'k_"'ﬂ'ilm deploy this action group. |

QK . Cancel
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For example, a Baseline might be created to group all your application patches or security
issues together to ensure a common operating environment. You can create a Baseline

from scratch, or clone or edit an existing Baseline.

When you select this interface, you are presented with a dialog with three input items at the

top:

« Name: Enter the name of your Baseline.
« Create in site: From the pull-down menu, select a host site.

« Create in domain: From the pull-down menu, select a host domain.
Beneath these data fields, there are four tabs:

- Description: Create a user-readable title and description for the Baseline you want to
deploy.

« Components: Specify the components, namely the Fixlet messages, Tasks, and other
Baselines, that you want to group into this Baseline.

« Relevance: Create a relevance clause to target this Baseline to just the subset
of computers you want. Because each component of your Baseline has its own
Relevance clause, the default Relevance is set to TRUE.

« Properties: Specify certain properties for your Baseline, including category, source,

severity, and date.
To create a new Baseline from scratch, select the following:
» Tools > Create New Baseline

You can also customize an existing Baseline by selecting it from any Baseline list and then

choosing:
« Edit > Create Custom Copy

Alternatively, right-click in a Baseline list and select Create Custom Copy or Create New
Baseline from the context menu. Similarly, you can edit an existing custom Baseline by

selecting Edit Custom Baseline from the right-click context menu.
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Edit Components Tab

The Components tab of the Edit Baseline dialog lets you specify a group of Fixlet messages

and Tasks that you want to add to your Baseline.

' Edit Baseline =
Name: Client Baseline Create in sibe: | Master Action Site

: : : Create in dormain: | All Content =
Description Lomponents | Relevance | Properties

Component Group 1 [adit na

1
o

b EE% C:Ilerlt. _settlrlg: Relay Selection Controls Mo Ackan Selci

¢ BES Client Setting: Enable Debug Logging No Achion Selecied

1
o

1
o
ba ab a

¢ BES Client Setting: Communication Method Ma Aclion Selacted

& RERf Cliant Sattinn” | ark Cammatar -

Find... L 1E compenents in baseline

QK Cancel

Click the link to add components to group and then select Fixlets, Tasks, and other
Baselines to place into your group. Use the edit name link to name the group. You can place
all your components into a single group or click the add new component group link to add
structure to your Baseline. Click the red X to delete the associated component, and use the

up (*) and down (v) arrows to change the order of the components in the list.

Check the box next to Use custom action settings if you want to modify the Baseline Action

settings. Click the set action settings link to open the Action Settings dialog.

The components of a Baseline are copies of the original Fixlet or Task, not pointers. As
such, if the underlying Fixlet or Task changes, the Baseline might become out of sync with
the original. If this happens, the message Source Fixlet differs is shown in the component

listing.
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At the bottom of this dialog, there is a Find command that opens a dialog for you to enter a
search string and options such as match whole word, match case, and search direction. It

allows you to easily search through the components of your Baseline.

There is also a Sync All Components button. This forces all of your Baseline components to

sync up with the latest versions of their sources, in case they have changed.

To create a new Baseline from scratch, select the following:
» Tools > Create New Baseline

You can also customize an existing Baseline by selecting it from any Baseline list and then

selecting:
« Edit > Create Custom Copy

Alternatively, right-click in a Baseline list and select Create Custom Copy or Create New

Baseline from the context menu.

Edit Computer Settings

The Edit Computer Settings dialog allows BigFix Console operators to change certain
computer attributes on a single or specified set of computers, including locking, making the

client a Relay, pointing to Relays, and creating custom settings.

Note: If you select multiple targets, then you select their settings, and modify
the value of the password in some of their fields, for each target the product will

manage the modification according to what is supported by the level of the Client.

Note: When you use the Edit Computer Settings dialog with workstations V9.5 or
earlier versions, you must use only ASCII characters otherwise the Console might

not display correctly non-ASCII characters.
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Edit Computer Settings @

Settings iTarget Execution I Users ‘ Messages

Change the following settings:
[ Locking Status

Locked
Unlocked

[ Relay Selection Method
Automatically Locate Best Relay
Set Relays Manually

[ Primary Relay

_____

[ Secondary Relay

Main BigFix Server

[] Custom Setting

OK | [ Cancel

There are five tabbed dialogs on this panel to target and customize the settings for a

selected group of Clients:

« Settings: Displays a group of controls to edit computer settings, such as the locked
status, relays, and custom variables.

- Target: Displays a filter/list of computers that can be edited, filtered, sorted, and
grouped for specifically targeted settings.

« Execution: As with other Actions, you can limit the activation of the settings to
any schedule, keeping in mind that the Action might take some time to deploy.
When applied, the settings remain until removed. You can also specify certain user

interactions and add extra targeting based on the contents of retrieved properties.



Console Operator’s Guide | 15 - The Dialogs | 261

« Users: Allows you to specify whether or not you want a user to be logged on before
activating the settings.
» Messages: Allows you to issue a message to the BigFix Client before activating the

settings.

When multiple computers are selected, this dialog is available by right-clicking and selecting
Edit Computer Settings from the context menu (or select Edit Computer Settings from the
Edit menu).

Edit Description Tab

The Description tab of the Creation/Edit dialogs lets you describe your new or customized
Fixlet, Task, Analysis, or Baseline object.

« Enter a custom Description for the body of your descriptive message. Click the
description in the HTML page to modify it.

« Below the Description box is the text describing the Actions you can attach to this
Fixlet, Task, or Baseline. The Action is a clickable link in the Description page. Click

the text to modify it, although the default text is usually sufficient.

Note: For an Analysis, this link activates the retrieval of the specified
Properties. Activation involves the running of an Action, but in the case of an
Analysis, it is a benign Action that creates a property that can be read by the

Console.

This dialog is available by clicking the Fixlet, Task, or Baseline icon in the Domain Panel
navigation tree. Right-click an item in the resulting List Panel and select the appropriate
Create option from the context menu.

Alternatively, select the Create item from the Tools menu.
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Edit Fixlet Message

The Edit Fixlet Message dialog allows you to create your own custom Fixlet messages. You

can create a Fixlet message from scratch or clone an existing one and customize it.

To create an original Fixlet, choose Tools > Create New Fixlet. You are presented with a

dialog with three text boxes at the top:

« Name: Enter the name of your custom Fixlet message.

« Create in site: From the pull-down menu, select the BigFix site you want to host it.

« Create in domain: From the pull-down menu, select the Domain you want to host this
Task.

Beneath these data fields, there are four tabs:

- Description: Create a user-readable title and description for the Fixlet you want to
deploy. If you are cloning an existing Fixlet, the original title and description is the
default. This is an HTML page, and you can use the toolbar at the top to alter fonts
and formatting.

« Actions: Specify the actions for your custom Fixlet to run.

« Relevance: Create a relevance clause to target this Fixlet to a subset of computers
you choose. For a cloned Fixlet, the original relevance clause is the default. You can
replace or modify the relevance clause to suit your network needs.

* Properties: Specify certain properties for your Fixlet, including Category, Download

Size, Source, Severity, and Date.
To create a new Fixlet message from scratch, select the following:
* Tools > Create New Fixlet

You can also customize an existing Fixlet message by selecting it from any Fixlet list and

then selecting:

« Edit > Create Custom Copy
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Alternatively, right-click in a Fixlet list and select Create Custom Copy or Create New Fixlet

Message from the pop-up menu.

Edit Processing Instruction

The Edit Processing Instruction dialog lets you write a Relevance Expression that can be

embedded into the text portion of a Fixlet, Task, Analysis, or Baseline.

r it

Edit Processing Instruction

concatenation ", " of (names of bes filters) -

oK ] [ Cancel

You can enter the expression as straight text, HTML, or Presentation (XML) style.

This dialog is available whenever you create a new or custom Fixlet, Task, Baseline, or
Analysis. In the description tag, enter your text, and then from the toolbar at the top, click

the magic wand . This opens the Edit Processing Instruction dialog.

Edit Properties Tab

The Properties tab of the Creation/Edit dialogs lets you assign certain important properties

to your new or customized Fixlet, Task, or Baseline object.



Console Operator’s Guide | 15 - The Dialogs | 264

| Create Task e == &I"

Marne TROUBLESHOOTING: Restart the BES Chent Senvice Createinsite: | pblaster Action Site -

. ! Create in domain: | All Content -
Description Eﬁu:tlcn: Relevance Froperties

Category: Troubleshooting
Download Size: a

Source El;Fr-:

Source I; < Unspecihed>
Source Release Date: 1071972004
Saurce Severity Liow

CVE I |

SAMNS ID:

K Cancel

There are a series of text fields that you can use to describe the various possible properties:

- Category: There are many categories you can file your Fixlet, Task, or Baseline objects
under, including the standard ones such as Setting, Update, Support, and more. If you
want, you can create new settings also for your particular installation.

- Download Size: If a download is associated with your Fixlet, Task, or Baseline, you
can enter the size here. This allows you to sort, filter, and keep track of the bandwidth
requirements of your various custom-designed objects.

« Source: This is the source of the Fixlet, Task, or Baseline. For a custom object, this is
typically a name chosen by the BigFix Administrator, usually Internal.

« Source ID: This is an ID associated with the source described above. For an Internal
source, the ID is typically blank.

- Source Release Date: Enter the release date of this Fixlet, Task, or Baseline to manage
these objects by age.

« Source Severity: Enter the severity of the Fixlet, Task, or Baseling, typically from a list
including Low, Moderate, Important, and Critical.

« CVE ID: Enter the ID for the Common Vulnerabilities and Exposures standard, if any.

« SANS ID: Enter the ID for the System Administration, Networking, and Security

standard, if any.
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This dialog is available by clicking the Fixlet, Task, or Baseline icon in the Domain Panel
navigation tree. Right-click an item in the resulting List Panel and select Create Custom

Copy from the context menu.

Alternatively, select the Create item from the Tools menu.

Edit Relevance Tab

The Relevance tab of the Creation/Edit dialogs lets you create a relevance expression to

fine-tune the deployment of your custom Fixlet, Task, Analysis, or Baseline object.

P =

1 Create Task = igl

v e o & g e

MName: TROUBLESHOOTING: Restart the BES Client Senvice Create in sibe: | blaster Action Sie -

T ; 1 Create in domain: .ﬂuli Content -
Descreption | Actions | Relevance | Properties
This task will be relevant on the following computers:
All computers
Cormputers which match the condition below
@ Cornputers which match all of the refevance clauses below

1T 5|
l. varsion of clis=nc »= "5.0" ) |
2 name of operating syatem doas2 not contain "Wind9™ AND name of oparacing ayscem ! _'__: :"_
3 name ol OpErating 3IYy3ITEm as lowercase starts with "win® LS ! L)

i QK . Cancel

There are several ways to specify a set of computers:

« All computers: The default is to include all the networked BigFix Clients for this
particular Fixlet, Task, Analysis, or Baseline - regardless of relevance.

 Computers that match [any/all of] the conditions below: This option lets you specify
a condition that must evaluate to true before the computer triggers the Fixlet, Task,

Analysis, or Baseline.
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Hame TROUBLESHOOTING: Restart the BES Client Senvice Creste in sites | Master Action Site -
R s - Create in domain: | All Content -
Description [ Actions | Relevance | Properties
This task wall be relevant on the follow ng computers:
Al compauters
@ Computers which match | any ¥ | of the conditions below
Computers which match all of the relevance clauses below
Locatson = | | contains = | Faly - =
| Group Membership = | |15 member of - | | Win group - = *
K Cancel

If there is more than one condition, this option includes a pull-down menu allowing
you to select any (ORing the conditions) or all (ANDing the conditions). Three fields

are used to define each condition:

o The retrieved property: select a property from the pull-down list containing the
pre-defined retrieved properties. Note that there are two other options at the top
of this list.

= Select Relevance Expression from the top of the list, select is true or is
false from the relationship pull-down list and then click the Edit Relevance
button to define a custom relevance expression to base your group on.
= Select Group Membership from the property list, select a membership
option and then select a manual group from the pull-down list to the right.
> The relationship: select from the four available comparison operators: contains,
equals, does not contain, and does not equal. Depending on the particular
retrieved property, there might be other relationships available.

> The value: Enter a value to be compared to the value of the retrieved property.

If the comparison is true, the Baseline becomes relevant on the specified
computer. For example, to create a group that automatically enlists Windows

computers, enter OS contains Win.

There are two buttons used to edit the list of conditions:
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o Plus (+): Click this button to add a new condition to the list. When there are two
or more conditions, notice that the radio button above includes a pull-down
menu allowing you to trigger on any or all of the conditions in the list.

> Minus (-): Click this button to delete the condition associated with it.

« Computers on which the relevance clause below is true: Click this button to enter a

custom Relevance expression to be evaluated on each BigFix Client.

Name TROUBLESHOOTING: Restart the BES Client Service Create in sites | Master Action Site -
e T . Create in domaine | Al Content -
Description | Actions Relevance | Properties PR e N
This task wall be relevant on the follow ng computers:
Al computers
Computers which match | any * | of the conditions below
@ Computers which match all of the relevance clauses below
[
| 1. version of client »>= "5,0" = &
i 2 name of operating system does not contain "Win%" AND name of operating system ! = =
| 3 name of cperating system as lowsrcase stazts with "win" = |*
|
|
i
| 0K Cancel

If the relevance expression evaluates to true, the Fixlet, Task, or Baseline becomes
relevant to that particular client and the Console reflects that status. In the case of
multiple relevance statements, they must all be TRUE (they are ANDed together) for

the Task or Fixlet to become relevant.

A complete discussion of relevance expressions is beyond the scope of this
documentation. For more information, see the Relevance Language Reference and
the various Inspector Guides. For some instructive examples, make custom copies of

available Support Fixlets and examine their relevance statements.

This dialog is available by clicking the Fixlet, Task, Analysis, or Baseline icon in the Domain
Panel navigation tree. Right-click the item in the resulting List Panel and select Create

Custom Copy from the context menu.
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Alternatively, select the Create item from the Tools menu.

Edit Script Element

The Edit Script Element dialog lets you create a small script to accompany a new or custom

Fixlet, Task, Baseline, or Analysis.

Edit Script Element

var iskvansOrlater =

|<?
relevance if (exists property "datastore inspectors”) then (True) else (False)
=' == "True' T truefalse: =

try {if (isEvansOrLater)
{document.getElementByld
("relTag2Scriptd "innerHTM L= Relevance
('if [ exists { fixlet 390 of bes site whose (name of it equals "BES Support”))) then
( ((format
"2
relat {0} ({1} relevant computers) -

oK ] | Cancel

Enter the text of your action, and click OK. For more information about Action scripts see

the Action Language Reference.

This dialog is available whenever you create a new or custom Fixlet, Task, Baseline, or

Analysis. In the description tag, enter your text, and then from the toolbar at the top, insert

the Scripticon E This opens the Edit Script Element dialog.

Edit Settings for Computer

The Edit Settings for Computer dialog allows the BigFix Console operator to alter the

settings for a selected computer.

For more settings, or to apply settings to multiple computers, see Edit Computer Settings.
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Edit Settings for Computer X
[J Locked
Assign Relays Manually

<automatic>

<automatic>

Custom Settings:

Name Value Site N Add
_BESClient_Archive.. C\Windows\temp\nmap\nmap-N.. Local

_BESClient_Archive.. 745d8b3734d96c093425621450a6.. Local Delete
| BESClient_Archive.. 20971520 _ Local

_BESClient_Archive.. 2 Local Edit
_BESClient_LastShut.. Service manager shutdown request Local

_BESClient_Upgrad.. 1 Local

_BESClient_Upload.. C\Program Files (x86)\BigFix Ente.. Local

_BESGather_ Comm_... 0 Local

_BESGather_Downl.. 1024 Local

_BESGather_Downl.. 1 Local

_BESGather_Downl.. 0 Local

_BESGather_Downl... Local

_BESRelay_HTTPSer... Local

_BESRelay HTTPSer.. C:\Program Files (x86)\BigFix Ente.. Local v

< >

More Options... Cancel

There are several ways you can customize the settings of a computer:

* Locked. Check this box to lock the computer.

« Assign Relays Manually. Relays can be automatically assigned. Clear this box to
select automatic discovery (the recommended setting). If you want to manually
specify a particular relay for this BigFix Client, check this box and select the relays you
want from the pull-down menus below.
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> Primary Relay Server: Select the name of the primary Relay from the pull-down
menu. The selected computer now points to this relay for Fixlet downloads
instead of connecting directly to the BigFix Server.

- Secondary Relay Server: Select the name of the secondary Relay from the pull-
down menu. If the primary relay is unavailable, then this secondary relay takes
over the job of providing Fixlet downloads.

Custom Settings: This list box contains custom named variables that can be assigned to
each computer. This is a valuable technique for organizing a network of computers, and can
help to identify individual computers as well as groups. The list of settings in this box can
be sorted by clicking the appropriate header:

- Name: This column contains the assigned custom variable names, for example,
"depts."

« Value: This column lists the values of the named variables, for example, "human
resources."

- Site: As applied by the Console Operator, these named variables are a part of the
"local" site. These variables can also be set by other Fixlet sites, in which case their
site name is shown here.

Note: The values assigned to passwords using the settings
_Enterprise Server_ClientRegister_ProxyPass and, for Linux only,
_BESServer_Database_Password, are encrypted, if the computer is a Windows
system, or obfuscated, if the computer is a Linux system, immediately after you
click the OK button.

There are three buttons to the right of the list:

» Add: Click this button to add a new custom variable to the list.
« Delete: Click this button to delete the selected variable from the list.
« Edit: Click this button to edit the selected named variable. This places the cursor in

the value field of the chosen setting for editing.
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Finally, there is a More Options button at the bottom of the dialog, which expands on these

functions and opens the Edit Computer Settings dialog.

This dialog is available by selecting the Computers icon in the Domain Panel navigation tree,
right-clicking a single computer from the resulting List Panel, and selecting Edit Computer

Settings from the pop-up menu.

Note: Each time a new "Computer Setting" is added, also a "Managed Property"
is automatically created, if it does not already exist, with the same name. The
"Managed Property" allows you to check the value of the "Computer Setting". The
Managed Properties are described in Manage Properties (on page 287).

Note: In the Edit Computer Settings dialog, Master Operators (MOs) can add, edit
and delete the Computer Settings, while Non Master Operators (NMOs) can only

edit or delete existing Computer Settings but not add new Computer Settings.

Edit Task

The Edit / Create Task dialog allows you to create a Task from scratch or clone an existing

Task and customize it.
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| Create Task = [ B[]
Mame: hedobe Flash Player - BES Console Create in site: | Master Action Site -
Create in domain: [NI Content v:

Description |ﬁ-:tiom| Releu'an:=| Properties

| | & |® 7 D i= | iE i= alzx

Description

It is recommended that computers running the BES Console have the latest version of
Adobe Flash Player installed for Internet Explorer. Adobe Flash Player needs to be
installed for Internet Explorer to use many dashboards and wizards in the BES Console.

Actions
(Limk1}
- Clicu go to the download page for Adobe Flash Player for Intemet Explorer

{Limk2)
L Glicr maore information regarding the BES Console and Adobe Flash Player.

! QK Cancel |

To create an original Task, choose Tools > Create New Task Message. You are presented

with a dialog with some text boxes at the top:

« Name: Enter the name of your custom Task.

« Create in site: From the pull-down menu, select the site you wanr to host this Task.

* Create in domain: From the pull-down menu, select the Domain you want to host this
Task.

Beneath these data fields, there are four tabs:

« Description: Create a user-readable title and description for the Task you want to
deploy. If you are cloning an existing Task, the original title and description is the
default. This is an HTML page, and you can use the toolbar at the top to alter fonts

and formatting.
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« Actions: Specify the actions for your custom Task to run.

« Relevance: Create a relevance clause to target this Task to a subset of computers. For
a cloned Task, the original relevance clause is the default. You can replace or modify
the relevance clause to suit your network needs.

* Properties: Specify certain properties for your Task, including Category, Download
Size, Source, Severity, and Date.

To create a new Task from scratch, select the following:
* Tools > Create New Task

You can also customize an existing Task by selecting it from any Task list and then
choosing:

« Edit > Create Custom Copy

Alternatively, right-click in a Task list and select Create Custom Copy or Create New Task
from the pop-up menu.

Enter Private Key

The Enter Private Key dialog requests a password.

Private Key Password I,ﬂ‘*?_J

Private Key Password

0K l | Cancel

Type in the publisher password that you were given by your Site Administrator. This dialog
is displayed whenever an action is deployed, to ensure that only authorized personnel are

allowed to update computers in the network.
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Execution Tab

The Execution tab can be found in various action dialogs. In this tab you can set the
schedule, time interval, and the recovery options that must be satisfied when deploying the
action.

Use the settings in this tab to ease the traffic load in your network.

& Take Action g@ﬁ“

Mame: | Install BES Server Plugin Service Create in domain: |.b.|| Content |:J

Preset: |DE1'E|uIt | v_l []show only personal presets Delete Preset

| Target | Execution i Lsers I| Messages I Offer || Post-Action I| Applicahility il Success Criteria il Action Script;

Constraints
|:| Starts on |dient local time |:J
client local time

e |« |

| |
[#] Ends on !mm?fznw Iﬂat 21.58.28 =

[] run between |and | 2,58, | dient local time

[]Run only on an || Tue [[wed || Thu || B |FS5E8|  dient local time

[ run only when

Behaviar :
[] on failure, retry : | times
ait between attempts

[] reapply this action

between reapplications

reappl ris
[] start dient downloads before constraints are satisfied

[] stagger action start times over ; minutes to reduce netwark load

(0]4 ] [ Cancel

This tab is available from several different dialogs:

» Take action (on page 327)
 Take multiple actions (on page 330)
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« Action Settings (on page 180)
« Edit Computer Settings (on page 259)

In the Constraints section of this dialog you can schedule actions and restrict the target

computers, in particular:
Starts on [date] [time]

Defines a date and time when the action can first be run. You can choose from
Local Client time or Universal time from the pull-down menu. The choice you
make here affects all of the scheduling constraints. Note that UTC is only

available for version 8.0 or later.
Ends on [date] [time]

It defines the actions expiration date and time.
Run between [time] [time]

Defines a period of time during which the action can be run.

Note: Pending actions are run even if the time period has expired. For
example a baseline might start according to the specified time limit
and all the actions it contains are run independently from the specified

time period during which the actions can be run.

Note: Pending download actions are run even if the time period has

expired.

Run only on [Sun,Mon,Tue,Wed, Thu,Fri,Sat]
Defines specific days of the week to run the action.
Run only when [Property] [Operator] [Value]

It filters clients by their retrieved properties. Select a Property and an
Operator from the pull-down menus, then select a value for comparison. The

value entered must form a valid relevance expression. Note that relational
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operators like '=" will do a numeric comparision while the others will do a string

comparison.

In the Behavior section of this dialog you can manage failed actions and recurrent
relevance. The BigFix Client can retry any action that is unsuccessful and reapply any action
that succeeds and then subsequently fails. This capability allows you to automatically
implement continuing policies minimizing the network load and the operator intervention.

You can set the following behaviour:
On failure, retry XX times

It sets the maximum number of retries upon action failure. The default value
is 3 retries. After selecting this check box, choose one condition among the

following:
Wait XX between attempts

The Client waits a time interval of XX before retrying the action.

The default time interval is 1 hour.
Wait until computer has rebooted
The Client waits to reboot before rerunning the action.
Reapply this action

It applies again the action if the target is no more compliant to the policy
set by the relevance expression. After selecting this checkbox, choose one

condition among the following:
Whenever it becomes relevant again

It reapplies the action as soon as the relevance expression

evaluates again to true
While relevant, waiting XX between reapplications

Instead of immediately reapplying the action upon relevance,
it specifies a period of time to wait between attempted

reapplications.

Limit to XX reapplications
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It continues to apply the action the given maximum number of
times, while it remains relevant. The default values is 3 times. It
counts the number of attempts after the original, so a limit of 3

actually involves 4 attempts.
Start client downloads before constraints are satisfied

The software downloads starts before the Client has satisfied the execution
constraints. Select this option if you want to ensure that the download is

available for execution as soon as the desired time frame begins.
Stagger action start times over MM minutes to reduce network load

It forces the program to space out the running of actions. This option can
reduce the load on the network, in the case of bandwidth-intensive actions,
and is useful to help relays in effectively servicing hundreds of attached

Clients.

Note: This option can have an additional delay for starting the action
and it can exceed the configured delay time, if the client selects a

different relay while waiting for the action execution.

Note: The timing of the actions executed in a Plugin Portal scenario depends on the
Refresh Interval. For example, if the Plugin Portal refresh interval is set to the default
value of two hours, and an action has a reapply interval of 15 minutes, the action
will still be applied based on the Plugin Portal discovery interval. Sending a refresh
to the cloud systems target of actions, forces the Plugin Portal to run the reapply

actions outside the boundaries of the refresh interval.

Find
You can find information in any of the lists (Fixlets, Tasks, Actions, and so on.) whenever the

focus is on that list.
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To do this, you create a Find Filter. For example, to find a particular word in the Fixlet list,

click anywhere in the Fixlet List Panel and press Ctrl-F (or select Find from the Edit menu).

Create Filter lﬁ
Mame: <Ad hoc filter>

Visibility: [7] Available to all operators

Include ’Fixlets v] with of the following properties:
’Name v] ’cnntains v] B

| Visibility v | [equals - | | visible - [-]

| Create || Cancel |

h_ ——=n = = — P — i e f

There are several sections in the Filter dialog:
Name: Provide a name for your Find Filter in the Name box.
Visibility: This box lets you keep the Filter to yourself or share it with other users.

Include: This section lets you define the scope of the Find. Choose from Fixlets, Actions,
Tasks, or any of the other main categories of content. You can choose to include all (AND

the properties) or any (OR the properties) of the following items.

Two properties have been pre-arranged for you, but you can add or delete from these default
choices. As with other property choices, there is a {field} {operator} {search string} triad

to define. Here the defaults allow you to select a Name containing a value and a Visibility.
Because Fixlets, Tasks, and Analyses can be hidden, the visibility field allows you to search
through these items depending on whether they are Visible, Locally Hidden, or Globally
Hidden.

When you have finished defining your Find Filter, click the Create button. Your custom filter
is placed in the All Content Domain, under the Custom Filters folder. To make changes,

right-click it and select Edit from the context menu.
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This dialog is available by selecting one of the main content categories (Fixlet Messages,
Tasks, Actions, and so on.) the icon in the Domain Panel navigation tree to establish the

focus, then pressing Ctrl-F or selecting Find from the Edit menu.

Fixlet and Task: List and Document

A list is created whenever you click Fixlets and Tasks from the Domain Panel navigation

tree.

File Edit View Go Tools Help
«l Back - Forward = | # Show Hidden Content ¥ Show Mon-Relevant Content | ;--}' Refresh Conscle

All Conten 4 Fixlets and Tasks |EEa|'|:h Fixlets and Tasks
4 [35 Fixlets and Tasks (75)

Mame Applic... Ope.. Category

_ lets Only (18) TROUBLESHOOTIMNG: Run BES Client Diagnostics 6/6 a Troubleshooti...
’ t__é] T':Sk:O:l :'r(m TROUBLESHOOTING: Upgrade InstallShield 111.. 4/6 0 Troubleshooti...
@ .I-éaselines @) o :Wersion of Dbmslpen.dll May Cause Handle Lea.. 1/6 0 Support
@Analysesmj rvice Is Disabled 1/6 0 Setting
X @ Actions (8) i ity: MBSA 2.2 - Install (x64) 1/6 0 Configuration
. [5 Dashboards i curity: Microsoft Windows Malicic.. 1/6 a Deploy

[P PR Vo §

- o) Wizards

- £2) Custorn Content
) Custom Filters
=|j Computers (&) ‘;:%Tilﬁhctlonv | # Edi Cop}r .._>Export| Hide Locally Hldeﬂlobally XPen

B M ¥ —_0- P #&

I

Fixlet: Version of Dbmslpcn.dil May Cause Handle Leak on BES Client/Server Cumpunents

This list incorporates both Fixlets and Tasks, which you can filter by opening the icon and
clicking any of the child nodes beneath it. The List Panel on the right now contains all the
currently relevant Fixlets and Tasks, narrowed down by the filters. A Fixlet or Task document
is displayed in the Work Area of the Console when you click any item in the list. It displays a

description and typically a set of links to deploy Actions.
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Fidet: Version of Dbmslpcn.dll May Cause Handle Leak on BES Client/5erver Components B
& Teke Action ~ | 7 Edit | Copy |5 Export | Hide Locally Hide Globally | 3 Remove

Description | Details | Applicable Computers (1) | Action History ()

Description

The listed computers have a version of dbmslpcn.dil that may cause
the BES Client, FIillDB, and/or GatherDB Services to leak handles. To
resolve this issue, use the action below to set a registry key valua
and disable the 'Shared Memory Net-Library" for SQL Server client.

Important Note: There have been reports of issues caused

by disabling the "Shared Memory Net-Library' setting. In particular, -
the firewall service may no longer start on computers running ISA

Server 2004. Please take extra caution to qualify this setting change

in a test environment prior to use in a production environment.

Actions

. Cldisahle the "Shared Mamery Net-Library

® Click here for more information from Microsoft en how to configure SQL Server
Client Met-Libraries manually.

Fixlet and Tasks have the same basic tools and tabs available because they are similar
objects. The main difference between the two is that a Fixlet is triggered by a vulnerability,
whereas a Task is designed for ongoing maintenance. Both of them use Relevance clauses
to target client computers and both use Action scripts to accomplish their goals. You can
get a separate listing of each by clicking the All Tasks or All Fixlets node in the navigation

tree.

At the top of each document you find the name of the Fixlet or Task. Beneath that is a

toolbar containing the following tools:

« Take Action: This tool provides a pull-down menu of Actions. Select an action from
the menu to deploy it to your network.

« Edit: Lets you edit the Fixlet or Task. This tool is only available for custom Fixlets or
Tasks.

« Copy: Lets you copy or clone the Fixlet or Task to customize what it does.

« Export: Allows you to export the Fixlet or Task for editing in an external editor, or for

copying to another Console or deployment.
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« Hide Locally: Hides the Fixlet or Task on this version of the Console.
« Hide Globally: Hides the Fixlet or Task on all networked Consoles.

« Remove: Deletes this Fixlet or Task (only available for Custom Fixlets or Tasks).
There are several tabs for this document. They include:

« Description: An HTML page describing the Fixlet or Task and a set of Actions
(implemented as links) that address the problem described. You can search any of
the HTML interfaces in the Console by pressing Ctrl-F and then entering your search
string.

« Details: An HTML page describing the Properties, Relevance clauses, and Action
scripts associated with the Fixlet or Task. At the bottom of the page is a text box to
enter a comment to be attached to the message.

- Applicable Computers: Shows which subset of computers is targeted by the Action.

« Action History: Shows the history of any Actions that were invoked by this Fixlet or
Task.

To display a Fixlet or Task list, click the Fixlets and Tasks icon in the Domain Panel

navigation tree.

A Fixlet or Task document is opened whenever you open an item in the resulting list.

Fixlet List and Document

A list is created whenever you click Fixlets and Tasks from the Domain Panel navigation

tree.

This list incorporates both Fixlets and Tasks, which you can filter by opening the Fixlet and

Tasks icon and clicking All Fixlet Messages beneath it.
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File Edit View Go Tools Help ‘I"
sl Back ~ W Forward + | " Show Hidden Content ¥ Show Mon-Relevant Content | ERefrﬁh Console '

All Content # Fixlets Only Search Fixlets O
4 i’% Fixlets and Tasks (73] MName Applic.. Ope.. Cate
e Skype 5.1 Available 1/6 0 Up
iy Fixlets Only (18
3 [e30. Fiets Only (18) {, | BES Quick Reference - Evaluation 1/6 0 Supp.
-
> £ By Site Version of Dbmslgen.dil May Cause Handle Lea... 1/6 0 Supp
OFFICE: Office Deployment Control -- Init.. 4/6 0 Setti
t- i By Category
> 5 By Source Windows Ingaller Service Is Disabled 1/6 0 Setti
> E5 By Source Release D Adobe Regder 9.4 Available 1/6 0 SEr
B @ Tasks Only (57) Apple iTunes 10.0.1.22 Available - Windows XP.. 1/6 ] Secur,
s @ Baselines (3) Muozilla Firefox 3.6.12 Available (Superseded) 1/6 ] Sec
[ @ Analyses (27) 1AS09-035: Vulnerabilities in Visual Studio &ctiv... 1/6 ] Se

The List Panel on the right now contains all the currently relevant Fixlets. A Fixlet document
is displayed in the Work Area of the Console when you click any message in the list. As well

as a description, it includes clickable links called Actions.

Fiddet: Version of Dbmslpen.dil May Cause Handle Leak on BES Client/5erver Components B

&7 Take Action = | 7 Edit | Copy % Export | Hide Locally Hide Globally | 3¢ Remove

Description | Details | Applicable Computers (1) | Action History ()

Description
The listed computers have a version of dbmslpcn.dil that may cause
the BES Client, FillDB, and/or GatherDB Services to leak handles. Te
resolve this issue, use the action below to set a registry key valua
and disable the 'Shared Memory Net-Library' for SQL Server client.

Important Note: There have been reports of issues caused

by disabling the "Shared Memory Net-Library' setting. In particular, 4
the firewall service may no longer start on computers running ISA

Server 2004. Please take extra caution to qualify this setting change

in a test environment prior to use in a production envirenment.

i Actions

® Cdisahle the "Shared Meamory Net-Library'

® Click here for more information from Microsoft en how to configure SQL Server
Client Met-Libraries manually.
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At the top of the Fixlet document you find the Fixlet name. Beneath that is a toolbar

containing the following tools:

« Take Action: This tool runs the default action of the Fixlet.

« Edit: This option lets you edit the Fixlet. This tool is only available for custom Fixlets
that you created yourself.

« Copy: This option lets you copy or clone the Fixlet to customize what it does.

« Export: This tool allows you to export the Fixlet for editing in an external editor.

« Hide Locally: Hides the Fixlet on this version of the Console.

« Hide Globally: Hides the Fixlet on all Consoles.

« Remove: Deletes this Fixlet (only available for Custom Fixlets).
There are several tabs in a Fixlet document. They include:

» Description: An HTML page describing the Fixlet and a set of Actions (implemented
as links) that address the problem described. You can search any of the HTML
interfaces in the Console by pressing Ctrl-F and then entering your search string.

« Details: An HTML page describing the Properties, Relevance clauses and Action
scripts associated with the Fixlet. At the bottom of the page is a text box to enter a
comment to be attached to the Fixlet message.

- Applicable Computers: Shows which subset of computers is targeted by the action.

« Action History: Shows the history of any actions that were invoked by this Fixlet

message.

To display a Fixlet list, click the Fixlets icon under the Fixlets and Tasks icon in the Domain
Panel navigation tree.

A Fixlet document is opened whenever you open an item in a Fixlet list.

Import Content

The Import dialog allows you to import .bes files that you exported or that were sent to you

by another operator.
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BigFix files might contain groups of Fixlet messages, Tasks, Actions, or Baselines. When
you open them, a Create dialog is displayed, together with the expected features for each
content type. For more information, see the associated creation dialogs for the selected

content.

This dialog is available by selecting Import from the File menu.

) BigFix Console ) Import X
File Edit View Go Tools ) )
- « v 4 » ThisPC » Desktop » contenttoimport v O Search content to import L
:-Fﬁ Import... Show
% Export., Organize + New folder
Preferences... A Name -
I This PC Name
Change Password... .
J 3D Objects ) Analysis.bes
Exit [ Desktop Q Baseline.bes
£5] Dashboards - () Fixlet.bes
v & Wizards =| Documents
. ) Task.bes
[ BES Support & Downloads
B All Wizards D Music
E5 Custem Content
E5 Custom Filters =] Pictures
“3 Computers (332) B videos
:@_ Computer Groups (0) 2, Local Disk (C:)
23 Unmanaged Assets (0) . . » v <
:U Operators (3) 4 items
= Sites (3)
= LDAP Directories (0)
%) Roles (0)
File name: ~ BES Files (*.bes) ~
Cance

Importing a dynamic content in the Description

When you want to import a Fixlet, Task, Action or Baseline which has some dynamic
content, scripting or relevance statements embedded in text, a security warning is

displayed.

For more details, see Security Warning (on page 315).

Launch Web Reports

The Web Reports dialog provides access to network information, which is collected from

the BigFix Servers and aggregated into a set of HTML reports.
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These include summaries of the history and status of Fixlet messages and Actions across
extended networks of computers. These reports can be used to track software deployments
and compliance across a global network of independent LANs. To start, select Tools >

Launch Web Reports.

Web Reports is a stand-alone program that is not described in this Guide. For more

information, see the Web Reports Guide.

This dialog is available by selecting:

* Tools > Launch Web Reports.

Main Console Window

The Main Console Window has a panel on the left containing buttons and navigation trees

called the Domain Panel.

Choose an item from the Domain Panel to open the related List Panel on the right. From this

list, specific items can be opened in the Work Area below. Here are the main parts:

« Domain Panel: This panel provides a high-level view of the content, allowing you to
quickly subdivide the information by major IT functions. Within each domain, this
panel presents navigation trees that make it easy to zoom in on Fixlet Messages,
Reports, Analyses, and other content.

« Domain Buttons: At the bottom of the Domain Panel, these buttons represent the
set of Domains that are currently available to you. When you subscribe to a site, it is
automatically entered into the correct domain. If a new domain is required, a button
for it is added to this group. At the bottom of the buttons is a control that allows you
to adjust the number of buttons to display.

« Console Toolbar: This toolbar allows you to navigate back and forth through the items
you have selected from the Domain navigation tree. In addition, there are buttons that
allow you to display items you might have hidden and items that are not currently
relevant to any of your Clients (this allows you to view all the available content for
research or cloning purposes). There is also a refresh button that re-evaluates content

for the Console display.
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- List Panel: This is a listing of the items specified by the content filters and the
navigation trees in the Domain Panel. You can sort this list by clicking the column
headers and you can rearrange the headers by dragging them left or right. In addition,
you can right-click the headers to see a pop-up menu containing a list of all the
possible fields. Check those you want to use as headers.

« Context Menu: This is the menu that opens when you right-click any item in a list.
Different lists have different context menus.

» Work Area Toolbar: This bar contains context-sensitive buttons that can run various
actions based on the content of the current work area.

» Work Area: Below the List Panel and the Work Area Toolbar is the Work Area. When
you double-click an item from the List Panel, the Console opens a detailed document

in this window.

Domain Panel Console Toolbar List Panel Context Menu

File Edit - Go Tools Help '
Herward = | @ Show Hidden Content +" Show Mon-Relevant Content | @R resh Console]
All Content <« Al Search All Al B
o u& _F'-ertS and Tasks (1.977) [ | Name . Source Severity ji Site Applicable Co...} Open Actio *
e : . -026: Vulnerability in oul... Important atches for Win... ¥
‘Egggz?) s MS09-026: Yul bility in RPC Coul... Imp Patches for W 172 !I'.]
o F?' r:'::‘;) e [T [ —— A
i <Unspeciﬁed> M509-041: Vulnerability in Workstati... Moderate Patches for V| Dp=n
N/A (67) |&| | M509-044: Vulnerabilities in Remote...  Critical Patches for V| Copy Text
Uﬁspecified i M509-048: Vulnerabilities in Windo...  Critical Patches for V| Copy Text with Headers
B Low (57) M3508-051: Vulnerabilities in Windo...  Critical Patches for V| Select All
T i -056: Vulnerabilities in Windo... mpaortant atches for
7 Moderate (156] || MS09-056: Vulnerabilities in Wind Imp Patches for \{
— -058: Vulnerability in Local 5ec... Important atches for
Important (196 | MS09-059: Vulnerability in Local Sec... Imp Patches for V Globally Hide
, B Critical (50) e P Ca——— Globally Unhide
4 ite i Sl z 2 | oca ide
By Si ' Locally Hid
Filet: M509-037: Vulnerabilities in Microsoft Active Template Library (AT|
» [ By Category Locally Unhide
- 5 By Source r(;'-’TakeActionv | # Edit | Copy [ Export | Hide Locally Hide Gl
» ) By Source Relea f — Take Default Action...
y L—_I:"El Fixlets Only (1.884) Description m 5 | Applicable Computers (1) | Action History (0) | | Add Comment...
> [y Tasks Only (33) 5 =
= — ! Edit..
......... L Descrlpt|9 : Remite
=) All Content Microsoftjhas released a security upd3ge that resolve Create Custom Copy...
| s . reported julnerabilities in Microsoft Aci¥e Template L et
| @ BigFix Management vulnerabiities could allow remote codg execution if a | P
l crafted cdmponent or control hosted oy a malicious w :
‘I Patch Management accountsfare configured to have fewerjuser rights on Add To New Baseline...
- less impdeted than users who operatejwith administr Add To Existing Baseline... »
O Systems Mecyde After downloading and installing this update, affected .
; A = 1 Create New Fixlet...
= longer bg susceptible to these vulnergpilities.
| | Create New Task...
X877 items in list, 1 selected. Connected to 'mﬁEGﬂﬁS.ror‘é Create New Baseline...
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Work Area

The Manage Properties dialog contains a list of computer properties that are retrieved on a

regular schedule from each BigFix Client.
1~ Manage Properties —— T o !E!M
4 ' All Propertses (197) *  Name : Activated Site | Add Mew
- E“;”"F"“" BES Client Download Throttli. Mot Activated  BES Support
g :::;:e = BES Client Dynamic Bownloa... Mot Activated BES Support
- i';;?"’ BES Relay Dewnlead Thrattling Mot Activated  BES Suppast | lm
- s A : | Il ustam Lopy
[ Bandwidth Throttling Status &) BES Relay Dynamic Downloa.. Not Activated BES Support | : ]
D BES Client Helper Sesvice (5) BES Relay Total Quibound Dy... Mot Al.'t!'-'ﬂTtd BES Support | l — g,pn,.t
[ BES Client Logging Servies Vers BES Relay Total Qutbound The., Mot Act!\'ated BES Support
|- BES Component Versions (5) BES Server Total Outbound D... Mot Activated BES Support
BES Health Checks Anabysis (8) BES Server Total Outbound T... Mot Activated BES Support |
BES Management Rights (2)
BES Relay Cache Infarmation (4 |
i BES Relay Status (5) = ;
L) {12] mer Fa EES k Ll r ¥
Marme BES Client Download Throttling
Relevance: if (exisca ssccing "_EES:'_'_-_- C D:';l.':'.-:'_i._'_'_—__i resParfascond™ whose (axiscs
walue af it) of clisne) chen valus of ascring
" BESClient Download LimicBycesPerSecond™ of client else "noc sec”
Evaluate every Every Report
ﬂ oK Cancel |
!

This allows the Console operator to monitor specific aspects of all managed clients. These
properties can also form the basis of the client filters (and column headers) in the Console
whenever client computers are listed. In addition, these properties can be used to target

computers for Fixlet messages or actions.

There are several properties listed as defaults in the top panel, but if you are a Master

Operator, you can add to these (and delete others) by using the buttons on the right:
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« Add New: To add a property, click this button, and the bottom part of the dialog
becomes editable. Supply a name (that to be used for filtering and sorting) and then
fill in a Relevance Expression in the text box below.

« Delete: To delete a property, highlight it in the list and then click this button.

» Make Custom Copy: You can clone and customize any property by selecting it in the
list and then clicking this button.

« Export: To export a property as an XML (.bes) file for sharing with other users, click

the button and then specify a filename for export.

Below this panel are two text fields. They display the existing property name and relevance
expression. For reserved properties, these fields are display-only. Many of the properties,

however, are available for editing.

- Name: Displays the existing name of a property, or allows you to enter a name for a
new Property. If you make this name available, it is integrated into the interface for
filtering, sorting, and targeting. This field also allows you to rename a property.

« Relevance: This text box displays the relevance expression that is evaluated to

produce the retrieved property.
For each of these properties, there is an optional evaluation period:

« Evaluate Every: Choose a time period, from 5 minutes to one month, which controls
how often the Property is evaluated. You might want to set a long period for time-
consuming property evaluations or a short period for more urgent properties. The

default is Every Report, which revaluates the properties with each report.

NOTE: Some of the properties (such as the IP Address and the relay status) are essential
to the correct functioning of the Console. They are marked as Reserved, and cannot be

renamed or deleted.

Note: If the result of the property exceeds 1024 characters, the client considers it

an error, and the BES Console will display "..." for that property on the summary page

for the computer.
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Computers

Computer Name Custom_Property

% < £rors
: L
Computer:

Edit Settings x Eemove From Database @ Send Refresh

Summary  Relevant Fixlets and Tasks (157) Relevant Baselines ()

Custom Properties

BIOS 12122018
Check BESAdmin Mo
Check BESAdmin 2 Win10

Custom_Property

This dialog is available by selecting Tools > Manage Properties...

Note: In the Manage Properties dialog, Non Master Operators (NMOs) can only view
the list of the Managed Properties and export them, but they cannot add, edit or

delete the Managed Properties.

Manual Computer Groups

This dialog allows you to manually group your computers to target them simultaneously.
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Select Manual Computer Group H!EF!HJ

(71 Add the zelected computers to the manual group selected below:

-

Group Mame Computers

=

external group 2

i@ Add the selected computers to a new manual group named:

FEra

I = m
INEW LITCRU DY

(0] Cancel
| |

To choose the computers you want to group, select them from the Computers List Panel.
Right-click and select Add to Manual Group from the context menu. In the dialog that opens,
you can add these computers to a pre-existing group, or define a new group. There are two

buttons for these choices:

+ Add the selected computers to the manual group selected below: Click a group and
click OK.
+ Add the selected computers to a new manual group named: Type in a new group

name and click OK.

NOTE: A computer can belong to more than one group. You can also define groups

automatically, by using properties or Relevance statements to indicate their group status.

This dialog is available by clicking the Computers icon in the Domain Panel navigation tree,
selecting computers from the Computer List Panel, and then right-clicking and selecting

Add to Manual Group from the context menu.

Messages tab

Ordinarily, the system applies actions in the background, without involving any users. In the

Messages tab, you can select to alert the user with a specific message, and to offer certain
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interactive features on the message display, including the ability to see more information

about the proposed action and to cancel the proposed action.

& Take Action =JOE3

Mame: ! Install BES Server Plugin Service | Create in domain: |.|5.J| Content M

Preset: | [Custom] Default !i] []show only personal presets [ Save Preset... ]

' Target | Execution | Users | Messages | offer | Post-Action | Appiicability | Success Criteria | Action Seript |

Title: | Install BES Server Plugin Service |

Description: |

[] ask user to save work
[] Allows user to view action script

[] allow user to cancel action

Set deadiine: O | 1day [il from time action is relevant
e | 0072013 | ak | 15.30,17 client lozal time
At deadline: (¥) Run action automatically

O Keep message topmost until user accepts action
[] show confirmation message before running action:

[C] pisplay message while running action:

BEC Sar =

Title: Install BES Server Plugin Service |

Description:

ok | | cancel

This tab is available from several different dialogs:

« Take action (on page 327)

» Take multiple actions (on page 330)

* Action Settings (on page 180)

» Edit Computer Settings (on page 259)
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You can select to display a message to the users before running the action or while the
action runs or both. The default is to show no message. If you click on Display message
before running action, in addition to the title and the text of the message, you can specify
the following behaviors:

Ask user to save work
Includes a prompt asking users to save their work before the action is invoked.
Allow user to view action script

Allows the user to look over the script before accepting the action.
Note: This option is disabled in the Take Multiple Action dialog.

Allow user to cancel action
Grants the user the right to cancel the action.

Set Deadline

Extends the user a grace period after the action becomes relevant. For
example, this ability could be helpful to allow the user to prepare for an
upgrade. Select:

time_period from time action is relevant

To grant the user a specified grace period starting when the
action is going to be executed that is, for the user logged into the

BESClient system, when the BES Client Ul message is shown.
date at time client local time
To set the deadline to a specific date and time using the

timezone specified in the Execution tab, which can be either the

local client timezone or the Universal Time Zone.
At deadline
When the deadline arrives you can select to Run action automatically or to

Keep message topmost until user accepts action to keep the message on top
until the user clicks to accept the action.
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Show confirmation message before running action

Displays a final confirmation message to the user before running the action.

On the client computer

For details about what an end user will see on the client computer, see Client Ul main

actions.

Modify Custom Site Subscriptions

The Modify Custom Site Subscriptions dialog lets you subscribe or unsubscribe any

specified group of computers to any of your ad-hoc enabled custom sites.

Modify Custom Site Subscriptions w

(@ Subscribe selected computers to site:

|Eichrrp Dev Site v|
I Unsubscribe selected computers from site:
a BigCorp Dev Site l
oK | I Cancel

To prepare a custom site for this type of ad-hoc subscription, you must first open the
custom site, select the Computer Subscriptions tab, and click the button labeled Computers
subscribed via ad-hoc custom site subscription actions. Do not forget to Save Changes

using the toolbar.

Now, when you open Computers in the List Panel, right-click to bring up the context menu
and choose Modify Custom Site Subscriptions. This dialog opens and those custom sites
that have been enabled for ad-hoc subscriptions are available for subscription from the
pull-down menu. If the site is already subscribed to a custom site, this dialog also lets you

unsubscribe it.
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This dialog is available by right-clicking an item from any Computer list and selecting
Modify Custom Site Subscriptions from the context menu. For this menu choice to be

available, you must have first set up a Custom Site with subscribers.

Offer tab

In the Offer tab, you can advertise a list of actions (typically optional patches or updates) to
the BigFix Client user.

rbé'-" Take Action Qﬁ

Mame: “BES Relay/Server Setting: Enable/Disable Dynamic Throttiing . Create in domain: | All Content [v]

Preset: |Defau|t ivl [(]show only personal presets Delete Preset. ..

i Target || Execution | Lzers |' Messages | Offer |Pnst—.ﬂ.cﬁun .I Applicability I| Success Criteria || Action Sn:ript|

An action that is made into an 'Offer’ becomes available in the list of offers in the dient UI on applicable machines. Users can browse
throuah the list of available offers and apply those that they are interested in, Offers will only be visible to users selected on the
'Users' tab and on machines where the dient Offer UL is enabled.

[] Make this action an offer

Title:

Zategary:

| [l [l & B 2z U =5

(Tt
U
¥
LU
]
[l
Il

&, 2 |

BES Relay/Server Setting: Enable/Disable Dynamic
Throttling

Description

® Click here to accept this offer.

ok | | cancel

This tab is available from several different dialogs:
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 Take action (on page 327)
 Take multiple actions (on page 330)
« Action Settings (on page 180)

Use the information in this tab to let an operator, which is allowed to manage the targeted
Clients, choose the actions from the offering list. Offers are limited to version 7.0 Clients or

later.
In this tab you see the following options:
Make this action an offer
Check this box to advertise the given action to users.

Notify user of offer availability

Title

Enter a descriptive title for your action. This advertisement is presented to
users who have to decide whether to take advantage of the offer or not so use

a effective and easy to understand description.
Category

Enter a category for this offering. This is a user-defined field for bookkeeping
purposes, and you can use any scheme that makes sense to your particular
deployment. For example, one company might want offering categories like

Installers and Uninstallers; another might want Applications and Updates.
HTML box

Enter a description of the action in the box provided. The description will
be presented to users. You can change fonts, sizes, styles, numbering, and

formatting to customize the description.

On the client computer

For details about what an end user will see on the client computer, see Client Ul main

actions.
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Operator Permissions Tab

The Operator Permissions tab of the Site document lets Master Operators specify site

permissions for other operators.

External Site: Client Manager for Endpoint Protection = O

53'.-‘E Changes Discard Changes | Gather 3 Remove

| Details | Computer Sul:lscriptil:uns| Operator Permissions |

Operators with read permission will be able to view this site and take actions based on
itz content.
["] Grant read permission globally Permission: [ Reader l ’ None
Mame Last Login Time Permission
don 5/6/2010 6:40:56 PM Mone
ken 5/6/2010 6:36:37 PM Reader
rmay 5/6/2010 6:41:40 PM Mone
suE 5/6,/2010 6:37:16 PM Reader

This dialog is available to Master Operators and Non-Master Operators who have Site

Ownership permissions.

Not all operators need to know about all sites, and some sites can be most easily managed
by a single operator, such as the Anti-Spyware Czar. This interface lets you attach a Fixlet
site to a single operator or group of operators. You can also remove operators from this list

at any time.

This interface only affects the reader status of Non-Master Operators. For an external site,

there is a check box and two buttons:

« Grant read permission globally: Check this box to allow read access to all operators.

« Reader: Select an operator from the list and then click this button to grant read
permission to that operator.

* None: Select an operator from the list and click this button to deny read permission to

the specified operator.
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For a custom site, which can be owned and edited, there are two extra permission buttons.

Custom 5ite: BigCorp Policy Site o B

k=] 5ave Changes Discard Changes

Gather 3 Remove

| Details | Computer Subscripticrns| Operator Permissions |

Custorn site owners are allowed to grant other operators read or write permission and modify the site subscription.
Writers are allowed to create new content in the site, Readers are allowed to view and apply content in a custom site,

[] Grant read permissicn globally ~ Permission: [ Owner ] ’ Writer l ’ Reader ] ’ Mone
Mame Last Login Time Permission
don 5/6,/2010 6:40:56 PM Writer / Reader
ken 5/6,/2010 6:36:37 PM Owner / Writer / Reader
may 5/6/2010 5:41:40 PM Reader
sue 5/6/2010 8:37:16 PM Mone

As before, you select an operator from the list and then click buttons to grant permissions.

The two extra buttons are:

» Owner: This grants the greatest permission to the operator who can then assign
reader and writer permissions.

 Writer: This button allows an operator to edit the site.

This dialog is available by clicking the Sites icon in the Domain Panel navigation tree,
selecting a Site from the resulting List Panel, and then clicking the Operator Permissions
tab.

Post-Action tab

In the Post-Action tab, you can set to restart or shut down the client computer after the

action has completed.
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Z‘r" Take Action g@ﬁ1

Mame: BES Relay/Server Setting: Enable/Disable Dynamic Throtting Create in domain: | All Content | w

Prezet: i [Custom] Default |il [ ]show only personal presets [ Save Preset... ]

| Target | Execution | Users | Messages | Offer ! Post-Action !Applica_bility ( Success Criteria [ Action Seript |

") Do nothing after action completes
(%) Restart computer after action completes

() Shutdown computer after action completes
Message
Before restarting, show the following message to active users:

Message Tite: [ shutdown Now

Message Text: Your system administrator is requesting that vou restart your computer, Please save any unsaved work
and then take this action to restart your computer,

[] Allow user to cancel restart

Set deadiine: | 1day b#_] from time action completes

At deadline: {¥) Restart automatically
{:} Keep user interface topmost until user accepts restart

OK ] [ Cancel

This tab is available from several different dialogs:

» Take action (on page 327)
 Take multiple actions (on page 330)
« Action Settings (on page 180)

Among the various settings that you can specify in this tab you find:
Allow user to cancel restart

This gives the user a dialog box where they can cancel the proposed restart.

Set deadline
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This gives the user the option to delay the restart/shutdown for the specified
time frame after the action completed. Typically, restarts are needed to

complete an installation, so they should not be postponed for too long a time.

Note: The restart/shutdown will be taken immediately if the target
computer does not have a user interface (typically UNIX), or if no

users are currently logged on.

Note: If the Windows 'Fast Startup' feature is enabled and the machine
is in 'pending restart' following a Post-Action, a reboot may occur as
soon as the machine is restarted if the Shutdown Power option was

selected.

At deadline

Click one of these buttons to specify what the deadline action is. You can
choose to automatically restart, or to keep a dialog box on the screen until the

user is ready.

Post-Execution Action Script Tab

In the Pre-Execution Action Script tab of the Take Multiple Actions dialog, you can create

an action script that runs after the chosen set of actions is run.
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&7 Take Multiple Actions - o *
Marme: Multiple Action Group . Create in domain: | All Content »
Preset: [Custom] Default ~ []show only personal presets Save Preset_

Target Execution Users Messages Offer  Post-Action Pre-Execution Action Script  Post-Execution Action Script Appl 4 | *

@_ﬁo not run a custom action script after execﬁl-:ng this multiple action gn}upi._

() Run the following action script after executing this multiple action group:

Action Script Type: BigFix Action Script
Action Script

- Enter b cus . poST-EXECUtic action acript here

< »

This tab is available from several different dialogs:

« Take action (on page 327) when deploying a baseline

» Take multiple actions (on page 330)

There are two buttons in this dialog:

Do not run a custom action script after executing this multiple action group
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This is the default for most Fixlet actions, and is the recommended option.
Run the following action script after executing this multiple action group

You can select one of the following options and either modify the existing
script or enter a new script in the text area. Select the type of action script that

you want to use for this script:
BigFix Action Script
This is the BigFix standard scripting language for actions.
AppleScript

This is Apple's scripting language for controlling computer

resources.
sh

The action is a shell script to be run by a Linux or a UNIX or a bsd

shell.
PowerShell

Starting from version 10.0.4, BigFix gives you the possibility to
run PowerShell scripts too.

You can run on a selected Windows Client the script that

you write in the Action Script text box. The script runs on the
PowerShell installed by default by your Windows operating
system in the C. \ W ndows\ Syst en82\ W ndows Power Shel |
\ v1. O directory, if available, or in C: \ W ndows

\ SysWOW64\ W ndows Power Shel | \ v1. 0.

The script is executed by default using the -ExecutionPolicy
Bypass option. To avoid using this option, you can use the

_BESCl i ent _Power Shel | _Di sabl eExecPol i cyBypass client
setting described in the Miscellaneous section of the List of

settings and detailed descriptions page.

Since they are executed in hidden mode, PowerShell scripts

requiring user interaction or showing pop-up windows or dialog
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boxes are not supported and might cause the action to remain in

running status or the script to display an error in the log file.

Note: By default, actions cannot be undone. Make sure to test your action on a

small scale before you deploy it in your entire network.

Pre-Execution Action Script tab

In the Pre-Execution Action Script tab of the Take Multiple Actions dialog you can create an

action script that runs before the chosen set of actions is run.
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&7 Take Multiple Actions - o *
Marme: Multiple Action Group . Create in domain: | All Content »
Preset: [Custom] Default ~ []show only personal presets Save Preset_

Target Execution Users Messages Offer  Post-Action Pre-Execution Action Script  Post-Execution Action Script Appl * [ *

i@ Do not run a custom action script before executing this multiple action group)

() Run the following action script before executing this multiple action group:

Action Script Type: BigFix Action Script
Action Script
- ff Enter your custom pre-&xedution action acript here
< »

This tab is available from several different dialogs:

« Take action (on page 327) when deploying a baseline

» Take multiple actions (on page 330)

There are two buttons in this dialog:

Do not run a custom action script before executing this multiple action group
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This is the default for most Fixlet actions, and is the recommended option.
Run the following action script before executing this multiple action group

You can select one of the following options and either modify the existing
script or enter a new script in the text area. Select the type of action script that

you want to use for this script:
BigFix Action Script
This is the BigFix standard scripting language for actions.
AppleScript

This is Apple's scripting language for controlling computer

resources.
sh

The action is a shell script to be run by a Linux or a UNIX or a bsd

shell.
PowerShell

Starting from version 10.0.4, BigFix gives you the possibility to
run PowerShell scripts too.

You can run on a selected Windows Client the script that

you write in the Action Script text box. The script runs on the
PowerShell installed by default by your Windows operating
system in the C. \ W ndows\ Syst en82\ W ndows Power Shel |
\ v1. O directory, if available, or in C: \ W ndows

\ SysWOW64\ W ndows Power Shel | \ v1. 0.

The script is executed by default using the -ExecutionPolicy
Bypass option. To avoid using this option, you can use the

_BESCl i ent _Power Shel | _Di sabl eExecPol i cyBypass client
setting described in the Miscellaneous section of the List of

settings and detailed descriptions page.

Since they are executed in hidden mode, PowerShell scripts

requiring user interaction or showing pop-up windows or dialog
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boxes are not supported and might cause the action to remain in

running status or the script to display an error in the log file.

Note: By default, actions cannot be undone. Make sure to test your action on a

small scale before you deploy it in your entire network.

Preferences

The Preferences dialog lets you adjust certain system-wide parameters.
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Preferences

Fixlet List

Refresh list every

Client Computers

enceding.

Caching

(® Moderate

Expiration policy for full cache:

Send heartbeat every 15
Mark as offline after 45
Mark Proxy device as offline after 135
Language

Console language: (Default)

seconds

minutes

minutes

minutes

® Keep full cache on disk (best for slow networks and fast disks)

(O Aggressive (remove unused data quickly)

(O Conservative (keep unused data for a long time)

Relevance Colorization

Modify the colors used to display relevance.

Set Colors
Console Close

] Prompt for confirmation before clesing the
console

'

] Always use the original untranslated string when actions include characters incompatible with the BigFix server's

O Always load data from database (best for fast networks and slow disks)

O Keep partial cache on disk (best for fast networks and fast disks)

Clear Cache

Cancel

There are several sections in the Preferences dialog:

Fixlet List

« Refresh list every XX seconds: Controls how often the Fixlet display is updated. The

default setting causes the BigFix Database to be queried every 15 seconds. More

frequent updates cause more network traffic, but less frequent updates increase the
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response time. As the BigFix Database increases in size, a longer refresh rate might
be desirable. 15 seconds provides a good balance between latency and bandwidth

concerns.
Client Computers

« Send heartbeat every XX minutes: Controls how often the BigFix Client computers
check in with the BigFix Server to update their status. Each time a BigFix Client sends
a heartbeat, it includes any retrieved property values that have changed. 15 minutes is
the default value.

« Mark as offline after XX minutes: Controls how long to wait after the last heartbeat
before a computer is declared to be offline. The default is 50 minutes.

« Mark Proxy device as offline after XXX minutes: Controls how long to wait after the
last heartbeat before a cloud resource is declared to be offline. The default is 135
minutes.

Relevance Colorization

 Modify the colors used to display relevance: Whenever Relevance expressions are
viewed, the text can be colored for easier reading. Click the Set Colors button to open

an interface allowing you to customize your personal color scheme.
Console Close

« Prompt for confirmation before closing the console: This preference provides a yes/

no prompt every time you exit the Console.
Language

- Console Language: If you want to change the Console language, select the language
and then restart the Console.

« Always use the original untranslated string when actions include characters
incompatible with the BigFix server's encoding This preference controls whether

or not you want to be prompted when the Console replaces the localized name or
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post-action message of an action with the corresponding untranslated string. When
this option is enabled, if you take an action from a Fixlet of an external site and

the Fixlet has a localized name or post-action message containing characters not
allowed by the fxf-encoding, then the Console replaces the localized string with the

corresponding untranslated string without prompting.
Cache options

« Always load data from database: If you do not want to leave information cached on
your Console computer, click this option. This causes all data to be loaded freshly
from the database each time you open the Console.

« Keep partial cache on disk: This option caches everything except retrieved property
results. The Console still caches Fixlet and Action results, which are then written out
upon exiting.

« Keep full cache on disk: With this option, retrieved properties can be stored locally
along with Fixlet and Action results. The more properties you keep in the cache, the
more expensive it is to maintain, so the caching policy determines how long the

Console runs before it clears items out of its cache.

Expiration policy. If you have selected the full caching option above, you must also set an

expiration policy to periodically purge the cache:

- Aggressive: This policy purges unused data rapidly, purging any items that were not
accessed in the previous Console session.

» Moderate: This policy is intermediate between aggressive and conservative.

- Conservative: This policy allows data to remain for a long time between purges,
whether or not is has been recently accessed.

« Clear Cache: Click this button to clear the current cache when the Console is next run.
This dialog is available by selecting:

* File > Preferences
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Recent Comments

This dialog presents a list of comments that have been attached to Fixlet messages, Tasks,

Baselines, Actions, and Computers.

Recent Comments i
Object Comment Console Operator Time Entered
Refer to new Admin Policy joe 1162011 3:02:48 PM
Made part of Client package joe 11672011 3.01:56 PM
Run on all Tokyo systems - 1/15/11 joe 11672011 3:00:22 PM

It compiles all the Comments from each of these interfaces for viewing in one place.

You can view the current comments by selecting Tools > View Recent Comments.

Results Tab

The Results tab of the Analysis document displays a list of targeted computers and the
results of the analysis for each one.
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Analysis: BES Relay Status = O

Q' Activate G Deactivate | # Edit |= Export | Hide Locally Hide Globally | M Remove

| Description | Details | Results |Applicable Computers (3)

| View as list &
u @ Applicable Computers (3 Cnmpu{erNa... BES Relay Installed Status  BES Relay S...
> B :}r Eetrleved Properties BIGDOG Mot Installed Manual
4 ﬁﬁy E:iurﬂ | . MOMMA Mot Installed Manual
N etemalgroup ) | Loe Main BES Server Automatic
& G group (2)
q__\; M group (1)
& Win group (3)
‘ m 5

The format of this display depends on the selected View, either list or summary. The list

view is shown above.

When viewed as a list, each specified retrieved property has a corresponding header and the
value of each property is displayed beneath it. If there is more than one value for a property,
then <multiple results> is displayed. You can sort this list by the headers or use the folders
in the left-hand panel to filter the results. This allows you to manage large sets of computers

by their retrieved properties.

When viewed as a summary, each property has its own section, with response counts and

percentages for each value of the property.
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Analysis: BES Relay Status e O

6 5 Activate %Deactivate | # Edit > Export | Hide Locally Hide Globally | X Remove

| Description | Details | Results |Applicable Computers (3)

"u‘iew as surnmary -
4 % Applicable Computers (3) -
. [5) ByRetrieved Properties = BES Relay Installed ... Top10 ~ [
4 ] By Group Status
;& external group (2] Count Percentage | Result 2,
W G group (2) 1 33.33% Main BES Server 3
W M group (1) 2 66.67% Mot Installed
% Win group (3)

BES Relay Selection ... Topi0 -~

Method
Count Percentage | Result £
1 33.33% Automatic
2 06.67% Manual

This dialog is available whenever you select an activated Analysis from an appropriate list.

Role Computer Assignments Tab

The Computer Assignments tab of the Roles window allows you to add a set of computers

to arole.
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Roles Unic Admin = B
[ Save Changes Discard Changes 3 Remove

Details | Computer Assignments - Operators | LDAP Groups | Sites

Add || Remove |

& All Computers This role has management rights on all computers that
have the retneved property values shown on the left.
This role does MOT have management nghts on any
computers that do NOT have the retneved property
values shown on the left,

This role will automatically be granted management
nghts on {or will have management nghts removed
on} any computers that change to match {or to not
match] the retrieved property values shown on the left.

Click the Add button to include computers, defined by properties or groups, as a part of this
role definition. Make sure to click Save Changes before you dismiss this window.

This dialog is presented when you select a role from the Roles list or when you create a role

from scratch with Tools > Create Role.

Role Details Tab

Roles can be created and defined through the Console.

You can create a role by selecting Tools > Create Role. You can modify an existing role
by clicking on an item in a Roles List, which is available when you select Roles from the

Domain panel.

The Roles Detail tab lets you describe the role and set permissions. You can set the
permission levels associated to the role, the restart and shutdown ability, and the
permissions to access the BigFix user interfaces. The fields listed in this tab correspond to
the fields listed in the Operator's Details tab and documented in Adding Local Operators.

This dialog is presented when you select a role from any list of roles.
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Role LDAP Groups Tab

The LDAP Group tab of the Roles window allows you to associate an LDAP Group to the

Role definition.

Role: Finance Group =
@Eafe Changes Discard Changes 3 Remove

| Details I Computer Assignmen’rjl Gperators! LDAP T/?UF'S Sites |

l Assign LDAP Group ‘ Rermowe LOAP Group
Mame Distinguished Mame LDAP Server
4| n 3

Click Assign LDAP Group to bring up a dialog with your currently unassigned LDAP Groups
listed for selection. You can also delete groups by selecting their name and clicking Remove

LDAP Group.
Make sure to click Save Changes before you dismiss this window.

This dialog is presented when you select a role from the Roles list or when you create a role

from scratch with Tools > Create Role.
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Role Operators Tab

The Operators tab of the Roles window allows you to associate specific local or LDAP-

defined users with the given role.

Roles Uni Admin =

Details , Computer Assignments C'FI:;-"'-N'- LDAP Groups | Sites

Aszign User

Marme Last Login Time Oper
Joe Blough 10/3/2011 12:14:00 PM Local
Jill Doe 10/3/2011 12:05:1 PM Lecal

Fred Dingle 10/3,/2011 12:08:19 PM Local

Click the Assign User button to bring up the list of currently unassigned users. You can

delete users from this role by selecting their names and clicking Remove User.
Make sure to click Save Changes before you dismiss this window.

This dialog is presented when you select a role from the Roles list or when you create a role

from scratch with Tools > Create Role.

Role Sites Tab

The Sites tab of the Roles window allows you to associate content sites with a given role.

You can add various sites by clicking the Assign Site button. Then, for a custom site, you

can assign owners and writers to this role.
Make sure to click Save Changes before you dismiss this window.

This dialog is presented when you select a role from the Roles list or when you create a role

from scratch with Tools > Create Role.
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Security Warning

The Security Warning dialog alerts you about scripting or relevance statements embedded

in text.

Security Warning - I,-?E_,I

This message contains scripting and/or relevance.
Do you want to enable this dynamic content?

Title: Fixlet: Filet with Wizard

Source: BES Operator "bigfix" (signature verified].

Enable | | Disable

Whenever the Console detects that an embedded Relevance clause or a script is about to be
displayed, this warning pops up. Unlike Action scripts, which require a password before they

can be run, embedded scripts are run automatically and thus require scrutiny.

You can click the check box to allow dynamic content from the same source to be enabled
on the same machine. In such a case, this pop up will not be displayed and the scripts and/

or relevances will always be executed.
If you are uncertain about the source of the embedded script, click Disable.

This dialog is displayed whenever content containing a Relevance statement or a script is

about to be displayed.

Changes in Version 10.0.8 and later

Starting from BigFix Version 10.0.8, when importing a Fixlet, Task, Action or Baseline
which has in its Description tab some dynamic content, the following security warning is

displayed:
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Security Warning >

This content contains a message with scripting and/or relevance.

Import this dynamic content only if you trust its origin and understand the
consequences of applying it on your environment.

Do you want to continue?

Title: FIXLET SCRIPTING Enable Server verbose log

Imported by BES Operator: [EMAdmin

View dynamic content Cancel

Before importing the content, select View dynamic content. Selecting the button, the
Console displays the scripts and/or relevances in the description message of the custom
content, if present. If no relevance and/or scripts are present, the all dynamic content will be

displayed.
Selecting Cancel, the dialog is closed and no content is imported.

Selecting Continue, the Console will show the summary page, having icons in the

descriptions to represent the scripting.

Selecting the icons the script is showed, and selecting OK the Console will show the Enable/

Disable dialog.
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Security Warning >

This content contains scripting in its text and/or uses reserved Console APls.
Do you want to enable this dynamic content?

Title: Analysis: Custorn Analysis lmportML
Imported by BES Operator:  EFAdmin

[ ] Ahways enable dynamic content imported by this BES Operator

View dynamic content Disable

Selecting Disable the content is imported but the script in the description is not executed

and disabled for the current session.

Selecting Enable the script in the description is executed.

Settings Tab

The Settings tab of the Edit Computer Settings dialog allows the administrator to apply
certain settings to multiple targeted computers, including locking, relays, and custom

variables.
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Edit Computer Settings @

Settings .Target Execution I Users l Messages

Change the following settings:
Locking Status

Locked
Unlocked
[¥] Relay Selection Method
@ Automatically Locate Best Relay
Set Relays Manually
Primary Relay
Main BigFix Server
Secondary Relay

Main BigFix Server

Custom Setting

OK ‘ [ Cancel

It includes the following controls:

« Locking Status. Check this box to either lock or unlock the targeted computers.
You might want to lock a computer because it is currently being used in program
development, it is in the middle of a lengthy process, or because it is running
specialized software. While a computer is locked, no actions are run on it.
> Locked. Click this button to lock the computer.
> Unlocked. Unlock the targeted computers.
* Relay Selection Method. Choose an automatic or manual Relay method.
> Automatically Locate Best Relay. Select this button to automate the process of
selecting a Relay. This is the recommended setting.

- Set Relays Manually. Force a manual selection of the BigFix Relays.
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« Primary Relay. Select a primary Relay. Check the box and select a computer from the
pull-down menu. Any attached Clients then gather Fixlet downloads from this relay
rather than directly from the BigFix Server.

- Secondary Relay. Select a secondary Relay. Check the box and select a computer
from the pull-down menu. Any attached Clients then gather Fixlet downloads from this

relay if the primary relay is unavailable.

« Custom Setting. This feature allows the BigFix Master Operator to create named
variables that can be associated with the targeted computers.
> Name. Type the name of a variable to be associated with all targeted
computers, for example, "department.”

> Value. Enter the value of the above-named variable, for example, "payroll.”

When multiple computers are selected, this dialog is available by right-clicking and selecting

Edit Computer Settings from the context menu.

Site Details Tab

The Details tab of the Site document provides you with information about the site and the

subscription criteria.
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EBxternal Sitez Client Manager for Endpoint Protection d' D
H-‘.__- Changes Discard Changes | Gather Add Filer.. 3 Remove

Details Computer Subscriptions | Operator Permissions

* Details

Type External Content Site

Cumrent Version 1,908

Gather URL http/fsyne_bighix_com/cgi-bin/bigather/avclient
Publishe BigFix, Inc

* Subscription

All clients that satisfy the externally defined criteria are subscribed to this site.

External Subscription Constraints

*=
Masthead Relevance evaluation of client license =

True

The Details group provides information about the version, publisher, and URL of the site.

The Subscription group provides information about how the criteria are used to select
clients for subscription to the site.

This dialog is available by clicking the Site icon in the Domain Panel navigation tree,
selecting a Site from the resulting List Panel, and clicking the Details tab from the document
in the Work Area below.

Site List and Document

A list of Sites is displayed when you click Sites, or any of its child nodes, from the Domain
Panel navigation tree.
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File Edit View Go Tools Help
4ml Back v WP Forward ~ | " Show Hidden Content " Show Mon-Relevant Content

5
All Content < Sites |Search Sites r

-~

Operators (5] * | Name Type Cormain
4 [E1 Sites (14)

: 05 Deployment External :
) Patches for Windows (English) External y

L L
= = |
b E, Bastinsal {£7) Ql ‘ SCM Checklist for DISA PG on AL.  External

4 a Wizards 5
N l i‘hﬁfﬁ?@ti SCﬁF.hickh%fEtDISh 5T1 e E:d:ergal - ; l

A Site document is displayed in the Work Area of the Console when you click any item from
this list. If you open the Sites icon, you can filter the sites to either Custom or External types.
Click an external site from the list to open it in the Work Area below.

Externial Site: Client Manager for Endpoint Protection -

9"1.-. ve Changes Discard Changes | Gather odd Files,.. 3 Remove

Details | Computer Subscriptions | Operator Permissicns |

+ Details
Type Extemnal Content Site
Cument Version 1,908
Gather URL http:/fsync. bigfix com/cgi-bin/bigather/aveliant
Publisher BigFix, Inc

m

* Subscription

All clients that satisfy the extarnally defined criteria are subscribed to this site.
External Subscription Constraints
=

Masthead Relevance evaluation of client license =

True

At the top is a toolbar with four buttons:
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- Save Changes: This button is grayed out for an external site.
- Discard Changes: This button is grayed out for an external site.
- Gather: This button gathers the contents of the site.

« Remove: This button allows you to remove the site from the Console.

Beneath the toolbar are three tabs:

« Details: This read-only tab displays the version, URL, and publisher of the site.

« Computer Subscriptions: This tab lets you specify which Clients are subscribed to
this site.

« Operator Permissions: This tab lets you attach Operators to the site as owners,

writers, or readers.

You can also create and edit your own Custom sites. If you have any custom sites, click one

from the list to view or edit it.
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Custom Site: BigCorp Policy Site =

BSave Changes Discard Changes I Gather Add Files... 3¢ Remove

Details I Computer Subscriptions | Operator Permissions I Role Permissions

¥ Details
Type Custom Site
Creator John
Created 27/03/2020 09:28:49

This Policy site is a collection of Fixlet nd Tasks to -

o establish various corporate policies across the
Description  necwork.|

Domain All Content

¥ Subscription

No clients are subscribed to this site, but BigFix will continue to maintain an up-to-date version of the
site in the database.

The document for a Custom Site is similar to that for an External site, with added abilities to
edit the site. The toolbar has the same four buttons:

- Save Changes: After making edits to your Custom Site, click this button to record your
changes.

« Discard Changes: This button clears all the changes you made.

« Gather: Because the contents of a custom site are typically stored locally, this tool
might be grayed-out.

» Remove: This button allows you to entirely remove the site from the Console.

Beneath the toolbar are the same three tabs:
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« Details: This tab allows you to view or edit the description of your custom site and to
select the Domain you want to host the site.

« Computer Subscriptions: This tab lets you specify which Clients are subscribed to
this site.

« Operator Permissions: This tab lets you attach Operators to the site as owners,
writers, or readers.

To view the Site list, click the Sites Icon (or any of its child nodes) in the Domain Panel

navigation tree. Open the icon to narrow down the list to either Custom or External sites.
To view a Site Document, click any item in a site list.

To create a custom site, select Tools > Create Custom Site.

Site Properties

The Site Properties dialog displays information about the selected Fixlet site, including the
name of the Site publisher and the URL from which the content is gathered.

Externial Sitez Client Manager for Endpoint Protection B
llnz‘;-'._ e Changes Discard Changes | Gather Add Files.. 3 Remove

Deetails Computer Subscriptions | Operatar Permissions

* Details

Type External Content Site

Current Version 1,908

Gather URL http:/feync_biglix_com/cgi-bin/bigather/avclisnt
Publishe BigFix, Inc

+ Subscription

All clients that satisfy the externally defined criteria are subscribed to this site.

External Subscription Constraints

*=
Masthead Relavance evaluation of client license =

Lrue
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The tabs in this dialog include:

» Details: This tab displays the Site type (internal, external), the version, and information
about the publisher and subscriptions.

« Computer Subscriptions: This dialog allows you to narrow down the list of computers
that subscribe to the chosen site. By eliminating superfluous or irrelevant Fixlet
subscriptions, you can reduce the disk-storage requirements of your client computers.

- Operator Permissions: This is a list of the operators and their permission levels. For
an external site, you can typically only grant read access, but for a custom site you can
grant ownership, write or read permission.

This dialog is available by clicking the Sites icon in the Domain Panel navigation tree and
then clicking an item from the resulting List Panel. The Site information opens in the Work
Area below.

Success Criteria tab

In the Success Criteriatab, you can define the conditions under which the action is
considered to be successful.
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.
¢” Take Action
Mame: | BES Relay/Server Setting: Enable/Disable Dynamic Throttiing Create in domain: i,a.ll Content w |
Preset: [Custom] Default w [ 5how only personal presets Save Preset... ]

Target || Execution || Users | Messages | Offer | Post-Action | Applicability | Success Criteria | Action Script
Consider this action successful when. ..
) ...the applicability relevance evaluates to false.

() ...all lines of the action script have completed successfully.

) ...the following relevance dause evaluates to false:

Ok l [ Cancel

This dialog is available by selecting a Fixlet message or task from any list, then clicking an

action button. From the Take action (on page 327) dialog, select the Success Criteria tab.
Select one of the following options:
The applicability relevance evaluates to false

This is the default success criteria, requiring that the Relevance statement
that made the action applicable is no longer TRUE. Because the Relevance
statement notices a problem and the action fixes it, this is generally sufficient

to establish success.

All lines of the action script have completed successfully
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You can make success dependent on completing all steps of the action script.
The following relevance clause evaluates to false

You can use a special Relevance clause to ensure that the action has
accomplished it goals. In this case a text box below becomes editable and you

can create or revise an existing Relevance clause.

Take action

Use the Take Action dialog to run deploy a Fixlet, a task or a baseline.

The Take Action dialog is similar to the Take Multiple Actions dialog, but issues only a

single action.

You can access this dialog in one of these ways:

« Right-click a relevant Fixlet message or a task and choose Take Default Action from
the pop-up menu.

« Click a relevant Fixlet message or task and select Take Default Action in the Work
Area toolbar.

« Click a relevant Fixlet message or task and select the Description tab. Scroll down to

see the suggested actions. Click the link related to the action that you want to run.
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r}’ Take Action E@ﬁﬁ

Name: | Install BES Server Plugin Service - Create in domain: | All Content [v]

Preset: |De1'a|_||t i w | []show only personal presets

Target:
(%) Select devices

) Dynamically target by property
) Enter device names

+ [T2iApplicable Computers (1) Compu... ~ | 0S CPU L
%nc%ﬁﬂlﬁ.r... Linux Red Ha... 1900 MHz Xe... 0O¢

[l ] [

QK ] [ Cancel ]

Using the input fields and tabs contained in the dialog you can specify exactly how the
selected action is to be deployed to the computers in your network. These are the fields and

the tabs contained in the dialog:
Name
Is the name of the action.
Create in domain

Represents the domain where you want to store your custom action. All

Content is the top-level domain, and it includes objects from all domains.
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Preset

Specifies a preset customized action. There are two built-in presets available,
Default and Policy. Select Policy if you want to set no expiration date for the
action. You can also save your current input as a preset, private or public, for

later use.
Target tab

Contains the list of targets for the action. You can select the targets of the
action from the provided list, or use properties to filter a list or specify a list
of target computers. If you click Select devices you must select the specific
targets in the list. For more information about this tab, see Action: Target (on

page 187).

Contains the list of targets for the action. You can select the targets of the
action from the provided list, or use properties to filter a list or specify a list of
target computers. In the Select devices view, you must select specific targets
from the list, and in the Dynamically target by property view, you must select
at least one property. Any selection made on the property tree on the left is
maintained through the transition between these views. For more information

about this tab, see Action: Target (on page 187).

Execution tab

Contains the time constraints and retry behavior for the action run and failure.

For more information about this tab, see Execution Tab (on page 274).
Users tab

Contains the settings to run the action based on which and if specific users
are logged on the computer. For more information about this tab, see Users
Tab (on page 336).

Messages tab

Contains messages to display before or while the action runs. For more

information about this tab, see Messages tab (on page 290).

Offer tab
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Specifies whether or not to advertise the existence of programs or patches
that your networked Clients can choose to use. This grants extra control to
your users to customize their setup. For more information about this tab, see
Offer tab (on page 294).

Post-action tab

Lists the activities that must be done to complete the action, including restart
or shutdown. For more information about this tab, see Post-Action tab (on
page 297).

Applicability tab
Contains the relevance clause that determines the applicability of the action.
For more information about this tab, see Applicability tab (on page 197).
Success criteria tab

Specifies what is intended as successful outcome for the action. This tab lets
you use different criteria to determine when a problem has been fixed. For

more information about this tab, see Success Criteria tab (on page 325).
Action script tab

Contains a script describing the action to run. The script is written using the
action language. An operator needs Custom Authoring permissions to edit the
action script. For more information about this tab, see Action Script Tab (on
page 177)

When you decide to run the action, click OK and enter your password. A progress dialog is
displayed to keep you informed about the deployment of the action. You can also monitor
how the action is being processed following the instructions provided in Monitoring an

action taken (on page 38).

Take multiple actions

In the Take multiple actions dialog you specify the settings for deploying a set of Fixlets or

tasks in a single grouping.
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As a requirement, each Fixlet or task involved in the group must have associated a default
action.

These is how you can accomplish this task:

1. Right-click a selected group of tasks or Fixlets containing default actions.
2. Select Take Default Action. The Take Multiple Actions dialog opens.

- =1
¢” Take Multiple Actions M=%
Mame: | Multiple Action Group Create in domain: %AII Content i w E
Preset: | [Custom] Default ,q [ show only personal presets Save Preset... ]

Target:
(®) Select devices
() Dynamically target by property
{1 Enter device names

=[5 Selected Computers (1) [A} Compu... - 0s CPU L!
=-E] By Retrieved Properties [ %nc926028.r... Linux Red Ha... 1900 MHz Xe... 0
=5 By Computer Name
=&l By 05

[ Linux Red Hat Enterprise Servel
-5 By CPU
-] By Last Report Time
#-E5 By Locked
#-F] By BES Relay Selection Method
#-E5 By Relay
®-f2] By User Name
=& By RAM

[y 3840 MB (1)
#-5] By Free Space on System Drive
-] By Total Size of System Drive
-5 By Subnet Address

:(“ I Wit | I_} ! ! < l 11if | i_} ||

[+

|

+

[+

| E-E
‘

O ] l Cancel ]

3. In this dialog, specify how the selected actions must be deployed to the computers in
your network. The input fields contained in the dialog are the same as those contained

in the Take action (on page 327) display with the exception of the following
additional fields:

Run all members actions of action group regardless of errors
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This field belongs to the Execution tab and specifies whether the action

run should stop if an error occurs for one or more object of the group or

not.

Pre-Execution Action Script tab

Lets you specify an Action Script to run before the group of Actions is

deployed.

Post-Execution Action Script

Lets you specify an Action Script to run after the group of Actions is

deployed.
4. When you finish editing, click OK to deploy the action.

5. Enter your authentication password and click OK. A progress dialog opens to keep you

informed about the stage of the deployment.

Target Tab

The Target tab can be found in various Action dialogs.

Target | Execution | Users | Messages | Offer | Post-Action | Pre-Execution Action Script | Post-Execution Action Script | Applicability

Target:
@ Specthc computers selected in the list below
All computers with the property values selected in the tree below
The computers specified in the list of narmes below (one per ling)

B By Retrieved Propertie 1
4 | By Group
'-'* external group (2)

Lb- G group (I}
&= M group (1)
'-“b Win group (3]
4 " e i

# 5§ Selected Computers (3] Computer M. 05 CPU Last Report Ti.
ESTING WinT 61.76... 1000 hHz AM..  5/9/2000 3:23:..

BIGDOG WinVistaG.... 3000 MHz Cor.. 35/ 2000 3:15%..

BES Relay Sele..

Automatc
tanual

Manual

When an Action becomes relevant, the Console operator can target a subset of users to

receive the action.

There are three radio buttons at the top of this dialog:
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« Specific Computers selected in the list below. When you select this button, only
those Clients highlighted in the computer list receive the actions. This is the default
behavior. Note that you can filter this computer list by selecting items from the tree
view in the left panel. When you click OK, the selection of computers in this list is
frozen, the retrieved values are not reevaluated before the action is deployed. Thus, if
a computer is affected by this problem in the future, it is not covered by this option. It
triggers the same Fixlet, but requires you to target it again.

« All Computers with the Retrieved Properties values selected in the tree below.

This button causes continued evaluation of BigFix Client computers for relevance

if they match the selected properties. Unlike the scenario described above, if a new
computer is affected by this problem in the future, it is automatically updated. You
can also filter this set of relevant computers using the retrieved property panel on the
left. Because of the open-ended nature of this function, you might want to use the
Execution tab to define an expiration date.

 The computers specified in the list of names below. This button allows you to enter
(or paste) a list of specific computers. Format the list with computer names (as

displayed in the Console), separated by newlines.

These options grant you great power over the deployment of Fixlet actions. Think carefully
about your choices here. The first button is the safest, because it describes a static set

of computers that you want to target. The second choice is more powerful, because it
continues to evaluate and automatically deploy relevant actions, but it could also have long-
term consequences that you should consider. The third choice allows you to deploy to a

specific list of computers, for fine-grain control over your deployment.
This tab is available from several different dialogs:

Take Action, Take Multiple Actions and Edit Computer Settings.

Task List and Document

A list is created whenever you click Fixlets and Tasks from the Domain Panel navigation
tree.
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This list incorporates both Fixlets and Tasks, which you can filter by opening the Fixlet and

Tasks icon and clicking All Tasks beneath it.

File Edit View Go Tools Help »
! Back = Forward = | ¥ Show Hidden Content ¥ Show MNon-Relevant Content &?Reﬁesh Console
All Content # Tasks Only Search Tasks'.
4 [T} Fixlets and Tasks (75) Name = Applic... | Ope... Categﬂ'
> —_LL] A.II [?5] - BES Client Setting: Client UL Tray Mode Selection  6/6 0 BESE{
e r1|3.r |:5?J . BES cuent Sett?ng: Communication Method 6/6 0 BES e
T BES Client Setti PU Usage 6/6 0 BES Clugh®
Analyses (27) BES Client 3¢fting: Download Throttling 6/6 0 BES Cligh*
g @, Actions [3) BES Client Setting: Enable Autc Relay Selection 6/6 0 BES Cligg
+ 5 Dashboards BES Client Setting: Enable Command Polling 6/6 0 BES Cli
. £5 Wizards BES Client Setting: Enable Debug Legging 6/6 0 BES Cli
- 5] Custom Content BES Client Setting: Enable/Disable Dynamic Thr.. &6/6 0 BES Cl
ﬁ Custom Filters BES Client Setting: EnableWakeOnlanForwarding 6 /6 ] BES Clj
A Campuige 6 55 Gl g Enca MRS . 6 (6 I g,

The List Panel on the right now contains all the currently relevant Tasks. The Task

document is displayed in the Work Area of the Console when you click any item in the list.
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Task: BES Chent Setting: Communication Method H' D
& Take Action = | 7 Edit | Copy | Export | Hide Locally Hide Globally | 3¢ Remove

Description .Details | Applicable Computers (5) | Action History (0)

Description

Tha BES Client has two methods of communication over the network. The first method
uses the VWindows URL Monikers APl which is a higher-level network interface that

uses the Intemet connection settings for the local computer, such as proxy settings
secunty settings, elc

The second method uses the winsock API, which is a lower-level direct socket access
layer that does not wse the local Internet connection settings. The BES Client uses the
URL Monikers method by default to connect to the Intemet. Using winsock will allow
BES Gather to connect to the Internet without using the Intemet connection settings

m

Hote: Do not set the "Reapply” behavior when taking this action or you may cause the
BES Client to constantly reset this setting

Actions
® Click here to have the listed BES Clients use the winsock AP

® Click here to have the listed BES Clients use URL Monikers

At the top of the Task document is the name. Beneath that is a toolbar with the following
tools:

« Take Action: This tool runs the default action of the Fixlet.

« Edit: This option lets you edit the Fixlet. This tool is only available for custom Fixlets
that you created yourself.

« Copy: This option lets you copy or clone the Fixlet to customize what it does.

« Export: This tool allows you to export the Fixlet for editing in an external editor.

« Hide Locally: Hides the Fixlet on this version of the Console.

« Hide Globally: Hides the Fixlet on all Consoles.

« Remove: Deletes this Fixlet (only available for Custom Fixlets).

There are several tabs in a Task document. They include:
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« Description: A text version of the Task, describing the problem and offering one or
more Action buttons or links to resolve the issue. You can search any of the HTML
interfaces in the Console by pressing Ctrl-F and then entering your search string.

« Details: A list of the properties, Relevance statements, and Actions that constitute the
Task.

« Applicable Computers: Lists the subset of computers that are targeted by the Task.

« Action History: Shows the history of the Action deployment. This list is empty unless

the Action associated with the Task has already been triggered.

To display a Task list, click the Tasks icon under the Fixlets and Tasks icon in the Domain

Panel navigation tree.

A Task document is opened whenever you open an item in a Task list.

Users Tab

The Users tab can be found in various action dialogs. In this tab you can fine tune the

delivery of actions based on the presence of users.

For example, you can target long installations to just those computers where the users have

logged off, ensuring that no downtime is incurred by the installation.
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ake Action
Mame: | ATE_Murmeri Create in domain: |all Content j
Preset: I[Custom] Default j [ Show only petsonal presets Save Preset.., |

Target I Execution  Users |Messages I Offer I Post-Action | Applicability | Success Criteria | Ackion Scripk

© Run only when there is no user logged on

 fn independently of user oresence, and display the user interface fo the selected Users!

€ Run when at least one of the selected users is logged on, and only display the user interface to those users

r~ Selected Users
 all users
% |ocal users session

£ Users in the following groups:

Local user group "Administrators"
Ay WinMT Lser

Any winS Lser Add Local Group, ..

Add Domain Group. ..

Add Al Windx Users Group

Add Al WiRlT Users Group

Remove

4| i

[o]4 I Cancel

This tab is available from several different dialogs:

» Take action (on page 327)

 Take multiple actions (on page 330)

* Action Settings (on page 180)

« Edit Computer Settings (on page 259)

You can select one of the following options:
Run only when there is no user logged on

Choose this option for long installations that might happen overnight, but only

on logged-off clients.

Run independently of user presence, and display the user interface to the specified

users
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This can be useful for critical patches or small, silent updates. You can specify

a set of users that are allowed to view the BigFix Client interface.

Run when at least one of the specified users is logged on, and only display the user

interface to those users

Choose this option when the action requires feedback or intervention from

specific groups of users.

You can also select users and user’s group to interact with the user interface. Select one of

the following values:
All users
Click this button to select all users.
Local users session
Click this button to select the local users session only.
Users in the following groups
Select users from the group below:
Add Domain Group
Add an Windows NT Domain group of users.
Add Local Group
Add a local Windows NT or Vista group to the set of users.
Add All Win9x Users Group
Add users who are logged in to Windows 9x Clients.
Add All WinNT Users Group
Add users who are logged in as Windows NT users.
Remove

Remove the selected user group from the list.
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View action info

This dialog is available from any open Action document.

Select the Computers tab in the Work Area, right-click any computer in the list, and either

select Show Action Info from the context menu or select Show Action Info from the Edit
menu.

The View Action Info dialog displays information about a specific action for a given
computer.

TROUBLESHOOTING: Run BES Client Diagnostics (Linux/UNIX/Mac) “ﬁ
* Summary : :
The action executed successhly ;
This actien has been appéied: 1:time and wilk not be apphied: again s

Status Completed

Starf Time: . 0BAT2093 13113
Eng Tme - 0BAAE01313.01.34
Exit Code ]

+* Action Script Execution Detail

Completed -/ Remove previous runs client: disgnostica if foond

dejete "{preceding text of last AR oof (client folder of
Completed - current site as stringh) & "/ClientDiagnostics: ™ &
Computer name & " car.gz™i"

dealete " ipreceding text of last "/BESClisntc® of {clisntc
Completed folder of curzTent site as siringl) & "/ClisniDiagunostics ™
i Computer name & ".tar.gz'i"

delets "iipreceding text of last 7" of glient folder of
curIent site A stTingi ik
i
A "Y o alobalfBzchive/Last/client O ClientDiagnostics " & i
computer name & ".taz.oz"i? e

Title

Shows the title of the Fixlet or task that initiated the action.

Summary
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A summation of the action deployment for this computer. It includes the
current Status, the Start and End Time for the run of the action, and any Exit
Code that might be returned by the action.

Action Script Execution Detail

The result of each step included in the triggered action.



Chapter 16. Disabling local operators on
BigFix Console

Starting from BigFix Version 10.0.8, you can decide to disable the local operators from

logging into the BigFix Console, to use LDAP operators instead.

For details about how to disable the local operators, see the securitysettings described in

BESAdmin Windows Command Line and BESAdmin Linux Command Line.

After you disable the local operators, when a local operator attempts to log into the BigFix

Console, the following error message is displayed by the Console:

The | ogin operation using a | ocal operator is not allowed.

Furthermore, when you log in using an LDAP user and local operators are disabled, several
menu items, buttons and forms will be greyed out in order to avoid accounting operations
on both local operators or LDAP users. It will be still possible to associate LDAP groups with
BigFix roles and to login with an LDAP user belonging to an LDAP group associated with a

BigFix role.
The roles will be inherited according to the LDAP groups - BigFix roles association.

Under Tools, the following menu items will be greyed out:
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\.;, BigFix Console
File Edit View Go | Tools @ Help
Back - Forward - | é" Take Custom Action...

All Content ﬁ Create New Fixlet...
[ Fidets and Tasks (21, ) Create New Task...
@ Baselines (0) &% Create New Baseline...
% iggjif?ﬁ% @ Create New Analysis...
£S5 Dashboards @ Create Mew Automatic Computer Group...
£ Wizards @ Create Mew Server Based Computer Group...

£ Custom Content @ Create New Manual Computer Group...
] Custom Filters .
@ e b Add/Update External Site Masthead...
@ Computer Groups (0 Add Files to Site...

Eﬁ Unmanaged Aszets | Add LDAP Directory...

@ Operators (10)
i) Sites (6)

=

[Zr LDAP Directories (1) Create Operator...

=3y

721 Roles (4) [T Add LDAP Operator.. ]

Create Role...

| Create Custom Site...

3’ Create Custom Filter... Ctrl+Shift+F
Manage Properties
View Recent Comments

Launch Web Reports

In the Operators form contextual menu, the following items will be greyed out. The Remove

button will still be enabled for the LDAP operators.
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Operators
Mame Last Login Time Operator Type
master 17/06/2022 12:20:10 Local
fabio | @temutest.com 2B/04/2022 13:22:26 LDAP
operatorl Open 17/04/2022 11:48:51 Local
=
Iﬂ‘b‘lam wttm caw ‘M I..D""'!p
annalisal St Coms T with Head 28/0452022 17:23:33 LDAP
annalisa 1t it X9/05/2022 11:50:56 LDAP
Select All
Reset Pazsword...
Convert to LDAP Operator...
| Remove... |
IAdd LDAP Operator... I

In the Operators form, after the selection of an operator, the following buttons will be greyed
out: Save Changes, Discard Changes, Remove, Reset Password. The Remove button will
still be enabled for the LDAP operators.

In the Operators form, the Details tab will be modified. The Access Restriction group and
the Explicit Permissions columns will be hidden. Additionally, the Effective Permissions

column will be renamed in Permissions.
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Details  Administered Computers (4) Issued Actions (0) Assigned Roles (1) Sites (3)

Overview

Name fabio1@tem test com

User Type LDAP User

LDAP Domain My LDAP Server

Last Login Time 27/06/2022 11:42:21

® Always allow this user to log in.
Access Restriction Only allow this user ta log in when they are a member of at least one role.
Disable this user's lagin
Sotiee Rutd Role Nam.e LDAP Group
bigfixadmin | CN=MOgroup,CN=Users.DC=tem,DC=test,DC=com
Permissions
Explicit Permissions| | Effective Permissions

Master Operator Yes

Shaw Other Operators’ Actions b Yes

Stop Other Operators’ Actions v Yes

Can Create Actions v Yes

Can Lock v Yes

Can Send Refresh to Multiple Computers v Yes

Can Submit Queries v Yes

Custom Content v Yes

Unmanaged Assets N Show All
Restart and Shutdown [ 2 ]

Explicit Permissions Effective Permissions
Post-Action Behavior Wl Allow Restart and Shutdown
Action Script Commands & Allow Restart and Shutdown

In the Assigned Roles tab of the Operators form, the Assign Role and Remove Role buttons

will be greyed out.

Details Administered Computers (4) Issued Actions (0) Assigned Roles (1)  Sites (3)

Assign Role Remove Role

In the Sites tab of the Operators form, the following buttons will be greyed out: Assign Site,
Remove Site, Owner, Writer, Reader. Additionally the Explicit Permissions columns will be

hidden and the Effective Permissions column will be renamed in Permissions.
In the Operators form, the Computer Assignments tab will be hidden.

In the WebUI Apps tab of the Operators form, the buttons Allow and None will be greyed out.
Additionally the Explicit Permissions columns will be hidden and the Effective Permissions

column will be renamed in Permissions.
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In the Operators tab of the Roles form, the Assign User and Remove User buttons will be

greyed out.

In the Operator Permissions tab of the WebUI App form, the Allow and None buttons will be
greyed out. Additionally the Explicit Permissions columns will be hidden and the Effective

Permissions column will be renamed in Permissions.



Appendix A. Support

For more information about this product, see the following resources:

« BigFix Support Portal

* BigFix Developer

« BigFix Playlist on YouTube

* BigFix Tech Advisors channel on YouTube

* BigFix Forum


https://support.hcltechsw.com/csm?id=bigfix_support
https://developer.bigfix.com/
https://www.youtube.com/playlist?list=PL2tETTrnR4wtneQ2IxSIiDFljzQDuZNBQ
https://www.youtube.com/channel/UCtoLTyln5per0JYzw1phGiQ
https://forum.bigfix.com
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services currently available in your area. Any reference to an HCL product, program, or
service is not intended to state or imply that only that HCL product, program, or service may
be used. Any functionally equivalent product, program, or service that does not infringe any
HCL intellectual property right may be used instead. However, it is the user's responsibility

to evaluate and verify the operation of any non-HCL product, program, or service.

HCL may have patents or pending patent applications covering subject matter described
in this document. The furnishing of this document does not grant you any license to these

patents. You can send license inquiries, in writing, to:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the

HCL Intellectual Property Department in your country or send inquiries, in writing, to:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

HCL TECHNOLOGIES LTD. PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY
OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of express or implied
warranties in certain transactions, therefore, this statement may not apply to you.



This information could include technical inaccuracies or typographical errors. Changes
are periodically made to the information herein; these changes will be incorporated in new
editions of the publication. HCL may make improvements and/or changes in the product(s)

and/or the program(s) described in this publication at any time without notice.

Any references in this information to non-HCL websites are provided for convenience only
and do not in any manner serve as an endorsement of those websites. The materials at
those websites are not part of the materials for this HCL product and use of those websites

is at your own risk.

HCL may use or distribute any of the information you provide in any way it believes

appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of
enabling: (i) the exchange of information between independently created programs and
other programs (including this one) and (ii) the mutual use of the information which has
been exchanged, should contact:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in
some cases, payment of a fee.

The licensed program described in this document and all licensed material available for
it are provided by HCL under terms of the HCL Customer Agreement, HCL International

Program License Agreement or any equivalent agreement between us.

The performance data discussed herein is presented as derived under specific operating
conditions. Actual results may vary.

Information concerning non-HCL products was obtained from the suppliers of those
products, their published announcements or other publicly available sources. HCL has not

tested those products and cannot confirm the accuracy of performance, compatibility or



any other claims related to non-HCL products. Questions on the capabilities of non-HCL

products should be addressed to the suppliers of those products.

Statements regarding HCLs future direction or intent are subject to change or withdrawal

without notice, and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations.
To illustrate them as completely as possible, the examples include the names of individuals,
companies, brands, and products. All of these names are fictitious and any similarity to

actual people or business enterprises is entirely coincidental.
COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate
programming techniques on various operating platforms. You may copy, modify, and
distribute these sample programs in any form without payment to HCL, for the purposes

of developing, using, marketing or distributing application programs conforming to the
application programming interface for the operating platform for which the sample
programs are written. These examples have not been thoroughly tested under all conditions.
HCL, therefore, cannot guarantee or imply reliability, serviceability, or function of these
programs. The sample programs are provided "AS IS," without warranty of any kind. HCL

shall not be liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a
copyright notice as follows:

© (your company name) (year).

Portions of this code are derived from HCL Ltd. Sample Programs.

Trademarks

HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or

registered trademarks of HCL Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks

or trademarks of Adobe Systems Incorporated in the United States, and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of

Oracle and/or its affiliates.



Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft

Corporation in the United States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or
both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and

conditions.

Applicability

These terms and conditions are in addition to any terms of use for the HCL website.

Personal use

You may reproduce these publications for your personal, noncommercial use provided that
all proprietary notices are preserved. You may not distribute, display or make derivative work

of these publications, or any portion thereof, without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise
provided that all proprietary notices are preserved. You may not make derivative works of
these publications, or reproduce, distribute or display these publications or any portion

thereof outside your enterprise, without the express consent of HCL.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are
granted, either express or implied, to the publications or any information, data, software or

other intellectual property contained therein.



HCL reserves the right to withdraw the permissions granted herein whenever, in its
discretion, the use of the publications is detrimental to its interest or, as determined by HCL,

the above instructions are not being properly followed.

You may not download, export or re-export this information except in full compliance with

all applicable laws and regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE
PUBLICATIONS ARE PROVIDED "AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF
MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR PURPOSE.
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