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Special notice

Before using this information and the product it supports, read the information in Notices
(on page 48).



Edition notice

This edition applies to BigFix version 10 and to all subsequent releases and modifications

until otherwise indicated in new editions.
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File Edit View Go Tools Help
4= Back ~ B Forward .| # Show Hidden Content | ¢ Show Non-Relevant Contmtl & ¥ Refresh Console

Systems Lifecycle
j Systems Lifecycle Domain Mame
4 &1 Asset Discovery Install Mmap Asset Discovery Import Service -
gy Setup (11) Install Nmap Asset Discovery Import Service -
& Eﬂ Deployment (20) Run Nmap Scan (Large Subnet)
b | Manage Scanning () Designate Nmap Scan Point - Version 7.70
P Ea ananagcd Asseis 0 Designate Nmap 5can Point - Version 6,00
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47 Take Action~ |/ Edit| Copy [%:Export| Hide Locally Hide Globally| 3¢ Remove

Description | Details | Applicable Computers (0) | Action History (0) |

Description

To view Unmanaged Asset data through the BES Console you must install the
Mmap Asset Discovery Import Service on your BES Server. After you designate
client machines to serve as "Scan Points” and run network scans on these
computers, the results of each scan will be uploaded to the BES Server and the
Import Service will make the data available to the BES Console.

MNote: If vou have previously configured your BES NMAP Unmanaged Asset
Importer to connect to a remote database, you may need to reconfigure the
service settings following this upgrade. To configure the BES Nmap Unmanaged
Asset Importer to work with remote databases, please see the following KB
Article

Mote: The Asset Discovery Import Service will run by default every 5 minutes. If
you want to change this interval, select the second link below.

Mote: This task will not become relevant until the BES Server Plugin Service is
installed on the BigFix server. Use the Install BES Server Plugin Service task to
install the BES Plugin Service.

Actions

® Click here to install the Nmap Asset Discovery Import Senvice on the BES Server.
(Recommended)

® Click here to install the Nmap Asset Discovery Import Senvice on the BES Server and
specify how frequently the senice should run.

® Click here for more information about BES Asset Discovery.
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File Edit View Go Tools Help

™ Back = Forward =| #) Show Hidden Content|ﬁ Show Non-Relevant Content| &% Refresh Console

Systems Lifecycle Setup Search Setup P| =]
J Systems Lifecycle Domain Mame Source Severity  Site £

4 & Asset Discovery Install Nmap Asset Discovery Import Service - BES <= 6.0 <Unspecified> BES Asset Discov... 0
Setup (11) Designate Nmap Scan Point - Version 6.00 <Unspecified> BES Asset Discov... 0
Deployment (20) Run Nmap Scan <Unspecified>  BES Asset Discov... 0

@ Scan Points () Run Mmap Scan (Large Subnet) <Unspecified> BES Asset Discov..
L—ﬁ Asset Importer (10)

A E Manage Scanning (8)
»+ BigFix Asset Discovery Nmap Scan Wizard
@ Custom Scan Tasks (0]

= Scans (4)

A @ Scan Point Statistics (4)

[=T=]1

Run Mmap 5can - Red Hat Enterprise Linux | CentQS | TinyCo... <Unspecified> BES Asset Discowv...

Designate Nmap Scan Point - Red Hat Enterprise Linux | Cent... <Unspecified= BES Asset Discov..

Run Mrnap 5can (Large Subnet) - Red Hat Enterprise Linux | ...  <Unspecified> BES Asset Discov...

(== =1

Designate Nmap Scan Point - Version 7.70 <Unspecified> BES Asset Discowv...

Designate Nmap Scan Point - Red Hat Enterprise Linux | Cent... <Unspecified= BES Asset Discov..

[=T=]1

45 By Status Install Nmap Asset Discovery Import Service - Red Hat Enter...  <Unspecified> BES Asset Discov... 0
b @ Mot Activated (4) Install Nmap Asset Discovery Import Service - BES >= 7.0 <Unspecified> BES Asset Discov... 0
4 &1 By Site < " >
‘4§ BES Asset Di 4 - . .
> B > e ey i Task: Designate Nmap Scan Point - Version 6.00 = O
4 & By Activated By
b N/A @) &7 Take Action~ | »# Edit| Copy [%:Export| Hide Locally Hide Globally | 3¢ Remove
E Unmanaged Assets (0) —
b E5) All Systems Lifecycle Description | Details | Applicable Computers (0] | Action History (0) |
~
""""" Description
+ 3 All Content i ) ) )
This Task will deploy Nmap and WinPcap to targeted machines and
@ BigFix Management designate them as "Scan Points”. After this Task completes, you will be able
to initiate network scans to search for unmanaged computers and network
‘{. Patch Management devices from each selected "Scan Point”. The results of each scan will be
uploaded to the BES Server and the Import Sernvice will make the data
@3 Systems Lifecyde available to the BES Console.
W
» Note: Nmap is an open-source utility for network scanning. You must accept

Connected to ‘localhost’ as user 'BFAdmin'
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] Task: Run Nmap Scan || = -

‘?ﬂ?’TakeActiun- # Edit| Copy |==Export| HideLocally Hide Globally | 3 Remove

Description | Details | Applicable Computers (0) | Action History (0) |

Description

This task will run an Mmap scan from the selected computers to detect unmanaged computers and
network devices. Use the links below to either scan the entire local subnet or to specify a particular
IP range.

Once complete, the scan data will be uploaded to the BES Server and automatically imported into
the BES Server database by the Asset Discovery Import Service. You will then be able to view the
results through the Unmanaged Assets report interface.

To schedule repeated scans or to specify advanced configuration options such as additional ports,
timing/aggressiveness options, specific hosts to exclude, and other Nmap command line switches,
use the BigFix Asset Discovery Nmap Configuration Wizard to generate a custom Nmap Scan Fixlet
message.

Important Note: This task will remove client settings that were created by Nmap scans. By removing
excessive old client settings, it will improve performance with the BES Client. By default, it will
remove scans that were initiated over 7 days ago. To change this setting, run the task "Set Scanpoint
Cleanup Configuration” (ID 34).

Note: The Nmap security scanner is used within BigFix under license from Insecure Com LLC (The
MNmap Project). For more information on Nmap, as well as advanced configuration options, visit the
link below.

Note: Nmap supports CIDR-style addressing. For more details about how to specify an IP range, visit
the link below.

Note: Client machines may briefly display dos and command prompt windows as a result of running
the action below.

Actions
® Click here to run an Nmap scan on the local subnet.
® Click here to run an Nmap scan on a specific IP range.

® Click here to run Mmap on the last subnet scanned. This action is only valid if you have previously
run an Wmap scan on the selected Scan Point(s).

® Click here for more information about Nmap.

® Click here for more information about BES Asset Discovery.

FRRBABRREY T2y FZEETTET,
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: Task: Run Nmap Scan (Large Subnet) — O 4

&” Take Action = | # Edit | Copy == Export | Hide Locally Hide Globally | X Remove

Description Details Applicable Computers (0) Action History (0)

Description

This task will run an Nmap scan from the selected computers to detect unmanaged
computers and network devices. Because the selected computers are connected to
multiple subnets or your subnet mask indicates that you are part of a subnet with more
than 1022 host addresses, you will need to specify the range of IP addresses you
would like the selected "Scan Points” to scan.

Once complete, the scan data will be uploaded to the BES Server and automatically
imported into the BES Server database by the Asset Discovery Import Service. You will
then be able to view the results through the "Unmanaged Assets” tab of the BES
Console.

To schedule repeated scans or to specify advanced configuration options such as
additional ports, timing/aggressiveness options, specific hosts to exclude, and other
Mmap command line switches, use the BigFix Asset Discovery Nmap Configuration
Wizard to generate a custom Nmap Scan Fixlet message.

Important Note: This task will remove client settings that were created by Nmap
scans. By remaoving excessive old client settings, it will improve performance with the
BES Client. By default, it will remove scans that were initiated over 7 days ago. To
change this setting, run the task "Set Scanpoint Cleanup Configuration” (ID 34).

Note: The Nmap security scanner is used within BigFix under license from
Insecure.Com LLC (The Nmap Project). For more information on Nmap. as well as
advanced configuration options, visit the link below.

Note: Nmap supports CIDR-style addressing. For more details about how to specify an
IP range, visit the link below.

Note: Client machines may briefly display dos and command prompt windows as a
result of running the action below.

Actions
® Click here to run an Nmap scan on the specified IP range.

® Click here to run Mmap on the last subnet scanned. This action is only valid if you
have previously run an Nmap scan on the selected Scan Point(s).

® Click here for more information about Nmap.

® Click here for more information about BES Asset Discovery.
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6] BigFix Console = || B

File Edit View Ge Tools Help

4 Back = Forward =| #) Show Hidden Content|ﬁ Show Non-Relevant Content | 5 Refresh Console

Systems Lifecycle Scan Point Statistics Search Scan Point Statistics P| [m|
J Systems Lifecycle Domain Status Marme Site Applicab
a & Asset Discovery Mot Activated ~ Nmap Scan Point Statistics - Windows BES Asset Discovery 0
@ Setup (11) Mot Activated  Nmap Asset Discovery Import Service Settings BES Asset Discovery 0
4 E Deployment (20) Mot Activated  Nmap Scan Point Statistics - Linux BES Asset Discovery 0
L—-ﬁ Scan Points (9) Not Activated  Scanpeint Cleanup Configuration Analysis - Windows  BES Asset Discovery 0

L—ﬁ Asset Importer (10)
4 @ Manage Scanning (8)
# BigFix Asset Discovery Nmap Scan Wizard
L—_ﬁ Custom Scan Tasks (0]
E Scans (4)
A @ Scan Point Statistics (4)
A S By Status
b [y Not Activated (4)
4 & By Site < m >
b [ BES Asset Discovery (4)

4 & By Activated By Analysis: Nmap Scan Point Statistics - Windows = 0
b A @ Qi Activate Qg Deactivate | » Edit 2 Export| Hide Locally Hide Globally | 3§ Remove
E Unmanaged Assets (0) —
B 5] All Systems Lifecycle Description |Detai|s | Applicable Computers (0) |
~
""""" Description
+J All Content
- This analysis contains information regarding your designated
@ BigFix Management Nmap Scan Points - Windows.
.1. Patch Management After activating this analysis, you will see the following properties
for Nmap:
@3 Systems Lifecycle
» « Installation Time R4

Connected to ‘localhost’ as user 'BFAdmin'

AF v RAY b AVE2—F—ZHFIT2HEE. 1> b=)L) /—F

@D TNmap XZF ¥ >« RAY LOHIBR] 2RIV %ZFEHELEY, Nmap XF vy > - R1 Y
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Deployment Search Deployment J
MName Site Applicz
Designate Nmap Scan Point - Version 7.70 <Unspecified> BES Asset Discov... 0/0

f Remove Nmap Scan Point - Version > = 7.70 <Unspecified> BES Asset Discov... 0/0
Designate Nmap Scan Point - Red Hat Enterprise Linux | CentQ5 - Version 7.70 «Unspecified» BES Asset Discov... 0/0
Upgrade Nmap - Version 6.00 BES Asset Discov.., 0/0
Change UAImporter Delete Mode BES Asset Discov.., 0/0
< mn

Task: Remove Nmap Scan Point - Version == 7.70

‘?’Takehctionv # Edit| Copy |#: Export| Hide Locally Hide Globally | 3 Remove

Description | Details | Applicable Computers (0) | Action History (0) |

Description

This task will remove previously installed Nmap components and configuration settings from targeted
machines. After deploying this Task, these computers can no longer be used to scan your network.

Note: The actions below will also remove all run statistics for Mmap from selected computers.

Actions
® Click here to uninstall Nmap and Npcap.
® Click here to uninstall Nmap only.

® Click here for more information about Nmap.

® Click here for more information about BES Asset Discovery.

CHUIZED IBESINXF v > - RA > DS Nmap B EIBRI 1. Nmap ORFH/N—
23 2T WinPcap 73 Npcap BHIBRTE £9, 70> 3>y Ry oRzoUwoL
T, 7023 0xR1T) 247001702 BRIBZBAFvy>Y R4V b
Ea—4%—%ZFRLEJ, IFEBEEZHIRTSZICE. FES—23> -V —D—FT
iCH3 DBEEEEE) 20Uy ILET,

Nmap XF ¥ > « U HF— ROEH

Nmap RF v+ —ZEHICEODETHRENAITBHEICDOVWTHALE T,
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ol Back =
Systems Lifecycle

| Systems Lifecycle Domain
4 & Asset Discovery
35 Setup (11)
4 E Deployment (20)
:Ii*l Scan Points (9)
ﬁ Asset Importer (10)

4 [2] Manage Scanning (9)
+ BigFix Asset Discovery Nmap Scan Wizard
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BigFix Asset Discovery Nmap Scan Wizard

This wizard will enable you to schedule periodic Nmap
scans of your network using previously designated "Scan
Points”.

Welcome to the BigFix Asset

Progress:
Discovery Nmap Scan Wizard. o9

Please select one of the following options:

® Scan the local subnet.
This option is only valid if the local subnet of the Scan Point is a Class C subnet and itis only one.

() Scan the following hosts:
Separate multiple subnets or IP ranges with a single space (ex 192.168.100.1-254 10.0.0.0/24).
Mmap command line options for host specification.

Hext Cancel

FT. RAFVvVDRATEERLES, O—NIL - HITRY FZXF Vv 2TED BHED
RAMZAF VYU TBHIEHNTEET, N 20Uy I LET,

M—AL - BTy b EIF v > T3) ZFRLIBEIE. ROBET. COXF v
DEBENFIA—Z—Z2RELEFT, V1V FUDLEEPICHZETRRARTN—ZHEL T
<TET L,
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BigFix Asset Discovery Nmap Scan Wizard =

This wizard will enable you to schedule periodic Nmap scans of your
network using previously designated "Scan Points™.

Nmap Scan Options » Progress: I

Nmap Scan Options
For more information on what these settings mean,click here.

Enter the TCP ports you want to scan. Separate each port or port range with a single space.
22 23 80 135 139 445 61616

Select the timing policy that you want. The higher the value, the more aggressive the scan. Mote that more aggressive
scans will induce a greater load to your network.

(O 0-Paranoid (O 1-Sneaky O 2-Polite O 3-Normal ® 4-Aggressive (O 5-Insane
Run OS5 Detection. Selecting "Yes™ will cause Nmap to try and detect operating system information.
®ves (Mo

Enable version detection. Selecting "Yes™ will cause Nmap to detect services running on open ports.
®ves (Mo

List any hosts you want to exclude from this scan. Delimit multiple host addresses andfor ranges with commas (ex
192.168.100.1-5,10,15)

COEBETIF. R—bDRFv>, FRL—FT0>F « SRATFLEBHOET. N—Y 3>
BHOBME. BLUBATEZHRI DU I MIDWTREL T, BDEREIREITD
T. Ny 22U wOLEY,

ROEHETIE. Nmap Configuration 8EA 7> 3 > DEMIL. ping 77> a3 > DFER, £
DD Nmap AF¥ v > « A3 VDANINTEET, BRERBRZIT>T. DNl %
Vv I LET,
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BigFix Asset Discovery Nmap Scan Wizard

This wizard will enable you to schedule periodic Nmap scans of your
network using previously designated "Scan Points™.

Progress: [N

Enable Advanced Nmap
Configuration Options. .'

[] Enable Advanced Hmap Configuration Options.

Select ping options. By default, Mmap uses ICMP echo requests and TCP ACK pings on port 80 in parallel.
-P0: Do not try to ping hosts before scanning.
« -PE: Use ICMP echo request packets to ping hosts.
+ -PA Use TCP ACK packets to ping hosts. Specify destination port below.
-P5: Use TCP SYN packets to ping hosts. Specify destination port below.

Enter additional Nmap scan options. Separate each option with a space. These switches will be appended to the
command line call to Nmap. Mmap command line reference guide.

[] Take this action immediately.

Back Hext Cancel

ROEE T, Fixlet DFFRX b+ T4 —JILREAXEZIAXTEFET, FixletdDF1 +
ILWECEHBRZRETTIET, INTOTFRM Tor—ILRZHAHREZTAALES. 57
T1H#UwILT. T75AR—bk « F—DODNRT—REZAHDLET,
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BigFix Asset Discovery Nmap Scan Wizard

This wizard will enable you to schedule periodic Nmap scans of your
network using previously designated "Scan Points”™.

Progress: [N

Customize the text fields for this
Fixlet message.

Note: If you choose to edit this page, the default title and messages will not be
regenerated by the Wizard, even in the event you go back and modify previous input.

Edit the title:
Run Nmap with Custom Scan Options - Local Subnet (27/06/2019)

Edit the description:
This Fixlet message will run an Nmap scan over the local subnet of the Scan Point. .
The following TCP ports will be scanned: 22 23 30 135 139 44561616
The OS5 Detection option will be used.
Nmap wil run service detection to probe open ports for running services. W

[] Show Custom Fixlet Dialog before creating this Fixlet message.

sac Canc

ZhicED, D4 F—RTANLTEEEBDODNGXA—EF—ELXUVHREZIAIDEEND
Fixlet "R SINE T, B J4—ILROTHFXAMEREESEL. 723> Ry X
RDOZHETHI>0%Z01) v LT Nmap AF v >ZERTLE,
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Fixlet: Run Nmap with Custom Scan Options - Local Subnet (27/06/2019) e

‘?’Takeﬁ.ctiun # Edit| Copy =% Export| HideLocally Hide Globally 3 Rernove

Description | Details | Applicable Computers (0) | Action History (0] |

Description

This Fixlet message will run an Nmap scan over the local subnet of the Scan Point.
The following TCP ports will be scanned: 22 23 80 135 139 445 61616

The OS5 Detection option will be used.

MNmap will run service detection to probe open ports for running services.

The timing policy for this Nmap scan is: 4 (aggressive)

This Fixlet message is applicable on Windows 7, Vista, 2008, 2003, XP, 2000, 8,
Cent0S5, TinyCore and Red Hat Enterprise Linux Versions 5,6, 7.

Actions

® Click here to run an Nmap scan.

AL RERAF v VICEATRBENLBEEICOVWTOEESEIE,
A e AV

XXy RAVIEIRET D FIE. Nmap & Npcapx 1 VX h—JLLF
9o NmaptFall7a4—« AFvF—BLUNpcap/ N\ 7Y b FvTFvr—- 3
175 1)—I|& Insecure.ComLLC DS 1> XD TFTBigFix I CTERBINTWVWET
(The Nmap Project) o
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*Nmap iF zip 77 ML LTEHBEINE T, COT7AINZBRT BHIC. BigFix
IE—BFRYIC Info-Zip DFERY —I)LZ Ao >O— R LTERL £9, Info-Zip (3.
F—TF> -V —=REERIA—T 1) T4 —TT, Info-Zip ICDWVWTEEL <IF. http:/
www.info-zip.org/ ZBR L TL 230,

AFx v VICHT 5 BENGRE

XY RT—=T c AX v 2RITIBE. BARNI AT LDEET B EEEMEDHD &
T, CORREMZR/RICINZ 1C1Z. Nmap XF v > « E—R% 0( MParanoid] )
ICERET DD Nmap AFx v AR INZLIICIDSEZEELFT, ChicEkD.
AF v UICH D BREDNRS BRI ZEDHD £,

c—EDLAY— Ry bT—=0 « TNAR(FHWRY FT—=T « YU DE— - FTNA
ZABE) T FYRT—0 « X Vv VORTHERE B> TIZ—HRETZ L
NHb £,

XY T—=D « AX Y 7R TIBE. BART AT Ax—ILD 5. OIVEa—
A—HO—A) - AVE2—F2—ZAF vV L TLWBRLBHIINZBELHD &
Fo Nmap RF v > ZFHAT2L5IC. CEADT 7170 4—ILZEEL TS
LYo
*Nmap id. Da1IILR - AFx ¥ > - FOTFLICE>T. BEEDODENDHBZY—)LEL
TIST7DUTHONBBZEDNDBDET, VLR« RF v > - FOYF LIE Nmap
DRITZHIFBEVESICRELTL S

AIFRERY hT— 7%Z=\=J\7/3'5J:DL_ Nmap’E SELI-HEIE. IR ICHES
FAHHD. RFv UHRICHAEDOFIEREZER T 28N HDEFd. 774K
DAFYNEO—HILDYIZACRY FT—ITHH., CNITEFIETTERELAN T
Fo WAN (KD BARRUMERY bT—0%Z DY —IILTRAF v > T3 LIFEED
LEHAo
Nmap ZFEAR L7=XF v VIE—RBMICIZVW T > TRERBET TN, UL BELRLE

BEEOBENEFEETIHZENHD £, (ERISELHIC. XYy hT—0 « F—LH
SEYIAFFRIZ B TSI,

e AF v RAYVPRICEASCINFZEZHB LRI TIEFEA. IEXREZ— « R
L—%—" TRF¥v> - RAV MR 2RTTBHE. £721d BigFix F—/N\—AD
AFv> s LR—bO7y7O—RIZKKRT ZHE. FEASCIXENH B . FEEIE
BENRONSBBRBZEMENHD £,


http://www.info-zip.org/
http://www.info-zip.org/

28 4 Z. Unmanaged Asset Importer - NMAP

IUR—F—ZBETRITITBICE. UTOFT2a ARV RS 2518e LTHE

L%xY, HlziE. TUAImporter-NMAP -debugout output.txt -file testfile.xmly T,

F RSB ISAT U REREE LTERLREEZEINTLARWVEEDA. OXUR
TTEREINIEIBDERINE T, TNUNDBEIE. 75147 MREHDMER

IhET,
Windows BigFix H—/\—

_NMB5DF T3 1% HKLM Sof t war e\ Bi gFi x\ Ent erpri se Server
\ Asset Di scover \ NVAP D RICH D £,

« "DSN"[REG_SZ]

JE—bk « T—ER—=XIERAINS DSNe T 7 #JL ;& bes_bfenterprise TY,
« "username"[REG_SZ]

SQL DA—H—%, TT7 AL FREIFNTFREETT,
« "password"[REG_SZ]

SQL D/INAT—FR, T7#JL bEREIENT EREET T,
"file"[REG_SZ]

CDTF7ANET—EIR=—RIZAVR—FTBETTT, 771 ILOFERII.
Fnmap-NameOfYourChoice-15704429241 ORRICT BHERHD FJ, C T

& Tnmaps HEEEEBT. 1570442924 WFA L« AZVTFTY, EORICHE
BOXBIZANE T,

"filedirectory"[REG_SZ]

CDOTA4 LI RM)—HOIRTODIT7AINET—EIR—=Z|ZA VR—
ED

"port"[REG_SZ]

FTBRIFT

BigFix 7 247> hZ2RITLENS, BEZ TN Z)JICE>THRATIEBICHE
FA9 % BigFix R— &=

« "filteroutclients"[REG_SZ]
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BigFix 7514 7> bZ T4 IR VI THRET BICIE1ICHKE. BigFix 7517 > b
ZEDHBICIFOICRELET. T7A4IWMET1TY,
« "serviceinterval'[REG_SZ]
BEONYFOAYR—bERHTHRICH—EIDRR) —TFIREIVK. 771 HEZ
300 T9,
"osfamilyclientexemptions"[REG_SZ]

0s 773V —DARIVY, nmap IC&> T, BEICINSDT77I)—D 12H
BENTVWBRELREINZHZEEG. VA7 BV CRBRINET, Chid. 7NN
1 ZAMR—k 52311 Z listen LTWBT®H. IFAT7 2V EDRA VX b=)LENTL
BEAVR—R—NERBITFEICRIEET, LHL. 517> A RVDIGTY
VE—XREFDMDTNAR + BATTHZDIDHD. 77472 FHEITINTLERWVC
CISBERET Y, T 7 #J)L ~E Tembedded;IOS;DYNIX) T,

"usegmt'[REG_SZ]

RE¥ v VB & T4 2R—bEZ)) 29— N\N—0DKZICT 313 0 ICFRE. GMT
ICTBICIFTICERELET, 774 ME0 T,
"debugout'[REG_SZ]

COF—DT 71 ILEIETHE. UnmanagedAssetimporter-NMAP (32D 7 7 1)L
WICTN\YITHEADZERILE T, TNV ITHINDTTHILE « NRUE™" TT,
"filteroutdownhosts"[REG_SZ]

TICRETDE. RN 40> OBEZAVER—FLEFEA, 774 MET1T
Jo
"ignoredeletedassets'[REG_SZ]

1 DEFE. HIRSNIBEIFERIN, UBOIF v VICELWTREIhEFEA. 0D
’ﬁl:lx EIJB$**LT;,§\FLIEZ:F'\7/LL*DL\TTETE nij—o T77J'}|/ & —Ca-o

Linux BigFix H—/\—
uhbd)7f7’/3 I, besclient. conflg T7A1IICHDET, T3 VDERICDOVT
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» [Software\BigFix\EnterpriseClient\Settings\Client\_AssetDiscovery_debugout]

» [Software\BigFix\EnterpriseClient\Settings\Client\_AssetDiscovery_file]

« [Software\BigFix\EnterpriseClient\Settings\Client\_AssetDiscovery_filedirectory]

« [Software\BigFix\EnterpriseClient\Settings\Client\_AssetDiscovery_port]

« [Software\BigFix\EnterpriseClient\Settings\Client\_AssetDiscovery_filteroutclients]

» [Software\BigFix\EnterpriseClient\Settings\Client\_AssetDiscovery_serviceinterval]

» [Software\BigFix\EnterpriseClient\Settings\Client
\_AssetDiscovery_osfamilyclientexemptions]

» [Software\BigFix\EnterpriseClient\Settings\Client\_AssetDiscovery_usgmt]

» [Software\BigFix\EnterpriseClient\Settings\Client
\_AssetDiscovery_filteroutdownhosts]

» [Software\BigFix\EnterpriseClient\Settings\Client
\_AssetDiscovery_ignoredeletedassets]



T A K< DHBEM

FL<HBERD) X ko
NFEEREE) DL SICHENSINEITH?

2200 PBEEEEE] T. MAC 7 RLZAHBEIHIDEHZE. MAC HEIL THNIEF—RE B0 £
TH. ENUMEI—REBD FEA. 200 TIEEBEE] T. MACTRL D 1 DHEE
HOHDTHEL. RAMEAHEIHDBE. "X MEHRIL THNIEF—REBD FTH. £
NUNI—REBD FEA. MAD BEEEEE] ICMACT7 RLIABHHRR MEHEWNG
B IP7RLZDPBILTHNUII—EEBD FTH. ENUNEI—ERCBD £FHA.

AxvozMmlLELED. BRIZEICHD EFTH,

Asset Discovery Z#IHTA VX h—JLLTBEIE. RIS AT LZXF vV L THEEE
BEICDODVWTHRET2DIC. OO D2EEMENHD £, 20 24F8E L TH BigFix I~
V=ILIZAHRRINBWVWESIE. F—R—RFROF5Z#L T, @HWICTIL-UTLwy
DazERFTLTLETV

BEEREE) #7713, ETICRRTINBIDTID,

MNEEBEE] ¥ JI&. Nmap Asset Discovery 1 YR— bk « H—EX&EA VA =)LLT
PNDHTRRINE T, 1VF—TT—RICRRSINDDICHD DD BEIEMEDH D £,

CDRITHRRINES. 27%RE. BALOBEEZIVV v I LT, TOEEDFHFMTHE
RIBZIENTEET,

BRENBIF v ICBED LS SVORRHDHD T,

ISACH TRy b ZREXvy>2TBL. BEIFT10DD5309HDDETH. Chidk. &
FERAOXY FT—JICE>TEDLBZARRUEDHD T, LDKRRRGRY FT—TTIE,
Ax v ORTICHBEAIDBHEDHD T,

FHABEOEFHIIEDLSICHB>TVET D,

Nmap XF¥+v > « 7OJ 5 Lid. BHEOEEZ5|ESE Ta/getEnEL. /hTUVN

Ty rZERELEY, I, CoFOT LD B&FERY NI —ILETHELICHD OV
Ea—4—%AXx v TRLIICHKATNTVWEZECHERERTY, AF v UHETT
B, AF v UBERIFBigFix —N—IC7vy7O—-RINEXT, BE. COT 7Lk
BINSWIT 7CILTHD (—RICT10KB 15 200KB). RF ¥V INBZITVRARAI> LD
BICE>TERBDET, 1DDRAFvY - RAYVFTARERY NT—0%ZXFv T3
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E T7ANDHFAREIKRELBRBIEDBDETH. COLIBRF v UIFEHANICL
DMERITThFIEA

EDSSVDEETRAF vV ERITTIETDY,

Asset Discovery NIEL Y b7y FEINTVWBREE. XY N T—IANDFEEIFIFLAL
BWeH, AF v U EDBRDBEEICEITLTH, MEIRHDFEA. BEFIDORY FT—
O TNAZAZBHTZ7HIC. AF v >z 1 HICAEDRTLTOENEFVWERA. $5
Wd. ERGRRY T =0 « 1RV ) —1ERZHITFTBOHIC. HEZESTSEIL
HTIFET,

Nmap A*¥ v VEREIIEETEIF ETH%

IEWVe T 7 A ED Nmap AF ¥ VEREIF. BERTRERAF Vv UZAEICLET, D
REIF. BDEICISCTNmMap REVAF—RTEEITREDNTEFEXY, kb, ¢
N TDARIEER Nmap BREICHILTIF £,

Importer o' Nmap 21—F 1 U T4 —® XML HAD SFHRAMB CEHTIFBZT—FIILh
TEDY

BigFix Asset Discovery Importer (&. Nmap DFERHI 5D T—42 (XML Bif) ZHAED
ESER

host: starttime=

host: status: state= reason=

host : host nanmes: host name: namne=

host : address: addr= addrtype= vendor=

host: os: osmat ch: nane= accuracy=

host : os: osmat ch: oscl ass: accuracy= vendor= osfam | y= osgen= type=
host: ports: port: protocol = portid=

host: ports: port:state: state=

host: ports: port:service: nane= product= versi on= extrainfo=

runstats: finished: tine=



Appendix B. Glossary

This glossary provides terms and definitions for the Modern Client Management for BigFix

software and products.

The following cross-references are used in this glossary:

« See refers you from a non-preferred term to the preferred term or from an
abbreviation to the spelled-out form.

» See also refers you to a related or contrasting term.

A (on page 33) B (on page 34) C (on page 35) D (on page 37) E (on page
39) F (on page 39) G (on page 39) L (on page 39) M (on page 40) N (on
page 41) O (on page 41) P (on page 42) R (on page 42) S (on page 42) T
(on page 45) U (on page 45) V (on page 45) W (on page 46)

A

action

1. See Fixlet (on page 39).
2. A set of Action Script commands that perform an operation or

administrative task, such as installing a patch or rebooting a device.

Action Script

Language used to perform an action on an endpoint.
agent

See BigFix agent (on page 34).
ambiguous software

Software that has an executable file that looks like another executable file,
or that exists in more than one place in a catalog (Microsoft Word as a

standalone product or bundled with Microsoft Office).
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audit patch

A patch used to detect conditions that cannot be remediated and require the
attention of an administrator. Audit patches contain no actions and cannot be

deployed.
automatic computer group

A computer group for which membership is determined at run time by
comparing the properties of a given device against the criteria set for group
membership. The set of devices in an automatic group is dynamic, meaning
that the group can and does change. See also computer group (on page
35).

B

baseline

A collection of actions that are deployed together. A baseline is typically used
to simplify a deployment or to control the order in which a set of actions are

applied. See also deployment group (on page 37).
BigFix agent
The BigFix code on an endpoint that enables management and monitoring by
BigFix.
BigFix client
See BigFix agent (on page 34).
BigFix console

The primary BigFix administrative interface. The console provides a full set of

capabilities to BigFix administrators.
BYOD

Bring Your Own Device (BYOD) refers to employees using personal devices
to connect to their organizational networks and access work-related systems

and potentially sensitive or confidential data.
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C

client

A software program or computer that requests services from a server. See

also server (on page 43).
client time

The local time on a BigFix client device.
Cloud

A set of compute and storage instances or services that are running in

containers or on virtual machines.
Common Vulnerabilities and Exposures Identification Number (CVE ID)

A number that identifies a specific entry in the National Vulnerability Database.
A vendor's patch document often includes the CVE ID, when it is available. See

also National Vulnerability Database (on page 41).
Common Vulnerabilities and Exposures system (CVE)

A reference of officially known network vulnerabilities, which is part of the
National Vulnerabilities Database (NVD), maintained by the US National
Institute of Standards and Technology (NIST).

component

An individual action within a deployment that has more than one action. See

also deployment group (on page 37).
computer group

A group of related computers. An administrator can create computer groups
to organize systems into meaningful categories, and to facilitate deployment
of content to multiple computers. See also automatic computer group (on

page 34) and manual computer group (on page 40).
console

See BigFix console (on page 34).
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content

Digitally-signed files that contain data, rules, queries, criteria, and other
instructions, packaged for deployment across a network. BigFix agents use
the detection criteria (Relevance statements) and action instructions (Action
Script statements) in content to detect vulnerabilities and enforce network
policies.

content relevance

A determination of whether a patch or piece of software is eligible for
deployment to one or more devices. See also device relevance (on page
38).

Coordinated Universal Time (UTC)

The international standard of time that is kept by atomic clocks around the
world.

corrupt patch

A patch that flags an operator when corrections made by an earlier patch
have been changed or compromised. This situation can occur when an earlier
service pack or application overwrites later files, which results in patched files
that are not current. The corrupt patch flags the situation and can be used to
re-apply the later patch.

custom content

BigFix code that is created by a customer for use on their own network, for

example, a custom patch or baseline.
CVE

See Common Vulnerabilities and Exposures system (on page 35).
CVEID

See Common Vulnerabilities and Exposures Identification Number (on page
35).
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D

data stream
A string of information that serves as a source of package data.
default action

The action designated to run when a Fixlet is deployed. When no default
action is defined, the operator is prompted to choose between several actions

or to make an informed decision about a single action.
definitive package

A string of data that serves as the primary method for identifying the presence
of software on a computer.

deploy

To dispatch content to one or more endpoints for execution to accomplish an

operation or task, for example, to install software or update a patch.
deployment

Information about content that is dispatched to one or more endpoints, a

specific instance of dispatched content.
deployment group

The collection of actions created when an operator selects more than one
action for a deployment, or a baseline is deployed. See also baseline (on page
34), component (on page 35), deployment window (on page 38), and

multiple action group (on page 41).
deployment state

The eligibility of a deployment to run on endpoints. The state includes

parameters that the operator sets, such as 'Start at 1AM, end at 3AM!
deployment status

Cumulative results of all targeted devices, expressed as a percentage of

deployment success.
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deployment type
An indication of whether a deployment involved one action or multiple actions.
deployment window

The period during which a deployment's actions are eligible to run. For
example, if a Fixlet has a deployment window of 3 days and an eligible device
that has been offline reports in to BigFix within the 3-day window, it gets the
Fixlet. If the device comes back online after the 3-day window expires, it does
not get the Fixlet. See also deployment group (on page 37).

device

An endpoint, for example, a laptop, desktop, server, or virtual machine that

BigFix manages; an endpoint running the BigFix Agent.
device holder

The person using a BigFix-managed computer.
device property

Information about a device collected by BigFix, including details about its
hardware, operating system, network status, settings, and BigFix client.

Custom properties can also be assigned to a device.
device relevance

A determination of whether a piece of BigFix content applies to applies to a
device, for example, where a patch should be applied, software installed, or a

baseline run. See also content relevance (on page 36).
device result

The state of a deployment, including the result, on a particular endpoint.
Disaster Server Architecture (DSA)

An architecture that links multiple servers to provide full redundancy in case of
failure.

DSA
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See Disaster Server Architecture (on page 38).

dynamically targeted

Pertaining to using a computer group to target a deployment.

E

endpoint

A networked device running the BigFix agent.

F

filter

To reduce a list of items to those that share specific attributes.

Fixlet

A piece of BigFix content that contains Relevance and Action Script
statements bundled together to perform an operation or task. Fixlets are the
basic building blocks of BigFix content. A Fixlet provides instructions to the

BigFix agent to perform a network management or reporting action.

Full Disk Encryption

To reduce a list of items to those that share specific attributes.

G

group deployment

A type of deployment in which multiple actions were deployed to one or more
devices.

L

locked
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An endpoint state that prevents most of the BigFix actions from running until

the device is unlocked.

M

MAG
See multiple action group (on page 41).
management rights

The limitation of console operators to a specified group of computers. Only a

site administrator or a master operator can assign management rights.
manual computer group

A computer group for which membership is determined through selection by
an operator. The set of devices in a manual group is static, meaning they do

not change. See also computer group (on page 35).
master operator

A console operator with administrative rights. A master operator can do

everything that a site administrator can do, except creating operators.
masthead

A collection of files that contain the parameters of the BigFix process,
including URLs to Fixlet content. The BigFix agent brings content into the

enterprise based on subscribed mastheads.
MCM and BigFix Mobile

Refers to the offering by Bigfix that is common for both Modern Client
Management to manage laptops (Windows and macQS) and BigFix Mobile to
manage mobile devices (Android, i0S, and iPadOS).

mirror server

A BigFix server required if the enterprise does not allow direct web access but

instead uses a proxy server that requires password-level authentication.

Multicloud
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The utilization of distinct sets of cloud services, typically from multiple

vendors, where specific applications are confined to a single cloud instance.

multiple action group (MAG)

A BigFix object that is created when multiple actions are deployed together, as
in a baseline. A MAG contains multiple Fixlets or tasks. See also deployment
group (on page 37).

N

National Vulnerability Database (NVD)

A catalog of officially known information security vulnerabilities and
exposures, which is maintained by the National Institute of Standards

and Technology (NIST). See also Common Vulnerabilities and Exposures
Identification Number (on page 35).

NVD

See National Vulnerability Database (on page 41).

O

offer

A deployment option that allows a device holder to accept or decline a BigFix
action and to exercise some control over when it runs. For example, a device
holder can decide whether to install a software application, and whether to run
the installation at night or during the day.

open-ended deployment

A deployment with no end or expiration date; one that runs continuously,

checking whether the computers on a network comply.

operator

A person who uses the BigFix WebUI, or portions of the BigFix console.
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P

patch
A piece of code added to vendor software to fix a problem, as an immediate
solution that is provided to users between two releases.

patch category
A description of a patch's type and general area of operation, for example, a
bug fix or a service pack.

patch severity

The level of risk imposed by a network threat or vulnerability and, by extension,

the importance of applying its patch.

R

relay
A client that is running special server software. Relays spare the server and
the network by minimizing direct server-client downloads and by compressing
upstream data.

Relevance

BigFix query language that is used to determine the applicability of a piece
of content to a specified endpoint. Relevance asks yes or no questions and
evaluates the results. The result of a Relevance query determines whether
an action can or should be applied. Relevance is paired with Action Script in

Fixlets.

S

SCAP

See Security Content Automation Protocol (on page 43).

SCAP check
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A specific configuration check within a Security Content Automation Protocol
(SCAP) checklist. Checks are written in XCCDF and are required to include
SCAP enumerations and mappings per the SCAP template.

SCAP checklist

A configuration checklist that is written in a machine-readable language
(XCCDF). Security Content Automation Protocol (SCAP) checklists have been
submitted to and accepted by the NIST National Checklist Program. They also
conform to a SCAP template to ensure compatibility with SCAP products and

services.
SCAP content

A repository that consists of security checklist data represented in automated
XML formats, vulnerability and product name related enumerations, and

mappings between the enumerations.
SCAP enumeration

A list of all known security related software flaws (CVEs), known software

configuration issues (CCEs), and standard vendor and product names (CPEs).
SCAP mapping

The interrelationship of enumerations that provides standards-based impact

measurements for software flaws and configuration issues.
Security Content Automation Protocol (SCAP)

A set of standards that is used to automate, measure, and manage
vulnerability and compliance by the National Institute of Standards and
Technology (NIST).

server

A software program or a computer that provides services to other software

programs or other computers. See also client (on page 35).

signing password
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A password that is used by a console operator to sign an action for

deployment.
single deployment

A type of deployment where a single action was deployed to one or more

devices.
site

A collection of BigFix content. A site organizes similar content together.
site administrator

The person who is in charge of installing BigFix and authorizing and creating

new console operators.
software package

A collection of Fixlets that install a software product on a device. Software
packages are uploaded to BigFix by an operator for distribution. A BigFix
software package includes the installation files, Fixlets to install the files, and

information about the package (metadata).
SQL Server

A full-scale database engine from Microsoft that can be acquired and installed
into the BigFix system to satisfy more than the basic reporting and data

storage needs.
standard deployment

A deployment of BigFix that applies to workgroups and to enterprises with
a single administrative domain. It is intended for a setting in which all Client

computers have direct access to a single internal server.
statistically targeted

Pertaining to the method used to target a deployment to a device or piece of

content. Statically targeted devices are selected manually by an operator.

superseded patch
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A type of patch that notifies an operator when an earlier version of a patch has
been replaced by a later version. This occurs when a later patch updates the
same files as an earlier one. Superseded patches flag vulnerabilities that can
be remediated by a later patch. A superseded patch cannot be deployed.

system power state

A definition of the overall power consumption of a system. BigFix Power
Management tracks four main power states Active, Idle, Standby or
Hibernation, and Power Off.

T

target

To match content with devices in a deployment, either by selecting the content
for deployment, or selecting the devices to receive content.

targeting
The method used to specify the endpoints in a deployment.

task

A type of Fixlet designed for re-use, for example, to perform an ongoing
maintenance task.

U

uTC

See Coordinated Universal Time (on page 36).

Vv

virtual private network (VPN)

An extension of a company intranet over the existing framework of either a
public or private network. A VPN ensures that the data that is sent between

the two endpoints of its connection remains secure.
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VPN
See virtual private network (on page 45).
vulnerability

A security exposure in an operating system, system software, or application

software com ponent.

W

Wake-from-Standby

A mode that allows an application to turn a computer on from standby mode
during predefined times, without the need for Wake on LAN.

Wake on LAN

A technology that enables a user to remotely turn on systems for off-hours
maintenance. A result of the Intel-IBM Advanced Manageability Alliance

and part of the Wired for Management Baseline Specification, users of this
technology can remotely turn on a server and control it across the network,
thus saving time on automated software installations, upgrades, disk backups,

and virus scans.
WAN

See wide area network (on page 46).
wide area network (WAN)

A network that provides communication services among devices in a
geographic area larger than that served by a local area network (LAN) or a

metropolitan area network (MAN).



Appendix C. Support

For more information about this product, see the following resources:

« BigFix Support Portal

* BigFix Developer

« BigFix Playlist on YouTube

* BigFix Tech Advisors channel on YouTube

* BigFix Forum


https://support.hcltechsw.com/csm?id=bigfix_support
https://developer.bigfix.com/
https://www.youtube.com/playlist?list=PL2tETTrnR4wtneQ2IxSIiDFljzQDuZNBQ
https://www.youtube.com/channel/UCtoLTyln5per0JYzw1phGiQ
https://forum.bigfix.com

Notices

This information was developed for products and services offered in the US.

HCL may not offer the products, services, or features discussed in this document in other
countries. Consult your local HCL representative for information on the products and
services currently available in your area. Any reference to an HCL product, program, or
service is not intended to state or imply that only that HCL product, program, or service may
be used. Any functionally equivalent product, program, or service that does not infringe any
HCL intellectual property right may be used instead. However, it is the user's responsibility

to evaluate and verify the operation of any non-HCL product, program, or service.

HCL may have patents or pending patent applications covering subject matter described
in this document. The furnishing of this document does not grant you any license to these

patents. You can send license inquiries, in writing, to:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the

HCL Intellectual Property Department in your country or send inquiries, in writing, to:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

HCL TECHNOLOGIES LTD. PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY
OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of express or implied
warranties in certain transactions, therefore, this statement may not apply to you.



This information could include technical inaccuracies or typographical errors. Changes
are periodically made to the information herein; these changes will be incorporated in new
editions of the publication. HCL may make improvements and/or changes in the product(s)

and/or the program(s) described in this publication at any time without notice.

Any references in this information to non-HCL websites are provided for convenience only
and do not in any manner serve as an endorsement of those websites. The materials at
those websites are not part of the materials for this HCL product and use of those websites

is at your own risk.

HCL may use or distribute any of the information you provide in any way it believes

appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of
enabling: (i) the exchange of information between independently created programs and
other programs (including this one) and (ii) the mutual use of the information which has
been exchanged, should contact:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in
some cases, payment of a fee.

The licensed program described in this document and all licensed material available for
it are provided by HCL under terms of the HCL Customer Agreement, HCL International

Program License Agreement or any equivalent agreement between us.

The performance data discussed herein is presented as derived under specific operating
conditions. Actual results may vary.

Information concerning non-HCL products was obtained from the suppliers of those
products, their published announcements or other publicly available sources. HCL has not

tested those products and cannot confirm the accuracy of performance, compatibility or



any other claims related to non-HCL products. Questions on the capabilities of non-HCL

products should be addressed to the suppliers of those products.

Statements regarding HCLs future direction or intent are subject to change or withdrawal

without notice, and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations.
To illustrate them as completely as possible, the examples include the names of individuals,
companies, brands, and products. All of these names are fictitious and any similarity to

actual people or business enterprises is entirely coincidental.
COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate
programming techniques on various operating platforms. You may copy, modify, and
distribute these sample programs in any form without payment to HCL, for the purposes

of developing, using, marketing or distributing application programs conforming to the
application programming interface for the operating platform for which the sample
programs are written. These examples have not been thoroughly tested under all conditions.
HCL, therefore, cannot guarantee or imply reliability, serviceability, or function of these
programs. The sample programs are provided "AS IS," without warranty of any kind. HCL

shall not be liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a
copyright notice as follows:

© (your company name) (year).

Portions of this code are derived from HCL Ltd. Sample Programs.

Trademarks

HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or

registered trademarks of HCL Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks

or trademarks of Adobe Systems Incorporated in the United States, and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of

Oracle and/or its affiliates.



Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft

Corporation in the United States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or
both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and

conditions.

Applicability

These terms and conditions are in addition to any terms of use for the HCL website.

Personal use

You may reproduce these publications for your personal, noncommercial use provided that
all proprietary notices are preserved. You may not distribute, display or make derivative work

of these publications, or any portion thereof, without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise
provided that all proprietary notices are preserved. You may not make derivative works of
these publications, or reproduce, distribute or display these publications or any portion

thereof outside your enterprise, without the express consent of HCL.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are
granted, either express or implied, to the publications or any information, data, software or

other intellectual property contained therein.



HCL reserves the right to withdraw the permissions granted herein whenever, in its
discretion, the use of the publications is detrimental to its interest or, as determined by HCL,

the above instructions are not being properly followed.

You may not download, export or re-export this information except in full compliance with

all applicable laws and regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE
PUBLICATIONS ARE PROVIDED "AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF
MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR PURPOSE.
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