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Special notice

Before using this information and the product it supports, read the information in Notices (on page xvii).



Edition notice

This edition applies to BigFix version 10 and to all subsequent releases and modifications until otherwise indicated in

new editions.
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Site subscription

Sites are collections of Fixlet messages that are created internally by you, by HCL, or by vendors.

Subscribe to a site to access the Fixlet messages to patch systems in your deployment.


https://support.hcltechsw.com/csm
https://support.hcltechsw.com/csm
http://www.vmware.com/files/pdf/services/Files2011/vmware-ESXi-assess-migrate-service-brief.pdf
http://www.vmware.com/files/pdf/services/Files2011/vmware-ESXi-assess-migrate-service-brief.pdf
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You can add a site subscription by acquiring a Masthead file from a vendor or from HCL or by using the Licensing

Dashboard. For more information about subscribing to Fixlet sites, see the BigFix Installation Guide.

For more information about sites, see the BigFix Console Operator's Guide.



Chapter 2. Download plug-ins

Download plug-ins are executable programs that download a specified patch from the website of the patch vendor. To

ease the process of caching, Fixlets have an incorporated protocol that uses download plug-ins.

For the Fixlet to recognize the protocol, the related download plug-in must be registered. You must use the Manage
Download Plug-ins dashboard to register the download plug-in. After you register the plug-in, you can run the Fixlets
to download, cache, and deploy patches from the BigFix console.

If you already registered the plug-in, you can use the Manage Download Plug-ins dashboard to run the update. You
must use the dashboard also to unregister and configure the download plug-in.

Notes:

- If you install the download plug-in on relays, it is suggested that you also install it on the server.
» Download plug-ins support basic authentication only.
« The BigFix server and the BigFix client must be on the same version to avoid a null error.

Manage Download Plug-ins dashboard overview

Use the Manage Download Plug-ins dashboard to oversee and manage download plug-ins in your deployment.

You can use the Manage Download Plug-ins dashboard to register, unregister, configure, and upgrade the download

plug-ins for different patch vendors.

You must subscribe to the Patching Support site to gain access to this dashboard. To view the Manage Download

Plug-ins dashboard, go to All Content domain > All Dashboards > Manage Download Plug-ins.

Figure 1. Patch Management navigation tree

The dashboard displays all the servers and windows-only relays in your deployment. Select a server or relay to view
all the plug-ins for that computer. The dashboard shows you also the version and status for each plug-in in one

consolidated view.

Figure 2. Manage Download Plug-ins dashboard

A plug-in can be in one of the following states:

* Not Installed

« New Version Available
» Up-To-Date

» Not Supported
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The dashboard has a live keyword search capability. You can search based on the naming convention of the servers,
relays, and plug-ins.

Note: If you install the download plug-in on BigFix relays, you must also install it on the BigFix server to avoid
download issues.

ESX Ao >O—Fk « 75040 > DEHF
(FYYO—FK - 7591 Y OER) 4y aR—Re@ALT. ESXOFYYO—FK - 7551 Ve BRLET,

UTDERI%ZRITTBHVEDHD T,

o TIX\wF « HR— | (Patching Support)y % MIHTZXOS4T LT Fo>O—-R -394V DE
B) Ay aR—RIZTIEALET,

« TBESHR—kJ 1 EDSFERATES V517> bOIES{LSHR (Encryption Analysis for Clients)1 2
WzT7071ICLEY,

« I)XyF « YR— b (Patching Support)y 1 bW SEATEZ MFooA—K - 759100 N—-S3>
(Download Plug-in Versions)) 24z 7V 7+« FICL& T,

c IVRRAY b2ESTEZHE. TBESHER—F1 41 CHSERTES U517 FOESIEOERD
1t (Enable Encryption for Clients)s Fixlet #7701 L £ 95

AoVO—R T3040 % EDTSTAUNA VA= ENTVRVWIYE2—2—ICERT B L. T30
VIZEBMICT YR b=LEN, BT 7 AILAMERS N E T,

AoYO—R - FS04 NIV E2—F—ICTTICA YA —ILETNTVBIGEE. BRT7 7 7ILIELEEI TN
ED

1. NYFBEBERXA DS, TFRTONYFOER) > Fyafr—F) > ForOo—F 735351
DER]) Fdyar—FzoU0yILET,

2. TH—N=xUL—1] T=TNHE. Fo20—R « FS3TA>02F®RT BT —N—FE) L —%FRL
F7,

3. 175501021 =TIh 6. TESXTST101 #&RLET,

4. T88 #0UvILET,
TESX 7541 > D&EER (Register ESX Plug-in)l W« H— RKRHBARTJINE T,

5. 7O0F > — - H—N—Z2RBALTHEI>YO—-RIIZIBENHZIHEIF. TOF>— - NTA—F—%Z AL
TLEETWL,
70#%>— URL

FOF>— - H—=N—0DURL, Z7OFINERI FEHEEFNEBEKXD URL THZIHEH
HDFEFJI, COURLIFEE. 7O0F>— - H—N—DIP7RLXERIZIDNSHE ZFDR— K
Z. AOYTRYI> 7B DT, Fl:inttp://192. 168. 100. 10: 8080.

r7o%s—-1—-%—4%,



N'VMWare ESX Server 1—4—X « -1 K] ®/\vF | 2-Download plug-ins | 9

TO%S— - H—N—TRAPUELHEOTOFS— - 1—F—%, BH. AT+ L
domai n\ user name NICH D £
ZOx>— - NXT7—F
FOF>— - H—N—TRIIEMRBERFEOIOF S — «- NAT—F,
rF7Ooxs—« NX7— FOER
BERAO7OF>— - NRXT—FK,
6. TOKy #0)voLET,
703> 0ERT) 44 T7ADRRRIINET,
7. 2=y kA2 —32—%2FRLET,
8. TOKI #UUv o LET,

ESXZo>O—FK « IS4 HEBICERINE LT

ESX AU >VO—KR « 735040 0 OERER

Zo>0—F 7250142088 4y YaR—RefERALT ESXOFT>vO—F « 73571 V2B RERLE
ER

1. NYFBEBERXA DS, TTRTONYFOER) > Fyafr—F) > FovOo—-F 735351
DEE]) Fy>adf—FEoUvyILET

2. TH—=N=VUL—1 T=TIHHB. FUo2O0-K « TSI 02 BRERT I —N—FiF) L —%&

RLZET,

175041 7=7ILh 5. TESXFS5T1>1 Z&RLET,

rE8RM2P% (Unregister)s 20U v L£9,

(702a>0OxRT 44707 BREINET,

A=y ks AVE2—2—%FEIRLE TS

oK1 #271)w o L%,

> w

o o

ESXA DO YO—R « 7S50 VHERBICERERINE LT

ESXA O >O—R « 7554 DB
IFo>va—R - 75910 088 FvPah—REFERALT ESXOAYYO—R - 753912 8BRLE T,

BRICE->T, 4o>O—R - F371 VOBGFEORMZETBO TEL CEHHESIhE Y, 4oy>vO—K -7
STA VBRI B L. BIFOBRIESLEEEZINET,

1. Ny FEERXAUDE, TTRTONYFOER) > FyPadr—F) > 4o>O0—-F -« F351>
DEE dydakr—FzoUv o LET

2. TH—N=xUL—1 =TS, FU20—R - FS3TA % EBRT B —N—F7/E) L —%=FRL
F7,

3. 173501001 T=TIDbB. TESXTST1>01 #ERLE T,

4. TR #0 ) v o LED,



'VMWare ESX Server 1—4'—X « - K] ®/\vF | 2-Download plug-ins | 10

TESX #5741 > D (Configure ESX Plug-in)l 7« #'— RARTINZE T,
5. 7O0F>— - H—N—ZRBALTEIYO-RTI3HELNHZHFEIE. 7OF>— - NTX—F—%F AL
TLEETWL,
7O0%>— URL

JOF>—«H—N—D URL, 7OFIJINERIMEDEENTERROD URL THIHBEH
HDFEFJI, TOURLIFEE. 7O0F>— - H—N—DIP7RLXERIZIDNSHE ZFDR— K
Z. JOYTRYI 7B DTY, fll:nttp://192. 168. 100. 10: 8080.

r7o*xs—.a1—%-—%.

ZOx>— - H—N—TRIAHIVERBEOIOF > — - A—H—%, BE. ChigT7+—L
domai n\ user name RICH D £
ZOx>— - NXT7—F
FOF>— - H—N—TRIAEMRBERFEOIOF S — « NAT—F,
rF7Ooxs—« NX7— FOER
BEEAO7OF>— - NRXT—FK,
6. TOKy #0)voLET,
703> 0ERT) 44 T7ADRRRIINET,
7. 2=y kA2 —32—%2F&RLET,
8. TOKy #7)voLEY,

ESXZo>O—FK « IS4 A EBICEBEINE LT,

ESXAo>O—KkK « 75014 >07 v o L—R
r5>O0—RKR« 7S50 D8R 4v>aR—REFERLT. ESXOE T >O—R « FS910>%T7vIoL—
FLZETD,

1. NYFEEBERXA DS, TTRTONYFOER) > FyaR—F) > ¥4o>oO—-F - 735512
DER) AyoaRk—FE0 ) v LET,

2. TH—N=xUL—) =TS 490K« FS3914>%2T7vFIL—RIT3H—/N—F7=1FV

L—ZFIRLE T,

754541 T—=TILh6. TESXFTST1>1 2FRLET,

M7yZoL—F1 #0J)v o L%,

(70>3>0RT) 414 T7ADRRRIINET,

A=y ke AV —F—ZBRLE T,

oK1 22y o LET,

> w

o o

CHT ESXAUYO—R - 73591 VOBRFN—IJavhr YR b —ILahE L.



% 3 E. Fixlet 2fEALT/Ny F

ESX N\wFZTTOA XY NRIBICERT 3. ESX3@EIF/INyF « B MCH B Fixlet ZERALE T,

ESX NwFZBERTSICIE. Ny FEE] RX1>%2IUvIL.

Ra&ERLEI,

oS ~R>4—1 OF®D 'VYMware ESX1 / —

FET—=>a> V=5 FIRELVEESNL Fixlet. B, 7. BLVESXANYF - U HF—FRZzqF
T, ESXORFIAVT VY ZRTTEET,

J Patch Management Domain
application Yendaors
-] 05 Yendors

P_E] SUSE Linux Enterprise (&,
[ WMWare ESY (226)

= ':ﬁ Recent Content (73
i Modified Fixlets (0)
E Mew Fixlets (7

__ﬁ Configuration {4)

B Analyses (2)

o1 ES¥ 4 Patch Wizard
[ E¥ 3.0.0(32)

[ ESx 3.0.1 (52)

[} ESx 3.0.2(53)

#HE] All Patch Management

TESX4.1.01 /—FRZZVvI LT EXE(EHHTEE] .

NYFeRRLET,

<«

827)

e

T—f% « &LV Texa2 V71— )IRKEST



'VMWare ESX Server 2—H'—X « i1 K1 /Ny F | 3-Fixlet ZER L=/ F 12

- VMware ES¥ (226)
E Recent Content (73
E Confiquration (4]
Eﬁ Analyses (2)

o1 ES¥ 4 Patch Wizard
F ESH 3.0.0(32)

1 ESH 3.0 (52)

F} ES¥ 3.5 (600

[ ESH 4.0.0(17)
S ES% 4.1.0/(0) /
{5 Critical (0)

—E General (1)
—_ﬁ Security (00
E Superseded (3
-] All Pakch Management

WA/ — REBERT B, fEET U 7IC Fixlet ’RRENE J, BRI S Fixlet Z:8IRL .

r7ooa>nx

71 22Uy o LTER7OERZHEBLEY, FERONYFIF. FET—2a>y -V U—0 TEZHBIEH]

J—RIZHDFET,

ESX4 /NNy F « JqaHF—RK

ESXNyF + U —FZERTR . EFNYRILHISERDO/NY FZBRATEEY,

NYEL=IUyoTBe. ERATERERDO/NY FHARTINET, 12U LED/NYyFEEIRL. TFixlet DE

1 270y oLED



l'VMWare ESX Server 1—1#'—X « -1 K] ®/NvF |3-Fixlet #ERBL /Ny F |13

i Ll £S5 4 Patch Wizard, .. . =
ﬂ Patch Management Darmnain & | ES e
Application Yendaors

= S 03 Yendors

T Apple Mac 05 X (354)

T Canonical (A54) Select Bundle
T CentOs (2,313)

T Bundle Release Dal Number of Pati| Number of Applicable Co

T IBM ALY (1,122)

T Microsoft Windows (380' ESR400-20090701 08/0& 2009 1 u] =
‘5 Red Hat Enterprise Linus ESK400-2009090 09/24/2009 & ] i
EHE ¥Mware ESX (226) ES¥-4.0,0-update 12/09/2009 37 0 Ea

[]—@ Recent Content (7)

—@ Configuration (4) Select Patches

—@ Analyses (2)

Patch

— 1| ES¥ 4 Paktch Wizard
[ ESY 3.0.0(32)
[ ESY 3.0.1 (52)
G- ES¥ 3.0.2 (53)
[ ESX 3.5 (80)
[
[

]_@ESX 4.0.0{17) Create Fixzlet |
-k ESH 4. 1.0/(0) —
E—@ Superseded (3)

BEX3000) Previouslycreated customfilets

T ESR 30,1 (0)

ID | Fixlet Source Bundle Creation Date Number of A

w BigFix Management

. Mobile Device Managem...

.1. Patch Management

A%

|D items in list, O selected, A

(7023 YORTI 44707 - Ry IRT. [702a>) RyIReo )y o LTr7ooaryz@#RALEY,

ESX /\w FIBERDUNE
ESX/ NyF « AVTIYDNE—4F v bk « DRTFLEERICEFTES LSS BEESX H—N—ICA1 VX —/LT
NTWBESX/INYF + 1RV M) —EETLET,

ZDAIIYRYRU=IF, FEF=>3> -V —0 Tl /— RS 708X TES TESX VY FIERDIN
£ ZRIDSERTEEY, CORRIIE RMLEENYTF - 7723 0RTHICHODEHRINE T,



'VMWare ESX Server 1—H'—X « i1 K] ®/VyF | 3-Fixlet ER L=/ F |14

B Tivoli Endpoint Manager Console =] B
File Edit Wew Go  Tools Help Debug|

" Back - *Fnrward - | % Show Hidden Conkent |ﬁ5hnw Mon-Relevant Cantent ‘ {:il'ReFresh Console ‘

enk: L Configuration Search Configuration ,D| =

Sl HPpie |.~'|a;: R ;I Mame | Source Sev,.. & | Site | Applica
Cananical (684) Gather ES¥ Patch Information - ESY Server 3 <l nspecified = Patches Far ESi ajn
CentOs (2,313)

Mak Reparting Patch Information - ESX Server 3 <nspecified = Patches Far ES¥ ojo
i [BM ALK (1,122) Gather E tch InFormation - E r 4 =Unspecified = Pakches For ESx aja
Microsoft Windows (3300 Mok Reparting Pakch Information - ESY Server 4 =lnspecified > Patches For ESH ojn
Red Hat Enterprise Linu:: {1
Yiare ESH (226

% Recent Content (7)

% Confiquration (4) 1 | I _'I

f° Analyses (2)

- ES¥ Server 4 = 1

TR =ILINTWBRESXNNYF1 DETIT14 71232 icEbD. FEDESX VX TLDA VA =L
BHESX Ny FOREDIV X LERRTEEY, FES—>a>y - VU—h5 9 2FRL. ELLWOHRER
DIFTC AZa—%FGoUVvoL "TPO71071t1 Z8RLTCT7 V710 TILLET,

B Tivali Endpoint Manager Console [_ O]

File Edit Wiew iGo  Tools Help Debug|

il Back - *Farward - | ¥ Show Hidden Content |ﬁ5haw Mon-Relevant Content | ;:i-"Refresh Console ‘

£ 8
Skatus Applicable

Red Hat Enterprise Linux {1
YW are ESY (Z26)

Inst. E ver 3
Installed ESX Patches - ESX Server 4

Mot Ackivated Patches for ESX i}

__|‘_31 Configuration (4)

Q" Analyses (2)
o1 ES¥ 4 Patch Wizard I

BEIRZ
m

&
BZIZDOVWTEHLIE. TWindows UATOBEHRZ ( (R—) )1 ZBRL TSV,


unique_17
unique_17
unique_17

Appendix A. Support

For more information about this product, see the following resources:

« BigFix Support Portal

« BigFix Developer

« BigFix Playlist on YouTube

* BigFix Tech Advisors channel on YouTube

* BigFix Forum


https://support.hcltechsw.com/csm?id=bigfix_support
https://developer.bigfix.com/
https://www.youtube.com/playlist?list=PL2tETTrnR4wtneQ2IxSIiDFljzQDuZNBQ
https://www.youtube.com/channel/UCtoLTyln5per0JYzw1phGiQ
https://forum.bigfix.com
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Notices
This information was developed for products and services offered in the US.

HCL may not offer the products, services, or features discussed in this document in other countries. Consult your
local HCL representative for information on the products and services currently available in your area. Any reference
to an HCL product, program, or service is not intended to state or imply that only that HCL product, program, or
service may be used. Any functionally equivalent product, program, or service that does not infringe any HCL
intellectual property right may be used instead. However, it is the user's responsibility to evaluate and verify the

operation of any non-HCL product, program, or service.

HCL may have patents or pending patent applications covering subject matter described in this document. The
furnishing of this document does not grant you any license to these patents. You can send license inquiries, in writing,
to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

For license inquiries regarding double-byte character set (DBCS) information, contact the HCL Intellectual Property

Department in your country or send inquiries, in writing, to:

HCL

330 Potrero Ave.

Sunnyvale, CA 94085

USA

Attention: Office of the General Counsel

HCL TECHNOLOGIES LTD. PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of
express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. HCL may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time

without notice.

Any references in this information to non-HCL websites are provided for convenience only and do not in any manner
serve as an endorsement of those websites. The materials at those websites are not part of the materials for this
HCL product and use of those websites is at your own risk.

HCL may use or distribute any of the information you provide in any way it believes appropriate without incurring any
obligation to you.
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Licensees of this program who wish to have information about it for the purpose of enabling: (i) the exchange of
information between independently created programs and other programs (including this one) and (ii) the mutual use
of the information which has been exchanged, should contact:

HCL

330 Potrero Ave.
Sunnyvale, CA 94085
USA

Attention: Office of the General Counsel

Such information may be available, subject to appropriate terms and conditions, including in some cases, payment of

a fee.

The licensed program described in this document and all licensed material available for it are provided by HCL under
terms of the HCL Customer Agreement, HCL International Program License Agreement or any equivalent agreement

between us.

The performance data discussed herein is presented as derived under specific operating conditions. Actual results

may vary.

Information concerning non-HCL products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. HCL has not tested those products and cannot confirm
the accuracy of performance, compatibility or any other claims related to non-HCL products. Questions on the
capabilities of non-HCL products should be addressed to the suppliers of those products.

Statements regarding HCLs future direction or intent are subject to change or withdrawal without notice, and
represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate them as
completely as possible, the examples include the names of individuals, companies, brands, and products. All of these

names are fictitious and any similarity to actual people or business enterprises is entirely coincidental.
COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming techniques
on various operating platforms. You may copy, modify, and distribute these sample programs in any form without
payment to HCL, for the purposes of developing, using, marketing or distributing application programs conforming to
the application programming interface for the operating platform for which the sample programs are written. These
examples have not been thoroughly tested under all conditions. HCL, therefore, cannot guarantee or imply reliability,
serviceability, or function of these programs. The sample programs are provided "AS IS," without warranty of any kind.

HCL shall not be liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work must include a copyright notice as
follows:
© (your company name) (year).

Portions of this code are derived from HCL Ltd. Sample Programs.
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Trademarks

HCL Technologies Ltd. and HCL Technologies Ltd. logo, and hcl.com are trademarks or registered trademarks of HCL
Technologies Ltd., registered in many jurisdictions worldwide.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe
Systems Incorporated in the United States, and/or other countries.

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United
States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
UNIX is a registered trademark of The Open Group in the United States and other countries.

Other product and service names might be trademarks of HCL or other companies.

Terms and conditions for product documentation

Permissions for the use of these publications are granted subject to the following terms and conditions.
Applicability

These terms and conditions are in addition to any terms of use for the HCL website.

Personal use

You may reproduce these publications for your personal, noncommercial use provided that all proprietary notices
are preserved. You may not distribute, display or make derivative work of these publications, or any portion thereof,
without the express consent of HCL.

Commercial use

You may reproduce, distribute and display these publications solely within your enterprise provided that all proprietary
notices are preserved. You may not make derivative works of these publications, or reproduce, distribute or display
these publications or any portion thereof outside your enterprise, without the express consent of HCL.

Rights

Except as expressly granted in this permission, no other permissions, licenses or rights are granted, either express or

implied, to the publications or any information, data, software or other intellectual property contained therein.

HCL reserves the right to withdraw the permissions granted herein whenever, in its discretion, the use of the
publications is detrimental to its interest or, as determined by HCL, the above instructions are not being properly
followed.



XX

You may not download, export or re-export this information except in full compliance with all applicable laws and
regulations, including all United States export laws and regulations.

HCL MAKES NO GUARANTEE ABOUT THE CONTENT OF THESE PUBLICATIONS. THE PUBLICATIONS ARE PROVIDED
"AS-IS" AND WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING BUT NOT LIMITED
TO IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR
PURPOSE.
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