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Set up a work or school account

You'll get access to resources like email, apps, and the network. Connecting means your work or
school might control some things on this device, such as which settings you can change. For specific
info about this, ask them.

I nwuser1@hcl.com

‘ https://10.14.75.113/win/EnrolimentServer/Discovery.sv
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Set up a work or school account

You'll get access to resources like email, apps, and the network. Connecting means your work or
school might control some things on this device, such as which settings you can change. For specific
info about this, ask them.

| nwuser1 |
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@ Home Access work or school

et ac ces like email, apps, and the network. Connecting
meal school might control some things on this device,
such s you can change. For specific info about this, ask
Account:
them.
A Y info Connect t
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= Email & t ,
= Connected to BigFix-AgentLess MDM Have a question
Connected by nwuser|@hcl.com o ;
€, Sign-in options Configuring VPN
Using Remote Desktop
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A, Family & other users Q@ Gethelp

& Give feedback
> Syncyour settings
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Settings = O X

2 Home Access work or school

Find a setting | Get access to resources like email, apps, and the network. Connecting |
means your work or school might control some things on this device,
such as which settings you can change. For specific info about this, ask

A

ccounts them.

RZ  Your info Connect
+

B Email & accounts

B Connected to Default Directory’s Azure AD
onnected by DevMDMO4@qgatgst fout

Slgn-'n ﬂptlons |'-.-1-:'|.::;»- your account l

B »

Access work or school
Info Disconnect

0

Other users

Q

Related settings

Sync your settings

Add or remove a provisioning package
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@ Managed by Bigfix Modern Client Management

Connecting to work or school allows your organization to control some
things on this device, such as settings and applications.

Areas managed by Bigfix Modern Client
Management

Bigfix Modern Client Management manages the following areas and
settings. Settings marked as Dynamic might change depending on
device location, time, and network configuration.

More information about Dynamic Management

Policies

*Devicelock

*Experience

Applications
+BigFixAgent: EnforcementCompleted

Connection info

Management Server Address:
https://dev-mdm-04.demo.bighx.com/win/management
Exchange ID:

WebUI Z £ L - EE
BERINTET /N1 AUE WebUl ZIB L TEETIT X9, WebUl 7 /N1 ZD—ETlE. BEIERD
FE$EH® autopilot_enroll ¥ L TRRINE T,

e BIGFIX Devices Apps Deployments Reports - 24 G
DeViCeS mlma'amnlerepm -

4 devices © Reset all filters (] View: 20 ~ 1= 10f 1 pages

(] Computer Name 1L H Enrollment Type | # Last Report Time 1L \ppl Patches | ED H Device Type Hos # Groups H User Name # IP Address gl

| - - Device
ZTl
R | b ¥ *  _Type T =

[0 z1p-71013634043 o || autopilot_enroll | 12 minutes ago 0 0 Mobile Windows 10E..  MDM Devices,.. <none>

a ZTD-71013634043 & || autopilot_enroll an hour ago 0 0 Mobile Windows 10E..  MDM Devices,.. <none>

O ZTD-71013634043 o || autopilot_enroll 2 hours ago 0 0 Mobile Windows 10E..  MDM Devices,..  <none>

[0  zro-71013634043 o | autopilot_enroll | an hour ago 0 0 Mobile Windows 10E..  MDM Devices,.. <none>
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TINAAD KR F 2 X2 bTlE. BEFEOELED autopilot_enroll & L TRRINE T,

<« C @ dev-mdm-webui.demo.bigfix.com/framework/device 1 r e i

Last Reported: 1Z minutes ago US: windows U Enterprise Evaluation 10.0. 19042508
24 Nov 2020 16:43

Details

5 Windows 10 Enterprise
User B Free Disk Space: N/A Evaluation 10.0.19042.508

e  Mobile

Sroup: MDM Devices, Windows
Systems

6 Addre evice Typ Mobile Lockec No
1618022613 RAM Last Sex 12 minutes ago
Total Size of System Driv <Not specified> Last User <None>

Windows Modern Client Management Analysis

Application: Microsoft Edge, 84.0.522.69, Microsoft Edge Update, 1.3.133.5
ZTD-71013634043

False

15 Policy False

00-15-5D-A0-19-02

Windows 10 Enterprise Evaluation 10.0.19042.508

BigFix MDM Z & SICBEB T2 HEICDOVTIE. XZEBRBLTLEIL. MDM 7/\1 XD
TR (#a#a# )

A E&: Autopilot EEFiEH Windows 10 7 /N1 X % B iR % RIR (##### )T B L.
BZELIIERDT AT HEIBREIN. TN XH5 AD A—H—"IianiExd, 7
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« T8% URL Z(FH L 7288k - macOS (##### 40): A—H—|F. BERURL ZFERAL T
Apple TNN1 RZERTET £,

* Apple BEIT/\1 REER (###4# ): BIEE L. AR Apple £/ ISR EBRESE
ELCTHBALTRESICIRMT S, TCICHERTES Apple TN ADERZER
SLUVBEMETETET,

F&x URL (£ L 7= & &% - macOS

EEENEFRURL ZHE T 3EEIC. 22— —H " macOS 7/N1 X% MDM ICEE]R T3 H
FICDOWTIE, CotEosaryaEmA<EIL,

Od—H—(d. BigFix BEEENHBTRERURLICTIVERTEIMENHD T (X—ILF
feldF v v b EfER), TOEER URL & MDM H#—/N—®D FQDN T (B z X, https://
enroll-mdm.bigfix.com)o CTOERR—FILTEREE. I—F—IFBEEBEL LTT /N1 XIC
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1. macOS /N1 X T, Web 75U —%E&#L. MDM % —/\— URL ICBEIL £ 75,

OBIGFIX°

Email address

Password

D Remember Me

2. MDM " —N\—Dt v b 7 v FERIHER & 17z Active Directory 7 701 X > M ZE
BT ONIEBNEBEFA—I - PRLRENZAT—RZANLET,

3. T8 20 V)y I LT MacER7O7 7ML EZU>O—-RFLET,

4.0SX ZCEHRIOT 7ML ZHEI BRLELSELTWS MDM 77040 X > ~C
Ad3EHREe1I—H—ICRTLET,. BENRVWELSICRZZHEIF. 12X b=
W1 20y LTMDMIZTNA RZEBHRLEF T,
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=" Are you sure you want to install “Enrollment Profile”?

{l: J % The administrator may collect personal data, add/remove accounts and restrictions, install and list

apps, and remotely erase data on your computer.

Enrollment Profile

ix Verified

The server may alter your settings
mdm com
I at 10:09 AM

Erase all data on this computer
Add or remove configuration profiles

Cancel Install

Apple BE) T /N1 R E &R

BigFix 10 F§ MCM I&. Apple TN\ XDEHREERZBEML T 34> 51> « T—EXT
H 3 Apple BENIT /N1 REHRSOT 5L (DEP) ZHR—FLTWLET,

Apple BEIT N1 AEREFERTI . A—HF—DNABLIC. 28D Apple 7/\1 X%
B CBERTI £ 9, Apple Business Manager R—# )L Tld. BigFix BEIE&Z. T/\1 X
ZEDMDM H—N—|CEIDETE W TEZH ZEFICKEL. TN ROYERE Y
k7w 7O—IRY LTT /N1 X% BigFix MCM ICBE#IMICERTET 3L SICT B W T
TET

7075 LDOEBEKR%1S D755 Apple Business Manager & Apple School Manager ') >

272, Apple BENT /N1 REBFDFMICDOWVWTIE. Apple DY R— b « Y1 & (#####
)ZBR LTIV,

IARTD Apple T/N1 X FIHAERED—EBE L T. Apple Business Manager IC7 7t X
LT BRI B7-DICEFED MDM H—N—|CHR/ICEID Y TENTLWEHE SHERESR
L 9, Apple Business Manager (&, FFEDFOT7 71 ILICY Y T3 T /N1 ADER %
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BHT 2. E0FO7 70 ZT N1 RCEKELEFT, 7/N\1 RSERIBIHZLIEL.
REAFREZITW 7O771IILRNTEEIN-MDM H—N—IC 772X LTMDME
TWEITVWET, Apple BEITNA RABRIOT 7LDy EVTIIHED T /INA AD%
WSS, TN RIE. BFEIDHTELLTIY—I3NTVS MDM H—/N\—IZEIDHT
SNBEITNARABRIOT7 71 IILEZBRREFLET,

BHE)T /N1 XABEERE®D ABM £ 7-1Z BigFix MCM H—/\—D#AEICDWTIZ. TDEP A
Apple Business Manager 71w « 22—k « HA R (##### )) ZBRLTLIES
(A

5 iF: sRTOESH TN ABRE IO 71IILBR 771/ (crt, .key, .enc, &
K. p7M I&. MDM H—/N\—_LE®D /var/ opt/BESUEM certs 7«4 L2 b1 —ICHBAS
nx7,

NSDBENIARTET Leb. I—H—h"mac0S 7/\1 RDEBFZ AN TRID 0S
Yy Ty TETV. 12—y MIERT S L. Apple —N\—I3@BHZZITELD.
BEITNARBRIOT 7L - THOY b ZR# L. T/ A%z #EY) 7% MDM B —/\—
ICUAAL I LET, MacTNATRDEY N7y T2V MNME A—H—DT7 0
TaAaR—=>ay - TOLAZZELET,

TINA ADEFE. WebUl ZER L T MDM T\ X = EIE (##### JTEXT,
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£ 11 &, IR HEE

A—H—HEERURL ZERA L T Windows 72517 7> & MDMH—N—ICBERL LS &
T3, T7AINMDTIIr—2 3> %4> M—=ILd 27> RIZETNIGE (200) =
RBRLUETH, 75— a>vid14 A M=IILdnExzH Ao

WebUl T—HEEE . ppkg Nv T - ZBEFNT 28ED H B35 EIE. WebUl 5 —1F
BBRNY T SO 77> 3> ZRIRY BR1C. ROTZU—27 Yy TFIBZRITLE
ED

« Windows 10 T RARA > hD MCVWPPKG T LI U —%Z 20U T LET,
« BES 4 —/\—_E® uploadManager Z X 7 ICEAET 2 IR TDTs LI =% D)
7LEY (AYEa2—% D IZEKE).
s W oot hes DMCM T« LI R —Z U7 LET,
* MDM H—/X—® / var / opt / BESUEM packages/ bi gf i x-ncmenrol | . ppkg &
2U7LET,
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C DEIF. BigFix MCM OERFICRE T SMEZ I —H—D BRI ZBICRILEF T,

a4

MCM JVR—%> +HOJ « T7 1 2ERL. BAEZ bSTIN>a—T0 0T 3355
ICEMBEREAFTEXRT,

OJ « 771 ILD5FR
TDOFRIF. Windows E LU Linux X TLICRMRINTWS I I F4 MCM OF OB
R LTWET,

Component Windows Linux

Plugin Portal log C.\Program Fi | es /var /| og/
(Configurable through (x86)\ Bi gFi x BESPI ugi nPortal . | og
_BESPIluginPortal_HTTPServéint er pri se\ BES

_LogFilePath) Pl ugi n Port al

\ BESPI ugi nPortal .| og

Windows MDM Plugin C.\Program Fi | es / var/ opt/
(x86)\ Bi gFi x BESPI ugi nPort al /
Enterprise Pl ugi ns/
\ BES Pl ugi n W ndows MDVPI ugi n/
Portal \ Pl ugi ns Logs
\ W ndows VDMPI ugi n
\ Logs

macOS MDM Plugin C.\Program Fi |l es [var/ opt/
(x86)\ Bi gFi x BESPI ugi nPort al /
Enterprise Pl ugi ns/

\ BES Pl ugi n Mac MDVPI ugi n/ Logs
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Component Windows Linux

Portal \ Pl ugi ns
\ Mac MDIVPI ugi n\ Logs

Windows MDM Server N/A / var / opt /| BESUEM
wi ndows/ | ogs/

w ndowsnmdm | og

macOS MDM Server N/A [ var [ opt / BESUEM nac/

| ogs/ m cromdm | og

macOS MDM Gateway N/A / var [ opt / BESUEM mac/
| ogs/ mdngat eway. | og

macOS MDM Webhook N/A / var / opt / BESUEM nac/
| ogs/ mdmnebhook. | og

WebUI log (Configurable c:\Program Files / var / opt / BESWebUI /
through the server setting | (x86)\ Bi gFi x WebUl / | ogs/
_WebUI_Logging_LogPath) |Ent er pri se\ BESWbUI

\ VebUI'\ | ogs\

ISATIVNRE-TFTAERRBTFT1> « R—2IOFEHEOT

INT A= — 5Lz

_BESPI ugi nPort al _Log_Ver bose BN 0 DHZFEIETZTAY « R—F)LD
iz Off ICERELEFT (VUFTxHIL -
Xyt —SDHDEERINEFT), EH 1
DHZEIF. COfEZ OnICHRELFT (O
JEREBEMICLET). T 74/ MEK
0T,

_BESPI ugi nPortal _Log_Enabl edLogs TS04 Y - R—ZIILOEFMEDERIC
BoTWBFEE. T34 « R—4
W Xyte—2 - 81 TOBKZRE L
9, FRAAEREIX. UTOEHEDT
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INT A= —

EEE

B

I IRT. ZUFacHI. TNV,
BAZIT ARV, 22OV TX
SN {EZEBMTIT £,

£l

_BESPI ugi nPortal _Log_Verbose = 1
_BESPI ugi nPortal Log Enabl edLogs

= events;timng

TIAILEDX Yy =2« B4 IE T
NTJ] T

B chik. 755912« R—42ILdD
INT =TV RICEEE % MIFIAIREM
Hb 9,

_W ndowsMDMVPI ugi n_LogVer bose BN 1 DIFEIE Windows MDM S5
> OF%Z On ICREL. BN 0 DIFE
I Off ICERELFJ. T 74 MEIZO
T,

_Appl eMDVPI ugi n_LogVer bose BN 1 DIFEIE Apple 75T 1 > DEFH
Z On ICERTE L. 1EH 0 DIFEIF Off IC
BRELEFI. 774/ MMEIZO T,

Logrotate

Logrotate (. O - 77 ILOB#O—T—> 3 Ve ERZQIEL T, FRAAEG T X
P AR—REEELFY, 1FBHIIiCopicOs - 770 0—7—> 3> 3N,
ROOAVTFTeron 2P a7ZERTLT dVwWAOY - 7J7A1IIHERBIN. Ny o7 v L
LTHREFEINE T,

* windowsmdm

« applemdm
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* rabbitmq
* openresty

Ny OTyT e T71IL52DFRIE . <Filename.log>_<YYYY-MM-DD>_<HH-mm-ss>.gz T

¥, =& ziE. ndnyat eway. | og_2020- 06- 03_07- 13- 00. gz
AJFxoEHETO—FT—>a >IN ROAJTOFBRICNY I T7 v TINET,

. . Max File Rotate Scheduled cron JOB
Container Log location . .
size Count running

For all Container’s 10 MB 10 every hour Oth minute
containers internal path
For macmdm | /var/opt/ 50 MB 10 every hour Oth minute
log BESUEM/mac/

logs
For /var/opt/ 50 MB 10 every hour Oth minute
windowsmdm | BESUEM/
log windows/logs
For openresty | /var/opt/ 50 MB 10 every hour Oth minute
log BESUEM/

openresty/logs

B OJ - 77 11L0H A XH 50 MB KEDIHE. logrotate cron ¥ 3 7 EETL T
B FLWVWOYT - T7AILIIERSh EHE A

MCM F/\w % -

ax>sJ

TNy - OJ O70aOFx>Y « LRNILBEEINTWS ). BMED ST

Sa—Ta 2T £9, BESUEM t4-1 K T. TROUBLESHOOTING £ LTY—2 &
NTW3 Fixlet ZIFL T, EX3MCM OVAR—%>boOszd8MIcLET, AVR—F
> b AMERTRERBEIR. Ch5DIVR—%> bHEELE T,



Io—+«J—F
UTFIC. —BHICRETEZIIS— - Xut—JrBEEERERLE D,
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Windows TV FRAI Y FERIS— - I—FK

I>5—--1—FK |58 [RE
0x80190191 OO —H— A—HF—IFFAINTULEE Ao
0x80190190 Y= N—IIEXERENIE |VE—bk « 771 ILRADEXXHER
TTFHATLT T9,
0x801901F4 T IUBEIERVELSICL |Windows LY X R —TY X T LEE
=0, AW ITCICEHAL |[EARELLEBREINTLEREWLDS, £
B&51CEFL £, 7=IEAR RGBT M) —TY,
0x8600023 BRCC DNy T —2%A1Y | 2O PPKG O >R— MMIUAETICE
R—FEBEATY TENTED, 7o avidkBL
FLT
0x80180026 FNA AIANFLEEBINT | ThiF. TN ZARATFOES 3=y
WEd g« E—RTOYIINTVWRIEE
ICHELET,
0x80192ee7 2y RD—OZMRIN |[DNSHMEARATEI AL, Fhiday
TLWEtEA Ea—3F—ICA32 =Xy bk T
T XHHD EFH A
0x8004002 T71IDRROMD FERA | FOES I =T - Ny — -
T7 AN EHRAIRBENTIEE
Ao
0x8004005 TOEINEEINE LT | Thid. UAC HEZHICH > TLW 315
&, F-laMDMERFETOY TR T
Enhh Twhwzxl #2200 v oLk
BRICERELET,
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Io5— -« d—RFOEFENLE—EICDWVWTIX. Thttps:/docs.microsoft.com/en-us/
windows/win32/mdmreg/mdm-registration-constants (##### )] ZERBLTLLET
LYo

RHEL8 @ Docker CE+ Docker # D1 > X =)L

RHELS |7 7 #JL b Tl& Docker CE+ ZH7R— kL TWEH A, XDIEHRIZ. RHELS ICH
D& 3 Docker CE+ 1 A b— LT 2= DEEEZEIZEHL £ 7

RHEL 8 |- Docker CE+Docker {1 XA =L T3
RHEL 8 | Docker CE+Docker #8p %= 1 > X b—JL T B3I

1.ROATY RERITLT ABURS KU —%EMLET,

sudo dnf confi g- manager

--add-repo=https://downl oad. docker. com | i nux/ cent os/ docker - ce. r epo

a RIS K)—DERCHEL>TVBIHLESHEERELET, CNETIICIE. B
MBRIRTOURY M) —ICET3EHMBEREZEITROIT RERTLE
ER

sudo dnf repolist -v

2.-nobest # 7> 3 > %iEE L Tdockerce #A VA M—ILLET, CDA S 3%
FHTD . BT e TEI3REERRZFOERVD/N—2 3 > D docker-ce B
(72— ILNwT)] N=23> e L GERINE T,

sudo dnf install --nobest docker-ce
3. M)A RER =T D containerd.io /N —SHFFTAI YA R—=ILT 3

sudo dnf install
https://downl oad. docker. com | i nux/ cent os/ 7/ x86_64/ st abl e/ Packages/ con

tainerd.io-1.2.6-3.3.¢el7.x86_64.rpm

4. ZFFHIN—2 3> D dockerce Z1 A —JILLE T,

sudo dnf install docker-ce


https://docs.microsoft.com/en-us/windows/win32/mdmreg/mdm-registration-constants
https://docs.microsoft.com/en-us/windows/win32/mdmreg/mdm-registration-constants
https://docs.microsoft.com/en-us/windows/win32/mdmreg/mdm-registration-constants
https://docs.microsoft.com/en-us/windows/win32/mdmreg/mdm-registration-constants
https://docs.microsoft.com/en-us/windows/win32/mdmreg/mdm-registration-constants
https://docs.microsoft.com/en-us/windows/win32/mdmreg/mdm-registration-constants
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5.docker T—EVZEEBIL TAEMICLET
sudo systenct!| enable --now docker
a.XDIARYEZEITLT T—EVWT7I9T4TDESHhZHERELEFT,
systentt!l is-active docker

6. docker-compose #4 O—/N\ILTA VXA —=ILLE T,
a. 7AY T Y D GitHUb R=IH 5N F U — - T7CI)LzZ o >vO0—FLZF
ER

curl -L
"https://github. coml docker/ conpose/rel eases/ downl oad/ 1. 23. 2/ dock

er - conpose-$(unanme -s)-$(unanme -m" -o docker-conpose

b NAMF)—--Tr7AI)Lado>O—RL7EE. Nk /usr/local /bin 7%
IWA—ICBH L. RITAIREICLE T,

sudo nmv docker-conpose /usr/local/bin & sudo chnod
+x /usr/1 ocal / bi n/ docker - conpose

sudo In -s /usr/local/bin/docker-conpose /usr/bin/docker-conpose

2L <%, Thttps:/linuxconfig.org/how-to-install-docker-in-rhel-8 (##### )l ==
LTLEESTL,

DA >R —)L#. Docker CE OV T F—EGDRENRET BAIEMEDHD XTI, C
DOEE=BRTBICIE. UTOFIEZETLEFT,

Docker CE AV T F—EHGDRIBERRL 7,
Docker CE A>T F—#EKiOREZ RT3 ICIF. XOFIEZRITL £,

1. DA >R —T x—RX Docker BWMEARAINTWLWBHhERERL XTI, FIRIL.
Fdocker01 T49,

ip link show

2.ERARRRB I FATIA—IL « V—2ZWELE T, fIRIE. TNTUvT) T


https://linuxconfig.org/how-to-install-docker-in-rhel-8
https://linuxconfig.org/how-to-install-docker-in-rhel-8
https://linuxconfig.org/how-to-install-docker-in-rhel-8
https://linuxconfig.org/how-to-install-docker-in-rhel-8
https://linuxconfig.org/how-to-install-docker-in-rhel-8
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sudo firewal |l -cnd --get-active-zones

3.Docker 1 A —T T —ADBNA U RINTWBY —>%HERLFT, @%E. Docker
AR =TT—REFREV—=ICNAYRTINTUVEE A,

sudo firewal |l -cnd --get-zone-of-interface=docker0

4. TNTVwo1 J—>IC Tdocker0y > 2 —7 1 —R%=ZEMLEY, EEIF. 77
177 4—ILHBEO—RINLRICOARTEINE T,

sudo nntli connection nodify dockerO connection.zone public
5. XAAL—RIZED. Docker DAL HADABEIZAHED £95
sudo firewal |l -cmd --zone=public --add-masquerade --permanent

6. 7717 UA4—I)lzBAO—FLET

sudo firewall-cmd --rel oad

7.dockerd = BB L £ ¢

sudo systencttl restart docker

LDAPS#ES:D RS I a—FT+4 >0

¥
LDAP &5
[RH

MDM H —/N—%Z 18R 9 5 ICIE. LDAP BERIEHRZ AT HIHLBENHD £9, MESFEX
o3RO H TIEZ AN LIHE. BIREESNEE AL 7Tl Fixlet 7o 32k
EBICZTET L. EROBENMRELET,

BRIRE

AV R - 54>« A—F+ ') 7+ — BESmdmldaputil Z{EH 3 5 . LDAP /XT X—
HA—. BF A=), BLUVI—HRAZKREL T. LDAP EHOMEZ S TN a—T+
VITEET,
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[FiF: env 771ILADLDAP NS X—2—%2ZBLBE. TEEZEMCTBIC
I&. openresty T —EXZBIEE$HTIHENHD 7,

cDA—F« )T+ —I& Linux MDM H—/X—LE®D /opt / bi gf i x/ bi n# ICHD F£F, D
A—FT1 T4 —%R{TI3ICIE /opt/bigfix/bi n# (C#E L T ./BESmdmldaputil %
EITLET

c ZDA—TFTa VT —IlE& MDM B —N—D1 VX ;=)LFFIEFKX > TF > X Fixlet
#EL TRMHIN. ROKITRT & SIC/var/ opt/ BESUEM . env T« LI k1 —
I EINTWS LDAP NS X—F—%&REEL £ 7.

BASE | c a
BIND DN= i w. loca

#Logger env es - log format can be json or text

LOG_LEVEL=inf

CODE_TRACE=

LOG_FORMAT=

#Uncomment and enable(AUTO_LOG_LEVEL_RESET=true) to reset log level to info when level was set to debug or trace
#AUTO_LOG_LEVEL_RESET=f

#Uncomment and s i ation(in minutes) after which the log level is reset to info when AUTO_LOG_LEVEL RESET=true
#0nly integer values a ected and default is 60 minutes.

#AUTO LOG_RESET DURATIO

cROEIF. COA—FTa )T —THERATEZ AT ave. eEhodAdFa>h
ERAEDHZTRLTVET,

0149a33c7ef7: /opt/bigfix/bin# ./BESmdmldaputil

NAME :
BESmdhldaputil - Utility to validate ldap variables, email and user auth validation

USAGE:
. /BESmdmldaputil [options]

Examples:
. /BESmdmldaputil -h
. /BESmdmldaputil -e user(@example.com

. /BESmdmldaputil -a username:password

OPTIONS

: Help Content

: Ping to ldap server

: Validate LDAP env arguments
: Validate email

: Authenticate user
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cRDEIE. A7 aY-azFERALTHEDI—— 2L 2B DIREX v 2 —
DETRLTWVWET,

b268235f8a74: /opt/bigfix/bin# ./BESmdmldaputil -a nwuserl:ﬁigfix@

Validating Env LDAP Arguments Started to Validate LDAP Arguments from '/var/opt/BESUEM/.env'...
PASS Validated LDAP_URL...
PASS Decrypted BIND PASSWORD. ..
PASS File *'/usr/local/bin/BESdecrypt' exist...
PASS File '/opt/bigfix/certs/MDM_PARAM 4.enc' exist...
PASS Argument CONNECT _TO is configured in env 'activeDir'...
PASS Argument LDAP URL is configured in env 'ldaps:// -
PASS Argument BASE DN is configured in env 'dc=bigfixnw,dc=local’...
PASS Argument BIND DN is configured in env 'nwuserl@igfixnw.local’...
PASS User Credentials Are Valid...

cFTe. BROA T2 3 zllAEOETENORBRZR/ZLDHTEEI, XRDOK
iF. BESNIEOA T a3 -abLkf e DERZERLTVET,

b268235f8a74: fopt/bigfix/bin# ./BESmdmldaputil -a nwuserl:Bigfix@2019 -e ¢wu58rl@hquixnw.1ocal

vValidating Env LDAP Arguments Started to Validate LDAP Arguments from '/var/opt/BESUEM/.env'...
PASS Validated LDAP_URL..
PASS Decrypted BIND PASSWORD...
PASS File '/usr/local/bin/BESdecrypt’' exist...
PASS File '/opt/bigfix/certs/MDM_PARAM 4.enc' exist...
Argument CONNECT TO is configured in env ‘activeDir'...
Argument LDAP_URL is configured in env 'ldaps://!
Argument BASE DN is configured in env 'dc=bigfixnw,dc=local’
Argument BIND DN is configured in env 'nwuserl@igfixnw.local'...
Valid Email Format nwuserl@igfixnw.local...
Email Validaton Su A
Validating Env LDAP Arguments Started to Validate LDAP Arguments from '/var/opt/BESUEM/.env'...
PASS Validated LDAP_URL...
PASS Decrypted BIND PASSWORD. ..
PASS File '/usr/local/bin/BESdecrypt' exist...
PASS File '/opt/bigfix/certs/MDM_PARAM 4.enc' exist...
PASS Argument CONNECT_TO is configured in env 'activeDir'...
PASS Argument LDAP_URL is configured in env 'ldaps:// 1636'...
PASS Argument BASE DN is configured in env 'dc=bigfixnw,dc=local
PASS Argument BIND_DN is configured in env 'nwuserl@igfixnw,.local’...
PASS User Credentials Are Valid...

CHICED. BREEADEHRIEEL TLWBHESH. FLEELTULARWESIE. BIF
MICAZIRETHRELHZIOD B TIT XY,

DEPD+Z TN a—Ta4 >0

CDEII3>TIE DEPERDO ST a—Ta 2 JERZRLET,
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TNAZADSTAT7LILADEID YT

MicroMDM I&. 3R T® DEP 3/ Z1&#% / opt / bi gf i x/ confi g/ dep-
devices.json Z7MILICEZTAHE T, COT7TILIFNII0O DT CICEHINE T,
ZO7 71 ILOREL UUID ZbD 7 N1 AFREHICHRTEE T, HEDT/NAIN5
BERINTVWBRIRTOTNAROZAT7AIADEIDHETZ, COT71ILHBERED
TR ENTEFXRY,

dep-devices.json Z7AINDTF>FIL - ATV

{
"serial _number”: "EExxxxxEk kA Hn
"model ":"i Pad",
"description":"1 PAD W-Fl 32GB SPACE GRAY- USA"
"col or": " SPACE GRAY",
"asset _tag":"",
"profile_status":"assigned",
"profile uuid":"180E3526801006EB204EDCOC3A4C3141",
" DEPPr of i | eAssi gnedDat e": " 2020- 10- 06T21: 07: 54Z"
hi
{
"serial _nunber " " EEEEE R R Rk Rk
“nmodel *: " MacBook Pro 15\"",
"description":"MBP 15.4/16CB",
"col or": "SI LVER",
"asset _tag":"",
"profile status":"pushed",
"profile uuid":"180E3526801006EB204EDCOC3A4C3141",
" DEPPr of i | eAssi gnedDat e": " 2020- 10- 06T21: 07: 54Z"
}
{

"serial nunber":"*F*EExAEk KA

"nmodel ":"i Phone XR',
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"description":"1PHONE XR BLACK 64CGB VZW USA",

"col or": " BLACK",

"asset_tag":"",

"profile status":"assigned",
"profile_uuid":"180E3526801006EB204EDCOC3A4C3141",

" DEPProf i | eAssi gnedDat e": " 2020- 10- 06T21: 07: 542"

MacOS MCM A VR—RV FOOJTEX M) YO EERT S
DEP O%'l&/ var/| og/ appl e-ndm | og 7 7L TEHATI £,

apple-mdm log 77O FI)L - ATV

"cursor":
" MDowQ E2MTA2Nz Y3ANTA3Nz M6 MTI'Yx MDY4MIUx OTASNDpOcnVI G E2MTA2Nz Y3ANTA3Nz M’
"file":
"/ opt/bigfix/src/github.com m cromdm m crondm pl at f or mf dep/ sync/ depsync. go
1 313",
"func": "github. com m crondm m crondnt pl at f or m dep/ sync. (*Wat cher) . Run",
"l evel": "info",
“nmodul e": "defaul t”,
"meg": "Sync DEP devices",
"time": "2021-01-15T04: 01: 582"

"devices": 0,
"fetched": "2021-01-15T02:12: 302",
"file":
"/ opt/bigfix/src/github.com ni crondn mi cr ondnt pl at f or m dep/ sync/ depsync. go
1 347",
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"func": "github.com m cromdm m cronmdn pl at f or M dep/ sync. (*Wat cher). Run",

"l evel": "info",

"modul e": "defaul t",
"nore": fal se,

"msg": "DEP sync success",
"phase": "sync",

“time": "2021-01-15T04:01: 592"

"device_count": O,
"file":
"/opt/bigfix/src/github.com m cromdm m cronmdn pl at f or m devi ce/ wor ker. go: 12
A
"func":

"github. coml ni cr omdm mi cr ondnt pl at f or m devi ce. (*Wor ker) . updat eFr onDEPSync"

"level": "info",

“nmodul e": “"defaul t”,

"meg": "Updating devices from DEP",
"time": "2021-01-15T04: 02: 00Z"

"FilterUDID': null,
"count of udids in query": O,
"file":
"/ opt/bigfix/src/github.com m cromdm m crondm pl at f ornf devi ce/ builtin/db. g
0: 65",
"func":
"gi thub. conf m cr ondm m crondni pl at f or m devi ce/ builtin. (*DB). List",
"l evel": "info",
"modul e": "restapi",

"meg": "List device db operation called",
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"time": "2021-01-15T04: 02: 002"

"file":
"/ opt/bigfix/src/github.com m crondm m cronmdnt pl at f or m dep/ defi ne_profile.
go: 46",
"func":
"gi thub. con? m cr ondm m cr ondnt pl at f or m dep. MakeDef i nePr of i | eEndpoi nt. funcl
"l evel": "info",
"nmodul e": "restapi",
"meg": "Apply dep profile request",
"profile_nanme": "DEPTestProfile",

"time": "2021-01-15T04: 12: 332"

"file":
"/ opt/bigfix/src/github.com m crondm m cronmdn pl at f or m dep/ defi ne_profile.
go: 51",
"func":
"gi thub. con mi cr ondm m cr ondnt pl at f or m dep. MakeDef i nePr of i | eEndpoi nt. funcl
"l evel": "info",
"nmodul e": "restapi”,
"meg": "Apply dep profile success",
"profile nane": "DEPTestProfile",
"profile_uuid': "EB7A65BC96583B0C77DE990633C2EAD3",
"time": "2021-01-15T04: 12: 332"
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"file":
"/ opt/bigfix/src/github.com m crondm m crondnt pl at f or m dep/ sync/ appl y_aut o
assi gner. go: 32",
"func":

"gi thub. con’ m cr ondm m cr ondnt pl at f or m dep/ sync. MakeAppl yAut oAssi gner Endpo

int.funcl",
“level": "info",
"modul e": “"restapi",
"meg": "Apply dep autoassigner request",

"profile_uuid': "EB7A65BC96583B0C77DE990633C2EAD3",
“time": "2021-01-15T04: 12: 332"

"file":
"/ opt/bigfix/src/github.com m crondm m cronmdnt pl at f or m dep/ sync/ appl y_aut o
assi gner. go: 37",
"func":

"gi thub. con’ m cr ondm m cr ondnt pl at f or m dep/ sync. MakeAppl yAut oAssi gner Endpo

int.funcl",
"level": "info",
"nmodul e": "restapi",
"meg": "Apply dep autoassigner success",

"profile_uuid': "EB7A65BC96583B0C77DE990633C2EAD3",
“time": "2021-01-15T04: 12: 332"

"file":
"/ opt/bigfix/src/github.com m crondm m cronmdnt pl at f or M dep/ sync/ syncnow. go
121",
"func":

"gi thub. con’ m cr ondm m cr ondnt pl at f or m dep/ sync. MakeSyncNowEndpoi nt . funcl"
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"level": "info",
"modul e": "restapi",
"nsg": "Dep syncnow request",

"time": "2021-01-15T04:13: 012"

"file":
"/ opt/bigfix/src/github.com ni crondn mi cr ondnt pl at f or m dep/ sync/ depsync. go
: 380",
"func": "github.com m cromdm m cromdn pl at f or M dep/ sync. (*Wat cher) . Run",
"l evel": "info",
"modul e": "defaul t",
"meg": "Explicit DEP sync requested",
"time": "2021-01-15T04:13: 012"

"cursor":
" MDowQ E2MTA2Nz Y3NTA3Nz M6 MTYXx MDY4Mz Mk OTASM pOcnVI G E2MTA2Nz Y3NTA3NzM',
"file":
"/ opt/bigfix/src/github.com m crondm m crondnt pl at f or M dep/ sync/ depsync. go
1 313",
"func": "github. com m crondm m crondnt pl at f or m dep/ sync. (*Wat cher) . Run",
"level": "info",
"modul e": "defaul t",
"msg": "Sync DEP devices",
"time": "2021-01-15T04:13:01z2"

"devi ces": 0,

"fetched": "2021-01-15T02:12: 302"
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"file":
"/ opt/ bigfix/src/github.com ni cronmdm mi cr ondnt pl at f or m dep/ sync/ depsync. go
1 347",
"func": "github. com m crondm m cronmdnt pl at f or m dep/ sync. (*Wat cher). Run",
“level": "info",
"modul e": "defaul t",
"nmore": fal se,
"meg": "DEP sync success",
"phase": "sync",

"time": "2021-01-15T04: 13: 012"

PPKG £MR -1~ B —REEBRABICKESINTWLED
EODZEHRL X,

—EEROMEZ S TN a—T0 2T F3ICIFE MROTNA XA TFOE 3=y
TN Tr—SERRA Y P LTIRESNTVEHE SH 2R LF T,
ZNEITSICIE. BigFix 3>V —JLT. TBESUEM1 > T9#f1 > TWindows E4 Y «

953172 FVERDOHEERER ICBELE T, BERITBT/NAXICDOVT. RONFA—
2—DfEZHEEL £

« WindowsAgent PPKG Designation /Y5 X —32 —®D{EH True IZ7% D £,
FBEINLETNARZH ) yo L. TOAYEa2—4—REDRE)] ZFRLET,
247> MERE MCM_BULK_ENROLL_ENDPOINT (3 1 ICEREINE T,
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Fle Edit View Go Tools Help
@ Back * ® forward ¥ | B Content ¥ Content | ¥ Refresh Cansole

[Gearch Anaiyses e

Applicable Comput.. Activated By  Time Activated

~ B Extenal Sites (3)

~ 5 BES Support 2 bigfixadmin  11/23/2020 82344 PM.
> B Fixdets and Tasks (96) 5 bighixadmin  11/23/2020 82350 PM
, = ;;"L’,‘,L'Z’f.?; 1 pigliadmin  11/23/2020 82354 PM.
& Computer Groups (0) Activated Globally __ Windows Modern Cliént Management MOM Servers BESUEM Dev 1 i in 11232020 82357 PM
3 Actions ) [ aitsetings ,ﬂ,mmmm % | bigfixadmin  19/23/2020 82403 PM
> G Subscribed Computers (1) bigfixadmin  11/23/2020 82408 PM.
: g 3?:::’:;"“ Clioded bigfixadmin 11/23/2020 B:24:12 PM
silllifessd bighisadmin  11/23/2020 8:24:15 PM.
> G Fidlets and Tasks (5) EAR R Rt bigisadmin  11/23/2020 824,18 PM.
Y Primary Relay: Main BigFix Server v
1] =
B Actions (0) Secondary Relay:  Main BigFix Server -]
> i Subscribed Computers (1) :
~ I BESUEM Dev Customn Settings:
> = m':ammmm blame - Value Site [ Add
» EAAn _BESClient_LastShutdowm_Reason Senvice manager stop request Local
@ Computer Groups (0) _BESClient_Upgrade_UTF8Settings 1 Local _
B Actions (0) EsClient Uploadha flerDirector AProgram Files jgFix Ente_Local
> [ Suherribed Comoter (11) ! b _ g

1R Fixlets and Tasks (1)
@ Baselines (0)
B Analyses (0) Viewsstin

@ Computer Groups (0)
Actions (0)

B Comelation  WindowsAgent Native Correlation WindowsAgent f
> (@ Subscribed Computers (11) X 505528 55 |
& EFiI:(ﬂl =
=l SKTOP-PI61U
= LDAOPp;\'mcmries m‘?’ i 0-56-28-d..
WIN-35A9EQHVTIS|00-50-56-a8-d3-ef  False
12 ancontent WIN-AJBUSTP2GIRI0N-50-56-a8-4e-04  False

Activate Windows

&8 sigkix Management
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CORBICDODVWTEFLLIFE. ULTDOVY—XZERBL TSI,

* BigFix H7R— & - IR—3 )L (##### )

« BigFix Developer (##### )

» YouTube @ BigFix L -1 1) X b (##### )

* YouTube @ BigFix Tech Advisors F v > X)L (##### )

* BigFix 7 # — 3 L\ (##### )



https://support.hcltechsw.com/csm?id=bigfix_support
https://support.hcltechsw.com/csm?id=bigfix_support
https://support.hcltechsw.com/csm?id=bigfix_support
https://support.hcltechsw.com/csm?id=bigfix_support
https://support.hcltechsw.com/csm?id=bigfix_support
https://developer.bigfix.com/
https://developer.bigfix.com/
https://developer.bigfix.com/
https://developer.bigfix.com/
https://developer.bigfix.com/
https://www.youtube.com/playlist?list=PL2tETTrnR4wtneQ2IxSIiDFljzQDuZNBQ
https://www.youtube.com/playlist?list=PL2tETTrnR4wtneQ2IxSIiDFljzQDuZNBQ
https://www.youtube.com/playlist?list=PL2tETTrnR4wtneQ2IxSIiDFljzQDuZNBQ
https://www.youtube.com/playlist?list=PL2tETTrnR4wtneQ2IxSIiDFljzQDuZNBQ
https://www.youtube.com/playlist?list=PL2tETTrnR4wtneQ2IxSIiDFljzQDuZNBQ
https://www.youtube.com/channel/UCtoLTyln5per0JYzw1phGiQ
https://www.youtube.com/channel/UCtoLTyln5per0JYzw1phGiQ
https://www.youtube.com/channel/UCtoLTyln5per0JYzw1phGiQ
https://www.youtube.com/channel/UCtoLTyln5per0JYzw1phGiQ
https://www.youtube.com/channel/UCtoLTyln5per0JYzw1phGiQ
https://forum.bigfix.com
https://forum.bigfix.com
https://forum.bigfix.com
https://forum.bigfix.com
https://forum.bigfix.com

&% B. AEEE&E

CORFEEI. BigFix DEFIOI A7V FEBY I MV 7V ELUVHMOAEBLER”
EHLTVET,

COREETIIROBESRIMEAINTULE D,

- THpp) S, FEBAMEOHEIIBAMEE. ABBEOBAIFEHL TLALVERE
RTHDTT
. Tappl S, BETBEEEENEINEAEERLET.

A (##### 64) B (##### 65) C (##### 66) D (##### 68) E (##### 70) F
(##### 70) G (##### 70) L (##### 71) B (##### 71) N (##### 72) O (###
## 73) P (##### 73) R (##### 73) B (##### 74) T (##### 76) U (#####
77) N (##### 77) W (##### 78)

A

action

1. TFixlet (##### 70)1 %=EHg,
2 IMERZRIREEBBAAIRY (INYFDA VA=), TNATXAD) T —
) 2RTIBD 773> - XU TE ATV RDEY R

Toay « X2 1) 7k (Action Script)
IVRRAVETT O a>2RITIBDICFERT BEE.
I—2 x> (agent)

[BigFix T—< 1 > I (BigFix agent) (##### 65)1 &= &0,

HWEWEY T U x 7 (ambiguous software)

AOERTERE T 7 AN KK BUIRTRIGET 7AIDH BV T o7 £
TS AROROEBDBAAICEET DY 7 b7 (A2 R7OVERE
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L T® Microsoft Word & Microsoft Office IC/\> KL & 117z Microsoft Word
HEETIHBEEL).

ESE /Ny F (audit patch)
BEARBETHHEEEOHRZE T INREZRETILOHICERINS /Y
Fo BBBENYFICIIT I aUPEENT. EENYFEZTO4TBL
IEFTEALN,

B> Ea—42— + J)L—7 (automatic computer group)
BESNIETNAROTANT 1 —%ZTIL—T« XON—=29 FICRESN
EBECHBRTZZCICED. BITRICXN—2y IHREFS 02—
= JI—"T, BEHIIN—TRHOTNA XDy bMIFHNTH S, N

&, ZOTIN—THENTBEEMEINH D . FLERICE(LTZ %
Bkd3, OB a—42—-J)L—7 (#####66)] HEBME,

N—2R 71 2 (baseline)
—BCT IO INZ 7o av0ES, R—XTM Vi B8, 77040
XY hRBft 270, 370> 3> 0ty FHAERINBIER %
Hed-HiIcERAING, [T7O04X >k« 4)L—7 (deployment group)
(##### 68)1 HEMR,

BigFix T—</ x > I (BigFix agent)

BigFix ICK B BIEBEEZX VI ZHEEICT DI RRA > b LD BigFix
:l—'r‘“o

BigFix ¥ 51 77 > I (BigFix client)

IBigFix T—< = > b (BigFix agent) (##### 65)] &= &8,

BigFix 12/ —JL (BigFix console)

754 —BigFix BB V2 —T 1 —X, TOAVY—ILIE. T2HEE
t v b % BigFix BI2& ICIRET %,
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C
2517 > b (client)

Y—N—D5DH—EXZERTZYV I T 7 s OV LFEIFOY
Ea—4%2—, Y—/\— (server) (##### 75) HER,

271 7 > MK (client time)

BigFix 7 541 7> DT /N1 X LD O—7)LEFRE,
959K
AT F—FLFMRERS Y TEITINZAVE2a— 2L UV ML —
T AVRAZAVRAFLIFT—ERDEY b
Common Vulnerabilities and Exposures i 5Z S (CVE ID) (Common Vulnerabilities

and Exposures ldentification Number (CVE ID))
National Vulnerability Database D ED I > b —ZHF T 5HFE S, X

HA—D/INy FXEICIZ. BE. CVEID HE£N S (CVEID HMERTIEER G
&)o TNational Vulnerability Database (##### 72)1 ©&,

Common Vulnerabilities and Exposures (CVE) < X7 Ls (Common Vulnerabilities and
Exposures system (CVE))

KEEFHIELR - $HM/E (NIST) HMRSF I % National Vulnerabilities Database
(NVD) O—E8TH B2 nHICF bz y T —UHEsgE DB,

m % Sk 70 o

BEROT702a 80T A XY NROBLZDT7 o> ay, 704
X >k « 2 )L— 7 (deployment group) (##### 68)1 HEHR,

aAYEa—4%— + J)L—7 (computer group)
EEY21>Ea—4—0JI)L—F, BEFEEFIEa—45—--JIL—7F
ZER LT AT LZEKROHZ AT - L. B0 E 21—
B=ADAVTVYDTTAA KXY FZ2BRHICTE 3, HEO Ea1—
B— JIN—T (#####65)) « TFEIOADEa—%— - TIL—T (#####
71)1 B,

ayvJ-=l
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BigFix > — )L (##### 65)1 =B8R,
27 2*J (content)
T770)e XYy RT—=U2FKTOT 7O XY FBICNY =2 ThTu
%o BigFix T—2 x> MIOAY T2V RDREEZE (Relevance R T7— b X >
MBSV T7 o023 iERn (703>« ROUTh - AF—bXVh) =2
BLT. fesslzRE Ly bT—2 - RO —ZRITLIZD T 3,
A>T OESEE (content relevance)
INYFERIFYVIETIT7H1 DODUEDTNAZIADTFOAC XY MIEL
TWBDNESHDHE. TT7N\A ZRDBLEE (###4# 69)) HEER,
1#E i 52EF (UTC) (Coordinated Universal Time (UTC))
AR TERFEIC K > TRIF I N 2 ERIZER,
FIREM & B /\ v F (corrupt patch)

FID /Ny FTITONTEEREE X IIBRIEINIEGEICARL —F—|C
EBEETBNYF, COWRIF. BIDY—EXR - NI FET7TVr—23
DHEDFHLWI 7L Z LES L. Ny FHRERINIT 71 IILHRTT
T77AINTIRBLBOIBRICEET I8N H S, BEDH B /Ny FIC
£oT. CORREICTZITNIUTHNDS, CNZFEALT LDFLLNY
FEBEBERITZICNTES,

HARH L » A>T7T > (custom content)

A—H—hmEOxR Yy fT—J TERT 3 HIZVER L 7= BigFix I— K (5
R INYTFRARBRL « R—RS5A R,

CVE

F'Common Vulnerabilities and Exposures & X T L (##### 66)1 =ZH,

CVEID

FCommon Vulnerabilities and Exposures 8RS (##### 66)1 =B,




EREATE |2- FH5E% | 68

D

TF—43 + X2 ;1) —L (data stream)
NYT—2 « T—=2DY — R LTHEET ZBHROI N >,
T7#I bk« 7O 3> (default action)

Fixlet D7 7OMBRHIERITIND LD ICITBESNLT O3>, 774K -
T AaVHEEREBINTUVRWGES., AXRL—2—(ZIE. W< D2HhDT7 Y
2arvhoERTZID. B—T70 a3 BT 3BERICEDCERREEZTTS
S5k BZ OV FRHAEINE T,

FEE /Ny 7 — (definitive package)

AVEa2a—32—LEDOYV I NI T7DEEEZRANTBIEODERFLEERS
F—HDRANYY,

770 (deploy)
VIRIITDA VA R=ILRNY FOEFHFEEDEHMNT, EITICEK DIRIE
RHRIVERTTBEHICTI DULEODI YRR MIOAYTOVYETA R
/\o“/ 9:3—5 - 2:0

F7841 X b (deployment)
12D2UEDIYRRAY MITa ANy FINFEOAVTOVICET 2ER
(T4 ANYFEINFEAVTIOYDREDT VAV R),

F704 X b « Z)L—7 (deployment group)

ARL—=Z—DF O X > FRICEBO 77 3> FRLIEGE. £
TEER—=X S0 oD TFFO40 INTBERICERSNT=T7o>a > 0&Es,
IR—RSA > (###4465)1 « TAVR—R b (#####66)) « TT
TOAXUE « D VR (#####69)1 « TEEOT7O>3> - J)L—

7 (#a### 72)) HBR,

77041 X > FIKEE (deployment state)

IV RRAYMETRITTZT 704X OB REICIF. FRL—
F—=ICE > TREINT/NT A—42— ( IStart at 1AM, end at 3AM] 7 &) H
2EN3,
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7704 X2 MR (deployment status)

TRNTONRTNA RADREBEORER, 7 701X FOFNDN—t > T—
D LTRRIND,

T7O04 X2k « 21477 (deployment type)
TTOAAMXYMNMIEENE T3> 1 DERDI ZTRTHD,
F7041 X FEARE (deployment window)
TTOAAXY MDT IS a UHRTISER TH S 8. HIZIE. Fixlet {Z 3
HEOTF7OA4 X D H D, A7 510V OEET /N1 I D 3 H
DOHARIAIC BigFix IC@IE L 7cHmE. €D 7T /N1 X Fixlet ZBE L £9, C
D 3 BEDE RN RBICTNA AD TV SA VICR> e, FDT

N1 RIE Fixlet #EBIFLEFHA. T7O040X >k« J)L—7 (deployment
group) (##### 68)1 HEH,

F N1 X (device)
BigFix WEIEL TW3ZSvFhy A TR MY —N— RET> >
BEDIVRRAV b Bigfix T—J Y b ZRITLTWVWAI Y RERAIY
o

TN ADFREE (device holder)
BigFix BRIV E 1 —4—%FEAT @A

TN R « F70OINT 1 — (device property)

BigFix IC& > TINE I N7 NA XICE T B8], (TN RDN— KT T T
ARL=Ta 2T« X7 L Ry T —=TRR. RE. BigFix /517>
MR 3MZRL). AAZL - TONT—ZT NI RICEDHTS
tHTE 3,

FINT ZDESERE (device relevance)

BigFix A>TV O—8%z 7N\ RABRTZRENHZID (NYFZERT
3. VILIITZAVAM—ITB. R—XTAVZRTTIRL) DH
Eo TAVT VY OBEEE (####467)) HBR,

TN ZADFER (device result)
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BEDIY FRAY DT TOA XY FDRE (#ERZ2ZC)o

KEREY —/N— T—FTIFv— (DSA)
FENRELIBAICRA TREB/ARMZRRT B DICEBOT —/N—
Z )09 T—FTIFv—o

DSA

FREMRY —/N— 7—=F T F v — (DSA) (##### 70)1 2B

\\\\\

BIBYICXT RIEE (dynamically targeted)

AV a—32— - JII—T%FEALTT O X b EXNRICT S CICE
B9 3,

E
I Y RARAL >k (endpoint)

BigFix T—Y T Y hEEITTERY FT—2 « FINA R

F

7« L& — (filter)
EHEHODURA Mz, BEDBMZHO2HDICKD Z &,
Fixlet

BIEFTIEFZ RV ZRITT B1-HIC—HEIC/N> FILENT: Relevance X 7—
XY RELUVT7023> ROV TE« ATF— XY FZEE BigFix O
T Y D—EB, Fixlet |& BigFix A>TV YOEXNEREILT Y - 70Oy
U THB, Fixletid. 2y FI7—0BBT7IaVLR—F T3>
HRITIB7=HICBigFix T—J x> MItERERIET %,

G

JI—7F « F7A4 X> b+ (group deployment)
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BEOT7I 3> 1 DU EDTFNARICTTOCINTTOAMX RO
247,

H
NTUYER-I35IF

IR - HY—EXROEBRZEY ~ (BERINTVYD - 75T RETSA
N—hk«I5UR) ZRmBICHAGDODETERT S,

L

O+ 2 (locked)

TNAROAY IDRREI NS T BigFix D7 U2 3 Y ORRBAHRITTE
BWIY FRA > kDR,

H

MAG
MERMT o> ay - JIL—7 (##### 72)) LR,

EI2HEPR (management rights)
EESNEOAYE2a—42—DFIL—FADaAYY =)L« RL—2—0DH|
B U1 FEEZEFIEITRY— « ARL—F—DANEIEIERZT O YT
B5HTEB,

Y=a7JL+s AYEa—4— + J)L—7F (manual computer group)

ARL—A—|CLBBIRICEDTAIIN—DyTIHRFZAVE2—S— -
IIN—"T RZaTI - TJIL—THDOTNAT ZADEAEDLEIZEENTH D,
ZILLAEW, TOVEa—2— - J)L—7 (#####66)1 HBHE,

I A — « R L —%4— (master operator)
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BIEMEREEZIFE DOV —IL s ARL—F—, IREZ— + ARL—Z2—F, T
1 FEEBECIZIFRASFOIEHRITTEIBZIN, ARL—E2—%FEHT3C
IETERL,
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EREATE |2- B5EE 173

O

Z# 7 7 — (offer)

TINA ZDFABEDN., BigFix 7O avICART3HAEEBELABWVI L. &
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